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SUIMNTAKAJBIK KACBIKTAPJIBIH AKITAPATTBI
KOPFAY/JIA KOJJIAHBLTYBI

Anoamna. Makanada >11unmuKkaibly KUCHIKMAD, OHbIH KpUnmozpapuaoa KONOAHBLIYbL HCIHE
backa autblk Kinmmi Kpunmozpagusiivlk Jcyenepoer apmulKubLIbiIKmapbl mypaivl Oacmol Maiimemmep
bepineer. DNMUnmuKaiblk KpURmMozspagusaHsl annapammelx, icke acvlpy niam@opmacsl YCoIHbIIZAH.
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FPGA naamgpopmanapul

Kipicne

1985 sxbimel Hun KoOmunn men Bukrop Musutep amblk KinTi 6ap KpUNTOXyHenepe
AJUTUNITUKAIBIK KHCBIKTAP IbI Makiaananyabl YCeIHab! [1,2]. Ochl yakbITTan 6actan kpumnrorpadus
canmachlHa «DIUTMNTHKAIBIK Kuchikrapaarsl kpunrtorpadus (Elliptic Curve Cryptography —
ECC)» Ttepmuni maiima Oombll, namyIblH >kaHa OarbiTel Oactanasl. Kpunrorpadusiga
UIMNTUKAIBIK KUCBIKTapAbl KOJIJaHY CBHIMCBI3 OallIaHBICTBIH — JKOFaphl KbULIAMJIBIFBl JKOHE
KUTTTiH IIaFBIH Y3BIHIBIFbIHA OAMIIaHBICTBI TYBIHIA/IBI.

ECC — ambIk KiATTEp KpuUNTOrpadusChl CallaChIHIAFbl JEPEKTEpl HEFYpJbIM Kayirci3
TapaTyna Tmaijga OojiFraH €H 3aMaHayu TexHosorus. byn texnomoruss RSA sxone [duddu-
XenaMaH CHSKTBI alllblK KUITTepAl MU@prayablH KeNTereH oJicTepiMeH Oipre KoJjjaHblia
ayapl.

ECC 0acka acuMMETpUSIBIK KpUNTOXKYHenepre KaparaH[a, HETri3rl apThIKIIbUIBIFHI,
OHJIEYre KOHE ecelTeyre >KyMcajfaH Oipaedl IIbIFbIHAApAa XOHE OHBIH >KOFapbl KpPHUIITO-
Oepikririnae Oombin TaObuTaAbl. Ce0ebl, AMIMNTUKANBIK KUCBIKTapaa Kepl (YHKIMsUIapAbIH
ecenTeyi, AMCKpeTTi Jorapudmai ecenreyre (Judou-Xemiman xone Dnp-I'amans anropurm-
nepi) Hemece (Qakropuzanusuiay ecedin memyre (RSA anropurmi) xaparanma, ete Kypaeni
Oonbin  Tabbutanbl. Hormxkecinae, Oipael OepikTik JAeHreire >xeTy YuIiH, Mblcanbl RSA
anroputMminae 1024 OuTTi Moaynb KaxkeT 0oJjca, SJUIMNTUKAIBIK KUCBIKTapFa HETI3JIeNreH
KyHenepne Moaynb Meniepi 164 Out raHa 601abl.

DJUIMNITUKANIBIK KUCBIK JEN KeJecl TEeHAEYyAl KaHaraTTaHIAbIpaThlH (X,y) KeIl HYKTECIH
antazgsl [3,4]:

vi4axyv+ay=x*+a,x*+ax+a,.
Kpunrorpadusa keneci TypJeri KUCBIKTap bl KapacTelpambl3 (Beiepirpace ¢popmace!):
y'=x*+ax+b

byn tenzmeyni epkiH epictepre, ocipece KpunTorpadus YIIH epeKIle KbI3bIFYIIbUIBIK
TYIBIPATHIH TIEKTEYIi OpiCTepre KaThICTH KapacThIPaMBbI3.

ONIUNTUKANBIK KUCBIKTBIH TUOTIK HYCKACBIHBIH Tpaduri l-cy];eTTe KOPCEeTUITeH.
DJUIMNTUKANBIK KUCBIKTAp YIUIH Kellecl TeHIEY OpbIHIANIajIbl: 4a° + 27b% # 0. CUHTYISpIBI
KHUCBIKTAp YIIIH OYJI IapT OpbIHIAIMAIbI.
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R=P+Q

Cypem 1 - Dnnunmuxanvik KUcblKmuly munmix spaguei

Kpunrorpadusaga 3 IMITHKAIBIK KHCHIKTAPABIH KOJJIAHBLTYbI

Kpunrorpadusia 3;umMnTHKAIBIK KUCBIKTapbIH €Ki TYpi KapacThIpblIaasl: Zp (KapamaibiM
CaHHBIH MOy OoiibIHIIA merepimMaep cakunachl) xkone GF(2™) (Gunapisl conrsl epic). GF(2™)
epiciHie SIUIMNTUKAIBIK KUCHIKTAPIBIH Oip MaHbI3Ibl apTHIKMLLIbIFEL 0ap, GF(2™) epicinin
JIEMEHTTEP] N - OUTTIK KOATHIK CO3/Ep TYPIHIEC OHAM YCHIHBUIYBl MYMKIH. Byl ayunTuKambk
AITOPUTMIEPAL aNMapaTThIK iCKE achIpy KbULIAMABIFBIH apTThIpyFa MyMKiHIIK Oepeni [5]. Ken
seprreyaepe exinik mekreyn GF(2™) epicine neriznenren ECC enrizy Tannanansl, ce6e6i 6y
HaKThl MaTeMaTHUKanblK KypbulbiM ECC ammapaTThlK JXKoHE OarapiaMaliblK JKy3ere achIpbl-
TyJIapbIHAa TUIMII HOTIXKeNep Oepei.

DNTUNTHKAIBIK KUCBIKTapa TONTAp TYpPalbl TYCIHIK MaHBI3ABI POJ aTKapaabl. DIJIHII-
TUKAJIBIK KHUCBIKTBIH HYKTEJEpiHIH >KUBIHTBIFBIHAA TOMN SJUIMITHKAIBIK KHUCBIK HYKTEJIEPiHiH
KOCBUTYbIMEH aHbIKTaNaabl. P xkoHe (Q HyKTesepiHiH KOCBIHABICH YIIIHIII HyKTe R nen aTanazpl.
On PQ Ty3yiHAe oHE SJIMNTUKAIBIK KUCBIKTapjaa karaabl skoHe R=P+Q , sraun —R+P+Q=0
6onanel. OHbl 1-cyperteH ne Oaiikail amambi3. COHBIMEH KaTap SJUTUNTHKAIBIK KUCBIKTAPIbI
KOCYy Ke3iHJe HykTesep Oip OipiHe jKaKblH OpHaiacybl MyMKiH. Ol Ke3le >KOFapblIarbl KOCY
amaJibIH KojgaHaMbl3. KelOip skarnaiifa ekl Hykre O1p opbIHAa Typaasl, skHu P=Q. byn ke3zne ne
KOCY aMaJIblH OpbIHJayFa Oonaabl. Anaiiia eki HyKTeHi KOCy HOTHXKECIH OiJie OTBIpHII, KaHIIa
orepalys OpbIHAANFaHbIH Ta0y eTe KublHbIpaK. JArHu nP=R, n=?. by xepae X,y napamerpiepi
Helllere TeH JiereH Tarbl Oip cypak TYbIHJIAMIbI.

X,y napameTpJepi HeKci3IiKKe TeH Oomaupl: x,, .. = o0, ¥, = oo,

= THRIX
On ke3me xkorapbia OEpuUIreH TEHJEY KeJeciied e3Trepelll KoHE OJ1 DIUTUNTHUKAIBIK
Kpunrorpadusia KOJJaHbUIAAbI, SFHU JUCKPETTI Jioropudmre xyrinemis. Kpunrorpadusga
AIUTUNITUKAIBIK KUCBIK TEK HYKTEJIEp/IeH Typaasl (2-cyper) [6].

y? =x3+ax+ b mod p
4a® +27b* #0mod p.

ECC nmamysinbiH OipiHIIi O€C KBUIABIFRIHAH KEHIH OHBI OaFIapiiaMalibIK JKY3€eTre achlpyMeH
Karap anmapaTThIK iCKe achlpy KeHIHEH KapacThlpbUia Oactazibl. MyHBIH ce0ebi amibIK KiITTi
KPUNTOXYHENEp COJ YaKbITTarbl AepOec KOMITBIOTEPIIEPiH Kbl MaKCATTaFbl IMPOIECCOp-
napelHaa Oasty kymbIc >kacanasl. COHIBIKTAH KaHAaid na Oip ammapaTThIK SKEAENAETy KaxeT
OO0JIIBI.

AnmnapatTslK KamTamacel3 eryre ECC eHrizy >KpUIIaMIbIK JKOHE OJIIIeM CeKilIi OipHere
cebenTep OOMBIHINA KaXKET >kKoHE THimal Oousbim caHamanbl. ECC anmapaTThIK iCKE achIpy

GF(2™) eKiIiK epiciHAe Te3 XKy3ere acapl.
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Cypem 2 - Kpunmoepaguaoazel s11unmuKaislk KUCbIK HyKmenepi

AWIBIK KUITTI anropuTMAEp YIIIH anmaparThlK iCKe achlpy Ke3iHAeri Herisri mocese
MakcaTThl TatGopManbl TaHaay Ooubin Tabbutanbl. Tannay kesinae kemeci eki miardopMaHbig
Oipin amyra 6omaner — onap ASIC xone FPGA mmardopmacer. Kenreren 3eprreynepae FPGA
maTdhopmackl TaHganaasl [7].

FPGA muardopmackl >KeUgaM JW3ailH [HMKJIBI JKOHE KAIMUTAIABl a3alTy CEKUIIl
apTHIKIIBUIBIKTapbiMeH cunarranaabl. FPGA mnatdopmacskl eHepKacinTe e epekile TaHbIMal
OOJIBIN KeTei.

Xorapeia alThUIFaH MalbIMIAYJIAp MEH XKYPTi3reH 3epTTeyiiep HETi3iH/e AILTUITUKAIIBIK
KpunTorpadusHbIH KeJIeciiel apTHIKIIBUIBIKTAPBIH aTalMBI3!

1) KinrTTig cajapICThIPMaIbl KbICKA Y3bIH/IBIFbI,

2) DIUTMNTHKAIBIK aITOPUTMICPAIH JKbUIAAM/IBIFBI KIIACCHKAIIBIKKA KaparaHa, Te3 OOJIbII
Tabbutazbl. byn epic eneMiMeH »KoHE KOMITBIOTEpJIep YIIIH >KaKblH €KUIIK epic KYpbUIBIMBIH
KOJIZITaHYMEH TYCIHIpiIel.

3) KinTTiH KillIKeHTal Y3bIHBIFbIHA JKOHE YKOFAPhI KYMBIC KbUIAAMIBIFbIHA OaiIaHBICTHI
ECC anropurmaepi cmapT — KapTaiapja >koHe 0acka Ja ecenTeyill MYMKIHAIKTEpl IMIeKTeyl
KYpBUIFbUIap/ia aiganaHblIaibl.

ACUMMETPHSITBIK KpUTITOrpadusiia SJUMITHKAIBIK KUCHIKTap bl KOJIJaHY allblK KiTTTepIl
KYPYABIH HETi3ri >KOHE €H CeHIMJI TEeXHOJIOTUSIIAPBIHBIH Oipi Oonbim TaObLIanbl. MyHpman
KpUNTOTpaQUsIIBIK KYHeNnep/iH TYPaKTbUIBIFBIHBIH HETI3rl eJIeMi JUCKPETTI Jorapudmui
HISHTYH KYPACIUTIK Macenenepi O0mbI ecenTene/i.

DIIMOTHKAJIBIK KPUNTOTPaGUAHBIH KOJAAHY asiChI

ECC keneci 3amaHayu xyienepae Ko aHbLIa bl:

1) Ipi Ou3Hec YHBIMAAPBIHBIH aKMApaTTHIK JKyHenepinae. Ipi OuM3HeC KOCIMOPBIHIAPHI
©31HIH KOMMEpIUUIBIK KYIHUSACBIH KOpFay Ke3iHjae Oara Macenenepi eKiHIIl jKocrmapra KeTenl.
Mynna CSP VPN OarnapnaManiblK KeIIeHI CUSKTBl CepTHU(UKATTalIFaH akKlaparThl Kopray
Kypajiapbl KOJIaHbLIa/Ibl.

2) OpTa xoHEe MaFblH OM3HECTI YHBIMAACTHIPYIBIH aKMapaTThIK XKyienepinae. Mbicalbl,
SOLK rutoken unentuduxaropnapsl, eToken 'OCT.

3) Mobwibai caynama. bByn opraga MomiMeTTepAi TapaTryblH OPTYpIl XaTTamaiapbl
KOJIIaHbLUIAbl, MBbICANbl, Ysuni TenedoHAapAa, KaiuTa IUIaHIIeTTepiHae xoHe T1.0. WAP
MOTIMETTEP/Ii TapaTy/IbIH CHIMCHI3 XaTTaMallaphbl KOJIIaHBLIA B

4) MemuekeTTik MekemenepaiH aknapartelk kyiecinne. SACTABA, CPN VPN Server
CEKUIIl OPTYPIIi cepTUUKATTATIFaH KEIICHIepP KOTaHbLIa/Ibl.

5) BaHkTik MekeMenep/eri onepanusIapabl OpbIHAAYAA.
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6) UutepHer — KochIMIIangapaa. byt skepie /UTUNTHKAIBIK KUCBIKTAP alTOPUTMICPIMECH
KpUNTOTpausUIBIK XaTTamaliap/pl KOJJAaHy KCHIHEH TaparaH, Mbicaibl, Secure Sockets Layer
(SSL) — cokkerTepMeH KopFaiFaH KpunTorpadusuibik xaTramanap [8,9].

KopsIThIHABI

Kenteren 3eprreynep/i capanrtail Keliie, SJUIMINTHKAIBIK KUCBHIKTapbl MOIYJb OOWBIHIIA
KapamnaiibiM ecenTeylepMeH CAlIbICTRIPFaH/Ia, SJUTMIITUKAIIBIK KHCBIKTAPhl 0ap sKyienepae YIKeH
KPUINTOTO3IM/IIJIIK aHBIKTAJIA]IbI, SIFHU 3USHKECTEpre KaHaai aa Oip KapamaibiM apu(METHKATIBIK
olepalusUIapMEH CUIIATTAIMANTBIH HEFYPIIBIM KYPJAETi TeHACYJIep i menry Kaxer 6omansl. RSA
anropuTMiH Oy3y Ke3iHJe 3usHKecTepre (axropmsaius eceOiH memyre Typa kenemi. Erep
AIUTMITUKAIBIK KUCHIKTHI KOJIAHCA, OHAA 3MSHKECTEpre JWUCKPETTI JOorapudmai miemy Kepek
Oomazel, an oHbIH Kypaeniaik moceneci ECC kpunToOepiKTIriH TYCIHAIpEI.
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IIpuMeHeHne JJIMNTHYECKUX KPUBBIX B 3aluTe HHGOpManun

AHHoTanus. CTaThs NOCBSIEHA HCCIEA0BAHUIO SJUIUINTUYECKUX KPUBBIX B KPUITOIpa-
¢un. Ocoboe BHUMaHME YAEICHO B MX NPEUMYILECTBE HaJA JAPYTUMH KpHUITOrpadudecKuMu
CHUCTEMaMHU C OTKPBITHIM KJIIOYOM, a TaKKe IpeuiokeHa miaargopma JUls annapaTHON peaan3a-
LIUH SJUTUITUYECKON KPUBOI B KpUNTOrpadpu.
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kimovoM, miardopmel ASIC u FPGA.
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Application of elliptic curves in information protection

Abstract. The article is devoted to the study of elliptic curves in cryptography. Particular
attention is paid to their advantages over other public-key cryptographic systems, as well as a
platform is proposed for the hardware implementation of the elliptic curve in cryptography.

Key words: elliptic curves, ECC, RSA, public key cryptosystems, ASIC and FPGA
platforms
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SECURITY IN INTERNET OF THINGS

Abstract. The Internet of things (1oT) has ceased to be a term as such. And it has become more a
concept that each company interprets in its own way. IBM suggests that 10T is a set of devices that interact
with each other to process data from their sensors and smart enough to transmit processed information to
the Internet. Cisco represents loT under the concept of "internet of everything", which means that any device
connected to the Internet and interacts either with the user or with another device can share and process
information. The Internet of things have become part of every sphere of human life. Extensive development of
new loT devices enlarges data security violation area. This article aims to analyze possible ways to harm a
person’s personal life by stealing personal information, as well as suggest ways to solve this problem.

Key words: internet of things, network security, trusted platform module, regulation of digital
technologies.

Introduction

Nowadays security in 10T devices is very low. For 10T devices, security consists primarily in
the integrity of the code, authentication of users (devices), establishment of ownership (including
the data generated by them), and the ability to handle virtual and physical attacks. But in fact, most
of the 10T devices that are working today are not following basic security standards, they have
external control interfaces, default passwords. In other words, they have all the signs of network
security vulnerability.

And as practice shows, hacking in most cases is quite simple. The usual guessing of login and
passwords (brute force) is enough to gain access to the device. Just a few years ago, the Mirai
botnet, by selecting combinations of standard logins and passwords sewn into the factory to create
them, hacked a large number of cameras and routers, which were later used for a powerful DDoS
attack on the provider network UK Postal Office, Deutsche Telekom, TalkTalk, KCOM, and
Eircom.

We can also recall the case of the American DNS operator DYN. The botnet attacked the
devices using the device’s default usernames and passwords, which led to the disconnection of
almost half of the US Internet.

As you can see from these examples, hacking 10T can be even more dangerous if any of the
devices are integrated into a critical infrastructure. And if we take an ordinary smart home as an
example of a household level, attacks on the loT system can lead to local communal or other
emergency and dangerous situations.
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