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Abstract. This article highlights the need to develop a national KTCS system for the safe and efficient
management of train traffic based on modern technical solutions. The work lists the main components of the
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As is known in the world, the development of the digital railway and high-speed railways, as
a connected system of the transport network, has entered the digitalization stage. Currently, the
railway sector is an integral part of all industrial progress, pushing the boundaries of digitization
and technology, acting as a locomotive of the digital economy.

Rail transport for the Republic of Kazakhstan is of strategic importance. Information
technology has become an active participant in the activities of enterprises in the world, ensuring
their efficient operation and streamlining processes. Message [1] poses a comprehensive task for the
development of traditional basic industries, such as logistics, through the widespread introduction of
elements of the Fourth Industrial Revolution. As a result, the task is to develop a set of measures for
the technological re-equipment of basic industries until 2025, which has become the initiator of the
State program «Digital Kazakhstan» [2]. Within the framework of Digital Kazakhstan, the
technologies of the Fourth Industrial Revolution will be actively introduced: automation, robotics,
artificial intelligence, the exchange of «big data» and others.

Currently, the JSC «National company «Kazakhstan temir zholy» (JSC «NC «KTZ») railway
network transmits significant amounts of sensitive confidential information using various data
transmission systems. Logistic information on the schedule and location of trains is of high
commercial value. The basis for ensuring the safety of train traffic are railway automation and
telemechanics systems [3].

The methods of transmitting data to locomotive devices and their diversity on railway
networks in Europe and Asia complicate locomotive airborne systems and make them more
expensive. Various approaches to the organization of train traffic and railway automation systems
significantly complicate through railway traffic across the national borders of Europe: they lead to a
decrease in speed and additional transport costs. In addition, with an increase in average rail speeds
(the development of high-speed rail), the efficiency of existing signal systems decreases.

To reduce the costs of various locomotive signaling systems and increase train speed in
international traffic, a proposal was put forward to create a single standard for the development of
signaling, blocking and centralization systems for railway transport in Europe. The project for the
creation of the European Rail Transport Management System (ERTMS) was initiated in 1995 by the
European Commission. The basis of the project is the ERTMS / ETCS train control and safety
system (ERTMS - European Rail Traffic Management System; ETCS - European Train Control
System) [4].
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Recently, the specialists of JSC «NC «KTZ» developed the national system Kazakhstan Train
Control System (KTCS) for the safe and efficient control of train traffic based on modern technical
solutions.

The KTCS system is a single set of security systems and train traffic control systems on
stages and stations and consists of the following main components:

- a microprocessor-based centralization system (including control systems for the movement
of trains on stages, as well as equipment for a transportation control center);

- a radio blocking center (including the workstation of the center dispatcher to enter speed
limits, as well as outdoor equipment to determine the location of the train);

- an on-board computer for monitoring and controlling the movement of the EVC train and
related peripheral devices;

- subsystems of outdoor devices are connected via Ethernet. The connection between the on-
board computer and the radio lock center is via the TETRA radio channel. The block diagram of the
link between the main components of the KTCS system is presented in Figure 1.

This solution does not require laying a signal-blocking cable between stations, which
significantly saves not only the cost of equipment, but also the cost of laying a copper cable, its
maintenance and repair.
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Figure 1 — The main components of the national KTCS system

Train routes are established and controlled by a microprocessor-based centralization system.
Information about the state of floor devices is transmitted from the microprocessor centralization
system to the radio blocking center. Centralization sends the information necessary for the radio
blocking center to issue a permit for the train to proceed. When the signal is opened by
microprocessor centralization, the radio blocking center generates permission to trace this signal
and sends this information via the TETRA radio communication system to the on-board computer
of the train, which approaches the signal or stands in front of it. The transmitted command contains
the distance to the place of the speed limit or stop and the line characteristics. The on-board
computer issues permission to proceed to the driver’s display. After that, the driver can follow the
signal.

During the movement of the train, the on-board computer controls the permissible speed,
warning the driver if it is exceeded. If the driver does not respond to the warning and does not
reduce speed, the on-board computer automatically stops the train. The train cyclically (at least
every 6 seconds) transmits information about its location to the center of the radio blocking. To
correct the odometry error, transponders with fixed data are used, which are installed on the line
after a certain distance. Train location reports are used by the radio blocking center to correctly
correlate trains with track elements. The principle of operation of the system is illustrated in Figure
2.

In the future, it will be possible to use the end of the train sensor on secondary and then on
trunk lines, which will eliminate the device for monitoring the track vacancy on the stages. The
sensor will be installed on the last car of the train and transmit to the locomotive a signal of
integrity through the internal radio channel. Upon receipt of information about a malfunction of the
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devices or the disengagement of the train, movement along the busy stage will be carried out by
order [5].
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Figure 2 — The principle of operation of the KTCS system

The KTCS system uses TETRA (Trans-European Trunked Radio) standard digital radio
communications, both for data exchange between a traffic control center and rolling stock, and
between a control center and outdoor equipment. It is intended to use a double-coated radio
network.

The main elements of the TETRA trunking communication system are:

- Infrastructure management and switching. The TETRA infrastructure includes equipment
that provides radio coverage and the necessary modes of functioning of the TETRA network:
switching / routing center; base stations; dispatching consoles; system control center; gateways to
other networks; application servers, etc.

- Subscriber terminals. The TETRA standard supports two modes of operation of subscriber
equipment (radio stations):

- Trunked Mode Operation (TMQ). The TMT mode is possible when the subscriber is in the
coverage area of the base station. TMO mode can provide the subscriber with all the TETRA
capabilities and is optimized for the following tasks: a) simultaneous voice and data transmission (V
+ D), b) packet data transmission (Packet data optimized).

- Direct Mode Operation (DMO). DMO mode is designed for group interaction between
subscribers outside the coverage area of TETRA base stations. Communication between subscribers
is carried out in half-duplex mode, but at the same time it remains possible to make an individual or
group call.

The TETRA standard implements the maximum possible frequency efficiency in mobile radio
communication systems - 4 logical channels occupy 25 kHz.

The TETRA standard uses Time Division Multiple Access (TDMA) technology in
conjunction with the Frequency Division Duplex (FDD) technology. The type of radio channel
modulation is relative differential phase shift keying with a multiple of 7/ 4 (n / 4 DQPSK).

The TETRA standard provides for network security aimed at eliminating unauthorized use of
system resources and ensuring the confidentiality of transmitted information on the network.

This is ensured by the following mechanisms:

- authentication of both subscribers and infrastructure;

- encryption of information;

- ensuring the privacy of subscriber parameters.

International Journal of Information and Communication Technologies, Vol.1, Issue 1, March, 2020
70



[ | NHO®OKOMMYHUKAIIMOHHBIE CETU U KUBEPBE3OITACHOCTD [ |

Subscriber authentication is based on the master key (K-key) and a unique TEI number. A
subscriber terminal with an incorrect identifier is not allowed to the TETRA system resources.

Information encryption is an optional feature of each specific TETRA system. The TETRA
radio interface is a priori protected. But other encryption options are possible:

- E2E (End-to-End) - encryption of individual calls radio station-radio station (the length of
the encryption key can be 128 bits);

- encryption of group calls;

- encryption of the radio interface using the algorithms TEAL, TEA2, TEA3 (TETRA
Encryption Algorithm) [6].

The secrecy of the subscriber’s parameters is ensured by means of code protection for the
configuration of the subscriber terminal and the assignment of identifiers-aliases.

Thus, the national KTCS system can be applied to ensure information security of the railway
network of the Republic of Kazakhstan.
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HanbHOM cuctembl KTCS, paccMoTpeH npuHIMIT paboThl JAHHOW CUCTEMBI, IPUBOJUTCS LU(PpoBas
paaunocsasb crangapra TETRA.
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Annarna. byn makanama 3amaHayd TEXHUKAJIBIK IIEHIIMAEp HEri3iHIe MOWbI3Iap KO3Fa-
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MPOBJEMbI MAKPOCKOIMMUYECKOM 3AITMCH UH®OPMAILIUU B
HAHOPA3MEPHBIX CTPYKTYPAX

Annomauusa. B pabome nokasan nooxoo ¢ Ucnoib308anuem HetipoHo8, 00aA0AOUUM 08YMS 6XO0AMU,
KOmopble omeedaiom 08yM pa3TUtHbIM MEPMOOUHAMUYECKUM nepemenHbiM. Ompabomansl MAKpoOMOeKy-
JISIPHBIE CUCTEMDbL, KOMOPble OeliCMEUMENbHO NPeOCmasisiiom coboll ananoe HelpoOHHOU cemu U KOmopule
N0360AI0M 3ANUCHLEAMb UHDOPMAYUIO HA MONEKYISIPHOM YPOGHE.

Knwouesvie cnosa: unpoxommyHuKayuoHuvle mMexHOIO02UY, HeUpoHHble cemu, HAHOMEXHOIOUU,
MAKPOMONEKYIAPHbIE CUCTEMD.

B nuteparype, nocBAMEHHON HHPOKOMMYHUKAITMOHHBIM TEXHOJIOTHUAM YK€ MPOJA0JKUTENb-
HOe BpeMsi oOCyKIaeTcsl TaK Ha3blBaeMbll 3aKkOH Mypa. OTOT 3aKoH (haKTHUUYECKU HpPEICTaBIISET
cOOOH anmpOKCHUMALIMIO JAHHBIX, OTPAKAIOMIMX KOJMYECTBO JIOTUYECKUX DJIEMEHTOB, KOTOpHIE
pacrnojaraioTcs Ha OTIElIbHOW MuKpocxeme. JlaHHas anmpokcHMalus MOKa3bIBaeT, YTO B
0003pUMOIi MEPCIEeKTUBE JIOTUYECKUE 3JIEMEHTHl JTOJKHBI CTaTh COMOCTAaBUMBIMU C pa3MepaMu
OTJIETTbHBIX MAaKPOMOJEKYJ. DTO COOOpakeHHE TOBOPHUT O TOM, YTO JJIsl TOTO, YTOOBI HH(POKOM-
MYHHMKAI[MOHHBIE TEXHOJIOTUH Pa3BUBAINCH JaJbIlIE€ B TOM )K€ pyclle, B KOTOPOM OHM Pa3BUBAIOTCS
ceifuac, He0OXOIUMO MEPENTH K JOTMYECKUM JIEMEHTaM, UMEIOIUM He MPOCTO HaHOPa3Mephl, HO
U pa3Mephl, COTIOCTaBUMBIE C OTJEIbHBIMU (pparmeHTaMu Makpomodekyi. [logquepkuBaem emé pas,
YTO TEHJCHUUS HA YMEHBIIECHHE Pa3MEpPOB OTIAEIBHOIO JIOTHUECKOrO JIEMEHTA CBsi3aHa JaJeKO He
TOJIbKO ¢ MUHUATIOPU3alUENl KOMIIBIOTEPHOM TEXHUKHM, HO U C UX BBIUUCIUTEIBHBIMU BO3MOXK-
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