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Annoranusi. OCHOBHasI LIeJIb HAYYHOU CTaTbU - IPUMEHUTH COBPEMEHHBIE TEOPETHU-
YecKHe M MPAKTHIEeCKHE 3HAHHUSA B 00JaCTH KHOEepOe30IMacHOCTH M pa3padoTaTh BeO-
CaliT ¢ MCMOJB30BAaHUEM aHAIHM3a HACTPOSHHH ISl M3y4eHHsI KuOepOe30macHOCTH Ha
mwiatgopme. DICKTPOHHBIE 00pa30BaTeNIbHBIE PECYPCHI, TEXHOIOTUHU 3aLUThl HHPOP-
MaIlM1 U COXPaHEHHUsI [IEJI0 CTHOCTH JAHHBIX OBLITU CCIIEI0BAHBI JIJISl CO3IaHUS KOHEYHOTO
nponykra. B pesynsrare Bceil pabothl Oblia pazpaboTtana 6e3onacHas miargopma s
YBEJIMYEHHsI BO3ACHCTBYS HA [10JIb30BaTeeil B 001acTH HH(GOPMALIMOHHBIX TEXHOIOTUI
C HCIOJIb30BaHUEM CaMBIX KITIOUEBBIX MOZEJCH MAallMHHOTO O0yYeHHs M alrOpPUTMOB
XEIIMPOBaHMUS.

KiroueBble cjioBa: aHaIN3 TOHATBHOCTH, KHOEPOE30MIacHOCTh, U3yUCHUE, BEOCANT,
MEIIOK CIIOB, JIOT-(aiibl, SQL-UHBEKINH, MEXKCANTOBBI CKPUNITHHT, T€HETHYECKUN
JIrOpUTM, 0a3bl JaHHBIX

Jass murupoBanusi: A.E. Hamusier, B.b. Bamues, A.O. CarbimOekoBa, A.XK.
Onin. Vcnons3oBaHWe aHajw3a TOHAIBHOCTH IS M3y4eHHUs KubepOesomacHOCTH //
MEXJIYHAPOJHbIA JXYPHAJT MHO®OPMAILIMOHHBIX U KOMMYHMKA-
LIMOHHBIX TEXHOJIOI'MIA. 2022. Towm. 3. Is. 2. Homep 10. Ctp. 5966 (Ha pycckom
s3bike). DOI: 10.54309/1J1CT.2022.10.2.006.

Introduction

Nowadays, the ability and knowledge of securing information technologies from
intruders are highly priced. The ongoing epidemics forced many individuals to move
away from classic real-world services and switch to online analogues (https://www.
nytimes.com/interactive/2020/04/07/technology/coronavirus-internet-use.html).
The increase in online activity has led to frequent encounters with criminals, such
as scammers (https://www.cmu.edu/iso/aware/coronavirus-alerts/coronavirus-scam-
awareness.html). Computer-aided learning development, which was conducted by our
team, appears to be an effective measure in enhancing the awareness of citizens striving
for security.

The replacement of all human activity by information technology requires readiness
against intruder attacks. The awareness-raising safety training aims to help avoid any
malicious attack on an information system by providing the information needed. The
main goal is to develop a web portal to raise citizen awareness and help prepare for
information security. Citizens looking for information technology security will be able
to use awareness-raising safety training.

Materials and methods

Temporal sentiment analysis. Sentiment time series have been widely used for event
prediction, such as political election prediction (Bermingham, 2011), and disaster event
detection (Sakaki, 2010). Similarly, in cyberattack scenarios, the goal is to predict the
sentiment score of individual messages as well as temporal sentiment changes over
time. The goal is to provide insight into how social media users reverse the polarity
of sentiment towards public events. Second, understand how sentiment can indicate
upcoming attack events. Third, assess the consequences of an attack after its occurrence.
To answer these questions, data ‘D about relevant social media posts are collected by
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querying relevant keywords. It occurs on social media during a specific time range
T, which covers the time interval before, during, and after the attack event. Our team
plots the sentiment time series S = (“yl, y"2, ..., y"m) in chronological order using
a previously learned sentiment predictor. We can also group and average sentiments
at varying granular levels over time, such as on a per-day basis, to study sentiment
variation.

Sentiment analysis is a type of textual order that manages emotional explanations.
It is also known as assessment mining because it measures feelings to learn about open
recognition. Opinion exploration and assessment mining are similar and are used in
reverse throughout the process. It uses Natural Language Processing (NLP) to collect
and validate assessment or conclusion words. SA is refined as recognizing people's views
on a subject and its main points. The justification for the fame of assessment mining
is that people like to consult with others to make intelligent contributions. Revealing
emotional points of view in a large amount of useful information is an area of interest
in information mining and NLP.

Enterprise systems generate many communication logs. They are used to track
Internet traffic directed to a specific source. They create many logs, which are then
collected and stored. System-generated logs show running system states and contain
important information generated by the system to support diagnostics. Therefore, log
analysis is a vital technique for detecting vulnerability scans, XSS, and SQLI attacks.

However, manually analysing a huge number of logs is unrealistic and impractical.
Therefore, it is important to use machine learning to automate log analysis.

The objectives of this study can be summarized as follows:

- Analyse log data and detect scanning vulnerabilities.

- Detect XSS and SQLI attacks and check access log files for detection.

Sentiment trends predict cyberattacks before they happen. To study the behaviour of
cyberattacks, historical data from the Apache log files is considered to develop a logistic
regression classifier for each type of event. The data is divided into a training set and
a test set. The training set includes the first 80 % of the time covered by the data, and
the test set includes the remaining 20 %. In each test, logistic regression models predict
whether each type of attack will occur. The results are shown in Figure 1. The model
is much better at predicting XSS attacks or SQL injection attacks. It contrasts with the
regular traffic type, with very high accuracy and recall scores for both.

TER S SRR R SRR S ACCATACY SCOrETTIIIIR IR IR R RR e
0.8984

D S e PP PP
[[556 18 4]

[ 15 258 53]
[ 18 27 317]]
sesssssnnnssnnc|assification reportssssssssssasuny
precision recall fl-score support
Normal 8.94 0.98 8.96 578
SOL Injection .87 8.79 8.83 318
x55 attack a.85 8. 88 B.86 362
accuracy B.98 1258
BACTD Avg 6.89 8.88 B.88 1258
welghted avg 8.98 8.98 0,98 1258

Figure I - Results for predicting attacks using sentiment sensor
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The logical design for using sentiment analysis for cybersecurity education
is illustrated in Figure 2. The presented flowchart describes the entire process
of the system, starting from the starting point and ending with the completion
process.

Figure 2 - Block-scheme of article adding process

The user starts the application process by rendering it. The system uploads
articles and courses to the system. If the user is authorized, several functions are
available: adding materials to favorites; participating in a discussion on a forum;
and adding the user's article. Adding user materials is filtered and, provided that
the material is suitable, the article is sent to the administrator for re-checking. If
these processes are correct, the article is accepted, and the process ends. If the
user is not authorized, the system displays only course materials and articles.

Figure 2 shows the article checking process by the system. First, a response to
auser adding an article is sent to the system. If the article has known keywords and
if the category of the keyword is known, the event is classified successfully. This
process takes place during the filtering process. If there are no known keywords,
the process starts to check for the presence of other components in the incident
article and tries to categorize them. In case of failure, the learning process of the
algorithm is started, which includes requesting additional information, viewing
similar incidents, and sending them to the administrator. The learning process is
then documented and stored.

The three main components that make up the system are the user interface
or front-end, the server, and the database, as shown in the UML of the system
in Figure 3. The user sends a request to the server through the interface to add a
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new article. The request is processed and then saved in the database. After this
stage, the server sends the result of the request to the user. The further extraction
process is carried out by optimizing the user query using a genetic algorithm,
which is extremely useful for rapidly growing databases.

X o O

User Frontend Server Data Base
H H H H

LAdding an article g

Processing
request

Sending articl
9 Saving article

Give a response

Sending result

Output
content

Figure 3 — UML diagram of the system

Structuring data. Analysing data requires it be in certain formats. In our case,
the web logs were converted to data frames for easy analysis as shown in Figure
4. Dataframe columns refer to a host IP address, the date including day, month,
year and time information, date offset, location in file system, status of success,
and size.

Hest Client 10 User Wase Bate Offset Hethed Lot HITPver Statws Code Size
o 207.46.13.214 18R 00D ARES 700 GET moboiskd HTTRILL 200 anr
1 117.207.147.153 1Ay 003533 700 GET I HTTPILL 200 13883
F] 117.007.147.153 1B 00023534 700 GET fcssshylecss HTTRILL a0 s
3 1T245.278.28 15 Ay M0 0 3550 700 GE I HTTRILY 200 1285
4 1T 5.208.28 180y 200 03500 700 GET Mlatasets S pOdescrphanpe_mahsge shrusshang, HTTRIL] 200 187

Figure 4 — Data converted to a data frame

Results and discussion

Attacks launched on servers. XSS attacks work by embedding script tags in URLs/
HTTP requests and tricking unsuspecting users into clicking on them. It ensures that
malicious JavaScript is executed on the victim's machine (https://www.sans.org/reading-
room/whitepapers/logging/detecting-attacks-web-applications-log-files-2074).

These attacks exploit the trust between the user and the server and the fact that
there is no I/O validation on the server. Since it may reject JavaScript or other active
code characters. Here we focus on the most common injection, SQL injection. For
SQL injections to work, the attacker must go beyond the original SQL statement. This
is usually done with a single quote (') or double dash (//). The single quote acts as a
delimiter for the SQL query; double dash is a comment character in Oracle and MS
SQL.
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Feature building. Once the attacks were identified using regular expression patterns,
they were compared against the corresponding data frames, resulting in a new column
"State". Itidentifies the attack as "Xss_attack" OR "Sqli_attack" and normal as "Normal".

After creating new functions, i.e., URL Length and number of parameters, the
DataFrame was coded using Pandas layouts for method and state code columns. The
logs were analysed in different ways and the results are reported according to the logs.
We have applied a set of common algorithms, such as linear regression, support vector
machine, etc and tested their performance.

It was observed that the Gradient Boosting and Random Forest Classifier performed
the best algorithm for log attack classification.

Multiple accuracy metrics can be generated from the confusion matrix:

TP — True Positive; TN — True Negative; FP — False Positive; FN — False Negative.

* Accuracy = (all correct / all) = TP+ TN /TP + TN + FP + FN. This is the general
accuracy of the model. It is not useful, particularly when the classes are not equally
represented i.e., the data is imbalanced in terms of the target classes.

* Precision = (true positives / predicted positives) = TP / TP + FP. Precision can be
interpreted as the proportion of objects called positive by the classifier. At the same
time, real positive, and recall shows what proportion of objects from all objects of a
positive class the algorithm found.

* Recall = (true positives / all actual positives) = TP / TP + FN. Sensitivity states,
out of all the actual malignant cases, how many cases were correctly identified as
malignant. This is a class-level metric. Precision and Recall are critical class-level
metrics. However, maximizing precision can pull down the value of recall, and vice
versa (Shabbir, 2020).

Results according to the partially shown list in Figure 5 are: Normal — 90.6 %; SQL
injection — 4.3 %; XSS attack — 5.1 %. It indicates that majority of the traffic belongs
to the normal class, i.e. has no harm. However, remaining 9.4 % contain SQL injection
and cross scripting patterns.

dama HTTPver Xocm a0u xemoo Pasep Cmamyc x00 URL_Length Pexpavmam

Figure 5 - Plot of the score of attacks in log files
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Conclusion

The main aim of the project was to utilize sentiment analysis for cyber
security learning. It is done to enhance the awareness of the citizens who attain
to be secured. The educational platform was created, and it contains articles
and video demonstrations about how to be protected from the various type of
network attacks. The authorized users are able to share their own articles, which
are controlled by the sentiment analysis model and automating this process, thus
it became reachable to find out suitable information.

The application can be used to improve efficiency in analysing cybersecurity
in everyday situations. For example, to find the latest cybersecurity news and
analyse log files for containing any attacks, such as SQL injection or XSS attack.

The web platforms become important avenues for social communication.
Thus, the study can serve as an indicator for measuring the extent to which a
consumer is truly concerned about the cybersecurity issues and an identifier of
the online behaviour effect. These results can help cybersecurity researchers plan
and use web platforms to increase user awareness of cybersecurity issues in the
future.
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