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BLOCKCHAIN TECHNOLOGY-FEATURED NOVEL AIR-CRACKING
TOOL FOR WI-FI HACKING DETECTION

Abstract. Wi-Fi plays an important role in promoting several application domains such as
business, education, industry, etc. On the other hand, if not handled properly, vulnerabilities of Wi-Fi cause
damage to the privacy and confidentiality of the users. Some of the hackers use the Linux tool to exploit the
vulnerability of Wi-Fi that allows of the hacking process. In this paper, we introduce a Blockchain
Technology-Featured Novel Air-Cracking (BTFAT) method to detect the Linux tool for Wi-Fi security
improvement. The proposed BTFAT consists of valuable features (e.g., monitoring, scanning, cracking, and
testing) which help detect the Linux tool. The BTFAT is programmed on the C platform. Based on the
experimental results, the BTFAT produces higher performance as compared to other existing methods.

Keywords: Wi-Fi, vulnerability, BTFAT, privacy, reliability, testing, blockchain technology

Introduction

Wireless networks are now used everywhere. Wi-Fi is used not only by individual users but also
by organizations and companies. Wireless networks are embedded in many areas of our life: social
networks, business, work, finance (online payments, banking applications) [1-2].

Wi-Fi can make people's daily lives easier, improve the productivity of many companies, and make it
easier for employees to work. But there is also a downside, this is the risk of leakage of confidential
information through hacking Wi-Fi [6-7]. Many people, users of various social networks and messengers
such as Instagram, Facebook, Twitter, WhatsApp, etc., store their data (photos, correspondence, card
data) in their accounts. Hackers can hack Wi-Fi through various attacks and use sniffers to intercept
traffic, thus gaining access to personal data. The same situation is possible in large business and financial
organizations. This can lead to large financial losses for companies or banks [8-9]. Although networks with
blockchain technology have a high level of security, they are also susceptible to hacking by intruders. This
may lead to the loss of personal data of users or financial losses of companies and organizations [10-11].

As business depends on data, data acquisition speed and accuracy are crucial. The blockchain is perfect
for conveying such information because it offers to authorize members of the network an instant, shared and
fully transparent access to information in the register unchanged [3]. The blockchain network allows users to
track orders, payments, accounts, products, and more. And since all participants share access to a single
source of reliable data, it is possible to view all transaction details at any time to work with greater
confidence and gain new benefits and opportunities [4-5].

Recently, many studies have been conducted in the field of hacking Wi-Fi using Linux tools, respectively,
there are many solutions to this problem. Wi-Fi hacking using the Wireshark traffic analyzer is based
on packet capture (PCAP) [12-13], the WPAclean utility uses a four-way handshake method and a
beacon to clear capture files [14-15], there are also Linux tools such as Reaver, which uses a WPS
connection as a vulnerability to analyze and hack the network [18-19]. The Wifite tool is designed for
hacking a network with various encryption algorithms WEP, WPA, WPA2. Wifite uses a set of attacks on
Wi-Fi, including brute-force passwords, handshake capture [16-17]. For network hacking, the Wifite tool has
flexible settings [20-21]. Motivated by these challenges, the contributions of this paper are summarized as
follows:

- the definition of vulnerability for hacking wireless networks using the technology of the
Blockchain-Featured Aircrack-ng.

- hacking a wireless network with blockchain technology in practice.

Billions of users and businesses connect to the global network, use Wi-Fi and networks with blockchain
technology. As a result, security becomes the most important issue. The main problem is to investigate the
vulnerabilities of blockchain networks and based on the detected vulnerabilities, describe recommendations for
protection against hacking, so that users and organizations can be less vulnerable to security attacks [22-23].

The following steps should be considered in investigating security issues against Wi-Fi hacking: (a)
investigation of various security mechanisms available for WPA/WPA2 using BTFAT, (b) investigation of
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vulnerabilities in real-time using the BTFAT, and (c) determining the method of hacking [24-24]. We aim to
address these issues and use these solutions in our practical results to make the use of Wi-Fi safer.

The remainder of the paper is organized as follows.

Section II briefly describes the problem and explains its significance. Section III highlights the previous
research findings. Section IV describes the state-of-the-art system model. Section V proposes a way of Wi-Fi
hacking vulnerabilities using the BTFAT process.

Section VI presents the experimental results and implementation. Section VII gives the discussion of the
results. Finally, the conclusions of the paper are presented in Section VIII.

Problem identification

The main problem of this research work is hacking Wi-Fi with Linux using the “Krack” vulnerability
(Key Reinstall Attacks). The real problem is researching and finding Wi-Fi vulnerabilities such as incorrectly
configured access points, devices with weak encryption keys, impersonating an authorized user. Actions
required to resolve this issue:

- to study vulnerabilities and hacking of the Wi-Fi network, then to select the appropriate tool;

- to find the target to attack;

- to check the impact of Pixie dust;

- then to run a full password search. If the PIN code is received but the WPA password is not displayed, to
run the commands to get the Wi-Fi password.

Causes for hacking Wi-Fi can be open ports, lack of password protection or weak password protection,
lack of data encryption, lack of programs for scanning the network, lack of special services to protect them
from attacks. The effects of these causes can be gaining access to the network, interception of network data,
commission of various attacks, theft of personal data, interception of passwords, spoofing of the network. The
importance of the problem studied in this research paper is that Wi-Fi hacking must be performed as a test of
the network and detection of its vulnerabilities to further improve the security of the network perimeter. There
are several solutions for hacking Wi-Fi in the form of various attacks such as hacking WPA / WPA2 passwords,
attacking WEP, hacking WPS pin, lowering WPA, replacing the true access point with a fake one, fraudulent
access point, attacking Wi-Fi access points from global and local networks, denial of service attacks (DoS
Wi-Fi), attacks on specific services and functions of routers. An optimistic solution to this problem is to use
multiple attacks in combination. This can be implemented using the Linux tool or utility, which includes several
or all of the listed kinds of attacks.

Related work

In this section the prominent features of the existing current approaches are summarized.

The main tools for hacking Wi-Fiusing Linux are discussed by Sharma [26]. AirSnort uses special algorithms
to sort out the password, namely, it analyzes each packet in the network, and when intercepting the required
number of data, it decrypts the password from them. AirSnort is available for windows. However, there is one
shortcoming - the utility only works with WEP networks.

Bullock & Jeft [27] described the use of packet sniffers Ettercap, Dsniff, and Wireshark for hacking Wi-
Fi. Packet sniffers are designed to capture and analyze network traffic. The advantages of traffic analyzers are
that they work with the vast majority of known protocols, have a clear and logical graphical interface based
on GTK+, and a powerful filter system. Traffic analyzers are also cross-platform and work on such operating
systems as Linux, Solaris, FreeBSD, NetBSD, OpenBSD, Mac OS X, and Windows. The disadvantage of these
analyzers when hacking Wi-Fi is the need to possess certain skills and abilities in decrypting captured packets.
In addition, it is possible to capture packets only in real time.

Li et al. [28] introduces another tool called Reaver for hacking wireless networks that targets certain WPS
vulnerabilities. Reaver performs brute force attacks against WPS and registers PIN codes to recover the WPA
/ WPA2 passphrase. Since many router manufacturers and Internet service providers activate WPS by default,
many routers are vulnerable. The disadvantage is that WPS can be disabled.

Wifite is a tool designed to attack multiple wireless networks encrypted using WEP / WPA / WPA2 and
WPS. Some parameters are required when WiFite starts working. It records WPA handshakes, automatically
disables authentication of connected clients and saves their hacked codes. Hacking Wi-Fi using the Wifite tool
is discussed by Sinha [29]. Crunch is a very good and easy-to-use tool for creating custom word lists that can
be used in dictionary attacks. Since the success rate of dictionary attacks depends on the quality of the word
list, it is impossible to avoid creating your own word lists. The method of hacking the network with the Crunch
tool is described by Santo Orcero [30].
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MacChanger is a small utility that spoofs a media access control (MAC) address in an arbitrary MAC
address. Spoofing the MAC address for Wi-Fi hacking may be necessary to avoid MAC filters or hide the
hacker's identity in the wireless network. MacChanger’s Wi-Fi hacking approach is discussed by Sinha [31].
After studying these network hacking tools, we have determined that all these tools are essential. However, the
above tools have several disadvantages. The disadvantages are that some of these tools can crack only certain
encryption algorithms of wireless networks, most of the above tools intercept traffic and hack networks in real
time, only at the time of user activity, and have fewer methods for analyzing and hacking a wireless network.
But our network hacking tool is not only easy to use, but also has many built-in features for hacking WPA/
WPA2/WEP.

System model

The Blockchain technology-featured Aircrack-ng tool is of utmost importance. It successfully detects the
Linux tool for Wi-Fi. The BTFAT consists of the features depicted in Figure 1. The features include airdecap-
ng, airmon-ng, aireplay-ng, airodump-ng, etc. The airdecap-ng feature decrypts intercepted traffic with a known
key, the airmon-ng package puts the network card in the monitoring mode, the airodump-ng feature is a traffic
analyzer, it adds traffic to Packet Capture (PCAP) or initialization vectors (IVs) files and shows information
about the network. Some of these features are greatly valuable in the Wi-Fi hacking process.

Airmon-ng Aireplay-ng Airodump-ng

Blockchain Technology-

Airdecap-ng Featured Aircrack-ng Tool

Airdecloak-ng Packetforge-ng

Figure 1 - Components of the Linux BTFAT

To hack Wi-Fi using the BTFAT, the hacker first connects to the Wi-Fi adapter and determines the network
interfaces. To do this, the airmon-ng package defines the available network interfaces, as well as the driver.
If the network interface driver is detected as a result of the command execution, the network is monitored.
Otherwise, the driver is debugged. Network monitoring is performed by the airmon-ng feature as a result of
network monitoring, a message should appear indicating that the monitoring mode was successfully enabled
on the previously defined interface. Then, using the airodump-ng feature, the listening mode is enabled to
determine the available Wi-Fi networks. As a result, the screen displays a list of wireless networks within the
range of the Wi-Fi adapter. The screen also displays important characteristics for network hacking, such as
the encryption used (WEP, WPA/WPA?2), channel, and basic service set id (BSSID). Knowing the necessary
information about the network, packets are captured using the airodump-ng package containing the encrypted
password. When capturing packets, it is important to capture many I'Vs packets over 1000. The waiting time
depends on the network activity. If no one is connected to the access point, the time may be delayed.
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Figure 2 - The process of hacking Wi-Fi using the BTFAT

The distance to the access point is not as important as the network activity. To reduce the time for collecting
packets, the client logs in. After successful de-authorization of the client, the hacker receives an intercepted
handshake. Next, the hacker performs a brute-force hacking using a password dictionary. The process of
hacking Wi-Fi using the aircrack-ng tool is depicted in Figure 2.

Figure 3 explains the system model of the Wi-Fi hacking process using the BTFAT and depicts a second
(fake) access point created by the hacker during Wi-Fi hacking process. Using this access point, the hacker de-
authorizes the user through multiple requests. After reconnecting the user from the real network to the access

point created by the hacker, the hacker initiates the handshake. Based on the received handshake, it is possible
to hack the network and decrypt the password.

User 1/ Victim

Network (real)

handshake
uonexuoune-aq

=

_.-Nétwork (fake/AP)

Hacker

Figure 3 - System model
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Proposed Wi-Fi hacking using the BTFAT process

The method proposed for hacking Wi-Fi uses the BTFAT. Before the Wi-Fi is hacked, methods are studied
to protect the network. To protect Wi-Fi networks, several well-known methods are used, such as access
restriction and authentication methods. This research paper discusses the method of hacking Wi-Fi, which uses
the authentication method as a network protection. In turn, authentication methods for network protection are
classified: open authentication, Shared Key Authentication (WEP encryption), Mac address authentication, Wi-
Fiprotected access (WPA), Wisconsin-Internet protected Access2 (WPA2), Cisco Centralized Key Management
(CCKM). The BTFAT breaks WEP, WPA, and WPA2 keys. The process of hacking Wi-Fi with the BTFAT
consists of three phases:

- packet-capturing and saving processes

- client de-authorization process

- Wi-Fi blockchain-featured hacking process

A. Packet-capturing and saving processes

This process is implemented at the beginning and is necessary for collecting Vs data packets. During this
process, the network is monitored, as a result of which there are available network interfaces. After that, the
hacker connects to them and captures the packets. Then all packages are saved in a single file. IVs packets
contain the necessary information to decrypt the password of the required network. Packet-capturing and saving
processes are presented in Table 1.

Table 1 - Packet-capturing and saving processes
Algorithm-1: Packet-Capturing and Saving Processes
1. Initialization: {N : Network Channel; Mpa: MAC address of Access Point; I: Interface; P, o Packets-
captured file; L, : Linux tool; N : Network monitoring; N: Network; F: Folder; P: Packets}
2. Input: {N, M, I}
. Output: {P( f}
-Set N, Mpa, I
. Do Process N € N« L,
. While N € N<I
. Capture P
. SumPcf.:P+ 1
9.DoN =0
10. Save Péfto F,
11. End while

NN AW

Algorithm-1 explains the packing capturing and saving processes. In step 1, variables are initialized for
packet capturing and saving. Steps 2-3 explain the input and output variables respectively. Step 4 uses the
components (e.g., network channel, physical address of the access point and interface) for network monitoring
process. Step 5 shows the process of using Linux tool on the network for network monitoring process. Steps
6-9 shows the entire network monitoring process and attempts to capture the packets, which are stored into the
packet-capturing list. This process continues until the entire network is monitored and all of the packets are
stored into the packet-capturing list. In step 10, the packet-capturing list is saved into folder for further process.

There are several properties that define packet capture:

- the total time it takes to capture packets;

- the average interval between adjacent packets;

- the average packet waiting time.

Definition-1: the average value of the interval between adjacent packets T, is the average time of packet
captures between the previous and subsequent packets and is calculated by the equation (1):

M
1
Ta =71 X Z)(atﬂ —a) )
s=

Where a,: moments of time when packets arrive; M: number of analyzed intervals.

Theorem-1: The higher the load on the connection channel, the longer is the total time required to capture
packets.

Proof: The channel load factor is calculated by the equation (2):
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3P,
=SE, )

Where P : capture time of the packet; E; end time of processing of the i-th packet.

The number of packets and their size (in bytes) and the time of traffic measurement are known. Then, the
total capture time of the packet is equal to:

_(B+N)x8
D= ®)

Where P: capture time of the packet; B: number of bytes transmitted; N: number of packets captured; V:
packet capture rate.
The total processing time of the i-th packet is equivalent to the time of traffic measurement and is determined

by the equation (4):
D E=0 ©

Where ¢: the time of traffic measurement.
Based on the previous equations, the channel load factor is equal to:

_(B+N)x8

Vo
Where B: number of bytes transmitted; N: number of packets captured; V: packet capture rate; 0: the time
of traffic measurement.
Thus, the higher the channel load factor, the longer the packet capture time.
Hypothesis-1: The higher the packet intensity detected during network monitoring, the shorter is the
packet capture time.
Proof: The packet capture time can be determined by the equation (6):

Lc

L, (5)

__ b
Te= 1-MgxIy (6)

Where 1: packet intensity (packets/sec); M : average network monitoring time.
Let the packet capture time be expressed in terms of traffic intensity 7, and packet length L, and channel
throughput 77
_T
I =1 (7)
Where T: traffic intensity; Lp.' packet length.
The average network monitoring time is determined by the equation (8):
Lp
M, =— ®)
Tc
Where L the packet length; 7,: the channel throughput; M : the average network monitoring time.
Then, the equations (7) and (8) are substituted in the equation (6):
Lp
p— 9
T ©)
Where T, the channel throughput; 7): the traffic intensity; L; the packet length; T': the packet capture time.

Based on the above equations, corollary-1 is derived.
Corollary-1: To reduce packet capture time, the bandwidth of the channel must be high.

Th=T1+

B. Client de-authorization process

After finding the network interfaces and selecting an access point for hacking, a handshake should be
conducted. To receive a handshake, the user must be active on the network. If there is no activity, the activity is
created by deactivating the client. During the client deactivation process, the access point (fake) sends requests
to the client until the client reconnects to the network. Thus, if deactivation is successful, the hacker receives a
handshake. Client de-authorization and handshake recording process are given in Table 2.
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Table 2 - Client de-authorization and handshake recording process
Algorithm-2: Client de-authorization and handshake recording process
1. Initialization: {4 : client's physical address; A, physical address of the access point; H: handshake;
I: interface; C: client; A, access point; S: client's SSID; P: password; R : recconnect, P packets-captured file}
2.Input: {4 A .1}
3. Output: {H}
4.SetAd , A4 1
pé " p
5. Ap requests = C—>R,
6. While 4 = R,
7.Do A «He (P,S)
8. Record H to P,
9. End while

Algorithm-2 explains the client de-authorization and handshake recording processes. In step 1, the variables
are initialized for the process of client de-authorization and handshake recording. Steps 2-3 give the input and
output processes, respectively. Step 4 uses the network components (e.g., client’s physical address, physical
address of the access point, interface) for implementing requests. In step 5 requests are sent from the access
point to the client to reconnect to the network. Steps 6-7 explain passing the handshake, which includes the
password and client ID number to the access point. This process continues while the client is reconnecting to
the network. In step 8 the received handshake is written into the captured packets that were received during
network monitoring in the previous algorithm for further use in the Wi-Fi hacking process.

The time of de-authorization is characterized by the following properties:

= the total time of sending requests to the user;

= the total intensity of answers received by the hacker;

= processing of responses received from the user and establishing a handshake.

Definition-2: The total intensity of responses received by the hacker f is the sum of the intensity of the
flow of requests sent to the user Sy = (1 — C) X B and the intensity of processed responses sent by the user
Py = (1 —C) X B and is calculated by the equation (10):

Pr=B+(1-C)xp (10)

Where f: the intensity of the elementary stream requests; C: probability of self-classification of a new
request stream by a second access point.

Theorem-2: The intensity of sending requests by the hacker affects the performance of processing requests
by the user and the average delay in sending requests.

Proof: The performance of processing requests by the user (P, ) is determined by the equation (11):

+(1-C)x
p _BHA=OXP )
W
Where P, the performance of processing requests by the user w: the intensity of the query processing; B:

intensity of sending requests; C: probability of self-classification of a new request stream by a second access
point.

The probability that the communication channel for sending the request is free (P ) can be obtained by the
equation (12):

1
Pc = (12)
PRm+1 m PRm
m! x (m — Pg) + Xm=0 7T

Where m: the number of processors.
The average delay in sending requests (D,) can be obtained based on the number of requests sent (S,),
depending on the average number of requests in the queue (Q ):

0 PR« P

=—>p 13
! mm! (1 - 2y2 (13)
Sg=0Q4+PF;, (14)
P Era-oxp (1
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Where m: the number of processors; P : the probability that the communication channel for sending the
request is free; P, the performance of request processing by the user; . the intensity of the elementary stream
requests; C: the probability of self-classification of a new request stream by a second access point.

Hypothesis-2: The smaller the volume of transmitted requests, the longer it takes for a hacker to get a
handshake.

Proof: Each request has the same length and requires a transmission time (7). The time of transmission of
the message about the client's acceptance of the request is assumed to be equal to Tg. The time for sending a
request (Ts) is calculated using the equation (16):

Ts=NXtTr+1T + N X174+ Ty (16)

Where 77: the transmission time of the request; N: the number of requests; 74: the average processing
time of the response received by the hacker; Tw: the average waiting time for a request in the queue until the
communication line is free; Tg: the time of transmission of the message about the client's acceptance of the
request.

Since the bandwidth of the communication channel and the average length of each request are known, the
average time for its transmission can be determined by the equation (17):

R,
s (7)

Where R : a known volume of the request in bits; C,: channel capacity bit/sec.

The time of transmission of the message about the client's acceptance of the request is calculated similarly
by the equation (18):

R4
R (18)

Where R known volume of the request acceptance message; C,: channel capacity bit/sec.

To calculate the average waiting time Ty, and the average message processing time T4, it is assumed that
the input stream of packets from the user forms a simple stream with an average intensity u, and the average
service time 4 calculated by the equation: (19):

1

A, =—
s=3 (19)

The request received in the buffer will wait until the communication line is released, i.e. until the processing
of the message about the acceptance of the previous request is completed. Probabilities of finding a packet in a
buffer queue of infinite length is calculated by the equation (20):

1
' 1-L/N
N-1
Liso T Y NT* N =T

Where L = £: full input load.
14
The average number of requests can be found by the equation (21):

L
Asz*Q(N;L) 1)

Where 4 : the average number of requests; Q(N,L): the probabilities of finding a packet in a buffer queue of
infinite length; L: the full input load.
Based on the previous equations, the average waiting time for a request in the queue is calculated by the
equation (22):
Tuy = AN _ Q(Nl L)
W= T T o 22
po y(N-L) (22)
Where 4,: average number of requests; u: average intensity.
The average processing time of a single request is determined by the equation (23):
L 1
T, ==== (23)
A7y
Where L: full input load; u average intensity.
Thus, if the parameters 7, and 7, are unchanged, the time of sending the request Tg is determined by the
equation (24):
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*
Tg = N xR +&+ﬂ+—Q(N’L)
Ch Ch v y(N—-1L)

Where R : the known volume of the request in bits; C,: the channel capacity bit/sec; R : the known volume
of the request acceptance message; Q(N,L): the probabilities of finding a packet in a buffer queue of infinite
length; L: the full input load, N: the number of requests.

Corollary-2: To reduce the volume of transmitted requests, it is necessary to transmit requests of greater
length to speed up the time of receiving the handshake. This corollary was based on the analysis of equation (24).

Considering that all requests have equal length and average transmission time, the duration of the
communication channel occupation when transmitting one request after establishing a connection between the
hacker and the user is determined by the equation (25):

Ty=NX1p+ NX140+ 1Y (25)
Where Ry, = 1) X Cp:  the volume of transmitted requests.
Thus, the total time for sending requests is determined by the equation (26):
T=Ts+Ty =NXTg+NX1Ty+71TYy+7T8 +Tp (26):
N xR, +N Ry, Ry N Q(N,L)
Ch Yy G G y(N-L)

Where Ts: the time for sending a request; R the known volume of the request in bits; C,: the channel
capacity bit/sec; R : the known volume of the request acceptance message; Q(N,L): the probabilities of finding
a packet in a buffer queue of infinite length; L: the full input load, N: the number of requests.

(24)

C. Wi-Fi Blockchain-Featured Hacking Process

The last phase is hacking the wireless network using BTFAT. Blocks in the blockchain system can only
create a certain number of bitcoins, transactions must have a certain format and correct signatures for spent
bitcoins, a transaction cannot be performed twice within the same blockchain, etc. The blockchain cannot be
hacked by attacking the encrypted traffic of an individual node: if the consensus rules are violated in the block,
the blockchain system denies the operation of an individual node, even if other nodes believe that an intrusion
into the chain of records did not occur.

To hack network with blockchain technology, ARP spoofing is performed after capturing the network traffic.
This is an attack committed when sending ARP messages to the local network. The purpose of this attack is to
link the hacker's MAC address to the IP address of another host, such as the default gateway. Thus, any traffic
directed to a specific IP address is sent to the hacker. After making an attack on the network, the hacker inserts
a malicious script into the HTML pages that the user views the command “to call the miner” and deploys an
HTTP server on its computer to serve the miner. Figure 2.1 depicts the process of hacking Wi-Fi with BTFAT.
The goal of the third phase is to carry out an autonomous attack on the Wi-fi network to introduce a malicious
code. With the help of the built-in BATTAT tools, it is possible to analyze and edit traffic. For the purity of the
hacking process, only one line of code is embedded in the HTML page, which calls the miner. After the traffic is
captured, the JavaScript code is embedded in it, and an injector is created. The created injector adds a string to
the HTML with a call to the JavaScript miner. The packet-capturing and saving processes are shown in Table 3.

Router Wi-Fi @
lagker
Intemet

User Visor HTTP Server with crypto
@ miner code

User
User

Victims

Figure 2.1 - The process of hacking Wi-Fi with BTFAT
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Table 3 - Wi-Fi Hacking process with BTFAT
Algorithm-3: Wi-Fi hacking process with BTFAT
1. Initialization: {Ty: captured network traffic; Ujy,: user's IP address; H,: hacker's MAC
address, N: wireless network, E;,: embedded in the network miner; Ag,: ARP spoofing; Pp:
HTML pages, S: iterate through all pages, JS.: JavaScript code; M;: getting started miner; H,:
hacker's computer}
2. Input: { Ty, Uy,
3. Output: {E,;}
4.Set Uy, Hy, N
5. Do process A, > N
6. Link Uy, to H,
7.For Pp;=0to Py =S

H, N}

8.1fP,, € Ty
9.Set S, —» Ty = M
10. End if

11. Deploy P on H,,

12. Do /S, = Py,

Algorithm-3 explains the process of hacking Wi-Fi with BTFAT. In step 1, the variables are initialized for the process
of hacking Wi-Fi. Steps 2-3 give the input and output processes, respectively. In Step 4, the network for hacking, the user's IP
address and the hacker's MAC address are determined. Step 5 is an ARP spoofing attack on the network. Step 6 is linking the
hacker's MAC address to the user's [P address to direct traffic from the user's [P address to the hacker. Step 7 is iteration through
each page directed to the user. In Step 8 we check that the HTML page belongs to the captured traffic. In Steps 9-10 we embed
the JavaScript code into the captured traffic, thus triggering the miner. In Step 11, we deploy the HTTP server on the hacker's
computer to serve the miner. In Step 12, JavaScript code is embedded in HTML pages for mining.

A large amount of data contained in the captured packets is analyzed in order to get the password.

Condition: m packets are used to analyze n amounts of data. Let’s make the parameters of i-th packets as
b;(i = 1,2,3,...,m). This parameter is set to analyze packets by parameters when searching for an encrypted password.

The analysis is performed for each packet from the 1* to the i-th, and a single volume of the j-th amount of data is used.
Let the use of the i-th order packet to analyze a single volume of the j-th amount of data be given as
a;;j(i =123, ..,mj=123,..,n).

Packet analysis takes a certain time the amount of which depends on the speed of analysis. Therefore, let the speed from
analyzing the unit volume of the j-th amount of data be set as cj(]' =123,..,n).

This mathematical model explains a data analysis plan that provides the maximum speed of analysis under the specified
restrictions on data packets.

The volume of analysis of the j-th amount of data is set as a vector of variables equal to X = (X1, X2, X3, ..., Xn), where
xj(j = 1,2,3,...,n) is the volume of analysis of the j-th type of data.

When analyzing packets, a restriction is imposed on their number. It follows from the variable vector that the restriction
on using packages for analyzing all data is set by the expression:

aj1Xq1 + Ajr Xy + -t AinXn < bi (27)

Based on the speed of analysis of the j-th data quantity c;x;, the objective function is calculated using the equation (28):

Z(X) = c1x1 + Coxy + -+ Cpxy (28)
A mathematical model for analyzing the m number of packets that contain n amount of data is defined as a system of the
following expressions:

Z(X) = c1x1 + c3x5 + -+ + ¢, = Max,

aq1X1 + agpxy +

Ay1X1 + ArpXy +
M= 21%1 22X2

Am1X1 + QX +

o+ Qg < by,
tee + aann S bz,

(29)

ot QX < by,

x20,j=123,..,n

Where M: the process of analyzing packages; m: the number of the packets; n: the amount of data.
Let the set of attacks made by the BTFAT be given by the expression (30):
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K €Ky XK, X K3 ... X K}, (30)

Where K, (1, b+ 1): the set of values of the i-th parameter of a particular attack that determines the type of attack. Each

attack k € K is a vector (k1,kq, o kpyq ), where k_l; € Kp.
Rainbow tables are defined as an expression (31):

YEY,YEY, XV, XV;..XY; (31)

Where Y;(j = 1,n): set of values of the j-th parameter of the rainbow table.
The network for hacking is indicated by the expression (32):

GEGGEG XGyXGy...X Gy (32)

Where G¢(f = 1,m): the set of values of the f-th parameter of the wireless network.

The success of hacking the network using the BTFAT is related to the attack used to break into the wireless network and
the formation of rainbow tables in the process of decrypting the password. Thus, the function that sets the level of successful
hacking of the network by an attack k €K cthe application of rainbow tables y € Y to hack the wireless network g € G is
denoted by the expression (33):

§:KXYXG-[0;1] (33)

Where §: the function that sets the level of successful hacking; K: the attack; Y: the rainbow tables; G: the wireless
network.
The function that determines the degree of success from applying an attack to a wireless network is calculated by the
expression (34):
B:G XK - [0;1] (34)

Where f: the function that determines the degree of success from applying an attack to a wireless network; G: the wireless
network; K: the attack.
The probability of a successful application of a hacker attack with rainbow tables is calculated:
y:Y XK - [0;1] (35)

Where y: the probability of a successful application of a hacker attack with rainbow tables; K: the attack; Y: the rainbow
tables.
Thus, based on the expressions (33), (34), (35), the function & is expressed as:

8(k,3,9) = B(g.k) * y(7.k) (36)

Where & (E, v, g): the function that sets the level of successful hacking; (g, l_c): the function that determines the degree
of success from applying an attack to a wireless network; y()_/, E): the probability of a successful application of a hacker attack
with rainbow tables.

Define the function f ( g l_c). To do this, consider a family of functions:

Buh: Gg X Kh - R+ (37)

Where R, : the set of non-negative real numbers; S,5,: a function that sets the level of mutual influence of the wireless
network parameter G, and the attack parameter kj, on the network:
Bun(g. k) =0, (38)
if an attack with the value of the parameter k € Kj, is not applicable to a wireless network with the ¢ € G, parameter
value.

0<pBunlg k) <1, (39)
if the value of the wireless network parameter ¢ € G4 reduces the probability of a successful attack with the value of the

parameter k € K.

Bun(g, k) =1, (40)
if the value of the wireless network parameter ¢ € G, does not affect the applicability of the attack with the parameter

k € K.
' Bun(g, k) > 1, (41)
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if the value of the wireless network parameter ¢ € G, indicates that an attack with the parameter k € Kj, is applicable
for hacking. L
Denote by Byp: Gy X K, = [0; 1] the function:

- ney
Bun(g k) = <Lt )

Bect, Bun e ) 42

Then, based on the expression (18), the success rate of applying the attack k € K to the wireless network JgEG is
calculated:

p(G0) = min_| | Barow o) 43)

g=1s

Where the attack and wireless network are set by the parameters (kq, k5, ..., kp4q ) and ( 91,92 - gf ), respectively.
The function y(}_/, E) is expressed similarly to the function f ( g, E)

y@.R) = min_ | | 7O (44)

t=1,s

Where the attack and rainbow table are set by the parameters (ky, k3, ..., kp,1 ) and (yl, V20 Yj ), respectively.

Thus, the function that sets the level of successful hacking of the network by an attack k € K cthe application of rainbow
tables y € Y to hack the wireless network g € G takes the form:
6(55.9)= mn_[ [ BuCowk + min | |70k 1)

h=1,b+1
g=15s t=1,s

The reliability of Wi-Fi hacking is characterized by the probability of password decryption, which is determined by the
equation (45):
No— X

W (45)

Pc(t) =

Where P, (t): reliability of Wi-Fi hacking; Nj: the number of initially captured packets; Y, n;: the number of denied de-
authorization requests.

The probability of decrypting the password from the received handshake is equal to the product of the probabilities of
successful processing of elements of the Wi-Fi hacking process (packet capture, requests for client deauthorization, half-baked
handshake):

P.=P, XP,xP;..XP, (46)

Where P,: the probability of decrypting the password; P,: the probabilities of successful processing of elements of the
Wi-Fi hacking process.
Theorem-3: The time of cracking the Wi-Fi (T,) depends on the complexity of the password, which is selected from the
space of possible passwords (P = L°).
Proof: A password is selected from the space of possible passwords. The size of the space P is determined by the
expression (47):
p=1I¢ (47)

Where P: the size of the possible password space; L: the length of characters in the password; C: the number of characters
in the password.
Thus, the time is calculated by the expression (48):

Te= ————— 4
¢ 10°x 3600 (48)

Where T,: the time of cracking Wi-Fi; P: the size of the possible password space.

Hypothesis-3: Hacking a network using the BTFAT tool takes less memory, less processing power, and less time as
compared to other tools designed to hack a network.

Proof: To break into the network, a hacker needs to get a handshake containing an encrypted password and to decrypt
the password. The W function converts the encrypted password e(P) into a new password W(e (P)). The encrypted password
in the handshake is written in binary notation, and the password is written as numbers in the notation , where Q: the number
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of possible characters for passwords. The C function then converts the data from the binary number system to the Q number
system. For each encrypted password e(P), the function calculates a new password W(e(P)). The BTFAT for hacking a
wireless network has the ability to use rainbow tables, which speed up the process of decrypting the password while spending
less computer resources. Using the W function, it is possible to precompute data tables (rainbow tables).

To generate a data point in the rainbow table, a possible password P, is assigned, an encrypted password e(Py) is
calculated, then a possible password W (e(P,)) is calculated, which becomes P;. This process continues until the encrypted
password starts with twenty 0 (e(P,)). Such an encrypted password occurs 1 time in about 10° encrypted passwords. The pair
[Py, e(P,)] that contains an encrypted password starting with twenty 0 is stored in the table.

The set of such pairs is calculated. Each pair contains a sequence of possible passwords Py, Py, ..., P, and encrypted
passwords. However, there may be spaces, meaning some passwords may not be present in all calculations. For a good database
without spaces, the memory required to store the calculated pairs is small. Presumably, in the captured packets, passwords have
a certain type: 12 characters, taken from 26 letters of the alphabet. The encrypted password d,, in the captured packet data set
is used to identify the associated password. To do this, first calculate e(W (do)) to get the new encrypted password d;, then
calculate e(W(dl)) to get d,, and so on until the encrypted password starting with twenty 0 (d,,,) is displayed. The table is
then checked to see which source password, Py, the encrypted fm password is associated with. Based on Py, the password and
encrypted passwords ey, e,, ... are calculated until the original encrypted password d, denoted dy, is generated. The password
that the hacker is looking for is the one that gave rise to d, i.e. (W (dj, — 1), which is one step earlier in the chain of calculations.

The required computation time is what it takes to find the d,,, in the table plus the time it takes to compute the sequence
of encrypted passwords from the corresponding password (e, e, ..., €,) which is about a million times less than the time it
takes to compute the table itself. Thus, performing a preliminary calculation and storing the results allows a hacker to get any
password with a known encrypted password in a reasonable amount of time. This process takes a few seconds.

The process of decrypting the password by the rainbow tables of the novel BTFAT is presented in expression (26):

e w . e W _.e e
Go_,e(Go)_)G1 _)e(G1)_>G2_, ---_,e(Gn)
e w e wW_.e e
Rt — Fo_)e(Fo)_) Gl _)e(Fl)_) Fz_) _)e(Fn) (49)
. WeWe e
]0_>er)_) Gy _,e(fl)_)]z_)---_,e(]n)

Where R;: the process of decrypting the password by the rainbow tables of the BTFAT; Gy, Fy, Jo: possible passwords;
e(Gy),e(Fy), e(Jy): the encrypted passwords; W': a function to convert the encrypted password.

Corollary-3: A hacker can hack any wireless network by getting a handshake. Starting with the first stolen encrypted
password (By), the hacker applies the functions W and e repeatedly, calculating a series of encrypted passwords and final
passwords, until he reaches the encrypted password with twenty 0 in front of it. The hacker then searches for this last encrypted
password in the table (encrypted password E) and identifies the corresponding password (password E).

Table 4 - Rainbow table

Password Q Encrypted password Q
Password W Encrypted password W
Password E Encrypted password E
Password R Encrypted password R

The hacker then applies the W and e functions again, starting with the identified password, continuing until one of the
received encrypted passwords in the chain matches the stolen encrypted password:

Password E — Encrypted password 1 = Password 2 — Encrypted password 2
a match to encrypted

- Password 3 ... = -« Password 33 = Encrypted password 34 [ password B,

Where Password E,Password 1,2,3...: intermediate and final password required for hacking Wi-Fi;
Encrypted password 1, 2, ...: encrypted password located in the handshake.

International Journal of Information and Communication Technologies, Ne§ (2), December, 2021

30



| NHO®OKOMMYHUKAIIMOHHBIE CETU U KUBEPBE3OIIACHOCTb |

An encrypted password that matches (Encrypted password 34) will mean that the previous password
(Password 33) from which it was obtained is associated with the stolen encrypted password. To set the first and
last columns of the rainbow table, you need to perform a lot of calculations. They store only the data in these
two columns, and by recalculating the chain, hackers can identify any password by its encrypted password
located in the handshake.

Experimental results

This section contains the proposed BTFAT. To demonstrate the advantages of choosing this tool for
calculating the values of such characteristics as reliability, efficiency, and time of user de-authorization during
hacking of a wireless network, these data were also calculated for three other tools (Reaver, Wifite, Wireshark).

Network hacking requires the following components, which are described in Table 5.

Table 5 - Components for hacking Wi-Fi

Components Version/The name of the system
Personal computer x64
Operation system Linux Kali 5.9.0
Wireless access point D-linkDIR-615
Resolution 1920x1080 px
Processor Intel(R) Core (TM) 17-8750H
Maker Acer
RAM 2048 MB
Video memory 16 MB
HARD Disk 39,9 GB (/dev/sdal)
CPU MHz 2208.002
Cash size 9216 KB

Based on the results, the following metrics are measured.

- Effectiveness of packet capture

- Client de-authorization time

- Reliability

- Processing performance of sent requests.

A. Effectiveness of Packet-capture

The effectiveness of using a particular method when hacking Wi-Fi is calculated by the equation:

E= § x 100% (50)

Where E: the effectiveness of packet capture; P: the number of packets captured; 7 the time taken for a
packet capture.

The data for calculating the packet capture effectiveness is given in Table 3 and Table 4. When calculating
the effectiveness, the number of captured packets is considered. Table 3 and Table 4 show the number of
packets captured by various tools within 50 seconds. The largest number of packets in a time equal to 50
seconds was captured by the BTFAT (48.5), the smallest number of packets — by Wifite (41). Figure 4 shows
the effectiveness of packet capture using the BTFAT, Reaver, Wifite, and Wireshark tools. Figure 4 shows that
BTFAT (97%) has the highest effectiveness. Figure 4 also shows that the effectiveness of the BTFAT increases

over time. 110+
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Figure 4 - The effectiveness of packet capture
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B. Client de-authorization time

The client de-authorization time depends on the number of requests made by the hacker and the responses
received from the client, as well as the speed of sending requests. The de-authorization time is calculated using
the equation:

N, X N,
72 (s1)

Where #: the client de-authorization time; N : the number of requests; N : the responses received from the
client; V' : the speed of sending requests.

Data for calculating the de-authorization time are given in Table 5 and Table 6. Figure 5 shows the client
de-authorization time for each tool. If the speed of sending requests is the same for all tools, then calculating
the de-authorization time by the equation (51), it is noticeable that the de-authorization time increases with
the passage of time and the requests sending. Figure 5 shows that the BTFAT sent 50 requests and the de-
authorization time took 116.6 seconds. Thus, the BTFAT can complete the authorization process in a shorter
time compared to other tools, which contributes to faster handshake establishment for password decryption.

320

300 —=— BTFAT
© 280 —— Rgaver
% 2604 Wifite
& 240 —v— Wireshark

Client de-authorization tim
B
1
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Number of requests

Figure 5 - Client de-authorization time
Figure 6 shows that for BTFAT, even with an increased number of requests, the pre-authorization time is

minimal compared to other tools. o] [=—BTFAT
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Figure 6 - Client de-authorization time
Figure 7 shows the relationship between the number of requests sent to the user and the number of responses
received from the user. Figure 7 shows that the smallest number of responses received was accepted by the
BTFAT (6). This means that the BTFAT requires less resources and time to intercept the handshake, as fewer
requests are processed. T
I Reaver

[ wifite
[ Wireshark

IN)
L

=)
1

Responses received from the client

0 5 10 15 20 25 30 35 40 45 50
Number of requests

Figure 7 - Elements of the de-authorization process
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Figure 8 shows the relationship between user requests and responses. The duration of a network hacker
attack depends on the number of responses received as a result of requests sent by the hacker. The fewer
responses received from the client and the user are de-authorized, the faster the user processes requests and the

wireless network is hacked.
30 4

_ 281 [ BTFAT
G264 (M Reaver
G244 || wifite
£22] [ wireshark

0O 10 20 30 40 5 60 70 80 90 100 110

Number of requests

Figure § - Elements of the de-authorization process

During the de-authorization process, the time of this process depends on such elements as the number of
requests and responses, and the speed of sending requests. Figure 9 shows the correlation between speed and
time, as well as between the time and number of client responses. Figure 9 shows that the correlation values in
the upper graph are less scattered, which means a higher correlation. In the lower graph, the values are more
scattered, which means a high correlation. Table 9, showing the correlation coefficient of each element of the
de-authorization process, demonstrates a 92% correlation between the time spent on client de-authorization
and the number of responses received as a result of requests. This means that the de-authorization time is
highly dependent on the number of responses received. The correlation between the speed of sent packets and
the de-authorization time is 53%, and an average noticeable relationship is formed. This means that the de-
authorization time is weakly dependent on the speed of sending packets.
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Figure 9 - Correlation dependence
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C. Reliability
The reliability of Wi-Fi hacking is characterized by the probability of password decryption, which is determined by the
following equation (52):
No - Xm

Pc(t) = N,

(52)

Where P.(t): reliability of Wi-Fi hacking; Nj: the number of initially captured packets; Y.n;: the total number of
requests.

Figure 10 presents the percentage of reliability of the network hacking process for each tool. Data for calculating the
reliability of using each tool are shown in Table 10 and Table 11. Figure 10 shows that the BTFAT has the highest reliability
(86%), and the Wifite tool has the lowest reliability (66%). Also, Figure 8 reveals that over time, the reliability of packet capture
using the BTFAT remains higher than with other tools.
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Figure 10 - Reliability of the network hacking process

D. Processing performance of sent requests
The processing performance of the requests sent to the user affects the time of the de-authorization process, as well as
the process of handshake interception. Therefore, this parameter affects the total time of Wi-Fi hacking. The higher the
performance, the faster a hacker can crack the Wi-Fi. The processing performance of the requests sent to the user is calculated
using the equation:
BxC

Py = —— % 100% (53)

Where P,: the processing performance of sent requests to the user; f: the number of processed responses; C: the channel
capacity; w: the request processing time.

Figure 11 shows that the processing performance of requests sent by the BTFAT is stable compared to other tools and is
equal to 85%. Also, the BTFAT has the highest performance, which contributes to the fastest Wi-Fi hacking. The data for
calculating performance is described in Tables 12 and 13.
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Figure 11 - The processing performance of the requests sent to the user

Discussion of results

The proposed BTFAT consists of three stages. The first stage is packet capture, the second is user de-authorization,
and the last is Wi-Fi Blockchain-Featured Hacking Process. The advantages of using BTFAT is the use the
features of Blockchain technology that capture the packets effectively, reduction of the user de-
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authorization, and the reliability. The packet capture effectiveness is 97%, which is higher than that of the other
tools. The user de-authorization time with the BTFAT is more effective as compared to other tools. This time is
minimal when compared with other state-of-the-art tools. Thus, it proves that the BTFAT tool takes less time to
perform de-authorization of the user, so the minimum amount of time is needed to intercept a handshake. The
reliability of hacking a wireless network with BTFAT is 86%, which is the highest indicator. Table 3 shows the
comparative analysis of the proposed BTFAT tool and other contending tools.

Another advantage of this tool is that BTFAT works with any wireless network adapters whose driver
supports the monitoring mode. Also, the advantage of this tool is its extensive functionality. In addition to
cracking WEP/WPA/WPA2 keys, BTFAT can decrypt intercepted traffic with a known key, analyze traffic,
create a virtual tunneling interface, create encrypted packets for injection, provide techniques for attacking
the client, remove WEP masking from PCAP files, store and manage lists of ESSIDs and passwords, calculate
paired master keys, and open access to the wireless network card from other computers. However, this method
of hacking Wi-Fi has disadvantages. The main disadvantages are the slow speed of password search and the
lack of tables with pre-calculated hashes for password selection.

Table 3 - Comparative analysis of the proposed BTFAT, Reaver, Wifite and Wireshark tools

Name of  Effectiveness Client de- Responses Responses  Reliability Processing
tools of packet  authorization time received from received from performance of
capture the client the client sent requests
55 110 55 Requests 110 Maximum Request
Request Request Requests captured 50  processing 50
packets seconds
BTFAT 97%, 116.6 192 06 12 86% 85%
Reaver 87.4% 1333 5512 08 16 84% 59.5%
Wifite 74.3% 283.3 796 12 24 66% 47.2%
Wireshark 94.3% 200 552 9 18 76% 66.1%
Conclusion

This paper introduces a Blockchain-featured BTFAT for controlling the hacking of the wireless network.
It also provides a detailed description of the wireless network hacking process. The Wi-Fi hacking process
occurs in three phases. In the beginning, packets are captured by monitoring and saved to a file, then the user is
de-authorized, and the handshake is recorded in a previously saved file. The last phase consists of Blockchain
technology features, which are used for controlling the hacking process of the wireless network and decrypting
the password. The advantage of the proposed BTFAT is that the BTFAT can hack networks that use Blockchain
technology, given that networks with such technology have very high security. Another advantage is the speed
of using this method, its efficiency, and reliability.

The expressions have been used to calculate the values of efficiency, reliability, and user de-authorization
time, and a comparative analysis of several tools for hacking Wi-Fi was performed. The reliability of using the
BTFAT is 86%, efficiency - 97%, the request processing performance time is 85%. Furthermore, the time of
detecting the Wi-Fi-hacking is minimal compared to other existing state-of-the-art tools. These results show
that the proposed BTFAT is the best choice for Wi-Fi-hacking prevention. In the future, we will model the pen-
testing process with BTFAT for evaluating the wireless network security metrics.
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Pazak A., 9ain A.K., Amanxonosa C.T.
Biokueiin TexHoJiorusicbiHa Heriznedaren Wi-Fi xakepiH aHbIKTayIbIH )KaHa KYPaJibl

Annpatna. Wi-Fi 0usnec, OutiMm Oepy, @HEpKacin koHe T.0. KONTEreH cajanapia MaHbI3Ibl POJl aTKapabl,
eKiHIIi )karbrHaH, Wi-Fi ocanabIikrapsl naiigananymsuTapApIH MOTIMETTePiHIH KYMTUSIBIIBIFIHA 3USTH KeNTipe/li,
erep ocaijbIKTap aypbic eHaenMece. Keiibip xakepiiep 0y3y npoiiecine akenetin Wi-Fi ocanibirbia naiiganaHy
yurin Linux kypainbid maiinananaael. byn makanaga Wi-Fi xkeniciniyg Kayinci3nirin skakcaprty yurid Blockchain
Technology-Featured Novel Air-Cracking tool (BTFAT) ycembinran. Kypan KyHap! QyHKIHsIIapAan TYpasl
(MbIcanbl, OakpuIay, CKaHepiey, 0y3y *koHe TecTiney). byn QyHKuusmap skeniHiH OcajAbIKTapblH aHBIKTayFa
koemekreceni, BTFAT C rtiminae OarmapiaMaiaHFaH. DKCICPUMEHT HOTIOKeJepiHe cyieHe oTeipein, BTFAT
0acKa KOJIJIaHBICTAFbI 9JIICTEPMEH CaJIbICThIPFaH/Ia KOFaphl OHIMIUIIKTI KAMTaMachl3 eTe/l.

KinT ce3nep: Wi-Fi, ocannbik, BTFAT, kynusnbeuibik, ceHIMIUTIK, TecTiney, Blockchain TexHoMOTHSICHI.

Pazak A., 9ain A.K., Amanxonosa C.T.
HoBplii HHCTPpYMeEHT il 00Hapy:keHus B3jioMa Wi-Fi Ha ocHOBe TexHOJI0THH OJI0KYeiiH

AnHoranmusa. Wi-Fi wurpaer BaxkHyI0 pojb BO MHOTHX OO0NacTsX, TakMX Kak Ou3Hec, oOpa3oBaHue,
MIPOMBINIIEHHOCTh U T. . C npyroii cropoHsl, ysa3sumoctu Wi-Fi HaHOCAT ymepd KoH(MUIESHIIMATHHOCTH
JAHHBIX TIOJB30BATENICH, €ClM YSI3BUMOCTH HE 00pabaThIBaroOTCs JOKHBIM oOpa3oMm. Hekotopwle xakepsl
WCIIOJIB3YIOT MHCTPYMEHT Linux st ucnonb3oBanus ysi3BuMocty Wi-Fi, KoTopast TpUBOIUT K TPOLIECCY B3IIOMA.
B aToit cTaThe mpencrariner HOBBIM nHCTpyMeHT Blockchain Technology-Featured Novel Air-Cracking tool
(BTFAT) nnst ynyuiienus 6e3omnacHoctu cetd Wi-Fi. THCTpyMEHT COCTOUT U3 NeHHBIX QyHKIUN (Hampumep,
MOHUTOPHUHI, CKAaHHPOBaHME, B3JIOM M TECTHPOBaHUE). DTH (YHKIIMH TIOMOTAIOT OOHAPYKHUTH YSI3BUMOCTH
ceTH, 3armporpamMmmupoBaH Ha si3bike C. OCHOBBIBasCch Ha pesynbrarax dkcrnepumenTa, BTFAT oGecnieunBaer
0oJIee BBICOKYIO MTPOU3BOUTENBHOCTD 110 CPABHEHHIO C JIPYTUMU CYIIECTBYIOIIMMHI METOTAMH.

Kawuesbie caoBa: Wi-Fi, ya3sumocts, BTFAT, xoHbUIEHIIMATBHOCTh, HAJACKHOCTH, TECTHPOBAHHE,
TEXHOJIOTHUS OJIOKYCHH.
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