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Al-Farabi Kazakh National University, Almaty, Kazakhstan

COMPETITIVE INTELLIGENCE AND DECISION-MAKING ALGORITHM USING
MACHINE LEARNING FOR INDUSTRIAL SECURITY

Abstract. The purpose of this scientific article is to show what competitor data analytics can
do with machine learning and neural networks. In this study, we analyzed data on potential partners
of the Department of Defense Office of Hearings and Appeals (DOHA) of the USA and obtained a
trained algorithm that can help in making decisions based on keywords, which can minimize
reputational risks. The published dataset of the Department of Defense Office of Hearings and
Appeals (DOHA) of the USA was selected for analysis of the initial data, which displayed the
results of the screening of potential partners along with a text justification. This is the reason why
we used Recurrent Neural Network (RNN) instead of Convolutional Neural Network (CNN).
Neural networks are a very important part of machine learning. As a result, we have developed a
trained machine learning model for recommending the best partners, that is, more proven partners,
both professional and reputable. In addition, the developed machine learning model does not allow
working with an organization of bad partners who could act in bad faith and carry reputational
risks.

Keywords: Competitive Intelligence (Cl), Data Analysis, Recurrent Neural Network (RNN),
Convolutional Neural Network (CNN), Machine Learning (ML)

Introduction

If we talk about competitive intelligence (CI), we can easily find that Cl is a systematic
collection and analysis of information from multiple sources, as well as a coordinated CI
program. This is the act of identifying, collecting, analyzing, and disseminating information about
products, customers, competitors, and any aspects of the environment necessary to support
managers in making strategic organizational decisions. ClI means understanding and learning
about what is happening in the world outside of business to improve your competitiveness, i.e.
learning as much as possible about your external environment, including the industry as a
whole and the relevant competitors.

Key points:

Competitive intelligence is a legal business practice, as opposed to industrial espionage,
which is illegal.

The main focus is on the external business environment.

This is the process of collecting information, converting it into intelligence, and then using it
in decision-making. Some CI professionals wrongly emphasize that if the information collected is
not usable or actionable, it is not intelligence.

Another definition of CI sees it as an organizational function responsible for early
identification of risks and opportunities in the market before they become apparent (“early signal
analysis™). The term CI is often seen as synonymous with competitor analysis, but competitive
intelligence is more than competitor analysis; it encompasses the entire environment and
stakeholders.

Dataset & Preparation

Finding the right dataset is not always easy. As mentioned earlier, there are more datasets in
today’s world that one person can handle. Nevertheless, finding the right one that fits your idea can

International Journal of Information and Communication Technologies, Ne2 (2), June, 2021
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be challenging. We also ran into some problems while searching for data. The main issue was that
some of the datasets hadn’t had the features we were looking for. Suffice it to say that such a dataset
could not exist without us tweaking it a little bit. And that is exactly what we did. We found a very
interesting dataset about Industrial Security Clearances on Kaggle and quickly began the data
cleaning process. This data contains dates, case numbers, decisions, and decision summaries for
over 20,000 cases submitted for review between late 1996 and early 2016. Industry contractors that
work for or with the United States Department of Defense and come into contact with secret or
privileged information must submit documents for a background check by the government as a part
of their contractual obligations. Any employee who fails to get the necessary clearance will not be
allowed to work.

Employees may however appeal their decision; in this case the decision will be reviewed and
finalized (or reversed) by the Department of Defense Office of Hearings and Appeals (DOHA).
This dataset contains summaries of the deliberations and results of such hearings and provides a
window into getting security clearance to work as a defense contractor in the United States.

In this research, we looked for answers to the following questions:
e What percentage of appeals were overturned or upheld?
e What percentage of appeals resulted in favorable decisions?
e What were the reasons for decisions to be overturned?
e Can a model be built to predict decisions based on the decision text i.e., an auto-classifier?
[1].

We decided to analyze the criteria for selecting suppliers for defense orders for the US

Department of Defense, as well as the possibility of appealing against negative results. After our
analysis, conducted with the help of machine learning, we determined by what criteria you can get
a favorable outcome and become one of the suppliers of defense orders.
The data consists of 5 columns: Date - date of the appeal hearing; Decision Digest - a free text field
describing the keywords of the appeal; Decision Identifier - the type of leadership (e.g. financial,
foreign influence, security, etc.) to which the appeal relates; Favorable Decision - a binary variable
indicating the outcome of the appeal, i.e. favorable, which is rendered in favor of the party, or
unfavorable, which leads to the rejection of the decision on security; Clearance Upheld - a binary
variable indicating whether the decision made before the appeal was upheld by the Court of Appeal
or rejected. “Yes” indicates that the judge's decision was upheld, "No" indicates that the judge's
decision was overturned.

B C D E F G

>

1 N casenum date digest keywords Favorable decision |Decision upheld
2 0/15-08250.a1 07/28/2017 [The Judge’s adverse findin|Guideline C; Guideline B No Yes

3 1/15-03801.a1 07/28/2017 |Applicant argues that the J Guideline B No Yes

4 2|15-07971.a1 07/26/2017 |Applicant's appeal brief colGuideline F No Yes

5 3/15-03098.a1 07/26/2017 |The Board cannot conside]Guideline F No Yes

6 4]14-04693.a1 07/26/2017 |Applicant contends that his|Guideline F; Guideline E No Yes

7 | 5/16-00844.a1 Q7/25/2017 |Applicant claims the two uill Guideline F No Yes

8 6|15-07009.a1 07/25/2017 [Applicant was charged wit|Guideline E No No

9 7|15-03162.a1 07/25/2017 |The Judge stated that any|Guideline K; Guideline E No Yes

10 8/16-00757.a1 07/24/2017 |Despite Applicant’'s argumd Guideline F No Yes

Figure 1 — Dataset file preview details

Figure 1 shows the file consisting of decision text from Security Appeal hearings at the US
Department of Defense. The decisions are classified by:
e Keyword — the security guideline under which clearance is sought such as Financial,
Foreign influence etc.
e Favorable decision - whether the Appeals decision was favorable (security clearance
granted) or unfavorable (security clearance rejected).
e Decision upheld - whether the original decision was upheld or not [1].
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Figure 3 - Percentage of favourable decisions

It's evident that the majority of the cases heard by the Appeals court result in unfavorable
decisions i.e. the security clearance is rejected. Almost 68% of the cases heard are rejected, which
would reinforce the notion that obtaining a security clearance is a difficult task! Moreover, from the
first chart, it appears that the period from 2003 onwards has seen a marked increase in the number
of appeals that the court is receiving. We found, that with the increased volume of cases, the rate of
rejection has increased, spiking to 37.6% in 2014 and 2015.

International Journal of Information and Communication Technologies, Ne2 (2), June, 2021
7



| HMHTEJVIEKTYAJIBHBIE CUCTEMBbI |

Annual distribution of decisions Percentage Decisions upheld vs. overturned

1200 A o
——— Decisions upheld

—— Decision overturned

Decisions upheld

1000 -

800 -

No. of decisions
[=1]
o
=)

Decisions overturned

T T T T
1995 2000 2005 2010 2015

Figure 4 - Statistics about data [1]

Considering the increased volume and rate of rejection, it might be indicative of a more
lenient process for appeals, where the court has been receiving more and more cases without merit.
The subsequent set of charts looks at exploring the upheld decisions - visualization of the number
upheld and overturned decisions by year, the proportion of upheld and overturned decisions, and the
percentage of upheld decisions by year. Almost 1 out of 3 cases heard by the Appeals court is
upheld. From the first glance at the numbers, it seems like there might be a relation between the
types of cases that are upheld and the decision itself (favorable or unfavorable). Decisions
overturned spiked in 2014 and 2015 at 38%, also the years in which the Appeals court received its
highest volume of cases.

Percentage of decisions upheld
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Figure 5 - Percentage of decisions upheld

Decisions overturned spiked in 2014 and 2015 at 38%, also the years in which the Appeals
court received its highest volume of cases. It might be worth cross-tabulating overturned decisions
with the outcome of the decision (favorable or unfavorable).

ML algorithms & RNN

In this part of the paper, we will discuss the data manipulation process which is the first step
after planning that a Data Scientist undertakes. So, we followed good practice and prepared our
datasets. Some of the things done include deleting the unwanted features. Some of the features were
tedious and removing such redundant data gave us a better view of the important features that we
were to use for our algorithm. Then dropping the entries that had missing values or fixing them
where it could be done. Unfortunately, some of the entries had a lot of missing values and there was
no way to predict them without losing the main goal of our project. We say this because there are a
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lot of algorithms out there for fixing missing values and finding patterns to predict what those
values could be, but for the purpose of simplicity, we just dropped those entries and moved on to
the next step.

Neural networks are one of the most popular machine learning algorithms currently. Over
time, it has been conclusively proven that neural networks are superior to other algorithms in
accuracy and speed. With various options like CNNs (Convolutional Neural Networks), RNNs
(Recurrent Neural Networks), AutoEncoders, Deep Learning, and so on, neural networks are
slowly becoming to data scientists or machine learning practitioners what linear regression was to
statisticians. Thus, it is necessary to have a fundamental understanding of what a neural network is,
what it consists of, what its scope and limitations are. This article is an attempt to explain the neural
network, starting with its most basic building block, the neuron, and then delving deeper into its
most popular options like CNN, RNN, etc.

A neural network that has more than one hidden layer is commonly referred to as a deep
neural network. Convolutional neural networks (CNN) are one of the variants of neural networks
widely used in the field of computer vision [3]. The name comes from the type of hidden layers it
consists of. Hidden CNN layers are usually composed of convolutional layers, merged layers, fully
connected layers, and normalization layers. Here it simply means that instead of using the normal
activation functions defined above, the fold and merge functions are used as the activation
functions.

Recurrent neural networks, or RNNs as they are called in short, are a very important variant
of neural networks widely used in natural language processing. In a conventional neural network,
the input is processed through several layers, and the output is made with the assumption that two
consecutive inputs are independent of each other. This assumption, however, is incorrect in a
number of real-world scenarios. For example, if someone wants to predict the price of a stock at a
given point in time or wants to predict the next word in a sequence, the dependency on previous
observations must be considered. RNNs are called returnable because they perform the same task
for each element of the sequence, with an output that depends on previous computations. Another
way to think about RNNs is that they have a "memory" that collects information about what has
been calculated so far [3]. In theory, RNNSs can use information in arbitrarily long sequences, but in
practice they are limited to looking at just a few steps. RNNs take full advantage of the context of
sequential data and offer an effective and scalable model for several learning problems related to
sequential data. RNNs have enabled significant progress in the fields of text processing, speech
processing, and machine translation [4]. Network traffic is made up of packets, and the payloads in
the packets appear in the form of data streams. When analyzing the semantics of payloads, we
employ an RNN model to classify them. RNNs learn feature representations from training data by
storing previous states. In the training phase, the RNN model identifies specific sequences that can
distinguish normal communications from anomalous communications. RNNs can also directly
process data streams; thus, RNN scans support end-to-end attack detection [4].
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Qutput

Input
Figure 6 - RNN with an input, output and hidden layer

Figure 6 shows the architectural structure of the Recurrent neural network with an input layer,
a couple of hidden layers and an output layer. RNNs have proven to be very successful in natural
language processing, especially with their variant of LSTM, which is capable of looking back
longer than RNNS.

Implementation of RNN

The data [1] consists of 5 columns: Date - date of the appeals hearing and decision; Digest -
free text field describing the appeals decision; Keywords - identifies the type of guideline (such as
Financial, Foreign Influence, Security, etc.) that the appeal relates to; Favorable Decision — a binary
variable indicating the outcome of appeal i.e. favorable, which is ruled in favor of the party or
unfavorable, which results in a rejection of security clearance; Decision Upheld — a binary variable
indicating whether the decision made prior to appeal was upheld by the Appeals court or rejected,
“Yes” indicates that the judge's decision was upheld, "No" indicates that the judge's decision was
overturned; Exploring favorable decisions - visualization of the number of favorable and
unfavorable decisions by year, the proportion of favorable and unfavorable decisions, and the
percentage of favorable decisions by year.

Cross tabulation of favourable decisions and decisions upheld
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Figure 7 - Statistics about data [1]

Figure 7 shows cross-tabulation which confirms that out of 7,264 (6,932 + 332) decisions
overturned, a majority (95% - 6,932 out of 7,264) were initially rejected applications, which were
then appealed and overturned in favor of the party. Surprisingly, 5% of the appeals that were
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initially ruled upon positively were later overturned in the Appeals process and security clearance
was rejected. Similarly, out of 14,610 (14,508 + 102) cases that were upheld, 99% were unfavorable
(security clearances were rejected). Out of 21,440 decisions that were initially ruled upon
unfavorably, 32.3% of such cases (roughly 1 out of 3) were overturned and resulted in a security
clearance being granted. Interestingly, an initially favorable decision that goes to the Appeals court
is overturned in 76.5% of the cases.

EMBEDDING_DIM = 58

model = Sequential()

model.add(Embedding(vocab_size, EMBEDDING_DIM, input_length=max_len))

model.add(Bidirectional(6RU(units=32, dropout=8.15, recurrent_dropout=08.15)))

model.add(Dense(2, activation='sigmoid'))

model.compile(loss='binary_crossentropy', optimizer='adam', metrics=['accuracy'])

history = model.fit(X_train_pad, Y_train, batch_size=128, epochs=10, validation_data=(X_test_pad, Y_test), verbose=2)

Figure 8 - Implementation of Bi-directional RNN with embeddings being trained with Keras

Figure 8 presents a bi-directional RNN that can predict the outcome of whether or not the
decision was upheld based on the text of the decision. With a forward RNN model, the accuracy
achieved was only in the range of 60% - 70%. Bi-directional RNNs seem apt for this application
since the decision text involves several double negatives and indirect references. In our
implementation, we have chosen to use “sigmoid” as an activation function, because the final result
must be between 0 and 1. In addition, we used “Adam” as an optimizer. Adam is an adaptive torque
estimation, another optimization algorithm. It combines both the idea of motion accumulation and
the idea of weaker renewal of weights for typical signs. So, at the end of calculations, the result will
be demonstrated in accuracy as a metric.

model loss
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Figure 9 - Graph of result with a comparison train and test datasets by epochs
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Terminal: Local +

2021-04-19 16:25:12.161718: I tensorflow/core/platform/profile_utils/cpu_utils.cc:112] CPU Frequency: 2599996000 Hz
Epoch 1/10
2021-04-19 16:25:15.6179408: I tensorflow/stream_executor/platform/default/dso_loader.cc:49] Successfully opened dynz
2021-04-19 16:25:16.286869: I tensorflow/stream_executor/platform/default/dso_loader.cc:49] Successfully opened dynz
137/137 - 205s - loss: 0.5526 - accuracy: 0.7279 - val_loss: 0.4395 - val_accuracy: 0.7899
Epoch 2/10
137/137 - 203s - loss: 0.2985 - accuracy: 0.8885 - val_loss: 0.1439 - val_accuracy: 0.9557
Epoch 3/18
137/137 - 233s - loss: 0.1235 - accuracy: 0.9618 - val_loss: 0.1398 - val_accuracy: 0.9595
Epoch 4/10
137/137 - 159s - loss: 0.1506 - accuracy: 0.9567 - val_loss: 0.1024 - val_accuracy: 0.9710
Epoch 5/18
137/137 - 158s - loss: 0.1045 - accuracy: 0.9717 - val_loss: 1.3445 - val_accuracy: 0.6965
Epoch 6/10
137/137 - 156s - loss: 0.1227 - accuracy: 0.9642 - val_loss: 0.8940 - val_accuracy: 6.9761
Epoch 7/10
v 137/137 - 156s - loss: 0.0888 - accuracy: 0.9723 - val_loss: 0.0950 - val_accuracy: 0.9694
£ Epoch 8/10
g 137/137 - 154s - loss: 0.0822 - accuracy: 0.9738 - val_loss: 0.0900 - val_accuracy: 0.9787
== Epoch 9/16
A 137/137 - 154s - loss: 0.8778 - accuracy: 8.9765 - val_loss: 0.0899 - val_accuracy: 0.9719
£ Epoch 108/10
“% 137/137 - 153s - loss: 0.8698 - accuracy: 0.9777 - val_loss: 0.0888 - val_accuracy: 0.9719

Figure 10 - Results of each epoch in console

Figure 10 shows the result of RRN for 10 epochs with mean 0.8129 accuracy, which is really
not a bad result. It can be upgraded and finetuned in the near future by better data preparation with
more efficient text analysis algorithms.

Conclusion

As a result, we analyzed data on the refusal or acceptance of commercial partners for
cooperation with the Department of Defense Office of Hearings and Appeals (DOHA) of the USA.
Classifications of the Decision Outcome (Favorable/Unfavorable decision) and Appeal Outcome
(Upheld/Overturned decision) dataset have helped us understand the logical result of the decisions.
In this regard, the main data is in the text form, so it was decided to use RNN since Recurrent
Neural Networks are better suited for working with text than CNN, that is Convolutional Neural
Networks [4].

Finally, we have implemented the RNN ML model with 0.8129 accuracy using the Python
Machine Learning tools: numpy, pandas, sklearn, tensorflow and keras. The Recurrent Neural
Network Machine Learning Model with high accuracy confirmed the correctness of our research.
This RNN ML model can predict answers with not bad accuracy to the question: “Confirm or not
confirm commercial partners to work with?”” by keywords, digest, and text analysis. We can save
this learned RNN ML model to reuse it in next projects or companies. We can apply our solution
with this RNN ML model, already trained on this data, to aid decision-making in other ministries,
enterprises, companies, etc. Based on the analyzed data, we propose a trained model for weeding
out unfavorable partners to Kazakhstan organizations or government agencies.

Since Cl is a process associated with collecting information, transforming it into intelligence
data, in our case, using our enterprise RNN ML trained model helps commercial and government
organizations in decision-making, to defend themselves from unscrupulous partners, espionage,
information data leakage, and minimize the reputation risks.
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A3zanoB H.II. Xa6upos P.P., 9mipoB V.E.
KonkypeHnTHasi pa3Be/ika M IPUHATHE PEIEHUI ¢ IOMOIIbI0 MAIIMHHOTO 00y4YeHUs 1JIA
olecreyeHus: NPOMBIILTIEHHOH 0€301ACHOCTH

AnHoTaunus. llenp 3ToMl HayyHOHl cTaThu MoOKa3aTb, Ha YTO CIIOCOOHA KOHKYpEHTHas
pa3BelKka M aHaIM3 JAHHBIX C OMOIIbIO MAlIMHHOIO OOy4YeHHUs U HEMpPOHHBIX ceTeil. B naHHOM
UCCIIEOBAaHUM Mbl IPOAHAIM3UPOBAIM JAaHHbIE O IIOTCHIMAIBHBIX IapTHEpax YIIpaBJICHUA
cinymanuid u anemsuuid MunucteperBa o6oponbl CIHA (AOXA) u nmomydwsin oOy4eHHBIN
QJITOPUTM, KOTOPBIM MOXKET IIOMOYb B NIPUHATUH PELICHUI Ha OCHOBE KJIKOYEBBIX CIOB U KOTOPBIN
M03BOJISIET MUHMMHM3UPOBATh PEMyTAallMOHHbBIE PUCKHU. B KauecTBe aHamm3a UCXOAHBIX JaHHBIX ObLI
BbIOpaH OMyOJIMKOBAHHBIM HAaOOp AAHHBIX YTpaBlieHUs CIyHNIaHUN M aneussnuii MuHucTepcTBa
o6oponsl CIHA (JIOXA), B KOTOpOM HapsIy C TEKCTOBBHIM OOOCHOBaHHUEM OBLIHM OTOOpaKEHBI
pe3yJIbTaThl CKPUHHUHTA TOTCHIIMAIBHBIX MapTHEPOB. MIMEHHO 1O 3TOM NMpUYMHE MBI UCIOIb30BAIN
Pexyppentnyto HeliponHyto cetb (RNN) Bmecro CBeprounoii HeiipoHHoi cetu (CNN).
HeiipoHHble ceTn - O4YeHb BakKHAas yacTh MAIIMHHOTO oOyueHHs. B pesynabTare Mbl pa3paboTanu
00yUYEHHYI0 MOJIeJIb MAIIMHHOTO 00Y4YeHHUs Il PEKOMEHIalluy Jy4IlNX MapTHEPOB, TO €CTh OoJiee
IIPOBEPEHHBIX MAapTHEPOB, KakK Mpo(ecCHOHANbHBIX, TaK U aBTOPUTETHbIX. Kpome TorO,
pazpaboTaHHasi MoOJ€Ib MaIIMHHOIO OOy4YeHUs HE TIO03BOJIIET paboTaTh OpraHU3alUsIM C
HEOJaronpuATHBIMM TapTHEpaMH, KOTOpbIE MOTYT JIeHCTBOBAaTh HEZOOPOCOBECTHO M HECTH
penyTaluOHHbIE PUCKH.

KiroueBbie cinoBa: KoHkypeHTHasi pa3Benka, AHanu3 JaHHBIX, PekyppeHTHass HelpoHHas
cetb (RNN), Ceprounas Heifponnas cetb (CNN), MammnHoe oOyueHue.

A3zanoB H.II. Xa6upos P.P., Omipos VY.E.
OHepkacinTiK Kayinci3aikTi KaMTaMachI3 eTy YIIiH MAIIMHAJBIK OKBITY/IbI KOJIIaHA
OTBIPBIN, 03ceKere KadlIeTTLIIKTI OapJay »koHe memimM KadbLigay

AnaaTna. by FeIIBIME MaKaJaHbIH MaKCaThl MAIIMHAIBIK OKBITY MEH HEMPOH/IBIK KeNIiaepIi
KOJIZIaHa OTBIPHIT, Oocekere KadineTTi Oapiay MEH JEpeKTep/l TaiiayFa KaOljaeTTl eKeHIH KOpCeTy.
byn 3eprreyne 6i3 AKII Kopransic munuctpmirinig (JAOXA) TeiHIaynap MeH aneuisiuusiap
O6JIIMIHIH 9JICYyeTTI CepiKTecTepl Typasibl IEePEKTEpi TAIAAAbIK KOHE KIJIT CO3/Iepre Heri3ereH
menriM  KaOblliayra KOMEKTECEeTiH XoHe Oelenil Toyekenaepli asaiiTyra MYMKIHIIK OeperiH
OKBITBIJIFAH AJITOPUTM alabIK. bactanke nepekrepai tanaay perinae AKII Kopranbic MunucTpiri
(JIOXA) TteiHmaynap MeH amnelusnusuiap backapMachIHBIH >KapHsUIaHFaH MOIIIMET IKUBIHTBIFBI
TaHJAJIbl, OHJIa MOTIH/IIK HETI3IEMEMEH KaTap JICYEeTTI CepIKTECTEP/IiIH CKPUHHUHTTIK HOTHIKEIEepl
kepcetingi. Jlom ocwel cebenti 013 KOHBYJIbCHIBIK HeWpouablK xkeniHiH (CNN) opsbHa

International Journal of Information and Communication Technologies, Ne2 (2), June, 2021

83



| NHTEJUIEKTYAJIBHBIE CUCTEMBbI |

KaiitananateiH  Hedpouablk ckenmiHi (RNN) xommanmbik. HeHWpoHIBIK Kenmijep MalluHAIBIK
OKBITYJIBIH 6T€ MaHbI3/IbI Oeiri Oosbin TaObuiaasl. HoTrokecinae 613 €H TaHaaysbl cepikTecTepi,
AFHU KOciOM »oHe Oenensi CepiKTecTepAl YChIHY VIIH MAalIMHAIBIK OKBITYIBIH OKBITBUIFaH
MoJieITiH kacanblK. COHBIMEH KaTap MalllMHAJIBIK OKBITYIBIH JaMbIFaH MOJIENI JKOCBIKCBHI3 OPEKET
eTe aJaThlH XKoHe Oejeri Kayin-Karepre Aymiap OONaThIH KOJAHWCBI3 CEPIKTECTEPMEH YibIMaapFra
YKYMBIC 1ICTeYTe MYMKIH/IIK OepMen/Ii.

Tyiiinai ce3nep: bocekere kabinerti 6apnay, AepeKkTepai Tanaay, KaiTaaaHaThlH HEUPOHIBIK
xeni (RNN), kouBynbcusutbiK, HepoHABIK kel (CNN), MalInHaIBIK OKBITY.
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