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АЛГОРИТМ РЕШЕНИЯ ЗАДАЧИ ПО ИСПРАВЛЕНИЮ ОПЕЧАТОК В ТЕКСТЕ, 
ПРИМЕНЯЕМЫЙ В ПОИСКОВЫХ СИСТЕМАХ С ПОДДЕРЖКОЙ КАЗАХСКОГО 

ЯЗЫКА

Аннотация. В статье описывается подход решения и применения алгоритма
исправления опечаток или ошибок в словах с поддержкой казахского языка, которые
допустили люди при вводе текста. Алгоритм разрабатывается с помощью расстояния 
Дамерау – Левенштейна и редакционного предписания для поисковой системы. Для 
точности и релевантности поиска, требуется точные ключевые запросы. В спешке люди 
могут забыть переключить раскладку, допустить орфографические или другие виды ошибок
при наборе текста, и нельзя допустить чтобы это повлияло на качество поиска информации.

Ключевые слова: исправление опечатка в тексте, поисковые запросы, ошибки в
запросах, расстояние Дамерау — Левенштейна, редакционное предписание.

Введение
Количество информационных ресурсов, таких как новостные сайты, блоги, площадки

электронной коммерции с онлайн продажами, электронные энциклопедии, непрерывно
растет. Существует мнение, что поисковая машина для сайта не является важным элементом, 
заслуживающим внимания и траты ресурсов. Возможно, это правда в каких-то частных 
ситуациях. Однако в большинстве случаев поисковая машина играет важную роль в 
жизненном цикле сайта. Данная работа посвящена одной из главных частей поисковой
системы — предварительной обработке текстового запроса для улучшения релевантности
поиска. Необходимость предварительной обработки запроса перед выполнением поиска
обусловлена технологической особенностью поискового процесса: в большинстве случаев
поисковые машины используют полнотекстовый поиск, поэтому чем точнее выполнен
запрос, тем точнее будет результат.

Принцип предварительной обработки текста можно реализовать с помощью алгоритма
редакционного предписания. Также можно применить алгоритм расстояния Левенштейна
для определения разности между двумя последовательностями символов. Требуется база
данных существующих слов, чтобы вычислительная система понимала, какие слова
существуют в естественном языке. Естественный язык включает в себя более тысячи
различных языков со своими правилами, синтаксисом и т.д. За основу возьмем три языка: 
казахский, русский, английский. Люди при наборе текста допускают чаще всего ошибки
следующего характера:

 самый распространенный вариант — проявление человеческого фактора — опечатка,
которую возможно допустить где угодно. Например, «сегдня сонлечный день». В
данном предложении ошибки в словах сегодня и солнечный;

 слова из русского языка, набранные латинскими буквами, или наоборот. Забыли
сменить раскладку клавиатуры. Например, «Privet» или «Ghbdtn» вместо «Привет»;

 казахский текст, написанный в русской раскладке. Например, «ынгайлы» вместо 
«ыңғайлы», или «коркем ан» вместо «кҿркем ҽн».
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Введение
Количество информационных ресурсов, таких как новостные сайты, блоги, площадки

электронной коммерции с онлайн продажами, электронные энциклопедии, непрерывно
растет. Существует мнение, что поисковая машина для сайта не является важным элементом,
заслуживающим внимания и траты ресурсов. Возможно, это правда в каких-то частных 
ситуациях. Однако в большинстве случаев поисковая машина играет важную роль в 
жизненном цикле сайта. Данная работа посвящена одной из главных частей поисковой
системы — предварительной обработке текстового запроса для улучшения релевантности
поиска. Необходимость предварительной обработки запроса перед выполнением поиска
обусловлена технологической особенностью поискового процесса: в большинстве случаев
поисковые машины используют полнотекстовый поиск, поэтому чем точнее выполнен
запрос, тем точнее будет результат.

Принцип предварительной обработки текста можно реализовать с помощью алгоритма
редакционного предписания. Также можно применить алгоритм расстояния Левенштейна
для определения разности между двумя последовательностями символов. Требуется база
данных существующих слов, чтобы вычислительная система понимала, какие слова
существуют в естественном языке. Естественный язык включает в себя более тысячи
различных языков со своими правилами, синтаксисом и т.д. За основу возьмем три языка: 
казахский, русский, английский. Люди при наборе текста допускают чаще всего ошибки
следующего характера:

 самый распространенный вариант — проявление человеческого фактора — опечатка,
которую возможно допустить где угодно. Например, «сегдня сонлечный день». В
данном предложении ошибки в словах сегодня и солнечный;

 слова из русского языка, набранные латинскими буквами, или наоборот. Забыли
сменить раскладку клавиатуры. Например, «Privet» или «Ghbdtn» вместо «Привет»;

 казахский текст, написанный в русской раскладке. Например, «ынгайлы» вместо 
«ыңғайлы», или «коркем ан» вместо «кҿркем ҽн».
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COMPETITIVE INTELLIGENCE AND DECISION-MAKING ALGORITHM USING 
MACHINE LEARNING FOR INDUSTRIAL SECURITY 

Abstract. The purpose of this scientific article is to show what competitor data analytics can 
do with machine learning and neural networks. In this study, we analyzed data on potential partners 
of the Department of Defense Office of Hearings and Appeals (DOHA) of the USA and obtained a 
trained algorithm that can help in making decisions based on keywords, which can minimize 
reputational risks. The published dataset of the Department of Defense Office of Hearings and 
Appeals (DOHA) of the USA was selected for analysis of the initial data, which displayed the 
results of the screening of potential partners along with a text justification. This is the reason why 
we used Recurrent Neural Network (RNN) instead of Convolutional Neural Network (CNN). 
Neural networks are a very important part of machine learning. As a result, we have developed a 
trained machine learning model for recommending the best partners, that is, more proven partners, 
both professional and reputable. In addition, the developed machine learning model does not allow 
working with an organization of bad partners who could act in bad faith and carry reputational 
risks. 

Keywords: Competitive Intelligence (CI), Data Analysis, Recurrent Neural Network (RNN), 
Convolutional Neural Network (CNN), Machine Learning (ML)

Introduction 
If we talk about competitive intelligence (CI), we can easily find that CI is a systematic 
collection and analysis of information from multiple sources, as well as a coordinated CI 
program. This is the act of identifying, collecting, analyzing, and disseminating information about 
products, customers, competitors, and any aspects of the environment necessary to support 
managers in making strategic organizational decisions. CI means understanding and learning 
about what is happening in the world outside of business to improve your competitiveness, i.e. 
learning as much as possible about your external environment, including the industry as a 
whole and the relevant competitors.  

Key points:  

Competitive intelligence is a legal business practice, as opposed to industrial espionage, 

which is illegal. 

The main focus is on the external business environment. 

This is the process of collecting information, converting it into intelligence, and then using it 

in decision-making. Some CI professionals wrongly emphasize that if the information collected is 

not usable or actionable, it is not intelligence.  

Another definition of CI sees it as an organizational function responsible for early 

identification of risks and opportunities in the market before they become apparent ("early signal 

analysis"). The term CI is often seen as synonymous with competitor analysis, but competitive 

intelligence is more than competitor analysis; it encompasses the entire environment and 

stakeholders.  

Dataset & Preparation 

Finding the right dataset is not always easy. As mentioned earlier, there are more datasets in 

today’s world that one person can handle. Nevertheless, finding the right one that fits your idea can 
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Figure 1 – Dataset file preview details 

be challenging. We also ran into some problems while searching for data. The main issue was that 

some of the datasets hadn’t had the features we were looking for. Suffice it to say that such a dataset 

could not exist without us tweaking it a little bit. And that is exactly what we did. We found a very 

interesting dataset about Industrial Security Clearances on Kaggle and quickly began the data 

cleaning process. This data contains dates, case numbers, decisions, and decision summaries for 

over 20,000 cases submitted for review between late 1996 and early 2016. Industry contractors that 

work for or with the United States Department of Defense and come into contact with secret or 

privileged information must submit documents for a background check by the government as a part 

of their contractual obligations. Any employee who fails to get the necessary clearance will not be 

allowed to work. 

Employees may however appeal their decision; in this case the decision will be reviewed and 

finalized (or reversed) by the Department of Defense Office of Hearings and Appeals (DOHA). 

This dataset contains summaries of the deliberations and results of such hearings and provides a 

window into getting security clearance to work as a defense contractor in the United States. 

In this research, we looked for answers to the following questions: 

 What percentage of appeals were overturned or upheld?

 What percentage of appeals resulted in favorable decisions?

 What were the reasons for decisions to be overturned?

 Can a model be built to predict decisions based on the decision text i.e., an auto-classifier?

[1].

We decided to analyze the criteria for selecting suppliers for defense orders for the US 

Department of Defense, as well as the possibility of appealing against negative results. After our 

analysis, conducted with the help of machine learning, we determined by what criteria you can get 

a favorable outcome and become one of the suppliers of defense orders.  

The data consists of 5 columns: Date - date of the appeal hearing; Decision Digest - a free text field 

describing the keywords of the appeal; Decision Identifier - the type of leadership (e.g. financial, 

foreign influence, security, etc.) to which the appeal relates;  Favorable Decision - a binary variable 

indicating the outcome of the appeal, i.e. favorable, which is rendered in favor of the party, or 

unfavorable, which leads to the rejection of the decision on security; Clearance Upheld - a binary 

variable indicating whether the decision made before the appeal was upheld by the Court of Appeal 

or rejected. ―Yes‖ indicates that the judge's decision was upheld, "No" indicates that the judge's 

decision was overturned. 

Figure 1 shows the file consisting of decision text from Security Appeal hearings at the US 

Department of Defense. The decisions are classified by: 

Keyword – the security guideline under which clearance is sought such as Financial,

Foreign influence etc. 

 Favorable decision - whether the Appeals decision was favorable (security clearance

granted) or unfavorable (security clearance rejected). 

Decision upheld - whether the original decision was upheld or not [1].
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Analysis (% of Yes or No) 

Figure 2 - Dataset analysis 

Figure 3 - Percentage of favourable decisions 

It's evident that the majority of the cases heard by the Appeals court result in unfavorable 

decisions i.e. the security clearance is rejected. Almost 68% of the cases heard are rejected, which 

would reinforce the notion that obtaining a security clearance is a difficult task! Moreover, from the 

first chart, it appears that the period from 2003 onwards has seen a marked increase in the number 

of appeals that the court is receiving. We found, that with the increased volume of cases, the rate of 

rejection has increased, spiking to 37.6% in 2014 and 2015. 
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Figure 4 - Statistics about data [1] 

Considering the increased volume and rate of rejection, it might be indicative of a more 

lenient process for appeals, where the court has been receiving more and more cases without merit. 

The subsequent set of charts looks at exploring the upheld decisions - visualization of the number 

upheld and overturned decisions by year, the proportion of upheld and overturned decisions, and the 

percentage of upheld decisions by year. Almost 1 out of 3 cases heard by the Appeals court is 

upheld. From the first glance at the numbers, it seems like there might be a relation between the 

types of cases that are upheld and the decision itself (favorable or unfavorable). Decisions 

overturned spiked in 2014 and 2015 at 38%, also the years in which the Appeals court received its 

highest volume of cases. 

Figure 5 - Percentage of decisions upheld 

Decisions overturned spiked in 2014 and 2015 at 38%, also the years in which the Appeals 

court received its highest volume of cases. It might be worth cross-tabulating overturned decisions 

with the outcome of the decision (favorable or unfavorable). 

ML algorithms & RNN 

In this part of the paper, we will discuss the data manipulation process which is the first step 

after planning that a Data Scientist undertakes. So, we followed good practice and prepared our 

datasets. Some of the things done include deleting the unwanted features. Some of the features were 

tedious and removing such redundant data gave us a better view of the important features that we 

were to use for our algorithm. Then dropping the entries that had missing values or fixing them 

where it could be done. Unfortunately, some of the entries had a lot of missing values and there was 

no way to predict them without losing the main goal of our project. We say this because there are a 
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lot of algorithms out there for fixing missing values and finding patterns to predict what those 

values could be, but for the purpose of simplicity, we just dropped those entries and moved on to 

the next step. 

Neural networks are one of the most popular machine learning algorithms currently. Over 

time, it has been conclusively proven that neural networks are superior to other algorithms in 

accuracy and speed. With various options like CNNs (Convolutional Neural Networks), RNNs 

(Recurrent Neural Networks), AutoEncoders, Deep Learning, and so on, neural networks are 

slowly becoming to data scientists or machine learning practitioners what linear regression was to 

statisticians. Thus, it is necessary to have a fundamental understanding of what a neural network is, 

what it consists of, what its scope and limitations are. This article is an attempt to explain the neural 

network, starting with its most basic building block, the neuron, and then delving deeper into its 

most popular options like CNN, RNN, etc. 

A neural network that has more than one hidden layer is commonly referred to as a deep 

neural network. Convolutional neural networks (CNN) are one of the variants of neural networks 

widely used in the field of computer vision [3]. The name comes from the type of hidden layers it 

consists of. Hidden CNN layers are usually composed of convolutional layers, merged layers, fully 

connected layers, and normalization layers. Here it simply means that instead of using the normal 

activation functions defined above, the fold and merge functions are used as the activation 

functions. 

Recurrent neural networks, or RNNs as they are called in short, are a very important variant 

of neural networks widely used in natural language processing. In a conventional neural network, 

the input is processed through several layers, and the output is made with the assumption that two 

consecutive inputs are independent of each other. This assumption, however, is incorrect in a 

number of real-world scenarios. For example, if someone wants to predict the price of a stock at a 

given point in time or wants to predict the next word in a sequence, the dependency on previous 

observations must be considered. RNNs are called returnable because they perform the same task 

for each element of the sequence, with an output that depends on previous computations. Another 

way to think about RNNs is that they have a "memory" that collects information about what has 

been calculated so far [3]. In theory, RNNs can use information in arbitrarily long sequences, but in 

practice they are limited to looking at just a few steps. RNNs take full advantage of the context of 

sequential data and offer an effective and scalable model for several learning problems related to 

sequential data. RNNs have enabled significant progress in the fields of text processing, speech 

processing, and machine translation [4]. Network traffic is made up of packets, and the payloads in 

the packets appear in the form of data streams. When analyzing the semantics of payloads, we 

employ an RNN model to classify them. RNNs learn feature representations from training data by 

storing previous states. In the training phase, the RNN model identifies specific sequences that can 

distinguish normal communications from anomalous communications. RNNs can also directly 

process data streams; thus, RNN scans support end-to-end attack detection [4]. 
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Figure 6 - RNN with an input, output and hidden layer 

Figure 6 shows the architectural structure of the Recurrent neural network with an input layer, 

a couple of hidden layers and an output layer. RNNs have proven to be very successful in natural 

language processing, especially with their variant of LSTM, which is capable of looking back 

longer than RNNs. 

Implementation of RNN 

The data [1] consists of 5 columns: Date - date of the appeals hearing and decision; Digest - 

free text field describing the appeals decision;  Keywords - identifies the type of guideline (such as 

Financial, Foreign Influence, Security, etc.) that the appeal relates to; Favorable Decision – a binary 

variable indicating the outcome of appeal i.e. favorable, which is ruled in favor of the party or 

unfavorable, which results in a rejection of security clearance; Decision Upheld – a binary variable 

indicating whether the decision made prior to appeal was upheld by the Appeals court or rejected, 

―Yes‖ indicates that the judge's decision was upheld, "No" indicates that the judge's decision was 

overturned; Exploring favorable decisions - visualization of the number of favorable and 

unfavorable decisions by year, the proportion of favorable and unfavorable decisions, and the 

percentage of favorable decisions by year. 

Figure 7 - Statistics about data [1] 

Figure 7 shows cross-tabulation which confirms that out of 7,264 (6,932 + 332) decisions 

overturned, a majority (95% - 6,932 out of 7,264) were initially rejected applications, which were 

then appealed and overturned in favor of the party. Surprisingly, 5% of the appeals that were 
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initially ruled upon positively were later overturned in the Appeals process and security clearance 

was rejected. Similarly, out of 14,610 (14,508 + 102) cases that were upheld, 99% were unfavorable 

(security clearances were rejected). Out of 21,440 decisions that were initially ruled upon 

unfavorably, 32.3% of such cases (roughly 1 out of 3) were overturned and resulted in a security 

clearance being granted. Interestingly, an initially favorable decision that goes to the Appeals court 

is overturned in 76.5% of the cases. 

Figure 8 - Implementation of Bi-directional RNN with embeddings being trained with Keras 

Figure 8 presents a bi-directional RNN that can predict the outcome of whether or not the 

decision was upheld based on the text of the decision. With a forward RNN model, the accuracy 

achieved was only in the range of 60% - 70%. Bi-directional RNNs seem apt for this application 

since the decision text involves several double negatives and indirect references. In our 

implementation, we have chosen to use ―sigmoid‖ as an activation function, because the final result 

must be between 0 and 1. In addition, we used ―Adam‖ as an optimizer. Adam is an adaptive torque 

estimation, another optimization algorithm. It combines both the idea of motion accumulation and 

the idea of weaker renewal of weights for typical signs. So, at the end of calculations, the result will 

be demonstrated in accuracy as a metric. 

Figure 9 - Graph of result with a comparison train and test datasets by epochs 
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Figure 10 - Results of each epoch in console 

Figure 10 shows the result of RRN for 10 epochs with mean 0.8129 accuracy, which is really 

not a bad result. It can be upgraded and finetuned in the near future by better data preparation with 

more efficient text analysis algorithms. 

Conclusion 

As a result, we analyzed data on the refusal or acceptance of commercial partners for 

cooperation with the Department of Defense Office of Hearings and Appeals (DOHA) of the USA. 

Classifications of the Decision Outcome (Favorable/Unfavorable decision) and Appeal Outcome 

(Upheld/Overturned decision) dataset have helped us understand the logical result of the decisions. 

In this regard, the main data is in the text form, so it was decided to use RNN since Recurrent 

Neural Networks are better suited for working with text than CNN, that is Convolutional Neural 

Networks [4].  

Finally, we have implemented the RNN ML model with 0.8129 accuracy using the Python 

Machine Learning tools: numpy, pandas, sklearn, tensorflow and keras. The Recurrent Neural 

Network Machine Learning Model with high accuracy confirmed the correctness of our research. 

This RNN ML model can predict answers with not bad accuracy to the question: ―Confirm or not 

confirm commercial partners to work with?‖ by keywords, digest, and text analysis. We can save 

this learned RNN ML model to reuse it in next projects or companies. We can apply our solution 

with this RNN ML model, already trained on this data, to aid decision-making in other ministries, 

enterprises, companies, etc. Based on the analyzed data, we propose a trained model for weeding 

out unfavorable partners to Kazakhstan organizations or government agencies.  

Since CI is a process associated with collecting information, transforming it into intelligence 

data, in our case, using our enterprise RNN ML trained model helps commercial and government 

organizations in decision-making, to defend themselves from unscrupulous partners, espionage, 

information data leakage, and minimize the reputation risks. 
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Азанов Н.П. Хабиров Р.Р., Әміров У.Е. 

Конкурентная разведка и принятие решений с помощью машинного обучения для 

обеспечения промышленной безопасности 
Аннотация. Цель этой научной статьи показать, на что способна конкурентная 

разведка и анализ данных с помощью машинного обучения и нейронных сетей. В данном 

исследовании мы проанализировали данные о потенциальных партнерах Управления 

слушаний и апелляций Министерства обороны США (ДОХА) и получили обученный 

алгоритм, который может помочь в принятии решений на основе ключевых слов и который 

позволяет минимизировать репутационные риски. В качестве анализа исходных данных был 

выбран опубликованный набор данных Управления слушаний и апелляций Министерства 

обороны США (ДОХА), в котором наряду с текстовым обоснованием были отображены 

результаты скрининга потенциальных партнеров. Именно по этой причине мы использовали 

Рекуррентную нейронную сеть (RNN) вместо Сверточной нейронной сети (CNN). 

Нейронные сети - очень важная часть машинного обучения. В результате мы разработали 

обученную модель машинного обучения для рекомендации лучших партнеров, то есть более 

проверенных партнеров, как профессиональных, так и авторитетных. Кроме того, 

разработанная модель машинного обучения не позволяет работать организациям с 

неблагоприятными партнерами, которые могут действовать недобросовестно и нести 

репутационные риски. 

Ключевые слова: Конкурентная разведка, Анализ данных, Рекуррентная нейронная 

сеть (RNN), Сверточная нейронная сеть (CNN), Машинное обучение. 

Азанов Н.П. Хабиров Р.Р., Әміров У.Е. 

Ӛнеркәсіптік қауіпсіздікті қамтамасыз ету үшін машиналық оқытуды қолдана 

отырып, бәсекеге қабілеттілікті барлау және шешім қабылдау 

Аңдатпа. Бҧл ғылыми мақаланың мақсаты машиналық оқыту мен нейрондық желілерді 

қолдана отырып, бҽсекеге қабілетті барлау мен деректерді талдауға қабілетті екенін кҿрсету. 

Бҧл зерттеуде біз АҚШ Қорғаныс министрлігінің (ДОХА) тыңдаулар мен апелляциялар 

бҿлімінің ҽлеуетті серіктестері туралы деректерді талдадық жҽне кілт сҿздерге негізделген 

шешім қабылдауға кҿмектесетін жҽне беделді тҽуекелдерді азайтуға мҥмкіндік беретін 

оқытылған алгоритм алдық. Бастапқы деректерді талдау ретінде АҚШ Қорғаныс министрлігі 

(ДОХА) тыңдаулар мен апелляциялар Басқармасының жарияланған мҽлімет жиынтығы 

таңдалды, онда мҽтіндік негіздемемен қатар ҽлеуетті серіктестердің скринингтік нҽтижелері 

кҿрсетілді. Дҽл осы себепті біз конвульсиялық нейрондық желінің (CNN) орнына 
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қайталанатын нейрондық желіні (RNN) қолдандық. Нейрондық желілер машиналық 

оқытудың ҿте маңызды бҿлігі болып табылады. Нҽтижесінде біз ең таңдаулы серіктестерді, 

яғни кҽсіби жҽне беделді серіктестерді ҧсыну ҥшін машиналық оқытудың оқытылған 

моделін жасадық. Сонымен қатар машиналық оқытудың дамыған моделі жосықсыз ҽрекет 

ете алатын жҽне беделді қауіп-қатерге душар болатын қолайсыз серіктестермен ҧйымдарға 

жҧмыс істеуге мҥмкіндік бермейді. 

Түйінді сӛздер: Бҽсекеге қабілетті барлау, деректерді талдау, қайталанатын нейрондық 

желі (RNN), конвульсиялық нейрондық желі (CNN), машиналық оқыту.
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