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Abstract. Blockchain technology has been attracting attention as a potential solution
to address many issues associated with traditional data management systems. The
education sector is also exploring its potential to include improving various aspects
of education. One of the opportunities of blockchain technology in education is secure
and tamper-proof digital record-keeping, which can eliminate the need for physical
certificates and transcripts, making the credentialing process more efficient, accurate, and
transparent. Blockchain can facilitate micro-credentialing for lifelong learning, creating
new opportunities for individuals to acquire and verify specific skills or knowledge.
Additionally, transparent and secure funding and donations can be established using
blockchain technology, which will help to eliminate fraud and ensure that donations
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are used for their intended purpose. However, there are also significant challenges that
need to be addressed to make Blockchain a reality in education. These include concerns
around the scalability and interoperability of blockchain networks, the need for standards
and regulations to ensure the reliability and accuracy of data, and the potential costs
and technical expertise required to implement and maintain blockchain systems. In
addition, digital literacy and data privacy concerns need to be addressed to ensure that
students, teachers, and other stakeholders are equipped to use blockchain technology
effectively and responsibly. While the opportunities and challenges of Blockchain in
education are significant, careful consideration and collaboration are needed to fully
realise its potential. Thus, this paper provides the reader with a solid background about
Blockchain and delves into its opportunities and challenges to be utilised in education.

Keywords: Blockchain in education; blockchain applications; distributed ledgers
and education; blockchain challenges; decentralised learning
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AnHoramus. Blockchain  TexHoyoruscel  JocTypii  JepekTepai  Oackapy
KyHenepiMeH OalaHBICTBl KONTETeH MoceleNiepAl WICIydiH oJeyeTTi MIenrimi
pertinze Hazap aynapazpl. biniM Gepy ceKTOpbl COHbIMEH Karap OiniM OepyaiH opTypai
ACIEeKTUIEPIH JKaKCapTyAbl KOCY YIIIH ©3iHIH oyieyeTiH 3eprreiimi. bimim Oepyneri
OJIOKYEHH TEXHOJOTHACHIHBIH MYMKIHIIKTepiHIH Oipi-(QU3uKaIblK cepTuduKarrap
MEH TPAaHCKPHIITTEP/ JIEKOATAy KaXXETTUIIrH KOS aJIaTblH, CepTU(HUKATTAy MPOIECIH
THUIMJIPEK, 1)1 JKOHE MOJIIp eTe alaThlH KayilliCi3 JXOHE PYKCATChI3 IHQPIIBIK
xkaz0amapiel Kyprizy. brokdeiin Xeke TyiFamapra HakTbl JaFabuiapAbl Hemece
OlmimMai Wrepyre jKoHE TEKCepyre jaHa MYMKIHIIKTep jkacay apKbUIbI eMip OOWBI
OKY YILIIH MHUKPOKPEAUTTI >keHineTe anajabl. COHBIMEH KaTtap, alasKThIKThI YKOKFa
KOHE KaWbIPBIMIIBUIBIKTAPABIH MaKCaTblHA Cail MaijajaHbUTybIH KaMTamachl3 eTyre
keMmekTeceTiH Blockchain TexHONOrMSChIH KOJIJJaHAa OTBIPBII, AlIbIK JKOHE Kayilci3
KapKbUIaHIBIPY MEH KaWbIPBIMABUIBIKTEI OpHaTyFa Oonaabl. COHbIMEH Karap, OimiM
Oepyzeri OMoKYeHH i IIBIHABIKKA alHAIBIPY YIIIH HMICHITYi KepeK KypAesi Mocernenep
Oap. Omapra OJNOKUYEHH OKeiNepiHiH ayKbIMABUIBIFEI MEH WHTeporepalenbaiIir
Typajbl ajaHIaylIbUIbIK, JEPEKTePAIH CEHIMJUIIT MEH IQJIIINH KaMTaMachi3 €Ty
YIIIH CTaHIapTTap MEH epexelepre KaKeTTUIK, COHjah-aK OJIOKYCHH JKyHenepiH
SHTi3y JKOHE OJlapFa KbI3MET KOPCETY YIIiH KOKETTI IIBIFBIHAAP MEH TEXHUKAJIBIK O1TiM
xaraabl. COHBIMEH KaTap, CTyACHTTEp, OKBITYIIbUIAP KoHE 0acka Jla MY IeN Taparnrap
OJIOKYEHH TEXHOJOTHSCHIH THIMJI JKOHE JKayalKepIIUIKIEeH NaijanaHyFa JaibiH
Oonybl yiIiH HUQPIBIK CAyaTThUIBIK IE€H JEPEKTEPAiH KYIMHSUIBLIBIFBI MACEJe/IepiH
menry KakeT. bimim  Oepyneri ONOKYEHHHIH MYMKIHAIKTEpI MEH KWBIHABIKTapbI
MaHBI3/Ibl OOJIFaHbIMEH, OHBIH QJICYETiH TONBIK 1CKE achlpy YLIIH MYKHAT Kapay >KoHe
BIHTBIMAKTACTBIK KaxeT. Ochliaiiima, OyJ1 MaKalia OKbIpMaHFa OJIOKYEHH Typalibl KaTThl
aknapar Oepelli KoHe OHbIH OUTiM Oepyle KoJjaHyFa OOJaThlH MYMKIHIIKTEpPI MEH
MOCeJIeNIepiH TePEHICTE I,

Tyiiin ce3mep: bitim OGepyneri brokuelin; OOKYeiiH KOCBIMIIAIAPhI; TapaTbUIFaH
KiTantap xoHe 011iM Oepy; OIOKYEHHTe MIaKbIPY; OPTaIbIKTaHBIPEUIMAFaH OKBITY

Hoiiekco3 ymin: Moxammen A. Canex, Amu Aox Anmucpe6, C.T. AMaHxoJi0Ba,
A.O. CarbiMGexoBa, A. 3ayp6ex. BIJIIM BEPY CAJIACBIHJIA BJIOKYEMH/II
KOJIAAHY: TNEPCIIEKTUBAJIAP MEH KHWBIHABIKTAP//Aknapartsik >xoHE
KOMMYHHKAIUSAIIBIK TEXHOIOTHSIIAP/IbIH XalbIKapaiblK KypHansl. 2023. V.4. Ne 4. ber
92-100 (arputiibiH TUIHAE). Attps://doi.org/10.54309/1JICT.2023.16.4.009.
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AnHorauus. TexHonorus OIOKYEHH MPUBICKACT BHUMAHUE KaK MOTCHIIMAIBHOE
pelieHne JUTsk PelieHUs] MHOTHX MPOOJIeM, CBSI3aHHBIX C TPAJIUIIMOHHBIMUA CHCTEMaMH
ynpasieHuss JaHHbIMHA. CekTop 00pa3oBaHHsl TaKKe H3y4aeT CBOW MOTEHIMAI
JUI YIYYIIEHWsT Pa3UYHBIX acrnekroB oOpazoBanusi. OIHOM W3 BO3MOXKHOCTEH
TEXHOJIOTUU OJIOKYeH B 00pa3oBaHMU sBJsieTCs Oe30MacHoe W 3allUIIEHHOE OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa BeleHHe NH(POBBIX 3alUCel, KOTOPOE MOXKET
YCTPaHUTh HEOOXOMUMOCTh B (U3MYECKHUX CcepTUHKaTax | pacmmdpoBKax
CTEHOTpaMM, JieJiasi poliece arTecTanuy 0osee 3pPEeKTUBHBIM, TOYHBIM U IPO3PAYHBIM.
brokueiin MokeT OOJIErdyUTh MHUKPOKPEAMTOBAHHE JUIsi OOyYeHHsI Ha MPOTSHKEHHH
BCEH JKM3HM, CO3/1aBasi HOBbIE BO3MOXKHOCTH JUIS OT/CIBHBIX JIHII NPUOOpETaTh H
MPOBEPSITH KOHKPETHBIE HABBIKU WM 3HaHUs. KpoMe Toro, mpo3padnoe u 6e3omnacHoe
(UHAHCHpOBaHUE ¥ TIOKEPTBOBAHHMS MOTYT OBITH CO3[aHBI C WCIOJIb30BaHUEM
TEXHOJIOTUH OJIOKYEHH, YTO TIOMOXKET yCTPAaHUTh MOILIEHHUYECTBO U TAPaHTUPOBATH, YTO
MTOKEPTBOBAHNS HCTIONIB3YIOTCS M0 HazHaueHU0. OTHAKO CYIIECTBYIOT TAKXKe CEPhe3HbIE
poOIIeMBbl, KOTOpbIE HEOOXOAMMO PEUIMTh, YTOOBI cAeNaTh OJOKYEHH pearbHOCTHIO
B oOpa3oBanmu. K HUM OTHOCATCA OMaceHus MO TOBOAY MAacIITaOMpPyeMOCTH U
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HHTEponepadenbHOCTH OJIOKYEHH-ceTel, HE0OXOANMOCTh B CTaHAAPTaX U HOPMaTUBHBIX
aKTax A obecnedyeHus: HaJle)KHOCTU M TOYHOCTH AAHHBIX, & TAK)KE IOTEHIMAJIbHbIC
3aTpaTbl U TEXHUYECKHE 3HAHHs, HEOOXOAMMBIC AJSl BHEAPCHHS U OOCITY)KUBAHHS
onokueitH-cuctem. Kpome Toro, HeoOXomuMo pemuTh mpolieMbl U(POBOI
IPaMOTHOCTH ¥ KOH(WICHIIMATHLHOCTH JAaHHBIX, YTOOBI ydalluecs, MperojaBaTesn
U JIpyrue 3aMHTEPEeCOBaHHBIE CTOPOHBI OBUTH TOTOBBI A(P(PEKTUBHO M OTBETCTBEHHO
HCIIOJIb30BaTh TEXHOJIOTUIO OnokderH. HecMOTps Ha TO, YTO BO3MOYKHOCTH U BBI30BBI
Or0KkueiiHa B 00pa30BaHWM 3HAYUTEIBHBI, JUISL TIOJHOW pealn3alii €ro MOTeHIHaNa
HEOOXOOMMBI TILATEIbHOE PACCMOTPEHHE M COTPYAHHYECTBO. TakuM o0pa3oM, 3Ta
CTaThsI MIPEIOCTABIISET YUTATEIIO COMUAHYI0 HH(MOPMAIIHIO O OJIOKUSHHE U YTy OIseTcst
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Introduction

Blockchain technology is a transformative and innovative digital ledger system
that has gained the attention of businesses, governments, and individuals worldwide.
At its core, Blockchain is a decentralised, secure, and transparent system that uses
cryptographic techniques to record and verify transactions between multiple parties in a
tamper-evident way. Blockchain technology is best known for enabling the creation and
functioning of cryptocurrencies, such as Bitcoin and Ethereum. However, the potential
applications of blockchain technology extend far beyond just the financial sector.
The decentralised nature of blockchain technology has opened up new possibilities
for a range of industries, including healthcare, supply chain management, and voting
systems, to name just a few. Additionally, the transparency and security of blockchain
technology make it an ideal solution for recording, storing, and sharing data in various
fields. In the education sector, blockchain technology has the potential to transform
traditional systems of record-keeping, data verification, and student credentialing. The
use of blockchain technology in education can provide a high level of transparency,
security, and authenticity, ensuring the trust and credibility of educational records and
certifications. However, implementing blockchain technology in the education sector
also presents technical, organisational, and regulatory challenges that must be overcome
for successful adoption.

The primary opportunities of blockchain technology in education lie in the areas of
credentialing, record-keeping, funding, and micro-credentialing. Blockchain's ability
to create a secure and transparent platform for storing and sharing data can help to
streamline administrative processes, reduce the risk of data breaches and fraud, and
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provide students with a more efficient and accurate way to showcase their academic
achievements and qualifications.

Inastudy (Kamisali¢ etal., 2019), Blockchain was found to be a promising technology
for credentialing and record-keeping in the education sector. The authors found that
blockchain-based credentialing can reduce the need for intermediaries and simplify the
verification process, making it more efficient and secure. Similarly, the study (Bhatia et
al., 2020) explored the use of Blockchain in academic records management, highlighting
the potential for the technology to reduce administrative burdens, increase transparency,
and provide a secure and immutable platform for sharing academic records. Additionally,
Blockchain can facilitate transparent and secure funding and donations, as highlighted
in (Liu et al., 2021). The authors proposed a blockchain-based donation platform for
education that ensures donations' transparency, accountability, and traceability. Micro-
credentialing, another area where Blockchain shows promise, allows individuals to
acquire and verify specific skills or knowledge, as outlined in (Alammary et al., 2019).

Overall, the potential benefits of blockchain technology in education are substantial,
and the application of this technology is an exciting area of exploration for educators
and policymakers alike. In this paper, the related topics in the education sector were
studied; section II presents the applications and advantages of blockchain utilisation. In
Section 111, the challenges of implementing Blockchain in education were highlighted.
The conclusion of this paper is depicted in Section V.

Material and methods

Applications of Blockchain in the Education Sector

Blockchain technology has the potential to transform various industries, and
education is no exception. The decentralised and immutable nature of Blockchain
makes it an ideal solution for many cases in education. Here are some proposed and
potential solutions for Blockchain in education. Blockchain was proposed to secure
Tamper-Proof Records in education organisations (Shaikh et al., 2022). Educational
institutions can use Blockchain to store student records, such as academic credentials,
certificates, and diplomas, in a decentralised and immutable system. This ensures that
the records are authentic, secure, and cannot be tampered with, thereby reducing the risk
of fraud and misrepresentation.

Blockchain technology can increase transparency in the educational ecosystem.
Educational institutions can use Blockchain to create a public and verifiable database
of student achievements, enabling students, employers, and educational institutions to
easily access and verify academic credentials. This ensures that academic credentials
are genuine and eliminates the need for third-party verification services, saving time and
resources (Lam et al., 2022).

Blockchain technology can reduce the costs associated with academic record-
keeping and verification. Educational institutions can use Blockchain to store academic
records in a decentralised system, eliminating the need for paper-based record keeping
and reducing administrative costs. Moreover, the use of Blockchain for academic record
verification eliminates the need for third-party verification services, reducing costs for
students and educational institutions (Han et al., 2018).
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Blockchain technology can make credential management more efficient by enabling
students to control their academic records and share them with potential employers and
educational institutions. This eliminates the need for students to request transcripts from
their educational institutions and ensures that their academic records are up-to-date and
casily accessible (Lam et al., 2022).

Enhanced Data Privacy: Blockchain technology can enhance data privacy by
enabling students to control access to their academic records. Students can only share
their academic records with the entities they trust, ensuring that their data is secure and
not misused (Gilda et al., 2018).

Blockchain is a tool to store academic credentials such as degrees, diplomas, and
certificates in a decentralised and secure system. This can help students to verify their
credentials easily and prevent fraud. For instance, a university in Malta, the University
of Nicosia, has implemented a blockchain-based platform called Blockcerts to issue
digital certificates and diplomas (Arenas et al., 2018).

Blockchain is a mean to create a verifiable and tamper-proof record of a student's
learning journey. This record can include details of the courses taken, grades achieved,
and skills learned. Students can use this record to showcase their skills and achievements
to potential employers (Gréther et al., 2018).

Blockchain can facilitate peer-to-peer learning by enabling students to create and
share educational content on a decentralised platform. This can create a collaborative
and decentralised learning environment, reducing the reliance on traditional centralised
learning systems (Vieira et al., 2019).

Blockchain can be used to create a secure and transparent system for student loans.
This can help to reduce the risk of fraud and ensure that student loans are issued and
repaid in a fair and efficient manner (Gazali et al., 2017). As the technology develops,
there will be more opportunities for Blockchain to transform the educational ecosystem,
making it more efficient, transparent, and secure.

Results and discussion

Challenges of implementing Blockchain in education

Blockchain is a distributed ledger technology that is often associated with
cryptocurrencies like Bitcoin. However, its potential applications go beyond the realm
of finance and one area where it could be particularly useful in education. Implementing
Blockchain in education could help address various issues such as authentication of
certificates and qualifications, record keeping, and data security. However, there are
several technical and organisational challenges that need to be addressed for successful
implementation.

Scalability: One of the biggest technical challenges of implementing Blockchain in
education is scalability. Blockchain technology is still in its early stages, and the current
infrastructure is not designed to handle large-scale operations. Education institutions
generate a huge amount of data, and current blockchain systems may not be able to
handle the volume of data generated (Steiu, 2020).

Interoperability: Another technical challenge is interoperability. Education
institutions often use different systems and software, and it is important to ensure
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that these systems can work seamlessly with blockchain technology. Interoperability
challenges could arise because of different programming languages, data formats, and
standards (Mohammad et al., 2022).

Cost: Implementing blockchain technology in education can be costly. The cost of
setting up a blockchain system can be high, and educational institutions would need to
bear these costs. Institutions will also need to invest in training staff to ensure they have
the skills to manage the system (Alammary et al., 2019).

Adoption: The successful implementation of blockchain technology in education
relies on adoption by educational institutions. There could be resistance to change
from traditional stakeholders, and it may take time to convince them of the benefits of
blockchain technology. There may also be concerns about the security of data on the
Blockchain, which could lead to resistance from institutions (Dutta et al., 2020).

Governance: Governance is a prominent issue that needs to be addressed in the
implementation of blockchain technology in education. There need to be clear guidelines
on who has access to the Blockchain, how data is added and removed, and how data is
managed. Governance issues can be complex, especially when multiple institutions are
involved (Alam et al., 2021).

Data Privacy: Education institutions manage a lot of sensitive data, and it is
important to protect this data. Blockchain technology is often viewed as being secure,
but it is important to ensure that data is not visible to unauthorised parties. Institutions
will need to ensure that data is encrypted and that access is restricted to authorised
personnel (Dutta et al., 2020).

Conclusion

Blockchain technology has the potential to transform various aspects of the education
sector, from credentialing and certification to student records management and funding.
However, there are also significant challenges that must be addressed to ensure the
effective and widespread adoption of blockchain technology in education. One of the main
opportunities of Blockchain in education is the ability to create a secure and transparent
platform for storing and sharing data. This can help to streamline administrative
processes, reduce the risk of data breaches and fraud, and provide students with a more
efficient and accurate way to showcase their academic achievements and qualifications.
At the same time, several challenges must be addressed to make blockchain technology a
reality in education. These include concerns around the scalability and interoperability of
blockchain networks, the need for standards and regulations to ensure the reliability and
accuracy of data, and the potential costs and technical expertise required to implement
and maintain blockchain systems. In addition, the education sector will need to address
digital literacy and data privacy issues to ensure that students, teachers, and other
stakeholders are equipped to use blockchain technology effectively and responsibly.
Overall, the opportunities and challenges of Blockchain in education are significant, and
the sector will need to navigate these complexities carefully to fully realise the potential
of this technology. While there are still many unknowns and obstacles to overcome,
it is clear that Blockchain can transform how we approach education and create new
opportunities for students and educators alike.
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