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Abstract. Blockchain technology has been attracting attention as a potential solution 
to address many issues associated with traditional data management systems. The 
education sector is also exploring its potential to include improving various aspects 
of education. One of the opportunities of blockchain technology in education is secure 
and tamper-proof digital record-keeping, which can eliminate the need for physical 
certificates and transcripts, making the credentialing process more efficient, accurate, and 
transparent. Blockchain can facilitate micro-credentialing for lifelong learning, creating 
new opportunities for individuals to acquire and verify specific skills or knowledge. 
Additionally, transparent and secure funding and donations can be established using 
blockchain technology, which will help to eliminate fraud and ensure that donations 



This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License 

93

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Іs. 4.

are used for their intended purpose. However, there are also significant challenges that 
need to be addressed to make Blockchain a reality in education. These include concerns 
around the scalability and interoperability of blockchain networks, the need for standards 
and regulations to ensure the reliability and accuracy of data, and the potential costs 
and technical expertise required to implement and maintain blockchain systems. In 
addition, digital literacy and data privacy concerns need to be addressed to ensure that 
students, teachers, and other stakeholders are equipped to use blockchain technology 
effectively and responsibly. While the opportunities and challenges of Blockchain in 
education are significant, careful consideration and collaboration are needed to fully 
realise its potential. Thus, this paper provides the reader with a solid background about 
Blockchain and delves into its opportunities and challenges to be utilised in education.

Keywords: Blockchain in education; blockchain applications; distributed ledgers 
and education; blockchain challenges; decentralised learning
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Аннотация. Blockchain технологиясы дәстүрлі деректерді басқару 
жүйелерімен байланысты көптеген мәселелерді шешудің әлеуетті шешімі 
ретінде назар аударады. Білім беру секторы сонымен қатар білім берудің әртүрлі 
аспектілерін жақсартуды қосу үшін өзінің әлеуетін зерттейді. Білім берудегі 
блокчейн технологиясының мүмкіндіктерінің бірі-физикалық сертификаттар 
мен транскрипттерді декодтау қажеттілігін жоя алатын, сертификаттау процесін 
тиімдірек, дәл және мөлдір ете алатын қауіпсіз және рұқсатсыз цифрлық 
жазбаларды жүргізу. Блокчейн Жеке тұлғаларға нақты дағдыларды немесе 
білімді игеруге және тексеруге жаңа мүмкіндіктер жасау арқылы өмір бойы 
оқу үшін микрокредитті жеңілдете алады. Сонымен қатар, алаяқтықты жоюға 
және қайырымдылықтардың мақсатына сай пайдаланылуын қамтамасыз етуге 
көмектесетін Blockchain технологиясын қолдана отырып, ашық және қауіпсіз 
қаржыландыру мен қайырымдылықты орнатуға болады. Сонымен қатар, білім 
берудегі блокчейнді шындыққа айналдыру үшін шешілуі керек күрделі мәселелер 
бар. Оларға блокчейн желілерінің ауқымдылығы мен интероперабельділігі 
туралы алаңдаушылық, деректердің сенімділігі мен дәлдігін қамтамасыз ету 
үшін стандарттар мен ережелерге қажеттілік, сондай-ақ блокчейн жүйелерін 
енгізу және оларға қызмет көрсету үшін қажетті шығындар мен техникалық білім 
жатады. Сонымен қатар, студенттер, оқытушылар және басқа да мүдделі тараптар 
блокчейн технологиясын тиімді және жауапкершілікпен пайдалануға дайын 
болуы үшін цифрлық сауаттылық пен деректердің құпиялылығы мәселелерін 
шешу қажет. Білім берудегі блокчейннің мүмкіндіктері мен қиындықтары 
маңызды болғанымен, оның әлеуетін толық іске асыру үшін мұқият қарау және 
ынтымақтастық қажет. Осылайша, бұл мақала оқырманға блокчейн туралы қатты 
ақпарат береді және оның білім беруде қолдануға болатын мүмкіндіктері мен 
мәселелерін тереңдетеді.

Түйін сөздер: Білім берудегі Блокчейн; блокчейн қосымшалары; таратылған 
кітаптар және білім беру; блокчейнге шақыру; орталықтандырылмаған оқыту
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Аннотация. Технология блокчейн привлекает внимание как потенциальное 
решение для решения многих проблем, связанных с традиционными системами 
управления данными. Сектор образования также изучает свой потенциал 
для улучшения различных аспектов образования. Одной из возможностей 
технологии блокчейн в образовании является безопасное и защищенное от 
несанкционированного доступа ведение цифровых записей, которое может 
устранить необходимость в физических сертификатах и расшифровках 
стенограмм, делая процесс аттестации более эффективным, точным и прозрачным. 
Блокчейн может облегчить микрокредитование для обучения на протяжении 
всей жизни, создавая новые возможности для отдельных лиц приобретать и 
проверять конкретные навыки или знания. Кроме того, прозрачное и безопасное 
финансирование и пожертвования могут быть созданы с использованием 
технологии блокчейн, что поможет устранить мошенничество и гарантировать, что 
пожертвования используются по назначению. Однако существуют также серьезные 
проблемы, которые необходимо решить, чтобы сделать блокчейн реальностью 
в образовании. К ним относятся опасения по поводу масштабируемости и 
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интероперабельности блокчейн-сетей, необходимость в стандартах и нормативных 
актах для обеспечения надежности и точности данных, а также потенциальные 
затраты и технические знания, необходимые для внедрения и обслуживания 
блокчейн-систем. Кроме того, необходимо решить проблемы цифровой 
грамотности и конфиденциальности данных, чтобы учащиеся, преподаватели 
и другие заинтересованные стороны были готовы эффективно и ответственно 
использовать технологию блокчейн. Несмотря на то, что возможности и вызовы 
блокчейна в образовании значительны, для полной реализации его потенциала 
необходимы тщательное рассмотрение и сотрудничество. Таким образом, эта 
статья предоставляет читателю солидную информацию о блокчейне и углубляется 
в его возможности и вызовы, которые необходимо использовать в образовании.

Ключевые слова: Блокчейн в образовании; блокчейн-приложения; 
распределенные бухгалтерские книги и образование; блокчейн-вызовы; 
децентрализованное обучение
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Introduction
Blockchain technology is a transformative and innovative digital ledger system 

that has gained the attention of businesses, governments, and individuals worldwide. 
At its core, Blockchain is a decentralised, secure, and transparent system that uses 
cryptographic techniques to record and verify transactions between multiple parties in a 
tamper-evident way. Blockchain technology is best known for enabling the creation and 
functioning of cryptocurrencies, such as Bitcoin and Ethereum. However, the potential 
applications of blockchain technology extend far beyond just the financial sector. 
The decentralised nature of blockchain technology has opened up new possibilities 
for a range of industries, including healthcare, supply chain management, and voting 
systems, to name just a few. Additionally, the transparency and security of blockchain 
technology make it an ideal solution for recording, storing, and sharing data in various 
fields. In the education sector, blockchain technology has the potential to transform 
traditional systems of record-keeping, data verification, and student credentialing. The 
use of blockchain technology in education can provide a high level of transparency, 
security, and authenticity, ensuring the trust and credibility of educational records and 
certifications. However, implementing blockchain technology in the education sector 
also presents technical, organisational, and regulatory challenges that must be overcome 
for successful adoption. 

The primary opportunities of blockchain technology in education lie in the areas of 
credentialing, record-keeping, funding, and micro-credentialing. Blockchain's ability 
to create a secure and transparent platform for storing and sharing data can help to 
streamline administrative processes, reduce the risk of data breaches and fraud, and 
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provide students with a more efficient and accurate way to showcase their academic 
achievements and qualifications.

In a study (Kamišalić et al., 2019), Blockchain was found to be a promising technology 
for credentialing and record-keeping in the education sector. The authors found that 
blockchain-based credentialing can reduce the need for intermediaries and simplify the 
verification process, making it more efficient and secure. Similarly, the study (Bhatia et 
al., 2020) explored the use of Blockchain in academic records management, highlighting 
the potential for the technology to reduce administrative burdens, increase transparency, 
and provide a secure and immutable platform for sharing academic records. Additionally, 
Blockchain can facilitate transparent and secure funding and donations, as highlighted 
in (Liu et al., 2021). The authors proposed a blockchain-based donation platform for 
education that ensures donations' transparency, accountability, and traceability. Micro-
credentialing, another area where Blockchain shows promise, allows individuals to 
acquire and verify specific skills or knowledge, as outlined in (Alammary et al., 2019).

Overall, the potential benefits of blockchain technology in education are substantial, 
and the application of this technology is an exciting area of exploration for educators 
and policymakers alike. In this paper, the related topics in the education sector were 
studied; section II presents the applications and advantages of blockchain utilisation. In 
Section III, the challenges of implementing Blockchain in education were highlighted. 
The conclusion of this paper is depicted in Section V.

Material and methods
Applications of Blockchain in the Education Sector
Blockchain technology has the potential to transform various industries, and 

education is no exception. The decentralised and immutable nature of Blockchain 
makes it an ideal solution for many cases in education. Here are some proposed and 
potential solutions for Blockchain in education. Blockchain was proposed to secure 
Tamper-Proof Records in education organisations (Shaikh et al., 2022). Educational 
institutions can use Blockchain to store student records, such as academic credentials, 
certificates, and diplomas, in a decentralised and immutable system. This ensures that 
the records are authentic, secure, and cannot be tampered with, thereby reducing the risk 
of fraud and misrepresentation. 

Blockchain technology can increase transparency in the educational ecosystem. 
Educational institutions can use Blockchain to create a public and verifiable database 
of student achievements, enabling students, employers, and educational institutions to 
easily access and verify academic credentials. This ensures that academic credentials 
are genuine and eliminates the need for third-party verification services, saving time and 
resources (Lam et al., 2022).

Blockchain technology can reduce the costs associated with academic record-
keeping and verification. Educational institutions can use Blockchain to store academic 
records in a decentralised system, eliminating the need for paper-based record keeping 
and reducing administrative costs. Moreover, the use of Blockchain for academic record 
verification eliminates the need for third-party verification services, reducing costs for 
students and educational institutions (Han et al., 2018).
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Blockchain technology can make credential management more efficient by enabling 
students to control their academic records and share them with potential employers and 
educational institutions. This eliminates the need for students to request transcripts from 
their educational institutions and ensures that their academic records are up-to-date and 
easily accessible (Lam et al., 2022).

Enhanced Data Privacy: Blockchain technology can enhance data privacy by 
enabling students to control access to their academic records. Students can only share 
their academic records with the entities they trust, ensuring that their data is secure and 
not misused (Gilda et al., 2018).

Blockchain is a tool to store academic credentials such as degrees, diplomas, and 
certificates in a decentralised and secure system. This can help students to verify their 
credentials easily and prevent fraud. For instance, a university in Malta, the University 
of Nicosia, has implemented a blockchain-based platform called Blockcerts to issue 
digital certificates and diplomas (Arenas et al., 2018).

Blockchain is a mean to create a verifiable and tamper-proof record of a student's 
learning journey. This record can include details of the courses taken, grades achieved, 
and skills learned. Students can use this record to showcase their skills and achievements 
to potential employers (Gräther et al., 2018).

Blockchain can facilitate peer-to-peer learning by enabling students to create and 
share educational content on a decentralised platform. This can create a collaborative 
and decentralised learning environment, reducing the reliance on traditional centralised 
learning systems (Vieira et al., 2019).

Blockchain can be used to create a secure and transparent system for student loans. 
This can help to reduce the risk of fraud and ensure that student loans are issued and 
repaid in a fair and efficient manner (Gazali et al., 2017). As the technology develops, 
there will be more opportunities for Blockchain to transform the educational ecosystem, 
making it more efficient, transparent, and secure.

Results and discussion
Challenges of implementing Blockchain in education
Blockchain is a distributed ledger technology that is often associated with 

cryptocurrencies like Bitcoin. However, its potential applications go beyond the realm 
of finance and one area where it could be particularly useful in education. Implementing 
Blockchain in education could help address various issues such as authentication of 
certificates and qualifications, record keeping, and data security. However, there are 
several technical and organisational challenges that need to be addressed for successful 
implementation.

Scalability: One of the biggest technical challenges of implementing Blockchain in 
education is scalability. Blockchain technology is still in its early stages, and the current 
infrastructure is not designed to handle large-scale operations. Education institutions 
generate a huge amount of data, and current blockchain systems may not be able to 
handle the volume of data generated (Steiu, 2020).

Interoperability: Another technical challenge is interoperability. Education 
institutions often use different systems and software, and it is important to ensure 
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that these systems can work seamlessly with blockchain technology. Interoperability 
challenges could arise because of different programming languages, data formats, and 
standards (Mohammad et al., 2022).

Cost: Implementing blockchain technology in education can be costly. The cost of 
setting up a blockchain system can be high, and educational institutions would need to 
bear these costs. Institutions will also need to invest in training staff to ensure they have 
the skills to manage the system (Alammary et al., 2019).

Adoption: The successful implementation of blockchain technology in education 
relies on adoption by educational institutions. There could be resistance to change 
from traditional stakeholders, and it may take time to convince them of the benefits of 
blockchain technology. There may also be concerns about the security of data on the 
Blockchain, which could lead to resistance from institutions (Dutta et al., 2020).

Governance: Governance is a prominent issue that needs to be addressed in the 
implementation of blockchain technology in education. There need to be clear guidelines 
on who has access to the Blockchain, how data is added and removed, and how data is 
managed. Governance issues can be complex, especially when multiple institutions are 
involved (Alam et al., 2021).

Data Privacy: Education institutions manage a lot of sensitive data, and it is 
important to protect this data. Blockchain technology is often viewed as being secure, 
but it is important to ensure that data is not visible to unauthorised parties. Institutions 
will need to ensure that data is encrypted and that access is restricted to authorised 
personnel (Dutta et al., 2020).

Conclusion
Blockchain technology has the potential to transform various aspects of the education 

sector, from credentialing and certification to student records management and funding. 
However, there are also significant challenges that must be addressed to ensure the 
effective and widespread adoption of blockchain technology in education. One of the main 
opportunities of Blockchain in education is the ability to create a secure and transparent 
platform for storing and sharing data. This can help to streamline administrative 
processes, reduce the risk of data breaches and fraud, and provide students with a more 
efficient and accurate way to showcase their academic achievements and qualifications. 
At the same time, several challenges must be addressed to make blockchain technology a 
reality in education. These include concerns around the scalability and interoperability of 
blockchain networks, the need for standards and regulations to ensure the reliability and 
accuracy of data, and the potential costs and technical expertise required to implement 
and maintain blockchain systems. In addition, the education sector will need to address 
digital literacy and data privacy issues to ensure that students, teachers, and other 
stakeholders are equipped to use blockchain technology effectively and responsibly. 
Overall, the opportunities and challenges of Blockchain in education are significant, and 
the sector will need to navigate these complexities carefully to fully realise the potential 
of this technology. While there are still many unknowns and obstacles to overcome, 
it is clear that Blockchain can transform how we approach education and create new 
opportunities for students and educators alike.
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