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Abstract. Democratic elections are a cornerstone of modern society, enabling
citizens to exercise their right to vote and express their preferences for political leaders
and policies. However, traditional voting systems have faced numerous challenges in
recent years, including allegations of fraud, hacking, and misinformation. To address
these challenges, many countries have started exploring new technologies that can
help secure and modernize the voting process. One such technology is blockchain,
a decentralized and tamper-proof database that allows multiple parties to maintain
a shared ledger without the need for a central authority. By providing a transparent
and immutable record of all transactions, blockchain technology has the potential to
revolutionize the way we conduct elections, making them more secure, transparent, and
efficient. In this paper, we will explore the benefits and challenges of using blockchain
technology in voting systems.
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AHHoTaums. JleMOKpaTusUIbIK cailnay a3zamarrapra cailjlay KYKBIFBIH JKy3ere
aceIpyFa JKOHE cascH Kelbaclibuiap MEH cascarTapra 3 KajayJapblH OuLipyre
MYMKIHJIK OepeTiH 3aMaHayd KOFaMHBIH ipre Tacbl Oonbin TaObiiaasl. [lereHmMeH,
JOCTYPIIL laybIC Oepy JKyHesepi COHFBI )KbUIAAPhI KONTETeH KUBIHIBIKTapFa Tar OOJIIbI,
COHBIH IIIIIH/E aNasKThIK, OY3y oHEe kaiFaH akmnapar 0ap. Ocbkl MIHACTTEP/I LICITy
YIIIH KONTereH eijep laybic Oepy MpOLEciH KayilCi3AeHIIpyre JKoHe KaHFBIPTYFa
KOMEKTECETIH XKaHa TEXHOJIOTHsIIap bl 3epTTel 6actaspl. OchIHAAN TEXHOIOTHSLIAPIbIH
Oipi OnmokveiiH OOMNBIN TAOBUIAAbI, OPTAIBIKTAHIBIPEUIMAFAH XoHE OypManaHOalThIH
JIEPEKKOP, 0J1 OipHEIle TapanTapra OPTaJIbIK OPTaHHBIH KaXETTLTINHCI3 OpTaK KiTalThl
KYprizyre MyMKiHAIK Oepeni. BiokueilH TeXHOMOTHSICHI OapIIbIK TpaH3aKIHsIIapIbIH
MOJIJIIp JKOHE ©3repPMENTIH Ka30achlH KaMTaMachl3 €T€ OTBIPHIN, caiyiay/bl Kayimcis,
allIbIK YKOHE TUIMII €Tl OTKi3y TACUIiH e3repTyre ajeyeri 6ap. byn makanana 0i3
OJIOKYEHH TEXHOJOTHSCHIH AaybiC Oepy KyHeciHAe KOJIaHYAbIH apThIKIIBUIBIKTApbI
MEH KUBIH/IBIKTAPbIH 3ePTTEHMI3.
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AnHoTtanus. JlemMokpartuueckne BBIOOPHI SBISIOTCS KpPaeyrojdbHBIM KaMHEM
COBpPEMEHHOT0 00I1IecTBa, MO3BOJISS TPAXKAaHAM Peai30BaTh CBOE MPaBO rojioca H
BBIPA3UTh CBOM MPENNOYTEHHUS B OTHOIIEHUH TMOJUTHYECKUX JHJEPOB U TOIUTHKH.
OnHako B TOCHEIHHE TOABl TPAJAULIMOHHBIE CHUCTEMbI TOJIOCOBAHHUS CTOJKHYJIHCH C
MHOTOUYHMCIICHHBIMHU ITPOOIeMaMH, BKITIOUasi OOBUHEHUS] B MOILICHHUYECTBE, XaKepCTBE
u aesuHpopmanun. YToObl pemuTh 3TH MpoOIeMbl, MHOTHE CTPaHBbI HaYalld M3ydaTb
HOBBIE€ TEXHOJOTHH, KOTOPBIE MOTYT TIOMOYb 3alllUTUTh U MOJEPHU3UPOBATH MPOIECC
roiocoBanus. OIHOM U3 TAKUX TEXHOJOTHH SBIISIETCS OJOKYCHH - NEeIIEHTpaTH30BaHHAS
Y 3alUIIeHHas OT B3joMa 0a3a JaHHBIX, KOTOPas MO3BOJIAET HECKOJIBKUM CTOPOHAM
BeCTH O0IIYI0 OyXTaaTepCKYI0 KHUTY 0€3 yuacTHsl IIEHTpaibHOTo opraHa. O0ecrieunBas
MPO3payHyl0 U HEU3MEHSIEMYIO 3allUCh BCEX TPAH3AKIMHA, TEXHOJOTHs OIOKYEHH
CIOCOOHAa TPOM3BECTH PEBOJIOIMIO B IPOBEJACHUM BBIOOPOB, CjAelIaB HX Oojee
0e30macHbIMU, MPO3paYHbIMU U 3((EeKTHBHBIMU. B 3TO cTarbe MBI pacCMOTPHUM
npeuMyIiecTsa M NpoOIeMbl HCIIONb30BAHHS TEXHOJOTHU OJIOKYEHH B CHCTEMax
TOJIOCOBAHUS.

KuroueBble ciioBa: G10K4€iH, TOIOCOBAaHUE, AEKTPOHHOE TOJIOCOBAHUE, CUCTEMA
TOJIOCOBAHUS, JICLEHTPATN30BaHHAS

Jast uutupoBanus: A.M. Owmap, XK.b. Kanenieesa. CUCTEMA I'OJIOCOBAHU S
HA OCHOBE BJIOKYEMHA: CUCTEMATHUYECKHI OB30P JIMTEPATYPEI //
MesKayHapoaHbI JKypHaI WH()OPMAIMOHHBIX M KOMMYHHKAIMOHHBIX TEXHOJOTHH.
2023. T. 04. Ne 4. Ctp. 30-39 (Ha anr.). https://doi.org/10.54309/1JICT.2023.16.4.003.

Introduction

Blockchain technology has emerged as a promising solution for secure and
transparent voting systems. By providing a decentralized and tamper-proof database,
blockchain systems can help ensure the integrity of voting processes and increase public
trust in democratic institutions. In this paper, we will explore the benefits and challenges
of using blockchain technology in voting systems, drawing on case studies from around
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the world. We will also discuss some of the criticisms and concerns that have been
raised about blockchain-based voting systems, and provide recommendations for future
research and implementation.

The topic of using blockchain technology in voting systems is important and worth
studying for several reasons:

1. Ensuring the integrity of democratic processes: Voting is a fundamental component
of democratic processes, and any attempt to manipulate or influence the outcome of
an election can undermine the legitimacy of the democratic system. Using blockchain
technology in voting systems can help ensure the integrity of the voting process by
providing a transparent, tamper-proof, and auditable record of all transactions.

2. Increasing trust in the voting process: Trust is essential for the functioning of
democratic systems, and any perceived lack of trust in the voting process can undermine
public confidence in the democratic system. By using blockchain technology, voting
systems can provide a high degree of transparency and security, increasing trust in the
voting process.

3. Improving efficiency and reducing costs: Traditional voting systems can be
time-consuming and expensive to administer, requiring significant resources and
infrastructure. By using blockchain technology, voting systems can be designed to be
more efficient and cost-effective, reducing the burden on election officials and taxpayers.

4. Facilitating more inclusive and accessible voting: Traditional voting systems can
present barriers to participation for certain groups, such as people with disabilities or
those living in remote areas. By using blockchain technology, voting systems can be
designed to be more inclusive and accessible, allowing more people to participate in the
democratic process.

5. Advancing the development and implementation of blockchain technology:
Blockchain technology is a rapidly developing area with many potential applications,
and the study of blockchain-based voting systems can contribute to the advancement
of this technology by identifying challenges and opportunities for further development
and implementation. Overall, the study of blockchain-based voting systems is important
and worth pursuing because it has the potential to improve the integrity, efficiency,
accessibility, and inclusivity of democratic processes, while also contributing to the
development and implementation of blockchain technology.

Material and methods

Background

Blockchain is a type of distributed ledger technology (DLT) that allows multiple
parties to maintain a shared database without the need for a central authority. In a
blockchain system, each block in the chain contains a cryptographic hash of the previous
block, making it difficult to tamper with past transactions. This makes blockchain
technology well-suited for applications where transparency, security, and immutability
are important.

One of the key features of blockchain technology is decentralization, which means
that no single entity controls the database. Instead, all parties in the network have a
copy of the database, and any changes to the database must be approved by consensus
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among the parties. This makes blockchain systems resistant to tampering and hacking,
as any attempt to change the data in one copy of the database will be rejected by the
other copies.

Another important feature of blockchain technology is transparency. In a blockchain
system, all transactions are recorded in a public ledger that can be accessed and verified
by anyone in the network. This makes it possible to trace the history of any transaction
and ensure that it has not been tampered with. Additionally, some blockchain systems
can be designed to allow users to verify the integrity of their own transactions, further
increasing transparency and accountability.

Blockchain technology has a wide range of applications, including cryptocurrency,
supply chain management, digital identity, and voting systems, among others. By
providing a secure and transparent way to record and verify transactions, blockchain
technology has the potential to revolutionize many industries and enable new forms of
collaboration and innovation.

Result and discussion

Case studies

A Dblockchain-based voting system has both advantages and disadvantages.
Advantages:

1. Increased transparency: Decentralized voting systems can provide a transparent
and auditable record of all transactions, making it easier to detect and prevent fraud and
manipulation.

2. Improved security: Decentralized voting systems are resistant to hacking and
tampering, as they rely on a consensus mechanism among multiple parties to validate
and approve transactions.

3. Reduced costs: Decentralized voting systems can reduce the costs of conducting
elections, as they eliminate the need for central authorities and intermediaries.

4. Increased accessibility: Decentralized voting systems can be designed to be more
accessible and inclusive, allowing a broader range of participants to engage in the voting
process.

5. Enhanced voter privacy: Decentralized voting systems can protect voter privacy
by allowing voters to cast their vote without revealing their identity.

Disadvantages:

1. Technical challenges and complexity: Implementing decentralized voting systems
can be technically challenging and requires expertise in blockchain technology and
cryptography (Tas et al., 2020).

1. Limited scalability: Decentralized voting systems may have limitations in terms
of scalability, as the number of transactions that can be processed at any given time may
be limited by the capacity of the network (Lauer, 2004).

2. Potential for unequal participation: Decentralized voting systems may not be
accessible to all voters, particularly those who lack access to technology or have limited
technical skills. And there can be several DDos attacks while voting process (Bokslag,
2016).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 =rmmrms



3. Difficulty in ensuring the accuracy of vote counting: Decentralized voting systems
may face challenges in ensuring the accuracy of vote counting, as errors or discrepancies
may be difficult to detect and correct.

4. Lack of legal and regulatory frameworks: Decentralized voting systems may face
legal and regulatory challenges, as they may not fit within existing legal frameworks
and regulations for voting systems.

5. Security: There can be a bunch of an unpredictable attacks. Ddos, TLS, MM (man
in the middle) attacks (Manpearl, 2018). The client devices can have the viruses or some
other mallware software.

In recent years, two major e-voting applications have been developed, but they
have also been found to have significant security risks. Following the 2015 election,
the Virginia Information Technologies Agency (VITA) conducted security tests on
several aspects of their e-voting system, including physical security, network security,
operating system security, data security, and the vote tally process. VITA discovered
that the system had used unsafe security protocols and weak passwords, and that an
attacker could compromise the confidentiality and integrity of the voting data. Due to
these issues, VITA recommended discontinuing the use of the Advanced Voting System
(Zetter, 2019).

6. In addition, the Swiss government had been working on implementing an
e-voting system for many years. Swiss Post was also involved in this effort and opened
its applications for safety testing to the public in 2019 (Lewis et al., 2019), believing
in the transparency of the applications. However, international IT experts discovered a
critical error in the source code of the Swiss Post application, which could not detect
voting manipulation in the shuffle method. This error allowed hackers to replace valid
votes with fraudulent ones. The IT experts noted that the codes were not standardized
(Clarke et al., 2017). As a result of these critical issues, the Swiss government canceled
the use of the system until a new appointment (Bollinger, 2018).

Over last there are several points of view based on blockchain based voting systems.
Most of them bring the idea that it is hard to develop safe e-voting system itself
(Specter et al., 2020). The other part says that the blockchain based architecture gives a
opportunity to design safe voting system.

Conclusion

In conclusion, the use of blockchain-based voting systems has the potential to provide
numerous benefits, such as improved transparency, security, and efficiency. However,
there are also significant challenges and limitations to consider, such as the need for
widespread adoption, potential technical issues, and the risk of centralization. It is clear
that further research and development are necessary to overcome these challenges and
ensure the successful implementation of blockchain-based voting systems. As such, it
is important for policymakers and researchers to carefully evaluate the pros and cons of
these systems and work towards developing robust solutions that can effectively address
the needs and concerns of all stakeholders. Ultimately, the adoption of blockchain-based
voting systems could pave the way for more democratic and secure electoral processes
in the future.
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