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Abstract. In today's rapidly changing world, new technologies are emerging every 
year that have the potential to fundamentally alter the way we live our lives. One of the 
most significant areas of impact is the economy, which interacts with us in numerous 
ways daily. With the advent of blockchain technology, the viability of digital currencies 
and wallets has been tested over the years, and many countries are now exploring the 
introduction of digital currencies at the state level.  In this context, the paper presents a 
literature review of the research on various models of payment systems, the experience 
of implementing digital currencies in different countries around the world, as well as the 
associated risks with such implementations. The literature review highlights the various 
approaches to digital currencies, including centralized and decentralized models, and 
provides insights into the benefits and drawbacks of each approach.   Finally, the 
paper considers the risks associated with the implementation of digital currencies. By 
examining the research on these topics, the paper aims to provide a comprehensive 
overview of the issues with the implementation of digital currencies and their potential 
impact on the economy.
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Аннотация. Қазіргі тез өзгеріп жатқан әлемде жыл сайын біздің өмірімізді 
түбегейлі өзгертуге мүмкіндік беретін жаңа технологиялар пайда болуда. Әсер 
етудің ең маңызды бағыттарының бірі ― бізбен күнделікті көптеген жолдармен 
өзара әрекеттесетін экономика. Блокчейн технологиясының пайда болуымен 
сандық валюталар мен әмияндардың өміршеңдігі жылдар бойы тексерілді және 
қазір көптеген елдер мемлекеттік деңгейде цифрлық валюталарды енгізуді 
зерттеп жатыр. Осы тұрғыда бұл жұмыста төлем жүйелерінің әртүрлі үлгілері 
бойынша зерттеулерге, әлемнің әртүрлі елдерінде цифрлық валюталарды енгізу 
тәжірибесіне, сондай-ақ осындай енгізулермен байланысты тәуекелдерге қатысты 
әдебиеттерге шолу ұсынылған. Әдебиеттерге шолу орталықтандырылған және 
орталықтандырылмаған үлгілерді қоса алғанда, цифрлық валюталарға әртүрлі 
тәсілдерге назар аударады және әрбір тәсілдің артықшылықтары мен кемшіліктері 
туралы түсінік береді. Соңында, қағаз цифрлық валюталарды енгізуге байланысты 
тәуекелдерді қарастырады. Осы тақырыптар бойынша зерттеулерді қарастыра 
отырып, мақала цифрлық валюталарды енгізуге және олардың экономикаға 
ықтимал әсеріне қатысты мәселелерге жан-жақты шолу жасауға бағытталған.

Түйін сөздер: цифрлық валюта, блокчейн, цифрлық валютаны енгізу 
тәуекелдері, Орталық банк, төлем жүйесі
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валюталарды зерттеу:модельдер, жүзеге асыру және тәуекелдер//Ақпараттық 
және коммуникациялық технологиялардың халықаралық журналы. 2023. V.4. № 
3. Бет 95–103  (ағылшын тілінде). https://doi.org/10.54309/IJICT.2023.15.3.009
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Аннотация. В современном быстро меняющемся мире каждый год появляются 
новые технологии, которые могут коренным образом изменить наш образ жизни. 
Одной из наиболее значительных областей является экономика, которая ежедневно 
взаимодействует с нами различными способами. С появлением технологии 
блокчейн жизнеспособность цифровых валют и кошельков проверялась годами, и 
многие страны в настоящее время изучают возможность введения цифровых валют 
на государственном уровне. В этом контексте в данной статье представлен обзор 
исследований различных моделей платежных систем, опыта внедрения цифровых 
валют в разных странах мира, а также связанных с этим рисков. Обзор литературы 
освещает различные подходы к цифровым валютам, включая централизованные и 
децентрализованные модели, и дает представление о преимуществах и недостатках 
каждого из них. Наконец, в статье рассматриваются риски, связанные с внедрением 
цифровых валют. Принимая во внимание исследования по этим темам, в статье 
проводится всесторонний обзор вопросов, связанных с внедрением цифровых 
валют и их потенциальным влиянием на экономику.

Ключевые слова: цифровая валюта, блокчейн, риски внедрения цифровой 
валюты, центральный банк, платежная система

Для цитирования: М. Содномова, Т. Баймаганбетов, Э. Айтмуханбетова. 
Изучение цифровых валют: модели, реализация и риски//Международный журнал 
информационных и коммуникационных технологий. 2023. Т. 04. № 3. Стр. 95–103   
(На анг.). https://doi.org/10.54309/IJICT.2023.15.3.009 

Introduction
Digital currency is one of the forms of payment that will be introduced for general 

use along with cash and non-cash payment methods. In this article, we will talk about 
the digital currency implemented by the National Bank. The digital currency has all 
the functions of ordinary currencies and opens new opportunities and benefits for all 
participants in the turnover (Amamiya, 2019).

According to basic economic concepts, money performs three main functions. They 
can act as a means of circulation, payment, and accumulation. At a fundamental level, 
trust is the guarantor of the fulfillment of its functions by money. The source of this 
trust has changed during the evolution of market relations, economic needs, and the 
development of scientific and technological progress (Bordo, 2017). In the   modern 
economy, all money is fiat, that is, it is backed by trust in the issuing state and its 
monetary system.

In the Republic of Kazakhstan, fiat money exists in two forms - cash and non-cash. 
Cash is issued in the form of banknotes and coins, and non-cash ― is in the form of 
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entries in bank accounts. The NBRK is considering the introduction of a third form of 
the national currency - the digital tenge. The digital tenge will be another representation 
of the obligation of the NBRK, which has all the properties and functions of money. 
At the same time, it will combine several properties of cash and non-cash money, as 
well as opens new functionality for business participants and government institutions 
(Amamiya, 2019; Bordo, 2017; Benhayoun et al., 2013; Didenko et al., 2020; Hassani 
et al., 2018; Keister, 2023). 

Even though digital tenge opens new opportunities for people, we cannot ignore 
the risks that may arise.  Since the digital tenge will be issued by the NBRK, we can 
assume that the main risks with the use of the digital tenge will be related to the level of 
people's trust in the government. The project for the introduction of digital tenge is in 
the process of developing a solution for launching in industrial operation. In December 
2022, the prototype was finalized and put into trial operation with a limited number of 
participants. According to the plans of the NBRK, the full implementation of the digital 
tenge is expected by the end of 2025 (Amamiya, 2019). The purpose of the study is to 
review the current state of the research on introducing the digital currency into the lives 
of ordinary citizens.

Materials and methods
Currently, a payment transaction is being conducted through intermediaries and 

services provided by the payer and the recipient is shown in Figure 1 (Benhayoun et al., 
2013). 

Figure 1 - Payment process.

In practice, however, PSPs are rarely linked directly to each other. Instead, PSPs 
are relied upon in a chain of intermediate PSPs that manage links to other PSPs, so 
multiple intermediaries appear. Assume there is a chain of intermediaries starting from 
the central bank to the recipient, we call those central bank-related intermediaries Top 
Tier Intermediaries is shown in Figure 2 (Benhayoun et al., 2013).

The system of financial construction in the 20th century used two instruments for the 
transaction of payments. Delayed net settlement based on the time difference between 
order and execution, where the success of the transaction was generated by the end 
of the business day, which led to a very inefficient business financial model. When 
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using deferred net settlement, transactions are exchanged between banks and other 
intermediaries, so there is a risk that the transaction will not be successful. A great 
example of this is the Herstatt crash when the market for planned transfers froze after 
the bank closed and the transfer turnover fell by half (Keister, 2023). 

Figure 2 - Advanced payment process.

After the crash, big players in financial institutions switched to RTGS transfers, 
which would allow them to transfer transactions instantly (Benhayoun et al., 2013). 
One of the main differences is that the bank does not create a group of instructions, but 
changes each one individually, which brings more liquidity to the market. A Central 
Bank Digital Currency (CBDC) is a type of digital currency that is issued and backed by 
a country's central bank (Mooij, 2021). It is designed to be a digital version of fiat money, 
and it can be used for various transactions, such as purchasing goods and services. 
CBDCs are still in the early stages of development, but several countries are exploring 
the possibility of issuing them. The benefits of CBDCs include improved efficiency and 
security in financial transactions, as well as the ability to combat financial crimes such 
as money laundering and terrorist financing. However, there are also concerns about 
their potential impact on monetary policy and financial stability.

The purpose of a Central Bank Digital Currency is to provide a digital version of fiat 
money that can be used for various transactions, such as purchasing goods and services. 
According to Bordo and Levin (Bordo, 2017), the main goal is to improve the efficiency, 
security, and accessibility of financial transactions, as well as to provide a new payment 
option for consumers and businesses. Additionally, CBDCs can also help central banks 
to combat financial crimes such as money laundering and terrorist financing, and to 
promote financial inclusion by reaching out to underbanked populations.

Bordo and Lewin (Bordo, 2017) suggested another purpose is to help central banks 
to have more control over the monetary policy and financial system. CBDCs can be used 
as a tool for monetary policy, such as negative interest rates and quantitative easing. 
Also, it can be used as a tool for financial stability, such as preventing bank runs and 
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increasing the resilience of the financial system. Overall, the purpose of CBDCs is to 
modernize and improve the existing monetary and financial system, providing a secure 
and efficient payment system, and promoting financial inclusion and stability.

According to Keister and Sanches (Lee, 2019), the concept of a Central Bank Digital 
Currency is not a new one, as various forms of digital currencies have been proposed and 
experimented with for decades. However, recent advancements in technology and the 
increasing popularity of cryptocurrencies have led to renewed interest in the development 
of CBDCs by central banks around the world. Keister and Sanches classified CBDC into 
two main categories: wholesale CBDC and retail CBDC. Wholesale CBDC is intended 
for use by financial institutions and will be designed to facilitate interbank settlements. 
Retail CBDC, on the other hand, is intended for use by the public and will be designed 
to facilitate everyday transactions.

The originality of CBDCs lies in the fact that it is issued by a central bank, which gives 
it a level of trust and security that other digital currencies may not have. Additionally, 
CBDCs can be integrated with existing financial infrastructure, making them more 
accessible and convenient for consumers and businesses. After analyzing the material 
provided by the NBRK, strategic planning methods were identified to assess the internal 
and external factors that affect the development of the Digital Currency.

Several countries around the world are exploring the possibility of issuing their own 
Central Bank Digital Currencies. Here are a few examples of CBDCs that are currently 
under development or testing: 

China's Digital Yuan: China has been at the forefront of CBDC development and has 
already launched a pilot program for its digital yuan in several cities. The digital yuan 
is being tested in a variety of scenarios, including retail payments, transportation, and 
e-commerce (Benhayoun et al., 2013);

The European Central Bank's Digital Euro: The ECB is currently exploring the 
possibility of issuing a digital euro, with a view to ensuring that the euro remains a 
strong and reliable means of payment in the digital age. The ECB is currently conducting 
a public consultation on the subject, and a decision on whether to proceed with the 
issuance of a digital euro is expected in the coming months (Mooij, 2021);

The Bank of England's Digital Pound: The BOE is also exploring the possibility of 
issuing a digital pound, with the goal of ensuring that the UK has a strong and reliable 
means of payment in the digital age. The BOE is currently conducting research on the 
subject, and a decision on whether to proceed with the issuance of a digital pound is 
expected in the coming months (Veneris et al., 2021);

The Bank of Japan's Digital Yen: BOJ is also conducting research on CBDC and its 
potential impact on monetary policy and financial stability.

According to Gilbert and Loi, the creation of a Central Bank Digital Currency 
involves various risks that need to be considered (Benhayoun et al., 2013):

Monetary policy risks: CBDCs could affect the effectiveness of monetary policy 
tools, such as interest rate adjustments, by providing an alternative to traditional bank 
deposits. This could make it more difficult for central banks to control inflation and 
stabilize the economy.
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Financial stability risks: The use of CBDCs could lead to an increase in bank runs 
and a decrease in the stability of the financial system. This is because CBDCs could 
be used as a safe-haven asset during times of economic or financial stress, leading to a 
decrease in demand for traditional bank deposits.

Privacy and data security risks: CBDCs could raise concerns about privacy and 
data security, as personal and financial information could be vulnerable to hacking and 
cyber-attacks.

Legal risks: The issuance of CBDCs could raise legal and regulatory issues, such as 
the need for new laws and regulations to govern their use and the potential for money 
laundering and other financial crimes.

Technological risks: CBDCs would require advanced technology infrastructure to 
operate, which could be vulnerable to operational failures, cyber-attacks, and other risks.

Socio-economic risks: The impact of CBDCs on society and economy is not well 
understood and could lead to unintended consequences.

Interoperability risks: CBDCs could be incompatible with other digital currencies or 
payment systems, which could lead to fragmentation and increased complexity in the 
financial system.

Competition risks: CBDCs could compete with commercial banks and other financial 
institutions, potentially leading to a decline in their role and influence in the financial 
system.

Liquidity risks: CBDCs could lead to a decrease in the liquidity of the financial 
system, as consumers and businesses may choose to hold a significant portion of their 
wealth in CBDCs, rather than traditional bank deposits.

Implementation risks: The implementation of CBDCs could be complex, and any 
errors or delays in the process could lead to disruptions in the financial system.

Scalability risks: CBDCs could face scalability issues as the volume of transactions 
increases. This could lead to delays and increased costs for consumers and businesses.

Monetary policy transmission risks: CBDCs could affect the transmission of 
monetary policy through the economy, as the direct link between interest rates and the 
money supply could be disrupted. Gilbert and Loi suggested that central banks need to 
carefully weigh the potential benefits against the risks and work with other stakeholders 
to mitigate the potential downsides. They also need to monitor the developments of 
CBDCs globally and learn from the experiences of other countries before launching a 
CBDC (Benhayoun et al., 2013).

Thus, the literature review showed that there are many different risks associated 
with the introduction of digital currency. Having studied the study about the risks of 
digital currency, we identified the risks of factors and divided them into five classifiers 
is shown in Figure 3. 
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Figure 3 - Risks classification.

Conclusion
As a result of the study, a review was made of the current state of digital currencies 

in information and communication technologies. We also analyzed the risks that 
may affect the result, as well as the prerequisites and factors that form them. This is 
especially true in connection with the growth of blockchain technology in ensuring 
financial stability in the processes of digitalization of the state currency. In modern 
conditions, the world is accelerating the introduction of technological solutions based on 
the blockchain in various areas of the economy, government, and private companies. We 
identified several factors that influence trust, including education level, and facilities. 
The study also found that perceived advantages of digital currencies, such as faster and 
more secure transactions, were positively associated with higher levels of trust, while 
perceived disadvantages, such as the potential for cybercrime and financial instability, 
were negatively associated with trust. These findings have important implications for 
the adoption of digital currencies.  Thus, we can talk about the relevance of further 
research on the implementation of blockchain technology in the field of improving the 
quality of life of people.
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