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Abstract. This article is based on an analysis of the new generation of 5G network.
The smooth transition from the fourth generation to the fifth and the need for a 5G
network for connection and data transmission are considered. Also, the impact of the
new generation network on the global economy. Transition problems and technical needs
for network implementation are analyzed. Everyday products and communications,
whether images, audio, or video, are increasingly dependent on high-speed, 24/7
Internet connections. To keep up with the ever-increasing demand, the 5th generation
of wireless network technology was introduced; better known as 5G. Perseverance in
technological innovation contributes to a timely economic recovery and will continue
to promote prosperity in the post-pandemic era. 5G advances mobile communications
from connecting people to people and people to information to a single communication
network connecting everyone and everything. This paper examines the evolution and rise
of wireless technologies of all generations, highlights the importance of revolutionary
5G networks, examines the main technologies that make it possible to apply them,
explores their trends and challenges, explores their applications in various industrial
sectors.
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AnHoramusa. byn makana 5G kenmiciHiH jkaHa OybIHBIH TajjayFa HETi3JIeJTeH.
TepriHmwi ypnakran OeciHmiire OIpKaJBINTH OTY >KOHE KOCBULY, JOepeKTepli Oepy
ywid 5G sxeniciHiH KaKeTTiniri Kapactelpeiiansl. CoHOali-ax, kaHa OybIH JKeIiCiHiH
xahaHIBIK JKOHOMHUKaFa ocepi KapacThIpbUIFaH. OTHENi Mocelenep MEH KemiHi
SHTI3YIIH TEXHUKAIBIK KAKCTTUIIKTepI TanmaHanbl. KyHIENKTI eHiMaep MeH
KOMMYHUKaLUsIap, KeCKiHAep, ayAno HeMece OeiHe JKOFaphl JKbUIAaMABIKTBI, TOYIIK
0O0MBI )KYMBIC ICTEHTIH HHTEPHET KOCBUIBIMIAPbIHA KOOipeK Toyenai. YHeMi ecim Keie
KaTKaH CYpaHBICKA 1JIeCy YILIiH CHIMCHI3 JKeJli TEXHOMOTUSICHIHBIH 5-1111 OyBIHBI €HT 131111,
TexHOTOTHUsIBIK WHHOBAMSATIAPAAFbl TaOaHIBIIBIK SKOHOMUKAHbBI YaKThUIbI KaJIlbIHA
KEeNTipyre bIKIaJl eTe i XKoHe MaHAeMUsIaH KeHiHT1 Joyipae epKeHaeyl )KaJFacTbIpyFa
cenTirin turizeni. SG ysuibl OalIaHBICTHI alaMAapAbl ajamiapra JXKoHe aJamaapabl
aKnaparka OipikTipeTiH Oip Oaitnmanbic xenicine neifin xeringipeni. Coran Koca, Oy
MakKajia ChIMCBI3 TEXHOJOTHSIAPABIH OapiblK OybIHIAPBIHBIH 3BOIIOLHICH MEH OCYiH
KapacThIpabl, PEBONMIOIISIIBIK SG KenminepiHiH MaHBI3ABUIBIFBIH KOPCETe i, oJapabl
KOJIJaHyFa MYMKIHIIK OepeTiH HeTi3ri TeXHOJIOTHsUIApAbl CajbICTHIPHII, OJapAbIH
TEHACHIMATIAphl MEH KHBIHIBIKTAPBIH KapacTBIPBIN, OJAapAbIH OPTYPJi ©HEepKacil
caslanapbIHIa KONJaHBUTYBIH 3€PTTeHI.
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AHHOTanMs. DTa CTaThsl OCHOBaHAa HAa aHAJIW3€ HOBOTO MOKojeHUs cetu S5G.
PaccMoTpeHs! mIaBHOCTH Mepexo/ia ¢ YETBEPTOTO TTOKOJICHHS Ha TISTYIO M HAJOOHOCTh
cetu 5G 1S MOAKITIOUEHUS U TIEpeiadun NaHHbIX. Takke, BIUSHUE CETH HOBOTO TIOKO-
JICHUSI HA MUPOBYIO SKOHOMHUKY. AHAIU3UPYIOTCS MPOOJIEMBI MIEPEX0/ia U TEXHUUECKHE
MOTPEOHOCTH JIJIi MMIUIEMEHTAIlMK CceTh. [loBCemHEBHBbIC MPOAYKTHI M CPEACTBA
KOMMYHHKAIIMH, Oy[b TO H300pa)KCHHs, aylu0 WM BHJIEO, BCe OOJBIIE U OOJbIiie
3aBUCSAT OT BEICOKOCKOPOCTHOTO KPYIJIOCYTOYHOTO TOAKITIoueHMsI K MHTepHeTY. UTOOHI
HE OTCTaBaTh OT MOCTOSHHO PACTYILIEro Crpoca, ObLJIO MPEACTABICHO S5-€¢ MOKOJICHUE
OeCIpOBOIHOM CEeTeBOM TexHOJOrMM;, Ooyiee W3BecTHhIM kak 5G. HacroiuuBoCTh B
TEXHOJIOTUYECKUX HWHHOBAIUSAX CIOCOOCTBYET CBOEBPEMEHHOMY BOCCTAaHOBIICHHUIO
SKOHOMUKH 1 OyI€T IPOA0IIKATE CIIOCOOCTBOBATH IPOIIBETAHUIO B TOCTIAHACMHUIECKY IO
anoxy. 5G npoaBUraeT MOOWIIBHYIO CBSI3b OT COCIUHEHMSI JIFOJCH C JIFOABMHU U JIIOIEH
K UHpOpPMAIUK K €IMHON CETH CBSA3M, COSIMHSIONICH BCeX M Bce. B 3Toi crarbhe
paccMaTpHuBaeTCs JBONIONUS U POCT OCSCIPOBOTHBIX TEXHOJIOTMM BCEX IOKOJICHUMH,
MIOMYEPKUBACTCS BAXKHOCTh PEBONIOIMOHHBIX ceTel 5G, HCCIemyroTcss OCHOBHEIE
TEXHOJOTUH, KOTOpPHIE TO3BOJIAIOT HX MPUMEHSTh, UCCIEAYIOTCA WX TEHICHIIMH U
poOIEMBI, UCCIIEAYETCS UX IPUMEHEHHE B PA3TNIHBIX MPOMBIIUICHHBIX CEKTOPaX.

KuaroueBble ciaoBa: skocuctema, 5G, CKOpOCTh, mepefada NaHHBIX, WHTEPHET,
3¢ EKTUBHOCTD

Jast umrupoBanus: A.C. A6aymnaesa, A.K. Aiitum, A.B. Tsan. [lepexon cetu 4g Ha
5g. MHHOBALIMOHHbII TOTEHIHAT SKocHcTeMbl 5g / MEXKTYHAPO/IHbBIN XXYPHAJI
MHO®OPMAILIMOHHBIX U KOMMYHHKAIIMOHHBIX TEXHOJIOI'MI1. 2022.
Tom. 3. Is. 2. Homep 10. Ctp. . 47-58 (Ha pycckom s3bike). DOI: 10.54309/1JICT.2022.
10. 2.005.

Introduction
Over the years, technology has revolutionized our world and everyday life. Other
than that, technology has made amazing tools and resources for people who have the
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information we need at our fingertips whenever we need it. Modern technologies have
paved the way for functional devices such as smart watches and telephones. Comps are
being made faster, more portable, and stronger than ever before. Thanks to all these
revolutions, technology has also made our life easier, faster than any other and more
joyful. Thus, with every passing year, fresh technologies frame us more and more and
make life comfortable. One of these technologies is the new generation 5G network.

5G is the 5th generation mobile network. This is a fresh mass stereotype of wireless
communication later 1G, 2G, 3G and 4G networks. At this moment, the 4G network is
used all over the world. 4G has contributed to the ingenious development of interdependent
economic sectors of the industry. 4G movement is centered around 3 leading pillars. The
Ist pillar focuses on owning a phone in either hand, or the buyers taking control of their
own lives with the support of a five-inch screen. In the given figure 1 the second concerns
the rethinking of providers of mobile communications offerings, redesigning their
networks from voice to data-focused communications offerings with universal coverage
and capacity, essentially allowing the pace to keep pace with increasing demand for traffic
(Eric Dahlmann et al., 2016: 210-218). After all, centralized, hyperscale data centers host
the applications and content used on our phones.

Figure 1 - Transition from 4G to 5G

Now there are 7 billion devices connected to the Online in the world, and by 2025
there will be within 21 billion of them. Almost all of these fresh devices will power
and control our homes, urban infrastructure, vehicles and almost everything else; this
network is widely popular as the Online of Things (IoT). This is touted as one of the
proper big digital revolutions, and due to the fundamental need to keep power on to the
critical devices that control our security, network resonance time or latency will need
to be improved.

Compared to 4G, 5G promises to increase the data transfer rate from 1 Gb/s to 20 Gb/s
thanks to this improvement, users will have access to information and information in
much more short resonance time, in fact, which is considered a necessary improvement,
especially for critical support services, combat and critical response teams. In the future,
the development of 5G will be applied in many ways, using its superior data rate. For
example, open-source video games are predicted to become obsolete as consoles because
users rely on cloud technology to access games and software. Due to the reduction in
waiting time and ease of access, and thanks to the fact that any remote impact has
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become softer and clearer thanks to 5G technology, video games and video consoles that
are popular now will disappear, in fact, potentially changing the entire financial structure
of the world. industry. Beyond the social domain, the possibilities of 5G technology are
limitless. From autonomous cars to smarter communities, remote medicine and surgery,
or Industry 4.0, all sectors of the economy have the potential to see big changes with the
introduction of 5G technology.

Materials and methods

Analysis of the impact of the 5G network on the global economy in the future

An actual study of the 5G economy has found that the absolute financial impact
of 5G is likely to be sold globally by 2035, supporting a sweeping range of economic
sectors and potentially providing up to $13.1 trillion worth of products and offerings.

This impact is much greater than that of past generations of grids. Requests for the
development of a fresh 5G network still apply not only to the classic players of mobile
networks, but also to these branches, like the auto industry.

The study also demonstrated that the 5G value chain itself (including OEMs, carriers,
content developers, app creators, and consumers) has the capacity to support up to 22.8
million workspaces on its own, or more than one job per Beijing resident China. And
there are many emerging and fresh applications that will be included in the future.

In the defense industry illustrated in Figure 2, 5G will be the best answer to military
needs; looking for advanced instrumentation, hybrid meshes, active comparability,
cyber security, and resiliency, 5G can offer it all, moving from one system for every
need to one system for all your needs (Eric Dahlmann et al., 2018: 29-35). Rapid data
delivery will result in reduced latency, unrivaled situational awareness during your most
significant missions, and improved communication between who, who is in the spaces
and at headquarters. The remote control will be improved with the shortest waiting
period, drone control will be clearer, and the integrated association for the fighter will

be improved.
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Figure 2 - Benefits of 5G sustainability
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Technical difficulties with the implementation of the 5G network

5G wireless development increases performance improves efficiency which most
guarantees fresh user extensions and merges fresh branches. Devices running with
the inclusion of 5G will experience high battery drain, leading to the need for more
ideal battery technologies. Increasing the speed is still associated with other trade-offs.
Speed ups and latency reductions have been achieved through changes to 5G radio; one
of the changes is related to the introduction of more high frequency bands. However,
these high-frequency bands are not bad only at relatively short distances and are simply
blocked by houses. Very well suited for manufacturing automation, but in towns,
operators will need significantly more 5G radios to cover a particular area, and in real
time it does not work at all in rural areas. While 5G will increase the adoption of IoT
devices, the faster 5G turn-on rates are likely to carry a greater risk of cyberattacks,
leaving hackers more likely to target more devices through loose links between devices
connected to the Internet. As the number of IoT devices grows, security challenges
grow; devices connected to 5G networks pose a threat to hackers downloading and
extracting information, including personal data, at a much faster rate than ever before.

Monitoring the demand for traffic in the next 10 years illustrates the increase of 1000
scales and more than 100 billion inclusions to the Online of things.

This poses gigantic challenges for future mobile communication technologies after
2020, vision given in Figure 3 (Henrik Asplund et al., 2020: 115-120). Buyers are
strongly asking for high-speed data transmission at low rates. 5G aims to conclude
these conflicting claims by 2020. 5G was named by the State Infrastructure Commission
in the report "5G Infrastructure Requirements in the UK" as "ultra-fast, ultra-reliable,
ultra-high throughput capacity transmitting with ultra-low latency". (2016). The objects
that can be seen with 5G technology include significantly better inclusion and coverage
values.
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network Lo 3"::.
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Figure 3 - Visions for the Fifth Generation
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Implementation of fresh service values for 5G network implementation

Just during the introduction of 4G, telecommunications firms realized that they
needed different infrastructure values to support different classes of service. With the
absolute adoption of the first perfect set of 5G specifications in June 2018, 5G has
begun to provide 3 service values, any of which can be customized to suit the specific
requirements of customer business models (Vlasios Tsiatsis et al., 2018: 178—-189):

The Enhanced Mobile Broadband Association (¢eMBB) aims to serve more dense
urban centers with downlink speeds approaching 1 Gbps (gigabits per second) indoors
and 300 Mbps (megabits per second) outdoors. This will be achieved by installing
very high frequency millimeter wave (mmWave) antennas throughout the landscape
- on lampposts, the sides of houses, tree branches, where electrical towers are and,
in one new application, elite city buses. Because any of these antennas, if used in the
subway, will cover an area, probably no more than a baseball, a hundred square meters,
but it has the opportunity to be, and thousands of these antennas are needed for the
painstaking service of any densely populated center of a metropolis. And because
most of them would not be omnidirectional -their maximum beamwidth would be only
within 4 degrees - mm-wave antennas would display signals from buddy-buddy mirrors
until they eventually reached their own intended customers. For the largest number of
suburban and rural areas, eMBB will aim to replace the current 4G LTE system with a
fresh network of lowest power omnidirectional antennas providing a 50 Mbps downlink
(Panagiota et al., 2015).

Massive Machine Type Communications (mMTC) enables machine-to-machine
(M2M) and Internet of Things (IoT) applications that a new wave of wireless users
can expect from their own network without burdening other classes. suggestions. loT
is a relatively recent developing engineering. Over the past few years, devices using
IoT have become more extensive, deeper and more accessible. Detectors and markers
are rapidly getting cheaper. Readers and detectors consume less energy, become more
and more mental, work faster and at greater distances and are ready to overcome with
interference. This means more superior system performance, more extensive capabilities
for the use of sensors and tags with a huge data size, and even more simple integration
into existing systems without reprogramming. Experts in M2M and logistics say that
2@ proposals are actually perfect for the narrow bandwidths required by their signaling
devices, and in fact that later generations have actually worsened this proposal by
introducing fresh delay informants. MMTC will look to restore this level of service by
implementing a broken level of service for devices that require downlink throughput
of up to 100 Kbps (kilobits per second, right there with phone modems), but with low
latency in the range of 10 milliseconds (ms) (Akyildiz et al., 2014: 201-210).

Ultra Reliable Low Latency Communication (URLLC) will serve mission-critical
communication needs where throughput capability is not, for example, as important as
the speed, in particular, the end-to-end hitch is 1 ms or less. This will become a degree
relevant to the category of autonomous vehicles, where there is literally no time to reach
a conclusion to react to a likely tragedy. URLLC has the ability to practically make
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5G competitive with satellite, revealing the possibility - still under discussion between
telcos of 5G to replace GPS for geolocation.

In July 2020, in the heat of the pandemic, the 3GPP organization completed Release
16, which includes provisions for:

Vehicle-to-Everything (V2X) communications, which will connect low-latency
communication links between moving vehicles (especially with independent driving
systems) and cloudy data centers, in fact, which will allow most of the software for
managing and servicing moving vehicles to work from stationary mode, data centers are
completed and serviced. Satellite access, which has the ability to plug in the possibility
of satellite transmission to fill gaps in underserved or geographically remote areas.

Virtualization in 5G networks

Network Virtualization (NFV) and Software Defined Networking (SND) are separate
technologies, but they are best considered together as one complements the other.

Software-Defined Networks (SDN) can become an effective technology to reduce the
amount of equipment and simplify the maintenance of infrastructure. This technology
contributes to digital transformation and the transfer of services to cloud technologies.
The basis of the principle is the remote control of the network and data transmission
devices, in other words, programmatically.

Theprinciple ofnetwork managementimplies separation by management functionality
and separation by packet forwarding, and network planning and traffic coordination is
carried out programmatically. It is this approach that transfers the intelligent leaving of
devices to a dedicated server, and as a result, simplifies and reduces the cost of using
network elements (routers and switches).

The idea behind SDN is:

- separating the management of network equipment from the management of data
transmission through the creation of special software;

- transition from managing individual instances of network equipment to managing
the network as a whole;

- creation of an intelligent program-controlled interface between network applications
and the transport environment of the network.

The SDN architecture consists of three layers:

- the lower level is the infrastructure level, which is a set of network devices (switches
and a data transmission channel);

- the middle layer is the control layer, which includes the network operating system,
which provides applications with network services and a software interface for managing
network devices and the network;

- the upper level is the level of network applications, this level is necessary for
flexible and efficient network management.

Software-defined networks have a number of advantages:

- by accelerating the movement of traffic, network performance increases;

- logical centralization of management functions;

- replacement of complex and specific hardware with virtualization solutions and
software;
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- independence of software and hardware development of the network.

However, as with any technology, not everything is perfect. Software-defined
networks have their perceived disadvantages:

- channel of interaction between the controller and switches;

- docking with the traditional network;

- SDN security;

- ensuring the protection of the main elements of the SDN network;

- controllers and interaction between them;

- ensuring the safety of controller-switch protocols;

- ensuring the security of the SDN-network software and controller applications.

Virtualization of network functions NFV (Network Functions Virtualization) allows
you to virtualize the functions of network elements of mobile operators, at the same
time it allows you to implement a "network on demand". NFV involves the separation of
hardware and computing parts. Private hardware is responsible for network functions.
This technology makes it possible to virtualize these functions, i.e. takes you to the
software level. Thus, if in the traditional model each network function requires its
own equipment, then in the NFV model, one physical foundation is enough. All data
will be processed and stored in a virtual environment ("Cloud"). And the function of
transmitting user traffic will remain with the classic equipment.

This approach to the organization of fifth generation networks is in line with the
emerging trend in wireless communication, namely convergence. Convergence implies
the integration of separate network objects into a single computing complex. This is also
important for "smart" devices in order to exchange information online.

Network Functions Virtualization has a number of advantages:

- improves network performance while optimizing operators' costs by reducing
the cost of purchasing and maintaining equipment, as well as lower network power
consumption;

- Based on NFV, it is easier to create and launch new services.

First of all, this technology will be in demand among telecom operators who are
preparing to launch a high-speed generation of 5G mobile communications. With NFV,
operators will be able to enjoy rich multimedia content and new services.

An important role is played by the Cloud RAN cloud infrastructure, which is part
of the NG-RAN radio access network, replacing the traditional radio access network
(RAN) in fifth generation networks. This network is based on the implementation of
base station models for 5G networks - gNB using NFV virtualization technology and
has a number of advantages:

- ensuring the implementation of software-defined multi-standard base stations NR/
E-UTRA;

- flexibility and scalability of virtual solutions;

- placement of base station equipment in a data center with a high degree of reliability
and security.

In addition, Cloud RAN manages a large number of radio modules and covers a
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large area of radio coverage, thereby ensuring optimal use of the frequency resource,
the effective operation of interference compensation algorithms ICIC (Inter-Cell
Interference Coordination), CoMP (Coordination of reception and transmission
for servicing a subscriber by several cells), and Intra-RAT-handovers (ensures the
preservation of communication when the subscriber moves between cells).

SDN and NFV technologies aim to optimize network performance, but use different
methods to achieve the goal. SDN involves separating the network management and
transport plane to provide centralized network management for more efficient use of
network resources. NFV, in turn, moves network functions (such as DNS, DHCP, etc.)
into a virtual environment to optimize the network, separating them from the hardware.

These technologies can be implemented both separately and together with each other.

The main advantages of SDN and NFV technologies for telecom operators are:

- simplification and centralization of management, increasing business efficiency,
reducing operating costs;

- rapid deployment of new services;

- Creation of new markets through the transition to cloud services:

1) shift of the operator business from providing communication channels to providing
cloud services;

2) operators can provide data center infrastructure as a service (IaaS) with the
integration of communication channel resources and cloud IT resources.

- efficient use of telecommunications network resources by centralizing resource
management, virtualization of data center resources.

OpenFlow technology OpenFlow is a protocol for managing the process of
processing data transmitted over a data transmission network by routers and switches,
which implements the technology of a software-defined network. Its development began
as part of a research project, the purpose of which was to develop network architectures
and protocols in a real environment.

The basic idea of OpenFlow is simple, based on the observation that, despite the
differences between hundreds of switch and router models, they all contain a transfer
table that defines the basic function of data transfer - for each incoming packet, forward
it as quickly as possible to a specific outgoing interface.

Each entry in such an OpenFlow transmission table is a "rule" and is associated
with a "flow" of data (flow). A stream is defined by a packet header — for example, a
combination of source and destination MAC addresses, IP addresses, and port numbers.
Not all elements of this combination need to be defined - for example, a flow can be
defined as all traffic to some host.

The next element of the table is the "action" (action), which determines the required
processing of stream packets:

- Forward the packet to the switch port.

- Send the packet to the controller over a secure channel. The controller is the control
center of the network, so if the flow has just been formed and the controller does not yet
know what to do with it, the first packet of the unknown flow is sent to the controller to
determine the rules and actions for this flow.
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- Drop the package. As a rule, this action is configured manually, but can also be
automatically configured, for example, in the fight against hacker attacks.

- Sending the packet to standard processing.

Each OpenFlow switch contains several flow tables, each such table contains several
flow entries. This model opens up unique possibilities. An OpenFlow switch can be
anything from a simple switch to a firewall and router.

Using the protocol, the controller exchanges information with the OpenFlow switch
controlled by it. The main task of such a switch is to transfer a packet from one port to
another without delay, with some processing in accordance with the rules. At the same
time, the switch informs the controller about its capabilities and configuration, and also
informs about changes in its state. The controller, or rather the application that uses it,
is tasked with determining the overall picture and configuring the switches. They define
the network topology and optimal routes. With the help of the controller, the necessary
rules are set, the status of devices is monitored, traffic is monitored and statistical data
is collected.

When a package is received, metadata and other fields of the package are extracted
from it. Then the fields are compared with the entries in the flow table according to
the corresponding “protocol” field. The result with the highest priority is the best and
processing of such a packet starts first. Each entry in the table has its own priority, and
its level determines how the packet will be processed further. Once a rule is selected,
a specific action is applied to the packet. Possible action can be send to port, send to
controller, or drop.

While OpenFlow is not capable of handling the SDN software side, it does an
excellent job of providing simple basic hardware management functions - switches.
Manufacturers of network equipment, and primarily manufacturers of switches, declare
their support for OpenFlow, the software interface from the controller to applications is
either not available at all, or is the manufacturer's own development.

Conclusion

In the beginning, the whole meaning of the "G" in wireless standards was to highlight
the ease of transition between one wireless delivery system and a newer one - or at least
make the transition painless. 5G is bringing with it several simultaneous revolutions,
and all of them must pass without further hitches.

A converged service can lead to converged carriers. In much of the continental part
of the world, an online broadband provider is still considered an Internet cable TV
provider. And these cases are protected by state-regulated monopolies. The 5G Wireless
Association aims to level the playing field by putting competition between operators
both in the field of broadband access to the Internet, for example, and in the field of
cable TV.

Small cell infrastructure could change the scenery. To lower costs for 5G operators,
5G allows for the smallest volume transmitters that consume less power but cover
significantly smaller service areas than conventional 4G towers. The carrier will need
more of them-by one estimate, four hundred and one more tower than is deployed in
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real time, but it is likely that they are more than any other included with the landscape.
It is assumed that a small 5G cell can freeze with the same simple appearance in urban
areas as lampposts and graffiti.

The global technology economy has the potential to be reconstructed. Once completed,
the 5G transition project will represent a major overhaul of the communications
infrastructure like no other in the situation. The magnitude of the transition from 4G to
5G could be described as history if the telegraph industry merged at the end of the 19th
century to agree on a phased transition to fax. The true root cause of this shift is not so
much to freeze sooner, but to make the wireless industry sustainable in the long term,
because the 4G transmission pattern is approaching instability sooner than industry
experts predicted.
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