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Abstract. This article presents an analysis of the current state of development and
integration of Internet of Things (IoT) systems in Kazakhstan. The article goes on to describe
a number of key projects and initiatives aimed at the digitalization of various sectors, includ-
ing smart cities, agriculture, energy and healthcare. The principal obstacles confronting IoT
systems in Kazakhstan are delineated, including infrastructural constraints, the high power
consumption of devices, cybersecurity, equipment incompatibility, data processing challeng-
es, organizational impediments, financial limitations, the dearth of proficient professionals,
and regulatory hurdles. For each challenge, potential solutions are proposed, including the
development of network infrastructure, the implementation of energy-efficient technologies,
the assurance of cybersecurity, the standardization of devices and protocols, the training of
skilled professionals and the creation of an enabling environment for investment. An integrat-
ed approach to addressing these challenges will ensure the successful development and im-
plementation of IoT technologies in Kazakhstan, thereby contributing to economic growth,
increasing the efficiency of various industries and improving the quality of life of the popu-
lation.
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AnHotamus. byn wmakamama Kasakcranmarer loT skylenepiHiH ngamybsl MeH
WHTETPAlMACHIHBIH ~ Ka3ipri JKaFgaibl KapacThIpbUIaZbl. AKBULABI  Kajajiap, aybul
HIapYallbUIbIFBI, OJHEPreTHKa JKOHE JEHCAyNbIK CaKTay CHSKTBl TYpJi —cajanap/sl
mudpranaplpyra OaFbITTalFaH  HETi3ri  Jkobamap MeH OacTamanap CHUIATTaJFaH.
Kazakcrannarer [oT oxylenepiniH angslHaa TypraH HEri3ri mpoOiemanap aHbIKTaJIbl,
COHBIH 1mIiHIe HHQPAKYPHUIBIMABIK IEKTEYJIep, KYPbUIFBUIAP/IBIH JKOFaphl KyaT TYTHIHYHI,
KHOEpKAyIICi3/IiK, aOJBIKTBIH YHICCIEYIIUTIT, IEepeKTepAl OHICYIeri KHUBIHIBIKTAp,
YHBIMIACTBIPYIIBUIBIK ~ KeJeprijiep, KapKbUIBIK —IIEKTeyJep, OUTiKTI MaMaHIapAbIH
KETICHEYIIIIIri JKoHE peTTeylll KUBIHABIKTap. ©OpOip Mocene OOHBIHIIA BIKTHUMAI
HIeHIMep YCHIHBUIAABI, OHBIH ILIIHJE >KENUIK WHQPaKYpPBUIBIMIBI JaMbITy, SHEprus
THIMJII TEXHOJIOTHSAJIApABI CHTi3y, KHOepKayinci3AiKTI KaMTaMachl3 €Ty, KYpbUIFbIIap MEH
XarTamajap/Abl CTaHAapTTay, OUTIKTI MaMaHAapAbl Jaspiay *XOHE MHBECTHLUSIAY YIIiH
KOJIalibl karmail xkacay. Ocbl MiHAETTEpHl mienryaiH kemreHai Tocimi Kazakcrannma loT
TEXHOJIOTHSIIAPBIHBIH TaOBICTBI JTAMYBIH KOHE €HT131TyiH KAMTaMachl3 €Te/l, SKOHOMHKAIIBIK
ecyre, SpTYpii cajanapAblH THIMAUIITIH apTThIpyFa OHE XaJbIKTBIH OMip CYpy camachlH
KaKcapTyFa bIKIaJl eTe/l.

Tyiiin ce3nep: Kazakcranaarel [oT xytienepi, [oT, nepekrepi oHIeY KUBIHIBIKTAPHI,
KHOEpKayiInci3aiK, UKeMAUTIK
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AnHoTaums. B naHHOl cTaThe paccMaTpuUBaeTCsl TEKYIee COCTOSHUE Pa3BUTUS U
unterpauuu cucrem Uutepuera Bemieil (IoT) B Kazaxctane. Onucanbl KI0YEBbIC TPOCKTHI U
WHUIMATUBBI, HAITPABIICHHBIC HA IIU(PPOBU3AIUIO PA3THUHBIX OTPACIICH, TAKMX KaK «yMHBIC)»
ropoJa, CeNbCKOE XO3SUCTBO, SHEPTETUKA U 3paBOOXpaHEHUE. BBISBICHBI OCHOBHBIE MPO-
Onembl, ¢ koTopeiMu cTankuBaroTcst loT-cucremsr B Kazaxcrane, Bkitodast HHQpacTpyKTyp-
HBIC OTPAaHUYCHUS, BEICOKOE SHEProNoTPeOICHHEe YCTPOICTB, KHOepOe30IacHOCTh, HECOBME-
CTUMOCTh O0OPYJIOBaHUs, CIOKHOCTH B 00pa0OTKEe JaHHBIX, OpraHU3allMOHHBIC 0apbephl,
(hMHAHCOBBIC OTPAHNYCHHUS, HEXBATKY KBaTU(PUIIMPOBAHHBIX CIICIIUAIMCTOB U PErYJISTOPHBIC
BBI30BBI. [IJ1sT Kax 1011 MpoOIeMbI IPEJIOKEHBI BO3MOXKHBIC ITYTH PEIICHUS, BKJIFOYasi pa3BH-
THE CETEeBOM MH(PPACTPYKTYPBI, BHEIPSHHUE IHEPT0I(PPEKTUBHBIX TEXHOJIOTHH, 00CCTIICUCHHE
KHOepOe30MacHOCTH, CTaHAAPTH3AIMIO YCTPOWCTB M IPOTOKOJIOB, MOATOTOBKY KBanupu-
[UPOBAHHBIX CIICIUAIMCTOB U CO3JaHKE OJIArOMPUSATHBIX YCIOBUH JUIsl MHBeCTUIUH. KoM-
TUTEKCHBIH MOJIXOJ] K PEIICHUIO 3TUX MPOOJIeM 00SCIEUUT YCIICIIHOE PAa3BUTHE U BHEJIPCHUE
loT-texnonoruti B Kazaxcrane, crmoco0OCTBYsI 3KOHOMHUYECKOMY POCTY, TIOBBIIICHUIO Y hek-
TUBHOCTHU PA3IUYHBIX OTPACICH U YIyUIICHUIO KaYeCTBA KU3HU HACEICHUS.

Karouessie cioBa: loT B Kazaxcrane, loT-cuctemsl, nmpo0iembr 00pabOTKH J1aH-
HBIX, KHOEepOE30MacHOCTh, THOKOCTh

Jns uurupoBanus: A. Moxcun, H. bapasik6aii, C. Mamanosa. [TPOBJIEMbI
MACHITABUPYEMOCTHU U UHTEI'PALIMU IOT-CUCTEM B KA3BAXCTAHE//MEX-
JYHAPOJHBIN XYPHAJI MH®OPMALIMOHHBIX U KOMMYHUKALIMOHHBIX
TEXHOJIOTUI. 2024. T. 5. No. 18. Crp. 49-58. (Ha amur). https://doi.org/10.54309/
1JICT.2024.18.2.005.

Introduction

In recent years, Kazakhstan has been actively pursuing digital transformation, with
the Internet of Things playing a pivotal role in this process. The country is investing in the
development of smart cities, agriculture, energy and other sectors, utilizing loT to enhance
the efficiency and quality of life of its citizens.
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The Internet of Things, or 10T, is the concept of a network of physical devices
equipped with sensors, software, and other technologies that permit their connection to the
Internet and communication with each other. These devices can range from domestic appli-
ances and vehicles to industrial machinery and urban infrastructure. The primary objective
of [oT is the creation of intelligent systems that are able to gather, analyze, and utilize data in
order to enhance various facets of human life and business operations.

The history of [oT (Internet of Things) development in Kazakhstan commenced with
the initial steps towards digitalization, during which projects were initiated with the objective
of automating and monitoring various processes. These projects were observed in the country
during the early 2010s and encompassed areas such as energy and agriculture. Initially, IoT
was utilized to enhance the precision and efficacy of data, thereby facilitating more informed
decisions and augmented productivity.

Materials and Methods

A comprehensive literature review was conducted to investigate the scalability and
integration issues of [oT systems in Kazakhstan. Articles, reports and studies in the field of
Internet of Things (IoT) published in the last ten years were analyzed. Scientific databases
such as IEEE Xplore, SpringerLink and Google Scholar served as sources of information.
Particular attention was paid to publications describing IoT implementation experiences in
developing countries in order to identify common trends and specific challenges (Minerva,
2015).

A comprehensive methodology was developed to assess the scalability of [oT sys-
tems in Kazakhstan. This methodology includes several key criteria and analysis methods.
The purpose of this methodology is to identify the main obstacles and determine ways to
overcome them for effective [oT system scaling and integration. Key aspects of the assess-
ment include system performance, architecture flexibility, cost-effectiveness and security.

Evaluation Criteria

System Performance

Number of devices supported: Evaluated the current and maximum number of de-
vices the system can support without significant performance degradation. Load tests and
simulations were used to determine overload points.

Amounts of data processed: The system’s ability to process large amounts of data in
real time was analyzed. Data processing speed, latency, and network bandwidth were exam-
ined.

Response Speed: System response time to requests from connected devices. Mea-
surements were made using monitoring tools such as Prometheus and Grafana.

Architectural flexibility

System Adaptability: The ability of the system to adapt to changing requirements
without requiring significant changes to its structure. Scaling methods (horizontal and verti-
cal) and support for various communication protocols and standards were evaluated.

Interoperability: The ability of the system to integrate with other platforms and de-
vices. Compatibility with popular IoT platforms and standards (e.g. MQTT, CoAP, HTTP/2)
was analyzed.

Security and Reliability

System Vulnerabilities: Identified and assessed potential vulnerabilities in the system
that could be exploited for attacks. Security analysis tools such as Wireshark and Metasploit
were used.
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Security measures: The measures implemented to secure data and devices, including
encryption, authentication and access control were analyzed. Compliance with international
security standards such as ISO/IEC 27001 was assessed.

System Reliability: Evaluated uptime, resilience to failure, and ability to recover
from failures. Stress tests and analyses of redundant mechanisms were conducted (Journal of
Internet Services and Information Security, 2015).

Analysis methods

Load tests were conducted to evaluate the system performance under various condi-
tions. Load simulators such as Apache JMeter were used to simulate the behavior of a large
number of devices.

Monitoring tools such as Prometheus and Grafana were used throughout the study
to collect and visualize system performance data. Monitoring included analyses of response
time, throughput and resource utilization.

Economic analysis

Cost analysis techniques, including calculation of total cost of ownership (TCO) and
return on investment (ROI), were used to assess economic efficiency. Company financial
reports and respondent survey data were analyzed.

Security analysis

Penetration tests and security audits were conducted using tools such as Wireshark
and Metasploit to identify vulnerabilities. Data and device protection against various types
of attacks was assessed.

A technical analysis of [oT systems in Kazakhstan was conducted with the objective
of understanding the current state of technology used in various sectors of the economy and
identifying barriers to scalability and integration. The following stages of the analysis were
included: examination of system architecture, communication protocols used, data process-
ing methods and security measures.

Study of system architecture

The architecture of various [oT systems used in Kazakhstan was analyzed in detail.
Both centralized and decentralized architectures, their features and applicability in different
industries were evaluated.

Centralized systems: These systems are based on a cloud architecture where all data
is collected and processed in a central server or cloud. The analysis included a study of cloud
platforms such as Microsoft Azure [oT, AWS IoT, and Google Cloud IoT.

Decentralized systems: Architectures based on edge computing, where data process-
ing takes place on edge devices, reducing latency and load on central servers, were consid-
ered. Examples of edge computing implementations using platforms such as Cisco Edge
Intelligence and IBM Edge Application Manager were explored.

Communication protocols

The study involved analyzing the most commonly used communication protocols in
Kazakhstan’s IoT systems:

MQTT (Message Queuing Telemetry Transport): A lightweight protocol widely used
in [oT to transfer data between devices and servers.

CoAP (Constrained Application Protocol): A protocol designed to work with re-
source-constrained devices and provide low latency data transfer.

HTTP/2: A protocol used for more reliable and scalable real-time data transfer, espe-
cially in cloud architectures.
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LoRaWAN (Long Range Wide Area Network): A protocol for low-power wireless
communication used to connect devices in hard-to-reach and remote areas (Uckelmann,
2011).

Data processing methods

Various data processing techniques used in [oT systems have been analyzed:

Stream Processing: Using technologies such as Apache Katka and Apache Flink to
process data in real time. The performance and scalability of these technologies in the context
of Kazakhstan’s conditions was evaluated.

Data Storage: Databases used to store large amounts of data collected from IoT de-
vices were studied. Solutions such as InfluxDB for time series data and MongoDB for struc-
tured and unstructured data were included.

Data Analytics: Methods and tools for big data analytics were considered, including
machine learning and artificial intelligence. Platforms such as TensorFlow and Apache Spark
used for analyzing [oT data were explored (Sinclair, 2017).

Security measures

The technical analysis also included an evaluation of the security measures imple-
mented in [oT systems:

Data Encryption: Data encryption methods for transmission and storage, such as TLS
(Transport Layer Security) and AES (Advanced Encryption Standard), were evaluated.

Authentication and Access Control: Device authentication mechanisms, including
the use of certificates, tokens, and multi-factor authentication were examined (MFA).

Intrusion Detection and Prevention (IDS/IPS): Systems for network monitoring and
suspicious activity detection such as Snort and Suricate were analyzed.

Results and Discussion

In light of the growing interest in digital technology and innovation, Kazakhstan
has commenced a program of investment in the development of infrastructure to support the
Internet of Things (IoT). In 2017, the Digital Kazakhstan state program was launched, which
has become a key driver in the development of [oT. This program aims to create conditions
for the widespread use of digital technologies, including IoT, in various sectors of the econ-
omy.

One of the first significant deployments of Internet of Things (IoT) technology in
Kazakhstan was the introduction of intelligent electric and water meters. The introduction of
these meters led to a significant improvement in resource management, with a reduction in
losses. In agriculture, the utilization of loT technologies to monitor soil and climatic condi-
tions enabled an increase in crop yields and an enhancement in resource utilization efficiency
(State program “Digital Kazakhstan, 2017).

Significant projects and initiatives

As part of the development of the Internet of Things (IoT) in Kazakhstan, several
notable projects and initiatives have been implemented that contribute to the digital trans-
formation of various industries. This encompasses smart lighting systems that regulate light
intensity based on the time of day and the presence of people, traffic management systems
that reduce congestion and enhance road safety, and video surveillance and security systems
that provide real-time monitoring and incident response.

Agriculture

The agricultural sector in Kazakhstan is actively implementing [oT solutions to mon-
itor and manage agricultural processes. The use of sensors to measure soil moisture, tem-
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perature and other climatic parameters allows farmers to more accurately manage irrigation
and other agro-technical activities. The implementation of such systems is associated with an
increase in crop yields, a reduction in the expenditure of resources, and a minimization of the
environmental impact.

Energy

In Kazakhstan’s energy sector, the introduction of smart meters and monitoring sys-
tems is facilitating the optimization of energy consumption and the reduction of losses. Smart
meters provide accurate data on energy consumption in real time, which enables energy com-
panies to manage resource allocation and capacity planning in a more efficient manner. The
implementation of such systems helps to reduce costs and improve customer service.

Healthcare

The Internet of Things (IoT) has also found application in Kazakhstan’s healthcare
sector. Remote patient health monitoring systems, including wearable devices, allow doctors
to monitor patients’ condition in real time. Such technologies are of particular importance for
patients with chronic diseases, as they facilitate the timely detection of changes in health sta-
tus and the implementation of necessary measures. In the context of the ongoing COVID-19
pandemic, the utilization of IoT solutions to monitor the spread of the virus and to manage
medical resources has also demonstrated its efficacy.

For the successful advancement of IoT in Kazakhstan, the support of the government
and the establishment of an appropriate regulatory framework are crucial. The government
is engaged in the formulation of strategies and programs with the objective of fostering the
digitalization of the economy and the development of [oT technologies.

The Digital Kazakhstan program is designed to facilitate the development of the dig-
ital economy and infrastructure, including the introduction of IoT. The program encompasses
measures to develop infrastructure, support innovation and create favorable conditions for
business. Under the program, the government provides support for projects aimed at improv-
ing urban infrastructure, agriculture and energy development using [oT technologies.

Regulatory regulation

The development and implementation of regulations governing the use of [oT devic-
es and cybersecurity are crucial aspects of government policy. This encompasses the stan-
dardization and certification of devices, as well as the protection of user data. It is of the
utmost importance to create a legal framework that promotes the safe and efficient use of [oT
technologies.

Educational initiatives

Supporting educational programs and initiatives aimed at training professionals in
IoT and related technologies is of paramount importance to the development of the sector.
The government and educational institutions are developing training courses and profession-
al development programs to help train qualified personnel to work with IoT technologies.

Consequently, the current state of IoT in Kazakhstan is characterized by a dynamic
development and implementation of the technology across various sectors of the economy.
Government support and the implementation of significant projects contribute to the digital
transformation of the country. However, there are still challenges that need to be addressed
to ensure sustainable growth and the integration of IoT systems (Statistics Agency of the
Republic of Kazakhstan, 2023).

The scalability challenges of IoT systems

Despite the progress that has been made, Kazakhstan is confronted with a number
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of challenges that limit the scalability and effective integration of IoT systems, including
infrastructure constraints, the high ower consumption of devices, the threat of cybersecurity,
the incompatibility of equipment, the complexity of processing large volumes of data, the
organizational and management barriers, the lack of skilled professionals, and the regulatory
issues. The successful implementation and scaling of [oT systems requires comprehensive
solutions that address the technical, economic and managerial aspects. The table below pro-
vides a summary of the main challenges to the scalability of [oT systems in Kazakhstan and
potential solutions.

Table 1- “Problems of the IoT system in Kazakhstan and solutions”

Issue Description Potential solutions

Infrastructural | Insufficient network coverage and Development of 5G networks improvement of

problems limited bandwidth in remote and rural | telecommunications infrastructure within the
areas. framework of the Digital Kazakhstan program.

Energy High power consumption of IoT Developing more energy efficient devices; utiliz-

constraints devices, requiring frequent battery ing alternative energy sources such as solar panels.
replacement or recharging.

Cybersecurity | Vulnerability of IoT devices to cyber- | Implement security standards such as data encryp-

and data attacks and unauthorized access. tion and user authentication; develop new security

protection methods.

Compatibility | Diversity of devices and platforms us- | Implementation of international standards and

and ing different standards and protocols. | protocols such as MQTT and CoAP; development

standardisation of national standards and regulations.

Data processing
and analysis

The necessity for the rapid processing
and analysis of vast quantities of data.

The development of capacities for big data pro-
cessing and the training of qualified specialists in
the field of data analytics are both key objectives
of this project.

Organisational | The existence of bureaucratic barriers | The establishment of interdepartmental working

and and a lack of a unified coordination groups and the formulation of a unified strategy

management strategy across sectors and agencies for digitalization and the integration of [oT sys-

challenges represents a significant challenge. tems are two key objectives.

Economic The implementation and operation of | The stimulation of investments in Internet of

problems IoT systems is associated with signifi- | Things (IoT) technologies and the development

cant upfront costs. of the market for financing innovative projects are

two key objectives.

Personnel There is a shortage of skilled [oT The development of educational programs and

issues professionals. courses on the Internet of Things (IoT) is a key
area of focus. Additionally, the organization of
training courses and professional development
programs is a significant aspect of the organiza-
tion’s activities.

Regulatory and | The absence of clear regulations and The development and implementation of regula-

legal challenges | standards governing the use of the tions and standards to regulate the use of Internet

Internet of Things (IoT) represents a
significant challenge.

of Things (IoT) technologies.

Source: authors

The development and scaling of IoT systems in Kazakhstan have the potential to
transform various industries and improve the quality of life of citizens. Despite the success-
es achieved, Kazakhstan faces a number of significant challenges related to infrastructure
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constraints, energy requirements of devices, cybersecurity issues, equipment incompatibili-
ty, data processing complexity, organizational barriers, financial constraints, staff shortages
and regulatory challenges (International Conference “Opening New Era of Smart Society”,
2017).

In order to address these challenges, it is necessary to adopt an integrated approach
and to coordinate the efforts of government agencies, the private sector, and educational in-
stitutions. Investments in the development of network infrastructure, the introduction of en-
ergy-efficient technologies, cybersecurity, the standardization of devices and protocols, and
the training of skilled professionals are key steps for the successful integration and scaling of
IoT systems (Olivier Hersent, 2012:152).

In order to stimulate investment and create favorable conditions for financing in-
novative projects, as well as to develop clear regulations and standards, it is necessary to
provide a legal framework for the use of IoT technologies. Such an integrated approach will
enable Kazakhstan to realiz the potential of the Internet of Things, thereby contributing to
economic growth, increasing the efficiency of various industries and improving the quality
of life of the population.

Conclusion

This article examines the current situation with regard to the development and in-
tegration of IoT systems in Kazakhstan, identifies the principal projects and initiatives, and
analyses the challenges that the country is facing in its transition to a digital economy. Ka-
zakhstan is actively implementing Internet of Things (IoT) technologies across various sec-
tors, including smart cities, agriculture, energy, and healthcare. This is leading to enhanced
efficiency and quality of life for citizens.

Nevertheless, despite the significant progress that has been made, a number of sig-
nificant challenges remain that impede the scaling and integration of IoT systems. These
issues include infrastructural limitations, high energy consumption by devices, cybersecurity
threats, incompatibility of equipment, difficulties in data processing and analysis, and organi-
zational challenges. Furthermore, there are managerial, financial, and personnel constraints,
as well as regulatory challenges. To overcome these obstacles, a comprehensive approach
is essential, encompassing the development of In order to overcome these obstacles, it is
necessary to implement a multifaceted approach, encompassing the development of telecom-
munications infrastructure, the introduction of energy-efficient technologies, the assurance of
cybersecurity, the standardization of devices and protocols, and the training of qualified pro-
fessionals. In order to stimulate investment and create favorable conditions for the financing
of innovative projects, it is necessary to develop clear regulatory frameworks and standards.
These will provide a robust legal foundation for the deployment of [oT technologies.

These measures will enable Kazakhstan to effectively address current challenges and
ensure the sustainable development of [oT systems. As a consequence, the country will be
able to exploit the potential of the Internet of Things, which will result in significant econom-
ic and social benefits, enhanced competitiveness on the global stage, and the creation of a
more conducive environment for the population. The successful integration of IoT technolo-
gies will be a pivotal factor in Kazakhstan’s digital transformation, laying the foundation for
an innovative future.
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