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Abstract. Unmanned aerial vehicles (UAVs) pose significant security challenges, 
especially in sensitive areas such as government buildings, schools, kindergartens, and bor-
ders. Effective detection and identification of UAVs are critical to protect sensitive areas from 
unauthorized access or hostile use. In terms of the ability to effectively detect the activity of 
suspected UAVs in these critical areas, there are two frequency-based detection technolo-
gies: acoustic sensors and program-defined radio (SDR). This study presents a comparative 
analysis of these technologies and evaluates their effectiveness in UAV identification. By an-
alyzing UAV acoustic signatures and radio frequency (RF) emissions, the authors attempted 
to evaluate the strengths, limitations, and practical applications of each system. The findings 
indicate that although both technologies are effective, the choice between them depends on 
environmental conditions, UAV characteristics, and specific use cases. The researchers also 
attempted to analyze their effective performance sides to combine both for reliable recogni-
tion.
       Keywords: drone detection, software-defined radio (SDR), acoustic sensors, un-
manned aerial vehicles (UAVs), signal processing, RF emissions, and UAV recognition
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Аннотация. Ұшқышсыз ұшу аппараттары (ҰҰА) әсіресе үкіметтік ғимараттар, 
мектептер, балабақшалар және шекаралар сияқты сезімтал аймақтарда маңызды 
қауіпсіздік мәселелерін тудырады. ҰАА-н тиімді анықтау және сәйкестендіру сезімтал 
аймақтардағы рұқсатсыз кіруден немесе дұшпандық пайдаланудан қорғау үшін өте 
маңызды болып табылады. Осы маңызды салаларда күдікті ҰҰА-ның әрекетін тиімді 
анықтау қабілеті тұрғысынан жиілікке негізделген екі анықтау технологиялары бар: 
акустикалық сенсорлар және бағдарламамен анықталатын радио-жүйе (SDR). Бұл 
зерттеу осы технологиялардың салыстырмалы талдауын ұсынады және олардың 
ұшқышсыз ұшу аппараттарын анықтаудағы тиімділігін бағалайды. ҰҰА-ның 
акустикалық белгілері мен радиожиілік (РЖ) сәулеленулерін талдау арқылы әрбір 
жүйенің артықшылықтарын, шектеулерін және практикалық қолдануларын бағалауға 
тырыстық. Біздің қорытындыларымыз негізінде екі технология да тиімді болғанымен, 
олардың арасындағы таңдау қоршаған орта жағдайларына, ҰҰА-ның өнімділігіне 
және нақты пайдалану жағдайларына байланысты. Сонымен қатар, сенімді тану үшін 
екі жүйені біріктіруге олардың тиімді өнімділік жақтарын талдауға тырыстық.

Түйін сөздер: Дронды анықтау, бағдарламамен анықталатын радио-жүйе 
(SDR), акустикалық сенсорлар, ұшқышсыз ұшу аппараттары (ҰҰА), сигналдарды 
өңдеу, РЖ сәулеленуі және ҰҰА тану

Дəйексөз үшін: Д. Утебаева, Л. Илипбаева. БАҒДАРЛАМАМЕН АНЫҚТА-
ЛАТЫН РАДИО-ЖҮЙЕНІҢ (SDR) ЖƏНЕ ИНТЕЛЛЕКТУАЛДЫ АКУСТИКАЛЫҚ 
СЕНСОРДЫҢ ОРЫНДАУ ҚАБІЛЕТТЕРІН ҰШҚЫШСЫЗ ҰШУ АППАРАТТАРЫН 
ТАНУҒА САЛЫСТЫРМАЛЫ ЗЕРТТЕУ. // ХАЛЫҚАРАЛЫҚ АҚПАРАТТЫҚ ЖƏНЕ 
КОММУНИКАЛЫҚ ТЕХНОЛОГИЯЛАР ЖУРНАЛЫ. 2024. Т. 5. No. 19. 90–98 бет. 
(ағылшын тілінде). https://doi.org/10.54309/IJICT.2024.19.3.008.
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Аннотация. Беспилотные летательные аппараты (БПЛА) представляют собой 

существенные проблемы безопасности, особенно в таких чувствительных зонах, как 
правительственные здания, школы, детские сады и границы. Эффективное 
обнаружение и идентификация БПЛА имеют решающее значение для защиты 
чувствительных зон от несанкционированного доступа или враждебного 
использования. С точки зрения способности эффективно обнаруживать активность 
подозрительных БПЛА в этих критически важных областях, существуют две 
технологии частотного обнаружения: акустические датчики и программно-
определяемая радиосвязь (SDR). В этом ис-следовании проводится 
сравнительный анализ этих технологий и оценивается их эффективность в 
идентификации БПЛА. Анализируя акустические сигнатуры БПЛА и радиочастотные 
(РЧ) излучения, мы попытались оценить сильные стороны, ограничения и 
практическое применение каждой системы. Наши выводы показывают, что, хотя 
обе технологии эффективны, выбор между ними зависит от условий окружающей 
среды, характеристик БПЛА и конкретных вариантов использования. Кроме того, 
мы попытались проанализировать их эффективные стороны производительности для 
объединения обеих для надежного распознавания.

Ключевые слова: обнаружение дронов, программно-определяемая 
радиосистема (SDR), акустические датчики, беспилотные летательные аппараты 
(БПЛА), обработка сигналов, радиочастотное излучение и распознавание БПЛА

Для цитирования: Д. Утебаева, Л. Илипбаева. СРАВНИТЕЛЬНОЕ ИССЛЕ-
ДОВАНИЕ ХАРАКТЕРИСТИК ПРОГРАММНО-КОНФИГУРИРУЕМОЙ РАДИО-
СВЯЗИ (SDR) И АКУСТИЧЕСКИХ ДАТЧИКОВ ДЛЯ ОБНАРУЖЕНИЯ БПЛА. // 
МЕЖДУНАРОДНЫЙ ЖУРНАЛ ИНФОРМАЦИОННЫХ И КОММУНИКАЦИОННЫХ 
ТЕХНОЛОГИЙ. 2024. Т. 5. No. 19. Стр. 90–98. (На анг.). https://doi.org/10.54309/
IJICT.2024.19.3.008.

Introduction
Unmanned aerial vehicles, sometimes called drones, are becoming increasingly com-mon as 
they can be used in many different aspects of our daily lives. But even with these 
benefits, there are many risks and challenges associated with using UAVs, especially when 
it comes to safety (Seidaliyeva et al., 2020; Taha et al., 2019). Unauthorized UAV use can 
have serious consequences when it occurs close to highly sensitive locations like airports, 
power plants, government buildings, and other vital infrastructures (Seidaliyeva et al., 
2024). It can also occur in populated areas like kindergartens, universities, and schools. 
Cases of airspace 
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incidents in critical facilities, including drone malfunctions, have increased in frequency in 
recent years (Utebayeva et al., 2023; Seidaliyeva et al., 2024). In this regard, there is an ur-
gent need to create and develop effective UAV detection and identification systems. To ensure 
a timely response to any threats, modern UAV detection systems aim to solve the problem of 
early warning and detection of drones. It is essential to identify drones and accurately classi-
fy, categorize, and track them based on their type, flight path and range (Samaras et al., 2019; 
Taha et al., 2019). When building such systems, it is necessary to use several strategies and 
technologies that guarantee accurate, fast detection with a small number of false positives. 
Smart acoustic sensors (Kashyap et al., 2023; Utebayeva et al., 2023) and software-defined 
radios (SDR) (Chiper et al., 2023) are two prominent options among several UAV detection 
methods based on frequency characteristics. Each of these two methods offers unique fea-
tures, advantages, and disadvantages in addition to different operating principles.

Intelligent acoustic sensors use the ability of microphones and neural networks to 
recognize UAV sounds. Each model, their actions and UAV states have a unique sound sig-
nature, which depends on the rotation speed of the propellers, the number of engines and 
aerodynamic characteristics. Using digital signal processing techniques such as Fast Fourier 
Transform (FFT) and their time-frequency processing, these acoustic signatures can be ex-
tracted and the sound source can be identified as a UAV (Utebayeva et al., 2023). The advan-
tage of this approach is its passive nature: acoustic sensors do not emit any signals, which 
makes them less noticeable to a potential intruder. In addition, acoustic sensors are inexpen-
sive and easy to install, which makes them available for widespread use. However, despite 
the obvious advantages, intelligent acoustic systems also have several significant limitations. 
First, their operation is highly dependent on the environment. In conditions of strong wind, 
rain or in noisy urban areas, the effectiveness of acoustic sensors is significantly reduced due 
to interference from extraneous sounds. In addition, acoustic sensors have a limited range, 
which cannot offer their use in large open spaces or requires the repetition of installation of 
several points. There is also a risk of false alarms, when the system can mistakenly identify 
other sound sources, such as helicopters, motorcycles, or construction equipment, if these 
sounds are not sufficiently trained in those systems.

UAVs produce radio frequency (RF) signals (Tian et al., 2024) that can be captured 
and analyzed by software-defined radios (SDRs), which are adaptive systems. Radio trans-
missions are used by most drones for GPS (global positioning system), as well as for control 
and data transmission (Bisio et al., 2024; Chiper et al., 2023). By tuning the receiver to 
different frequencies and communication protocols, SDRs can detect signals emitted by un-
manned aerial vehicles (UAVs) and then analyze them to find out various data points, such 
as the type of device, the frequency of transmission, and the signal strength. The extended 
detection range of the SDR is one of its key advantages. Since radio signals can be detected 
at a greater distance than sound sensors, the SDR is especially useful in open areas and situa-
tions where drone detection must occur early. Additionally, the SDR can operate over a wide 
frequency range, allowing it to monitor more complex, encrypted, or frequency-hopping data 
transmissions in addition to regular UAV control signals. But SDRs also face some challeng-
es. Primarily we would like to consider the issue of radio spectrum congestion, especially in 
urban environments where multiple devices (such as Wi-Fi, cell phones, and radios) generate 
increased levels of radio noise that can interfere with the detection of UAV signals. Addition-
ally, drones can be difficult to identify using SDRs due to their use of secure communications 
channels or frequency manipulation (Chiper et al., 2023; Gelman et al., 2019). There is also 
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the fact that SDR systems can be more expensive to install and maintain than acoustic sensors 
due to their greater need for complex and expensive hardware.

The aim of this study is to conduct a thorough analysis and comparison of two UAV 
detection technologies: software-defined radios (SDR) and intelligent acoustic sensors. The 
objectives of the study are to comparatively study their main advantages, disadvantages, and 
areas of application. The results of the study will be useful in identifying the best circum-
stances for using each technology and in suggesting which one to use based on the specifics 
of the task, such as border control, airport security, or urban safety.

Material and methods
Regarding drone recognition, intelligent acoustic and SDR sensors are 

complementary in their own ways. The following will discuss the general operations 
and steps of these two sensors individually:
Smart Acoustic Sensors
Intelligent acoustic sensors can recognize and analyze specific sound signatures gen-

erated by unmanned aerial vehicles (UAVs) using neural networks, complex signal process-
ing, and microphones. Propeller rotation and moving activity are the main sources of sound 
produced by UAVs. The type of UAV, its flight speed, altitude, load, distance from the micro-
phone, and ambient noise can all affect these sound signatures. That is, to detect unmanned 
aerial vehicles (UAVs) using acoustic sensors, various approaches to capturing, filtering, and 
analyzing sound data are integrated to accurately detect and identify UAVs in real operating 
conditions.

The development of intelligent acoustic sensor system consists of the following com-
ponents: Selection and placement of acoustic sensor microphones, Capture and pre-process-
ing of audio data, Extraction of acoustic features, Classification based on machine and deep 
learning, and Performance evaluation and testing in real-world conditions (Utebayeva et al., 
2023; Dumitrescu et al., 2020; Shi et al., 2018; Sonain et al., 2020). 

a) Selection and placement of acoustic sensor microphones: to record the UAV au-
dio signals, various microphones were used, including those built into laptops, which could 
capture sounds in a wide range of frequencies (from 20 Hz to 20 kHz). This allows recording 
sounds emitted by the drones’ engines and rotating propellers, which have distinctive acous-
tic properties. The placement of sensors considers the environmental conditions. To reduce 
the impact of background noise and obstacles on the sound wave, microphones are located 
either on the ground or at a height of approximately two to three meters above it. At the same 
time, it was assumed that multiple sensors would be used to ensure accurate triangulation of 
the sound source to determine the location of the UAV. Typically, the distance between sen-
sors to cover a large radius is fifty meters or 100-150 meters.

b) Capture and pre-processing of audio data: Audio signals are continuously recorded
and the information is stored for further processing on a sensor device. 

c) Extraction of acoustic features: after filtering the frequency domains of audio sig-
nals, the main elements of the UAV sound begin to be identified at the feature extraction 
stage. That is, at the first stage, the spectral power density of the audio signal, frequency 
peaks and time dependencies are processed. For this, signal processing methods are used: 
fast Fourier transform (FFT) and further processing of frequency-time characteristics. These 
methods allow identifying distinctive spectral features from the UAV sounds.

d) Classification based on Machine and Deep Learning: the accuracy of recognizing
the acoustic signatures of UAVs is improved by using machine learning or deep learning 
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methods. The training process uses a database of the sound characteristics of different drone 
models that have been captured. And Machine Learning and Deep Learning algorithms are 
trained to identify different types of drones based on their acoustic properties. Real-time clas-
sification is performed for each sound event that the system senses.

e) Performance evaluation and testing in real-world conditions: The final stage of
development will involve testing the intelligent acoustic sensor system. To confirm the reli-
ability of the neural network-based model, experimental data is used to evaluate the system 
performance metrics, such as overall recognition accuracy and classification accuracy report. 
The percentage of correctly classified events indicates the UAV detection accuracy, which is 
the main performance statistic.

Thus, intelligent acoustic sensors can provide better recognition capabilities through 
Deep Learning and Machine Learning methods in recognizing UAV sounds, their payloads, 
and their various states. However, its main limitation is the recognition range (Wang et al., 
2021; Jeon et al., 2017; Katta et al., 2022; Utebayeva et al., 2021).

Software-Defined Radio (SDR)
Unmanned aerial vehicles (UAVs) emit radio frequency (RF) signals that can be de-

tected and analyzed by software-defined radios (SDRs), which are incredibly versatile devic-
es. Most drone operations rely on these RF signals (Flak et al., 2023), as they are commonly 
used for several mission-critical tasks such as data transmission, remote control, and GPS 
navigation. With SDR technology, receivers can be easily tuned to different frequencies and 
configured to support different communication protocols such as Wi-Fi, Bluetooth, or pro-
prietary RF protocols unique to specific UAV models (Wen-Tzu Chen et al., 2017; Chiper et 
al., 2023).

SDR devices can use this adaptability to identify radio emissions from UAVs operat-
ing in different frequency bands, whether they are using GPS signals for autonomous naviga-
tion or are in direct communication with a ground station. SDR systems can obtain important 
information about UAVs in addition to detecting their existence due to their ability to track 
and interpret these radio frequency emissions. Thus, SDR technology is another effective 
tool for UAV detection and identification due to its adaptability and flexibility. It provides 
real-time intelligence in various operational scenarios (Chiper et al., 2023; Seidaliyeva et al., 
2024; Utebayeva et al., 2023).

Table 1 - Comparative Analysis for “Intelligent Acoustic Sensor” and “SDR Sensor” for UAV Detection Sys-
tems

Methods Advantages Limitations
Smart Acoustic 
Sensor

- Since they do not emit any signals, acoustic
sensors are harder to detect.
- They are not too expensive to use.
- Not requiring line of sight, passive detection
is advantageous in densely populated areas.

- The detection range of acous-
tic sensors is often llimited.
- Ambient noises can impede
the precision of detection.
- Similar noises coming from
other sources may cause false
alarms.
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SDR technology - Depending on the RF signal strength and sur-
rounding conditions, SDRs can detect UAVs
for longer distances.
- SDRs are capable of being adjusted to many
frequency bands and protocols, such as Wi-Fi,
GPS, and proprietary protocols.
- More specific information about the UAV

- SDR systems need more
advanced hardware to process
and acquire data.
- The RF spectrum is very
crowded in urban settings,
which can cause signal mask-
ing and interference.
- Certain UAVs employ fre-
quency-hopping or encrypted
communications, which makes
it more difficult for SDRs to
identify them.

Considering the advantages and disadvantages of these two methods, the following section analyzes the aspects 
discussed in Table 1.

Results and discussion
We tried to consider the general capabilities of Smart Acoustic Sensor and 

Software-Defined Radio approaches in terms of recognition area, accuracy, sensitivity to 
the environment, response time and cost. The reason for this is that these characteristics are 
crucial for the real-time functionality of the system.

Detection Range
In terms of detection range, the SDR system performed significantly better than the 

acoustic sensor. This is consistent with the inherent limitations of sound waves propagating 
through the atmosphere, as opposed to radio frequency transmissions.

Detection Accuracy
Both systems demonstrated high detection accuracy in quiet, controlled conditions, 

but SDR performed better. However, the accuracy of acoustic sensors drops sharply in noisy 
urban environments. The main reason for this discrepancy is that background noise obscures 
the UAV’s audio characteristics due to acoustic interference.

Environmental Robustness
SDRs proved to be very robust in a variety of environments. Although densely 

populated RF spectrums presented challenges in urban environments, sophisticated filtering 
strategies allowed SDRs to successfully separate UAV transmissions. In contrast, background 
noise significantly impacted the performance of acoustic sensors, especially when it came 
from sources with identical frequency characteristics. These sensors also struggled to operate 
in noisy environments. But these systems are very suitable for border areas.

Response Time
Both systems demonstrated real-time detection capabilities. Acoustic sensors 

typically exhibit faster response times due to their immediate audio transmission and simple 
signal processing. Due to the complexity of RF signal processing and decoding, SDRs have 
slightly higher latency, although they can operate in real time.

Cost-effectiveness
Acoustic sensors, especially for close-range detection in controlled situations, are 

significantly cheaper and easier to install than SDRs. SDR systems can cover larger areas and 
provide more detailed information, so despite their higher cost, they are more suitable for 
high-security facilities.

Conclusion
Comparative analysis shows that although their performance varies depending on the 

specific application and environment, both acoustic sensors and SDR systems offer signifi-
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cant capabilities for UAV detection and identification. SDRs perform better in large, complex 
environments and provide more specific data on UAV properties, while acoustic sensors are 
less expensive and more suitable for confined, monitored locations with little noise inter-
ference. The use of intelligent acoustic sensors for drones with payloads is becoming more 
reliable. Thus, integrating these two approaches to create a complex framework is the best 
solution for reliable real-time systems. 

Future research could explore fusion systems that combine both acoustic and RF 
detection methods, thereby capitalizing on the advantages of each technology to develop a 
more comprehensive and adaptive UAV detection system.
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