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Annoramus. byn xymeicta OSINT (Open Source Intelligence) 3eprreynepiHiy
Oetiri peTiHjae KOMIBIOTEPIIK KOpy 9IICTEepiH KongaHy 3epTrenreH. O ambIK Ke3aepacH
KOpHEKi JepeKTepAl KHHaAy, Talaay XOHE MHTepIpeTanusiay MpoleciH aBTOMaTTaHAbIPY
KOHE KAKCapTy YLIIH KOMITBIOTEPIIiK KOpYyAeri 3aMaHayd alrOpUTMAEP MEH MOJeIbACpIi
KaJaii maiiananyra 6onarbiHbIH 3epTTeiiai. 3eprrey CLIP CHSKTHI TEpeHACTINTeH OKBITYIBIH
03BIK YJITUIEPiH Naiiiajgana OThIPBII, KECKIHACP Il KUIOIbIH, JEPEKTEPl aJlJIbIH aia OHICY/IIH
JKOHE SHIIPYIiH MaHbI3AbI Ke3eHaepine OarbiTtanran. COHbIMEH Kartap, 3epTTey AYKbIMIbI
BU3YaJ bl epeKkTepi Oackapy xoHe Faiss skoHe Weaviate CHAKTBI BEKTOPIIBIK AEPEKKOpIIap
ApKBUTBI THIM/I 1316y MEXaHU3M/IEPiH eHT13y Macenemepi 3epTTeiai. Ochl TeXHOIOTUsIaP bl
KOJIJIaHa OTBIPHIN, Makanajga tepreyminep KEMIHIPEK OSINT Tepreynepinie achIpblH
OaiimaHbICTap/IbI Allly )KOHE aKMapaTThl TEKCEPY YIL1H Mai1anaHbUIaThIH KECKiHTe HET13eNTeH
13Aeynepaid A9MAIr MEH THIMIUIITIH Kanald apTTeIpa alaTblHbl cypeTTenareH. HoTmxkenep
KOMIIBIOTEPIIK Kepy oaicTeMeliepiH OipiKTipy apKbUIBI Teprey MpOLECTEepiH KakcapTy
OOMBIHIIA TPAKTUKAIIBIK YCHIHBICTAP/Ibl YChIHA OTBIPBIN, KOMIIBIOTEPIIIK KOpYy KoHe Oapiay
JICPEKTEPiH KUHAY CaJaChIHBIH 6CYiHE BIKIAN CTe/l.

Tyiiin ce3aep: Oapiay MoNiMETTEPiH KUHAY, KOMIIBIOTEPIIIK KOPY, alllbIK O0acTanKbl
Oapray, aBTOMaTTaHABIPBUIFAaH TEPrey

Jatiexcos ywin: 0. Coxvipan, T babenko, U. [lapxomenxo, JI. Mupymenxo.
OSINT 3EPTTEVJIEPIH JKYPII3VIIH KOMIIBIOTEP/IIK KOPY OJICTEPI //
XAJIBIKAPAJIPIK AKIIAPATTBIK JKOHE KOMMYHUKAJIPIK TEXHOJIOI'HAJIAP
JKYPHAJIBL. 2024. T. 5. No. 19. 80—89 6em. (asvirwvin mininde). hitps://doi.org/10.54309/
LJICT 2024.19.3.007.
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AHHoTauusi. B  naHHON  cTaTthe  wWcciemyeTrcs  NPUMEHEHHE  METOJIOB
KoMIIbIoTepHOro 3peHust B pamkax uccienosanuii OSINT (Open Source Intelligence). B
HEM pPAacCKa3blBa-€TCS O TOM, KaK COBPEMEHHBIC JITOPHUTMBbI U MOJAEIH KOMIIBIOTEPHOTO
3pEHHs] MOTYT OBITh MCIIOJNB30BAaHbl Ul aBTOMAaTH3alUK M yIy4IICHHUs Ipolecca cOopa,
aHanM3a M MHTepOpe-TalM BHU3YAJIbHBIX JaHHBIX M3 OTKPBITBIX HCTOYHHKOB.
HccnenoBanne cocpeloTOUEHO Ha BaKHEMIIMX —dSTamax OYUCTKH — HM300pakKeHHH,
MpeaBapuUTeIbHONM 00pabOTKM JaHHBIX W CO3Ja-HUSL BCTpaMBaeMbIX (ailioB ¢
HCHONB30BaHUEM IEPEIOBBIX Mojenel riybokoro oOyuenus, takux kak CLIP. Kpome
TOr0, B HCCIIEIOBAHUM PACCMATPUBAIOTCA MPOOJIEMbl YIPABICHUS KPYHMHOMACIITaOHBIMU
BU3yaJbHBIMH JAHHBIMH M BHEApPEHHUS 3(P(QEKTHBHBIX MEXaHU3MOB MOUCKA C MOMOIIBIO
BEKTOPHbIX 0a3 JaHHBIX, Takux Kak Faiss m Weaviate. B cratbe mnokasaHo kak ¢
MIPUMEHEHUEM 3THUX TEXHOJIOTHH, HCCIeOBAaTeM MOTYT IMOBBICHTH TOYHOCTH M 3(deK-
TUBHOCTH IIOMCKa Ha OCHOBE M300pa’keHMH, KOTOPBIC BIIOCIEACTBUHM HCHONB3YIOTCS IS
BBI-SIBJICHUSI CKPBITBIX CBsi3e M mpoBepku HH(opmamuu B paccienoanusix OSINT.
[Tonmy4en-Hple pe3ysbTaTbl BHOCSAT BKJaJ B Pa3BUTHE KOMIBIOTEPHOTO 3peHUs U cOopa
pa3BeAJaHHBIX, Npeajarass MNPAaKTHUYECKHE PEKOMEHIALUU [0 COBEPLICHCTBOBAHHIO
MIPOLIECCOB PACCIICAOBA-HUS 3a CUET HHTETPALUI METOAOJIOTHI KOMIIBIOTEPHOT'O 3PEHUSI.

KiroueBble ci1oBa: cOOp pa3Be/IJaHHBIX, KOMITBIOTEPHOE 3PCHUE, PA3BEIAHHbIC C
OTKPBITBIM HCXOHBIM KOJIOM, aBTOMAaTU3HPOBAHHbIE PACCICI0BAHUS

Jna  yumuposanusn: 0. Cokupan, T Babenxo, HU. Ilapxomenxo, Jl.
Mupymen-xo. METO/[BI = KOMIIBIOTEPHOI'O 3PEHUA JIJI1 IIPOBE/[EHUA
OSINT-UC-CJIE[JOBAHUHU / MEXX/IVYHAPOIHbIU _ KYPHAJI
UHDOOPMAIIMOHHBIX U KOMMYHUKAIIMOHHbBIX TEXHOJIOI'MHU. 2024. T 5.
No. 19. Cmp. 80-89. (Ha ane). https://doi.org/10.54309/1JICT.2024.19.3.007.

Introduction

Computer vision is a branch of artificial intelligence (Al) that empowers computers
and systems to derive meaningful insights from digital images, videos, and other visual
in-puts, enabling them to take actions or provide recommendations based on this

information.
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Computer vision grants systems the capability to see, observe, comprehend and that allows
them to interact with the environment in a more advanced way (Yann et al., 2015).

Significant advancements in computer vision and multimedia processing over the
past decade have allowed many tasks to be performed with human-level accuracy, or even
surpassing it. These advancements are attributed to the vast amounts of data available for
training, which has enhanced computational capabilities. This processing power is applied
in various fields, such as autonomous vehicle navigation, security applications in video sur-
veillance systems, and the analysis of medical images for healthcare diagnostics. A common
application is image search, where users directly search for visual content (Radford et al.,
2021).

Despite the transformative impact of deep learning on computer vision, current ap-
proaches face significant challenges: organizing training datasets with labeled images is both
time-consuming and costly, especially when training is focused on a narrow set of visual
tasks. Moreover, standard vision models excel at a single task but require substantial effort to
adapt to new ones. Models that perform well on benchmarks often show disappointing results
in stress tests, raising concerns about the overall deep learning approach in computer vision.

OpenAl’s CLIP model seeks to address these challenges by learning from a diverse
range of images and their associated textual data, which is abundantly available online. The
CLIP model utilizes embeddings, which are numerical representations of data like text and
images (Radford et al., 2021). These embeddings are generated using a model trained on im-
age-text pairs, enabling the model to encode the semantic content of images. This approach
facilitates the creation of a search engine by following these steps:

1. calculate embeddings for all images in the dataset;generate the text embedding for
the user query (e.g., “helmet” or “car”’);compare the text embeddings with image embeddings
to identify relevant matches.

The closer the two embeddings are, the more similar the documents they represent.
To measure the similarity between generated vectors, statistical methods such as cosine sim-
ilarity, Euclidean distance can be used. Cosine similarity is widely used for text similarity.

In the context of modern OSINT investigations, researchers need to gather and pro-
cess large databases that include both textual and multimedia content—images, videos, and
more. An integrated image search system can greatly assist them by enabling searches based
on text queries and using embeddings to find images that correspond to a specific query. Ad-
ditionally, by incorporating a neural network capable of describing images, the system can
facilitate searches not only by image embeddings but also by their descriptions (Kermode et
al., 2020).

Material and methods

Data collection and preprocessing

Initially, the process involves conducting image scraping, which involves the utiliza-
tion of web scraping tools such as Scrapy, Selenium, or specialized image scraping libraries
to automate the collection of images from various online sources. Common sources for this
data include image-hosting websites, social media platforms (such as Instagram and Face-
book), messaging services (like Telegram), news sites, forums, and other web resources that
contain visual content. During scraping, it is important to follow exclusion rules (such as
robots.txt file) and the data usage policies of the respective websites. The collected images
are stored in appropriate formats (JPEG, PNG, etc.) in an organized structure on the disk
(Walkow et al., 2023: 402—409).
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Next, along with the collected images, accompanying metadata and textual data is
also gathered, such as textual descriptions, titles, tags, user comments, and more. This data
can significantly enhance the quality of vector embeddings and search accuracy by providing
additional context. At this stage, it is advisable to use various parsers and data scrapers to
extract valuable information from web pages, PDF files, documents, and other digital data
sources. Depending on the data format, HTML/XML parsing libraries, Regular Expressions,
specialized PDF parsers, and others may be used. The obtained textual data is stored together
with the images and can be used as additional data to improve and refine search results.

It is essential to conduct thorough data cleansing, which involves the removal of
noise, errors, and incorrect data from the set of images and associated metadata (Sohail et al.,
2023). This process may include the following steps:

- elimination of exact duplicates and near-duplicates of images with minor variations;

- removal of images that are of very low quality, blurred, or heavily noisy;

- correction or removal of evidently irrelevant tags and textual descriptions;

- filling in missing metadata with synthetic data generated through deep learning
models.

Data normalization is also conducted, which involves standardizing images and tex-
tual data into a unified format to facilitate further processing.

After data cleansing and normalization, the refined data is utilized to compute vec-
tor embeddings. Advanced computer vision deep learning models, such as CLIP, BLIP, and
VGQ, are applied to calculate vector embeddings for each image in the dataset. These embed-
dings will be employed for the efficient retrieval of similar images in the subsequent stages of
the algorithm (Yann et al., 2015).
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Fig. 1 —“The process of collecting, processing and populating the database”
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This process is portrayed in figure 1. Next part is selecting a database: The choice
of an appropriate vector database is crucial for ensuring efficient search operations based on
vector embeddings. Popular options include Faiss, Weaviate, and others (Kukreja et al., 2023:
231-236).

The selection typically depends on the following factors:

- the dimensionality of the vector embeddings (some databases perform better with
high or low dimensionality);

- the expected volume of data (certain databases are more efficient for very large
datasets);

- supported distance metrics and index types;

- performance requirements for search and data updates;

- scalability, distributed indexing capabilities, and fault tolerance;

- compatibility with selected libraries and frameworks (such as PyTorch, Tensor-
Flow).

Configuring parameters: the vector database is configured with parameters such as
vector dimensionality, index type, and distance metric (e.g., cosine similarity, Euclidean dis-
tance). The correct selection of these parameters can significantly impact the speed and accu-
racy of the search, especially when dealing with large volumes of data (Kukreja et al., 2023:
231-236).

Data loading: the calculated image embeddings and associated data are then loaded
into the vector database. This allows for efficient storage and indexing of the data for subse-
quent search operations.

Discussion and results

Application of vector databases in image search

Vector databases have numerous applications in image search and retrieval tasks,
making them an essential tool in modern data management. One prominent use case is con-
tent-based image search, where vector databases enable the search for visually similar images
based on their content, rather than relying solely on textual metadata. This capability allows
for more intuitive and accurate search results, particularly in situations where images lack
detailed descriptions or where the visual aspect is the primary search criterion (Kukreja et al.,
2023: 231-236).

Another significant application is image deduplication. By comparing embedded im-
ages, vector databases can efficiently identify and remove duplicates or near-duplicates from
large image collections. This is particularly useful in managing extensive datasets, ensuring
that storage is optimized and that search results are not cluttered with repetitive images.

Vector databases are also employed in visual product search, especially within e-com-
merce platforms. These systems allow users to search for visually similar products based on
a reference image, providing a more engaging and user-friendly shopping experience. By le-
veraging visual similarities, these platforms can recommend products that align closely with
what the user is seeking, enhancing the overall effectiveness of the search process (Kukreja
et al., 2023: 231-236).

Additionally, vector databases are widely used for image clustering and categoriza-
tion by grouping visually similar images into clusters or categories based on their embedding
proximity. This functionality supports the organization of large image datasets, making it eas-
ier to manage, analyze, and retrieve images according to their visual characteristics (Kukreja
et al., 2023: 231-236).
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Overall, vector databases, in combination with image embeddings, offer a powerful
solution for efficient and accurate image search. By utilizing both semantic and visual in-
formation, these databases support rapid and reliable similarity searches across large-scale
image collections. As the volume of visual data continues to grow, the importance of vector
databases in image search applications is expected to increase, highlighting their critical role
in various industries. The primary distinction between vector databases and traditional data-
bases lies in their approach to storing and processing data, as well as the types of queries they
are optimized to manage.

Query processing and post-processing

Receiving the query: the user’s query may be in the form of an image, text, or a com-
bination of both.

If the user provides a textual description or other accompanying data, the necessary
processing and cleaning of this data is performed (Kermode et al., 2020).

The following steps are taken at this stage:

- translation of the text into one of the languages supported by the model, if neces-
sary;

- removal of stop words, punctuation marks, HTML tags, and other “noise” from the
text;

- augmentation of the query with synonyms of key words and relevant terms from
semantically related topics;

- rephrasing the query to improve its compatibility with the embedding model.

If the user submits a query in the form of an image, deep learning models can be
applied to generate an additional description of the provided image.

Next, the query embedding is computed: using the same deep learning model as was
used for the image embeddings in the database, we calculate the vector embedding of the
user’s query.

Then nearest neighbor search is performed: efficient nearest neighbor search algo-
rithms (such as the k-nearest neighbors algorithm) are applied to find the embeddings in the
database that are closest to the query embedding.

Displaying results: the query image and the top k nearest images from the database
are presented to the user, ordered by decreasing similarity to the query. Alongside each re-
trieved image, a numerical value representing the distance or similarity metric to the query
may be displayed to provide a clearer comparison of relevance. The images can be presented
as thumbnails or with an option for full-size viewing.

Displaying metadata: optionally, if available, the system can display accompanying
metadata (such as textual descriptions, tags, titles, etc.) for each retrieved image, providing
the user with additional context and improving the clarity of the search results.

Navigation and filtering: the user may be provided with the option to view more re-
sults through pagination or infinite scrolling. Additionally, filtering results by various criteria
such as image size, file type, source, creation date, and more can be implemented. This allows
the user to refine search queries and focus on the most relevant results.
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Conclusion

In conclusion, the integration of computer vision technologies into OSINT investi-
gations has significantly enhanced the capabilities of analysts and researchers. By employing
advanced deep learning models such as CLIP and VGG, it is now possible to automate the
process of image analysis and retrieval, providing a more efficient and accurate method for
handling vast amounts of visual data. These models enable the extraction of meaningful em-
beddings from images, which can then be used to find relevant matches within large datasets.
This approach not only saves time but also increases the precision of search results, making
it an invaluable tool in intelligence gathering and analysis (Sohail et al., 2023).

The meticulous process of data scraping, cleaning, and normalization is crucial in
preparing the visual data for effective embedding and retrieval. Ensuring the removal of
noise, duplicates, and irrelevant information allows for the creation of high-quality datasets
that can be efficiently processed by machine learning models. This preparation stage is essen-
tial for achieving accurate embeddings, which are foundational to the success of any image
retrieval system. Moreover, the incorporation of metadata and textual information alongside
images provides additional layers of context, further refining the search and retrieval process
(Walkow et al., 2023: 402—409).

Selecting the appropriate vector database and configuring it with the correct param-
eters is another critical step in building an effective image retrieval system. The choice of
database and its configuration—such as vector dimensionality, indexing methods, and dis-
tance metrics—directly impacts the speed and accuracy of search operations. Tuned, these
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systems can manage large-scale data with ease, enabling rapid and reliable access to relevant
visual information, which is essential in high-stakes OSINT operations (Kukreja et al., 2023:
231-236).

The development and implementation of these systems represent a significant ad-
vancement in the field of OSINT. By leveraging state-of-the-art computer vision techniques
and technologies, analysts are better equipped to manage and interpret complex visual data.
This not only enhances their investigative capabilities but also contributes to more informed
decision-making processes, thereby strengthening the overall effectiveness of intelligence
operations in today’s increasingly data-driven world.

Ffurther research

Future research should focus on enhancing the adaptability and accuracy of image
search systems based on embeddings, particularly by refining the methods of query refine-
ment and user interaction. One promising area of exploration is the development of more
advanced techniques for query enhancement, where users can iteratively refine their searches
by adding new images, text, or a combination of both. This would enable a more dynamic
and interactive search process, allowing for a gradual narrowing of search scope and yielding
more precise results that better align with the user’s intentions.

Another critical area for further investigation is the design and optimization of user
interfaces that facilitate more intuitive and efficient interaction with the image search sys-
tem. Research could explore the most effective ways to present search results, including the
arrangement of thumbnail galleries, the display of relevant metadata, and the integration of
advanced filtering and navigation options. By improving the user experience, researchers can
help ensure that users are able to analyze results more effectively and make precise adjust-
ments to their searches, thereby enhancing the overall utility of the system.

Feedback mechanisms also present a significant opportunity for further research. De-
veloping more sophisticated methods for collecting and analyzing user feedback on search
relevance can provide valuable insights into the system’s performance. This feedback can
be used to continuously improve the algorithm by fine-tuning the parameters of embedding
models, adjusting similarity metrics, and optimizing search algorithms. Regular updates
based on user feedback could lead to more accurate and reliable search outcomes, ensuring
that the system remains responsive to the evolving needs of its users.

Finally, research should explore the broader implications of embedding-based image
search systems in various domains, such as healthcare, security, and social media. Under-
standing the specific requirements and challenges of these fields can guide the development
of tailored solutions that maximize the impact and effectiveness of image retrieval technolo-
gies. By addressing these areas, future research can contribute to the ongoing advancement of
computer vision applications and their integration into critical real-world contexts.
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