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Abstract. Considerable progress has been made in the development of video analyt-
ics systems and individual image authentication technologies. However, challenges persist 
in recognizing dynamic images due to the complexity and variability of real-world behavior. 
Certain scenarios place particular importance on extracting information about the structure 
and motion of objects within a scene, such as indoor video surveillance in crowded areas, 
robotic system traffic control, and vehicle movement monitoring. For object tracking tasks, 
current research and development focus on addressing the following practical challenges: 
variations in scene illumination or image lighting conditions; noise generated by camera sys-
tems; objects that change shape over time; temporary disappearance of objects due to occlu-
sion by other objects; simultaneous movement of multiple objects with similar 
characteristics and intersecting trajectories. In the field of object recognition, there remains 
a pressing need for real-time algorithms capable of accurately identifying objects in 
video frames despite interference or noise. Therefore, the development, refinement, and 
analysis of algorithms for tracking and identifying objects in video footage continue to be 
critical issues in the current stage of scientific and technological progress. The primary 
objective is to develop, enhance, and study new algorithms for object tracking and 
recognition in video data, considering distortions and interference. This effort aligns with 
practical requirements for the effective operation of modern security systems.

 Keywords: open-source computer vision, region of interest, background subtraction, 
optical character recognition
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Аннотация. Бейне аналитика жүйелерін және кескіннің аутентификациясының 
жеке технологияларын дамытуда айтарлықтай прогреске қол жеткізілді. Дегенмен, 
нақты әлемдегі мінез-құлықтың күрделілігі мен өзгермелілігіне байланысты 
динамикалық бейнелерді тану қиындықтары сақталады. Кейбір сценарийлерде 
адамдар көп шоғырланған аумақтардағы ішкі бейнебақылау, көлік қозғалысын 
басқарудың роботтық жүйесі және көлік қозғалысын бақылау сияқты көріністегі 
нысандардың құрылымы мен қозғалысы туралы ақпаратты алуға ерекше мән беріледі. 
Объектілерді бақылау тапсырмалары үшін ағымдағы зерттеулер мен әзірлемелер 
келесі практикалық міндеттерді шешуге бағытталған: Көрініс жарықтандыру 
немесе кескінді жарықтандыру жағдайларындағы өзгерістер. Камера жүйелері 
тудыратын шу. Уақыт өте келе пішінін өзгертетін объектілер. Басқа заттармен бітелу 
салдарынан заттардың уақытша жоғалуы. Ұқсас сипаттамалары және қиылысатын 
траекториялары бар бірнеше объектілердің бір мезгілде қозғалысы. Объектіні тану 
саласында кедергі немесе шуылға қарамастан бейне кадрлардағы объектілерді дәл 
анықтауға қабілетті нақты уақыт режиміндегі алгоритмдерге қажетті қажеттілік 
сақталады. Сондықтан, бейнежазбалардағы объектілерді қадағалау және анықтау 
алгоритмдерін жасау, нақтылау және талдау ғылыми-техникалық прогрестің қазіргі 
кезеңінде өзекті мәселелер болып қала береді. Негізгі мақсат - бұрмаланулар мен 
кедергілерді ескере отырып, бейне деректердегі объектіні бақылау және тану үшін 
жаңа алгоритмдерді әзірлеу, жақсарту және зерттеу. Бұл күш заманауи қауіпсіздік 
жүйелерінің тиімді жұмыс істеуіне арналған практикалық талаптарға сәйкес келеді. 

Түйін сөздер: Open Source Computer Vision, Region of interest, Background 
subtraction, Optical character recognition
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Аннотация. Значительный прогресс был достигнут в разработке систем 
видеоаналитики и технологий аутентификации отдельных изображений. Однако 
проблемы с распознаванием динамических изображений сохраняются из-за 
сложности и изменчивости поведения в реальном мире. Определенные сценарии 
придают особое значение извлечению информации о структуре и движении объектов 
в пределах сцены, например, внутреннее видеонаблюдение в многолюдных местах, 
управление движением роботизированных систем и мониторинг движения 
транспортных средств. Для задач отслеживания объектов текущие исследования и 
разработки сосредоточены на решении следующих практических проблем: изменения 
в освещении сцены или условиях освещения изображения; шум, создаваемый 
системами камер; объекты, которые меняют форму с течением времени; временное 
исчезновение объектов из-за окклюзии другими объектами; одновременное 
движение нескольких объектов со схожими характеристиками и пересекающимися 
траекториями. В области распознавания объектов сохраняется острая потребность в 
алгоритмах реального времени, способных точно идентифицировать объекты в 
видеокадрах, несмотря на помехи или шум. Поэтому разработка, совершенствование 
и анализ алгоритмов отслеживания и распознавания объектов на видеоматериалах 
остаются важнейшими задачами на современном этапе научно-технического 
прогресса. Основной целью является разработка, совершенствование и изучение 
новых алгоритмов отслеживания и распознавания объектов на видеоматериалах с 
учетом искажений и помех. Эта работа соответствует практическим требованиям 
эффективной работы современных систем безопасности.
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ОТСЛЕЖИВАНИЯ ДИНАМИЧЕСКИХ ОБЪЕКТОВ В РЕАЛЬНОМ ВРЕМЕНИ//
МЕЖДУНАРОДНЫЙ ЖУРНАЛ ИНФОРМАЦИОННЫХ И 
КОММУНИКАЦИОННЫХ ТЕХНОЛОГИЙ. 2024. Т. 5. No. 20. Стр. 118–131. (На 
англ.). https://doi.org/10.54309/IJICT.2024.20.4.010.

Introduction
       Billions of security systems are integral to the modern civilized world (Amirgaliev, 

2012; Mukhanov  et al.,  2020: 31–37; Mukhanov et al.,  2023: 16–27; Mukhanov et al.,  
2023: 15–27; Kenshimov et al.,  2021: 44–54). Monitors display a continuous stream of im-
ages, with many operators ensuring safety in airports, train stations, and other public spaces. 
Surveillance has become one of the most crucial technical tools for ensuring security. Digital 
image processing algorithms (Uskenbayeva et al., 2020: 1–6; Bazarevsky et al., 2019; Anna 
Vidyanova, 2022) and computer vision technologies (Bilgin et al., 2019; Liukai et al., 
2022: 103364) play a critical role in modern security systems, enabling the real-time 
monitoring of thousands of video channels.

The development of modern security systems is associated with the following key 
challenges:

• Detecting objects of interest in complex, dynamic backgrounds.
• Measuring spatial parameters and estimating dynamic characteristics of ob-

jects across sequential frames.
• Tracking objects over time.
• Classifying and identifying dynamic objects.
Among various recognition and classification tasks, one of the most critical and

pressing is the detection and classification of human faces (Guoxiang et al., 2023: 118912). 
This problem has wide applications across multiple domains, particularly in security sys-
tems. Face recognition is utilized in areas such as verifying photos in passports and driving 
licenses, controlling access to secure computer networks and office equipment, and monitor-
ing airports and train stations to prevent terrorist activities, among others. In most practical 
scenarios, analyzing input images must occur in real time.

Modern algorithms achieve a high probability—greater than 90 % – of detecting 
human faces in live video feeds with complex backgrounds. Among the most well-known 
algorithms is the boosting-based method proposed by P. Viola and M. Jones in 2001 (Yeo et 
al., 2013).

The aim of object tracking is to establish consistency between objects or parts across 
sequences of frames, determine object trajectories, and calculate dynamic characteristics like 
speed and direction of movement (Okan et al., 2019). In most practical applications, object 
tracking must be performed in real time (Jaya Prakash et al., 2022). Automated object rec-
ognition is another critical area of computer vision (Whoi-Yul Kim et al., 2020). Successful 
solutions in this field are essential for developing systems capable of intelligently assessing 
their surroundings and taking appropriate actions.

However, in real-world systems, object recognition faces challenges such as distor-
tions caused by electronic device interference and compression of two-dimensional signals. 
Addressing these issues effectively requires specialized digital image processing algorithms. 
These include non-linear filtering algorithms, image restoration techniques, wavelet-based 
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processing, and systems utilizing fuzzy logic, genetic algorithms, and neural networks.
Problem statement
Camera devices play a crucial role in gathering information and monitoring people, 

their activities, and events (Chunyong et al., 2020). Among the most widely used technolo-
gies in modern surveillance are video cameras, thermal imaging cameras, and night vision 
devices. Visual analysis of dynamic scenes, especially those involving human activity, is a 
highly active research area in computer vision and artificial intelligence. This field has broad 
applications for public order and security, such as access control, crowd movement analysis, 
queue monitoring, human behavior detection, and more (Van Houdt et al., 2020).

The use of multiple cameras for dynamic scene observation provides enhanced capa-
bilities for detecting, recognizing, and tracking objects across image sequences. More impor-
tantly, it allows for better understanding and interpretation of object behavior. The primary 
goal of such visual observation systems is to develop intelligent systems capable of replacing 
traditional passive surveillance. This shift is essential as increasing the number of cameras 
has proven inefficient due to the limited capacity of human operators. The aim is not merely 
to position cameras strategically but to achieve highly automated monitoring with minimal 
human intervention.

The processing subsystem of an automated visual surveillance system typically in-
cludes the following steps:

• Motion detection and object classification.
• Object tracking.
• Analysis and interpretation of behavior and activity.
• Person identification, including transitions between cameras and integration

of data from multiple sources (Dinh-Son et al., 2020).
Most visual systems begin with motion and object detection (Alejandro et al., 2022). 

The goal of motion detection is to identify regions corresponding to moving objects and 
separate them from static areas in the image. The quality of this step is critical, as it directly 
impacts subsequent processes such as object tracking, behavior analysis, and recognition. 
Motion detection typically involves background modeling and segmentation of moving ar-
eas, which may overlap with other objects during the process. The purpose of motion seg-
mentation is to identify regions corresponding to moving entities, such as people or vehicles 
(Rehman Muneeb et al., 2021).

Identifying moving regions enables subsequent processes—such as tracking and 
behavior analysis—to focus solely on areas of interest. After motion detection, the system 
tracks these moving objects across image sequences, mapping them from frame to frame 
using features like points, lines, and blobs.

Behavior analysis involves identifying patterns of movement and describing actions 
or interactions between objects. For instance, it may be necessary to analyze human behavior 
to determine whether it is normal or abnormal. Biometric features such as facial characteris-
tics and gait are increasingly used in visual surveillance systems for personal identification 
(Rehman Muneeb et al., 2021).

Motion detection, tracking, behavior recognition, and remote identification can all 
be implemented in systems using a single camera. However, systems with multiple camer-
as offer significant advantages by expanding the surveillance area and leveraging multiple 
viewpoints to resolve issues like object occlusion. Nevertheless, multi-camera systems pres-
ent their own challenges, including optimal camera placement, calibration, view matching, 
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automatic switching, and data fusion.
Video surveillance systems also face similar challenges as other machine vision ap-

plications, including changes in lighting, viewpoints, zoom levels, and object orientation. 
Given these complexities, visual observation systems are often designed as a collection of 
specialized algorithms tailored to specific objectives.

           Materials and Methods
 An example of an automated visual surveillance system 
can be illustrated through the architecture of software designed for detecting and tracking 
objects (Fig. 1.2). 

Figure 1.2: Block Diagram of Detection and Tracking  

Object Detection
This stage identifies objects of interest for further analysis. It is a critical operation, 

as the efficiency and accuracy of the detection algorithms directly impact the overall 
system performance (Yeo et al., 2013; Okan et al., 2019; Jaya Prakash et al., 2022).

Object Tracking
This component tracks detected objects over time. Since object movement can be 

unpredictable, not all frames in a video sequence will clearly display the objects, making 
continuous detection challenging. Furthermore, object detection across an entire image at 
multiple scales is computationally expensive, causing delays. Thus, tracking becomes an 
essential system element, allowing continuous monitoring of the object’s position and size 
without the need for detection in every frame.

Detection methods
Currently, methods for detecting moving objects can be grouped into four catego-

ries. These approaches can be explained with a focus on human face detection, though some 
methods may overlap between categories.

1. Knowledge-Based Methods
These methods rely on rules derived from human knowledge about the typical structure of a 
human face. These rules typically describe the relationships between facial features.

2. Invariant Feature-Based Methods
These algorithms identify structural features of the face that remain consistent under vary-
ing conditions, such as changes in head position, viewpoint, or lighting. These features are 
then used to locate faces.

3. Pattern-Matching Methods
Standard templates representing a face or its features are stored. Detection is performed by 
calculating the correlation between the input image and the stored templates.

4. Learning-Based Methods
Unlike pattern-matching methods, learning-based approaches use training data to generate 
models. These models are trained on diverse datasets covering a wide range of facial varia-
tions and are then applied for detection.
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Table 1.1 Classification of methods for distinguish faces in fixed image.
Methods name Sample algorithms

Knowledge-Based Methods Large-scale rule-based methods
Texture patterns

Skin color segmentation
 Combinations of color, size, and shape

Grouping boundaries
Space Gray-Level Dependence matrix (SGLD) for template 
face
A mixture of Gaussian functions
Combinations of color, size and shape

Pattern-Matching Methods 
- Predefined face templates

- Deformable templates

Template form
Active Shape Models (ASM)

Learning-Based Methods
- Eigenfaces

- Probabilistic models
- Neural networks

- Support Vector Machines (SVM)
- Naive Bayes Classifiers

- Hidden Markov Models (HMM)

Among these approaches, learning-based methods are 
considered the most effective for face detection. A notable 
algorithm in this category is the boosting-based method 

implemented in OpenCV

The approach developed by P. Viola and M. Jones (Jaya Prakash et al., 2022) em-
ploys a machine learning process using an adaptive boosting procedure. Their algorithm 
comprises three primary steps:

1. Feature selection using Haar-like features.
2. Training a cascade of classifiers using the AdaBoost algorithm.
3. Constructing a detection framework that efficiently scans an image for faces.
This algorithm has become a cornerstone of modern computer vision applications

and is widely adopted in automated visual surveillance systems.
The method for building a classifier using the Boosting algorithm
The complex classifier can be considered as a composition of simple threshold-type 

classifiers. Let us denote a simple classifier as:

 (1)
where pj  represents the direction of the inequality sign, θj  is the threshold, fj(x) is 

the computed flag value, xxx is the input image, and NNN is the total number of features. 
Let us consider the Boosting algorithm, which selects simple classifiers and combines them 
to form a complex classifier. The training set is defined as     Xр —{хр1,.. .хрL }containing L 
face images 24x24 pixel resolution and a training set Хп = |хп1.. .хпM ]containing M non-faces 
images of the same resolution.

             (2)

w1,i и v1,i, .  -initial weight for training set of images of “faces” and 
“non-faces” respectively. Then in a loop t=1...T, where T-number of selected simple classifi-
ers make the following operations:
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a) normalization of the weights:

 i=l….,M;

          i=l…..,L.          (3)    

b)calculation error classification:

 (4)
c)selection of the classifier with minimal error:

(5)

where parameters, under which the error function     has a mini-
mum value;

d)adaptive update weights:

(6)

where the coefficient update weights βt is determined by the following formula:

           (7)

The Boosting algorithm generates a simple classifier at each iteration, minimizing the 
error relative to the current weight values assigned during the training process. After each it-
eration, the weights are updated to emphasize samples that were misclassified. Consequently, 
the simple classifier for the next iteration is constructed to minimize errors on these misclas-
sified samples from the training set.

Figure 1.4 illustrates the first and second features selected by the Boosting algorithm, 
shown within the detector window and overlaid on a typical face used during the training 
process.

а) first selected feature
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b) second seeded sign

Figure 1.4: The First and Second Features Selected by the Boosting Algorithm

The first selected feature is based on the characteristic that the eye region is often 
darker than the nose and cheeks. This feature spans a large area within the detector window, 
making it less sensitive to variations in a person’s size or position. The second selected fea-
ture relies on the observation that the eyes are typically darker than the bridge of the nose.

The algorithm utilizes a detector window with a resolution of 24x24 pixels and a 
scaling factor of 1.25 for the window.

The selected simple classifiers are combined into a complex classifier according to 
the following rule:

  (8)
where αt- coefficients of the linear combination, а Q- optimal threshold classifier, 

which are calculated by the formulas:

  (9)

 The method of combining classifiers cascade structure
The structure of the cascade detector is shown in fig. 1.5. The cascade consists of 

layers which are classifiers trained using boosting procedure.

Figure 1.5. The structure of the cascade detector

The cascade operates as follows: a moving image window is input into the first layer. 
If this layer classifies the window as negative, the process exits, and subsequent layers are 
not analyzed. If the layer classifies the window as positive, it is passed to the next layer for 
further analysis. This process continues until either all layers are successfully completed with 
positive classifications, or a layer classifies the window as negative, exiting the cascade.
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Given that the number of background image windows far exceeds the number of 
windows containing objects of interest, this approach significantly enhances efficiency. The 
processing speed increases by a factor of 10–20 depending on the image, without compro-
mising recognition quality.

Results and Discussion 
Cascade Design Parameters
The structure of each stage in the cascade is determined by the specific requirements 

set for it. The following parameters of the cascade are defined during development:
• The number of layers.
• The number of simple classifiers in each layer.
• The threshold value for each layer.
Target parameters are assigned to each layer. Layers are constructed using the Boost-

ing procedure, during which the number of simple classifiers in a layer increase until the 
desired parameters are met.

During training, the dataset is divided into two subsets: a training set and a control 
set. Simple classifiers are formed using the training set, while the required parameters are 
determined using the control set. New layers are trained on negative instances that were 
misclassified by previous layers, ensuring high generalization capability and a low error rate.

Algorithm Comparison
The described algorithm was compared with two well-known alternatives:
1. Support Vector Machine (SVM)-based algorithm.
2. SNoW (Sparse Network of Winnows)-based algorithm (Dinh-Son et al.,

2020).
On a test set of images, the SNoW-based algorithm achieved the best detection rate 

of 87.3 %, outperforming the others. The Boosting-based algorithm followed closely with a 
detection rate of 82.6 %, trailing the leader by 4.7 %. The SVM-based algorithm lagged sig-
nificantly with a detection rate of 62.4 %.

Regarding false detections:
• The SNoW-based algorithm exhibited the fewest false detections.
• The Boosting-based algorithm had slightly more false detections.
• The SVM-based algorithm had twice as many false detections compared to

the Boosting-based approach (Dinh-Son et al., 2020).
Performance Considerations
Although the Boosting-based algorithm demonstrated a slightly lower detection rate 

compared to the SNoW-based algorithm, it offers several advantages. It operates significantly 
faster and is more robust to various distortions, making it highly suitable for object detection 
in video sequences.

 Tracking objects
Object tracking involves addressing a variety of tasks:
• Recognition based on motion: Identifying individuals based on gait, auto-

matically detecting objects, etc.
• Automated monitoring: Observing scenes to detect suspicious activities and

abnormal events.
• Video indexing: Automatically annotating and searching videos in multime-

dia databases.
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• Human-Computer Interaction: Recognizing gestures, tracking gaze for data
entry into computers, and similar applications.

• Traffic monitoring: Collecting real-time statistics for immediate traffic con-
trol.

• Navigation: Planning routes using video data, including obstacle avoidance.
In its simplest form, tracking can be defined as estimating an object’s trajectory in

the image plane as it moves within a scene. Essentially, tracking algorithms assign consistent 
labels to objects across video frames. Depending on the application, these algorithms may 
also provide additional information, such as the object’s orientation, area, or shape.

Challenges in Object Tracking
Tracking objects comes with several challenges:
• Loss of information due to the projection of the 3D world onto a 2D image

plane.
• Presence of noise in images.
• Complex object movements.
• Lack of clear and distinguishable features.
• Partial or complete occlusion of objects.
• Objects with complex shapes.
• Variations in lighting conditions.
• Real-time operational requirements.
To simplify tracking, certain assumptions or constraints can be introduced. For in-

stance, many tracking algorithms assume smooth object movement without abrupt changes. 
Additional constraints, such as constant velocity or acceleration based on prior information, 
can also be applied. Prior knowledge about the number, size, appearance, or shape of objects 
can further simplify the process.

Approaches to Object Tracking
A wide variety of tracking methods have been proposed, differing in how they ad-

dress key questions:
• How is the object represented for tracking?
• What features of the image are used?
• How are the object’s movement, appearance, and shape modeled?
The answers to these questions depend on the specific context and environment, as

well as on how the tracking information will be utilized. Numerous tracking methods have 
been developed, each tailored to different scenarios.

The purpose of object tracking is to construct the trajectory of an object by identify-
ing its position in each frame of a video sequence. Tracking algorithms may also determine 
the area occupied by the object at any given moment. Object detection and correspondence 
between object instances in different frames can be addressed separately or together:

1. Separate Detection and Tracking: Object areas are identified in each frame
using a detection algorithm, and a tracking algorithm follows the object in subsequent frames.

2. Integrated Detection and Tracking: The object’s region and trajectory are
determined iteratively by updating its local position using information from previous frames.

In both approaches, objects are represented using shape models and/or appearance 
models. The choice of representation influences the types of movements or deformations that 
can be tracked. For instance:

• Point Representation: Only simple motion models are applicable.
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• Geometric Shapes: Ellipses or other shapes allow for parametric motion
models, such as affine or projective transformations.

• Contour-Based Representation: Best suited for objects with changing out-
lines or silhouettes, where both parametric and non-parametric models can be used.

The object’s contour defines i ts boundary, while the s ilhouette represents the area 
within the contour.

Classification of Tracking Methods
Tracking methods can be classified as shown in F ig. 1 .6. Examples of techniques 

for each category are listed in Table 1.2. Below is a brief overview of the main categories of 
tracking methods.

Figure. 1.6. Classification of tracking

Table 1.2 Categories of methods tracking
Categories Examples

Tracking of points

Deterministic methods Modified Greedy Exchange (MGE) 
Greedy Optimal Assignment (GOA) 

Statistical methods Kalman filter  
Joint Probability Data Association Filtering (JPDAF)
Probabilistic Multiple Hypothesis Tracking (PMHT)

Tracking of the core

Models based on the appearance of the pattern 
and density distribution

Mehod of the mean shift 
Algorithm of  Kanade-Lucas-Tomasi  (KLT) 

Location of the layers
Multi species models appearance Tracking based on principal component analysis  

Tracking based on support vector
Tracking of silhouette

The development of contour Models the state space 
Variational methods  
Heuristic methods 
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Correspondence  of the forms Hausdorff 
Hough transform 

Histogram 
- In this approach, detected objects in consecutive frames are represented as

points, with their connections determined by the object’s previous state, including its posi-
tion and motion. This method relies on an external system to detect objects in each frame. 
Examples of such implementations are shown in Fig. 1.7a..

Figure 1.7: Various Approaches to Object Tracking
a) Point correspondence;

b) Parametric transformation of a rectangular region;
c) Two examples of contour-based tracking.

The core represents the object’s shape and appearance. For instance, a rectangular 
core or an elliptical pattern combined with a histogram can be used. Objects are tracked 
by calculating the motion of the core across successive frames (Fig. 1.7b). This motion is 
typically described using parametric transformations such as translation, rotation, or affine 
transformations.

Conclusion
The development of tracking systems for video sequences is a key priority in the 

field of computer vision. Numerous factors can distort the characteristics of an object across 
successive video frames, disrupting continuous tracking. These factors include changes in 
the object’s shape, size, color histogram, and lighting conditions. Such distortions can lead to 
object loss and unreliable tracking performance. The system developed as part of this disser-
tation addresses these challenges by adapting to video properties and ensuring reliable object 
tracking despite these variations.
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