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Abstract. This article presents an empirical study that integrates Internet 
of Things (IoT) sensor data with machine learning (ML) techniques to optimize 
ware-house monitoring and management. The proposed system addresses two 
primary challenges inherent in modern warehouse operations: (1) the detection of 
rodent ac-tivity using advanced motion sensor data and (2) the identification of 
environmental risks, such as spoilage indicated by anomalies in gas emissions, 
temperature, and humidity. To validate the approach, a simulated dataset spanning 
30 days with hourly resolution was generated, where sensor readings were 
annotated with critical events including “Rodent Detected” and “Spoilage Alert.” 
The study leverages a Random Forest Classifier, selected for its robustness, 
abilityto handle noisy and imbalanced data, and inherent feature importance evalua-
tion. This model achieved an accuracy of approximately 95.24 % in detectingrodent 
activity, demonstrating its efficacy in complex real-world environments. Beyond 
technical performance, the paper examines the broader implications of implementing 
such a system. It details the technical advantages, including en-hanced process 
transparency and improved real-time decision-making capabilities;
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economic benefits, exemplified by a cost–benefit analysis that shows a substantial 
return on investment (ROI) of approximately 108%; and social benefits, such as re-
duced labor costs and improved workplace safety. A detailed process flow for alert 
generation is presented, illustrating the end-to-end integration of sensor data process-
ing and automated response mechanisms. The findings underscore the potential for 
IoT and ML integration to revolutionize warehouse management by reducing oper-
ational inefficiencies, minimizing product losses, and contributing to a sustainable 
supply chain in industrial environments.

Keywords: IoT, machine learning, warehouse monitoring, random forest, 
environmental management, rodent detection
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Аннотация. Осы мақалада интернет заттарының (IoT) датчиктік деректерін 
машиналық оқыту (ML) əдістерімен біріктіру арқылы қойма мониторингі мен 
басқаруды оңтайландыру мəселесі қарастырылған. Ұсынылған жүйе қазіргі 
заманғы қойма операцияларының екі негізгі мəселесін шешеді: (1) қозғалыс 
датчиктері негізінде сүтқоректілердің (құрсақтар, тышқандар жəне т.б.) 
белсенділігін анықтау жəне (2) өнімнің бұзылуын, газ шығарындылары, 
температура мен ылғалдылықтағы ауытқулар арқылы көрініс табатын 
экологиялық тəуекелдерді анықтау. Зерттеу əдісі ретінде 30 күндік  кезеңді
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сағат сайын өлшенетін синтетикалық деректер жиынтығы жасалды, оның 
әрбір сенсорлық оқиғасы «Сүтқоректілер анықталды» және «Бұзу туралы 
ескерту» сияқты белгілермен белгіленді. Негізгі классификация әдісі ретінде 
Random Forest классификаторы қолданылды, ол өз кезегінде шуды және 
теңгерілмеген деректерді өңдеуде жоғары тұрақтылыққа және маңызды 
белгілерді бағалауға мүмкіндік береді. Модель қоймада сүтқоректілердің 
белсенділігін анықтауда шамамен 95,24 % дәлдікке қол жеткізді, бұл 
ұсынылған әдістің тиімділігін дәлелдейді.  Мақалада жүйенің техникалық, 
экономикалық және әлеуметтік артықшылықтары жан-жақты талқыланып, 
ескертулерді генерациялау процесі егжей-тегжейлі көрсетілді. Қойма 
операцияларында IoT мен ML технологияларын енгізудің экономикалық 
тиімділігі, яғни, инвестициялардың қайтарымдылығы (ROI) шамамен 108 % 
деңгейінде екені анықталды. Бұл зерттеу IoT мен ML интеграциясының қойма 
басқаруын оңтайландырудағы, операциялық шығындарды төмендетудегі және 
өнімнің сапасын арттырудағы әлеуетін көрсетеді.

Түйін сөздер: IoT, машиналық оқыту, қойма мониторингі, Random For-
est, қоршаған ортаны басқару, сүтқоректілерді анықтау
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Аннотация. В данной статье представлено эмпирическое исследование, 
направленное на интеграцию данных датчиков Интернета вещей (IoT) с 
методами машинного обучения (ML) для оптимизации мониторинга и 
управления складскими объектами. Предлагаемая система решает две 
основные проблемы современных складских операций: (1) обнаружение 
активности грызунов с использованием данных датчиков движения и (2) 
выявление экологических рисков, таких как порча продукции, отражающаяся в 
аномалиях выбросов газов, температурных и влажностных режимов. Для 
верификации предложенного подхода был создан синтетический набор данных, 
охватывающий 30-дневный период с почасовой дискретизацией, в котором 
значения сенсоров аннотированы событиями «Обнаружение грызунов» и 
«Оповещение о порче». В качестве основного метода классификации 
использовался классификатор Random Forest, выбранный за его устойчивость к 
шуму и несбалансированным данным, а также за возможность оценки 
важности признаков. Модель достигла точности примерно 95,24 % при 
обнаружении активности грызунов, что свиде-тельствует о высокой 
эффективности подхода в сложных условиях реального мира.  Кроме 
технических аспектов, статья посвящена анализу экономических и социальных 
преимуществ предлагаемой системы. Представлен детальный процесс 
генерации оповещений, а также проведён анализ затрат и выгод с оценкой 
возврата инвестиций (ROI) на уровне примерно 108 %. Результаты ис-
следования демонстрируют потенциал интеграции IoT и ML для оптимизации 
управления складскими процессами, снижения операционных издержек, мини-
мизации потерь продукции и обеспечения устойчивости цепочки поставок.

Ключевые слова: IoT, машинное обучение, мониторинг склада, Random 
Forest, управление окружающей средой, обнаружение грызунов
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Introduction
Warehouse management plays a crucial role in Enterprise Resource Planning (ERP) 
systems, serving as a fundamental component in optimizing supply chain ef-
ficiency and inventory control. Despite being an integral part of ERP 
frameworks, the Warehouse Management System (WMS) is often studied 
independently due to its complexity and specialized operational requirements. The 
integration of Internet of Things (IoT) technologies enhances real-time monitoring 
of storage conditions, enabling data-driven decision-making and predictive 
analytics. Furthermore, the application of Machine Learning (ML) techniques 
within warehouse management facilitates intelligent automation, anomaly 
detection, and adaptive optimization of resource utilization. Consequently, 
research on warehouse modules within ERP sys-tems has gained significant 
attention, particularly in leveraging IoT and ML for im-proving operational 
reliability and sustainability.

In this work, we propose a comprehensive framework that utilizes IoT 
sensors to collect real-time data on temperature, humidity, gas emissions, and 
motion. A Ran-dom Forest Classifier is employed to detect rodent activity, while 
environmental con-ditions are continuously monitored to preempt spoilage events. 
Our approach builds upon previous studies that were done by (Akhter, 2022; 
Azevedo et al., 2024; Dobra et al., 2024) and performs as additional comparisons 
with Logistic Regression, SVM, Gradient Boosting, and Neural Network models 
that were performed by (Patel et al., 2023; Smith et al., 2023; Zhang et al., 2023).

Literature Review
Modern warehouse management faces critical challenges such as product 

spoilage, pest infestation, and adverse environmental conditions that compromise 
product quality and operational efficiency (Abbas et al., 2024). Traditional monitor-
ing systems often lack the real-time analytics required for proactive interventions. 
Recent advances in IoT and ML enable the development of intelligent systems capa-
ble of continuous monitoring and automated decision-making (Akbulut, 2024).

(Gupta et al., 2024) propose a deep learning-based approach for rodent 
detec-tion in warehouses. Their work introduces convolutional neural network 
architecture specifically designed to distinguish rodent movement from other types 
of activity, thereby reducing false positives and enhancing detection accuracy under 
varying en-vironmental conditions. Building on the theme of pest detection, (Kim et 
al., 2024) develop a real-time pest detection system that leverages IoT  sensor data 
such as mo-tion and gas levels—in combination with image processing techniques 
to promptly detect pest activity, significantly improving response times and overall 
detection per-formance in warehouse environments. 
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(Li et al., 2023) focus on advanced data analytics for IoT-enabled warehous-
ing, proposing predictive models that effectively forecast inventory fluctuations and 
detect anomalies in storage conditions; their methods provide critical insights that 
aid in decision-making and cost reduction. Addressing the challenge of data security 
in industrial settings, 

(Wang et al., 2024) present a blockchain-based framework designed to 
ensure the integrity and traceability of IoT sensor data. Their approach creates an 
immutable log of sensor transactions, which enhances trust and accountability in 
critical indus-trial IoT applications. (Hernandez et al., 2024) contribute to the 
literature by design-ing a smart monitoring system that integrates IoT sensor data 
with machine learning for predictive maintenance in warehouses. Their model not 
only forecasts potential equipment failures, but also optimizes maintenance 
scheduling, thereby reducing downtime and improving overall operational 
reliability. These contributions collec-tively highlight the multifaceted benefits of 
integrating IoT and ML technologies in warehouse management, offering 
significant improvements in detection accuracy, data integrity, and predictive 
maintenance, which are essential for optimizing ERP warehouse modules. 

(Reddy et al., 2023) presents a system that leverages IoT devices, including 
RFID and wireless communication, to automate inventory management and product 
tracking in warehouses. Their work demonstrates significant improvements in real-
time data accessibility and operational efficiency, reducing manual effort and errors 
while enhancing overall warehouse performance.

(Tufano et al., 2024) introduces an innovative framework that employs 
digital twin technology integrated with machine learning algorithms to simulate and 
predict warehouse performance. This study illustrates how real-time data coupled 
with predictive analytics can optimize inventory flows, minimize downtime, and 
improve resource allocation, paving the way for proactive maintenance strategies.
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(Yadav et al., 2020) proposes a robust monitoring system that continuously 
tracks environmental parameters (temperature, humidity, gas levels, and light) critical 
for maintaining product quality in cold storage facilities. The system effectively trig-
gers alerts (via SMS messages) when values deviate from preset thresholds, thereby 
preventing spoilage and ensuring optimal storage conditions.

(Liu et al., 2024) explores the integration of IoT and artificial intelligence in 
the logistics sector. Their work provides a comprehensive review of current applica-
tions—including real-time tracking, intelligent warehouse management, and supply 
chain optimization—highlighting both the benefits and challenges associated with 
widespread IoT adoption in warehousing.

(Jarašūnienė et al., 2023) investigates how IoT technologies influence key 
performance indicators in warehouse operations. Their empirical analysis reveals 
that IoT integration significantly improves inventory accuracy, reduces order 
processing time, and enhances overall operational efficiency across companies of 
varied sizes.

(Jeyabal et al., 2024) presents a novel approach for urban pest control by 
com-bining multi-sensor fusion (e.g., LiDAR, depth cameras, and IMU) with 
advanced AI detection algorithms (such as YOLOv8). Their system not only 
identifies mosquito breeding hotspots in real time but also enables precise 
fumigation, thereby optimizing chemical usage and reducing health risks.

          Materials and Methods 
          Algorithm Implementation in Python
         The code, for all simulations and estimations, is written in Python, a popular, 
high-level language for data science. TensorFlow library is used to build and train 
the model, which excels at analyzing sequential sensor data. Scikit-learn covers 
classical machine-learning approaches, which best fit for Random Forest (RF) 
estimations, and provides convenience methods such as data splitting and 
normalization. The algorithm relies heavily on NumPy and Pandas for efficient 
numerical operations. Together, these libraries enable a unified workflow, from 
basic rule-based threshold checks to solid machine learning techniques for 
anomaly detection.
      Data Preprocessing and Model Training Workflow
      Figure 1 shows an overview of the designed workflow from data preprocessing 
to evaluation metrics. The dataset is generated, then preprocessed, followed by 
model training and final evaluation metrics. Rodent detection and spoilage alerts 
are subsequently performed.

  

 

 ,   
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Fig.1. Overall Workflow.

IoT Architecture
Hardware Configuration

The proposed system for optimized warehouse monitoring and management 
integrates a diverse array of sensors, edge devices, connectivity modules, and cloud-
based services to ensure real-time data acquisition, processing, and ERP integration. 
The hardware components are organized into the following categories:

1. Sensors
• BME688: This multi-sensor module provides measurements of tem-

perature, humidity, and gas concentrations with a relative humidity accuracy of ±1% 
and a VOC detection range of 0–1000 ppm.

• MQ-135: Employed for air quality monitoring, this sensor detects key
gases such as ammonia (NH₃), carbon dioxide (CO₂), and benzene.

• PIR Sensors (HC-SR501): These passive infrared sensors feature a
120° detection angle and a range of up to 7 meters, ideal for general motion detection.

• Ultrasonic Sensors (HC-SR04): With a detection range from 2 cm to 4
m, these sensors are used specifically for tracking rodent movement.

2. Connectivity
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Two primary wireless communication technologies are employed to accom-
modate varying warehouse environments:

• LoRaWAN (RN2483A modules): Ideal for rural warehouse settings,
these modules operate at 868 MHz and support ranges up to 10 km.

• Wi-Fi (ESP32-WROVER): Designed for urban warehouses, this mod-
ule provides 2.4 GHz connectivity for high-speed data transmission.

3. Edge Devices
• Raspberry Pi 4: Utilized to run lightweight machine learning models

(via TensorFlow Lite), this device performs real-time anomaly detection on sensor 
data.

• NVIDIA Jetson Nano: This edge device processes camera feeds to
provide visual confirmation of rodent activity, enhancing detection accuracy.

4. Cloud Infrastructure and ERP Integration
The cloud layer comprises AWS IoT Core for managing device communica-

tion and data ingestion, while EC2 instances host ERP-integrated dashboards (using 
Node-RED) and facilitate ML training pipelines. Real-time data flows from the sen-
sors through edge preprocessing to AWS IoT Core via MQTT. AWS Lambda func-
tions subsequently trigger ERP updates through RESTful APIs (e.g., SAP S/4HANA, 
Oracle ERP). 

In summary, Figure 2 visually represents the sensors, connectivity modules, 
edge devices, and cloud infrastructure, with arrows indicating data flow, whereas, 
Figure 3 depicts the IoT architecture that was designed for this case study, com-
prising sensor nodes (temperature, humidity, gas, motion), an edge device for data 
preprocessing, a cloud server for model training and storage, and a user interface for 
dashboard and alerts.
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Fig. 2. Hardware configuration

Fig. 3. IoT System Architecture.

Dataset Description

The following dataset was generated per criteria in Table 1 that describes the 
simulated IoT sensor parameters for temperature, humidity, gas detection, and motion 
detection. Indeed, figure 4 shows the visual distributions of temperature and humidity 
in the dataset.
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Table 1. IoT Sensor Simulation Parameters

Parameter Range/Type Description
Temp. (C) 15–40 (Continuous) Simulated ambient temp.

Humidity (%) 30–90 (Continuous) Simulated relative humidity
Gas Detect. Boolean (0 or 1) Spoilage-related gas

Motion Detect. Boolean (0 or 1) Detected movement - rodents

Fig. 4. Temperature and Humidity Distribution.

Research methods
Sensor Da t a Simulation (Randomized V ariability)
The Below Formulas are used for sensor data simulation:
• Formula for Temperature ( ) Simulation

(1)
• Formula for Humidity (%) Simulation

(2)
• Formula for Gas Level (ppm) Simulation

(3)
• Formula for Smell Intensity (Scale 0-3) Simulation

(4)
• Formula for Pest Activity (Movement Count) Simulation

(5)

Feature Importance, Time Series Trends and Preprocessed Data Samples
After training the Random Forest (RF) model, figure 5 illustrates the feature 
importance where humidity shows the highest value, followed by the temperature 
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importance. In addition, Figure 6 shows the time series trends of temperature and 
humidity over the 30-day simulation.

Fig. 5. Feature Importance in RF. Fig. 6. Time Series of IoT Sensor Data.

Moreover, figure 7 shows a snapshot of the preprocessed rodent detection 
along with scaled temperature, humidity and binary gas detection data.

Fig. 7. Preprocessed Rodent Detection Data.

Status Classification (Threshold-Based Conditions)
The following criteria are as boundaries for Temperature, Humidity, Gas 

Level, Smell and Movement Count classifications. 
• Temperature Classification

(6)
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• Humidity Classification

(7)
• Gas Level Classification

              (8)
• Smell Intensity Classification

(9)
• Movement Count (Pest Activity) Classification

   (10)
• Action Mapping

         (11)

   (12)
Machine Learning Model
Random Forest Entropy Formula is set below equation:

        (13)
Evaluation Metrics and Action Framework

Classification Performance Metrics
Computation for accuracy, precision, recall, and the F1 score is calculated 

as:
• Accuracy:

(14)
• F1 Score:

(15)
• Precision and Recall:

(16)    

Where: -   = True Positives -  = True Negatives -   = False Positives - 

 = False Negatives.
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Results and discussion
As the result of situational computation, Figure 8 shows the classification per-

formance metrics (precision, recall, and F1-score), whereas Table 2 summarizes the 
Random Forest classifier’s performance, with an accuracy of approximately 95.24 %.

Fig. 8. Classification Performance Metrics for Rodent Detection. 
Table 2. Random Forest Classifier Performance Metrics

Metric Value
Accuracy 95.24 %
Precision 88.00 %

Recall 78.00 %
F1-Score 82.00 %

In addition, Figure 9 displays sample rows from the dataset, including timestamps, 
temperature, rodent detection, spoilage alerts, and a final Random Forest model accuracy 
printout.

Fig. 9. Sample Rows and Random Forest Full Model Accuracy.
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Cost –Benefit Anal ysis
Cost–Benefit Analysis

It is assumed that the cost of expenses be:

            (17)

Where: 

Then:

(18)

           (19)

(20)

The visual illustration in figure 10 presents the cost-bene-
fit analysis to implement IoT and ML in warehouse monitoring.

Fig. 10. Cost–Benefit Analysis.
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The cost-benefit analysis highlights the strong financial viability of adopting 
intelligent warehouse management systems, emphasizing reduced product spoilage, 
lower maintenance costs, and optimized resource allocation. Beyond the technical 
and economic benefits, the integration of IoT-driven machine learning frameworks 
fosters sustainability and supply chain resilience, reinforcing the significance of digi-
tal transformation in modern Warehouse Management Systems (WMS) within Enter-
prise Resource Planning (ERP) frameworks. 

Conclusion
This study demonstrates that integrating IoT sensor data with machine learn-

ing techniques, specifically employing a Random Forest Classifier, significantly en-
hances warehouse monitoring by improving predictive accuracy and operational effi-
ciency. The proposed system effectively detects abnormal environmental conditions, 
such as temperature fluctuations, humidity variations, gas emissions, and pest activ-
ity, ensuring proactive decision-making and risk mitigation. Comparative analysis 
confirms that ensemble learning methods outperform traditional machine learning 
models in classifying critical conditions and recommending appropriate corrective 
actions. 

Future research should explore reinforcement learning approaches to further 
refine automated decision-making and adaptive warehouse optimization strategies. In 
addition to it, ongoing further research could cover the following works:

• Investigation of blockchain-based traceability for supply chain validation.
• Experimentation with edge-based federated learning, minimizing data trans-

fers to the cloud.
• Evaluation of the feasibility of digital twins under 6G-enabled Industry 4.0

frameworks for predictive maintenance and advanced analytics.
Bridging low-cost hardware, robust network protocols, and advanced analyt-

ics, this approach promises broader applicability in resource-constrained warehouses 
related environments.
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