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Abstract. This paper presents a novel approach to detecting and predicting
attack vectors based on genetic programming. The proposed method utilizes a genetic
algorithm to evolve a set of rules that predict attack vectors over the system based on
caught indicators of compromise. The generated rules are then used to identify poten-
tial attack vectors and predict how it started and how it will develop in the future. This
research aims to enhance the accuracy and efficiency of existing
attack reconstruction methods. The proposed approach is evaluated using real-world
attack data.
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AHHOTanusi. by )KyMbIC TeHETHKAIBIK OaFqapiiamMaiay Heri3iHae MmadybuT
BEKTOpPJIApPbIH aHBIKTAYy >KOHE OoJpkay YIIIH jKaHa TICUIAl YChIHAABL. ¥ ChIHBUIFAH
oJlic BIMBIpaFa Kely WHIUKATOPJIApBI HETI3IHAC JKyHeneri malybll BEKTOPJIapbIH
OOJDKAWTBIH ~epexeNnep JKUHAFbIH o3ipjey YIIH TEeHETUKAIBIK aarOpUTMIL
naiinananaapl. CoJaH KeMiH kacalFaH epekernep bIKTUMall adybll BEKTOpIapbIH
aHBIKTAY JKOHE OHBIH KaJlail 0acTaFaHbIH koHe O0JalakTa Kanai JaMUTBIHBIH O0JKay
YIIiH HaijanaHeiaabl. 3eprrey MmadybUigapasl KailTa KYpyAbIH KOJIJaHBICTAFbI
QIICTEPIHIH IOIAIrT MEH THIMAUIIIH apTThIpyFa OarbITTajdfaH. ¥ CHIHBUIFAH TOCLIT
HaKThI oJIeMJIeT] a0ybUT IepeKTepl apKbUIbl OarajaHaIbl.

Tyiiin ce3xep: MITTRE ATT&CK, reHeTukanslk OargapiaManay,
TeHETHUKA-JIBIK aJITOPUTM, I1a0ybLJI BEKTOPIaphl, Ha0ybLIIAbI O0IKAY

Hoaiiexco3 ymin: E.Uypakosa, O.HoBukoB, O.bapanosckuii, T.B.baGenko,
H.E.Ackap6ekoBa. T[EHETUKAJIBIK BAFIAPJIAMAJIAP O IICIMEH HIABYbIJI
BEKTOPJIAPBIH KAWTA KYPV//XAJIBIKAPAJIBIK AKITAPATTBHIK JXOHE
KOMMVYHUKALMAJBIK TEXHOJIOTUAJIAP XXYPHAJIBIL. 2025. Tom. 6. Ne 1.
b. 226244 (arpur.timinge). https://doi.org/10.54309/1JICT.2025.21.1.015.
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AHHOTamusA. B [aHHOW cCTaThe€ TMPEACTABICH HOBBIM MOAXOA K
OOHapyXEHUI0 ¥ TPOTHO3WPOBAHMIO BEKTOPOB aTaK HAa OCHOBE TI'€HETUYECKOTO
nporpammupoBanus. [Ipemiaraempiii METOA HMCHOJB3YET T'€HETUYECKUH alIrOpUTM
Ui pa3paboTKyu Habopa MpaBHJI, KOTOPbIE IPOTHO3UPYIOT BEKTOPHI aTaK B CUCTEME
Ha OCHOBE OOHApyKEHHbIX MHJIUKATOPOB KommpomeTanuu. CreHepupoBaHHBIE
IpaBWJia 3aT€M MCIIONb3YIOTCS JUIsSl BBISIBJICHMS MMOTEHLIMAJIbHBIX BEKTOPOB aTak U
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Introduction

In recent years, the frequency and sophistication of cyberattacks have in-
creased, presenting a significant threat to the security of organizations’ information.
Traditional cybersecurity measures, such as firewalls and antivirus software, have
become less effective in protecting against the constantly evolving threat landscape.
Cyberattacks have grown more sophisticated as adversaries leverage advanced tech-
nologies and exploit the increasing volume of data, making it challenging to identify
these attacks within a vast flow of information.

Existing intrusion prevention and detection methods rely on predefined pat-
terns, such as correlation rules used in Security Information and Event Management
(SIEM) systems. However, network latency can significantly impact detection effi-
ciency. Correlation rules are consequences of indicators (events in logs, file names,
network packets, etc.) named as Indicators of Compromise (IoC). But standard ap-
proach of using predefined attacks’ patterns is incapable of detecting or predicting
novel attack vectors that have not been encountered before therefore absent in cor-
relation rules set. In case of novel or complex attack detection systems SIEM or
IDS can fix subset of [0oCs, but are not able to generate notification due the absence
of attack scenario in the rule set. Thus, there is a necessity for an on the fly genera-
tion of potential attack vector patterns based on subset of detected/discovered IoCs.
Moreover, since attacks may deviate from existing patterns, the construction method
should involve exploring new approaches for attack implementation and identifying
the most likely ones. Predicting of the attack vectors potentially could provide sever-
al key advantages. Firstly, it could help to identify new/zero-day vulnerabilities that
attackers exploit to compromise a system. Secondly, understanding the techniques
employed by hackers aids in developing defense strategies that can proactively pre-
vent attacks and mitigate risks. Additionally, predicting attack vectors facilitates swift
response to emerging threats. By promptly recognizing new attack methods, SIEM
or IDS could be proactively improved to prevent systems from being compromised.
By anticipating potential attack methods, organizations can implement measures to
mitigate damage should an attack succeed.

Any attack vectors could be represented as sequence of steps/nodes with tar-
geting specific goal. In this case sequence generation requires satisfying constraints,
such as consistency and compatibility of neighborhood nodes. General assumption
that there are two main approaches to generate a list of potential attack vectors/se-
quences: brute force and selective generation. Brute force is not applicable due to
detection time and computational constraints of any system. For selective genera-
tion, the most promising approach involves using various Machine Learning (ML)
methods. Currently, ML methods are used to analyze network traffic and identify
anomalies or suspicious activities, analyze malware and determine its characteristics,
scan applications and systems for vulnerabilities or to identify and block unwanted
email and websites, including those used for phishing. Table 1 shows the summary of
machine-learning methods and cybersecurity tasks they commonly solve.
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Table 1. Various Machine Learning Methods and Their Applications

Method Solving Tasks
Naive Bayes Spam filtering
Support Vector Machine SVM Intrusion detection
Random forest Anomaly detection
Gradient Boosting Phishing page detection
Convolutional Neural Networks CNN Malware detection
Recurrent Neural Networks RNN Threat prediction
Long-Short Term Memory LSTM Attack detection
Reinforcement learning Penetration testing

According to Table 1, Neural Networks has a wide potential of implemen-
tation for solving cybersecurity tasks by analyzing substantial amounts of data in
real-time and identifying potential threats before they can cause harm. However,
even these models are not without drawbacks. For example, machine-learning mod-
els require training data, and often that means using historical data. If attacks are
highly diverse and change over time, models may have difficulty detecting new and
previously unknown attacks, for which there is no information in the training data.
In addition, when used for anomaly detection, machine-learning models can have
accuracy issues, especially when attacks are difficult to distinguish from normal be-
havior or when there is not enough attack data for reliable training. This can lead to
false positives where legitimate processes are classified as attacks or missing real
attacks. It should also be noted that these solutions are able to act on a specific attack
step that has already been detected, but without reconstructing its further develop-
ment, or pointing to a potential «entry point» (in case the attack is not detected at
the initial stage). Moreover, machine learning models are prone to the vanishing and
exploding gradient problems, which can make training difficult. When reconstructing
attack vectors, it is crucial to have models that can learn from both the most probable
and the least probable events. MLs may struggle with this due to their sensitivity to
gradient-related issues.

The problem of generation attack vectors (reconstructing the complete attack
picture based on knowledge of some stages of the attacks) is a complex task because
attacks can be subtle and camouflaged, and data can be incomplete or inaccurate.
Considering the aforementioned factors, this paper proposes a novel method for at-
tack vectors generation based on genetic programming.

Literature Review

Genetic programming (GP) currently has broad potential for application in
cybersecurity. This is the focus of O’Reilly and Toutouh’s article (Nafie et al., 2019:
311-325). The authors point to such areas of application of genetic algorithms as
network defense investigation, self-adapting cyber defenses, anomaly detection, vul-
nerability testing, malware detection, intrusion detection, which is currently the sub-
ject of most works. The authors note that the genetic programming method is used

to solve multiclass classification problems, namely, separating legitimate traffic from
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botnets or denial of service (e.g., the article (Kayacik et al., 2009: 512-530)).

In the context of vulnerability testing, GP can be applied to create and opti-
mize software tools and algorithms that help detect vulnerabilities in software. For
example, Kayacik in the paper ”Generating mimicry attacks using genetic program-
ming: A benchmarking study” (Laroche et al., 2009: 104-120) shows the method of
applying evolutionary programming for simulating attacks and discovering vulnera-
bilities. Other authors, like Laroche and Zincir-Heywood propose a genetic-algorithm
based method to evolve the headers of TCP-packets and modify them in a way to
perform the best results for vulnerability testing (Rovito et al., 2022: 391-405).GP
can be used in malware analysis to create and optimize algorithms and models that
can help detect and analyze malware. In the study of Rovito, Bonin and Manzoni
genetic algorithm is used as a basis for developing a method, which allows to find a
bot account in Twitter social network. Some methods, proposed by scientists, focused
on malware analysis for selecting executable file potentially malicious features, thus
performing dynamic prepossessing of data, which later incomes to machine learning
classifiers (Al-Harahsheh et al., 2021: 303-317).

Al-Harahsheh, Al-Shraideh, Al-Sharaeh are exploring a similar paradigm
(Al-Sahaf et al., 2019: 487—499) in their research ”Performance of Malware Detec-
tion Classifier Using Genetic Programming in Feature Selection”.

Researchers Al-Sahaf and Welch show that genetic programming method can
successfully be used to solve the well-known problem of detection phishing websites,
alongside with ransom ware and spam detection. After comparison of GP based meth-
ods with other machine learning techniques (LaRoche et al., 2006: 145—158), authors
show, that on the same data sets genetic algorithm performs better and significantly
improves the performance of commonly used approaches. The paper (Suhaimi et al.,
2019) highlights the threat of phishing attacks on the internet and the effectiveness
of using a blacklist approach for detecting new attacks. The paper proposes a solu-
tion to this problem by using GP for phishing detection. The researchers conducted
experiments on a dataset of phishing and legitimate sites collected from the internet
and compared the performance of Genetic Programming with other machine learning
techniques. The results showed that Genetic Programming was the most effective
solution for detecting phishing attacks.

However, the most common application of genetic programming is to gener-
ate detection rules in intrusion detection systems: GP can be used to create intrusion
detection rules that define normal and abnormal behavior on a network or host. GP
creates and optimizes logical expressions or rules that consider various parameters
such as network traffic, event logs and system metrics. This study (Lu et al., 2014:
579-593) discussed the ideology of genetic algorithm evolution used to create desir-
able network intrusion detection solutions. The fitness value indicates the quality of
a chromosome (candidate solution) that can detect a set of predefined attack linkage
data during the training process. The proposed method uses a combination of genetic
operators, which are the processes of cloning, crossover, and mutation to generate
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new chromosomes. Based on the presented results, the proposed method can detect
any network connection intrusions and has proven to be a good mechanism for im-
proving the security of computer networks. The paper (Mane et al., 2020: 723-738)
presents and evaluates a genetic programming-based approach to detect known or
emerging network attacks. The proof of concept shows that the new rules generated
by the genetic algorithm have the potential to detect new forms of attacks. The paper
(LaRoche et al., 2006: 3204-3215) explores the application of genetic programming
to intrusion detection. The Modern DDoS dataset is used for this study. This dataset
contains modern threats collected from different environments. The proposed genetic
algorithm model detects DDoS attacks with 98.67 % accuracy when compared with
six established classifier models. The paper (Pozi et al., 2016: 279-290) demonstrates
that genetic-based IDS can be applied to attacks that are unique to the domain of WiFi1
networks. The results show that GP can be trained on one of the attacks on 802.11
networks with a result of 100 % detection rate with 0.529 % false positive rate. Also,
the article describes that the genetic algorithm, even after being trained for such a
specific type of attack, can provide a sufficiently generalized solution to detect such
attacks. The paper (Qureshi et al., 2020: 654—670) discusses the issue of rare attack
detection rate in intrusion detection systems (IDS) using the NSL-KDD dataset. The
problem is that some rare attacks are not recognized due to their patterns being absent
from the training set, which reduces the rare attack detection rate. The authors pro-
pose a new classifier, GPSVM, based on support vector machine (SVM) and genetic
programming (GP) to address this problem. Experimental results demonstrate that
GPSVM achieves a higher detection rate for anomalous rare attacks without signifi-
cantly reducing overall accuracy. GPSVM is designed to balance accuracy between
classes without reducing the generalization property of SVM.

In addition, applications of genetic programming on the Internet of Things
(IoT) and attacks on wireless networks are being explored, as supported by articles
on these topics. The paper (LaRoche et al., 2006: 3204-3215) proposes a novel and
secure framework using genetic programming to detect security threats in RPL based
IoT and IIoT networks. The proposed framework can detect various attacks and has
been evaluated for attack detection accuracy, true positive rate, false-positive rate,
throughput, and end-to-end delay. The results suggest that the proposed framework is
the best choice for RPL based IloT environments. The paper (LaRoche et al., 2006:
3204-3215) explores the use of Parallel Genetic Program ming (Karoo GP) in wire-
less attack detection to improve detection rates and processing time. Experiments
showed that the processing time of Karoo GP was significantly improved compared
to standard GP.

Nevertheless, genetic programming methods have the potential to detect and
reconstruct attacks, however, existing implementations have limitations in terms of
historical data, computational complexity, and retraining flexibility. However, this
is true in relation to identifying a specific attack step. Moreover, if the goal is to
reconstruct an attack, then each step can be considered as a separate node, and their
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sequence is connected by edges. The task is to identify the nodes at each step of the
attack and find their sequence. Thus, the attack vector is reduced to the form of a di-
rected graph, and the reconstruction task itself consists in constructing it and finding
the most probable path from the initial stage to the final one.

Attack Representation

Further, to build the most universal and widely implemented model, it is nec-
essary to use a universal attack classifier as input. The source must provide fully
structured, detailed and up-to-date information about the attacks, as well as distribute
the stages of the attack in accordance with the phases of the kill chain. In addition,
since the main task of this study is to find the path in the graph represented by all the
actions of intruders in a compromised system, the main data source should contain
information about all existing actions.

The MITRE ATT&CK Matrix is the most detailed and complete source of
attack data and provides many opportunities for use in research. MITRE ATT&CK is
a unique project, widely recognized by professionals; which is a real-world knowl-
edge base of tactics, techniques, and methods used by cybercriminals. The main goal
of creating this knowledge base is to compile a structured matrix of techniques used
by cybercriminals to simplify the task of responding to cyber incidents. For the re-
construction of attacks, the matrix has several undoubted advantages. It provides a
systematic and comprehensive approach to classify the tactics and methods used by
attackers, which allows to structure information about the attack and break it into
separate stages. As it is based on actual observations of attackers’ behavior in real at-
tacks, it is more practical and useful for attack analysis and reconstruction, especially
when the attacks are complex and multi staged. That is why it also allows analysts
and researchers to use the matrix to identify patterns of behavior, identify links be-
tween different methods, and predict possible next attack moves. In addition, matrix
tactics correspond to the kill chain phases, respectively, this information can be used
to build an attack graph in such a way as to reduce the computational complexity of
the algorithm, discarding direct connections between techniques from those tactics
that do not have a consistent relationship with each other.

Since the research objective is to reconstruct the attack graph, and each stage
is represented by a node in the graph, this node can be represented as a MITTRE
ATT&CK matrix technique. In this case, any attack can be decomposed into existing
matrix techniques and represented as a vector, as in the example Black Energy. Black
Energy is a malware toolkit that has been used by both criminal and APT actors. It
dates to at least 2007 and was originally designed to create botnets for use in conduct-
ing Distributed Denial of Service (DDoS) attacks, but its use has evolved to support
various plug-ins.

The list of techniques, according to MITTRE ATT&CK, includes the follow-
ing, which are presented in Table 2.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 [@‘{I
International License A

233



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 1.

Table 2. Black energy software attack techniques

ID Name
T1548.002 Bypass User Account Control
T1047 Windows Management Instrumentation
T1555.003 Credentials from Web Browsers
T1070 Indicator Removal
TI1113 Screen Capture
T1055.001 Dynamic-link Library Injection
T1553.006 Code Signing Policy Modification
T1057 Process Discovery
T1083 FileandDirectory Discovery
T1046 NetworkService Discovery
T1021.002 SMB/Windows Admin Shares
T1049 System Network Connections Discovery
T1120 Peripheral Device Discovery
T1547.009 Shortcut Modification
T1552.001 Credentials In Files
T1056.001 Keylogging
T1543.003 Windows Service
T1070.001 Clear Windows Event Logs
T1547.001 Registry Run Keys/Startup Folder
T1485 DataDestruction
T1574.010 Services File Permissions Weakness
T1016 System Network Configuration Discovery
T1082 System Information Discovery
T1008 Fallback Channels
T1071.001 Web Protocols

Thus, based on this data, an attack graph can be constructed, as shown in
Figure 1.
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Figure 1 - Techniques Used in the Black Energy Sequence

Such a representation of the attack techniques clearly visualizes the connec-
tion edges between nodes. And the next section will describe the method, which was
used to predict previous and subsequent steps.

Materials and Methods

1. Algorithm Structure

In this research, our primary objective is to explore the relationships between
various techniques in the MITRE ATT&CK matrix. To accomplish this, we have cre-
ated a dataset that links each technique to others based on their connections to various
groups, campaigns, data sources, and software. The central idea is to identify the most
probable association between a given technique, which is presumed to be detected as
an indicator of compromise, and other techniques that are likely to be used in com-
bination with it. By scrutinizing these links, we aim to uncover patterns and insights
into how different techniques can be used together in actual cyberattacks. After that,
we calculate the number of occurrences for each technique and create final dataset,
which is a two-dimensional numpy array consisting of technique and calculated num-
ber of its occurrences among all objects that use the originally specified technique
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(indicator of compromise).

It should be mentioned, that among all advantages of MITRE ATT&CK ma-
trix it provides mapping of tactics to Cyber Kill-Chain phases. Cyber Kill-Chain is a
security model that describes the stages of a cyber attack, which covers all stages of
network hacking, from early planning and espionage to the hacker’s final goal. This
model supposes that blocking hackers actions at any stage breaks the entire attack
chain and hackers must always go through the basic steps in Table 3 to commit their
crimes.

Table 3. Cyber kill-chain phases

Phase Impact
Reconnaissance Researching potential targets
Weaponization Searching for suitable malware

Delivery Infiltrating to target network
Exploitation Exploiting target vulnerabilities
Installation Malware installation

Command and Control Malware execution
Actions on Objectives Reaching final goal

This structure of attack view will be used in this work to identify successive
techniques in the attack graph assuming that phases (and mapped tactics) follow each
other in the time in a strictly defined order. But techniques belonging to one tactic can
be used in parallel or sequentially in free order.

Thus, the incoming data for genetic algorithm is vector consisting of number
of occurrences for specific technique in relation to indicator of compromise. Further,
for each of the techniques in the matrix, own separate occurrence matrix can be cre-
ated. In this scenario, where we are dealing with the representation of the relationship
between different techniques in the form of a graph, a hierarchical tree structure is
a fitting approach. However, as we move through each layer of the tree, the number
of interconnections between the techniques increases rapidly and exponentially. This
can pose a significant challenge in terms of analyzing and visualizing the graph, as the
number of nodes and edges grows exponentially with each additional layer.

Therefore, it is crucial to implement efficient algorithms and techniques for
graph analysis, such as genetic programming, to effectively identify and analyze pat-
terns and connections within the graph. By leveraging genetic programming, we can
automate the process of identifying the most optimal paths and connections within
the graph, making it easier to identify potential attack vectors and improve the overall
security posture of the system.

Overall, genetic algorithm, developed in this research, has the structure, pre-
sented at Figure 2.

The first step in applying genetic algorithms to detect and predict attack vec-
tors is to create an initial population. This initial population consists of one or more
techniques that are indicators of compromise detected on one of the assets of the
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system. Once the initial population has been established, the next step is to define the
input vector for the genetic algorithm model. This input vector is obtained from the
weight matrix for the detected indicator of compromise, and it represents the features
or attributes that will be used to evaluate the fitness of the population.

With the initial population and the input vector in place, the genetic algorithm
can begin to create branches from the root node using the incoming weight vector.
Each branch represents a path or sequence of techniques that could be used in a re-
al-world cyberattack. The algorithm evaluates each branch by computing its fitness
score, which is based on how it will matches the desired attack vector. The fitness
score is then used to select the fittest branches for further optimization through cross-
over and mutation operations.

Input technigue
vector
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Fig.2 - Structure of the genetic algorithm

Additionally, the techniques already present in the previously created paths
are eliminated to avoid duplication. Next, the techniques that do not fit the predicted
kill-chain phase are filtered out. For example, while building a graph in the past to
identify the entry point of the attack, the techniques that belong to the subsequent
phases of the kill-chain are discarded. Similarly, for future predictions, all techniques
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that belong to earlier phases of the kill-chain than the given one is filtered out.

Once the filtering is done, the techniques are ranked according to their popu-
larity. The most popular techniques, which account for 67 % of the total, are selected,
and the remaining 33 % are discarded. This ensures that the model focuses only on
the most relevant techniques.

After the ranking, the incoming vector is normalized to obtain a weighted
estimate of the frequency of occurrence of each technique relative to its global pop-
ularity. Normalization involves dividing each value in the vector by the maximum
number of occurrences. This step helps to obtain a uniform scale for the frequency of
occurrence of the techniques. The finish criteria in the developed model are a crucial
component that ensures the effectiveness and efficiency of the genetic algorithm. The
criterion’s primary purpose is to maintain a balance between computational resources
and the accuracy of the results. The delta score, which is calculated for each step of
the algorithm, is a measure of the change in the weight vector of the technique. The
threshold value of 0.01 is set to ensure that the delta score over two steps is not sig-
nificant.

The algorithm takes the delta from the previous step and calculates a new
delta for the next step. If the two deltas are below the threshold of 0.01, the algorithm
will not create a new branch for this technique. This is a crucial step that eliminates
unnecessary computation and optimizes the algorithm’s overall performance. Addi-
tionally, this ensures that the algorithm con verges within a reasonable time frame,
while also maintaining a high degree of accuracy in its results.

In cases where it is not possible to find a technique to jump to, the algorithm
considers the creation of the path complete. This step ensures that the algorithm is
comprehensive and explores all paths. The threshold value of 0.01 was chosen as the
most optimal for the available computing resources, considering both the accuracy
and speed of the algorithm.

Selection Phase

The selection process is based on two criteria: local fitness and global fitness.
Local fitness is a measure of the effectiveness of the technique within its own path,
while global fitness considers the performance of the technique across all paths. To
select the one hundred genes, we follow a two-step process. First, we identify the
top 50 % of techniques based on their local fitness scores. These techniques have the
highest weighted score within their respective paths and are thus the most effective
at achieving their intended goal. For the remaining 50 % of genes, we look at the
20 % best techniques across the entire population, except for those in the top 50 %.
This ensures that we maintain a diverse population and do not simply replicate the
best-performing individuals from the previous generation.

The selection phase is a critical component of the genetic algorithm, as it
determines which individuals will be passed on to the next generation and shapes
the trajectory of the algorithm’s search for optimal solutions. By balancing local and
global fitness criteria, we can maintain a diverse and effective population that can
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achieve the desired goals.

In the genetic algorithm we are using, a mutation rule is employed to change
the coefficient value of the graph path that has been constructed. This means that a
mutation can occur in the graph at any point during the evolutionary process. By
changing the coefficient value, we can explore new paths and potentially find more
optimal solutions. The mutation rule is just one aspect of the genetic algorithm, which
relies on principles of natural selection and genetic recombination to create novel
solutions to a problem. The algorithm uses a population of candidate solutions, or in-
dividuals, and iteratively evolves them to create better and better solutions over time.

Graph Construction and Weight Calculation

In our research, we employed a series of steps to construct the attack graph
for a given system based on the MITRE ATT&CK framework. We started by parsing
the data from version 13 of the MITRE ATT&CK matrix, which involved compil-
ing a list of technique popularity relative to a given one using related groups, cam-
paigns, software variants, and date components. This information was used to fill in
the global frequency matrix for each technique. We then determined the direction of
the prediction (future or past) and the StixID of the technique for which the prediction
would be built. The phase of the kill-chain was also determined based on the direc-
tion of the prediction. If the construction of the graph was directed towards the past,
then the phase was considered final, but if it was directed towards the future, then
it was initial. The depth step of the tree being built was also set as a parameter. The
given technique (indicator of compromise) was represented as a single path vector
and thrown into the recursive path building function. This function included several
parameters such as the phase ID of the last element in the path vector, the reconstruc-
tion type, the count delta, the count factor, the chum count, and the depth to stop. The
path creation function initially checked if the depth had been exceeded, and if it had,
the execution ended with the return of all incoming parameters. Variable restrictions
on the frequency of techniques were discarded, and the frequency vector was normal-
ized by the maximum value in the range from 0 to 1. For each technique remaining in
the vector, the search for scores began. To do this, the normalized score calculated at
the previous stage was multiplied by the score coefficient, and the delta of the score
and the delta calculated at this stage were checked to ensure that they exceeded the
threshold value.

One important consideration was the need to avoid local minima and maxima
in the data, which could lead to inaccurate or incomplete conclusions. To achieve this,
we developed a multi-stage approach to calculating score coefficients, which consider
the relative frequency and depth of each technique in the matrix. The first stage of
the coefficient calculation involves multiplying the previous coefficient by the nor-
malized frequency of the next technique. This allows us to weigh the importance of
each technique in the overall analysis, based on its observed prevalence in the matrix.
The second stage of the calculation involves applying a depth penalty multiplier to
the coefficient. The depth penalty considers the current depth of the technique in the
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the path vector, which is represented as a constant rise to the power of the
depth. This helps to account for the fact that techniques that are further down the path
may be less significant than those closer to the beginning.

The third step was to find the average frequency of the new technique to which
the branch is being built. We used 80% of the upper frequencies to avoid negatively
affecting the accuracy of the overall statistics. If the number of appearances of the
new technique in the current technique is greater than the average value, then the co-
efficient is increased by the next value. The number of spawns of new techniques is
divided by the average value and raised to the power of the depth penalty multiplied
by the weight of the technique (Formula 1). If the number of appearances is less than
the average value, then the score coefficient is multiplied by the quotient of the fre-
quency of the technique by the average frequency of the technique (Formula 2).
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To calculate the score coefficient for each technique, we first multiplied the
previous coefficient by the normalized frequency of the next technique. Then, we
applied a depth penalty multiplier, which is a constant raised to the power of the ex-
isting current depth. This helped to avoid local minima and maxima and ensure that
the graph accurately represented the relationships between techniques.

In the fourth step, we divided the global frequency of the new technique by
the global average occurrence of technique. If the result was greater than one, then
the new coefficient was multiplied by formula three, otherwise, the quotient of the
given technique by its global frequency was used. By prioritizing relationships over
global popularity, we were able to more accurately identify the most optimal paths for
a particular system in the attack graph.

For the fifth step, it was essential to ensure that the new phase was calculated
accurately, depending on whether the reconstructing was made to the past or the fu-
ture. For the case of a prediction to the past, it was necessary that the new phase be
no higher than the current phase, and in the optimal case, be close to or equal to it. On
the other hand, for the case of a predictor into the future, it was necessary that the new
phase is not lower than the current phase, and in the optimal case, it should be close to
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or equal to it. For the sixth step the recursive function was used to create a new
path consisting of the current path and the new technique, a new phase identifier, a
prediction type, a new score delta, a new score factor, and its sum with the new delta,
and the depth value to stop. When the loop was exited, if the length of the pathwasO0,
then the current path was returned, otherwise all paths created by the recursive func-
tion were returned. Then algorithms enter a while loop and continue until the maxi-
mum length among all paths reaches the specified depth. The depth is increased by a
fixed amount (delta) in each iteration. We select the most probable paths and use them
to create new paths iteratively with increased depth. The iteration process follows
a specific strategy to avoid being stuck in local minimums. After testing different
strategies, we found the optimal approach to be alternating the depth delta between 3
and 4 and using a mirrored interpretation. Values less than 3 are not suitable because
they generate too few paths, while values greater than five increase the computational
complexity and time of solving the problem. Using a depth greater than four reduces
the reconstruction accuracy, which negatively affects the algorithm’s results. To pre-
dict the possible attack vector for a particular system, it is crucial to have a clear un-
derstanding of the security posture of all assets in the network. For this purpose, our
research represents and describes each asset through the corresponding MITRE AT-
T&CK matrix, such as Windows, Linux, and Mac OS. By doing so, we can identify
the specific vulnerabilities and techniques that are applicable to each system, as well
as the potential attack paths that an adversary may follow to exploit these weakness-
es. This approach enables us to create a comprehensive attack graph that accurately
reflects the attack surface of the entire network and helps us to develop effective
defensive strategies to mitigate the risks. The results of the algorithm performance,
representing reconstructed graphs for past and future, are presented below.

Table 4. Predicting past techniques for attack pattern: DNS Server T1584.002

Ne Technique name Technique code
I DNS Server T1584.002
2 Domains T1584.001
3 Domains TI1583.001
4 Tool T1588.002
5 Malware TI1587.001
6 SocialMediaAccounts TI1585.001
7 EmailAccounts T1585.002

Table 5. Predicting past techniques for attack pattern: DNS Server T1584.002

Ne Technique name Technique code
1 DNS Server T1584.002

2 Domains T1584.001

3 Domains T1583.001

4 Tool T1204.002

5 Malware T1105
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Fig. 5 —Full predicted chain for: Compromise Software Dependencies and Development Tools
T1195.001

Results and Discussion

There are some limitations to the proposed approach. The effectiveness of the
algorithm may be affected by the quality and completeness of the MITRE ATT&CK
Matrix. Additionally, the algorithm may require significant computational resources,
making it challenging to implement in large-scale systems. Also, one of the limitations
of our study is that we only used the MITRE ATT&CK Enterprise Matrix to build our
model. We did not include data from the ICS and Mobile matrices. This limitation is
significant because, in today’s world, the use of mobile devices and industrial control
systems in corporate networks is increasing. The concept of BYOD and MDM has
made it easier for employees to access corporate data through their personal devices.
This means that there is a higher likelihood of these devices being compromised, and
it is essential to consider these devices in any predictive model for attack vectors.
Industrial control systems are also a critical aspect that needs to be considered. The
increasing number of these systems being used in various industries has made them
a potential target for cyberattacks. The absence of these matrices from our study is a
significant limitation that needs to be addressed in future research. Another limitation
is the use of data from only one source, the MITRE ATT&CK Matrix. While this
matrix is a widely recognized and respected resource in the field of cybersecurity, it
1s important to note that it may not capture all attack vectors or techniques. There are
likely to be many attacks that have not been included in the matrix, as they may not
have been reported or discovered yet. Therefore, the findings of the study may not be
comprehensive and could potentially miss some important attack vectors.

Conclusion

Several potential future research directions stem from this study on detecting
and predicting attack vectors using genetic programming: Enhancing system accura-
cy: The current system can be further refined to improve its predictive accuracy. For
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example, the system may need to be trained on a larger dataset to increase its
predictive power, or new features could be added to the system to help it better detect
attack vectors. Also, two other types of MITRE ATT&CK Matrices should be includ-
ed as a data source, so the model could be able to build attack vectors for systems with
mobile devices and industrial control systems. Extending the system to new types of
attacks: The current system may be tailored to a specific type of attack, but it could
be extended to detect and predict other types of attacks. For example, the system
could be adapted to detect phishing attacks or malware attacks. Evaluating the
system in a real-world scenario: The current system may have been tested in a
controlled environment, but it would be valuable to evaluate its performance in a
real-world scenario. This could involve working with a company or organization to
test the system against real-world attacks and evaluate its effectiveness.

Developing a user-friendly interface: The current system may be complex
and difficult to use for non-experts. Developing a user-friendly interface could help
make the system more accessible to a wider range of users and increase its adoption.
Conducting a comparative study: The current system could be compared to other
methods for detecting and predicting attack vectors, such as rule-based systems or
machine learning models. This would help to determine the strengths and
weaknesses of different approaches and identify areas for further improvement.
Adding a language model: Since the input to the algorithm is already detected
indicators of compromise related to a known technique, the language model can
help isolate a particular technique based on a linguistic description of the attack in

progress.
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