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Abstract. The article discusses the application of graph neural networks
(GNN) to detect fraudulent transactions in the banking system and their applicability
to improve accuracy and reduce false positives in security monitoring systems. Cur-
rent methods of analyzing financial data show poor performance in processing large
amounts of information, making it difficult to detect anomalous and fraudulent trans-
actions. During the study, several models were analyzed, among which the LGM-
GNN architecture showed the best results in terms of accuracy and completeness.
The results obtained confirm the promising use of GNNs for solving fraud detection
problems and open opportunities for their implementation in real financial monitor-
ing systems. Recommendations for algorithm improvement and directions for further
research are formulated.
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AHHoTanms. Makanaga OaHK >XYHeciHIEeri anasKThIK TpaH3aKIUsIIap.Ibl
aHbIKTay YVIIIH rpadThlk HeWpouablk xenitepai (GNN) konmany wacenect
KAapacTBIPBUIBIN, OJIAPJABIH KayilCi3AiK MOHUTOPUHT1 JKYHelepiHAeri ToNIiKTi
apTTBIPY MEH JKaJfaH OH HOTWXKeNep CaHbIH a3alTyFa BIKNAT €Ty MYMKIHAIr
TasgaHa bl KapKbUIbIK JepekTep/i Tanaay ablH Kas3ipri 9icTepl aknapaTThIH YJIKeH
KoJeMiH eHJeY Ke3iHJe TOMEH THUIMIUTIK KOpPCEeTII, aHOMalb/i YKOHE alasKThIK
oTepanusIap/bl aHbBIKTaY/ bl KMbIHIATaIbl. 3epTTey OapbIChIHa OipHEeIIe MOJeNbre
TaJjay SKYPri3ulin, OJapAblH ILIHJE MK MEeH TOJBIKTHIK OOWBIHIIA €H KAKChI
HoTiwkeHi LGM-GNN apxurektypacsl kepcerTi. AubiHFaH HoTmxenep GNN-ai
QJIASKTHIKTHI AaHBIKTAY MiHJETTEPIH € KOJIaHyIbIH OOJIalaFbl 30p eKEHIH JeN e i
KOHE OJIapibl HAKThl KAp)KbUIBIK MOHHTOPUHT JKYHeNepiHe eHTi3yre KOJ amajbl.
Anroput™MIepal KETUAIpy kKoHe OoJaliak 3epTTeyiepliH OarbITTapbl OOWBIHIIA
YCBIHBICTAp 7KaCaJJIbl.
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AnHoTaunus. B ctatbe paccmaTpuBaeTcs npuMeHeHHe rpadoBbIX HEHPOHHBIX
ceteit (GNN) Ui BBISIBIICHUS! MOIIIEHHUYECKUX TPaH3aKIMi B OAHKOBCKOW cUCTEME
U WX TPUMEHUMOCTb JJI TOBBIIIEHUS TOYHOCTU W CHUIKEHHUS YPOBHS JIOKHBIX
cpabaThlBaHUN B cHCTEMaX MOHHMTOpUHTa Oe3zomacHOCTH. COBpeMEHHbIE METOJbI
aHanM3a (UHAHCOBBIX JIAHHBIX JIEMOHCTPUPYIOT HHU3KYI0 3(P(GEKTUBHOCTH IpHU
o0paboTke OonbIUX 00BEMOB HWH(pOpPMANUM, YTO 3aTPYIHSAET OOHApYKEHHE
aHOMaJbHBIX M MOIIEHHUYECKHX omepanuil. B Xxoxe wuccnenoBanus OblTu
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WHTEPECOB.

Introduction

Fraud detection in banking transactions is a complex task requiring highly
accurate and computationally efficient analytical methods. Traditional rule-based and
machine learning approaches often fail to detect sophisticated fraud patterns, espe-
cially given the evolving nature of fraud schemes and increasing transaction volumes.
Graph Neural Networks (GNNs) have recently gained traction, demonstrating high
effectiveness in anomaly and fraud detection. However, the comparative efficiency of
different GNN architectures remains an open question, necessitating further analysis
and evaluation.

The relevance of this study lies in the need to improve fraud detection accu-
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racy while minimizing false positives, which is critical for the banking system. Re-
cent research introduces various GNN modifications, including heterogeneous graph
models, temporal graph networks, and adaptive aggregation methods. However, there
is a lack of comprehensive analysis comparing these approaches on a unified dataset
with consistent metrics, hindering their practical application in banking. Most studies
focus on proposing new models without detailed performance comparisons.

The novelty of the study is to conduct a comparative analysis of modern GNN
methods for detecting fraud in the banking system. As part of this study, advanced
graph models, including adaptive, spatiotemporal, and heterogeneous GNNs, were
reviewed and tested to identify their strengths and weaknesses, as well as determine
optimal configurations for detecting fraudulent transactions.

The object of the study is fraud detection processes in bank transactions using
graph neural networks.

The subject of the research is modern GNN architectures used to detect fraud-
ulent transactions.

The purpose of the study is to conduct a comparative analysis of various GNN
methods, evaluate their accuracy and computational efficiency on the open dataset
Credit Card Fraud Detection (Kaggle) and identify the most promising approaches.

Research objectives are to:

. Review modern GNN models used for fraud detection.

. Implement and test multiple GNN architectures on a single dataset.

. Evaluate the accuracy, completeness, and computational complexity
of the proposed models.

. Conduct a comparative analysis and identify the most effective meth-

od.

The significance of the research lies in its practical and scientific significance.
The results obtained can be used by banks and financial organizations to improve the
effectiveness of fraud detection systems, as well as in further research on the develop-
ment of machine learning methods in the field of financial cybersecurity.

Literature Review

Recent research in the field of fraud detection in banking transactions demon-
strates a growing interest in methods based on Graph Neural Networks (GNN), which
allow modeling complex relationships between transactions and more effectively
identifying anomalous patterns. One of the key research directions is the adaptive
graph neural network architecture designed to enhance fraud detection accuracy.
ASA-GNN is a model that utilizes adaptive sampling and aggregation mechanisms,
allowing for the consideration of the dynamic nature of fraudulent schemes (Tian et
al., 2023).

Another significant contribution was made by Liu et al., who developed a
GNN-based approach for credit card fraud detection by applying spatiotemporal re-
lationships between transactions (Liu et al., 2021). A similar approach was also used
in the study of Tian and Liu, where a graph transformer was proposed with the ability
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to consider temporal dependencies in transaction data analysis (Tian & Liu, 2024).

Heterogeneous graph neural networks have also gained widespread adoption
in this domain. The FIW-GNN model was designed using heterogeneous graph rep-
resentations for credit card fraud detection (Yan, Gao & Matsypura, 2023). Similar
principles were incorporated in the work of Fan et al., where a structure-oriented at-
tention mechanism was used to detect anomalies in complex transaction graphs (Fan,
Liu & Li, 2023).

A promising direction is the combination of graph neural networks with feder-
ated learning methods. The FedGAT-DCNN architecture was introduced, combining
graph networks with dilated convolutional neural networks to enable efficient fraud
detection in distributed systems (Li & Walsh, 2024). A similar approach was explored
by Tang and Liang, who integrated federated learning technology into a graph en-
vironment, reducing the risk of data leakage during model training (Tang & Liang,
2024).

Graph-based methods are also being applied in the broader cybersecurity
context. Research has explored the potential of graph-based approaches in anomaly
detection in information security, highlighting their effectiveness in fraud detection
tasks (Sozol, Saki & Rahman, 2024). Another study applied graph neural networks
for detecting money laundering schemes, confirming the versatility of these methods
(Dumitrescu, Baltoiu & Budulan, 2022).

Hybrid approaches combining GNNs with autoencoders have shown addi-
tional effectiveness in fraud detection. A model integrating graph neural networks
with autoencoders was developed to provide real-time predictability of fraudulent
transactions (Alarfaj & Shahzadi, 2024). A similar study presented a heterogeneous
graph autoencoder designed for fraud detection in credit operations (Singh et al.,
2024).

Despite significant progress, several unresolved issues remain. Research in-
dicates that using graph neural networks for fraud detection tasks requires additional
mechanisms to address data imbalance (Jing et al., 2021). An extensive review of
existing GNN models highlighted the need for further improvements in processing
heterogeneous transactional data (Zhou et al., 2020: 57-81). A model incorporating
spatiotemporal attention was proposed to account for the evolution of fraudulent
schemes, though it was noted that tuning the parameters of such an architecture re-
mains challenging (Cheng et al., 2020).

Another important research direction is the development of models resilient
to fraud masking techniques. A method called Pick and Choose was introduced to
address the class imbalance problem in training GNN models (Liu et al., 2021). Addi-
tionally, an inductive graph representation method for fraud detection was proposed,
enabling the processing of previously unseen transactions (Van Belle et al., 2022).

Some studies focus on alternative neural network approaches. A stacked auto-
encoder model was developed for predicting credit card defaults, opening possibili-
ties for applying deep recurrent networks in this field (Ebiaredoh-Mienye, Esenogho
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& Swart, 2021). Another study examined fraud masking techniques and proposed
approaches to enhance the robustness of GNN models against such attacks (Dou et
al., 2020).

Issues related to local and global adaptation of GNNs for fraud detection tasks
were addressed in research proposing the LGM-GNN architecture, which considers
the memory of local and global transaction dependencies (Li et al., 2023). A compre-
hensive review systematized the main approaches to anomaly detection in graphs,
emphasizing the importance of considering the evolution of fraudulent schemes and
the necessity of adaptive models (Pourhabibi et al., 2020).

Materials and methods

The study is based on the publicly available Credit Card Fraud Detection data-
set, which contains a total of 284,807 transactions, out of which 492 are labeled as
fraudulent. This dataset has been widely used in research on financial fraud detection
due to its imbalanced nature, reflecting real-world fraud occurrence rates. The dataset
consists of 30 features, including:

. Time: The number of seconds elapsed between a given transaction and
the first transaction in the dataset;

. Class: binary tag (0 — legitimate transaction, 1 — fraudulent);

. Amount: The transaction amount, which may be used for feature scal-

ing but does not reveal direct patterns distinguishing fraudulent and non-fraudulent
transactions;

. V =V, These features result from a Principal Component Analysis
(PCA) transformation applied to the original financial transaction data to protect sen-
sitive information. Since these components are anonymized, domain-specific feature
engineering is not possible on them.

Mathematically, the dataset can be represented as:

D = {(X, ¥}, (1)
where X. is the feature vector for the i-th transaction, and y. € {0,1} is the cor-
responding label (0 for legitimate transactions, 1 for fraudulent transactions).

To model the interactions between transactions, a graph-based approach was
employed, transforming the transactional dataset into a graph structure where nodes
represent individual transactions or accounts, and edges define relationships between
them. The graph representation was motivated by the observation that fraudulent
transactions often exhibit structural patterns that can be eftectively captured by graph
neural networks. Formally, transactional data can be represented as a weighted direct-

ed graph G = (V, E), where

» Vrepresents the set of nodes;

+ Erepresents the set of edges describing the links between nodes in the form
of transaction;
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¥ £ B, . .. e _p
. is a matrix of node features containing quantitative characteristics

of transactions;

- YE{01}%5 4 target variable indicating the transaction status (normal or
fraudulent)

A sparse adjacency matrix A4 is used to represent the relationships between
nodes, where element a, =1 if there is a transaction between users i and j, and 0 oth-
erwise.

To perform fraud detection on the constructed graph, we utilize multiple
Graph Neural Network (GNN) architectures, each designed to exploit different struc-
tural and relational properties. The models considered in this study include:

1) ASA-GNN: This model adaptively selects neighboring nodes and aggre-
gates their features, which allows us to consider the varying degrees of importance of
connections in the graph.

The weights of neighboring nodes are calculated using the formula:
0

h® = oW Z a, i) @)
uel ()
where ®vu is the coefficient of attention reflecting the importance of node u
for node v.
2) FIW-GNN: This method uses heterogeneous graphs in which transaction
information is considered in the form of various types of edges.
Transaction weights are formed based on the amount of payments and the

frequency of transactions:

o
R =o( ) w R 3)

ueN(v)
where Wru is the weight of the connection between nodes, reflecting the
amount and frequency of transactions.
3) FedGAT-DCNN: This approach combines federated learning with graph
convolutional networks (GAT) and extended convolution (DCNN), which allows dis-
tributed data processing.

The basic mechanism of attention is described by the equation:

o
h* = a( Z W RFT ()

ueN(v)
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where ®»u is calculated as:
exp(LeakyReLU(a” [Wh,||Wh,]))

v EkENl:v} EXp(LEﬂkFRELU(ﬂT [Wh‘u | | W’II’J]:]] (5)
4) LGM-GNN: Unlike the previous methods, the memory of local and global

node representations is used.

&

The final formula for updating hidden states:
o
u

(k—1)
R = oW hlD w, ) Tty (6)
ueN (v) INew)|

where W and W, - weight matrices for local and global node memory.

Training graph neural network (GRNN) models to detect fraudulent transac-
tions is a sequential process that includes data preprocessing, parameter initialization,
loss function optimization, and validation of results.

At the forward pass stage, each node updates its representation based on infor-
mation from its neighbors. The update formulas vary depending on the architecture.
The Binary Cross-Entropy (BCE) Loss function is used as a baseline loss function

for training:
N
1
=13 (ilogs, + (14 ) log1 - 5) )
i=1

where y, is the true transaction label, Yiis the predicted probability of fraud.

A crucial step in this process is addressing the inherent class imbalance in
the dataset, as fraudulent transactions constitute only 0.17 % of all transactions. To
illustrate the extent of this imbalance, Figure 1 presents a three-dimensional scatter
plot visualizing the dataset distribution based on transaction amount, time elapsed,
and fraud labels.

As evident in Figure 1, fraudulent transactions (highlighted in yellow) are sig-
nificantly underrepresented compared to legitimate transactions (purple). To mitigate
this issue, the Focal Loss function is employed, which enhances the contribution of
hard-to-classify fraudulent transactions while reducing the impact of correctly classi-
fied legitimate cases. The function is defined as follows:
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Fig.1. 3D Distribution of Fraudulent Transactions Dataset.

Ly == ) (@(1=$)"y)log, ®)

i=1
where @ is the balancing factor, and vy is the focusing parameter.
Model parameters are updated using gradient-based optimization with back-

propagation:
8« 8-—nVyL 9)

where 1 is the learning rate, and VoL is the gradient of the loss function with

respect to the model parameters.

By integrating graph-based learning with advanced loss functions, the pro-
posed approach enhances fraud detection performance while mitigating the adverse
effects of class imbalance.

Results and discussion

In a comparison study of four graph neural networks (GRNN) for fraud
detection in bank transactions, each model was trained and tested on a split of the
Credit Card Fraud Detection dataset. The main results of the model evaluation are
presented in Table 1. The evaluation metrics include accuracy, precision, recall, F1-
score.
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Table 1 - Comparison of Models by Key Performance Metrics

Model Accurancy Precision Recall F1-score
ASA-GNN 0.943 0918 0.925 0.921
FIW-GNN 0.951 0.927 0.944 0.935

FedGAT-DCNN 0.938 0.899 0915 0.908
LGM-GNN 0.96 0.935 0.95 0.942

From the results, the LGM-GNN model demonstrated superior performance
across all metrics, achieving the highest accuracy (96.0 %) and F1-score (0.942). The
high recall (0.950) indicates that the model effectively identifies fraudulent transac-
tions, reducing the risk of undetected fraud cases. Comparatively, FedGAT-DCNN
had the lowest performance across all metrics, suggesting that its architecture might
not be optimally suited for learning fraud patterns.

The FIW-GNN model also exhibited strong fraud detection capabilities, with
an F1-score of 0.935, highlighting its ability to maintain a balance between precision
and recall. ASA-GNN, while performing well, had slightly lower recall than FIW-
GNN and LGM-GNN, which could result in missed fraudulent cases.

To further evaluate the models’ ability to distinguish fraudulent and non-fraud-
ulent transactions, the ROC curves for each architecture were plotted (Figure 2). The
area under the ROC curve (AUC) serves as a key metric, quantifying the overall clas-
sification capability of the models.
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Fig.2. ROC Curves of Models

As shown in Figure 2, the LGM-GNN model achieved the highest AUC
(0.958), confirming its superior discriminatory power in fraud detection. FIW-GNN
and ASA-GNN followed with AUC values of 0.932 and 0.921, respectively, indicat-
ing their competitive performance. Meanwhile, FedGAT-DCNN exhibited the lowest
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AUC (0.911), consistent with its lower precision and recall scores. While all models
outperform random guessing (dashed diagonal line), LGM-GNN maintains the most
favorable balance, demonstrating higher sensitivity to fraudulent transactions while
minimizing false alarms. These findings emphasize the importance of model selection
in fraud detection, as even slight variations in AUC can significantly impact financial
security and risk management.

The results obtained in this study align with findings from previous research
in fraud detection using deep learning and graph neural networks. Prior studies, such
as those by Zhang et al. (2022) and Liu et al. (2023), demonstrated that graph-based
approaches outperform traditional machine learning models in fraud detection tasks
due to their ability to leverage relational data. However, our findings further suggest
that architectural variations within GNNs significantly influence model effectiveness.

For instance, Zhang et al. (2022) reported that their GCN-based fraud de-
tection model achieved an AUC of 0.915, which is comparable to the performance
of FedGAT-DCNN in this study. Similarly, Liu et al. (2023) highlighted that atten-
tion-based graph networks can improve fraud detection, a conclusion supported by
the strong performance of LGM-GNN (AUC = 0.958) in our experiments. These
results reinforce the necessity of incorporating advanced feature aggregation and at-
tention mechanisms to enhance detection capabilities.

Conclusion

The study conducted a comparative analysis of various graph neural network
(GNS) architectures to identify fraudulent transactions in the banking system. The re-
sults showed that the LGM-GNN model demonstrated the best efficiency among the
considered approaches, providing the highest accuracy, completeness and F1-score.
This confirms the high ability of this model to detect fraud with minimal false posi-
tives, which is especially important for ensuring financial security.

Nevertheless, despite the successful results, there are several open issues re-
lated to the interpretability of models, optimization of computational costs and adap-
tation of algorithms to real banking data. To further improve the performance of the
models, it is necessary to consider the problems of class imbalance, adapting methods
to the specifics of the data and increasing the speed of processing transactions in real
time.

Prospects for further research include the development of hybrid models com-
bining graph neural networks with traditional machine learning methods, as well as
improving the explainability of decisions made by models. This will open new op-
portunities for implementing effective and sustainable fraud detection systems in real
banking systems.
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