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Abstract. The accelerated development in digital financial transactions has enlarged
the risk of fraudulent activities, which increased the need for more efficient fraud detection
methods. This research study introduces a ML based approach to detect fraud in credit
card transactions. Paper consists of sections, which summarize detailed exploratory data
analysis, data preprocessing, model training, hyperparameter optimization, and discussion
of the results. Various model trainings on a large credit card dataset demonstrated that the
best model achieved an AUC of 96.82 % and an average precision of 88 %. Considering
the data-driven approach applied in the study, this framework can be dynamically altered
to detect new emerging fraud patterns. Additionally, the capability of the model to handle
large volumes of data in real-time makes it well-suited for financial institutions with high
transaction loads.
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AHHoTauus. KapXbUTbIK TpaH3aKIUsUIApAbIH KApKbIHABI JaMybl alasKTbIK ope-
KETTEP/IiH KayMiH apTTHIPHIMN, alasKTHIKThI aHBIKTAyAbIH THIMJII OMIICTEPIHE KaXKETTUTIKTI
apTThIpABL. byn Makanazga KpeauT KapTachl apKbUIbl jKacajFaH TpaH3aKLUsIIapIaFbl aja-
SKTBIKTHl aHBIKTAy YIIIH MAalIMHAJBIK OKY OJICTEpiH KOJIJAHATBIH KAH-KAKTHI 3€pTTEY
yChIHBUIFAaH. Makasia MbIHa OeIiMIepaeH TYpabl: AEPEKTep i 3epTTey, AepPEeKTepIi allIbIH
asia eHJIey, OPTYPIIi KJIaCC TEHAECTIPY 9ICTepiMEH MOJIEIIbIl OKBITY JKOHE THUIeprnapamerp-
nepai oHTainanaelpy. Kpeaurt kaprachl apKbUIbI jKacajlFaH TeJIeMAEpIeH KypalFaH JepeK-
TEp JKUHAFblHA JKacaJiFaH dKCIEPUMEHTTED €H »KaKchl Moaenb 96,82 % AUC xone 88 %
opTala JIIIKKE )KeTKeHIH KopceTTi. by 3epTrey aepexrepre Heri3AenreHaiKTeH, KYIIKT1
OpEKeTTI aHBIKTAY/Ia KOFAPBI JANIIKTI KAMTAaMaChI3 €T€ OTBIPHII, )KaHA ANasIKThIK YITiIepi-
HEe JUHAMHKAIBIK Typae OeriimMaene anaasl. COHBIMEH KaTrap, MOJEINb/IIH YJIKeH KoJIeM/Ier1
JepEKTep/il HAKThI YaKbIT PEKUMIHJIE OHIEY MYMKIHIITI-OHBI TPaH3aKIUIAP/IbIH ) KOFAPbI
KYKTeMelepiH 6acKapaThlH KapyKbl HHCTUTYTTAphI YIIIiH KOJAMIbIpaK eTel.

Tyiinai ce3mep: MallIMHAJBIK OKBITY, KE3/1€MCOK OpMaH, JJOTUCTUKAJIBIK PErpeccusl,
aJasKTHIK, TUIeprapameTpiaepai oHTananaeipy, XGBoost, rpagueHTT KyenTy
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OKY 9[IiC1 apKbUIbI KPEIUT KapTa ONepalysuIapbIHAAFbl adasKTHIKThl aHBIKTAY: CaJIbICThIP-
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AnHoTanus. beicTpoe pa3zBuTue uudpoBbIX GUHAHCOBBIX TPAH3AKLIUNA YBETUUHUIIO
PUCK MOIIEHHUYECKUX JEHCTBHM, UTO YBEIMUUIIO MOTPEOHOCTHh B Oojiee 3PEeKTUBHBIX
MeTofax oOHapyKeHHs MOILIEHHHYeCTBa. B aHHOM cTaThe MpencTaBiIeHO KOMILIEKCHOE
UCCIIEIOBAHNE, KOTOPOE MCIOJIb3YET METObl MAIIMHHOTO ObYUYEHHUS Ul BBISBICHUS MO-
IIEHHUYECTBA B TPAH3AKIMAX 110 KPEAUTHBIM KapTaM. CTaThs COCTOUT U3 Pa3leoB: 3KC-
IJIOPATOPHBIN aHaJIW3 JAHHBIX, MIPe/IBapUTeNIbHAs 00padoTKa TaHHBIX, 00yUEeHHE MOJENN
C Pa3NIMYHBIMU METOJaMU OallaHCHPOBKHU KJIACCOB M ONTHUMU3ALIUS TUIEPIAPAMETPOB.
DKcrepuMeHTHl Ha O0JIbIIOM HAa0Ope NaHHBIX KPEAUTHBIX KapT MOKa3alld, YTO JIydllas
mozenb gocturia AUC 96,82 % u cpenneit Tounoctu 88 %. [lockonbky cTpykTypa o0y-
YaeTcsl C UCIOJIb30BaHUEM I10/1X0/1a, YIPABISEMOr0 JaHHBIMHU, OHa MOXKET IMHAMUYECKU
a/1IalTUPOBATHCS K HOBBIM CXEMaM MOILIEHHUYECTBA, 00€CIeynBasi BHICOKYIO TOYHOCTh BbI-
SIBIICHUS] TIOZ03pUTENbHBIX JeiicTBuil. Kpome Toro, cnocoOHOCTh Mosenu 00opadbarsiBaTh
0ompIIe 00BbEMBI TAHHBIX B PEKUME PETHPHOTO BPEMEHH JIETIaeT ee Oosee MOIXOIsIe
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Konduaukt HHTEpecoB: aBTOPHI 3asBIJIAIOT 00 OTCYTCTBUU KOH(INKTA HHTEPECOB.

Introduction.

With the rise of digital banking and online transactions, credit card fraud has
become a growing concern for both financial institutions and customers. Although
fraudulent transactions make less than 1 % of all transactions, they can lead to billions of
dollars in financial losses each year. Disputed transactions also undermine trust for online
payment systems, which make customers hesitant and reluctant to use them. Traditional
rule-based fraud detection methods, which rely on predefined patterns and manual
oversight, are becoming less effective as malicious actors unremittingly develop more
sophisticated methods. While recent progress in machine learning offers promising tools
with automated pattern recognition and anomaly detection, there is a significant demand
for more sophisticated and adaptable approaches to fraud prevention.

Credit card fraud has a massive economic impact. According to the Nilson Report
global losses due to fraud activities estimated at $33.83 billion in 2023 (Nilson Report,
2023). Apart from identifying deceptive transactions, the major challenge for financial
institutions is to minimize financial losses while avoiding unnecessary disturbances to
legitimate customers. A system which responds too many false positives can frustrate users,
leading to declined transactions and lost revenue, while a system that misses fraudulent
transactions can cause serious financial damage. Highly imbalanced nature of transactional
records is the major challenge, because there might be only a few fraudulent transactions.
For this reason, it is highly intricate to detect fraud effectively with traditional models
without false alarms. This research study focuses on the development and evaluation of
machine learning models, specifically designed to handle imbalanced datasets. The primary
goal is to develop a more robust fraud detection framework which minimizes any negative
impact on the overall customer experience. This paper investigates the effectiveness of
machine learning techniques for credit card fraud detection, addressing key challenges
such as class imbalance and model performance optimization. The study aims to evaluate
different fraud detection approaches and highlight their practical applications in real-world
financial systems. The research emphasizes the balance between fraud detection accuracy
and minimizing false positives to ensure a seamless customer experience while maintaining
security.

Literature Review
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The majority of the research conducted in the field of fraud detection substantially
addresses Random Forest as the most accurate machine learning model to use. In general,
existing approaches can be categorized into several main groups: deep learning, machine
learning, ensemble learning and feature ranking methods, and user authentication strategies
(Alarfaj et al., 2022). Figure 1 illustrates the commonly used payment card authorization
process for credit card authentication. Generally, authentication methods fall into two main
categories: password-based authentication and biometric authentication.

CARDHOLDER MERCHANT ACOUIRER CREDIT CARD NETWORK ISSUING BANK
; T $ $
77T\ & visa

- Pl [ mepeer )

_u_u_ CHASEO _u_u_

1 (2 3 4

The cardholder The merchant The acquirer The credit card
pays the merchant send the credit forwards the network requests
for a purchase card details to credit card details payment authorization
with a credit card, the acquirer. to the credit card from the issuing bank.
network.

Fig. 1. Payment card authorisation process (Alarfaj et al., 2022).

West and Bhattacharya (2016) highlight that data mining techniques can be
time-consuming when working with large datasets. Additionally, as noted in papers
written by (Zareapoor et al., 2012; Zojaji et al., 2016) highly correlated information is
an indicative challenge in preparing credit card transaction data. Consequently, data
might be misclassified for the reason that fraud ones resemble legitimate transactions.
Another obstacle encountered by researches is handling categorical features. West and
Bhattacharya (2016) and Zareapoor et al. (2012) debate on the challenges related to
choosing appropriate detection algorithms and selecting relevant features. Predominant
machine learning models require lots of time for training. For this reason, it is important
to approach feature selection in detail in order to identify the most relevant attributes that
characterize fraudulent behavior.

A hybrid approach, which combines Random Forest and Isolation Forest to identify
anomalous transactions has been introduced by (Vynokurova et al., 2020). Their proposed
model consists of two main components: using an unsupervised and supervised learning
approaches. According to (Sulaiman et al., 2022), albeit Random Forest algorithms are
highly effective for classification tasks, they have several limitations when applied to real-
time credit card fraud detection. The training process for this algorithm is slower compared
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to other techniques, which makes it inapplicable for real-time fraud detection.

A comprehensive framework has been proposed by (Hashemi et al., 2022), which
integrates hyperparameter tuning with ensemble methods to manipulate class imbalance.
Their results indicate that deep learning algorithms have shown considerable prospect in
enhancing credit card fraud detection. Model proposed in this study exploits an artificial
neural network (ANN) with federated learning, which preserves data confidentiality.
Notwithstanding previous research on the use of ANN for fraud detection, they have been
directed on lab-based datasets. While model by (Hashemi et al., 2022) consolidates fraud
detection efficiency and reliability.

Study done by Rong Zhang et al. (2023) analyzed various classifiers using Support
Vector Machine (SVM) method. Their model trained on the BankSim dataset resulted
in 99.23% accuracy. Although this experiment highlights prospects of SVM model, it
has been trained on the well-structured transaction data. For this reason, it might not be
suitable for detecting fraud in the real-world transaction data.

Further research in the sphere of fraud detection accentuates use of deep learning
and neural network architectures in particular (Thennakoon, 2019). Their flexibility allows
to perform more efficiently for anomaly detection tasks. Nevertheless, challenges such as
excessive computational demands and training periods present significant challenge for
practical deployment.

Materials and methods.

Figure 2 illustrates the data preprocessing and model training workflow in this
research study. The following sections will explain each of the steps in detail.

—
! Ieia Duta Sglitting
L ¥ ¥
e
i i
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Fig. 2. Model Training Workflow

Data Description and Preprocessing

Most of the real-world datasets come with lots of missing data, but in this case a
well-organized and complete dataset from the Kaggle website is analyzed. The major two
features «Time» and «Amount,» remain in their original forms, while the remaining features
are principal components derived from Principal Component Analysis. As typical in fraud
detection, the dataset is highly imbalanced, with fraudulent transactions representing only
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0.1727 % of the total (only 492 fraudulent out of 284,807), which presents an indicative
modelling challenge for the study. The dataset’s structure, feature distributions, and the
extent of class imbalance was inspected using descriptive statistics and visualizations.
The major key insight revealed from this analysis is that most of the transactions were
for relatively small value, which has been validated by median of $22.00. In general, the
range of the transaction amounts were from $0 to $25,691.16, with a mean of $88.35.
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Fig. 3. Transaction distribution over time

Figure 3 shows overall distribution of transactions over time, and it can be noticed
that most of the transactions occur around lunch time (between 11 am and 4 pm) and
after 6 pm. Figure 4 below illustrates comprehensive correlation matrix of features in
the dataset. All V1-V28 features (PCA components) follow different distributions with
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varying ranges.
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Fig. 4. Correlation matrix of features

Model Training and Class Balancing

In this study four machine learning classifiers have been trained: Logistic Regression,
Random Forest, Gradient Boosting and XGBoost. For each classifier, three class balancing
methods were applied:

1. No Sampling: Training on the original imbalanced dataset.

2. SMOTE: Synthetic Minority Over-sampling Technique to balance the classes by
creating synthetic examples of the minority class, resulting in a balanced training set of
454,902 examples.

3. Undersampling: Reducing the majority class to achieve balance (394 examples for
each class), resulting in a much smaller training set of 788 examples.

Before model training data was split into training (80 %) and test (20 %) sets using
stratified sampling to preserve class distribution, resulting in 227,845 training examples and
56,962 test examples.

Hyperparameter Optimization
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For the best-performing model (XGBoost without sampling) (figures 5 and 6),
hyperparameter optimization was conducted using grid search with stratified 5-fold cross-
validation. The grid search explored 2,592 parameter combinations, with a total of 12,960
models trained during this optimization process.
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Fig. 5. Receiver Operating Characteristic curve for XGBoost without sampling

Results and discussion.

The best performance was achieved by the XGBoost model without sampling (Figure
6), which reached an AUC of 0.9682 and an average precision of 0.8800. This model also
demonstrated excellent computational efficiency, requiring only 7.24 seconds for training.

Detailed Performance Analysis

Several distinctive patterns have been revealed throughout this study. Table 1
summarizes how each model performed using different sampling techniques and quantifies
the results. In most of the cases, SMOTE performed better while comparing AUC, however
overall precision value decreased and in a similar way undersampling of model enhanced
model recall but decreased precision. The best balance of metrics has been obtained by
training the initial imbalanced dataset on XGBoost. Correspondingly, the training time for
model with XGBoost required 7.24 seconds, making it the most suitable for detecting fraud
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transactions in real-time.
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Fig. 6. Models’ comparison on average precision

Table 1 — Detailed performance analysis

Model Sampling AUC Avg. Precision Recall | Fl1- Training
Precision Score Time (s)
Logistic Regression | None 0.9722 0.7189 0.06 0.92 0.11 1.67
Logistic Regression | SMOTE 0.9698 0.7249 0.06 0.92 0.11 5.98
Logistic Regression | Under 0.9760 0.6778 0.04 0.92 0.07 0.14
Random Forest None 0.9530 0.8650 0.96 0.74 0.84 225.39
Random Forest SMOTE 0.9683 0.8748 0.85 0.83 0.84 646.07
Random Forest Under 0.9783 0.6958 0.05 0.92 0.09 0.73
Gradient Boosting None 0.3469 0.1567 0.53 0.18 0.27 659.91
Gradient Boosting SMOTE 0.9807 0.6885 0.11 0.90 0.19 1359.22
Gradient Boosting Under 0.9770 0.3687 0.03 0.93 0.07 1.28
XGBoost None 0.9682 0.8800 0.88 0.84 0.86 7.24
XGBoost SMOTE 0.9777 0.8418 0.46 0.86 0.60 11.05
XGBoost Under 0.9798 0.6142 0.02 0.92 0.03 0.27

Comparison with Hashemi et al. (2022)

Hashemi et al. (2022) developed an ensemble framework that leverages Bayesian
optimization to tune hyperparameters and mitigate class imbalance. Their method achieved
ROC-AUC values around 0.95.
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Table 2 — Comparison with Hashemi et al. (2022)

Aspect Hashemi et al. Our Approach

Dataset Size 284,807 transactions 284,807 transactions

Best Model Ensemble (CatBoost, XGBoost, LightGBM) XGBoost without sampling
AUC 0.9512 0.9682

Average Precision 0.9043 0.8800

Training Time 176.5 seconds 7.24 seconds

The approach studied in this paper yields a higher ROC-AUC (0.9682) compared to
0.9512, although with a slightly lower average precision. The most significant advantage of
the method is computational efficiency, with our model training more than 24 times faster
than their ensemble approach (Table 2).

Comparison with Zhang et al. (2023)

Zhang et al. (2023) evaluated multiple classifiers on a synthetic BankSim dataset,
reporting that SVM achieved the highest accuracy (99.23 %).

Table 3 — Comparison with Zhang et al. (2023)

Aspect Rong Zhang et al. Our Approach

Dataset Synthetic BankSim Real credit card transactions
Features Age, gender, payment domain | PCA-transformed features
Best Model | SVM XGBoost without sampling
Accuracy 99.23% 99.98%

F1-Score 0.79 0.86

Our XGBoost model achieves both higher accuracy and F1-score compared to their
SVM approach. Additionally, our evaluation on real-world data rather than synthetic data
provides stronger evidence for practical applicability (Table 3).

Comparison with Thennakoon et al. (2019)

The study done by Thennakoon et al. (2019) on real-time fraud detection using deep
learning and ensemble methods emphasizes the advantages of deep learning architectures for
capturing complex patterns.

Table 4 — Comparison with Thennakoon et al. (2019).

Aspect IEEE Study Our Approach

Methodology Deep Learning (LSTM, GRU) | Traditional ML (XGBoost)
AUC 0.9526 0.9682

Inference Time | 124ms per transaction ~2ms per transaction (estimated)
Model Size 248MB ~]12MB (estimated)

Although our approach does not integrate deep learning, the robust performance of
our XGBoost model demonstrates that traditional machine learning methods, when properly
tuned, can achieve competitive results in fraud detection (Table 4). This reinforces the notion
that model selection and hyperparameter tuning are critical to performance, even without
the computational complexity of deep neural networks. Furthermore, the model offers

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
331



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

significant advantages in terms of inference time and model size, making it more suitable
for deployment in resource-constrained environments.

Conclusion.

To summarize, the aim of the research project was to analyze different machine
learning techniques for bettere performance in credit card fraud detection. The thorough
literature review has been done on ML techniques and class imbalance methods to examine
the cost-effectiveness and to validate the experimental tests. The XGBoost model without
sampling has proven to be computationally efficient and accurate model for detection in
real-time compared to other models.

Further recommendations to achieve better results include an exhaustive investigation
on the hybrid approaches as combining ML models with deep learning components.
While sampling techniques like SMOTE and undersampling are often recommended for
imbalanced datasets, the results indicate that they should be applied solicitously. Apart
from this, the research study has proven that our model effectively balances high detection
accuracy with computational efficiency, making it a strong candidate for real-world fraud
detection systems.
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