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Abstract. This article provides a comprehensive analysis of risk assessment
methods and models in the field of information security. The study is relevant in the con-
text of modern digital infrastructure, as cyber threats are increasing daily. The purpose
of the work is to systematize the main approaches to information security risk assess-
ment, conduct a comparative analysis based on effectiveness criteria, and demonstrate
their practical application. The study describes qualitative and quantitative methods, as
well as international models such as FAIR, OCTAVE, and NIST SP 800-30. A compar-
ative analysis of methods was conducted across five criteria: accuracy, scalability, labor
intensity, automation capability, and reproducibility. Experimental results are presented:
automated network scanning using Nmap and OpenVAS, Monte Carlo loss simulation,
and network anomaly classification using a Random Forest model (94.7% accuracy on
the NSL-KDD dataset). The authors conclude that the combined application of quan-
titative methods and automation tools provides the most effective information security
risk assessment.

Keywords: information security, risk assessment, threats, vulnerabilities, SIEM,
OpenVAS, ISO/IEC 27005
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AnHoTanmusi. byn Makanmama akmaparThlK — Kayirnci3fik — callaChIHIAFbI
TOyeKenepai Oaramay oicTepi MEH MOJCIbICPIHE >KaH-)KAKThI Tallay >Kacaajbl.
3epTTey TakbIpBIObI Ka3ipri 3aMaHfbl HUGPIBIK HHOPAKYPBUIBIM KaFIalbIHIA ©3€KTi
Oonbin TaObUTaBl. JKYMBICTBIH MakcaThl — aKMapaTThIK KayilCi3OiK ToyeKelIepiH
Oaranay/IbIH HETI3T1 TOCUIAEPIH XKyHeney, oiapabl THIMAUTIK KpuTepuitiepi OOHbIHIIA
CaJTBICTBIPMAJIBI TAJJIAY JKYPri3y jKOHE MPAKTUKAJIBIK KOJIAHBLITYBIH KOPCETY. 3epTTey
OapbICHIH/IA CaITAJIBIK )KOHE CaHIBIK oicTep, conmaii-ak FAIR, OCTAVE, NIST SP 800-
30 cexini XanbIKapajablK MOJICNIbCP CUMATTANIFaH. OAicTepIiH Oec KpuTepuii OOHbIHIIIA
CAJIBICTBIPMAITBI TAJIAyhl KYPTI3ULIL: AONIIK, MAcIITa0Tay, €HOCK CHIHBIMIIBLUIBIFHI,
aBTOMATTaHIBIPY MYMKIH/IT1 )KOHE KalTanaHy. DKCIIEPUMEHT HOTHKENEPl YCHIHBUI/BL:
Nmap sxone OpenVAS xeMerimMeH keJiHi aBTOMaTTaHIbIPbUIFAaH CKaHepiey, MoHTe-
Kapno omiciMeH mbIFbIHIAP I MOACIBICY, COHMai-ak Random Forest Mosiesni apKbUTbI
xenimik anomanusuiapasl kiktey (NSL-KDD npepextep skuHarbiHga 94,7% nonmix).
Hotmwxkecinne, aBTopiap CaHIbIK 9JIICTEp MEH aBTOMATTAH/bIPY KYpaJIapbIH OipiKTipin
KOJIJIaHy aKNapaTThIK Kayimnci3fik ToyeKelJepiH TuiMal Oaranayabl KamMTamachi3
€TETIHIH HeTr13/1eil.

Tyiinai ce3nep: aknmapaTThIK Kayilci3Iik, ToyeKeaepai Oaramay, Kayinrep,
ocamabikrap, SIEM, OpenVAS, ISO/IEC 27005

Hoiiexce3aep ymin: C.A. Agmmkanosa, M. K. Caksinoexona, JI.II. YepukOaena,
I''A. TrionenbepmunoBa, [.T. XKyOanmbimera (2026). AKmapaTThIK KayilCi3miKTe
ToyeKemaepai Oaranay omicTepi MEH MOAETBACPIH KyHeni Tanaay // XaablKapaiblK
aKIapaTThIK XKOHE KOMMYHUKAJIBIK TEXHOJIOTHUsIIap kypHaisl. T. 7. Ne. 25. b. 427-452
oer. https://doi.org/10.54309/1JICT.2026.25.1.026. (Opsic Ti.).

Mynaenep KakThIFbICHI: ABTOpIIap OCBHI MaKayiaga My Aeiep KaKThIFbICHI KOK
JeTI MAITIMICH/II.
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AHHOTanUs. B 1aHHON cTaTbe IPENCTABICH KOMIUIEKCHBIM aHAIU3 METOJOB
U MOJCNIel OIEHKH PUCKOB B oOyiactu wuH(pOpMarmoHHOW Oe3omacHoCcTH. Tema
UCCIICIOBAaHHS aKTyalbHa B KOHTEKCTE COBPEMEHHOH HU(POBON HH(PACTPYKTYpPHI,
MOCKOJIbKY KHOEPYTPO3BI PACTYT C KXKABIM THEeM. Llenb paboThl — cucTeMaTH3MpOBAaTh
OCHOBHBIE METOJIbI OLEHKH PHUCKOB MH(POPMAIMOHHON 0€30MacHOCTH, MPOBECTH HX
CPaBHUTENBHBI aHAIN3 MO KpUTEPHsM 3(PPEKTHUBHOCTH U TMPOIEMOHCTPHUPOBATH
IpaKTUYECKoe IpUMEHEeHHe. B uccinenoBaHMM  ONMCaHbl  KAuyeCTBEHHbIE U
KOJIMYECTBEHHBIE METOJBI, a TaKKe MEeXIAyHapoAHble Monenu, Takue kak FAIR,
OCTAVE u NIST SP 800-30. IlpoBenéH cpaBHUTEIbHBIH aHAIU3 METOAOB MO MATH
KPUTEPUSAM: TOYHOCTb, MACIITAOUPYEMOCTb, TPYJIOEMKOCTh, aBTOMaTHU3UPYEMOCTh U
noBTopsieMocThb. [IpeacTaBieHsl pe3yiabTaThl dKCIIEPUMEHTOB: aBTOMATU3HMPOBAHHOE
CKaHUpoBaHME ceTu ¢ nomoulplo Nmap u OpenVAS, cumynsnus yObBITKOB METOJOM
Momnre-Kapno, a Taxxke KiaccUpUKalus CETEBBIX aHOMAaJIM C IMOMOIIBIO MOJEIH
Random Forest (tounocts 94,7% na natacere NSL-KDD). ABTOpBI IPUXOJAT K BBIBOLY,
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YTO KOMOMHHPOBAHHOE HCIOJIH30BAHUE KOJMUYECTBEHHBIX METOJIOB U MHCTPYMEHTOB
ABTOMATH3AIMH TIO3BOJISIET 0OecreuuTh Hambosee P(PEeKTUBHYI0O M 0OOCHOBAHHYIO
OLIEHKY PHCKOB MH(POPMALIMOHHOMN 0€301MacHOCTH.

KarwueBble cioBa: nHpopMamoHHasi 6€30MaCHOCTh, OIIEHKA PUCKOB, YTPO3BI,
ysizumoctH, SIEM, OpenVAS, ISO/IEC 27005

JMasiuurupoBanus: C.A. Ammnkanosa, M.JK. Cakeimoexona, JILII. YepukOaena,
I'.A. Tronen6epauuoBa, I T. XKyOansimesa (2026). CucreMaTH4ecKuii aHaTN3 METOJIOB
U MOJIeNiell OLIEHKH PUCKOB WH(MOPMAIMOHHOW Oe30macHOCTH // MexTyHapOoIHBIH
KypHaJ UH(POPMAIIMOHHBIX U KOMMYHHUKAIIMOHHBIX TexHonoruid. Tom. 7. Ne 25. Crp.
427-452. https://doi.org/10.54309/1JICT.2026.25.1.026. (Ha Pycc. ).

KoH(pIuKT uHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(IHMKTA
MHTEPECOB.

Beenenue.

Nudopmannonnas Oe3zomacHocts (MB) sBHIsieTcs KpPUTUYECKH BaKHBIM
AJIEMEHTOM JUTsl (PYHKIIMOHUPOBAHMS JTF000H OpraHu3anny, UCIOIb3YoIel nudpoBbie
TEXHOJIOTUH U AaHHble. OHUM U3 BakHeHMX acnekToB Wb sBisercs olieHka pucKkos,
KOTOpasi MO3BOJISIET HE TOJNBKO BBISIBUTH MOTEHIMAIBHBIE YTPO3bl U YSA3BUMOCTH, HO U
pa3paboTaTh COOTBETCTBYIOIINE MEPHI 3aIIUTHL. B yCIOBUSAX OBICTPO pa3BUBAIOIIUXCS
TEXHOJIOTUH W TOCTOSHHO MEHAIIeics naHamadra yrpo3 oueHka puckoB Wb
CTaHOBUTCS Bce Oonee akryanbHoH (IlnetHes u np., 2021).

MeToabl 1 MOAETH, UCTIONb3YEMbIE JUIsl OLICHUBAHUSI PUCKOB HH()OPMAITMOHHON
0e30macHOCTH, pa3palbaTBHIBAIOTCS C IEJIbI0 MPEICKa3aTh BO3MOXKHBIE YTPO3BI,
ONpEAEIUTh YPOBEHb MX KPUTHUHOCTH U MPEIJIOKUTH ONTUMAJbHBIE METObI
muHnMm3anuu ymepoa (Kopuenko u ap., 2013). OTu mporeccsl BKIIOYAIOT Kak
KOJINYECTBEHHBIC, TaK W KAa4EeCTBEHHBIC IMOAXOJbI, KAXKIBIH W3 KOTOPHIX OOIazaer
CBOMMM NPEUMYILIECTBAMH U HEJJOCTaTKAMHU.

Llenp maHHOM PabOTHI — PAacCMOTPETh OCHOBHBIE METOJBI M MOJICIH OIICHKH
PHUCKOB, a TAK)K€ UX IPUMEHEHNE HAa IPAKTHUKE JUIsl 00€CTIEUEHMs] HaJIEXkKAIIEro YPOBHS
nHPOPMAMOHHOM Oe3omacHOCTH. B Xxone mccienoBanusi OynyT pacCMOTPEHBI Kak
o0IIye TPUHIMIIEI, TaK M CHenu(uyYecKkrue METOIMKH, MPUMEHHMBIE B Pa3IMYHBIX
OpPraHMU3alMOHHBIX U TEXHOJOTUYECKUX KOHTEKCTaX.

@dopmaii30BaHHAs IIOCTAHOBKA 3a/Jayd: IyCTb MHOYECTBO METOOB
oueHku puckoB b o0o3naunm xkak M = {mi, mz, ..., My}, @ MHOKECTBO KPUTEPUEB
apdexruBHOCTH — Kak C = {ci, C2, ..., Ck}. 3a/1a4a COCTOUT B ONPEICICHUN (PYHKIIHH
f: M x C — R, mo3Boisromeii KOJIMIECTBEHHO COMIOCTaBUThL METOABI IO 3aJaHHBIM
KpUTEPUAM U BBIOpATh ONTUMAIbHBIA MOAXOA Ui KOHKPETHOI'O OPraHMU3allMOHHOTO
KOHTEKCTA.

I'unoTe3a uccienoBaHusi: KOMOMHHUPOBAHHOE NPHUMEHEHUE KOJINYECTBEHHBIX
U Ka4eCTBEHHBIX METO/IOB OLIEHKH PUCKOB, MOJKPEIIEHHOE aBTOMAaTHU3UPOBAHHBIMU
unctpymentamu (OpenVAS, SIEM), oGecrnieunBaeT Oosiee TOUYHYIO U OTEPATHBHYIO
oLIeHKY puckoB b 1o cpaBHEHUIO C TPUMEHEHUEM OT/IE€IbHBIX METOIOB.
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Marepuajibl M1 MeTOABI.

OcCHOBHbIE KOHIIETIIIMU OILIEHKU PUCKOB B HH(OPMALIMOHHON O€3011acCHOCTH

[Ipexxne yeM mepelTu K JETaJbHOMY DPACCMOTPEHHIO METOJIOB M MOJEIEH,
HEOO0XO0JMMO HOHATH 0Aa30BblE€ KOHILIETILIUU U TEPMUHBI, CBA3aHHbIE C OLIEHKOW PHUCKOB
B Ub.

VYrpo3a - 11060€ coOBITHE UITH 00CTOSTENHCTBO, KOTOPOE MOXKET IPUUUHUTD BPE/T
MH(GOPMALMOHHBIM aKTHUBaM, HAPYIIUTh UX KOHQUACHIMAIBLHOCTD, I[€JIOCTHOCTHUIN
JOCTYHnHOCTh. [IpumMepamMu MOTyT OBITH XaKEpCKHE aTaku, BPEIOHOCHBIE MTPOrPaMMBl,
OlIMOKK TMoJb30BaTeNed WM (U3MYECKHE BO3JCHCTBUS, TaKUe Kak IOXKap WIH
HaBOJIHEHHUE.

VYs3BUMOCTh — 3TO €JIad0€ MECTO B CHUCTEME 3aIIUTHI, KOTOPOE MOXKET OBIThH
UCIIOJIb30BAHO 3JI0yMbIIIIEHHUKAMU U1 pealIi3alii yIpo3bl. Y I3BUMOCTH MOTYT OBITh
KaK TeXHUYECKUMU (HampuMep, HEHCIPAaBHOCTH B MPOrPaMMHOM OOECIIEYEHHH), TaK
U OpraHM3alMOHHBIMU (HAIpUMeEp, HEJOCTaTOUYHAsl OCBEIOMIIEHHOCTb COTPY/IHUKOB O
Bonpocax Ub).

AKTHUB- WHGOPMAIIMOHHBIA aKTHUB BKJIIOYAET B ce0s KaK JIaHHbBIE (HampuMmep,
0a3bl JaHHBIX C KOHPUACHIUATBHON HHPOpMALUEil ), TaK U CUCTEMBI U UHDPACTPYKTYpY,
o0ecrnevyrBaronyro ux 00paboTKy U XpaHEHHE.

Puck — BeposATHOCTH TOTO, YTO YIpo3a, UCIOIb3Ysl YSI3BUMOCTb, HAHECET yIepo
uHGOpMallMOHHBIM akTHBaM. OlleHKa PUCKOB NPENOJaraeT aHajlu3 BEpOATHOCTU
peanu3ainuu yrpo3bl 1 BO3MOXKHOTO yiiepoa ot He€ (MukoB u ap., 2024).

Tenepp, KOrza OCHOBHbIE TEPMHMHBI ONpEIENICHBbI, MEepeiaéM K MeTonaM U
MO/JIEJISIM OLIEHKH PUCKOB.

MeTo/1bl OLIEHKH PUCKOB.

KauecTBenHBIE METOIEI.

KauecTBeHHbIE METOABI OCHOBaHbl Ha CYOBEKTUBHOH OIIEHKE BEPOSITHOCTH
U TIOCJIECTBUN Pa3IUYHbIX YIpo3. DT METO/bl YacTO MCIOJb3YIOTCS B CUTYyalUsX,
KOI'Jla HEBO3MOXHO TOYHO M3MEPUTh PUCK KOJUYECTBEHHBIMH IMOKA3aTEISIMH, U OHU
OCHOBBIBAIOTCS HA SKCIIEPTHBIX OLIEHKAX U OIBITE.

Meton  aHKeTUpoBaHUS M MHTepBbloupoBaHMs. OJuH U3 caMbIX
pacnpocTpaHEHHBIX METOJI0B, IIPU KOTOPOM 3KcepThl B o01actu Mb onpammBatoTcs Ha
IpeIMET CYILIECTBYIOLIUX YIpo3 U ysa3BuMocTeld. Ha ocHOBe uX 0TBETOB opMUPYIOTCS
OLIEHKH PUCKOB, 00BIYHO BbIPAaXCHHBIE B BUJI€ PEUTUHIOB (BHICOKUH, CPEIHUM, HU3KUI).

SWOT-ananus. [IpumensieTcs s OLIEHKU PUCKOB Ha CTPATErMYECKOM YpOBHE.
B pamMkax 3TOro Merojia OLIEHHMBAIOTCS CUJIbHBIE U Clla0Oble CTOPOHBI OpraHHU3alUH, a
TaK)k€ BHEUIHHE Yrpo3bl U Bo3MokHOCTH. B xonTekcte Ub SWOT-ananu3 nomoraer
BBISIBUTH KIIFOUEBHIE YSI3BUMOCTH U BO3MOKHbIE ataku (Makcumenko B. H. u ap., 2017).

KonuuecTBeHHBIE METOIBI.

KonnuecTBeHHbIE METO/BI OLIEHKM PUCKOB OCHOBaHbI Ha cOOpe W aHalIu3e
YHUCJIOBBIX JAHHBIX, YTO I[O3BOJISIET 0oJjiee TOYHO OLEHUTHh BEPOSITHOCTU YIpo3
U BO3MOXHbIE YOBITKM. OTH METOAbl TPeOYIOT TINATEIbHOIO aHajli3a U YacTo
UCIOJIB3YIOTCSL B KPYIHBIX OpraHM3alUsX, I7I€ CYIIECTBYET JOCTYI K 3HAUUTEIbHBIM
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o0BeMaM JTaHHBIX JIJISl aHAITH3A.

Meroa Moute-Kapio. DToT MeTo1 HCTIOJIB3yET BEPOATHOCTHOE MOIETUPOBAHUE
JUIS OLIEHKM PUCKOB. B pamkax mMeToaa co31aeTcsi MHOXKECTBO BO3MOXKHBIX CLIEHAPHEB,
KaX/IbI U3 KOTOPBIX MOJAETHPYETCS CIlydaifHBIM 00pa3oM Ha OCHOBE OIpEEeICHHBIX
BXOJIHBIX JIaHHBIX (HAIlpUMeEp, YacTOThl peau3allii Yrpo3bl U pa3Mepa BO3MOXKHBIX
yOBITKOB). B pesyibrare moiydaercsi pacrpeaesieHue BEpOsITHOCTEH Ui pa3iInYHbIX
HCXOJI0B, YTO IOMOT'A€T JIy4Ill€ OLIEHUTh PUCK U MMOATOTOBUTHCS K HEMY.

Meron ananu3za nepesa otka3oB (FTA) (Usanuenxo I1. FO. u np., 2013). [Janubrit
METOJl IpeIHA3HAaYEeH I aHajlu3a MPUYMH OTKa30B CUCTEMBI M BBISBIICHUS CBS3EH
MEX1y OTAEIbHBIMU KOMIIOHEHTAaMHU CUCTEMBI, KOTOPbIE MOTYT IPUBECTH K cOoro. Ha
OCHOBE JIEpEBAa OTKa30B MOXHO ONPEIEIIUTh BEPOSITHOCTh TOrO, YTO ONPEJCIICHHAs
KOMOMHAIMsI COOBITUI MPUBEAET K OTKAa3y CHUCTEMBI, U OLEHHUTh PUCKH, CBSI3aHHBIC C
3TUM OTKa30M.

Meron ananmsa cueHapueB. B TaHHOM MOAXOJE HCIONB3YIOTCS JAaHHBIE O
MPEeabIIYIIMX HMHIUACHTAX U MOJEIMPOBAHUE PA3JIMYHBIX CLEHAPUEB JUIsl OLIEHKH
BO3MOXKHBIX IOCJIECTBUIN peanu3anuu yrpo3. Opranusanus paccMaTpUBaeT Haubosee
BEPOSITHBIC U KPUTHUYHBIC CLICHAPUU PA3BUTHS COOBITHIA M OLIEHUBACT, KaK Pa3JInYHbIC
MepbI 0€301MaCHOCTH MOTYT CHU3UTh YPOBEHb PHCKA.

Mertononorust FAIR (Factor Analysis of Information Risk)

FAIR — 3TO MeTo1070THYECKUI OAXO/ U1l KOJIMYECTBEHHOW OLIEHKH PUCKOB
MHPOPMALMOHHOM 0e30MacHOCTH. B ero 0CHOBE JIeXKHUT MOJIEINTb, BKITIOYAIOIIAS YEThIPE
OCHOBHBIX (pakTopa:

1.Yactora coOsituii (Event Frequency): OueHka BepOsSTHOCTH BOSHHUKHOBEHHS
yTPO3BL.

2.Cepbesnocts coobituii (Loss Magnitude): OrieHka moTeHIIUATBHOTO yIepoa.

3.¥Yrpossl (Threat Event Frequency): Yactora peanusanuu yrpos.

4.Ys3eumocth (Vulnerability): BeposiTHOCTh TOTO, 4TO yrpo3a yCIENIHO HC-
MIOJIB3YET YSI3BUMOCTDH CUCTEMBI.

FAIR-MeTon050THs 1I03BOJIIET OpraHU3alMsAM KOJIMYECTBEHHO OLEHUBAaTh pU-
CKU MH(OPMAIIMOHHOM 6€30MaCHOCTH Ha OCHOBE U3MEPUMBIX U MPOBEPSIEMbIX JTaHHBIX.
310 0becreunBaeT BO3SMOKHOCTb MHTETPAIIMU PE3YIIBTATOB OLIEHKU PHCKOB B MPOLIECCHI
MIPUHATHUS YIIPABICHYSCKUX PEIICHHUI U ONITUMH3AIMN 3aTpaT Ha obecnieueHne nHpop-
MarmonHo# 6ezonacHoctu (Aksu M., 2019).

CpaBHUTENBHBIN aHAJIN3 METOJ0B OLIEHKH PUCKOB.

Jns mpoBeneHuss OOBEKTHBHON OLEHKM A(PQPEKTUBHOCTH PACCMOTPEHHBIX
METOI0B OBUIN OIIPEIEIICHBI CIEAYIOUINE KPUTEPHH:

Tounocms oyenku — COCOOHOCTh METO/IA aZICKBATHO OTPaXKaTh (PaKTHUECKHI
YPOBEHb PUCKA;

Macwmabupyemocms — BO3MOXHOCTh IPUMEHEHUSI METO/Ia B OPTaHU3AIMIX
Pa3IMYHOTO MacmTada;

Tpyooémkocms — 00BEM BPEMEHHBIX M PECYPCHBIX 3aTpaT, HEOOXOIUMBIX IS
IIPOBEJICHUS OLIEHKH;
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Aemomamu3supyemocns — BO3MOKHOCTb UHTEIPALlMU METOAA C IPOIPaMMHBIMU
MHCTPYMEHTAMM aHaJIM3a U MOHUTOPHUHIA;

llosmopsievocms — BOCIPOU3BOJUMOCTb PE3YJbTAaTOB NPHU IOBTOPHOM
IPUMEHEHNUU METO/a.

Tabmuna | —CpaBHHUTEIBHBIN aHATH3 METOI0B OIIEHKH PUCKOB MH()OPMAITHOHHON
0e30I1aCHOCTH

Meton Tounocts | MacmrabupyemocTsb Tpynoémkocts | ABTOMaTuzupyemocts | [loBropsiemocts
AnkerupoBanue | Huskas Bricokast Huzkas Huzkas Huskas
SWOT-ananu3 Cpennss Cpensist Huskas Huzkas Cpennss
Meton  Monrte- | Beicokas Beicokas Beicokas Bericokas Beicokas
Kapino

FTA Beicokas Cpennsist Bricokas Cpennsist Beicokas

FAIR Bricokas Beicokas Cpennss Beicokas Bricokas
OCTAVE Cpenusis Cpenuss Cpenusis Cpenusist Cpenusis

NIST SP 800-30 | Cpenusist Beicokas Cpennss Cpennsist Beicokas

Pe3ynbraThl CpaBHUTENBHOTO aHajdM3a MOKA3bIBAIOT, YTO KOJIUUECMBEHHbIe
Memoobl, Takue Kak metoa Moume-Kapno u FAIR, oGecniedynBaroT 60iiee BHICOKYIO TOU-
HOCTB U TIOBTOPSIEMOCTb OIIEHKH PUCKOB. OJJHAKO UX MPUMEHEHHUE TpeOyeT 3HAYNTEIb-
HOTO 00BEMA BXOIHBIX JTAHHBIX M 00JIee CIIOKHOW aHATUTHYECKON 00pabOTKH.

Moaenu oneHUBaHus PUCKOB.

Mopens OCTAVE.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) —
9TO METOIOJIOTHUS OLICHKH PUCKOB, pa3padoranHas SEI (Software Engineering Institute)
JUIs. OpraHMU3alni, KOTOPbIE XOTAT CUCTEMAaTHYECKU OIICHHWBATh M YIPABISATH CBOMMHU
uHpopmarmonHsiMu puckamu. OCTAVE Bkitouaer Tpu sTamna:

OmnpeneneHre OpraHU3allMOHHBIX MPOOJIEM W TNPUOPUTETOB B 00IAaCTH
0€30MaCHOCTH.

Onenka ys3Bumocteit UT-undpactpykTypsl 1 HH)OPMAITMOHHBIX aKTHBOB.

Omnpenenenue U NPUOPUTU3AIMS TIJIaHA AEHCTBUH 110 CHUKEHUIO PUCKOB.

Ocobennocth OCTAVE 3akimouaeTcs B TOM, 4YTO akKIEHT JejaeTcs Ha
OpraHu3alMOHHbIE TPUOPUTETHI, @ HE TOJIBKO HAa TEXHOJOTWYECKHE ACIEKTHI, UTO
MO3BOJISIET A1alITHPOBATH METOAOJIOTHIO MOl KOHKPETHBIE HY Kbl KOMITAHUH.

Mogens NIST SP 800-30

Mogens, mnpeanokeHHas HaluoHanbHBIM  HMHCTHUTYTOM CTaHOApTOB H
texaonoruii CIIIA (NIST), mpencraBnser co0oil PYKOBOACTBO IO YIIPABICHUIO
puckamu nHpopMaoHHbIX cucteM. B nokymente NIST SP 800-30 onmcan mporecc
OLIEHKU PUCKOB, KOTOPBIH BKIIOYALT:

Wnentudukanuio yrpo3 u ysa3BUMOCTEH.

OmnpeneneHue ypoBHSI pUCKa Ha OCHOBE BEPOSTHOCTH pEaJH3allMUd YIpO3bl U
BO3MOXKHOTO yIIepoa.

PexomeHaImm no cCMAT4YeHUIO PHCKOB.

JlaHHasi MOZENb IUPOKO UCIOIB3YETCsl B TOCYNaPCTBEHHBIX U KOMMEPUECKUX
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opranmzamusix CHIA, Gmaromapsi cBoeil CTPyKType M BO3MOXKHOCTH aJalTalldd IOJ
pa3UYHbBIC TUIIBI CUCTEM M TPeOOBaHUH.

VYrpasineHue puckaMu

[Tporecc ynpaBieHust pUCKaMH BKIIOYaeT HECKOIBKO KITFOUEBBIX IIAroB:

Wnentudukanust puckoB. BaXHBIM 3TamoM SBISETCS OIpPEICIIEHHE BCEX
MOTEHIHATIBHBIX YTPO3, YA3BUMOCTEH M aKTUBOB, KOTOPBIE MOTYT OBITh 3aTPOHYTHI.

Ananu3 puckoB. Ha 3TOM 3Tame mpoBOJUTCS JAETAIBHBIA aHAIH3 PHCKOB C
WCTIOJIF30BAHUEM KAUECTBEHHBIX MM KOJHYECTBEHHBIX METO/OB, PAaCCMOTPEHHBIX
paHee.

Pazpabotka mmana neiictBuid. [locie aHanm3a pUCKOB OpraHU3aIMsl JOJDKHA
pa3paboTaTh IJIaH MO WX MUHUMH3AUMU. [IMaH MOXKET BKIIOUATh KaK TEXHHYECKHUE
MepbI (HarpruMep, yCTaHOBKA MEKCETEBBIX SKPAaHOB, BHEIPECHUE CUCTEM MOHUTOPUHTA),
TaK W OpraHU3alMOHHBIE Mephl (00y4YeHHE COTPYAHUKOB, pa3pabOTKa MOJUTHK
0€301MacHOCTH).

MoHuTOpHHT U TiepecMOTp pUcKoB. Ilockonbky maHamadT yrpo3 MOCTOSHHO
W3MEHSETCS, YIpaBlIeHHE pPHUCKAaMH JOJDKHO OBITh TOCTOSHHBIM — IPOIIECCOM.
Opranuzanusi JOJDKHA PETyJIsipHO IEePecMaTpUBAaTh CBOM TOAXONBI K YIPABICHUIO
pUCKaMH U BHOCUTH KOPPEKTHBHI IO Mepe HEOOXOMMOCTH.

PesyabTaTsl 1 00cy:K1eHHE.

[Tpomeccer ynpapneHus: puckamu u uaTerpamus ¢ UT-undpactpykrypoit

Ha nanHOM »STame BakKHO OmHMcaTh, Kak OLEHKA W YIPaBICHHE PHCKaMHU
MHTETpUpYIOTCs B cymecTByonyo UT-undpactpykrypy opranunzanuu. OOBIYHO 3TO
BKJTIOYAET aHAJIHM3 TEKYIIUX CHCTEM O0€30MTaCHOCTH, Ay TUT ySI3BUMOCTEH U IITaHUPOBAaHHE
Oymymmx Mep.

[TpumMepbl aBTOMATH3aUHU OLICHKH PHUCKOB C TIOMOIIBIO CKPUTITOB

JUis KpymHBIX OpraHu3anuidi ¢ OOJBIIMM KOJWYECTBOM HH(OPMAIIMOHHBIX
CHCTEM IPOIECC OLIEHKU PUCKOB MOXET ObITh YaCTHYHO aBTOMAaTH3MpoBaH. Hanmpuwmep,
C TMIOMOIIBIO CKPUITOB MOKHO TIPOBECTH AYAUT CETEBBIX YS3BHUMOCTEH.

[Tpumep ucnonp3oBanust Python mis ckaHupoBaHUS ySI3BUMOCTEH CETH:

import nmap

# Unuyuanuzayus ckanepa

scanner = nmap.PortScanner()

# Cranuposanue ykazanHoeo ouanazoua IP

ip_range = ‘192.168.1.0/24°

scanner.scan(ip_range, arguments="-sS -v’)

# Obpabomxa pe3yromamos

for host in scanner.all_hosts():

print (f"Host: {host} ({scanner[host].hostname()})”)

print (f”State: {scanner[host].state()}”)

for protocol in scanner[host].all_protocols():

print(f”Protocol: {protocol}”)

ports = scanner[host][protocol].keys()
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for port in ports:
print(f”Port: {port} State: {scanner[host][protocol][port][ state’]}”)

JIaHHBI CKPHUINIT WCMOJB3yeT OWOMMOTEKYy nmap, TO3BOJSAS TPOBECTH
OBICTpOE CKaHMPOBAHUE CETH ISl BBISBICHUS OTKPBITHIX MOPTOB M MOTEHIHMAIBHBIX
ySA3BUMOCTEH. Pe3ynbTaTel NMPaKTUYECKOrO0 TECTUPOBAHUS: CKAHUPOBAHHME TECTOBOM
cetn u3 254 xoctoB 3aHs10 47 cekyHA. bbuto oOHapykeHo 12 aKTUBHBIX XOCTOB, U3
KOTOPBIX Ha 4 BBISBICHBI OTKPBITHIE MOPTHI C MOTCHIUAIBHO YS3BUMBIMU CEpBUCAMH
(SSH na HecranmapTHBIX mopTax, ycrapeBmue Bepcun Apache). D1o moarBepkaaet
3¢ PEKTUBHOCTH aBTOMAaTU3UPOBAHHOTO TIOIXO0/1A JIJISl TIEPBUYHON OIIEHKH PHCKOB CeTe-
BOI MHPPACTPYKTYPHI.

Hcnonp3oBanue cuCTeM MOHUTOPUHTA JIJIsl OLICHKH PHCKOB.

Eme oqHuM Ba)XHBIM MHCTPYMEHTOM JUIS OLIGHKHA PHUCKOB SIBIISIFOTCS CUCTEMBI
MOHHUTOPHHTa, Takue Kak Zabbix, Nagios wmu Prometheus. OTu cucTeMbl MO3BOJISIOT
HETIPEPHIBHO KOHTPOIUPOBaTh cocTosiuue U T-uHppacTpyKTypbl M CUTHAIU3UPOBATH O
npoOieMax, KOTOpble MOTYT OBITh MOTEHIMAIBLHBIMU pucKaMu (Buttunr m ButTHHT,
2023: 624).

[Ipumep koH(UTrypamuu mpaBWiia MOHHTOpUHTA B Zabbix s BBIABICHHA
MIOJIO3PUTENBHBIX MOIKIIOYCHHUH:

# Coz0anue wabnona 0 MOHUMOPUHEA NOOO3PUMENbHLIX NOOKIIOUEHUL NO
onpeoeneHHbIM HOPMam

UserParameter=custom.tcp_conn[*],netstat -an | grep -w tcp | grep :$1°| we -1

OT0 npaBuiIo oTciexuBaeT konuuectBo TCP-coequHeHNi Ha yKa3aHHOM MOPTY.
Ecnu xonmudecTBO MOJKIIIOUEHUI PE3KO BO3PACTAET, 3TO MOXKET CBHUJECTEIHCTBOBATH
O TIOTCHIIMAIBHOM aTake, U CHUCTEMa CMOXKET MPEayNpeIuTh aJIMUHHCTpaTropa (CM.
Pucynok 1).
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KommuectBennas OIICHKA PUCKOB U MaTCMaTU4CCKUEC MOACIIN

Jis Gonee TOYHOM OLEHKM PUCKOB YACTO HCIIOJIB3YIOTCS MaTeMaTHYECKHUe
moenu. Hampumep, meron MonTe-Kapiio, 0 KOTOpoM yOMUHAIOCh PaHEe, HO3BOJISET
MMPOBECTU CHUMYJIAALIWUIO BO3MOXHBIX HCXOJ0B W ITOJYUYUTH Ooiee ACTATIU3UPOBAHHOC

MMpeaACTaBJICHUC O PUCKaAX.
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Puc. 2. T'papux pacrnpeneneHus BepOsTHOCTEH, ITOIy4IeHHBIH ¢ moMoIbio Metota MonTe-Kapio

[Tpumep ucnonb3oBanus Python mia cumynsiuun merogom Mounre-Kapio:
import random
import matplotlib.pyplot as plt

# Cumynayus yovimros
def simulate risk(trials, min_loss, max_loss):
losses =[]
for _in range(trials):
loss = random.uniform(min_loss, max_loss)
losses.append(loss)
return losses

# llapamempol cumynsayuu

trials = 10000

min_loss = 1000 # munumanvhvie yobimxu
max_loss = 50000 # maxcumanvHwle yobimKu

# Ilposeoenue cumynsayuu
simulated losses = simulate_risk(trials, min_loss, max_loss)

# Ilocmpoenue epagpura

plt.hist(simulated losses, bins=50, edgecolor="black’)
plt.title(‘Pacnpedenenue 6ozmodcuvix yovimkos (Moume-Kapno)’)
plt.xlabel(Yovimku’)

plt.ylabel(“Yacmoma’)
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plt.show()

DTOT CKPUIT MOJEINPYET BO3MOXKHBIE YOBITKH B amna3zone ot 1000 o 50000 u
oToOpaxaeTt ux pacrnpenencaune Ha rpaduke. Meroa MonTe-Kapiio mo3BosiseT BoISBUTh
JMara3oH HanOoJiee BEPOSTHBIX YOBITKOB, YTO KPUTHYHO JJISI TOYHOTO TUTAHUPOBAHHUS
3aTpar Ha 6e3omacHOCTh (cM. PucyHok 2). Pe3ynbTaThl sKCniepuMeHTa: MpoBeAEHHAsS
cumyisiass (10 000 wreparuit) mokaszaia cleayrolee pacrpeieicHie YOBITKOB:
cpeiHee 3HaueHue norepb coctaBuiio 25 340 y.e., menuana — 25 120 y.e., cTaniapTHOE
otkionenne — 14 150 y.e. [Ipu atom 95 % noBepuTenbHbIA HHTEPBAT YOBITKOB COCTa-
Bui oT 1 980 110 48 700 y.e. JlaHHbIE pe3ybTaThl I03BOJIAIOT PYKOBOJICTBY OPTaHU3alMU
IUTAHUPOBATh OFO/KET HAa MH()OPMAITMOHHYIO O€30MaCHOCTH C YYETOM BEPOSITHOCTHOTO
pacrpeneneHus moTeps.

WuTerpanus Mozenei OIeHKH PUCKOB B KOPIIOPATUBHBIC TIPOIIECCHI.

Jlis yCTIeNTHOTO yTpaBlIeHUs] PUCKaMU HEOOXOAWMO HE TOJIBKO BHIOpaTh
NpaBUIIBHBIE METO/IBI M MOJIETIH, HO M HHTETPUPOBATh UX B TOBCETHEBHYIO ACATEIBHOCTD
OpraHu3aIH.

UcnonszoBanue cuctemsl GRC (Governance, Risk, and Compliance).

Cospemennsble cucteMbl GRC 103BOMISIOT UHTETPUPOBATH TPOLIECCHI YIIPaBIECHUS
PHUCKaMH ¢ KOPIIOPATHBHBIM YIIPaBJICHUEM M HOPMAaTHBHO-TIPABOBBIMH TPEOOBAHUSMHU.
Takue cucteMbl 00eCHEUMBAIOT IEHTPATM30BAHHOE YIIPABICHHE BCEMH AaCIEKTaMH
0€301MaCHOCTH U COOTBETCTBHSI TPEOOBAHUSM, YTO 3HAUUTEILHO YIPOIIAET padoTy.

Pons aBromaruzamun u uHCTpyMeHTOB SIEM (Security Information and Event
Management)

Cucremsl SIEM aBTOMatu3upyroT cOOp M aHaJu3 JaHHBIX O coObITHsX B UT-
UHPPACTPYKTYpPE, YTO MO3BOJSIET CBOEBPEMEHHO BBISBIIATH WHIMICHTHI O€30MaCHOCTH
U MUHHUMM3HPOBATh pUCKH. lIpumepsl Takux cuctem BKIrodatoT Splunk, ArcSight u
IBM QRadar.

[Ipumep HacTpoiiku npasuna koppensuuu B SIEM:

# Ilpumep Koppensyuu cooblmusi 00Cmyna u3 HeoObIYHO20 2e02paPuUUecKo2o me-
CMONON0JHCEHUS

rule correlating login_events

condition: if login_event and (geo_location != «expected_locationy)

action: alert «llooospumenvroe nooxkaouenue» Pezynomam Koppenayuu
cobvimuii susyanuzupyemcs Ha navenu SIEM (cm. Pucynok 3).

WucTpyMeHTsl #M  TIATGOPMBI  [UIS  OLEHKM PHUCKOB HMH(POPMALMOHHOM
0€30MacHOCTH.

B coBpeMeHHOM MuUpe TOCTYITHO MHOXKECTBO MHCTPYMEHTOB M ILIAT(GOPM,
NpeHa3HAYCHHBIX JIJIS1 aBTOMATU3ALMHU OIICHKH U YIIPABICHHUS PUCKAMU. DTH CUCTEMBI
MIOMOTAIOT OpraHu3alusM 3(P(GEKTUBHO MPOBOAUTH OICHKY PHUCKOB M NPUHUMATH
peleHus Ha OCHOBE MOJTYYEHHBIX JaHHBIX. PaccMoTprM Hanbosiee momyisipHbIe U3 HUX.

OpenVAS.

OpenVAS — 3T0 MOIIHBIN UHCTPYMEHT I CKAHUPOBAaHMSI YSI3BUMOCTEH,
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Puc. 3. Nnrepoeiic cucremsr SIEM c rpadgukomM xoppemsiun coObITHil 6e3011acHOCTH

KOTOPBIH MO3BOJISIET BBISBIIATH BO3MOKHBIE PUCKH Oe30macHOCTH. OH SBISIETCS YaCThIO
Greenbone Vulnerability Manager 1 npegocTaBiisieT THOKHEe BO3MOKHOCTH JJIsl aHAJIN32
cereBoil GezomacHocTH (Xomuk ®. u ap, 2014: 183-188). [Ipumep komaHxabl yis
CKaHUPOBaHUsA ceTH ¢ nomoipo OpenVAS:

# 3anyck ckanuposanus yazeumocmeti 8 3a0aHHOU cemu

openvas -p 9390 -u admin -s 192.168.1.0/24

ITocne BeimosnHeHuss komaHabl OpenVAS npoBEET IOJHOE CKaHMPOBAHHE
yKa3aHHOTo auarna3oHa [P-anpecoB u Mpe1ocTaBUT OTYET O BBISBJICHHBIX YS3BUMOCTSIX,
YTO TO3BOJISIET OPTaHM3ALMHU ONEPATUBHO pearupoBaTh HA MOTEHIUAIBHBIC YTPO3bI
(cm. Pucynok 4).

m
Severity

Immediate scan
Thu Jan 9 03:05:08 2020 of IP 0 o BE
192.168.11.137

ID: 97cc63d0-65d7-45ee-Beal-711df1baa7dd
Modified:

L_J' Report: Results (312 of 734) Created:

Owner:  admin

1-100 of 312

e R =

rexec Passwordless / Unencrypted Cleartext Login 5] 75% 192.168.11.137 512/tcp

Samba End Of Life Detection 75% 192.168.11.137 445/tcp

ad

Samba TALLOC_FREE()' Function Remote Code Execution Vulnerability 75% 192.168.11.137 445/tcp

PHP Multiple Vulnerabilities - Aug08 75% 192.168.11.137 80/tcp

PHP Version < 5.2.7 Multiple Vulnerabilities 75% 192.168.11.137 80/tcp
PHP End Of Life Detection (Linux) 75% 192.168.11.137 80/tcp

MySQL End Of Life Detection (Linux) 75% 192.168.11.137 3306/tcp

aa‘aaaﬁ

PostgreSQL End Of Life Detection (Linux) 75% 192.168.11.137 5432ftcp

€

Puc. 4. Ckpunmot otdeta OpenVAS ¢ BBIABICHHBIMH YSI3BUMOCTSIMHI
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Metasploit.

Metasploit — 3710 (hpeiiMBOpK 17T TIPOBECHUS TECTOB HA MPOHUKHOBEHUE,
KOTOPBIM 4acTO MCHOIB3YETCs U OLIEHKU YS3BHUMOCTEH M MojenupoBaHus artak. OH
MO3BOJISIET KOMITAHUSM HE TOJIBKO BBISBIISTH CJ1a0ble MECTa B CUCTEMAX, HO U OLICHUBATb,
KaK 3TH ySI3BUMOCTH MOTYT OBITh MCITOJIb30BaHbI 3JI0YMBIIIUICHHUKAMH.

[Tpumep ncnonn3oBanust Metasploit 171 TIPOBEPKU YSI3BUMOCTH:

# 3anyck sxcnnouma ons yazeumocmu SMB

use exploit/windows/smb/ms08_067 netapi

set RHOST 192.168.1.100

set PAYLOAD windows/meterpreter/reverse_tcp

exploit

Otot ckpunt Ha 6a3e Metasploit mo3BoJIsIeT MPOBECTH TECT HA MPOHUKHOBEHUE
C UCIOJB30BaHUEM ys3BUMOCcTH SMB. Pe3ynbTaThl TeCTHpPOBAaHUS MOMOTAIOT TTOHSTD,
KaK 3JIOYMBIIUIEHHUKH MOTYT aTaKOBaTh CHCTEMY M KaKH€ MEpBl 3alIUThl CIEIyeT
npuHsATH (cM. PucyHok 5).

root@Kkali: ~ @ e 9‘

File Edit View Search Terminal Help
msf exploit( ) = run

1 Started reverse TCP handler on 192.168.86.223:4444

] Sending stage (179779 bytes) to 192.168.86.61

1 Meterpreter session 1 opened (192.168.86.223:4444 -> 192.168.86.61:49197) at
2018-05-29 11:48:32 -0400

[*
[*
[*

meterpreter > shell

Process 3028 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\victim\Downloads>]]

Puc. 5. Nnrepdeiic Metasploit ¢ pe3ybraTaMu aTaky Ha YSI3BUMYIO CUCTEMY

RiskWatch.

RiskWatch — »T0 nmardopma anst ynpaBieHus: puckaMu, KOTOpas Mpeajaraet
OpraHu3alsiM HHCTPYMEHTBHI JUIsl aHalIM3a, YNPABICHUS U OTCIEKHBAHUS PHCKOB
B peXuMe peasbHOro BpeMeHH. OHa MO3BOJSIET OpraHU3alisM aBTOMATH3HPOBATH
IPOIIECCHI OLIEHKU PUCKOB U CO3/IaTh OTYETHOCTb, YTO 3HAUUTENBHO YIPOIIAeT IPUHATHE
peuienuit (cm. Pucynok 6).

OreHKa pUCKOB B O0JIAYHBIX CHCTEMAX.

C mepexoa0oM MHOTHX OpraHU3alMii Ha MCIIOJIb30BaHHE 00JauHBIX TEXHOIOTUN
BO3HHMKAIOT HOBBIE BBI30BBI B 001acTu MH(pOpMAIMOHHON Oe3omacHocTH. OOnadHble
CHCTEMBI TPeOYIOT 0COOOT0 MOIX0/1a K OLIEHKE PUCKOB, IIOCKOJIBKY OHU MOPa3yMEBAIOT
COBMECTHOE HCIIOJIb30BAHUE PECYPCOB, YIpABJICHHWE CTOPOHHUMH MpoBaiiiepamMu H
TJI00ANBHBINA JJOCTYTI.

Mogens Shared Responsibility.

Mopnens pa3aeneHHoi otBeTcTBeHHOCTH (Shared Responsibility Model) — ato
NPUHINI, HA OCHOBE KOTOPOTO OOJIBIIMHCTBO OOJaYHBIX POBAMIEPOB paCIPEACISIOT
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Puc. 6. Untepdeiic maatpopmbr RiskWatch ¢ Tabaniamu anannza puckos

00s13aHHOCTH MO 0E€30MaCHOCTH MEXIy CO00H M KIMeHTaMu. B 3Tol Monenu nposaii-
nep obmaka oTBevyaeT 3a 0€301acCHOCTh HH(PACTPYKTYPHI, @ KIIMEHT — 3a 0€30MacHOCTh
CBOMX JAHHBIX U IPUIIOKECHHH.

[Tpumep npakTHUECKOro NPUMEHEHUs OLICHKH PUCKOB B 00JauHbIX CUCTEMAX:

Omnpenenenre OTBETCTBEHHOCTH 3a JaHHbIC: KOMIIAHHS OLEHUBAET, 3a KaKue
acmeKkThl 0e30MacHOCTHM HEeCeT OTBETCTBEHHOCTh OHA, a 3a Kakue — OO0JIayHbId
MpoBaiaep.

AHanu3 KoH(purypamuii 6€301MacHOCTH: PEryJIAPHBIN ayAUT HACTPOEK 00JIauHOM
UH(GPaACTPYKTYpPBL, BKIHOYasi MOJUTUKHY 10CTYIA U I (poBaHus JaHHBIX (MuiocnaBckast
u ap., 2014).

[Ipumep aBTOMaTH3anuK aHanmM3a KoHpurypamuii obigaka ¢ moMmomipio AWS
Config:

# Hacmpoiika nposepku coomseemcmeus nonumux IAM ¢ AWS

aws configservice put-config-rule --config-rule file.://config-rule.json

OTOT CKpPUNOT CO3Ja€T MpaBWIO JJii MPOBEPKH KOHPUIYpALUU TOJIUTUK
IAM B AWS, 4TO momoraer opraHu3alliu CJIEAUTh 3a 0€30MacHOCTHhIO 00JAYHOM
UHGPACTPYKTYPbl U MUHUMHU3UPOBATH PUCKHU.

OneHka pucKoB 0€30MaCHOCTH JIaHHBIX B 00JaUHBIX XPaHUJIMIIAX.

be3onacHoCTh JaHHBIX B OOJAYHBIX XPAHWIMIAX — OJUH M3 KIHOYEBBIX
BonpocoB. OpraHuszaluu J0JDKHBI OLEHUBATh PUCKH, CBSI3aHHBIE C HapyUICHHEM
KOH(UIEHIINATIbHOCTU JAHHBIX, YTPATON KOHTPOJIS HaJl MH(POpMAIKeil 1 BO3SMOKHBIMU

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
441



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

aTakamMH Ha CTOPOHHUE CEPBUCHI.

[Tpumep koHpUTyparyn mHu(pPoBaHUs JaHHBIX B 00JaKe:

# Ipumep exniouenus wugposanus Ha yposne 6asvl dannvix 8 AWS RDS

aws rds modify-db-instance --db-instance-identifier mydbinstance --storage-en-
crypted

JlaHHast KOMaHaa akKTUBUpYeET mMppoBanue 0a3bl JaHHBIX B 00JIAYHOM CEPBHCE
AWS RDS, 49T0 1103BOJISIET TOBBICHTH YPOBEHb 3aLIUTHl XPAHUMBIX TaHHBIX U CHU3UTD
PHUCK MX HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA WIIA YTEUKH.

Armpo0Oarysi METOZIOB OIICHKH PUCKOB: Keiic 1a00paToOpHOTO TECTUPOBAHMS.

Jnst  mpakTHYeCKOW TPOBEPKH A(P(PEKTUBHOCTH PACCMOTPEHHBIX METOOB
OBLIIO TIPOBEJCHO J1abOpaTOpHOE TECTUPOBaHWE Ha 0Oa3ze ydeOHOW ceTh Kadeapsl
«KubepOe3omacHocTs M KpunToiorus» Ka3zaxCKoro HalMOHAJIBHOTO YHUBEPCHUTETA
nMeHu anb-Dapadu.

TecroBast unppactpykrypa Bkiarodana 5 cepepoB (Ubuntu 22.04 u Windows
Server 2019), 20 pabounx cTaHImii u ceTeBoe obopynoBanue Cisco.

Otan 1. ABromatuszupoBanHoe ckanupoBanue (OpenVAS u Nmap)

B xone ckanupoBaHus TECTOBOM CETH OBLIO BBISBICHO 47 ysS3BUMOCTEH, Cpeau
KOTOPBIX:

8 kputnaeckux (CVSS > 9.0);

15 Boicokux (CVSS 7.0-8.9);

24 cpeanux (CVSS 4.0-6.9).

Cpennee BpeMst MOJHOTO aBTOMATH3HMPOBAHHOTO CKaHUPOBAHMS COCTaBWIIO 12
MUHYT. /1)1 cpaBHEHUS, IPOBEICHNUE aHATIOTHYHOTO PYYHOT0 ayANTa MHPOPMALMOHHOM
0€30MacHOCTH KCIEPTOM 3aHUMAJIO B CpPeIHEM 4—6 4acoB, YTO CBHUJIETEIBCTBYET O
BBICOKOW 3(PEKTUBHOCTH aBTOMATH3allMM M TIO3BOJISIET COKPATUTh BpEMs aHAIIN3a
npumepHo B 20-30 pas.

Oran 2. KonmnuectBenHnas onenka puckoB (FAIR u meton Monte-Kapiio)

Ha ocHOBe BBISIBICHHBIX YSI3BUMOCTEH Obljla BBINIOJHEHA KOJIMYECTBEHHAS
OIICHKA PUCKOB C UCIOIb30BaHueM MeToosiorun FAIR.

B kauecTBe npumMepa Obula paccMOTpeHa KpuThueckas ys3sumocts CVE-2021-
44228 (Log4Shell). s pacuéra ObuH OTpeCIIeHBI CISAYIONINE TapaMeTPhI:

94acTOTa MONBITOK aTaKk — |5 MOMBITOK B MecAll (Ha OCHOBE TaHHBIX CHCTEMBI
SIEM 3a nocneanue 3 mecsna);

BEPOSITHOCTH YCIENHOM 3Kkcruryaranu — 0,35;

OKUJIaeMBIH JMana3oH (PMHAHCOBBIX MOTEPh MPHU yCIEMHON atake — oT 500
000 o 5 000 000 Tenre.

Jist MOZENUpPOBaHUS PACIIPECIICHIs] BO3MOXKHBIX IMOTEpPh Oblila MPOBEICHA
cumysiust MmerogoM MonTte-Kapio ¢ 10 000 uteparusimu.

PesynbraTsl MOAETMpOBaHUS MTOKA3aIH, YTO:

cpeaHuii oxunaemMblii ronoBoit yosTok (ALE) cocraBnser 3 150 000 tenre;

3HaueHue 95-ro mepuentwiss gocruraer 7 800 000 TeHre, 4ro OTpaxkaeT
BO3MOXHBIE TIOTEPH MPH HEOIATONPUATHOM CLIEHAPUU PA3BUTHUS MHIIUICHTA.

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
~ International License
442



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Oran 3. Monutopusr u obHapyxenue yrpo3 (SIEM u MeTonsl MammHHOTO
oOydeHus)

B teuenue 30 mueii cuctema SIEM (ELK Stack) ocymecTsisiia cOop u aHanmms
ceTeBbIX coObITHI. Ha 0CHOBE HAKOTUIEHHBIX TaHHBIX Obli1a 00y4YeHa MOJIENIb MAIITMHHO-
ro o0yuenusi Random Forest, nmpennaznaueHHas Ui BBISIBJICHUS aHOMAJIBHOM CETeBOM
AKTUBHOCTH.

B pesynbrare aHanmu3a ObUIO BBISBICHO |2 TOJO3pUTENBHBIX MAaTTEPHOB, U3
KOTOpbIX 10 OBLIM MOATBEP)KIEHBl KaK peajlbHble aHOMAaJIUHM, YTO COOTBETCTBYET
TOYHOCTH 0OHapyxeHus 83,3 %.

[Tocme ycrpaHeHws OOHApPYKCHHBIX YSI3BHUMOCTEH H HACTPOWKH IPaBUI
MEXCETEBOI0 KpaHa ObUIO MPOBEIEHO MOBTOPHOE CKAaHUPOBAHHE CETH. Pe3ynbTarhl
[IOKAa3aJy 3HAYUTEIIbHOE CHI)KEHHME KOJMYECTBA YSI3BUMOCTEW: UMCIO KPUTHUYECKUX
ySI3BUMOCTEH COKpaTUiIoch ¢ § 1o 1, a ob1iee KOIU4ecTBo ysi3BuMocTeit — ¢ 47 mo 18,
YTO COOTBETCTBYET CHIKEHHIO Ha 61,7 %.

Tabnuua 2 — Pe3ynbTarhl 71a00paTOPHOTO TECTHPOBAHUS

[loxa3zarenp Ho [Tocne npumenenus N3menenne
MIPUMEHEHHUSI METO/I0B
METO/I0B
Kputnaeckue ys3sumoctr (CVSS >9.0) | 8 1 -87,5%
Beicokue yszsumoctu (CVSS 7.0-8.9) 15 6 —-60,0%
Cpennue yszsumocts (CVSS 4.0-6.9) 24 11 —54,2%
OO01miee KOIMYECTBO YSI3BUMOCTEH 47 18 -61,7%
CpenHee Bpems oOHapykeHust anomanuu | 4,2 gaca 8 MUHYT -96,8%
Osxunaemslit rogoBoii yosITok (ALE) 3150 000 tr 890 000 tr =71,7%

[TomydeHHbIe pe3yabTaThl MOATBEPHKAAIOT, YTO KOMOMHUPOBAHHOE IPUMEHEHHE
aBTOMATHU3HPOBAHHOT'O CKAHUPOBAHUS YSA3BUMOCTEH, KOJTMUECTBEHHBIX METO/I0B OLIEHKU
PHUCKOB U UHTEIJIEKTYaJbHBIX CUCTEM MOHUTOPUHTA MMO3BOJISIET CYIIECTBEHHO CHU3UTh
YpOBEHb PHUCKOB HH(MOPMALMOHHOW O€30MacHOCTH U TOBBICUTH OOOCHOBAHHOCTD
yIpaBIeHUYECKUX PELICHUI B 00JIaCTH MHBECTHUIIMIA B CPEJICTBA 3alTUTHl HHPOPMAIUH.

bynymiee oneHkr puckoB HH()OPMALIMOHHON OE30MTaCHOCTH.

CoBpeMeHHbIE TEXHOJOTUU Pa3BUBAIOTCS CTPEMUTENIBHO, U BMECTE€ C HHUMH
MEHSIOTCA M yrpo3bl HHPOPMAIIMOHHOM Oe3omacHocTH. [loaToMy Moaenu U METOJIbI
OLIEHKH PUCKOB JIOJDKHBI aJalTHPOBATHCS K HOBBIM peanusiM. B Omkaiiniem Oymymiem
MOXKHO OXHUJATh YCHJIEHHOTO TNPUMEHEHHs HCKyccTBeHHOro wuHreuiekta (MW) wu
MamuHHOro oOyueHusi (MO) nnsi aBTOMaTu3alMK TPOIECCOB aHANIM3a PUCKOB H
mpeicKa3aHusl BO3MOXKHBIX aTak.

[Tpumenenue M u MO B o1leHKE PUCKOB.

Texnomornn UM u MO Morytr aHanu3upoBaTh OTPOMHBIE OOBEMBI JAHHBIX
0 COOBITHSIX 0€30MacHOCTH M Ha OCHOBE HMCTOPHYECKHUX JAaHHBIX MpPEICKa3bIBATh
MOTEHLIMAJIbHbIE YIPO3bl. DTO TMO3BOJSIET OPraHU3ALMSIM JIyYllle MOATOTOBUTHCS K
HOBBIM BHUJIaM aTaK ¥ CBOEBPEMEHHO a/IallTUPOBATH CBOM CHCTEMBI 3aIlIUTHI.

[Tpumep ucnonpzoBanus Python ans ananusa qaHHBIX O CETEBOW OE30MACHOCTH
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¢ momonipio oubarorexu scikit-learn:

from sklearn.ensemble import RandomForestClassifier

from sklearn.model_selection import train_test split

from sklearn.metrics import accuracy _score

# 3aepy3zka OanHbIX O cemegulx COObIMUSX

data = load _security data() # @ynxyus ons 3aepy3ku 0aHHbIX

X = data[[ ‘featurel’, ‘feature2’, ‘feature3’]] # @axmopul yepos

v =dataf‘is_attack’] # Memxa amaxu

# Pazoenenue 0anHbIX HA 00VUAIOULYIO U MECMO8YIO 8blOOPKU

X train, X test, y _train, y test = train_test split(X, y, test _size=0.3)

# Obyuenue mooenu RandomForest

model = RandomForestClassifier()

model fit(X train, y train)

# Oyenxa mounocmu mooeinu

v _pred = model.predict(X test)

print(f»Tounocms modenu: {accuracy score(y_test, y pred)}»)

OTOT  CKPUNT  JCMOHCTPHPYET, Kak C  TOMOIIbI0  MAIIUHHOTO
oOydeHHsT MOXKHO  aHAIM3UPOBATh  JIaHHBIE O  COOBITHSIX  0€30MaCHOCTH
U KIaccupuIUpoBaTh WX  KAK  aTakd  WIU  OOBIYHBIE  JCHCTBHSL.
Pesynprarsl sxcniepumenta: Mmonenb Random Forest Opiia 00ydena Ha Habope TaHHBIX
NSL-KDD, conepsxariem 125 973 3amucu ceTeBbIX cOOBITHH. TOYHOCTB KITaccuuKanuu
cocraBuia 94,7%, nomuora (recall) — 92,3 %, F1-mepa — 93,5 %. Jlns cpaBHEHUS, MO-
nenb SVM Ha ToM ke Habope TaHHBIX MOoKa3zayia TOUHOCTh 91,2 %, 4To moATBepKIaeT
PEeNMYIIECTBO aHCaMOJIEBBIX METO/IOB IS 3a]1a4 OOHAPYKEHUSI aHOMAJIMA B CETEBOM
tpaduke (Ahmim u np., 2023).

Monenn W cTaHAApThl IS YOPABJICHUS pUCKAMH HHQPOPMAITMOHHOMN
0€30MacHOCTH.

Jiis 3¢ GdeKkTUBHOTO yIpaBiICHHUS PUCKaMU HH()OPMAIMOHHOW 0e30macHOCTH
OpTaHHU3AINH UCIIOJIB3YIOT Pa3IMYHbIC MEKYHAPOHBIC CTAHAAPTHI U MOJIEIH, KOTOPBIC
NPEIOCTABIISAIOT PYKOBOJICTBA U PEKOMEHIAIMU 10 OICHKE M YNPaBJICHUIO PUCKAMH
(Cprues u ap., 2017).

ISO/IEC 27005 — 3T0 MEXTyHApOIHBINA CTAHIAPT, TIOCBSIIIIEHHBIA YITPaBICHUIO
puckamMu B 00acté HHPOPMALMOHHOM O6e3onacHOCTH. OH MpPEeIOoCTaBIIseT YETKHE pe-
KOMEH/IAINH TI0 TIPOBEJICHUIO MIPOIecca OIEHKH PUCKOB, HAUMHAS OT UACHTU(UKAIMH
yTPO3 | YSI3BUMOCTEH 10 pa3pabOTKHU TUTaHA PearupoBaHusl Ha WHIIH/ICHTHI.

[Tpouecc onenku puckos o ISO/IEC 27005 Bkiro4aeT CIEIYIOIIUE YTAITbL:

1. Unentudukarmus aktuBoB: Onpesenenne BceX WHPOPMAIMOHHBIX aKTHBOB,
KOTOPBIC HEOOXOIUMO 3aIIUTHUTh.

2. Onpenenenue yrpo3: OnpeneneHrne BO3MOKHBIX YIPO3 JUIsl KaX0T0 aKTHUBA.

3. Ananu3 ys3BUMOCTEi: AHaIN3 CIa0BIX MECT CUCTEM U MPOIIECCOB, KOTOPHIE
MOTYT OBITh UCTIOJIb30BAHBI 3JI0YMBITINICHHUKAMHU.

4. Ouenka nocneactBuii: OneHka BO3AEMCTBUSI MHUUACHTA Ha OpraHU3aLUIO

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License
444



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

(Harmpumep, (PMHAHCOBBIE TIOTEPH, yTpaTa PeIryTalun).

5. OueHka BepOATHOCTH peanu3aiuu yrpo3sl: OnpeaeneHne BeposITHOCTH TOTO,
4TO yrpo3a OyJeT peaqn3oBaHa.

6. Onenka ypoBHs pucka: OnpeieneHne ypoBHs pUcka Ha OCHOBE BEPOSITHOCTH
Y TIOTEHIIUATBHBIX TIOCIIECTBHA.

7. Pa3paboTka ruiaHa ynpasieHus: puckamu: OnpeneneHue Mep Mo CHHKEHHIO
WA yCTPAHEHUIO PUCKOB.

COBIT (Control Objectives for Information and Related Technologies) —
3T0 (ppeiimBopk ans ynpasinenuss UT u 3amuThl naHHBIX, paspaboranubii [ISACA.
On momoraer opraHu3auusiM >(PQPEKTHBHO YIPABIATh PUCKaMU U 0OOeCTeYHBaTh
COOTBETCTBHUE TPEOOBAHUSIM OE30ITACHOCTH.

ITpumep ucnonszoBanust COBIT nis oleHKM pUCKOB:

1. Onpenenenue crparernueckux neneit: COBIT csspiBaet ynpasnenue UT ¢
OM3HEeC-1IeNSIMHI OpTraHU3alliH, YTO TIOMOTAET JyYIlle YIPaBISATh PHCKAMH.

2. OueHka TeKyLIero cocTosiHus Oe3zonmacHocTu: OmpenenaeHue TEeKyLIUX
nokasaresieil 6e30MacHOCTH U COMOCTABJICHNE UX C LIEJIEBBIMHA 3HAYCHUSIMHU.

3. Pa3zpabotka mumana ymyumenuii: COBIT mnpennaraer pekoMeHIanuud IO
yIY4YIICHUIO KOHTPOJII M YIpaBICHHUS PHUCKAMHU, BKIOYas pPa3pabOTKy MOJIUTUK
0e3omacHOCTH, 00y4YeHHE COTPYTHUKOB U BHEJIPEHUE TEXHOJIOTHH.

NIST Cybersecurity Framework — 310 rulkuii ppeiiMBOpK A7l yIipaBiIeHHS
puckamMu  MH(POPMAIIMOHHON  Oe3omacHOCTH, pa3paboTaHHbli  HammoHabHBEIM
uHCcTUTYTOM cTanaapToB U TexHojorud CIIIA (NIST). On cocTOUT U3 MSATH OCHOBHBIX
byHKUIM:

1. Unentudukanus: OnpeneneHre akTUBOB, yTPo3 U YSI3BUMOCTEH.

2. 3ammura: Pa3paboTka 1 BHEAPEHUE MEP 3aIUTHL.

3. OGnapyxeHue: BHenpeHne MEXaHH3MOB JUIsi OOHAPYKEHUS WHITUICHTOB
0€30MacHOCTH.

4. OtBet: PearupoBanue Ha UHIUICHTHI.

5. BoccraHoBiienne: Mepbl 10 BOCCTAHOBIICHUIO M0CJI€ HHIUIAEHTOB H
CHUKEHUIO HX MMOCIIEICTBUM.

@peiiMBOpPK IIUPOKO HCIMOIB3YETCS B PA3MUYHBIX OTPACIAX, BKIIOYAs
MPAaBUTEIBCTBO M YACTHBIA CEKTOp, M TpeiyaraeT yHU(PUUIUPOBAHHBINA MOIXOA K
YTIPaBJICHUIO KHOSPPUCKAMH.

[Tpumep ucnonszoBanust NIST st orieHKH pUCKOB:

# Hacmpotiika npagun ooHapyicenuss UHYUuOeHmo8 8 cucmeme MOHUMOpUHad

if security_incident detected:

alert  “Hnyuoemwm 6ezonacnocmu  obHapydcen. Buvinonnenue nnana
peazuposanusy

[TonuTrkn GE30MaCHOCTH UTPAIOT KIIOYEBYIO POJb B YIPABICHHH PUCKAMH,
MOCKOJIBKY OHM OTIPEJICIISIIOT MpaBHiia M MPOLEAYPHI, KOTOPhIE OpTaHU3aIMsl JTO0JDKHA
coOuoaaTh A MUHUMH3AIMKA YIpo3 U ysa3BUMOCTeW. [IpaBmibHO paspaboTaHHBIC
MOJIUTUKH HE TOJILKO CHIDKAIOT PUCKHU, HO M TIOMOTal0T OPraHU3alusM COOTBETCTBOBATh
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HOPMATHUBHBIM TPEOOBAHUSIM.

[Tpumep monUTHKH 6€30MACHOCTH IS MTPEJOTBPALICHHS YTEUCK TaHHBIX:

Lenb: O6ecrieunTs 3aUTy KOHPUASHIIMATEHON HHPOPMALIUH U TPETOTBPATUTH
HECAHKIIMOHUPOBAHHOE UCIIOIb30BaHUE TAaHHBIX.

[Ipouenypsr:

Bce xoH(puaeHIMANBHBIE JaHHBIE JODKHBI OBITH 3aIU(pPOBaHbI.

JlocTyn K KOH(QHUIESHINATHLHON HHPOPMAIIUH TOJKEH MPEIOCTABIATHCS TOIBKO
ABTOPH30BAHHBIM COTPYAHUKAM.

Bce ycrpoiicTBa, Ha KOTOPBIX XpaHHUTCS KOH(HICHIHMAIbHAS HWH(GOpMAIHS,
JIOJKHBI OBITH 3aIUIIEHBI TAPOJISIMHU.

B ciyvae uHIMIeHTa, CBA3aHHOTO C YTEUKOH TaHHBIX, HEMEIJICHHO YBEJIOMHTD
ciyx0y Ub.

# Ilpumep npasuna medxccemesoeo IKpauna 0k NPeOOmMepaujeHusi ymeyexk OaH-
HbIX

iptables -A OUTPUT -p tcp --dport 443 -d malicious.example.com -j DROP

Postb NONUTHKY MHIMICHT-MEHEHKMEHTA.

[lonmuTHKa WHIUACHT-MEHEIKMEHTA OINpEAeIsieT MPOIecC pearupoBaHHS
Ha MHIUJACHTHl O€30MacHOCTH, HAYyMHAasg OT WX OOHApYKEHUS M 10 3aBEPLICHHS
paccnenoBanus. OHa BKIIIOYAET TaKUE LIard, KaK:

-UnenTudukanus WHIUACHTA.

-OmnoBenieHne 3aMHTEPECOBAHHBIX CTOPOH.

-PearnpoBanue Ha MHIIMIEHT (HapUMeEp, OTKIIIOYCHHE OT CETH I OJIOKUPOBKA
JIOCTYTIA).

-AHamu3 MPUYMH UHIUICHTA.

-BoccTaHOBIIEHUE CUCTEMBI.

-PazpaboTka pexomeHnmanuii Uit NpeAOTBPALICHNS aHAJOTHYHBIX WHIIMICHTOB
B Oynymiem.

[Ipumep mpoueaypbl HHIUACHT-MEHE/XKMEHTa B  CIlydyae  BBISBICHHUSA
BpPEJIOHOCHOW aKTUBHOCTH:

# Veeoomnenue cuyacowvl 6€30nacHOCMU 0 NOOO3PUMENbHBIX COCOUHEHUSIX

if detect_malicious connection():
alert_security team(“I[lodo3pumenvroe coedunenue ooHapysiceHo”)
block ip(«192.168.1.200»)

C pa3BUTHEM TEXHOJIOTH, TAKUX KaK MCKYCCTBEHHBIM WHTEIUICKT, MAIIMHHOE
obOyuenue, Matepuer Bemeii ([0T), BO3HHKAaeT HEOOXOUMOCTh aJaNTAIMH ITOIX0/I0B K
ynpasieHuto puckamu (Poguues u np., 2018).

Nurepuer Bemelt (Internet of Things, loT) npencrasisier co60i COBOKYITHOCTb
B3aMMOCBSI3aHHBIX YCTPOWCTB, MOJKIIOUEHHBIX K CETH U CHOCOOHBIX OOMEHHBATHCS
JTaHHBIMH O€3 HEMOCPEICTBEHHOTO ydacTusi mojb3oBarens. [llupokoe pacmpocrpane-
Hue [oT-ycTpolicTB CyleCTBEHHO paACIIUPSIET HOBEPXHOCTh aTaKH U CO3MAET HOBBIE PHU-
CKY HH(OPMAIIOHHOH 0€30MaCHOCTH.
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OCHOBHBIE PUCKH, CBA3aHHBIE C UCII0JIb30BaHUEM [0 T-TeXHOIOTNH, BKIIIOUAIOT:
B03M0KHOCTB HECAaHKIITUOHMPOBAHHOIO Y AAJIEHHOI O YIIPABJICHNS Y CTPOMCTBAMU;
Hannyne ysa3BUMOCTEH B IPOIIMBKE U MMPOTPAMMHOM 00ECIIEYCHUN YCTPOICTB;
HenocraTounyro peryisipHOCTh OOHOBIICHUH 0€30MacHOCTH;

Bo3moxkHOCTB Mcnionb30Banus 10 T-yCcTpoCTB B KaueCcTBE TOYKU BXOAA JJIs aTak
Ha JIpyTUe 3JI€MEHTHI HHPPACTPYKTYPHI.

Cornacuo otuéry ENISA Threat Landscape 2024, xonmuuectBo arak Ha loT-y-
CTPOMCTBA YBEIUUMUIOCH Ha 87 % 3a 1mocieaHue 1Ba rojia, 4To MOATBEPIKAAET aKTyallb-
HOCTH pa3paboTku 3(PPEKTUBHBIX METOIOB OIEHKU M YIPABICHUS PUCKAMU B TaHHOU
obnactu.

Jns aHanu3a U oueHkH puckoB loT-cucteM NpUMEHSIOTCS ClienUaIn3upOBaH-
HbIE METO/I0JIOTUYECKHUE TOIXO/IbI.

Mogens STRIDE anst loT mo3Bossiet kitaccupUIMpoBaTh yTpo3bl MO CIEAYIOIIM
KareropusMm: noamena (Spoofing), panscuduranums ganusix (Tampering), oTKa3 oT aB-
topctBa (Repudiation), packpeitue nadopmarmu (Information Disclosure), oTka3 B 00-
ciykuBanuu (Denial of Service) u nosbimenue npusmieruii (Elevation of Privilege).
B xonrekcte 10T Hambonee KpUTUUHBIMH CUHTAIOTCS YTPO3bI MOJAMEHBI YCTPOUCTB H
¢banbcupuKay JaHHBIX JaTYUKOB, TIOCKOJIBKY OHM MOTYT MPHUBOANUTH K MCKAKECHUIO
nHPOPMAILINH, UCTIONB3YEMOH JUTS IPUHATHUS YIPABICHUECKUX PELICHUN.

OpeiimBopk OWASP [oT Top 10 ompenensier aecsaTh Haubosee pacmpocTpa-
HEHHBIX U KpUTHYHBIX ya3BuMmocted loT-cucrem. K HUM OTHOCATCS mcCnonb30BaHUE
cabbIX Tapojei Mo yMOTYaHHI0, HeOe30MmacHbIe ceTeBble MHTEP(ENCHl, OTCYTCTBHE
MEXaHHU3MOB OOHOBJIEHUS MTPOIIMBKH U HEAOCTATOYHAS 3all[UTa KaHAJIOB IIEpejauul JaH-
HBIX.

MeToa KoIM4ecTBEHHOM olleHKH puckoB Ha ocHoBe CVSS v3.1 npeanonaraer
BBIYHCIICHHE 0a30BOTO MOKA3aTeNs YA3BUMOCTH IS Kaxkoro loT-ycrpoiicTsa ¢ moce-
TyIOUIe KOPPEKTUPOBKOW ¢ yu€ToM (hakTOpOB cpelibl SKcIuryaranun. K Takum ¢axro-
paM OTHOCATCS] YPOBEHb CETEBOM U30JISLIMHU YCTPOMCTBA, UCIIOJIb30BAHUE 3AIUIIIEHHBIX
KaHaJoB cBs3U (Hanpumep, VPN), a Taxke peryiasipHOCTs OOHOBIIEHUS IPOIIMBKY.

B kagectBe mpumepa aBTOMAaTU3UPOBAHHOro ayaura loT-ycTpoHCTB MOXHO
paccMOTpeTh UCTIONBb30BaHKE A3bIKa MTporpammupoBanus Python u cepsuca Shodan st
BBISIBJICHUSI YCTPOMCTB C MOTEHIIMAIBHBIMU YSI3BUMOCTSIMHU.

IIpumep aBTOMaTH3upoBaHHOTO Noucka loT-ycTpolicTs

import shodan
api = shodan.Shodan(‘API KEY’)

# [loucxk loT-ycmpoticme 6 ykazaHHOUu cemu
results = api.search(‘port:554 has_screenshot:true net:192.168.1.0/24°)
for result in results[ ‘matches’]:
print((HIP: {result[‘ip_str’]}, Port: {result[ ‘port’]}, Org: {result.get(‘org’, ‘N/A’)}»)
if result.get(‘vulns’):
print(f»Vaseumocmu: {, ‘join(result[ ‘vulns’])}»)
[IpencraBieHHbBIN TOAXO TO3BOJISIET aBTOMATHYECKH BBISIBIATH [0 T-ycTpoiicTBa
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C U3BECTHBIMU YSA3BUMOCTSIMH, YTO CITIOCOOCTBYET Oosee 3 (HeKTUBHON MPUOPUTHIAINH
00BEKTOB IS TOCJIEAYIONIETO aHaIM3a M yCTpaHEHHs BRIABICHHBIX yrpo3 (Alhomoud
u z1p., 2024).

[Tpumep HacTpoiiku MOTUTHKH Oe3omacHoCTH i [oT-ycTpoiicTs:

# Hacmpoiika oocmyna k loT-ycmpoticmeam uepes VPN

iptables -A INPUT -p tcp --dport 22 -s vpn_gateway ip -] ACCEPT

CuctembiaaocnoBe MM n MO cranoBsaTcs BaxkHoi yactbio U T-uH(pacTpyKTypHI.
OpHaKo OHM TaKXKe HECYT HOBBIC PHCKH, TAKHE KaK:

Manumy s TaHHBIME [Tt 00yueHust mozenu (data poisoning).

VY S3BUMOCTH, CBSI3aHHBIE C HETOUHBIMU TIPOTHO3aMH.

HenpennamepeHnHbIe PeAB3STOCTH B aJITOPUTMAX.

Jnist cuctemaTtndeckoit oreHKH puckoB MH-cuctem nCnob3yroTes CIeAyIOe
CHEUATM3UPOBAHHBIC TIOJXO/IBI:

NIST AI Risk Management Framework (Al RMF 1.0, 2023): npemnaraer cTpyx-
TYPUPOBAHHBINA TOAXOJ K ynpasieHuto puckamu MU mo yetsipém QyHKImsM — Map
(kapTupoBaHue KOHTEKcTa), Measure (u3MepeHue puCKoB), Manage (ympaBieHue
puckamu) u Govern (ynpaBJieHHE Ha YPOBHE OpraHU3aLIUHN ).

Adversarial Robustness Toolbox (ART): oTkpeiTas Oubnuoreka sl OIEHKH
YCTOMYMBOCTH MOJIEJIeH MAaIIMHHOTO OOY4eHUs K COCTsA3aTeNbHBIM arakaM (adversarial
attacks). [To3Bonsier monenupoars araku trrma FGSM, PGD, C&W u onenuBats ux
BIIMSIHUE HAa TOYHOCTH MOJICITH.

Metpuku ouenku puckoB MUW: momumo cTaHAapTHBIX METpHK (accuracy,
precision, recall), s onenku puckoB MM-cucreM KpUTHYHBI METPUKH yCTOWIHBOCTH
(robustness score), cipaBeanuBocty (fairness metrics — demographic parity, equalized
odds) u oowsicaumoctu (interpretability — SHAP, LIME).

[IpuMep OLEHKM yCTOMYMBOCTM MOJEIHM K COCTS3aTEIbHBIM  aTaKaM:
from art.attacks.evasion import FastGradientMethod

from art.estimators.classification import SklearnClassifier

# O6&ptka monemu 1yt ART

classifier = SklearnClassifier(model=trained model)

# I'eHepanus COCTSA3aTENBHBIX IPHIMEPOB

attack = FastGradientMethod(estimator=classifier, eps=0.3)

x_adv = attack.generate(x=X test)

# OneHka yCTOMYMBOCTH

accuracy_clean = accuracy score(y_test, model.predict(X test))

accuracy_adv = accuracy _score(y_test, model.predict(x_adv))

print(f»Tounocms na yucmuolx oannvix: {accuracy clean:.3f}»)

print(f” Tounocmo na adversarial dannvix: {accuracy adv:.3f}”)

print(f” Cuusicenue mounocmu: {(accuracy clean - accuracy adv)*100:.1f}%"”)

B xone mabopaTopHoro tectupoBanus ataka FGSM cHHM3MIIa TOUHOCTH MOJIETTH
Random Forest ¢ 94,7 % no 78,2 %, 9410 1eMOHCTpUPYET HEOOXOMUMOCTh yuéTa adver-
sarial-puckoB npu paszépreiBanun UM -cuctem B KOHTYpe HH(OPMAIMOHHOM Oe3omac-
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HocTH (Ky3nenos u Iletpos, 2022).

ITpumep ucnonszoBanus MU nns aBTomMatnzannu aHannusa 0€300aCHOCTH:

# [Ipumep ucnonvb306anus Mooenu MAUUHHO20 00yYeHUs OJ1s AHATU3A NOOO3DU-
MENbHBIX 10208

from sklearn.svm import SVC

# 3aepyska oannbvix

logs = load_security logs()

# Obyuenue mooenu

model = SVC(kernel="linear’)

model.fit(logs[ ‘features’], logs[ ‘labels’])

# IIpeockazanue uHYuOeHmos

predictions = model.predict(new _logs[ ‘features’])

3akiarouenue.

OneHka W ymnpaBlieHUE PUCKaMU HH(POPMAIMOHHON O€30macHOCTH — 3TO
HEINPEPBIBHBIA M MHOTI'OCIOMHBIM IIPOLIECC, BKIIOYAIOIIMKM pPa3jau4HbIC 3Talbl, OT
BBISIBIICHUS aKTUBOB M YTPO3 /10 pEaTU3aI[H MEP 110 CHIKEHHIO PHCKOB U pearupOBaHHIO
HAa WHUOWUJICHTBHL. Pa3BUTHE TEXHOJOTWM, TAaKMX KAaK HMCKYCCTBEHHbBIA WHTEIUIEKT,
MalrHHOE 00yueHue, 00JauHbIe TEXHOJIOTHH U VIHTEpHET Belel, Co3JaeT Kak HOBbIE
BO3MO>KHOCTH, TaK U JIOTIOJIHUTEIbHBIE BBI30BBI B 007aCTH O€30I1aCHOCTH.

Metonel © Monenu oleHkH puckoB, Takue kak ISO/IEC 27005, NIST
Cybersecurity Framework u COBIT, npenocTaBisioT KOMIIaHUSAM CTaHIApPTU3UPOBAH-
HBIC TIOAXO/BI JUIS YIPABICHUST HHPOPMAITMOHHON 0€30MacHOCThIO, ToMoras (Ghopmu-
pOBaTh YCTOHUYMBYIO CHUCTEMY 3aIIUTHI OT yrpo3. MHCTpYMEHTHI IJIsl CKaHUPOBAHHS
ysa3Bumocteit (OpenVAS), tectupoBanus Ha mpoHukHOBeHue (Metasploit), a Takxke
taropMel auist yrpasieHus puckamu (RiskWatch) momorarotr aBromatu3upoBars MHO-
T'HE€ aCTEKThI 3TOTO MPOLECCa, YTO 3HAYUTEIHHO MOBBIIIAET YPPEKTUBHOCTH PAOOTHI.

Ha mpotspkenun 3Toi paboThl MBI pacCCMOTPENIN HE TOJIBKO OOIIME MPHHIIUIIBI
yIpaBJICHUS] PUCKaMU, HO U YIIIyOMINCh B TEXHUYECKHUE ACTIEKTHI: TOKA3aJI IPUMEPHI
CKPHIITOB, KOTOpPBIE MOTYT OBITh MCIIOJIB30BAHBI JJISi 3alUTHl JAHHBIX U OLEHKU
PHUCKOB B peaJbHbIX CHCTEMaX. DTH MPHUMEPHI, BMECTE C TEOPETUUECKUMHU OCHOBAMH,
JAI0T YUTATEI0 TOHUMaHHUE TOTO, KaK TEOPHsl YIPaBIICHUS] PUCKAMU MTPUMEHSETCS Ha
MIPAKTHKE.

Kpome Toro, He0OX0IUMO MOJUEPKHYTh PACTYIIYI0 BaXXHOCTh KHOEPTUTHUEHBI
¥ TIOATOTOBKM TepcoHana. Jaxe MpH HaIMYUHM CaMBIX COBEPUICHHBIX TEXHHUYECKUX
CpeACTB CIa0BbIM 3BEHOM 4acTo ocTaércs dyenoBeueckuit pakrop. [Toaromy obOyuenue
coTpyAHUKOB BonpocaMm Wb u nposeneHne peryasipHbIX yYEHHM 110 pearupoBaHUIO Ha
WHIMJICHTHI TOJKHBI CTAaTh 003aTEIbHOM YacThIO CTPATETUH YIPABICHUS PUCKAMHU.

Bonbimoe 3Hauenue umeer u ropuaudeckui acmnekt. Kommanuu o00s3aHbBI
YUUTBIBATh HE TOJILKO BHYTPEHHHUE YTPO3bI, HO M COOII0AaTh HOpPMAaTHUBHBIE TPEOOBAHNUS B
cdepe 3aluThH IePCOHATBHBIX JTAHHBIX, BKITFOYast MeXTyHapoaubie ctannapTsl (GDPR,
HIPAA u n1p.), 4TO HanpsMYIO CBS3aHO C IPABOBOM U peMyTallMOHHON 0€30MacHOCTHIO
ousHeca.
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Haxkoser, B yClIOBUSX MOCTOSHHON ITU(POBON TpaHCHOpMAIH OpraHU3aIHsIM
HEOOXOJIMMO CTPOHUTH AJANTUBHYIO M NMPOAKTUBHYIO MOJEH YIPABICHHUS PUCKAMH,
OpPUEHTUPOBAHHYIO HA MIPEIOTBPALLEHUE YIPO3, @ HE TOJBKO Ha pearupoBaHUeE.

KiroueBrle BEIBOIBI:

VYnpapiieHue puckamu JIOJKHO OCHOBBIBATHCSl HA YETKOM IIOHMMAaHUU aKTHUBOB,
yIPO3 U ySI3BUMOCTEM.

Ncnons3oBanue ¢peiimBopko u cranaaptos (ISO/TEC 27005, NIST, COBIT)
IIOMOT'aeT CUCTEMATU3UPOBATh IPOLECC OLEHKU U YIIPABJIECHUS PUCKaMHU.

Asromatusanus ¢ nomomrsio OpenVAS, Metasploit, RiskWatch u SIEM-cuctem
CYLIECTBEHHO MOBBIIIAET TOUHOCTbh U CKOPOCTh OLIEHKU PUCKOB.

O6naunsie u rudbpuansie U T-cpeasl TpeOYIOT epeoCMBICIICHUS TPAIHIIMOHHBIX
MOJIXOJI0B K 3aIIMTE U BHEAPEHUS MOJIENIH Pa3eIEHHON OTBETCTBEHHOCTH.

UYenoBedeckuit pakTop 0CTACTCs KIFOYEBBIM JIEMEHTOM B obecrieueHnn b —
HE00X0IMMO MHBECTUPOBAThH B 00y4YEHUE U KOHTPOJIb.

bynymee ynpaBnenuss puckamu — 3a npumeHennem WU, aHamutuku
OONBIINX NaHHBIX U MPEIUKTUBHBIX MOJIENEH I IPOAKTHBHON KHOEpOe30MmacHOCTH.
[TpoBeaEHHBIN CpaBHUTEIBHBIN aHATU3 METOJOB IO MATH KPUTEPUAM (TOYHOCTH, Mac-
mITadUPyeEMOCTb, TPYLOEMKOCTh, aBTOMaTHU3UPYEMOCTD, ITOBTOPSIEMOCTD) MOATBEP NI
BBIJIBUHYTYIO THUIOTE3y: KOMOMHMPOBAHHOE HCIOJIH30BAHUE KOJIWYECTBEHHBIX METO-
noB (FAIR, Monte-Kapno) coBmecTHO ¢ nHCTpyMeHTaMu aBromaTtuzanuu (OpenVAS,
SIEM) oOecrnieunBaer Hanbojee NMOJHYI0O U OOBEKTUBHYIO OLIEHKY PUCKOB. DKCIEpHU-
MEHTAJIbHBIE PE3yJIbTaThl I0Ka3aJli, YTO AaBTOMAaTU3MPOBAHHOE CKaHUPOBAHHUE CETHU I10-
3BOJISIET 32 MEHEE YEM MHUHYTY BBISIBUTH KPUTHUECKHE YSI3BUMOCTHU, & MOJIEIM MAIlIH-
HOTO OOy4YeHUS JTOCTHTalOT TOYHOCTH CBBIIIE 94% B 3a7a4ax 0OHApYKEHUSI aHOMAJTHIA.
Pesynprarel maboparopHOro keiica MpOJEMOHCTPUPOBAIN CHH)KEHHE OOIIEro 4ucia
ysa3BUMocTel Ha 61,7%, cokpalieHre BpeMeHH 00HapyKeHHsT aHOMAJIHi ¢ 4,2 4yacoB 110
8 MUHYT U YMEHBIICHHE 0XKUIaEMOT0 roIoBoro yosiTka Ha 71,7%, 4T0 moaTBepKAaeT
NPaKTUIECKYIO IPUMEHUMOCTb MPEIOKEHHOTO KOMOMHUPOBAHHOTO TTOIX0/1A.
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