
ҚАЗАҚСТАН РЕСПУБЛИКАСЫНЫҢ ҒЫЛЫМ ЖӘНЕ ЖОҒАРЫ БІЛІМ МИНИСТРЛІГІ
МИНИСТЕРСТВО НАУКИ И ВЫСШЕГО ОБРАЗОВАНИЯ РЕСПУБЛИКИ КАЗАХСТАН

MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN

ХАЛЫҚАРАЛЫҚ АҚПАРАТТЫҚ ЖӘНЕ 
КОММУНИКАЦИЯЛЫҚ ТЕХНОЛОГИЯЛАР 

ЖУРНАЛЫ

МЕЖДУНАРОДНЫЙ ЖУРНАЛ 
ИНФОРМАЦИОННЫХ И 

КОММУНИКАЦИОННЫХ ТЕХНОЛОГИЙ

INTERNATIONAL JOURNAL OF INFORMATION 
AND COMMUNICATION TECHNOLOGIES

2025 (22) 2
сəуір - маусым

ISSN 2708–2032 (print)
ISSN 2708–2040 (online)   

SI
N

C
E 

20
0

9



This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License 

2

INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2024. Vol. 17. Іs. 1.БАС РЕДАКТОР:
Исахов Асылбек Абдиашимович — есептеу теориясы саласында математика бойынша PhD доктор,  "Компьютерлік ғылымдар жəне 
информатика" бағыты бойынша қауымдастырылған профессор, Халықаралық ақпараттық технологиялар университетінің Басқарма 
Төрағасы  – Ректор (Қазақстан)

БАС РЕДАКТОРДЫҢ ОРЫНБАСАРЫ:
Колесникова Катерина Викторовна — техника ғылымдарының докторы, профессор, Халықаралық ақпараттық технологиялар 
университетінің ғылыми-зерттеу қызметі жөніндегі проректор (Қазақстан)

ҒАЛЫМ ХАТШЫ:
Ипалакова Мадина Тулегеновна — техника ғылымдарының кандидаты, қауымдастырылған профессор, Халықаралық ақпараттық 
технологиялар университетінің ғылыми-зерттеу қызметі жөніндегі департамент директоры (Қазақстан)

РЕДАКЦИЯЛЫҚ АЛҚА:
Разак Абдул — PhD, Халықаралық ақпараттық технологиялар университеті киберқауіпсіздік кафедрасының профессоры (Қазақстан) 
Лучио Томмазо де Паолис — Саленто Университеті (Италия) инновация жəне технологиялық инжиниринг департаменті AVR 
зертханасының зерттеу жəне əзірлеу бөлімінің директоры 
Лиз Бэкон — профессор, Абертей Университеті (Ұлыбритания) вице-канцлерінің орынбасары
Микеле Пагано — PhD, Пиза Университетінің (Италия) профессоры
Өтелбаев Мухтарбай Өтелбайұлы — физика-математика ғылымдарының докторы, профессор, ҚР ҰҒА академигі, Халықаралық 
ақпараттық технологиялар университеті математика жəне компьютерлік модельдеу кафедрасының профессоры (Қазақстан) 
Рысбайулы Болатбек — физика-математика ғылымдарының докторы, профессор, Есептеу жəне деректер ғылымдары департаментінің 
профессоры, Astana IT University (Казахстан)
Дайнеко Евгения Александровна — PhD, Халықаралық ақпараттық технологиялар университеті ақпараттық жүйелер кафедрасының 
профессор-зерттеушісі (Қазақстан)
Дузбаев Нуржан Токкужаевич — PhD, қауымдастырылған профессор, Халықаралық ақпараттық технологиялар университеті 
цифрландыру жəне инновациялар жөніндегі проректор (Қазақстан)
Синчев Бахтгерей Куспанович — техника ғылымдарының докторы, профессор, Халықаралық ақпараттық технологиялар 
университеті ақпараттық жүйелер кафедрасының профессоры (Қазақстан)
Сейлова Нургуль Абадуллаевна — техника ғылымдарының докторы, Халықаралық ақпараттық технологиялар университеті 
компьютерлік технологиялар жəне киберқауіпсіздік факультетінің деканы (Қазақстан)
Мухамедиева Ардак Габитовна — экономика ғылымдарының кандидаты, Халықаралық ақпараттық технологиялар университеті 
бизнеса медиа жəне басқару факультетінің деканы (Қазақстан)
Абдикаликова Замира Турсынбаевна — PhD, қауымдастырылған профессор, Халықаралық ақпараттық технологиялар университеті 
математика жəне компьютерлік модельдеу кафедрасының меңгерушісі (Қазақстан) 
Шильдибеков Ерлан Жаржанович — PhD, қауымдастырылған профессор, Халықаралық ақпараттық технологиялар университеті 
экономика жəне бизнес кафедрасының меңгерушісі (Қазақстан) 
Дамеля Максутовна Ескендирова — техника ғылымдарының кандидаты, қауымдастырылған  профессор, Халықаралық ақпараттық 
технологиялар университеті киберқауіпсіздік кафедрасының меңгерушісі (Қазақстан) 
Ниязгулова Айгуль Аскарбековна — филология ғылымдарының кандидаты, доцент, профессор, Халықаралық ақпараттық 
технологиялар университеті медиакоммуникация жəне Қазақстан тарихы кафедрасының меңгерушісі (Қазақстан) 
Айтмагамбетов Алтай Зуфарович — техника ғылымдарының кандидаты, Халықаралық ақпараттық технологиялар университеті 
радиотехника, электроника жəне телекоммуникация кафедрасының профессоры (Қазақстан)
Бахтиярова Елена Ажибековна — техника ғылымдарының кандидаты, қауымдастырылған профессор, Халықаралық ақпараттық 
технологиялар университеті радиотехника, электроника жəне телекоммуникация кафедрасының меңгерушісі (Қазақстан)
Канибек Сансызбай – PhD, қауымдастырылған профессор, Халықаралық ақпараттық технологиялар университеті киберқауіпсіздік 
кафедрасының профессор-зерттеушісі (Қазақстан) 
Тынымбаев Сахибай – техника ғылымдарының кандидаты, профессор, Халықаралық ақпараттық технологиялар университеті 
компьютерлік инженерия кафедрасының профессор-зерттеушісі (Қазақстан)
Алмисреб Али Абд — PhD, Халықаралық ақпараттық технологиялар университеті киберқауіпсіздік кафедрасының қауымдастырылған 
профессоры (Қазақстан)
Мохамед Ахмед Хамада — PhD, Халықаралық ақпараттық технологиялар университеті ақпараттық жүйелер кафедрасының 
қауымдастырылған профессоры (Қазақстан)
Янг Им Чу ― PhD, Гачон университетінің профессоры (Оңтүстік Корея)
Тадеуш Валлас – PhD, Адам Мицкевич атындағы (Польша) университеттің проректоры
Мамырбаев Оркен Жумажанович — PhD, ҚР ҒЖБМ Ғылым комитеті ақпараттық жəне есептеу технологиялары институты ӨМК 
директорының ғылым жөніндегі орынбасары (Қазақстан)
Бушуев Сергей Дмитриевич — техника ғылымдарының докторы, профессор, Украинаның "УКРНЕТ" жобаларды басқару 
қауымдастығының директоры, Киев ұлттық құрылыс жəне сəулет университеті жобаларды басқару кафедрасының меңгерушісі 
(Украина) 
Белощицкая Светлана Васильевна — техника ғылымдарының докторы, доцент, Astana IT University есептеу жəне деректер ғылымы 
кафедрасының профессоры (Қазақстан)

РЕДАКТОР:
Мрзабаева Раушан Жалиевна — магистр, Халықаралық ақпараттық технологиялар университетінің редакторы (Қазақстан) 

Халықаралық ақпараттық жəне коммуникациялық технологиялар журналы
ISSN 2708–2032 (print)
ISSN 2708–2040 (online)
Меншік иесі: АҚ «Халықаралық ақпараттық технологиялар университеті» (Алматы қ.).
Қазақстан Республикасы Ақпарат жəне қоғамдық даму министрлігіне мерзімді баспасөз басылымын есепке қою туралы куəлік 
№ KZ82VPY00020475, 20.02.2020 ж. берілген
Тақырып бағыты: ақпараттық технологиялар, ақпараттық қауіпсіздік жəне коммуникациялық технологиялар, əлеуметтік-
экономикалық жүйелерді дамытудағы цифрлық технология.
Мерзімділігі: жылына 4 рет.
Тираж: 100 дана.
Редакция мекенжайы: 050040 Алматы қ., Манас к., 34/1, каб. 709, тел: +7 (727) 244-51-09.
Е-mail: ijict@iitu.edu.kz 
Журнал сайты: https://journal.iitu.edu.kz

Журнал сайты: https://journal.iitu.edu.kz
© Халықаралық ақпараттық технологиялар университеті АҚ, 2025 

© Авторлар ұжымы, 2025



This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License

3

 

ГЛАВНЫЙ РЕДАКТОР
Исахов Асылбек Абдиашимович — доктор PhD по математике в области теории вычислимости, ассоциированный 
профессор по направлению "Компьютерные науки и информатика", Председатель Правления – Ректор Международного 
университета информационных технологий (Казахстан)

ЗАМЕСТИТЕЛЬ ГЛАВНОГО РЕДАКТОРА:
Колесникова Катерина Викторовна — доктор технических наук, профессор, проректор по научно-исследовательской 
деятельности Международного университета информационных технологий (Казахстан)

УЧЕНЫЙ СЕКРЕТАРЬ:
Ипалакова Мадина Тулегеновна — кандидат технических наук, ассоциированный профессор, директор департамента по 
научно-исследовательской деятельности Международного университета информационных технологий (Казахстан)

РЕДАКЦИОННАЯ КОЛЛЕГИЯ:
Разак Абдул — PhD, профессор кафедры кибербезопасности Международного университета информационных технологий 
(Казахстан)
Лучио Томмазо де Паолис — директор отдела исследований и разработок лаборатории AVR департамента инноваций и 
технологического инжиниринга Университета Саленто (Италия)
Лиз Бэкон — профессор, заместитель вице-канцлера Университета Абертей (Великобритания)
Микеле Пагано — PhD, профессор Университета Пизы (Италия)
Отелбаев Мухтарбай Отелбайулы — доктор физико-математических наук, профессор, академик НАН РК, профессор 
кафедры математического и компьютерного моделирования Международного университета информационных технологий 
(Казахстан)
Рысбайулы Болатбек — доктор физико-математических наук, профессор, профессор Astana IT University (Казахстан)
Дайнеко Евгения Александровна — PhD, профессор-исследователь кафедры информационных систем Международного 
университета информационных технологий (Казахстан)
Дузбаев Нуржан Токкужаевич — PhD, ассоциированный профессор, проректор по цифровизации и инновациям 
Международного университета информационных технологий (Казахстан)
Синчев Бахтгерей Куспанович — доктор технических наук, профессор, профессор кафедры информационных систем 
Международного университета информационных технологий (Казахстан)
Сейлова Нургуль Абадуллаевна — кандидат технических наук, декан факультета компьютерных технологий и 
кибербезопасности Международного университета информационных технологий (Казахстан)
Мухамедиева Ардак Габитовна — кандидат экономических наук, декан факультета бизнеса медиа и управления 
Международного университета информационных технологий (Казахстан)
Абдикаликова Замира Турсынбаевна — PhD, ассоциированный профессор, заведующая кафедрой математического и 
компьютерного моделирования Международного университета информационных технологий (Казахстан)
Шильдибеков Ерлан Жаржанович — PhD, ассоциированный профессор, заведующий кафедрой экономики и бизнеса 
Международного университета информационных технологий (Казахстан)
Дамеля Максутовна Ескендирова — кандидат технических наук, ассоциированный профессор, заведующая кафедрой 
кибербезопасности Международного университета информационных технологий (Казахстан)
Ниязгулова Айгуль Аскарбековна — кандидат филологических наук, доцент, профессор, заведующая кафедрой 
медиакоммуникации и истории Казахстана Международного университета информационных технологий (Казахстан)
Айтмагамбетов Алтай Зуфарович — кандидат технических наук, профессор кафедры радиотехники, электроники и 
телекоммуникаций Международного университета информационных технологий (Казахстан)
Бахтиярова Елена Ажибековна — кандидат технических наук, ассоциированный профессор, заведующая кафедрой 
радиотехники, электроники и телекоммуникаций Международного университета информационных технологий (Казахстан)
Канибек Сансызбай – PhD, ассоциированный профессор, профессор-исследователь кафедры кибербезопасности, 
Международного университета информационных технологий (Казахстан)
Тынымбаев Сахибай – кандидат технических наук, профессор, профессор-исследователь кафедры компьютерной инженерии, 
Международного университета информационных технологий (Казахстан)
Алмисреб Али Абд — PhD, ассоциированный профессор кафедры кибербезопасности Международного университета 
информационных технологий (Казахстан)
Мохамед Ахмед Хамада — PhD, ассоциированный профессор кафедры информационных систем Международного 
университета информационных технологий (Казахстан)
Янг Им Чу ― PhD, профессор университета Гачон (Южная Корея)
Тадеуш Валлас – PhD, проректор университета имен Адама Мицкевича (Польша)
Мамырбаев Оркен Жумажанович — PhD, заместитель директора по науке РГП Института информационных и 
вычислительных технологий Комитета науки МНВО РК (Казахстан)
Бушуев Сергей Дмитриевич — доктор технических наук, профессор, директор Украинской ассоциации управления 
проектами «УКРНЕТ», заведующий кафедрой управления проектами Киевского национального университета строительства и 
архитектуры (Украина)
Белощицкая Светлана Васильевна — доктор технических наук, доцент, профессор кафедры вычислений и науки о данных 
Astana IT University (Казахстан)

РЕДАКТОР:
Мрзабаева Раушан Жалиевна — магистр, редактор Международного университета информационных технологий 
(Казахстан) )
Международный журнал информационных и коммуникационных технологий
ISSN 2708–2032 (print)
ISSN 2708–2040 (online)   
Собственник: АО «Международный университет информационных технологий» (г.  Алматы). 
Свидетельство о постановке на учет периодического печатного издания в Министерство информации и общественного развития 
Республики Казахстан № KZ82VPY00020475, выданное от 20.02.2020 г.
Тематическая направленность: информационные технологии, информационная безопасность и коммуникационные технологии, 
цифровые технологии в развитии социо-экономических систем.
Периодичность: 4 раза в год.
Тираж: 100 экземпляров.
Адрес редакции: 050040 г. Алматы, ул. Манаса 34/1, каб. 709, тел: +7 (727) 244-51-09. 
Е-mail: ijict@iitu.edu.kz                                                                                                 Сайт журнала: https://journal.iitu.edu.kz

© АО Международный университет информационных технологий, 2025 
© Коллектив авторов, 2025



This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License 

4

EDITOR-IN-CHIEF
Assylbek Issakhov — PhD in Mathematics in Computability Theory, associate professor in “Computer Science and Informatics,” 
Chairman of the Board – Rector of the International Information Technology University (Kazakhstan)

DEPUTY EDITOR-IN-CHIEF
Kateryna Kolesnikova — Doctor of Technical Sciences, professor, Vice-Rector for Research, International Information Technology 
University (Kazakhstan)

ACADEMIC SECRETARY
Madina Ipalakova — Candidate of Technical Sciences, associate professor, Director of the Research Department, International 
Information Technology University (Kazakhstan)

EDITORIAL BOARD
Abdul Razak — PhD, professor, Department of Cybersecurity, International Information Technology University (Kazakhstan)
Lucio Tommaso De Paolis — Director of the R&D Department of the AVR Laboratory, Department of Engineering for Innovation, 
University of Salento (Italy)
Liz Bacon — Professor, Deputy Vice-Chancellor, Abertay University (United Kingdom)
Michele Pagano — PhD, Professor, University of Pisa (Italy)
Mukhtarbay Otelbayev — Doctor of Physical and Mathematical Sciences, professor, academician of the National Academy of 
Sciences of the Republic of Kazakhstan, professor of the Department of Mathematical and Computer Modeling, International 
Information Technology University (Kazakhstan)
Bolatbek Rysbaiuly — Doctor of Physical and Mathematical Sciences, professor, professor of the Department of Computing and Data 
Science, Astana IT University (Kazakhstan)
Yevgeniya Daineko — PhD, research professor, Department of Information Systems, International Information Technology University 
(Kazakhstan)
Nurzhan Duzbayev — PhD, associate professor, Vice-Rector for Digitalization and Innovation, International Information Technology 
University (Kazakhstan)
Bakhtgerei Sinchev — Doctor of Technical Sciences, professor, Department of Information Systems, International Information 
Technology University (Kazakhstan)
Nurgul Seilova — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and Cybersecurity, International 
Information Technology University (Kazakhstan)
Ardak Mukhamediyeva — Candidate of Economic Sciences, Dean of the Faculty of Business, Media and Management, International 
Information Technology University (Kazakhstan)
Zamira Abdikalikova — PhD, associate professor, Head of the Department of Mathematical and Computer Modeling, International 
Information Technology University (Kazakhstan)
Yerlan Shildibekov — PhD, associate professor, Head of the Department of Economics and Business, International Information 
Technology University (Kazakhstan)
Damilya Yeskendirova — Candidate of Technical Sciences, associate professor, Head of the Department of Cybersecurity, 
International Information Technology University (Kazakhstan)
Aigul Niyazgulova — Candidate of Philological Sciences, Professor, Head of the Department of Media Communications and History of 
Kazakhstan, International Information Technology University (Kazakhstan)
Altai Aitmagambetov — Candidate of Technical Sciences, Professor, Department of Radio Engineering, Electronics and 
Telecommunications, International Information Technology University (Kazakhstan)
Yelena Bakhtiyarova — Candidate of Technical Sciences, associate professor, Head of the Department of Radio Engineering, 
Electronics and Telecommunications, International Information Technology University (Kazakhstan)
Kanibek Sansyzbay — PhD, research professor, Department of Cybersecurity, International Information Technology University 
(Kazakhstan)
Sakhybay Tynymbayev — Candidate of Technical Sciences, Professor, Research Professor, Department of Computer Engineering, 
International Information Technology University (Kazakhstan)
Ali Abd Almisreb — PhD, associate professor, Department of Cybersecurity, International Information Technology University 
(Kazakhstan)
Mohamed Ahmed Hamada — PhD, associate professor, Department of Information Systems, International Information Technology 
University (Kazakhstan)
Yang Im Chu — PhD, Professor, Gachon University (South Korea)
Tadeusz Wallas — PhD, Vice-Rector, Adam Mickiewicz University (Poland)
Orken Mamyrbayev — PhD, Deputy Director for Science, RSE Institute of Information and Computational Technologies, Committee 
for Science of the Ministry of Science and Higher Education of the Republic of Kazakhstan (Kazakhstan)
Sergey Bushuyev — Doctor of Technical Sciences, professor, Director of the Ukrainian Project Management Association “UKRNET,” 
Head of the Department of Project Management, Kyiv National University of Construction and Architecture (Ukraine)
Svetlana Beloshitskaya — Doctor of Technical Sciences, professor, Department of Computing and Data Science, Astana IT University 
(Kazakhstan)

EDITOR
Raushan Mrzabayeva — Master of Science, editor, International Information Technology University (Kazakhstan) 

 

«International Journal of Information and Communication Technologies»
ISSN 2708–2032 (print)
ISSN 2708–2040 (online)   
Owner: International Information Technology University JSC (Almaty). 
The certificate of registration of a periodical printed publication in the Ministry of Information and Social Development of the 
Republic of Kazakhstan, Information Committee No. KZ82VPY00020475, issued on 20.02.2020.
Thematic focus: information technology, digital technologies in the development of socio-economic systems, information security 
and communication technologies
Periodicity: 4 times a year.
Circulation: 100 copies.
Editorial address: 050040. Manas st. 34/1, Almaty. +7 (727) 244-51-09. Е-mail: ijict@iitu.edu.kz

Journal website: https://journal.iitu.edu.kz
© International Information Technology University JSC, 2025 

© Group of authors, 2025



МАЗМҰНЫ

М.Ж. Айтимов, К.К. Макулов, А.Б. Остаева, Г.Ш. Мусагулова, Я. Култан
АЙМАҚТЫҚ ДАМУҒА ӘЛЕУМЕТТІК-ЭКОНОМИКАЛЫҚ ФАКТОРЛАРДЫҢ ӘСЕРІН ЗЕРТТЕУ 
ҮШІН ГИБРИДТІ МОДЕЛЬДІ ҚОЛДАНУ........................................................................................................8
А.С. Баегизова, Г.Е. Мырзабекова, А.З. Алимагамбетова, Г.И. Мухамедрахимова, М. Кассим
ИНТЕЛЛЕКТУАЛДЫ КЛАСТЕРЛЕУ ӘДІСТЕРІН ҚОЛДАНА ОТЫРЫП, ҚЫСҚА МӘТІНДЕРДІ ТАЛ
ДАУ.......................................................................................................................................................................23
Г.У. Бектемісова, А.А. Быков, Б.А. Нурашихин, А.А. Кереш, М.О. Дaулетбек
КОМПЬЮТЕРЛІК КӨРУ ЖӘНЕ МАШИНАЛЫҚ ОҚЫТУ НЕГІЗІНДЕ ҚҰРЫЛЫС ПРОЦЕСТЕРІН 
БАҚЫЛАУДЫҢ ИНТЕЛЛЕКТУАЛДЫ ЖҮЙЕСІН ӘЗІРЛЕУ ЖӘНЕ СЫНАУ ........................................37
Д. Еділхан, Н. Хаймульдин, Д. Оспанова, Б. Амиргалиев
БАРЛЫҚ КӨШЕЛЕРДІ ҚОЗҒАЛЫС ШЕКТЕУЛЕРІМЕН ҚАМТУҒА АРНАЛҒАН ОҢТАЙЛЫ 
МАРШРУТТЫ ТАБУДЫҢ ИНТЕЛЛЕКТУАЛДЫ МОДЕЛІ.........................................................................57
А. Игнатович, А.С. Есенгельдина, Л.Т. Курмангазиева, С.Р.  Шармұханбет, М.У. Худойберганов
МАШИНАЛЫҚ ОҚЫТУ КӨМЕГІМЕН ҚАЗАҚСТАНДАҒЫ СОТ ШЕШІМДЕРІН БОЛЖАУҒА 
АРНАЛҒАН ДЕРЕКТЕРДІ ҚҰРУ.....................................................................................................................75 
А.Х. Касымова, Г.Б. Абдикеримова, А.К. Асабай, А.Б.  Серикбаева, С.М. Ахмедова
БЕЙНЕ АҒЫНДАРЫНДА ҚОЗҒАЛАТЫН ОБЪЕКТІЛЕРДІ АНЫҚТАУ ҮШІН НАҚТЫ УАҚЫТТАҒЫ 
МАТЕМАТИКАЛЫҚ МОДЕЛЬДЕУ................................................................................................................91
С.К. Кумаргажанова, Д. Нұрлыбекова, А.С. Тлебалдинова, М.А. Карменова, С.А. Смаилова
ШЫҒЫС ҚАЗАҚСТАН ОБЛЫСЫНЫҢ ҚАР КӨШКІНІ АЙМАҚТАРЫН МАШИНАЛЫҚ ОҚЫТУ 
ӘДІСІ АРҚЫЛЫ АНЫҚТАУ...........................................................................................................................115
С.Б. Муханов, К. Бекболат, Н.А. Сейлова, Ж.М. Бекаулова, С.Ж. Жакыпбеков
САУДА ЖҰПТАРЫНДАҒЫ КРИПТОВАЛЮТА БАҒАСЫНЫҢ ҚҰБЫЛМАЛЫЛЫҒЫН БОЛЖАУҒА 
АРНАЛҒАН НЕЙРОНДЫҚ ЖЕЛІ МОДЕЛЬДЕРІН САЛЫСТЫРУ...........................................................130
Н.А. Оданова, К.Б. Багитова, Э.Э. Эльдарова, Ж.Т. Қабылхамит, Л.Терейковская 
АҚПАРАТТЫҚ ҚАУІПСІЗДІК САЛАСЫНДА ПЕРНЕТАҚТАДА ТЕРУ ҮЛГІСІН ТАЛДАУҒА 
АРНАЛҒАН НЕЙРОЖЕЛІЛІК МОДЕЛЬДЕРДІ ҚОЛДАНУ.......................................................................142
А.С. Сраж, М. Нұртас, А.А. Алтайбек, З.Т. Абдикаликова
НЕЙРОНДЫҚ ЖЕЛІЛЕР МАТЕМАТИКАЛЫҚ ЕСЕПТЕУ ҚҰРАЛЫ РЕТІНДЕ.....................................154
А.М. Темірхан, Г.Н. Пащенко
БАНКТЫҚ АЛАЯҚТЫҚТЫ АНЫҚТАУДАҒЫ ГРАФТЫҚ НЕЙРОНДЫҚ ЖЕЛІЛЕР: ӘДІСТЕРДІ 
САЛЫСТЫРМАЛЫ ТАЛДАУ ........................................................................................................................174
Е.Б. Тулебаев, A.A. Муханова, Н. Горанин
МУНИЦИПАЛДЫҚ АКТИВТЕРДІҢ ТӘУЕКЕЛДЕРІН БОЛЖАУ: МАШИНАЛЫҚ ОҚЫТУДЫ 
ПАЙДАЛАНУ АРҚЫЛЫ ЖАС, ТОЗУ ЖӘНЕ ПАЙДАЛАНУ ҚАРҚЫНДЫЛЫҒЫ НЕГІЗІНДЕ 
ТЕХНИКАЛЫҚ ҚЫЗМЕТ КӨРСЕТУ ШЕШІМДЕРІН МОДЕЛЬДЕУ.......................................................186
C. Тынымбаев, Ж.Е. Темирбекова, Р.Ш. Бердибаев, С.Е. Маманова
ТӨРТ РАЗРЯДТЫ ЕКІЛІК ПАРАЛЛЕЛЬ ТАСЫМАЛДАҒЫШЫ БАР ҚОСЫНДЫЛАРДЫ
САЛЫСТЫРМАЛЫ ТАЛДАУ.........................................................................................................................200
Б.М. Укибассов, С.Б. Рахметулаева, Ж.О. Жанабеков, Ансар-уль-Хак Ясар
ЭХОКАРДИОГРАММАЛАРДАҒЫ АҚАУЛАРДЫ ДИАГНОСТИКАЛАУ ҮШІН БЕТТІ АНЫҚТАУ 
ЖӘНЕ ТАНУ ҮЛГІЛЕРІН БЕЙІМДЕУ..........................................................................................................214
Д.И. Усипбекова, М.Б. Есенова, Н. Ұзаққызы, Р. Муратхан,  П. Шмидт
МАММОГРАФИЯЛЫҚ СУРЕТТЕРДЕ СҮТ БЕЗІ ҚАТЕРЛІ ІСІГІН ДӘЛ АНЫҚТАУҒА АРНАЛҒАН 
БЕЛГІЛЕР ВЕКТОРЫН ҚҰРУ........................................................................................................................235



СОДЕРЖАНИЕ

М.Ж. Айтимов, К.К. Макулов, А.Б. Остаева, Г.Ш. Мусагулова, Я. Култан
ПРИМЕНЕНИЕ ГИБРИДНОЙ МОДЕЛИ ДЛЯ ИЗУЧЕНИЯ ВЛИЯНИЯ СОЦИАЛЬНО-
ЭКОНОМИЧЕСКИХ ФАКТОРОВ НА РЕГИОНАЛЬНОЕ РАЗВИТИЕ.........................................................8
А.С. Баегизова, Г.Е. Мырзабекова, А.З. Алимагамбетова, Г.И. Мухамедрахимова, 
М. Кассим
АНАЛИЗ КОРОТКИХ ТЕКСТОВ С ИСПОЛЬЗОВАНИЕМ МЕТОДОВ ИНТЕЛЛЕКТУАЛЬНОЙ КЛАС
ТЕРИЗАЦИИ........................................................................................................................................................23
Г.У. Бектемысова, А.А. Быков, Б.А. Нурашихин, А.А. Кереш, М.О. Дaулетбек
РАЗРАБОТКА И ТЕСТИРОВАНИЕ ИНТЕЛЛЕКТУАЛЬНОЙ СИСТЕМЫ МОНИТОРИНГА 
СТРОИТЕЛЬНЫХ ПРОЦЕССОВ НА ОСНОВЕ КОМПЬЮТЕРНОГО ЗРЕНИЯ И МАШИННОГО ОБУЧ
ЕНИЯ.....................................................................................................................................................................37
Д. Едилхан, Н. Хаймульдин, Д. Оспанова, Б. Амиргалиев
ИНТЕЛЛЕКТУАЛЬНАЯ МОДЕЛЬ ПОИСКА ОПТИМАЛЬНОГО МАРШРУТА ПОКРЫТИЯ ВСЕХ 
УЛИЦ С ОГРАНИЧЕНИЯМИ ПО ПЕРЕМЕЩЕНИЯМ.................................................................................57
А. Игнатович, А.С. Есенгельдина, Л.Т. Курмангазиева, С.Р. Шармуханбет, А.М. Недзьведь
ГЕНЕРАЦИЯ ДАННЫХ ДЛЯ ПРОГНОЗИРОВАНИЯ СУДЕБНЫХ РЕШЕНИЙ В КАЗАХСТАНЕ С 
ИСПОЛЬЗОВАНИЕМ МАШИННОГО ОБУЧЕНИЯ.......................................................................................75
А.Х. Касымова, Г.Б. Абдикеримова, А.К. Асабай, А.Б.  Серикбаева, С.М. Ахмедова
МАТЕМАТИЧЕСКОЕ МОДЕЛИРОВАНИЕ В РЕАЛЬНОМ ВРЕМЕНИ ДЛЯ ОБНАРУЖЕНИЯ 
ДВИЖУЩИХСЯ ОБЪЕКТОВ В ВИДЕОПОТОКАХ......................................................................................91
С.К. Кумаргажанова, Д. Нурлыбекова, А.С. Тлебалдинова, М.А. Карменова, 
С.А. Смаилова
ВЫЯЛЕНИЕ ЛАВИНООПАСНЫХ ЗОН В ВОСТОЧНОМ КАЗАХСТАНЕ С ИСПОЛЬЗОВАНИЕМ 
МЕТОДОВ МАШИННОГО ОБУЧЕНИЯ.......................................................................................................115
С.Б. Муханов, К. Бекболат, Н.А. Сейлова, Ж.М. Бекаулова, С. Ж. Жакыпбеков
СРАВНЕНИЕ МОДЕЛЕЙ НЕЙРОННЫХ СЕТЕЙ ДЛЯ ПРОГНОЗИРОВАНИЯ ВОЛАТИЛЬНОСТИ 
ЦЕН КРИПТОВАЛЮТ В ТОРГОВЫХ ПАРАХ............................................................................................130
Н.А. Оданова, К.Б. Багитова, Э.Э. Эльдарова, Ж.Т. Кабылхамит, Л. Терейковская 
ПРИМЕНЕНИЕ НЕЙРОСЕТЕВЫХ МОДЕЛЕЙ ДЛЯ АНАЛИЗА КЛАВИАТУРНОГО ПОЧЕРКА В 
ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТИ....................................................................................................142
А.С. Сраж, М. Нуртас, А.А. Алтайбек, З.Т. Абдикаликова
НЕЙРОННЫЕ СЕТИ КАК ИНСТРУМЕНТ МАТЕМАТИЧЕСКИХ ВЫЧИСЛЕНИЙ..............................154
А.М. Темирхан, Г.Н. Пащенко
ГРАФОВЫЕ НЕЙРОННЫЕ СЕТИ ДЛЯ ОБНАРУЖЕНИЯ МОШЕННИЧЕСТВА: СРАВНИТЕЛЬНЫЙ 
АНАЛИЗ МЕТОДОВ........................................................................................................................................174
Е.Б. Тулебаев, A.A. Муханова, Н. Горанин
ПРОГНОЗНАЯ ОЦЕНКА РИСКОВ МУНИЦИПАЛЬНЫХ АКТИВОВ С ИСПОЛЬЗОВАНИЕМ 
МАШИННОГО ОБУЧЕНИЯ: МОДЕЛИРОВАНИЕ ВОЗРАСТА, ИЗНОСА И ИСПОЛЬЗОВАНИЯ ДЛЯ 
ПРИНЯТИЯ РЕШЕНИЙ ПО ОБСЛУЖИВАНИЮ........................................................................................186
C. Тынымбаев, Ж.Е. Темирбекова, Р.Ш. Бердибаев, С.Е. Маманова
СРАВНИТЕЛЬНЫЙ АНАЛИЗ ЧЕТЫРЕХРАЗРЯДНЫХ ДВОИЧНЫХ СУММАТОРОВ С
ПАРАЛЛЕЛЬНЫМИ ПЕРЕНОСАМИ............................................................................................................200
Б.М. Укибассов, С.Б. Рахметулаева, Ж.О. Жанабеков, Ансар-уль-Хак Ясар
АДАПТАЦИЯ МОДЕЛЕЙ ОБНАРУЖЕНИЯ И РАСПОЗНАВАНИЯ ЛИЦ ДЛЯ ДИАГНОСТИКИ 
ДЕФЕКТОВ НА ЭХОКАРДИОГРАММАХ...................................................................................................214
Д.И. Усипбекова, М.Б. Есенова, Н. Узаккызы, Р. Муратхан, П. Шмидт
ОПРЕДЕЛЕНИЕ ВЕКТОРА ПРИЗНАКОВ ДЛЯ ТОЧНОГО ВЫЯВЛЕНИЯ РАКА МОЛОЧНОЙ 
ЖЕЛЕЗЫ НА ИЗОБРАЖЕНИЯХ МАММОГРАММЫ.................................................................................235



CONTENTS

M. Aitimov, К. Makulov, A. Ostayeva, G. Mussagulova, J. Kultan
APPLICATION OF A HYBRID MODEL TO STUDY THE IMPACT OF SOCIO-ECONOMIC FACTORS
ON REGIONAL DEVELOPMENT........................................................................................................................8
A. Bayegizova, G. Murzabekova, A. Alimagambetova, G. Mukhamedrakhimova, M. Kassim
INTELLIGENT CLUSTERING METHODS FOR PROCESSING AND ANALYZING SHORT TEXTS.......23
G.U. Bektemysova, A.A. Bykov, B.A. Nor›ashikin, A.A. Keresh, M.O. Dauletbek
DEVELOPMENT AND TESTING OF AN INTELLIGENT MONITORING SYSTEM FOR 
CONSTRUCTION PROCESSES BASED ON COMPUTER VISION AND MACHINE LEARNING.............37
D. Yedilkhan, N. Khaimuldin, D. Ospanova, B. Amirgaliyev
INTELLIGENT MODEL FOR FINDING THE OPTIMAL ROUTETO COVER ALL STREETS WITH
MOVEMENT CONSTRAINTS............................................................................................................................57
A. Ignatovich, A.S. Yesengeldina, L.T. Kurmangaziyeva, S.R. Sharmukhanbet, A.M. Nedzved
SIGNIFICANT FACTORS ANALYSIS USING SHAP AND PCA FOR OPTIMIZING AGRICULTURAL
RESOURCE MANAGEMENT.............................................................................................................................75
A. Kassymova, G. Abdikerimova, A. Assabay, A. Serikbayeva, S. Akhmedova
REAL-TIME MATHEMATICAL MODELING FOR MOVING OBJECT DETECTION IN VIDEO
STREAMS.............................................................................................................................................................91
S.K. Kumargazhanova, D. Nurlybekova, A.S. Tlebaldinova, M.A. Karmenova, S.S. Smailova
FINDING AVALANCHE AREAS IN EAST KAZAKHSTAN USING MACHINE LEARNING..................115
S.B. Mukhanov, K. Bekbolat, N.A. Seilova, Zh.M. Bekaulova, S.Zh. Zhakypbekov
COMPARISON OF NEURAL NETWORK MODELS FOR PREDICTION CRYPTOCURRENCY PRICE 
VOLATILITY IN TRADING PAIRS.................................................................................................................130
N. Odanova, K. Bagitova, E. Eldarova, Zh. Kabylkhamit, L. Tereikovska
APPLICATION OF NEURAL NETWORK MODELS FOR KEYSTROKE DYNAMICS ANALYSIS IN
INFORMATION SECURITY.............................................................................................................................142
A.S. Srazh, M. Nurtas, A.A. Altaibek, Z.T. Abdikalikova
EURAL NETWORKS AS A TOOL FOR MATHEMATICAL COMPUTATION...........................................154
A.M. Temirkhan, G.N. Pachshenko
GRAPH NEURAL NETWORKS FOR FRAUD DETECTION: COMPARATIVE ANALYSIS
OF METHODS....................................................................................................................................................174
Y.B. Tulebayev, A.A. Mukhanova, N. Goranin
PREDICTIVE RISK ASSESSMENT OF MUNICIPAL ASSETS USING MACHINE LEARNING: 
MODELING AGE, DEPRECIATION, AND USAGE FOR MAINTENANCE DECISIONS..........................186
S. Tynymbayev, Zh. E. Temirbekova, R. Berdibayev, E.S. Mamanova
COMPARATIVE ANALYSIS OF FOUR-BIT BINARY ADDERS WITH PARALLEL CARRIES..............200
B.M. Ukibassov, S.B. Rakhmetulayeva, Zh.O. Zhanabekov, Ansar-Ul-Haque Yasar
ADAPTING FACE DETECTION AND RECOGNITION MODELS FOR ECHOCARDIOGRAPHIC
DEFECT DIAGNOSIS........................................................................................................................................214
D. Ussipbekova, M. Yessenova, N. Uzakkyzy, R. Muratkhan, P. Schmidt
DETERMINATION OF SIGNS VECTOR FOR ACCURATE DETECTION OF BREAST CANCER IN
MAMMOGRAM IMAGES................................................................................................................................235



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6 Іs. 2.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License37

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708–2032 (print)
ISSN 2708–2040 (online)
Vol. 6. Іs. 2. Number 22 (2025). Рр. 37–56
Journal homepage: https://journal.iitu.edu.kz
https://doi.org/10.54309/IJICT.2025.22.2.003

УДК 004.932:004.93’2:004.89:681.518

DEVELOPMENT AND TESTING OF AN INTELLIGENT MONITORING 
SYSTEM FOR CONSTRUCTION PROCESSES BASED ON COMPUTER 

VISION AND MACHINE LEARNING

G.U. Bektemysova1, A.A. Bykov1*, B.A. Nor’ashikin2, A.A. Keresh1, 
M.O. Dauletbek1

1International Information Technology University, Almaty, Kazakhstan;
2Universiti Tenaga Nasional, Kajang, Selangor, Malaysia.

E-mail: a.bykov@edu.iitu.kz

Bektemysova G.U. — Сandidate of Technical Sciences, professor, «the Department of Computer Engineering», 
International Information Technology University, Almaty, Kazakhstan
E-mail: g.bektemisova@iitu.edu.kz, https://orcid.org/0000-0002-0850-0558;
Bykov A.A. — Сandidate Technical Sciences, associate professor, «the Department of Computer Engineering», 
International Information Technology University, Almaty, Kazakhstan
E-mail: a.bykov@edu.iitu.kz, https://orcid.org/0000-0002-9563-5185;
Nor’ashikin B.A. — PhD in Information Systems, associate professor, Deputy Dean (Academic, Quality & Stu-
dent Affairs), Universiti Tenaga Nasional (UNITEN), Putrajaya, Selangor, Malaysia
E-mail: shikin@uniten.edu.my, https://orcid.org/0000-0002-5653-2482;
Keresh A.A. — Master of Sc., International Information Technology University, Almaty, Kazakhstan
E-mail: arman@keresh.ru, https://orcid.org/0009-0008-9695-0241;
Dauletbek M.O. — Master of Technical Sciences, «the Department of Cybersecurity», International Information 
Technology University, Almaty, Kazakhstan
E-mail: m.dauletbek@iitu.edu.kz, https://orcid.org/0009-0005-5569-4980.

©  G.U. Bektemysova, A.A. Bykov, B.A Nor’ashikin, A.A. Keresh, M.O. Dauletbek, 2025

Abstract. This paper presents the design and testing of an intelligent construc-
tion monitoring system using computer vision and machine learning to improve safe-
ty and efficiency. The system focuses on automated detection of personal protective 
equipment (PPE) and safety violations at construction sites. It employs YOLOv11 and 
ResNet-50 neural networks for real-time object detection and classification. Light-
ning AI was used for cloud-based data processing. Testing on real-world data showed 
70–75 % detection accuracy (mAP@0.5) for workers and PPE, and 92 % accuracy 
for classifying safety violations. However, under stricter criteria (mAP@0.5:0.95), 
accuracy dropped to 35 %, highlighting challenges in complex or occluded scenes. 
The most frequent errors involved helmets and safety glasses misrecognition. The 
system reduces human error and supports proactive safety management, contributing 
to lower accident rates and better oversight on construction sites.
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Аннотация. Бұл жұмыста құрылыс алаңдарындағы қауіпсіздік пен 
тиімділікті арттыруға бағытталған интеллектуалды бақылау жүйесі ұсынылады. 
Жүйе жеке қорғаныс құралдарын (ЖҚҚ) автоматты түрде анықтап, қауіпсіздік 
ережелерінің бұзылуын тіркейді. YOLOv11 және ResNet-50 нейрондық желілері 
нысандарды нақты уақытта анықтап, жіктеу үшін қолданылды. Деректерді 



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6 Іs. 2.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License39

өңдеу Lightning AI бұлтты платформасы арқылы жүзеге асты. Нақты деректерде 
сынақ жүргізу нәтижесінде жұмысшылар мен ЖҚҚ анықтау дәлдігі 70–75 % 
(mAP@0.5) болса, қауіпсіздік бұзушылықтарын жіктеу дәлдігі 92 %-ға жетті. 
Қатал бағалау кезінде (mAP@0.5:0.95) дәлдік 35 %-ға дейін төмендеді, бұл күр-
делі көріністер мен жабық нысандарда қиындықтар барын көрсетті. Ең жиі кез-
десетін қателер – каска мен көзілдірікті дұрыс танымау. Жүйе адам қателігін 
азайтып, қауіпсіздік бақылауын жақсартады.

Түйін сөздер: computer vision, construction monitoring, occupational safe-
ty, object detection, deep learning, YOLOv11, ResNet-50, Lightning AI
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Аннотация. В работе представлена интеллектуальная система 
мониторинга строительных площадок, разработанная с применением 
компьютерного зрения и машинного обучения для повышения безопасности и 
эффективности. Основное внимание уделено автоматическому распознаванию 
средств индивидуальной защиты (СИЗ) и выявлению нарушений техники 
безопасности. Использовались нейросетевые модели YOLOv11 и ResNet-50 для 
детекции и классификации объектов. Облачная обработка данных выполнялась 
с помощью платформы Lightning AI. При испытаниях на реальных данных си-
стема показала точность обнаружения работников и СИЗ на уровне 70–75 % 
(mAP@0.5), а классификация нарушений достигла 92 %. Однако при более 
строгой оценке (mAP@0.5:0.95) точность снизилась до 35 %, что указывает на 
сложности в сложных сценах и при частичном перекрытии объектов. Наибо-
лее частыми ошибками стали неверное распознавание касок и защитных очков. 
Система снижает влияние человеческого фактора и способствует улучшению 
контроля за соблюдением техники безопасности.

Ключевые слова: компьютерное зрение, мониторинг строительства, 
охрана труда, обнаружение объектов, глубокое обучение, YOLOv11, ResNet-50, 
Lightning AI
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Introduction
The modern construction industry is one of the largest and most strategically 

significant sectors of the economy, driving infrastructure development and providing 
employment for a substantial portion of the population. However, the level of auto-
mation and adoption of advanced technologies in construction remains significantly 
lower compared to industries such as manufacturing, healthcare, or transportation 
(Kozlovska et al., 2021: 4–10; Shalbolova et al., 2023: 3–5) research indicates that 
the construction sector is characterized by low productivity, a high number of in-
complete or delayed projects, and significant safety risks for workers. According to 
KPMG’s 2023 report, up to 70 % of construction companies face considerable chal-
lenges in real-time monitoring of key construction metrics. This results in resource 
overruns and schedule deviations.

Traditional methods for monitoring construction processes, quality, and safety 
rely on visual inspections, manual data entry, and report analysis, which introduce 
subjectivity, documentation errors, and increased time costs. Although video surveil-
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lance systems are increasingly being deployed on construction sites, they primari-
ly operate in a passive mode and require continuous human intervention for video 
stream analysis, limiting their overall effectiveness. Automated construction moni-
toring systems powered by artificial intelligence (AI) are still in the early stages of 
development. However, there are already successful cases of their practical imple-
mentation, demonstrating significant potential for improving safety and efficiency in 
construction operations (Vukicevic et al., 2024: 2–6).

However, despite its significant potential, existing construction monitoring 
methods still face several unresolved challenges. Most AI architectures require large 
volumes of labeled data for effective training, yet specialized datasets for construc-
tion sites (e.g., the Construction Site Safety Computer Vision Project) remain limited 
in terms of the number of images and scene diversity. Additionally, there is no unified 
system for integrating various monitoring tools. Construction companies often imple-
ment fragmented video analysis solutions, while comprehensive platforms that inte-
grate data from drones, IP cameras, trail cameras, and sensor systems into a single in-
telligent decision-support environment have yet to be developed at a sufficient level. 
Moreover, existing algorithms lack adequate adaptation to the complex conditions of 
construction sites. The high visual dynamics of construction scenes, adverse weather 
conditions, poor lighting, and various obstacles (e.g., scaffolding and trees) pose sig-
nificant challenges for current object detection and segmentation algorithms (Tahir 
et al., 2024: 103; Kumar et al., 2023: 20–23). Another critical aspect is real-time 
processing of video streams and images, as this requires substantial computational 
resources, making it impractical to deploy complex AI models without leveraging 
cloud-based GPU solutions.

In this context, there is a growing need for the development of an intelli-
gent construction monitoring system that integrates machine learning methods, cloud 
technologies, and video image analysis.

The objective of this study is to design an automated system capable of re-
al-time data processing from IP cameras, trail cameras, and drones to monitor con-
struction safety, track progress, and assess resource utilization efficiency.

To achieve this goal, the following tasks were undertaken:
1.	 Integration of data from various monitoring sources.
2.	 Development of a computer vision model for detecting personal protective 

equipment (PPE) and monitoring construction progress.
3.	 Creation of an intelligent platform for analyzing and visualizing incoming 

data.
4.	 Evaluation of the system’s effectiveness under test deployment conditions.
To substantiate the relevance of the proposed approach, we will examine the 

current technological solutions available today and analyze their limitations in detail.
Modern digital technologies in construction are evolving rapidly; however, 

they remain fragmented and primarily address specific monitoring and management 
tasks. The most widely used tools today include Building Information Modeling 
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(BIM) platforms, cloud-based project management systems, video analytics mod-
ules, and IoT systems. For instance, Building Information Modeling (BIM) software 
such as Autodesk Revit, Tekla, and Bentley is effectively utilized for designing and 
planning construction projects. However, BIM systems do not provide automated 
real-time monitoring of construction progress and require continuous manual updates 
to maintain accurate project information.

Cloud-based project management platforms such as Procore, PlanGrid, and 
Aconex facilitate document management and administrative oversight but lack the 
ability to automatically monitor construction processes or analyze video data in real 
time. Their dependence on manual data entry significantly slows down the detection 
of violations and the decision-making process.

Computer vision and deep learning technologies are increasingly being uti-
lized to automate construction site monitoring, including the detection of safety vi-
olations (e.g., absence of helmets and protective eyewear), construction progress 
tracking, and equipment condition inspection. Various neural network models, such 
as YOLO, U-Net, MobileNet, and Vision Transformers, are employed for these tasks, 
each offering different levels of accuracy and performance. However, their effective 
deployment in construction environments is constrained by a lack of specialized la-
beled datasets, the complexity of scenes (e.g., low lighting, object occlusions, dynam-
ic backgrounds), and high computational requirements.

Moreover, existing cloud solutions such as AWS, Google Cloud Platform, and 
Azure are not yet fully optimized for real-time video stream processing from con-
struction sites or come with high operational costs, making the widespread adoption 
of automated monitoring systems in the industry challenging.

Thus, despite advancements in individual technologies, the construction in-
dustry still faces several significant limitations: data fragmentation, lack of integrated 
platforms, absence of real-time automated analysis, and high computational costs. 
Overcoming these challenges requires an intelligent system capable of integrating 
multiple data sources (IP cameras, trail cameras, drones, and sensors) into a unified 
cloud platform that enables automated safety violation detection, construction prog-
ress monitoring, and effective adaptation to real-world construction site conditions.

In response to these challenges, there is a growing need for the development 
of an intelligent construction monitoring system that integrates machine learning 
methods, cloud technologies, and automated video analysis.

Materials and Methods
Data Sources and Equipment
Effective construction site monitoring requires a comprehensive approach to 

data collection, incorporating both stationary and mobile surveillance systems. Sta-
tionary IP cameras serve as a key component of the proposed system. Cameras are 
selected based on their support for the Real-Time Streaming Protocol (RTSP) and res-
olution sufficient for reliable detection and recognition of small objects. Following an 
extensive analysis, the Hikvision DS-2CD2043G2-I camera demonstrated the highest 
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efficiency, as shown in Figure 1. This choice is justified by its high image quality, 
strong adaptation to challenging lighting conditions, and built-in intelligent features 
such as motion detection and real-time analytics. For optimal coverage, cameras 
should be strategically installed at critical points on the construction site, ensuring a 
wide field of view over key work areas and movement pathways for both personnel 
and machinery. Mounting at a height of no less than 3 meters minimizes interference 
from construction equipment and structures, enhancing detection accuracy.

Fig.1.  Hikvision DS-2CD2043G2-I Camera (image sourced from the official Hikvision website)

An alternative approach to construction site monitoring involves the use of 
trail cameras, which enable autonomous surveillance in hard-to-reach areas, trigger-
ing upon motion sensor activation. During testing, the H881 and T31ZX 4G LTE trail 
cameras were evaluated, as shown in Figure 2. The H881 model was preferred due 
to its high image quality in dusty and low-light conditions, as well as its extended 
battery life. This model supports data storage on SD cards up to 128 GB, ensuring re-
liable offline operation. For situations where physical access to the camera is difficult, 
the T31ZX 4G LTE is recommended, as it enables image transmission via 4G/3G 
mobile networks. With an average resolution of 12–16 MP, each frame occupies ap-
proximately 3–5 MB, allowing for the storage of up to 30,000 images. Since real-time 
video streaming is not required and potential data transmission delays are acceptable, 
these cameras provide an effective solution for periodic construction monitoring.

 To collect aerial data on construction sites, unmanned aerial vehicles (UAVs), 
commonly known as drones, are utilized. These devices provide wide-format photo 
and video capture and enable regular inspection of hard-to-reach areas. The use of 
drones facilitates construction progress monitoring, early detection of potential vio-
lations, and the creation of digital 3D models of structures. Following a comparative 
analysis of various drone models, the DJI Mini 3 Pro was selected, as shown in Figure 
3. This decision was based on the mobility of the model (it is easily transportable, 
deploys quickly, and requires minimal flight preparation) and its 4K camera with a 
wide dynamic range, which ensures detailed imaging of construction sites. Addition-
ally, the built-in SDK provides future opportunities for automating flight routes and 
implementing autonomous inspection missions.
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а. Trail Camera H881 b. Trail Camera T31ZX с 4G LTE
Fig. 2. Installed Trail Cameras

а. Appearance б. Drone Video Recording Process
Fig.3. Drone DJI Mini 3 Pro RC

System Architecture
Video and photographic materials from cameras and drones generate a sub-

stantial volume of data, necessitating the use of a cloud-based platform for storage, 
processing, and subsequent analysis. To address this, the system integrates with the 
Lightning AI cloud platform. Video footage from drones and IP cameras is automat-
ically uploaded to the platform, where preprocessing operations are performed, in-
cluding compression, normalization, and segmentation of video sequences into indi-
vidual frames. The processed data is then utilized for training neural network models 
and real-time object recognition. This approach enables the rapid detection of safety 
violations on construction sites while ensuring efficient storage and analysis of large 
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datasets without compromising system performance.
As part of this study, an integrated video monitoring platform for construction 

processes has been developed, aimed at automating control, analyzing construction 
dynamics, and ensuring safety. Figure 5 presents the high-level architectural concept 
of the system, which facilitates the acquisition, transmission, storage, and analysis 
of video data through the application of computer vision techniques and cloud com-
puting. The proposed architecture is modular and scalable, allowing for continuous 
upgrades and the incorporation of new components as data accumulates, algorithms 
are optimized, and additional functionalities are integrated.

The main stages of data processing within the system include:
•	 Acquisition of images and video streams from IP cameras and other sources.
•	 Transmission of data to the server using the RTCP protocol, ensuring a reli-

able connection between devices and the cloud platform.
•	 Initial image processing utilizing machine learning methods on a GPU-pow-

ered server.
•	 Storage of processed data and analysis results in a cloud-based object reposi-

tory and associated database.
•	 Visualization of results through a web interface.

Fig. 5. Platform Architecture

The central component of the architecture is the backend service, which re-
ceives incoming video streams and images from all monitoring devices. It performs 
data routing, initial processing (such as noise removal and cropping), and stores both 
raw and processed information in the cloud storage for further analysis.

The training and inference module is responsible for processing video data us-
ing machine learning techniques. Its primary functions include training models based 
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on incoming data, real-time object detection and classification, and periodic model 
updates to account for newly acquired data. To ensure efficient operation, the module 
runs on a cloud server equipped with a GPU. The training process is organized as a 
pipeline (CI/CD workflow) that includes stages such as loading new data from stor-
age, data augmentation and normalization, neural network training, validation on a 
holdout dataset, and deployment of the improved model to replace the previous one. 
To facilitate this process, tools such as MLflow, TensorFlow Extended (TFX), and 
Kubeflow are integrated, enabling containerization and automated model updates in 
response to changing conditions. This approach ensures flexibility and adaptability of 
the algorithms over long-term system operation.

PostgreSQL is used as the primary database management system (DBMS) due 
to its reliability, scalability, and support for analytical operations. The database re-
cords information about detected objects, construction progress, and identified safety 
violations. PostgreSQL supports JSONB fields for storing complex structured data, 
which simplifies handling image metadata and inference results. Additionally, the 
database interacts with BI systems via JDBC connectors, enabling the generation of 
analytical reports and visualization of monitoring results.

For end users, dedicated interfaces have been developed to provide conve-
nient access to monitoring results and analytics. The system consists of two main 
components:

- A BI dashboard that facilitates the visualization of key metrics, including 
safety violations, construction progress, and analysis of construction equipment uti-
lization.

- A web application that provides real-time access to data, including viewing 
images and video recordings from cameras, detailed reports on recorded events, con-
figuration of analytics parameters, and data filtering options.

Approaches to Image Analysis and Object Recognition
One of the key tasks of computer vision in construction monitoring is the 

detection and classification of objects such as construction structures, workers, spe-
cialized equipment, and personal protective equipment (helmets, vests, gloves). Var-
ious neural network architectures optimized for accuracy and processing speed in 
real-world conditions are employed for this purpose.

Object Detection
A critical task of the construction site monitoring system is the detection and 

classification of safety elements, such as construction helmets, vests, workers, and 
specialized equipment. To address the detection challenge, various state-of-the-art 
deep learning architectures optimized for accuracy and speed were evaluated and test-
ed. Lightweight models, such as MobileNet, offer energy efficiency and low compu-
tational costs. However, experiments revealed a significant decline in their accuracy 
when dealing with complex scenes featuring numerous overlapping objects and dy-
namic backgrounds. As an alternative, Vision Transformer (ViT) models were consid-
ered, leveraging the self-attention mechanism to provide deep and effective analysis 
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of visually complex scenarios, including cases of partial object occlusion. At the same 
time, ViT models are characterized by high computational demands and hardware 
requirements, which significantly limit their applicability for real-time video stream 
analysis.

The analysis also considered modern and well-established neural network ar-
chitectures such as YOLO (You Only Look Once) and Faster R-CNN. As demonstrat-
ed in, the YOLO architecture, due to its use of multi-scale processing and efficient 
one-step detection, achieves high speed and good accuracy even under challenging 
shooting conditions, such as variable lighting and dynamic scenes. Meanwhile, the 
Faster R-CNN model (Shaoqing  et al., 2017: 1137–1149), while providing high ac-
curacy through its two-stage approach (region proposal generation followed by clas-
sification), exhibits significantly lower processing speed, making it less suitable for 
real-time monitoring tasks.

Based on the analysis, the YOLOv11 model was selected as the primary object 
detector in the system, as it provides high recognition accuracy with fast inference 
speed and supports efficient fine-tuning on specialized construction datasets.

Segmentation
For a detailed analysis of construction sites, the monitoring system employs 

image segmentation, enabling the identification of defect areas, tracking construc-
tion phases, and quantitatively assessing the progress of structural development. 
Various neural network architectures for segmentation were evaluated, including 
DeepLabV3+, Mask R-CNN, and U-Net. The study demonstrated that DeepLabV3+ 
models achieve high segmentation accuracy; however, their computational demands 
remain significant for real-time systems. Similarly, Faster R-CNN, extended with 
Mask R-CNN as described in, provides precise object detection but requires substan-
tial computational resources, limiting its applicability in dynamic construction site 
environments.

In contrast to these models, U-Net (Olaf et al., 2015: 235–238) with its sym-
metrical encoder-decoder architecture, enables high-detail segmentation while main-
taining relatively low computational costs. Practical studies indicate that applying 
U-Net to the analysis of construction site images can achieve segmentation accuracy 
of up to 90 % for defect areas, significantly reducing the subjectivity of manual in-
spection and facilitating the automation of construction progress assessment.

Based on this analysis, the U-Net architecture was selected for the segmen-
tation module in the system, as it provides an optimal balance between accuracy and 
processing speed for analyzing construction-related images.

Classification
In the development of the monitoring system, special attention is given to 

the automatic detection of safety violations. Various approaches can be employed 
for this task, including Convolutional Neural Networks (CNNs), Recurrent Neural 
Networks (RNNs), and hybrid models. Testing has confirmed that CNNs demonstrate 
high efficiency in pattern recognition and object classification in images. They can 
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effectively extract spatial features of objects and exhibit strong robustness to various 
image distortions. Architectures such as ResNet (Kaiming et al., 2016: 770–778) and 
EfficientNet (Mingxing et al., 2019: 6105–6114) have relatively low model complex-
ity, enabling real-time performance even under challenging imaging conditions.

The developed system employs the ResNet-50 model as the core classifier for 
safety violations. This model has demonstrated high accuracy (approximately 92 %) 
in classifying such situations on test data.

Data Preparation and Model Training
For the creation of training datasets, image annotation tools such as LabelImg 

and VGG Image Annotator (VIA) were utilized. These tools allowed for the man-
ual labeling of object boundaries (e.g., workers, helmets, vests, machinery, etc.) in 
each image. Special attention was given to maintaining consistency in the annotation 
approach and accurately defining object boundaries, which is critical for the proper 
training of models.

At the initial stage of research, the primary sources of information included 
online resources and publicly available datasets depicting construction processes and 
workers on construction sites. These datasets contained both positive and negative 
examples for each category of violation (Table 1).

Table 1.1 Categories of Violations on Construction Sites

Dataset Total Number of Images Training Set Validation Set Test Set
Dataset 1 (PPE detection 
Dataset [25])

1126 788 226 112

Dataset 2 (PPE TEST Dataset [26])
1624

1129 332 163

Dataset 3 (Personal Protective 
Equipment Dataset [27])

2092 1460 421 221

Total 4842 3371 979 496

 Additionally, existing open datasets such as COCO (Tsung et al., 2014: 740–
755) and PASCAL VOC were examined. For instance, the COCO-2017 dataset con-
tains approximately 2,600 images annotated with the label “Person,” as shown in 
Figure 6. However, most of these images are not related to the construction domain. 
Moreover, a dataset titled “Construction Workers,” consisting of 684 annotated im-
ages specifically focused on construction workers, was obtained from the Roboflow 
Universe platform (Figure 7). 

The compiled dataset includes photographs of workers with clearly visible 
personal protective equipment and attire, group images containing multiple workers 
to train the model in distinguishing individuals within a group, as well as images cap-
tured under various lighting and weather conditions. This data diversity enhances the 
model’s robustness across different scenarios.
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Fig. 6. Example of an Annotated Image from the 
COCO-2017 dataset

Fig. 7. Example of an Annotated Image from 
Roboflow Universe

An analysis of the final dataset revealed a significant class imbalance (Fig-
ure 8). The histogram illustrates that the “Hardhat” class is predominant, with over 
30,000 annotated helmet instances, whereas categories like “Mask” or “NO-Goggles” 
contain significantly fewer examples. Such an imbalance in the dataset may lead to 
reduced model accuracy for underrepresented categories. Therefore, future research 
aims to increase the number of objects in these underrepresented classes.

Fig. 8. Dataset Distribution by Classes

The heatmaps (Figure 9) illustrate the distribution of object center coordinates 
(x, y) and their normalized sizes (width, height). It can be observed that objects tend 
to appear closer to the center of the image and generally have relatively small width 
and height (up to 20–30% of the frame dimensions).
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Fig.9. Distribution of Object Center Coordinates (x, y) and Their Normalized Sizes

For the recognition of personal protective equipment (PPE), the YOLOv11 
model was utilized. This model inherits general features from pre-trained weights 
(ImageNet) and is further fine-tuned on a specialized dataset. The training process in-
cluded image preprocessing (helmets, vests, goggles, etc.) with subsequent bounding 
box annotation, normalization and scaling to a resolution of 640×640, selection of 
optimal hyperparameters, training, and validation on the test set.

To ensure sufficient convergence while maintaining generalization ability, the 
model was trained for 50 epochs with a batch size of 16. The Adam optimizer was 
employed with an initial learning rate of 0.01 and a momentum coefficient of 0.937. 
This optimizer was chosen due to its fast convergence and stability on sparse features, 
which is particularly important for detecting small PPE objects. To mitigate overfit-
ting, L2 regularization (weight_decay coefficient = 0.0005) was applied to constrain 
model weight growth. These parameters enabled stable model convergence without 
significant overfitting.

Results
To assess the effectiveness of the developed system, tests were conducted on 

a test dataset containing images of a construction site with annotated objects. For the 
trained YOLOv11 model (Figure 10), the mean Average Precision (mAP@0.5) was 
approximately 70 %. Specifically, for the “Person” class, an AP@0.5 of 75.1 % was 
achieved, while “Helmet” reached ~68 %, “Vest” ~72 %, and smaller objects such as 
“Phone” and “Cigarette” had an accuracy between 50–60 %. Under a stricter eval-
uation criterion of mAP@0.5:0.95, the average precision was ~35 %, considering 
different IoU thresholds. Additional calculations showed that for the “Person” class, 
Precision = 76.5 % and Recall = 71.6 %, resulting in an F1-score of approximately 
74 %. The safety equipment classes also demonstrated precision and recall values 
exceeding 70 %.

Thus, the developed model produces minimal false positives; however, mis-
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classification remains possible in more complex cases. That is, there are rare instanc-
es where non-human objects are incorrectly labeled as people, but there were also 
cases where real workers were missed in images with significant occlusions or poor 
image quality (Figure 11).

Fig.10. Example of Worker Detection Using YOLOv11 Fig.11. Example of Missed Objects in the 

«Person» Class

For a deeper understanding of the model’s performance, the obtained metrics 
were analyzed, and classifier characteristic graphs were constructed. Figures 12 and 
13 present two versions of the confusion matrix (normalized and absolute), reflecting 
the distribution of correct and incorrect classifications for each predicted class. In 
both cases, the horizontal axis represents the true class labels, while the vertical axis 
shows the labels predicted by the model. The highest classification results on the main 
diagonal (0.90–0.98 percent) were achieved for the “Hardhat” and “Goggles” class-
es. The “Mask” class demonstrates significantly lower performance (around 0.35), 
which may be due to visual obstructions or face occlusions. The absolute error values 
(Figure 13) show that the most common type of error is misclassification between 
the presence and absence of a hardhat (over 300 errors between the “Hardhat” and 
“No-Hardhat” classes). This data clearly indicates the need to improve the model for 
rare classes and fine-tune the detection thresholds. Analyzing the confusion matrix 
helps identify which categories the algorithm is most reliable for (e.g., hardhats and 
goggles) and which still have a high error rate (e.g., masks and missing hardhats). 
Such information is crucial for further dataset balancing and optimizing the model’s 
sensitivity for different object types. 

In Figure 14, the graph shows the dependence of the F1 score on the detector’s 
Confidence threshold. It is evident that as the threshold increases up to a certain value, 
the F1 score improves, but beyond that point, it starts to decline. The maximum F1 
(~0.73) is achieved at a confidence threshold of approximately 0.27. This result indi-
cates that the optimal trade-off between recall and precision for this model is reached 
at a confidence level of around 0.25–0.30.
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Fig. 12. Normalized Confusion Matrix of Classifica-
tion Results

Fig.13.Confusion Matrix with the 
Absolute Number of Predictions

At lower thresholds, the model detects more objects (higher recall), but false 
positives increase, reducing precision. Conversely, at higher thresholds, precision im-
proves at the cost of missing some objects. Thus, the chosen range of ~0.27 for the 
confidence threshold is the most effective, confirming the necessity of proper detector 
calibration.

In Figure 15, the Precision-Recall curves for each class, as well as for the 
combined case (“all classes”), are shown. The highest scores (0.951 and 0.949) are 
observed for the “Ladder” and “Goggles” classes, respectively, while the “Mask” 
class achieves only 0.467, indicating challenges in detecting masks. At IoU=0.5, the 
model reaches an average detection accuracy of 75.4% across all classes. These re-
sults demonstrate that the model performs well for most categories; however, classes 
with fewer training examples (e.g., masks) lag significantly in quality.

Fig.14. F1-Confidence Curve Fig.15.Precision-Recall Curve
To evaluate the training process of the YOLO model, curves showing the 

changes in loss functions and key metrics on the training and validation datasets were 
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plotted, as shown in Figure 16:
•	 train/box_loss - сhange in the loss function on the training set for bounding 

box coordinate regression.
•	 train/cls_loss represents the training classification
•	 train/dfl_loss – The loss value associated with distribution focal loss, which is 

used to refine coordinate regression in YOLO). 
•	 metrics/precision(B) – the accuracy metric on the training dataset (or in “best” 

mode)- metrics/recall(B) it represents recall, i.e., the proportion of objects detected 
by the model among all actual objects.

•	 The metric val/box_loss is analogous to train/box_loss, but it is calculated on 
the validation set.

•	 val/cls_loss - classification loss on the validation set.
•	 val/dfl_loss - validation part of the distribution focal loss.
•	 metrics/mAP50(B) - mean Average Precision at an IoU threshold of 0.5
•	 metrics/mAP50-95(B) - a stricter metric averaging mAP across IoU thresh-

olds from 0.5 to 0.95.
Overall, these curves demonstrate stable training convergence: all types of 

losses (box, cls, dfl) consistently decrease, while key metrics (Precision, Recall, 
mAP) increase. Moreover, the training and validation curves follow each other quite 
closely. This indicates the absence of clear signs of overfitting and suggests good 
generalization performance of the model on data that was not involved in training.

Fig.16. Loss and Key Metric Curves (Train/Val Loss, Precision, Recall, mAP

Discussion of the Results
The developed system successfully addresses the tasks of automatic detec-

tion and classification of key objects (workers and personal protective equipment), 
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enabling (almost) real-time detection of potential safety violations. High Precision 
(0.90 and above) and Recall (0.80–0.85) for the classes “Hardhat” and “Goggles” 
indicate the reliability of the detector when sufficient training examples and favorable 
shooting conditions are provided.

The analysis of the confusion matrix results (see Figures 12 and 13) confirms 
that the model demonstrates high accuracy for frequently occurring classes in the 
dataset. However, objects such as “Mask” or “NO-Hardhat” are detected less reliably. 
This points to an issue of sample imbalance and the difficulty of recognizing occluded 
objects. Additionally, further experiments showed that the optimal Confidence thresh-
old for maximizing the F1-score is around 0.25–0.30, as confirmed by the curves in 
Figure 14. This threshold selection ensures the minimization of both missed objects 
and false positives. Information about the preferred threshold will be useful when 
deploying the system in practice, allowing for tuning the detection sensitivity to meet 
the specific requirements of a given site.

The dynamics of the training and validation loss metrics (Train/Val Loss) 
shown in Figure 16 indicate the stable convergence of the model. There is a smooth 
decrease in all types of losses (box_loss, cls_loss, dfl_loss) and a parallel increase in 
mAP. The validation curves closely follow the training curves, which suggests that 
there is no significant overfitting, and the model has an acceptable generalization abil-
ity. However, with stricter IoU criteria (e.g., mAP@0.75 and above), the model’s ac-
curacy decreases significantly, indicating the need for further refinement of bounding 
box coordinates and additional augmentations simulating complex shooting angles.

Despite the results achieved, this study has several limitations. The accura-
cy of recognition is heavily influenced by the shooting conditions: lighting, angle, 
weather factors, and the presence of noisy backgrounds. The existing class imbalance 
leads to a decrease in detection recall for rarely occurring categories. Additionally, it 
should be noted that the system is intended for static or slightly moving scenes; when 
using sharp camera movements (e.g., when mounted on a drone), special attention 
should be paid to stabilization algorithms and adaptive data augmentation.

To further improve recognition quality, it is planned to increase the propor-
tion of rare categories in the training dataset, utilize more advanced augmentation 
techniques including modeling complex lighting, noisy backgrounds, and occluded 
objects. Research on Vision Transformers and hybrid architectures is also planned to 
potentially improve accuracy in complex and dynamic scenes. To optimize computa-
tional costs, it is necessary to study the adaptation of input image size and detection 
thresholds to specific requirements (real-time operation or periodic sampling).

Conclusion
As a result of the conducted research, a comprehensive monitoring system ar-

chitecture was designed, based on the integration of photo and video data acquisition 
devices with the Lightning AI platform, optimized for deep learning tasks. The pro-
posed solution demonstrated high efficiency in test conditions at construction sites: 
when using YOLO and ResNet-50 models, the detection accuracy of workers and 
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personal protective equipment reached 70–75 % (mAP@0.5), and the identification 
of violations exceeded 90 %. The integration of machine learning methods and cloud 
services ensures scalability and high performance in video stream analysis, but it 
requires consideration of network bandwidth and adherence to strict data protection 
requirements.

The further development of the system involves expanding the datasets to 
achieve a balanced representation of different object classes, as well as including 
new scenarios related to additional sensors (e.g., seismic) and complex shooting 
conditions. A promising direction is the study of modern computer vision architec-
tures capable of improving detection and segmentation accuracy in real-time. At the 
same time, network infrastructure characteristics need to be considered, as working 
with multiple Full HD cameras simultaneously can generate data streams of tens of 
megabits per second. Therefore, it is important to use reliable wired Gigabit Ethernet 
connections or high-speed wireless solutions. As the system scales, special attention 
should be paid to information security and privacy: regular data backups and distrib-
uted storage must be implemented, as well as strict encryption and access control 
policies.

Thus, building an intelligent monitoring platform for construction sites re-
quires a comprehensive approach: improving computer vision algorithms, integrating 
additional data sources, advancing network technologies, and ensuring cybersecurity. 
This approach will significantly enhance the efficiency and safety of construction 
processes, opening new opportunities for the digital transformation of the industry.
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