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Abstract. The growing sophistication of technology-enabled crime demands
that forensic practitioners move beyond data extraction toward analytical interpre-
tation. This study evaluates four major suites - Cellebrite UFED, Oxygen Forensic
Detective, Elcomsoft iOS Forensic Toolkit, and MOBILedit Pro - focusing on their
ability to parse call logs from modern Android and iOS devices. While reliable in
acquisition, these tools show recurring limitations: incomplete reconstruction of frag-
mented SQLite tables, weak temporal visualization, and poor cross-device correla-
tion. To address these issues, we propose a lightweight Call History Analysis Module
that integrates into existing workflows. It unifies heterogeneous call databases into a
chronological ledger, applies mathematical filters to detect patterns or anomalies, and
visualizes communication trends via heatmaps, duration ridgelines, and ego-network
graphs. A built-in similarity search engine identifies shared contacts and parallel time-
lines. Pilot testing confirms improved accuracy, reduced triage time, and enhanced
contextual insight, extending digital forensic capabilities at minimal operational cost.
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AHHoTanusi. TeXHONOIUsSIHBI KOJIJIaHA OTBIPBIN JKacajfaH KbUIMBICTap/IbIH
ecill Kejle KaTKaH KYPAEJUIIr COT-MEIUIMHANIBIK capaluibliapaH JIepeKTepl
KUHay MIeHOEPIHEH IIbIFbIN, AaHAJTUTUKAJIBIK HHTEpIpeTalisIFa KOUTy/ Il Tajiarl eTel.
byn 3eprrey Tept Herisri KubHTBHIKTHI Oaranmaiael - Cellebrite UFED, Oxygen
Forensic Detective, Elcomsoft los Forensic Toolkit :xxone MOBILedit Pro - onapasin
3amaHayu Android xoHe 10S KypbpUIFbUIAPBIHIAF bl KOHBIpAYJIap )Ky pHAIAApbIH TAN Y
KaOuieriHe OarbITTanFad. CaThbln almy Ke3iHJe CeHIMJI OOJFaHbIMEH, OyJ Kypajiaap
KalTamaHaTblH IIeKTeynepal kepcereni: ®parmentrenren SQLite kecrenepiHiH
TOJILIK €MeC KalTa KYpbUTybl, 9JICI3 yaKbITIIa BHU3YyaJH3allusl >KOHE KYpbUIFbLIap
apacbIHaarbel Hamap koppemsiuus. Ocbl Macenenepal memy yuiH 013 bap XKywmbic
npouectepine OipiktipuireH Koupipaynap Tapuxwin TanmayabiH sxeHin Moaynix
ycolHaMbI3. On KOHbIpayJiapJIblH TETEepOreHl JEePEKKOPJIapblH XPOHOJOTHUSIIBIK
KiTanKa OIpIKTipedl, 3aHIbUIBIKTapAbl HEMEece aybITKyJap/bl AaHbIKTAy YILUiH
MaTeMaTHKaJIbIK CY3TUIepAl KOJJaHaJbl KOHE JKbUTy Kaprajapbl, Y3aKTbIK
CBI3BIKTAPBl JKOHE ArO-KENUTIK rpadukTep apKbUibl OaijlaHbIC TEHICHIMSIIAPbIH
BU3yanu3anusuiaipl. KipiCTIpUIireH YKCacThIK 13/1€y Kyieci opTak KOHTaKTLIep.l
JKOHE TIapaJUieb YaKbIT KECTEJEepPIH aHBIKTalabl. [IMIOTTHIK TeCTiney MOIAIKTIH
JKaKCapraHbIH, CYPBINITAy YaKbITBIHBIH KbICKAPFAHBIH KOHE KOHTEKCTIK TYCIHIKTIH

YKaKcapraHbIH pacTaiiibl, Oy HU(pPIbIK COT capanTaMachblHbIH MYMKIHAIKTEPIH €H a3
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AHHoOTanus. PacTtymas CI0XHOCTh TNPECTYIUICHUM, COBEPIIAEMBIX C
MCTIOJIb30BAHUEM COBPEMEHHBIX TEXHOJIOTHH, TpeOyeT OT CyaeOHO-MeIMINHCKUX
HKCIEPTOBIEPEX0Aa 0T U3BIICUCHU TAaHHBIX KaHATUTHYECKOW MHTEepIpeTannu. Batom
MCCIIeZIOBAaHUH OIICHUBAIOTCS YeThIpe OCHOBHBIX MakeTta - Cellebrite UFED, Oxygen
Forensic Detective, Elcomsoft i0OS Forensic Toolkit 1 MOBILedit Pro - ¢ akmenToM
Ha UX CIOCOOHOCTH aHAIM3HPOBATH JKyPHAJIbI BEI30BOB C COBPEMEHHBIX YCTPOMCTB
Android n 10S. HecMoTpst Ha HaIe)KHOCTH COOpa TaHHBIX, 3TH HHCTPYMEHTHI UMEIOT
Psi1 HETOCTATKOB: HETIOJIHOE BOCCTAHOBJICHHE (hparMeHTHpoBaHHbIX Tadbmuiy SQLite,
crnabas BpeMeHHas BU3yalIn3alus U II0Xask KOPPEJsus MeX Iy ycrpoiictBamu. s
peIeHHsI ATUX MPOOJIEM MBI IPEIaraeM JIETKHid MOy b aHAJIN3a HCTOPUH 3BOHKOB,
KOTOPBII MHTETpUpYyeTCss B CyllecTByIomue padoune mporeccbl. OH 00benuHseT
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pa3HOpo/HbIe 0a3bl JAHHBIX O 3BOHKaX B XPOHOJIOTUYECKUH peecTp, MPUMEHSET
MaTeMaTuyeckue (UIBTPHI JJIS BBIABICHUS 3aKOHOMEPHOCTEM WM aHOMAalIUid W
BU3YaIH3UPYET TEHACHIMH OOMEHa COOOUICHHSIMH C TOMOIIBIO TEIUIOBBIX KapT,
BPEMEHHBIX JIMHUN U TpaduKOB 3ro-ceTu. BeTpoeHHas cucrteMa Moucka cXOJICTBa
uaeHTuuIrpyeT ol1Ire KOHTAKThl U apauleNbHble BpeMeHHbIe JIMHUU. [IrunoTHoe
TECTUPOBAHUE TOATBEP)KIACT TOBBIIIEHHE TOYHOCTH, COKpAIllEHUE BPEMEHU
COPTUPOBKM U yIydllleHHEe TOHUMaHHUs KOHTEKCTa, PACIIUPSsl BO3MOXKHOCTHU
G pPOBON KPUMHHATUCTUKY TPU MUHUMANBHBIX SKCILTyaTallMOHHBIX 3aTpaTax.

KialoueBble ciaoBa: KpUMHHAIUCTHKA, TenedoH, 3BOHKH, aHAIM3,
¢bunbTpanus, BU3yalnsalus, J0Ka3aTelbCTBa

Jasi mutupoBanmsi: T. I'puropwes, I1. TaxubaeBa, A. MmanGepau, P.
JlucueBckuii. MaremaTuueckas GuIbTpaIys B MOIYJIE CYJeOHON SKCIEPTU3B HICTOPUH
3BOHKOB//MEXIyHapOIHBIM KypHan HH(OOPMALMOHHBIX M KOMMYHHUKAIIMOHHBIX
texnomormit. 2025. T. 6. No. 23. Crp. 153-173. (Ha anr). https:/
doi.org/10.54309/1JICT.2025.24.4.009.

Konduaukt uHTepecoB: aBTOpHI 3asBIAIOT 00 OTCYTCTBUM KOH(QIMKTA
HWHTEPECOB.

Introduction

Due to the exponential rise in cybercrime, digital forensics plays a critical role
in supporting legal investigations and ensuring evidentiary integrity (Batra: 2020:
42-46). This involves analyzing various devices, including computers, tablets, SIM
cards, and, most importantly, mobile phones, which have become integral to daily life
due to their widespread use and large storage capacities (Alatawi: 2020: 1-6). Digital
forensics plays a critical role in modern law enforcement, cybersecurity, and legal in-
vestigations and offers the technical framework to ensure the integrity and reliability
of digital evidence (Mahmoud: 2023: 1-6).

Data extraction and analysis are the two primary stages of digital forensic
investigations, and global trends in these areas should be reviewed (Shimmi: 2020:
1-7). It is important to take into consideration that the second stage was developed
only after the development of modern technologies for accounting and registration of
new digital information about a person and his environment, which are generated in
automatic, semi-automatic and manual mode and in unlimited quantities. As a result,
nowadays the stage of forensic analysis is equally important with the extraction stage
(Khalaf: 2019: 1-5).

For example, artificial intelligence enhances data analysis, blockchain ensures
evidence authenticity, and cloud solutions facilitate the storage and processing of
large amounts of information (Tyagi: 2022: 1-6).

Data analysis technologies, particularly those leveraging artificial intelligence,
are increasingly critical and widely adopted (Rizvi: 2022: 110362—-110384). For in-
stance: Al helps automate routine tasks such as extracting and classifying data from
various sources, can perform semantic analysis, especially analyzing text messages
and emails to identify potential malicious content or threat (Waluyo: 2022: 95-100).
In addition, machine learning models can be used to predict likely locations and types

of crimes based on historical data (Punjabi: 2022: 1-5).
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There are a number of important fields that is needed to be taken into consid-
eration for digital forensics analysis:

1. Artificial Intelligence (Al) and Machine Learning (ML)

2. Cloud technologies

3. Internet of Things (IoT)

4. Blockchain

Artificial Intelligence (AI) and Machine Learning (ML) are revolutionizing
digital forensics by automating complex tasks and increasing the accuracy of investi-
gations (Rizvi: 2022: 110362-110384).

Cloud technologies are also important, because more and more organizations
move their data and application to the cloud, cloud forensics is becoming an important
area of attention. It presents unique challenges for criminologists, such as data vari-
ability, multi-user architecture and jurisdiction issues (Fernandes: 2020: 422—-427).

Internet of Things forensics involves extracting and analyzing data from in-
terconnected devices such as smart home systems, wearable technologies, and in-
dustrial control systems. These devices generate huge amounts of data, and forensic
investigators must develop specialized methods to process the variety and volume of
information (Fernandes: 2020: 422-427).

Blockchain Technology is known for its secure and immutable registry and
gaining momentum in digital forensics. It is relevant for investigation of crimes relat-
ed to cryptocurrency, such as fraud, money laundering, corruption and attacks using
ransomware. Furthermore, blockchain is used to ensure the integrity and authenticity
of digital evidence (Hou: 2020: 1-15).

New technologies, such as tamper-proof storage and advanced hashing algo-
rithms, are being developed to enhance the security and integrity of digital evidence.
These include tamper- proof data storage solutions, blockchain-based proof chains,
and advanced hashing algorithms to verify data integrity (Alatawi: 2020: 1-6).

Basic call, text message, and contact data are stored on mobile devices, but
smart phones retain considerably more valuable data, including chat logs, email, per-
sonal information, and browser history.

The article (Mallidi: 2016: 1-12) highlights the need for forensic tools tai-
lored to smartphones for data examination and recovery. Analyzing call history is
crucial in mobile forensics, as call logs reveal communication patterns, connections,
and time- lines. Overlooking key insights in call history analysis can impact the entire
forensic process.

Methods and materials

Modern software products for mobile forensics allow experts to receive and
analyze data from mobile devices, which plays a key role in digital investigations.
Among the many solutions, several popular tools stand out, which have their own
characteristics and fields of application (Cristian: 2020: 1-7).

A. Cellebrite UFED

Cellebrite has developed a series of products called the Universal Forensic
Extraction Device (UFED), which are used for mobile forensic examinations (Tara:
2021: 97-104).

Key Features:

* Physical abstraction and decrypting while bypassing the pattern lock
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* Set of analysis characteristics

» Advanced searching and filtering to quickly locate critical data (keywords,
dates, specific data types)

* Timeline Analysis, powerful reporting capabilities

* Supports more than 30,000 device models

* Ability to work with deleted data and backups

B. Oxygen Forensic Tool

Oxygen Forensic Tool provides deep data analysis, that includes application
data and records (Oxygen Forensics: 2024).

Key Features:

* Extract data from over 31.000 devices

* Data extraction from drones, [oT Devices, Smartwatches, Fitness Apps

* Finds, extracts and decrypts passwords, credentials, system files, and user
data from Windows, macOS, or Linux

* Optical Character Recognition (OCR)

« Statistic widgets, Social Graph interface

* Timeline analytics

* Identification of frequently visited places, specify time periods, common
locations and animate travels

* Face categorization and analytics (gender, race, age)

C. Elcomsoft 10S Forensic Toolkit

Elcomsoft IOS Forensic Toolkit is a program for extracting data from iOS
devices, including physical extraction from locked phones, as well as working with
1Tunes and iCloud backups (Lahaie: 2015: 1-50).

Key Features:

* Passcode unlock: Brute-forces 4-digit and 6-digit screen lock passcodes via
DFU exploit.

* Full file system extraction and keychain decryption for many devices run-
ning i0S 12 through 16.5.

» Media extraction, shared files, and advanced logical acquisition for iOS de-
vices running versions that the extraction agent does not support.

* Has the ability to extract saved files and crash/diagnostics logs from many
apps. Extract documents locally stored in Adobe Reader and Microsoft Office, access
the Mini-KeePass password database, and much more.

D. MOBILedit Pro

MOBILedit Pro is a forensic tool that is designed for phone and cloud ex-
traction, data analyzing and report generating, uses both physical and logical data
acquisition methods (Hermawan: 2020: 233-238).

Key Features:

* Security bypassing — acquires physical image even when phone is protected
by a password or pattern

 Physical data acquisition (extract physical images and have exact binary
clones) and analysis (open image files created by this process)

» Advanced application analysis (adaptive and in-depth methods to ensure re-
trieving the most data available).

Focus on timeline as a note, a photo, video or a flow of messages

» Walkthrough for applications, photos, accounts, contacts, messages, emails,
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calls and organizers

* Malware detection

* Scientific image analysis

*» Has photo recognizer and photo matcher

A comparative analysis reveals that, although all four forensic tools excel in
specific areas, they also exhibit notable weaknesses. Some of them are great in data
extraction others in data analyzing. They all have shortcomings where other tools per-
form better. One main common problem is a wide range of devices under study, that
happens because of constant changes and updates of devices (Delija: 2021: 1231—
1235).

Additionally, challenges vary depending on the task, including gaining access
to or unlocking devices, searching and filtering data, analyzing specific elements, and
generating reports. Furthermore, none of them provide a comprehensive solution for
the deep call history analysis.

Each tool has their own strength, but when it comes to detailed examination
of call logs they all fail. Even though, they all support general call extraction, none of
the tools specifically focus on those points:

1. Comprehensive analysis of call metadata, that includes: frequency of calls
between specific users and call duration patterns

2. Identifying call trends through visualization and reporting on call interac-
tions

3. Advanced filtering call related data that includes missed or rejected calls(-
can be helpful during forensic investigations)

Recent research emphasizes the necessity of specialized modules for analyz-
ing call history, focusing on mathematical filtering, semantic search, and statistical
visualization, which traditional forensic tools still lack (Rzayeva: 2025: 66—74).

According to everything that is written above, it follows that there are no uni-
versal methods for solving these problems in the market within the framework of the
tasks being solved.

To thoroughly analyze a mobile device, relying on two to three (or even five)
programs is often insufficient. The organization that provided some of these tools and
test data asked to combine all the useful functions of analyzing and tracking phone
calls in one module.

Below is a table of functions and a list of tested applications. Unfortunately,
the data used in the tests is personal data that is used in the investigation. According
to the law of the Republic of Kazakhstan, these data cannot be published.

Table 1. «Comparison of forensic analysis tools»

Feature UFED 4PC MOBILedit Pro Oxygen forensic
Average call duration + - +

Call types (incoming, outgoing) + + +

Call apps used + - +

Top 10 contacts + - +

Activity periods

Total calls periods + + +

[@ﬁ- This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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International calls location detection

Kazakhstan city calls detection - - -

Results

The proposed Call History Analysis Module enables investigators to efficiently filter
and analyze large datasets of call records using phone number and timestamp conditions. Key
features such as phone number filtering, duration statistics and app usage analysis helps to
give a comprehensive picture of communication patterns. Furthermore, the module provides
insights into important contacts, call durations, and active communication periods, which are
visualized through charts. This method not only makes call history analysis easier, but it also
improves investigators’ capacity to swiftly pinpoint important contacts and communication
patterns. In the future, functions will be developed to determine the locations of international
calls and cities in Kazakhstan. All tested tools do not have this feature.

A. Call history analyzer

The following functions are demonstrated on dataset D = { dy , d; ) e dy, }, where
each element @i has the following attributes:

e &; number: The phone number involved in the call..

+ @i cimestamp : The timestamp of the call in ISO format.
. d; type:, which can be either “incoming” or
“outgoing”.

« & guration: The duration of the call (in seconds).

« Diapp: The application used for the call.

Let:

* N be the given phone number filter (optional).
« &5 be the given start time (optional).
« s be the given end time (optional).

« ISO(t) pe a function that converts a timestamp string t to an ISO datetime object
for comparison.
The filtered dataset F can be expressed as:

F= (1)
{d.eD|(N = OV d,.number = N)A(t, = OVt, = OVt < IS0(d,.timestamp) < t,)}

\W% h e r e
. N="? means no phone number filter is applied
. t; = 0 or t: = O means no time boundary is set.

Explanation

1) Phone Number Filtering:

. If N is provided, only records where d;.number =N are included.
. If N is not provided, all records are included.

2) Time Range Filtering:

. If both &= and &e are provided, the records must satisfy:
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. t, < I50(d,.timestamp) < t,

. If only one boundary is given (either Zs or f&), the records are filtered accord-
ingly.

1) Total Call Counts: The number of incoming and outgoing calls. The total

number of incoming and outgoing calls in the filtered dataset is calculated. To do this,
iterate over each call record and increase the increment responsible for each type of
call:

Incoming calls: Calls whose type has been marked as ’incoming”.

Outgoing calls: Calls whose type has been marked as ”outgoing”.

Mathematical Representation of get_incoming_outgoing calls

Let:
. Cinrepresents the total number of incoming calls.
. Cous represents the total number of outgoing calls.

The function calculates:

C..= Z 1(d;. type = "incoming")
d;ED

(2)

Formula (2) calculates Cin by adding 1 for every call record whose
type is “incoming,” giving the total count of inbound calls.

Coe = Z 1(d;. type = "outgoing")
d; €D

Formula (3) determines Cour by adding 1 for each record labeled “outgoing,” pro-
ducing the total number of outbound calls.

where:

_ (1if Pistrue (4)
1(P) = {D if Pis false

Formula (4) defines the indicator function 1(p ], which returns 1 when condition £ i

true and 0 when it is false.
Explanation:

N

1) Incoming Calls:

C., = Z 1(d;. type = incoming)
d;eD

(5)

counts all records where the call type is “incoming”.
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Formula (5) sums the indicator l(di-t}’pe =incoming) over every re-

cord & €D , yielding the total number of incoming calls Cin-

2) Outgoing Calls:

Coue = Z 1(d;. type = "outgoing")
d;ED

(6)

counts all records where the call type is “outgoing”.

Formula (6) sums the indicator 1(dz" t¥Pe=outgoing”) over every record d; €D
yielding the total number of outgoing calls Cour

The function returns the tuple (Cin , Cour), representing the total counts of incoming
and outgoing calls, respectively.

2) Call Duration: Detailed statistics on the duration of calls have been calculated to
assess the duration and patterns of communication. The statistics included:

Total number of calls: the total number of analyzed calls.

Average duration: The average duration of calls calculated by summing all call dura-
tions and dividing by the total number of calls.

Maximum and minimum durations: The longest and shortest of the observed call
durations.

Calculations are performed for all calls in aggregate and separately for incoming and
outgoing calls.

Mathematical Representation of “get call duration_statistics”

Let:

o Cin is the total number of incoming calls.

«  Cour is the total number of outgoing calls.

* n =|D| is the total number of calls.
The function computes the following statistics:
a) Total Calls Statistics:
Total Amount = n

n (7)
1

Average Duration= — E d;.duration
n

=1
Formula (7) finds the overall average call length by dividing the sum
of all call durations by the total number of calls ».

Max Duration = max{d,.duration|d, € D} (8)
Formula (8) returns the single longest call duration present in the entire data set D.

Min Duration = min{d,.. duration|d; € D} (9)
Formula (9) returns the single shortest call duration present in D.

b) Incoming Calls Statistics:
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Incoming Amount = C,, (10)

Formula (10) simply states that the total number of incoming calls

equals Cin
n
I3 v 1 v
Average Incoming Duration = — Z d;. duration
in i=1
d.type="incoming"
(11)

Formula (11) computes the mean duration of incoming calls by averaging only
those records whose type is “incoming.”

Max Incoming Duration = max{d,. duration|
d;.type = "incoming"}(17)

Formula (12) selects the maximum duration among all incoming
calls.

Min Incoming Duration = min{d,. duration| (13)

d,.type = "incoming"}
Formula (13) selects the minimum duration among all incoming
calls.

¢) Outgoing Calls Statistics:
1 n (14)

Average Outgoing Duration = —— E d,. duration
outgoing i=1
ditype="outgoing"

Formula (14) computes the mean duration of outgoing calls by averaging only those
records whose type is “outgoing.”

Max Outgeoing Duration = max{d,. duration| (15)
d,.type = "outgoing"}

Formula (15) selects the maximum duration among all outgoing calls.
Min Outgoing Duration = min{d,.duration| (16)
d,.type = "outgoing"}
Formula (16) selects the minimum duration among all outgoing calls.

d) Handling Special Cases:
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« IfD =9, all statistics are set to 0.
o [fmin{d;.duration|d; € D} = 0, j{ s reset to 0.

3) Application Usage: In some systems, the applications (Telegram, WhatsApp, etc.)
used for the call may be present in the call history. In this case, for each application registered
in the call data, the number of incoming and outgoing calls made using this application is
calculated.

Mathematical Representation of get call apps

Let:

. A ={aya5...,a,} be the set of unique apps in the dataset.
o calls(% T be the number of calls for app % € A and

« typet € {“incoming”, “outgoing”}.
The function computes the following:

n (17)
caﬂs[a}- ,t) = Z 1
i=1
di.app= aj
ditype=t
Formula (17) counts how many calls of type tt are handled by ap-
plication %
Where:
t € {"incoming","outgoing"} (18)

Formula (18) specifies that tt can be either “incoming” or “outgo-
ing.

The result is a dictionary:
app calls = (19)

incoming: calls(a;, incomin
. — g [ I g) |a; € A
I outgoing: ca!!s[aJ-, Dutgcring) 1

Formula (19) builds a dictionary that maps every app @ to its total incoming and
outgoing

call counts.

4) Key Contact Ildentification: Determining the most frequent contacts using the

longest duration:
Number of calls on contacts: The total number of calls associated with each phone
number.
Ranking of contacts: Sort contacts in descending order based on the duration of calls.
Mathematical Representation of “get key contacts”
Let:

. €(P) be the number of calls for a given phone number P
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The function calculates:

n (20)
= ) 1
i=1
d;. number=p
Formula (20) counts how many call records reference the phone
number pp by adding
1 for every entry where d;.number =p
The result is a dictionary:
contact calls = {p — C(p)|p € P} (21)

where P is the set of all unique phone numbers in the dataset D.

The contacts are then sorted by the number of calls in descending order:

sorted contacts = sort(contact calls, key = C(p), reverse = True)

5) Active Periods: A function “get most_active periods” analyzes call data by

categorizing it into predefined time periods (morning afternoon, evening, and night).
It processes timestamps from the input data, counts the number of calls for each period on a
given day, and returns the results sorted by total daily activity in descending order.

Mathematical Representation of “get most active periods”

Define the time periods as:

morning calls : (6, 12) (6 AM to 12 PM)
afternoon calls : (12, 18) (12 PM to 6 PM)
evening calls : (18, 24) (6 PM to 12 AM)
night calls : (0, 6) (12 AM to 6 AM)

The function calculates the activity counts for each day and period.

a) Activity Count for Each Period: For each call d:‘, determine the
call hour:

hour(d;) = hour(I50(d,.timestamp)) (22)

Formula (22) extracts the hour component (0 — 23) from the ISO-formatted time-
stamp of each

call 9.
and assign it to a period P where:

P = {(s,e)|s < hour(d,) < e}or(s = 0 A hour(d,) < e) (23)

Formula (23) assigns a call to the time interval P=(s,e) whenever

its hour value lies within /s,e).
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The number of calls for a specific period P on day t is:

C.(P) = Z 1 24

i=1
day(d; )=t
hour (d; ) EF

Formula (24) counts the calls that fall into period PP on day tt by summing one
indicator per qualifying record.

b) Daily Total Calls:: The total number of calls for a given day ¢ is:

total calls(t) = Zcr[P] (25)

v

Formula (25) obtains the total call volume for day ¢ by summing

the counts Cr(F) over aﬂl periods P. . .
¢) Sorted Activity: The result is a dictionary of days sorted by the total number of

calls:
sorted activity = sort({t +— totalcalls(t) |t € T },rex (26)
True)
where 7 is the set of all days in the dataset.
Discussion

After collecting all the statistics, a json is created, which is sent to the data
visualization block, where the collected statistics are shown in various charts.

Incoming vs Outgoing Calls: A bar chart (Figure 1) compares incoming and
outgoing calls, showing a slight dominance of outgoing calls. This distinction helps
determine an individual’s role in a communication network-more outgoing calls sug-
gest planning or coordination, while more incoming calls indicate receiving instruc-
tions. Understanding this is crucial for identifying roles in a criminal group.

1) Call Duration: The system visualizes the average duration of incom-
ing and outgoing calls (Figure 2). Call duration provides insights into the significance
of communications, enabling investigators to prioritize key interactions. Short calls
suggest quick exchanges, while long calls may signal important discussions or nego-
tiations, aiding investigators in focusing on critical communications.
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Incoming vs Outgoing Calls
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Call Type

Fig.1. «Incoming vs Outgoing Calls »
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Fig.2. «Call Duration»

2) Call App Usage: A chart (Figure 3) displays call activity by app, dis-
tinguishing incoming and outgoing calls. Different apps offer varying privacy levels,
making usage analysis crucial in digital forensics. Encrypted apps like WhatsApp
and Telegram may indicate an attempt to conceal communication. This insight guides
investigators in data extraction and prioritizing metadata, message content, and logs
for deeper analysis.
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Fig.3. «Call App Usage»

default

Top 10 Key Contacts: The top 10 contacts, based on the frequency and

duration of calls, are highlighted in a bar chart. (Figure 4) Identifying key contacts
is crucial in forensic investigations. This chart highlights the suspect’s most frequent
contacts, potentially revealing important figures in a criminal network. Prioritizing
these communications helps investigators establish patterns, build timelines, and un-
cover links between individuals.
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Fig.4. «Top 10 Key Contacts»

Call Activity Heatmap: A heatmap (Figure 5) visualizes call activity

by time and date, aiding timeline reconstruction. Peaks in call volume may correlate
with key events like crime planning or emergencies. Investigators can align these pat-
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terns with other data (e.g., transactions, GPS) to build a cohesive narrative, narrowing
down critical communication moments for deeper analysis.

Most Active Periods of Communication (Heatmap)
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Fig.5. «Call Activity Heatmap»

5) Total Calls per Day: A line chart (Figure 6) tracks daily call volume,
highlighting trends over time. It helps identify key dates of increased or decreased ac-
tivity, potentially correlating with critical events. Spikes may indicate crime planning,
while drops could suggest efforts to avoid detection or disruptions in communication
patterns.
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Fig.6. «Total Calls per Day»

C. Search for connections in multiple devices

@,(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

169



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4

The ability to process data from multiple sources simultaneously can also be
useful in digital forensics. This section describes methods and algorithms that allow
to track possible coincidences in the history of phone calls recorded from multiple
devices simultaneously.

Let € be the set of call objects, where each call € € Cisa
mapping from keys to values. Define the set of keys to ignore

as

S = {"field,","field,","field,"}. (27)

For each key f (with [ €5 ) and for each value ¥ such that there exists a call
¢ € Cyith €(f ) = ¥, define the group

G(fv) = {c € Clc(f) = v} (28)

Next, define the set of sources for the group G(f,v) as

Z(f,v) = {c("source”) | c € G(f.v)} (29)

The function returns the groups for which the key-value pair is shared by calls
from at least two different sources. Formally, the output is

Resu|t={(frur6(fru))|f € Sand |Z(f,v)| = 1} (30)

After generating the result, the received objects can be filtered by a special
field or value.

Conclusion

After a thorough review of existing digital forensic tools and their capabil-
ities, it becomes evident that most commercial and open-source platforms remain
limited when dealing with complex patterns embedded in call history data. Suites
such as Cellebrite UFED, Oxygen Forensic Detective, and MOBILedit Pro provide
dependable extraction and parsing of call logs, yet they tend to focus on static re-
cord reconstruction rather than analytical interpretation. In contemporary investiga-
tions, where communication is increasingly fragmented across multiple applications
and devices, this limitation can obscure vital links between suspects, witnesses, and
events. To overcome these challenges, the development of the Call History Analysis
Module represents a decisive step toward a more intelligent and interpretive approach
to mobile forensics.
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The proposed module introduces a unified workflow that normalizes hetero-
geneous call-record databases into a consistent analytical format. By using mathemat-
ical filtering, the system can isolate key behavioral indicators such as repeated contact
frequencies, sudden communication gaps, or abnormal call durations. These features
allow investigators to move from simple data retrieval to contextual understanding.
Moreover, the embedded statistical engine correlates multiple parameters - such as
timestamp intervals, geolocation markers, and contact density - to create a holistic
picture of user behavior over time. This analytical depth is rarely achieved with tradi-
tional tools that rely on manual sorting or keyword searches.

Another major contribution lies in the module’s advanced visualization
capabilities. Instead of presenting lengthy tabular outputs, the system employs dy-
namic heat-mapped calendars, duration ridgelines, and ego-network diagrams to rep-
resent the flow of interactions between users. Such visual analytics enable examiners
to detect hidden clusters of communication, recurrent call cycles, or significant de-
viations in activity timelines. For instance, the color-coded temporal plots can high-
light bursts of contact before or after a crime event, while ego-networks reveal the
centrality and influence of specific individuals in a suspect’s communication sphere.
This visual clarity translates raw call logs into an intuitive narrative that supports both
technical and legal decision-making.

Equally important, the Call History Analysis Module strengthens data
provenance and integrity, ensuring that every transformation or visualization remains
traceable to its original dataset. The inclusion of an embedded similarity-search engine
allows forensic analysts to compare call sequences across multiple devices, exposing
parallel routines and shared interlocutors that often elude conventional examination.
This cross-device correlation mitigates common issues such as timezone drift, dupli-
cated contacts, and inconsistent labeling between Android and iOS platforms. As a
result, the accuracy of extracted intelligence improves while the overall triage time is
significantly reduced.

From an operational standpoint, the module does not attempt to replace es-
tablished forensic ecosystems but rather complements them. It can be seamlessly
integrated into laboratory workflows as a lightweight analytical layer. Investigators
gain an additional interpretive stage between extraction and reporting, enabling faster
identification of relevant communication threads. The module’s modular architec-
ture also ensures compatibility with future extensions, including plug-ins for chat-log
parsing, SMS analysis, and app-specific metadata correlation. This flexibility is cru-
cial for maintaining relevance as digital communication evolves toward more decen-
tralized and encrypted platforms.

The implications of this advancement extend beyond immediate casework. By
augmenting investigators’ analytical capabilities, such tools contribute to the transpar-
ency and reliability of digital evidence presented in court. Enhanced visualization and
mathematical reasoning help reduce human bias, offering objective representations of
communication behavior. Moreover, the automation of pattern recognition supports
scalability in high-volume forensic environments where thousands of records must be
processed within limited time frames. Consequently, the Call History Analysis Mod-
ule not only streamlines technical processes but also elevates the evidential quality of
mobile data analytics.

Looking ahead, future research will focus on expanding the module’s intel-
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ligence through integration with machine learning and artificial intelligence tech-
niques. Predictive analytics could, for instance, forecast communication behaviors
or detect anomalies suggesting collusion or identity spoofing. Another prospective
direction involves extending coverage to additional data channels such as encrypted
messaging applications, multimedia exchanges, and social media call logs. Combin-
ing these diverse communication layers within a single analytical framework would
provide investigators with unprecedented situational awareness.

As the landscape of digital communication continues to evolve, forensic sci-
ence must adapt accordingly. The Call History Analysis Module exemplifies how tar-
geted innovation - grounded in mathematical filtering, visualization, and behavioral
analysis - can fill existing gaps in forensic practice. It transforms call history from
a static archive into a dynamic source of actionable intelligence. As digital forensic
tools evolve, modules like this will remain vital for strengthening investigative capac-
ities, ensuring evidential integrity, and ultimately guaranteeing justice in the digital
era.
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