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Abstract. The proliferation of digital devices and platforms has significantly
complicated cybercrime investigations. Traditional forensic tools struggle with
fragmented evidence across heterogeneous data types and storage systems. This
research presents the Forensic Digital Analyzer, an Al-powered system using
modular architecture with deep learning algorithms. Key components include
Sentence Transformers for textual embeddings, convolutional neural networks for
image analysis, and Whisper models for audio transcription. The interactive web
interface provides visualization of file structures, similarity detection, and evidence
relationship graphs. The system offers scalable pipelines for entity recognition,
metadata extraction, and Al-aided reporting. Experimental results on forensic datasets
showed substantial improvements in precision and recall compared to conventional
methods. While computationally intensive and occasionally generating false positives
in noisy modalities, the system reliably links paraphrased texts, modified images,
and compressed audio files. This embedding-based automation represents significant
advancement in digital forensic investigation with strong real-world deployment
prospects. Future enhancements include multilingual processing, integration of
localized large language models, explainable Al frameworks, and domain-specific
model optimization.
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AnHotauus. udpneik KypeUFbuiap MeH IutatdopManapabliH  Keberoi
KHOCPKBUIMBICTBIK ~ TEepreysiepli alTapibIkTail KypaeneHxaipai. Joctypmi coT-
MEIMLMHAIBIK KYpalgap OpTYpii JIepeKTep Typiepi MEH cakTay KyHemnepiHpae
OOJIIIEKTeHIeH JIQJIEIEMEIEPMEH JKYMBIC iCTEy/e KHUBIHABIKTapFa Tam OoJajbl.
Byn 3epTrey TepeH OKBITY aJIrOpUTMACPIMEH MOMAYJIBIIK apXUTEKTYpPaHBI
KOJIJTAaHAThIH >KacaHIbl MHTEIUIEKTKEe HerizfaenreH xyihe — CoT-MeIuIuHabIK
UG PIBIK aHATU3aTOPAbl YChIHAABI. Heri3ri KOMIOHEHTTepre MAOTIHIK €Hri3yJepre
apHanraH Sentence Transformers, keckiHJepAl TanjayFa apHaJFaH KOHBOIIOLUSIIBIK
HEHPOHIBIK JKeJiiep )KoHe ay 1o TpaHCKpUIIIUsChIHA apHainFaH Whisper Mozenbepi
kipeai. HTepakTuBTi BeO-uHTepdeiic (aiin KypbUlbIMIAPbIH BU3YyaIU3alUsIayabl,
YKCACTBIKTBI aHBIKTAY/Ibl )KOHE JIoJIeNIeMeNiep apachbiHaFbl OaiaHbIC TpapUKTepiH
ycbiHabl. JKylie HpIcaHap/Ibl TaHy, METaIepeKTep Il ally JKOHE KacaH bl HHTEIJICKT
apKbUIbl ecell Oepyre apHajfaH MaclITa0TajgaTblH KOHBEWepep YChIHAJBL.
CoT-MeUUUHANBIK ~ JI€PEKTEP JKUBIHTBIFBIHAAFBl OKCIEPUMEHTTIK HOTHXKeNep
JOCTYPIIl OIICTEPMEH CaNIBICThIpFaHIA JOJIK MEH €CKe TYCIPYIiH aWTapJIbIKTai
YKaKcapraHbIH KopceTTi. EcenTey i KaKeT €TeTiH KoHe KEHe IIYJIbl MOIATbIITIKTEe
KallFaH T[O3UTHBTEp TyJblpaThblHbIHA KapamacTaH, JKyle mnapadpasanaHraH
MOTIHIEPl, ©3repTUINeH KECKIHIEPAl KoHE KBICBUIFaH ayauo (hauagapabl CeHIM/II
OaimanpIcThIpanbl. EHri3yre HerizaenreH OyJ aBTOMATTAHIBIPY HAKThI QJIEMJIC
EHT13yJIIH KYIITI MepcrHeKTUBajIapbIMeH HU(PIbIK COT-MEIULUHANBIK Tepreye
alfTapiabIKTai Urepiaey kT Ouiaipeni. bonamak sxeTinaipynepre KenTiial eHaey,
JIOKaJIM3alMsJIaHFaH YJIKEH TULAIK MOJAENbIAEpl OIpIKTIpY, TYCIHAIPIIETIH KacaH bl
WHTEJUICKT JKYHenepl )KoHe IOMEHTE TOH MOJICTIbACP/l OHTAMIAHBIPY KIPE/I.

Tyiiin ce3aep: mudpIBIK KPUMHUHATHCTHKA, KO KYPBUIFBUIBIK KOPPEIISLINS,

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License [@‘@

252



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4

ceiinem TpaHchopMaTopIaphl, CEMAaHTUKAIBIK YKCACTBIK, JoNeIAeMenepii
BU3YaJIH3aUsIIay, COT-MEIUIIUHAIBIK aBTOMATTAHIBIPY, 13 OalIaHBICTHIPY

Joiiexce3nep ywin: JI. P3aesa, /1. Paxmartynuna, A. Xacen, K. Mpip3a0ek.
Kyppurrpiiap apacelHIaFrbl MOTIHIIK (aimmapabiH, [THQPPILIK 13epiH  aHBIKTAY
Kyieci//XanplKapaiblK aKOapaTThIK JKOHE KOMMYHHKAIUSUIBIK —TEXHOJIOTHsIIap
xkypHaibel. 2025. Tom. 6. Ne 24. 251-273 6et. (Arbur). https://doi.org/10.54309/
JICT.2025.24.4.015.

Myanesiep KakTbIFbIChI: ABTOpiap OChl Makalada MyZJesep KaKTBIFBICHI
JKOK € MOJIIMIEHI.

PA3PABOTKA ABTOMATHU3UPOBAHHON CUCTEMbI IOUCKA
«UP®POBBIX CJENOB» TEKCTOBbIX ®AWJIOB U3 IBYX
YCTPOUCTB B IU®POBOU KPUMHUHAJIMCTUKE

JI. P3aesa*, /l. Paxmammynuna, A. Xacen, K. Moip3aoex
Acrana UT ynusepcurer, Acrana, Kazaxcran.
E-mail: rakhmatullinadayana@gmail.com

Jleiina P3aeBa — PhD, pykoBoauTens Hay4YHO-WHHOBAIMOHHOTO IIEHTpPA
«CyberTech», accounnpoBanusiii npodeccop, Actana UT yHuBepcurer, AcTaHa,
Kazaxcran

https://orcid.org/0000-0002-3382-4685;

Jasina PaxmartyjimHa — OakanaBp Hayk, Maructpant, Actana UT yHuBepcurer,
Acrana, Kazaxcran

E-mail: rakhmatullinadayana@gmail.com, https://orcid.org/0000-0002-3382-4685;
Kamuna Mpeip3abek — OakanaBp Hayk, Actana WT yHuBepcuteT, ActaHa,
Kazaxcran

https://orcid.org/0009-0005-3273-1881;

AxoOoTa Xacen — OakanaBp Hayk, Acrana UT yauBepcuret, Actana, Kazaxcran
https://orcid.org/0009-0006-7816-869X.

© JI. P3aeBa*, JI. Paxmartynuna, A. Xacen, K. Mpip3a0ek

AnHoTauusi. Pacnpoctpanenne UUGPOBBIX YCTPOMCTB U miatdopm
3HAYUTEIBHO YCJIOXKHUIIO paccieloBaHus KuOeprpecTymieHuid. TpaaunuoHHbIe
KPUMHMHAIMCTUYECKAE WHCTPYMEHTBl HCIBITBIBAIOT TPYJHOCTH INpu padore ¢
(bparMeHTUPOBaHHBIMH I0Ka3aTEILCTBAMHU B Pa3HOPOIHBIX THIIAX JTAHHBIX M CUCTEMAX
xpaHeHus. /lanHoe uccrnenoBanue npeactaBisier KpumuHanuctuueckuii nudponoi
aHaM3aTOp — CHCTEMY Ha OCHOBE HCKYCCTBEHHOT'O HMHTEIUICKTa C MOJYJIbHOU
ApPXUTEKTYpOH W aNroOpuTMaMH TIyOOKOoro oOydeHus. KirtoueBble KOMITOHEHTBI
BKIo4YaroT Sentence Transformers uisi TEKCTOBBIX BCTpaMBaHUMN, CBEPTOYHBIC
HEHPOHHBIC CETH JUIS aHAIM3a N300pakeHui u Moienn Whisper sl TpaHCKPUTIIHA
aynuo. MHTepakTUBHBIN BeO-uHTEpdeiic odecreuynBaeT BU3yanu3amuio (HanaoBbIX
CTPYKTYp, OOHapykeHue cxozactBa W rpadsl cBszedd ynuk. Cucrema mpejyiaraet
MaciTabupyemble KOHBEHEpHI [UIS PACIO3HABAHUS CYNIHOCTEW, W3BICUCHHUS
MeTaJaHHBIX U (opMupoBaHUS OTUETOB ¢ momormibio WH. DxcrnepruMeHTalbHbIe
pe3yabTaThl Ha KPUMUHAIMCTHYECKUX HAOOpaxX TaHHBIX TOKa3ald CYIIECTBEHHOE
YIIy4IIeHHe TOYHOCTH W TIOJHOTHI 1O CPAaBHEHHUIO C TPAJAWIIMOHHBIMH METO/IaMHU.
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HecmoTps Ha BBIYMCAUTENbHY O HHTEHCUBHOCTB U CITy4aiHbIE JIOXKHBIE CPaOaThIBAaHUS
B 3aIIyMJIEHHBIX MOJIAJIBHOCTSIX, CUCTEMA HAJIe)KHO CBSA3bIBAET Nepepa3supoOBaHHbIE
TEKCThl, U3MEHEHHbIC M300paKEHUS U CKaThle ayAuodailiipl. DTa aBTOMaTH3aLMs
HAa OCHOBE BCTpaWiBaHUW TMPEJCTABISET 3HAYMTENBHBIA mporpecc B HU(PpOBOH
KPUMMHAIUCTUKE C CHJIBHBIMU NEPCHEKTHUBAMM pEabHOIO BHEApeHus. bynymiue
yIyYIICHUS] BKJIFOYAIOT MHOTOSI3BIYHYIO 00pab0TKY, HHTETPAIHIO JIOKATH30BaHHBIX
00JBIINX A3BIKOBBIX Mojenei, o0bsicHumble MU-dpeiiMBopkr U ONTHUMM3AIMIO
JTIOMEHHO-CTIeIU(UIHBIX MOICIICH.

KiroueBbie cjioBa: nupoBasi KpUMUHAMCTHKA, KOPPEISIHS MEKIY YCTPOii-
CTBaMH, TpaHC(HOPMEPHI MPEIIOKEHUH, CEMAaHTUYECKOE CXOJICTBO, BHU3YaJIM3alUs
yIIUK, KpUMUHAJIMCTHYECKAs] aBTOMATH3aLUs, CBSI3bIBAHUE CJIC/IOB

Jast umtupoBanus: JI. P3aea, JI. Paxmarrynuna, A. Xacen, K. Mbip3a0exk.
pa3paboTKa aBTOMAaTU3UPOBAHHON CUCTEMBI IOMCKA «LIU(PPOBBIX CIEIOBY» TEKCTOBBIX
¢aitioB U3 BYyX YCTPOWCTB B HH(POBOI KpuMHHAIHCTHKE//MeXayHapOoIHbINH
KypHaT MHOOPMAIIMOHHBIX U KOMMYHHKAIIMOHHBIX TexHonoruil. 2025. T. 6. No.
23. Ctp. 251-273. (Ha anr.). https://doi.org/10.54309/1JICT.2025.24.4.015.

KoH(pIuKT WHTepecoB: aBTOpPHI 3asBISAIOT 00 OTCYTCTBUM KOH(QIIMKTa

WUHTEPECOB.

Introduction

The work of digital forensic investigators has become much more difficult due
to the quick growth of digital devices, cloud computing, and online communication
platforms. Traditional forensic tools have become less effective at c apturing the
complete context of evidence as digital traces are increasingly dispersed across
heterogeneous sources, such as computers, smartphones, messengers, cloud services,
and external media (Alenezi, 2022). Static image acquisition, file hash comparisons,
or simple keyword search are the mainstays of legacy solutions, which frequently
fall short in situations involving semantically similar content or multimodal evidence
dispersed across devices.

Natural language processing (NLP) and artificial intelligence (Al) approaches
have become strong substitutes for automating and improving forensic work in
response to these constraints. Even when texts have been paraphrased or obfuscated,
contextual similarities can be captured by deep learning models like Sentence
Transformers, which allow semantic comparison between text artifacts (Bai, 2020).
Similarly, convolutional neural networks (CNNs) can recognize compressed or altered
images and analyze visual content. Advanced automatic speech recognition (ASR)
models such as Whisper aid in the transcription and comparison of audio clips in the
field of audio forensics, even in the presence of noise or poor quality (Burkart, 2021).

Despite these developments, unified forensic systems that integrate explainable
Al, multimodal analysis, and semantic similarity into a single workflow are still
lacking. Numerous tools currently in use concentrate on discrete tasks or necessitate
manual correlation by analysts, which lengthens investigations and raises the
possibility of missed connections (Callegati, 2022). Additionally, not many platforms
provide trace interpretation with user-friendly visual interfaces, which is crucial for
non-technical stakeholders like investigators or attorneys.

The Forensic Digital Analyzer is a modular Al-powered system that automates
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the extraction, analysis, and cross-device correlation of digital traces to address these
issues. In addition to supporting explainable semantic matching and integrating
cutting-edge Al models for various data types, the system provides an interactive
graph-based interface for visualizing the relationships between evidence items.

The present study aims to: (1) analyze the shortcomings of existing forensic
methods; (2) create an adaptable architecture for automated trace correlation; (3)
incorporate semantic models for audio, image, and text data; and (4) assess system
performance on experimental datasets. The findings are intended to show that
embedding-based analysis expedites the entire research process while simultaneously
increasing accuracy and recall.

Literature Review

The growing complexity and diversity of digital evidence sources has led to
a significant evolution in digital forensics methodologies. The efficacy of traditional
forensic tools like EnCase and FTK is limited in situations involving multiple devices,
cloud services, and multimodal data because they mainly use static disk imaging and
simple file hash matching (Alenezi, 2022). Evidence that is fragmented, encrypted, or
semantically changed is especially difficult for these traditional approaches to handle.

To enhance forensic analysis, recent developments highlight the integration
of natural language processing (NLP) and artificial intelligence (AI). Even when
content is paraphrased or partially altered, machine learning models—particularly
transformer-based embeddings, like BERT—have improved the capacity to correlate
semantically similar textual evidence (Bai, 2020). Like this, perceptual hashing
techniques and convolutional neural networks (CNNs) offer strong visual similarity
detection, which is essential for connecting altered or partially obscured images
across devices (Burkart, 2021).

By facilitating efficient transcription and semantic correlation of audio
evidence, even in compromised or noisy environments, automatic speech recognition
(ASR) technologies—particularly OpenAl’s Whisper—significantly improve forensic
audio analysis (Callegati, 2022).

Even though current Al-based methods yield encouraging outcomes, they
frequently stay conceptual or isolated and are not integrated into real-world forensic
workflows. Although they show promise, systems like «SpeechToText» (Guo, 2022)
and frameworks investigating joint semantic analysis (Hu, 2021) have limitations
regarding scalability and operational deployment.

The limitations of traditional forensic tools and isolated Al-based studies must
be addressed, and there is a clear need for comprehensive forensic solutions that
integrate semantic analysis, multimodal correlation, and intuitive visualization.

Methods and materials

This study presents a structured methodology for design and implementation
that comprises of both technical development and literature-based theoretical
underpinning and an empirical substantiation. The research instance comprises of
the five main phases: literature review; requirements elicitation; architecture; system
development; and evaluation. Each phase was important to show that the proposed
system is feasible, scalable, and forensically sound.

A. Literature Review and Theoretical Grounding

The first phase involved an extensive review of academic and industry literature
to form the conceptual foundation for cross-device forensic investigations. Recent
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studies since 2019 have highlighted significant limitations in traditional forensic
tools when it comes to identifying and linking textual artifacts across multiple digital
environments.

Particularly relevant is the growing use of graph-based approaches in digital
forensics. For example, Wang et al. (2022) proposed a method of tracking digital
traces using graph correlation models to link fragmented evidence across devices.
Similarly, Lo et al. (2022) investigated the use of explainable Al in forensic detection
of cross-platform botnets, showing how interpretable graph neural networks can
support legal standards for evidence admissibility.

Another key source was Navanesan et al. (2024), who emphasized the lack
of automation and contextual linkage in forensic investigations involving text-based
artifacts. Their work identified the need for combining machine learning, natural
language processing (NLP), and metadata analysis to detect and correlate textual data
fragments in dynamic environments.

Through this literature review, the study established a theoretical model that
integrates Al- driven semantic analysis, entity recognition, and graph-based data
structures to correlate digital evidence across two or more devices. These insights
directly informed system design, especially in ensuring both operational effectiveness
and legal robustness.

B. Requirements Gathering

To ground the system design in real-world use cases, requirements were
gathered from cybersecurity professionals and digital forensic practitioners. These
included discussions with forensic analysts working in corporate cybersecurity, who
highlighted frequent issues such as:Fragmentation of evidence across user devices
and cloud platforms;

Inconsistent metadata due to file manipulation or time-shifting;

Lack of automation in linking semantically related documents;

The need for evidence to remain interpretable and defensible in legal settings.

From these consultations, a clear set of functional and non-functional
requirements was developed. These included support for diverse text formats (docx,
.pdf, .txt), automated metadata extraction, semantic similarity detection, graph-based
trace correlation, and role-based access control.

C. Architectural Design

The system was designed with modularity and scalability in mind. The backend
was developed in Python using the Flask framework. A graph database (Neo4j) was
used to model and visualize relationships between forensic elements such as files,
devices, and users.

Core components included:

NLP engine for extracting named entities, timestamps, and semantic patterns;

Graph engine for modeling relationships and detecting cross-device
correlations;

* Metadata analysis module for file attributes like hashes, timestamps, and
origin;

* Secure user management system with role-based access and audit logging;

* Web interface for visualization and interaction.

All components interact through RESTful APIs to allow for future extensibility.
The use of cryptographic hashing (SHA-256) ensures integrity of the analyzed content.
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D. System Development

During this phase, all modules were built and integrated. The system supports
uploading forensic dumps, parsing text files, extracting relevant metadata, and
analyzing semantic content. After preprocessing, each file is represented as a node
in the graph structure, and potential links are generated based on content similarity,
timestamps, authorship, and origin device.

Graph visualizations allow forensic experts to explore relationships and infer
behavioral patterns across devices. For instance, in a simulated case of corporate data
leakage, the system successfully identified a confidential report shared via email and
later modified and re-uploaded from a mobile device, even after the filename had
changed.

Security considerations were addressed through encrypted storage, input
validation, and continuous audit logs tracking system usage.

E. Testing and Evaluation

The final phase involved thorough testing of system functionality, security,
and performance. Unit and integration tests verified data flows, processing pipelines,
and Ul components. A series of real-world inspired scenarios were used to evaluate
system effectiveness. In one test case, document fragments from two devices (a laptop
and a smartphone) were analyzed. Despite differing filenames and altered metadata,
the system correctly identified links

based on semantic similarity and residual metadata (e.g., author field, creation
timestamp).

-Key evaluation metrics included:

-Precision and recall of trace correlation;

-Time efficiency for data ingestion and graph generation;

-System usability (assessed through expert feedback);

-Legal transparency, judged by the explainability of Al results.

Results indicated that the system significantly reduced the time and effort
required for multi-device forensic investigations while improving the consistency and
accuracy of traceability findings.

Foundations of Digital Forensics and Evidence Handling

In digital forensics, evidence is collected, preserved, examined, and presented
in court (Alenezi, 2022). Digital evidence includes any electronically stored or
transmitted information that may support a legal hypothesis (Bai, 2020). In multi-
device investigations, evidence is often scattered across local files, cloud platforms,
and messaging apps, making it difficult to reconstruct (Burkart, 2021).

The growing complexity of digital environments requires working with
large volumes of data, varied file types, and fast-evolving technologies, including
mobile devices, [0T, and virtual machines. Advanced methods, such as live system
examination and memory capture, are necessary to preserve volatile data. According
to the Daubert standard and ACPO guidelines, evidence must be preserved securely
and accurately for legal admissibility.

Distributed evidence often resides in dynamic, encrypted, or proprietary
systems. Understanding data privacy laws (GDPR, CCPA) and maintaining forensic
readiness is crucial (Callegati, 2022). Metadata—TIlike timestamps, access logs, and
user IDs—helps trace activity. Machine learning now assists in detecting forged data
and anomalous behavior (Guo, 2022).
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Automation accelerates forensic procedures: disk imaging, system data
extraction, and keyword searches can occur with minimal manual input. It also reduces
error rates in large-scale cases, but to be legally accepted, tools must be validated and
documented (Hu, 2021). Cybercriminals employ anti-forensic techniques such as file
deletion, data tampering, and disappearing messages, requiring anomaly detection
and entropy analysis (Jain, 2023).

Digital forensics lies at the intersection of law, data science, and computer
science. Experts from all three fields are required to manage volatile data and self-
deleting messages. Cloud sync features like versioning and auto-deletion add further
challenges (Kim, 2023).

Aligning timelines from devices with inconsistent clocks and missing
timestamps is difficult, and data ownership in shared environments can be unclear—
sometimes inferred through usage patterns or biometrics (Lo, 2022).

Triage-based approaches prioritize key artifacts (apps, messages) before
deeper analysis. Standard methods should be combined with modern forensic tools
(Mannino, 2021). Investigations must be timely, thorough, rule-compliant, and well-
documented to ensure legal defensibility.

For example, when a user creates a file on a laptop and later opens it on a
smartphone, the system aims to automatically trace and associate all digital footprints
across both devices. It analyzes file systems, app data, user history, metadata, and log
files to track the document’s lifecycle using hash comparisons and event correlation.
Sensor data is centralized for effective timeline reconstruction.

Automation reduces human error and investigation time. Devices are analyzed
systematically, and reporting is centralized. The system’s architecture (Figure 1) is
scalable, supporting additional users and network environments.

AUTOMATED SYSTEM-ASSISTED PIPELINE FOR FORENSIC ANALYSIS

FEATURE
EXTRACTION

content
lem beddings

DATA TRACE > EVIDENCE
INGESTION LINKING ANALYSIS

Lo

SCORE R SCORE REPORT
CALCULATION CALCULATION — GENERATION
transparent transparent transparent
ou?pu! output output

Fig. 1. System architecture for automated detection of digital traces of text files across two devices

Automatically detecting text files on computers by tracing their signatures calls for
a smooth blend of both forensic methods and automation. Due to having two devices
that use different systems, artifact examination is not always simple—for example,
Windows and Android both require different methods for parsing managed files, MFT
records and databases (ext4, SQLite, caches) (Marturana, 2020).

Because devices use more than hash matching (for example, SHA-256), files
are regularly renamed, changed a little or part of them are deleted; for these reasons,
metadata comparison, entropy analysis and content fingerprinting are necessary to
discover near-duplicate files (Narayan, 2020). Since the clocks on devices are not
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usually synchronized, having the right timeline is essential; this is why event deltas
and contextual logging are used in fixing time stamps (Navanesan, 2024).

The system avoids wrongly linking artifacts when a given context—such as
the source of the document, controls on who can access it and the way it is called—
points to a testing file or script (Samek, 2021). Steps are recorded, every artifact is
hashed, and a complete audit track is created to confirm the evidence’s integrity, per
guidelines from ISO/IEC 27037:2012 and Daubert (Schneider, 2020).

Automation assists with, but does not take the place of, expert evaluation,
screens and sorts data quicker, minimizes common mistakes and arranges initial
details for further look-over. The increasing difficulty of digital evidence requires
investigators to have dependable tools for examining multiple devices (Sha, 2022).

To classify artifacts, effective systems regard primary as those only in the
main folder, secondary as items associated with the main files such as autosaves and
contextual as logged records both by the system and the user. With this taxonomy,
profiles can be used to easily choose and review the most useful digital evidence in
any case, making both analysis and results more accurate and quicker.

Table 1. Classification of Digital Traces Related to Text Files

Trace Type | Example Artifacts Forensic Relevance

Primary File hash (SHA-256), | Direct evidence of file presence and content
physical file copy,
Word document in
Documents folder

Secondary | Auto-saved versions | Indicates usage, editing, or viewing activity
(.asd), recent file
lists  (jump lists),
thumbnails in cache

Contextual | System logs, app | Supports timeline reconstruction, user
launch logs, user login | attribution, and intent verification
sessions, USB device

records
Residual Deleted file traces | Confirms prior file existence, even post-
in unallocated | deletion

space, shadow copy
remnants, log

fragments

Derived Filename  similarity, | Used for fuzzy matching or inference when
entropy analysis | full data is unavailable
results, partial

content matches

Combining many different forms of trace evidence under a single analysis
method is key in this field. Such systems must find matches by comparing traces
with their counterparts, even when the exact files are not available, by reviewing
their filenames, structures and logs. Time- sensitive tasks make the system depend on
certain, reliable traces, while every detail in a trace is brought out in an interactive
window for in-depth studies.

This system makes it possible for time-ordered narratives by classifying,
arranging by priority and listing evidence in order of use, making it easy to view file
histories on various devices. Every artifact identified in the pipeline is labelled with
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its device, the date and time and a confidence score, so trace pairs can be ranked using
similarity, timing and context.

With this approach, certain artifacts (like duplicate SHA-256 hashes or
matching file structures for renamed/edited files) are correlated by computing
similarity coefficients based on previous casework (Narayan, 2020; Stelly, 2020).
By applying event deltas, like a boot or login, devices’ clocks are made equal for
correct event timeline reconstruction (Navanesan, 2024). With behavioral inference,
the application type, the directory and peripheral activity are used to help distinguish
accidental matches from real association (Samek, 2021).

All correlation forms can be traced and explained which aids in bringing
them into a courtroom and makes them easy for investigators to check (Schneider,
2020). Combing different following and contextual data, the system can draw strong
conclusions, even when information is lacking.

Common forensic tools can’t combine evidence from many devices and
usually overlook important connections when files don’t have exact copies. Reasoning
using partial matches, edit distances or close times is not possible with these tools, so
analysts rely on manually — analyzing the observations (Narayan, 2020). Dispatchers
must deal with different proprietary formats between platforms which makes both
automation and standardization of data difficult (Sha, 2022). Without complete
support and accurate links, high-stakes cases are vulnerable to operational and legal
issues.

Such traditional systems cannot adjust to advanced situations such as cloud
storage, encrypted containers or instant file movements (Samek, 2021). Most systems
do not track origins of items, resulting in static reports which limited the ability to
visually connect evidence across anywhere, anytime moments (Schneider, 2020). In
addition, they are not able to guess the intentions behind anti-forensic methods or
follow the complete history of each artifact closely (Yang, 2021).

Using modular parsing, trace scoring and tracking several correlations, the
system is designed to link evidence together, regardless of its partial, unstable or
fragmented state. This approach is shown in Figure 1.2 to solve the main problems
seen with older forensic tools in multi- device investigations.

By using Al in digital forensics, organizations are changing from relying on set
rules to drawing inferences from data. Al methods such as machine learning and deep
learning help investigators examine large amounts of varied data, discover patterns
and use probability to make decisions. This way of working is especially appropriate
when evidence has been split across devices and cannot be organized.

In comparison to hash or name-based methods, AI models can successfully
link traces by detecting matching information and meanings on different devices. Both
TF-IDF and BERT algorithms allow the linking of file names, document content and
messages; clustering methods organize events that happen at different times (Wang,
2022). Using neural network architecture, it is possible to detect unusual activity and
intentional changes made to user traces.

Because of Al, a working model in one case can be used to speed up
investigations in different contexts. However, being able to interpret models is crucial
for courts, so systems built from both transparent models and scores of confidence
are commonly chosen. Since training forensic Al needs expert data, these data can
sometimes by limited by the additional rules and regulations.
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The new system includes Al at the first, second and third stages: (1) feature
extraction by learning semantic/contextual meanings from filenames, content and
logs (2) identification of related artifacts between devices and (3) choosing the most
promising paths to explore. The layered and modular design meets forensic standards,
encourages transparency and you can see it in Figure

1.3. As a result, Al works alongside forensic reasoning and provides
intelligence designed for the

demands of today’s crime investigations.

So that Al is legitimate when used in forensics, each Al decision is logged
with proof of its inputs, model reliability and a clear, human-friendly explanation
of how that decision was made, supporting Daubert compliance. Because forensic
information is highly sensitive and often spread out among many sources, building
good real-world datasets is a key obstacle. It therefore produces synthetic traces in
test conditions and adds data to ensure the training dataset is well- balanced and
covers a variety of examples.

Diverse data sets, various techniques and constant updates minimize bias and
reduce the chances of malware detectors missing new or changed threats. It means
both efficiency and deeper understanding, as in the case of using different devices:
previously, distinct artifacts would be the focus, whereas Al allows the reconstruction
of a document’s use by pointing out similar evidence. When it comes to corporate
incident response, Al helps identify suspicious sessions and therefore reduces the
chances of missing anything important and shortens the time spent on investigations.

Al helps show connections between several types of information: even many
small details, when organized with other evidence, can create a meaningful description
of the document’s role in a lawsuit. The modules used are artifact clustering, looking
for anomalies, scoring traces and reconstructing history. These modules produce
the same results repeatedly which makes evidence more reliable. Human-in-the-
loop design allows analysts to set up boundaries and make the final calls, using their
experience in combination with the scalability of Al

Figure 2 provides a representation of the architectural aspects of how we
propose artificial intelligence to be integrated into a credible and reproducible forensic
investigative pipeline. The forensic pipeline is made up of three layers of analytics:
feature engineering to extract traits; correlation of artifacts across devices; and
evaluating investigative hypotheses. In the first layer, Al will add value to raw data
by producing semantic vectors and contextual embeddings; in the next layer, artifacts
with differing formats, naming, or provenance will be linked using models which will
be identified through machine learning; and finally the investigation will conduct a
ranked hypothesis based on the collected trace level inferences of objective timelines
which can be used for data-informed decision making for ranking of investigative
actions. Each investigative layer of the proposed pipeline is modular, which will
promote explanations and audit trails, and compatible with forensic standards.

systematically, and reporting is centralized. The system’s architecture (Figure
1) is scalable, supporting additional users and network environments.

In forensics, decision trees are used for static artifact evaluation, temporal
models such as RNNs, LSTMs and TCNs are used for analysis of behavior and deep
learning with BERT and RoBERTa is used to detect similar contents (near-duplicates).
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Fig. 2. Automated system in forensic pipeline

Graph Neural Networks (GNNs) study the way that user actions are linked to

ranking

the things they interact with (Stelly, 2020).

Al researchers can change architecture to adapt different models to specific
jobs or the volume of information, using both artificial and real but anonymous data
during training. Checking if the system is still accurate, detecting any deviations
and updating it when needed keep the system reliable. Table 2 shows how different

FORENSIC
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|

TRANSPARENT
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forensic tasks match different AI model types, features, outputs and scenarios.

Table 2. Alignment of Digital Forensic Tasks with AI Model Types, Features,

and Outputs
Forensic Al Model Type Input Features | Output Application
Task Scenario
Artifact Decision Trees, File metadata: | Relevance label (e.g., | Triage and evidence

classification

Gradient Boosting

timestamps,
size, path
depth

suspicious/benign)

filtering

app messages

Anomaly LSTM, TCN, RNN User activity Anomaly score, Insider threat and

detection sequences, session risk level behavioural deviation
access logs, analysis
file
operations

BERT, RoBERTa Filenames, Semantic similarity Matching renamed/
) document score, trace linkage modified files and
Trace correlation content, in- strength detecting

hidden duplicates

(nodes, edges)

Timeline Seq2Seq models Event logs, Chronologically Multi-device timeline

modelling device ordered events with )
timestamps reconstruction

confidence scores

Relational Graph Neural Artifact Inferred links, path Reconstructing usage

inference Networks interaction strengths chains and indirect
graphs

(GNNs) relationships
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Narrative Ensemble models | Combined Ranked hypotheses | Ambiguous case
evaluation (RF, SVM) trace features, | of user behaviour or | resolution and decision
contextual file intent support
indicators

The proposed system features a dedicated visualization layer designed to bridge
the cognitive gap between machine inference and human reasoning. The interface is
grounded on three core principles: transparency of Al outputs, traceability of decision
logic, and task-specific interactivity. Outputs from Al modules—such as artifact
relevance, anomaly detection, and trace correlation—are rendered via interactive
timelines and graph-based views. Artifacts are represented as nodes annotated with
metadata, timestamps, and confidence scores, while Al- inferred relationships (e.g.,
file transfers or session overlaps) are shown as directed edges with contextual tooltips
(e.g., “93.1% semantic similarity to previous edit”).

To ensure consistent relevance scoring across heterogeneous data types, the
system employs a weighted feature aggregation model:

Relevance(a,) = a(X}i-, wy-fi.(a;)+ b) (1)

where fk(ai) denotes forensic features such as temporal locality, metadata
entropy, or document structure; wkare learned weights, and \sigma is the sigmoid
activation function. These relevance scores support both triage and downstream
correlation tasks.

Artifact-to-artifact associations are computed using a similarity function
combining semantic, temporal, and structural proximity:

Ca:r".r"[:ai, c:,-) =" SiMopm [ai,a,-) + 8 - simy, [ai, a,-) + ¥ simy g [ai,ai) )

The semantic term simtext leverages cosine similarity between document
embeddings:

—_—
I.‘E'xt I.‘E'xt‘

sim text [ﬂ'f’ ) text textl

)

This enables the identification of paraphrased documents and functionally
similar artifacts.

The final hypothesis score aggregates relevance and correlation across linked
artifacts:

.

HypothesisScore(H, ) = .— ™, Relevance(a,)- Carr‘[ai,a}-) @Al

hypotheses and user decisions are audltable. The interface also supports cognitive
load management via collapsible views, confidence-based filtering, and behavioral
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heatmaps. Explainability is embedded in context: investigators can inspect which
features triggered an inference without needing to interpret raw model internals. This
architecture enables legally defensible, interpretable, and scalable digital forensic
workflows aligned with investigative reasoning rather than replacing it.

System Architecture and Component Design

The Forensic Digital Analyzer (FDA) has been conceived as an end-to-end,
web-based framework that automates the extraction, enrichment, and correlation of
digital artefacts collected from two independent device images or archive dumps.
Immediately after uploading, each evidence set — whether an EO1 forensic image or
a conventional ZIP/TAR archives mounted or unpacked inside an isolated container.
Every file discovered is hashed, its path is normalized, and a record is inserted into
a PostgreSQL repository together with basic size and timestamp metadata. This
“cradle-to-grave” capture of provenance data guarantees that subsequent analytical
claims can always be traced back to the exact byte sequence from which they were
derived, thereby satisfying evidentiary requirements of repeatability and authenticity.

The server-side stack is implemented on Django but deliberately subdivided
into three co- operating functional loops. The first loop, preprocessing, is responsible
for assigning a modality label to every file and applying the appropriate extractor.
Text documents (TXT, DOCX, PDF) are parsed directly; scanned pages are processed
with Tesseract OCR; audio recordings are transcribed by the Whisper automatic-
speech-recognition model; images are normalised, re- scaled, and then forwarded to a
convolutional encoder. Each extractor produces raw content, low-level metadata, and
at least one fixed-length vector representation. On the textual branch,

SentenceTransformer generates 384-dimensional embeddings; on the visual
branch, a ResNet derivative outputs deep visual descriptors, while perceptual hashes
capture pixel-level duplicates. Extracted text is further enriched with named entities
provided by a fine-tuned BERT model, and topic labels are requested from an external
LLM (Gemini) under a rate-limited, audited connection. All outputs—including raw
text, transcripts, embeddings, hashes, entities, and topics—are committed to the same
relational store, preserving a coherent, queryable view of each artefact.

The second loop, analysis, performs cross-device correlation. For every file
pair spanning the two evidence sets, the system consults the relevant vector spaces,
time stamps, and directory structures to decide whether a substantive link exists.
Similarity is measured by cosine distance for embeddings and by Hamming distance
for perceptual hashes; temporal offsets and path patterns serve as secondary cues
that either reinforce or penalise a tentative match. Whenever the computed similarity
exceeds a modality-specific threshold, the pair is promoted to a “match” instance
that records the two file identifiers, the similarity score, the detected match type
(duplicated text, paraphrased paragraph, visually altered screenshot, and so forth),
plus any contextual details that may help an investigator understand the linkage. The
entire decision path— including thresholds, model versions, and feature weights—
is saved alongside the match, ensuring that every automated inference can later be
reconstructed or challenged if necessary.
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Fig. 3. Login interface of the Forensic Digital Analyzer.

The third loop, visualisation and reporting, translates raw machine inference
into human-readable evidence chains. In the File Explorer panel, the two directory
trees are displayed side by side; selecting a file shows its preview, embedded
metadata, named-entity snippets, and the provenance of the embedding itself. A
separate Matches Board lists cross-device hits with filters for modality, confidence,
or time window. For more complex cases the analyst can switch to an interactive
Plotly network: files appear as color-coded nodes, and similarity relations are drawn
as weighted edges whose thickness is proportional to match strength. Hovering over
an edge reveals in plain language which features triggered the link and how strong
each contributing factor was.

When the analysis is complete, the Report Builder compiles a court-ready PDF
that weaves together graphics, statistics, excerpted text, and explanatory commentary.
If narrative prose is required, the system can also produce an Al-assisted summary—
again via Gemini—while embedding a full audit trail of every external call.
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Fig. 5. Case workspace showing file trees, cross-device matches, and an interactive similarity graph.

The system architecture is organized into modular components, each
responsible for a specific stage of the forensic pipeline. Table 3 summarizes the core
modules and their primary functions.

Table 3. Core Modules of the Forensic System Architecture
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Module Description

ingest Uploads device dumps (ZIP, TAR,
EO1) and extracts them using
format-aware tools. Registers
decompressed files with full
metadata.

processing Performs file classification, text
extraction, OCR/ASR, metadata
parsing, embedding generation,
and topic classification.
Operates asynchronously for
scalability.

analysis Computes pairwise similarity
across devices. Supports
text, image, audio, and video
comparisons. Records matches
with scores and context.

visualization Generates an interactive graph
representing file relationships.
Enables filtering and exploration
by type, score, or cluster.

reporting Produces structured PDF and
Al-enhanced forensic reports
with metadata, matched
content, and visual summaries.

disk_analysis Supports low-level processing
of disk images. Uses external
mounting tools to enable
forensic integrity during
extraction.

Internally, the data model adheres to strict modularity. The device object binds
each dump; the file object stores paths, the MIME type, the original contents, and one or
more attachments, each accompanied by a model identifier and a parameter checksum.
A Match entity captures every detected linkage, while a Session entity groups all
ingest, processing, analysis, and reporting events under a single investigative run. The
separation of concerns makes bulk querying efficient and permits new file formats
or similarity measures to be added without schema surgery. To meet performance
targets, embedding matrices are streamed into memory and processed in batched
vector operations; where archives exceed ten thousand files, horizontal task queues
keep latency within interactive bounds.

A notable virtue of the FDA design is its openness to extension. Because
extraction, embedding, similarity, and visualization are exposed as discrete plug-ins,
forensic laboratories can integrate support for volatile-memory captures, encrypted
containers, or proprietary document types by supplying only the new extractor and
registering a handler class. Switching to a domain- specific language model, lowering
or raising similarity thresholds, or adopting approximate- nearest-neighbor indexing
likewise requires no change to the user interface or database layer. Such adaptability
is crucial in real-world casework, where evidence formats, regulatory constraints, and
analytical priorities vary from one jurisdiction to another.

The prototype has been validated on a synthetic benchmark that mirrors typical
smartphone—laptop investigations. Approximately one thousand files per device were
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curated to include paraphrased documents, cropped and recompressed screenshots,
and compressed voice notes recorded in varying acoustic conditions. Against
baseline heuristics—bag-of-words cosine, perceptual hashing alone, and transcript
string matching—the embedding-based pipeline achieved markedly higher recall and
precision without sacrificing specificity. Remaining weaknesses concentrate on very
short textual snippets, monotone high-resolution images, and multilingual material,
indicating the need for fine-tuning and hybrid scoring in those domains.

Taken together, the three loops form a cohesive flow in which raw evidence
is transformed into defensible analytical statements, yet every intermediate artefact
remains available for inspection. The result is a scalable, researcher-friendly, and
legally robust platform that keeps human investigators at the center of the interpretive
loop while delegating the most laborious correlation tasks to transparent, version-
controlled AI modules.

The figure above shows the simplified forensic processing pipeline present
in the system. Once two (for example, device dumps from a smartphone and laptop)
are acquired fully, we move on to file system extraction. This is where we unpack
archived formats and organize files to a single file storage format, so that all files can
be organized for logical analysis and linking. The next step is critical to all incident/
forensics processing in the pipeline is, the file processing module will process each
artifact and assign a content-type label; run integrated data extraction (OCR/ ASR)
and metadata parsing; create embeddings using Sentence Transformers (this is
slightly different than the other models); and lastly, assign meta topics to the content
(object). All the embeddings are then passed on to a similarity analysis component
which allows for comparison of the different modalities of file representations - this
similarity analysis module computes semantic similarity using cosine metrics and
allows for very broad detection of approximate matches.

While similarity analysis was performed on the embedding and metadata, an
embedded entity extraction was being performed separately on the textual information.
Was able to find and store structured spans like named entities (e.g., people, dates,
places etc.) using NER process. Thus, all entities enhanced and presented transitional
representation of each file and contributed to the overall analysis stage. The summary
of the final analysis, including similarity scores and metadata, similarity scores and
NER tags are sent and passed on to the reporting/ documents.

The report module consolidates the findings into a single PDF/HTML document
in which the investigators may navigate the detected links, source files, the extracted
text, and the topic/NER tags. The modular pipeline is a scalable and interpretable Al-
assisted analysis platform that supports real-world forensic investigations.

Results and discussion

The Forensic Digital Analyzer evaluation shows that embedding-based
forensic automation greatly increases the precision and effectiveness of cross-device
evidence correlation. The system continuously outperformed traditional methods like
hash comparison and simple keyword matching across a variety of test cases involving
paraphrased documents, modified images, and compressed audio files. Interestingly,
even when artifacts were altered or decontextualized, the combination of Sentence
Transformers, CNN-based visual embeddings, and Whisper ASR produced good
results in identifying visually or semantically related content.
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Fig.6. Architecture of the forensic correlation pipeline.

The system effectively found connections between documents that had been
renamed, slightly altered, or rewritten through textual matching. For example, despite
the lack of identical metadata, two versions of a corporate incident report—one saved
on a laptop and one modified on a smartphone—were matched through semantic
similarity. This demonstrates how effective contextual embeddings are at capturing
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meaning that goes beyond lexical features. Similarly, CNN-based embeddings made
it possible to identify modified screenshots with ease, and Whisper-based embeddings
were dependable when it came to matching recompressed or trimmed voice notes.

But there were problems with the system. When artifacts had phonetic or
linguistic similarities but were semantically unrelated, this resulted in false positives.
This was especially noticeable in text-heavy settings where vocabulary from formal
templates or legal disclaimers overlapped, as well as in audio samples where phrases
that were phonetically similar but contextually different were connected. To reduce
overmatching, these findings point to the necessity of hybrid decision models that
incorporate embeddings with rule-based filters or domain-aware classifiers.

Scalability also posed a concern. While the system handled datasets up to
5,000 files with minimal performance degradation, larger dumps resulted in increased
processing times, particularly during embedding and similarity computations.
Although mechanisms such as caching and batch processing helped alleviate this,
future iterations would benefit from integrating approximate nearest neighbor (ANN)
search libraries like FAISS and leveraging GPU acceleration to support real-time
investigations at scale.

Another issue was scalability. Larger dumps led to longer processing times,
especially during embedding and similarity calculations, even though the system
managed datasets up to 5,000 files with little degradation in performance. Even though
this was mitigated by techniques like caching and batch processing, future versions
would profit from incorporating ANN search libraries like FAISS and utilizing GPU
acceleration to facilitate large-scale real-time investigations.

There were also operational limitations mentioned. Gemini-based APIs
improved topic classification and report summarization, but they also raised issues
with data privacy and jurisdiction, particularly in settings that handle sensitive or
classified evidence. Using open-source language models to localize inference would
improve independence and security.

Notwithstanding these drawbacks, user reviews praised the platform’s
user-friendly interface and straightforward visualization features. The match table
provided traceable scoring and provenance information for every file pair, and the
interactive graph made it simple to understand artifact relationships. More precise
control over timeline filtering, team-based annotations, and legal audit logs to support
admissibility in court were among the suggestions for enhancement.

The findings support the system’s fundamental assumption, which is that
Al-driven forensic correlation across text, image, and audio modalities is not only
possible but also demonstrably beneficial. The Forensic Digital Analyzer provides
a strong basis for scalable, interpretable, and investigator-focused digital forensic
workflows, even though handling edge cases and maintaining forensic rigor still
present difficulties. Its value as a useful investigative tool will be further reinforced
by upcoming improvements in model localization, explainability, and compliance
readiness.

Conclusion

This research successfully developed and evaluated an automated Al-based
system for detecting and correlating digital traces of text files across two independent
devices—a critical challenge in modern digital forensics. The Forensic Digital
Analyzer addresses fundamental limitations of traditional forensic tools by integrating
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state-of-the-art deep learning models within a modular, scalable architecture that
accommodates heterogeneous data types and fragmented evidence scenarios.

The system’s core contribution lies in its multi-modal analytical pipeline. By
employing Sentence Transformers for semantic text embeddings, convolutional neural
networks for visual artifact analysis, and Whisper-based automatic speech recognition
for audio transcription, the platform achieves robust cross-device correlation even
when evidence has been deliberately obfuscated through paraphrasing, file renaming,
compression, or format conversion. Experimental validation on synthetic forensic
datasets demonstrated substantial improvements over baseline methods: precision and
recall metrics exceeded conventional hash-matching and keyword-search approaches
by significant margins, while the system maintained acceptable performance even
with noisy, incomplete, or deliberately altered artifacts.

The interactive web interface represents a significant advancement in forensic
usability. Unlike static reporting tools, graph-based visualization enables investigators
to explore complex relationships between artifacts, users, devices, and temporal
patterns through an intuitive, drill-down interface. Each correlation is accompanied
by explainable confidence scores and feature attributions, ensuring that Al-driven
inferences remain transparent and legally defensible. This alignment with forensic
standards such as ISO/IEC 27037:2012 and Daubert admissibility criteria is essential
for real-world deployment in criminal investigations and civil litigation contexts.

However, the research also identified several limitations that warrant further
attention. Computational intensity remains a concern: processing large-scale evidence
collections (exceeding 10,000 files) requires substantial GPU resources and optimized
indexing strategies such as approximate nearest-neighbor search. False positive rates,
while lower than baseline methods, still present challenges in high-noise scenarios,
particularly when analyzing short text fragments, monotone images, or multilingual
content with limited training representation. The current reliance on external large
language model APIs (e.g., Gemini) for topic classification and report generation
introduces dependencies that may conflict with data sovereignty requirements in
sensitive investigations.

Future research directions should prioritize several key enhancements. First,
integration of localized, open-source language models would eliminate external
API dependencies while improving support for low-resource languages prevalent in
Central Asian and post-Soviet contexts. Second, explainable Al frameworks must be
expanded beyond feature attribution to include counterfactual reasoning and causal
inference, enabling investigators to understand not only what the system detected but
why specific correlations emerged. Third, the system should incorporate adversarial
robustness mechanisms to detect and mitigate anti-forensic techniques such as
adversarial perturbations, steganography, and format-preserving encryption. Fourth,
longitudinal studies with practicing forensic examiners are needed to validate the
system’s effectiveness in operational environments and refine the user interface based
on cognitive workload assessments.

From a methodological perspective, this work demonstrates the viability of
combining graph-based knowledge representation with embedding-based similarity
metrics for multi-device forensic correlation. The hybrid approach—wherein
structured metadata, temporal analysis, and semantic embeddings are jointly
optimized—offers a template for addressing analogous problems in fraud detection,
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insider threat analysis, and intelligence fusion. The decision to prioritize modularity
and API-driven extensibility ensures that the platform can accommodate emerging
data types (e.g., [oT sensor logs, blockchain transactions, augmented reality artifacts)
without requiring fundamental architectural redesign.

In conclusion, the Forensic Digital Analyzer represents a significant
step toward bridging the gap between cutting-edge Al research and operational
forensic practice. By automating the most laborious aspects of cross-device trace
correlation while preserving human oversight and legal accountability, the system
has the potential to substantially reduce investigation timelines, improve evidence
quality, and enhance the fairness and transparency of digital forensic processes. As
digital evidence continues to proliferate across increasingly diverse and distributed
platforms, tools capable of intelligent, explainable, and legally robust analysis will
become indispensable components of the criminal justice infrastructure. This research
provides both a functional prototype and a conceptual framework for realizing that
vision, while clearly delineating the technical and institutional challenges that must
be addressed to achieve widespread adoption in law enforcement, corporate security,
and regulatory compliance contexts.
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