MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN
KA3AKCTAH PECITYBJIMKACBIHBIH FbIJIBIM )KOHE KOF'APbI BIJIIM MUHUCTPJITT
MHUHUCTEPCTBO HAYKHU U BBICHIEI'O OBPA30BAHMNS PECITYBJIMKU KA3BAXCTAH

KAZAKHSTAN

UNIVERSITY )
XANBIKAPANLIK ™ =g AR MEXAYHAPOAHBIH
YHHBEPCHTETI I I YHHBEPCHTET

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION
TECHNOLOGIES

Published since 2020.
Volume 7. 1 (25). 2026
January—March

XAJBIKAPAJBIK AKITAPATTBIK "KOHE KOMMYHUKAIUSIIBIK
TEXHOJIOTUSLJIAP KYPHAJIbI

2020 xputgas O6epi TIbIFapbLTa B!
Tom 7. 1 (25). 2026
Kanrap-Hayps13

MEXJTYHAPOJIHBIN ’KYPHAJI UHOOPMAIIMOHHBIX U
KOMMYHHUKAIIMOHHBIX TEXHOJIOI'NHN

Uznpaercs ¢ 2020 r.
Tom 7. 1(25). 2026
SuBapb-Mapt

CBUIETENBCTBO O IOCTAaHOBKE HA Y4ET IEPUOJIUYECKOr0 1€4aTHOrO U3JaHus B MUHHUCTEPCTBO
nHpopManmu u odmecTBeHHOro pazButus Pecrryommkn Kazaxcran Ne KZ82VPY 00020475,
Beigangoe ot 20.02.2020 r.

3apeructpupoBaHo B MexIyHapOAHOM IIEHTPE PETUCTPALUH CePUIHBIX n3aaHuil ISSN
(FOHECKO, ITapux, Opanius). ISSN 2708-2032 (print), ISSN 2708-2040 (online)

XKypnan Bxoaut B Ilepeuens HayuHbIxX u3ganuil, pekomenayemsix KOKHBO MHBO PK
JUISL ITyOJIMKAI[UY OCHOBHBIX PE3yJIbTaTOB HAyYHOH IesSTeTbHOCTH.



EDITOR-IN-CHIEF:
Kateryna Kolesnikova — Doctor of Technical Sciences, professor, Vice-Rector for Research, International Information Technology
University (Kazakhstan)

DEPUTY EDITOR-IN-CHIEF:
Madina Ipalakova — Candidate of Technical Sciences, associate professor, Director of the Research Department, International
Information Technology University (Kazakhstan)

EDITORIAL BOARD:
Abdul Razak — PhD, professor, Department of Cybersecurity, International Information Technology University (Kazakhstan)
Lucio Tommaso De Paolis — Director of the R&D Department of the AVR Laboratory, Department of Engineering for Innovation,
University of Salento (Italy)
Liz Bacon — Professor, Deputy Vice-Chancellor, Abertay University (United Kingdom)
Michele Pagano — PhD, Professor, University of Pisa (Italy)
Mukhtarbay Otelbayev — Doctor of Physical and Mathematical Sciences, professor, academician of the National Academy of
Sciences of the Republic of Kazakhstan, professor of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Bolatbek Rysbaiuly — Doctor of Physical and Mathematical Sciences, professor, professor of the Department of Computing and Data
Science, Astana IT University (Kazakhstan)
Yevgeniya Daineko — PhD, research professor, Department of Information Systems, International Information Technology University
(Kazakhstan)
Nurzhan Duzbayev — PhD, associate professor, Vice-Rector for Digitalization and Innovation, International Information Technology
University (Kazakhstan)
Bakhtgerei Sinchev — Doctor of Technical Sciences, professor, Department of Information Systems, International Information
Technology University (Kazakhstan)
Nurgul Seilova — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and Cybersecurity, International
Information Technology University (Kazakhstan)
Ardak Mukhamediyeva — Candidate of Economic Sciences, Dean of the Faculty of Business, Media and Management, International
Information Technology University (Kazakhstan)
Zamira Abdikalikova — PhD, associate professor, Head of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Yerlan Shildibekov — PhD, associate professor, Head of the Department of Economics and Business, International Information
Technology University (Kazakhstan)
Damilya Yeskendirova — Candidate of Technical Sciences, associate professor, Head of the Department of Cybersecurity,
International Information Technology University (Kazakhstan)
Aigul Niyazgulova — Candidate of Philological Sciences, Professor, Head of the Department of Media Communications and History of
Kazakhstan, International Information Technology University (Kazakhstan)

Altai Aitmagambetov — Candidate of Technical Sciences, Professor, Department of Radio Engineering, Electronics and
Telecommunications, International Information Technology University (Kazakhstan)

Yelena Bakhtiyarova — Candidate of Technical Sciences, associate professor, Head of the Department of Radio Engineering,
Electronics and Telecommunications, International Information Technology University (Kazakhstan)

Kanibek Sansyzbay — PhD, research professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)

Sakhybay Tynymbayev — Candidate of Technical Sciences, Professor, Research Professor, Department of Computer Engineering,
International Information Technology University (Kazakhstan)
Ali Abd Almisreb — PhD, associate professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)
Mohamed Ahmed Hamada — PhD, associate professor, Department of Information Systems, International Information Technology
University (Kazakhstan)
Yang Im Chu — PhD, Professor, Gachon University (South Korea)
Tadeusz Wallas — PhD, Vice-Rector, Adam Mickiewicz University (Poland)
Orken Mamyrbayev — PhD, Deputy Director for Science, RSE Institute of Information and Computational Technologies, Committee
for Science of the Ministry of Science and Higher Education of the Republic of Kazakhstan (Kazakhstan)
Sergey Bushuyev — Doctor of Technical Sciences, professor, Director of the Ukrainian Project Management Association “UKRNET,”
Head of the Department of Project Management, Kyiv National University of Construction and Architecture (Ukraine)
Svetlana Beloshitskaya — Doctor of Technical Sciences, professor, Department of Computing and Data Science, Astana IT University
(Kazakhstan)
MANAGING EDITOR
Raushan Mrzabayeva — Master of Science, editor, International Information Technology University (Kazakhstan)

International Journal of Information and Communication Technologies

Periodicity: 4 times a year.

Languages: Kazakh, Russian, English

DOI prefix: 10.54309

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Thematic focus: "Information technology"; "Digital technologies in the development of socio-economic systems"; "Information
security and communication technologies".

Distribution: Materials are distributed under the Creative Commons Attribution 4.0

Journal website: https://journal.iitu.edu.kz

Owner: International Information Technology University JSC (Almaty).

Copyright: © International Journal of Information and Communication Technologies, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).
PEJAKLIMSI

BAC PEJJAKTOP:
KonecnnkoBa Karepuna BHKTOpPOBHA — TeXHNKa FbUIBIMIAPBIHBIH JOKTOpBI, Tpodeccop, XalbIKapaiblK aKNapaTThIK TEXHONOTHsUIAp

y'H'MBC])CHTeTlHlH FBUIBIMH-3EPTTCY KLBMG’TI )KBH!HI[C]"I TIPOPEKTOP (Ka:iaKCTaH)

BAC PEJJAKTOP/IbIH OPbIHBACAPBI:
HnanakoBa Majauna TyjlereHoBHa — TEXHUKA FHUIBIMIAPBIHBIH KAHIHIATHL, KAYbIMIACTHIPBUFAH Tpodeccop, XaabKapaiblK aKIapaTTIK
TEXHOJIOTHSIAp YHUBEPCUTETIHIH FRUIBIMU-3ePTTEY KbI3METI JKOHIHIET] AenapTaMeHT mupekTops! (Kaszakcran)

PEJAKIUSIBIK AJTKA:
Paszak A6y — PhD, XaibIkapasibIK aKIapaTThIK TeXHONOTHsIIAp YHUBEPCUTETI KubepKayincisaik kabenpackubiH npodeccopsl (Kazakcran)
Jlyuno Tommaszo ne IMTaomme — Canento Vuusepenteri (MTtamis) MHHOBALWS SKOHE TEXHOJOTHSUIBIK MHKHHHPHHT Jeriapramenti AVR
3ePTXaHACBIHBIH 3ePTTEY JKOHE d3ipIiey OertiMiHiH JUPEKTOPbI
JInz Bakon — npodpeccop, Abepreii YunpepcuteTi (YIIbIOpHTaHNs) BULE-KaHIPIEPiHIH OpbIHOAcCapbI
Mukeue ITarano — PhD, ITi3a Yausepcurerinin (Mrammst) mpogeccopst
OrenbaeB Myxrapoaii Ortenbaiiyibl — Qu3HKa-MaTeMaTHKa FHUIBIMAAPBIHBIH J0KTOpBI, mpodeccop, KP ¥FA axanemuri, Xamblkapaibik
AKITapaTThIK TEXHOJIOTHsIAP YHUBEPCUTETI MaTeMaTHKa YKOHE KOMITBIOTEPITIK Moziesbey KadeapachiHbiy npodeccopst (Kazakcran)
Poicoaiiysibl Bosatdex — (usnka-mMaTeMaTHKa FhUIBIMIAPBIHBIH JIOKTOPBI, podeccop, Ecenrey xoHe aepekTep FhUIbIMAAphI AeHapTaMEeHTIHIH
npO(beccopbl Astana IT University (Kasaxcram)

Eprenust Astexcany — PhD, XasbIKapasIbIK akIapaTThIK TeXHOTOTHSUIAp YHUBEPCHTETI aKIapaTThIK xKyiienep KadeapackiHbIH
npoq)eccop seprreymici (Kazakcran)
Jy36aes Hyp:xan Tokkyxkaewu — PhD, kaysIMpacTelpeuiran npodeccop, XanbIKapanblK aKHapaTThIK TEXHONOTHSIAP YHHBEPCHTET
1MpIaHIBIPY XkOHE MHHOBAIMSUIAP XKeoHiHzeri npopexrop (KasakcraH)
Cunues bBaxrtrepeii KycnmanoBmu — TeXHHMKAa FBUIBIMIAPBIHBIH JOKTOPBI, mpodeccop, XambKapaiblk AakKMapaTThIK TEXHOIOTHsIAP
YHHUBEPCHTETI aKIapaTThIK XKYyitesep kadeapacebiH npodeccops (Kazakcran)
CeiiioBa Hypryias AGajny/llaeBHA — TEXHHMKA FbUIBIMAAPBIHBIH JOKTOPBI, XAaJbIKAPAIbIK AKIApaTThIK TEXHOJOTHSUIAP YHMBEPCHTETI

KOMIIBIOTEPITIK TEXHOIOTHsUIap JKoHe Knbepkayirncisik dakynbrerinii aekansl (Kazakcran)

MyxamemmeBa Aprak ['aGMTOBHA — SKOHOMHUKA FHUIBIMAPBIHBIH KaHMAThI, XaJIbIKAPAIBIK AKIAPATTHIK TEXHOIOIHSUIAD YHHBEPCUTETI
GusHeca MeJa skoHe Gackapy (akysbrerinin aekans! (Kasakcram)

AduKa, 3amupa Typces! — PhD, kaybIMzpacTsIpbUIFaH mpodeccop, XaabIKapaiblK aKIapaTThIK TeXHOIOTHSIIAP YHUBEPCHTETI
MaTeMaTHKa JKOHE KOMITBIOTEPITIK MOZIeIIbIeY KadeapachiHbIH MeHrepyuici (KasakcraH)

IInsaudexos Epaan XKapxanosuu — PhD, kaysIMaacTsIppUFaH npodeccop, XambIKapanblK aKHapaTThIK TEXHONOTHSIAP YHUBEPCHTETI
9KOHOMHKA koHe On3Hec KadenpachHbH MeHrepyic (Kazakcran)

Jamenst MakcyroBHa EckeHIHpoBa — TexHIKa FHUIBIMIAPBIHBIH KaHIMIAThL, KaybIMAACTBIPbUFAH mpodeccop, XaabKapablK aKIapaTThK
TEXHOJIOTHsUIAap YHUBEPCUTETI KnbepKayincizik kadenpachHbii MeHrepyici (Kasakcram)

Husi3ryioBa Aiiryiab Ackap0exoBHA — (GWIONOTHS FbUIBIMAAPBIHBIH KaHIMAATBI, JOLEHT, mpodeccop, XabKapalblK aKIapaTThiK
TEXHOJIOTHSIIAp YHUBEPCHUTET MeIMaKOMMYHHUKaLs skoHe Kasakcran Taprxsl kadyepachitbii Merrepyici (Kazakcran)

AiitmaraméeroB Austaii 3y(apoBH4 — TEXHHMKA FHUIBIMIAPBIHBIH KaHIHAATHI, XalbIKAPAIbIK aKIapaTThIK TCXHOIOTHSIIAD YHHBEPCUTETI
PaMOTEXHHKA, IEKTPOHHKA JKOHE TEIeKOMMYHHKaIMs KaeapackiHbiH npodeccopsl (KasakcraH)

BaxTusip Enena Ax — TeXHHKA FHUIBIMIAPHIHBIH KAHIHIAThL, KaybIMIACTBIPEUIFaH Ipodeccop, XambIKapanblK aKIapaTThIK
TEXHOJIOTHSUIAp YHHBEPCUTETI PaIOTEXHHKA, HIEKTPOHHKA JKOHE TEIeKOMMYHHKaIMs KaeapackiHbH Merrepyrici (Kasakcran)

Kanubex Cancpi36aii — PhD, kaysivpacTsIpsuiran npogeccop, XalbIKapasiblK aKMapaTThIK TEXHOTOTHSIAp YHUBEPCHTETI KHOepKayinci3aik
kaenpaceHbIH npodeccop-3eprreyici (Kazakcra)

ToeinbiM6aeB Caxubali — TexHHKA FHUIBIMAAPBIHBIH KaHAUIATHI, mpodeccop, XaublKapalblK aKIIapaTTbIK TEXHOJOTHSUIAD YHUBEPCHTETI
KOMIIbIOTEPIIK HEDKeHepust KadyepachiHbiH npodeccop-3eprreyiuici (Kasakcrar)

Anvucped Amm A6x — PhD, XasiblkapaiibIK aKapaTThIK TeXHOIOTHsIIAP YHUBEPCUTETI KHOepKayinciiik KaeapachHbIH KaybIMAACThIPbUEAH
npodeccopsr (Kazaxcran)

Moxamen Axmen Xamaga — PhD, XanblkapanblK aKnapaTThIK TEXHOJNOTHSUIAD YHHBEPCHTETi aKIApaTThIK JKyHenep KadeapachiHBIH
KaybIMIACTBIPbUTFaH rpoheccopsl (Kazaxcran)

Sur Im Yy — PhD, T'auon ynuBepcutetinin npodeccopst (OxTycTik Kopes)

Taneym Basuiac — PhD, Azam MunikeBuy atbisaars! (ITonbiina) yHUBEpCHTETTIH IPOPEKTOPBI

MawmbipoaeB Opken Kymazxanouu — PhD, KP F2KbM Fbuteiv koMUTETI aKknapatThIK JKoHE ecenTey TeXHOIOrHsuIapsl HHCTHTYTEl OMK
JIMPEKTOPBIHBIH FHUIBIM XKOHIH/er1 opbiHOacapsl (Kaszakcran)

Byumryes Cepreii JIMATpHeBHY — TEXHHMKA FbUIBIMIAPBIHBIH JIOKTOPBI, mpodeccop, Yrpaunausi "YKPHET" jxobanapupl Gackapy
KaybIMIACTBIFBIHBIH JIMPEKTOPbI, KHEB YIITTHIK KypbUIBIC JKOHE COYJET YHHBEPCHTETi jkobanapibl Oackapy KadeapachIHbIH MEHrepyuici
(Ykpauna)

Besomunkasi Ceeraana BacuiibeBHa — TEXHNKA FRUTBIMIAPBIHBIH JOKTOPBI, JIoNeHT, Astana IT University ecentey *oHe JepeKTep FUTBIMBI
kagenpachinbiH podeccops (Kasakcram)

JKAYAIITBI PEJAKTOP:
My Paymian 7Ka. — Maructp, XablKapaiblK aKIapaTThIK TEXHOIOTHSIIAp YHUBEPCHTETIHIH peaakTops! (Kasakcram)

XaJbIKapasblK aKnapaTThIK KOHE KOMMYHHKAIMSIIBIK TEXHOJIOTHSIIAP JKyPHAJIBI

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpedukc DOI: 10.54309

Mep3imainiri: xbuUIbiHa 4 per.

BacbuibiM Tini: Kaszak, OpbIC, aFbUILIBIH.

TaxpIpeinm  OareITel:  "AKIapaTThIK TexHoJOTHsap"; "AKMapaTThlK KayilCi3mik koHe KOMMYHHKAIMSUIBIK TEXHOJOrusmap';
"OJIeyMeTTIK-3KOHOMHKAIBIK JKYHelIep i 1aMbITy1arbl IUQPIBIK TeXHOIOrus".

Kypnaun caittsr: https://journal.iitu.edu.kz

Tapary: matepuaniap Creative Commons Attribution 4.0 HIeH3UsCHI OOFBIHIIA TapaThIIA bl

Menmik neci: AK «XabIKapalblK aKIapaTThIK TEXHOJIOTHSIAP yHUBEPCUTETD (AJIMATHI K. ).

ABTOPIIBIK KYKBIK: © XasbIKapalblK aKIapaTThIK KOHE KOMMYHHUKALHMSIIBIK TEXHOIOTUsIIAp KypHaibl, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

PEJAKIUSA
TJIABHBIA PEJAKTOP:
KosecuukoBa Karepuna BHKTOpOBHA — JOKTOp TEXHHYECKHX HayK, Hpodeccop, MPOPEKTOp IO HAyYHO-HCCIECA0BATEIBCKOM

JeATeTbHOCTH MeKIyHapOoJHOTO yHHBEPCUTETa HH(pOPMaIMOHHBIX TexHoxorui (Kazaxcran)

3AMECTHUTEJIb I''TABHOI'O PEJJAKTOPA:
HnanakoBa Maauna Ty/jiereHoBHA — KaHANAAT TEXHUYECKUX HAyK, ACCOLMUPOBAHHBIN mpodeccop, IUPEKTOp AermapTaMeHTa o HayqHO-
HCCIIeIOBATEIIBCKOM ACATENIbHOCTH MeXyHapOAHOTO YHHBEPCUTETa HHPOpMaHOHHBIX TexHostorui (Kasaxcran)

PEJAKIIMOHHAS KOJIJIET'HU:

Pazak Aoaya — PhD, mpodeccop kadenprer knbepOe3omacHOCTH MekKIyHApOJHOTO YHMBEPCUTETa HH(MOPMAMOHHBIX TEXHOJIOTHH
(Kaszaxcran)
Jlyuno Tommazo ge ITaoame — gupekTop OTHena HcclaeqoBaHMN M paspaboTok mabopartopun AVR nemapramMeHTa WHHOBALMH |

TEXHOJOTUYECKOro MHKUHUpUHra YHuBepcureta Canenro (Mramus)
JIuz Bakon — npodeccop, 3amecTuTenb Bulie-KaHiuiepa Y HuBepceutera Abepreit (Benukobpuranns)
Mukese Ilarano — PhD, npodeccop Yuusepcutera ITussr (Mranus)

Otenb6aes MyxrTap6aii OTenéaiiyapl — JOKTOp (U3MKO-MaTeMaTHYECKHX Hayk, npodeccop, akagemuk HAH PK, mpodeccop kadenpst
MaTeMaTH4YCCKOTr0 U KOMIIBIOTEPHOTO MOACITUPOBAHU Me)KuyHapouHoro YHUBEPCUTETA HH(POPMALTHOHHBIX TEXHOJIOTUH <K213aXCTElH

Pricoaiiynbr Borardek — nokTop dusnko-MareMaTHuecKux Hayk, npodeccop, npodeccop Astana IT University (Ka3axcram)

Jaiinexo Epremms AxexcanaposHa — PhD, npodeccop-nccienoBarens Kadeapsl HHOOPMAIMOHHEIX CHCTeM MeXyHapOIHOTO
YHHBepcHTeTa HHPOPMALMOHHBIX TexHonornii (Kazaxcran

Hy36aes Hyp:kan Toxkysxaesnu — PhD, acconmupoBaHHBIH npodeccop, MPOPEeKTop 10 MU(pPOBU3ALNN U HHHOBALMAM MeXIyHapOIHOTO
yHHBepcuTeTa nHOOPMALHOHHBIX TexHonoruit (Kazaxcran

CunueB Baxtrepeii KycmamoBmy — JOKTOp TEeXHHYECKHMX HaykK, Ipodeccop, mpodeccop Kadeapsl HHPOPMAIMOHHBIX CHCTEM
MexayHapoHOrO yHUBepcuTeTa nH(GOpMaLMOHHbIX TexHonorui (KaszaXcran)

CeiiioBa Hypryab Abajay/iaeBHA — KaHIMAAT TEXHUYECKHUX HAYK, I€KaH (paKyJIbTeTa KOMIBIOTEPHBIX TEXHOIOTHil H KuOepOe3omacHOCTH
MesklyHapoIHOTO yHHBepCHTETa HHPOPMAIMOHHBIX TexHosornii (Kasaxcran)

Myxamennesa Apaak 'abuToBHA — KaHIMAAT YKOHOMUYECKUX HAyK, AeKaH (akyabTeTa OM3HEca MeIHa U ynpaBieHHs MexayHapoaHoro
YHUBEpCHTETa HH)OPMAIMOHHBIX TeXHoIorui (Kazaxcran)

AoaukannkoBa 3ammpa Typcbin6aesHa — PhD, accouumpoBaHHblii mnpodeccop, 3aBeayiomas kadeapoidl MaTeMaTHYecKOro M
KOMITBFOTEPHOT'O MOJICJIMPOBAHU Me)KuyHaponHoro YHHUBEpCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH aSaXCTaH)

Inapanoekos Epaan JKapxkanouu — PhD, accormmpoBanHbIi npodeccop, 3aBepyronmii kadeapoil SKOHOMHKH M OW3Heca
Me)KﬂyHapOJIHOFO YHHUBEpPCUTETA HHq)OpMaLU/IOHHLIX TEXHOJIOTHH (KaSaXCTaH)

Jdamenss MaxkcyroBna EckenampoBa — KaHIMJaT TEXHHUYECCKHMX Hayk, acvcollémlpOBaHHbIﬁ npodeccop, 3aBenyromas Kadeapoit
knOepOe3onacHOCTH MexkayHapoaHOTO yHUBEpCcUuTeTa MHGOPMAHOHHBIX TexHonoruit (Kazaxcram)

Hussryiosa Aiiryns  Ackap0ekoBHA — KaHIMJIAT (HIONOIMYECKMX HAyK, JIONIEHT, mpodeccop, 3aBemyromas —Kadenpoit
MeIHaKOMMYHHKaUK 1 ucTopun Kazaxcrana MeskyHapoJHOTO yHHBEPCUTETa HH(POPMAIMOHHBIX TexHonorui (Kasaxcran

AiitmaramberoB  Auraii  3ydgapoBmy — KaHIMIAT TEXHMUYECKHX HayK, npodeccop Kadeapbl pPaJUOTEXHUKH, OJJIEKTPOHUKH MU

TeJICKOMMYHHUKaLi MexayHapOaHOro yHuBepcuTeTa nH(opManoHHbIX TexHotorui (Kasaxcran)

BaxtusipoBa Enena Aku0exoBHa — KaHIMAAT TEXHUYECKMX HAYK, aCCOLMMPOBAHHBIN mpodeccop, 3aBeayiomas kadeapoil paanoTeXHUKH,
SJICKTPOHHUKH M TEICKOMMYHHKALMH MexK/IyHapOIHOTO yHUBEPCHTETA HHPOPMALIMOHHBIX TexHosorui (Kasaxcram)

Kanubex Camncpi3baii — PhD, acconunpopanubiii npogeccop, npodeccop-uccnenobarens kadeapsl kubepoesonacHocTd, MexayHapoaHoro
YHHBEpCHTeTa HH(POPMAIMOHHBIX TexHoIorni (Kazaxcran)

TeiapiMbaes Caxubaii — Kanauaar TeXHHYECKUMX Hayk, npodeccop, mpodeccop-uccienoBaTesb Kadeapbl KOMIBIOTEPHON HHKEHEPUH,
Me)lcnyr—rapozmoro YHHUBEpPCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH Ka3aXCTaH)

Anvucped Amm A6éx — _PhD, accoummpoBanHblii mpodeccop kadempsl knbepGezomacHOCTH MeXIyHapOJHOTO —yHHBEPCUTETA
I/IHCI)OpMaHI/IOHHBIX TEXHOJIOTUHN (Ka3ax0TaH

Moxamen Axmen Xamama — PhD, accoummpoBanHbIi npodeccop kadeapsl HHOOPMAIMOHHEIX CHCTEM MEXIyHapoJHOrO YHHBEPCHTETa
nH(pOPMALIMOHHBIX TexHonorui (Kasaxcran)

SIar Um Yy — PhD, npodeccop yrusepcurera I'auon (FOxuas Kopes)

Taneym Baaac — PhD, npopexrop yHuBepcutera umeH Aznama Murkesnya (ITosbimna)

MawmbipéaeB Opken KymaxanoBuy — PhD, 3amecrurens qupexropa 1o nayke PI'TI MucturyTa MHQOPMALMOHHBIX U BBIYHCIUTEIBHBIX
texHonoruit Komurera nayku MHBO PK (Kasaxcran)

Bymyep Cepreii /IMUTpHeBHY — JOKTOp TEXHHYECKHMX HayK, Ipodeccop, MMPeKTop YKPAaHHCKOH accOIMAIMi YIpPaBICHUS IPOCKTaMH
«YKPHET», 3aBexyrommii kadeapoil ynpasiieHHs NpoekTaMd KHEBCKOro HAlMOHAIBHOIO YHHBEPCHTETAa CTPOUTEIBCTBA U APXUTEKTYPBI
(Yxpaunna)

Bejgomunkas CeersiaHa BacuabeBHa — JOKTOpP TEXHHYECKUX HAyK, JOLEHT, Ipodeccop Kadeapsl BEYUCICHHI 1 HAYKH 0 JaHHBIX Astana IT
University (Ka3axcran

OTBETCTBEHHBIN PEJAKTOP:
Mp3a6aesa Payman J)KaaneBHa — maructp, pegakrop Mex/yHapoIHOro YHHBepcHTeTa HHBOPMAIMOHHBIX TexHonorui (Kazaxcram)

MexTyHapoIHBII Ky pHaT HHPOPMAIMOHHEIX X KOMMYHHKAIIMOHHBIX TEXHOIOTHIT

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpeduxc DOT: 10.54309

Ileproan4HOCTh: 4 BBIITYCKOB B TO/I.

SI3bIK U3/1aHUA: Ka3aXCKUHM, PyCCKUi, aHTTMHCKHi.

Temarudeckas HarpaBieHHOCTh: "MH)opmanrontsie Texnonoruu"; "MudopmannonHas 6e30MacHOCTh ¥ KOMMYHHKAI[HOHHbIC
TexHonorun"; "Lindposbie TEXHOIOTUH B PA3BUTHU COLMO-KOHOMUYECKUX cHUCTeM".

Caiit sxypnaina: https://journal.iitu.edu.kz

PacnipocTpanenue: MaTepuaibl pacipocTpanstores o gunensun Creative Commons Attribution 4.0
Cob6erBeHHuk: AO « MexyHapoaHblil YHHUBEPCUTET HH(POPMAILIMOHHBIX TEXHOIOTHID) (I. AJIMATBI).
Asropckue npaBa: © MexayHapoaHBIiT )KypHAT HHPOPMALIMOHHBIX 1 KOMMYHHUKAILIMOHHBIX TEXHOJIOTHIA, 2026




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).
CONTENTS

DIGITAL TECHNOLOGIES IN THE DEVELOPMENT OF SOCIO-
ECONOMIC SYSTEMS

A.B. Zhalgas, Y.N. Kalpakov, B.Ye. Amirgaliyev

MACHINE LEARNING-DRIVEN OPTIMIZATION OF LOGISTICS IN SMART CITIES: A CASE STUDY OF
ASTANA ettt bbbtk h b bt bt ekt h bttt h et b bttt b et 9
L. Kurmangaziyeva, Sh. Kodanova, M. Urazgaliyeva, O. Findik, S. Iskakova

INTEGRATING FUZZY LOGIC AND ARTIFICIAL INTELLIGENCE IN OPTIMIZING BUSINESS PROCESS
AUTOMATION DECTSTONS ...ttt ittt ettt ettt ettt ekttt ettt ettt b et sttt ettt ene b e ene 24
Y. Mailybayev, U. Adilbayeva, R. Amanova

ORGANIZATION OF AN ONLINE SURVEY OF PARTICIPANTS IN THE EDUCATIONAL PROCESS AND
ANALYSIS OF THE RESULTS BASED ON THE MODIFIED DELPHI METHOD .......cccccoceiinnieiinncicineienenes 46
V.A. Takizhanov, A.Z. Ibragimov, A. Shalakhmetov

SIMULATION-BASED ROBUSTNESS ASSESSMENT OF ASTANA’S BUS NETWORK UNDER RANDOM
AND TARGETED FATILURES ...ttt ettt ettt ettt ettt ettt bttt enebenen 61

INFORMATION TECHNOLOGY

M. Zh. Aitimov, G. K. Muratova, Zh. K. Bissenbayeva, I.M. Bapiyev, M. Kassim

SEMANTIC COMPLETENESS IN KAZAKH-LANGUAGE EXTRACTIVE QA THROUGH ONTOLOGY AND
RETRIEVAL MECHANISMS ..ottt ettt ettt ettt e et e st e s saesaeessa e saenseesseenseesseesseaseesssenseeseenseenseas 76
O.N. Akylbekov, Y.T. Dauletbek, A.N. Moldagulova, G.S. Zakariya, D.A. Gura

MACHINE LEARNING METHODS FOR ANALYSING THREE-DIMENSIONAL SPATIAL DATA IN KAZAKH-
STAN’S LAND USE PLANNING . ......coitiiieitieittestteste ettt e et sttesteesteestaesseesaesseesseessesssesssasssesssesseesseenseenseensennns 89
S.Zh. Aliaskarov, R.K. Uskenbayeva, A. Razaque, A.B. Kassymova, A.M. Anartayeva

TOWARDS EFFICIENT BIG DATA ANALYTICS IN REGIONAL SYSTEMS: PRACTICAL INSIGHTS FROM
HYBRID ARCHITECTURE DEPLOYMENT.....c.oiiiiiiiieiieiteteeteetesttestt ettt ettt sae st ssaessaenseessaenseenseens 109
A. Ismailova, G. Yessenbayeva, K. Kadyrkulov, R. Moldasheva, A. Amangeldi

DEVELOPMENT OF A HYBRID DEEP LEARNING MODEL FOR MULTICLASS CLASSIFICATION OF MI-
CROSCOPIC IMAGES OF BACTERIA .....ootiitieteeet ettt ettt ettt esbe s steesseessaeseessaenseennas 128
G. Kalman, J. Kultan, A.N. Ismukamova, N.M. Ausilova, Y.V. Makhatova

A DOMAIN-KNOWLEDGE-BASED MODEL FOR REFERENCE RESOLUTION IN LOW-RESOURCE LAN-
GUAGES ..ttt ettt et e b e et e e sa e e sae e st e e sseese et e e st e seesseenseesseanseesseesseasaeessesseesseeseeseenseensaans 141
Y. Kamen, Zh. Yessendauletova, L. Fazylova, M. Rakhimzhanova, A.M. Nedzved

USING NEURAL NETWORKS FOR OBJECTIVE ASSESSMENT OF ATTENTION IN CHILDREN BASED ON
EEG DATA ..ottt ettt ettt st et e et e e be e be e s b e enteesseesseesseesseasaesss e se e seenseensaenseenseenseesaeessennaenraenne 158
A.Ye. Kulakayeva, Ye.A. Bakhtiyarova, G.T. Jakanova, Sh. Nursultan

COMPARATIVE ANALYSIS OF VARIOUS RADIO WAVE PROPAGATION MODELS FOR MOBILE
NETWORK COVERAGE PREDICTION ....c.uiiiiiiiiiiieiteieeie ettt ettt eteesseesaeessassaessaassaessaenseenseas 173
M.B. Nurpeissova, Sh.K. Aitkazinova, A.M. Abenov, N.S. Donenbayeva

METHODOLOGY FOR TRANSFORMING SATELLITE COORDINATES INTO A TOPOCENTRIC RECTAN-
GULAR COORDINATE SYSTEM ....oootiiitieetieiteieest ettt ettt saa e seessaesseesaaenseesaeessesssassaesseesssenseenseens 189
A. Ospanov, P. Alonso-Jorda, A. Zhumadillayeva

BLOCKCHAIN-ENABLED ERP WAREHOUSE INTEGRATION WITH IOT DIMENSIONERS AND MACHINE
LEARNING-OPTIMIZED DIMENSIONAL WEIGHT RECONCILIATION ......ccoieiieiiieieeieeieeeeeie e 202
A.A. Sakhipov, R.B. Seiitbek

EVENT-DRIVEN MICROSERVICES FOR INCIDENT DETECTION AND RESPONSE IN INTELLIGENT
TRAFFIC SYSTEM ..ottt ettt ettt e et e et e et e e st e s st e sae et e eseenseessaanseesseesseesbeesseassassseaseesssenseesaens 218
G. Yusupova, K.S. Shadinova, D. Ussipbekova, Zh.Zh. Azhibekova, P. Schmidt

DETERMINATION OF SOIL PROFILE STRATIFICATION AT 0-200 CM DEPTH USING A MULTILEVEL
STACKING MODEL .....oioiiiiiieiieieetesteett ettt ettt et et sat e s st esteesta e seessaanseesseesseesseessesseesssassaesssenseenseenseensennsennnn 231

INFORMATION SECURITY AND COMMUNICATION TECHNOLOGIES



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

S.A. Adilzhanova, M.Zh. Sakypbekova, L.Sh. Cherikbaeva, G.A. Tyulepberdinova, G.T. Zhubanysheva
SYSTEMATIC ANALYSIS OF RISK ASSESSMENT METHODS AND MODELS IN INFORMATION
SECURITY ottt ettt ettt ettt st ne 244
T. K. Zhukabayeva, D.B. Baumuratova, E. Benkhelifa , N.A. Niyetbayeva

EDGE COMPUTING-BASED TECHNIQUE FOR CONSTRUCTION OF ATTACK DETECTION MEANS
IN CYBER-PHYSICAL SYSTEMS OF INDUSTRIAL INTERNET-OF-THINGS ......cccccccoviviiiiiininene. 270
N.E. Karabayev, S.K. Serikbayeva, Y.M. Mardenov, B. Tassuov, M. Fajkus

DETECTION OF CYBER ATTACKS IN TRANSPORT NETWORKS BASED ON MACHINE LEARNING

METHODS ... et s 292
B.A. Kumalakov, A.O. Dargulova
A HYBRID FRAMEWORK FOR RESUME-JOB MATCHING SYSTEM .......ccccooiiiiiiiiiiiiiiccccc 311

V. Makhatova, B. Dzhugembayeva, A. Gabdulova, L. Nurgaliyeva, A. Abdigaliyeva
MATHEMATICAL MODEL FOR OPTIMAL SENSOR SELECTION IN SIEM SYSTEMS USING THE ANA-
LYTIC HIERARCHY PROGCESS ......coiiiiieiiiiticetreeetse ettt ettt ettt 326

MA3MYHBI

BJIEYMETTIK-9KOHOMUKAJIBIK )KYUEJEPAL JAMBITY IAFbI
HOUPPJIBIK TEXHOJIOI'UAJIAP

A.B. Kaarac, E.H. Karnakos, b.E. Amupraiues

AKbUIIbI ~ KAJIAJIAPJATBI  JIOTUCTUKAHBI ~ MAIIMHAJIBIK  OKBITYFA  HET'I3AEJI'EH
OHTAMJIAHJBIPY: ACTAHAHBIH KAFJAMBIH 3EPTTEY ... 9
JI.Kypmanra3uesa, L11. Konanosa, M. Ypasraauea, O. Findik, C. UckakoBa

JKACAH/IBI MHTEJUIEKT ITEH AUKBIH EMEC JIOTUKAHBI BIPIKTIPY APKbBLIbI BU3HEC-IIPOLIECTEP/II
ABTOMATTAHIBIPY HIEMIIMIEPTH OHTAVITIAHIIBIPY ... 24
E. Maiiabi0aeB, Y. Aquioaesa, P. Amanosa

YUBIMIACTBIPBUUIFAH OHJIAIH CAVAJIHAMA  APKBUIBI  BUIIM  BEPY  IIPOLIECIHE
KATBICYIIBUJIAPABIH, TIKIPJIEPIH XWHAY XOHE HOTUXEJIEPIH MOJJUOUKALIMAIIAHFAH
JAEJIb®U OJIICI HETT3IHIIE TAJIIIAY oottt ettt ettt ettt e s aaessaenaesseenseenseensaenns 46
B.A. Takuxanos, A.JK. U6parumos, A. lllaiaxmeTroB

MOJEJIBAEY HEI3IHAE ACTAHAHBIH ABTOBYC JXXEJICIHIH TY¥PAKTBUIBIFbIH BAFAJIAY:
KE3JEMCOK XOHE MAKCATTBI ICTEH IIBIFVIIAP JKAFTAMBIHITA ..o 61

AKHAPATTBIK TEXHOJIOTUAJIAP

ML.K. Aiitumos, I.K. MyparoBa, K.K. bucenbaea, .M. banuen, M. Kaccum

OHTOJIOI'MA KOHE I3/IEY MEXAHU3M/IEPI APKBIJIBI KA3AK TIJHHAETT SKCTPAKLUAJIBIK QA-
JAFBI CEMAHTUKAJIBIK TOJIBIKTBIK .....ccoiiiiiiiiiieeieiieeie ettt ettt e b enseenneenne s 76
O.H. Akbui6exos, E.T. layneroex, A.H. Moanaryaosa, I'.C. 3akapus, [I.A. I'ypa

KA3AKCTAHHbBIH AYMAKTBIK )KOCITAPJIAYBIHAAFBI YII OJIITEMAI KEHICTIKTIK MOJIIMETTEP/IL
TAJIJAY YIUIH MATIMHAJIBIK OKBITY OICTEPI ....ooiiiiiiieeeeeeeee et 89
C.K. Anmmackapos, P.K. Ycken0aeBa, A. Pazak, A.b. KacbimoBa, A.M. AnapraeBa

AUMAKTBIK JKYMEJIEPAEIT YJIKEH JEPEKTEPII TUIMII TAJIIAYFA KAPAU: TUBPUITI
APXUTEKTYPAHBI EHI'I3Y IIH [TPAKTUKAJIBIK TYCIHIKTEP.......ooiiiiiiieieeeceeeeee e 109
A.A. Ucmanaosa, I'.P. Ecen6aena, K.K. KagupkyJos, P.H. Moagamesa, A. AManresjai

POCKOITUSIJIBIK BEMHEJIEPIH KOIIKJIACCTBI XKIKTEVTE APHAJIFAH T'MBPUJITI TEPEH, OKBITY
MOIEJITH O3IPJIEY ...ttt ettt ettt st s e e et e st ees e et e e st embeenteenseenseeneessaenneenseenseenee 128
I'. Kaaman, K. fIpocaas, A.H. UcmykanoBa, H.M. AycuiioBa, B.E. MaxaroBa

INoHAIK CAJIA BUIIM HET'IBIHAE PEYCPCTAPHI A3 TUIAEPJEI'T PEOEPEHIIUAHBI HIENTY JITH

E.I'. Komen, K.T. Ecennaynerosa, JI.C. ®a3pli10Ba, M.b. Paxum:kanosa, A.M. HeasoBenn

53T JEPEKTEPI BOMBIHIIIA BAJIAJIAPBIH 3EMIHIH OBbEKTUBTI BAFAJIAY YIIIH HEMPOHJIBIK
IKEJHITEP AL KOJIZIAHY .ottt ettt ettt et et et e st e e st e se e nae et e e st enteenseentennneanne 158
A.E. KynakaeBa, E.A.Bbaxrtusiposa, I'.T. I:xxakanosa, II1. Hypcyiaran

YSJIbl BAWIAHBIC JKEJIUIEPIHIH KAMTY AWMAFBIH BOJDKAYFA APHAJIFAH OPTYPJII
PAJIMOTOJIKBIH TAPAJIY MOJEJIBAEPIHIH CAJIBICTBIPMAJIBI TAJIJIAYDBI .o 173



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).
M.B. HypneiiicoBa, l1I.K. AliTkazuHoBa, A.M. Adenos, H.C. /lenen6aeBa
CITYTHUKTIK KOOPAMHATTAP/bI TOITOLIEHTPJIIK TIK B¥PBILLUTHI KOOPAWHATTAP JXYUECIHE
TYPJIEHAIPY ATH OJICTEMECT ..ottt ettt enas 189
A. OcnaHos, II. Asonco-Xopaa, A. Kymaaniniayesa
BJIOKYEMH-TEXHOJIOI MSICBIMEH BIKITAJIIAC ERP KOVIMA JKYUECIH 10T JAUMEHCHUOHEPJIEP
XKOHE MAIIMHAJIBIK OKBITY APKbUIbI OIITUMM3ALUAIIAHFAH OJIIEM/I CAJIMAK
ECETITEYMEH MHTEIPAISITTAY ..ottt ettt nen 202
A.A. Caxunos, P.b. Ceiiitoex
OKWUFAFA BAFJIAPJIAHFAH MMKPOKBIBMETTEP JKYMECI APKbUIbI AKBUIJBI TPA®UK
JKYMEJIEPIHJIE OKUFAJIAPJIbI AHBIKTAY XOHE ITAPAJIAP KOJIJIAHY ..o 218
I''M. KOcynoga, K.C. IlllagunoBa, /I.1. Y cunoexona, 2K.2K. AkxubexoBa, P. Schmidt
TOIIBIPAK ITPO®MJITHIH 0-200 CM TEPEHAIKTEI'T CTPATUD®UKALINACBIH KGHHEHFEﬁﬂI CTEKMWHI -
MOJEJTIIMEH AHDBIKTAY ...ttt b et s bt s et e st bt e st s e enenee 231

AKITAPATTBIK KAYIHICI3AIK ’)KOHE KOMMYHUKALUSJIBIK TEXHOJIOTI'USIJTAPFA APHAJIFAH

C.A. Aqnikanosa, M.JK. Cakbinoexosa, JI.IL. Yepukoaesa, I A. Tronenéepaunosa, I.'T. )Ky0anbimesa
AKITAPATTBIK KAVIIICI3JAIKTE TOYEKEJIAEPAI BAFAJIAY S AICTEPI MEH MOJIEJIbAEPIH XXYUWEJII

T.K. Kyka6aeBa, /I.b baymypartoBa, E. benkxesmda, H.A. HuerbaeBa

HIEKAPAJIBIK ECEIITEVYIJIEP/I KOJIJAHA OTBIPBIII, 3ATTAP/IbIH  ©HEPKOCIIITIK
MHTEPHETIHIH, KNBEP®U3NKAJIBIK X(YﬁEﬂEPIH)lEFI HIABYBUIJIAP/bI AHBIKTAY
KYPAJIJJAPBIH K¥PY OJIICTEMEC........ciiiiiieiiieiieeeieeeiee ettt ette et eevaesaeeeaaeessseesnseessaeesssaesnnaeennns 270
H.E. Kapa6aes, C.K. Cepuxo6aeBa, E.M. MapaeHos, b. Tacyos, M. ®@aiikyc

MAILIMHAJIBIK OKBITY OJIICTEPIHE HET'I3/IEJIT'EH KOJIIK KEJIJIEPIHAEI'T
KUBEPIHIABYBUIJIAPBI AHDBIKTAY ..ottt et e e e s et eeennnraeeeennneeens 292
B.A. Kymanakos, A.O. /lapryJioBa

TYﬁIHﬂEMEHEP MEH BAKAHCUSJIAPIbI ABTOMATTAHIBIPBIJIFAH CSﬁKECTEHﬂIPVFE
HET'I3AEJI'EH TMBPUJTI YMITKEPJIEPII IPIKTEY D; 1047116 (OO 311
B. MaxaroBa, b. /I:xkyrembaesa, A. I'adayJoBa, JI. Hypraiuesa, A. AGaurajueBa

UEPAPXUSIJIAPJIBI TAJIJIAY OSJICI HEIBIHAE SIEM JKYMEJEPIHAE OHTAMJIbI CEHCOP/bI
TAHAAYABIH MATEMATUKAJIBIK MOJIEJIL .....ccoiiiieiieiieieieiesieseeeetteeee ettt esa s sse s s snesneeneas 326

COJEPKAHUE
IOUPPOBBIE TEXHOJIOI'MU B PA3BBUTUUCOLINO-OKOHOMUYECKUX CUCTEM

A.B. Kaarac, E.H. Kannakos, B.E. Amupraiues

OIITUMUBALIMA JIOTUCTUKU B YMHbBIX T'OPOJAX HA OCHOBE MAIIMHHOI'O OBYYEHUS: HA
TIPHTIMEPE ACTAHDBI ..ottt ettt e bttt e b e e b e e teesseenseessaesseessaessesssessseasaeseenseenseenseensaans 9
JI. Kypmanrasuesa, L11. Koganosa, M. Ypasraiauesa, O. ®unauk, C. UckakoBa

MHTET'PALIMS HEUETKOM JIOTUKU M MCKYCCTBEHHOI'O MHTEJUIEKTA IIPM OITHMUN3AILIAN
PEIIEHUN IO ABTOMATH3ALIMU BU3HEC-TIPOLIECCOB ......oooeeeeeeeeeeeeeeeeeeeee e 24
E. MaiiabioaeB, Y. AquioaeBa, P. AmManoBa

CBOP MHEHUH YYACTHHKOB OBPA30OBATEJIBHOT'O ITPOLECCA ITOCPEJICTBOM
OPI'AHM30OBAHHOI'O OHJIAMH-AHKETUPOBAHIS U AHAJIM3 PE3VJIBTATOB HA OCHOBE
MOAUDULTMPOBAHHOI'O METOMA JIEJIBDU .......oooviiiiiiiieiieieeieeit ettt enaes 46
B.A. Takuxanos, A.JK. U6parumos, A. lllaaxmeroB

OILIEHKA VCTOMYMBOCTU ABTOBYCHOM CETH ACTAHBI HA OCHOBE MOJEJMPOBAHUS IIPU
CIIYYAMHBIX U HEJTEHATIPABIIEHHBIX OTKASBAX ... 61

NHO®OPMAIIMOHHBIE TEXHOJIOI'MHU

ML.K. Alitumos, I.K. MyparoBa, /K.K. bucenbaea, .M. banues, M. Kaccum
CEMAHTHUYECKA TTIOJIHOTA B KA3AXCKOSA3BIYHOM EXTRACTIVE QA YEPE3 OHTOJIOTUIO U
RETRIEVAL-MEXAHUBMDBI ..ottt ettt sttt ettt ettt st e saeenaeens 76



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).
O.H. AxkbL16exos, E.T. layiaerdek, A.H. Moagaryaosa, I'.C. 3akapus, /I.A. I'ypa
METO/Ibl MAIIMHHOI'O OBYUEHUS JUUIS1 AHAJIM3A TPEXMEPHBIX IIPOCTPAHCTBEHHBIX
JAHHBIX B TEPPUTOPUAJIBHOM TIJTAHMPOBAHUU KASAXCTAHA ..o 89
C.K. Anuackapos, P.K. YckenbaeBa, A. Pazak, A.b. KacbimoBa, A.M. AHapTaeBa
HA TIYTU K DODEKTUBHON AHAJIMTUKE BOJIBIINUX JAHHBIX B PETMOHAJIbHBIX CUCTEMAX:
[TPAKTUYECKUME BbIBO/Ibl U3 BHEJAPEHW FI/IBPVI}]HOVI APXUTEKTYPDBI ......ocoviiiiiiiiieeee, 109
A.A. Ucmannosa, I'.P. EcendaeBa, K.K. Kagupky.aos, P.H. Moagamesa, A. AMaHre/1/ibl
PA3PABOTKA FMBPI/I}IHOﬁ MOJEJIN TJIYBOKOI'O OBYUEHUS J1JI MHOT'OKJIACCOBOM
KITACCHU®UKALIMN MUKPOCKOITMYECKHUX M30BPAXEHUI BAKTEPUM ... 128
I'. Kaaman, K. flpocaas, A.H. UcmykanoBa, H.M. Aycuiosa, B.E. MaxaroBa
MOJIEJIb HA OCHOBE 3HAHUN HPE)IMETHOVI OBJIACTU 1J11 PA3PEILIEHNMS KOPE®EPEHIIMU B
MAJIOPECYPCHDBIX SIBBIKAX ...cooiiiitiiiieiieiieieieiest ettt ettt ettt saesseeseeseesaessensessesseesesseessessessessessessessnssanns 141
E.I'. Kamen, JK.T. EcennayJerosa, JI.C. ®@a3plii0oBa, M.b. Paxumaxanosa, A.M. Hexsbeenn
HCIIOJIb30OBAHUE HEMPOHHBIX CETEN JUUIS1 OFbEKTUBHOM OLIEHKW BHUMAHMS Y JIETEM 10
JIAHHDBIM DD ..ottt ettt ettt et te e st e te e st esa e s e s e s s e eseeseeseeseasaessensessess e s eebeeseesaessessessensessenseaseaseaseas 158
A.E. KyaakaeBa, E.A.Baxrtusiposa, I'.'T. /I’xakanosa , l1I. Hypcyaran
CPABHUTEJIbHBIA AHAJIN3 PA3ZJIMUHBIX MO)]EJ'IEIZ PACITIPOCTPAHEHUS PAJIMOBOJIH AJI
[IPOTHO3UPOBAHMS [TOKPBITUS CETEN MOBUIIBHOM CBSI3U ..o 173
M.B. Hypnencosa, l1I.K. AjitkazunoBa, A.M. Adenos, H.C. /lonen6aeBa
METOJIMKA TIPEOBPA3OBAHUSA CIIYTHUKOBBIX KOOPIAMHAT B TOIIOLEHTPUYECKYIO
[TPAMOVYTOJIBHYIO CUCTEMY KOOPIIHAT ..ottt saessesaessaena e 189
A. OcnaHos, I1. Aionco-Xopaa, A. Kymaguiiaesa
WMHTEI'PALIMS CKITIAJICKUX MO}]VHEVI ERP-CUCTEM C HCIIOJIb3OBAHUEM BJ'IOK“IEVIHA, I0T-
JAUMEHCHUOHEPOB 1 OIITUMU3MPOBAHHOI'O MAILIMHHBIM OBYUYEHUEM PACUETA TABAPUTHO-
TIOBECA ...ttt ettt ettt e st et e s e b e et e esa et e ese e s s e s s e s s e et e eseese e Rt e st e st en s e s e s eeseeReeseesse st ensesensentenseereene 202
A.A. Caxunos, P.b. Celintoex
COBBbITUA-OPUEHTHUPOBAHHBIE MUKPOCEPBUCHI JIJIS1 OBHAPYXEHUWS U PEATMPOBAHIUS HA
WMHIOWJAEHTBI B UHTEJIJIEKTY AJIBHBIX TPAHCITOPTHBIX CUCTEMAX ....oovviiiiiieieeeeeeeeeeeee s 218
I''M. FOcynoBa, K.C. lllagunosa, /I.1. ¥Ycundexona, K.7K. A:kudexona, I[1. LLImuar
OIIPEJEJIEHUE CTPATU®UKALIMMX TIOYBEHHOI'O IIPO®UJISI HA TJIYBMHE 0200 CM C
NCTIOJIbB3BOBAHUEM MOAEJIM MHOT'OYPOBHEBOI'O HAJIOXKEHUS ..o 231

UH®OPMALMOHHAS BE3OITACHOCTb U KOMMYHUKAINIMOHHBIE TEXHOJIOI'MA

C.A. AqnikanoBa, MK, CakbindexoBa, JI.IL. Yepukodaesa, I'A. Trosien6epaunosa, I.T. 7)Kydanbimena
CUCTEMATHUYECKUIN AHAJIN3 METOAOB U MO)],E.HEI\/'I OLEHKN PUCKOB MHGJOPMAL[MOHHOIZ
BEBOITACHOCTH ..ottt h e s bbb s b bt e st e ettt e st et et es e e ene et e e eneenen 244
T.K. Kykabaesa, /I 5. baymypaToBa, E. benkxemmdpa, H.A. Huer6aepa

METOJUKA TIOCTPOEHUM A CPEJJCTB OBHAPYXXEHUA ATAK BKUBEPOU3NUYECKUX CUCTEMAX
[TPOMBILIJIEHHOI'O MUHTEPHETA BELI_IEP'I C UCITOJIbB3OBAHUEM I'PAHUYHbIX

BBIUMCIIEHII ..o 270
H.E. Kapa6aes, C.K. CepuxkoéaeBa, E.M. Mapaenos, b. Tacyos, M. ®aiikyc

OBHAPYXEHUE KUBEPATAK B TPAHCITIOPTHBIX CETAX HA OCHOBE METOZ10B MAILIMHHOI'O
() 35745121 5 1 4 52 LTSRS SRUPRTRRP 292
b.A. Kymanaxkos, A.O. [lapry;oBa

FI/IBPVI}]HblVI [oaxoa K ABTOMATU3MPOBAHHOMY I[1OABOPY KAHJUIAATOB HA OCHOBE
COTIOCTABJIEHUS PESIOME M BAKAHCHI ..o 311
B. MaxaroBa, b. /lzkyrem0aeBa, A. 'aday.ioBa, JI. Hypraiauesa, A. Adauranuesa

MATEMATHUYECKAA MO/IEJIb BBIBOPA OIITUMAJIBHOI'O CEHCOPA B SIEM-CUCTEMAX
CPEJICTBAMM METOJA AHAJIM3ZA MEPAPXIIM ... 326



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 7. Is.1. Number 25 (2026). Pp. 109-127

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2026.25.1.007

TOWARDS EFFICIENT BIG DATA ANALYTICS IN REGIONAL
SYSTEMS: PRACTICAL INSIGHTS FROM HYBRID ARCHITECTURE
DEPLOYMENT

S.Zh. Aliaskarov', R.K. Uskenbayeva’, A. Razaque’, A.B. Kassymova®', A.M.
Anartayeva’
International Information Technology University, Almaty, Kazakhstan;
2 JSC Kazakh National Research Technical University named after
K.I. Satbayev, Almaty, Kazakhstan;
3Astana IT University, Almaty, Kazakhstan.
E-mail: a.kassymova@satbayev.university

Serik Zh. Aliaskarov — PhD student, International Information Technology University
E-mail: s.aliaskarov@gmail.com, 0009-0007-0680-6290;

Raissa K. Uskenbayeva — Doctor of Technical Sciences, Professor, Software Engi-
neering Department, Kazakh National Research Technical University named after K.I.
Satbayev

E-mail: rk.uskenbayeva@satbayev.university, 0000-0002-8499-2101;

Abdul Razaque — PhD, Professor, Cybersecurity, Information Processing and Storage
Department, Kazakh National Research Technical University named after K.I. Satbayev
E-mail: r.abdul@satbayev.university, 0000-0003-0409-3526;

Aizhan B. Kassymova — PhD, Associate Professor, Software Engineering Depart-
ment, Kazakh National Research Technical University named after K.I. Satbayev
E-mail: a.kassymova@satbayev.university, 0000-0003-2999-5745;

Aizhan M. Anartayeva — PhD student, Astana IT University

E-mail: 255777@astanait.edu.kz, 0009-0001-1281-0284.

© S.Zh. Aliaskarov, R.K. Uskenbayeva, A. Razaque, A.B. Kassymova, A.M. Anartayeva

Abstract. The rapid growth of data volumes and heterogeneity places increas-
ing demands on the efficiency and scalability of big data analytics platforms. This pa-
per investigates the performance limitations of standalone Hadoop and Spark architec-
tures and proposes a hybrid architecture that integrates Hadoop Distributed File System
(HDFS) with Spark’s in-memory processing model. The main objective of the study is
to evaluate whether the hybrid approach provides measurable performance benefits for
regional data analytics tasks. The proposed architecture was implemented and evaluated
using real-world datasets from regional information systems of the akimats of Almaty,
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Shymkent, and Turkestan. Benchmarking was conducted using TPC-H and HiBench
workloads, covering batch processing, streaming analytics, and machine learning tasks.
Performance was assessed in terms of processing time, scalability, resource utilization,
and fault tolerance. Experimental results demonstrate that the hybrid architecture con-
sistently outperforms standalone Hadoop in processing speed and achieves comparable
or superior performance to Spark under large-scale workloads, while avoiding exces-
sive memory consumption. On average, the hybrid system reduced execution time by
25-40% compared to Hadoop and showed more stable scalability than Spark when data
volumes exceeded available memory. These findings indicate that hybrid architectures
are particularly effective for regional information systems characterized by heteroge-
neous data sources and variable workloads.

Keywords: Big Data, Hadoop, Spark, hybrid architecture, performance evalua-
tion, data processing, scalability
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AnHOTanus. J[epexTep KejeMi MEH reTepOTeHIUTITHIH KapKBIHIBI OCYi YIKEH
JepeKTepi Tanaay miargopMalapblHbIH THIMIUIIN MEH MacIITa0TaTybIHA KOMBLIATHIH
Tajantapasl apTTeipyaa. Makanaga Hadoop xone Spark nepbec apXuTekrypanapbl-
HBIH OHIMUTIK mekTeynepi tangansin, Hadoop tapanran gaitngsik xyiiecin (HDFS)
Apache Spark-Tig *xemen sxanra JepeKTepal OHIeY MOjAeTiMeH OipiKTipeTiH rudpu-
Ti APXUTEKTypa YCHIHBUIAABI. 3epTTEYAiH MaKCaThl — THOPUATI TOCUIAIH OHIpIIK Jie-
pPEKTEp AHAIMTUKACHI YIIIH OJIICHETIH OHIMIUTIK apTHIKIIBUIBIKTAPBIH KaMTaMachi3
eTeTiHiH Oaranay. ¥ ChIHBUIFaH apxutektypa Anmarsl, [IIsiMkeHT konHe TypkicTaH Ka-
JaNapbIHBIH OKIMIIKTEPiHIH OHIPIIK aKNapaTThIK JKyHelepiHiH HaKThl AEPEKTep KUbIH-
TBIKTaphl HET131H/Ie 1CKe aChIPBUIBIN, ChIHAKTAH OTKi3UIIi. baranay makeTTi oHJey, aFbIH-
JbIK aHAJIMTHUKA KOHE MAIIMHAJBIK OKBITY TancelpmanapblH KaMTuThlH TPC-H xone
HiBench cranmaptTsl GeHUMapKTapbl apKbUIBI XYPri3uiai. OHIMIUTIK KepceTKimTepi
peTiHJe OpBIHJANTY YaKbIThI, MACHITA0TAly, peCypCcTap/bl Maianany KoHe akaylapra
TO3IMIUTIK KapacTBIPbUIABI. DKCIIEPUMEHTTIK HOTIKENEp THUOPUATI apXUTEKTYpaHbIH
OHJIey KbUIIaMIbIFbI OolibiHIIa Hadoop-Tan TypakThl Typ/e sKOFapbl eKeHIH KOHE YII-
KeH KeJieMJli )KYKTemenep Ke3inae Spark-mieH calbIcThIpMalibl HeMece OJlaH J1a JKOFa-
PBI OHIMJIIIIK KOPCETETIHIH, COHBIMEH KaTap KaJi peCypCTapblH MaMaJIaH ThIC Maiia-
nanOaiTeiHBIH KepcerTi. Opra ecenmnen ruOpunTi xyie Hadoop-nien canbicThipranga
OpBIHAATY YaKbITBIH 25—40 % KbICKapTThI )KOHE JEpEeKTep KosieMi apTKaH ke3zie Spark-
K€ KaparaH/1a HeFypJIbIM TYPaKThl MAaCIITa0TaTy/Ibl KAMTaMAachl3 €TTi. AJBIHFaH HOTH-
KeJep JiepeKTep Ke3Aepi opTypili kKoHE KYKTeMeci KyObUIMaibl OHIPIIK aKIMapaTThIK
Kylenepe ruOpuITI apXUTEKTypaap bl KOIIAHYABIH THIMIUTITIH TOIEIICHII.

Tyiiin ce3nep: ynken nepexrep, Hadoop, Spark, rubpuari apxuTexTypa,
OHIMJILTIKTI Oaranay, JepeKTepii OHJIeY, MacIITa0Tary
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// XanpIKapaliblK aKnapaTThIK KOHE KOMMYHHKAJBIK TEXHOJIOTHsIAp KypHaisl. T. 7.
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AHHoTanusi. bBbICTpbIl  pocT 00BEMOB U TETEPOr€HHOCTH  JaHHBIX
NPEIbABISAIOT MOBBINICHHbIE TpeOoBaHUsA K A(P(EKTUBHOCTH M MacHITA0MPYEeMOCTH
wiatrGopM aHaNMTUKK OOJBIIMX JAaHHBIX. B cTarbe HCCIEQyIOTCS OrpaHUYEHHUS
IPOU3BOJUTENLHOCTH aBTOHOMHBIX apxuTektyp Hadoop u Spark u npeanaraercs
ruOpuaHas apXUTEKTypa, HHTETpUpYIOLIas paclpeaeieHHylo (alaoByl0 cucCTEMY
Hadoop (HDFS) ¢ monensto 00paboTku naHHBIX B omnepatuBHOW mamsatu Spark. Oc-
HOBHasl LIeJIb UCCIIEJJOBAHUS — OLICHUTb, 00ECIICUNBAET JIU I'MOPUAHBIN [TOIXO U3Me-
pUMBIE IPEUMYIIIECTBA B MPOU3BOIUTEIBHOCTH JUUIS 3a/1a4 aHAJIN3a PETMOHAJIbHBIX J1aH-
HbIX. [Ipennoxxennas apxurekrypa Oblia peaqn3oBaHa U IPOTECTUPOBaHA HA PeaJIbHbBIX
HaOOpax JaHHBIX PErHOHAJIbHBIX HH(OPMALMOHHBIX CHUCTEM AaKUMaToB AJIMAThI,
[emvkenta u Typkectana. OueHka NpoBOAMIIACH C MCIOJIb30BAaHUEM CTAaHJAPTHBIX
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6enumapkoB TPC-H u HiBench, oxBarbIBaromux nakeTHyio o0paOOTKy NaHHBIX, IMO-
TOKOBYIO aHAJIUTHKY U 337a4 MAIIMHHOTO 00y4eHus. [[pon3BOAUTENBEHOCTD OI[CHUBA-
JIach C TOYKHU 3pEHHsI BpeMEHH 00pabOTKH, MacITaOupyeMOCTH, UCTIOIB30BAHUS Pecyp-
COB M OTKa30yCTOHYMBOCTH. Pe3yIbTaThl SKCIIEPUMEHTOB MMOKA3bIBAIOT, YTO THOpUAHAS
apXHUTEKTypa CTaOMIBHO MPEBOCXOAUT aBTOHOMHBIN Hadoop mo ckopoctu 00paboTku
U JOCTHTaeT CONMOCTaBUMOM WJIM MPEBOCXOJHOM MPOU3ZBOAMTENBHOCTH cO Spark mpu
Oonpmx 00beMax JAHHBIX, H30€rast IPU ATOM YPE3MEPHOTO MOTpedIeHHs maMaTu. B
cpeIHeM rudpuHas cucTeMa CoKpaTuia BpeMs BelnoiaHeHus Ha 25—40 % 11o cpaBHEHUIO
¢ Hadoop u nponemoncTpupoBaia 6ojee CTabUIbHYO MacITabupyeMocTb, ueM Spark,
KOTJa 00bEMBI TAaHHBIX MPEBBIIIATH JOCTYITHYIO NaMsITh. DTH PE3yJIbTaThl YKa3bIBAIOT
Ha TO, YTO THOPHIHBIE APXUTEKTYpbl OCOOCHHO 3(P(PEKTUBHBI ISl PETHOHAIBHBIX
MHPOPMALIMOHHBIX CHUCTEM, XapaKTePU3YIOMIUXCS TeTEPOTeHHBIMH HCTOYHHUKAMHU
JTaHHBIX ¥ IEPEeMEHHBIMU HArpy3KaMHu.
KarwueBble ciioBa: Oonbsime nannasie, Hadoop, Spark, rubpunnas apxurekry-

pa, OIleHKa MPON3BOIUTEIIBHOCTH, 00padOTKa JaHHBIX, MACIITAOUPYEMOCTh

Hdas uurupoBanusi: C.OK. Ammackapos, P.K. Yckenbaea, A. Pazak, A.b.
KaceimoBa, A.M. Anaptaesa (2026). Ha nytu k 3¢ dexTuBHOM aHanuTHKe OOIBIINX
JAHHBIX B PETHOHAJBHBIX CUCTEMAX: MPAKTUYECKHIE BBIBOJIBI M3 BHEIPEHUS THOPUIHOM
apXUTEKTYphI // MexayHapoIHBIN KypHaT HHPOPMAIIMOHHBIX ¥ KOMMYHHKAIIHOHHBIX
texHosoruit. T. 7. No. 25. Ctp. 109—127. https://doi.org/10.54309/1JICT.2026.25.1.007.
(Ha anr.).

KoH}umKT HHTEpecoB: aBTOPHI 3aBISAIOT 00 OTCYTCTBUU KOH(IMKTA HHTEPECOB.

Introduction.

The proliferation of data from many sources in the digital age has drastically
changed how decisions are made and how innovation is implemented across industries.
Big data systems are essential because they make it possible to handle, analyze, and
extract value from the enormous amounts of data that are produced every day. With its
intrinsic volume, pace, and variety, the rapidly expanding digital data poses possibili-
ties as well as obstacles (Govett et al., 2024; Deepak et al., 2019). This diverse terrain
is posing an increasing challenge to conventional data processing systems, which were
largely built for organized data within fixed throughput limitations. Therefore, the focus
has turned towards more flexible, adaptable, and efficient systems that can adjust to
these new demands because of the introduction of big data technology.

Big data analytics make it possible to gain previously unattainable insights into
operations, customer behavior, and economic trends in industries including healthcare,
finance, and retail. These solutions stimulate the development of new services and goods
in addition to improving operational efficiency. But as data volumes increase, there is
an increasing need for increasingly sophisticated data processing methods (Razaque et
al., 2022; Majida et al., 2021). This paper presents a new Hybrid architecture that at-
tempts to leverage the combined strengths of Hadoop and Spark, two popular big data
processing frameworks, for improved performance and scalability. It also examines the
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development and capabilities of these two frameworks.

Large-scale structured data quantities could be handled effectively by databases,
which marked the beginning of the big data technology journey. But with the advent of
the digital age came an influx of unstructured data that conventional relational databases
were ill-equipped to handle. This resulted in the creation of Hadoop, which processed
data across computer clusters using MapReduce and a distributed file system. Although
Hadoop’s fault tolerance and scalability revolutionized data processing, its speed was
frequently an issue, particularly for real-time analytics (Deshai et al., 2020; Weng et al.,
2024). Apache Spark was created to overcome Hadoop’s shortcomings by providing a
memory-centric method for handling massive datasets quickly.

Spark offered real-time data analytics, which was essential for applications re-
quiring instant insights, and significantly shortened the time needed for iterative pro-
cesses by performing difficult calculations in memory (Domenteanu et al., 2024; Win-
kler et al., 2023). Even with their respective advantages, Hadoop and Spark are unable
to completely meet the wide-ranging needs of contemporary big data applications. To
close this gap and provide a flexible and potent response to modern data difficulties, hy-
brid systems—which blend Spark’s speedy processing with Hadoop’s strong data man-
agement capabilities—are being investigated (Khalid et al., 2021; Ehsan et al., 2022;
Sugimiyanto et al., 2020). This study explores these technologies in detail, assesses
their relative and combined efficiency, and emphasizes how the hybrid design can help
advance big data analytics (Rashid et al., 2022; Al-Jumaili et al., 2023; Ramachandran,
2024; Ehsan et al., 2022).

Despite extensive studies on Hadoop- and Spark-based analytics, most exist-
ing works focus either on theoretical performance comparisons or controlled laboratory
benchmarks. Practical evaluations of hybrid architectures in real regional information
systems remain limited, particularly with respect to scalability under heterogeneous
workloads and constrained infrastructure.

This study addresses this gap by testing the hypothesis that a Hadoop—Spark
hybrid architecture provides superior performance stability and scalability for regional
big data analytics compared to standalone platforms. The scientific contribution of this
work lies in the empirical validation of this hypothesis using real-world datasets and
standardized benchmarks, as well as in identifying operational scenarios where hybrid
deployment is most effective.

Literature Review

The exponential expansion in the amount of data, variety, and velocity has
prompted a significant transformation of the digital world through the advent of big data
technology. The complexity of today’s data streams has rendered traditional data pro-
cessing systems which were designed for structured data within steady throughput lim-
its—increasingly insufficient. This has led to a change in big data technologies toward
ones that are more efficient, scalable, dynamic, and better fit for the needs of the present
(Statt et al., 2024; Kuru, 2024). Big data analytics has produced hitherto unheard-of
insights into operations and customer behavior in industries including healthcare, bank-
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ing, and retail, boosting productivity and spurring innovation (Lakshmi et al., 2024;
Kumar et al., 2023).

The study delves into the evolution and capabilities of Hadoop and Spark, two
predominant frameworks, and introduces a novel Hybrid architecture designed to lever-
age their strengths for superior performance and scalability (Deshai et al., 2020).

Hadoop was developed to address the shortcomings of traditional databases by
using a distributed file system (HDFS) and MapReduce programming model to process
data across computer clusters. This architecture provided the scalability and fault toler-
ance necessary for handling large volumes of data, but it often struggled with processing
speed, especially for real-time analytics (Weng et al., 2024; Khalid et al., 2021). Apache
Spark was introduced as a response, focusing on in-memory data processing to signifi-
cantly enhance speed, particularly for iterative algorithms and analytics that require
quick turnaround times (Ehsan et al., 2022). Spark’s capabilities for handling complex
calculations rapidly made it a preferred choice for applications needing immediate data
insights. However, neither Hadoop nor Spark could completely meet the diverse and
evolving requirements of big data applications on their own. This observation led to
the development of Hybrid systems that integrate Hadoop’s robust data management
with Spark’s rapid processing capabilities, aiming to offer a comprehensive solution that
mitigates the limitations of each system separately (Arif et al., 2024; Sugimiyanto et al.,
2020). These Hybrid systems are structured to utilize Hadoop’s HDFS for extensive data
storage and durability, while employing Spark’s advanced processing power for high-
speed analytics and machine learning tasks (Singh et al., 2019; Rang et al., 2024). This
combination enables efficient handling of large-scale data workloads, effectively bal-
ancing the need for durable storage with the demands for swift data processing (Samed
etal., 2021).

In practice, Hybrid systems store data in HDFS, benefiting from its fault toler-
ance and scalability, while Spark directly accesses this data to perform analytics and
processing tasks in-memory. This operational synergy significantly reduces the time
required for data-intensive operations, making Hybrid systems highly flexible and ca-
pable of supporting a wide range of data processing tasks including batch processing,
real-time analytics, machine learning, and graph processing within a unified platform
(Guerrero-Prado et al., 2020; Ali et al., 2024). Moreover, the hybrid approach enhances
resource utilization, reducing reliance on disk I/O and thereby alleviating one of the pri-
mary bottlenecks associated with Hadoop’s disk-based processing model (Peres et al.,
2016). Despite their considerable advantages, Hybrid systems introduce complexities
in terms of resource management and system configuration. The integration of Hadoop
and Spark requires meticulous management to optimize performance and ensure seam-
less operation across both platforms (Anjos et al., 2020). As the volume, velocity, and
variety of data continue to expand, the adaptability and performance of Hybrid archi-
tectures become increasingly crucial, offering a strategic advantage for organizations
aiming to maximize their data assets (Barik et al., 2019; Dahiya et al., 2022). Table 1
presents a comparative analysis of the big data systems.
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Table 1 — Comparative overview of big data systems.

Technology | Features Benefits Limitations
Hadoop Distributed file system Scalability, Fault tolerance Slower processing speed for real-time
(HDFS), MapReduce analytics
Spark In-memory data High-speed analytics, Suitable for | High memory demand, Complex
processing, RDDs iterative algorithms cluster management
Hybrid Combines Hadoop’s Enhanced performance and Complexity in configuration and
storage with Spark’s scalability, Efficient handling of | management
processing speed varied data workloads
Additional Various big data Operational flexibility, Advanced | Resource-intensive, Requires advanced
applications and hybrid analytics capabilities management
systems
Our Study Integrates Hadoop High performance, Scalability, Complexity in implementation and
and Spark in Hybrid Versatility management
Architecture
Note: compiled by the authors based on literature analysis (Statt M.J., et al., 2024, Kaya K., 2024, Lakshmi D., et al.,
2024; Kumar G., et al., 2024, Deshai N., et al., 2020; Yijie W., 2024, Kaya K., 2024, Lakshmi D., et al., 2024, Kumar
G., etal, 2024, Deshai N., et al., 2020; Yijie W., 2024, Madiha K., Yousaf M., 2021; Ehsan A., et al., 2022; Zeravan A.,
etal., 2024, Lakshmi D., et al., 2024, Kumar G., et al., 2024, Deshai N., et al., 2020; Yijie W., 2024, Madiha K., Yousaf
M., 2021; Ehsan A., et al., 2022; Zeravan A., et al., 2024, Sugimiyanto S., et al., 2020; Archana S., et al., 2019; Wei R.,
etal., 2024, Al Samed, Dener M., 2021; Guerrero-Prado, et al., 2020; Mohsin A., et al., 2024, Peres Silva R., et al.,
2017; Kumar R., et al., 2019; Dahiya R., et al., 2022).

Materials and methods.

Practical Implementation of the Hybrid System.

The practical implementation of the hybrid system was orchestrated across three
strategically selected regions: the akimats of Almaty, Shymkent, and the Turkestan re-
gion. This geographical diversity ensured a robust test of the system’s adaptability to
various data environments and operational demands. Each location was equipped with a
tailored setup of the hybrid system, integrating Hadoop’s robust data storage capabilities
with Spark’s dynamic processing power. Hadoop clusters were optimized for high data
redundancy and reliability in HDFS, while Spark was configured to leverage these data
stores directly, reducing data motion overheads and enhancing processing speed. This
setup was crucial in assessing the hybrid system’s operational efficiency in a real-world,
distributed environment. For deployment, the system utilized Apache Flume and Apache
Kafka for real-time data ingestion, handling streams from social media, [oT devices, and
transaction systems. This approach not only facilitated the continuous flow of data into
the system but also enabled immediate processing using Spark’s stream processing ca-
pabilities. Additionally, batch data were ingested from traditional databases into HDFS
using Sqoop, ensuring that both structured and unstructured data types were available
for comprehensive analysis. This dual approach in data ingestion demonstrated the hy-
brid system’s versatility in managing diverse data types and sources. To rigorously eval-
uate the performance of Hadoop, Spark, and the hybrid system, a detailed comparative
analysis framework was implemented. Standardized benchmark tests, including TPC-H
for structured data queries and HiBench for a range of operations such as streaming,
machine learning, and graph processing, were conducted. Performance metrics such
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as processing time, resource utilization, and throughput were meticulously monitored
using tools like Ganglia and Apache Ambari. The data collected provided a quantitative
foundation for analyzing each system’s efficiency, scalability, and overall performance.
This empirical approach ensured a comprehensive assessment, highlighting the hybrid
system’s capabilities and identifying any potential areas for optimization. The equations
and models used in this implementation are as follows:

EI iin

R
d ~ ",

(D
Whereas R d 1s the data ingestion rate and D in is the data ingested by source
i and T; is the time interval.
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Where P,; is the processing speed, O represents the operations completed by

task j and Tt is the total processing time.
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Where Lh is the efficiency of the Hybrid system, O; are the operations complet-

ed by task i, Tt is the total time taken and 7 is the data size of node , Ny s the num-
ber of nodes, CPUx, MEM, and 10y, are the CPU, memory, and I/O utilization for process
k, S1 is the overhead for system process L Tom is the transfer time for data segment

m, and Ocompn and c» are the number of operations and complexity coefficient for
computation n.

In equations (1) — (5), D; denotes the data volume ingested from source i during
time interval ¢; 0_;’ represents the number of operations completed by task j; 7T is the
total execution time. Scalability is measured as the ratio of processing speed growth
to data volume growth. Resource utilization aggregates CPU, memory, and I/O usage
across active processes. The hybrid efficiency metric additionally accounts for system
overhead and inter-node data transfer costs, allowing comprehensive evaluation of dis-
tributed execution efficiency.

Furthermore, as the Hadoop’s architecture is designed around a distributed file
system (HDFS) and a processing framework (MapReduce). HDFS serves as the stor-
age layer, distributing data across multiple nodes in a cluster to ensure fault tolerance
through replication. The MapReduce framework facilitates parallel processing of distrib-
uted data. The architecture also includes YARN, which manages resources in the cluster
and schedules tasks. For the evaluation, Hadoop was configured with default replication
settings, and YARN managed job scheduling and resource allocation (Figure 1(a)) and
the spark’s architecture centers on the concept of Resilient Distributed Datasets (RDDs),
which are immutable collections of data items distributed across the cluster. Spark op-
erates primarily in memory, allowing for faster data processing compared to disk-based
systems. The architecture includes Spark Core for basic functionality, alongside librar-
ies like Spark SQL for structured data processing, MLIib for machine learning, Spark
Streaming for real-time data processing, and GraphX for graph processing. Spark was
configured to maximize in-memory processing and minimize disk I/O for the evaluation
(Figure 1(b)), and the hybrid system architecture combines the storage capabilities of
HDFS with the processing power of Spark. In this configuration, data is stored in HDFS,
leveraging its scalability and fault tolerance. Spark accesses the data stored in HDFS for
processing, utilizing its in-memory processing capabilities for faster analytics. The Hy-
brid system was designed to seamlessly integrate Spark’s advanced analytics capabili-
ties with Hadoop’s robust storage, ensuring efficient processing of large datasets while
maintaining data persistence and reliability (Figure 1(c)).

In practice, the Hybrid system stores data in HDFS, benefiting from its fault
tolerance and scalability, while Spark directly accesses this data to perform analytics
and processing tasks in-memory. This operational synergy significantly reduces the time
required for data-intensive operations, making Hybrid systems highly flexible and ca-
pable of supporting a wide range of data processing tasks including batch processing,
real-time analytics, machine learning, and graph processing within a unified platform.
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Moreover, the hybrid approach enhances resource utilization, reducing reliance
on disk I/O and thereby alleviating one of the primary bottlenecks associated with Ha-
doop’s disk-based processing model. Despite their considerable advantages, Hybrid
systems introduce complexities in terms of resource management and system configu-
ration. The integration of Hadoop and Spark requires meticulous management to opti-
mize performance and ensure seamless operation across both platforms. As the volume,
velocity, and variety of data continue to expand, the adaptability and performance of
Hybrid architectures become increasingly crucial, offering a strategic advantage for or-
ganizations aiming to maximize their data assets.

Experimental Setup and System Configurations.

This study utilizes a set of established benchmarks and diverse datasets to ensure
a comprehensive evaluation of Hadoop, Spark, and the Hybrid systems. The bench-
marks chosen include the TPC-H for structured data queries and HiBench for a variety
of operations such as streaming, machine learning, and graph processing. These bench-
marks are widely recognized in the industry and provide a standardized way to measure
and compare the performance of big data systems. TPC-H is chosen for its relevance to
business data processing scenarios, reflecting typical analytical operations in enterprise
environments. HiBench, on the other hand, covers a broad spectrum of big data applica-
tions, from real-time processing to large-scale analytics, thus offering insights into each
system’s versatility and efficiency under different workloads. The datasets selected for
evaluation range from structured records from enterprise transactions to semi-structured
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logs and unstructured social media data. This variety ensures that the systems’ perfor-
mance is tested against data scenarios commonly encountered in real-world applica-
tions, such as e-commerce, social analytics, and [oT sensor data streams. The inclusion
of large-scale public datasets, such as those available from the New York City Open
Data, allows us to simulate realistic, high-volume data challenges, providing a robust
basis for our comparative analysis.

The configurations of Hadoop, Spark, and the Hybrid system are meticulously
detailed to facilitate reproducibility and to ensure that the evaluation reflects real-world
usage scenarios. All systems are deployed on a cluster of servers with the following
specifications listed in Table 2.

Table 2 — Summary of experimental setup and system configurations

Component Details
Cluster Setup
Nodes Multiple nodes (servers) connected in a cluster
Hardware Each node with Intel Xeon CPUs E5-2630 v4 @ 2.20GHz, 64GB RAM, and
Specifications 10Gbps Ethernet network
Software Stack
Hadoop Setup HDFS (Distributed File System), YARN (Resource Manager), MapReduce
(Processing Framework)
Spark Setup Spark Core, Spark SQL, Spark Streaming, MLIib, GraphX
Hybrid Setup Integration of Hadoop (HDFS) and Spark (In-memory processing)
Data Ingestion
Data Sources Structured, semi-structured, and unstructured data
Tools Apache Flume and Apache Kafka for real-time data ingestion
Data Storage HDFS for storage
Monitoring Tools
Ganglia System monitoring tool
Apache Ambari Cluster management and monitoring tool
Benchmarking
Tools
TPC-H Benchmarking tool for structured data queries
HiBench Benchmarking tool for a variety of operations such as streaming, machine

learning, and graph processing

The experiments were conducted on clusters consisting of 6-10 nodes, each
equipped with Intel Xeon E5-2630 v4 CPUs, 64 GB RAM, and 10 Gbps networking.
Dataset sizes ranged from 500 GB to 3 TB, depending on workload type. Hadoop ver-
sion 3.2 and Spark version 3.1 were used, with default HDFS replication factor set to
three. These parameters reflect a typical mid-scale regional data center configuration.

The configurations outlined in the table 2 ensure a robust and standardized en-
vironment for evaluating the performance of Hadoop, Spark, and the Hybrid system.
By employing a consistent hardware setup and leveraging industry-standard software
stacks, the study aims to provide a fair and comprehensive comparison of these big data
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processing frameworks. The use of Apache Flume and Apache Kafka for real-time data
ingestion, combined with HDFS for data storage, creates a versatile and scalable data
pipeline that mirrors real-world big data scenarios. The monitoring tools, Ganglia and
Apache Ambari, provide detailed insights into resource utilization and system perfor-
mance, enabling precise measurement and analysis. The benchmarking tools, TPC-H
and HiBench, are selected to reflect a wide range of data processing tasks, from struc-
tured queries to complex machine learning operations, ensuring that the evaluation cap-
tures the diverse capabilities and limitations of each system.

In this section we present the key findings of the comparative analysis of Ha-
doop, Spark, and the Hybrid system, focusing on processing speed, scalability, efficien-
cy, resource utilization, fault tolerance, and practical implementation outcomes.

Processing speed comparison

Hadoop delivered stable batch processing but struggled with latency in real-time
tasks due to its disk-based model. Spark excelled in real-time analytics and iterative
machine learning due to in-memory caching. The Hybrid system outperformed both,
combining Hadoop’s storage with Spark’s speed—especially in multi-step workflows—
delivering the fastest and most balanced performance across all tasks (Figure 2).

Table 3 — Summary of performance results for processing speed (TPC-H and

HiBench workloads)
System Avg. execution time (s) Std. deviation (s) Relative speedup (vs Hadoop)
Hadoop 1200 45 1x(baseline)
Spark 740 +38 1.62x
Hybrid 690 +32 1.74x

Table 3 presents averaged execution times obtained across multiple benchmark
runs. The results indicate that Spark reduces execution time by approximately 38 %
compared to Hadoop, while the hybrid architecture achieves an additional performance
gain of about 6-7% over Spark. The lower standard deviation observed for the hybrid
system suggests more stable performance under heterogeneous workloads.

Processing speed comparison
3
z 300
g 3%
= 150
E % e
™
0
z2 Batch Realtime | Machine | Machine
% Processing Analytics Learning Learning
£ |mHadoop (seq) 150 200 250 250
W Spark [sec) 100 BO 70 70
Hybrid (sec) 110 50 75 75

Fig. 2. Processing speed comparison
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Scalability

Hadoop scaled reliably thanks to its distributed architecture. Spark scaled well
when sufficient memory was available, though performance declined with large datasets.
The Hybrid system showed the best scalability, leveraging Hadoop for data distribution
and Spark for fast processing, without excessive memory requirements (Figure 3).

Scalability Performance Comparison
& 1000 :
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i; 100 - Hybrid System
:‘3 -0 W Spark
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o 100 200 300
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Fig. 3. Scalability performance comparison
Efficiency

Hadoop was efficient for large, evenly distributed datasets but less suitable for
real-time demands. Spark was highly efficient for rapid analytics but limited by memo-
ry. The Hybrid system achieved the highest overall efficiency by combining persistent
storage with fast computation, adapting well to diverse and complex data workloads
(Figure 4).

Efficiency Comparison
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Fig. 4. Efficiency comparison of hadoop, spark, and hybrid system

Resource Utilization
Hadoop maintained stable CPU usage but suffered from high /O overhead.
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Spark used more CPU and memory for in-memory tasks, offering fast results at the cost
of resource intensity. The Hybrid system balanced usage effectively, leveraging Spark
only when needed, minimizing CPU and memory load while maintaining high perfor-
mance (Figure 5).

Resource Utilization (CPU and Memory) during
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Fig. 5. Resource utilization (CPU and memory) during benchmarking tasks

Fault Tolerance

Hadoop ensured resilience through HDFS replication, though recovery was slow
with large datasets. Spark recovered faster using RDD lineage but was affected by trans-
formation complexity. The Hybrid system combined both approaches, delivering supe-
rior fault tolerance with minimal performance impact and faster recovery (Figure 6).

Fault Tolerance Capabilities and Recovery Times
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Fig. 6. Fault tolerance capabilities and recovery times

Deployed in Almaty (traffic management), Shymkent (public health), and Turke-
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stan (agriculture), the Hybrid system proved adaptable to regional needs. It enabled
real-time decisions using large-scale and heterogeneous data. Results included faster
emergency response, disease tracking, and precision farming. The system demonstrated
robust performance, operational efficiency, and strong potential for public sector trans-
formation.

Results and discussion.

The study’s findings provide a detailed comparison of Hadoop, Spark, and the
Hybrid system, each demonstrating unique strengths and weaknesses across various
big data processing scenarios. Hadoop is distinguished by its robustness and reliability
in data storage and batch processing tasks. Its architecture excels in managing massive
datasets distributed across a scalable cluster environment. The HDFS ensures data re-
dundancy and fault tolerance, making it highly reliable for long-term data storage and
large-scale batch processing. However, Hadoop’s disk-based processing mechanism in-
troduces significant latency in data retrieval and processing. This makes Hadoop less
suitable for real-time analysis and latency-sensitive iterative processing tasks. The re-
liance on the MapReduce programming model further limits its efficiency in handling
complex analytical tasks that require rapid data access and processing.

Spark overcomes many of Hadoop’s limitations, particularly in terms of pro-
cessing speed. Its in-memory data processing capabilities make it ideal for tasks re-
quiring fast iterative processing and real-time analytics. Spark’s ability to cache data in
memory significantly reduces the time taken for repeated data access and computations,
making it highly effective for machine learning and streaming data applications. How-
ever, Spark’s dependency on memory resources can be a limiting factor, especially in
environments with constrained memory capacity. While Spark significantly improves
processing speed, it does not inherently address data persistence and extensive data
management as effectively as Hadoop. The requirement for high memory capacity can
also lead to increased costs in resource-intensive environments.

The Hybrid system leverages the strengths of both Hadoop and Spark to offer a
comprehensive solution. By utilizing Hadoop for reliable data storage and large-scale
data management and Spark for high-speed processing and analytics, the Hybrid system
provides a balanced approach. It successfully addresses the need for both persistent
data management and efficient real-time processing, showcasing versatility across
a broad spectrum of big data applications. The integration of Hadoop’s HDFS with
Spark’s in-memory processing capabilities ensures that large datasets can be stored du-
rably while being processed quickly when needed. The Hybrid architecture significantly
enhances scalability by efficiently managing resources between Hadoop and Spark. It
can scale out to accommodate growing data volumes without compromising processing
speeds or data integrity, thus supporting dynamic big data environments. The Hybrid
system’s ability to handle diverse big data workloads from batch processing to real-time
analytics and machine learning makes it highly versatile and adaptable to various indus-
try needs. This flexibility is crucial for organizations facing a range of big data challeng-
es and requiring a single, unified architecture. By optimizing resource utilization using
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Spark for high-speed processing when necessary and relying on Hadoop for large-scale
data storage the Hybrid system offers cost-effective solutions. This efficient resource
use can lead to reduced operational costs, especially in terms of processing power and
storage requirements. Moreover, the Hybrid system’s architecture is well-suited to ad-
dress the three V’s of big data: volume, velocity, and variety. Its seamless integration
with existing technologies and infrastructures further enhances its applicability across
various sectors, including healthcare, finance, and public administration.

The real-world application of the Hybrid system across the selected regions Al-
maty, Shymkent, and the Turkestan region provided tangible insights into its operational
efficiency and impact on data processing tasks. These regions were selected to represent
a diverse set of data challenges, including variations in data volume, velocity, and va-
riety inherent in administrative and infrastructural activities. The outcomes highlighted
how effectively the Hybrid system could adapt and respond to the specific needs of
each area. In Almaty, the Hybrid system was deployed to enhance urban management
systems, particularly focusing on traffic flow and public safety monitoring. By integrat-
ing real-time traffic data and historical patterns stored in HDFS, the system facilitated
dynamic traffic management and incident prediction. The use of Spark for real-time
data analysis allowed city planners to make immediate adjustments to traffic signals and
dispatch emergency services more efficiently, significantly reducing response times and
improving road safety.

Limitations and Practical Implications.

Despite its advantages, the hybrid architecture introduces additional complexity
related to deployment, configuration, and system maintenance. Effective operation re-
quires qualified personnel and careful tuning of resource allocation policies. Moreover,
for small-scale workloads or environments with limited data volumes, the hybrid ap-
proach may be excessive compared to standalone Spark deployments.

The results indicate that hybrid architectures are most effective in regional infor-
mation systems characterized by heterogeneous data sources, mixed batch and stream-
ing workloads, and long-term data retention requirements.

Conclusion.

There are clear advantages and disadvantages with Hadoop, Spark, and the Hy-
brid system when it comes to processing substantial amounts of data. Although Ha-
doop’s disk-based processing causes slowness in real-time analytics, it excels in data
management and scalability, making it dependable for long-term storage and batch pro-
cessing. Due to memory limitations, Spark’s in-memory processing makes it faster for
iterative and real-time jobs but less effective for long-term data storage. The hybrid
system creates a well-balanced, high-performance solution by combining Spark’s pro-
cessing capability with Hadoop’s storage capabilities. Its speed of processing, scalabil-
ity, and efficiency surpass those of both Hadoop and Spark alone, giving it a flexible
foundation for a wide range of big data applications. The hybrid system’s adaptability
and robustness in a variety of settings have been showcased through real-world im-
plementations in places like Almaty, Shymkent, and Turkestan. These implementations
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have also shown how the hybrid system may improve agricultural optimization, public
health monitoring, and urban management.
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