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Abstract. The rapid expansion of Internet of Things networks in smart city
environments creates fragmented attack surfaces that conventional security
architectures cannot adequately monitor. Current Intrusion Detection and Prevention
Systems operate in isolation, producing inconsistent alert formats that reach Security
Operation Centers with substantial delays and poor normalization, which severely
hampers correlation effectiveness and generates excessive false positives. This study
develops and validates a vendor-neutral mechanism enabling standardized real-time
communication between distributed IDPS sensors and centralized SOC platforms.
Our methodology combines analytical review of standards including STIX, TAXII,
and ISO/IEC 27001 with prototype implementation using Suricata and Zeek sensors,
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Apache Kafka message bus, and Elastic SIEM integration. A custom normalization
microservice converts heterogeneous alerts into STIX-compliant JSON format
while maintaining GDPR and ISO 27001 compliance through TLS 1.3 encryption.
Experimental validation with BoT-IoT and TON IoT datasets shows the
architecture reduces alert correlation latency by approximately 28 percent and
decreases false positive rates by roughly 30 percent compared to baseline
approaches. The bidirectional feedback mechanism allows SOC analysts to
propagate updated detection rules to edge sensors, enabling adaptive threat
response. Results demonstrate that message-bus-mediated architectures effectively
address interoperability challenges in heterogeneous IoT security infrastructures,
offering a practical implementation pathway for national smart city cybersecurity
frameworks.

Keywords: smart city security, intrusion detection systems, security
operation center, IDPS-SOC integration, IoT cybersecurity, STIX protocol, alert
normalization, distributed security architecture, real-time threat correlation, Apache
Kafka.
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AHHOTanus. AKBUIIBI Kaja opTanapbigaa MHTepHeT JKemiciHIH KbUIIaM KeHerol
KOMIMI1  KayilCi3MiK — apXUTEKTypaJllapbl THICTI Typae Oakpuiaii — alMalThIH
OOJIIEeKTENTeH Mal0yblT OSTTEPIH JKacaabl. AFBIMJIaFbl MAOYBIIABl AHBIKTAY YKOHE
QIBIH  aJly OKyHesnepl OKIIayJlaHFaH TYpAe JKYMBIC ICTeWi, omjap eneydi
KiTIpICTEpMEH JKOHE Hamap KalbllKa KentipymeH Kayinci3mik —onepanusuibiK
OpTaJILIKTApPhIHA JKETETIH COMKEC KEIMEHTIH eCKepTy MIIIMACPIH MIbIFapabl, OV
KOPPENSAIHUSIHBIH THIMIUTITIHE KAaTThI KeAEPTi KeNTIpedl JKoHE IIaMaiaH ThIC KaJIFaH
MO3UTUBTEP/Il TyAbIpansl. bym 3eprrey Ttaparburran IDPS  cencopmaper men
opranbikTanasippiiran SOC muatdopmanapbl apacblHIa CTaHAAPTTAIFaH HAKTHI
yakbITTarbl OalIaHBICTBI KaMTamachl3 €TETIH caTyllbiFa OedTapam MeXaHU3M/Ii
a3ipaeial xoHe pacTaiiapl. bi3iH omicTeMe cTaHAApTTApFa aHATMTHKAJIBIK IIOJTYIHI,
couply imiHae STIX, TAXII xome ISO/IEC 27001, Suricata sxoHe Zeek
cencopnapel, Apache Kafka xaGap mmuacel xone Elastic SIEM wuHTEerpanusce
apKbUTBl TPOTOTHNTI eHTi3yMeH OipikTipemi. [laligamaHymisl KanmbllKa KeATIpy
mukpocepBuci TLS 1.3 mmdpnay apkeimer GDPR xone ISO 27001 coiikecTirin
caktail oTwIphIN, Oipkenki emec eckepryiepai STIX-yitmecimai JSON mimimine
typaenaipeai. BoT-IoT xone TON IoT gepekrep >KuHakKTapbIMEH TxKipHOeETiK
TEKCEepPYy COyJIeT €CKepTy KOPPENALMACHIHBIH KifipiciH mamameH 28 maibi3ra
a3alTaThIHBIH JKOHE OacTamKbl TOCUIIEPMEH CalbICTBIPFaHIA JKalfaH OH
KepceTkimTepai mamamed 30 maiibi3ra TOMEHIETETIHIH KopceTei. Exi ®akThl Kepi
Oaitmanpic  Mexanusmi  SOC  TajmmaymisiapblHa — Kayin-karepre — Oeiimuaeny
PEaKIUsChIH KOCa OTHIPHII, KAaHAPTHUIFAH aHBIKTAY epeskesIepiH MIeTKI CeHcopiapFa
TapaTyFa MyMKiHAIK Oepemi. HoTmwkenep xabapiamanap mIMHACH apKbUIbI JKY3€Te
aCBIPBUIATBHIH ApXUTEKTypajap YITTHIK CMapT Kaja KHOepKayirnci3IiK KYPhUTBIMIAPhI
YIIIH TPAKTUKAJIBIK I1CKE AachIpy JKOJBIH YCbiHA OThIphII, [oT KayinciznmiriHig
reTeporeHi MH(PPAKYPbUIBIMIAPBIHIA ©3apa OpPEKEeTTeCY MoceseNepiH THIM/II
MIEIICTIHIH KOPCETEIl.

Tyiiin ce3mep: akpUIIBI Kajla Kayirci3miri, madybUlabl aHBIKTAY >KyHesnepi,
Kayirnci3aik — omepanusuiblk  opTanbirel, IDPS-SOC  wnaTerpanmscer, IoT
kubepkayincizairi, STIX mpoToKoibl, eCKepTyepIi KalbllKa KEeITipy, TapaTbUIFaH
KAyIICi3IiK apXUTEKTypachl, HAKThI YaKbITTaFbI Kayin Koppensuusicel, Apache Kafka
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Cancpi30aii. [oT - Herisri smart sity WHGPaKYpPBUIBIMBIHIAFEI TapThUIFaH idps-mieH
QJIEYMETTIK OPBIHJAPBIHBIH ©3apa acepici MexaHu3Mi //XalblKapaiablK aKmapaTThIK
KOHE KOMMYHUKAIMSUIBIK TeXHoJorusinap >xkypHaibl. 2025. Tom. 6. Ne 24, 99-112
oet. (Arbun). https://doi.org/10.54309/1J1CT.2025.24.4.005.
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JIEI MAIIM e Il

This work 1s licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
lnternational License 101




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

MEXAHW3MbI B3AUMOJIEMCBUS MEXITY
PACITPEJEJIEHHBIMMU IDPS 1 SOCB UH®PACTPYKTYPAX YMHbBIX
IorPoOa0B HA OCHOBE IOT

T.B.baoenxo, /I. M. Eckenouposa, E.A. baxmusapoea*, K.M.Cancwvizoaii
Mesx1yHapOAHbII YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJIOTHI, AJIMATHI,
Kazaxcran.
E-mail: y.bakhtiyarova@iitu.edu.kz

badenko  Tarbsina  BacuneBna —  1.T.H., mpodeccop  Kadeapsl
«Kubepbe3omacHocTh»,  MexayHapOAHBIH  YHUBEPCUTET  HMH(DOPMAIIMOHHBIX
TexHoJjiorni, Anmatsl, Kazaxcran

https://orcid.org/0000-0003-1184-9483;

EckenaupoBa Jlameass MakcyroBHa — K.T.H., 3aBeaylomuid Kadeapou
«Kubepbe3omacHocTh»,  MexayHapOAHBIH  YHUBEPCUTET  HMH(DOPMAIIMOHHBIX
TexHoJiornii, Anmatsl, Kazaxcran

https://orcid.org/0000-0003-4270-1908;

Bbaxtusipoa Ejena Akumb0ekoBHa — K.T.H., aCCOIIMMPOBAaHHBIN mpodeccop,
3aBenyronnii kadenpoit «PaanoTexHHKa, SJIEKTPOHHUKA M TEIEKOMMYHHKAIIUN,
MexnyHapoAHbI ~ YHUBEpPCUTET HWH(MOPMALMOHHBIX  TEXHOJIOTWH,  AJMAaThI,
Kazaxcran

E-mail: y.bakhtiyarova@iitu.edu.kz, https://orcid.org/0000-0001-8735-7683;
Cancei30aii Kannoexk Mypatoexkyabl — PhD, acconuupoBaHHBIN Tpodeccop,
npocdeccop-uccnenoparens kadeapsl «KubepbOezonmacHocTh», MexayHapOaHbBIN
YHUBEPCUTET HHPOPMAIIMOHHBIX TeXHONOTH, AnMatel, Kazaxcran
https://orcid.org/0000-0002-3333-5830.

© T. babenxo, /{.Eckennuposa, E.baxtusiposa., K.Cancrizoait

AnHoTamusi. beicTpoe pacmupenue cetedt MHTepHeTa Bemied B cpenax
«YMHBIX» TOPOJOB co037aeT (parMEeHTUPOBAHHBIE TMOBEPXHOCTH aTaKHU, KOTOpPHIE
TPaJUIIMOHHBIE APXUTEKTYPhl O€30MaCHOCTH HE MOTYT aJIeKBAaTHO KOHTPOJIUPOBATH.
CymiecTByrole CUCTEMbI OOHAPYKEHUS U MPEIOTBPAILLEHUS BTOPKEHUI paboTaroT
U30JIMPOBAHHO, TEHEPUPYS HECOrJIacoBaHHbIe (OpMAThI MPEAYPEKICHHIHI, KOTOPHIE
MOCTYMAIOT B IIEHTPHI ONEPaTUBHON 0€30MaCHOCTH CO 3HAUYUTEIbHBIMU 33/IePKKAMU
U TUIOXOW HOpMalu3alliel, 4TO Cephe3HO CHIKAET 3((HEKTUBHOCTH KOPPEISAIUN U
OPUBOJUT K YPE3MEPHOMY KOJIMYECTBY JIOKHBIX cpalaTeiBanuii. B manHOM
UCCIIETOBAaHUM pa3paboTaH U MPOBEPEH HA MPAKTUKE HE3aBUCHUMBII OT MOCTaBIIMKOB
MEXaHHU3M, 00eCTIeUnBaIOIINN CTAaHAAPTU3UPOBAHHYI0 KOMMYHHKAIMIO B PEAIbHOM
BpEMEHH MEXJy pachlpeielieHHbIMHU JaTdyukaMu. Hamma meTtomonorus codyeTtaer B
cebe aHanmuTHYecKuit 0030p cranmapTos, Bkarovas STIX, TAXII u ISO/IEC 27001,
C MPOTOTUITHOW peanu3alueil ¢ NCMoIb30BaHNEM JaTYMKOB Suricata u Zeek, MIMHBI
coobomenuit Apache Kafka wu wunrerpammm Elastic SIEM. HacrpauBaemslii
MHUKPOCEPBUC HOpMAIU3AIMK ITPeoO0pa3yeT reTeporeHHbIe OMOBEIeHHs B popmat
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JSON, coBmectumerit ¢ STIX, mpu 3TOM oOecrieunBasi COOTBETCTBHE TPEOOBAHUSAM
GDPR u ISO 27001 3a cuet mmdpoanus TLS 1.3. DxkcnepumeHTanbHas MPOBEPKa
¢ ucnons3oBanueM HabopoB maHHbIX BoT-IoT u TON IoT mnokasbiBaeT, 4TO
apXUTEKTypa COKpAaIaeT 3aJepXKKy KOpPPENAlUU OMOBEUIEHUN MHpuMepHO Ha 28
MPOLIEHTOB M CHMYKAET KOJIMYECTBO JIOXKHBIX cpabaTbiBaHui mpumepHo Ha 30
MIPOLIEHTOB 0 CPAaBHEHHUIO ¢ 0a30BBIMU MOAXOAaMH. MeXaHU3M JIByHAIpaBIEeHHOM
oOpatHOl cBsi3u To3BoJsieT aHamuTHKaM SOC pacrnpocTpaHsITh OOHOBJICHHbBIE
nmpaBwiia OOHAapy>KEHUS Ha TMOTPaHUYHBIE JATYMKH, OOecreunBas aJanTHBHOE
pearupoBaHue Ha Yrpo3bl. Pe3ynbTaThl [IEMOHCTPUPYIOT, 4YTO apPXUTEKTYpHI,
OCHOBaHHBIE Ha IUHE COOOIEHUH, dIPGEKTUBHO pEmIaAlT  MpodIeMy
B3aMMO/ICHCTBUSI.

KuroueBble ciioBa: 6e30macHOCTh YMHOTO TOPOJIa, CUCTEMbI OOHApYKEeHUS
BTOP)KCHHH, IIGHTp ornepaTuBHONW Oe3omacHoct, wuHTerpamus I[DPS-SOC,
kubepoeszonacHocts [0T, mporokon STIX, HOpManu3amus mpeaynpeKICHHM,
pacmpesneneHHas apXUTeKTypa O€30MacHOCTH, KOPpENsHs yrpo3 B peaJbHOM
BpeMenn, Apache Kafka.

Juasi murupoBanusi: T.B.babenko, JI.M. Eckenauposa, E.A. baxtusposa,
K.M. Canceizbaii. MexaHu3Mbl B3aUMOJICHCTBHSI MEXTy pacmpeeieHHbIMH 1dps u
SOC B MHPPACTPYKTypax yMHBIX ToposioB Ha ocHoBe IOT. 2025. T. 6. No. 23. Crp.
99-112. (Ha amnr.). https://doi.org/10.54309/1J1CT.2025.24.4.005.

Kondaukt uHTepecoB: aBTOpHI 3asBISAIOT 00 OTCYTCTBUM KOH(IMKTA
WHTEPECOB.

Introduction

The contemporary urban landscape undergoes profound transformation as
municipalities worldwide embrace smart city initiatives that promise enhanced
efficiency, sustainability, and quality of life through pervasive connectivity [1, 2].
At the technological foundation of these initiatives lies an exponentially growing
ecosystem of Internet of Things devices ranging from environmental sensors and
traffic management systems to critical infrastructure controllers and public safety
networks [3]. Recent estimates suggest that smart cities will deploy billions of
interconnected devices by 2030, each representing not merely a node of data
collection but potentially an entry point for malicious actors seeking to compromise
urban infrastructure [4]. This distributed architecture fundamentally challenges
traditional cybersecurity paradigms that evolved around centralized network
perimeters and predictable threat vectors [5].

Security Operation Centers have historically served as the nerve centers for
organizational cyber defense, aggregating security events from various sources and
enabling human analysts to detect, investigate, and respond to incidents through
centralized dashboards and correlation engines [6]. However, the architectural
assumptions underlying conventional SOC operations begin to fracture when
confronted with the scale and heterogeneity characteristic of smart city IoT

deployments [7].
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Traditional SOCs expect relatively stable network topologies with well-defined
boundaries, yet smart city networks extend across vast geographic areas with
thousands of edge devices that may belong to different vendors, operate under
varying protocols, and generate telemetry in incompatible formats [8]. The temporal
dimension compounds these challenges because loT-targeting attacks often unfold
rapidly, exploiting vulnerabilities in resource-constrained devices before centralized
detection mechanisms can correlate disparate signals into coherent threat narratives
[9].

Intrusion Detection and Prevention Systems represent a critical defensive layer in
this environment, positioned to monitor network traffic and system behaviors for
malicious patterns [10, 11]. Modern IDPS platforms such as Suricata, Zeek, and
Snort offer sophisticated capabilities including deep packet inspection, protocol
analysis, and signature-based detection that can identify both known attack patterns
and anomalous behaviors indicative of novel threats [12]. Yet despite these
technical capabilities, current IDPS deployments in smart city contexts suffer from a
fundamental integration deficit [13]. Most installations operate as isolated sensors
that generate alerts in proprietary or loosely standardized formats, transmit findings
through ad-hoc channel mechanisms, and lack coordinated response directives from
centralized security orchestration platforms [14]. This isolation creates information
silos where individual sensors may detect fragments of multi-stage attacks without
the contextual awareness necessary to recognize their significance within broader
campaign patterns [15].

The research community has made substantial progress in developing threat
intelligence sharing frameworks and security information exchange standards. The
Structured Threat Information Expression language and its companion Trusted
Automated Exchange of Intelligence Information protocol emerged from
collaborative efforts to enable machine-readable threat intelligence sharing across
organizational boundaries [16, 17]. Similarly, the Common Event Format and
traditional syslog protocols attempted to standardize security event representation
[18], while frameworks like MITRE ATT&CK provided taxonomies for
categorizing adversary tactics and techniques. These standards offer valuable
building blocks, yet their adoption in operational smart city environments remains
fragmentary [19]. Part of this gap stems from implementation complexity, as
translating between vendor-specific alert schemas and standardized formats requires
non-trivial normalization logic that must account for semantic variations and
missing fields [20]. Another challenge involves latency constraints, because real-
time threat response in IoT environments often demands sub-second correlation
capabilities that batch-oriented integration approaches cannot satisfy [21].

ators to work on a
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The regulatory landscape adds another dimension to this challenge. European
smart cities operating under General Data Protection Regulation must ensure that
security monitoring infrastructures protect citizen privacy even while detecting
threats, requiring careful telemetry sanitization and retention policies [22].
International standards such as ISO/IEC 27001 provide governance frameworks for
information security management systems, yet translating their abstract
requirements into concrete technical architectures for distributed IDPS-SOC
integration remains an open question that practitioners must resolve through careful
design and implementation choices [23].

This research addresses these converging challenges by asking whether it is
feasible to construct a standardized, vendor-neutral mechanism that enables real-
time bidirectional communication between distributed IDPS sensors deployed
across smart city edge networks and centralized SOC platforms responsible for
citywide security orchestration. We hypothesize that message-bus-mediated
architectures incorporating normalization microservices can bridge the
interoperability gap while maintaining latency and compliance requirements
suitable for operational deployment [24]. The novelty of our approach lies not in
inventing entirely new protocols but rather in the systematic integration of existing
standards and open-source technologies into a coherent architecture validated
through empirical testing against realistic [oT attack datasets [25].

Methods

The research methodology unfolds across two complementary stages that
together establish both theoretical foundations and practical validation of the
proposed IDPS-SOC integration mechanism. The first stage encompasses analytical
examination of existing standards, architectural patterns, and regulatory
requirements, while the second stage focuses on system design, prototype
implementation, and empirical performance evaluation. This dual approach ensures
that the resulting architecture rests on solid theoretical grounding while
demonstrating practical feasibility through measurable outcomes.

Analytical study and requirements formulation

The initial analytical phase began with systematic review of international
standards gove 1 g se§urit infi T tion excl}ange and threat intelligence sharmg1
We exaniine tructured Threat Information Expression~ version
specification along51de its companion Trusted Automated Exchange of Intelligence
Information protocol to understand their capabilities for representing cyber threat
indicators in machine-readable formats [16]. The STIX framework provides a rich
vocabulary for describing observables, indicators, threat actors, and attack patterns,
yet its complexity poses integration challenges that required careful analysis to
identify the minimal subset of objects necessary for IoT security contexts. Similarly,
we investigated the Common Event Format specification and traditional syslog
protocols to assess their suitability for real-time alert transmission from resource-
constrained edge devices [18].

Regulatory compliance requirements shaped our architectural constraints from
the outset. The General Data Protection Regulation imposes strict limitations on
processing personal data, which in smart city contexts may include location
information, behavioral patterns, or identifiable characteristics embedded within
network telemetry. We analyzed GDPR articles 25 and 32 concerning data
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protection by design and security of processing to derive technical requirements for

anonymization, encryption, and retention policies [22]. Concurrently, examination of
ISO/IEC 27001:2022 controls provided a framework for information security
management that informed our approach to access control, cryptographic protection,
and audit logging [23]. The interplay between these regulatory mandates and
technical performance requirements created design tensions that necessitated careful
balancing throughout the architecture development process.

Comparative analysis of existing SOC-IDPS integration approaches revealed
several recurring limitations in current practice. Commercial SIEM platforms
typically offer vendor-specific connectors that parse proprietary alert formats but
struggle with heterogeneous sensor deployments spanning multiple vendors [19].
Open-source solutions often rely on file-based log forwarding through syslog or
similar protocols, introducing latency unsuitable for real-time correlation of fast-
moving loT attacks [21]. Academic proposals have explored federated learning
approaches for collaborative intrusion detection, yet these methods face challenges
in managing concept drift and maintaining model accuracy across diverse device
populations [26]. Our analysis identified the need for an integration layer that
preserves vendor neutrality while achieving sub-second latency and supporting
bidirectional communication for adaptive response.

The analytical phase concluded with formulation of concrete technical
requirements derived from standards review, regulatory analysis, and gap
identification in existing approaches. We specified maximum alert correlation
latency of one second measured from sensor detection to SOC ingestion,
acknowledging that IoT attack campaigns often progress within minutes [9].
Throughput requirements mandated support for at least 5,000 events per second to
accommodate realistic smart city deployment scales where hundreds of sensors
generate continuous telemetry streams [3]. Normalization accuracy targets required
successful schema conversion for at least 95 percent of alerts, recognizing that
perfect translation between heterogeneous formats remains infeasible given semantic
ambiguities in vendor documentation. Compliance requirements demanded end-to-
end encryption using TLS 1.3 or equivalent, HMAC-based message authentication
to prevent tampering, and configurable retention policies aligned with GDPR's
principle of storage limitation.

Architecture design and prototype implementation

The system architecture comprises four distinct layers addressing specific
integration challenges. At the edge layer, we deployed Suricata 7.0 and Zeek 6.0 as
representative open-source IDPS platforms capable of deep packet inspection and
protocol analysis across diverse IoT communication patterns [12]. These sensors
operate on mirrored network traffic from smart city infrastructure segments,
applying signature-based detection rules and behavioral anomaly models.
Configuration required careful tuning to balance detection sensitivity against
resource constraints typical of edge deployment environments.
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The transport layer centered on Apache Katfka 3.6, selected for high-
throughput message streaming with durable persistence and horizontal scalability
[27]. Kafka topics partition alert streams by sensor type, geographic zone, or threat
category, enabling parallel processing while maintaining ordering guarantees.
Producer configurations optimize for low latency with acknowledgment settings
balancing delivery strength against transmission overhead, while consumer
configurations leverage Kafka's consumer group mechanism for fault tolerance
through automatic partition reassignment.

The normalization microservice, implemented using Python 3.11 with
pydantic for schema validation, achieves vendor-neutral integration [20]. The multi-
stage pipeline performs format detection, field extraction mapping vendor-specific
attributes to canonical representations, and STIX 2.1 serialization producing
standardized JSON output. Extensive error handling accommodates real-world
sensor outputs containing malformed fields, missing timestamps, or encoding
inconsistencies.

Schema definition leverages OpenAPI 3.1 specifications documenting
canonical alert formats with machine-readable contracts facilitating automated
validation [28]. Each alert contains mandatory fields including timestamp, sensor
identifier, threat severity, and asset identifiers, alongside optional protocol-specific
details preserving vendor information not mappable to standard fields.

SOC layer integration utilizes Elasticsearch REST API for alert ingestion
into Elastic SIEM 8.11, maintaining protocol-agnostic abstractions supporting
alternative platforms including IBM QRadar or Splunk [13]. Custom correlation
rules leverage normalized STIX format detecting multi-stage attack patterns
spanning multiple sensors.

The bidirectional feedback mechanism implements a RESTful API accepting
rule definitions in Suricata or Zeek syntax [29]. Rate limiting and access control
prevent malicious rule proliferation degrading sensor performance. Deployment
utilizes Docker containers orchestrated through Docker Compose, with
containerization simplifying dependency management and providing migration
paths toward Kubernetes for production requiring higher availability [30].

Experimental evaluation framework

Empirical validation employed BoT-IoT and TON IoT datasets providing
realistic IoT attack traffic including DDoS, reconnaissance, and protocol-specific
attacks across MQTT, CoAP, and HTTP [25]. Performance measurement focused
on alert correlation latency (sensor generation to SOC availability), throughput
capacity under increasing event rates, normalization accuracy through manual
review of 500 randomly selected alerts per dataset comparing STIX output against
originals, and false positive rates leveraging ground truth labels. System reliability
tracked message delivery success through Katfka's at-least-once guarantees and
schema validation error rates. Both datasets contain synthetic anonymized traffic
eliminating GDPR obligations, though we maintained production-grade encryption

and authentication to validate security properties.
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Results

The prototype successfully demonstrated functional integration between
distributed IDPS sensors and centralized SOC platforms, achieving core
architectural objectives with quantifiable performance improvements over baseline
approaches.

Architecture validation and functional verification

The implemented four-layer architecture (Fig. 1) enables vendor-neutral
integration through edge sensors (Suricata/Zeek), Katka message transport,
normalization microservices, and Elastic SIEM. Suricata employed eight detection
threads with 32,768-packet ring buffers, while Zeek operated with six worker
processes [12]. Both processed BoT-loT dataset traffic at line rate with CPU
utilization reaching 85 percent during peak DDoS scenarios.

The Kafka cluster (three brokers, replication factor two) maintained publish-to-
consume latency below 150 milliseconds at 7,500 events per second, well within
our one-second end-to-end target [27]. Topic partitioning allocated eight partitions
per sensor type, enabling parallel normalization while preserving message ordering.
The normalization microservice processed eighteen distinct Zeek log types and
Suricata EVE JSON alerts, mapping them to STIX 2.1 Cyber Observable objects
[16]. Table 1 documents the complete API schema with mandatory and optional
fields. Processing 50,000 sampled alerts achieved 96.8 percent normalization
success, exceeding the 95 percent threshold. Failures (3.2 percent) stemmed from
malformed timestamps and null values in non-nullable fields, handled through dead-
letter queue quarantine [20].

Elasticsearch integration achieved ingestion rates exceeding 8,000 documents
per second on three-node clusters (32GB RAM per node). Custom correlation rules
detected multi-stage attacks spanning temporal windows with sub-second evaluation
latency [13]. The bidirectional feedback API enabled rule propagation to all edge
sensors within 2.3 seconds [29], supporting adaptive incident response.

Performance Metrics and Quantitative Analysis

End-to-end correlation latency averaged 687 milliseconds (c=143ms) across
10,000 alerts, with 95th percentile at 921 milliseconds and 99th percentile at 1,247
milliseconds. Latency decomposition revealed normalization consumed 340ms,
Kafka transport 150ms, Elasticsearch indexing 180ms, and sensor serialization
17ms. The distribution of latencies across these pipeline stages is shown in Fig. 2,
which reveals normalization exhibits the widest variance with a long tail for
complex Zeek log entries, while Kafka demonstrates tight clustering and
Elasticsearch shows bimodal distribution due to bulk request batching effects. Fig. 3
illustrates the complete alert processing workflow with timing annotations.
Compared to baseline file-forwarding approaches reporting 1.5-2.8 second latencies
[19], our Kafka-mediated architecture achieved approximately 62 percent latency
reduction through continuous streaming versus batch-oriented polling.
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False positive analysis using ground truth labels showed Suricata baseline at 30.1
percent, reduced to 21.4 percent (29 percent improvement) through cross-sensor
correlation [4]. Zeek exhibited 41.2 percent baseline, reduced to 28.6 percent (31
percent improvement) [10]. Correlation logic suppressed isolated alerts lacking
temporal or multi-sensor corroboration.

Throughput testing demonstrated stable operation up to 8,200 events per second,
exceeding the 5,000 event/s requirement. Horizontal scaling with three
normalization instances achieved 18,500 events per second before Elasticsearch
became the bottleneck [27]. Table 2 summarizes performance metrics against
baselines and requirements.

System reliability over 72-hour testing achieved 99.97 percent Katka message
delivery and 99.8 percent Elasticsearch availability [13]. Security validation
confirmed TLS 1.3 encryption, HMAC-SHA256 integrity protection, and role-based
access controls aligned with ISO 27001 [23]. GDPR compliance included IP
anonymization through prefix-preserving pseudonymization and automated 90-day
retention policies [22].

Discussion

The experimental results demonstrate that standardized message-bus architectures
effectively bridge interoperability gaps in heterogeneous IoT security infrastructures
while meeting latency and compliance requirements.

Comparison with existing approaches

Traditional SIEM integration relies on file-based log forwarding introducing
correlation delays incompatible with rapid IoT attack progression [19]. Our Kafka-
mediated streaming architecture eliminates polling latency, reducing mean
correlation time by 62 percent compared to baseline approaches, proving critical for
[oT environments where attacks exploit resource-constrained devices within
compressed timeframes [9].

The normalization layer addresses multi-vendor deployment challenges where
proprietary alert schemas create integration friction. Unlike vendor-specific SIEM
connectors requiring custom parsers for each sensor type [19], our STIX-based
canonical format provides extensible representation accommodating diverse IDPS
platforms. The 96.8 percent normalization success rate demonstrates practical
feasibility [20]. False positive reduction through cross-sensor correlation achieved
29-31 percent improvement, directly improving analyst efficiency and reducing alert
fatigue [4, 10].

Implications for smart city security infrastructure

The bidirectional feedback mechanism enables adaptive security postures,
allowing SOC analysts to propagate detection logic updates to distributed edge
sensors within 2.3 seconds, supporting rapid incident response [29]. Regulatory
compliance 1ntegrat10n demonstrates privacy-preserving security monitoring through
prefix-preserving IP anonymization maintaining correlation capabilities while
preventing device identification, with configurable retention policies aligning with
GDPR's data minimization principles [22]. The vendor-neutral architecture addresses
municipal procurement concerns, enabling infrastructure evolution without
wholesale replacement of existing investments [13].

Limitations and future directions

Edge resource constraints present ongoing challenges, with sensors approaching
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85 percent CPU utilization during peak traffic [12]. The normalization microservice
emerged as the primary latency bottleneck consuming approximately 340
milliseconds through complex parsing, suggesting optimization opportunities
through compiled parsers or binary formats [20]. Concept drift in behavioral
anomaly models requires ongoing tuning as IoT device populations evolve and
legitimate traffic patterns shift [26].

Future research should explore full Security Orchestration, Automation and
Response integration enabling automated response workflows beyond rule
propagation, city-scale pilot deployments validating performance under operational
conditions with thousands of sensors, and online learning mechanisms adapting
correlation rules based on analyst feedback to reduce false positives continuously
[15, 21].

Conclusion

This research developed a vendor-neutral mechanism enabling standardized real-
time communication between distributed IDPS sensors and centralized SOC
platforms in smart city IoT environments. Through integration of STIX, TAXII, and
ISO/IEC 27001 standards with Suricata, Zeek, Apache Kafka, and Elastic SIEM, we
constructed a four-layer architecture addressing interoperability challenges in
heterogeneous security infrastructures.

Experimental validation using BoT-IoT and TON IoT datasets demonstrated 62
percent reduction in alert correlation latency compared to baseline approaches,
maintaining mean processing time of 687 milliseconds within the one-second
requirement. Normalization accuracy reached 96.8 percent while cross-sensor
correlation reduced false positive rates by approximately 30 percent. System
throughput exceeded 8,200 events per second, surpassing the 5,000 event/s
specification. The bidirectional feedback mechanism enables rule propagation to
edge sensors within 2.3 seconds, supporting adaptive security postures. Compliance
validation confirmed GDPR alignment through privacy-preserving telemetry and
ISO/IEC 27001 requirements through TLS 1.3 encryption and HMAC
authentication.

These results contribute to Kazakhstan's smart city cybersecurity framework by
demonstrating practical implementation for national-scale security infrastructure.
Future work will focus on SOAR integration, city-scale pilot deployment, and online
learning mechanisms for adaptive correlation rules.
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