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Abstract. The rapid expansion of Internet of Things networks in smart city
environments creates fragmented attack surfaces that conventional security architec-
tures cannot adequately monitor. Current Intrusion Detection and Prevention Systems
operate in isolation, producing inconsistent alert formats that reach Security Opera-
tion Centers with substantial delays and poor normalization, which severely hampers
correlation effectiveness and generates excessive false positives. This study develops
and validates a vendor-neutral mechanism enabling standardized real-time communi-
cation between distributed IDPS sensors and centralized SOC platforms. Our meth-
odology combines analytical review of standards including STIX, TAXII, and ISO/
IEC 27001 with prototype implementation using Suricata and Zeek sensors, Apache
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Kafka message bus, and Elastic SIEM integration. A custom normalization micros-
ervice converts heterogeneous alerts into STIX-compliant JSON format while main-
taining GDPR and ISO 27001 compliance through TLS 1.3 encryption. Experimental
validation with BoT-IoT and TON IoT datasets shows the architecture reduces alert
correlation latency by approximately 28 percent and decreases false positive rates
by roughly 30 percent compared to baseline approaches. The bidirectional feedback
mechanism allows SOC analysts to propagate updated detection rules to edge sen-
sors, enabling adaptive threat response. Results demonstrate that message-bus-me-
diated architectures effectively address interoperability challenges in heterogeneous
IoT security infrastructures, offering a practical implementation pathway for national
smart city cybersecurity frameworks.

Keywords: smart city security, intrusion detection systems, security operation
center, IDPS-SOC integration, IoT cybersecurity, STIX protocol, alert normalization,
distributed security architecture, real-time threat correlation, Apache Kafka
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AHHOTanusl. AKbUIIBI Kana oprajnapbiHaa VHTepHeT >KeNiCiHiH >Kbuigam
KEHEI01 KOJIMI KayilCi3MliK apXHTEeKTypajapbl THICTI TypJae OakplUIali aJMalThIH
OeJIIeKTeNTeH MadyblT OETTEPiH JKacalIbl. AFBIMIAFEI MA0YBIIABl AHBIKTAY JKOHE
aJIJIBIH aJTy )KYHeIepi oKIayJaHFaH TYPAe )KYMBIC ICTEHI1, o1ap eneyJi KiipicTepMeH
KOHEe Hamap Kaiblnka kKenTipymeH Kayinci3fik omepanusiiblK OpTajbIKTapbIHA
KETETIH COMKEC KEJIMEHUTIH eCKepTy MIIIIMIEPiH MIbIFapajbl, OYJI KOPPEIAIUsSHBIH
THIMJIUTITIHE KATThI KEJAEPTi KENTipeAl 'KOHE IamMagaH ThIC JKaJiFaH MO3UTHBTEPII
Tyabipansl. by 3eprrey Tapateiiran IDPS ceHcopnapbl MEH OpTaIbIKTaHIBIPBLUIFaH
SOC mnatdopmanapsl apacblHAa CTaHAAPTTAIFaH HAKThl YaKbITTarbl OailllaHbICTHI
KamMTaMachl3 €TETIH caTylIblFa OedTapam MeXaHW3M/II 931pJICH Il JKOHE pacTailIbl.
biznin omicTemMe cTanAapTTapFa aHATMTUKAIIBIK 0Ty AbI, COHBIH inTiHae STIX, TAXII
xoHe ISO/IEC 27001, Suricata xone Zeek cencopnapsi, Apache Katka xabap mmnacs
xoHe Elastic SIEM wuHTerpamusicbl apKbplUIbl MPOTOTUITI €HTI3yMEH OipiKTipeni.
[Taiimananymbsl Kanelnka kentipy MukpocepBuci TLS 1.3 mmdpnay apksuier GDPR
xoHe ISO 27001 colikecTiriH cakTail OTBIpHIN, Oipkenki emec eckepTyiepai STIX-
yinecimal JSON mimimine typrnengipeni. BoT-IoT sxone TON IoT nmepexrep
YKUHAKTapbIMEH TOKIPUOCITIK TEKCEPY COYJIET €CKEPTY KOPPEISIUACKIHBIH KiIpiCiH
mamMaMmeH 28 maiibi3Fa a3aiiTaThIHBIH jKOHE OacTalKbl TOCUIAEPMEH CallbICThIpFaH/a
YKaJFaH OH KepceTkimrepai mamamed 30 maibi3ra TOMEHACTETIHIH KopceTeai. Exi
KakKThl Kepi Oainanbic Mexanu3mi SOC TangaymipliapbiHa Kayin-Karepre oeiiMaeny
PEaKIUsACHIH KOCa OTBIPHII, )KaHAPTHUIFAH aHBIKTAY €peskesIepiH IeTKI CeHCopapFa
TapaTyFa MYMKiHIIK Oepeni. Hotmwxkenep xabapiaManap IMIMHACHI apKbLIbI KY3€Te
achIPBUIATHIH apXUTEKTypaiap YITTHIK CMapT Kaia KUOepKayirnci3aik KYphUIbIMIaphbl
YIIiH TMPaKTHUKAIBIK I1CKE€ achIpy JKOJBIH YCbhIHA OTHIpHII, loT Kayimnci3miriHig
reTeporeHal MHGPaKyphUIBIMAAPBIHAA ©3apa OPEKETTeCYy MoceleNepiH THIM/II
HIEIIETIHIH KOPCETEIi.

Tyiiin ce3aep: aKpUIIBI Kajla Kayinci3iri, madybulIbl aHBIKTAY XKYyHenepi, Ka-
yincizaik onepanusiblK optanbiFbl, IDPS-SOC unTerpanuscel, [oT kubepkayircizmi-
ri, STIX mpoTOKOIIBI, €CKEePTYIIEPAl KaJIbIKa KEATIPY, TapaThlUIFaH KAYIMCi3aiK apXu-
TEKTypachl, HAKThI YaKbITTaFbl Kayin koppensuusichl, Apache Kafka

Hoiiexco3nep ymin: A T. ba6enko, JI. EckenmupoBa, E. baxtusposa, K.
Cancpi30aii. 1oT - Herisri smart sity nHGPaKypbUIBIMBIHIAFBI TapThUIFaH idps-mieH
QJICYMETTIK OPBIHJAAPBIHBIH ©3apa ocepici MexaHu3Mi // XallbIKapajblK aKIMapaTThIK
JKOHE KOMMYHHKALMUIBIK TeXHOJorusiap xypHanbl. 2025. Tom. 6. Ne 24, 78-93
6et. (Arbun). https://doi.org/10.54309/1J1CT.2025.24.4.005.
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AHHoOTamus. beicTpoe pacmmpenue ceredl MHrepHera Bemed B cpepax
«YMHBIX» TOpPOJIOB CO37aeT (hparMEeHTHPOBAHHBIE TMOBEPXHOCTH AaTaKH, KOTOPHIE
TPaJUIMOHHbBIE apXUTEKTYphl O€30IIaCHOCTH HE MOTYT a/IeKBaTHO KOHTPOJIUPOBATh.
Cy1iecTByIolLIMe CUCTEMbI 0OHAPYKEHUS U MPEIOTBPAILIECHUS BTOPKEHHUH padoTaroT
U30JIMPOBAHHO, TEHEPHPYsI HECOTTIaCOBaHHBIE (POPMATHI MPEAYIPEKICHHUH, KOTOphIE
MOCTYTAIOT B EHTPHI ONEPATUBHOM O€30MMaCHOCTH CO 3HAUUTENIHBIMU 33JIepKKaAMH
U TUIOXOH HOpManu3alMel, 4To Cephe3HO CHUXKAET 3(P(PEKTUBHOCTh KOPPEISALHH
U TPUBOIUT K UYPE3MEPHOMY KOJIMYECTBY JIOKHBIX cpalaTbiBaHMi. B mgaHHOM
UCCIIeZIOBAaHUH Pa3pabOTaH U MPOBEPEH Ha MIPAKTUKE HE3ABUCUMBIH OT MOCTABIIMKOB
MeXaHu3M, 00eCHeunBaIOINNA CTaHAAPTU3UPOBAHHYIO KOMMYHHUKAIMIO B PEAIbHOM
BPEMEHU MEXJy paclpeleieHHbIMU JTaTuyukamMu. Hama merononorust coueraer
B cebe aHanuTHueckuil 0030p crtanmaprtoB, Bkimowas STIX, TAXII u ISO/IEC
27001, ¢ mpOTOTUITHOM pean3alueil ¢ UCIOIb30BaHUEM AaTYMKOB Suricata u Zeek,
mmHbl coobmennit Apache Kafka m unrerpanun Elastic SIEM. HactpauBaemslii

MHKPOCEPBHUC HOpMaJIU3allUuN npeo6pa3yeT TE€TCPOTCHHLIC OITOBCUICHUS B (I)OpMaT
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JSON, coBmectumsriit ¢ STIX, mpu 3ToM obecrieunBasi COOTBETCTBHE TPEOOBaAHUSIM
GDPR u ISO 27001 3a cuet mmdpopanus TLS 1.3. DxkcnepuMeHTaNbHAsS TPOBEPKA
¢ ucnons3oBanueM HabopoB gaHHbIX BoT-IoT u TON IoT mnokasbiBaer, 4To
apXUTEKTypa COKpaIaeT 3aJEepXKKy KOpPPENAlUd OMOBELIEHU NpuMepHO Ha 28
MPOLIEHTOB M CHIKAET KOJIMYECTBO JIOXKHBIX cpabaTbiBaHui mnpumepHo Ha 30
MIPOLIEHTOB 0 CPaBHEHHUIO ¢ 06a30BBIMU MOAX0oAaMH. MexaHu3M IByHamnpaBIeHHON
oOpatHo¥ cBs3u no3BoJsieT aHanuTuKaM SOC pacpocTpaHsaTs 0OHOBJICHHBIE TPAaBHIIa
oOHapyXeHHsI Ha IOTPaHUYHbIE JATYMKU, OOECIIeunBas aJaTUBHOE pearupoBaHue
Ha yTrpo3bl. Pe3ynpTaThl IEMOHCTPUPYIOT, UYTO apXUTEKTYpPbl, OCHOBAHHBIE Ha IIIMHE
cooOmieHu#, 3P GEeKTUBHO penaroT MpodaeMy B3auMOISHCTBHS.

KiroueBble ci1oBa: 6e30MacHOCT, YMHOTO TOPOJAA, CUCTEMBI OOHApYKEHHS
BTOP)KEHUH, IIEHTP orneparuBHOM Oe3omacHocTH, naTerpamnus IDPS-SOC, kubep6es-
onacHocThb [0T, mporokon STIX, Hopmanu3alus npeaynpexKaeHUH, pacpeaeieHHas
apXUTEKTypa 0e30MacHOCTH, KOppENsIus yrpo3 B peanbHOM BpemeHu, Apache Kafka

s mutupoBanusi: T.B.babenko, /.M. EckenmupoBa, E.A. baxTtuspora,
K.M. Cancei3bait. MexaHu3Mbl B3aUMOJICHCTBHS MEXK]y pacrpeeaeHHbIME 1dps u
soc B mH(ppacTpyKTypax YMHBIX roposoB Ha ocHoBe IOT. 2025. T. 6. No. 24. Crp.
78-93. (Ha anr.). https://doi.org/10.54309/1J1CT.2025.24.4.005.

Kongaukt wmHTepecoB: aBTOpHI 3asBISAIOT 00 OTCYTCTBUU KOH(IIMKTA
HUHTEPECOB.

Introduction

The contemporary urban landscape undergoes profound transformation as
municipalities worldwide embrace smart city initiatives that promise enhanced effi-
ciency, sustainability, and quality of life through pervasive connectivity (Sharma et
all., 2019: 765-784; Elvas et all., 2021: 819—-839). At the technological foundation of
these initiatives lies an exponentially growing ecosystem of Internet of Things devices
ranging from environmental sensors and traffic management systems to critical infra-
structure controllers and public safety networks (Du et all., 2019: 1533—156). Recent
estimates suggest that smart cities will deploy billions of interconnected devices by
2030, each representing not merely a node of data collection but potentially an entry
point for malicious actors seeking to compromise urban infrastructure (Alaba, 2023:
285). This distributed architecture fundamentally challenges traditional cybersecurity
paradigms that evolved around centralized network perimeters and predictable threat
vectors (Cao et all., 2016: 637—646).

Security Operation Centers have historically served as the nerve centers for
organizational cyber defense, aggregating security events from various sources and
enabling human analysts to detect, investigate, and respond to incidents through cen-
tralized dashboards and correlation engines (Bhatt et all., 2014: 35-41). However, the
architectural assumptions underlying conventional SOC operations begin to fracture
when confronted with the scale and heterogeneity characteristic of smart city [oT de-
ployments (Kotenko et all., 2012: 391-394). Traditional SOCs expect relatively sta-
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ble network topologies with well-defined boundaries, yet smart city networks extend
across vast geographic areas with thousands of edge devices that may belong to differ-
ent vendors, operate under varying protocols, and generate telemetry in incompatible
formats (Sisinni et all., 2018: 4724-4734). The temporal dimension compounds these
challenges because loT-targeting attacks often unfold rapidly, exploiting vulnerabil-
ities in resource-constrained devices before centralized detection mechanisms can
correlate disparate signals into coherent threat narratives (Liu et all., 2020: 356-372).

Intrusion Detection and Prevention Systems represent a critical defensive lay-
er in this environment, positioned to monitor network traffic and system behaviors
for malicious patterns (Zarpeldo et all., 2017: 25-37; Walling et all., 2025). Mod-
ern IDPS platforms such as Suricata, Zeek, and Snort offer sophisticated capabilities
including deep packet inspection, protocol analysis, and signature-based detection
that can identify both known attack patterns and anomalous behaviors indicative of
novel threats (Paxson, 1998). Yet despite these technical capabilities, current IDPS
deployments in smart city contexts suffer from a fundamental integration deficit.
Most installations operate as isolated sensors that generate alerts in proprietary or
loosely standardized formats, transmit findings through ad-hoc channel mechanisms,
and lack coordinated response directives from centralized security orchestration plat-
forms. This isolation creates information silos where individual sensors may detect
fragments of multi-stage attacks without the contextual awareness necessary to rec-
ognize their significance within broader campaign patterns (Aktar et all., 2024: 1-6;
La et all., 2021: 1-12; Wardana et all., 2024: 1-37).The research community has
made substantial progress in developing threat intelligence sharing frameworks and
security information exchange standards. The Structured Threat Information Expres-
sion language and its companion Trusted Automated Exchange of Intelligence Infor-
mation protocol emerged from collaborative efforts to enable machine-readable threat
intelligence sharing across organizational boundaries. Similarly, the Common Event
Format and traditional syslog protocols attempted to standardize security event rep-
resentation, while frameworks like MITRE ATT&CK provided taxonomies for cat-
egorizing adversary tactics and techniques. These standards offer valuable building
blocks, yet their adoption in operational smart city environments remains fragmen-
tary. Part of this gap stems from implementation complexity, as translating between
vendor-specific alert schemas and standardized formats requires non-trivial normal-
ization logic that must account for semantic variations and missing fields. Anoth-
er challenge involves latency constraints, because real-time threat response in IoT
environments often demands sub-second correlation capabilities that batch-oriented
integration approaches cannot satisfy (Igbal et all., 2018: 271-276; Sauerwein et all.,
2017: 837-851; Gerhards, 2009; Najafi et all., 2021: 21-39; Yasaei et all., 2020: 1-9;
Shabad et all., 2021: 1-6).

The regulatory landscape adds another dimension to this challenge. European
smart cities operating under General Data Protection Regulation must ensure that se-
curity monitoring infrastructures protect citizen privacy even while detecting threats,
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requiring careful telemetry sanitization and retention policies. International standards
such as ISO/IEC 27001 provide governance frameworks for information security
management systems, yet translating their abstract requirements into concrete tech-
nical architectures for distributed IDPS-SOC integration remains an open question
that practitioners must resolve through careful design and implementation choices
(General Data Protection Regulation, 2016: 1-88; Information security, cybersecurity
and privacy protection, 2022: 30).

This research addresses these converging challenges by asking whether it is
feasible to construct a standardized, vendor-neutral mechanism that enables real-time
bidirectional communication between distributed IDPS sensors deployed across smart
city edge networks and centralized SOC platforms responsible for citywide security
orchestration. We hypothesize that message-bus-mediated architectures incorporating
normalization microservices can bridge the interoperability gap while maintaining la-
tency and compliance requirements suitable for operational deployment. The novelty
of our approach lies not in inventing entirely new protocols but rather in the system-
atic integration of existing standards and open-source technologies into a coherent
architecture validated through empirical testing against realistic loT attack datasets
(Hernandez-Ramos et all., 2018: 11; Moustafa et all., 2019: 1975-1987).

Methods

The research methodology unfolds across two complementary stages that to-
gether establish both theoretical foundations and practical validation of the proposed
IDPS-SOC integration mechanism. The first stage encompasses analytical examina-
tion of existing standards, architectural patterns, and regulatory requirements, while
the second stage focuses on system design, prototype implementation, and empirical
performance evaluation. This dual approach ensures that the resulting architecture
rests on solid theoretical grounding while demonstrating practical feasibility through
measurable outcomes.

Analytical study and requirements formulation

The initial analytical phase began with systematic review of international
standards governing security information exchange and threat intelligence sharing.
We examined the Structured Threat Information Expression version 2.1 specification
alongside its companion Trusted Automated Exchange of Intelligence Information
protocol to understand their capabilities for representing cyber threat indicators in
machine-readable formats. The STIX framework provides a rich vocabulary for de-
scribing observables, indicators, threat actors, and attack patterns, yet its complexity
poses integration challenges that required careful analysis to identify the minimal
subset of objects necessary for loT security contexts. Similarly, we investigated the
Common Event Format specification and traditional syslog protocols to assess their
suitability for real-time alert transmission from resource-constrained edge devices
(Igbal et all., 2018: 271-276; Gerhards, 2009).

Regulatory compliance requirements shaped our architectural constraints
from the outset. The General Data Protection Regulation imposes strict limitations on
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processing personal data, which in smart city contexts may include location informa-
tion, behavioral patterns, or identifiable characteristics embedded within network te-
lemetry. We analyzed GDPR articles 25 and 32 concerning data protection by design
and security of processing to derive technical requirements for anonymization, en-
cryption, and retention policies. Concurrently, examination of ISO/IEC 27001:2022
controls provided a framework for information security management that informed
our approach to access control, cryptographic protection, and audit logging Gener-
al Data Protection Regulation, 2016: 1-88; Information security, cybersecurity and
privacy protection, 2022: 30). The interplay between these regulatory mandates and
technical performance requirements created design tensions that necessitated careful
balancing throughout the architecture development process.

Comparative analysis of existing SOC-IDPS integration approaches revealed
several recurring limitations in current practice. Commercial SIEM platforms typi-
cally offer vendor-specific connectors that parse proprietary alert formats but struggle
with heterogeneous sensor deployments spanning multiple vendors (Najafi et all.,
2021: 21-39). Open-source solutions often rely on file-based log forwarding through
syslog or similar protocols, introducing latency unsuitable for real-time correlation
of fast-moving loT attacks (Shabad et all., 2021: 1-6). Academic proposals have ex-
plored federated learning approaches for collaborative intrusion detection, yet these
methods face challenges in managing concept drift and maintaining model accuracy
across diverse device populations (Mitchell et all., 2014). Our analysis identified the
need for an integration layer that preserves vendor neutrality while achieving sub-sec-
ond latency and supporting bidirectional communication for adaptive response.

The analytical phase concluded with formulation of concrete technical re-
quirements derived from standards review, regulatory analysis, and gap identification
in existing approaches. We specified maximum alert correlation latency of one second
measured from sensor detection to SOC ingestion, acknowledging that IoT attack
campaigns often progress within minutes (Liu et all., 2020: 356-372). Throughput
requirements mandated support for at least 5,000 events per second to accommodate
realistic smart city deployment scales where hundreds of sensors generate continuous
telemetry streams (Du et all., 2019: 1533—-1560). Normalization accuracy targets re-
quired successful schema conversion for at least 95 percent of alerts, recognizing that
perfect translation between heterogeneous formats remains infeasible given semantic
ambiguities in vendor documentation. Compliance requirements demanded end-to-
end encryption using TLS 1.3 or equivalent, HMAC-based message authentication to
prevent tampering, and configurable retention policies aligned with GDPR’s principle
of storage limitation.

Architecture design and prototype implementation

The system architecture comprises four distinct layers addressing specific in-
tegration challenges. At the edge layer, we deployed Suricata 7.0 and Zeek 6.0 as
representative open-source IDPS platforms capable of deep packet inspection and
protocol analysis across diverse IoT communication patterns (Paxson, 1998). These
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sensors operate on mirrored network traffic from smart city infrastructure segments,
applying signature-based detection rules and behavioral anomaly models. Configu-
ration required careful tuning to balance detection sensitivity against resource con-
straints typical of edge deployment environments.

The transport layer centered on Apache Katka 3.6, selected for high-through-
put message streaming with durable persistence and horizontal scalability (Apache
Kafka Documentation / Apache Software Foundation, https://kafka.apache.org/doc-
umentation) Kafka topics partition alert streams by sensor type, geographic zone, or
threat category, enabling parallel processing while maintaining ordering guarantees.
Producer configurations optimize for low latency with acknowledgment settings bal-
ancing delivery strength against transmission overhead, while consumer configura-
tions leverage Kafka’s consumer group mechanism for fault tolerance through auto-
matic partition reassignment.

The normalization microservice, implemented using Python 3.11 with pydan-
tic for schema validation, achieves vendor-neutral integration (Yasaei et all., 2020:
1-9). The multi-stage pipeline performs format detection, field extraction mapping
vendor-specific attributes to canonical representations, and STIX 2.1 serialization
producing standardized JSON output. Extensive error handling accommodates re-
al-world sensor outputs containing malformed fields, missing timestamps, or encod-
ing inconsistencies.

Schema definition leverages OpenAPI 3.1 specifications documenting canon-
ical alert formats with machine-readable contracts facilitating automated validation
(OpenAPI Initiative, Linux Foundation, https://spec.openapis.org/oas/v3.1.0) Each
alert contains mandatory fields including timestamp, sensor identifier, threat severity,
and asset identifiers, alongside optional protocol-specific details preserving vendor
information not mappable to standard fields.

SOC layer integration utilizes Elasticsearch REST API for alert ingestion into
Elastic SIEM 8.11, maintaining protocol-agnostic abstractions supporting alternative
platforms including IBM QRadar or Splunk (Aktar et all., 2024: 1-6). Custom cor-
relation rules leverage normalized STIX format detecting multi-stage attack patterns
spanning multiple sensors.

The bidirectional feedback mechanism implements a RESTful API accepting
rule definitions in Suricata or Zeek syntax (Open Information Security Foundation,
https://docs.suricata.io/en/latest) Rate limiting and access control prevent malicious
rule proliferation degrading sensor performance. Deployment utilizes Docker con-
tainers orchestrated through Docker Compose, with containerization simplifying de-
pendency management and providing migration paths toward Kubernetes for pro-
duction requiring higher availability (Cloud Native Computing Foundation. https://
kubernetes.io/docs/).

Experimental evaluation framework

Empirical validation employed BoT-IoT and TON IoT datasets providing re-
alistic IoT attack traffic including DDoS, reconnaissance, and protocol-specific at-
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tacks across MQTT, CoAP, and HTTP [25]. Performance measurement focused on
alert correlation latency (sensor generation to SOC availability), throughput capacity
under increasing event rates, normalization accuracy through manual review of 500
randomly selected alerts per dataset comparing STIX output against originals, and
false positive rates leveraging ground truth labels. System reliability tracked message
delivery success through Kafka’s at-least-once guarantees and schema validation er-
ror rates. Both datasets contain synthetic anonymized traffic eliminating GDPR ob-
ligations, though we maintained production-grade encryption and authentication to
validate security properties.

Results

The prototype successfully demonstrated functional integration between dis-
tributed IDPS sensors and centralized SOC platforms, achieving core architectural
objectives with quantifiable performance improvements over baseline approaches.

Architecture validation and functional verification

The implemented four-layer architecture (Fig. 1) enables vendor-neutral
integration through edge sensors (Suricata/Zeek), Kafka message transport, normal-
ization microservices, and Elastic SIEM. Suricata employed eight detection threads
with 32,768-packet ring buffers, while Zeek operated with six worker processes
(Paxson, 1998). Both processed BoT-IoT dataset traffic at line rate with CPU utiliza-
tion reaching 85 percent during peak DDoS scenarios.

== Alert Flow (Upward)

SOC Layer = = Feedback Flow (Downward)
Correlation Analyst TLS 1.3 Encryption
I ES Node 1 ‘ l ES Node 2 | l ES Node 3 i l ‘ e J YP!

I 2 [sTxza I
Il T SON H
Normalization Layer

lm Normalizer 1 Normalizer 2 Normalizer 3

)

Detect g i Det Mg s Dutact ™ b Dead Letter
Quewe |

Kafka, Broker 1 E‘.méw -
‘1‘ : ‘III.(:;:“‘ /ﬁ\ TSV /‘I - EVE J‘QO'J m-“:“u
Edge Layer (IDPS Sensors)

Suricata Zeek Suricata Zeek Suricata Zeek
Sensar 1 Sensor 1 Sensor 3 Sensor d Sensor § Sensor §

Smart City loT Network

Fig. 1. System architecture showing four-layer design for IDPS-SOC integration in smart city environments

The Kafka cluster (three brokers, replication factor two) maintained pub-
lish-to-consume latency below 150 milliseconds at 7,500 events per second, well
within our one-second end-to-end target (Apache Software Foundation. https://

kaftka.apache.org/documentation/). Topic partitioning allocated eight partitions per
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sensor type, enabling parallel normalization while preserving message ordering.

The normalization microservice processed eighteen distinct Zeek log types
and Suricata EVE JSON alerts, mapping them to STIX 2.1 Cyber Observable ob-
jects (Igbal et all., 2018: 271-276). Table 1 documents the complete API schema
with mandatory and optional fields. Processing 50,000 sampled alerts achieved
96.8 percent normalization success, exceeding the 95 percent threshold. Failures
(3.2 percent) stemmed from malformed timestamps and null values in non-nullable
fields, handled through dead-letter queue quarantine (Yasaei et all., 2020: 1-9).

Table 1. API schema for normalized alerts in STIX 2.1 format

Field Name Data Type | Mandatory | Description Example Value

type string Yes STIX object type «observed-data»

spec_version string Yes STIX version «2.1»

id string Yes UUID «observed-data--a3c42e5f...»

created / modified timestamp | Yes grsfélt;(g(])/]n;odiﬁcation «2025-03-15T14:32:18Z»

first / last_observed | timestamp | Yes Observation window | «2025-03-15T14:32:17Z»

number_observed integer Yes Observation count 1

objects object Yes Cyber observables {network-traffic, ipv4-addr}

network-traffic object Yes Ports, protocols TCP 45821—443

ipv4-addr object Yes Source/destination IPs | 192.168.1.105 /203.0.113.42

x_sensor id / type string Yes Sensor identifier/ | «suricata-edge-01», «suricata»
platform

x_threat_severity enum Yes Threat level «high»

Egillinaturefld / int/ string | No Rule ID and name 2024315 / «ET EXPLOIT RCE»

x_raw_log string No Original output {«timestamp»:»2025-03...»}

Elasticsearch integration achieved ingestion rates exceeding 8,000 docu-
ments per second on three-node clusters (32GB RAM per node). Custom correlation
rules detected multi-stage attacks spanning temporal windows with sub-second
evaluation latency (Aktar et all., 2024: 1-6). The bidirectional feedback API enabled
rule propagation to all edge sensors within 2.3 seconds, supporting adaptive incident
response.

Performance Metrics and Quantitative Analysis

End-to-end correlation latency averaged 687 milliseconds (c=143ms) across
10,000 alerts, with 95th percentile at 921 milliseconds and 99th percentile at 1,247
milliseconds. Latency decomposition revealed normalization consumed 340ms, Kaf-
ka transport 150ms, Elasticsearch indexing 180ms, and sensor serialization 17ms.
The distribution of latencies across these pipeline stages is shown in Fig. 2, which re-
veals normalization exhibits the widest variance with a long tail for complex Zeek log
entries, while Kafka demonstrates tight clustering and Elasticsearch shows bimodal
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distribution due to bulk request batching effects. Fig. 3 illustrates the complete alert
processing workflow with timing annotations.
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Fig. 2. Latency distribution across pipeline stages for 10,000 sampled alerts

Compared to baseline file-forwarding approaches reporting 1.5-2.8 second la-
tencies, our Kafka-mediated architecture achieved approximately 62 percent latency
reduction through continuous streaming versus batch-oriented polling.

False positive analysis using ground truth labels showed Suricata baseline at
30.1 percent, reduced to 21.4 percent (29 percent improvement) through cross-sensor
correlation. Zeek exhibited 41.2 percent baseline, reduced to 28.6 percent (31 per-
cent improvement). Correlation logic suppressed isolated alerts lacking temporal or

multi-sensor corroboration.
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Fig. 3. Sequence diagram for alert processing workflow with timing annotations
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Throughput testing demonstrated stable operation up to 8,200 events per sec-
ond, exceeding the 5,000 event/s requirement. Horizontal scaling with three normal-
ization instances achieved 18,500 events per second before Elasticsearch became the
bottleneck. Table 2 summarizes performance metrics against baselines and require-
ments.

Table 2. Performance evaluation metrics comparing prototype against base-
lines and requirements

Metric Baseline Prototype Requirement Improvement
Mean correlation latency 1.8s[19] 0.687s <1.0s -62 %
95th percentile latency 2.3s[19] 0.921s <1.0s -60 %
Maximum throughput 3,200 ev/s [21] 8,200 ev/s >5,000 ev/s +156 %
Normalization accuracy N/A 96.8% >95% +1.8 %
False positive (Suricata) 30.1 % [4] 21.4% N/A -29%
False positive (Zeek) 41.2 % [10] 28.6% N/A -31%
Message delivery 98.5 % [27] 99.97% >99 % +1.5 %
Schema errors N/A 3.2% <5% N/A
Rule propagation latency N/A 2.3s <Ss N/A

System reliability over 72-hour testing achieved 99.97 percent Kaftka message
delivery and 99.8 percent Elasticsearch availability (Aktar et all., 2024: 1-6). Security
validation confirmed TLS 1.3 encryption, HMAC-SHA256 integrity protection, and
role-based access controls aligned with ISO 27001. GDPR compliance included IP
anonymization through prefix-preserving pseudonymization and automated 90-day
retention policies.

Discussion

The experimental results demonstrate that standardized message-bus architec-
tures effectively bridge interoperability gaps in heterogeneous loT security infrastruc-
tures while meeting latency and compliance requirements.

Comparison with existing approaches

Traditional SIEM integration relies on file-based log forwarding introduc-
ing correlation delays incompatible with rapid IoT attack progression (Najafi et all.,
2021: 21-39). Our Kafka-mediated streaming architecture eliminates polling latency,
reducing mean correlation time by 62 percent compared to baseline approaches, prov-
ing critical for IoT environments where attacks exploit resource-constrained devices
within compressed timeframes (Liu et all., 2020: 356-372).

The normalization layer addresses multi-vendor deployment challenges
where proprietary alert schemas create integration friction. Unlike vendor-specif-
ic SIEM connectors requiring custom parsers for each sensor type (Najafi et all.,
2021: 21-39), our STIX-based canonical format provides extensible representation
accommodating diverse IDPS platforms. The 96.8 percent normalization success rate
demonstrates practical feasibility (Yasaei et all., 2020: 1-9), False positive reduction
through cross-sensor correlation achieved 29-31 percent improvement, directly im-
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proving analyst efficiency and reducing alert fatigue (Alaba, 2023: 285; Cao et all.,
2016: 637-646; Bhatt et all., 2014: 35-41; Kotenko et all., 2012: 391-394; Sisinni
et all., 2018: 4724-4734; Liu et all., 2020: 356-372; Zarpelao et all., 2017: 25-37).

Implications for smart city security infrastructure

The bidirectional feedback mechanism enables adaptive security postures,
allowing SOC analysts to propagate detection logic updates to distributed edge sen-
sors within 2.3 seconds, supporting rapid incident response. Regulatory compliance
integration demonstrates privacy-preserving security monitoring through prefix-pre-
serving [P anonymization maintaining correlation capabilities while preventing de-
vice identification, with configurable retention policies aligning with GDPR’s data
minimization principles (General Data Protection Regulation, 2016: 1-88). The ven-
dor-neutral architecture addresses municipal procurement concerns, enabling infra-
structure evolution without wholesale replacement of existing investments (Aktar et
all., 2024: 1-6).

Limitations and future directions

Edge resource constraints present ongoing challenges, with sensors approach-
ing 85 percent CPU utilization during peak traffic (Paxson, 1998). The normalization
microservice emerged as the primary latency bottleneck consuming approximately
340 milliseconds through complex parsing, suggesting optimization opportunities
through compiled parsers or binary formats (Yasaei et all., 2020: 1-9). Concept drift
in behavioral anomaly models requires ongoing tuning as IoT device populations
evolve and legitimate traffic patterns shift.

Future research should explore full Security Orchestration, Automation and
Response integration enabling automated response workflows beyond rule propaga-
tion, city-scale pilot deployments validating performance under operational condi-
tions with thousands of sensors, and online learning mechanisms adapting correlation
rules based on analyst feedback to reduce false positives continuously (Wardana et
all., 2024: 1-37; Shabad et all., 2021: 1-6).

Conclusion

This research developed a vendor-neutral mechanism enabling standardized
real-time communication between distributed IDPS sensors and centralized SOC
platforms in smart city [oT environments. Through integration of STIX, TAXII, and
ISO/IEC 27001 standards with Suricata, Zeek, Apache Kafka, and Elastic SIEM, we
constructed a four-layer architecture addressing interoperability challenges in hetero-
geneous security infrastructures.

Experimental validation using BoT-IoT and TON IoT datasets demonstrated
62 percent reduction in alert correlation latency compared to baseline approaches,
maintaining mean processing time of 687 milliseconds within the one-second re-
quirement. Normalization accuracy reached 96.8 percent while cross-sensor correla-
tion reduced false positive rates by approximately 30 percent. System throughput
exceeded 8,200 events per second, surpassing the 5,000 event/s specification. The
bidirectional feedback mechanism enables rule propagation to edge sensors within

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 (D
International License

91



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

2.3 seconds, supporting adaptive security postures. Compliance validation confirmed
GDPR alignment through privacy-preserving telemetry and ISO/IEC 27001 require-
ments through TLS 1.3 encryption and HMAC authentication.

These results contribute to Kazakhstan’s smart city cybersecurity framework
by demonstrating practical implementation for national-scale security infrastructure.
Future work will focus on SOAR integration, city-scale pilot deployment, and online
learning mechanisms for adaptive correlation rules.

Funding. This research has been funded by the Science Committee of the
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