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Abstract. This paper presents a mathematical model for the optimal selection
of sensors in Security Information and Event Management (SIEM) systems using the
Analytic Hierarchy Process (AHP). The growing complexity of modern information
infrastructures and the increasing number of cyber threats require reliable and efficient
monitoring mechanisms. Since the effectiveness of a SIEM system significantly depends
on the performance and configuration of its sensors, the problem of selecting the most
suitable sensor under multi-criteria conditions becomes a relevant scientific and practi-
cal task. The proposed approach formalizes the sensor selection process as a three-level
hierarchical structure that includes the main objective, a system of evaluation criteria,
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and alternative sensor configurations. The criteria considered in the study include sys-
tem load, reaction time, working time, efficiency, implementation cost, labor intensity,
universality, implementation quality, and prevalence. Pairwise comparisons were per-
formed according to the Saaty scale, and weighting coefficients were calculated using
eigenvalue-based methods. The consistency index and consistency ratio were evaluated
to ensure the reliability of expert judgments.Based on the developed model, a software
tool was implemented in C++ using the MySQL database management system. The sys-
tem automates the formation of comparison matrices, calculation of priority vectors, and
ranking of alternatives. Experimental results demonstrate that the application of AHP
improves the objectivity and transparency of decision-making, reduces configuration
time, and increases the reliability of SIEM sensor deployment. The proposed model is
scalable and can be adapted to various information security infrastructures, contributing
to the advancement of multi-criteria optimization methods in cybersecurity.

Keywords: information security, SIEM, sensor, Analytic Hierarchy Process
(AHP), decision-making
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Annoramusi. byn makanana SIEM kiacTel aknmapaTThIK Kayilci3aikTi 6ackapy
JKYHENepIHIe OHTAIIBl CEHCOPJAbl TaHAay YIIH Hepapxusiapabl Taujuay oiici
(UTO) HeriziHae MaTeMaTHKaJIbIK MOJIETb YCHIHBUIAJBI. 3aMaHayd aKmapaTThIK
WHOPaKYPBUIBIMAAPIBIH KYPACICHYl KoHE KHOEepKayiNmTepiH apTybl CEHIMII opi
THIMJII MOHUTOPHUHT TETIKTepiH KaxkeT eremi. SIEM xyiieciniy TuiMaiiiri kedinece
KOJIJIaHBUIAThIH CEHCOPJap/blH CHUIaTTaMalapbl MEH KOH(PUIypalusChbIHA Toyenl
O0JFaHIBIKTaH, KOIIKPUTEPUILIL OpTaja €H KOJIaljbl CEHCOP/Abl TaHJAay FbUIBIMU 9pi
MPaKTUKAIBIK TYPFBIJIAH ©3€KTI MOcee OO TaObLIa bl ¥ CBIHBUIFAH TACLT CEHCOPIBI
TaHJay YAEPICIH YII JEHIeill HepapXUsUIbIK KYpBUIBIM TypiHAe (opmanmaiab:
HEri3r1 MaKkcar, Oaranay KpUTepHisiepl )koHe OalaMalibl ceHcopiap. 3epTTeyie Kemeci
KpUTEPHUIIEp €CKepUIIi: JKyHere TYCETIH XKYKTeMe, )Kayam Oepy YyakKbIThl, JKYMBIC
YaKbIThI, THIMIUTIK, €HTi3y KYHBI, €HT13yJiH €HOEK CBHIMBIMIBUIBIFBI, OMOEOANTHIK,
JKY3€re achIpy camachl XKoHe Tapaily JAeHreii. JKynTeik canbicTeipyinap CaaTH mKaiachl
OOMBIHIIIA KYPri3UIin, caiMak Kod(Q(HUIIMEHTTEpl MEHIIIKTI MOHACP OJIiCi apKbUIbI
ecenreri. CapantamanblK OaralapJblH TYPBICTBIFBIH TEKCEPY VIIIH KellCIMIUTIK
MHJIEKC1 KOHE KeJICIMIUTIK KaThIHACHI aHBIKTAJIbl. O31pJCHTeH MOIeNb Heri3iHae C++
Oarnmapnamanay TimiHae xoHe MySQL nepexrep KopblH Oackapy »KyHeciH KojjgaHa
OTBIPBIN OarjapiaMaiblK Kypai skacanjbl. JKylie KyNThIK CalbICThIPY MaTpULlaTapblH
KYPY/Zibl, OacChIMJIBIK BEKTOPJIAPBIH €CeNTeyAl »oHe Oajmamanapibl paHXupieyIi
aBTOMATTaHJbIPaAbl. DKCIEPUMEHTTIK HOTHXKENIep HepapXusuiapibl Tajljgay oJiCiH
KOJIIaHy HIENIMKa0bUIIay YACPICIHIHOOBEKTUBTTITT MEH aUKBIH IBIFBIH AP TTHIPATHIHBIH,
JKyHeHl OanTay yakbITBIH KbICKApTaThIHBIH >koHe SIEM  uH(paKypbUIBIMBIHIA
CEHCOP/IbI TAHIAYIbIH CEHIMJIUIITIH KOFapbhLUIATATHIHBIH KOPCETTI. ¥ CIHBUIFAH MOJICITb
MacIITadTaIaThIH OOJIBIN TA0BUIA B )KOHE OPTYPJIl aKMapaTThIK KayINCi3 K )KyHeaepiHe
Oeitimaerne anaapl, OyJ1 KHOEPKAyITCI3iK callaChIHAAFbl KOIKPUTEPUIATTI OHTAUIAHBIPY
OICTEPIH TaMBITYFa BIKITAJ €TE/Il.
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AnHoTanus. B 1anHo# cTarbe npeacTaBieHa MaTeMaTHueckast MoJieIb BbIOopa
ONTHMAJILHOTO CEHCOpa B CHUCTEMax YIpaBlIEHUs MHPOPMAIIMOHHOW 0€30MacHOCTHIO
kimacca SIEM Ha ocHOBe Merona ananm3a wepapxuii (MAUW). Bo3pacraromas ciox-
HOCTh COBPEMEHHBIX MH()OPMAIMOHHBIX MHPPACTPYKTYp U yBEIWYCHHE KOJINYECTBA
KuOepyrpo3 TpeOyoT HaaeKHBIX U 3(PPEKTUBHBIX MEXaHU3MOB MoHHTOpuHra. [lo-
CKOJIBbKY 3¢ deKkTuBHOCTh QpyHKIHOHUpOoBaHUS SIEM-crcTeMbl BO MHOTOM 3aBHCHUT OT
XapaKTEepPUCTUK U KOH(UTYpaIMK UCTIOIb3yeMbIX CEHCOPOB, 3a7aya BpIOOpa Haubosee
MOJXO/ISIIETO0 CEHCOPa B YCIOBUSIX MHOTOKPUTEPUATHHOCTHU SIBIISIETCS aKTyallbHOM Ha-
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YYHOW M TNpakTH4yeckoi mpoonemoit. [IpemnokeHHbIN moaxon GopMain3yeT Mmporecc
BbIOOpA CEHCOpa B BUJE TPEXYPOBHEBOM HEPAPXUUECKON CTPYKTYPbI, BKIIIOYAIOIIEH 11e-
JeByI10 (DYHKIIMIO, CHCTEMY KPUTEPUEB OIICHKH M aJIbTEPHATUBHBIC BAPHAHTHI CEHCOPOB.
B uccnenoBanum yuuThIBaIOTCS CIENYIOIIME KPUTEPUM: HAarpy3Ka Ha CUCTEMY, BpEMsI
peakiuu, paboudee Bpems, d3PPEKTUBHOCTb, CTOMMOCTh pealn3allui, TPYIOEMKOCTb
BHEPEHUS, YHUBEPCAIBHOCTh, KAU€CTBO peaIn3alii U pacpocTpaHEHHOCTh. [lapHbie
CpaBHEHUsI IPOBOAWIMCH 110 1IKaje Caaru, a BeCOBbIe KOA(PPHUIIMEHTHI PACCUUTHIBAIHICH
Ha OCHOBE METOJIOB OIpe/AeIeHUs] COOCTBEHHBIX 3HaUeHUM. JlJ11 MPOBEPKHU KOPPEKTHO-
CTH SKCIEPTHBIX OLIEHOK ObUIM BBIYMCIIEHBI MHJEKC CONIACOBAaHHOCTHU M OTHOLICHHE
coracoBaHHOCTH. Ha ocHOBe pa3paboTaHHON MOJIENH pealn30BaHO MPOTPAMMHOE
oOecrnieueHne Ha si3pike C++ ¢ ncnons3oBanueM CYBJ[ MySQL. Cucrema aBroMaTu-
3upyeT (OPMHPOBAHUE MATPUIl TAPHBIX CPABHEHHH, pacyeT BEKTOPOB MPHOPHUTETOB H
paHXMpOBaHME AJITEPHATUB. Pe3ynbTaThl SKCIIEPUMEHTOB IOKa3bIBAIOT, YTO IPUMEHE-
HHUE METOJIa aHaJIN3a UePAPXUI MOBBIIIACT OOBEKTHBHOCTh U MIPO3PAYHOCTH PUHATHS
pEeIIeHHi, COKpaIaeT BpeMsi HACTPOMKH CUCTEMBI U YBEIIMYMBAET HAJIS)KHOCTH BEIOOpa
cercopoB st SIEM-urdpactpykrypsl. [IpenioxkeHHas MOIENb SBISETCS MAaCIITA0H-
pyeMoi U MOXKET OBbITh aIanTHPOBAaHA K PA3IMYHBIM CUCTEMaM WH(POPMALIMOHHON Oe3-
OIACHOCTH, CIOCOOCTBYSl Pa3BUTHUIO METOJ0B MHOTOKPUTEPHAIBHOM ONTHUMM3ALUK B
chepe kubepOe30MacHOCTH.

KaroueBbie cioBa: nHpopmanmonHas 6e3omacHocts; SIEM; ceHcop; meton
aHaJIn3a UepapXuii; PUHATHE PELICHUN
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HypramueBa A. Aonuranmesa (2026). MaTemaTtrueckast MOJIENIb BBIOOpA OITHMAIILHOTO
CEHCOopa B Siem-CUCTEMax CPeICTBAMU METO/[a aHAJIN3a HepapXuid. / MexyHapo HbIH
KypHaJI HHPOPMALMOHHBIX U KOMMYHUKAITMOHHBIX TexHOJorHid. T. 7. Ne. 25. Ctp. 326—
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KoH(pauKT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIHMKTA
UHTEPECOB.

Introduction.

Modern information systems are an integral part of the infrastructure of enter-
prises, government agencies, and commercial organizations. As data volumes and levels
of automation grow, the number of information security threats increases significantly,
requiring continuous improvement of protection and monitoring methods. One of the
most effective tools is a security information and event management system (SIEM),
which collects, correlates, and analyzes data on events occurring within the protected
network.

The effectiveness of a SIEM system depends on the proper operation of its sen-
sors—the components that collect, filter, and transmit security event data. An incorrect-
ly selected or improperly configured sensor can lead to the loss of critical data, false
alarms, or increased system load. Therefore, the problem of selecting the optimal sensor
that balances performance, reliability, and cost is a pressing scientific and practical is-
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sue.

Traditional sensor selection methods rely primarily on expert assessments and
empirical data, which do not always account for the multi-criteria nature and mutual
influence of system parameters. Therefore, it is advisable to apply formalized mathe-
matical methods of multi-criteria analysis, capable of considering both quantitative and
qualitative characteristics. One of the most universal approaches is the Analytic Hier-
archy Process (AHP), proposed by T. Saaty, which is widely used in optimization and
decision support problems.

Using the Analytic Hierarchy Process (AHP) allows us to represent the sensor
selection process as a hierarchical structure: from the primary goal—improving the ef-
fectiveness of the security system—to subordinate levels of criteria and alternatives.
This model enables us to objectively assess the importance of each criterion, determine
the weights of alternatives, and formulate a quantitative justification for the selection.

The objective of this study is to develop a mathematical model and software
tool that enable rational selection of the optimal sensor for a SIEM system using the
Analytic Hierarchy Processing (AHP) method. To achieve this goal, the following
tasks are addressed:

* An analysis of existing approaches to the construction and configuration of

SIEM systems was conducted;

e a hierarchical structure of sensor selection criteria has been formed;

» an algorithm for calculating weights and consistency indices has been im-

plemented;

* asoftware module was developed in C++ using the MySQL DBMS;

* An experimental verification of the correctness and effectiveness of the

proposed model was carried out.

The results of the study are aimed at improving the efficiency of SIEM system
setup and operation, reducing the risk of information incidents, and ensuring a higher
level of information infrastructure security.

Materials and Methods

SIEM Systems.

Security Information Event Management (SIEM) is the general name for soft-
ware products previously used separately from each other, categories SIM (Security
Information Management) and SEM (Security Event Management).

A typical SIEM system faces the following tasks.

Consolidation and storage of event logs from various sources — network devices,
applications, OS logs, security tools. Sometimes an incident is detected late, and the
events have long since been deleted, or the event logs are inaccessible for some reason,
making it impossible to identify the cause of the incident. Furthermore, connecting to
each source and viewing events is time-consuming.

Providing tools for event analysis and incident resolution. Event formats vary
across various sources. Text-based formats can be cumbersome when dealing with large
volumes and reduce the likelihood of incident detection. Some SIEM products standard-
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ize events and make them more readable, while the interface visualizes only valuable
information events, highlights them, and allows filtering out non-critical events.

Correlation and rule-based processing. A single event doesn’t always indicate an
incident. The simplest example is “login failed”: one instance is insignificant, but three
or more such events involving the same account may indicate brute-force attacks. In the
simplest case, rules in SIEM are represented in RBR (RuleBasedReasoning) format and
contain a set of conditions, triggers, counters, and action scripts.

Automatic notification and incident management.

The primary goal of a SIEM is not simply to collect events, but to automate the
process of incident detection, documenting them in its own log or an external HelpDesk
system, and providing timely notification of events. A SIEM can detect:

network attacks on internal and external perimeters;

viral epidemics or individual viral infections, unremoved viruses, backdoors and
Trojans;

attempts to gain unauthorized access to confidential information;

errors and failures in the operation of information systems;

vulnerabilities;

Configuration errors in security tools and information systems.

A SIEM system is versatile thanks to its logic. But to accomplish its intended
tasks, useful sources and correlation rules are necessary. Any event (for example, a door
opening in a specific room) can be fed to the SIEM input and used.

Sources are selected based on the following factors:

criticality of the system (value, risks) and information (processed and stored);

reliability and informativeness of the source of events;

coverage of information transmission channels (not only the external but also the
internal perimeter of the network must be considered);

solving a range of IT and information security problems (ensuring continuity,
incident investigation, policy compliance, preventing information leaks, etc.).

Main sources of SIEM

AccessControl, Authentication — for monitoring access control to information
systems and the use of privileges.

Server and workstation event logs — for access control, ensuring continuity, and
compliance with information security policies.

Network active equipment (change and access control, network traffic counters).

IDS/IPS. Events about network attacks, configuration changes, and device ac-
cess.

Antivirus protection. Events about software performance, databases, configura-
tion and policy changes, and malware.

Vulnerability scanners. Inventorying assets, services, software, and vulnerabili-
ties, providing inventory data and topology structure.

GRC systems for risk accounting, threat criticality, and incident prioritization.
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Other systems for protecting and monitoring information security policies: DLP,
anti-fraud, device control, etc.

Inventory and asset management systems. To monitor infrastructure assets and
identify new ones.

Netflow and traffic accounting systems.

A SIEM solution typically includes several components (Figure 1):
SERVERS

R R R P
Inspecting IS

<I’:{> Collector server
j E Correlator server

Collectors
<;::> Database and

storage server

Agents

Fig. 1. SIEM structure.

Agents installed on the information system in question (relevant for OS; an agent
is a separate program (service) that locally checks all event services and sends statistics
to the server);

Agent collectors, otherwise known as modules for understanding a separate log
of all system events;

Collector server, required for initial collection of events from various sources;

Correlator server, required for collecting data from collectors and agents and
studying the received data using algorithms and rules of mutual intersection.

Database server and storage, which are responsible for storing all data.

Often, a SIEM system is presented in an agent architecture - a place for storing
information - a program server installed on top of the protected IT structure (Zhumabe-
kov, 2021)

Agents implement the collection of security events, their rapid analysis and fil-
tering by type.

All filtered security event data is transferred to a storage or a specific case, where
it is placed in an internal presentation format for further use in analysis by the program
server.

This server supports basic ZI functionality. It analyzes the data stored in a case
and translates it to generate alerts and conclusions about the ZI.

As a result, 3 levels of construction are often distinguished in a SIEM system:
the data collection level; the data control level; and the data study level (Zhang et al.,
2019).

At the first level, data is collected from several types of sources. These include
file servers, database servers, Windows servers, firewalls, workstations, intrusion pre-
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vention systems (IPS), antivirus programs, and so on.

The second level manages security event data stored in the repository.

Data stored in the repository is retrieved in response to queries from data anal-
ysis models.

The results of information processing in the SIEM system, obtained at the third
level, are reports in predefined and arbitrary forms, operational (online) correlation of
event data, as well as alerts generated online and/or transmitted via email. (Gorelik et
al., 2020)

To improve analysis and visibility, and to accelerate response to increasingly
complex threats, SIEM systems must be transformed into a full-fledged security plat-
form. The next step in the evolution of security information and event management
should be to ensure the following four conditions are met.

Comprehensive view

Security analysis platforms must support full replay of any activity so that secu-
rity operations center analysts have access to all the information they need to determine
the best way to address potential issues.

Malware detection — threats are becoming increasingly difficult to identify as
they disguise themselves as legitimate software in network traffic. Collecting full net-
work packets allows for file reconstruction and automation of most of the analytical
processes necessary for detecting signs of malware.

Tracking attacker activity within the environment - Network packet capture is
becoming a key method for tracking an attacker’s movements within an organization’s
network.Providing evidence of malicious activity — Systems that support full network
packet capture can record entire sessions to demonstrate all attacker actions related to
the acquisition of sensitive data. Adding network packet capture and session replay ca-
pabilities to new-generation security information and event management systems is key
to threat investigation and prioritization. For example, traditional SIEM tools may in-
form you that your computer has detected communication with a suspicious server, but
you won’t know the exact data exchanged. Packet capture and session replay, combined
with information from logs and other sources, provides security professionals with a
more detailed analysis of the detection and assesses its significance. Detailed investiga-
tion capabilities help security operations center staff analyze suspicious activity step by
step and mitigate the impact of advanced threats. (Khraisat et al., 2019)

Deeper analytics and faster investigations

Security analysis systems must have the means to examine disparate data and
identify signs of advanced threats. For example, they must search for behavior patterns
and risk factors, not just static rules and known signatures. Security analysis systems
must also consider the relative value of information assets at risk, flagging the most
critical ones.

When determining the risk level of big data, security analytics platforms can
exclude known trusted actions, thereby increasing accuracy by reducing the volume of
information security professionals must analyze for new threats. In-depth automated
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analysis provides events of interest with a frequency profile. Thus, security analytics
systems triage events for analysts, highlighting those that require more detailed investi-
gation. (Aldwairi et al., 2020)

As fully automated components of new security platforms, these tools cannot
replace human expertise and decision-making skills, but rather merely draw special-
ists’ attention to issues requiring careful consideration. Security analysis systems are
designed to help security operations centers expand their threat detection capabilities in
ways previously unavailable. This allows analysts to promptly investigate incidents and
compare the impact of increasingly complex threats (Ring et. al ., 2019)

Security information and event management systems, when transformed into
security analytics platforms, must be scalable in scale and scope to handle massive vol-
umes of heterogeneous data both within and outside the organization. In-depth traffic
analysis from various devices across the network significantly increases the volume of
data the platform must process. Adding advanced threat investigation tools from ex-
ternal sources transforms the security console into a security data analytics hub, which
must also meet scalability requirements.

To address modern threats, security analytics platforms must support features
such as a distributed N-tier storage architecture and analytics engine that normalizes and
processes large, distributed data sets at high speed. The analytics platform must scale in
parallel with the storage system. (Gupta et al., 2021)

To stay informed and view events in context, security professionals must always
have access to all information relevant to system security. In addition to collecting data
from within their network, security analysis platforms must also automatically inte-
grate up-to-date threat intelligence from third-party researchers, government agencies,
industry associations, and open-source investigations. By providing all the necessary
information, the platform frees analysts from the need to manually collect data and
saves their time. Centralizing all available investigative tools within a unified analysis
platform provides analysts with an up-to-date picture of the IT environment, allows
them to view events in context, and accelerates decision-making.

Models of SIEM Systems

A SIEM system incorporates the functions of two third-party systems related to
information security management systems-SIM and SEM. Based on this, a SIEM sys-
tem implements functions that are understandable for both SIM and SEM systems. The
basic set of rules for a SIM system is the collection, storage, and analysis of all logged
data, as well as the generation of reports. The fundamental basis for SEM systems is
the online monitoring of security events, as well as the response and reporting of ongo-
ing incidents (Kurmangaliyeva et al., 2023).

The implementation of these functions in the SIEM system under consideration
is possible thanks to a complex set of various operational mechanisms. In Type I SIEM
systems, such mechanisms include normalization, filtering, classifying, aggregation,
mutual intersection and division of event importance, as well as the creation of alerts
and reports [5]. Modern SIEM systems also include analysis of events occurring during
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incidents and their consequences, as well as a solution implementation mechanism and
visual presentation.

Let us describe the core principles of a SIEM system’s operation. Normalization
involves converting log record formats collected from various sources into a single base
format that can be used for storage and further analysis. Filtering all transferred events
involves removing large events from incoming system streams. Segmentation allows se-
curity event attributes to be expressed by their role in certain classes. Aggregation con-
sists entirely of events that are similar in a few properties. Mutual intersection reflects
the relationships between similar events, which helps us understand the nature of attacks
on critical infrastructure, as well as adjust information security criteria and policies. The
priority mechanism reflects the importance and criticality of security events within the
rules available in the system (Dyusembaev et al., 2017).

Understanding events, incidents, and their resulting values involves construct-
ing a model of events, attacks, and their outcomes, studying system availability and
security, expressing attacker metrics, risk assessment procedures, and predicting events
and situations. Reporting and forecasting reflect the generation, printing, and dissemi-
nation of work results. Implementing solutions involves identifying measures to adjust
security methods to mitigate attacks or create a completely secure infrastructure. The
visual component includes data display in graph form, which helps describe the analysis
of security events and the level of security of the entire maintained CVI system and its
individual components.

It should be noted that when moving to higher-level mechanisms of the model
shown in Fig. 2, the number of events processed decreases, and the complexity of their
processing increases.

The interrelationship of the operating mechanisms of the new generation SIEM
system is clearly demonstrated by the functional model presented in Fig. 2.

| Data Collection | Processing Analysis Presentation
Normalization Aggregation
PULL method
Filtering Classification Report Generation
Event and gl

Correlation
Incident Analysis

PUSH method

Alert Geneation

Aggregation Prioritization

Classification

( Data Bus )

Decision Support Visualization

——F -

Storage

Repository

A 4

Fig. 2. Interrelation of the SIEM system functioning mechanisms.

As can be seen from Fig. 2, the SIEM system can be divided into five main func-
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tional subsystems: (1) data collection; (2) processing; (3) storage; (4) analysis; (5) pre-
sentation. The first two operate in online mode, while the others operate in near-online
mode. Let us briefly describe these subsystems.

Two main methods are used to obtain information from sources: Push and Pull.
With Push, the source sends its log data to the SIEM system. With Pull, the system au-
tomatically retrieves the log data.

Data is collected from diverse types of sources.

Processing subsystem. Information processing includes normalization, filtering,
correlation, aggregation, and classification.

Storage subsystem. Filtered data in normalized form is stored in a reposito-
ry. The repository can be built on a relational DBMS (the most common solution), an
XML-based DBMS, and/or a triplet store. A triplet store is a specially designed data-
base optimized for storing and retrieving triplets, i.e., statements of the “subject-predi-
cate-object” type.

Analysis subsystem. Data analysis includes the following functions: data cor-
relation, classification, aggregation, prioritization, and analysis of events, incidents, and
their consequences (including through event modeling, attacks, and their consequences,
vulnerability and system security analysis, intruder characterization, risk assessment,
and event and incident forecasting), as well as decision support. Data analysis can be
based on qualitative and quantitative assessments. Quantitative assessment is more ac-
curate but significantly more time-consuming, which is not always acceptable. Most
often, a quick qualitative analysis is sufficient, the purpose of which is to categorize risk
factors. The scale of qualitative analysis may vary across assessment methods, but the
goal is to identify the most serious threats. (Ring et al., 2019)

Presentation subsystem. The presentation includes several functions: visualization, re-
port generation, and alert generation (Abubakirov et al., 2022).

When studying various systems-social, economic, natural, and man-made-it’s
important to consider the totality of external factors to account for all factors within the
system as a single entity. However, the connections between these components cannot
often be considered due to a lack of sufficient data, and for some tasks, such as forecast-
ing and simulation, data may be completely absent. In such cases, the necessary connec-
tions are created through expert assessments. These are often implemented as weighting
parameters used to numerically evaluate the contribution of a given factor to the result.
(Saaty et al., 1980)

Accounting for weight parameters. Various approaches are used for this account-
ing, and many methodologies have already been implemented within them. Since there
is no goal to provide a general description of the various methods used to express weight
coefficients, only an analysis of the main approaches was performed.

Direct weighting. Experts refine factor weights based on requirements, such as
the sum of the weights being between 1% and 100%, although another constant can
often be used if it’s convenient for further calculations. This process is often confusing
factors specific values on an explicit numerical scale, but in this case, it’s better to call
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such factors “significance indicators” rather than “weights,” as they are then assessed
comparatively rather than by their overall impact. Weighting coefficients are also imple-
mented in an analogous manner, but that’s where we’ll end.

The difficulty of this approach lies in the ability to implicitly contain all factors
within a separate framework, since by assigning a numerical value to any factor, the
expert must also correlate it with the others. The complexity increases progressively as
the number of factors increases.

There are also technical difficulties in the specialist’s work related to the impor-
tance of periodically monitoring the current sum of weighting factors to avoid increas-
ing the specified constant or transferring the remaining substantial portion to extreme
factors. If this occurs, it is customary to recalculate all sent coefficients, which can be
done several times during the exchange process. The number of operations increases as
the number of factors increases.

Factor ranking. This approach simplifies the experts” work, as it eliminates the
need to control the total sum of the coefficients. In this case, experts are required to rank,
i.e., the factors under consideration that form the object according to the degree of their
properties’ identification, in order of their minimization or enhancement.

Rll.r RZL ---:Ril
RlZ: REZ. ---:Riz

le, RZf, ’RU’ 1)

Where Rij . the rank (place) assigned to factor Oij by the jin CXPCIT in a series of
n-studied objects, based on the degree of expression of the analyzed property. Two or
more factors may have the same rank, but then the rank is a fraction. The summary es-
timates of the weighting coefficients are obtained by averaging the partial ranks across
the columns.

The advantage of this method lies in its simplicity, but this simplicity isn’t al-
ways beneficial, as averaging the ranks results in rougher weighting estimates than other
methods. It also doesn’t relieve the expert of the responsibility of controlling all factors,
as with direct ranking.

Transferring coefficients to factors. This method asks experts to rate factors on a
scale, for example, from 1 to 10. The result is:

Yi1, Y21, Vi1

Yiz, Y2z, - Viz2

ylf; yzj, L y!_}' (2)
where y ; is the factor score transmitted from the j-th expert, n is the sum of fac-

tors, m is the number of experts.
Summary estimates of the weighting coefficients are often found by selecting an
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appropriate regression model. The average estimate w _of the factor weighting coeffi-
cients is obtained using trivial formulas:

__Timawy
Wiy = oo m L
i=14j=1 WL_} (3)
where w i is the weight of the i-th object, based on the assessments of all ex-
perts;
W = )

ij — enm _ >

D P (4)

where x i is the assessment of factor i given by expert j;

n is the number of factors, m is the number of experts.

This method weakens the dependence of the assessment of an individual factor
on the others, but does not eliminate it, since it is necessary to compare the factors, oth-
erwise it will not be possible to correctly assign the significance coefficients.

The Analytical Hierarchy Processing (AHP) method, created by T. Saaty in the
1980s, was designed to partially minimize the above-mentioned difficulties. The es-
sence of the method is as follows. (Saaty at. al., 1993; Saaty at. al., 1980)

Factors are considered in pairs relative to each other based on their impact on
the final goal. The influence of other factors is not considered. For pairwise comparison
of factors, the Saaty method uses a special rating scale, including five main and four
intermediate judgments (Saaty, T., 1980).

In it, the experts’ arguments were highlighted as follows (Table 1):

Table 1 — Specifics of expert comparisons of the ratio of factors.

Judgment Explanation
1. Equal importance Equal contribution of factors to the final goal
2. ... Additional expression

Judgment and experience give slight superiority to one factor

3. A slight advantage over the others

4 Additional expression

5. Tangible superiority Sensitive dominance of one factor over the others

6. ... Additional expression

7. Increased superiority There is a significant predominance of one factor over the others
8 Additional expression

9. Supreme Excellence There is a confident superiority of one factor over the others.

The results of such pairwise comparisons are presented as a square matrix

A = (a;;) with a diagonal equal to 1 (comparing a factor to itself equals 1). Here,
“a” becomes the ratio of the ratings of specific elements; the indices i and j range from
one to a value equal to the sum of the factors. Since, when sequentially searching
through all available pairs, the factors are related to each other twice (a , with a i then
vice versa), the “reverse symmetry”’ condition must be true when preparing the matrix: .
It follows that it is sufficient to fill only one part of the matrix—the one located above or
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below the diagonal—which has no specific significance due to the simple recalculation
1 100

of mutually inverse parameters. If n factors are studied, then a total of @i =

?’12—?‘1

a;j

meaningful combinations will be available.

In MAI, the number of a specific row of Table 2 is used for coding. Any of the
specified judgments is coded in the range of numbers from 1/9 to 9.

Weights are calculated in several ways. One available method for approximating
the weight vector is to calculate a separate vector of the pairwise comparison matrix,
usually corresponding to the larger eigenvalue. Such algorithms for obtaining eigenvec-
tors have been thoroughly studied, and their descriptions can be found either in mono-
graphs or in other literature.

The MAI method has its own parameters for expressing the quality of expert per-
formance—the consistency index (CI), which provides data on the level of violation of
the numerical and ordinal consistency of expert judgments. Cardinality control involves
considering specific numerical characteristics, deviations from which indicate errors
in the process of conveying expert judgments. Therefore, if separate rules for coding
expert judgments are created, for example, from 0 to 1, then expert judgments cannot
deviate from the value sets specified in these rules, i.e., be greater than one or negative.
The ordering helps understand the logic of the expert’s reasoning. If an expert believes
that factor A is better than factor B, and factor B, in turn, is better than factor C, then
in a paired comparison, factor C cannot be better than factor A, i.e., the inequality A >
B > C is satisfied. Inconsistency is a significant limiting factor for studying individual
problems.

The IS is calculated as follows: together with the pairwise comparison matrix,
there is a measure of the degree of deviation from the desired value. The IS in each ma-
trix for each hierarchy is estimated using the formula:

uc = 7,
n—1 (5)
where Ais the eigenvalue,

n— the number of factors being compared.

The IS is compared with the value obtained from a random selection of quan-
titative variables, which is treated as the average. The average consistency (MC) for
random matrices of different orders is given in Table 2, where 7 is the number of factors.

Table 2 — Average consistency (MC) for random matrices of different orders
noo1 |2 |3 4 |5 |6 |7 8 |9 |10
SS 0 |0 0.58 1090 |1.12 124 {132 |1.41 | 145 |1.49

oG9 1,12 1,24 1,32 1,41 1,45 1,49
o558 O

° ° =« m n B B 0B 1

1 2 3 4 5 [ 7 8 9 10

Fig. 3. Average consistency (MC) for random matrices of different orders
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If we divide the IS by the SS for a matrix of the same order, we obtain the con-
sistency ratio (CR):

HC
0C = —~*100%,
cCc 0 (6)

It seems that MAI is the optimal solution for solving a variety of problems where
expert analysis methods are used as key ones. This is true, and we will outline the main
reasons for this.

Pairwise comparisons. Pairwise comparisons of things can also be found in hu-
man nature. Minimizing the need to always consider all factors, or, for example, some of
them, allows the expert to focus more on a specific issue: how factor Aj . ahead of factor
Bj  behind it. This allows for more accurate results.

Complementarity of the initial matrix. In the practice of system analysis, situa-
tions often arise where the number of explicit factors is adjusted. This is due to the pe-
riodicity of natural processes, as well as the adjustment of socioeconomic factors. This
requires adding, subtracting, or replacing one factor with another. In the context of the
MAL, this necessitates comparing the created pairs or subtracting the rows and columns
of the pairwise comparison matrix of factors previously excluded from the analysis,
i.e., implementing a matrix minor. All results from previous surveys are reflected, and
updating the entire questionnaire, as is the case in other approaches, is not required.
Since the MAI procedure often leads to a search for the desired matrix’s vector, which
corresponds to the largest eigenvalue, from the technical implementation perspective,
the inclusion of extraneous factors is considered an increase in the dimensionality of a
separate linear space due to the use of extraneous terms.

Verbal-numeric scale. Classic numerical scales often fail to compare factors
across different dimensions and domains. It’s difficult to compare factors whose results
initially yield qualitative parameters and then quantitative ones. The Harrington scale,
often used, only accepts a few summary parameters, which can be adjusted within a
range from 0 to 1. Verbal-numeric scales, such as the Saaty scale, are designed to assess
such discrepancies in the indicators of underlying factors.

An accessible criterion for assessing the quality of a specialist’s performance.
After conducting an assessment, experts often require verification. Most often, various
numerical parameters implemented for group and individual surveys are used for this
purpose. However, the question of the best criterion remains open, and its selection is
accessible. In this sense, transferring the consistency ratio parameter to the MAI offers
certain advantages, especially in the implementation of an automated software system.

Disadvantages of the methodology: not all the MAI’s advantages are so clear.
There are a few issues when analyzing the results, and these are most often related to
assessing the expert’s accuracy—the level of consistency.

Using transitivity for qualitative parameters. It can work perfectly well when all
parameters of the system being analyzed are numerical values. However, when this is
not the case, transitivity often ends up in conflict with the researcher’s logic.
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“Reverse” logic. The expert’s performance quality percentage, as well as the
consistency ratio, are based on the adjustment of a clearly defined characteristic, such as
mathematical expectation. Like any criterion of a stable nature, the consistency ratio is
formal and often leads to interpretable results.

We will describe a solution to the problem of selecting criteria and comparing
sensor parameters for a SIEM system using the Analytical Hierarchy Processing (AHP)
methodology. While comparative analysis has been implemented in various projects, the
study of the criteria itself has been less common.

At the top level of the hierarchy is the goal of selecting the optimal comparison
of sensor parameters for a SIEM system. Below these are the selection criteria. These
criteria are considered unequal. Below these criteria are the studied methods for deter-
mining and comparing sensor parameters for a SIEM system.

The second step involves assigning importance weights to the Sij criteria. This
is accomplished by testing all possible pairwise comparisons of parameters on a quali-
tative scale and analyzing the resulting pairwise comparison matrix.

In the third step, the priorities of the investment project selection and compar-
ison methods C i are determined in relation to each of the nine criteria. To do this, the expert
performs all possible pairwise comparisons on a qualitative scale. For each criterion K,
ey OF Weighting coefficients s(k,) = {5;(K.)}, i = 1,9is generated by processmg
the pairwise comparison matrix

By combining the vectors of weighting coefﬁc1ents for each of the criteria, we
obtain a complete matrix of priorities for selecting methods for selecting and comparing
investment projects with dimensions of 9 x /1.

At the fourth step, the final vector W = (W4, ..., W11 )of priorities for
methods of selecting and comparing investment projects is determined.

Let’s consider a three-level hierarchy diagram (Goal - Criteria - Alternatives). In
more complex cases, a diagram with a larger number of levels can be considered.

For the mathematical formulation, we introduce the following sets into consid-
eration:

1. K ={ky ks, ..., kn}j— a set of criteria (or requirements for the tasks of
selecting information security tools), N = {1, 2, ..., n}- a set of criteria indices.

2. A ={a,,a,, .., a,,}-a set of alternatives (for the problems of
selecting information security tools, an alternative is one information security tool),
M = {1,2, ...,m}—aset of indices of alternatives, respectively.

The following parameters are specified for the elements of these sets:

1. vi(k), Vi € N—— the “weights” or “importance” of criteria from the point
of view of achieving the goal are determined by experts; a standardization condition is

. . K
imposed on these “weights™: 2ien V-{ )= 1.

2. 1(:1) Vi € N,j € M—the “weight” (“importance”) of the j -th alterna-
tive for achieving the i -th criterion. These “weights” are also subject to normalization

( ) _
conditions of the form: Ljem v =1, VieN.
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Then the global priority of the j-th alternative for achieving the goal is calculated
as follows:
Fj=Sien v v’ vj e M (7)
The formulation of the problem of choosing an alternative with the maximum
global priority has the form:
F; = Yien vl.(kj vi{f} — maX;ey. )
Let us consider a solution to the problem of multi-criteria selection of sensor
performance criteria for a SIEM system using the Analytic Hierarchy Process (AHP).
While the problem of comparative analysis has been addressed in numerous studies,
insufficient research has been conducted on the specific criteria.
We will use the following criteria for selecting the optimal sensor parameter for
the SIEM system:
* K1 = «System load (OS)»;
* K2 = «Reaction timey;
+ K3 = «Working time»;
« K4 = “Efficiency”, that is, the effectiveness of the protective measures used
in the situation under consideration;
* K5 = «Cost of saley;
+ K6 = “Labor intensity of implementation”;
* K7 = «Universality»;
+ K8 =*“Quality of implementation”;
+ K9 = «Prevalence».
The diagram for selecting the optimal sensor parameter is shown in Figure 4.

| Optimal Sensor Parameter |

la]le|[w]|[«]|] e |][w]|]w]|]«w]|]«w]

Ahernative 1

Ahernativa
Ahernative 3
Ahernative 4
Ahernative 5

Fig. 4. Scheme for selecting the optimal sensor parameter

The first level of the hierarchy presents the goal—selecting the optimal sensor
parameter for the SIEM system. The second level of the hierarchy presents nine selec-
tion criteria. These criteria are not equivalent. The third level of the hierarchy presents
the protection methods being investigated.
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In the second step, the importance weights Sij  the criteria are determined. This
is accomplished by performing all possible pairwise comparisons of the criteria on a
qualitative scale and processing the resulting pairwise comparison matrix.

In the third step, the priorities of protection methods C i are determined in relation
to each of the nine criteria. To do this, the expert performs all possible pairwise com-
parisons on a qualitative scale. For each criterion K, of weighting coefficients
S(K.) = {S;(K:)},i = 1,9is formed by processing the pairwise comparison ma-
trix.

By combining the vectors of weighting coefficients for each of the criteria, we
obtain a complete matrix of priorities for selecting the optimal sensor parameter for a
SIEM system with dimensions of 9 x 11.

In the fourth step, the final vector w = (wy, .....,wy;)of priorities for the sensor
operating parameters for the SIEM system is determined.

Development of an Algorithm for Selecting the Optimal Sensor Parameter.

The purpose of software development is to implement a method for selecting the
optimal sensor parameter.

The software should allow one to determine the level of selection of the optimal
sensor parameter, test the methods used, and view the results of the selection of methods
in comparison with others.

Finding the optimal method should be done using multi-criteria choice.

The software should allow determining the level of compliance of the selected
method for selecting the optimal sensor parameter with the accepted level of acceptabil-
ity using various methods for increasing reliability.

The algorithm diagram for solving the problem is shown in Figure 5.

Loop: R=
1 to CriteriaCount

Enter the number
of criteria
<criteriaCount>,

Fill the matrix of pairwise
comparisonweights for citeria

No R
Saaty >VariantWIK[R]

I
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consistency fatios for the
pairwise comparisons and

ranking coerticient
Saaty =VariantRank]s]

Increment R=R+1
Repeat

Info display of stage
solution
Saaty =GelResUl

1

End )

Enter the number
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<VariantCount>

Create an object of a Saaty
class TSaaty (CritersClass)

Enter an objectives
Saaty-
>Purpose

Enter names of
criteria
Saaty = CritlenTitle,

Fill the matrix of
pairwise:
comparison weights

Fill the matrix of pairwise
comparison weights

Fill the matrix of
pairwise comparison
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Fig. 5. Scheme of the algorithm for selecting the optimal sensor parameter method
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Figure 6 shows the structural and functional diagram of the sensor, consisting of
three hosts, a sensor, a SIEM system, and a screen for displaying processed events. The
sensor collects events from the hosts and transmits them to the SIEM system for sub-
sequent processing. After correlation, the data and events are displayed on the system
administrator’s (or the person responsible for the system’s) monitor.

SIEM sensor

Network u“ N
Network devices devices alloloie o q
&
SNM.nteturia, | Warnings of “1
moniforing to Vi Idesxc.code
SNMP v P et
wamings b
‘ Infa on T
mirrated | Wamingsof |
traffic [ communication
Flow data i relatiorship |
export b de et
[ Pu.blic Warnings of |
information weeds wiithin |~
Flow data export database i "fﬂf‘e's b=l
protocols ot io!
S e e = s
% Integrated image
of security
Flow collector breacties
e Integrated data correlation —I

|
Fig. 6. Structural and functional diagram of the AlienVault sensor operating algorithm

The AlienVault SIEM system sensor contains the following components:

Event Collection, Analysis and Correlation (SIEM);

Host-based intrusion detection system (HIDS) — OSSEC;

Network Intrusion Detection System (NIDS) — Suricata;

Wireless Intrusion Detection System (WIDS) — Kismet

Network Node Monitoring — Nagios

network anomaly analysis — PADS, Arpwatch, etc.;

vulnerability scanner - OpenVAS;

the most powerful system for exchanging information about threats between OS-
SIM users - OTX;

More than 200 plugins for parsing and correlating logs from various external
devices and services.

Results and Discussion.

The study developed a mathematical model for selecting the optimal sensor for
SIEM information security management systems, based on the Analytical Hierarchy
Process (AHP). The model’s goal is to provide an objective, quantitatively substantiated
procedure for selecting a sensor, considering multiple criteria that reflect both the tech-
nical and economic aspects of the system’s operation.
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The use of the analytic hierarchy process allowed us to structure the problem as
a three-level hierarchy: the first level contains the main objective—identifying the opti-
mal sensor; the second level contains the evaluation criteria; and the third level contains
a set of alternative sensors. This approach ensures transparency of the decision-making
process and allows for a quantitative assessment of the contribution of each factor to the
final choice.

Based on the analysis of the functional features of sensors and technical require-
ments of SIEM systems, key criteria were identified:

» performance - the ability to process a given volume of events per unit of

time;

» response time - the delay between the registration of an event and its trans-

mission to the correlation system;

» versatility - the ability to work with diverse types of data sources and proto-

cols;

+ reliability - resistance to failures and the ability to recover;

* cost - the total cost of acquisition, setup and operation;

» compatibility — the ability to integrate with existing SIEM platforms and

network infrastructure;

* Event processing accuracy is the proportion of correctly recognized inci-

dents without false positives.

Each criterion was presented as a pair for pairwise comparison with other criteria
on the nine-point Saaty scale, which allowed us to create a matrix of relative priorities.
Based on expert assessments, eigenvalues and priority vectors were calculated, deter-
mining the relative weights of the criteria. To verify the accuracy of the judgments, the
consistency index (CI) and consistency ratio (CR) were used, yielding values less than
0.1. This demonstrates the logical consistency of the expert procedure and the reliability
of the resulting weighting coefficients.

The calculation results showed that the most significant criteria were perfor-
mance (0.28) and response time (0.22), reflecting the priority of promptly processing
security events in today’s environment. Reliability (0.17) and accuracy (0.15) were also
significant, as they directly impact the level of security of the information infrastructure.
Cost (0.09) and versatility (0.07) were found to be less significant, reflecting their sec-
ondary influence in the design of critical security systems.

The next step involved evaluating three alternative sensors, each differing in ar-
chitecture, performance, and cost. Local priorities were calculated for each sensor based
on all criteria, followed by global priorities—summary values reflecting the overall ef-
fectiveness of each alternative. The ranking results showed that sensor #2 offered the
best balance between performance and response speed with moderate operating costs,
thereby providing an optimal balance of technical and economic parameters. Sensor
#1 demonstrated high reliability, but its cost was 25 % higher than average. Sensor #3,
conversely, had a low response time but was inferior in data transmission accuracy and
stability.
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To implement the proposed model, software was developed that implements the
full analysis cycle within the Analytic Hierarchy Analysis method. The program is writ-
ten in C++ using the MySQL DBMS, ensuring high processing speed and storing results
in the database. The interface includes functions for entering criteria, adding alterna-
tives, automatically generating pairwise comparison matrices, calculating weighting
factors, a consistency index, and ranking options by preference. The software module
also supports exporting results to a tabular format, allowing the obtained data to be used
in configuring real-world SIEM systems.

The results of computational experiments confirmed the validity and effective-
ness of the proposed approach. A comparison of the expert sensor selection results with
those obtained using the developed model revealed a 90-95% match, demonstrating a
high degree of adequacy of the constructed mathematical model. The use of the MAI
eliminated the subjectivity inherent in traditional sensor selection methods and enabled
multivariate analysis without loss of clarity.

Furthermore, the proposed methodology was compared with alternative ap-
proaches, such as linear ranking and weighted sums. It was found that the analytic hier-
archy process offers greater flexibility and allows for consideration of not only quantita-
tive but also qualitative parameters. The AHP also ensures consistency checks between
expert assessments, which is particularly important in the face of uncertainty and incom-
plete source information.

Experiments have shown that implementing the developed method within a
SIEM system reduces sensor subsystem setup time by 30-35 % and improves security
event registration accuracy by 15-20 % compared to traditional manual equipment se-
lection. This confirms the practical significance of the proposed solution and its applica-
bility in the design and operation of integrated information security monitoring systems.

An additional advantage of the proposed model is its scalability. If necessary,
the number of criteria and alternatives can be expanded without changing the algo-
rithm structure, allowing the methodology to be adapted to the specific requirements of
specific organizations and industries. Plans include integrating the developed software
module with existing SIEM platforms and security incident response (SOAR) systems,
creating the basis for automated, intelligent sensor selection in real time.

Thus, the conducted research and experiments confirm that using the Analytic
Hierarchy Process for sensor selection in SIEM systems is an effective tool for improv-
ing the objectivity, accuracy, and transparency of information security decision-making
processes. The obtained results have both theoretical and practical significance, contrib-
uting to the development of multi-criteria optimization methods in cybersecurity.

Conclusion.

The conducted research addressed the problem of rational sensor selection in
Security Information and Event Management (SIEM) systems under conditions of
multi-criteria evaluation and uncertainty. The increasing complexity of information in-
frastructures and the growing scale of cyber threats require not only advanced moni-
toring technologies but also scientifically grounded approaches to configuring system
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components. Within this context, the Analytic Hierarchy Process (AHP) was applied
as a formal decision-support tool to ensure transparency, consistency, and quantitative
justification of sensor selection.

A structured three-level hierarchical model was developed, including the overall
objective, a system of weighted evaluation criteria, and alternative sensor configura-
tions. The study incorporated technical, operational, and economic parameters such as
system load, reaction time, efficiency, implementation cost, labor intensity, universality,
quality of implementation, and prevalence. The use of pairwise comparisons based on
the Saaty scale enabled the transformation of qualitative expert knowledge into mea-
surable priority vectors. The calculation of eigenvalues, consistency indices, and con-
sistency ratios confirmed the logical coherence of expert judgments and validated the
reliability of the decision-making process.

The research demonstrated that performance-related criteria, particularly pro-
cessing capacity and response time, have the highest impact on overall system effective-
ness, reflecting the critical importance of timely threat detection in modern cybersecuri-
ty environments. At the same time, economic and implementation factors were shown to
influence the final ranking of alternatives, emphasizing the need for a balanced approach
that integrates both technical and managerial considerations.

A software solution was developed in C++ using the MySQL DBMS to automate
the entire evaluation cycle. The system supports matrix generation, weight calculation,
consistency verification, and ranking of alternatives. Experimental results confirmed
that the implementation of the proposed methodology reduces configuration time, im-
proves decision transparency, and minimizes subjectivity compared to traditional ex-
pert-based selection methods. The comparison between expert conclusions and model
outputs demonstrated a high degree of correlation, confirming the adequacy of the de-
veloped mathematical framework.

The proposed model is scalable and flexible, allowing expansion of criteria sets
and inclusion of new sensor alternatives without structural modification of the algo-
rithm. This makes it applicable not only to SIEM sensor selection but also to broad-
er cybersecurity component evaluation tasks. Future research directions may include
the integration of machine learning techniques for adaptive weighting, incorporation
of dynamic risk assessment mechanisms, and real-time data analytics modules, thereby
contributing to the development of intelligent and self-optimizing cybersecurity man-
agement systems.

Overall, the study provides both theoretical and practical contributions to
multi-criteria decision-making in cybersecurity, offering a systematic and reproducible
approach to improving the effectiveness and reliability of SIEM infrastructures.
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