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Abstract. The article examines security issues of contemporary cyber-phys-
ical systems that use the concept of edge computing to solve problems of secure op-
eration of industrial Internet of Things infrastructures. The main contribution of this
article comprises a description and results of the analysis of the proposed technique
for detecting attacks in cyber-physical systems of the Industrial Internet of Things
using edge computing. The technique is aimed at application by design engineers
and developers of software packages to ensure information security of cyber-physi-
cal systems of the Industrial Internet of Things, where a significant part of the target
computing processes of the system is imposed on the end devices of the system.
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The technique includes six main stages covering the processes of analytical and nat-
ural-simulation modeling of attacks, generation and marking of initial data sets, con-
struction of software classifiers as means of attack detection, and visual data analysis.
In general, the implementation of the technique is presumed at the following stages of
the life cycle of cyber-physical systems, these are the stages of designing and testing
the system, setting up and evaluating the operation quality of attack detection tools.
The feasibility of the technique using an example of an industrial system in the field of
incident management of transport infrastructure using software and hardware modules
of the Arduino platform confirms the correctness and effectiveness of the technique for
its further practical application.
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AHHOTaAIIHNA. Makainazga 3aTTapAbIH OHEPKICINTIK WHTEPHETI
MHPPaKYPBUTBIMIAPBIHBIH KOPFAJIAThIH KYMBICBIHBIH MOCEJEeIepiH MIenly YIIiH
HIeKapaJIbIK €CenTey TYXKbIPHIMIaMAaChIH KOJIJIAHATHIH 3aMaHayd KHOEP(PU3UKAIIBIK
XKyHenepaiH Kayinci3airi Mocesnenepi KapacThIpbliagsl. MakanaHbIH HET13r1 yiieci
IIeKapasbIK ecenTeyaepai KoaHa OThIPHIIL, 3aTTapAbIH OHEPKICINTIK HHTEPHETIHIH
KHOEpPU3UKAIBIK O KyHenepiHaeri madybuinapbl aHBIKTAyJbIH YCHIHBUIFAH
oIiCTEMECiH cumaTTay MEH Tayjiay HOTHIKEJEpiH KaMTHAbL. OJiCTeMe WHXKEHep-
nu3aiiHepiep MeH OarmapiamaniblK JKacakTaMa jKacaylIbUIapAblH ©HEPKICINTIK
WHTEPHET 3aTTapbIHBIH KHOep(PU3NKaAIBIK KYHEJIepiHiH aKMapaTThIK Kayinci3airia
KaMTaMachl3 €Ty YVINiH KOJIaHyFa OarbITTalFaH, OHAA KYHEHIH MaKCaTThI
ecernTey TMpOUECTEpiHIH MaHbI3Abl OeJliri >KYHeHIH COHFBl KYpbUIFbUIapbIHA
KYKTeneai. OjicreMe MmadybulIaylibl dcepiiepli aHAJUTHUKANBIK JKOHE 3aTTai
NmuTanusiibik MOAebALY, 0aCTanKbl IEPEKTEp )KUBIHTHIFBIH KYPY JKoHE Oenriiey,
maldybUIAapAbl AaHBIKTAY Kypasbl PETiHAE OaraapiaaMaliblK KiacCH(pUKATOPIAPIbI
KYpY, AEpPEKTep/Ii BU3YaJ bl Tajgay MPOIeCTepiH KAMTUTHIH aJIThl HET13T1 Ke3eH i
KamTuael. XKanmel, oaicTreMeHi opbiHAAy KHOep(U3UKaIBIK JKYHeIepIaiH eMipIIik
LIUKJIIHIH KeJiecl Ke3eHIepiHAe — KYHEeH1 ko0alay )oHe TecTiey, madybuiaapasl
aHBIKTAay KYpaJIIapbIHBIH XYMBIC CallachlH PETTEy XKoHe Oaranay Ke3eHJIEpiHJe
KapacTeipbutafel.  Arduino  matdopmacklHBIH — OaFmapiiamMaibIK-anmnapaTThIK
MOJYJIBICPIH TalajaHa OTBIPBIN, KOJiK WH(PPaKYpHUIBIMBIHBIH WHUIUJICHTTEPIiH
Oackapy cajachblHIArbl HWHIYCTPUSUIBIK KY€  MBICAIBIHAA OJIICTEMEHIH
OPBIHIBUIBIFBI OHBI OJJaH 9pi MPAKTUKAIIBIK KOJAaHy YIIiH OICTEeMEHIH JYPHICTHIFBI
MEH IMOPMEHAUTITIH pacTaiIbl.

Tyiiin ce3nep: madybu1, aHBIKTAY, IEKAPAIBIK €CENTeY, TAAAY, d/IicTeME
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AHHOTauus. B ctatbe uccieayoTcst BOpockl 0€3011aCHOCTH COBPEMEHHBIX
KHOep(HU3NUECKUX CUCTEM, UCIIOIb3YIOIIUX KOHLENIUIO TPAaHUYHBIX BBIUUCICHUN
JUIs  pelleHus 3ajad  3allUIIeHHOro (YHKIMOHUPOBAHUS HUHPPACTPYKTYP
IIPOMBILIJIEHHOTO UWHTEpHeTa Bewmeil. OCHOBHOM BKJIaJ CTaTbU BKJIIOYAET
ONMCAaHUE M pe3yJbTaThl aHaju3a IMPEIJIOKEHHONM METOIUKH OOHapYKEeHUs
arak B KHUOEepPU3MUYECKHUX CHUCTEMax IMPOMBIIIJICHHOTO HWHTEpHETa BeELIeH ¢
HCMOJIb30BaHUEM TI'PAaHUYHBIX BBIYMCICHMI. MeToauka OpHEeHTUpOBaHAa Ha
IIPYMEHEHUE UHKEHEPAMU-TIPOEKTUPOBIINKAMH U pa3paboTYMKaMU ITPOrpaMMHBIX
KOMILJIEKCOB 15l o0ecnieueHusl MHPOpMallMOHHOM 0€3011acHOCTH KUOep(hU3UIECKUX
CHUCTEM MPOMBIIIIEHHOTO UHTEPHETA BEIllel, B KOTOPhIX 3HaUMMasi YacTh 1EJIEBBIX
BBIUHUCIIUTEIbHBIX IPOLIECCOB CHUCTEMBI BO3JIaraeTcsi Ha KOHEYHbIE YCTPOWMCTBA
cucteMbl. MeToauka BKJIIOYAET IIECTh OCHOBHBIX CTaJWi, OXBaThIBAIOIIMX
MpOLECChl  AHAJIUTUYECKOTO0 UM HAaTYPHO-HUMUTALIMOHHOIO  MOJEIMPOBAHUSA
aTaKyIOIIUX BO3JECHCTBUM, F€HEpallMd U Pa3METKH HAOOpPOB HCXOJHBIX JTaHHBIX,
IIOCTPOEHMS MTPOrPAMMHBIX KIacCU(UKATOPOB B KAUECTBE CPEACTB OOHAPYKEHUS
aTaK, BHU3YaJIbHOTO aHajdu3a JaHHbIX. B 11eIoM BBIIOJIHEHHE METOJIUKU
IpelyCMaTPUBAETCS Ha CIEAYIOIIUX 3Talla )KU3HEHHOr 0 LIUKJIa KUOep(hU3nIeCKuX
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CHUCTEM — dTamax NPOCKTUPOBAHUS M TECTUPOBAHMS CHUCTEMBI, HACTPOWKH U
OIICHMBAaHMUSl KadecTBa pPabOTHI CpencTB OOHApPYXKEHUS aTakK. BBITOIHUMOCTH
METOJIMKH Ha TMpUMEpe HWHIYCTPHAIBHOM CHCTEMBI B OOJIACTH yIpaBJICHUS
MHIHUJICHTAMHU TPAHCIOPTHOW MH(PPACTPYKTYPHI C UCIIOIB30BaHUEM MPOTPAMMHO-
ammapaTHbIX Momyned rmiargopmbl Arduino TOATBEPKIAAET KOPPEKTHOCTH U
NEeHCTBEHHOCTh METOAUKH JIJISI €€ JaJIbHEUIIEer0 MPaKTUYEeCKOTr0 IPUMEHEHHS.

KuroueBble ciioBa: araka, OOHapyKeHHE, TPAaHUYHBIC BHIYUCIICHUS, aHATTU3.
METOuKa

Hdas nuutupoBanusi: T.K. XXykabaesa, /[.b. baymyparosa, E. benkxenuda,
H.A. HuerbaeBa (2026). Metoauka TMOCTPOCHHUSI CPEICTB OOHAPYKEHHS aTak B
KnOep(hU3NIECKNX CHCTEMaxX MPOMBIIIJICHHOTO MHTEPHETA BEIIeH ¢ MCIOIb30BaHUEM
TPAaHUYHBIX BBIYMCICHUN // MeXIyHapoaHbI >KypHal HWH(POPMALMOHHBIX H
KOMMYHHKAIMOHHBIX TexHomorui. T 7. No. 25. Ctp. 453—-474. https://doi.org/10.54309/
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KoHpIuKT uHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(IHMKTA
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BBenenue.
B Hacrosiiee Bpemsi Bce OoJibIliee paclpOCTPAHCHUE Ha MPAKTHKE
HOquaIOT pa3n1/1quIe I/IH(1)OpMaLII/IOHHO-TGJIGKOMMYHI/IKaLII/IOHHBIC

MHQPPACTPYKTYpHI, BKIIOYAIOIIE B CBOIl COCTaB pa3HOPOJHBIE KHOEpPU3NIeCKHe
U MOOWIBHBIE YCTPOWCTBA, aBTOMAaTH3MPOBAHHBIC CHCTEMBI YIIPABICHUS
TaKUMHU HHPPACTPYKTypaMH M HHTEIUICKTyaJIbHBIC CEPBUCHI, IPEIOCTABIISIEMbIC
KOHEYHBIM TTOJIB30BATEIISIM U OPTraHHU3YIOIINE BBICOKOHACIKHBIC U 3aIUIICHHBIC
MEXMaIIMHHBIE B3auMoiecTBrs. Kubeppusnueckue cucteMbl H HHPPACTPYKTYPHI,
peanu3yronre KOHIIETIIMIO TPaHUYHBIX BeraucieHui (edge; edge computing) (Ilyin,
2021), mpencTaBIsIOT CETEBBIC pacpeAeICHHBIC CTPYKTYPbl aBTOHOMHO paboTaro-
IIAX BCTPOSHHBIX K MOOMJILHBIX YCTPOUCTB HHTEPHETA BEIICH C BO3MOXKHOCTHIO 00-
paboOTKU MEPBUYHBIX JTAHHBIX HEIMOCPEICTBEHHO HA CTOPOHE KOHEYHBIX YCTPONCTB
C TOCJIeNyIONIeH nepenadeii 00paboTaHHBIX TaHHBIX Ha IEHTPAJIN30BaHHBIC CETe-
BBIE XOCTHI B oOnaunbie cucteMbl (Shirazi, 2017; Esposito, 2017). CoritacHo 3T0M
KOHIICTIIIUH, 3HAYUTEIbHAS YacCTh BBIYUCICHUN U 00pabOTKU JaHHBIX JOJDKHA BBI-
MOJTHATHCA JIMOO HETTOCPECTBEHHO B MECTaX MX COOpa MITH B HEMTOCPEACTBEHHON HX
omm3octi. BBUy HE JOBEPEHHOCTH MPOrPAMMHO-UH(POPMAITMOHHOTO OKPYKECHUS
TaKUX CHUCTEM, a TaKXKe YS3BUMOCTEH HCIIOIB3YEeMOTO MPOrpaMMHO-aNIapaTHOTOo
obecnieueHns1 KHOEP(HU3NIECKUX YCTPOUCTB, B TOM YHCIIE YS3BUMOCTEH HYJIEBOTO
nHs (Anwer, 2022), a Tak)Ke HEJOCTATOYHOM 3aIIUIIIEHHOCTH CYIIECTBYIOIINX KOM-
MYHHUKAIIMOHHBIX MPOTOKOJIOB, B YaCTHOCTH, MPOTOKOJIOB KaHAJIBHOTO, CETEBOTO U
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MIPUKJIATHOTO YPOBHEH, Takue MHMPACTPYKTYphl OKa3bIBAIOTCS MOJBEPKEHHBIMU
pa3HOOOpa3HBIM aTaKyIOUIMM BO3JEHCTBUSIM, HAIIPABJIEHHBIM Ha KOMIIPOMETAIMIO
YCTPOWCTB, NaHHBIX, HIUPKYJUPYIOIIUX 10 CETH U XpaHAILIMXCS Ha yCTPOMCTBAx, a
TaKKe MPEIOCTABIISIEMBIX TTOJTh30BaTeNbcKuX cepBrcoB (Yahuza, 2020).

OrMmernM, dYTO OCOOCHHAs CIIOKHOCTH (OPMHPOBAHUS  HAJIECKHBIX
M 3allWIICHHBIX MEXaHW3MOB KuOephu3ndeckoi O€30MacHOCTH  CHCTEM,
pEUM3YIONIUX KOHLEIMIMIO TPAHUYHBIX BBIUUCIEHUN, BO3HUKAET B pPE3YJIbTATE
cieayronmx (GakTopoB, HEMOCPEACTBEHHO BIUSIONIMX HA YPOBEHb 3alIUIIIEHHOCTH
TaKUX CHCTEM: MHOTOILIArOBOCTb, MHOI'OACIIEKTHOCTh M MHOI'OBApPUAHTHOCTH
JNEeWCTBUH MOTEHIHAIBHOTO HapymuTens uHpopmanmonHoit 6e3omacHoctu (UB).
MHoOromaroBocTb BKJIIOYAET HAJIUYMUS THUIIOBBIX U Y3KOCIHEIMAJIN3UPOBAHHBIX
CLIECHApUEB JEHCTBUN aTaKyIOIIETO, Pa3JeisieMbIX JOTMYECKHM U BO BPEMEHHOM
HCUHCIIEHUHU Ha SIBHO BBIJCJICHHBIE 3TAllbl, TAKME KaK

- MpEeABAPSIOIINN aHaIu3 JOCTYIIHOIO aTaKyHoLIEMY IPOrPaMMHO-TEXHHU-
YECKOTO OKPYXKEHHUS C ONpeeJICHUEM MepedyHeil nHPOPMAIIMOHHBIX aKTUBOB, BO3-
JIEUCTBUS HA KOTOPBIE MOTYT CIIY>KUTh JOCTHKEHMIO €ro ILeneld. B yactHocTH, Ha
JTAaHHOM 3Tale MOXXET IMPOBOJMTHCS CETEBOE CKAHMPOBAHHE KOMMYHHUKAIlMOHHOU
MH(]PPACTPYKTYpHl C HMCIOJIB30BaHUEM CKaHEpoB Oe3omacHoct Nmap (Asokan,
2023), Nessus (Muin, 2022), OpenVAS (Toyin, 2023) u 11ip., TO3BOJISIOMINX BHIIBUTH
HY>KHBIE€ YS3BUMOCTH B IPOrPAMMHO-aNNapaTHOM OOECII€YeHUH, HEe3allUICHHbBIC
OTKPBITBIC TTOPTHI, APXUTEKTYPHBIEC CIA00CTH U APYTUE XapaKTEepPHbIE 0COOCHHOCTH
MH(PPACTPYKTYpPHI, BIMSIONIME Ha TMPOIECC MOATOTOBKH HECAHKIMOHUPOBAHHOTO
BO3JICHCTBUS;

- MIOJy4YE€HUE AOCTYyNa K IEJIEBBIM IIPOrpaMMHO-aNNapaTHBIM KOMIIOHEHTaM
B paMKaxX 3a/JlaHHOM CETeBOHl KOMMYHMKAIIMOHHOW W/WIM BUPTyallbHOW HWH(]pa-
CTPYKTYPBbI, «IIPOABUKEHUE» IO CETU C UCIIOIb30BAaHUEM METOAA MOCIEA0BATEIb-
HOT'O IOBBIIIEHUS MPUBUIIETUM B YCIOBUSAX HAKOIUIEHUS AHHBIX U PECYPCOB, J10-
CTATOYHBIX JIJI IPOBEACHUS BO3IEHCTBUS;

- OCYIIECTBIICHUE HECAHKIIMOHUPOBAHHOTO BO3JICHCTBHS HA IIEJIEBON OOBEKT
MIPUJIOKEHUS ¢ MOAU(PHUKALIMEH ero CTPYKTYPhI WM KOH(PUTYPAITHOHHBIX HACTPOCK,
MIPOCITYIINBAaHUEM W/HIIH TIEPEXBATOM €TO JaHHBIX, HAPYIICHUEM €ro TOCTYITHOCTH
u Jp.

- OILMOHAJIBHOE yNAJICHUE CJIEI0B IPUCYTCTBUS HapyILIUTENs B paMKax 3a-
JTAHHOW MTPOTPaMMHO-UH(POPMAITMOHHON HHPPACTPYKTYPHI.

MHOroacneKTHOCTh aTAKyIOIIMX BO3JACHCTBUH COCTOMT B BO3MOXKHOCTSX
HapyLINTEISI HCI0JIb30BaTh B IPOLIECCE ATaKK OJTHOBPEMEHHO WJIH ITOCIIEI0BATEIBHO
HECKOJIBKUX IIEJIEBBIX MPWIOKEHUN aTakH, B3aUMOJOIOJIHAIOLIIUX JIpYyT Apyra u
BKJTIOYAIOIINX BO3JCHCTBHUS HAa YPOBHE CETEBBIX XOCTOB, ammapaTHO-(QU3HYECKHe
BO3JICHCTBUS Ha KPUTUUYECKHU BaXKHBIE Y3IIbI HHOPACTPYKTYPHI, COLIMOUHKEHEPHBIC
BO3JICHCTBUS M WHBIC TPOsIBICHUA. Tak, B 00IIeM ciydae KOMOWHHUPOBAHHBIN
XapakTep MOJA00HOTO BO3JCHCTBUS MO3BOJISIET aTaKyIOIIEMY HE TOJIBKO YCHIIUTH
s dexT aTaku, HO U COKPATHUTH BPEMEHHBIEC 3aTPaThl HA MTPOBEJCHNUE aTakH, B TOM
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YUCJIE COKPATHTH BPEMsI IMOUCKA CJIAa0bIX MECT M YS3BUMOCTEH, KOTOpHIE OH OyleT
SKCITyaTUpOBaTh B KauecTBE CBOMX cTapToBbIX mmaroB (Yang, 2024). BeiTekaro-
m1asi 13 MHOTOACIIEKTHOCTH MHOTOBapHaHTHOCTD JICHCTBUIA aTtakyromero olOycia-
BIIMBAECT BO3MOXXKHOCTh IMHAMHUYECKOTO BbIOOpAa UM HamOoJiee BHITOJHBIX IIAarOB B
3aBUCHUMOCTH OT TEKYILETO KOHTEKCTa aTakd, OCBEIOMJICHHOCTH HapyIIUTENsT 00
MHTEPECYEMBIX €ro aKTHBax W ycioBui ux ¢yHknuonuposanus (Golchin, 2022).
Bce s10 onpenensier noTpeOHOCTH B COBEPIICHCTBOBAaHUN MIPOTPAMMHBIX CPEJICTB
0oOHapy>XeHUs aTaK U MOBBIIICHUH 3aIIUIIEHHOCTH KUOCPPUZHIECKUX CUCTEM JUIS
YIYYIICHHS IMOKa3aTeIell KauecTBa OOHAPYKEHUSI aTaK M YIIy4IleHus He(yHKITHO-
HJIbHBIX XapaKTEPUCTUK CPEJCTB 3aIIMUTHI 32 CYET KOMIUJIEKCHOTO y4eTa yCIOBUU
(yHKIIMOHHPOBAaHUS 1EJIEBON MH(PACTPpyKTyphl, MOACIUPOBAHUS aHAIN3A JEH-
CTBHH aTaKyIoOLIEro U 0COOCHHOCTEH TEXHOJIOTHUH TPAHUYHBIX BBIYHCICHUH.

Hacrosmas pabota opueHTHpOBaHA Ha COBEPIICHCTBOBAHHE CYIIIECTBYIOIINX
1 pa3pabOTKy HOBBIX MEPCHEKTUBHBIX MPOTPAMMHBIX CPEJICTB OOHAPYKEHHS aTak
B COBPEMEHHBIX KHOEpPU3NUECKUX HHPOPMAITMOHHO-TEICKOMMYHUKAITHOHHBIX
CHCTEMAxX U CETAX, O0a3upyroIMXCs HAa KOHLENUMH TI'PAaHUYHBIX BBIYUCICHUU.
OCHOBHOM BKJIQJ JaHHOW CTaThM BKJIIOYAET pa3padOTaHHYIO METOIUKY
oOHapy»XeHUsI aTak B KHOEpP(PU3UYECKHX CHCTEMaX MPOMBIIUICHHOTO WHTEpHETa
Bemieil (IloT) ¢ ucnonp30BaHMEM T'pPaHUYHBIX BBIUMCIEHUM, a TaKXe pe3yJibTa-
Thl €€ aHajau3a. XapaKTepHbIMU MNPUMEpPAMH CHUCTEM IIPOMBIIUIEHHOIO HHTEP-
HETa BEIIEH SBIAIOTCS HWHAYCTPUAJIBHBIE CHUCTEMbl MOHUTOpPHUHIA MEPUMETpPA
MPOM3BOJICTBA M KOHTPOJSI KAaue€CTBA HHIYCTPUAJIBHOI'O IIpOllecca; pa3jInyHbIE
TPaHCIIOPTHBIE KHOEP(HU3NYECKUE CUCTEMBI, OPTaHU3YIOIE AaBTOMAaTU3UPOBAHHBIC
CLIEHapUU COPTHUPOBKHU, XpPaHEHUS M JOCTAaBKM MPOU3BOJICTBEHHBIX J€Tajledl IpHU
WX W3TOTOBJICHUH, CHUCTEMBI Oe30macHbIX M 3((PEKTUBHBIX HHTEIUICKTYaTbHBIX
IIPOLIECCOB T€HEPALMU U PACHPEACICHUS DJIEKTPOIHEPIUU Il MHIYCTPUAIBHBIX
NPEANPUSATANA —TaK Ha3blBaeMble, YMHBIE CETH 3JeKTpocHadxeHus (Smart Grid).
[Ipu 3TOM mepemaya 4acTH 3HAUUMOTO (PYHKIIMOHATA TAKUX CHCTEM Ha CTOPOHY
reorpaMuecKu pactperesICHHBIX U yJAJICHHBIX YCTPOMCTB HE TOJIBKO PACIIHPS-
eT (YyHKIHOHAIBHOCTh YCTPOUCTB M MPEIOCTABIISIEMBIX CEPBHUCOB, a TAKXKE yIyd-
m1aeT He(pyHKIIMOHAIBHBIE XapaKTePUCTHKH, HO M MPEICTABISIET aJIEKO HAYIIYIO
TEH/ICHLIUIO B COBEPIICHCTBOBAHUY U MOBBIIIECHUH LIEJIEBBIX ITOKA3aTeIel KauecTBa
TaKuX CHUCTEM B IIeJIOM. BMecTe ¢ TeM BO BCeX yKa3aHHBIX IpUMeEpax mpoodiiema-
THKa 0e30MacHOCTH (PyHKIIMOHUpOBaHUsI KuOepdu3znyekoil UHOPaCTPyKTYpHI,
a TaK)KE€ OTHEJIbHBIX BXOJSIIMX B €€ COCTaB YCTPOMCTB, Y3JIOB, JEHCTBYIOIIHX
MOJIB30BATENICH MPECTABISIETCS KpalHEe aKTyaJIbHOW, B OCOOCHHOCTH B YCIIOBUSIX
MOTEHIMAJIBHO HE JOBEPEHHOTO U HEHAJIE)KHOT'O OKPYKEHUSI YCTPONCTB.

BrienuMm criemyromniyie OCHOBHBIE (PaKTOPBI, ONIPEACIISIIONINE aKTyaIbHOCTh
Y TPaKTHYECKYI0 3HAYMMOCThH 3aJlady MO pa3paboTKe METOIHUK IO IMOCTPOCHUIO
cpenctB obHapykeHus atak B [loT-cucremax ¢ MCIONb30BaHHEM TPDAHUYHBIX BBI-
yuciennii. K HuM oTHocsTCs B epByro ouepenb pasHopoaHocTs [loT-cucrem n ux
YSI3BUMOCTb K IIMPOKOMY KJIACCY HECAaHKIMOHMPOBAHHBIX BO3JAEHCTBUM, a TakKe
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aTaKH HEMOCPEACTBEHHO HAa TPAaHUYHBIC yCTPOUCTBA U (PYHKIINY IPAaHUYHBIX BBIUHC-
neHuii. B wactHOCTH, B HacTosIIee BpeMsi HaOII0AaeTCsl CyeCTBEHHAs pa3HOPO-
HOCTb CYIIECTBYIOLIMX CUCTEM ITPOMBIIIUIEHHOIO UHTEPHETA BEILEH, BKJIFOUAIOIINX
B CBOM COCTaB OTJIMYAIOIIHECS HAOOPHl KOHEYHBIX U IMPOMEKYTOUHBIX YCTPOICTB,
CEHCOPOB, HMCHOJHUTEIBHBIX MEXaHH3MOB, Pa3jIUYHBIE CETEeBbIEe KOH(pHUTypanuu,
BUJIbl alapaTHbIX apXUTEKTYp U MPOTOKOJIOB CeTeBOro B3aumopaercrus. [loato-
My Paznoo6pasue IloT-cuctem oOycnaBnuBaeT moTpeOHOCTh B YHHU(HUKAIIUU U TIO-
CTPOEHMU CPEACTB OOHAPYKEHUS aTaK B TAKUX CUCTEMAX C y4ETOM, BApUAaTUBHOCTHU
JICMCTBUM MOTEHUHUAJIBHOTO HAPYILIUTENSA, €r0 MPAKTUYECKUX BO3MOXHOCTEN, J10-
CTYIHBIX pecypcoB u HHCTpyMeHTOB (Vankayalapati, 2023).

BBuny pacnpenenennoro xapakrepa lloTcucrem, Hanmuuus orpaHudeHui
pecypconoTpeOiaeHuss HX YCTPOHCTB, OTKPBITOCTH CYHIECTBYIOIIMX CETEBBIX
MIPOTOKOJIOB, HAJIMYHSI CJIA0BIX MECT B HCIIOIIb3yEMOM ITPOTPAMMHOM 0OECIICYEHHUH,
TaKUe CUCTEMBI OKa3bIBAIOTCS YSI3BUMBIMU K AKTY AJIbHBIM YT'PO3aM HH(POPMAIIHOHHON
OezormacHocTu. B TOM uymciie 3TO KacaeTcs BO3ACHCTBUM, MPEICTABISIONINM, B
YaCTHOCTH, TaKHE aTakH Kak ceTeBble aTaku DoS, MitM, paznuyHble (UITHHTOBBIC
aTaKW; aTaKu Ha KOHKPETHBIC YCTPOMCTBA, BKIIOYAIOIINE aTakW MOx00pa Mapois
METO/IOM HAIMPABICHHOTO TIepedopa M HKCILTyaTaIHio YSI3BUMOCTEH MPOTPaMMHBIX
MIPOIIMBOK YCTPOUCTB; aTaKu Ha MOAM(UKAINIO JAHHBIX OT CEHCOPOB; aTaKU yPOB-
HS IPWIOKEHUH, Takue kak XSS-araku, SQL-unbexunu u ap.( Xiao, 2019).

[TosTomy pa3HOOOpa3ue BO3MOXKHBIX BHJOB arak, a TaKXke HX
B3aMMOCBSI3aHHOCTh OOYCJIaBIMBAIOT MOTPEOHOCTh B KOMIUIEKCHOM BBISIBJICHUU
atak B IloT-cucremax, KOTOpoe JTOHKHO OXBAThIBATh PA3IMUHbBIEC aCIEKTHl o0ecrie-
yeHus 0€30MaCHOCTH: MOJIEIIMPOBAHUE aTakK, MOCTPOCHHE MPOTrPaMMHBIX KIIACCH-
(UKaTOPOB M BU3YaJM3AIMIO JTAHHBIX, YTO CIIOCOOCTBYET OOECIIEYCHUIO BCECTO-
POHHETO aHaM3a BO3MOXHBIX yrpo3 Oe3omacHoctd (Roman, 2018). Kpome Toro,
OTMETHUM, YTO ucnonb3oBanue [loT-cuctemMol rpaHUYHBIX BBIYUCICHUMN MO3BOJISET
ycTporictBaM 3G (HEeKTUBHO 00padaThIBaTh JaHHBIC HEITOCPEICTBEHHO HA KOHEYHBIX
YCTPOWCTBAxX, YTO MOBBIIIAET ONEPATUBHOCTh pearupoBaHUsl Ha yrpo3bl. Bmecre
C TEM BO3MOXXHOCTb HECAaHKIIMOHUPOBAHHOM KCIUTyaTalii (PYHKIUA TpaHUIHBIX
BBIUHCIIEHUI MO3BOJISET NOTEHUIHAIBHOMY 3JIOYMBIIUIEHHUKY OCYIIECTBIISTH BO3-
JIEUCTBUSI HEMOCPEACTBEHHO HAa I'PAHUYHBIE YCTPOWCTBA CUCTEMBI, B TOM YHCIIE
aTaKy YTEUKHU JaHHBIX C YCTPOUCTB, backdoor-ataku u araky HapyIIeHHUs ayTEHTH-
dukanuu.

[Tostomy, ykazanubie BbIlie ocobeHHOCTH [loT-crcTeM TO3BOIISIIOT TIOA-
TBEPAUTH, YTO Mpeajaraemasi METOAUKa SIBISETCS Ba)KHBIM HMHCTPYMEHTOM ISt
MOBBIIICHUS YPOBHSI MH(POPMAIIMOHHON 0€30MacHOCTH KHOep(HU3NIECKUX CUCTEM
MIPOMBIIIIJICHHOTO MHTEpPHETA Bellel, 0a3upyIomuXcsi Ha UCIIOIb30BAHUU TPAHUY-
HBIX BBIYUCIICHUH, YTO OCOOCHHO aKTyaJIbHO B YCIIOBHSIX PACTYILETO YHCIa yTpo3,
YBEJIMYMBAIOLIEHUCS CII0KHOCTH COBPEMEHHBIX TEXHOJIOTMYECKUX peleHni. Takum
00pa3oM, CBOEBpEMEHHOE OOHAPY>KCHUE WHITUICHTOB OE30MacHOCTH B TaKUX WH-
(dbpacTpyKTypax ¢ BBICOKMM Kaue€CTBOM IIPEICTAaBISETCS KpaiiHe BaXKHOU 3a1a4ueH.

@ ® This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
~ International License
460



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

OcraBmasici 9acTb CTaTbM OpraHHU30BaHa CIEAYIOMIUM  00Opa3oMm.
Crnenyrommii pasfen cTaTbd BKJIIOYAET 0030p M  aHAJIU3 CYLIECTBYIOIIUX
MEXaHM3MOB HWH(OPMAIMOHHOW O€30macHOCTH H  OOHAapy>KEHHMsI aTaKk B
KHOCpPU3NUECKUX CHUCTEMaxX HWHIAYCTPHAIBHOTO HHTEpPHETa Belled B pamKax
KOHIIETIIIMM TPAaHWYHBIX BBIUMCIICHHUH. Jlanee B CcTaTbe pacKpbIBAIOTCS CYIIHOCTH
U OCOOCHHOCTH MPEMJIOKEHHOW METONMKH OOHapyxeHus atak. llocimemyrommii
paszen cTaThU MOCBSIIEH BOMPOCAM MPUMEHEHHUS M aHAJIW3y JaHHOW METOIUKH.
CraTpsi 3aBeplIaeTCsl 3aKIIOUYCHHMEM M CIHCKOM OCHOBHBIX HCITOJIb30BaHHBIX
HWCTOYHUKOB HAyYHO-TEXHUYECKOU JTUTEPATYPHI.

I'pannYHbBIEC BEIYMCIICHUS, HA3bIBAEMbBIE TAKXKe TIEpUPEPUITHBIMHU BEIYUCIICHUSIMH,
MPEJCTABISAIOT KOHIIECTIIUIO PacTIpeIeIICHHBIX BEIUMCIICHUH, KOTOPBIE OCYIIECTBIISIOTCS
B TpaHUIAX HEKOTOPOrO MHOXKECTBA KOHEYHBIX YCTPOWCTB, (HYHKIIMOHHPYIOIIUX
B 3agaHHO kuOepdusmueckoir mHppactpykrype (Lin, 2020). dpyrumu cioBamu,
IpaHUYHBIC BEIYMCIICHUS TPEATIOINIATal0T OPTaHU3aLUI0 XPAaHEHHS TAHHBIX, BEIYUCICHHS
U UX (PaKTHYECKOE PACIIONIOKEHUE B HEKOTOPOI OKPECTHOCTH MMEIOIIMXCS YCTPOHCTB
Y MCTOYHHMKOB NEPBUYHBIX JAHHBIX. JTO B CBOIO OYepeab CIIOCOOCTBYET CHHIKCHHIO
BPEMEHHBIX 33J€pP)KEK NpH Tepenadye TaHHBIX B TaKUX HH(PACTPYKTypax, a TakxKe
YBEIMYMBACT TPOMYCKHYIO CIIOCOOHOCTH CETEBBIX KOMMYHHKAIIMOHHBIX KaHAJOB
cBsi3u. Takum 06pa3om, K OCHOBHBIM IIPEUMYIIIECTBAM CHCTEM I'PAaHHUYHBIX BEIYMCICHUNA
MOXHO OTHECTH CIIEyIOIIHE:

- CHIDKEHHE 00BEMOB, Tepe1aBaeMbIX JTaHHBIX;

- MIOBBIIICHUE OTIEPATUBHOCTH (PYHKIIMOHUPOBAHUS CUCTEMBI 32 CUET MPUHATHUS
peIIeHHIA TI0 YIPaBICHUIO CHCTEMO HEMOCPEICTBEHHO HA YCTPOMCTBAX (y3/1ax CETH) U
CHIDKCHHIO KOMMYHHUKAITMOHHBIX 3a/ICPIKEK;

- MIOBBIIICHUE HAJIS)KHOCTH U OecriepeO0HHOCTH padOThl CUCTEMBI, B TOM YHUCIIE
3a CYET MOBBIIICHUS CTENICHH aBTOHOMHOCTH OT/IENIbHBIX YCTPOMCTB M UX CETMEHTOB
B YCJIOBHUSIX BPEMEHHBIX HApPYIICHUH CBSI3HOCTH HCIOJIB3YyEeMONH KOMMYHHKAIIMOHHOM
CeTH, a TAK)KE YMEHBIICHHS KPUTHYHOCTH IICHTPATU30BAHHBIX MOAYJeH 00paboTku
JTAHHBIX;

- TIOBBIIIEHHUE YPOBHS 0€30M1aCHOCTH CUCTEMBI 3a CUET BO3ZMOXKHOCTEH 110 OTCIIe-
KUBAHUIO aHOMAJIUI U BBISIBICHHUIO aTaK HETIOCPEACTBEHHO Ha yCTPOUCTBAX CETH.

Hayunast mpolsiema, Ha HCCIEJOBAaHME U pELIEHHE KOTOPOM HalpasieHa
HacTodmlas paboTa, COCTOUT B HEJJOCTATOYHOM 3aIUIIIEHHOCTH CHCTEM, PEaIu3yOIINX
KOHIICTIMIO TPAaHUYHBIX BBIYUCICHHH, W WX TOABEP)KEHHOCTH CIIOXKHBIM  JUIS
BBISIBIICHUS] KOMOWHUPOBAHHBIM MHOTOIIATOBBIM WH(MOPMAIIMOHHBIM BO3ACHCTBUSM,
HATpPaBJICHHBIM Ha HEKOPPEKTHOE W HEIEJeBOE HCIONb30BaHUE TaKUX CHCTEM,
HapyIlIeHHe KOPPEKTHOro (DYHKIIMOHUPOBAHUS TAKUX CHUCTEM, NMPUYMHEHHUE ymiepOa
uxX MHQpacTpyKType W Tojb3oBaresiM. OTMETHM TakXke, YTO MOHATHE TPAHUYHBIX
BBIUMCIICHUI BBEIEHO JUIS BBIIEICHUS MOJKIAcCa CHCTEM HHTEpPHETA BEIlEeH, UIs
KOTOPBIX JICHCTBUSA 110 00pabOTKE JAHHBIX MOTYT BBITIOIHATHCS B IIPEIEIax JIOKAIbHOTO
CETEBOTO KOHTYpa HEKOTOPOH TpyMIBl MOJb30BATENbCKUX ycTpoiicTB (Dolui et al.,
2018). B yactHOCTH, B cUCTEMAX, peaIU3YIOIMX KOHIEHNIUIO TPAHUYHBIX BHIYUCICHUH,
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UH(POPMAIIMOHHBIE CEPBHUCHI MOTYT pACIOJIaraThCsi HA KOHEYHBIX MOJIBb30BATEIBCKUX
YCTPOMCTBAX WJIM YCTPOMCTBAX, NMPEACTABISAIOIINX TOYKU JAOCTYIA K CBSI3U C yCTPOU-
CTBaMH ToJb3oBateneil. [Ipu 3ToM mporenypsl Takol pacrpeneneHHONH HHPpacTpyK-
TYpBl TPAHUYHBIX BBIUMCICHUH BBITIONHSAIOTCS HAa BBIYMCIUTEIBHBIX MOIYJISX, MAKCHU-
MaJIbHO TIPUOTMKEHHBIX K MECTaM PaCIIOJIOKEHHUS! CYUTHIBAEMBIM C CEHCOPOB JTAHHBIX
0 JIIOJSIX, TpoIeccax, Bemax. 1o ecTh, (PaKTUUeCKH, TaKOW Ha0Op BBIYMCIUTEIHHBIX
y3JI0B TO3BOJISIET pean30BaTh (PYHKIMOHAIBHOCTh OOJIAYHBIX BhrUucieHud (cloud
computing), HO HE IEHTPAJIN30BAHHO HAa BEICOKOIPOM3BOAUTEIBHBIX CEPBEPAX, a «IIPH-
OMIKEHHYIO K 3emiiey, popMupyst Oosee OBICTpbIe OTBETHI Ha WH(POPMALMOHHBIE UM-
MyJTBCHI CO CTOPOHBI coOnpaeMbix B loT-cucreme nannbix (Nam, 2023).

OTMeTHM TaKke, YTO IPaHUYHBIC U 00JIAYHBIC BBIYUCICHUS MOTYT IPUMEHSTHCS
coBMecTHO. [Ipu 3TOM TpaHWYHBIC BBIYUCICHUS (HOPMHUPYIOT JONOTHUTEIBHBIN
CJIOM yHNpaBJIE€HUS MEXAY CEHCOpaMH, KaK MCTOYHMKAMHU JaHHBIX, U OOJaKOM, Kak
BBIYUCIIUTEILHBIM CJIOEM, OTBEUYAIOIINM 32 00pabOTKy M XpaHeHHE OOJIBIINX MACCHBOB
naHHbIX. OOIavHbIe BBIYMCICHUS OCBOOOXKIAIOT OPTraHU3alUU OT PEIICHUS MHOKECTB
TEXHOJIOIMYECKHUX BOIIPOCOB, TAKUX KAK BOIIPOCHI XpaHEHUS JJaHHBIX, BBIYUCIIUTEIbHBIX U
CETEBBIX OTPAHNUYEHU, TIPH ’TOM OHU B TEKYILIEM UX BHUJIE C OOJIBILIUM TPYIOM IIO3BOJISIOT
CHpABIATHCA C TPEOOBAHUSMHU Ha TOMJIEPKKY MOOMIBHOCTH, OCBEIOMIIEHHOCTH O
MECTOHAXO0XACHUM U HU3KUE KOMMYHUKAIIMOHHBIE 3a/I€P)KKH, MPEAbIBIIEMBIMU CO
CTOPOHBI NOJIB30BATENBCKUX MpHIokeHH (Qing, 2018).

K ocobennoctsiM mpoOieMaTuku HH(POPMALMOHHONW OE30MacHOCTH CUCTEM
IPaHUYHBIX BBIUMCIEHUNA MOXHO OTHECTH 3a4acTyl0 OIOCPEIOBAHHBIN U OTJIOKEHHBII
XapaKkTep HECAHKIMOHMPOBAHHOTO BO3JEHCTBUSA, BBIPAXKAEMbIN, B TOM 4MHCIE, B
MOCTENIEHHOM Jerpajallui KaHAJOB CBS3M 3a CYET Pa3pacTaloLErocs BOBJICYEHHUS
umeronmxcs edge-y3ioB B botnet-araky (Gulatas, 2023). 910 cmocoOHO IPUBOAUTH
K IOCTENEHHOMY IE€pEepacHpeeICHNI0 BBIYMCICHUN U CBA3AHHOMY C ATHX YXYyJLIe-
HUIO CKOPOCTHU CBSI3H U IMOKa3areiel KOPPEeKTHOCTH JOCTAaBKU COOOMIeHUH (ToKasare-
mu Quality-of-Service). Kpome Toro, ciioxHOCTh OOHAPYKEHHS aTaK B TAKUX CUCTEMax
CBsI3aHa C HEXBATKOM IEHTpATM3AIMK NPH cOOpe JaHHBIX, KOTOPbIE MOTYT COJEPKAaTh
Ba)KHbIC MTPU3HAKH, HEOOXOIUMBIE JIJIs1 OOHAPYKECHHUS aTaK.

B (Gulatas, 2023) orMeyaercs, 4YTO IIOMHMO TOrO, YTO CHCTEMBI
IPaHUYHBIX BBIYMCIECHUN HACIEAYIOT KJIACChl YS3BUMOCTEM OT MpPEALIECTBYIOIINX
KOMMYHMKAIIMOHHO-BBIYMCIUTENbHBIX TEXHOJOIMM, TaKUX Kak paclpese/ieHHbIe
P2P-cucrembl u OecripoBOAHBIE CEHCOPHBIE CETH, 32 CUET MHOTOYPOBHEBOM CTPYKTY-
pBl TPAaHUYHBIX BBIYMCIEHUN M OTPAHUUYEHHOCTH PECYpPCOB YCTPOMCTB TaKuUE€ CHCTE-
MBI 00JTaatOT JTOTIOIHUTEILHBIMU HAaOOpaMH YSI3BUMOCTEH, ONMUPAIOLUIMMHCS HA U3b-
SIHBI OTJIEbHBIX edge-y3JI0B u ux B3aumojeicTBus. Kpome toro, B (Alwarafy, 2019)
00OCHOBBIBAETCSI BKHOCTh BOIPOCOB OOECIICUEHUS 3aIUIIEHHOCTH U MPUBATHOCTH
JTAHHBIX B CUCTEMAaX TPAHUYHBIX BEIYUCIICHHA.

Ha npumepe HECKOJIBKMX MPaKTUYECKMX CLEHApHUEB, TAKUX KaK CHCTEMBI
AJIEKTPOHHON MEJIUIIMHA B YMHBIX TopoioB, B (Caprolu, 2020) ocBematoTcsi OCHOBHBIC
BOMPOCHI 0E30MaCHOCTH TPAaHUYHBIX BBIYMCICHUH, CBS3aHHbIE, B TOM 4YHUCIIE, C
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NPUMEHEHHEM TEXHOJIOTHI BHpTyainm3amuu K edge-cucremam, Kak ¢ MPUMEHEHUEM
YA3BUMOCTEH KOHTEHHEPHBIX MHPPACTPYKTYp, Tak U Oe3 HuX. B wacTHOCTH, MoKa3a-
HO, YTO apXUTEKTYpHBIE 0COOCHHOCTH HHPPACTPYKTYPhI TAKUX CLIEHApUEB (POPMUPYIOT
HA0OpBbI XapaKTEePHBIX UM CHENU(DUIECKUX MPOrpaMMHO-AIMAPATHBIX YSI3BUMOCTEH,
KOTOpBIE MOTYT OBITh YCHEIIHO KCILTYyaTHPOBAHBI MOTEHIIMAIBLHBIM HAPYIIUTEIEM B
paMKax TaKMX aTaKyoLIUX BO3JAEHCTBUI KaK yJaJ€HHOE BBIIIOJIHEHUE Koja, DoS-araku
U pa3nuuHbie araku nepenonHeHue (flooding-atakm), araku ckaHUPOBAHUS MTOPTOB H
YSI3BUMOCTEM, aTaKy NOBBILLIEHUE TPUBWIETUI, YTEUKU JaHHBIX U Jp.

Takum 00pa3oM, B YCIOBUSIX OTCYTCTBUS YHH(DHUIMPOBAHHBIX CpEACTB
oOHapyXeHHsI aTaKk B KHOeppHU3MUECKUX CHCTEMaxX NPOMBIIIJICHHOTO WHTEpHETa
BEIICH C WCIOJB30BAHMEM TPAaHUYHBIX BBIYMCICHUH, a TakkKe HE00XOAUMOi
aJIaTUBHOCTH TaKUX MEXaHU3MOB MOJ TpeOOBaHMS M YCIOBHS (DYHKIIMOHHUPOBAHHUS
KOHKPETHBIX CLICHAPUEB BBINOJIHEHHUSI KOHKPETHBIX CHUCTEM C MCIIOJIb30BaHUEM
TPAaHUYHBIX BBIYMCICHUH BO3HUKAET HEOOXOAMMOCTH pPa3pabOTKH KOMIUIEKCHOM
METOIMKH TIOCTPOCHHUSI CPEICTB OOHApPYKEHHs aTaK, KOTopas HOJDKHA YYUTHIBAThH
OCHOBHBIC APXUTEKTYPHBIE M CLEHApHbIE OCOOCHHOCTH TPAHWYHBIX BBIUYMCIICHUH.
K OCHOBHBIM OTIMYHMSAM TpeAsiaraéMoil B HACTOSIIEH padoTe METOAMKH MOKHO
OTHECTH Y4YeT CHeuu(UKH TPAHWYHBIX BBIUUCICHHA Ha BCEX OCHOBHBIX CTaJIUsIX
METOJIMKH, BKJIIOUYAIOLIMX IPOBEIECHUE AHATUTHUYECKOIO MOJEIMPOBAHUS, HATypHO-
MMHUTALMOHHOTO MOJAETHPOBAHUS, TEHEPALMI0 TECTOBBIX M oOydarommx HabopoB
JAHHBIX U [IPOBEJICHUE BU3YaJIbHOTO aHAJIN3a JaHHbIX.

Marepuaisl 1 Metoabl.

Mertoauka TOCTpOEHHUsSI CpencTB oOOHapyxeHus arak. Ilpemnaraemas
METOJMKa OPHUEHTHPOBAaHA Ha TMOCTPOCHHE MEXAaHW3MOB OOHApPYKEHUS aTaK B
KHOEepPU3HNIECKUX CUCTEMAaX MPOMBIIICHHOTO MHTEPHETA BEILIEH C UCTIOB30BaHUEM
TPAaHUYHBIX BBIUYHUCICHHH C YYETOM CIEUM(PUKH CTPYKTYpbl M OCOOCHHOCTEH
(yHKIIMOHUPOBaHUS TakuX HHGpacTpykTyp. IIpemiaraemass MeToauka BKIIOYAET
BBIINOJIHEHUE CJIEAYIOLIUX OCHOBHBIX IIECTU CTaAuil, OCYLIECTBIEHHE KOTOPBIX
oOecrieunBaeT peEIIeHUE 3aJad IOCTPOEHUsI CPEACTB OOHApYy’)KEHUs aTak B
KHOEepPU3HNIECKUX CUCTEMAaX MPOMBIIICHHOTO MHTEPHETA BEILIEH C UCTIOIB30BaHUEM
rpannyHbIX Bbluucienuit (Puc. 1). JlanHas wmeroanka mpeaHa3HauyeHa ISt
WH)KEHEPOB-TIPOEKTUPOBIIMKOB U Pa3pabOTUMKOB IPOrpaMMHBIX KOMIIJIEKCOB
st obecriedyeHrss MH(POPMAMOHHONW 0e30macHOCTH KUOep(HHU3NUECKUX CHUCTEM
MIPOMBIIIJIEHHOTO UHTEPHETA BELIEH, B KOTOPBIX 3HAUMMas 4YaCTh BBIYUCINUTEIIbHBIX
MIPOLIECCOB OM3HEC-JIOTMKU CHUCTEMBI BO3JIaraeTcsi Ha KOHEYHBIE YCTpOMCTBa
CHUCTEMBI. BBINOIHEHNE METOIMKU MPEANOoJaraeTcsi Ha 3Tanax MNpOeKTHPOBAaHUS,
TECTUPOBAHMS, HACTPOUKHU M OLICHUBAHUSI KAYECTBA PAOOTHI CPEACTB OOHAPYKEHUS
atak. Ha pucynke 1 0603Ha4eHbl OCHOBHBIC BXOJIHBIC U BBIXOJHBIC JTaHHBIC, MPU
3TOM CTaJUM METOJMKM IIPEJICTaBICHbI B BHUJIE INPSMOYTOJIBHHMKOB, TOI/Ja Kak
CTPEJIKM MEXTy HUMHU (POPMHPYIOT KOHTYPHI YIPABICHHUS MU TIEpPeaadd JaHHBIX
MEXAY CTaIUsIMHU.

Bxonom Metoauku siBISIOTCS (hopMabHast cienu(uKays aHaIu3upyeMon
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[ToT-cucremsl, BKIIOUaromas Ha0Op (PyHKIMOHATIBHBI TPeOOBaHUH M HE(YHKIIHO-
HaJIbHBIX OTPAaHMYCHHH, a Tak)Ke MepeueHb yrpo3 MHGOPMAIMOHHON Oe30rmacHo-
CTH, CBSI3aHHBIX C O)KUJIAEMBIMH PA3HOBUJIHOCTSIMHU aTakK, KOTOPbIE HEOOXOUMO Jie-
TEKTHUPOBATh B MPOLIECCE 3aMIIEHHOTO GyHKImoHnpoBanus [loT-cuctemsr.

BBIX0O10OM METOAUKY SIBJISIETCS PEaJIn30BaHHBIN IPOTPAMMHBIA KOMIIOHEHT,
KOPPEKTHOCTh (DYHKIMOHHUPOBAHMSI KOTOPOTO TIOATBEPKIACTCS Ha OCHOBE
AMITUPUYECKUX TPOBEPOK—TECTUPOBAHUIKAYECTBATIPOT PAMMHBIX KIIACCH(PUKATOPOB
Y DKCIIEPTHOI'O OLICHUBAHUS C MCIOJb30BAHUEM CPEACTB BHU3YAJIIbHOI'O aHAJIM3a
JAHHBIX O pabOTe MOCTPOCHHBIX MPOTrPAMMHBIX KJIACCU(PUKATOPOB.

Hacranuu 1 npon3BoauTcsa 1OCTpOEHNE aHATUTUYECKOM MOJIEJIN ATAKYOIIUX
BozaeictBuil Ha IloT-cucremy, peann3yronyro KOHIEILNIO I'PAHUYHbBIX BBIYUCIIC-
Huii. Ha ocHOBe MMeErOIUXCcsl criennUKalni U TepeyHs aKTyallbHBIX yTIpo3 s
LIEJIEBOM CUCTEMBI TAKOE€ MOJEIIMPOBAHUE IIPEANOIIAracT IIOIyYEHUE PE3YJIbTaTOB
aHaJau3a I10 OIIPENIEJICHUIO NPEAINoIaraeMbIX 1ejle 1 MOTUBOB Hapyluurels. [lpu
STOM B OOIIEM CiIydae HapyIIUTeNIb ClIOCOOCH IKCILTYaTUPOBATh KaK CBOWCTBA pac-
npeesieHHoro cobopa u oOMeHa uHpopmarued Mexay nepudepuitHbIMU yCTPOA-
crBamu [loT-cuctemsl, Tak U yI3BUMOCTH CAMHUX YCTPOMCTB. Takxke onpeaesrorcs
TUIIOBBIE CLICHAPUU HAPYIIUTEISI C YTOYHEHUEM OTAEIIBbHBIX 11aroB, BKIIOYAIOIIUX,
BO3JICUCTBUS, KaK (PU3UYECKOTO XapaKTepa, Tak U MPOrpaMMHO-UH(POPMAITMOHHO-
ro. OTMeTUM, 4TO MASHTUPUIIUPYIOTCSA TaKXKe OCTYIHBIE PECYPChl M UCIIONb3Y-
€MbI€ aTaKyIoIUM IIporpaMMHO-anmnaparseie cpeacrsa. Kpome toro, B mpouecce
IIPOBOIMMOI0 aHAJIN3a TAK)KE BBISICHSIOTCS CTAPTOBBIE BO3MOKHOCTH HAPYILIUTEIIS
Y 3aBsI3aHHBIC HA 3TO YCTPONCTBA M MPOrpaMMHO-aNmaparHbie HHTepdece — Me-
CTa OCYILECTBIICHUS JOCTYIA, aTaKyIOIIETO K CUCTEME.

B nensx ydyera TMHAMHYECKHX OCOOCHHOCTEH (hYHKIIMOHUPOBAHHS 1IEJICBOM
CHUCTEMBI CTaJIUsl 2 METOAUKH IIPEIIOIaraeT UCI0JIb30BaHUEM METOJI0B HATyPHOTO
U VMMHUTAMOHHOIO MOJEIWPOBaHUA. B 4YacTHOCTH, I NOJMYyYEHUS HCXOJHBIX
JAHHBIX, aJIeKBaTHBIM 00pa30M OMHUCHIBAIOIINX OJHY MM HECKOJIBKO Pa3IUYHBIX
BUJOB aTaK, IPOaHAJMW3MPOBAHHBIX HA CTAaJAUM | METOAUKH, 3aKJIaJbIBAECTCS
dbopmupoBanre (QGU3HUECKON MOTHOPYHKIHMOHAIBHOW WM JO0 OIpeaeIeHHOMN
CTEIEHU OTrPAHUYEHHOW HATYPHOU MOJEJM CETH, BKIIFOYAIOLICH psiJl LEJIEBbIX U
00eCcTIeYMBAIOIINX 3JIECKTPOHHO-BBIYUCIHUTEIBHBIX U TEPUPEPUHHBIX YCTPOICTB,
JTAaTUUKOB, CBSI3YIOLIEr0 CETEBOIO0 OOOpYJIOBaHUS U JPYIHMX 3JIEKTPOHHBIX
KOMIIOHEHTOB. BBHIly BO3MOXHOH MNPAaKTUYECKOW CIOKHOCTH TOJOOHOTO
MOJEIUPOBAHUS YaCTh (PYHKIMOHAIBHOCTH MOJIENN MPEIOIaraeTcsi BO3MOXKHOU
K peaJn3alyy 32 C4ET UMUTAIMOHHOT'O NIPEACTAaBICHU.

Cranust 2 mpemyiaraéMod METOJAMKH BKJIIOYAET TaKXKEe BO3MOXKHOCTH
MOMCKAa CYIIECTBYIOIIMX HA0OpOB [aHHBIX, BKJIIOYAIOIIMX OIHCAHUE JIOTOB
WHIyCTPUAIBHON CHCTEMbl HMHTEpHeTa Bemiedl. Takue HaOOpHl JaHHBIX MOTYT
MIPUMEHSTBCS, KaK I 00OTalleHus! TaHHBIX, ((OPMUPYEMBIX B paMKaX METOIHKH,
TaK ¥ B KQYECTBE MOJIOKUTEIBHBIX MPUMEPOB I (POPMHUPOBAHUS HOBBIX HA0OPOB
JTAHHBIX C UCIIOJB30BAHUEM UMEIOIIEHUCS HATYPHO-UMUTALIMOHHOW MOJIEIIN.
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BXO0A: cneundrkauma lloT-cucTembl, NnepeyeHb aKTyaneHbix yrpoz MB

CTEI}J'I‘IH 1 I'Ior:'rpoeune aHaNUTUUYECKDN MOOEeNH aTaKyoLWHX BOBAEﬁCTBl-1ﬁ Ha lloT-

CUCTEMY, PEANWUZYIOLWYHD KOHLUENLKWIO NpPaHUYHbIX BbIYMCAEHMIA

MocTpoeHKe KOMBHUHHMPOEAHHOW HaTypHO- II Mowck 1 epibop

Cragmna 2

WMMTaLWOHHOI Mogenu aTak Ha lloT-cucTemy I HabopoE AaHHBIX

Cragua 3 MporpammHan redepalMa HaBopoE UCXOAHBIX AaHHBIX, BKNOUYIIOLWWX NOTH
DeHCTEWMI HAPYLWKWTENA U HOPMANbHOro SYHKLLMOHWMPOBAHUA lloT-cucTembl

Cragpa 4 MNocTpoeHMe NporpamMmMHbIX KNacCMbHKATOPOE ANA oBbHapyKeHWA
aKTyanbHbIx atak Ha lloT-cuctemy

HOPPEKLMA

Cragua 5 TecTMpoBaHMWe NPOrpaMmMHbIX KNaccMdMKaTopoE ANA oBHapyHeHWA
aKTyanbHbIX atak Ha lloT-cuctemy

Crapua 6 BuayanbHbIA aHaNN3 AaHHbIX

BbIXOO: nporpammHblit KOMNOHEHT oBHapYHEHUA aTaK

Puc.1. Cxema METOAMKH IIOCTPOCHUS CPEACTB OOHAPYIKEHHS aTaK.

Ha cragum 3 ocymecTBiasieTcs TIporpaMMHasi TeHeparus HaObopoB
HWCXOJIHBIX JAHHBIX, BKJIIOYAIOLIUX JOTH JIEUCTBUN HApyIIUTENS U HOPMAIbHOIO
dbyakumonupoBanust [loT-cucrembl. @opMupyemMble Ha 3TOW CTaJIHH WCXOIHBIC
JlaHHbIE TPeOyIOTCS sl HOCTPOSHUSI TPOTPAMMHBIX MOJYJEell OOHapy»KEHHUs aTax,
a TaK»Ke JUJIs OCYILIECTBIICHUSI pa3METKHU JTaHHBIX 10 KjlaccaM atak. Mckomble Habo-
PbI JaHHBIX MPEANOJIaraeTcs MOCTPOUTh B PaMKax HKCIIEPUMEHTOB C MCITOJIb30Ba-
HUEM HATypHO-UMHUTALIMOHHOW MOJEJH, KaK B ciydyae HaxoxjaeHus [loT-cucremsl
ITOJI aTaKoOW, TaK W B CIydae €€ HOPMaIbHOTO (yHKIIMOHHpPOBaHUS. DaKTHIECKH,
OCHOBOH JUIsl TAaKOW TeHEpAIUU SIBIISICTCS 3aIlyCK CIICHapHeB (DYHKITMOHUPOBAHUS
HAaTypHO-UMHMTALIMOHHON MOJENN Ha Ha0opax CTapTOBBIX MapaMETPOB MOJIENH C
HCTO0JIb30BAHUEM IPABUJI YIIPABICHUS YCTPOUCTBAMU I'PaHUYHBIX BeIuKcieHnid. Ha
JTAHHOM CTaJNU Tak)Ke IMIPOU3BOIMUTCSA 3a/laHUE PAa3METKHU B paMKaX T€HEPUPYEMBIX
HaOOpOB MCXOAHBIX JAHHBIX, KOTOpasi B OOIIEM Cilydae BKJIOUAeT yKa3aHHE Bpe-
MEHHBIX TEPHOIOB MOJICIHPOBAHMS aTaKH, a TaKKe (PU3HUYECKUX H/WIM CETEBBIX
aJIpeCoOB yCTPOMCTB, BOBJICUEHHBIX B MOJICIUPYEMBIA CIIEHAPUH B 3aBUCUMOCTH
OT MCHOJIb3yEMBbIX KaHAJIbHBIX, CETEBBIX U MPUKJIIAIHBIX MPOTOKOJIOB, 0 KOTOPHIM
MPOUCXOAUT B3aWMOJICHCTBUE YCTPOMCTB TPAaHUYHBIX BbIYHCICHUU. [Ipumepom
aKTyaJbHOI'O BHJA aTaK Ha yCTPONCTBA 'PAaHUYHBIX BBIUUCICHUN SIBJISIIOTCS aTaKu
oTka3a B oociyxkuBanuu (Gulatas, 2023), araku ransomware-mudpoBanus (Job,
2021), botnet-araku, kak Hanpumep Mirai (Febro, 2022), DSN poisoning-araku
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(Gulatas, 2023).

Cranust 4 oXBaThIBAa€T MOCTPOCHHE MPOTPAMMHBIX KIACCU(UKATOPOB ISt
0oOHapyKEHHs aKTyallbHBIX BHAOB atak Ha lloT-cucremy ¢ ucmonb3oBaHHEM Me-
TOJOB MAIIIMHHOIO OOYyYE€HHUsI C YUWUTENIEM, BKJIIOYAIOIIMX, B TOM YHCIE, CIEIY-
IOIIME METOJbI: CIIyYalHBIN JieC, JIEpeBbs pelieHu, k-Ommkalmmx coceei,
adaboost-knaccudukarop, mammHa omopHbIX BekTopoB, LSTM u apyrue. Ha
JTAaHHOM CTaauu BO3MOXXHO TaK)X€ IPUMEHEHME JOIOJIHUTENIbHBIX aJIrOPUTMOB
KOMOMHHPOBaHUS KJIACCU(PUKATOPOB, BKIIOYAIONIUX CTEKUHI, Ma)XOPUTApHOE
rOJIOCOBAaHHME, a TaKXKE AQJITOPUTMOB CAMIUIMHTA — B Cllydae HEOOXOIWMOCTH
OaaHCUPOBKH 00YYaIOIINX U TECTOBBIX BRIOOPOK. B wacTHOCTH, KOMOMHUpOBaHNE
OMHApHBIX KJIACCHU(UKATOPOB IO3BOJISIET OpraHM30BaTh 3(P()EKTUBHBIN MYJIbTH-
KJIacCU(PUKATOP MO Pa3TUIHBIM KJIacCaM aTaKyIOIINX BO3ICHCTBUH.

Cragusa 5 BKIIIOYAET MPOBEPKY KOPPEKTHOCTU MOCTPOEHHBIX Ha cTaguu 4
MIPOTrPaMMHBIX KJIACCH(UKATOPOB HA TECTOBBIX BRIOOPKAX JAHHBIX C BHIYUCICHUEM
3HAYeHUH TOYHOCTH, TOITHOTHI, F1-Mepbl 1 1pyrux Kinaccu(UKaMOHHBIX ITOKa3aTe-
nei. B ciryyae HEBBIMOTHUMOCTH TPeOOBaHUH Ha IMOKa3aTeIu KayecTBa Kiaccudu-
Kalluy OPOU3BOJANUTCS BO3BPAT K CTAAUU 4 C U3SMEHEHHBIMU 3HAYEHUSIMU TUIIEp-T1a-
paMeTpoB Ki1acCU(PUKAIUOHHBIX METOIOB W/MJIM YTOUHEHHEM CaMUX METOJIOB.

Cragua 6 BKJIIOYAET MNPOBEAEHHUE SKCIEPTHOIO aHalau3a IOCTPOSHHBIX
KJIacCH(UKATOPOB Ha MMEIOIIMXCS Ha0opax [aHHBIX C HCIOJIb30BaHUEM
BU3yaJIbHOTO aHaJIN3a UCXOJHBIX JTAaHHBIX U MHTEPIPETAINH PE3yJIbTaTOB PA0OTHI
KiaccupukaTopoB. B wacTHOCTHM, maHHash CTaaWsi METOIWKH TMPEAIOJIaraet
MCIIOJIB30BaHUE METOJOB YMEHBIICHUS 00BEMOB U PAa3MEPHOCTH aHAIM3UPYEMBIX
JTaHHBIX C IPUMEHEHUEM AJIrOpUTMa I1aBHbIX KOMIIOHEHT (PCA) u anropurma He-
3aBUCUMOr0 KoMIoHeHTHOro aHanu3a (ICA).

OO0cy:xneHne u pe3yJabTaThl.

[Ipumenenne MeTomuku U Auckyccus. OOO0OIIMM OCHOBHBIC TOJTYYECHHBIC
pe3ynbTaThl JaHHOW paboThl. KOHEUHOH IIeNbI0 JaHHOTO WCCIICIOBAHUS SBISETCS
pa3paboTrka 3((EeKTUBHBIX METOIOB YIPABICHHS MPOU3BOIACTBEHHBIMU MpPOIECCAMHU
JUIS. TIOBBIIIGHUS] KauecTBa MPOJYKIMU M ONTHMHU3aUWHU 3aTpaT. Pabora mpennaraer
[EJIOCTHBIA MOJIXOA K oOecreyeHnto 0e30mMacHOCTH B KHOep(U3MUYECKHX CUCTEMax,
MHTETPUPYS METO/bl MAaLIMHHOIO OOYY€HUS U 3KCHEPTHBIM aHaJIU3 JJIs HOBBIIICHUS
HA/IC)KHOCTH U YCTOWYMBOCTH K arakaM. CTaTbs MOCBSIIEHA Pa3padOTKe METOAMKH
oOHapy>KeHHs aTak B KHOEPPHU3MUECKUX CUCTEMAaX MPOMBIIUICHHOTO HHTEPHETA BEIICH,
OCHOBAHHBIX Ha KOHLENIIMHM TPAaHWYHBIX BBIUUCICHHHA. B paboTe moauepKkuBaroTcs
aKTyaJbHbIE TPOOIEMbI 6€30MTACHOCTH B TAKUX CHCTEMaX, 00YCIOBICHHBIE CII0KHOCTHIO
U pa3HOOOpa3WeM BO3MOXKHBIX aTak, a TakkKe HeO0OXOJUMOCThIO YUYUTHIBATH
pacrnpeeneHHbIN XapakTep HHPPaCTPYKTypbl IPaHUYHBIX BBIYHCICHUN.

Takum oOpa3om, Tpesio’)keHa HOBasg METOAWKAa OOHApYXKEHHS arak,
BKJIIOYAIOLIasi, B YACTHOCTH, T'€HEPALINIO PEJIEBAHTHBIX HA0OPOB TaHHBIX, IOCTPOCHUE
IPOTPAMMHBIX KJIACCU(HUKATOPOB M UX MPOBEPKY C HCIIOJIB30BAaHUEM IMOKa3aTese
KadyecTBa KJIACCH(PHMKAINK, SKCHEPTHBIA aHAIW3 M WHTEPIpETalus pe3yJbTaToB C
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HCIIOJIb30BAHUEM METOJIOB CHUKEHUs Pa3sMEPHOCTH JAaHHBIX. MeTOAuKa BKIIIOYAET
KOMOWHAIIMIO PAa3JIMYHBIX aJTOPUTMOB MAIIMHHOTO OOYYEHHs ISl TMOCTPOCHHS
3G PEKTUBHOTO MYJIBTU-KIACCU(PUKATOPA, CHOCOOHOTO OOHApPYKUBATh IIUPOKHI
cnekTp arak. Pa3paboTaHHasi MeTOAMKA MpeaHa3HaueHa Uil YHU(PHUIMPOBAHHOTO
nojaxoaa K 3amure pasHoponusix lloT-cucteMm, yunThiBasi pazHooOpasue yCTpPOHCTB,
IIPOTOKOJIOB U aTakK.

B pamkax @maHHOro HCCIENOBAHMS HCIOJIB3YIOTCS KOMIUIEKCHBIM ITOAXOM,
BKJIFOYAIOLIUH CIEAYIOIHNE OCHOBHBIE METOBI: CTATUCTUYECKUM aHAIN3 — IIPOBOAUTCS
cbop 1 00paboTKa JaHHBIX O OCHOBHBIX MoKa3zarensx [loT-cucTeMbl; METOIbI aHATTUTH-
YECKOT0 U HATYPHO-UMUTALMOHHOTO MOJEIMPOBAHUSA U NPEACTABICHUS U aHAJINA3a
npoueccoB [loT-cucremsl 1 BO3MOXHBIX aTak Ha €€ yCTPOMCTBA; METObl MAIIUHHOTO
0Oy4eHUs U BU3yaJIbHOTO aHAJN3a TAHHBIX B KAY€CTBE OCHOBBI KOMOMHHPOBAHHOTO 00-
Hapy>KEHUs aTak.

Hay4ynas HOBM3Ha METOAMKHM 3aKJIFOYAECTCS B KOMIUIEKCHOM IOJAXOJE K
obHapyxeHuto atak B lloT-cucremax ¢ HCIONB30BaHWEM T'PAHUYHBIX BBIYHCIICHUH,
NPUMEHEHUH HAaTypPHO-MMUTAI[MOHHONW MOJENH IJIsi TeHEepallii JaHHBIX U KOMOWHU-
POBAHMU PaA3IMYHBIX METOJOB MAILIMHHOTO OOy4Y€HUs Ul CO3[aHMsl YHUBEPCAIbHOIO
MynbTH-KIaccudukatopa. Taxke yuuTBIBAeTCS Pa3HOPOAHOCTH CHCTEM W MPUMEHS-
I0TCS METOJbl CHWKEHHSI Pa3MEPHOCTH JAaHHBIX JUIsSl MOBBIIIEHNUS TOYHOCTH U MHTEp-
MIPETUPYEMOCTH pe3yabTaToB. Pe3ynbTarsl Hccaen0BaHUI MOTYT ObITh IPUMEHEHBI JUIs
YIyqIIeHHs 0€30MaCHOCTH MPOMBIIIICHHBIX KHOSP(PU3NUECKUX CUCTEM, MUHUMU3UPYSI
PUCKHM HECAHKIIMOHUPOBAHHOTIO JIOCTYyIA U MIOTEPH JTAHHBIX.

OTMeTHM, YTO KOHKPETHBIM NpPaKTHUYECKUH pe3ysbTaT 3aK/II04YaeTcs B
pa3paboTKe METOAWKH, KOTOPYIO MHXKEHEPhI W pa3pabOTYMKH CMOTYT HCIIOJIB30BATh
st 3anThl [loT-uHPPacTpyKTyphl OT Pa3TUYHBIX BUIOB aTaKyIOUIMX BO3ACHUCTBUIA.
JlaHHas METOAMKA OXBATHIBAET IIMPOKHUH CIEKTP 3aJad: OT aHAJIN3a MOTCHIMAIbHBIX
yIrpo3 10 peaau3aliyd MEXaHW3MOB MX NpeaoTBpamieHus. OHa NMpUMEHUMa Ha JTare
MIPOEKTHUPOBAHUS M TECTUPOBAHUS CUCTEM, a TAK)Ke NMPH HACTPOWKE M OLIEHKE PabOTHI
3aIUTHBIX CPEICTB.

BaxxHbIM acmekToM SBJIAETCS HUCIOJIB30BAHWE HATYPHO-UMHUTALIMOHHOIO
MOJICJIMPOBAHUs, KOTOPOE IIO3BOJSET MOJEIUPOBATh AaTaKW MW MCCIENO0BAaTh HX
BO3JICHCTBUE HA CUCTEMY. TaKOW ITOAXO IMOBBIIAET TOYHOCTh U HAJIE)KHOCTh METOIHUK
3aIIUThI, TOCKOJIBKY OH YYUTHIBACT Pa3HOOOpPA3HbIE CIICHAPUH aTaK.

[IpumeHeHne NpeanoKeHHON B paboTe METOAMKH IPOU3BOIAUTCS HA MpUMEpPE
[ToT-cuctembr B 001acTH ynpaBieHUs MHIMICHTAMU TPAHCIIOPTHOW HMHQPACTPYKTY-
pBl, 1€ YCTPOMCTBAMU TPAaHUYHBIX BBIUMCICHUN SIBJISIOTCS aBTOHOMHBIE IIPOrpaMM-
HO-arnmapaTHble MOJIEIU AUCTAHIIMOHHO YTIPABISEMBIX KOJIECHBIX pOOOTOTEXHHUECKUX
YCTPOMCTB HAa OCHOBE MOTyJIeH maTgopmbl Arduino 1 COBMECTUMBIX C HEH AIIEKTPOHHBIX
KOMIOHEHTOB. K OTIMYUTENTHHBIM OCOOCHHOCTSM METOJIWKH, OTJIMYAIOUIeH ee OT
QIbTEPHATUBHBIX HAapaOOTOK W pEIIEHWH B MPEAMETHOW 00JacTH KOMIUIEKCHBIN
y4eT I'PaHUYHBIX BBIUMCICHUM Ha MPOTSHKEHWHM METOAMKU M €€ OCHOBHBIX CTaIuil.
DTO BBIpa)KaeTcsi, B TOM YHCIE, B CBOWCTBAX MOOWJIBHOCTH YCTPOWCTB TPAaHUYHBIX
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BBIYHCIICHUH, BO3MOXKHOCTH HMX IMPOCTPAHCTBCHHOI'O IMEPEMEICHHs, M3MECHUYUBOCTH
CIIOCOO0B KOMMYHUKAIIMU M CTATUCTHYECKOTO PaCIpe/Ie]ICHUsI XapaKkTepa IMpOIECcCOB
cereBoro B3ammozericteus (Ray, 2020; Goel, 2020). B cBoro ouepens, 3To 0o0ycias-
JIMBAeT HAJIMYUE HA TAKUX YCTPOUCTBAX Y3KOCICHUATU3UPOBAHHBIX YSI3BUMOCTEH, CBSI-
3aHHBIX C HEIOCTAaTOYHOH 3allIUIIEHHOCThIO edge-yCTpOWCTBa, W TIOIBEPKEHHOCTHIO
aKTyaJIbHBIM BHJIaM aTak Ha Hero. Takum oOpa3oMm, CTaThs MpeiaraeT He TOIBKO TeO-
PETUYECKYIO OCHOBY, HO U MTPOBEPCHHYIO Ha MPAKTHKE METOMOJIOTUIO, TOTOBYIO K BHE-
JPEHHIO B pealibHbIX MpoekTax. Hibke mpuBeneH nceBIoKo/, HILTIOCTPUPYIOINH 0000-
IICHHBINA AJITOPUTM, JICXKAIIUH B OCHOBE MPEATIOKESHHOW METOANKHA OOHAPY)KEHUS aTak
C HMCIOJIb30BAHUEM TPAHUYHBIX BBIUMCICHHUN. [IaHHBIN KOJ CrielU(DUIMPYET CTPYKTY-
PY METOIMKH U MOCIEI0BATEIBHOCTh MIAroB, KOTOPbIE HEOOXOAUMBI JUIsl BBHITIOIHEHHUS
METOIIMKHU ¢ yueToM crnennduku KoHKpeTHoi IloT-cucremsl, ee yCTpOoHCTB U UCTIONb-
3yeMOro MHCTPYMEHTapusi. AJTOPUTM 3allUCaH B MPOLEAYPHOM BUC UMIIEPATHBHOTO
CTWISL TIPOTPAaMMHUPOBAHUS, CHMBOJ # O3HA4YalOT TEKCT KOMMEHTAapHsi, TOSCHSIOIIETO
KOHKPETHYIO KOMaH]y U JUIsl yI0OCTBA BBIICICHHBIH KypCHBOM.
def simulate attacks(): # lllar 1: AHanuTHYecKOe W HATYPHO-UMHUTAIIMOHHOE
MOJICIUPOBAHUE aTaK
simulated attacks = generate attack scenarios() # ['eHeparusi TUTIOB aTak
(DDoS, Man-in-the-Middle u 1p.)
simulation_results = run_simulation(simulated attacks) # MonenupoBanue
aTak Ha TECTUPYEMOU CUCTEME
return simulation_results
def prepare datasets(): # Illar 2: I'enepanus u pasmeTka HAOOPOB JTaAHHBIX
raw_data = collect sensor data() # COop naHHBIX C JATYUKOB M CHCTEM MO-
HUTOPHHIA
labeled data = label data(raw_data) # Pa3merka naHHBIX: HOpMaJIbHBIC JaH-
HBIC ¥ AHOMAJIbHBIC (JAHHBIC U OMUCHIBAIOIINE aTAKH )
return labeled data
def build_classifier(data): # Illar 3: ITocTtpoenue knaccudukaropa s oOHapy-
JKEHUSI aTaKk
model type = select model algorithm() # Beibop nmoaxozsiiero anrropurma
MAaIIMHHOTO 00y4eHHUs
trained model = train_model(model type, data) # OOy4enue momenu Ha
pa3MEUYCHHBIX JTAHHBIX
return trained _model
def visualize data(data): # Illar 4: BusyanbHbIif aHaTH3 JaHHBIX
plots = create plots and diagrams(data) # Co3nanue rpadukoB u quarpamm
ISl HATJISIZTHOTO TIPENICTABIICHUS TAHHBIX
analysis_results = analyze visualizations(plots) # AHaiu3 BU3yaJIbHBIX JIaH-
HBIX JIJISl BBISIBIICHUSI aHOMAJI I
return analysis_results
def evaluate classifier(model, test data): # Illar 5: HacTpoiika u oleHka Kaue-

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
~ International License
468



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

CTBa pabOThI KiIacCupUKaTopa

accuracy = calculate accuracy(model, test data) # OnieHKa TOYHOCTH KIIACCH-
(uKaTopa Ha TECTOBBIX JTAHHBIX

thresholds = set_thresholds(accuracy) # OnpeneneHre mMOPOroBEIX 3HAYCHUIA
JUTSE KJTAacCU(DUKALIUN aTaK

return thresholds

def integrate and _test(system, classifier): # [llar 6: MHTerpanus u TecTUpoBa-

HUE B IIPOMBILUICHHOU Cpeie

integrated system = deploy_classifier(classifier, system) # MnTerparus xiac-
cuukaropa B CyIIECCTBYIOILYIO CHCTEMY

test_results = perform_real world tests(integrated system) # TectupoBanue
MHTErPUPOBAHHON CUCTEMBI B PEaIbHBIX YCIOBHSX

return test results

def main(): # OcHoBHast QyHKIMS BBITIOJHEHHUSI METOAUKH

attack simulations = simulate attacks()

datasets = prepare_datasets(attack simulations)

classifier = build classifier(datasets)

visual analysis = visualize data(datasets)

evaluation_results = evaluate classifier(classifier, datasets)

integration_results = integrate and _test(existing_system, classifier)

print(«MeTtoauka BeImonHeHa. Pe3ynbrarsl:», integration results)

[MpennaraemMoe B paMKax METOAMKHA HATypHO-MMUTALMOHHOE MOJICIMPOBAHUE
MOXET MPOBOJHUTHCS B paMKax 3aJaHHBIX HaYaJlbHBIX MapaMeTPOB YCTPOWCTB W/
WIN TPOIECCOB C NPUMECHEHHEM CHUCTEMbl MPABWI, YYHUTHIBAIOIIUX BO3MOYKHBIC
COCTOSIHMSI CHUCTEMbI W TIEPEXObl MEXIy HUMH. Tarxke MPOBOAMTCS 3aIlyCK TaKOi
MMHTAIIMOHHOW MOJEIM Ha HEKOTOPOM MHOKECTBE BXOJHBIX JaHHBIX, 3aBUCSIIHX
OT (paKTUYECKOTO BBHIMOJIHEHUS UCIOIb3YEeMOW HAaTYpHOH cocTaBisomeil mojenu. B
YaCTHOCTH, IMUTAIIMOHHASI KOMIIOHEHTA TAKOTO MOICITMPOBAHKE MTO3BOJISIET YIIPOCTUTD
(dhopMUpOBaHHE paCTpPECICHHON (PYHKIIMOHATHHOCTH cOOpa W OOMEHa JaHHBIMU
MEXKIY yCTPOMCTBAMH TPaHMYHBIX BBIYMCICHHH C MUHHMHU3AIMEH OpraHU3allOHHO-
TEXHUYECKHUX YCUJIMH 10 HACTPOWKe M 00paboTKe (DYyHKIMI TPaHUYHBIX BHIYUCICHUH.
Takum 00pa3zoM, B LIEIOM HATYPHO-MMUTAIIMOHHBIC TIPE/ICTABICHNUS TIO3BOJISIOT OoJiee
TOYHO M C OTPAaHUYCHHBIMHA 00bEMaMHU PECYPCOB MOJICITUPOBATH (PYHKIIMOHAT [IEJICBOM
[ToT-cuctemsl, HanboIee CyIIECTBEHHbIE MOBEACHYECKUE OCOOCHHOCTH YCTPOMCTB M
II0JIB30BATEIICH CUCTEMBI.

[ToaTOMy MOIETUPOBAHUE OCYLICCTBISCTCS C MEHBIIUMH DPECYpPCHBIMH U
BPEMEHHBIMU 3aTpaTaMi, Kak B YCJOBUSAX HOpMajbHOTO (yHKIHoHHpoBaHus [loT-
CHCTEMBI, TaK U B YCIOBUSIX (DyHKIIMOHUPOBAHUS MPU HAXOXKJICHUU CUCTEMBI O] O/I-
HOW WJIM OITHOBPEMEHHO HECKOJIBLKUMHM aTakamu. [Ipu 3ToM 1o pe3yiabraraM aHaUTH-
YEeCKOr0 MOJICIIMPOBAHNUS MIPEATONIAracTCsi pAHKHPOBATh YCTAHOBJICHHBIC BUJIBI aTaK I10
CTENECHU MX KPUTUYHOCTH JUIS JAHHOTO BUJIa CUCTEM M BBIOpATh HanboJiee akTyalbHbIC
BU/Ibl HECAHKLIMOHUPOBAHHBIX BO3JECHCTBUM M1 MX mocieayrouiero asaimmsa. Otme-
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THM, B YaCTHOCTH, YTO KOMOMHHPOBAHHBINA XapaKTep MOJAETIH BBIPAXKAECTCS B pacuIupe-
HUM HaTypHOH MOJENU 3a CYET MPUMEHEHUS UMUTALMOHHOTO MOJAEIUPOBAHUS YacTH
HAIMpsIMYIO CIOKHO MOJEITUPYEMBIX/KOH(UTYPUPYEMBIX CTaIui ONpeAeTICHHON aTaKy.

B oOmem ciydae ans NpOBEASHHS TAaKOTO aHAlIW3a MaHHBIX B paMKax
NOPEUIOKEHHOW METOJUKH, B 3aBUCUMOCTH OT CTPYKTYpbl M OCOOEHHOCTEH
AQHATM3UPYEMBIX JaHHBIX MOXET MOTPeOOBAaThCS NPUMEHEHHE JOTMOJHUTEIBHBIX
NpEeIBapsIONINX METOJ0B TPEABAPUTEIBHON OOpaOOTKM JaHHBIX, BKIIOYAIOIINX
CTaHJAPTHU3AIMIO JAHHBIX, HOPMAJIH3AIHIO, (PUIBTPAIMIO 1 YCTPaHEHHE MPOITYIIEHHBIX
W/ OMMOOYHBIX 3HAYCHUH OTAETBHBIX Mojei. OTMeTuM, YTO MOTPEeOHOCTH B
N0JOOHOH (MIIBTPALIMU MOXET BO3HUKATh, B TOM YHCIIE, IO MPUYMHAM BO3MOKHOTO
CIIOHTAaHHOTO JUHAMUYECKOTO XapakTepa (yHKIMOHUPOBAHUS YCTPOUCTB TPAaHUYHBIX
BBIUHCJIEHUM, TOCTYITHOCTh KOTOPBIX MOXKET HAPYIIATHCS HA OINpPENEICHHbIE TEPHOIbI
BpPEMEHM B pamMKax mtaTHoi padoTsl IloT-cuctemsi.

OTMeTHM Takke, 4TO B pe3ysibTaTe NPUMEHEHUS TI'PAHUYHBIX BBIYMCIICHU,
HECMOTPS Ha BO3MOKHOCTh CHIKEHHSI 00BEMOB, TIEPECHUIAEMBIX 110 CETH JTaHHBIX, TEM
HE MEHee, OBEPXHOCTh aTaku IloT-cuctemsl ¢ peanusanuell rpaHUYHBIX BBIYUCIICHUI
MOYKET B IIEJIOM YBEJIUYUTHCS 110 CPAaBHEHUIO C CUCTEMAMHU, 0a3UpYyIOIUMHUCSA Ha KOH-
LENI1H 00JIaUHbIX BBIYMCIEHUH. B 4acTHOCTH, KOHIIEHTpalKs JaHHBIX Ha yIaJIEHHO 00-
pabatpiBaromux edge-y3ax MOXET CII0COOCTBOBATH MOBBIIIEHUIO PUCKOB YTEUKH TAKUX
nansbix (Qiang, 2021). B yacTHOCTH, TakHe YTEUKH MOTYT POUCXOIUTH HE TOJIBKO Ha
¢aze HEMOCPEACTBEHHOM X 00pPaOOTKH, HO TAK)KE U B JIaJbHEHIIEH paboTe mpu UX To-
CIIeIYFOIIEeM XpaHSHHH IS o0ecTieueHus 1esei kammpoBanus JaHHbX (Ghosh, 2021).

Kpome Toro, orMeTum, 4TO MCIOJIb30BAHUE UMUTALMOHHON COCTABIISIIOLIEH B
IPOLIECCE MOAEIMPOBAHNUS TIO3BOJISIET OCYILIECTBUTH T'€HEPALINIO JAHHBIX U CIIEIYIOIIEe
3a 9TUM MHTEJUIEKTyaJIbHOE OOHAPYKEHHE aTaK C M30JMPOBAHHBIX edge-y37I0B LeHTpa-
JM30BaHO, 0€3 BOB, JICUEHHUS] TAKUX BBIUYMCIUTEILHBIX KOHLEHIHNH, KaK (enepaTuBHOE
BeruuciieHue u apyrue (Singh, 2023; Fenanir et al., 2023; Yang, 2023).

BbiBOAaBI.

B pamkax TmpoBeAEHHOTO WHCCIENOBaHMS pa3paboTaHa KOMIUIEKCHAs
METO/IMKA MTOCTPOCHUS CPEJICTB OOHAPYKEHHS aTak B KHOEp(PU3NIECKUX cChCTeMax
MIPOMBIIIIJICHHOTO MHTEPHETa Bellel, (PYHKIIMOHUPYIOIIUX HAa OCHOBE KOHIICTIIINU
TPaHUYHBIX BbIUUCICHUN. [IpeaoKeHHBIM MOAXOA HAIpaBI€H HAa CUCTEMHOE
MOBBIIIIEHUE YPOBHS HHpopManroHHo 0e3onacHocTr [loT-urdpacTpykTyp 3a cuér
MHTETPALlUN aHAJUTHUYECKOIO MOJEIMPOBAHUS YIpo3, HATYpHO-HUMHUTALIMOHHOIO
BOCIIPOM3BECHUS CIICHAPUEB aTaK, METOAOB MAIIMHHOTO OOYUYEHHUs U SKCTIIEPTHOU
WHTEpIIPpETAllUk  pe3yabTaToB. B ommune oOT (QparMeHTapHBIX peIICHUH,
OPUEHTUPOBAHHBIX HCKJIIOUMUTEIBHO Ha IPUMEHEHUE OTACIbHBIX aJIrOPUTMOB
0OHapyKEHUs UM aHAJIN3 OTPAaHUYCHHOTO HabOopa aTak, Mpe/ICTaBICHHAs METOANKA
(dhopMHUpPYET HEIOCTHYIO TEXHOJIOTHYECKYIO IETIOYKY TOCTPOCHUSI M BepU(PUKAIIIT
MEXaHU3MOB 3aIlUTHI.

OmHuM W3  KITIOYEBBIX pE3y/IbTaToB padOTHl SIBIsETCS O0OOCHOBaHHUE
HEOOXOIUMOCTH y4ETa apXUTEKTYPHOU CIENM(PUKH TPAHUYHBIX BBIYUCICHUHA MpHU
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pa3paboTKe CpeiacTB OOHApyKEHHs aTak. B ycClIoBUsIX mepeHoca 3HAYUTEIIbHOM
YacTH BBIYHCIHMTEIHHON Harpy3ku Ha TepudepuifHbie yCTpOMCTBAa BO3pacTaeT
pOJIb JIOKAJIbHOTO aHajlK3a JaHHBIX U ONEPAaTHBHOIO PEarupoBaHUs HA UHIIUICHTHI.
BmMmecTte ¢ Tem pacuimpsieTcs MOBEpXHOCTh aTak| 3a CUET pacipeAcIEHHOCTH y3JI0B
U OTPAaHWYEHHOCTH MX BBIUMCIMUTEIBHBIX pecypcoB. lIpemnoxkeHHas meroauka
YUYUTBIBACT JaHHBIE OCOOCHHOCTH U OPUEHTHPOBAHA HA MOCTPOCHUE aJIalITUBHBIX
MEXaHW3MOB OOHapyXeHUs, CIOCOOHBIX (YHKIMOHHUPOBATH B  YCIOBHUSIX
JMHAMHWYECKHU U3MEHSIOIIENCS CETEBON CPEJIbL.

Cyl1ecTBEHHOE 3HaU€HUE UMEET BKIIFOUEHNE B CTPYKTYPY METOAUKH CTaUN
AHAIIMTUYECKOTO MOJEIMPOBAHUS JEHCTBUN NMOTEHUMAIBHOIO HapyIIUTENsA. DTO
MO3BOJISIET (HOPMATHU30BATH BOBMOXKHBIE CIICHAPHH aTaK C y4ETOM X MHOTOIIIATOBOTO
1 KOMOMHMPOBAHHOTO XapaKTepa, ONPEASIUTh KPUTUUECKHUE TOYKH BO3ICHCTBUA
u chopMUpoBaTh TPeOOBaHHS K OyIylmIUM CpeACTBaM OOHapyKeHus. Takoi
rmoaxoJ; obecreunBaeT MPOAKTUBHBIM XapaKTep 3allHUThI, IPH KOTOPOM CpEICTBa
oOHapy>XeHUs pa3padaThIBAIOTCS HE TOIBKO HA OCHOBE YK€ U3BECTHBIX MHIIUJICHTOB,
HO U € Y4€TOM MOTEHIMAJIbHBIX dBOJIOLMOHHBIX U3MEHEHUN YTpo3.

HarypHo-uMHTalMOHHOE MOJEIMPOBAHUE, SBISIIONIEECS LEHTPaIbHBIM
2JIEMEHTOM  METOAMKHM, TIO3BOJISIET BOCHPOU3BOJIUTH  PEAJIbHBIE  YCIIOBUSA
¢dbyuknuonupoBanus [loT-cuctem u MoaenupoBaTh MOBEICHUE KaK JISTHTUMHBIX
II0JIB30BaTENIEH, TaK U HapymuTeae. @opMUpOBaHUE DKCIIEPUMEHTAIBHON CPEbI
C MCIIOJIB30BAaHUEM IIPOTPAMMHO-aINapaTHbIX MOJYJEH, BKJIOYas YCTPOWCTBa
Ha Oasze mrargopmbl Arduino, obOecrednMBaeT MPAKTHUYECKYI0 NPUMEHUMOCTD
METOJMKH U MPUOINKAET IKCIIEPUMEHTAJIBHBIE PE3YJIBTAThl K peaIbHbIM YCIOBUSIM
SKCIUTyaTanuu. VIMHUTAllMOHHAs COCTAaBISIONIAsl IIO3BOJISIET MacIITaOMpOBAaTh
MOICIMpOBaHKE 0€3 3HAYUTEIHHOTO YBEIIMUCHHS 3aTPaT, YTO OCOOCHHO BAaXXHO MPH
aHaJIM3e pacupeeTEHHBIX CUCTEM C OOJIBIIUM YHCIIOM YCTPOWCTB.

BaxxabpiM BKJ1a70M pabOTHI ABIISIETCST POPMHUPOBAHHE MPOLEAYPhI TeHEpalun
U pa3MeTKu HaOOpOB JaHHBIX IsI OOy4YeHUS W TECTUPOBAHUS TMPOTPAMMHBIX
KiaccugukaropoB. B ycrnoBusx HemocTaTka myOnunaHbIX qataceToB mist [loT-cpensr
JMAHHBIA STal MMEeT NPUHIIMIHUAIbHOE 3HadeHue. Pa3paboraHHas mporenypa
obecnieunBaeT (GopMHpOBaHHE COATAHCUPOBAHHBIX BBIOOPOK, OTPAKAIOIIUX Kak
HOPMaJIbHOE COCTOSIHUE CUCTEMBI, TaK U PA3JIMYHBIE TUIIBI ATaKYIOIIUX BO3EHCTBUM.
DTO0 c031aET OCHOBY 15l HOCTPOECHHUS YCTOMYMBBIX MOJIEJICH MAIlTMHHOTO O0y4YeHUs,
CITOCOOHBIX BBISBIISITH QaHOMAJIMH B PaCIpeIesIEHHBIX CpeIax.

[IpumMeHeHUEe METOAOB MAIIMHHOTO OOYyYEeHHUs, BKJIOYas aJTOPUTMBI
aHCaMOIMpOBaHUsS, TO3BOJSIET TOBBICHTH TOYHOCTh OOHApY)KEHUsS aTak |
obecneunTh MYJIBTUKIACCOBYIO  Kiaccupukanuio yrpo3. KomOuHupoBanue
pa3IMYHbIX Mozenen CIIOCOOCTBYET CHM)KEHUIO BEPOATHOCTH
JIO)KHOIIOJIOKUTENBHBIX U JIO)KHOOTPULIATEIBHBIX CpabaTbIBaHUM, YTO KPUTUUECKHU
BA)KHO JIJI MPOMBILIJIEHHBIX CUCTEM, I€ OLIMOKU OOHApy>KEHUsI MOT'YT IIPUBECTH
K CyIIECTBEHHBIM SKOHOMHYECKUM U TEXHOJIOTMYECKUM HocaeacTBUsAM. [1pu 3ToM
Y4ET OrpaHUYEHUN BBIYUCINUTENIBHBIX PECYPCOB I'PAHUYHBIX YCTPONUCTB MO3BOJISET
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aJanTUPOBaTh MOJACIHM K peajbHBIM YCJIOBHUSM HKCIUTyaTaluu 0e3 4pe3MEepHOro
pocTa SHepronoTpedICHUS U 3aepKeK 00padbOTKH.

[IpoBenénnast ampoOanusi METOAMKHA Ha TMPUMEpPE CHUCTEMBI YIIpaBICHUS
MHIHUJICHTAMU  TPAHCHOPTHONW HMHQPACTPYKTYypbl MPOAESMOHCTpUpOBana &
MIPUMEHUMOCTh U MaciITabupyemMocTh. [lomyueHHbIe pe3yabTaThl MOATBEPKAAIOT,
YTO WHTErpalus MHTEIUICKTYaIbHBIX MEXaHU3MOB OOHAPYKCHHS aTaKk Ha ypOBHE
TPAaHUYHBIX YCTPOWCTB CHOCOOCTBYET MOBBIIICHUIO YCTOMYMBOCTH CHUCTEMBI K
pacrnpenenéHHbIM CETEBBIM U MTPUKIIAIHBIM BO3JICUCTBUSAM. METOINKA MOYKET OBIThH
HCIIOJIb30BaHa KaK Ha dTale IIpOeKTUpoBaHusa U tectupoBanus [loT-cucrem, Tak u
MIPU MOJICPHHU3ALNH YK€ (PYHKITMOHUPYIOMINX HHPPACTPYKTYP, YTO COOTBETCTBYET
MpUHIMIIAM 0e30macHoO pa3paboTku W IKcIuryatanuu (Security-by-Design u
Security-by-Default).

JIOTIOTHUTENBHO ~ CIIEAYeT OTMETUTh IMEPCIEeKTUBHOCTH JajdbHEHIIEro
pa3BUTHUSI METOAMKHM B HAIPABICHUM WHTETpalUu (DeepaTUBHBIX MOIXOIOB K
00y4EeHHUIO MOICIIEH, TOBBIIICHUS MHTEPIIPETUPYEMOCTH PEIICHHU I KI1acCU(PUKAaTOPOB
W DPACIIMPEHHS JKCIIEPUMEHTAIBHON 0a3bl 3a CU€T HCIOIB30BAHHUS pPEaTbHBIX
MPOMBIIIJICHHBIX  JTaHHBIX. [lepCIIEeKTUBHBIM TPEIACTABISIETCS HCCIEIOBAaHUE
BOIIPOCOB yCTOWYMBOCTH MOJIENICH K arakaM Ha CaMH aJITOPUTMBI MAaITWHHOTO
oOydenwusi, Bkitodasi adversarial-Bo3neiicTBUsA, a Takke pa3paboTKa MEXaHH3MOB
JTUHAMHYECKON epeHaCTPONKH KIacCU(DHUKATOPOB B MPOIECCE IKCILTyaTaAIHH.

Takum obpaszom, pazpaboranHasi MeToAuKa GOPMHUPYET YHU(PHUITUPOBAHHYIO,
AJaNTUBHYI0 M TPAKTUYECKH OPHUEHTHPOBAHHYIO OCHOBY JUISi TIOCTPOCHUS
CpEeACTB OOHApyXEHHUs aTraKk B KHUOEp(U3MYECKUX CHUCTEMax IMPOMBIIIICHHOTO
VHTEpHETA BELIEW C MCIIOJIb30BAaHUEM I'PAaHUYHBIX BbIUMCICHUN. E€ BHenpenue
CITOCOOCTBYET TOBBIIMICHUIO HAIE&KHOCTH M YCTOHYMBOCTHU pacrpeneiaEHHBIX
MPOMBIILICHHBIX HHPPACTPYKTYP, CHIIKEHHIO PUCKOB KOMITPOMETAIIMH IPAHHYHBIX
y3JI0B U 00eCnedyeHuIo 0e30MacHOro (PyHKIMOHUPOBAHUS KPUTHYECKH BaXKHBIX
TEXHOJIOTMYECKHX IMPOIIECCOB B YCIOBUSX YCIOKHSIOMIEHCS KHOSPYTPO3HON CPEIBI.
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