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security parameters of information systems under conditions of incomplete observations,
heterogeneity of sources, and the prevalence of qualitative descriptions. The model is
oriented toward the practice of regular management control in organizations of the Republic
of Kazakhstan, including the public sector, financial, and educational institutions. The
core idea is the separation of observed indicators (technical, organizational, and human
factors) from latent security parameters related to confidentiality, integrity, and availability.
A Mamdani fuzzy inference mechanism, accounting for rule weights and membership
discounting during data gaps, is applied to transition from fuzzy observations to numerical
estimates. The input vector includes 11 features: vulnerability and patch management,
segmentation, privilege management, IDS coverage, SIEM correlation maturity, backup and
recovery, endpoint protection, configuration and change management, incident response,
the human factor, and an explicit indicator of observability and data quality. Linguistic
variables and membership functions on a normalized scale are presented, along with rule
base construction principles and tuning methods: the Delphi expert procedure, quantitative
elimination of contradictions, rule weight optimization based on calibration data, and
sensitivity analysis. Model quality is assessed by expert consensus (Kendall’s coefficient),
resilience to noise and gaps (Monte Carlo, coefficient of variation), and practical validity
compared to incident data and independent audits of the information security management
system. A demonstration case was conducted for a typical public sector organization with
a distributed branch network, showing how qualitative observations and incomplete
telemetry are transformed into numerical security parameters and risk levels, and how
sensitivity analysis guides the prioritization of measures. Limitations and development
prospects are discussed, including integration with Zero Trust architecture and the use
of multimodal Al to combine logs, network flows, and binary artifacts visualized via the
Byte2Image approach.

Keywords: information security, risk management, fuzzy logic, incomplete data,
expert evaluations, Mamdani inference, IDS, SIEM, public sector, Kazakhstan, resilience
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AnHoTtanusi. JKyMmbicTa OakbuIayIap/IbIH TOJIBIK EMECTIT1, JEPEKKO3ICPAIH OpTYP-
JUTITT JKOHE camajblK CUIaTTaMajapiblH OachIMIBUIBIFBI JKaFJalbIHAA aKIapaTThIK
JKYHeENepIiH aKnaparThlK Kayirnci3aik mapaMmeTpiepin Oarajiayra apHajlifaH WHTEpIpeTa-
[UsJIAHATBIH OYJIBIHFBIP MOJIEIb YChIHBLIFaH. Monenb Kazakcran PecnyOnukachiHbIH Yid-
BIMJIAPBIHAAFBI, COHBIH 1MIIHAE MEMJICKETTIK CEKTOPAAFbl, KapXKbl oHE Oi1iM Oepy Mme-
KeMeJIepiHeTT TYpaKThl 0acKapylIbUIBIK Oakpliay ToXipuOeciHe OarpiTTanran. Herisri
uzest OaKbUIAHATBIH MHAMKATOPJIapAbl (TEXHUKAIBIK, YIUBIMIACTHIPYIIBUIBIK KOHE aJlaMu
dakropiap) KYMUSIBUIBIKKA, TYTACTBIKKA >KOHE KOJDKETIMIITIKKE KATHICTBI KAaCBHIPBIH
Kayilci3iK mapameTpliiepiHeH Oesyre Heri3nenreH. bybIHFbIp OakpuIaynapaaH CaHJIbIK
Oaranaymapra eTy YIIIH epekKeNIepAiH caaMaFrbl MEH JCPEKTEP/IIH KETICIEYIIIir Ke3iH-
Jeri MyImienik (QyHKIUsSIapblH JUCKOHTTAyAbl €CKepeTiH MamaaHu OYJIBIHFBIP KOPHI-
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TBIH/IbI MeXaHu3M1 KoiaaHbu1abl. Kipic Bektopsl 11 OenriHi KaMTUABL: OCaJAbIKTap MEH
naTyTapbl 6ackapy, CerMeHTalusl, apThIKIIBUIBIKTapAbl 0acKapy, Oachll Kipyai aHBIKTay
xyuecimen (IDS) kamry, Kayinci3aik okuragapbiH Oackapy kyiecinneri (SIEM) koppe-
JSUUSHBIH KETUTyl, pe3epPBTIK KOLIpy KOHE KajlblHA KEITIPY, COHFbI HYKTEJIEp/ll KOpFay,
KOH(UTYypanusiap MeH e3repictepal 0ackapy, HHIIMACHTTEpPre I€H KO0, agaMu (akTop,
COHJali-aK OaKblIayAblH JKOHE JEPEKTep canachblHbIH HaKThl MHAMKATopbl. Hopmananran
IIKaTaaFbl JIMHIBUCTUKAJIBIK alfHbIMANbUIAp MEH MYILIENIK (YHKUUSATIApbl YCHIHBUIFaH,
epekenep 0a3achlH Kypy MPUHIMNTEPI MEH Oamray ojictepi kentipiired: Jlemnbdu ca-
PaNIIBIIBIK TPOLIEYPACH, KAWIITBUTBIKTAPIbI CAHIBIK KO0, KaTuOpiiey aepeKTepi OONbIH-
11a epeskesiep caJMarblH OHTaIaHIbIPY JKOHE Ce3IMTaIbIKThI TeKcepy. Mojens camnachel
capanubliapAbiH kerniciMi (Kenaann koadduunenTi), 1y MeH OJKbUIBIKTapFa TO3IMILIIK
(Mownte-Kapino, Bapuanust k03phUIIUEHT1), COHIaH-aK HHITUACHTTED ACPEKTEPIMEH KOHE
aKMapaTThIK KayirCi3AikTi Oackapy >KYHECIHIH TOYeNCi3 ayIuTIMEH CaJIbICThIpFaHIaFbl
MPaKTUKAJIBIK HET13I1TIT1 OoiibIHINIA OaraiaHael. bemiminenepiniH TapMaKTalFaH JKemicl
0ap TUNTIK MEMJIEKETTIK CEKTOP YHBIMBI YIIIIH JEMOHCTPALMSUIBIK KEHC KYpri3uiai: camna-
TBIK OaKplIayJiap MEH TOJBIK eMeC TEIeMETPHUSHBIH CaHIBIK KaylICi3/IiK mapamMeTpliepine
KOHE TIyeKell JIeHIreiliHe Kaslail aifHaJlaThIHbI, COHJIali-aK Ce31MTAaJbIK HETI131H/e ic-11a-
panapablH 0achbIMABIFBI Kajail KaJblITacaTblHbl KepceTuireH. Zero Trust apXurTekTypa-
ChIMEH MHTeTrpanusiaysl xkoHe Byte2lmage TociniMeH BU3yalin3alMsIaHaTbIH JIOTTap/ibl,
KEJNTIK aFbIHAap/bl XKoHe OMHAPIBIK apredakTiiepal OIpIKTIpy YUIIH MYJIBTUMOIAb/IbI
yKacaH/Ibl MHTEJJIEKTT] Maijaiany/bl Koca ajfaHja, MIeKTeyIep MEH JAaMy MepCcreKTHBa-
napbl 06JIeK TaNIKbUIAHIbI.

Tyitinai ce3aep: aknaparThIK Kayirci3aik, ToyeKkenaepai 6ackapy, OYJIbIHFBIP JIOTH-
Ka, TOJIBIK €MeC JIEpEKTep, CapaniiblIbIK Oaranay, Mammaau KopsITeIHABICH, IDS, SIEM,
MEMJIEKETTIK cekTop, Ka3zakcraH, TypaKThUIbIK
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HACTPOMKA BA3bI IPABAJI 1 JEMOHCTPAIIMOHHBIN KEVIC JJIsI OP-
TAHU3AIIUHA

JI.U. Ilpokonosuu-Trkauenko'*, H.K. ZKymazanueea?, /1. H. Illlumoé’,
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AHHoTanusi. B paGore npeanoxxeHa UHTepIpeTupyeMasi HeU€TKasi MOJEINb IS
OLICHMBAHUA MapaMeTpoB MH(POPMALMOHHON Oe30macHOCTH MH(OPMALMOHHBIX CHUCTEM
IIPU HETIOJIHOTE HAOJIOACHUN, PAa3HOPOTHOCTH UCTOYHUKOB U MpeoliiaJaHH KauyeCTBEH-
HBIX OMHMCaHuil. MoJenb OpUEeHTHPOBaHA Ha MPAKTUKY PETYISPHOrO yIpPaBICHUYECKOTO
KOHTpOJsl B opranuzauusax PecrnyOmuku Kaszaxcran, BKirouasi rocyJapCTBEHHBIM Cek-
TOp, (prHaHCOBBIE M 0Opa30OBaTEIbHbIC YUPEKICHHUS, TI€ OJJHOBPEMEHHO MPUCYTCTBYIOT
TpeOOBaHUS K 3alUTE MEPCOHANbHBIX JaHHBIX, (DOpMajbHbIE PErIaMEHTHI MPOIECCOB
U peayibHasg HEOJAHOPOAHOCTh TeleMeTpuu. B OCHOBY mosokeHa ujest pa3ieieHus Ha-
OJI01aeMbIX MHAMKATOPOB (TEXHUUYECKHX, OPTaHU3AallMOHHBIX M 4YeIOBEYEeCKUX (pakTo-
POB) M CKPBITBHIX MapaMETPOB OE30MACHOCTH, CBSA3AHHBIX ¢ KOH(UICHIIMAIBLHOCTBIO, 11e-
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JIOCTHOCTBIO U JOCTYMHOCTBIO. [l IepexoAa OT pa3MbITHIX HAOMIONEHHUH K YUCICHHBIM
OLIEHKaM IPUMEHSETCS MEXaHU3M HEUETKOro BbIBOAa MamiaHu ¢ y4eToM Beca IpaBUIl U
JUCKOHTUPOBAaHUs IIPUHAJICKHOCTEN IIPU IPOIYCKAaX JAHHBIX. BXOIHON BEKTOp BKIIIO-
yaeT 11 nmpu3HAKOB: yNpaBlIeHHE YSA3BHUMOCTSAMHU M IaT4yaMH, CErMEHTallUs, YIPaBIECHUE
MPUBUIIETUSIMH, TIOKPBITUE CUCTEMOH 0OHapysxeHust BropskeHuit (IDS), 3penocts koppers-
MU B CUCTEME yTpaBieHus coObiTusiMu 6e3onacHoctu (SIEM), pe3epBHOE KOMUPOBAHUE
U BOCCTAHOBIICHHE, 3alllUTa KOHEYHBIX TOYEK, YNpaBlICHHE KOHPUTypalHUsIMU U U3MEHE-
HUSIMH, pearupoBaHKue Ha MHIUJICHTHI, YeIOBEUECKUI (aKkTop, a TaKKe SABHBIA WHAUKATOP
HaOMI0IAeMOCTH M KadyecTBa JaHHbBIX. [IperncTaBiieHbl JTMHTBUCTHUECKUE TEPEMEHHBIE U
(GYHKLIMU TPUHAATISKHOCTA HA HOPMUPOBAHHOMW ITKaJIe, IPUBEACHBI IPUHIIUIIBI IIOCTPOE-
HUs 06a3bl IPaBUII, METOBI HACTPOMKHU: IKCIEpTHAs mpouenypa Jlenbhu, komuuecTBeHHAs
SIMMHUHALUS TPOTUBOPEUMIA, ONITUMHU3AIMS BECOB MPABUII 110 KaJHMOPOBOYHBIM JaHHBIM H
IIPOBEPKA 4yBCTBUTENBHOCTU. KauecTBO MOAENN OLIEHWBAETCS MO0 COINIACOBAHHOCTU JKC-
neptoB (kodduuuent Kennamna), ycroidnBocTd K mymy u npomyckam (Monre-Kapro,
K03((UIMEHT BapHalllu), a TAKXKe 110 MPAKTUYECKOM BATUIHOCTH B COIOCTABJICHUH C JIaH-
HBIMU MHLUJCHTOB U HE3aBHUCUMBIM ayJUTOM CHCTEMbl MEHEPKMEHTa WH(POPMALMOHHOM
6e3onacHocTH. [IpoBesieH IEMOHCTPAIMOHHBINA KEUC U1l TUTIOBOM OpraHu3aliy rocyaap-
CTBEHHOTO CEKTOpa C paclpeleIeHHONW CEeThI0 (PMIMANIOB: MOKAa3aHO, KaK KauyeCTBEHHBIC
HaOTIOZICHNS U HETIONHAs TeJIeMEeTpHs MPpeoOpa3yroTcsl B UUCIEHHbIE TapaMeTphl Oe3o1ac-
HOCTHU U YPOBEHb PUCKA, a TAKXKE KaK Ha OCHOBE YYBCTBUTEIBHOCTH (HOPMHUPYETCS MPUO-
pure3anus MmeponpusTuid. OTaensHO 00CYkK/IeHbl OTPAaHUYEHUS U NIEPCIICKTUBBI Pa3BUTHS,
BKJIKOYAsi MHTETPALUIO C apXUTEKTYpou Zero Trust U HCIONB30BaHUE MYJIBTUMOIAIBHOIO
HCKYCCTBEHHOTO MHTEJIJICKTA JUIs 0OBbEIMHEHHUS JIOTOB, CETEBbIX TOTOKOB U OMHAPHBIX ap-
Te(aKToOB, BU3yalIn3upyeMbIX moaxonom Byte2Image.

KawueBble cioBa: uHpopMalMoHHas O€30MaCHOCTb, YINPaBICHHE PHUCKAMH,
HE4ETKas JIOTHKA, HETIOIHbIE JAHHBIE, SKCIIEPTHBIE OIIEHKH, BbIBOA Mamaanu, IDS, SIEM,
roCyAapCTBEHHBIN cekTop, KazaxcraH, ycTOMUNBOCTh

Jas  purupoBanusi:  J.M. Ilpoxonosuu-Tkauenko, H.K. JKymaranuesa,
J.H. uros, H.®. Mopmynsb, [{.A. Yepkacckuii (2026). HeueTkast Mmofeiab OlEHUBAHUS
napaMeTpoB HH(OPMAIIMOHHON 0€30macHOCTH HMH(OPMAIMOHHBIX CHCTEM B YCIOBHUSAX
HETIOJIHBIX M Ka4€CTBEHHBIX JTAHHBIX: METO/MKA MOCTPOCHUS, HACTPOiKa 0a3bl MpaBUI U
JI€MOHCTPAIIMOHHBIN Keiic 1y opranu3anuii / MexayHapoaHblil )KypHai1 HHPOpPMAIUH 1
KOMMYyHUKaruoHHoi texunonoruu. T. 7. No. 26. Ctp. 442-467. https://doi.org/10.54309/
JICT.2026.26.2.028. (Ha pycc.).

Kon}umKT HHTepecoB: aBTOPHI 3asBIISIOT 00 OTCYTCTBUU KOH(IUKTA HHTEPECOB.

Brenenne.

OueHnBaHue napaMeTpoB MHPOpPMALMOHHON Ge3onacHocTu (nanee-Mb) B peansb-
HBIX OPraHU3aLUAX PEAKO ONMUPAETCs Ha MOJIHBIA HaOOp m3MepeHuil. Jlaxe npu HaIUMIUH
Pa3BUTOr0 MOHUTOPUHIA 3HAYMMasl 4acTh MH(GOPMALUU O 3AIIUTE UMEET KaueCTBEHHBIN
XapakTep: pe3ysbTaThl ayuTa MIPOLECCOB, 3pElI0CTh MPOLELYp, JUCIUILINHA UCIIOJHEHUS
MOJIMTUKU JIOCTYTA, (PaKTHUECKOE MPUMEHEHHE PETJIaMEeHTOB, KyJIbTypa pearupoBaHUs U
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yesioBeueckuil pakTop. B ceTsax aneKTpOHHBIX KOMMYHUKALUH, TOJAEPKUBAIOIINX KPHU-
TUYHbBIE CEPBUCHI (AJIEKTPOHHBIE YCIIYTH, TIATEKU, 00pa3oBaTelibHbIe M1aT(OpMBbI), IPO-
6nema ycyryOusercs MHOKECTBOM Fe€TEpOTr€HHbIX CETMEHTOB, OTIIMYAIOLIUXCS IO TEXHO-
JIOTUYECKOMY YPOBHIO U HabmonaeMocTH. IIpakTuka mokas3blBaeT, YTO MPHU OJMHAKOBO
JeKJIaprupyeMbIX TpeOOBaHUIX 3pEI0CThb 3allUThl Ha LIEHTPAJIbHOM IUIOIIAIKE U B (pUiu-
ajax MOXKET pas3fIMyaThCsi KPaTHO, a KYpPHaJIbl COOBITHI U 3alMCH MOHUTOPUHIA MOCTY-
MAIOT B CUCTEMY YIIPaBJIEHUS COOBITUAMU O€30MaCHOCTH (PparMeHTapHO, YTO 3aTPyAHSIET
cornocraBuMble oleHkHu coctosHuss b u ynpaBnenueckyio mpuopuresanuto mep. s
opranuzanuii Pecnybnuku KazaxcraH NOMONHUTENBHBIM CTUMYJIOM K (opMalu3aluu
OLICHKHM BBICTYyNarOT TpeOOBaHMs HAIIMOHAJIBHOTO MPABOBOIO MOJISl U rOCydapCTBEHHOM
MOJIUTHKYU B 00nacTu kubepbesonacHocT. PerynupoBanue B chepe nHpopmaTuzauu 1
3alUThl IEPCOHANIBHBIX JTaHHBIX 33/1a€T 00s3aTEIbHOCTh MPOLECCOB yUeTa, KOHTPOJIS U
OTBETCTBEHHOCTH, a TOCYJapCTBEHHAs! KOHIENIUS KHOepOe30MacHOCTH OPUEHTHPYET Op-
raHU3aly Ha CHCTEMHOCTh U U3MEPUMOCTh Mep 3amuThl (Sugeno, 1985; Zimmermann,
2001).

B mpuxmanHo# 1utockocTH 3TH TpeOOBaHHWS 4Yallle BCETO PEAM3YIOTCS depes
MOCTPOEHUE CHCTEMbI MEHEIKMEHTa MH(POpPMAIMOHHON Oe30macHOCTH Ha 0aze Mex-
JTYHapOIHBIX CTAaHAAPTOB M MX HauuoHalbHBIX Bepcuil (Goldberg, 1989; International
Organization for Standardization, 2022), a Takxe yepe3 pUCK-OpUEHTHPOBAHHBIN MOAXO0/
K YIPaBJIEHUIO KOHTPOJISIMU, BKIIIOUAsi IPUMEHEHNE PYKOBOJICTB IO YIIPABJICHUIO PUCKa-
MU ¥ onleHuBaHuio nociuencteuit (International Organization for Standardization, 2022;
Joint Task Force Transformation Initiative, 2012). OgHako TpagULIMOHHbBIE HHCTPYMEHTHI
OLICHUBAHUS PUCKA-MATPUIIbl «BEPOSITHOCTHXYIIEPO», YEK-JIUCTHI 3PEIOCTU U MPOCThIE
OaJlJIbHBIE LIKAIBI-CTPAZAI0T METOIOJIOTUYECKUM Pa3pblBOM MEXKIY KauyeCTBEHHbIMU Ha-
OJTIOZICHUSIMU 1 TPEOOBAHHWEM YMCIICHHON OTUYETHOCTH. B 3TOM 30HE BO3HUKAET TUIIOBOM
YIIPABICHUYECKHI MapaJOKC: PYKOBOJICTBY HYXEH COIMOCTAaBUMBIM YHMCICHHBIN IMOKa3a-
TeJIb PUCKA U apryMEHTUpPOBaHHAs MpHOpHUTE3alus padoT, TOrAa Kak CIEHUaIiCThl Ha
MeCTax pacrojiaraloT HEpaBHOMEPHBIMU JaHHBIMU U 3a4aCTYI0 BBIHYKJIEHBI ONUPATHCS
Ha JIMHTBUCTUYECKUE (OPMYITHUPOBKU (HUZKHI, IPUEMIIEMBIH, 3peblii, pparMeHTapHbIi).
[TonbiTKa 3aMEHUTH TaKUE OMMCAHMS TOYHBIMU YMCIAMHU 0€3 yueTa HEONpPEIeIeHHOCTH
MPUBOAMT JINOO K JIOKHOU TOUHOCTH, JINOO K HEKOPPEKTHOMY «yCPETHEHHIO» TPOITYCKOB,
YTO OCOOEHHO OINACHO MPH MPUHATUU PELICHUN O COKpAIlleHWU OIOKETOB Ha MOHHUTO-
puHT U pearupoBanue.Heuérkas noruka, npeaiokeHHas B KJJacCU4eCcKoi mocraHoBke JI.
A. 3ane (Abubakar et al., 2020), mpenocTaBisieT MaTeMaTHYECKU armapar Jyisi mepexosia
OT JIMHI'BUCTHYECKHUX ONMUCAHUM K UNCICHHBIM OIIEHKaM, COXpaHsis HHTEPIPETUPYEMOCTD
U BO3MOXKHOCTB 3KCIIEPTHOTO KOHTpossi. Mexanusmel BeiBoga Mamaanu (Ahmed et al.,
2020) u Cyrno (Bengio et al., 2020) mmpoko IpUMEHSIOTCS B 3a/a4ax YIpaBICHUS,
HAJIC)KHOCTH U KauecTBa, I71€ HAOIIOEHUsI HEMOMHbl WK COAepkKaT CyObeKTUBHOCTD, a
MOJIETTh JOJDKHA OBITh TIOHSTHA crienraincTam npeametHoit oomactu (Center for Internet
Security, 2021; Decree of the Government of the Republic of Kazakhstan, 2017). B 3ana-
yax b Heu€Tkue Moenu UCIob3yIOTCS 1Sl OLEHUBAHUS PUCKA, KOPPESLUU COOBITUH,
IPUOPUTE3AINH pearupoBaHus U 00bEIMHEHHS pa3HOPOAHBIX HHAUKAaTOpoB (Law of the
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Republic of Kazakhstan No. 418-V, 2015; Miller et al., 2011). Ix nmpuknagHoe npeuMyIiie-
CTBO 3aKJIFOYAETCS B TOM, UTO MOJIE€Ib MOXKET OBITh IOCTPOEHA IIPU OTPAaHUYEHHOM 00beMe
«UCTOPUYECKON» CTATUCTUKHU, a 3aT€M YTOUHSTHCS IO MEPE HAKOIICHUS JaHHBIX, HE pa3-
pylIas JOTUYECKYIO CTPYKTYpYy NPHUHSATHUS PELIECHUN U coxpaHss oObsicHUMOCTb.Bmecte
C TE€M INpPaKTUUYECKOE BHEJIPEHHE HEUETKOW MOJEIH B OpraHMU3aliu TpeOyeT OTBETOB Ha
MIPUKIIaIHBIE BOMPOCHI: KaKHe MPU3HAKU BbIOpaTh, Kak (hOpMajIbHO yUECTh HEMOIHOTY Te-
JIEMETPUH, KaK BbISIBIATH U YCTPaHITh IPOTUBOPEUHsI B 0a3e MpaBuil, KaKk U3MEPSThH Corlia-
COBAHHOCTH 3KCIIEPTOB M YCTOMUMBOCTh BBIBOJIA K IIyMYy M mporyckam. Kpome Toro, mo-
JIeJ1b I0JI’KHA ObITh COBMECTHMA C MPOLIECCAMU CUCTEMbI MEHEDKMEHTA NH(POPMAIIHOHHOM
0€30MaCHOCTH U C UHCTPYMEHTAMH MOHUTOPHUHTA, B YaCTHOCTH C CUCTEMOW OOHApYKEHUS
BTOP>KEHUI U cUcTeMOM ynpasieHus coObITusimu 6e3omacHocty (Klir et al., 1995), a Takxe
OMHPATHCS HA IPU3HAHHBIE MPAKTHUKNA KOHTPOJISI © MOHUTOpHUHTA 3anuTHRIX Mep (Kennedy
et al., 1995). OTnenbHOM TPOOIEMON ABIAETCS TO, YTO KAU€CTBO JJAHHBIX MOHUTOPHUHTA HE
CIIEZIyEeT «IPATaTh» BHYTPU OTIEIbHBIX MOKa3aTeseil: OHO caMO JOHKHO BBICTyNaTh rapa-
METPOM MOJIENH, MOCKOJIbKY ci1abast HaOJII0JaeMOCTh PE3KO MOBBIIIAET BEPOSATHOCTh HE3a-
METHOW KOMIIPOMETAILIUU ¥ CHUXKAET JOCTOBEPHOCTD YIPABICHUYECKUX BBIBOJOB.

[{enb paboThI COCTOUT B pa3pabOTKe MPAKTHUECKON HEUETKON MOJIETH ONpeAETICHUS
napameTpoB b nHpOpMAIMOHHBIX CHCTEM B YCIOBUAX HETOIHBIX M Ka4€CTBEHHBIX JaH-
HBIX, OPUECHTHUPOBAHHON Ha TUMOBbIE opranu3anuu Pecnyonuku Kaszaxcran. [{ns nocru-
KEeHUs 11esn (popMupyeTcss HaOOp BXOAHBIX MPU3HAKOB (TEXHUUECKUX, OPraHU3alMOHHbBIX
1 OTPaXKAIOIKX YeIoBeYeCKUi (akTop) ¥ BBOAUTCS MHIUKATOP HAOIIONAEMOCTH; 33 ]1al0T-
Csl TUHTBUCTUYECKHUE TIEPEMEHHBIC M (YHKIIMU MPUHAJICKHOCTH, IPUTOAHBIC JIJIS ay/Iu-
Ta U MOHUTOPHHIA; CTPOUTCS 0a3a MmpaBuil HEYETKOTO BbIBOAA MaMlaHu ¢ ONpeaesieHuEM
BBIXOJIHBIX MapaMeTpoB O€30MacHOCTU U PUCKA; pa3pabaThiBaeTCs METOJMKA HACTPOMKH,
BKJTIOYAIOIIAs SKcrepTHyIo npouenypy densdu (Nataraj et al., 2011), snumunanuto mpo-
TUBOPEUYHMM M ONTHMHU3ALMIO BECOB MPABUJ C yU4ETOM KaluOpoBO4YHBIX AaHHBIX (Rose et
al., 2020; Ross, 2010); mpeaararoTcsi METPUKH KauyeCTBA, OTPAKAIOIINE COTTIACOBAHHOCTh
AKCIEPTOB M YCTOMYUBOCTD pe3yiibTaTa K IIyMy U MPOITycKam; MPOBOJUTCS I€MOHCTpaLU-
OHHBIN KE¥C, MOKA3BIBAIOIINN TPAHCIISIITUIO PA3MBITHIX HAOMIOICHUN B YUCIICHHBIE OIICHKU
1 YPOBHHU PHCKa C OMIOPOM HA CIIEHAPHBIN MPUHIIMI U MPUBSI3KY K TAKTUKAM aTaKyOIINX
(Law of the Republic of Kazakhstan No. 94-V, 2013).

MarepuaJibl 1 MeTOABI.

B pazgene «marepuanbl 1 METO/bI» ONUCHIBAETCS IOCTPOCHUE HHTEPIIPETUPYEMOM
HE4ETKOM MOJIeNM OIIEHMBAHMS MapaMeTpoB MHPOPMALIMOHHONW OE30MacHOCTH MpH Clla-
0011 HaOII0MAEeMOCTH 1 MPeodIaJaHuu KadeCTBEHHBIX OIIEHOK. MeTomoIornieckas cxema
BKJIIOYAET MOCJeI0BaTeIbHbIE 3Talbl: (OPMUPOBAHUE HAOOPA BXOJHBIX MHAUKATOPOB, OT-
paXaroIUX TEXHUYECKHUE, OPraHU3alMOHHbIE U MOBEJCHUYECKHE aCHEKThl 3aIMUThHI, U UX
HOPMHUPOBAaHUE HA €AMHOM WIKajie; 3aJaHHe JIMHIBUCTHUECKUX MEPEMEHHBIX M (YHKIIHM
MIPUHAJJIKHOCTH (TPEYTOJIbHBIX U TpPaleUUEeBUIHBIX) KaK MPO3PAYHOro JJIsi HKCIEPTOB
MHCTPYMEHTA MPEICTaBICHUS HEONPEAEIEHHOCTH; (OopMabHOE YUET HETIOIHOTHI TeJleMe-
TpuM yepe3 K03 (HULIUEHTH TOTHOTHI U AUCKOHTUPOBAHHUE MTPUHAJIEKHOCTEH MPU MpoITy-
cKax HaOIroeHUIl; MOCTpoeHue 0a3bl MPaBUJI HA OCHOBE CLIEHAPHOT'O MPUHIINIIA U IPUYUH-
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HO-CJIE/ICTBEHHBIX L[ENOYEK MHIUACHTOB; pean3alusi HeYETKOro BbIBoJa o MamMaaHu ¢
arperupoBaHKUEM [0 ONEepalysIM MUHUMYyMa/MakcuMyMa U Aedaz3upukanueil HeHTpou/I-
HBIM METOJIOM, a TAKXK€ pacu€T NHTErpajIbHOrO YPOBHS PUCKA KaK (DYHKIIMH «HEIOCTATKa»
napaMeTpoB KOH(UIEHIIMAIBHOCTH, LEJIOCTHOCTH U AocTynHocTu. HacTpoiika monenu
BBITOIHETCSI KOMOMHUPOBAHHO: MEPBUYHAS KaJUOpPOBKA MapaMeTpOB U MPaBUIl MIPOBO-
JUTCS] SKCIIEPTHO C IPUMEHEHUeM Ipoueayps! [lenbdu, nanee BbIIOIHIETCS BbISIBICHNE
U yCTpaHEeHHE NMPOTUBOPEUH B MpaBUiax U, MpU HAJTUYUU KaJTUOPOBOYHBIX JaHHBIX, OI-
TUMU3aLMs BECOB MPaBWJI 3BOJIOLHMOHHBIMU METOAAMM; Kaue€CTBO OL[EHUBAETCS MO CO-
[JIJACOBAHHOCTH 3KCIIEPTHBIX CYXACHUN, YCTOMYMBOCTH pe3yibTaTa K IIyMy U IPOITyCKaM
(B ToM uncie metoroM MonTte-Kapiio) u npakTudueckoil BaduIHOCTH B CONOCTaBICHUU
C JaHHBIMU MOHHUTOPHMHIA W HE3aBUCHUMOIO ay/iuTa. Takas KOHCTPYKLHMs O0OecreunBaeT
BOCIIPOM3BOIMMOCTD PE3YJbTaTOB U YNPABISIEMYIO aJalTalli0 MOJEIH IPU U3MEHEHUU
UHGPACTPYKTYpbl U KOHTYPOB MOHUTOPUHTA, BKJIIOYAs OJCUCTEMbI OOHAPY>KEHUsI BTOP-
JKEHUH U yrpaBiieHus: coObITUAMHU Oe3omacHocTH. (Abubakar et al., 2020; Freund et al.,
2015; Goldberg, 1989; Law of the Republic of Kazakhstan No. 94-V, 2013; Nataraj et al.,
2011; Ross, 2010).

Cucmema 6x00HbIX NPUSHAKOS

[lycTh cocTosiHUE 3aIMIIEHHOCTH HHPOPMALIMOHHOW CUCTEMbI OITUCHIBAETCS BEK-
TOPOM HaOJI01aeMbIX TPU3HAKOB

X= (Il,xz, ...,IH), x‘, E [0,10], (1)

rie mkaina 0—10 3ajaeT HOpMUPOBAHHYIO OLIEHKY MHIMKATOPA IO pe3ysibTaTaM ay-
JTUTAa, OIPOCOB U TEXHUUYECKOM TeseMeTpun. BriOop MpU3HAKOB BBIIOJIHEH C YUETOM IpaK-
tuk CMUB (Goldberg, 1989; International Organization for Standardization, 2022), Tuno-
BbIX KoHTpoeil (Kennedy et al., 1995) u nocrynHoctu nanHbIX B cMeaHHbix U T-ceTsx.
Habop npusHakoB cTpOUTCS TakK, YTOOBI:
* OXBaTbIBaTh KJIIOUEBbIE NMPUYMHBI MHIUJCHTOB: YSI3BUMOCTH, IPUBUIIETHH,
CerMeHTanus, HabIrIaeMOCTb, pearupoBaHuE;
* ObITb U3MEPUMBIM C MPUEMIIEMON CTOMMOCTBIO: YacTh PU3HAKOB OepeTcs U3
SIEM/IDS, gacth U3 ayauTa mpoieccos;
* I0IyCKaTh YaCTHUHYIO HAOJI01aeMOCTh 0€3 pa3pyLIeHHs] MOAEIHU: MIPOITYCKU
OTpakaroTcsl SIBHO Yepe3 KOAPPUIIUEHTHI OTHOTHI.

IIpusnaku X9 — X7 NIPEUMYLIECTBEHHO TEXHUYECKHE, Xg — Xg OTPAXKAIOT
OpraHu3alMOHHBIE TIpoIecchl, Xqp— uenoBeueckuil (akTop, a MOJIENUPYeT HaOIIo-
JTAeMOCTbh, TO €CTh HACKOJILKO YBEPEHHO MOYKHO JOBEPATH OCTAIbHBIM H3MEPEHHUSIM TPU
HaJIMYHU ITPOITYCKOB U Pa3pbIBOB TCICMCTPUU.
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Ta6n1z1ua 1- Bxonubie MMPU3HAKKW MOACIIN U IMHI'BUCTUYCCKUC TCPMBI.

IIpu3nak (nHTEpHpETAIHS)

Tepwms! (mpumep)

YnpasieHue y13BUMOCTSIMU M ITaT4aMU (CKOPOCTh 3aKPbITUS, OXBAT
AKTHBOB)

HU3KOE, CPEAHEE, BBICOKOE

CerMeHTanus 1 KOHTPOINb ceTeBbIX MoToKOB (VLAN, mpaBmina mexcer-
MEHTHOTO JIOCTYTIA)

ciabasi, ToCTaTOYHas!, CTPOTast

VYnpasieHue NpuBMWIETHIMHE (yUeT, pa3jeieHue poneii, MHorodakTopHas
ayTeHTH(UKaIH)

HEYIPaBJIsIEeMO€, YACTUIHOE,
3pernoe

[ToxpsiTe obHapysxeHus IDS (mepumerp U BHyTpEHHUE CEIMEHTHI,
AKTyaJIbHOCTb IIPABHUII)

HU3KOE, CPEAHEE, BLICOKOE

3penocts koppensuuu B SIEM (HopManuzaius, ClieHapuH, PeaKiys o
TIpaBUIIaM)

HavyanpHas1, paboyas, pa3BuTas

PezepBHOE KONMPOBaHKE U BOCCTAHOBJIEHHE (PETyJIIPHOCTb, TECTHI
BOCCTAHOBIICHUSI)

ciaboe, mpueMIIeMoe, HaJIe)KHOE

3aiyra KOHSYHBIX TOUEK (aHTHBUPYC/KOHTPOJIb OBEACHUS, XapAHUHT,
KOHTPOJIb MIPUIIOKEHUIT)

HU3Kasl, CPEIHsIs, BBICOKAs

VpaBneHue KOHOUIYpaLUsIMi U H3MECHEHUSIMU (MHBEHTapU3aIus,
Ipeiid, permaMenTs)

Xa0TUYHOE, YACTUIHOE, periia-
MEHTHPOBAHHOE

PearupoBanye Ha HHIIMACHTHI (IUIAHEL, POJIH, 00y4YeHHE, TOCTHHIINACHT-
HBII aHaIN3)

bopmanbHoe, padouee, 3penoe

Yesnoseueckuii pakrop (00yueHHe, TeCThl Ha (GUILKMHT, TUCIUIIIHHA
COOTIONICHNS )

PHUCKOBaHHBIH, CPEIHUI, yCTOM-
YUBBIN

HaburoaeMoCTh M Ka4eCTBO JaHHBIX (IIOKPBITHE aKTHBOB, TOTEPH JI0-
TOB, MTOJTHOTA TIOJICH)

HU3Kas, CpEaHAA, BBICOKAA

Jluneeucmuueckue nepemeHHble U ¢yHK'Z/ﬂ/ll/l npuﬂadﬂeofCHocmu

st kaxioro mpuszHaka X 'j 33/1aeTCsl MHOKECTBO TEPMOB T,- = {tjl’ sz, tjg}

. COOTBETCTBYIOIME QyHKUMH NpuHamieknoctd Hjp (X }') E [0;1] B paGore npu-
MEHSIOTCSI TPEYTOJIbHbIE M TparelueBUIHbIe (QYHKIUN KaKk Haubojee Mpo3padyHble s
skcnieproB (Committee for Technical Regulation and Metrology, 2023; Cyber Shield of
Kazakhstan, 2017). lns yHMBepcaIbHOCTH BBOAUM TPAMCIUEBUIHYIO (PYHKIIHUIO:

p(x;a, b, c,d) =

x >d.
(2

[Tapametpsl (a,b,c,d) BeiOUpatoTcs 3kcnepTHO. [IpuHIMNI BbIOOpa ClleqyIOMNI:
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3HaueHus1 0KoJI0 0 COOTBETCTBYIOT OTCYTCTBHUIO MPAKTUKU WU KpallHe HU3KOMY OXBaTy, 3Ha-
4geHus 0koJ1o 10 — ycToiuuBO paboTaroIiei MpakTHKe ¢ JOKa3yeMbIM KOHTPOJIEM, a CePE/I-
Ha IOKaJbl COOTBETCTBYCT «JaCTUUHOMN pcain3zanuu, TUIINYHOU JJISL OpI‘aHI/I?;aI_[I/If/'I, HaxXods1-
HIUXCS B IEPEXOTHOM COCTOSIHUH. Takasi HOpMUpPOBKa 00€CIIeUnBaET NEPEHOCUMOCTH MOJIETN
MCKAY NNOAPA3ACIICHUSAMU U OpraHru3alusaAMU, COXpaHsid BO3MOXKXHOCTb YTOUHCHUS ITOPOT'OB.

[Tpumep /1t IpU3HAKA YIIPABIEHHS YSI3BUMOCTAMH U MardyaMu X q:

Jul,r-ms}c(xl) = -u(xl: 0,0,2,4), Jul,cpe,q(xl) = nu(xl: 2,4,6,8), .Iul,Bl:lC(:xl) = .Iu(xl; 6’8*10’10)

AHaJ0ru4HoO 3ajatoTcs QyHKIUU JJI OCTalIbHBIX MPU3HAKOB. B mpakTtuueckoil Ha-
CTpOMKE IMOJIE3HO BECTU «IACHOPT TEPMOB»: JUISl Kaxa0ro TepMa (puxkcupyrorcs Halmoa-
eMble KpUTepuu (Hampumep, 3a/iepkKa Mardye, 1011 akTUBOB B MHBEHTApU3allUU, 4acToTa
TE€CTOB BOCCTAHOBJIEHUS) U JIOMYCTUMbIE UICTOUHUKU JAHHBIX. DTO CHUYKAET PUCK TOTO, YTO
Pa3HbIE YKCIIEPTHI NHTEPIPETUPYIOT OJHY U Ty K€ HIKAIy I10-Pa3HOMY.

Jlnst mepexoa OT HOPMUPOBAHHBIX BXOJHBIX OLIEHOK NMPHU3HAKOB HA €IMHOM LIKaje
0—-10 x TMHTBUCTUYECKUM T€pMaM B MOJEIHU HCIIOJIb3YIOTCS TPEYTOJbHbIE U TparelueBUI-
Hble (DYHKIIMM TPUHAJICKHOCTH. Takoe 3amanue \mu(X) oOecrneyuBaeT HWHTEPIPETHUPYE-
MOCTb (TIOHSATHBIE TIOPOTH U 30HBI HEONPEAEIEHHOCTH), a MEPEKPHITUE TEPMOB MO3BOJISIET
KOPPEKTHO YYUTBIBATh «4aCTUUHYIO0 HICTUHHOCTBY MTPOMEKYTOUHBIX COCTOSIHUN MIPU ay/IuTax
Y Pa3HOPOAHON TEIEMETPHUH.

e FIIPAB/IEHME YHIBVMOL T AMW W Tla i ~Marmi TR Fpas/eHne NPuBnsIel nAMN
1.0 = HW3KOe 1.0 = Heynpasnagmoe
T — CpeaHee | 1 YacTUaHoe il
— BRICOKOE — Fpence
0.8 4 0.8 4
0.6 - 0.6
=
=5
0.4 0.4
0.2 0.2 4
0.0 4 . + 0.0 f T ¥
0 2 a 6 8 10 o 2 4 & 8 10
X1 (YnpasneHwe yA3BuMOCTAMK) X3 (Ynpasnenwe npusunernammn)
(c) 3penocTe Koppenauwn e SIEM (d) HabnwogaeMocTe M KAYECTBO AaHHbIX
— HavaneHan — HUIKAR
1.0 1 —— patiovan | 1.0 —— CpeausAn |
—— PazsuTan = BoiCokan
0.8 0.8
5 0.6 = 0.6
2
=2
0.4 0.4
0.2 0.2
0.0 0.0
0 2 a [ 8 10 o 2 4 [ 8 10
x5 (3penocTe SIEM) xy11 (HabmopaemocTs)

Puc. 1. DyHKInT IPUHAATESKHOCTH JIMHTBUCTHIECKHX MEPEMEHHBIX
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Ha pucynke 1 npuBeneHsl mpuMepsl QyHKIUA TPHHAIICKHOCTH I YETHIPEX pe-
MIPE3CHTAaTHBHBIX MPHU3HAKOB: (a) X 1 - ympaBiieHHe YS3BUMOCTSMH W MaT4aMH (TEPMBI:
«HHU3KOE», «CPEITHEee,

«BBICOKOEY); (b) X 3 - ympaBlieHHe IPUBUIIETHAMU («HEYTPABIIEMOE», «4aCTHU-
HOe», «3penoex); (¢) X 5 - 3penocts koppensiuuu B SIEM («HavanbHas», «pabouas»,
«pazsutasi»); (d) x_{11} - HabarO1aeMOCTh M Kau€CTBO JAHHBIX («HHU3Kas», «CPEIHSNN,
«BBICOKas»). [lepekphIBaromIuecs mepexoaHple 00JacTH OTPaKaAOT HEONPEACIEHHOCTh U
00eCTeYnBalOT IUIABHYIO0 CMEHY TEPMOB TIPH M3MEHEHHWU 3HAYCHUS MOKA3aTellsl, YTO KPH-
TUYHO JUTS 33724 olleHnBaHus Vb npyu HeNmoHBIX/KaueCTBEHHBIX JTaHHBIX

Mooenuposanue nenorHomvl OAHHBIX U 008epUsl K HAOIHOEeHUAM

[Tycth 0 KaXAOMY NPHU3HAKY W3BECTHO 3HAUYCHHE xj 1 KOO PHUITUEHT MTOITHOTHI

q j = [0,1], rne g ji= 1 o3nauaer nonHocTsIO HaOIIONaeMBbIi Ipu3HaK, a j -0
COOTBETCTBYET MPOIYCKY WM KpailHe HU3KOMY JoBeputo. HemonHoTa nposiBisieTcs B TH-
MOBBIX CUTYyAIUIX:

4acTh aKTMBOB HE BXOAMUT B MHBEHTAPU3ALINIO, I0ATOMY ayIUT «HE BUAUTY» peallb-
HbIE BEPCUH POTPaMMHOI0 00ECIIEUEHUS;

noru u3 GuUIManoB TEpSAIOTC MO KaHaimy, Oydepusanuu Het, u coobiTus 10 SIEM
HE JI0XOJIT;

oJIsi COOBITHI HETONHBI (HeT MaeHTU(UKATOpa MOoJIh30BaTeNs, y3JIa, Ipolecca),
YTO pa3pylIaeT KOPPEsIHIO;

4acTb KOHTYPOB MOHMTOPUHIA OTKJIFOYAETCSl «BPEMEHHO», HO BPEMEHHOE CTaHO-
BUTCS TIOCTOSIHHBIM.

J1is yaeTa HEMOIHOTHI UCTIONIb3YyEeM TMCKOHTHPOBaHUE (DYHKUIMH PUHAIICKHOCTH
10 aHAJIOTUH ¢ roaxonamu ydera gosepus (Freund et al., 2015):

ﬁif(xf} — 4 Juje?(xj) + (1 - Qj) g

3)
rie JTjp — 0a30Bas aNpHOPHAT NPUHAICHKHOCTS TEPMA NPU OTCYTCTBUHM JaH-
ubx. B mpakTiaeckoii peammsannu T(jp = 1/ |T}| 00€eCIIEYNBAECT HEHTPATHLHOCTD:

IIpU IMPOITYCKE MOJACJ/Ib HE «YIraJlbIBA€T» TCPM, a OTPAKACT HE3HAHUC.

Kosppurmentsr j MOTYT BBIYHCISTBCS aBromMarniecku. Hampumep, st Ha-
OmomaeMoCcTH U AoBepust K 1aHHBIM SIEM BCTonb3yroT A0110 COOBITHH, MOCTYITHUBIINAX
0e3 3aJIeP>KKH, MTPOIICHT COOBITHI C 3aIOTHEHHBIMH KIIFOUYEBBIMU TTOJISIMH, a TAKXKE JTOJTFO
aKTHBOB, C KOTOPHIX Joru peanbHo coomparorcs (Klir et al., 1995; Miller et al., 2011).
JI71s IpU3HAKOB, ONPEIEIAEMBIX Ay IUTOM IPOLECCOB, j MOXHO CBSI3BIBATS C IOJTHOTOM
BBIOOPKH JTOKYMEHTOB, YHCJIOM OIPOIICHHBIX MOAPA3ACICHUN U Y9acTOTOW OOHOBJIICHUS
periamMeHToB.

Buvixoonvie napamempui 6ezonacnocmu u cmpykmypa bl600a

Brixon Mozenu BKIIFOYAET TpU apamMeTpa 0€30MacCHOCTH M arperUPOBAaHHBIN PUCK:
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V= 0cYrYayr), ¥ €[01],

rae Y — OUEHKa KOHDUICHIHATBHOCTH, Y — LETOCTHOCTH, Y4 — JOCTYII-
HOCTH, Y p— UHTErpaibHbI YPOBEHb pUCKa. J[Is Ka)I0ro BIXO/A 3aJIal0TCS TEPMBI,
HapUMEp: HU3KUL, cpeonut, evicokuti. VIX pyHKUNN NMPUHAATIEKHOCTH 33JIal0TCS HAa OCU
TpanenyueBUIHO/TPEYTOIBHO 10 (2).

Heuetkas 6a3a nmpaBuil COCTOUT U3 TpaBUJI BUJA!

Ry: ecnnxectbAy; A .. A xy.ecTbAj  ToygecTbBy,  Becwy,

rae A;,.?- — BBIOpaHHBIN TEPM ISl pU3HaAKa , X e B Jp — TEPM JUId BBIXOJA,

Wi, = [U, 1] — Bec npaBuiia. B pabore ucnonsiyercs BeiBog Mammanu (Ahmed et al.,
2019), roe crenens cpabaTbIBaHUS MTpaBUIa OMPEICISICTCS ONepalued MUHIMYMa:

ag(X) = wy '}.:T{lil’lll [y, (x7)-

(4)

ArperupoBanHas (pyHKINS IPUHAIEKHOCTH /I BEIX0AA Y R OIPENesIeTcs Ore-
pauuei MakcCuMyMa 1o IIpaBUiIaMm:

up(r) = max min(ay(X), ug, (1)), 7€ [01].

preay (5)
Yerkas OlleHKa PUCKA BBIYMCIIICTCS [ICHTPOUIHOM eda33nuduKaiueii:
! d
ﬁ . fg T UR I:T'] r
R 1 .
Iy (1) dr
(6)

i

Eat Ea
AHaJIoru4Ho (bOI)MI/IpyIOTSf[ BBIXOIBI Vi, V7, V4 (BO3MOXKHBI OT/IEIEHEIE TIOA-
0a3bl mpaBwi1). [{j1st mpakTH4eCcKoM 3KCITyaTaluu yI00HO pa3/esinTh: HEUETKUM BbIBOJOM
MOJYYHUTh TapaMeTphl OE30MTaCHOCTH, & PUCK BBIUMCIIUTH KaK arperupOBaHHYO (PYyHKITHIO
«HEIoCTaTKa 0e30MaCHOCTH, UCIIOJIb3Ys PUCK-OPUEHTHUPOBAHHYIO (HOPMYITY:
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Vr =0(Bo + Bc(1 —yc) + Bi(1 —y;) + Ba(1 — Ja)), 7

me 0(z) = 1/(1 + e %)— norucruueckas pyHxiwms, a ko> HUIHEHTEI
[} HacTpaMBarOTCS MO UCTOPUIECCKUM JAaHHBIM MHIIUCHTOB MTPHU HAJTMYWH, JTHOO 330af0TCs
skcrieptHO (Jensen et al., 2007; Joint Task Force Transformation Initiative, 2012). Ta-
KO JIBYXCJIOWHBIN ITOJTXO] TOBBIIIACT YIPABISIEMOCTb: KCIIEPTHO-TIOHATHBIE TapaMeTPHhI
0€30MacCHOCTH OCTAIOTCSl «OCHOBOM Pa3roBopa», a pUCK CTAHOBUTCS BOCIPOU3BOJIUMBIM
WTOTOBBIM TIOKa3aTelIeM.

Ilocmpoenue b6azvl npasun: cyeHapuvlli NPUHYUN U NPUBAZKA K MAKMUKAM amax

Jlnist mpeoTBpaIeHnss KOMOMHATOPHOTO B3PbIBA MPABUJI MPUMEHSETCS CIICHAp-
HBIA TpUHIHI. ba3a mpaBusl OpraHU3yeTcsl BOKPYT THIIOBBIX CIIEHAPUEB, COTIIACOBAH-
HBIX C NMPaKTUKaMU MOJEJIMPOBaHus yrpo3 u TakTuk arakymoomux (Law of the Republic
of Kazakhstan No. 94-V, 2013). Ilpumep cueHapus: KOMIOpOMETALMsI YYETHOW 3alUCH
yepe3 (QUILMHT (CBA3b C YEIOBEYECKUM (PaKTOPOM), MOBBIIICHUE IPUBUIETHM MPU Clla-
O0M ynpaBlIe€HUH JOCTYIIOM, JaTepalibHOE NepeMellleHne Mpu ciaaboil cerMeHTanuu, 3a-
KpETUIEHHE ¥ CKPBITHOCTh NPU HEJAOCTATOYHON KOPPEISIIUU COOBITHH, pa3pylICHUE HITH
mudpoBaHue TaHHBIX U BOCCTAHOBJICHHUE 110 OIKaraM.

B cuieHapHOM IpHHIUIE KaKA0€ MPaBUIIO JOJDKHO OTBEYATh HA BOIMPOC: KAKOE
coyeTaHue (PaKTOpOB JENaeT CLIEHAPUI 8eposmubiM U ONACHBIM. DTO TIO3BOJISET:

VMEHbUUUMb KOTUYeCmE0 npasul 6e3 nomepu cmolcia;

obecneuums 00BACHUMOCMb, MAK KAK KAHCOO€ NPABULO CEA3AHO C KOHKPEMHOU
NPaKmu4ecKot ucmopuet,

npouye 8blAs1AMs NPOMUBOPEUU: eCllu 084 NPABULA ONUCLIBAION OOUH U MOM Jce
cyeHapuil, ux c1eocmeusi OOJNNHCHbL OblMb CO2NACOBAHDL.

Hacmpotixa 6azwi npasun

Oxcnepmuoe coenacosanue u memoo Jenvghu

[lepBuunas 6a3a mpaBuil U mapaMeTpbl (YHKIHUI NpUHAAIEKHOCTH (HOpMUpY-
IOTCSl DKCTIEPTaMHU W3 4Yuclia cnenuainctoB mo UMb, ceTeBbIX aIMUHHCTPATOPOB M Biia-
nenblieB npoueccoB. [l cHIbKeHus: pa30poca MpUMEHsIETCsl HTEpaliOHHas IpoLeaypa
Henwdu (Nataraj et al., 2011): He3aBUCHMOE 3aMIOTHEHUE AHKET, CBEICHUE PACXOXKICHUH,
o0cyX/IeHre KpallHuX 3HAYCHHI, TOBTOPHBINA payH[ 10 cTrabunu3amuu. B ankeTtax merne-
coo0pa3Ho (PUKCUPOBATH HE TOIBKO TIOPOTH TEPMOB, HO ¥ TIPUMEPHI HAOIIONEHUH, COOT-
BETCTBYIOIINX TEPMaM, a TAK)KE «TUTIOBBIE UCKITIOYCHUSD) (HapUMep, BDEMEHHOE OTKITIO-
YEHUE JIOTUPOBAHMSI, OOCITYKUBAHNE KPUTUUECKOTO CEpPBUCA O€3 OKHA).

CornacoBaHHOCTb IpyMIIbl olleHUBaeTcs ko3 duunenrom Kennanna:

W — L S - Z?_:l (RI - E)zy

m2(n2-n)’

®)
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A€ m — YHUCJIO OKCIICPTOB, 71 — YUCIIO OLCHHBACMBIX 00BEKTOB (HaanMep, CIe-

HapHEeB WIN MOApa3esieHuit), R { — CyMMa paHroB oObekTa [ , 3HaueHHUS W -1
COOTBETCTBYIOT BBICOKOM COITIACOBAaHHOCTH; NMPU HHU3KUX 3HAUEHUSAX CIEAYeT YTOYHHTH
KPUTEPUU TEPMOB M MCTOYHHUKHU JaHHBIX. Ba)KHO MOAYEPKHYTh: HU3KUN YaCTO SBISIETCS
HE «OIIHUOKON HKCIIEPTOBY, a MPU3HAKOM HEOJHO3HAYHOCTH IIKAJ U PA3IUYUN B KOHTEKCTE
MOJpa3/ieieHH, 4YT0O HEe0OXOUMO OTPa3uTh MO0 B YTOUYHEHUU TEPMOB, JHOO0 B pa3/ieib-
HOM KannOpOBKeE AJIs1 KJIACCOB aKTHUBOB.

Dnumunayus npomueopedutl U KOHQIUKMHBIX NPABUTL

[IpoTuBopeursi BO3HUKAIOT, KOT/ia /1Ba MPpaBUiia UMEIOT OJIM3KHUE MOCHUIKH, HO pa3-
JIMYHBIE WK HECOBMECTUMBIE CIIEICTBUA. J{JIs1 KOMMYECTBEHHOTO BBISIBIICHHUS BBOAUTCS Me-
TpHUKa KOH(MIMKTA MKy MpaBUJIaMy IpaBUiIaMu k u [:

conf(k, E) == (H}il Slm(fl;”,xq“)) ' diSt(Bk, BI)’ 9)

rae 51m() — Mepa cxoacTa TepMoB (1 mpu comanenuu, 0.5 npu cocegHux

Tepmax, 0 uHage), a dlSt() — paccTosHUE MeX Iy Tepmamu Beixozaa (0 1uist coBnaieHus,
1 11 IpOTHUBOMONIOKHBIX). [IpaBuiia ¢ BRICOKMMU 3HAYCHUSAMHU TIOJIEkKAT IEPECMOTPY.

[IpakTUYeCcKH MepecMOTp BBITIOIHIAECTCS OJJHUM U3 CIIOCOOOB:

YTOYHEHHUE 00JIACTH MPUMEHUMOCTH: JOOABICHHUE YCIOBH, YTOOBI MpaBUiIa «pa3o-
HUTUCHY» TI0 CIIEHAPUSM;

rapMOHU3AIMS CIEICTBUS: 3aMEHa TepPMa BbIX0O/1a HA TIPOMEXKYTOUHBIH MPH paBHO-
BECHU MHCHUIA;

repapxu3anys: MOBbIILIEHUE Beca ITpaBuiia s 00Jiee KPUTUYHOIO CLIEHAPHSI U CHU-
KEHHE Beca JUII MeHee KPUTUYHOTO.

Onmumuszayus 6ecos npasuil NoO KarubpoEoUHbIM OAHHBIM

JInst TOHKOM HACTPOMKH BBOJATCS BECA U Wi pemaercs 3a1a4ya ONTUMHU3ALNAN 10
KaTuOpPOBOYHON BBIOOPKE , T/E {(X ‘:1], J—’{I'])}?F_l ., Ime y{l) — JTaJOHHAas
OIICHKa pUCKa (Hampumep, Mo CTaTUCTUKE MHIMICHTOB, 10 HE3aBUCUMOMY ay[IuTy, JTHOO
110 KOMHUCCHH):

min ](W) = !ivzl (ﬁR(X{E);W) - y(L))Z + lzle W_%, 0 = Wi = 1. (10)

Perynspuzatop ¢ mapamMeTpoM A OTpaHUYHBAET YPE3MEPHYIO KOHIIEHTPAIUIO
BECa Ha OT/EJIBHBIX MPaBHJIAX W MOBBIMIAET YCTOWYMBOCTH. [t pemenus (International
Organization for Standardization, 2022) 1enecooOpa3Hbl SBOIIONMHOHHBIC METOIBI-TECHE-
tuaeckne anroputMel (Rose et al., 2020) u meton post actun (Ross, 2010), mockoabKy
MOBEPXHOCThH OIIMOKHA MOKET OBITh HETJIaIKOW M3-3a omepanuii min/max. B opranusarmsix
C MaJIbIM 00BEMOM JTaHHBIX JIOIYCKAETCS YIPOIIECHHUE: ONTUMHU3UPYIOTCS BECa TOJIBKO IS
«KPUTHYHBIX» MPABHJI, CBSI3aHHBIX C HAOIIOIAEMOCTHIO, IPUBHIICTHSAMHU U YSI3BUMOCTSIMH,
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a OCTaJIbHBIE YCTaHABIIMBAIOTCS PaBHBIMHU.
IIposepka uyecmeumenvhocmu u yCmoudu8OCmu K WyMy U nponyckam
UyBCTBUTEIBHOCTb MOJIENIN MO MPU3HAKY Xj OLCHHBAETCS METOZIOM BO3MYILE-

HUU:

S; = E[lﬁR (X) — yr(x+ 55}')”: o

rae 0 — maioe Bo3myleHue, € i €AMHUYHBIN BEKTOP. B mpakTuke mnone3Ho

BBIUKMCIIATL  §: OTAEIBHO JUIS PasHbIX KJIACCOB aKTUBOB (HAIPUMEp, TIEPUMETP, BHY-
TPEHHHE CEePBHUCHI, paboune mMecTa (UINAIOB), YTOOBI MPUOPUTE3ANHS MEP YUUTHIBAIA
pealIbHYIO TOTIOJIOTHIO M PUCKH.

YcToiuMBOCTE K IIyMY U IpoltyckaM onieHuBaeTcst MonTe-Kapio moaenupoBaHu-
€M: B KaXK/IOM IIPOTOHE CIIy4aifHO JOOaBIseTCs IIyM K BXO/IaM M YMEHbIIAI0TCs KO hu-

OUCHTBI ITIOJIHOTBI q} » IJOCJIC YCTO BbIYUCIIACTCA KOB(l)(bI/II_[I/IeHT Bapualuu BbIXOJa:

CV = std @R)

~ mean(9g)’

(12)

Huzkue 3nauenus CV cBUAETENBCTBYIOT O CTA0OMIBHOCTH BbIBOJA, YTO KPUTHYHO
JUISL YIIPaBJIEHYECKUX PELICHUI: TIOKa3aTeab pUCcKa HE TOJKEH Xa0TUYHO «CKaKaTh» MpPU
HEOOJIBIINX U3MEHEHHSIX OLICHOK U BPEMEHHBIX MTPOITyCKaX TEIEMETPHUHU.

JIst BOCIIPOM3BOIMMOrO pacdyéra mapamMeTpoB O€30MacHOCTH M HWHTErPasIbHON
OLIEHKH pHCKa NPUMEHSETCs] KoHBelep Heu€Tkoro BeiBoga Mamaanu. OH no3BosisieT 00b-
€IMHATb PAa3HOPOJHbIE BXOJHbIE MHIWKATOPHl U KOPPEKTHO YUUTHIBATH HEIMOJHOTY Ha-
OmrozieHnH 3a CUET SIBHOTO 3a/1aHUs OJHOTHI JAaHHBIX MO KaXJ10My [IPU3HAKY.

..... HotsenTH ansiALS BASA NPABIA AESASWSIALIA nexoRN
‘NOBNGTH 5,

...... | E—

/ i
o

Puc. 2. ApxuTeKTypa CHCTEMBI HEUETKOTO BbIBOJIa MamaaHu
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palxa )

Ha pucynke 2 noka3anbl OCHOBHbIE 3Tarnbl 00paOoTKu: (az3udukanus BXOAHBIX
WH/INKAaTOPOB 10 (QYHKIMSIM MTPHHAIIIC)KHOCTH, TIPUMEHEHNE 0a3bl MPaBHII HEYETKOTO BHI-
BOJIa, arperupoBaHue Pe3yabTaToOB U nocieayromas nedazsudukamnus. Ha Berxone dop-
MUPYIOTCS HHTEPIPETUPYEMbIE TOKa3aTean Mo TpEM 0a30BbIM CBOMCTBAM 0€30MacHOCTU
Y CBOJIHAs OLIEHKA PUCKA, IPUTOAHAS AJIsl YIPABIEHYECKOI0 KOHTPOJIS Jaxke Mpu (pparMeH-
TapHOM TEJIIEMETPHUHN.

Uto0b! MOKa3aTh, KAk MOJIENb OCTAETCSI KOPPEKTHOM MPH MPOITyCKaxX TeIeMETPUH
U «pa3MBIThIX» OLIEHKaX, HA PUCYHKE 3 BU3yaJM3UPOBAHbI KIIOUEBHIE 3TAIlbl MOTYyUEHUS
UTOTOBOTO YPOBHS pHUCKa: ocjlabjeHue (IMCKOHTHPOBAHKE) CTENEHEW NMPUHAIIEKHOCTU
IIPY HETMOJIHBIX JAHHBIX, (POPMUPOBAHUE arperMpOBAaHHON OLEHKHU MO 0a3e MpaBui U Ie-
PEBOJ pe3yabTara B OJJHO YUCIEHHOE 3HaYeHHE, yA0OHOE /ISl OTUETHOCTH U CPABHEHHUS.

(&) IMCKOHTHPOBAHKE NPUHAANENHOCTH (b) NosepxrocTs picka (¢) LienTponanan pecassndukauna
NpH HENOAHBIX AAHHBIX Yialxs x1) arpervupoBaHHOND BEIXOAA
— ACNORHAA Lyl 1.0 4 B Arpereposssid Bux0g
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Puc. 3. MexaHn3M HeYETKOrO BBIBOJIA: TUCKOHTHPOBAHHUE, TIOBEPXHOCTh pHCKa U Jeda33ndukarms

Ha nanenu (a) mokazaHo, Kak Ipy CHUKEHUU TTOJIHOTHI HAOTIOICHUN YMEHBIIIACT-
Csl «YBEPEHHOCTB)» MOJICNIH B MPHHAJJICKHOCTH TTOKA3aTeNs JIMHTBUCTUYECKHM TEpMaM:
JlaKe TIPH TOM K€ BXOJHOM 3HAUYE€HHUH BKJIAJI T€PMa CTAHOBHUTCS cliabee, YTo MPeaoTBpa-
1IaeT JIOKHYIO TOUHOCTh UM 3aHMkeHue pucka. [lanens (b) wumrocTpupyer 3aBUCUMOCTh
arperupoOBaHHOTO PHCKa OT Tapbl PENPe3eHTATUBHBIX (DAaKTOPOB (HANpHMEp, 3PEIOCTH
KOppeJSIry U HaOJII0IaeMOCTH): PUCK BO3PACTAET NP CHIKCHUHU 3PEIIOCTH W/WIH yXYI-
neHuy HabmonaeMoctu. Ha nanenu (c) npeacrasieHo npeoOpa3zoBaHUe arperupoBaHHON
HEYETKOM OIEHKH B OJJHO UTOTOBOE YHCIIO METOAOM Jeda33uduKanmu, mocie 9ero noka-
3aTellb PUCKAa CTAHOBHUTCS TPHUTOIHBIM Il YIPABICHYSCKUX PEIICHUH ¥ MOHHUTOPHHTA

JUHAMUKH.
Pa3paboTanHblii METOIUYECKUH annapaT 00ecreynBaeT BOCIPOU3BOINMOE Olie-
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HUBaHHE MapaMEeTPOB 3aIUIIEHHOCTH TIPpH ciaabor dhopmanuzanuu u aedunure HabIo-
JICHUH 3a CYET COMIACOBAHHOIO COUETaHUs TPEX KOMIIOHEHTOB: HOPMUPOBAHHOTO Habopa
BXOJHBIX WHIUKATOPOB (TEXHUYECKUX, OPTaHU3AIIMOHHBIX U TIOBEICHYECKUX ), (hopMaIn-
30BaHHOTO MPEJCTABICHUS HEONPEAEIEHHOCTU Yepe3 JIUHIBUCTUUECKUE TIEPEMEHHBIE U
(yHKIUM TPUHATIEKHOCTH, a TAK)Ke MEXaHW3Ma HEYETKOTO BhIBOAA MaMiaHu ¢ SIBHBIM
y4ETOM HETMOJHOTHI JAHHBIX MOCPEACTBOM KOA((UIIMEHTOB MOJHOTHI U TUCKOHTHPOBA-
HUS TIPUHAJISKHOCTEH TpH Mpomyckax. B pesynprare hopmupyercss HHTEpHpETUpye-
Masi MOJIeNb, B KOTOPOM Ka)/1asi YNCIICHHAs OL[EHKa OMUPAETCs Ha MPO3pavyHble IPaBUIIa,
COTJIacyeMbI€ IKCIIEPTAaMU U MPHUBS3bIBAEMBIC K TUIIOBBIM CIICHAPHSIM HHIUICHTOB; MIPU
3TOM YCTOMYHMBOCTb M KOPPEKTHOCTh BBIBOJIA MOJIIEPKUBAIOTCS MPOLIEypaMU HACTPOM-
KM (3KCTIEpPTHAsI CXOAUMOCTD 1o Jlenbdu, ycTpaHeHne mpOTUBOPEUNH, ONTUMU3AIIHS BE-
COB ITPABUJI 110 KAJIMOPOBOYHBIM JIAHHBIM) M METPUKaMH KaueCcTBa (COITacOBaHHOCTb JKC-
MIEPTHBIX CYKJIEHUM, UyBCTBUTEILHOCTh  YCTOMYMBOCTH K IIIyMy/Tiporryckam) (Abubakar
ETAL., 2020; Freund ET AL., 2015; Goldberg, 1989; Law of the Republic of Kazakhstan
No. 94-V,2013; Nataraj ET AL., 2011; Ross, 2010). Tem cambim paznen «MeTtoasn» 3a1aét
TMIOJIHBINM BBIYMCIUTENbHBIN KOHBEHEP OT pa3MbIThIX HAOIIOIEHUI 1 HEOAHOPOIHOM Tele-
METPHUH K YMCIICHHBIM MapaMeTpaM KOHPHUICHIIUATLHOCTH, IETOCTHOCTH U JOCTYITHOCTH
U K UHTETPAJIbHOW OLICHKE PUCKa, TPUTOAHOM ISl yIPABICHYECKON MPUOPUTE3ALUHA MEP
U COMOCTaBJIeHUs noapasaenenuid. B ciemxyroniem pasnene «Pe3ynbrarsy 3TOT KOHBEHEP
MIPUMEHSIETCS] K IEMOHCTPAIMOHHOMY KeWCy THIOBOM OpraHM3alii TOCYIapCTBEHHOIO
CEKTOpa C pacnpeneaéHHON CEeThIO (PUIINATIOB: IPUBOISATCS UCXOIHbIE BXOIHbIE OLICHKU U
KO3(QHUIIMEHTHI MOJIHOTHI, MOKA3bIBACTCS MPUMEP pacdy€Ta MPUHAIEKHOCTEH ¢ yUETOM
HEMOJHOTHI, WJUTIOCTPUpPYETCS paboTa penpe3eHTaTHBHOIO MOAMHOXKECTBA MPaBUII U 10~
Jy4aroTCsl UTOrOBbIE 3HAYEHMSI TapaMeTPOB OE30MMaCHOCTH M YPOBHS PUCKA C MOCIEIyI0-
el uarepnperanueil ¥ GopMUpoBaHUEM IPUOPUTETOB MEPOIPUITUH.

Pe3yabTarsl U 00Cy:KIeHHE.

B pasznene «Pe3ynwsrarey mpencrabieHa anpooOarus pa3padOTaHHOTO BBIUUCIH-
TEJIbHOTO KOHBEMEepa HEYETKOrO BBIBOJA HA JEMOHCTPALMOHHOM KEHCe TUIIOBOW opra-
HU3ALUK TOCYITapCTBEHHOTO CEKTOpa C pacipeneinéHHol ceTbto ¢pununanon. [IpuBogsrcs
HCXOJIHbIE BXOJHbBIE OIIEHKU U MOJHOTA HAOMIOACHUN, WIUTIOCTPUPYETCS NOJTyYEHHE UTO-
TOBBIX MapaMeTpOB 0E30MACHOCTU U WHTErpajibHON OIIEHKU PHCKa, IMOCJE Yero MaéTcs
WHTEpIpETaIus pe3yyibrata u GOpMUpPYETCs MPUOPUTE3AIHSI MEPOTIPUSITHI 10 YITydIlIe-
HUIO C OTIOPOM Ha 0OBACHUMOCTH U YyBCTBUTEIBHOCTbH MOJIEIH.

Jlemoncmpayuonnwlii Ketic: opeanuzayus 20cyoapcmeento2o cekmopa Pecnyonu-
ku Kazaxcman

PaccMoTpuM THUIOBYIO OpraHM3alUI0 T'OCYIapCTBEHHOro cekTtopa PecryOnuku
KazaxcraHn: pervoHaibHOE yupekJIeHHUE, OKa3bIBAIOLIEE SJIEKTPOHHBIE YCIYrd Hacele-
HUIO. ApXUTEKTypa BKIIIOYAET IIEHTPaJbHYIO IUIOUIAIKY (CepBEpbl NMPUIOKEHUH U 6a3
JTAaHHBIX ), HECKOJIBKO (DMIIMAJIOB, KaHAJbI CBA3M PA3IUYHOIO KayecTBa, CMEUIaHHYIO WH-
dbpacTpykrypy (paboune mecTa, CEpBEpPHI, CETEBOE 000PYIOBAaHNE PA3HBIX IMOKOJICHUN).
Opranu3zanus o0pabaTbIBaeT NePCOHAIBHBIE TaHHbIE TPaXKJIaH U JEHCTBYET B Cpelie, TAe
(hopmasibHO 3aKperuieHbl TpeOOBaHMS K 3alIuTe NaHHbIX U K ynpasienuto UKT, onnako
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(dakTrueckas 3pejoCTh MpoIeccoB HeoaHopoaHa (Sugeno, 1985; Zadeh, 1965).

KitroueBast ocoOeHHOCTD Kelica-HenonHas HaOIIoqaeMOCTh: HEHTPabHAas IJI0MA]-
Ka UMEET OTHOCUTEIBHO CTAOUIIbHOE JIOTUPOBAHUE, a (PUIIHAIIbI IPEIOCTABISAIOT COOBITUS
¢ 3azepkkamMu U norepsimu. B pesynsrate SIEM «BuauT» nepumerp Jiydilne, 4eM BHY-
TPEHHHE ONepaluu, U KaYeCTBO Koppensiuuu najnaet. [logo6Hble yCaoBUs TUITHYHBL IS
pacnpeieIeHHbIX OpraHu3alui 1 4acTo MPUBOIAT K 3D (PEKTy JI0)KHOM yBEPEHHOCTH: KOH-
TPOJIb Ha MEPUMETPE pabOTAET, HO BHYTPEHHHUE 3JI0yTIOTPEOIEHUSI OCTAIOTCS «B TEHU.

B xone nepBuyHOrO ayaura M aHajau3a TeJIeMeTpuu copMHUpPOBaH HAOOp pa3Mbl-
TBIX HaOJIOMECHUI:

yIOpaBiI€HUE YSI3BUMOCTSMU: TaT4d YCTAHABIMBAIOTCS HEPETYJSPHO; 3aJepiKKa
30—-60 mgHeit; oxBaT aKTUBOB 110 HHBEHTapu3auu okosio 70%;

cerMeHTaunus: 0a30Bble BUPTyaJbHbIC JIOKAIbHBIE CETH HACTPOEHBI, HO MEXKCET-
MEHTHbIE IIPABUJIA YACTO PACIIUPSIOTCS BPEMEHHBIMU UCKITIOUEHUSIMU;

yIOpaBiIeHUE NPUBHIETHSIMHU: MHOTO(aKTOpHas ayTeHTU(UKALUA A7 aIMUHU-
CTPATOpPOB BHEIPEHA YACTUUHO; CEPBUCHBIE YUETHBIE 3allMCH HE BCETa POTALUPYIOTCS;

IDS: nartuuku cTOSAT Ha nEepUMETpe, BHYTPEHHUM TpauK MOKPHIT OrPaHUYEHHO;
O0OHOBJIEHHE MIPABUII IEPUOIUYECKOE;
SIEM: xoppensius pa3BuTa Ha IEpUMETPE, HO CLIEHAPHH 110 BHYTPEHHUM 3J10YyTIO-
TpeOaeHusIM cialble;

pe3epBHOE KOIMPOBAaHUE: KOMUU CO3AAIOTCSI PETYISIPHO, HO TECTHI BOCCTAHOBIIE-
HUSl HEPETYIISIPHBI,

3alMTa KOHEYHBIX TOUYEK: aHTUBUPYC YCTAHOBIIEH BE3/l€, HO PACIIMPEHHbIN MOBe-
JIEHYECKUI KOHTPOJIb MOKPBIBAET TOJIBKO YAaCTh KPUTHUHBIX paOOYMX MECT;

M3MEHEHUS: MHBEHTapU3allsl HeMOIHAs, KOHUTYpallMOHHBIN Ipeild BhIABIsETCS
AIU30IUYECKU;

pearupoBaHHMe: IJIaH CYIIECTBYET, HO YUSHHUS ITPOBOJATCS PENIKO;

yesioBeueckuil gaktop: oOyueHre MPOBOIUTCS pa3 B TOJl, PE3YJIbTaThl TECTOB Ha
(GUIIMHT cpeaHue;

HaOII0MaeMOCTh: 0 ¢unuanam norepu codbituii nocturaot 20-30% B MUKOBHIE
MEPUO/BI.

Habmonenus nepeBonsrcs B unciieHHble oeHkH (0—10) u ko3 pUIMeHTHI oITHO-
Thl (0—1). DTa TpaHCIsMs BBINOIHAETCS SKCIIEPTHON KOMUCCHEN U PUKCHpYETCs B MPO-
tokosie CMUDB, uto obecnieunBaeT BOCHPOM3BOAUMOCTh: Yepe3 KBapTajl MOKHO MOBTO-
PUTH OIIEHKY M COMOCTAaBUTh AMHAMUKY. B Tabmuie 2 npuBeneH oAUH BO3MOXHBIN cpes,
COIVIACOBAHHBIN I'PYIIIOMN.

Tabnuua 2 puxcupyer UCXOAHBIN CPe3 BXOJHBIX JAHHBIX I JEMOHCTPAIIMOHHO-
ro Keica: mo KaxjaoMy U3 BIOpaHHBIX MPU3HAKOB NpuBoaaTcs (1) HOpMUpOBaHHAs YHC-
JICHHas! OLlEHKA COCTOSHUS KOHTPOJIs 1o eanHoi mkane 0—-10 u (2) koapduiuent noaxo-
ThI/0BepHst K HaOmroeHusM no mkane 0—1, a Takxke (3) KpaTkuii KOMMEHTapUid, KOTOPBIN
«TIPUBS3BIBAET» UKCIa K (DaKTaM ayJuTa U TeJIeMETPUH (3aA€PKKHU MMaTyei, UCKIIOUEHUS B
CEerMEHTalll1, HEeMOoJHAs MHBEHTapH3alus, notepu cooblTuil u T.4.). Cpe3 popmupyercs
AKCHEPTHOM KoMHccHel U 3akperuisiercs B mpotokoiae CMUDB, uro obecnieunBaeT Bocpo-
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M3BOJIMMOCTB: OIEHKY MO)KHO TTOBTOPSITh Ha PETYISIPHONH OCHOBE M COIIOCTABIISATH JHHA-
MUKy MEXIy MEepPHONAMH H MOJpasAeieHUsIMA. [IpakTHUeCKnuil CMBICI TaOIHIBI B TOM,
YTO MOJIETIb MTOYYAET HE TOJIBKO «OIEHKY 3PENOCTH», HO M KaueCTBO MCXOAHBIX TaHHBIX:
IIPY HU3KOW MOJTHOTE BBIBOA HE JIEJIACT BUJ, UTO «BCE M3MEPEHO HACATBHOY», a aKKypPaTHO
CHIDKAET BKJIAJ COOTBETCTBYIOIIETO MPU3HAKA B UTOTOBYIO OICHKY.

Tabmuua 2 — Cpe3 BXOIHBIX OLICHOK Ui Kelica U K03((OULIMEHTHI TOJTHOTHI

f f Kommenrapuit

4.0 0.8 3ajepkka naryeit 30--60 gueit, oxsar aktuBoB 70 %

5.5 0.7 CErMEHTALIUs €CTh, HO MHOTO MCKJIFOUCHHI

4.5 0.6 MHOTO(AKTOpHAs Ay TEHTU(PHUKALUSA YACTUIHO, cJadasi THTHEHA CEPBUCHBIX
Y4YETOK

4.0 0.7 IDS npeumy1ecTBEHHO Ha IEpUMETpe

35 0.6 SIEM: cna0ble clieHapuy BHYTPEHHUX 3JI0YHOTPEOIeHMI

6.0 0.8 09KaIbl IPHEMIIEMBIE, TECTHI HEPETYIISIPHBI

5.0 0.8 0azoBas 3aIuTa Be3/e, paclInpeHHast YaCTUIHO

3.5 0.5 MHBEHTapU3aLHsI HeTIONHasL, Ipeiid) pUKCHpyeTCs SMH30HYeCKU

4.0 0.7 TUTaH €CTh, YUYCHHUS PEKU

4.5 0.9 00yuYeHHUE eKETOHO, (PUIINHT-TECTHI CPEIHHIE

4.0 0.6 | morepu co6brTmit 20--30% B nyKe

IIpumep pacuema cmeneneii NPUHAONEHCHOCIU U YUemd HENOIHOMbl
JIst MITIOCTpalMK MOKaKeM BhIYUCIeHus 1o npusHaky X, = 4,0, Ilo 3aman-
HBIM (PYHKLUSAM (HU3KO€, CpeAHEee, BBICOKOE) MOTydaeM:

“1,}1:«13]{(4'0) = ﬂ(4.0} 0*0*2'4) = 0’ Jul,cpe,qm'o) = “(4'0: 2’4’6’8) = 1* “1,31:1(:(4'0) = 0
C y4eToM HENONHOTH (1 = 0.8 u neitrpansubix weiitpansabix 1=1/3 10 (3):

1 1
fly cpey = 08+ 1+0.2 37 0867, fiy e = 0.8+ 0+ 0.2-§r~s 0067, fi; e ~ 0.067.

TeM cambIM MOIEIH OTpakaeT peajbHYI0 CUTYAIHio: «(OpMaTbHO» TOKa3aTelh
MIOTIAJIACT B CPEIHUIN TEPM, HO M3-32 HETIOJIHOTO OXBAaTa aKTHBOB OCTAETCS HEONPEICIICH-
HOCTB, KOTOpaSI BIIMACT HA HAAC)KHOCTH BBIBO/IA.

AHaJIOFI/I‘-IHO paCC‘-II/ITI)IBaIOTCH HpI/IHaI[JIC)KHOCTI/I IJIA OCTAJIBHBIX HpI/I3HaKOB.
Oco0eHHO BayKeH TIPU3HAK HAOII0MaeMOCTH X1 1> TOCKOJIBKY OH BITHSICT Ha «CUITY» MHO-
Tux HpaBI/IJ'II HpI/I HU3KOM xll U MaJIbIX q . JTAXKE XOpOIHI/Ie OLOCHKU OTACJIBHBIX KOH-
TpOHeﬁ HE Jar0T OCHOBaHI/Iﬁ cqyuTarb pI/ICK HU3KUM, HOCKOHBKy «xopomee» MOTJIO 6I)ITI)
«CHEBUAUMBIM) .

basza npasun: penpesenmamugnoe nOOMHONCECMBO U CMBLCIIOBASL UHMEPNPEMayUsL
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[Tonnas 6a3a B peanbHOM MPoeKTe OOBIYHO comepkuT 40—80 mpaBmiI s prCKa
(u oTmenpHBIE MOAOA3BI TSI TAPAMETPOB KOH(DHACHIIMAIIBHOCTH, IIETOCTHOCTH, JOCTYII-
HOCTH). Hyke NIpuBeIeHBI MPUMEPHI, OTPAKAIONIUE THITOBBIC MPUIHHHO-CIICACTBCHHBIC
cBsa3u. COKpalieHHo: ysI3BUMOCTH X , CCTMCHTALHs X, TMPUBMICTHN Xgq, IDS x4,

SIEM X, Ookamel X - KOHEUHBIE TOUKH X7, U3MEHEHUs X g, PearupoBaHue Xg, nep-
conan X1p» Habmomaemocts X11.

1. Ecniu X4 Huskoe n Xg HauanbHas 1 X117 HM3Kas, TO PUCK BBICOKUi. CMbICI:
BBICOKAs BEPOSITHOCTh HE3aMETHBIX KOMIIpOMETaInii Ha (pOoHE 3a/1eprKeK naTueil u cnadoii
KOppesLuu.

2. Ecmm X cnabasu Xg HEYNPaBIAEMOE, TO PUCK BBICOKUH. CMBICIT: JIaTepaib-
HOE IepeMeIleHHEe U 3710yNoTpeOIeHIe TPUBUIICTUSIMHI CTAHOBATCS 10CTYITHBIMH.

3. Ecnmu X g HanexHoe n Xg paGouee, TO PHCK 1O JOCTYITHOCTH CHUKAETCS JI0
cpennero. Cmbic: yuiep0 OT pa3pyLIMTEIbHBIX MHIIMIEHTOB YMEHBIIAETCS, Jake eCIu
BEPOSITHOCTh OCTAETCS 3aMETHOM.

4. Ecnu BBICOKOE M Xg Pa3BUTas M X, BBICOKAs, TO PUCK HU3KUA. CMBICH: Ha-
0J1101aeMOCTh M KOPPEJISLIUS TIO3BOJISIOT paHO OOHAPYKHUBATh U CIIEPKUBATh UHIIUCHTHI.

5. Ecnu pHCKOBaHHBIN M X'q HU3KOE, TO PHCK BBICOKHH. CMbIc: (PUIIMHT U SKC-
IUTyaTalys HE3aKPbITHIX YA3BUMOCTEN YCUIIMBAIOT APYT Apyra.

6. Ecin X g xaotuunoe u X o HU3Kas, TO PUCK BbICOKUI. CMbICT: apeii¢ koHpU-
rypauuii ¥ pocT MOBEPXHOCTH aTaKu MpH caboil 3a1uTe KOHEUHBIX TOYEK.

7. Ecin X4 cpenHee M Xp. IOCTAaro4Hasi 1 Xz YacTUYHOC U X4 CPEAHES U
X5 paboyas u X1 CPEAHSS, TO PUCK cpeHuit. CMBICI: cucTeMa paboraer, HO 0e3 «3a-
raca poYHOCTH

3aMeTuM, 4TO TpaBUiia MOTYT OBITH CBSI3aHBI C TAKTUKAMHU U TEXHUKAMHU aTaKy-
forux (Law of the Republic of Kazakhstan No. 94-V, 2013). D10 obneryaeT KOMMYyHH-
KaIMI0 C TEXHUYECKMMHU KOMaH/JaMHU: BMECTO a0CTPaKTHOIO «HHU3Kas 3penocts SIEM»
00CyX/1aeTCsl KOHKPETHBIM MpoBaJl B CLieHApUU OOHApy>KeHHs (HarmpuMep, OTCYTCTBHE
KOppeJALUY HEeTUITUYHBIX aJIMUHUCTPATUBHBIX JEHCTBHIA), a 3aTeM (OpMHUpYETCs IJIaH
YCTpaHEHHUS.

Yucnennvle oyenku napamempos 6e30nacHoCmu u pucka 0Jis Keuca

WuTepnperanys pe3yabraTa IpUHIUIHMAIbHA: PUCK B 30HE BHICOKUN 00YCIIOBIICH
HE OJHUM «IUIOXMM» KOHTPOJIEM, a B3aUMHBIM yCHIIeHHEeM (akTopoB. Jlaxe mpu npu-
eMJIeMBIX OdKarax M 0a30BOH 3allluTe KOHEUHBIX TOYEK HEAOCTaTOYHasi KOPPEslus Co-
OBITHI M HEemoJIHAsi HAOII0aeMOCTh JIeNIAl0T BEPOSITHOCTh HE3aMETHOM KOMIIPOMETAINH
cyuiectBeHHOU. MIMeHHO 3TOT 3¢dekT yacTto Tepsercs B TPAAMLUOHHBIX YEK-THCTaX:
KOHTpPOJIU (hOopMabHO BHEIPEHBI, HO «CIIUBKA» B €IMHBIA KOHTYp MOHUTOPHHTA U YIIPaB-
JIEHUS OTCYTCTBYET.

[Tocrne BBIMOTHEHUS! HEUETKOTO BBIBOJIA (TTapaMeTphl 0€30MaCHOCTH) U MOCIEIYyT0-
mieit arperanuu pucka mo (Freund et al., 2015) mony4ens! 3Ha4eHus, mpeaCcTaBIeHHBIC B
tabnuue 3. IlpuBeeHsl Takke KpaTKue MOsSICHEHHUSI.
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Tabnuna 3 — Pe3ynsrupyromniye OleHK: mapameTpoB 0€30MacHOCTH M pUCKa IS

KE€Huca
[loka3zarenn 3HaueHHe YpoBeHb KommenTapuii
. 0.46 cpen- ciaboe yrnpaBiieHHe NPUBIICTHIMH ¥ HEJIOCTATOYHAsT KOPPEIISIHS
r o
Yc HHUH-HU3- MOBBIMIAIOT PUCK YTCUKN
KHi
0.49 cpen- 3a7iepKKH MaTyeit u apeild koHdurypamuii yBeauanuBaioT BeposT-
i pen niep npeiid kondurypauui y P
HHUI-HU3- HOCTb MOJU(HKALNH JIAHHBIX
KHi
j:. 4 0.58 cpenHuit pe3epBHOE KOMMPOBAHHUE YACTUYHO KOMIICHCHPYET HETOCTATKH O0HA-
pyXeHuns
j:'R 0.67 BBICOKUH CoueTaHHe CI1aboro yNpaBICHNs H3MEHEHUSIMHU, HEO0CTATOYHOTO
SIEM u HenonHoi TeaeMeTpuu

UucneHnHble 3HaYeHHs] MapaMeTpoB OE30MacHOCTH M MHTETPAbHOTO pHUCKa IO-
Jy4YeHbl B paMKaxX BBIYUCIUTEIHHOIO SKCIIEPUMEHTA B BYX MOCTAHOBKaX: (1) pacuér mo
peanbHOMY cpe3y keiica (ayauT + TeneMmerpus) u (i1) mpoBepKa yCTOWYUBOCTH HA CUHTE-
TUYECKUX JIaHHBIX, MOJCIUPYIOLIUX IIyM U MPOMYyCKH HaOmoneHuil.PeanbHple TaHHbBIE.
Bxoanble o1ieHKH M0 BbIOpaHHBIM MPU3HAKaM HOpMHpPYIOTCs Ha mmkane 0—10 u momon-
Hst0TCS KodhdunurenTamu noiaHoThl/noBepust (0—1) Ha ocHOBe (hakTHUECKOM HaOIOIa-
€MOCTH M TIOATBEPKAAEMOCTH JaHHBIX; CPE3 COMIacCyeTcss U (PUKCHUpPYeTCs B MPOTOKOJIE
CMUB. Jlanee BBIMONHSIIOTCS 3Tanbl HEUYETKOTO BhIBOa Mamaanu: (az3udukamnms, yqaér
HETOJHOTHl 4Yepe3 AUCKOHTHPOBAHHE CTENEHEH NPUHAJICKHOCTH, MPUMEHEHHE Oasbl
npasui U nedaszzupukanug. CunreTnueckue qaHubie. DopMUPYIOTCS JOMOIHUTENbHBIE
cpe3bl BOKPYT Npoduiis Keica: K BXOAHBIM OLEHKaM JT00aBISeTCSl yIPaBIseMbIil IIyM, a
MOJTHOTA JAHHBIX BapbUPYyETCs B 33JJaHHBIX JHara3oHax. ITO UCIOJb3yeTCs AJis MPOBep-
KU, YTO UTOTOBBIN PUCK HE JIEMOHCTPUPYET «CKAUKOB» IMPH MaJbIX U3MEHEHUSX OLIEHOK
U KOPPEKTHO pearupyeT Ha yxy/auieHue Haomogaemoctu. Pesynbrar. [1o uroram pacuéra
MOJy4YeHbl 3HAYEHUS MapaMeTpoB Oe30macHOCTU (KOH(GUIEHIMAIBHOCTh, 1I€JI0CTHOCTS,
JIOCTYITHOCTbh ) M HHTETPAJIbHOTO PHCKA, MpuBeAEHHBIC B Tadnuie 3: 0.46, 0.49, 0.58 u 0.67
COOTBETCTBEHHO.

[IpennoxenHas MOAeNb apecyeT TUIOBYIO MpoOIeMy MPAaKTUYECKOrO OICHUBA-
Husi b: HeoOxoquMoCTh IPUHUMATh YIPaBICHUYECKUE PEIICHUS! MPU OTCYTCTBUU IOJI-
HOro Habopa U3MEpEeHUIl U MPH BBICOKOH J10JIe KaueCTBEHHbIX OMHMCaHMil. B oTinuue ot
YHCTO CTAaTUCTUYECKUX MOJXOJ0B, HEUETKASI CUCTEMA COXPAHSAET HHTEPIPETUPYEMOCTh U
noj1aéTes ayIuTy: MOXKHO MPOCIEANTh, KaKhe coueTaHus (PaKTOpPOB MPUBEIH K UTOTO-
BOI1 OIICHKE, U OOBACHUTH, IOYEMY CHUKEHHE HAOII01aeéMOCTH MOBBIIIAET PUCK JAXKE IPU
(hopManbHO BHEAPEHHBIX KOHTPOJIAX. DTO OCOOCHHO Ba)KHO ISl pacipeieEHHBIX opra-
HU3aLUH, 1€ KPUTHYEH HE TOIbKO (PaKT HAIMYUS MEP 3aIUThl, HO U YBEPEHHOCTH B TOM,
YTO OHM peajbHO (PyHKIMOHUPYIOT BO BCeX (uiiMagax U CeTMEHTax, a He TOJIbKO Ha IIeH-
TpaJIbHOM MIomajke. Pe3ynbTarsl 1eMOHCTPAllMOHHOTO Keiica MOATBEPKIAI0T AAHHYIO
JIOTHKY: TIPYU YMEPEHHBIX 3HAYCHUAX MapaMeTpPOB KOH(UICHIINAIBHOCTH, LIEIOCTHOCTU U
JIOCTYITHOCTH MTOTOBBI MHTETPAIBHBIA PUCK OCTAETCS BBICOKUM (0.67), TOCKOJIBKY KOM-
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OuHanMs c1abol KOppesiliuK COOBITHM, TPOOIIEM yIpaBIeHUS M3MEHEHUSIMU U HETIOJIHOM
TeneMeTpuu GOpMUPYET 3HAYUMYIO BEPOSITHOCTh HE3aMETHON KOMIPOMETAIMM U OIIU-
OOYHBIX YIPaBIEHYECKUX BBHIBOJIOB.

[1o cpaBHEHHUIO C TPAIUIIMOHHBIMU MAaTPUIIAMH «BEPOSATHOCTHXYIIEpO» HEuéTKas
MoJieNb 1aéT 0ojiee KOPPEKTHBIA MOCT MEX/y KaueCTBEHHBIMU HAOIIONEHUSMU U YHUC-
JeHHON 0TY€THOCTHI0. OHA MO3BOJISIET UHTEIPUPOBATH IIKAJIBI 3PEIOCTH U HAOII0aeMo-
CTH 0€3 MpeBpaLLEHUs UX B «KECTKUE YKCIa» 0e3 OroBOPOK, MOAEIUPOBATh YACTUYHYIO
HMCTUHHOCTh W HEOJTHO3HAYHOCTH (T€M CaMbIM CHIIKas PUCK JIOKHON TOYHOCTH) U (Hop-
MaJbHO YYHUTHIBaTh JOBEpUE K JaHHBIM uepe3 Kod((UIUEHThl MOTHOTHI U OTIAEIbHbIN
MHAMKATOp HalmogaeMocTu. B mpakTuyeckoM miiaHe 3TO O3HAYAET, YTO MOJAEIb HE «Ha-
rpakaaeT» OpraHU3alui0 HU3KUM PUCKOM TOJIBKO 33 HAJIMYHE PETIaMEHTOB M OTIEIIb-
HBIX CPEJCTB 3aIIUThI, €CJIU KaueCTBO MOHUTOPUHIA U TOJIHOTA JAHHBIX HE MO3BOJISIOT
nonTBepANTh (hakTHaecKyto 3 PexTuBHOCTh Mep.ComocTasisis Moaxoa ¢ 0alieCOBCKUMHU
CEeTSIMU, CJIEyeT OTMETUTh, YTO HEUETKAsI MOJIENb MPOIIE B pa3BEPTHIBAHUU IIPU MaJIOM
00bEME JaHHBIX U MEHEE UyBCTBUTENIbHA K TOYHOCTH allpUOPHBIX MPEANON0KEHUH, O/THA-
KO YCTYIAaeT B BO3MOKHOCTSIX CTPOTOro BEPOSATHOCTHOIO BBIBOZA NMPU HAIIMYUH XOPOLIEH
cratucTuku. [IpakTHuecku 370 3a1aéT pallMOHAIbHYIO CTPATErHi0 MPUMEHEHUs: HeuéT-
KU OAXO0/ 11esiecoo0pa3eH Kak MEPBUUHBIN KOHTYp YIPaBIEHUS U CPEICTBO HHTErPALluU
Kaue€CTBEHHBIX CUTHAJIOB, a TI0 MEPE HAKOIIJICHUS TAHHBIX €r0 MOYKHO JIOTIOJIHATH BEPOST-
HOCTHBIMU MOJIEJISIMH JJISl OTJIEJIbHBIX CLIEHAPUEB, 1€ €CTh JOCTAaTO4YHAas 0a3a MHIIMJICH-
TOB U KOPPEKTHO BbICTpOEHHAs! peructpaius.OTaenbHast HEHHOCTh MOJIEIH 3aKJII04aeTcs
B COBMECTHMMOCTHU C MHCTPYMEHTAIbHON HHPPACTPYKTYPOH MOHUTOPUHTA U MPOIIECCaMU
CMUB.

Texuuueckue ncrtounuku (IDS/SIEM, cpenctBa ynpasieHus: ysa3BUMOCTSAMH, Te-
JIeMETpHsl KOHEUHBIX TOUEK, YUET COOBITHI U3MEHEHNI) 00eCIeunBaloT JaHHbIE JJIs 3Ha-
YUMOM 4YacTW MpHU3HAKOB, TorAa kKak mporieccbi CMUB dopmupyror usmepumeie apre-
(akThl 1715 OpraHU3alMOHHBIX U MOBEAEHUECKUX (PAKTOPOB (yIpaBieHHUE U3MEHEHUSIMU,
pearupoBaHue, 0Oy4eHHEe U AUCLUIUIMHA UCIIONHEHUs). B pesynbrare Moaens He KOHKY-
PUPYET C CYLIECTBYIOLIMMU MPAKTUKAMHU, a BHICTYIIAET HaICTPOECUHBIM MEXaHU3MOM CHH-
Te3a MoKasaresel, NepeBo/Isl Pa3HOPOIHbIE CUTHANBI B COMIOCTaBUMBIE OLIEHKH U obecrie-
yuBasi 00bACHUMYIO IPUOPUTE3ALNIO YayUuIeHUH. OrpaHnYeH s UCCIeI0BaHUs! CBSI3aHbl,
IIPEKIE BCETO, C TPYAOEMKOCTBIO MIOCTPOCHUS M COMPOBOXKACHUS 0a3bl MPaBUJI, PUCKOM
e€ «ycrapeBaHMs» MPU U3MEHEHUU UHPPACTPYKTYpPhl U KaIpOBOI TEKyUECTH, a TAKXKE C
MOTEHIUATbHBIM POCTOM pa3mepa 06a3bl MPHU paCIIUPEHUH YUCIIa TEPMOB U MPU3HAKOB.

OTU PUCKU CHIXKAIOTCSI, €CJIM paccMaTpHUBaTh MpaBUiIa KaK yNpaBisieMblld apTe-
¢axtr CMUB ¢ pernmamenToM nepecMoTpa, IPUMEHATh CLHEHAPHbBIN NPUHIUI U MOJIYJIb-
HOCTbH (pa3aenbHbIe OA0a3bl A1 apaMeTpoB 0€30MacCHOCTH, TUIIOB aKTUBOB M KJIACCOB
CLIEHApUEB), a TAKXKE MOJJIEPKUBATh KOHPUTYPALMOHHYIO JUCIUIIIMHY UCTOYHUKOB JIaH-
HBIX. J[omoTHUTENbHAS METOANYECKAs! CIIOKHOCTh CBsI3aHa C TEM, UTO 3TaJOHHbIE 3Haye-
HUS pUCKa YaCTO HEOCTYIHbI WM CKaXEHBI HETIOIHOM perucrpanyeil MHIUAEHTOB; 110-
ATOMY HACTpOIiKa U ONITUMHU3ALIKS BECOB JOJKHA ONMUPATHCS HE TOJIBKO Ha CTaTHUCTUKY, HO
Y Ha DKCIEPTHBIEC OLICHKU U HE3aBUCUMBIN ayJUT, HHaYe (opMalibHasl «KaIuOpOBKay MO-
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KET 3aKpenuTh UCcKakeHus: HaOmonaemoctu. IlepcniekTuBsl pa3BuTHs paboThI 1ieeco-
o0pa3HO paccMaTpuBaTh B pyclie JBYX HampaBieHUd. Bo-niepBbIX, B apXUTEKType Zero
Trust, roe noctyn npenocraBiseTcs AMHAMUYECKH MO0 KOHTEKCTY U YPOBHIO JIOBEpHS,
Heu€TKas JIOTHUKA MOXKET BBICTYINAaTh HHTEPIUPETUPYEMBIM CIIOEM arperupoBaHuUs CUT-
HaJIOB JIOBEpHUs (COCTOSTHUE YCTPOUCTBA, PUCK YUETHOMN 3aMKCH, IOJHOTA TEIEMETPHUH)
JUISL MUKPOCETMEHTALIMU U TOJIUTUK JTOCTYIIA; IPU HEMOIHBIX TaHHBIX 3TO MPEINOoYTH-
TeJabHee OMHAPHON JIOTUKU «IOBEPSTH/HE JOBEPATHY, MOCKOIbKY MO3BOJSET BBOAUTH
IpaJyUpOBaHHYIO, YNPABISIEMYI0 OCTOPOXKHOCTb. BO-BTOpBIX, B 3ahadax MyJIbTHMO-
JAJIbHOTO aHayIn3a apTe(akToB, 1€ 0ObEAUHSIOTCS TEKCTOBbIE OTUYETHI, JIOTH, CETEBbIE
MIOTOKU U OMHApHBIE TaHHBIE, TOJIXO/Ibl BU3YyaIH3alui OMHAPHBIX apTe(aKkToB (HAMPH-
Mep, Byte2Image) u meTop1 pacio3HaBaHUsE 00pa30B MOTYT OCTABIISATH IOTOJTHUATEIh-
HbIE IPU3HAKH, a HEUETKAsI MOJEIb-CIIY>KUTh YIIPABIISIIOIIUM CJI0EM, 00€CTIEUNBAIOIINM
00BSICHUMOCTD PEIICHUsI Ha YPOBHE YIPABJICHUSI U IBHOE OTPaKEHHE JOBEPHS K KaX10-
My UCTOYHUKY. Takol rMOpUAHBIN KOHTYP MO3BOJSET COBMECTUTH CHUIIbHBIE CTOPOHBI
DIYOMHHBIX MoOJeNiel (M3BJI€UeHHE TPU3HAKOB) U HEUETKOTO BhIBO/IA (MHTEPIPETUpYE-
Masi arperauys u yrnpasjieH4YecKas IPUTroJHOCTb Pe3yiIbTaTa).

3aki04enue.

Pa3paborana uHTepnpeTupyemMasi Heu€Tkas MOJElb OLIEHUBAHUS IapaMeTpOB
nH(pOPMaAIIMOHHON 0€30MacHOCTH HMH(OPMALMOHHBIX CHUCTEM B YCJIOBHUSX HEMOIHBIX
HabmoneHnit u npeobnananus KauecTBeHHbIX onucanuil. ChpopmupoBan Habop u3 11
BXOJ/IHBIX MPU3HAKOB, OXBaThIBAIOIINN TEXHUUECKHE, OPraHU3allMOHHBIE U [TOBE/ICHYE-
ckue (haKkTopsbl, a TaKkKe BBEAEH SIBHBIM MHIUKATOP HAOII0MaEMOCTH U KaYeCTBA JaHHbIX.
Jljis mpU3HAKOB 3aJ1aHbl TMHIBUCTUYECKUE TIEPEMEHHBIE U (PYHKIIMU MTPUHAJICKHOCTH,
peanu3oBaH BbIBOJ MamiaHu ¢ yuéTOM BECOB MPaBWJI U MEXaHU3MOM «OCIIa0JIECHUs»
MIPUHAJJIEKHOCTEH MPH MPOITyCKaX TEIEMETPUH, YTO MO3BOJISIET 30erarh JIOKHOM TOY-
HOCTH U COXPaHATh 00BSICHUMOCTD Pe3ysbTaTa JJis ayuTa U YIPaBIE€HYECKOr0 KOHTPO-
ns. Ilpenyioxkena MeTonrMka HaCTPOMKHU MOJIEIH, BKJIFOUAIOLIAsl COIIacOBaHUE KCIEp-
TOB 10 npouenype Jenbdu, BbIsIBICHNE U yCTpaHEHUE TPOTUBOpeUnid B 0aze mpaBui,
OTPaHUYEHHYI0 ONTHUMH3ALUIO0 BECOB MO KaJIMOPOBOYHBIM JaHHBIM U 00S3aTENIbHYIO
IIPOBEPKY YYBCTBHUTEJIBHOCTU M yCTOMYMBOCTU.Ha NEMOHCTpAalMOHHOM Kelce THIIO-
BOIl OpraHu3alMy rocyJapcTBeHHoro cekropa PecnyOnuku Kasaxcran mokasaHo, Kak
pa3MbIThle HaOMIOACHUS U (parMeHTapHas TeJeMeTpHsl IPeoOpas3yroTCs B YUCICHHbBIE
OLIEHKH KOH(QUACHIIMAIBHOCTH, LETO0CTHOCTH, JOCTYITHOCTH U UTOTOBOTO YPOBHS pH-
cka. [lomydyeHHble pe3yapTaThl JEMOHCTPUPYIOT KIIIOUEBOM MPAKTHUECKHUI BHIBOJ: Ha-
0J1101aeMOCTh BBICTYIIAa€T HE BTOPUYHBIM «Kau€CTBOM JIaHHBIX», a MIOJIHOLIEHHBIM (hak-
TOPOM PHUCKa, TIO3TOMY MOBBIIIEHUE MTOJHOTHI MOHUTOPUHIA U 3PEIOCTU KOPPEISLIUU
B SIEM cnocoOGHO CHMKaTh PUCK CHUJIbHEE, YEM JIOKAJbHBIC YIYyUIICHHUS OTIEIbHBIX
TEXHUYECKHUX KOHTPOJIEH 0e3 yKperuIeHUsI KOHTypa HaOmoneHus. st BHenpeHus Mojie-
7 B opranuzanusax Kazaxcrana nenecoob6pa3Ho HAYMHATH C KOMITAKTHON U MOJTHOCTHIO
TpaccupyeMoii 0a3bl MpaBuil, M3HAYAJIBHO 3aKJIAbIBATh SIBHBIM yU&T MPOMYCKOB U Ka-
4yecTBa TejeMeTpuu (06e3 MoaAMeHbl OTCYTCTBYIOIIMX JAHHBIX YCPEIHEHUEM), COUETaTh
AKCIIEPTHYIO KaTMOPOBKY C OCTOPOKHOW HACTPOMKOM BECOB Ha JOCTYITHON CTATHCTHKE
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U Marepuayax ayauTa, IpUMEHSTh aHaJu3 YyBCTBUTEIbLHOCTHU JUIsl 0O0CHOBAHUS IPUOPHU-
TETOB U OIOKETA, a TaK)KEe MHTETPUPOBATH PE3YIbTAThl MOJIEIH B PETYIISIPHBIE MPOLIECCHI
CMMUB, uTo0bl OLIEHKH HCIIOIB30BATNCh KaK HHCTPYMEHT YIIPaBJIEHYECKOTO IMKIIA, a HE
Pa30BBI OTUET.
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