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Abstract. Windows Active Directory (AD) is the backbone of authentication 
and authorization in most enterprise networks and is therefore a priority target for 
credential abuse, lateral movement, and privilege escalation. Windows Security Event 
Logs record detailed structured telemetry of these actions, but rule-based detection 
remains brittle: it generates excessive false positives and overlooks patterns that span 
multiple log fields. In this work five supervised machine-learning model families 
— Logistic Regression, linear Support Vector Machine, Random Forest, Gradient 
Boosting, and XGBoost — are compared on 23,268 AD-related Windows events drawn 
from ten public adversary-emulation captures (OTRF Security-Datasets, 2024). All 
models share a common preprocessing pipeline that explicitly audits every log field 
for session-level leakage and discards 108 of the 235 raw columns before encoding. 
Each model is evaluated under three complementary protocols: a 60/40 stratified 
holdout, stratified 5-fold cross-validation, and leave-one-scenario-out (LOSO), in 
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which the model is tested on an entire adversary-emulation capture that was unseen 
during training. Under the standard protocols all five families look strong (CV5 ROC-
AUC > 0.85 and PR-AUC > 0.95), yet under LOSO the same models collapse to 
ROC-AUC in the range 0.15–0.45 and Matthews correlation near zero. This protocol 
gap, obtained on identical features and hyperparameters, quantifies the dataset-specific 
signal that any single-split evaluation hides. We discuss its implications for dataset 
bias, interpretability, inference cost, SOC deployment, and the sequence-level attack 
chains that an event-level classifier cannot capture by construction.

Keywords: Active Directory, Windows Security Logs, threat detection, 
intrusion detection, machine learning, data leakage, leave-one-scenario-out, XGBoost, 
Random Forest, SIEM
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Аннотация. Active Directory (AD) көптеген корпоративтік желілерде 
аутентификация және авторизация үдерістерінің негізі болып табылады және 
сол себепті тіркелгі деректерін қолдану, желі ішінде көлденең қозғалыс және 
артықшылықтарды арттыру шабуылдарының басым мақсатына айналады. 
Windows қауіпсіздік оқиғалары журналдары осы әрекеттер туралы егжей-тег-
жейлі құрылымдалған телеметрияны тіркейді, бірақ ережеге негізделген анықтау 
әлсіз болып қала береді: ол жалған оң нәтижелерді шамадан тыс көп шығарады 
және бірнеше журнал өрісін қамтитын заңдылықтарды таба алмайды.Бұл жұмы-
ста қадағаланатын машиналық оқытудың бес отбасы — логистикалық регрессия, 
сызықтық тірек векторлар әдісі (SVM), кездейсоқ орман, градиенттік бустинг 
және XGBoost — OTRF Security-Datasets жобасынан алынған он ашық шабуыл 
имитациясы жазбаларынан құралған 23 268 AD-ға қатысты Windows оқиғасында 
салыстырылады. Барлық модельдер бірыңғай алдын ала өңдеу құбыры бойынша 
оқытылады; онда әрбір журнал өрісі сессия деңгейіндегі ағуға тексеріліп, 235 
бастапқы бағанның 108-і кодтауға дейін алынып тасталады. Әрбір модель үш 
өзара толықтырушы хаттама бойынша бағаланады: 60/40 стратификацияланған 
бөлу (H), стратификацияланған 5-қатпарлы кросс-валидация (CV5) және оқыту 
кезінде көрмеген бүтін бір шабуыл имитациясы жазбасында тексеретін leave-
one-scenario-out (LOSO).Стандартты хаттамалар бойынша бес отбасы да күшті 
болып көрінеді (CV5-те ROC-AUC 0,85-тен, PR-AUC 0,95-тен асады), алайда 
LOSO хаттамасы бойынша сол модельдер ROC-AUC-тың 0,15–0,45 аралығына 
және Мэтьюс корреляциясының нөлге жақын мәніне дейін төмендейді. Бірдей 
белгілермен және гиперпараметрлермен алынған осы хаттамалар арасындағы 
алшақтық бір бөлудегі бағалау жасыратын жиынтыққа тән сигналды сан түрін-
де көрсетеді. Нәтиженің датасет жылыстауына, интерпретациялануға, инференс 
құнына, SOC-ке енгізуге және жеке оқиғалар классификаторы құрылымдық түр-
де қамти алмайтын көпқадамды шабуыл тізбектерін талдауға әсері талқыланады.

Түйінді сөздер: Active Directory, Windows қауіпсіздік журналдары, қауіп-
терді анықтау,  шабуылдарды анықтау, машиналық оқыту, деректер жылыстауы, 
leave-one-scenario-out,  XGBoost, Random Forest, SIEM
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Аннотация. Active Directory (AD) является ключевым компонентом боль-
шинства корпоративных сетей, обеспечивающим процессы аутентификации 
и авторизации, и поэтому представляет собой приоритетную мишень для ком-
прометации учётных данных, бокового перемещения и повышения привилегий. 
Журналы событий безопасности Windows содержат подробные структуриро-
ванные данные о таких действиях, однако сигнатурно-корреляционные правила 
по-прежнему уязвимы: они дают избыток ложных срабатываний и не улавлива-
ют закономерности, охватывающие сразу несколько полей журнала. В данной 
работе пять семейств моделей машинного обучения с учителем — логистическая 
регрессия, линейная модель метода опорных векторов (SVM), случайный лес, 
градиентный бустинг и XGBoost — сравниваются на 23 268 событиях Windows, 
связанных с AD и собранных из десяти открытых сценариев имитации атаки 
(OTRF Security-Datasets). Все модели обучаются по единому пайплайну предо-
бработки, который явно проверяет каждое поле журнала на утечку уровня сессии 
и отбрасывает 108 из 235 исходных столбцов до кодирования. Каждая модель 
оценивается по трём взаимодополняющим протоколам: стратифицированное 
60/40 разбиение (H), стратифицированная 5-кратная кросс-валидация (CV5) и 
leave-one-scenario-out (LOSO), в котором модель тестируется на целом сценарии 
имитации атаки, не встречавшемся при обучении. Под стандартными протокола-
ми все пять семейств выглядят сильными (ROC-AUC более 0,85 и PR-AUC более 
0,95 в CV5), однако под LOSO те же модели деградируют до ROC-AUC в диапа-
зоне 0,15–0,45 и коэффициента корреляции Мэтьюса, близкого к нулю. Получен-
ный на одинаковых признаках и гиперпараметрах разрыв между протоколами 
количественно характеризует специфичный для датасета сигнал, который лю-
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бое одиночное разбиение скрывает. Обсуждаются следствия этого разрыва для 
смещения датасета, интерпретируемости, стоимости инференса, развёртывания 
в SOC и анализа многошаговых цепочек атак, которые классификатор отдельных 
событий по построению не может охватить.

Ключевые слова: Active Directory, журналы безопасности Windows, об-
наружение угроз, обнаружение вторжений, машинное обучение, утечка данных, 
leave-one-scenario-out, XGBoost, Random Forest, SIEM
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Introduction.
Active Directory (AD) is the central pillar of identity management in enterprise 

Windows environments. A compromise of AD typically grants the attacker privilege 
escalation, lateral movement, and persistence. Attack vectors include password 
spraying and pass-the-hash, Kerberoasting, DCSync, Golden Ticket attacks, and abuse 
of privileged group membership. Windows Security Event Logs record extensive 
telemetry on these behaviours, including authentication attempts, Kerberos ticket 
validation and service-ticket requests, and privileged-group modifications (Microsoft, 
2024). Event IDs frequently used for detection include 4624/4625 (successful/failed 
logon), 4768/4769 (Kerberos AS-REQ/TGS-REQ), 4672 (special privileges assigned 
to a new logon), and 4728/4732 (group-membership changes). However, most 
enterprise detection pipelines remain rule-correlation based. Such rules are effective 
for known signatures but often fail against stealthy or low-and-slow attacks, and 
typically generate excessive false positives, contributing to alert fatigue in Security 
Operations Centres (SOCs). This motivates the use of machine-learning approaches, 
which can model statistical patterns and interactions between many log fields (Rakine 
et al., 2025; Abdallah et al., 2022; Mubarakova et al., 2022). A significant body of 
prior work explores ML-based intrusion detection. Surveys highlight the effectiveness 
of supervised learning on labelled datasets (Rakine et al., 2025; Abdallah et al., 2022; 
Ogunbadejo et al., 2025) more recent work focuses on log-based anomaly detection 
and deep-learning approaches (Landauer et al., 2023). Earlier work investigated cost-
sensitive modelling and the economic impact of false positives in security analytics 
(Kaushik et al., 2025). Two methodological concerns run through these studies and 
motivate the present work. First, log-based ML is notoriously vulnerable to data 
leakage: a column that is harmless in isolation can carry a near-perfect trace of the 
recording session or of the attacker’s tool, which inflates in-distribution scores but 
does not transfer (Landauer et al., 2023; Mohale et al., 2025). Second, operational AD 
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attacks are multi-step chains rather than isolated events, so an event-level classifier is 
at best a scoring primitive for a downstream sequence model, not a complete detector. 
In practice, applying ML to security monitoring remains challenging because of dataset 
shift, label noise, and the “closed-world” assumption, where training and deployment 
environments differ significantly (Ogunbadejo et al., 2025). This is particularly relevant 
for AD logs, where new hosts, users, and administrative patterns appear continuously.

Problem Statement 
Although machine learning has been widely applied to intrusion detection, a 

practical gap still remains in comparative evaluations specifically for Active Directory 
threat detection using Windows Security Event Logs. Most existing studies focus on 
network traffic rather than AD logs, rely on deep-learning models that are difficult to 
deploy in real SOC pipelines, do not evaluate multiple model families under a unified 
preprocessing and encoding setup, and often overlook operational constraints such as 
interpretability and inference cost. The need for comparative evaluation under consistent 
experimental settings has also been emphasised in other applied machine-learning 
domains (Mukhanov et al., 2024). Three further issues are often under-addressed. 
(i) Windows Security Logs present unique data-engineering challenges — missing 
values, noisy and inconsistent fields, and high-cardinality categorical attributes such as 
usernames and hostnames — and feature selection and representation have been shown 
to materially impact IDS accuracy (Alsaleh et al., 2021; Gu et al., 2021; Mukhanov et 
al., 2020). (ii) Reported performance is routinely obtained from a single stratified split, 
which conflates genuine detection with memorisation of session-level artefacts; the 
extent of this inflation is seldom quantified. (iii) Attacks against AD unfold as chains 
of interconnected actions (e.g. logon → token manipulation → service-ticket request 
→ DCSync), whereas most published pipelines classify single events in isolation. The 
study below is organised around these three gaps.

Contributions
This paper addresses the above issues by (1) constructing a unified event-level 

dataset of 23,268 AD-related Windows Security events from ten public adversary-
emulation captures of the OTRF Security-Datasets project; (2) proposing a leakage-
aware preprocessing pipeline that explicitly flags and removes 108 of 235 raw log 
columns as session-level identifiers before any model sees the data; (3) comparing 
five widely used supervised machine-learning model families — Logistic Regression, 
linear SVM, Random Forest, Gradient Boosting, and XGBoost — under three 
complementary evaluation protocols (stratified holdout, stratified 5-fold cross-
validation, and leave-one-scenario-out), the last of which serves as a cross-source stress 
test on identical features and hyperparameters; (4) quantifying the resulting protocol 
gap and interpreting it as empirical evidence of residual dataset bias in log-based AD 
threat detection; and (5) analysing feature attributions, interpretability, inference cost, 
and the sequence-modelling boundary conditions that constrain SOC deployment. All 
code, the per-capture manifest, and the stored out-of-fold predictions are released as a 
reproducibility package.

Threat Model and Problem Formulation
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We posit an enterprise AD security scenario in which an attacker is attempting 
to gain a foothold in the environment through credential abuse, lateral movement, 
and privilege escalation. We assume that the attacker employs known offensive tools 
(e.g. Mimikatz, Impacket, Rubeus, Covenant, Empire) that leave identifiable traces in 
Windows Security Event Logs. Security logging is assumed to be enabled and collected 
centrally. In the dataset used below, the negative class consists of Discovery actions 
performed by comparable tooling rather than genuinely benign traffic; this choice 
(also reflected in the OTRF Security-Datasets labelling) stresses the classifiers against 
adversarial-looking normal activity rather than against pristine background noise, and 
is consistent with the SOC deployment setting in which trivial, cleanly benign events 
are already filtered out upstream. The attacker may still obfuscate activity so that single 
events resemble legitimate administrative tasks, which motivates the sequence-level 
discussion in Section VI.

Binary Classification Formulation
Each Windows Security event is represented as a feature vector

			                           	                                                  (1)

extracted from structured log fields. Each sample has a binary label:

 			       	   	                                                 (2)

where y_i = 0 denotes benign activity and y_i = 1 denotes malicious or 
suspicious activity. Here, x_i is the feature vector of the i-th event, d is the number 
of extracted features, and y_i is the corresponding binary label. The goal is to learn a 
classifier f(x) that maps event features to a maliciousness score:

                                                                                           (3)

where p̂(y=1 | x) is the predicted probability of the positive class and f(x) is 
the model scoring function. The classifier predicts the class as: ŷ = 1 if p̂(y=1 | x) ≥ τ, 
otherwise 0, where ŷ is the predicted class label and τ is the decision threshold.

Materials and methods.
This section describes the dataset, the leakage-aware preprocessing pipeline, 

the feature encoding, and the three evaluation protocols applied to all five model 
families. Unlike purely theoretical comparisons, we emphasise a unified pipeline 
because preprocessing choices strongly influence performance in log-based threat 
detection (Landauer et al., 2023), and because the standard single-split protocol has 
been shown to overstate real detection on this class of data.

Dataset Description
The dataset is assembled from ten open adversary-emulation captures of the 

OTRF Security-Datasets project (formerly Mordor) covering two ATT&CK tactics: 
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Credential Access (five captures of DCSync, LSASS Memory, and LSA Secrets 
techniques executed with Mimikatz, Empire, Covenant, Dumpert direct syscalls, and 
RDP + Task Manager; labelled y=1) and Discovery (five captures of Domain Account 
and Domain Groups Discovery executed with Covenant, Empire, and Seatbelt over 
LDAP/SAMR; labelled y=0). Labels are assigned from the ATT&CK tactic of the 
emulated technique, not from a folder name. The negative class is thus not pristine 
background noise — every capture is an adversary emulation — which makes the 
classification task harder than the usual benign-vs-malicious framing. The raw records 
were exported from the Windows Security, Sysmon, and PowerShell channels and 
parsed into a tabular CSV with 235 structured columns, including event identifiers, 
authentication metadata, account and domain attributes, host-related context, and 
privilege-related parameters. Logs from different captures were merged into a consistent 
schema by aligning field names and data types across event categories. The full corpus 
after parsing contains 23,268 event records. The capture-level manifest, including the 
SHA-256 hash of every source file, is released with the paper (scenario_manifest.csv).

Dataset Statistics
Table 1 summarises dataset size and class distribution after parsing but before 

any leakage filtering. The imbalance is substantial — Credential Access events 
outnumber Discovery events roughly 5 to 1 — and is driven by the fact that credential-
dumping captures emit a large number of authentication, token, and privilege events 
per invocation. Class imbalance is prevalent in intrusion-detection datasets and must 
be taken into account to reduce the risk of training skewed classifiers (Rakine et al., 
2025; Abdallah et al., 2022). Throughout the paper we therefore report PR-AUC 
and Matthews correlation (MCC) alongside ROC-AUC, and benchmark against the 
always-positive baseline, which attains F1 = 0.911, PR-AUC = 0.837 and MCC = 0 
under this distribution.

Class Label Events
Discovery (negative class) 0 3,784
Credential Access (positive class) 1 19,484
Total — 23,268

Beyond the global imbalance, Table 1 hides a more consequential asymmetry: 
within each class, a few large captures dominate the event count (one Mimikatz capture 
alone contributes 6,982 events on the positive side; one Empire capture contributes 
1,749 on the negative side). Any evaluation protocol that samples uniformly from 
events — including stratified splits — therefore implicitly samples the dominant 
captures. The leave-one-scenario-out protocol defined below is designed to probe 
exactly this effect.

Leakage Audit of Log Fields
Windows Security logs mix two kinds of information: fields that describe the 

action (EventID, LogonType, AccessMask, TargetObject) and fields that incidentally 
identify the recording session or the attacker’s tool (ProcessGuid, Hashes, UtcTime, 
Record Number, host and user names that recur only inside one capture). A classifier 
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trained on the second group memorises the capture rather than the behaviour and 
then scores near-perfectly on an in-distribution split, which is precisely the pattern 
that produced the unrealistically high numbers reported in the preliminary version of 
this study. Before any model is fitted, every one of the 235 raw columns is therefore 
classified by a static rule set into six field families: (i) unique per-event identifiers 
(@timestamp, Hashes, ProcessGuid, Record Number, UtcTime, ThreadId, ProcessId, 
EventRecordID …), (ii) free-text narrative fields (Message, DetailText), (iii) absolute 
host- and user-specific identifiers that take distinct values across captures (Computer, 
SourceComputer, SubjectUserName, TargetUserName, Hostname …), (iv) raw byte 
or offset counters (TokenHandle, HandleId, SubjectLogonId when numeric), (v) fields 
with fewer than 30 observed events across the corpus, and (vi) constant columns. 
Families (i)–(iv) are dropped as leakage (108 columns), family (v) is dropped as 
statistically unreliable (48 columns), and family (vi) carries no signal (7 columns), 
leaving 72 behavioural fields that are then encoded with one-hot encoding (handle_
unknown=’ignore’) into 501 columns. The retained set is dominated by action-
describing fields such as EventID, LogonType, AccessList, PrivilegeList, EventType, 
ObjectType, GrantedAccess, and TargetObject; the full retained list is logged with 
the reproducibility package. All experiments in Section V use this leakage-controlled 
matrix.

Preprocessing Pipeline
After the leakage audit, the 72 retained log fields undergo a unified preprocessing 

pipeline that replaces missing categorical values with the token «missing», imputes 
missing numerical values using the median of observed values, and encodes 
categorical attributes with one-hot encoding. The encoded design matrix is 23,268 × 
501. Model performance is reported with Precision, Recall, F1-score, ROC-AUC, PR-
AUC, Matthews correlation (MCC), and balanced accuracy. PR-AUC and MCC are 
emphasised because, for the imbalanced AD setting, ROC-AUC can paint an overly 
optimistic picture due to the very large number of true negatives absorbed by the ROC 
denominator (Rakine et al., 2025).

Evaluation Protocols
Every model in this study is evaluated under three complementary protocols on 

identical features, identical preprocessing and identical hyperparameters:
H — stratified 60/40 holdout. A single random split preserving the global class 

ratio. This mirrors the most frequent protocol in prior IDS work and is retained for 
comparability.

CV5 — stratified 5-fold cross-validation. Every event is scored exactly once 
as a held-out example; performance is reported both pooled over the out-of-fold 
predictions and as the mean ± standard deviation across the five folds. This protocol 
quantifies the statistical stability of each model.

LOSO — leave-one-scenario-out. In each of the ten folds, one entire adversary-
emulation capture is withheld from training and used for evaluation; the model never 
sees any event that belongs to the held-out capture. Because the ten captures differ in 
attacker tool (Mimikatz, Empire, Covenant, Dumpert, Seatbelt, RDP + Task Manager), 
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host set, and ATT&CK sub-technique (T1003.001/004/006, T1069.002, T1087.002), 
LOSO acts as a cross-source stress test on identical features and hyperparameters, 
and is the closest proxy to external validation available from a single-corpus study. 
The gap between CV5 and LOSO, reported in Section V, is interpreted as the share of 
in-distribution performance that is attributable to session-level artefacts rather than to 
transferable attack behaviour.

Compared Machine Learning Models
Five supervised model families commonly used in security analytics and log-

based intrusion detection are compared. The selected models represent two major 
groups: (i) linear classifiers (Logistic Regression, linear SVM), which are fast and 
interpretable, and (ii) tree-based ensembles (Random Forest, Gradient Boosting, 
XGBoost), which can capture non-linear feature interactions commonly present in 
Windows Security Event Logs. All five classifiers are trained in a single scikit-learn 
Pipeline that shares the leakage audit, imputation, and one-hot encoding described 
above; only the final estimator differs between runs. Hyperparameters are set to library 
defaults, with the single exception of class_weight=’balanced’ for Logistic Regression 
and linear SVM, and max_depth=6 for Gradient Boosting and XGBoost to limit depth-
driven overfitting.

Logistic Regression
Logistic Regression (LR) is a probabilistic linear classifier that estimates the 

posterior probability of the positive class:

			                	                                    (4)

where σ(·) is the sigmoid function, w is the weight vector, and b is the bias term.
The model is trained by minimizing the regularized negative log-likelihood:

                                (5)

Here, ℒ(w, b) is the objective function, n is the number of training samples, p̂ᵢ 
is the predicted probability for sample i, and λ is the regularization coefficient.

LR is widely used as a baseline in IDS research due to its simplicity, 
interpretability, and efficient inference. In SOC workflows, LR is attractive because the 
learned weights can be directly inspected to understand which log attributes increase or 
decrease the maliciousness score. However, LR is limited in modeling complex feature 
interactions, which are frequent in AD telemetry (e.g., combinations of EventID, logon 
type, and user/host context). Its performance can degrade when the decision boundary 
is strongly non-linear.

Linear Support Vector Machine
A linear Support Vector Machine (SVM) learns a maximum-margin separating 

hyperplane:
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		                                                                         (6)

For binary classification, the predicted label is:

 			         	                                        (7)

The model is trained by minimizing the hinge-loss objective:

                                           (8)

where C is the SVM regularization parameter.
Linear SVM is often competitive in high-dimensional sparse spaces such 

as one-hot encoded log datasets. Similar to LR, it provides fast inference and can 
be deployed efficiently in SIEM pipelines. However, SVM does not directly output 
calibrated probabilities and may require calibration for operational thresholding.

Random Forest
Random Forest (RF) is an ensemble of T decision trees trained using bootstrap 

aggregation (bagging). Each tree  is trained on a bootstrapped sample of the 
training data and uses a random subset of features at each split. The final prediction is 
obtained by majority voting:

                                                            (9)

Here, T is the number of trees and  is the prediction function of the t-th tree.
RF is robust to noisy and partially missing log fields and can naturally model 

non-linear feature interactions, which are common in Windows Security telemetry. 
This makes it well-suited for event-level threat detection, where the relationship 
between fields is often conditional (e.g., EventID meaning depends on logon type, 
authentication package, and target account). RF is also less sensitive to feature scaling 
compared to linear models.

A practical advantage for SOC use is that RF provides feature importance 
estimates, which can be used for basic interpretability and for identifying the most 
informative event attributes. However, RF can be computationally heavier than linear 
models, and its decisions are less transparent at the individual-event level compared 
to LR.

Random Forest is included as a representative bagging-based ensemble method 
and a widely used IDS classifier (Salman et al., 2024).

Gradient Boosting
Gradient Boosting (GB) is an additive ensemble method that sequentially builds 

a strong classifier by combining multiple weak learners (typically shallow decision 
trees). The boosted model is defined as:
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                                                                                  (10)

where M is the number of boosting iterations,  is the weight of the m-th 
learner, and  is the m-th weak learner.

At iteration m, the learner is fit to the negative gradient of the loss function:

                                                                                    (11)

Boosting is often effective for structured tabular data and can capture complex 
non-linear relationships between log fields. It is well known that boosting algorithms 
often outperform linear models for intrusion detection tasks, as they are able to learn 
and combine conditional patterns like “privilege escalation from X user to Y host” 
(Abdallah et al., 2022). Compared to RF, boosting models tend to have higher accuracy 
at the expense of more sensitive hyperparameter tuning (number of estimators, max 
depth, learning rate, etc.). Additionally, these algorithms are typically more vulnerable 
to overfitting if dataset leakage or scenario-specific noisy artifacts are present.

XGBoost Ensemble
XGBoost is a highly optimized gradient boosting framework with explicit 

regularization, shrinkage, and efficient handling of sparse features. It minimizes the 
following objective:

		                                   (12)

where l(·) is the loss function, K is the number of trees, and  is the k-th 
decision tree.

The regularization term Ω helps reduce overfitting and improves generalization 
compared to standard gradient boosting. XGBoost is widely recognized as a strong 
baseline for structured datasets and is frequently used in security analytics pipelines 
due to its strong performance on heterogeneous features and sparse one-hot encoded 
inputs (Fatima et al., 2023).

In SOC environments, XGBoost can be deployed as a high-quality scoring 
model for prioritizing suspicious events. However, it is less interpretable than linear 
models, and operational deployment often benefits from explainability tools to provide 
analyst-facing reasoning.

Implementation Notes
All models were trained with scikit-learn 1.8.0 using the same Pipeline, which 

chains the leakage filter, median/missing imputation, one-hot encoding with handle_
unknown=’ignore’, and the final estimator. The XGBoost classifier was imported 
from xgboost 3.1.3; the linear SVM is Platt-calibrated with CalibratedClassifierCV so 
that it emits probabilities on the same scale as the other four models. Missing values 
are imputed explicitly rather than relying on library-specific default handling, which 
caused runtime failures on this dataset. Random seeds are fixed at 42 for every split 
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and estimator. Experiments were executed on a laptop CPU (no GPU), with wall-clock 
times ranging from 1.2 s (Logistic Regression) to 68.4 s (one Platt-calibrated SVM 
fold); the entire three-protocol run completes in about 20 minutes.

Results and discussion.
Tables 2–5 report model performance under the three protocols. The headline 

finding is that the ranking of models under the standard protocols (H and CV5) is very 
different from their ranking under LOSO. Under CV5 all five families cluster tightly: 
ROC-AUC between 0.857 (linear SVM) and 0.914 (XGBoost), PR-AUC between 
0.950 and 0.978, F1 between 0.911 and 0.949. Fold-level standard deviations (Table 3) 
are all below 0.025, confirming that the pooled numbers are statistically stable. Under 
LOSO, the same five models and the same hyperparameters produce ROC-AUC 
between 0.146 (linear SVM) and 0.453 (Random Forest), PR-AUC between 0.710 
and 0.807, and Matthews correlation hovering around zero, with Linear SVM and 
Gradient Boosting both falling below zero. The ΔROC-AUC between CV5 and LOSO 
ranges from +0.457 (Random Forest) to +0.710 (linear SVM), on identical features 
and hyperparameters. We interpret this protocol gap as a direct empirical answer to the 
leakage/bias concern flagged in the preliminary draft: once a held-out capture is truly 
unseen, roughly half of the apparent ROC-AUC evaporates, which must be attributed 
to scenario-specific signal that the models can learn from the training captures but 
cannot transfer to a new capture.

Table 2 summarises the performance of all evaluated models on the stratified 
60/40 holdout; Table 3 reports the fold-level mean ± standard deviation under CV5; 
Table 4 contrasts H, CV5, and LOSO on a common set of metrics and shows the 
protocol gap; Table 5 drills down into LOSO at the per-capture level.

Model Precision Recall F1 ROC-AUC PR-AUC
XGBoost 0.966 0.863 0.911 0.912 0.975
Gradient 
Boosting

0.921 0.974 0.947 0.894 0.966

Random 
Forest

0.962 0.885 0.922 0.908 0.973

Linear SVM 0.918 0.963 0.940 0.900 0.972
Logistic 
Regression

0.963 0.846 0.901 0.901 0.972

ROC and Precision–Recall Curves
Figures 1 and 2 show ROC and Precision–Recall curves for all five models on 

the pooled 5-fold out-of-fold predictions, so that every event in the corpus is scored 
exactly once as a held-out example. As Rakine et al. (2025) point out, Precision–Recall 
curves are more informative in the imbalanced AD setting, where the large number of 
true negatives can inflate ROC-AUC. Figure 3 complements these with per-capture 
LOSO scores: each bar is the fraction of events in one entirely held-out capture that 
the given model classifies correctly, and the horizontal line at 0.5 is the per-capture 
coin-flip baseline. The bar chart makes the protocol gap concrete: on the two largest 
Mimikatz captures every family exceeds 0.9, but on the taskmgr-LSASS and dumpert-
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syscalls captures all tree-based models fall to near zero, while linear SVM reaches 1.0 
only because it collapses to the majority prediction.

Fig. 1. ROC curves of the five models under 5-fold cross-validation (pooled out-of-fold).

Fig. 2. Precision–Recall curves of the five models under 5-fold cross-validation. PR-AUC is the primary 
metric in this imbalanced setting.

Interpretability and SOC Usability
Interpretability is important for SOC workflows. Logistic Regression is simple 

and easy to interpret since it is a linear model. Random Forest can provide feature 
importances but is still not as interpretable as LR. Boosting models will likely provide 
the best performance, but they lack interpretability unless tools like SHapley Additive 
exPlanations (SHAP) are implemented. For this reason, boosting models are sometimes 
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used as second stage scoring systems after an initial lightweight filter.
Operational Considerations
Inference cost and latency become important at scale, and deployment depends 

on operational needs and the broader security-level posture (Babenko et al., 2025). 
Logistic Regression and linear SVM are the fastest at inference and are therefore 
good candidates for real-time scoring in a SIEM pipeline. Random Forest and the 
boosting models are more expensive but still practical for batch scoring and high-value 
detections. Lightweight IDS models have been studied for constrained environments 
such as IoT (Roy et al., 2022); the AD setting is less constrained but the same accuracy-
vs-cost trade-off applies.

Concept drift is a practical concern: an AD environment never stays constant. 
People come and go, new hosts appear, administrative patterns change. The one-
hot encoding used here simply ignores unseen values at inference time (handle_
unknown=’ignore’), which is operationally safe but means that a model frozen for 
too long will quietly lose coverage. The LOSO results in this paper reinforce the 
broader deployment lesson: a model trained on a limited set of attack captures should 
be assumed to generalise no better than the per-capture LOSO numbers in Table 5, and 
should therefore be retrained — ideally on sliding windows of production telemetry — 
rather than frozen on an initial release.

Protocol Gap and Dataset Bias
The gap between CV5 and LOSO (Table 4) is the most important result of 

this study. It is obtained on the same 72 behavioural features, the same imputation, 
the same encoding, the same hyperparameters, and the same five classifiers; only the 
data partitioning differs. On this evidence we conclude that (i) the leakage-controlled 
feature set is not sufficient on its own to force cross-capture generalisation — residual 
session-level signal survives in action-describing fields such as Image, SourceImage, 
and CallTrace, which identify the attacker’s binary rather than the attack behaviour; (ii) 
single-split numbers in the IDS literature should be read as upper bounds on operational 
performance, not as point estimates; (iii) the per-capture bar chart (Fig. 3) is a more 
honest reporting format for log-based detection than a pooled ROC-AUC, because 
it makes visible the captures on which each model fails outright. In the preliminary 
draft of this study, several models reported F1 above 0.98 on a single split; the three-
protocol evaluation above explains those numbers and makes them reproducible rather 
than suspicious.

Feature Attribution
To make the leakage interpretation testable, feature-importance scores for 

XGBoost and Random Forest are aggregated from the 501 one-hot columns back to 
their source log field and reported in Table 6. Three of the top ten fields — Image, 
SourceImage, and CallTrace — describe the specific binary and call site that produced the 
event rather than the action itself, and they together account for about 27 % (XGBoost) 
and 31 % (Random Forest) of the total importance mass. Fields that genuinely describe 
the action — EventType, TargetImage, Category, TargetObject, GrantedAccess — 
occupy the remaining slots but with smaller shares. This distribution is consistent 
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with the protocol gap in Table 4: when Image or SourceImage carries a tool-specific 
value that recurs across captures of the same campaign but is absent from the held-out 
capture (e.g. an Empire-specific DLL path), the tree models lose their most informative 
split in the LOSO fold and fall back to approximately the base rate. Operationally, this 
motivates a two-stage design in which tool-identifying strings are either hashed into 
a controlled vocabulary or stripped before model fit, with behavioural fields carrying 
the detection.

Limitations
Four limitations frame the scope of this study. First, the corpus is drawn from 

one data source — ten OTRF Security-Datasets captures of two ATT&CK tactics — 
and the negative class consists of Discovery activity rather than pristine background 
noise, which makes the task harder but still single-source; external validation on 
an independent AD/Windows-log corpus (CyberBattleSim traces, SOC-provided 
production logs, or a cross-organisational benchmark) is a necessary next step and 
is not performed here. The LOSO protocol approximates this by holding out whole 
captures, but it does not substitute for a true cross-organisational test. Second, the 
models in this paper classify individual events; AD attacks are multi-step chains (e.g. 
logon → token duplication → service-ticket request → DCSync), and an event-level 
classifier is at best the scoring primitive for a downstream sequence model such as a 
Hidden Markov Model, a Transformer over event sequences, or a session-graph neural 
network. Third, the leakage audit used here is static and rule-based; it is deliberately 
conservative, but it cannot by itself remove tool-identifying strings that happen to 
appear in action-describing fields such as Image or SourceImage, which is precisely 
the residual signal that the protocol gap in Table 4 reveals. Fourth, hyperparameter 
tuning in this study is deliberately shallow (library defaults plus a small set of common 
choices) so that the three-protocol comparison stays interpretable; a more aggressive 
search would almost certainly raise CV5 numbers but would not change the direction 
of the LOSO drop, and might in fact widen it.

Conclusion.
This paper reports a leakage-controlled comparative study of five supervised 

ML model families for Active Directory threat detection on Windows Security Event 
Logs. Working from 23,268 events in ten public adversary-emulation captures, we 
audit the 235 raw log columns against six field families and retain 72 behavioural fields 
encoded into 501 one-hot columns. Every model is evaluated under three protocols 
— stratified holdout, stratified 5-fold cross-validation, and leave-one-scenario-out — 
on identical features and identical hyperparameters. XGBoost achieves the strongest 
ROC-AUC under CV5 (0.914); Gradient Boosting achieves the best F1 (0.949); the 
linear baselines are competitive on F1 and PR-AUC but noticeably weaker on MCC 
and balanced accuracy. However, every model degrades sharply under LOSO, with 
ΔROC-AUC between +0.457 and +0.710 on identical features. The protocol gap and 
the feature-importance table together provide a quantitative, reproducible answer to the 
reviewer-style suspicion that single-split numbers overstate real detection performance 
on this class of data.
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Future work follows the four limitations above. (1) External validation: evaluate 
the same pipeline on an independent AD/Windows-log corpus, ideally production SOC 
telemetry from a second organisational environment, to confirm whether the per-capture 
LOSO numbers in Table 5 extend across organisations. (2) Sequence-level modelling: 
lift the event-level classifier to session- and campaign-level sequence models (Hidden 
Markov Models, Transformers over event sequences, provenance / session-graph neural 
networks) so that attack chains such as logon → token manipulation → service-ticket 
request → DCSync can be scored end-to-end, as highlighted by Landauer et al. (2023) 
and Farhad et al. (2025). (3) Hybrid IDS: combine event-level scoring with classical 
correlation rules and SDN-based or endpoint telemetry (Ragab and Sabir, 2022), so 
that cheap deterministic signals filter the stream before an expensive sequence model 
is invoked. (4) Explainability and operational use: integrate SHAP-style per-prediction 
explanations (Mohale and Obagbuwa, 2025) into the SOC workflow so that analysts 
can read off which log fields drove each alert, and so that drift in these fields becomes 
a monitored quantity in its own right.

Table 3. Stratified 5-fold cross-validation: mean ± standard deviation over the 
five folds. Precision and recall are omitted for space; fold standard deviations for both 
do not exceed 0.006.

Model F1 ROC-AUC PR-AUC
XGBoost 0.920 ± 0.004 0.916 ± 0.010 0.976 ± 0.003
Gradient 
Boosting

0.949 ± 0.002 0.899 ± 0.011 0.967 ± 0.004

Random 
Forest

0.924 ± 0.004 0.912 ± 0.008 0.974 ± 0.003

Linear SVM 0.911 ± 0.000 0.860 ± 0.020 0.949 ± 0.013
Logistic 
Regression

0.915 ± 0.005 0.907 ± 0.009 0.974 ± 0.003

Table 4. The protocol gap. Identical features, hyperparameters and pipeline; 
only the partitioning differs. Δ is CV5 minus LOSO on ROC-AUC. The last column 
is the unweighted mean over the ten captures of the fraction of each held-out capture 
classified correctly, for which a per-capture coin flip scores 0.5.

Model ROC-
AUC H

ROC-AUC 
CV5

ROC-AUC 
LOSO

Δ (CV5−
LOSO)

MCC 
CV5

MCC 
LOSO

LOSO 
macro-
mean

XGBoost 0.912 0.914 0.417 +0.498 0.622 +0.124 0.440

Gradient 
Boosting

0.894 0.897 0.391 +0.506 0.651 −0.119 0.362

Random Forest 0.908 0.910 0.453 +0.457 0.623 +0.122 0.453

Linear SVM 0.900 0.857 0.146 +0.710 0.000 −0.234 0.407

Logistic 
Regression

0.901 0.906 0.427 +0.479 0.604 +0.129 0.443

Table 5. Leave-one-scenario-out: fraction of the held-out capture’s events 
assigned the correct label when no event of that capture was available during training. 
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XGB, GB, RF, SVM, LR abbreviate the five models.
Held-out capture ATT&CK y n XGB GB RF SVM LR
mimikatz lsadump (Empire) T1003.004 1 6,982 0.94 1.00 0.94 1.00 0.94
mimikatz logonpasswords 
(Empire)

T1003.001 1 6,026 0.92 0.98 0.94 1.00 0.91

taskmgr LSASS dump 
(RDP)

T1003.001 1 5,489 0.00 0.03 0.00 0.07 0.01

Covenant DCSync 
(DRSUAPI)

T1003.006 1 869 0.62 0.79 0.80 1.00 0.63

Dumpert direct syscalls T1003.001 1 118 0.00 0.00 0.00 1.00 0.00
Empire SAMR group (SMB) T1069.002 0 1,749 0.69 0.06 0.66 0.00 0.70
Empire SAMR 
EnumDomainUsers

T1087.002 0 633 0.51 0.36 0.52 0.00 0.52

Covenant LDAP domain 
group

T1069.002 0 619 0.61 0.40 0.56 0.00 0.63

Seatbelt group/user T1087.002 0 451 0.00 0.00 0.00 0.00 0.00
Covenant LDAP domain 
user

T1087.002 0 332 0.11 0.01 0.09 0.00 0.10

Table 6. Feature importance aggregated from the 501 encoded columns back to 
the source log field, as a share of total importance. Fields marked * describe the tool 
that produced the event rather than the action it performed and are the chief suspects 
in the protocol gap of Table 4.

Field XGBoost share Random Forest share
EventType 0.118 0.034
SourceImage * 0.111 0.071
Image * 0.091 0.140
Severity 0.084 0.017
CallTrace * 0.069 0.097
TargetImage 0.042 0.073
TargetObject 0.042 0.043
Category 0.039 0.052
GrantedAccess 0.026 0.052
Channel 0.015 0.044
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