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Abstract. Windows Active Directory (AD) is the backbone of authentication
and authorization in most enterprise networks and is therefore a priority target for
credential abuse, lateral movement, and privilege escalation. Windows Security Event
Logs record detailed structured telemetry of these actions, but rule-based detection
remains brittle: it generates excessive false positives and overlooks patterns that span
multiple log fields. In this work five supervised machine-learning model families
— Logistic Regression, linear Support Vector Machine, Random Forest, Gradient
Boosting, and XGBoost— are compared on 23,268 AD-related Windows events drawn
from ten public adversary-emulation captures (OTRF Security-Datasets, 2024). All
models share a common preprocessing pipeline that explicitly audits every log field
for session-level leakage and discards 108 of the 235 raw columns before encoding.
Each model is evaluated under three complementary protocols: a 60/40 stratified
holdout, stratified 5-fold cross-validation, and leave-one-scenario-out (LOSO), in
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which the model is tested on an entire adversary-emulation capture that was unseen
during training. Under the standard protocols all five families look strong (CV5 ROC-
AUC > 0.85 and PR-AUC > 0.95), yet under LOSO the same models collapse to
ROC-AUC in the range 0.15-0.45 and Matthews correlation near zero. This protocol
gap, obtained on identical features and hyperparameters, quantifies the dataset-specific
signal that any single-split evaluation hides. We discuss its implications for dataset
bias, interpretability, inference cost, SOC deployment, and the sequence-level attack
chains that an event-level classifier cannot capture by construction.

Keywords: Active Directory, Windows Security Logs, threat detection,
intrusion detection, machine learning, data leakage, leave-one-scenario-out, XGBoost,
Random Forest, SIEM
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AnHoTauusi. Active Directory (AD) kemnTereH KOPIOpPATHBTIK >KeIijepiae
ayTeHTU(HUKAIMS KOHE aBTOPU3AIUS YACPICTEPiHIH Heri3i OOJbIN TaObLIaIbl KOHE
con ce0enTi TIpKeNri NepeKTepiH KOJIaHy, XKl IMIiHAe KOJIEeHEH KO3FajbiC JKOHE
apTHIKIIBUIBIKTAPABl  apTTHIPy MIA0YyBUINAPBIHBIH OacklM MaKcaThlHA AaifHaabl.
Windows Kayimnci3maik OKuFajapbl )KypHAIIAPbl OChl 9PEKETTEP Typalbl erKeh-Ter-
KEWITl KyphUTBIMIANIFaH TeIeMETPUSHBI TIPKEH i, OipaK epeskere HEeTi3e/ITeH aHbIKTay
ouici3 OoJBIM Kaja Oepei: o1 jKajJFaH OH HOTIDKENIEP/l IMIaMaJaH ThIC KOI IIBIFapabl
XKoHe OipHeIe KypHaJl epiciH KAMTUTBIH 3aHIbUIBIKTAp bl Ta0a amMaii el byt skymbl-
CTa KaJiaraJlaHaThIH MalTMHAJIBIK OKBITYABIH 0eC 0TOACHl — JIOTUCTUKAJIBIK PETPECCHs,
CBI3BIKTBIK TipeK BekTopiap afici (SVM), ke3neiicok opMmaH, TpafueHTTIK OyCTHHT
xoHe XGBoost — OTRF Security-Datasets sxo0acbiHaH aJIbIHFaH OH alIbIK MA0YbLT
UMHTALUACH )Ka30anapbiHaH Kypanras 23 268 AD-ra kateicTel Windows OKurachIHIa
CaNbICTHIPBIIAbL. bapibIk Monenbaep OipbIHFall alIbIH ana eHaey KyObIphl OOMbIHIIA
OKBITBLIAJIBL; OH/A 9pOip JKypHANl epici ceccus JAeHrelinaeri aryra Tekcepimim, 235
Oacrankel OaranHbIH 108-1 KoaTayFa ACHIH aJbIHBIN TAacTalaabl. OpOip MOJENb YII
e3apa TONBIKTHIPYIIEI XarTaMa OoibiHIa OaranaHanbel: 60/40 cTparndukanusIaHFaH
6emny (H), crparudukanusnanran S-karnapiasl kpocc-Baiunanus (CVS) xoHe OKBITY
Ke3iHJe KepMmereH OyTiH Oip malybuT MMUTAIMACKH jka30acklHAa TeKcepeTiH leave-
one-scenario-out (LOSO).CrangaptTsl Xartamanap OolbiHIIa Oec 0TOACh Aa KYIITI
6omnpein kepineni (CV5-re ROC-AUC 0,85-ten, PR-AUC 0,95-ten acansl), amaiina
LOSO xarramacs! 6oitsiaIma con moaenbaep ROC-AUC-ToiH 0,15-0,45 apanbireiaa
XKoHE MAThIOC KOPPEISIUSACHIHBIH HOJTE )KaKbIH MOHIHE JeiiH TeMeHaeu . bipuei
OenrijepMeH KOHE TUIEpIIapaMeTpiepMeH aJbIHFaH OChI XaTTamajap apachIHIAFbl
anmmakThIK Oip Oeyzeri Oaranay >KachlpaThIH KUBIHTHIKKA TOH CUTHAJIBI CaH TYPiH-
ne kepcereni. HoTmkeHiH garaceT *KbUIbICTaybIHA, HHTEPIpETalUsIanyFa, HHpepeHe
KyHbIHa, SOC-Ke eHTi3yre jKoHEe JKeKe OKUFajap KIaCCU(PUKATOPBI KYPBIIBIMABIK TYP-
Jie KaMTH aJIMATBIH KOTIKa1aM/Ibl I1a0ybUT TI30EKTEPiH TajiayFa dcepi TaIKbUIaHa IbI.

Tyiiinai cesnep: Active Directory, Windows Kayirnci3aik »xypHainapsl, Kayir-
TEpAl aHbIKTay, MIa0ybUIAAP/Ibl AHBIKTAY, MAITUHAIIBIK OKBITY, TEPEKTEP KBUIBICTAYHI,
leave-one-scenario-out, XGBoost, Random Forest, SIEM

Joiiexco3nep ymin: TactremupoB A., AwmanxonoBa C.T., Anmom b.,
Myxanos C.b. (2026). Active Directory xylecinae KayinTepai aHbIKTay YIIiH Maliu-
HAJIBIK OKBITY MOJICTTBAEPIH CalbICTRIpMalbl Oaranay: Windows Kayinci3aik oKuraa-
PBI KypHaIAapbIHAA OCIT1 )KBUIBICTAYBIH OaKblIay KOHE KPOCC-CLIEHAPIIBIK BaJTHIAIIHS
// XanpIKapajblK aKIMapaTThIK KOHE KOMMYHHKALMSIIBIK TEXHOJIOTHSIIAp *KypHAbL. T.
7.No 27. B. 545-563. https://doi.org/10.54309/1JICT.2026.27.3.030. (AFbL1. Tii1.).
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AHHoTtanus. Active Directory (AD) siBisieTcst KJIt0u€BbIM KOMIIOHEHTOM 00J1b-
IIMHCTBA KOPIIOPATHUBHBIX CETEH, 00ECIeUMBAIONIMM IIPOLECCHl ayTCHTU(PHUKAIINN
¥ aBTOPHU3AIMH, U TIOATOMY TIPEICTABISCT COOOH MPUOPUTETHYIO MHUIICHB JIJISI KOM-
IPOMETAINH YYETHBIX JTaHHBIX, OOKOBOTO TIEPEMEIICHHS U MTOBBIIIICHUS IPUBUJICTHIA.
Kypnaner cobpiTuii 6e3omacHoctT Windows copepxaT MmoapoOHbIE CTPYKTYypUPO-
BaHHBIC JIAHHBIC O TAKUX JEHCTBUAX, OTHAKO CUTHATYPHO-KOPPEISIIIMOHHBIE TPaBUIIa
MO-TIPE)KHEMY YS3BUMBI: OHU JIal0T N30BITOK JIOKHBIX cpabaThIBAaHHU U HE yITaBIIMBaA-
IOT 3aKOHOMEPHOCTH, OXBAaThIBAIOIIME CpPa3y HECKOJIBKO IOJIEH KypHana. B manHoit
paboTe ATk CeMENCTB MOIeNel MAIIMHHOTO O0YYSHHS C YIUTEIEeM — JIOTHCTUYECKAsT
perpeccusi, JUHEWHas MOJEIb METoa OMOPHBIX BEKTOpoB (SVM), ciyyaiinblii sec,
rpagueHTHbIN OycTuHr 1 XGBoost — cpaBHuBaroTcs Ha 23 268 cobbitusix Windows,
cBsi3aHHBIX ¢ AD M COOpaHHBIX M3 JECSATH OTKPHITBHIX CIICHAPUEB MMHUTAIMH aTaKd
(OTRF Security-Datasets). Bce monenu o0y4arorcs 10 €IMHOMY MaWIUIaliHy Tpe/o-
OpaboTKH, KOTOPHIIA SIBHO MTPOBEPSET KX I0€ T0JIE )KypHAaJla Ha yTEUKY YPOBHSI CECCHU
u otopaceBaeT 108 u3 235 UCXOAHBIX CTOJMOIOB 70 KoaupoBaHus. Kaxmas Momens
OLIEHUBACTCA MO TPEM B3aWMOOMOIHSIIOIIAM IIPOTOKOJIAM: CTPATU(PHUIIMPOBAHHOE
60/40 pazouenue (H), crparudumupoBannas S-xparnas kpocc-Banunaius (CVS) u
leave-one-scenario-out (LOSO), B KOTOpOM MOJi€JIb TECTUPYETCS Ha LIEJIOM CLEHApUU
UMHTALMH aTaKy, He BCTpedaBieMcs mpu o0ydyeruu. [1oq craHmapTHBIMU IPOTOKOIIA-
MU Bce MmITh ceMecTB BRIVIAAAT cuiibHBIMU (ROC-AUC 6omnee 0,85 u PR-AUC Gonee
0,95 8 CV5), ognako mox LOSO te ke monenu nerpaaupytot 10 ROC-AUC B auana-
3ou¢ 0,15-0,45 u ko3 dunmrenta koppensiuu Matproca, 0113KoTo K Hyito. [Tomyden-
HBI HA OJMHAKOBBIX NMPHU3HAKaX W THIIEpPIIapamMeTpax pa3pblB MEXIY MPOTOKOJIAMHU
KOJIMYECTBEHHO XapaKTEepH3yeT CIeNU(UIHBIA U aTaceTa CUTHAJ, KOTOPBIH JIfo-
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60e onnHOYHOE pa3zOueHne ckpbiBaeT. OOCYKIAIOTCS CISACTBHS STOTO pa3pbiBa JUIs
CMEILEHHS J1aTaceTa, MHTEPIPETHPYEMOCTH, CTOMMOCTH HH(EpeHca, pa3BEPTHIBAHUS
B SOC u aHanM3a MHOTOIIIArOBHIX IIETIOYEK aTaK, KOTOPHhIE KIacCU()UKATOP OTAEIBHBIX
COOBITHI 11O MOCTPOCHUIO HE MOXKET OXBATUTh.

KuaroueBsie cioBa: Active Directory, )xypHainsl 6e3onacHoct Windows, 00-
Hapy>XeHHE yrpo3, OOHApYKEHHE BTOPKEHUHN, MAITMHHOE O0yYeHHUe, yTeUKa TaHHbIX,
leave-one-scenario-out, XGBoost, Random Forest, SIEM

Juass nurupoBanms: TactremupoB A., Amamxonosa C.T., Amngomr b.,
MyxanoB C.b. (2026). CpaBauTenbHas OlEHKA MOJENIel MAIIMHHOTO OOydYeHUs st
oOHapyxeHus: yrpo3 B Active Directory: KOHTPOJIb YTEUKH MPU3HAKOB M KPOCC-CIIe-
HapHas BaJHIaIMs Ha xKypHanax OezomacHoctr Windows // MexmayHapOIHbIH Kyp-
HaJl ”HOOPMAIIMOHHBIX U KOMMYHHKAaMOHHBIX TexHonorui. T. 7. No. 27. Ctp. 545—
563. https://doi.org/10.54309/1JICT.2026.27.3.030. (Ha anr.).

Kondaukr uHTEpecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUHM KOH(IMKTA WHTE-
pecoB.

Introduction.

Active Directory (AD) is the central pillar of identity management in enterprise
Windows environments. A compromise of AD typically grants the attacker privilege
escalation, lateral movement, and persistence. Attack vectors include password
spraying and pass-the-hash, Kerberoasting, DCSync, Golden Ticket attacks, and abuse
of privileged group membership. Windows Security Event Logs record extensive
telemetry on these behaviours, including authentication attempts, Kerberos ticket
validation and service-ticket requests, and privileged-group modifications (Microsoft,
2024). Event IDs frequently used for detection include 4624/4625 (successful/failed
logon), 4768/4769 (Kerberos AS-REQ/TGS-REQ), 4672 (special privileges assigned
to a new logon), and 4728/4732 (group-membership changes). However, most
enterprise detection pipelines remain rule-correlation based. Such rules are effective
for known signatures but often fail against stealthy or low-and-slow attacks, and
typically generate excessive false positives, contributing to alert fatigue in Security
Operations Centres (SOCs). This motivates the use of machine-learning approaches,
which can model statistical patterns and interactions between many log fields (Rakine
et al., 2025; Abdallah et al., 2022; Mubarakova et al., 2022). A significant body of
prior work explores ML-based intrusion detection. Surveys highlight the effectiveness
of supervised learning on labelled datasets (Rakine et al., 2025; Abdallah et al., 2022;
Ogunbadejo et al., 2025) more recent work focuses on log-based anomaly detection
and deep-learning approaches (Landauer et al., 2023). Earlier work investigated cost-
sensitive modelling and the economic impact of false positives in security analytics
(Kaushik et al., 2025). Two methodological concerns run through these studies and
motivate the present work. First, log-based ML is notoriously vulnerable to data
leakage: a column that is harmless in isolation can carry a near-perfect trace of the
recording session or of the attacker’s tool, which inflates in-distribution scores but
does not transfer (Landauer et al., 2023; Mohale et al., 2025). Second, operational AD
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attacks are multi-step chains rather than isolated events, so an event-level classifier is
at best a scoring primitive for a downstream sequence model, not a complete detector.
In practice, applying ML to security monitoring remains challenging because of dataset
shift, label noise, and the “closed-world” assumption, where training and deployment
environments differ significantly (Ogunbadejo et al., 2025). This is particularly relevant
for AD logs, where new hosts, users, and administrative patterns appear continuously.

Problem Statement

Although machine learning has been widely applied to intrusion detection, a
practical gap still remains in comparative evaluations specifically for Active Directory
threat detection using Windows Security Event Logs. Most existing studies focus on
network traffic rather than AD logs, rely on deep-learning models that are difficult to
deploy in real SOC pipelines, do not evaluate multiple model families under a unified
preprocessing and encoding setup, and often overlook operational constraints such as
interpretability and inference cost. The need for comparative evaluation under consistent
experimental settings has also been emphasised in other applied machine-learning
domains (Mukhanov et al., 2024). Three further issues are often under-addressed.
(1) Windows Security Logs present unique data-engineering challenges — missing
values, noisy and inconsistent fields, and high-cardinality categorical attributes such as
usernames and hostnames — and feature selection and representation have been shown
to materially impact IDS accuracy (Alsaleh et al., 2021; Gu et al., 2021; Mukhanov et
al., 2020). (ii) Reported performance is routinely obtained from a single stratified split,
which conflates genuine detection with memorisation of session-level artefacts; the
extent of this inflation is seldom quantified. (iii) Attacks against AD unfold as chains
of interconnected actions (e.g. logon — token manipulation — service-ticket request
— DCSync), whereas most published pipelines classify single events in isolation. The
study below is organised around these three gaps.

Contributions

This paper addresses the above issues by (1) constructing a unified event-level
dataset of 23,268 AD-related Windows Security events from ten public adversary-
emulation captures of the OTRF Security-Datasets project; (2) proposing a leakage-
aware preprocessing pipeline that explicitly flags and removes 108 of 235 raw log
columns as session-level identifiers before any model sees the data; (3) comparing
five widely used supervised machine-learning model families — Logistic Regression,
linear SVM, Random Forest, Gradient Boosting, and XGBoost — under three
complementary evaluation protocols (stratified holdout, stratified 5-fold cross-
validation, and leave-one-scenario-out), the last of which serves as a cross-source stress
test on identical features and hyperparameters; (4) quantifying the resulting protocol
gap and interpreting it as empirical evidence of residual dataset bias in log-based AD
threat detection; and (5) analysing feature attributions, interpretability, inference cost,
and the sequence-modelling boundary conditions that constrain SOC deployment. All
code, the per-capture manifest, and the stored out-of-fold predictions are released as a
reproducibility package.

Threat Model and Problem Formulation
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We posit an enterprise AD security scenario in which an attacker is attempting
to gain a foothold in the environment through credential abuse, lateral movement,
and privilege escalation. We assume that the attacker employs known offensive tools
(e.g. Mimikatz, Impacket, Rubeus, Covenant, Empire) that leave identifiable traces in
Windows Security Event Logs. Security logging is assumed to be enabled and collected
centrally. In the dataset used below, the negative class consists of Discovery actions
performed by comparable tooling rather than genuinely benign traffic; this choice
(also reflected in the OTRF Security-Datasets labelling) stresses the classifiers against
adversarial-looking normal activity rather than against pristine background noise, and
is consistent with the SOC deployment setting in which trivial, cleanly benign events
are already filtered out upstream. The attacker may still obfuscate activity so that single
events resemble legitimate administrative tasks, which motivates the sequence-level
discussion in Section VI.

Binary Classification Formulation

Each Windows Security event is represented as a feature vector

X1 € R~d, (1)
extracted from structured log fields. Each sample has a binary label:
Y; € {0,1}, (2)

where y i = 0 denotes benign activity and y i = 1 denotes malicious or
suspicious activity. Here, x i is the feature vector of the i-th event, d is the number
of extracted features, and y i is the corresponding binary label. The goal is to learn a
classifier f(x) that maps event features to a maliciousness score:

ply=1]x) = f(x), (3)

where p(y=1 | x) is the predicted probability of the positive class and f(x) is
the model scoring function. The classifier predicts the class as: § = 1 if p(y=1 | x) >,
otherwise 0, where ¥ is the predicted class label and 7 is the decision threshold.

Materials and methods.

This section describes the dataset, the leakage-aware preprocessing pipeline,
the feature encoding, and the three evaluation protocols applied to all five model
families. Unlike purely theoretical comparisons, we emphasise a unified pipeline
because preprocessing choices strongly influence performance in log-based threat
detection (Landauer et al., 2023), and because the standard single-split protocol has
been shown to overstate real detection on this class of data.

Dataset Description

The dataset is assembled from ten open adversary-emulation captures of the
OTRF Security-Datasets project (formerly Mordor) covering two ATT&CK tactics:
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Credential Access (five captures of DCSync, LSASS Memory, and LSA Secrets
techniques executed with Mimikatz, Empire, Covenant, Dumpert direct syscalls, and
RDP + Task Manager; labelled y=1) and Discovery (five captures of Domain Account
and Domain Groups Discovery executed with Covenant, Empire, and Seatbelt over
LDAP/SAMR; labelled y=0). Labels are assigned from the ATT&CK tactic of the
emulated technique, not from a folder name. The negative class is thus not pristine
background noise — every capture is an adversary emulation — which makes the
classification task harder than the usual benign-vs-malicious framing. The raw records
were exported from the Windows Security, Sysmon, and PowerShell channels and
parsed into a tabular CSV with 235 structured columns, including event identifiers,
authentication metadata, account and domain attributes, host-related context, and
privilege-related parameters. Logs from different captures were merged into a consistent
schema by aligning field names and data types across event categories. The full corpus
after parsing contains 23,268 event records. The capture-level manifest, including the
SHA-256 hash of every source file, is released with the paper (scenario_manifest.csv).

Dataset Statistics

Table 1 summarises dataset size and class distribution after parsing but before
any leakage filtering. The imbalance is substantial — Credential Access events
outnumber Discovery events roughly 5 to 1 — and is driven by the fact that credential-
dumping captures emit a large number of authentication, token, and privilege events
per invocation. Class imbalance is prevalent in intrusion-detection datasets and must
be taken into account to reduce the risk of training skewed classifiers (Rakine et al.,
2025; Abdallah et al., 2022). Throughout the paper we therefore report PR-AUC
and Matthews correlation (MCC) alongside ROC-AUC, and benchmark against the
always-positive baseline, which attains F1 = 0.911, PR-AUC = 0.837 and MCC = 0
under this distribution.

Class Label Events
Discovery (negative class) 0 3,784

Credential Access (positive class) 1 19,484
Total — 23,268

Beyond the global imbalance, Table 1 hides a more consequential asymmetry:
within each class, a few large captures dominate the event count (one Mimikatz capture
alone contributes 6,982 events on the positive side; one Empire capture contributes
1,749 on the negative side). Any evaluation protocol that samples uniformly from
events — including stratified splits — therefore implicitly samples the dominant
captures. The leave-one-scenario-out protocol defined below is designed to probe
exactly this effect.

Leakage Audit of Log Fields

Windows Security logs mix two kinds of information: fields that describe the
action (EventID, LogonType, AccessMask, TargetObject) and fields that incidentally
identify the recording session or the attacker’s tool (ProcessGuid, Hashes, UtcTime,
Record Number, host and user names that recur only inside one capture). A classifier
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trained on the second group memorises the capture rather than the behaviour and
then scores near-perfectly on an in-distribution split, which is precisely the pattern
that produced the unrealistically high numbers reported in the preliminary version of
this study. Before any model is fitted, every one of the 235 raw columns is therefore
classified by a static rule set into six field families: (i) unique per-event identifiers
(@timestamp, Hashes, ProcessGuid, Record Number, UtcTime, Threadld, Processld,
EventRecordID ...), (ii) free-text narrative fields (Message, DetailText), (iii) absolute
host- and user-specific identifiers that take distinct values across captures (Computer,
SourceComputer, SubjectUserName, TargetUserName, Hostname ...), (iv) raw byte
or offset counters (TokenHandle, Handleld, SubjectLogonld when numeric), (v) fields
with fewer than 30 observed events across the corpus, and (vi) constant columns.
Families (i)—(iv) are dropped as leakage (108 columns), family (v) is dropped as
statistically unreliable (48 columns), and family (vi) carries no signal (7 columns),
leaving 72 behavioural fields that are then encoded with one-hot encoding (handle
unknown="ignore’) into 501 columns. The retained set is dominated by action-
describing fields such as EventID, LogonType, AccessList, PrivilegeList, EventType,
ObjectType, GrantedAccess, and TargetObject; the full retained list is logged with
the reproducibility package. All experiments in Section V use this leakage-controlled
matrix.

Preprocessing Pipeline

After the leakage audit, the 72 retained log fields undergo a unified preprocessing
pipeline that replaces missing categorical values with the token «missing», imputes
missing numerical values using the median of observed values, and encodes
categorical attributes with one-hot encoding. The encoded design matrix is 23,268 x
501. Model performance is reported with Precision, Recall, F1-score, ROC-AUC, PR-
AUC, Matthews correlation (MCC), and balanced accuracy. PR-AUC and MCC are
emphasised because, for the imbalanced AD setting, ROC-AUC can paint an overly
optimistic picture due to the very large number of true negatives absorbed by the ROC
denominator (Rakine et al., 2025).

Evaluation Protocols

Every model in this study is evaluated under three complementary protocols on
identical features, identical preprocessing and identical hyperparameters:

H — stratified 60/40 holdout. A single random split preserving the global class
ratio. This mirrors the most frequent protocol in prior IDS work and is retained for
comparability.

CV5 — stratified 5-fold cross-validation. Every event is scored exactly once
as a held-out example; performance is reported both pooled over the out-of-fold
predictions and as the mean + standard deviation across the five folds. This protocol
quantifies the statistical stability of each model.

LOSO — leave-one-scenario-out. In each of the ten folds, one entire adversary-
emulation capture is withheld from training and used for evaluation; the model never
sees any event that belongs to the held-out capture. Because the ten captures differ in
attacker tool (Mimikatz, Empire, Covenant, Dumpert, Seatbelt, RDP + Task Manager),
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host set, and ATT&CK sub-technique (T1003.001/004/006, T1069.002, T1087.002),
LOSO acts as a cross-source stress test on identical features and hyperparameters,
and is the closest proxy to external validation available from a single-corpus study.
The gap between CVS5 and LOSO, reported in Section V, is interpreted as the share of
in-distribution performance that is attributable to session-level artefacts rather than to
transferable attack behaviour.

Compared Machine Learning Models

Five supervised model families commonly used in security analytics and log-
based intrusion detection are compared. The selected models represent two major
groups: (i) linear classifiers (Logistic Regression, linear SVM), which are fast and
interpretable, and (ii) tree-based ensembles (Random Forest, Gradient Boosting,
XGBoost), which can capture non-linear feature interactions commonly present in
Windows Security Event Logs. All five classifiers are trained in a single scikit-learn
Pipeline that shares the leakage audit, imputation, and one-hot encoding described
above; only the final estimator differs between runs. Hyperparameters are set to library
defaults, with the single exception of class weight="balanced’ for Logistic Regression
and linear SVM, and max_depth=6 for Gradient Boosting and XGBoost to limit depth-
driven overfitting.

Logistic Regression

Logistic Regression (LR) is a probabilistic linear classifier that estimates the
posterior probability of the positive class:

plyv = 1|x) = o(wTx + b) 4)

where o(-) is the sigmoid function, w is the weight vector, and b is the bias term.
The model is trained by minimizing the regularized negative log-likelihood:

Lw,b) = =% [yilogp; + (1 — i) log(1 — py)] + A”“’”zz- (5)

Here, Aw, b) is the objective function, n is the number of training samples, p;
is the predicted probability for sample 7, and 4 is the regularization coefficient.

LR is widely used as a baseline in IDS research due to its simplicity,
interpretability, and efficient inference. In SOC workflows, LR is attractive because the
learned weights can be directly inspected to understand which log attributes increase or
decrease the maliciousness score. However, LR is limited in modeling complex feature
interactions, which are frequent in AD telemetry (e.g., combinations of EventID, logon
type, and user/host context). Its performance can degrade when the decision boundary
is strongly non-linear.

Linear Support Vector Machine

A linear Support Vector Machine (SVM) learns a maximum-margin separating
hyperplane:
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f(x) = wlx + b. (6)
For binary classification, the predicted label is:

y = sign(f(x)). (7)
The model is trained by minimizing the hinge-loss objective:

minw,b %||w||*> + € Z%=; max(0,1 — y,(wTx; + b)), (8)

where C is the SVM regularization parameter.

Linear SVM is often competitive in high-dimensional sparse spaces such
as one-hot encoded log datasets. Similar to LR, it provides fast inference and can
be deployed efficiently in SIEM pipelines. However, SVM does not directly output
calibrated probabilities and may require calibration for operational thresholding.

Random Forest

Random Forest (RF) is an ensemble of 7" decision trees trained using bootstrap
aggregation (bagging). Each tree hsx) is trained on a bootstrapped sample of the
training data and uses a random subset of features at each split. The final prediction is
obtained by majority voting:

¥ = majority_vote{ht(x)}Tt = 1. (9)

Here, T'is the number of trees and A(x) is the prediction function of the t-th tree.

RF is robust to noisy and partially missing log fields and can naturally model
non-linear feature interactions, which are common in Windows Security telemetry.
This makes it well-suited for event-level threat detection, where the relationship
between fields is often conditional (e.g., EventID meaning depends on logon type,
authentication package, and target account). RF is also less sensitive to feature scaling
compared to linear models.

A practical advantage for SOC use is that RF provides feature importance
estimates, which can be used for basic interpretability and for identifying the most
informative event attributes. However, RF can be computationally heavier than linear
models, and its decisions are less transparent at the individual-event level compared
to LR.

Random Forest is included as a representative bagging-based ensemble method
and a widely used IDS classifier (Salman et al., 2024).

Gradient Boosting

Gradient Boosting (GB) is an additive ensemble method that sequentially builds
a strong classifier by combining multiple weak learners (typically shallow decision
trees). The boosted model is defined as:
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Fad) = Sms yuilim(), (10)

where M is the number of boosting iterations, = is the weight of the m-th
learner, and #=(x) is the m-th weak learner.
At iteration m, the learner is fit to the negative gradient of the loss function:

P = — VSV, Fan-1(X)). (1)

Boosting is often effective for structured tabular data and can capture complex
non-linear relationships between log fields. It is well known that boosting algorithms
often outperform linear models for intrusion detection tasks, as they are able to learn
and combine conditional patterns like “privilege escalation from X user to Y host”
(Abdallah et al., 2022). Compared to RF, boosting models tend to have higher accuracy
at the expense of more sensitive hyperparameter tuning (number of estimators, max
depth, learning rate, etc.). Additionally, these algorithms are typically more vulnerable
to overfitting if dataset leakage or scenario-specific noisy artifacts are present.

XGBoost Ensemble

XGBoost is a highly optimized gradient boosting framework with explicit
regularization, shrinkage, and efficient handling of sparse features. It minimizes the
following objective:

£ = Ini=1I(yi, i) + Kk = 1 2(fk), (12)

where /(*) is the loss function, K is the number of trees, and f; is the k-th
decision tree.

The regularization term Q helps reduce overfitting and improves generalization
compared to standard gradient boosting. XGBoost is widely recognized as a strong
baseline for structured datasets and is frequently used in security analytics pipelines
due to its strong performance on heterogeneous features and sparse one-hot encoded
inputs (Fatima et al., 2023).

In SOC environments, XGBoost can be deployed as a high-quality scoring
model for prioritizing suspicious events. However, it is less interpretable than linear
models, and operational deployment often benefits from explainability tools to provide
analyst-facing reasoning.

Implementation Notes

All models were trained with scikit-learn 1.8.0 using the same Pipeline, which
chains the leakage filter, median/missing imputation, one-hot encoding with handle
unknown="ignore’, and the final estimator. The XGBoost classifier was imported
from xgboost 3.1.3; the linear SVM is Platt-calibrated with CalibratedClassifierCV so
that it emits probabilities on the same scale as the other four models. Missing values
are imputed explicitly rather than relying on library-specific default handling, which
caused runtime failures on this dataset. Random seeds are fixed at 42 for every split
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and estimator. Experiments were executed on a laptop CPU (no GPU), with wall-clock
times ranging from 1.2 s (Logistic Regression) to 68.4 s (one Platt-calibrated SVM
fold); the entire three-protocol run completes in about 20 minutes.

Results and discussion.

Tables 2-5 report model performance under the three protocols. The headline
finding is that the ranking of models under the standard protocols (H and CV5) is very
different from their ranking under LOSO. Under CV5 all five families cluster tightly:
ROC-AUC between 0.857 (linear SVM) and 0.914 (XGBoost), PR-AUC between
0.950 and 0.978, F1 between 0.911 and 0.949. Fold-level standard deviations (Table 3)
are all below 0.025, confirming that the pooled numbers are statistically stable. Under
LOSO, the same five models and the same hyperparameters produce ROC-AUC
between 0.146 (linear SVM) and 0.453 (Random Forest), PR-AUC between 0.710
and 0.807, and Matthews correlation hovering around zero, with Linear SVM and
Gradient Boosting both falling below zero. The AROC-AUC between CV5 and LOSO
ranges from +0.457 (Random Forest) to +0.710 (linear SVM), on identical features
and hyperparameters. We interpret this protocol gap as a direct empirical answer to the
leakage/bias concern flagged in the preliminary draft: once a held-out capture is truly
unseen, roughly half of the apparent ROC-AUC evaporates, which must be attributed
to scenario-specific signal that the models can learn from the training captures but
cannot transfer to a new capture.

Table 2 summarises the performance of all evaluated models on the stratified
60/40 holdout; Table 3 reports the fold-level mean + standard deviation under CVS5;
Table 4 contrasts H, CV5, and LOSO on a common set of metrics and shows the
protocol gap; Table 5 drills down into LOSO at the per-capture level.

Model Precision Recall F1 ROC-AUC PR-AUC
XGBoost 0.966 0.863 0.911 0.912 0.975
Gradient 0.921 0.974 0.947 0.894 0.966
Boosting

Random 0.962 0.885 0.922 0.908 0.973
Forest

Linear SVM | 0.918 0.963 0.940 0.900 0.972
Logistic 0.963 0.846 0.901 0.901 0.972
Regression

ROC and Precision—Recall Curves

Figures 1 and 2 show ROC and Precision—Recall curves for all five models on
the pooled 5-fold out-of-fold predictions, so that every event in the corpus is scored
exactly once as a held-out example. As Rakine et al. (2025) point out, Precision—Recall
curves are more informative in the imbalanced AD setting, where the large number of
true negatives can inflate ROC-AUC. Figure 3 complements these with per-capture
LOSO scores: each bar is the fraction of events in one entirely held-out capture that
the given model classifies correctly, and the horizontal line at 0.5 is the per-capture
com ﬂ1p baseline. The bar chart makes the protocol gap concrete: on the two largest
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syscalls captures all tree-based models fall to near zero, while linear SVM reaches 1.0
only because it collapses to the majority prediction.

ROC Curves for AD Threat Detection

0.8

True Positive Rate

0.2

T = XGBoost (AUC = 0.998)
- = Gradient Boosting (AUC = 0.993)
Random Forest (AUC = 0.964)
——— Linear SVM {(AUC = 0.764)
—— Logistic Regression (AUC = 0.627)

0.0

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig. 1. ROC curves of the five models under 5-fold cross-validation (pooled out-of-fold).

Precision-Recall Curves for AD Threat Detection
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Precision

0.2 XGBoost (AUC = 0.973)

Gradient Boosting (AUC = 0.901)
Random Forest (AUC = 0.614)
Linear SWM {(AUC = 0.112)
Logistic Regression (AUC = 0.062)
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T
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Fig. 2. Precision—Recall curves of the five models under 5-fold cross-validation. PR-AUC is the primary

metric in this imbalanced setting.

Interpretability and SOC Usability

Interpretability is important for SOC workflows. Logistic Regression is simple
and easy to interpret since it is a linear model. Random Forest can provide feature
importances but is still not as interpretable as LR. Boosting models will likely provide
the best performance, but they lack interpretability unless tools like SHapley Additive
exPlanations (SHAP) are implemented. For this reason, boosting models are sometimes
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used as second stage scoring systems after an initial lightweight filter.

Operational Considerations

Inference cost and latency become important at scale, and deployment depends
on operational needs and the broader security-level posture (Babenko et al., 2025).
Logistic Regression and linear SVM are the fastest at inference and are therefore
good candidates for real-time scoring in a SIEM pipeline. Random Forest and the
boosting models are more expensive but still practical for batch scoring and high-value
detections. Lightweight IDS models have been studied for constrained environments
such as [oT (Roy et al., 2022); the AD setting is less constrained but the same accuracy-
vs-cost trade-off applies.

Concept drift is a practical concern: an AD environment never stays constant.
People come and go, new hosts appear, administrative patterns change. The one-
hot encoding used here simply ignores unseen values at inference time (handle
unknown="ignore’), which is operationally safe but means that a model frozen for
too long will quietly lose coverage. The LOSO results in this paper reinforce the
broader deployment lesson: a model trained on a limited set of attack captures should
be assumed to generalise no better than the per-capture LOSO numbers in Table 5, and
should therefore be retrained — ideally on sliding windows of production telemetry —
rather than frozen on an initial release.

Protocol Gap and Dataset Bias

The gap between CV5 and LOSO (Table 4) is the most important result of
this study. It is obtained on the same 72 behavioural features, the same imputation,
the same encoding, the same hyperparameters, and the same five classifiers; only the
data partitioning differs. On this evidence we conclude that (i) the leakage-controlled
feature set is not sufficient on its own to force cross-capture generalisation — residual
session-level signal survives in action-describing fields such as Image, Sourcelmage,
and CallTrace, which identify the attacker’s binary rather than the attack behaviour; (ii)
single-split numbers in the IDS literature should be read as upper bounds on operational
performance, not as point estimates; (iii) the per-capture bar chart (Fig. 3) is a more
honest reporting format for log-based detection than a pooled ROC-AUC, because
it makes visible the captures on which each model fails outright. In the preliminary
draft of this study, several models reported F1 above 0.98 on a single split; the three-
protocol evaluation above explains those numbers and makes them reproducible rather
than suspicious.

Feature Attribution

To make the leakage interpretation testable, feature-importance scores for
XGBoost and Random Forest are aggregated from the 501 one-hot columns back to
their source log field and reported in Table 6. Three of the top ten fields — Image,
Sourcelmage, and CallTrace— describe the specific binary and call site that produced the
event rather than the action itself, and they together account for about 27 % (XGBoost)
and 31 % (Random Forest) of the total importance mass. Fields that genuinely describe
the action — EventType, Targetlmage, Category, TargetObject, GrantedAccess —
occupy the remaining slots but with smaller shares. This distribution is consistent
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with the protocol gap in Table 4: when Image or Sourcelmage carries a tool-specific
value that recurs across captures of the same campaign but is absent from the held-out
capture (e.g. an Empire-specific DLL path), the tree models lose their most informative
split in the LOSO fold and fall back to approximately the base rate. Operationally, this
motivates a two-stage design in which tool-identifying strings are either hashed into
a controlled vocabulary or stripped before model fit, with behavioural fields carrying
the detection.

Limitations

Four limitations frame the scope of this study. First, the corpus is drawn from
one data source — ten OTRF Security-Datasets captures of two ATT&CK tactics —
and the negative class consists of Discovery activity rather than pristine background
noise, which makes the task harder but still single-source; external validation on
an independent AD/Windows-log corpus (CyberBattleSim traces, SOC-provided
production logs, or a cross-organisational benchmark) is a necessary next step and
is not performed here. The LOSO protocol approximates this by holding out whole
captures, but it does not substitute for a true cross-organisational test. Second, the
models in this paper classify individual events; AD attacks are multi-step chains (e.g.
logon — token duplication — service-ticket request — DCSync), and an event-level
classifier is at best the scoring primitive for a downstream sequence model such as a
Hidden Markov Model, a Transformer over event sequences, or a session-graph neural
network. Third, the leakage audit used here is static and rule-based; it is deliberately
conservative, but it cannot by itself remove tool-identifying strings that happen to
appear in action-describing fields such as Image or Sourcelmage, which is precisely
the residual signal that the protocol gap in Table 4 reveals. Fourth, hyperparameter
tuning in this study is deliberately shallow (library defaults plus a small set of common
choices) so that the three-protocol comparison stays interpretable; a more aggressive
search would almost certainly raise CV5 numbers but would not change the direction
of the LOSO drop, and might in fact widen it.

Conclusion.

This paper reports a leakage-controlled comparative study of five supervised
ML model families for Active Directory threat detection on Windows Security Event
Logs. Working from 23,268 events in ten public adversary-emulation captures, we
audit the 235 raw log columns against six field families and retain 72 behavioural fields
encoded into 501 one-hot columns. Every model is evaluated under three protocols
— stratified holdout, stratified 5-fold cross-validation, and leave-one-scenario-out —
on identical features and identical hyperparameters. XGBoost achieves the strongest
ROC-AUC under CV5 (0.914); Gradient Boosting achieves the best F1 (0.949); the
linear baselines are competitive on F1 and PR-AUC but noticeably weaker on MCC
and balanced accuracy. However, every model degrades sharply under LOSO, with
AROC-AUC between +0.457 and +0.710 on identical features. The protocol gap and
the feature-importance table together provide a quantitative, reproducible answer to the
reviewer-style suspicion that single-split numbers overstate real detection performance
on this class of data.
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Future work follows the four limitations above. (1) External validation: evaluate
the same pipeline on an independent AD/Windows-log corpus, ideally production SOC
telemetry from a second organisational environment, to confirm whether the per-capture
LOSO numbers in Table 5 extend across organisations. (2) Sequence-level modelling:
lift the event-level classifier to session- and campaign-level sequence models (Hidden
Markov Models, Transformers over event sequences, provenance / session-graph neural
networks) so that attack chains such as logon — token manipulation — service-ticket
request — DCSync can be scored end-to-end, as highlighted by Landauer et al. (2023)
and Farhad et al. (2025). (3) Hybrid IDS: combine event-level scoring with classical
correlation rules and SDN-based or endpoint telemetry (Ragab and Sabir, 2022), so
that cheap deterministic signals filter the stream before an expensive sequence model
is invoked. (4) Explainability and operational use: integrate SHAP-style per-prediction
explanations (Mohale and Obagbuwa, 2025) into the SOC workflow so that analysts
can read off which log fields drove each alert, and so that drift in these fields becomes
a monitored quantity in its own right.

Table 3. Stratified 5-fold cross-validation: mean + standard deviation over the
five folds. Precision and recall are omitted for space; fold standard deviations for both
do not exceed 0.006.

Model F1 ROC-AUC PR-AUC
XGBoost 0.920+0.004 | 0.916+0.010 | 0.976 = 0.003
Gradient 0.949+0.002 | 0.899+0.011 | 0.967 = 0.004
Boosting

Random 0.924+0.004 | 0.912+0.008 | 0.974 = 0.003
Forest

Linear SVM | 0.911 £0.000 | 0.860 = 0.020 | 0.949 +0.013
Logistic 0.915+0.005 | 0.907 +0.009 | 0.974 = 0.003
Regression

Table 4. The protocol gap. Identical features, hyperparameters and pipeline;
only the partitioning differs. A is CV5 minus LOSO on ROC-AUC. The last column
is the unweighted mean over the ten captures of the fraction of each held-out capture
classified correctly, for which a per-capture coin flip scores 0.5.

Model ROC- ROC-AUC | ROC-AUC | A(CV5-— MCC MCC LOSO
AUCH | CV5 LOSO LOSO) CV5 LOSO macro-
mean
XGBoost 0.912 0.914 0.417 +0.498 0.622 +0.124 0.440
Gradient 0.894 0.897 0.391 +0.506 0.651 —-0.119 0.362
Boosting
Random Forest | 0.908 0.910 0.453 +0.457 0.623 +0.122 0.453
Linear SVM 0.900 0.857 0.146 +0.710 0.000 —0.234 0.407
Logistic 0.901 0.906 0.427 +0.479 0.604 +0.129 0.443
Regression

Table 5. Leave-one-scenario-out: fraction of the held-out capture’s events
assigned the correct label when no event of that capture was available during training.
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XGB, GB, RF, SVM, LR abbreviate the five models.

Held-out capture ATT&CK y |n XGB | GB RF |SVM | LR
mimikatz Isadump (Empire) | T1003.004 1 16,982 |0.94 1.00 | 0.94 | 1.00 |0.94
mimikatz logonpasswords T1003.001 1 16,026 (092 098 094 |1.00 |0.91
(Empire)

taskmgr LSASS dump T1003.001 1 |5489 |0.00 |0.03 |0.00|0.07 |0.01
(RDP)

Covenant DCSync T1003.006 1 | 869 062 10.79 |0.80 | 1.00 |0.63
(DRSUAPI)

Dumpert direct syscalls T1003.001 1 | 118 0.00 |0.00 |0.00 |1.00 |0.00
Empire SAMR group (SMB) | T1069.002 |0 | 1,749 | 0.69 |0.06 |0.66 |0.00 |0.70
Empire SAMR T1087.002 |0 | 633 0.51 036 ]0.52 | 0.00 |0.52
EnumDomainUsers

Covenant LDAP domain T1069.002 |0 | 619 0.61 0.40 10.56 {0.00 |0.63
group

Seatbelt group/user T1087.002 |0 | 451 0.00 |0.00 |0.00 |0.00 |0.00
Covenant LDAP domain T1087.002 |0 |332 0.11 0.01 0.09 | 0.00 |0.10
user

Table 6. Feature importance aggregated from the 501 encoded columns back to
the source log field, as a share of total importance. Fields marked * describe the tool
that produced the event rather than the action it performed and are the chief suspects
in the protocol gap of Table 4.

Field XGBoost share | Random Forest share
EventType 0.118 0.034
Sourcelmage * 0.111 0.071
Image * 0.091 0.140
Severity 0.084 0.017
CallTrace * 0.069 0.097
Targetlmage 0.042 0.073
TargetObject 0.042 0.043
Category 0.039 0.052
GrantedAccess 0.026 0.052
Channel 0.015 0.044
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