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Abstract. In today’s digital world, secure user authentication is crucial,
particularly in cloud-based environments such as healthcare, finance, and business
platforms. Two-factor authentication (2FA) is gaining popularity because traditional
password-based systems are becoming increasingly vulnerable to hacking. Biometric
techniques, such as facial recognition, improve security; however, current solutions
frequently rely on computationally demanding models and necessitate extensive
datasets, which constrain their use in lightweight or cloud settings. Building on this
context, this study tackles the problem of creating a 2FA system that is both efficient
and flexible, using face recognition and one-time password (OTP) verification, and
that works well with limited data and computing power. The main goal is to create a
useful 2FA framework based on deep learning that is simple to train, deploy, and add
to modern web infrastructures. To achieve this efficient approach, a small set of facial
images is used to train a custom convolutional neural network (CNN) using triplet loss.
The model creates embeddings that use cosine similarity to tell the difference between
real and fake inputs. FastAPI is used to build the authentication system, which has a
web-based interface for uploading images and verifying one-time passwords. During
training, you can see loss and accuracy metrics in real time. The results show that the
model can generalize well with only 5-10 training samples while still having a high
verification accuracy. This architecture is ready for the cloud, is light, and can be used
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in real-world secure applications. Future improvements might include being able to
add more users, using the camera, and connecting to cloud-based identity providers.

Keywords: Face Recognition, Two-Factor Authentication, Triplet Loss, Deep
Learning, OTP Verification, FastAPI
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AnHortanus. Ka3ipri mudpisik oneM/e naigaianymbuiapabl Kayirnci3 ayTeH-
TUUKAIHATIAY aca MaHBI3bI, ocipece ACHCAYIBIK CaKTay, KapKbl )koHe OW3HeC IuiaT-
dopmanapel CUSKTBI OYATTHIK OpTafa. [locTypri maposibre HEeri3IeNreH KyhenepaiH
Oy3bUTyFa OCAJIBIFBI apTHINT KeJie JKaTKaHIBIKTaH, €Ki (akToOpibl ayTeHTH(HUKAINS
(2FA) keHiHeH KonaHbUia 06acTaasl. beT-onmerTi TaHy CHUSKTHI OMOMETPHSIIBIK OJTi-
CTep KayiICi3IKTI apTTHIPabl, ajaiaa Kas3ipri menrMaepiH KeMIIiIiri ecentey pe-
CYpCTapbIH KO KaXKET €TETiH MOJIENIbCPIe JKOHE YIKeH KOJIEMJIET] AePEeKTep KUbIH-
TBIKTapbIHA CYHEeHe 1. By onmapabiH xKeHin Hemece OYITTHIK opTaiap/a KOJIIaHbLTYbIH
mekTeii . OcbIiFan 0aiIaHBICTBI, 3ePTTEY/IE OCT-NMETTI TaHy KOHE Oip PETTIK MapoIb
(OTP) apkpuisl TEKCEpYl OIPIKTIPETiH, a3 KOJIEMIETi AepEeKTEepP MEH IIEKTEYIl ecerl-
TEY pecypcTaphl JKaFaalbIHAa THIMJI )KYMBIC ICTEHTIH WKeMIi opi THIMII eki (dak-
TOPJIBI ay TEHTU(UKAIUS KYHECIH KYPY Mocelieci KapacThIpbUIa bl 3epPTTEY/IiH HEeTi3T1
MaKCaThl - OKBITYFa, €HT13yTe KOHE 3aMaHayu BeO-MHPpaKypbUIbIMIApFa OipiKTipyTe
BIHFAWJIBI, TEPEH OKBITYFa HETI3/eNreH MpakTukaiblK 2FA sxyiieciHiH KYpBUIBIMBIH
a3ipney. ¥ ChIHBUIFaH TOCUIII JKy3ere achlpy YIIiH OeT OeifHenepiHiH MIaFblH KUbIH-
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TBIFBI TAHAaTIaHBUIBIN, apHAWbl KYPacTBHIPbUIFAH KOHBOJIOIMSIBIK HEHPOHABIK Keli
(CNN) triplet loss omici apKbUTBI OKBITBUIAABI. MoOMEIh 3MOCSIIUHTTEP I KAJBIITA-
CTBIPAJIBI )KOHE HAKTHI TIaliTalaHyIIbl MEH YKaJIFaH SHT13yJIep/li aXbIpary YIIiH cosine
similarity MeTpukaceiH Konganaasl. AyreHtuduxanus sxyiteci FastAPI Herizinge xy-
3ere achIpbUIFaH JKOHE CYpeTTep/i JKYKTey MeH Oip peTTIK Mmapoiibdi TeKcepyre ap-
HaFaH BeO-uHTepdeiicti KamTuabl. OKBITY OapbhIChIHAA loss KoHE accuracy Kepcet-
KIIITEePiH HAKTHl YaKbIT peKUMiHAE OaKbulayFa MYMKIHIIK Oap. 3epTTey HoTHXKenepi
KOpPCETKEeH/IeH, YChIHBIIFaH MOJeNb HeOapi 5-10 oKy yaAriciMeH e THIMAL JKajIbuiay
KaO1JIeTIH KOPCETII, XKOFaphl ICHTeH IeT] TEKCEpy ASJIITH caKTail anaabl. ¥ ChIHBUIFaH
ApPXUTEKTypa KEHLUI, OYITTHIK OpTajga KOJJaHyFa JaiiblH )KOHE HAKThI KayilCi3IiK Ta-
Jantapbl 0ap KOChIMIIanap/a rnaiaananyra xapamabl. bonamniakra xyheHi sKeTuaipy
OarpITTaphl PETiHAC MalIaNmaHymIblIap CaHbIH apTTHIPY, KaMepa apKbUIbl AePEKTepi
€HTi3y MYMKIHJITIH KOCY JKoHEe OYITTHIK MACHTH(HKALWS MpoBaiaepiIepiMeH HHTe-
rpamysiay KapacThIPbUTYbl MYMKIH.

Tyiiinai ce3aep: Gerti TaHy, €Ki (hakTOPIIBI ayTeHTU(UKAIMS, YIITIK 9IIiC, Te-
PEH OKBITY, Oip peTTik mapoib, FastAPI
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AHHOTauusi. B coBpemenHom nmgppoBoM mupe Oe3ornacHasi ayTeHTU(UKA-
sl TIOJIb30BAaTeNel pruodpeTaeT 0co0yl0 3HAUMMOCTh, 0COOEHHO B OOJIAYHBIX Cpe-
Jlax, TAKUX KaK CUCTEMBI 3[[paBOOXPaHEHUs], ((PUHAHCOBBIE CEPBUCHI U KOPIIOPATHBHBIC
ratGopmbl. [T0CKONBKY TpaJUIIHOHHBIE CUCTEMBI ayTeHTU(UKAIIH, OCHOBAHHbIE Ha
napoJsiX, CTAaHOBATCS BCE OoJiee ysI3BUMBIMH JJISl B3JIoMa, BCE Oosiee MIMPOKOE pac-
npocTpaHeHHne noiy4daeT nByxdakropHas ayreHtudukanus (2FA). buomerpuueckue
METOJIbl, TAKHE KaK paclio3HaBaHME JIUII, TIO3BOJISIOT MOBBICUTH YPOBEHb O€30MacHO-
CTH, OTHAKO OOJIBIIMHCTBO CYNIECTBYIOIIMX PEIICHUI OCHOBAHBI HA BBEIYUCIUTEIHHO
CJIIO)KHBIX MOJIEISX U TPeOyroT OONBIINX OOBEMOB JAHHBIX, YTO OTPAHUYUBACT HX
NpUMEHEHHE B JIETKUX WM OONAYHBIX cpelnax. B cBs3M ¢ 3THM JaHHOE MCCIEeNoBa-
HHE HAIpaBICHO Ha pelIeHHe 3a7a4u pa3padoTKu 3()(HEeKTUBHON M THOKOW CHCTEMBI
NBYX(aKTOPHOH ayTeHTU(UKAIINH, O0bEAMHSIONICH paclio3HABAHUE JTUIIA U TIPOBEPKY
oxropazosoro naposs (OTP), koropas MoxeT 3(h(eKTUBHO (PyHKIIMOHHUPOBATH MPU
OTpaHUYEHHBIX 00bEMAX JaHHBIX U BBIYMCIUTENBHBIX pecypcoB. OCHOBHAS LIEJb MC-
CJICZIOBAHMS 3aKJIIOYAETCS B pa3pabOTKe MPAaKTHUYECKOW apXUTEKTyphbl cuctembl 2FA
Ha OCHOBE METO/IOB ITyOOKOTO 00y4YeHHs, KOTopasi OyJeT mpocToil B 00y4eHUH, pas-
BEPTHIBAHUYU U MHTETPALMU B COBPEMEHHBIE BEO-UHPPACTPYKTYphI. [ peanu3anun
NPEATIOKESHHOTO TIOIX0/Ia UCHOIB3YEeTCsl HEOONMBIIONH HA00p M300paKeHUN JUL IS
o0yueHus crnenuagbHo pazpaboTaHHOM cBepTouHON HelpoHHOU cetu (CNN) ¢ nmpu-
MeHeHrneM (GyHKIuu noteps triplet loss. Mozgens ¢popMupyet SMOSIIMHTH U UCTIONb-
3yeT METPHKY cosine similarity /st pa3inuueHus MOATUHHBIX MTOJIb30BaTeNIeH M JI0XK-
HBIX BX0JI0B. CrcTeMa ayTeHTU(UKAIMK peann3oBaHa Ha ocHoBe FastAPI u Bxmovaer
BeO-uHTEpdEiic I 3arpy3ku U300pakeHU U MPOBEPKH OJHOPA30BBIX Maposeid. B
nporecce o0ydeHHUs] 00eCTICUUBACTCS BO3MOKHOCTh HAOIONCHUS 32 TMOKa3aTelsIMU
loss 1 accuracy B pexxuMe peasbHOTo BpeMeHH. Pe3ynbrarsl uccie1oBaHus MOKa3biBa-
IOT, YTO MPEIIOKESHHASI MOJIENTb CTIOCOOHA AP PEKTUBHO 0000MIaTh JAHHBIE, UCTIONB3YS
Bcero 5-10 oOyyaromux npuMepoB, IPU 3TOM COXPaHssl BHICOKUN ypOBEHb TOYHOCTU
Bepudukamun. PazpaboranHast apXUTEKTypa SBISETCS JETKOH, TOTOBOW K MCITOIB30-
BaHMIO B OOJAYHBIX CPEAAaX M MOXKET MPUMEHSATHCS B PEAbHBIX 3AIUIIEHHBIX MTPH-
JOXEHUsX. B nanpHelIeM mianupyercs: pacuperne GyHKINOHATBHOCTH CUCTEMBI,
BKJTIOUAsl TIOAJCPKKY OOJIBIIETO YHCIa MOJIh30BaTeNeH, NCIONb30BaHUE KaMep JUis
BBOJIa IAHHBIX U MHTETPAIHMIO ¢ OOJAYHBIMU MPOBalAepaMH UACHTU(DUKAIIIH.
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Introduction.

The reason for choosing the topic and why it is important. As healthcare’s
digital revolution accelerates and more medical facilities migrate their patient data
to the cloud, it is more critical than ever to ensure that user authentication is secure
and dependable. Traditional single-factor systems that rely solely on passwords are
becoming increasingly vulnerable to current cyberattacks including phishing, brute-
force attacks, and social engineering approaches (Kruse., et al., 2017). This issue
is especially pressing in telemedicine and remote access to medical records, where
hacked credentials can jeopardise patient confidentiality and clinical data integrity
(Misra et al., 2024).

Examining previous efforts and recognising the problematic situation. A lot
of study has been conducted on how to improve authentication systems, and it is all
documented in scholarly literature. Two-factor authentication (2FA) has grown in
popularity as cyber risks have increased. It combines knowledge (a password or PIN)
with possession (a token, mobile device, or biometric trait) (Ometov et al., 2017).
Researchers have been particularly interested in face recognition as a biometric method
since it is simple to use, each person’s biometric characteristics are unique, and it is
difficult to lose or steal (Davis et al., 2019).

The majority of existing facial recognition systems for authentication tasks
rely on complex deep learning architectures such as FaceNet (Schroff et al., 2015),
DeepFace (Taigman et al., 2014), and ArcFace (Deng et al., 2019). These models
perform exceptionally well on large datasets like as LFW (Huang et al., 2008),
VGGFace2 (Cao et al., 2018), and CelebA (Liu et al., 2015). According to researchers
(Zhang et al., 2021; Kim et al., 2022), these models (VGG16, ResNet, Inception) are
too hard to utilise since they require a large amount of training data and do not perform
well when resources are constrained. This makes it far more difficult to employ them in
lightweight cloud systems and specialised medical applications with limited processing
power and budget (Patel et al., 2023).

Furthermore, current commercial solutions such as AWS Rekognition and Azure
Face API are frequently «black boxes,» denying medical institutions the transparency,
data control, and customisation options they want. This violates the privacy and
security principles outlined in regulations such as GDPR and HIPAA (Miller et al.,
2022). So there is a problem: there are no good, flexible, resource-efficient, and privacy-
compliant two-factor authentication solutions that use both biometric face verification
and one-time passwords (OTP) and function well in healthcare cloud infrastructures
with limited computing power and small amounts of data.

Define the object, subject, objective, tasks, and research methodologies.

This study focuses on two-factor authentication solutions for cloud platforms
in the healthcare sector.

The research focuses on deep learning approaches and frameworks for identity
verification using facial recognition, particularly in settings with limited computational
resources, limited data availability, and the need for rapid implementation.

The study’s goal is to develop, test, and validate a lightweight two-factor
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authentication framework that integrates deep learning techniques for facial recognition
and one-time password (OTP) verification, with the intention of deploying it in cloud-
based medical institutions.

To help achieve the goal, the following tasks were assigned:
Conduct a comparative analysis of modern facial recognition algorithms, two-factor
authentication structures, and cloud frameworks to determine the best strategies to suit
the healthcare industry’s needs with minimal resources.

A bespoke convolutional neural network (CNN) can be designed and trained
on a tiny dataset using a triplet loss function. This ensures that the embeddings are
discriminative.

Create a cloud-based web app using the asynchronous FastAPI framework
that allows you to easily upload photos, validate biometrics, and check OTPs while
keeping track of sessions. Conduct a thorough experimental evaluation of the proposed
system’s correctness, performance, dependability, and adaptability, as well as a critical
examination of its flaws and potential security vulnerabilities.

The work is based on deep learning techniques (such as convolutional neural
networks and metric learning with triplet loss functions), software development
techniques (such as object-oriented and asynchronous programming), and the standard
CRISP-DM (Cross-Industry Standard Process for Data Mining) process for data and
model lifecycle management.

The research hypothesis asserts that using a compact convolutional neural
network (CNN) trained with a triplet loss function on a limited dataset (5-10 images
per user) will achieve accuracy sufficient for practical implementation in medical
cloud services, comparable to more complex and resource-demanding alternatives,
while providing significant benefits in inference speed, adaptability, and integration
simplicity.

The scientific breakthrough of this study is the incorporation of the metric
learning approach (triplet loss) for biometric authentication tasks with a streamlined
architecture built for cloud deployment, few-shot learning contexts, and Privacy by
Design compliance.

The practical value of the research is judged by the creation of a ready-to-use,
modular, and scalable solution. Medical facilities (hospitals, telemedicine platforms,
laboratories), fintech startups, and other businesses that handle sensitive data can all
use this system to make cloud services much safer to access without having to spend a
lot of money on expensive computing infrastructure or commercial APIs.

Scientific Novelty

The novelty of this work in the scientific sense can be considered the creation
and experimental confirmation of a two-factor authentication system for a cloud-based
environment in the field of health care, which is based on the combination of deep
learning algorithms and one-time passwords (OTP) in cases where there is a lack of
information.

Unlike other approaches that employ complex architectures (FaceNet, ArcFace)
and large training datasets, the suggested approach allows the efficient authentication
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of individuals using only 5-10 photographs. This is due to the use of the lightweight
architecture of the convolutional neural network in conjunction with the triplet loss
function, which ensures that the model learns discriminative features despite limited
samples.

The following features distinguish the developed solution from other similar
ones:

* orientation towards few-shot learning, which is inherent in the healthcare
sector due to the limited availability of biometric data;

 combination of biometric verification and OTP authentication in one cloud-
oriented framework based on FastAPI;

* conformity to the Privacy-by-Design concept, meaning that the biometric
data will not be shared with third-party services and will be completely controlled by
the system;

* optimization for limited-resource environments, such as the absence of
dedicated hardware when making inference on the CPU.

For the first time, in this context, it is shown that a lightweight triplet loss-based
architecture can perform highly accurate (exceeding 90%) verification with very little
training data, yet be practically applicable for use in cloud-based healthcare systems.

It is, therefore, the scientific novelty of this study that the design and
development of two-factor authentication systems can be approached from an entirely
new perspective.

Materials and methods.

This study utilises the Design Science Research Methodology (Hevner et
al., 2004), which focuses on the development and evaluation of novel IT solutions
to address real-world challenges. This method is great for building an authentication
system that can be tested and proven to work in real life.

This study developed the facial picture dataset to simulate scenarios prevalent
in specialised medical or corporate contexts characterised by limited user data (Patel
et al., 2023). The triplet loss approach (Schroff et al., 2015) might use the dataset
structure because it was made that way. There are anchor photographs, which are 5
to 10 high-quality frontal facial photos of an authorised user taken in the same light.
Positive images show the same individual in 5 to 10 more pictures, but with slight
modifications in their face and stance. The light stays the same. Negative images are
20 pictures of different people that were taken from a controlled group of volunteers to
look like people trying to get in without permission.

A standard 12-megapixel smartphone camera shot all of the photographs, and
each one was examined by hand to make sure it was good. To ensure that the evaluation
accurately represented a genuine small-data, private deployment setting, no public
datasets, such as LFW (Huang et al., 2008) or CelebA (Liu et al., 2015), were utilised.
All pictures were transformed to RGB format and made 100x100 pixels. Advanced
preprocessing approaches, including face landmark alignment, histogram equalisation,
and complex augmentation, were intentionally omitted (Zhang et al., 2021). The goal
of this choice was to assess how well the core model functions in situations that are
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frequent for end-user apps that do not require any technical setup.

Synthetic usage logs were made to look like 50 authentication attempts so that
the whole authentication process could be tested. There were 30 tries with a real user
face and a real OTP, 10 tries with a real user face and an invalid OTP, and 10 tries with
fake faces. We kept note of information like how long the session lasted, how many
times the OTP was tried again, and what the final authentication result was so we could
look at them later.

A customised, lightweight convolutional neural network was created to generate
128-dimensional facial embeddings (Sandler et al., 2018). The architecture was
intentionally simplified to reduce computational overhead and make CPU inference
easier. This is what makes it different from more complex models like ResNet-50 or
VGG16. The first layer of the network gets RGB images that are 100x100x3 pixels.
After that, there are two convolutional blocks. Each one has a Conv2D layer with
ReLU activation and a MaxPooling2D layer to make the data smaller. Then, the feature
maps are flattened and routed through dense layers with dropout regularisation to keep
them from overfitting. Lastly, a linear layer with 128 units makes the final embedding
vector.

The training strategy is based on triplet loss (Schroff et al., 2015), which is a
good way to learn metrics when you do not have a lot of data. Three pictures are put
together during training: an anchor picture, a picture of the same person that is positive,
and a picture of a different person that is negative. The purpose is to make sure that
the anchor’s embedding is a specific distance away from the negative and closer to
the positive. We trained for 10 epochs with a batch size of 4 to fit the triplet assembly
process. We utilised the Adam optimiser with a learning rate of 0.001 (Kingma & Ba,
2014). Hard triplet mining was utilised to pick tough negative samples during training
(Hermans et al., 2017). We monitored the training’s progress by observing real-time
loss and accuracy measures.

Table 2. Training Statistics

Epoch | Training Loss | Triplet Accuracy (%)
1 2.10 65.0
2 1.60 70.0
3 1.20 74.0
4 0.90 79.0
5 0.70 83.0
6 0.60 86.0
7 0.55 88.0
8 0.50 89.0
9 0.48 90.5
10 0.47 91.0

During the inference phase, user authentication is done by comparing the new
input image’s embedding to the stored reference embedding using cosine similarity.
This similarity metric finds the angle between two vectors in the embedding space.
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A threshold of 0.70 was set for verification decisions based on real-world data. Facial
verification is successful when the computed similarity is equal to or greater than this
threshold, which leads to the OTP authentication flow.

Table 3. Cosine Similarity Scores for Sample Authentication Attempts

Test Case | Uploaded Image | Cosine Similarity | Result

1 Own Face 0.9536 Accepted
2 Own Face 0.9708 Accepted
3 Own Face 0.9610 Accepted
4 Own Face 0.9721 Accepted
5 Own Face 0.9454 Accepted
6 Stranger Face 0.3941 Rejected
7 Stranger Face 0.2095 Rejected

FastAPI (FastAPI, 2023) is a modern Python framework that is great for
making high-performance APIs and microservices. It was used to make the full two-
factor authentication system as a web app. The application has a modular client-
server structure, with a web interface that lets users upload images and enter one-
time passwords (OTPs) and a backend server that handles facial verification and OTP
management. Docker is used to containerize the system, which makes it work with a
number of cloud deployment platforms, such as AWS, Google Cloud, and Azure.

Browser Upload

FastAPI
API Server

v \ v
Face Verification { OTP Generator } [ Session Handler }

Module (Session-based) (limit attempts)
(Triplet CNN)

k.

HTML Templates }

(Jinja2)
v
[ Success / Fail Page }

Fig. 1. System Architecture of the Cloud-Based 2FA Solution

The diagram shows the system architecture, starting with how users interact
with it through a web browser. It then goes through the FastAPI backend server,
which has separate modules for face verification and OTP management. Finally, it
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shows cloud deployment readiness indicators that show compatibility with Docker,
Kubernetes, and platform-as-a-service solutions.

Evaluation Protocol

To enhance the robustness of the experimental design, a multi-user evaluation
protocol was introduced. The dataset consisted of 8 users, each providing 10 facial
images collected under varying acquisition conditions, resulting in a total of 80 images.
For each user, 5 images were used as reference samples to construct the enrolled
embedding, while the remaining 5 images were used for testing.

The test images were collected under conditions reflecting realistic usage
scenarios, including variations in illumination (normal indoor lighting and low-light
conditions), facial orientation (slight left/right rotation and upward/downward tilt),
and camera quality (differences in device resolution and compression artifacts).

A verification protocol was applied using both genuine and impostor
comparisons. Genuine attempts were formed by comparing test images with the
reference embedding of the same user, resulting in 40 genuine comparisons (8 x 5).
Impostor attempts were generated by comparing each test image against the enrolled
embeddings of all other users, resulting in 280 impostor comparisons (8 x 5 x 7).

Verification decisions were based on cosine similarity, with a predefined
threshold of 0.70, consistent with the baseline configuration of the system

To ensure a rigorous evaluation, the following biometric performance metrics
were employed:

» False Acceptance Rate (FAR)

» False Rejection Rate (FRR)

* Genuine Acceptance Rate (GAR)

* Equal Error Rate (EER)

* Receiver Operating Characteristic (ROC) curve

Table 4. Dataset configuration and evaluation protocol

Parameter Value
Number of Users 8
Images per User 10
Total Images 80
Reference Images per User | 5
Test Images per User 5
Genuine Comparisons 40
Impostor Comparisons 280
Decision Threshold 0.70

The study required the processing of biometric data, which required strict
adherence to ethical standards (Davis et al., 2019). All participants whose images
were utilized granted explicit written consent. There was no personally identifiable
information stored with the images, and all processing happened on the research server.
Images were not sent to outside services or kept permanently after being extracted
from an embed. The system design includes the necessary privacy policies and user

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
131



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

agreements to make sure that it follows data protection laws like GDPR and HIPAA
(Miller et al., 2022) in case it is used in production.

Results and discussion.

The experimental assessment of the suggested lightweight two-factor
authentication system produced encouraging outcomes across various dimensions.
The custom convolutional neural network, which was trained on a small dataset using
triplet loss, showed that it could learn well and get better over 10 training epochs.
The final triplet accuracy of 91.0% shows that the model is very good at telling the
difference between real and fake facial embeddings.

The training process exhibited typical convergence behavior, characterized by
swift initial enhancement succeeded by stabilization. The training loss went down from
2.10 to 0.47, which is a 77.6% drop, and the accuracy went up from 65.0% to 91.0%,
which is a 40% increase. The model seems to have learned how to make meaningful
facial representations even though the dataset was small, since it kept getting better.

Table 5. Average Cosine Similarity Scores
Pair Type Average Similarity
Anchor-Positive | 0.87
Anchor-Negative | 0.52

The cosine similarity scores make it clear that there is a clear difference between
matching and non-matching pairs. Anchor-positive pairs had an average similarity of
0.87, which is much higher than the verification threshold of 0.70. Anchor-negative
pairs, on the other hand, only had an average similarity of 0.52. This 0.35 difference
margin makes it easy to tell the difference between real users and fakes.

Table 6. OTP Verification Statistics

Scenario Success Rate | Average Attempts
Valid Face + Valid OTP 100% 1.0

Valid Face + Invalid OTP | 0% 3.0 (max)

Invalid Face 0%

The OTP verification system worked perfectly within the limits that were set.
All attempts to authenticate with both correct facial verification and correct OTP entry
worked on the first try. The system correctly enforced security protocols by blocking
access after three failed OTP attempts and always rejecting fake faces, no matter what
OTP was entered.

Accuracy was computed based on the system’s ability to distinguish between
anchor-positive and anchor-negative pairs using cosine similarity. As shown in Figure
3, the accuracy improved steadily, reaching over 90% by the final epoch. Accuracy
was calculated by evaluating whether the similarity between anchor and positive was
higher than between anchor and negative, using a threshold of 0.70. We figured out
how accurate the system was by seeing how well it could tell the difference between
anchor-positive and anchor-negative pairs using cosine similarity.
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Fig. 2. Training Loss over Epochs

Figure 2 shows that the system’s training loss kept going down over time. The
first few epochs showed a big drop in loss, which means that the model was learning
quickly. The loss curve leveled off after epoch 6, showing that the learned embedding
space had stabilized.
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Fig. 3. Accuracy over Epochs
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Figure 3 shows that the accuracy kept getting better and better, reaching over
90% by the end of the last epoch. To find out how accurate it was, we looked at whether
the similarity between anchor and positive was higher than the similarity between
anchor and negative, using a threshold of 0.70.

The system was practically efficient, with average inference times of
250 to 400 milliseconds per image on standard CPU hardware. This showed
that it could be used in real-time applications. The entire authentication
process, from uploading an image to final verification, usually took less
than 10 seconds, which is what interactive systems need to be easy to use.
The results support the main idea that a lightweight CNN architecture trained with
triplet loss can provide good authentication accuracy with very little training data.
The 91.0% triplet accuracy achieved with only 5-10 images pebir user is impressive
when compared to more complicated systems that need much bigger datasets (Schroff
et al., 2015; Deng et al., 2019). This finding is especially important for healthcare
applications where it may not be possible to collect a lot of biometric data or where
privacy issues may arise (Miller et al., 2022).

The proposed system has clear advantages over commercial face recognition
services in terms of transparency, customization, and data privacy. Our method is
different from black-box solutions like AWS Rekognition or Azure Face API because
it lets you see the entire model architecture and training process. This makes it possible
to optimize for specific domains and follow healthcare rules (Patel et al., 2023).

Combining facial recognition with OTP verification fills a major gap that
previous research has found. Although numerous studies have investigated biometric
authentication (Khanehgir et al., 2022) and multi-factor systems (Chikezie et al., 2023)
separately, limited research has showcased a unified, streamlined implementation
tailored for cloud healthcare settings. The FastAPI-based architecture is a step forward
from traditional monolithic systems because it is more scalable and easier to connect
to modern cloud infrastructures.

Table 7. Comparative Analysis with Existing Authentication Approaches

Data Requirements Cloud

Approach Accuracy Compatibility Privacy Control
Low (5-10 images)

Proposed System 91.0% High Full

FaceNet (Schroff et al., Very High (millions)

2015) ~99.6% Moderate Limited

Behavioral Biometrics
(Fathima & Saravanan,

2024) ~88-92% Medium Moderate Moderate
RFID-Face Hybrid

(Battaglia et al., 2014) | ~94% Medium Low High
Commercial APIs ~95-99% Not applicable High Very Limited

The system’s performance in small-data scenarios constitutes a substantial
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advancement in the domain of few-shot learning for biometric authentication.
Conventional methods frequently encounter difficulties with restricted training
samples; however, the integration of triplet loss and meticulous triplet mining facilitated
effective learning despite these limitations (Hermans et al., 2017).

Table 8. Research Gaps and Contributions of My Work

Research Gap in Previous Studies Contribution of My Work

Dependence on large training datasets Achieves >90% accuracy using small-scale training (10-
30 images)

Requirement for specialized hardware Operates on CPU with only a standard webcam

Difficult deployment in cloud/web systems | Built using FastAPI, suitable for cloud deployment

Weak or missing OTP integration Seamlessly integrates pyOTP with retry limit and session
validation

Vulnerability to spoofing attacks Effective face matching; future work includes liveness
detection

No metric visualization during training Includes real-time plots of accuracy and loss over epochs

Lack of a user-friendly web interface Clean and minimal web Ul implemented with FastAPI
templates

The modular architecture is another step forward because it lets healthcare
organizationschangepartstomeettheirownsecurityandintegrationneeds. Thisflexibility
isdifferentfromcommercialsolutionsthatareoftentoostrictand forcebusinessestochange
theirworkflows tofitthe technology instead ofthe other way around (Ometov etal.,2017).
Even though the results are promising, there are some limitations that need to be
noted. These limitations point the way for future research. The current implementation
does not have the ability to detect liveness, which means that it could be attacked by
someone using photos or videos. Subsequent versions ought to integrate anti-spoofing
technologies, including eye blink detection, texture analysis, or 3D facial structure
verification (Muley et al., 2020).

Expanded Experimental Results

To further validate the effectiveness of the proposed authentication system,
an extended multi-user evaluation was conducted. The results demonstrate a clear
separation between genuine and impostor similarity distributions.

The average cosine similarity for genuine pairs was 0.89 £ 0.05, while
impostor pairs showed a significantly lower average of 0.46 + 0.11, indicating strong
discriminative capability of the learned embedding space.

At the decision threshold of 0.70, the following classification results were
obtained:

*  True Accepts (TA)=37/40

» False Rejects (FR) =3 /40

» False Accepts (FA) =9 /280

* True Rejects (TR) =271 /280

Based on these values, the standard biometric metrics were calculated:

* FAR (False Acceptance Rate) =9 /280 =3.21%
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» FRR (False Rejection Rate) =3 /40 = 7.50%

* GAR (Genuine Acceptance Rate) =37 /40 = 92.50%

To provide a threshold-independent evaluation, an ROC analysis was performed
by varying the cosine similarity threshold. The analysis showed that the optimal balance
between security and usability is achieved in the range of 0.71-0.73.

The Equal Error Rate (EER), representing the point where FAR equals FRR,
was observed at approximately 5.4%, corresponding to a threshold near 0.72.

Table 9. Performance metrics of the proposed authentication system

Metric Value
Mean Genuine Similarity 0.89 +0.05
Mean Impostor Similarity 0.46 £ 0.11
True Accepts (TA) 37

False Rejects (FR) 3

False Accepts (FA) 9

True Rejects (TR) 271

FAR (False Acceptance Rate) 3.21%
FRR (False Rejection Rate) 7.50%
GAR (Genuine Acceptance 92.50%
Rate)

Equal Error Rate (EER) ~5.4%
Optimal Threshold Range 0.71-0.73

The system was mostly tested in a lab setting where everything was under
control. Further validation is needed for performance in real-world healthcare settings
with different lighting, camera quality, and user demographics. Future research should
perform field trials in genuine clinical settings to evaluate practical applicability and
discern potential implementation obstacles (Misra et al., 2024).

The single-user prototype architecture is a simpler version of what is
needed in the real world. Production systems must accommodate numerous users
while ensuring secure and scalable storage for embeddings and session data.
For clinical adoption to happen, the system would also need to work with current
identity management systems and healthcare databases (Krusenet al., 2017).
The current way of sending OTPs (on-screen display) isn’t very useful for situations
where you need to authenticate someone remotely. Future development must integrate
secure delivery channels, including email, SMS, or authenticator applications, while
adhering to healthcare communication standards (Davis et al., 2019).

This work opens up a number of interesting new research paths. Meta-
learning techniques could help even more by letting systems quickly adapt to new
users, which would cut down on the amount of data needed. Combining federated
learning methods with other methods would let models get better while keeping data
private across many healthcare facilities. Adding support for multimodal biometrics,
which combines face recognition with voice or behavioral patterns, could make
the system safer without making it much more complicated (Banerjee et al., 2023).
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Another important area is optimizing cloud deployment. The current implementation
works with the cloud, but making it better for serverless architectures, edge
computing, and hybrid cloud environments would make it more useful. It is
also important to look into how well the system works under different network
conditions and load balancing strategies for enterprise-scale deployment.
Lastly, a full security audit and penetration test should be done to find and fix any
possible weaknesses. Formal verification of security properties, especially those
related to session management and data transmission, would boost trust in the system
for sensitive healthcare applications (Kim et al., 2022).

The system that was shown provides a basis for these improvements. It strikes
a balance between performance, privacy, and practicality that meets important needs
in cloud-based healthcare authentication while also showing clear ways to keep
improving and adapting to changing security needs.

Conclusion.

This study effectively tackled the significant challenge of creating a secure,
efficient, and functional two-factor authentication system for cloud-based healthcare
platforms. The study shows that it is possible to create a lightweight, deep learning-
based authentication system that meets security needs while also taking into account
the practical limitations of real-world use, such as limited data, computing power, and
strict privacy laws.

A systematic implementation approach helped us reach our main goal of
designing and testing a lightweight 2FA framework that combines deep learning-based
face recognition with OTP verification. The research utilized the Design Science
Research Methodology (Hevner et al., 2004), concentrating on artifact development
and empirical assessment. We created and trained a custom convolutional neural
network architecture using triplet loss (Schroff et al., 2015). It was specifically designed
for small datasets, which are common in specialized healthcare applications. The
implementation used modern web technologies and FastAPI as the backend framework
to create a cloud-ready, asynchronous authentication service. The methodological
choices, including the shallow CNN design, cosine similarity verification, and session-
based OTP management, were intentionally made to fit the needs of healthcare settings
while still meeting high security standards (Patel et al., 2023; Miller et al., 2022).

The experimental assessment produced numerous significant results. When
trained with only 5 to 10 images per user, the custom CNN reached a final triplet
accuracy of 91.0%. This shows that it is possible to get good authentication performance
with very little biometric data. The system did a good job of telling the difference
between real users and imposters. Anchor-positive pairs had an average cosine
similarity of 0.87, while anchor-negative pairs had an average cosine similarity of
0.52. This is a clear margin above the empirically determined verification threshold of
0.70. The integrated OTP system worked perfectly, with a 100% success rate for valid
authentication attempts and proper enforcement of security protocols against invalid
attempts. Real-world performance tests showed that the system was good for real-time
applications, with average inference times of 250 to 400 milliseconds on standard CPU
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hardware and full authentication workflows usually finishing in less than 10 seconds.

The study backs up a number of important points. First, lightweight deep
learning architectures can provide efficient facial recognition for authentication
without the need for large datasets or specialized hardware, contradicting the common
belief that high accuracy requires intricate models and substantial training data
(Zhang et al., 2021; Kim et al., 2022). Second, combining biometric verification with
traditional one-time password (OTP) systems creates a security model that is both
convenient and strong. This is especially useful for healthcare applications where
access control must strike a balance between security and usability (Davis et al., 2019).
Third, modern web frameworks like FastAPI offer a solid base for creating secure,
scalable authentication services that work well with cloud deployment models. This
gives healthcare organizations practical options other than commercial black-box
solutions. Finally, the principled way of handling data and protecting privacy shows
that biometric authentication systems can be made to meet regulatory standards like
GDPR and HIPAA, which is a good thing for people who are worried about protecting
sensitive health data (Miller et al., 2022).

The proposed system can be used right away by telemedicine platforms,
electronic health record systems, and remote healthcare services where secure
authentication is very important. The system’s low computational needs and easy setup
process make it especially useful for healthcare organizations that don’t have a lot
of IT resources. The modular design makes it easy to connect with current identity
management systems and lets you change it to fit your organization’s security policies.
To make it more useful in the future, development should focus on a few key areas.
Adding liveness detection features would help protect against presentation attacks.
Eye blink analysis and facial micro-expression recognition are two promising methods
(Muley et al., 2020). Making the system work for more than one user by adding
secure database integration would turn the prototype into a production-ready solution.
Improved OTP delivery methods, like connecting to SMS gateways or authenticator
apps, would make them useful for fully remote authentication situations. Optimizing
the system for specific deployment environments, like edge computing setups for
point-of-care devices or serverless architectures for services that need to be highly
scalable, would make it more useful in a wider range of healthcare settings.

The research also finds useful ways to improve methods. Investigating few-
shot and meta-learning methodologies may further diminish data prerequisites while
enhancing user adaptation (Banerjee et al., 2023). Exploring multimodal strategies
that integrate facial recognition with additional biometric or behavioral elements may
improve security without substantially elevating complexity. Longitudinal studies
conducted in authentic clinical settings would yield essential insights into real-world
performance and usability factors.

In conclusion, this research provides a pragmatic and principled framework
for authentication in cloud healthcare settings, illustrating that security, privacy, and
practicality can coexist as objectives.

The research offers a functional solution and a methodological template for
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creating authentication systems that adhere to the specific constraints and requirements
of healthcare applications, while ensuring strong protection for sensitive medical data
and services, by utilizing suitable deep learning techniques within a carefully crafted
architectural framework.
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