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Abstract. The growing number of edge IoT devices in smart city infrastructures
poses new challenges related to a fragmented attack surface and the limitations of
traditional intrusion detection tools. Existing IDS systems typically operate in isolation,
generate redundant alerts, and are unable to adapt to distributed environments. This paper
proposes the architecture of a flexible IDS that leverages machine learning algorithms to
improve the monitoring and protection of edge devices. The architecture includes modules
for normalization, deduplication, correlation, and ML analysis, with the ability to provide
feedback between the monitoring center and edge nodes. The architectural description of
the monitoring environment is based on a hierarchical representation consistent with the
Purdue model, allowing for the distinction between edge, local, and centralized levels of
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protection. Experimental evaluation on the BoT-IoT and TON IoT datasets demonstrated
a reduction in event correlation latency by approximately 62% and a decrease in the false
positive rate by 29-31% compared to baseline approaches. The obtained results confirm the
potential of the proposed architecture for smart city infrastructures.

Keywords: intrusion detection and prevention system, Internet of Things, machine
learning, smart city, edge devices, alert normalization, event correlation, edge computing,
Purdue model
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AHHoOTanus. AKbUIIBI Kasla HHGpaKypeUibIMaapbiHaarsl mweTki [oT KypbuirbLia-
PBIHBIH CaHBIHBIH apTybl (pparMeHTTeNreH malybul OeTiHe KoHE ACTYpil Oachil Kipy-
JIl aHbIKTAy KYpalJapblHbIH IIEKTeyJepiHe OalIaHbICThl jKaHAa KUBIHIBIKTAP TYFbI3a/Ibl.
Konnansicrarsl IDS sxyiienepi onerre oklayJaHFaH KyHe )KYMbIC ICTEH 1, apThIK €CKep-
TyJep JKacaiapl KoHE TapaThUIFaH opTara Oedimierne anmaiael. bynm Makamanma meTki
KYpbUIFbLIAp/Ibl OaKbuIlay MEH KOPFay/Abl JKaKcapTy YILUIH MallMHAIBIK OKBITY aJrOPUTM-
JiepiH naigananateid ukeMal IDS apxurektypachl yChIHbUIAIBl. ApXUTEKTypara OaKbuiay
OpTaJbIFbl MEH LIETKI TYHIHAEp apacbiHAa Kepi OaiiaHbIic Oepy MYMKIHAITIMEH KaJbIKa
KENTIpy, KalTaJaybl aJIbIl TacTay, Koppemsiuus xone ML Tanaay moxynbaepi kipezai. Mo-
HUTOPHUHT OPTAChIHBIH apXUTEKTYpalbIK cunarramMacel Purdue Monenine colikec uepapxu-
SUTBIK KOPIHICKE HET137IeNTeH, OYJT METKI, )KePTUTIKT1 )KOHE OPTaIbIKTaHIBIPBUTFaH KOpFay
neHreiiepin axpiparyra MymkiHaik oepeni. BoT-1oT xone TON IoT mepekrep >KubiH-
TBIKTapbl OOMBIHINA SKCIIEPUMEHTTIK Oaranay OacTamkbl TOCUIAEPMEH CaJbICThIpFaH/a
OKHUFa KOPPEISUUACHIHBIH KIIPICIHIH [1amaMeH 62%-Fa xoHe kKaJlFaH OH HOTHXEJep Kep-
ceTkiliHiH 29-31%-Fa TOMEHereH1H KOpCceTTl. AJIbIHFAaH HOTHKEJIEp aKbUIAbl Kaja UH-
(bpaKypbUIBIMIAPHI YILIH YCHIHBIIFAH apXUTEKTYPaHbIH QJIEYETIH PacTaiIbl.

Tyiiinai ce3gep: eHyal aHbIKTAy >KOHE ajJbIH aly Xyileci, 3aTTap WHTEPHETI,
MAaIIMHAIBIK OKBITY, aKbUIJbI KaJsla, MIETKI KYpbUIFbLIap, Aa0bU1Iap/ bl KaJIbIIKA KEITIPY,
OKHUFasap KOppemsIusACH, MeTKi ecenrteynep, Purdue momeni
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AnHotauus. Poct uncna nepudepuitapix loT-ycTpoiicTB B HHPpaCTpyKType yM-
HBIX TOPOJIOB MOPOXKJIACT HOBBIE BBI3OBBI, CBSI3aHHbIE C (DparMEHTHPOBAHHOM IMOBEPX-
HOCTBIO aTaK M OrPAaHUYEHHOCTHIO TPAJULUOHHBIX CPEACTB OOHAPY)KEHUSI BTOPKEHHM.
Cymectyromue cuctemsl IDPS, xak npaBuio, paboTaroT H30IMPOBaHHO, TEHEPUPYIOT U3-
OBITOUHBIC AJIEPTHI U HE CIIOCOOHBI aaITUPOBATHCS K YCIOBUSAM PACIIPECTIEHHON CPEIb.
B nmanHoif crathe mpesyiaraetcsi apxutekrypa ruokoi IDPS, ucnonb3yromieii anropuTmsl
MAIIMHHOTO OOYYeHHUs JUIS TIOBBIMICHHUS KayecTBA MOHUTOPWHTA M 3aIIUTHI nepudepuii-
HBIX YCTPONCTB. APXUTEKTypa BKJIOUAET MOAYJIN HOpMaIU3aluy, AeTyINIMKalu1, Koppe-
nsn 1 ML-aHanmu3a ¢ BO3MOXKHOCTBIO 00OpaTHOM CBSI3M MEXIY LIEHTPOM MOHUTOPHHTA U
edge-y3maMu. ApXUTEKTypHOE OMUCAHKE CPeIbl MOHUTOPUHTA OMUPACTCS Ha Uepapxuye-
CKOE TIpe/ICTaBJICHUE, coracyomieecs ¢ Moaenbio Purdue, yTo moO3BONISET pasrpaHUUNUTh
neprepuiHbIN, TOKATBHBIN U IIEHTPATU30BAHHBIA YPOBHU 3aIIUTHI. DKCIIEPUMEHTAIbHAS
oneHka Ha naracetax BoT-IoT u TON IoT noxa3zana cokpaliieHue 3aepKKiu KOppesiun
coOBITHI TIPUMEPHO Ha 62% U CHIDKEHUE JOJH JIOKHBIX cpabarbiBaHuil Ha 29-31% mo
CpaBHEHHIO ¢ 0a30BBIMHU Moaxogamu. [lomydeHHbIe pe3ynbTaThl MOATBEPIKIAIOT MEPCIIeK-
TUBHOCTb IPEAJIOKESHHOM apXUTEKTYPHI Il HHPPACTPYKTYp YMHOTO TOPO/A.

KuroueBble cioBa: cucrema oOHapyXeHMsI M IPEJOTBpAIleHUs BTOpKeHUH, 1H-
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Beenenue.

['opoxckast cpeaa MeHsieTcst ObICTpee, YeM YCIIEBaIOT MepPeCTpanBaThCsl MOJIENN €€
3alUThl. YMHBIE TOPOJIa BHEAPSIIOT THICAYM MOJKIIOUEHHBIX YCTPONCTB, OT IaTYUKOB Ka-
YecTBa BO3/AyXa J0 KOHTPOJIEPOB KpuTndeckoit nudpactpykrypsl (Jo et al., 2019; Elvas
et al., 2021). ITo ontenkam, k 2030 roay UX YUCIO MOXKET TOCTUYb HECKOJIBKUX MHJLIHAD-
noB (Du et al., 2019) u xaxa0€ U3 HUX BBICTYIIAET HE TOJIHKO UCTOYHUKOM JIAHHBIX, HO U
MOTCHITMATBPHOM TOYKOW MPOHUKHOBEHUS I 370yMmblnieHHUKa (Almeida, 2023). Tlpu
ATOM 3HAaYMTEJIbHAs YacTh TAKMX YCTPOMCTB pacrosiaraeTcsi Ha nepudepuu cet, To ecTh
Ha TeX YPOBHSIX, IJI€ BHIYUCIUTENIbHbBIE PECYPCHI OTPAaHUUEHBI, @ KaHAJIbI CBSI3U HECTA0MIIb-
Hel (Shi et al., 2016).

Mopnenu kubep6e30macHOCTH, CIIOKUBIIUECS BOKPYT LIEHTPATN30BAHHBIX CETEBBIX
MEPUMETPOB, OKA3bIBAIOTCS B 3TUX YCIOBHUIX HEAOCTATOUHO dPPeKTUBHBIMU. LIeHTpBI MO-
Hutopunra 6e3omnacHoctu (SOC), UCTOPUUYECKH CITYXKUBIIKE SIPOM OINEPATHBHOTO pea-
rupoBanus (Bhatt et al., 2014), paccuauTanbl Ha OTHOCUTEJIBHO CTAOMIIBHBIE TOTIOJIOTUH C
xoporio onpeaenéHupiMu rpannmnamu (Kotenko et al., 2012). Cetu ymHOro roposaa, ojHa-
KO, MIPOCTUPAIOTCS Ha OOIIMPHBIE TEPPUTOPUH U BKIIIOUAIOT YCTPOMCTBA Pa3IUUHbIX MIPO-
W3BOJUTENCH, paboTaromye mo pasHOPOIHbIM TpoTokoiam (Sisinni et al., 2018). Ataku
Ha [oT-ycTpoiicTBa HEPEIKO pa3BUBAIOTCS CTPEMHUTENBHO, SKCIUTYaTHUPYs YSI3BUMOCTH pe-
CYpCOOTPAaHUYEHHBIX y3JI0B J0 TOTO, KaK IIEHTPAJIM30BAHHbIE MEXaHU3Mbl OOHAPYKEHUS
CMOTYT COTIOCTaBUTb Pa3pO3HEHHBIEC CUTHAIIBI B 1Ie710CTHYIO KapTuHy (Liu et al., 2020).

Cuctembl 0OHapykeHHsI U TipeaoTBpaiieHus: Bropxkenuit (IDPS) npuszBanb mMo-
HUTOPUTH CETEBOM TpaduK Ha MpeIMET BPEIOHOCHBIX naTTepHoB (Zarpeldo et al., 2017,
Walling et al., 2025). ITnardopmsr Bpoae Suricata u Zeek obmagaroT pa3BUTHIMUA BO3MOXK-
HOCTSIMU aHaJIM3a IMaKeTOB U CUTHATYpHOTO oOHapyxkeHus (Paxson, 1998). Tem He MeHee,
B ycloBHsIX pacrpenenéHuoi loT-cpenbl oHu cTpaaaoTt ot GyHIaMEHTAIBHOTO AeduiuTa
unrerpanuu (Aktar et al., 2024). BolbIIMHCTBO YCTAHOBOK PaOOTAIOT KaK M30JUPOBAH-
HBIE CEHCOPBI, FEHEPUPYIOLIHE alepThl B HECOMIACOBAHHBIX (opMmarax 0e3 KOOpAMHALUU
¢ HeHTpanu3oBaHHOM miatdopmoii opkectparuu (La et al., 2021). Oto coznaér nndop-
MaI[MOHHBIE CHUJIOCHI, B KOTOPBIX ()parMeHThl MHOTOCTAIUIHBIX aTaK TEPSIOT KOHTEKCT
(Wardana et al., 2024).

31ech BaXKHO 3aMETUTh, YTO CAMH IO cebe aaropuTMbl MAIIMHHOTO 00y4eHus, TpU
BCEH WX MEPCHEKTUBHOCTH ISl BHIABICHUS aHOMAJM, HE pelatoT npodieMy HU30JIUpo-
BaHHOcTH U HeruOkocTu IDPS. Ilpumenenne ML B 3amauax oOHapyKeHHUS BTOPKCHUIMA
OmHMCcaHo B psije 0030pHBIX padot (Zarpeldo et al., 2017; Walling et al., 2025; Mitchell
et al., 2014), omHaKoO BOMPOC O TOM, KaK BCTPOUTh TaKUE MOJIEIH B THOKYIO, MOIYJIbHYIO
apXUTEKTYPY, aIalITHPOBAHHYIO K yCI0BUsAM niepudepuitHoit loT-cpenpl, ocTaércst OTKpHhI-
TeiM. CTanaapTel ooOMeHa nHpopmarmei 06 yrposax, takue kak STIX u TAXII (Igbal et
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al., 2018; Sauerwein et al., 2017), mpen0oCTaBISIOT MOJE3HBIE CTPOUTEIHHBIE OJIOKH, HO UX
BHEJJPEHUE B peaJIbHbIX Pa3BEPTHIBAHUSAX YMHBIX ropoioB noka gparmentapHo (Najafi et
al., 2021).

Llenbto JaHHOM CTaThU ABIsAETCS pa3padoTka apxuTeKkTypbl TuOkoi IDPS Ha ocHOBe
QITOPUTMOB MAIIMHHOTO OOYYECHHMS IS MOHUTOPHHTA U 3aIuThl nepudepuitpix [oT-y-
cTpoicTB. [1o ruOKOCTBIO 371eCh TOHUMAETCSI CIOCOOHOCTh CUCTEMBI aJJalTUPOBAThCS K
Pa3IMYHBIM TUTIAM YCTPONCTB, MOAYJIFHO BCTPAUBATh M 3aMEHATh aHAIUTHYECKHAE KOMITO-
HEHTBI, a TAK)Ke 00eCIIeunBaTh ABYHAIPABICHHYIO CBSI3b MEX/Iy IIEHTPOM MOHUTOPHHTA U
nepudepuiiHpIMU ceHcopaMu. HaydHast HOBH3HA COCTOUT B MPEIVIOKECHUN apXUTEKTYPHI,
KOTOpasi O0bEeUHIET HOpMAIHU3aLHIo, JeAyIUIHKalnio, ML-aHanu3 u npuoOpUTHU3ALIMIO CO-
ObITUI B €IUHBIA KOHBEWEp, afanTUpoBaHHbIN 175 nepudepuitnoro yposus loT-ungpa-
CTpyKTyphl. [IpakTHueckas 3HaUUMOCTb OIpPENEISIeTCs] BO3MOKHOCTBIO HMCIIOJIb30BAHUS
MOJX0Ja MPHU MOCTPOCHUM CHCTEM O€30MacHOCTHU JUIsl HAI[MOHAJbHOW MH(PACTPYKTYpHI
YMHBIX TOPOJIOB.

Marepuajisl 4 METOIbI.

Ananus cywecmayrowux nooxo00s

Ocobennocmu 3awyumsl nepugheputinwix loT-ycmpoiicme

[Tepudepuiinbie loT-ycTpoiicTBa MPUHIIMIHATIBLHO OTIMYAIOTCS OT TPAAUIIMOHHBIX
KOHEYHBIX TOUEK KopropatuBHOU ceTH. [Ipexae Bcero, pedb uaét 06 orpaHUYCHHBIX BbI-
YHUCIIUTENbHBIX PECypcax: MHOTHE JaTYUKU pabOTal0T Ha MUKPOKOHTPOJLIEpax ¢ 00bEMOM
MaMsATH B JECITKU KUJIOOAWT, YTO JIelaeT HEBO3MOXKHBIM Pa3BEPTHIBAHUE MOJHOLIEHHO-
ro arentckoro [1O 6e3omacuoctu (Shi et al., 2016). Paznoo6pasue npotokonos (MQTT,
CoAP, Zigbee, BLE) cozna€t retreporeHHyto cpey, B KOTOPO eIMHbIE MpaBuiia 0OHapy-
KEHHsI BTOPKEHUH TepsIOT yHUBepcaiabHOCTh (Sisinni et al., 2018; Herndndez-Ramos et
al., 2018). YcrpoiicTBa HEpeaKO IKCIUTYATHPYIOTCS B YIAJIEHHBIX TOYKAX, YTO YCIOKHSIET
obnoBnenue npomuBok (Du et al., 2019).

Pacnipenenénnocts no6aBinseT emé oauH Kputudeckuii paxrop. B undppacrpyxry-
pe YMHOT0 ropoja nepugepuiiHpie yCTpOHCTBa MOTYT HAXOAUTHCS HA 3HAYUTEIbHBIX pac-
CTOSIHHSIX OT IIEHTPa 00paOOTKH TaHHBIX, & CETEBas CBSI3b ME)KAY HUIMHU OBIBACT OTPAaHUICHA
1o mpomyckHoi cnocoobnoctu (Shi et al., 2016). 1o 03HaYaeT, YTO YACTh AHATUTHYECKON
paboThI 10JIKHA BBIMOJIHATHCS HETIOCPEICTBEHHO Ha nepudepuu, 10 nepeaadu pe3ynbra-
TOB Ha Oosiee BbICOKHE YpOBHH. Eciii BOCTIONB30BaThCS JIOTUKOM HEepapXUuecKoro mpes-
cTaBieHus, onuskoro k Mozenu Purdue (Williams, 1994), nepudepuiinsie loT-yctpoiicTa
pacroiararoTcs Ha HHKHUX YPOBHSIX (CEHCOpPBI, aKTyaTOphl, MOJEBbIE YCTPONCTBA), I/
3aJlep’KKa KpUTHYHA, a [IEHTPaJIN30BaHHAsl 3allUTa 3ara3/blBaeT. DTUM OObICHSAETCS He-
00XOMMOCTD JIOKAJIbHBIX MEXaHU3MOB NPEABAPUTEIHHOIO aHAIN3a U (PUIIBTPALIH.

Tpaouyuonnvie IDPS u ux oepanuuenus

Knaccuueckue cucteMbl 0OOHapyK€HUSI BTOPKEHUN pa3BUBAIKCH B YCIOBUSAX OT-
HOCUTEITFHO TOMOTE€HHBIX KOpHopaTuBHBIX cerel. [lmardopmer Bpome Snort, Suricata u
Zeek o0ecrieunBaiyu CUTHATYpHBIN aHaIu3 Tpaduka U HEKOTOPbIE BO3MOKHOCTHU TOBE/ICH-
yeckoro ooHapyxenus (Paxson, 1998). Onnako npu nepeHeceHUH 3TUX UHCTPYMEHTOB B
pacrnipenenénunyio loT-cpeny oOHapyKMBAIOTCS CyIIECTBEHHBIE HEIOCTATKH.
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[lepBrlif U3 HUX CBSI3aH C JIOKAJILHOCTHIO OOHAPYKEHUS: KaXAbI CEHCOp BUIUT
JMILb CBOM CErMEHT Tpaduka W He pacroyaraeT HHPopMmaluei o coObITUSIX Ha JAPYTUX
yuactkax (Aktar et al., 2024). Jlns MHOTOCTaAuNHBIX aTak 3TO 03HAYaeT HEU30EKHYIO MOo-
Tepto koHTekcTta (Wardana et al., 2024). Bropoii HengocTatok 3akitodaeTcs B ciaboi Ko-
opAauHaLMU: Korga Heckoibko IDPS pabortaror mapasmienbHo, KakJaasi TeHEpUPYET CBOM
MIOTOK aJIepTOB B cOOCTBEHHOM (hopMmaTte Oe3 cormacoBanus MetaganHbix (La et al., 2021).
Tpetnii kacaercs mwyma: B TunuyHoi loT-cpene uucno moxHbIX cpabaTblBaHUN TOCTH-
raet 30 u Gojyee MPOLEHTOB OT 001Iero 00bEMa, YTO MPUBOJIUT K YCTAIOCTH aHAJIUTUKOB
(Almeida, 2023; Aktar et al., 2024).

Ilpumenenue ancopummos mawurnno2o ooyuenus 8 IDPS

MeTtoab! MalMHHOTO 00yUYeHUs BCE Yallle pacCMaTpUBAIOTCS KaK CPEJICTBO TMOBbI-
meHust kKauectBa oOHapykenus. O63opHbie paboTsl (Zarpeldo et al., 2017; Walling et al.,
2025) moka3bIBarOT, YTO MOJICIIN KJIACCU(DHUKAIINN U TETEKIIUU aHOMAJIUK CITIOCOOHBI BBISIB-
JSATh NATTEPHBI B CETEBOM TpaduKe, KOTOPbIE TPYAHO ONMUCATh BPYUHYIO UY€pe3 CUTHATYP-
HbIE IpaBWia. ITO 0COOEHHO akTyajabHO B loT-cpeze, MOCKONbKY MOBEIEHNUE YCTPOUCTB
cymecTBeHHO BapbupyeTcs (Yasaei et al., 2020).

[Ipu sTom npumenenne ML conpsikeno ¢ psaom cinoxnocredt. Concept drift, To
€CTh U3MEHEHHE XapaKTePUCTUK Tpaduka BO BpEMEHH, IPUBOAUT K JAETPalallui MOJETIEH,
oOyueHHbIX Ha uctopuueckux naHHbix (Mitchell et al., 2014). O6bacHUMOCTD pelIeHHi
ocTtaércs mpoodIeMon, mockobKy orneparopy SOC BakHO MOHUMATh OCHOBAHUS JIJIsI KBa-
nuduKau akTUBHOCTH Kak yrpossl (Najafi et al., 2020). Hakoner, naxe BEICOKOTOYHBIC
MOJIEJIM TEHEPUPYIOT 3aMETHOE YMCIIO JIOKHOTIOIOKUTEIBHBIX alepTOB MpHU padboTe ¢ pe-
aJbHBIM TpadUKOM B ycioBHsIX AucOananca kinaccos (Aktar et al., 2024). OtaenbHO CTOUT
oTMeTuTh paboty (Moustafa et al., 2019), B koTOpo#i Hccnen0BaHbl MEXaHU3MbI BhISIBIIE-
HUSl aHOMaJIUi B pacnpeiesiéHHON cpeie C MCMOIb30BAHUEM CTAaTUCTHUYECKUX METOJOB,
YTO NOATBEPKAAET aKTyalIbHOCTh JAaHHOTO HAIIPABJICHUSI.

Heoocmamouno pewénnvle 60npocul

[IpoBenéHHBIN aHATU3 MO3BOJSET 3a)UKCUPOBATH HECKOIBKO MpoOenoB. OTCyT-
CTBYET J0CTaTOYHO rudkas apxutekrypa IDPS, anantupoBanHas uMeHHO Ui niepudepuii-
HOro ypoBHs loT-uH(pacTpyKkTypsl U A0mycKaromas MOAYJIbHYIO 3aMEHY KOMIIOHEHTOB
0e3 nepecTpoiiku Bcelt cuctembl. Henocrarouno npopadorana unrerpauus ML-monuto-
pUHTa ¢ MEXaHM3MaMHM 3alUThl epu(EepUitHBIX y3JI0B, BKIIIOUAsi BOIPOC O pa3MEIEHUN
Mojzieniell B KOHBelepe 00pa0oTku coObIThiA. CyIecTBYIONIUE PEIICHHs, KaK MPaBHUIIO,
OTrpaHUYMBAIOTCS OOHApPYKEHUEM, HE 0o0ecrieunBasi CTPYKTYpUPOBAHUE U PaH)KUPOBAHUE
cobOpITHH TIepen nepenadeii oneparopy (Bhatt et al., 2014; Najafi et al., 2021). Takum 00-
pazom, TpeOyeTcsi cUuCTeMa, CIOCOOHasi He TOJIBKO OOHAPYKUBATh, HO M CTPYKTYPHUPOBATH,
MPUOPUTU3UPOBATh U aJAaNTUBHO 00pabarhiBaTh COOBITHS O€30MacHOCTH Ha nepudepun
loT-cpenpr.

Ilocmanoska 3adauu

OO0beKkToM HCCIIe0OBAaHNUS SBISIFOTCS MTPOLIECCHl MOHUTOPHUHTA U 3alIUTHI Nepude-
puitnbix loT-yctpoiicTB B uH(ppacTpykType yMHOro ropona. IIpenmerom uccienoBaHus
BBICTYHAIOT MeTOAbI nocTpoenus ruokoit IDPS Ha ocHOBe anropuTMoB MalIMHHOTO 00Y-
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YCHUSI.

APXUTEKTypHOE OINHMCAHUE CPEIbl MOHHTOPWHTA OIMHUPACTCS HA HEPapXHYeCcKoe
npeacTaBieHue UHpacTpyKkTypsl, 6nuskoe k moaenu Purdue (Williams, 1994), uro no-
3BOJISIET pa3rpaHUYUTh NEepUPEpUNHBIA, JTOKAJIbHBI U LEHTPaJU30BaHHBIA YpOBHHU 3a-
muThl. HIokHUE YpOBHU (CEHCOPBI, aKTyaTOpPHl, TIOJIEBBIE YCTPOWCTBA) XapaKTEPU3YIOTCS
MUHHMAJBHBIME pecypcamMu M TPeOyIOT JIETKUX MEXaHHW3MOB IPEIBAPUTEIBHOTO aHAIH-
3a. CpenHuii ypoBeHb (edge-1111i03b1, arperaTophl) MO3BOJISET pa3MeniaTh HOpMaau3aluio,
JeAyIUIMKALMIo U JIoKanbHbI ML-ananu3. Bepxuuit yposens (SOC, 1eHTpann3oBaHHAs
Koppessilus) obecrieynBaeT rodaabHOE BUJIEHUE U ynpasieHue uHuuaeHTamu (Bhatt et
al., 2014; Kotenko et al., 2012). J/lanHble U anepThl MOJHUMAIOTCS OT HUKHETO YPOBHS K
BEPXHEMY C IOCJICAOBATEIBHBIM 00OTAIlEHUEM KOHTEKCTOM, YTO COOTBETCTBYET JIOTHUKE
HnepapxuyecKon enoHupoBanHon 3amuThl (Knapp et al., 2015).

TpeboBanus k cucreMe GOPMYIUPYIOTCS CIASAYIOMUM 00pa3oM: paboTa B pacmpe-
JeIEHHOW cpefie ¢ MOIACP)KKON mepuepuifHbIX YCTPOMCTB; YMEHbBIIEHUE W30BITOYHBIX
aJIepTOB uepe3 JAeAYIUIMKALNIO; CHIDKEHUE JIOKHBIX cpadaThiBaHuil ¢ moMoIsio ML-anHa-
TM3a; aJanTays K U3MEHSIONIMMCS YCIIOBHIM; 00ecTiedeHne 00paTHOW CBS3H C IEHTPOM
MOHUTOPHHTA; COBMECTUMOCTH CO CTaHaapTaMu oOMeHa gJaHHbiMu 00 yrposax (Igbal et al.,
2018; Sauerwein et al., 2017; ISO/IEC, 2022). 3agepxka 00paboTku coObITHii (0T 0OHapy-
xeHust 1o foctynHoctu B SOC) He nomkHa npeBblarh ogHoi cekyHasl (Liu et al., 2020),
a IpOIMyCKHasi CIOCOOHOCTH J10JkHa cocTaBiATh He MeHee 5000 cobriTuil B cexyHnay (Du
etal., 2019).

IIpeonazaemasn apxumexmypa eubkoii IDPS

Obwas apxumexkmypa cucmemol

[Ipennaraemasi apXuTEKTypa BKIIOYACT JEBATh (PYHKIIMOHAIBHBIX KOMIIOHEHTOB,
OpPraHW30BAHHBIX B TPH YPOBHS B COOTBETCTBHH C MEPAPXUUCCKUM IPEICTABICHUEM HH-
dpactpykTypbl. Ha puc. 1 npencraBneHa odmiasi cxema CUCTEMBI, TOKa3bIBAIOIIAsT HAIPaB-
JICHHE TIOTOKOB JAHHBIX ¥ 0OpPaTHOMU CBSI3H.

Ha nepBom stamne edge IDPS (Suricata unu Zeek) renepupyer HeoOpaboTaHHbIE
aJIepThl HA OCHOBE CHTHATYPHBIX TPABWII U, IPU HAJMYAU PECYPCOB, JIETKUX MOBEICHYE-
ckux monenei (Paxson, 1998; Suricata User Guide). [lanee anepTsl mpoxomsT mpeaBa-
PUTEIBHYIO (MIBTPAINIO, OTCEKAOIIYI0 3aBEJJIOMO HEPEICBaHTHBIE COOBITHS IO 3apaHee
omnpeneNéHHbIM KpuTepusM. HopManuszanus npuBOIUT pasHOPOIHBIE (GOPMATHI K €IUHO-
My JSON-npeacrasnenuto, copmectumomy co STIX 2.1 (Igbal et al., 2018; Yasaei et al.,
2020). Mozaynp AenyniuKaluy yCTPaHsIeT OBTOPSIOLIUECS aJIePThl, TOPOKIEHHBIE OTHUM
U TEM K€ MHIUACHTOM, HO 3apEerHCTPHPOBAHHBIC Ha HECKOJIBKUX ceHcopax. [locie sToro
COOBITHS TIOCTYTAIOT B ML-MOIy b 7151 TOTIOIHUTENFHOTO aHAN3a M B KOPPEISIIUOHHBIN
JIBI)KOK, KOTOPBIH COTIOCTABIISIET pa3pO3HEHHBIE CUTHAJIBI U (POpMUpYET OLIeHKY prcka. Ha
(GuHANTBHOM 3Tarie NPUOPUTU3UPOBaHHBIE anepThl nepenatorcs B SOC ans BU3yaau3alnuu
u pearupoBanus (Bhatt et al., 2014; Aktar et al., 2024).

TpancnoptHblii ypoBeHb peann3oBaH Ha 0Oaze Apache Kafka (Apache Kafka
Documentation), BbIOpaHHOI 3a BBICOKYIO NPOIYCKHYIO CIIOCOOHOCTh U BO3MOXKHOCTH
TOPU30HTAIBLHOTO MacmTabupoBanus. Hopmanuzamus BITOTHSIETCS MHUKPOCEPBUCOM Ha
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Python, npeobpa3zyromum aneptsl oT paznuunbix IDPS-mnardopm B enunsbiii popmar STIX
2.1 (Igbal et al., 2018). Cnenuduxarus APl coosrtrii onucana B popmare OpenAPI 3.1
(OpenAPI Specification), uto obecrnieunBaeT MAIIMHHOYUTAEMbIC KOHTPAKTHI JIJIsl BaJIU 1A~
U,

Kamepa

o . . .j],awmt Kowutponnep MeQMUUHCKHE MQTT
TEMNEPATYREI MOHWTOD w3
i L i 1 1

l I l l l

"

e N
doge / ToKansHeIA a'_".".'bps
ge HopMannIauua Aeayra-
(Suricata | Zeek) L Whena Knficn (STIX/JSON) wauma
e ]
==
~—
=
— S =
-~
.
ML-Moayns Ko AALMA
ananuza /,;' M NPUOPHTHIALUMA ™
~
- _J -~ >

SOC: BUIYANHIAUMA, TPHAN, N\ %g:rg;-::;l;s
KERC-MEHE XMENT, PearMpoeaHue \\ Ioﬁuo-n-uu‘: S

Puc. 1. O6mas apxurekrypa rudkoii IDPS: oT nepudepniinsix loT-ycTpoiicTB uepes edge-ypoBeHb K IEHTPaIU30BaH-
HoMy SOC ¢ 00paTHOI CBSI3BIO

Tabmuna 1 — @yHKIIMOHATBHBIE KOMIIOHEHTBI apXUTEKTYphI THOKoM IDPS

Komnonenr YpoBenb Haznayenue

[epudepuniiasie loT-y- Hwxnwuit (Purdue VICTOYHHKH TETEMETPUH U COOBITHI

cTpoiicTBa LO-L1)

Edge IDPS (Suricata/Zeek) | [lepudepniinsiii CurHatypHoOe 1 OBE/IEHUECKOe 0OHApyKEHUE

Monyns coopa coObITHit Tepudepuiinsrit Arperarus COOBITHI OT HECKOJIBKHX CEHCOPOB

[Iuna coobuenuii (Kafka) | Tpancroprasiii IToToxoBast JocTaBKa ¢ TapaHTUPOBAHHON MEPCUCTEHTHO-
CTBIO

Monynbe HOpMaIU3aIun Edge/nokanpHbIit IIpeobpazoBanue anepros B STIX/JSON dopmar

Monynb aeayIuKanuu JlokanpHblit VYerpanenue J{yOonupyIomux 1 H30BITOYHBIX aJICPTOB

ML-monynb aHanusa JlokanbHBIH Jleteknus aHoManuii, kiaccudukarys, cHmkeHne FP

Momynb KOppensiuy | JlokaneHbIi/SOC CKOpHHI, paHKupoBaHue, nepegada B SOC

MIPUOPUTH3AIINHT

Wnrepdeiic SOC + obpar- | LlenTpanu3oBaHHbIH Busyanusanust, Tpuak, ooHosnenue npaswi IDPS

Has CBA3b

Jlozuxa obpabomku cobvimuii

O6paboTka coObITUI B CHCTEME CIelyeT KOHBEHEpHOI JIOTHKE, MPeICTaBICHHON
Ha puc. 2. Kaxnoe coObITHe TPOXOAUT MOCIE0BATEILHOCTh 3TANOB, OT TeHEPALIUH Ha Tie-
pudepuitnom ceHcope a0 nosineHust B uarepdeiice SOC B Buae MPUOPUTHIUPOBAHHOTO
anepra.
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lexapauun vnbTpa: > Hopmanu: Dleaynnu- ML- Koppens- Cropuwr
{Edge IDPS) LKA JAUNR KaLKA AHANKI MR pHCKa

Al

Puc. 2. Kouseiiep 00paboTKu cOOBITHIA: cOOp — (QUIBTpAIUs — HOpMATH3alusa — AeAyIuiuKanus — ML-ananu3 —

KOppEALMs — CKOPUHTI — TPHAK

T'ubkocmo cucmemol

Tepmun «rulKasp» B Ha3BAaHUU apXUTEKTYPBI 00YCIIOBICH HECKOIBKIMHU KOHCTPYK-
TUBHBIMH OCOOCHHOCTSIMH. BO-TIEpBBIX, MOAYIBHOCTBH: KaXKIBIH KOMIIOHEHT KOHBEiie-
pa peann3oBaH KaK HE3aBHCHMBIN MHKpoOcepBHUC, pa3BEpHYThIH B Docker-konrtelinepe
(Kubernetes Documentation), 4To 1MO3BOJISET 3aMEHATH, MACIITAOUPOBATH WM OOHOBIIATH
OTJeNIbHbIE MOIYIH 0€3 OCTAaHOBKHM BCeW cucTeMbl. BOo-BTOpBIX, aganTamus Moj pa3Hble
tunel loT-y310B: KoHpurypamus edge IDPS napamerpuzoBaHa no Tumy ycTpoucTBa, Ipo-
TOKONYy U oxkumaemomy mpodmtio Tpaduka (Suricata User Guide). B-TpeTbux, BO3MOX-
HOCTH 3aMeHbl ML-MoJienu: aHaTUTHYECKU MOy b MIPUHUMAET CTaHAaPTU3HPOBAHHBIC
BXOJHBIC JAaHHBIE U MOXET paboTaTh C pa3IMYHBIMH QITOPUTMAMH 0e3 MOTU(HUKAINN
OCTaJIbHBIX KOMIIOHEHTOB. B-ueTBEPTHIX, HACTPaMBaeMOCTh NPaBWII 00PaOOTKH U IPHOPH-
TU3AIUH: IOPOTH CKOPUHTA, KPUTEPUH JCAYTUIUKAIIUN U TIOJTUTUKHA KOPPEISINHN 33at0TCs
yepe3 KoH(purypanuonsele ¢ainbl. Hakonen, apxuTekTypa npeaycMaTrpuBaeT IMyTh pac-
mupenus 10 SOAR (Security Orchestration, Automation and Response), 4To mo3BoauT B
JaTbHEUIIIEM aBTOMATH3MPOBATh HE TOJILKO 0OHapyXKeHHe, HO U pearupoBanue (Wardana et
al., 2024; Shabad et al., 2021).

Hcnonvzosanue anzopummos MawmunHo2o 00yyeHus.

Ponv ML 6 cucmeme

ML-Monyne 3aHMMaeT onpenenéHHOEe MEeCTO B 00IIeM KoHBelepe o0paboTKu: OH
pasMmerniaercs 1nocjie HOpMaau3aluy U Je1yIUIMKALUY, HO Tepe KOPPENISIIMOHHBIM JIBHXK-
KoM. Ero posib cOCTOUT B TOMOTHUTEIHLHOM aHaJIN3€ HOPMATM30BAHHBIX COOBITUH C LIEIIBIO
MOBBIIIICHUS] TOYHOCTH OOHAPYKEHHSI U CHIIKCHUS YMCIIA JIOKHBIX cpadarbiBaHuii. B oTim-
que OT MOAX0AOB, e ML-Mozenb 3aMeHsieT Bech Ipoliecc OOHApyKEHUs, B IpejiaraeMoiu
apXUTEKType MalllMHHOEe OOy4YeHHE HCMOJIb3YeTCs KaK OJUH U3 aHAJUTHUYECKUX HHCTPY-
MEHTOB BHYTPH MOAYJIBHOTO KOHBEWepa.

Konkpernsie 3agaunt ML-Moyssi BKIIIOYAIOT aHAJIU3 CETEBOTO Tpa(uKa 1Jisl BbISB-
JICHUS] OTKJIOHEHUI OT HOPMaJIbHOTO IPOo(UiIs yCTPOCcTBa, KilacCu(UKALKIO COOBITUH TTO
CTENEHH BEPOATHOCTH BPEIOHOCHOCTHU U CHMKEHHUE JIOJIU JIOKHOMOJIOKHUTEIbHBIX cpada-
TBIBAaHUN yTEM KPOCC-BIUIAIIAN C aIepTaMU OT JPYTUX ceHcopos (Zarpeldo et al., 2017;
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Moustafa et al., 2019). Pe3ynsrarsl paboThl MOAYISI UCTIONB3YIOTCS KOPPEISAIIMOHHBIM
JBUKKOM MpU (POPMUPOBAHUU UTOTOBOM OIIEHKHU PUCKA.

Hcnonvsyemvie npusnaxu u munsi OQHHbIX

Ha Bxon ML-monynst moctymnaroT HopMain3oBaHHbIe coObiTus B popmare STIX
JSON, 13 KOTOpBIX U3BJIEKAIOTCS YEThIpEe TPYIIIbI MPU3HAKOB. CeTeBble XapaKTEPUCTUKU
BKJIto4aroT [P-anpeca ncTtoyHuka M Ha3HAYEHMsI, TOPTHI, IPOTOKOJI, pa3Mep MaKETOB U
¢naru. BpemeHHble MPU3HAKK OTPAXKAIOT MEKIAKETHbIE HHTEPBAJIbI, IJTUTEILHOCTH I0-
TOKa M 4acTOTy COOBITUH B CKOJIb3sileM okHe. [loBeeHueckre MpU3HaKu OMHUCHIBAIOT
OTKJIOHEHHE TEKyIIel aKTUBHOCTHU OT paHee HaOMoEHHOTo Mpoduis 111 JaHHOTO THIA
ycrpoiictBa (Yasaei et al., 2020). ArperupoBaHHbIe COOBITHSI 0000IIAIOT MTOKA3aTeN! 110
rpymIe yCTPONCTB B MpeesiaX OHOTO CETEBOTO CETMEHTA.

Jlocuka npunamus pewenui

ML-monyne ¢popMuUpyeT Ui KaXa0ro cOObITUSI BEPOSITHOCTHYIO OLIEHKY BpPEIO-
HocHOCTH. [lycTh X 0003HaUaeT BEKTOp MPU3HAKOB HOPMAJIU30BAaHHOTO COOBITHS, a f (x)
— BbIX0A ML-Monenu, nHTepnpeTUpyeMblii Kak BEpOSITHOCTh TOTO, UTO COOBITHE CBA3AHO
C BpEIOHOCHOM aKTUBHOCTHIO. Toraa orieHKa aHOMaJIbHOCTH COOBITUS ONIPEEIISIETCS KaK:

A(x) = f(x) - Waep) ()

e Wgep gxl) MPECTaBIsIeT OO0 BeCOBOM KO (DUILIMEHT, OTpaXKaroIIHii CTe-
NEHb OTKJIOHEHUS BEKTOpa MPU3HAKOB OT 06a30Boro mpodums ycTpoiictBa. Yem cunbHee
OTKJIOHEHHE OT YCPEIHEHHOTO MOBEJCHHS, TEM OONBIINI BEC TIOTY4YaeT COOBITHE.

Jlanee orieHKa aHOMAJIBHOCTH UHTETPUPYETCS B O0IIYI0 (OopMyny puUCKa, yUUTHI-
BAIOIIYI0 KOHTEKCTYyalbHbBIE (PaKTOPBI:

R(x) = A(x) * Casset [I(t) : ﬁ(conn) (2)

rie L ggger 0003HAYACT KPUTHIHOCTE aKTHBA (OMPEICIACMYIO Ha OCHOBE €ro
ponu B uHbpactpykrype (Hnatiienko et al., 2024), a(?) oTpakaeT IIUTEIHHOCTH aHO-
MaJIbHOTO MOBEJCHUS (YEM JIOJIbIIE COXPAHSETCS aHOMAJIUs, TEM BbIIlIE BKJIAJ BPEMEH-
HOTO (hakTOpa), a f(conn) yAuTHIBAET CETEBYIO CBI3HOCTh YCTPONCTBA (BHICOKOCBSI3HBIC
y3JIbI IPEJICTABIISIFOT OOJIBINNI PUCK PACIIPOCTPAHEHHS YTPO3bI).

[ToporoBas jioruka Mcrosib3yeTcsl AJisi MpeoOpa3oBaHUsl HENPEPHIBHON OLIEHKU
pHUCKa B KaTeropuajibHOE pelieHne o npuopurere. OnpenenstoTcss TpPU ypOBHS:

P(x) = { uuskuii, eciu R(x) < 0y4,; CpeaHuii, ecan Oy, < R(x) <
Onign; BBICOKHH, ecn R(X) = Opign}

€)
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e nopord  G1ow H Opign HacTpanBaroTes B mpolecce KAMMOPOBKH HA BAIIUIAIIHOHHOM
HaOope aHHbIX. Ba)kHO OTMETUTH, UTO B TeKyIlel peanu3aunn ML-mMonysab He npeTeHy-
€T Ha IOJIHYIO 3aMEHY DKCIIEpPTHOro aHajau3a. Ero 3agada cOCTOMT B IIPEIBAapUTEIbLHOM
pPaHXXUPOBAHUU COOBITUH, uTO Mo3BoJsieT oneparopy SOC cocpeoTOUUTHCS Ha Haubosee
BEpOATHBIX yrpo3ax (Bhatt et al., 2014; Najafi et al., 2021).

OxcnepumenmanvHas oyenka

Yenosus skenepumenma

DKcnepuMeHTaIbHasl OLIEHKA IPOBOANIACH Ha IBYX MTyOIMYHBIX J1aTaceTax, Coaep-
xamux peanuctuunblii loT-Tpaduk ¢ pasmedennbiMu atakamu. BoT-IoT u TON_IoT 6bu1n
BbIOpaHbl Kak MpeJCcTaBUTENbHbIE HaOOpHl, BKItouatomue DDoS, pa3Beaky u ataku Ha
ypoBHe npotokosioB MQTT u CoAP (Moustafa et al., 2019). Xapakrepuctuku garaceToB
IpezCTaBiIeHbl B TabauLe 2.

Tabnuna 2 — XapakTepuCTUKU IKCIIEPUMEHTAIbHBIX 1aTaCEeTOB

ITapamerp BoT-IoT TON_IoT
Tunsr atak DDoS, DoS, pa3Benka, kpaka TaHHBIX DDoS, ransomware, backdoor,
injection, XSS
IIporoxosnst MQTT, HTTP, TCP/UDP MQTT, CoAP, HTTP, DNS
Yucno 3amuceit ~73 muH (OaBBIOOPKA) ~460 ThIC.
Mertku knaccoB bunapnble + MyJIbTHKIIACCOBBIE bunaphble + MyJIbTHKIIACCOBBIE

[TporoTun pa3épHyT Ha 6a3e Suricata 7.0 u Zeek 6.0 B kauectBe edge IDPS, Apache
Kafka 3.6 kak mmnbI coobmenuii, Python 3.11 mist HopManm3auy U KOppessiug, a TaKKe
Elasticsearch 8.11 mns unaterpamuu ¢ SOC (Paxson, 1998; Apache Kafka Documentation;
Suricata User Guide). Pa3séptriBanue BbeimoaHeHo B Docker-konrteitHepax (Kubernetes
Documentation). [y cpaBHEHHs UCTIOIb30BAIUCH JiBa 0A30BBIX MOAX0/A: (2) aBTOHOMHAs
pabora IDPS 6e3 nenTpanmm3oBanHOi Koppensiuu U (b) HauBHAs MEpechlIKa aJiepTOB B
SOC 6e3 HOpManHU3aluu U ASTYTTUKAIIAHN.

Kpumepuu oyenxu

Onenka Mpou3BOIMIIACH 110 CIEAYIOIIUM METPUKAM: 3a/IepiKKa KOppemsiiuu (Bpe-
Ms OT TeHepaluu ayepta 110 ero goctynHoctd B SOC), nons JToXHBIX cpabarbiBanuii (FP
rate), 00bEM anepToB (YUCIIO COOBITHM, MOCTYNAIONINX aHATUTHKY TTOCIe 00pabOTKH), Ha-
NEKHOCTD JIOCTABKHM COOOIIEHUN M MPOMYCKHAs! CIOCOOHOCTh CUCTEMBI. JlOMOTHUTENBHO
OILIEHMBAJIAaCh TOYHOCTh HOPMAJIM3ALUU MyTEM PYYHON MPOBEPKU CIydyaliHOW BBIOOPKH U3
500 anepToB MO KaXJIOMY J1aTaCETYy.

Tonyuennvie pe3yromamol

Pesynprarel sKCIepuMEHTaNTbHON OIIEHKHU MPECTaBICHbI B Tabnuie 3 u Ha puc. 3.
Cpennsis 3aepikka Koppelsinun coctaBuiia 687 mc (o = 143 mc), ¢ 95-m nepuentunem 921
Mc U 99-m neprentusieMm 1247 mc. [1o cpaBHEHHIO ¢ HAUBHOM MEPECHUIKOM, OCHOBAHHOM
Ha (haitmoBom oOMeHe (TunnuHas 3ajaepxka 1,5-2,8 ¢) (Najafi et al., 2020), npennaraemas
ApXUTEKTypa CHU3UJIIA 33JIePKKY NPUMEpPHO Ha 62%.

JloxxHbIe cpabaThiBaHUs CHU3WIHCH HA 29% s Suricata u Ha 31% nnsa Zeek Ona-
rofiapsi KOppessiiiuK alepToB MEX]Iy CEHCOpaMU: U30JUPOBAHHBIE allepPThl, HE TIOATBEPXK-
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NEHHBIE BPEMEHHON MIIM MEKCEHCOPHOH KoppoOpanueit, nogasisuick (Almeida, 2023;
Zarpeldo et al., 2017). O6BEM anepToB, MOCTYNAIOIIMX aHAIUTUKY, COKPATHIICS TIPHMEp-
HO Ha 40% 3a cy€T neayIuIMKaIluu U MOoJaBiIeHUs IryMa. ToYHOCTh HOpMaM3allKU CO-
craBmia 96,8%, 9TO MPEBBIIIACT YCTAHOBICHHBIH OPOT B 95%. OmuOKy HOpMaTu3aIiu
(3,2%) ObuTH CBsI3aHBI C HEKOPPEKTHBIMU BPEMEHHBIMU METKAaMH H ITyCTHIMU 00s13aTeIh-
HeiMu ToJisiMu (Yasaei et al., 2020).

Tabnuua 3 — Pe3ynbraTsl OLIEHKH TPOU3BOJUTEIBHOCTH

Mertpuka Tonbko IDPS HauBnas nepeceinka | [Ipennaraemslil moaxon
3anepKKa KOppeIsuu Hert xoppemnsimn ~1,8¢ ~0,69 ¢
FP rate (Suricata) 30,1% 30,1% 21,4% (—29%)
FP rate (Zeek) 41,2% 41,2% 28,6% (—31%)
O0béM anepToB 100% 100% ~60% (—40%)
Hanéxuocts g0CcTaBKH H/ ~95% 99,97%
IpormyckHas croco6- H/J ~2000 co6./c >8200 co0./c
HOCTb
Tounocts HOpManu3armu | H/JT H/ 96,8%
900 1
) 687 mc
95-A nepu.: 921 Mc
800 - 99-3 nepu.: 1247 Mc
700 A
600 -
=
=
E‘ 500 1
¥ 340 mc
)
% 400 - T
m
m
300 A J-
180 mc
200 150 Mc T
T 1
100 1
17 mc
0 T L] 1 T
Ceprannzauna Kafka- Hopmanu- Elasticsearch- CymmMapHan
(cencop) TpaHcnopT 3auns VHOEKCaUW 3a4epxKa

Puc. 3. Pacnpenenenue 3a1epKKu 1o dTanaM koHBeepa 1t 10 000 anepros (Hopmanmsamus, Kafka-tpancnopr,

Elasticsearch-unnexcanmsi)

JIeKoMITO3uIHsl 337 KKK T0Ka3aja, YTO OCHOBHOM BKJIaJ BHOCHUT HOpMajH3a-
s (~340 mc), 3a veii cnenytot Elasticsearch-unnexcanus (~180 mc) u Katka-rpancniopt
(~150 mc). Cepuanu3zanys Ha CTOPOHE ceHcopa 3aHnMaeT npumepHo 17 mc. [IpomyckHas
CHocoOHOCTh ocTaBanach cTabmibHON 10 8200 coObITHI B CEKyHly IPU OJHOM JK3EM-
IUIIpe HOPMaJIM3aTropa; Npy rOPU30HTAIIEHOM MAacCIITaOMPOBAHUH J0 TPEX HK3EMIUIIPOB
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cucrema obpabatsiBana 10 18 500 cobObituii B cekynay (Apache Kafka Documentation).

JIByHarnpaBieHHbIH MeXaHU3M 00paTHON CBSI3M 00eCHeyml pacpoCTpaHeHue 00-
HOBJEHHBIX MpaBui oOHapyxeHus or SOC ko Bcem edge-ceHcopaM B cpenHeM 3a 2,3 ce-
kyHabl (Suricata User Guide), uTo mo3BoisieT agantupoBath koHpurypamuto IDPS 6e3
HEOOXOIMMOCTHU PyYHOU TIEPEHACTPONKU KaXKI0TO y3Ja.

PesyabTarhl n 00cyxkneHue.

[TonydeHHble pe3ysabTaThl MO3BOJSIIOT YTBEPXKAATh, YTO apXUTEKTypa Ha OCHOBE
MIOTOKOBOM LIMHBI cO001IeHHH 3(p(heKTUBHO perraeT npodieMy HHTErpaliuy pa3HOPOIHBIX
IDPS-cencopoB B pacnpenenéunoii loT-cpene. B otnuuune ot crarndeckux cxem ¢ Qaii-
70Bo# nepecwuikoil anepros (Najafi et al., 2020), notokoBasi apxuTekrypa Ha 6a3e Kafka
yCTpaHseT 331eP’KKH MOJUTUHTa U 00eCIIeYMBAET HEMTPEPBIBHYIO TOCTABKY cOObITHIA. CHH-
KCHHE JIOKHBIX cpabarbiBaHuil Ha 29-31% dYepe3 KpOoCC-CEHCOPHYIO KOPPESIIHIO HeTo-
CpEeACTBEHHO MOBBIMIAET 3()h(HEeKTUBHOCT pabOTHl AHATUTUKOB M CHIDKACT HArpy3Ky Ha
SOC (Almeida, 2023; Aktar et al., 2024).

Apxutektypa pazpaborana ¢ yuérom npuniunos ISO/IEC 27001 (ISO, 2022) u
GDPR (GDPR, 2016) B uactu mudpoBanus kanaios (TLS 1.3), ayrentudukarmm coObl-
tuii (HMAC-SHA256) u HacTpanBaeMbIX NOJIUTHUK XpaHEeHUs TesneMerpun. Hopmanusa-
s B popmar STIX 2.1 (Igbal et al., 2018) obGecneunBaeT BeHAOP-HEUTPAIBHOCTD, YTO
NPUHIUIHAIBHO BaXKHO JJIs1 MyHULIUTAIBHBIX HHPPACTPYKTYD, I1e 000pya0oBaHHUE 3aKy-
naercs y pa3lIu4yHbIX noctaBuIkoB (Aktar et al., 2024).

[TpenyioxkeHHblil 1MOAX0A OCOOEHHO peneBaHTeH s nepudepuitHbix loT-y-
CTPOMCTB, MOCKOJIBKY OH IMO3BOJISIET pa3MellaTh YacTh aHAJUTUYECKUX (PYyHKIMHA HEro-
CpeACTBEHHO Ha edge-ypoBHE, CHIKAsl 3aBUCUMOCTh OT LIEHTPAIN30BaHHOTO KaHaja CBs-
3u. Mepapxuueckasi CTpykTypa, cornacyiomasics ¢ moxaenbto Purdue (Williams, 1994),
JeNlaeT apXUTEKTypy MOHITHOM JUIS CIEIHATUCTOB MPOMBINUICHHOW aBTOMATH3AIMH U
obneryaet e€ MO3UIIMOHUPOBAHKE B PAMKaX CYIIECTBYIOINX (PpEeiiMBOPKOB O€30M1aCHOCTH
(Knapp et al., 2015).

Bwmecte ¢ Tem HeoOxoanMo ykasath Ha orpanudeHus. 3arpyska CPU edge-cenco-
poB nocrturana 85% mnpu nukoBbIX Harpyskax (Paxson, 1998), uto ocraBnser mano pe-
3epBa JAJIs JOMOJTHUTENBHBIX aHAIMTHYECKUX 331a4. Hopmanu3amust sSBiseTcss OCHOBHBIM
Y3KUM MECTOM I10 3ajiepkke (~340 mc), 1 e€ onTuMH3aIus Yepe3 KOMIUIUPYEMbIE rmapce-
pBI IIpesicTaBisgeT npakTuueckuit uurepec (Yasaei et al., 2020). 3aBHCHMOCTD OT KayecTBa
BXOJIHBIX JAHHBIX OCTA€TCs KPUTUYHON: MPHU HEKOPPEKTHBIX METKAX WM MPOITYIIEHHBIX
noJsix kauectBo ML-ananusa cHmkaercsi. Heo0XoauMocCTh neproanieckoro 1000yYeHus
Mojeneit st mporuBozeiicTBus concept drift (Mitchell et al., 2014) Tpebyer onepaunon-
HBIX pecypcoB. HakoHel, npoBepka npoBe/ieHa Ha OEHUMapK-/1aTacerax, U MOATBEpKIe-
HHUE pabOTOCIIOCOOHOCTH B pEaNIbHBIX YCIOBUAX MAacIITaOHOTO pa3BEPTHIBAHUS OCTAETCS
3aaueii OyayIIX UCCIICTOBAHUA.

Ilepcnexmuebwt pazeumus

ApXUTEKTypa NpelycMaTpuBaeT HECKOJIbKO HampaBieHHH pacimpenus. [lepsoe
13 HUX CBsi3aHO ¢ nonHOM SOAR-aBTOMaTH3a1Mel, MO3BOJSAIONICH MEPEUTH OT PyYHOTO
TpUaxka K aBTOMAaTU3UPOBAHHBIM CIICHAPHUSIM pEarvupoBaHUs, BKIIOYAsT MU3OJSIUIO CKOM-
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MIPOMETHUPOBAHHBIX YCTPOICTB U NepeHacTpOiKy ceTeBbiX noauTuk (Wardana et al., 2024;
Shabad et al., 2021). Bropoe nanpasnenue kacaetcs BHeApeHus online learning, To ecTh
MEXaHU3MOB aJJalITUBHOTO 00y4YeHUsI, KoppekTupyromux ML-moznenu Ha ocHOBe 0OpaTHOM
cBsi3M oT aHanuTHKOB SOC 0e3 moiaHoro nepeol0yyeHus Ha HCTOPUUECKUX JaHHbIX. TpeTbe
HampaBJeHUE IpenoiaaraeT MyabTHKIACCOBYIO KiIacCU(DUKALINIO MHITUIEHTOB, UTO MO3BO-
auT paznuyarh Tunbl arak (DDoS, pa3Beaka, skcrutyaranus ya3BUMOCTEN) U MPUMEHSTh
muddepeHIIMpOBaHHbIE CTPATeruu pearupoBaHus. HakoHel], KIIOYEBBIM MPAKTUYECKUM
1aroM sIBJISI€TCS] MWIOTHOE Pa3BEPTHIBAHUE B PEAIbHOM MHPPACTPYKType YMHOIO ropoja
Kazaxcrana, 4To MO3BOJIUT MPOBEPUTH PAOOTOCTIOCOOHOCTH MOAXOJA MPH MaciTabax u
YCIIOBUSIX, HE BOCIIPOM3BOIUMBIX B J1a00OPAaTOPHBIX 3KCIIEPUMEHTAX.

3akiaoueHue.

B crarpe npemoxxena apxutektypa ruokor IDPS Ha ocHOBe anropuTMOB MalnH-
HOTo OO0y4€eHHUs 111 MOHUTOPUHTA U 3aluThl nepudepuiinbix loT-ycrpoiicts. B otnnune
OT TPaJUIIMOHHBIX U30JUPOBAHHBIX CXEM, MPEAJIOKEHHBINA OAX0A 00€CeunBaeT MOAYIIb-
HYy10 00paboTKy cOOBITUH Yepe3 KOHBelep HopMalu3aluu, Aenyrinkannu, ML-ananusa,
KOppEJSLUU U IPUOPUTHU3ALMU. APXUTEKTYPHOE OMKCAaHUE CPEbl ONUPAETCS Ha Uepap-
XHUYECKOe MpeACTaBIeHUE, conacyroieecs ¢ Mmojenbio Purdue, yto mo3BosseT 4y€Tko pas-
IPaHUYUTh NEPUPEPUNHBIN, TOKATBHBIN U HEHTPATN30BaHHBIA YPOBHU 3aIIUTHI.

DxcnepuMeHTanbHas orieHka Ha garacetax BoT-IoT u TON IoT mokasana cokpa-
HIEHHUE 3aJIeP’KKH KOPPENIALNUN COOBITUN TpUMEpHO Ha 62% 1O CpaBHEHUIO ¢ OA30BBIMU
MOJIXOIaMH, CHIYKCHHE JOJIH JIOKHBIX cpabarbiBanuid Ha 29-31% 1 yMeHbIIeHne 00béMa
aJIepTOB, MOCTYMAIOMIUX aHATUTUKY, Ha 40%. TouHocTh HOpManu3auuu cocrasuia 96,8%,
MpOIycKHas cnocoObHocTh npeBbickiia 8200 coOBITUI B CEKYHIY, @ MEXaHU3M 0OpaTHON
cBs3u obecreuns oOHOBJICHUE TIPAaBUJI OOHApY)eHHUsT Ha Bcex edge-ceHcopax 3a 2,3 ce-
KyH/IbI.

[TonmydyeHnHble pe3ynapTaThl MOATBEPXKAAIOT TEPCHEKTUBHOCTbh HCIONb30BAHUS
MPEJIOKEHHON apXUTEKTYypbl MIPU MOCTPOCHUU cucTeM MoHuTOpuHra loT-undpactpyk-
TYpbl YMHBIX TOPOAOB. MOIYIbHOCTb, aJAITUBHOCTh U BEHA0P-HEUTPAIbHOCTh CUCTEMBI
CO37aI0T OCHOBY JJIsl ajpHeimero pacmmpenus cpeactsamu SOAR, online learning u
MYJIBTUKIIACCOBON Kiaccudukanuu. [Inmanupyercs nuiaoTHoe pa3BEPTHIBAHHME B paMKax
uHpacTpyKTypbl yMHOTO ropoa Kazaxcrana.
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