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Abstract. In the modern world, it begins with the understanding that information
technology plays a decisive role in the life of society. Increasing dependence on digital
systems leads to an increase in cyber threats, which requires the development of effective
tools for their detection and prevention. With the increase in the volume and complexity
of network traffic, new problems arise for security systems. Cybercriminals are
continuously improving their attack methods, making them complex and difficult to
find. In this context, network traffic analysis becomes an important tool in the arsenal of
cybersecurity professionals. With a detailed analysis of the data transmitted over the
network, it is possible to detect not only active cyberattacks, but also attempts to prepare
for them, such as port scanning or spreading malicious code. The purpose of this work is
to develop a method
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that allows to effectively analyze network traffic in order to detect signs of cyber threats.
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AnHoTtamus. Kasipri Tagaa aknaparTelK TEXHOJIOTHIIAp KOFaM OMIpiH/Ie eIy
pen arkapansl. [{udpnsik xyienepre TOyeNIUTIKTIH apTybl KHOepKayinTepiH Ke0eri-
HE oKeJei, OYJI oJap/pl aHBIKTAay MEH aJl[IbIH aJTyJAbIH THIMJII KypaJIapblH d3ipJeydl Ta-
nan erexi. JKenimik TpaguKTiH KejleMi MeH KYpACTUITiHIH apTybl KayilCi3aiK xKyienepi
YIIIH JKaHa Mocenenep TyblHAaranbl. KuOepKbpuiMbIcKepiep malybul dAicTepiH YHEMi
KETUIIPIN OTBIPabl, Oy OMapabl YaKThUIbI TaOy/bl KUBIHAATAABI. By Typreiaa skemiik
TpadukTi Tangay KMOEpKayirnci3Iik MaMaHJapbIHBIH apCEHAIBIHIAFBI MaHbI3/IbI KypajFa
aitHamyna. JKemi apKpUIbl OEpUIeTiH AepEeKTepIi erKeH-Ter kel Tanaay apKblibl OeJICeH-
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I kuOepraOyburiapsl FaHa eMeC, COHBIMEH Karap MOPTTHI CKaHepJIey HeMece 3USHIbI
KOJTHI TapaTy CUSKTHI OJIapFa JaibIHIATy OpEKETTEPiH Je aHbIKTayFa Oomanbl. by xy-
MBICTBIH MaKCaThI-KHOEPKAYINTeP IiH OCNTIIEPIH aHBIKTAay MaKCaTBIHA KUK TpapuKTI
THIM/II TaJIJIayFa MYMKIHJIK OEpeTiH 9/IiCTi d3ipIiey.

Tyitinai ce3nep: xeninik Tpaduk, xypHan ¢aiiiel, KnOepKayin, aknaparTblK Ka-
yINCI3IK, aKNapaTTHIK TEXHOIOTHSI
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AHHoTauus. B coBpemeHHOM Mupe MH(OPMAIMOHHBIE TEXHOJIOTHH MIPAIOT pe-
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BOJIUT K POCTY KHOEpyrpo3, uTo TpeOyeT pa3paldoTKu 3PPEKTUBHBIX UHCTPYMEHTOB IS
ux oOHapyxkeHHs U npenorBpaiieHus. C yBeInueHHeM 00beMa U CIOKHOCTH CETEBOTO
Tpaduka BO3HUKAIOT HOBBIE MpoOieMbl Uil cucteM Oe3omacHocTH. KubeprpecTynHuku
MOCTOSTHHO COBEPIICHCTBYIOT CBOM METOJIbI aTak, YCIOXKHSS MX U 3aTPyAHssl oOHapyxe-
Hue. B 3TOM KOHTeKcTe aHanu3 CeTeBOro Tpaduka CTAaHOBUTCSA Ba)KHBIM HHCTPYMEHTOM
B apceHajie CIelralucToB o kubepbe3zonacHoctu. brnarogaps aeransHOMYy aHaIM3y JaH-
HBIX, TIepeaBaeMbIX 110 CETH, MO)KHO OOHAPY>KUTh HE TOJIBKO aKTHBHBIE KHOEpaTaku, HO U
MOTIBITKY MOATOTOBUTHCS K HUM, TaKME€ KaK CKaHWPOBAHUE MOPTOB UJIM PACTIPOCTPAHEHUE
BpPEIOHOCHOTO Kojia. Llenbio nanHoii paboThI sBseTCs pa3paboTKa METO/1a, TO3BOJISIONIETO
3¢ (deKTHBHO aHATM3UPOBAThH CETEBOM TPA(UK C IIENIbIO BHISBICHUS MPU3HAKOB KHOEPYTPO3.

KuaroueBsle ciioBa: CereBoil Tpaduk, dain xypHanta, Kuoepyrpos3a, HHGOpMaIu-
OHHas 0e30MacHOCTh, HHPOPMAIIMOHHBIE TEXHOJIOTUU

Jast umTupoBanusi: M.A. bonar6ek, A.M. Ycmanosa, K.b. barutosa, I'.b. baiicnaii
(2026). Pa3paboTka u uccieaoBaHUE METO/Ia aHaIKM3a CETeBOro Tpaduka Jisl BHIABICHUS
KuOepyrpo3sl // MexxayHapoaHbIi KypHaT HHPOPMAIIMOHHBIX B KOMMYHUKAIITMOHHBIX TEX-
nonoruii. T. 7. No. 26. Ctp. 261-278. https://doi.org/10.54309/1JICT.2026.26.2.017. (Ha
aHII.).

KoH(uIuKT HHTEepecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUU KOH(MIMKTA HHTEPECOB.

Introduction.

The rapid expansion of distributed network infrastructures, cloud services, Internet
of Things ecosystems, and enterprise digital platforms has significantly increased the attack
surface of modern information systems. Cybercriminals continuously improve attack
techniques, making malicious activity more adaptive, stealthy, and difficult to detect using
conventional security tools.

Traditional intrusion detection systems based on static rules and signature matching
remain widely used in practice. However, their effectiveness is fundamentally constrained
by their inability to detect zero-day attacks, polymorphic malware, and unknown anomalous
behavior patterns. In modern network environments characterized by high traffic volumes
and dynamic communication structures, intelligent analytical methods are required.

Network traffic analysis represents one of the most important mechanisms for
detecting cyber threats. Analysis of packet behavior, traffic distribution, protocol anomalies,
connection statistics, and temporal deviations enables the identification of suspicious activity
even before a full-scale attack is executed.

Recent advances in machine learning have enabled the development of adaptive
intrusion detection systems capable of learning behavioral patterns from traffic data.
Nevertheless, many existing approaches rely on computationally expensive deep learning
architectures requiring large-scale labeled datasets and high-performance computing
resources. Such approaches are often difficult to deploy in real-time environments.

The scientific novelty of this research lies in the development of a computationally
efficient machine learning framework that combines:

» structured log-based traffic analysis;
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« feature engineering;

» statistical feature selection;

» lightweight classification models;

» real-time anomaly detection capability.

The proposed approach aims to achieve a balance between detection accuracy,
computational complexity, scalability, and practical applicability.

The objective of this study is to develop and experimentally validate an effective
method for cyber threat detection based on network traffic analysis using machine learning
techniques.

Literature review

Advanced detection mechanisms are critically required to address the increasing
sophistication, scale, and polymorphic nature of modern cyber threats. Conventional rule-
based approaches, including signature-based intrusion detection and prevention systems
(IDS/IPS), remain widely deployed; however, their effectiveness is fundamentally limited by
their dependence on predefined patterns, which makes them incapable of identifying zero-
day attacks and evolving threat behaviors (Mohammadi et al., 2021). As a result, a substantial
portion of malicious activities remains undetected in dynamic network environments.

Recent research has shifted towards data-driven approaches, particularly machine
learning (ML) and deep learning (DL), to overcome these limitations. Hybrid frameworks
integrating search engine technologies with ML have demonstrated improved detection
capabilities (Meshesha et al., 2023). Similarly, rank distribution-based models have
been proposed for real-time anomaly detection in high-speed traffic, showing promising
performance in profiling traffic characteristics (Wang et al., 2022). Nevertheless, these
approaches often face challenges related to scalability, sensitivity to feature selection, and
stability under varying traffic conditions.

Deep learning-based models have further extended the capabilities of traffic analysis
by enabling the extraction of complex, non-linear patterns from large-scale datasets. Studies
such as Abbasi et al. (2022) and Dong & Xia (2022) report high classification accuracy
through the application of deep neural architectures and feature engineering techniques. In
particular, ensemble and tree-based methods, including Random Forest, have demonstrated
high detection accuracy (up to 99.31%) in controlled experimental settings (Dhakad et al.,
2023). However, these models are typically computationally intensive, require large labeled
datasets, and exhibit limited interpretability, which restricts their deployment in real-time
and resource-constrained environments.

The rapid expansion of IoT ecosystems and distributed network infrastructures further
exacerbates the complexity of traffic analysis. The heterogeneity, high dimensionality, and
dynamic nature of network data introduce significant challenges for traditional analytical
models (Joshi et al., 2021). Recent surveys (Zhang et al., 2024; MDPI, 2024) highlight
that modern anomaly detection systems must simultaneously satisfy multiple conflicting
requirements, including high detection accuracy, low false positive rates, computational
efficiency, scalability, and interpretability.

Emerging paradigms, such as federated learning and unsupervised anomaly detection,
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aim to address issues related to data privacy and adaptability in distributed environments
(PMC, 2023; Chao et al., 2025). However, these approaches are still in early stages of
practical implementation and often lack sufficient validation under real-world network
conditions.

In parallel, traditional traffic inspection techniques, including packet sniffing and
forensic analysis tools (e.g., Wireshark, Splunk), remain valuable for post-event investigation
but are not suitable for automated large-scale or real-time threat detection (Meshkova, 2020;
Fotiadou et al., 2020). Furthermore, specialized network environments, such as power line
communication systems, introduce additional constraints related to signal degradation and
transmission variability (Tang, 2021), further complicating anomaly detection.

Thus, despite significant advances in ML-and DL-based approaches, the current
state of research reveals a critical gap: the absence of methods that simultaneously ensure
high detection accuracy, computational efficiency, real-time capability, and practical
deployability without reliance on large-scale training data or complex model architectures.

Table 1 — Comparative Analysis of Existing Approaches

Approach Advantages Limitations

Signature-based IDS (Snort, Fast, interpretable, low computational | Cannot detect zero-day attacks
Suricata) cost

Statistical anomaly detection | Simple implementation High false positive rate

Deep learning methods High accuracy High computational complexity
(CNN, RNN)

Ensemble ML methods Robust classification Dependence on feature engineering
Federated learning approaches | Privacy preservation Limited practical deployment

Recent research demonstrates that machine learning and deep learning significantly
improve cyber threat detection performance compared to traditional rule-based approaches.
Abbasi et al. (2022) reported that deep neural architectures can effectively identify complex
traffic patterns in large-scale datasets. Dhakad and Singh (2023) achieved detection accuracy
above 99% using ensemble learning models.

Despite high classification performance, many deep learning approaches suffer from
limited interpretability, excessive computational overhead, and reduced suitability for real-
time deployment.

Several studies emphasize that modern intrusion detection systems must
simultaneously satisfy multiple conflicting requirements:

* high detection accuracy;

* low false positive rate;

» real-time capability;

* computational efficiency;

» scalability;

* interpretability.

Existing studies rarely provide a balanced solution combining all of these
characteristics. Therefore, there remains a significant research gap related to the development
of lightweight yet effective machine learning frameworks suitable for operational
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deployment.

The proposed method addresses this gap through the integration of structured
log analysis, efficient preprocessing, feature engineering, and lightweight classification
algorithms.

In this context, the proposed method addresses this gap by introducing a structured
machine learning-based framework for network traffic analysis that integrates log data
preprocessing, feature engineering, and anomaly classification within a unified and
computationally efficient pipeline. In contrast to computationally intensive deep learning
models and less adaptive rule-based systems, the proposed approach achieves a balance
between accuracy and efficiency, making it suitable for real-time applications and
deployment in resource-constrained environments.

Materials and methods.

The development of an effective network traffic monitoring and cyber threat
detection system requires a structured and systematic approach that integrates data
processing, feature engineering, and machine learning techniques within a unified analytical
framework. In this study, a method is proposed for detecting and classifying cyber threats
based on the analysis of network log data. The proposed approach is designed to ensure
scalability, computational efficiency, and applicability in real-time environments.

The overall architecture of the system includes several interconnected components
responsible for data acquisition, preprocessing, feature extraction, classification, and
visualization. Network traffic data is collected in the form of log files from monitored
systems and stored in structured formats such as CSV. The dataset contains both normal
traffic and anomalous activity, allowing the model to learn patterns associated with cyber
threats.

As shown in Fig. 1, the system integrates multiple modules to ensure efficient
processing and detection of cyber threats.

— _
Research topic Log files

Wifi Cleaning log files:
Corporate network Log ﬂ.lc Logging
collection

——

Ki
) Learning machine learnin
conducting -— Sample evaluation gm:thm‘ls ¢
research and
analysis of threats

Fig. 1. Architecture of the cyber threat detection and classification system in the network
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Algorithm 1: Network Traffic Anomaly Detection

Input: Network log dataset D

Output: Classified traffic (normal / anomaly)

1. Collect raw log data D

2. Preprocess D (cleaning, normalization, missing values handling)

3. Extract feature set F from D

4. Apply feature selection to obtain optimal subset F’

5. Split dataset into training set (70 %) and testing set (30 %)

6. Train model M using F’

7. Evaluate model performance using test set

8. Classity incoming traffic using trained model M

9. Output detected anomalies

End Algorithm

The proposed framework integrates preprocessing, feature engineering, machine
learning classification, and visualization into a unified cybersecurity monitoring pipeline.

Metwork Logs Collection

v
Data Cleaning & Préprocessing

v

Feature Extraction

L ]
Feature Selection

y
Model Tramning

-
Threat Classification

v
Angmaly Detection

v

Visualizabion & Alerting

Fig. 2. Block diagram of the proposed cyber threat detection algorithm.

Let the network traffic dataset be defined as:

D = {x1, X2, ..., Xa} (1)
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where x; represents a feature vector extracted from log data.

Each instance is associated with a label y; € {{]!] }!

where:

0 — normal traffic

1 — anomalous traffic

The classification task is to learn a function:

. X->Y

such that f(x;) = y: with minimal classification error.

The computational complexity of the proposed method is primarily determined by
the training phase of the selected machine learning model. For example, Random Forest
has a complexity of O(n log n), which allows efficient processing of large-scale datasets
compared to deep learning approaches with significantly higher computational costs.

The selected machine learning models were chosen based on their balance
between accuracy, interpretability, and computational efficiency. Random Forest
provides robustness against overfitting and handles high-dimensional data effectively.
Support Vector Machine is suitable for complex classification boundaries, while Logistic
Regression serves as a baseline model for comparative evaluation.

The proposed method enables detection of various types of cyber threats, including:

— port scanning

— denial-of-service (DoS) attacks

— abnormal packet size manipulation

— suspicious connection resets

This demonstrates its applicability in real-world cybersecurity scenarios.

Despite its effectiveness, the proposed method has certain limitations, including
dependency on labeled data and reduced performance in the presence of highly imbalanced
datasets. Future improvements may include the integration of unsupervised learning
techniques to address these limitations.

Despite its effectiveness, the proposed method has certain limitations, including
dependency on labeled data and reduced performance in the presence of highly imbalanced
datasets. Future improvements may include the integration of unsupervised learning
techniques to address these limitations.

At the preprocessing stage, raw log data is cleaned by removing incomplete,
duplicate, and irrelevant records. Missing values are handled, and normalization
techniques are applied to ensure consistency and comparability across features. This step
is essential for improving the quality of the input data and enhancing the stability of the
machine learning models.

The experimental dataset was formed using structured network traffic logs collected
in a controlled laboratory environment and supplemented with benchmark traces inspired
by the CICIDS2017 and UNSW-NBI15 datasets.

The laboratory environment included:

e Linux-based servers;

*  Windows client machines;
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« simulated enterprise network topology;

* web services;

e SSH and FTP services;

e database traffic;

* wireless network traffic.

* Traffic generation and attack simulation were performed using:

*  Wireshark;

*  Nmap;

* Hping3;

*  Metasploit;

» custom Python traffic generation scripts.

The final dataset contained 10,248 traffic records.
Table 2 — Class Distribution

Traffic Type Number of Records | Percentage
Normal traffic 6,184 60.3 %
DoS attacks 1,524 14.9 %
Port scanning 1,187 11.6 %
TCP reset anomalies 763 7.4 %
Unauthorized access attempts 590 5.8%

The dataset was manually verified and labeled using predefined anomaly thresholds
and cybersecurity rules.

To avoid class imbalance issues, stratified sampling was applied during dataset
splitting.

The dataset was divided into:

* 70 % training subset;

* 30 % testing subset.

Five-fold stratified cross-validation was additionally applied.

Feature extraction involves deriving a set of informative parameters from the log
data, including source and destination IP addresses, port numbers, protocol types (TCP/
UDP), packet size, traffic volume, time intervals, session duration, and connection flags
such as SYN, ACK, and RST. These features capture both structural and behavioral
characteristics of network traffic. To further improve model performance and reduce
dimensionality, feature selection is performed using correlation analysis and statistical
filtering, allowing the identification of the most significant attributes contributing to
anomaly detection.

The classification stage is based on the application of machine learning algorithms
trained on labeled data. In this study, several models are considered, including Random
Forest, Support Vector Machine, and Logistic Regression, which provide a balance
between accuracy and computational efficiency. The dataset is divided into training and
testing subsets in a 70/30 ratio. Model performance is evaluated using standard metrics
such as accuracy, precision, recall, and F1-score, ensuring a comprehensive assessment of
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detection quality.

Following training and validation, the model is used to classify network traffic into
normal and anomalous categories, enabling the detection of potential cyber threats. The
results are further analyzed and visualized using graphical tools, which provide insights
into traffic behavior and detected anomalies, supporting decision-making processes in
network security management.

A critical aspect of the proposed approach is feature engineering, which incorporates
not only statistical parameters but also temporal and behavioral characteristics of traffic.
In certain cases, natural language processing techniques are applied to log content to
extract semantic patterns, enhancing the model’s ability to distinguish between normal and
malicious activity.

After successful evaluation, the trained model is integrated into a real-time
monitoring system capable of analyzing incoming network data streams. The system
includes a user interface for visualization and supports continuous monitoring and alert
generation. To maintain effectiveness under evolving cyber threat conditions, the model
is periodically retrained using updated datasets, ensuring adaptability and long-term
performance.

The evaluation of network traffic is based on key performance indicators that
characterize the quality and behavior of data transmission. These include traffic volume,
which reflects the total amount of transmitted data; bandwidth, representing the maximum
transmission capacity; latency, indicating the delay in data transfer; packet loss, measuring
the percentage of lost packets; and Quality of Service (QoS), which evaluates overall
network reliability. These parameters provide a quantitative basis for detecting anomalies
and assessing system performance.

In contrast to conventional approaches that rely either on static rule-based detection
or computationally intensive deep learning models, the proposed method introduces a
balanced framework that combines structured log-based analysis, efficient feature selection,
and lightweight machine learning algorithms. This enables high detection performance
while maintaining low computational complexity, making the approach suitable for real-
time applications and deployment in resource-constrained environments.

Results and discussion.

The experimental dataset was formed using structured network traffic logs collected
in a controlled laboratory environment and supplemented with benchmark traffic traces
inspired by CICIDS2017 and UNSW-NBI15 datasets. The final dataset contained 10,248
records, including both normal and malicious traffic.

The malicious traffic classes included denial-of-service (DoS) attacks, port scanning
attempts, abnormal TCP reset behavior, suspicious packet bursts, and unauthorized
connection attempts. The dataset was manually verified and labeled using predefined
cybersecurity rules and anomaly thresholds.

The following attributes were extracted from the raw log files:

- Source IP address

- Destination IP address
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- Source port

- Destination port

- Protocol type (TCP/UDP)

- Packet size

- Session duration

- Number of packets

- SYN, ACK, and RST flags

- Traffic rate

- Timestamp intervals

Feature selection was performed using correlation analysis, mutual information
ranking, variance threshold filtering, and recursive feature elimination. The final feature
subset consisted of the most informative attributes for anomaly classification.

At the initial stage, exploratory data analysis was performed to assess the structure,
completeness, and distribution of the dataset. A representative fragment of the processed
dataset, including key traffic attributes, is shown in Fig. 3. The analysis confirms that
the dataset contains sufficient variability in traffic characteristics, making it suitable for
anomaly detection tasks.
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Fig. 3. Information about log files

To evaluate traffic composition, the distribution of connections across transport
protocols was analyzed. The results indicate a predominance of TCP traffic, which
is expected due to its widespread use in reliable data transmission, while UDP traffic
represents a significant portion associated with lightweight and real-time communication.
The observed distribution reflects realistic network conditions and supports the validity of
the dataset. The protocol distribution is illustrated in Fig. 4.
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Fig. 4. Number of TCP and UDP ports

A key component of the analysis involves the detection of anomalies based on
deviations in traffic behavior. In this study, particular attention is given to traffic length
deviations, which serve as an indicator of abnormal activity. Significant deviations from
typical packet sizes may correspond to malicious actions such as denial-of-service (DoS)
attacks, buffer overflow attempts, or abnormal traffic bursts.

The temporal evolution of traffic length, along with detected anomalies, is presented
in Fig. 5. The identified peaks represent statistically significant deviations from baseline
traffic patterns. These anomalies indicate irregular activity and may correspond to attack
scenarios or abnormal system behavior. The clustering of anomalies in specific time intervals
suggests potential coordinated activity rather than random fluctuations.
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Fig. 5. Result obtained by dataset
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In addition to packet size analysis, control-level traffic indicators were examined.
In particular, TCP RST (Reset) packets were analyzed as they represent abrupt termination
of connections. A high frequency of RST packets may indicate network scanning, failed
connection attempts, or malicious disruption of communication sessions.

Table 3 — Comparative Experimental Evaluation

Model Accuracy | Precision Recall F1-score
Logistic Regression 88.4 % 86.9 % 84.2 % 85.5%
Support Vector Machine 91.7 % 90.8 % 89.4 % 90.1 %
Random Forest 94.2 % 92.8 % 91.5% 92.1%

The Random Forest model demonstrated the highest overall detection performance
while maintaining acceptable computational complexity for real-time deployment.

To ensure robustness, 5-fold cross-validation was applied. The standard deviation
of model accuracy remained below 1.8 %, indicating stable and reliable classification
performance.

Confusion Matrix

Mormal -

Anormaly

T

Normal Anomaly

Fig. 6. Confusion matrix of the Random Forest classifier.

Statistical analysis of the dataset revealed a noticeable concentration of RST packets,
which may be interpreted as a sign of reconnaissance activity or network instability.
Furthermore, the distribution of frequently used source and destination ports highlights
potential hotspots of network activity. These results are summarized in Fig. 7, which
provides an aggregated view of key traffic characteristics.
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Fig. 7. ROC curve for anomaly detection.
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Fig. 8. Cyber threat detection results
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From a machine learning perspective, the dataset was used to train and evaluate
classification models for anomaly detection. The data was divided into training (70 %) and
testing (30 %) subsets to ensure objective and unbiased evaluation. The classification task
involves distinguishing between normal and anomalous traffic based on extracted features.

Table 4 — Comparative Analysis with Existing Approaches

Method Accuracy Complexity Real-time suitability
Signature-based IDS 81 % Low High

CNN-based Deep Learning 96 % Very High Medium

Proposed Method 94.2 % Medium High

Compared with conventional signature-based intrusion detection systems, the
proposed method provides significantly improved anomaly detection accuracy. At the same
time, unlike computationally expensive deep learning models, the proposed framework
achieves lower computational overhead and better real-time applicability.

The performance of the proposed method was evaluated using standard classification
metrics. The obtained results are as follows:

Accuracy: 94.2 %

Precision: 92.8 %

Recall: 91.5 %

Fl-score: 92.1 %

These metrics indicate that the model achieves a high level of detection accuracy
while maintaining a balanced trade-off between false positives and false negatives. In
particular, the relatively high recall value confirms the model’s ability to identify the
majority of anomalous events, which is critical in cybersecurity applications.

The experimental results demonstrate that combining structured feature engineering
with machine learning classification enables accurate and scalable cyber threat detection.
The proposed approach effectively identifies deviations in packet size, abnormal TCP reset
behavior, and suspicious connection patterns.

One important advantage of the proposed framework lies in its balance between
interpretability and detection performance. While deep learning approaches often operate as
black-box systems, Random Forest and Logistic Regression models provide clearer insight
into feature importance and decision-making processes.

Overall, the results confirm the robustness, adaptability, and practical applicability
of the proposed method for network traffic analysis and cyber threat detection in modern
network environments.

Conclusion.

The revised study presents a comprehensive machine learning-based framework
for network traffic analysis and cyber threat detection. The proposed method demonstrates
high classification accuracy, robustness, and scalability while maintaining moderate
computational complexity suitable for real-time deployment in cybersecurity monitoring
systems.

This study presented a machine learning-based framework for network traffic
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analysis and cyber threat detection.

The proposed method integrates:

» structured log analysis;

* preprocessing;

« feature engineering;

o feature selection;

* lightweight machine learning classification.

The experimental evaluation demonstrated that the Random Forest classifier
achieved the highest detection performance with:

* Accuracy: 94.2 %;

* Precision: 92.8 %;

* Recall: 91.5 %;

* Fl-score: 92.1 %j;

*« ROC-AUC: 0.963.

The framework demonstrated strong robustness, scalability, and computational
efficiency suitable for real-time deployment.

Compared with traditional signature-based approaches, the proposed method
provides significantly improved anomaly detection capability.

Compared with deep learning architectures, the framework requires fewer
computational resources while maintaining high classification quality.

Future work will focus on:

* expanding the dataset;

* integrating unsupervised learning methods;

» streaming traffic analysis;

* SIEM integration;

* adaptive online learning.

The results confirm that the proposed approach represents an effective and
practically applicable solution for cyber threat detection in modern network environments.

This study presented a method for network traffic analysis aimed at detecting
cyber threats based on structured log data and machine learning techniques. The proposed
approach integrates data preprocessing, feature extraction, and classification within a
unified framework, enabling effective identification of anomalous network behavior.

The experimental results demonstrate that the method achieves high detection
performance, with accuracy exceeding 94 %, while maintaining a balanced trade-off
between precision and recall. The approach effectively identifies both statistical anomalies
(e.g., deviations in packet size) and behavioral anomalies (e.g., abnormal connection
patterns and excessive RST activity), which are critical indicators of potential cyber threats.

A key contribution of this work lies in the development of a computationally
efficient and practically applicable method that does not rely on complex deep learning
architectures or large-scale datasets. This makes the proposed solution suitable for real-
time deployment in network monitoring systems and integration into existing intrusion
detection infrastructures.
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Unlike traditional rule-based systems, the proposed method demonstrates
adaptability to dynamic network conditions and evolving threat patterns, thereby improving
the robustness of cyber threat detection. At the same time, compared to computationally
intensive deep learning approaches, it provides a more efficient alternative with lower
resource requirements.

Despite the promising results, the study has certain limitations. The performance of
the model depends on the quality and representativeness of the training data, and the method
may be less effective in detecting highly sophisticated or previously unseen attack types.

Future work will focus on expanding the dataset, incorporating more diverse
traffic scenarios, and enhancing detection capabilities through the integration of advanced
techniques, including deep learning and unsupervised anomaly detection methods.

In summary, the results confirm that the proposed method provides a reliable, efficient,
and scalable solution for network traffic analysis and cyber threat detection, contributing to
the improvement of security and resilience in modern information systems.
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