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Abstract. In the modern world, it begins with the understanding that information 
technology plays a decisive role in the life of society. Increasing dependence on digital 
systems leads to an increase in cyber threats, which requires the development of effective 
tools for their detection and prevention. With the increase in the volume and complexity 
of network traffic, new problems arise for security systems. Cybercriminals are 
continuously improving their attack methods, making them complex and difficult to 
find. In this context, network traffic analysis becomes an important tool in the arsenal of 
cybersecurity professionals. With a detailed analysis of the data transmitted over the 
network, it is possible to detect not only active cyberattacks, but also attempts to prepare 
for them, such as port scanning or spreading malicious code. The purpose of this work is 
to develop a method 
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Аннотация. Қазіргі таңда ақпараттық технологиялар қоғам өмірінде шешуші 
рөл атқарады. Цифрлық жүйелерге тәуелділіктің артуы киберқауіптердің көбеюі-
не әкеледі, бұл оларды анықтау мен алдын алудың тиімді құралдарын әзірлеуді та-
лап етеді. Желілік трафиктің көлемі мен күрделілігінің артуы қауіпсіздік жүйелері 
үшін жаңа мәселелер туындатады. Киберқылмыскерлер шабуыл әдістерін үнемі 
жетілдіріп отырады, бұл оларды уақтылы табуды қиындатады. Бұл тұрғыда желілік 
трафикті талдау киберқауіпсіздік мамандарының арсеналындағы маңызды құралға 
айналуда. Желі арқылы берілетін деректерді егжей-тегжейлі талдау арқылы белсен-
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ді кибершабуылдарды ғана емес, сонымен қатар портты сканерлеу немесе зиянды 
кодты тарату сияқты оларға дайындалу әрекеттерін де анықтауға болады. Бұл жұ-
мыстың мақсаты-киберқауіптердің белгілерін анықтау мақсатында желілік трафикті 
тиімді талдауға мүмкіндік беретін әдісті әзірлеу.

Түйінді сөздер: желілік трафик, журнал файлы, киберқауіп, ақпараттық қа-
уіпсіздік, ақпараттық технология
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Аннотация. В современном мире информационные технологии играют ре-
шающую роль в жизни общества. Растущая зависимость от цифровых систем при-
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водит к росту киберугроз, что требует разработки эффективных инструментов для 
их обнаружения и предотвращения. С увеличением объема и сложности сетевого 
трафика возникают новые проблемы для систем безопасности. Киберпреступники 
постоянно совершенствуют свои методы атак, усложняя их и затрудняя обнаруже-
ние. В этом контексте анализ сетевого трафика становится важным инструментом 
в арсенале специалистов по кибербезопасности. Благодаря детальному анализу дан-
ных, передаваемых по сети, можно обнаружить не только активные кибератаки, но и 
попытки подготовиться к ним, такие как сканирование портов или распространение 
вредоносного кода. Целью данной работы является разработка метода, позволяющего 
эффективно анализировать сетевой трафик с целью выявления признаков киберугроз.

Ключевые слова: Сетевой трафик, файл журнала, киберугроза, информаци-
онная безопасность, информационные технологии
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Introduction.
The rapid expansion of distributed network infrastructures, cloud services, Internet 

of Things ecosystems, and enterprise digital platforms has significantly increased the attack 
surface of modern information systems. Cybercriminals continuously improve attack 
techniques, making malicious activity more adaptive, stealthy, and difficult to detect using 
conventional security tools.

Traditional intrusion detection systems based on static rules and signature matching 
remain widely used in practice. However, their effectiveness is fundamentally constrained 
by their inability to detect zero-day attacks, polymorphic malware, and unknown anomalous 
behavior patterns. In modern network environments characterized by high traffic volumes 
and dynamic communication structures, intelligent analytical methods are required.

Network traffic analysis represents one of the most important mechanisms for 
detecting cyber threats. Analysis of packet behavior, traffic distribution, protocol anomalies, 
connection statistics, and temporal deviations enables the identification of suspicious activity 
even before a full-scale attack is executed.

Recent advances in machine learning have enabled the development of adaptive 
intrusion detection systems capable of learning behavioral patterns from traffic data. 
Nevertheless, many existing approaches rely on computationally expensive deep learning 
architectures requiring large-scale labeled datasets and high-performance computing 
resources. Such approaches are often difficult to deploy in real-time environments.

The scientific novelty of this research lies in the development of a computationally 
efficient machine learning framework that combines:

• structured log-based traffic analysis;
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• feature engineering;
• statistical feature selection;
• lightweight classification models;
• real-time anomaly detection capability.
The proposed approach aims to achieve a balance between detection accuracy,

computational complexity, scalability, and practical applicability.
The objective of this study is to develop and experimentally validate an effective 

method for cyber threat detection based on network traffic analysis using machine learning 
techniques.

Literature review
Advanced detection mechanisms are critically required to address the increasing 

sophistication, scale, and polymorphic nature of modern cyber threats. Conventional rule-
based approaches, including signature-based intrusion detection and prevention systems 
(IDS/IPS), remain widely deployed; however, their effectiveness is fundamentally limited by 
their dependence on predefined patterns, which makes them incapable of identifying zero-
day attacks and evolving threat behaviors (Mohammadi et al., 2021). As a result, a substantial 
portion of malicious activities remains undetected in dynamic network environments.

Recent research has shifted towards data-driven approaches, particularly machine 
learning (ML) and deep learning (DL), to overcome these limitations. Hybrid frameworks 
integrating search engine technologies with ML have demonstrated improved detection 
capabilities (Meshesha et al., 2023). Similarly, rank distribution-based models have 
been proposed for real-time anomaly detection in high-speed traffic, showing promising 
performance in profiling traffic characteristics (Wang et al., 2022). Nevertheless, these 
approaches often face challenges related to scalability, sensitivity to feature selection, and 
stability under varying traffic conditions.

Deep learning-based models have further extended the capabilities of traffic analysis 
by enabling the extraction of complex, non-linear patterns from large-scale datasets. Studies 
such as Abbasi et al. (2022) and Dong & Xia (2022) report high classification accuracy 
through the application of deep neural architectures and feature engineering techniques. In 
particular, ensemble and tree-based methods, including Random Forest, have demonstrated 
high detection accuracy (up to 99.31%) in controlled experimental settings (Dhakad et al., 
2023). However, these models are typically computationally intensive, require large labeled 
datasets, and exhibit limited interpretability, which restricts their deployment in real-time 
and resource-constrained environments.

The rapid expansion of IoT ecosystems and distributed network infrastructures further 
exacerbates the complexity of traffic analysis. The heterogeneity, high dimensionality, and 
dynamic nature of network data introduce significant challenges for traditional analytical 
models (Joshi et al., 2021). Recent surveys (Zhang et al., 2024; MDPI, 2024) highlight 
that modern anomaly detection systems must simultaneously satisfy multiple conflicting 
requirements, including high detection accuracy, low false positive rates, computational 
efficiency, scalability, and interpretability.

Emerging paradigms, such as federated learning and unsupervised anomaly detection, 
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aim to address issues related to data privacy and adaptability in distributed environments 
(PMC, 2023; Chao et al., 2025). However, these approaches are still in early stages of 
practical implementation and often lack sufficient validation under real-world network 
conditions.

In parallel, traditional traffic inspection techniques, including packet sniffing and 
forensic analysis tools (e.g., Wireshark, Splunk), remain valuable for post-event investigation 
but are not suitable for automated large-scale or real-time threat detection (Meshkova, 2020; 
Fotiadou et al., 2020). Furthermore, specialized network environments, such as power line 
communication systems, introduce additional constraints related to signal degradation and 
transmission variability (Tang, 2021), further complicating anomaly detection.

Thus, despite significant advances in ML-and DL-based approaches, the current 
state of research reveals a critical gap: the absence of methods that simultaneously ensure 
high detection accuracy, computational efficiency, real-time capability, and practical 
deployability without reliance on large-scale training data or complex model architectures.

Table 1 – Comparative Analysis of Existing Approaches
Approach Advantages Limitations
Signature-based IDS (Snort, 
Suricata)

Fast, interpretable, low computational 
cost

Cannot detect zero-day attacks

Statistical anomaly detection Simple implementation High false positive rate
Deep learning methods 
(CNN, RNN)

High accuracy High computational complexity

Ensemble ML methods Robust classification Dependence on feature engineering
Federated learning approaches Privacy preservation Limited practical deployment

Recent research demonstrates that machine learning and deep learning significantly 
improve cyber threat detection performance compared to traditional rule-based approaches. 
Abbasi et al. (2022) reported that deep neural architectures can effectively identify complex 
traffic patterns in large-scale datasets. Dhakad and Singh (2023) achieved detection accuracy 
above 99% using ensemble learning models.

Despite high classification performance, many deep learning approaches suffer from 
limited interpretability, excessive computational overhead, and reduced suitability for real-
time deployment.

Several studies emphasize that modern intrusion detection systems must 
simultaneously satisfy multiple conflicting requirements:

• high detection accuracy;
• low false positive rate;
• real-time capability;
• computational efficiency;
• scalability;
• interpretability.
Existing studies rarely provide a balanced solution combining all of these

characteristics. Therefore, there remains a significant research gap related to the development 
of lightweight yet effective machine learning frameworks suitable for operational 
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deployment.
The proposed method addresses this gap through the integration of structured 

log analysis, efficient preprocessing, feature engineering, and lightweight classification 
algorithms.

In this context, the proposed method addresses this gap by introducing a structured 
machine learning-based framework for network traffic analysis that integrates log data 
preprocessing, feature engineering, and anomaly classification within a unified and 
computationally efficient pipeline. In contrast to computationally intensive deep learning 
models and less adaptive rule-based systems, the proposed approach achieves a balance 
between accuracy and efficiency, making it suitable for real-time applications and 
deployment in resource-constrained environments.

Materials and methods.
The development of an effective network traffic monitoring and cyber threat 

detection system requires a structured and systematic approach that integrates data 
processing, feature engineering, and machine learning techniques within a unified analytical 
framework. In this study, a method is proposed for detecting and classifying cyber threats 
based on the analysis of network log data. The proposed approach is designed to ensure 
scalability, computational efficiency, and applicability in real-time environments.

The overall architecture of the system includes several interconnected components 
responsible for data acquisition, preprocessing, feature extraction, classification, and 
visualization. Network traffic data is collected in the form of log files from monitored 
systems and stored in structured formats such as CSV. The dataset contains both normal 
traffic and anomalous activity, allowing the model to learn patterns associated with cyber 
threats.

As shown in Fig. 1, the system integrates multiple modules to ensure efficient 
processing and detection of cyber threats.

Fig. 1. Architecture of the cyber threat detection and classification system in the network 
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Algorithm 1: Network Traffic Anomaly Detection
Input: Network log dataset D  
Output: Classified traffic (normal / anomaly)
1. Collect raw log data D
2. Preprocess D (cleaning, normalization, missing values handling)
3. Extract feature set F from D
4. Apply feature selection to obtain optimal subset F’
5. Split dataset into training set (70 %) and testing set (30 %)
6. Train model M using F’
7. Evaluate model performance using test set
8. Classify incoming traffic using trained model M
9. Output detected anomalies
End Algorithm
The proposed framework integrates preprocessing, feature engineering, machine

learning classification, and visualization into a unified cybersecurity monitoring pipeline.

Fig. 2. Block diagram of the proposed cyber threat detection algorithm.

Let the network traffic dataset be defined as:

D = {x₁, x₂, ..., xₙ} (1)



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Іs. 2 (26). INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Іs. 2 (26).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License269

where xᵢ represents a feature vector extracted from log data.
Each instance is associated with a label 
where:
0 – normal traffic
1 – anomalous traffic
The classification task is to learn a function:
f: X → Y
such that f(xᵢ) = yᵢ with minimal classification error.
The computational complexity of the proposed method is primarily determined by 

the training phase of the selected machine learning model. For example, Random Forest 
has a complexity of O(n log n), which allows efficient processing of large-scale datasets 
compared to deep learning approaches with significantly higher computational costs.

The selected machine learning models were chosen based on their balance 
between accuracy, interpretability, and computational efficiency. Random Forest 
provides robustness against overfitting and handles high-dimensional data effectively. 
Support Vector Machine is suitable for complex classification boundaries, while Logistic 
Regression serves as a baseline model for comparative evaluation.

The proposed method enables detection of various types of cyber threats, including:
– port scanning
– denial-of-service (DoS) attacks
– abnormal packet size manipulation
– suspicious connection resets
This demonstrates its applicability in real-world cybersecurity scenarios.
Despite its effectiveness, the proposed method has certain limitations, including

dependency on labeled data and reduced performance in the presence of highly imbalanced 
datasets. Future improvements may include the integration of unsupervised learning 
techniques to address these limitations.

Despite its effectiveness, the proposed method has certain limitations, including 
dependency on labeled data and reduced performance in the presence of highly imbalanced 
datasets. Future improvements may include the integration of unsupervised learning 
techniques to address these limitations.

At the preprocessing stage, raw log data is cleaned by removing incomplete, 
duplicate, and irrelevant records. Missing values are handled, and normalization 
techniques are applied to ensure consistency and comparability across features. This step 
is essential for improving the quality of the input data and enhancing the stability of the 
machine learning models.

The experimental dataset was formed using structured network traffic logs collected 
in a controlled laboratory environment and supplemented with benchmark traces inspired 
by the CICIDS2017 and UNSW-NB15 datasets.

The laboratory environment included:
• Linux-based servers;
• Windows client machines;
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• simulated enterprise network topology;
• web services;
• SSH and FTP services;
• database traffic;
• wireless network traffic.
• Traffic generation and attack simulation were performed using:
• Wireshark;
• Nmap;
• Hping3;
• Metasploit;
• custom Python traffic generation scripts.
The final dataset contained 10,248 traffic records.

Table 2 – Class Distribution
Traffic Type Number of Records Percentage

Normal traffic 6,184 60.3 %
DoS attacks 1,524 14.9 %

Port scanning 1,187 11.6 %
TCP reset anomalies 763 7.4 %

Unauthorized access attempts 590 5.8 %

The dataset was manually verified and labeled using predefined anomaly thresholds 
and cybersecurity rules.

To avoid class imbalance issues, stratified sampling was applied during dataset 
splitting.

The dataset was divided into:
• 70 % training subset;
• 30 % testing subset.
Five-fold stratified cross-validation was additionally applied.
Feature extraction involves deriving a set of informative parameters from the log

data, including source and destination IP addresses, port numbers, protocol types (TCP/
UDP), packet size, traffic volume, time intervals, session duration, and connection flags 
such as SYN, ACK, and RST. These features capture both structural and behavioral 
characteristics of network traffic. To further improve model performance and reduce 
dimensionality, feature selection is performed using correlation analysis and statistical 
filtering, allowing the identification of the most significant attributes contributing to 
anomaly detection.

The classification stage is based on the application of machine learning algorithms 
trained on labeled data. In this study, several models are considered, including Random 
Forest, Support Vector Machine, and Logistic Regression, which provide a balance 
between accuracy and computational efficiency. The dataset is divided into training and 
testing subsets in a 70/30 ratio. Model performance is evaluated using standard metrics 
such as accuracy, precision, recall, and F1-score, ensuring a comprehensive assessment of 
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detection quality.
Following training and validation, the model is used to classify network traffic into 

normal and anomalous categories, enabling the detection of potential cyber threats. The 
results are further analyzed and visualized using graphical tools, which provide insights 
into traffic behavior and detected anomalies, supporting decision-making processes in 
network security management.

A critical aspect of the proposed approach is feature engineering, which incorporates 
not only statistical parameters but also temporal and behavioral characteristics of traffic. 
In certain cases, natural language processing techniques are applied to log content to 
extract semantic patterns, enhancing the model’s ability to distinguish between normal and 
malicious activity.

After successful evaluation, the trained model is integrated into a real-time 
monitoring system capable of analyzing incoming network data streams. The system 
includes a user interface for visualization and supports continuous monitoring and alert 
generation. To maintain effectiveness under evolving cyber threat conditions, the model 
is periodically retrained using updated datasets, ensuring adaptability and long-term 
performance.

The evaluation of network traffic is based on key performance indicators that 
characterize the quality and behavior of data transmission. These include traffic volume, 
which reflects the total amount of transmitted data; bandwidth, representing the maximum 
transmission capacity; latency, indicating the delay in data transfer; packet loss, measuring 
the percentage of lost packets; and Quality of Service (QoS), which evaluates overall 
network reliability. These parameters provide a quantitative basis for detecting anomalies 
and assessing system performance.

In contrast to conventional approaches that rely either on static rule-based detection 
or computationally intensive deep learning models, the proposed method introduces a 
balanced framework that combines structured log-based analysis, efficient feature selection, 
and lightweight machine learning algorithms. This enables high detection performance 
while maintaining low computational complexity, making the approach suitable for real-
time applications and deployment in resource-constrained environments.

Results and discussion.
The experimental dataset was formed using structured network traffic logs collected 

in a controlled laboratory environment and supplemented with benchmark traffic traces 
inspired by CICIDS2017 and UNSW-NB15 datasets. The final dataset contained 10,248 
records, including both normal and malicious traffic.

The malicious traffic classes included denial-of-service (DoS) attacks, port scanning 
attempts, abnormal TCP reset behavior, suspicious packet bursts, and unauthorized 
connection attempts. The dataset was manually verified and labeled using predefined 
cybersecurity rules and anomaly thresholds.

The following attributes were extracted from the raw log files:
- Source IP address
- Destination IP address
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- Source port
- Destination port
- Protocol type (TCP/UDP)
- Packet size
- Session duration
- Number of packets
- SYN, ACK, and RST flags
- Traffic rate
- Timestamp intervals
Feature selection was performed using correlation analysis, mutual information

ranking, variance threshold filtering, and recursive feature elimination. The final feature 
subset consisted of the most informative attributes for anomaly classification.

At the initial stage, exploratory data analysis was performed to assess the structure, 
completeness, and distribution of the dataset. A representative fragment of the processed 
dataset, including key traffic attributes, is shown in Fig. 3. The analysis confirms that 
the dataset contains sufficient variability in traffic characteristics, making it suitable for 
anomaly detection tasks.

Fig. 3. Information about log files

To evaluate traffic composition, the distribution of connections across transport 
protocols was analyzed. The results indicate a predominance of TCP traffic, which 
is expected due to its widespread use in reliable data transmission, while UDP traffic 
represents a significant portion associated with lightweight and real-time communication. 
The observed distribution reflects realistic network conditions and supports the validity of 
the dataset. The protocol distribution is illustrated in Fig. 4.
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- Source port
- Destination port
- Protocol type (TCP/UDP)
- Packet size
- Session duration
- Number of packets
- SYN, ACK, and RST flags
- Traffic rate
- Timestamp intervals
Feature selection was performed using correlation analysis, mutual information 

ranking, variance threshold filtering, and recursive feature elimination. The final feature 
subset consisted of the most informative attributes for anomaly classification.

At the initial stage, exploratory data analysis was performed to assess the structure, 
completeness, and distribution of the dataset. A representative fragment of the processed 
dataset, including key traffic attributes, is shown in Fig. 3. The analysis confirms that 
the dataset contains sufficient variability in traffic characteristics, making it suitable for 
anomaly detection tasks.

Fig. 3. Information about log files

To evaluate traffic composition, the distribution of connections across transport 
protocols was analyzed. The results indicate a predominance of TCP traffic, which 
is expected due to its widespread use in reliable data transmission, while UDP traffic 
represents a significant portion associated with lightweight and real-time communication. 
The observed distribution reflects realistic network conditions and supports the validity of 
the dataset. The protocol distribution is illustrated in Fig. 4.

Fig. 4. Number of TCP and UDP ports

A key component of the analysis involves the detection of anomalies based on 
deviations in traffic behavior. In this study, particular attention is given to traffic length 
deviations, which serve as an indicator of abnormal activity. Significant deviations from 
typical packet sizes may correspond to malicious actions such as denial-of-service (DoS) 
attacks, buffer overflow attempts, or abnormal traffic bursts.

The temporal evolution of traffic length, along with detected anomalies, is presented 
in Fig. 5. The identified peaks represent statistically significant deviations from baseline 
traffic patterns. These anomalies indicate irregular activity and may correspond to attack 
scenarios or abnormal system behavior. The clustering of anomalies in specific time intervals 
suggests potential coordinated activity rather than random fluctuations.

Fig. 5. Result obtained by dataset
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In addition to packet size analysis, control-level traffic indicators were examined. 
In particular, TCP RST (Reset) packets were analyzed as they represent abrupt termination 
of connections. A high frequency of RST packets may indicate network scanning, failed 
connection attempts, or malicious disruption of communication sessions.

Table 3 – Comparative Experimental Evaluation
Model Accuracy Precision Recall F1-score
Logistic Regression 88.4 % 86.9 % 84.2 % 85.5 %
Support Vector Machine 91.7 % 90.8 % 89.4 % 90.1 %
Random Forest 94.2 % 92.8 % 91.5 % 92.1 %

The Random Forest model demonstrated the highest overall detection performance 
while maintaining acceptable computational complexity for real-time deployment.

To ensure robustness, 5-fold cross-validation was applied. The standard deviation 
of model accuracy remained below 1.8 %, indicating stable and reliable classification 
performance.

Fig. 6. Confusion matrix of the Random Forest classifier.

Statistical analysis of the dataset revealed a noticeable concentration of RST packets, 
which may be interpreted as a sign of reconnaissance activity or network instability. 
Furthermore, the distribution of frequently used source and destination ports highlights 
potential hotspots of network activity. These results are summarized in Fig. 7, which 
provides an aggregated view of key traffic characteristics.
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Fig. 7. ROC curve for anomaly detection.

Fig. 8. Cyber threat detection results
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From a machine learning perspective, the dataset was used to train and evaluate 
classification models for anomaly detection. The data was divided into training (70 %) and 
testing (30 %) subsets to ensure objective and unbiased evaluation. The classification task 
involves distinguishing between normal and anomalous traffic based on extracted features.

Table 4 – Comparative Analysis with Existing Approaches
Method Accuracy Complexity Real-time suitability
Signature-based IDS 81 % Low High
CNN-based Deep Learning 96 % Very High Medium
Proposed Method 94.2 % Medium High

Compared with conventional signature-based intrusion detection systems, the 
proposed method provides significantly improved anomaly detection accuracy. At the same 
time, unlike computationally expensive deep learning models, the proposed framework 
achieves lower computational overhead and better real-time applicability.

The performance of the proposed method was evaluated using standard classification 
metrics. The obtained results are as follows:

Accuracy: 94.2 %
Precision: 92.8 %
Recall: 91.5 %
F1-score: 92.1 %
These metrics indicate that the model achieves a high level of detection accuracy 

while maintaining a balanced trade-off between false positives and false negatives. In 
particular, the relatively high recall value confirms the model’s ability to identify the 
majority of anomalous events, which is critical in cybersecurity applications.

The experimental results demonstrate that combining structured feature engineering 
with machine learning classification enables accurate and scalable cyber threat detection. 
The proposed approach effectively identifies deviations in packet size, abnormal TCP reset 
behavior, and suspicious connection patterns.

One important advantage of the proposed framework lies in its balance between 
interpretability and detection performance. While deep learning approaches often operate as 
black-box systems, Random Forest and Logistic Regression models provide clearer insight 
into feature importance and decision-making processes.

Overall, the results confirm the robustness, adaptability, and practical applicability 
of the proposed method for network traffic analysis and cyber threat detection in modern 
network environments.

Conclusion.
The revised study presents a comprehensive machine learning-based framework 

for network traffic analysis and cyber threat detection. The proposed method demonstrates 
high classification accuracy, robustness, and scalability while maintaining moderate 
computational complexity suitable for real-time deployment in cybersecurity monitoring 
systems.

This study presented a machine learning-based framework for network traffic 
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analysis and cyber threat detection.
The proposed method integrates:
• structured log analysis;
• preprocessing;
• feature engineering;
• feature selection;
• lightweight machine learning classification.
The experimental evaluation demonstrated that the Random Forest classifier

achieved the highest detection performance with:
• Accuracy: 94.2 %;
• Precision: 92.8 %;
• Recall: 91.5 %;
• F1-score: 92.1 %;
• ROC-AUC: 0.963.
The framework demonstrated strong robustness, scalability, and computational

efficiency suitable for real-time deployment.
Compared with traditional signature-based approaches, the proposed method 

provides significantly improved anomaly detection capability.
Compared with deep learning architectures, the framework requires fewer 

computational resources while maintaining high classification quality.
Future work will focus on:
• expanding the dataset;
• integrating unsupervised learning methods;
• streaming traffic analysis;
• SIEM integration;
• adaptive online learning.
The results confirm that the proposed approach represents an effective and

practically applicable solution for cyber threat detection in modern network environments.
This study presented a method for network traffic analysis aimed at detecting 

cyber threats based on structured log data and machine learning techniques. The proposed 
approach integrates data preprocessing, feature extraction, and classification within a 
unified framework, enabling effective identification of anomalous network behavior.

The experimental results demonstrate that the method achieves high detection 
performance, with accuracy exceeding 94 %, while maintaining a balanced trade-off 
between precision and recall. The approach effectively identifies both statistical anomalies 
(e.g., deviations in packet size) and behavioral anomalies (e.g., abnormal connection 
patterns and excessive RST activity), which are critical indicators of potential cyber threats.

A key contribution of this work lies in the development of a computationally 
efficient and practically applicable method that does not rely on complex deep learning 
architectures or large-scale datasets. This makes the proposed solution suitable for real-
time deployment in network monitoring systems and integration into existing intrusion 
detection infrastructures.
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Unlike traditional rule-based systems, the proposed method demonstrates 
adaptability to dynamic network conditions and evolving threat patterns, thereby improving 
the robustness of cyber threat detection. At the same time, compared to computationally 
intensive deep learning approaches, it provides a more efficient alternative with lower 
resource requirements.

Despite the promising results, the study has certain limitations. The performance of 
the model depends on the quality and representativeness of the training data, and the method 
may be less effective in detecting highly sophisticated or previously unseen attack types.

Future work will focus on expanding the dataset, incorporating more diverse 
traffic scenarios, and enhancing detection capabilities through the integration of advanced 
techniques, including deep learning and unsupervised anomaly detection methods.

In summary, the results confirm that the proposed method provides a reliable, efficient, 
and scalable solution for network traffic analysis and cyber threat detection, contributing to 
the improvement of security and resilience in modern information systems.
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