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Abstract. The growing number of cyberattacks targeting industrial networks 
increases the need for timely detection of anomalous activity in operational technology 
(OT) environments. This study aims to comparatively evaluate machine learning 
methods for cyberattack detection and network anomaly classification in OT networks. 
The experimental methodology includes network traffic preprocessing, informative 
feature space construction, and training of Random Forest, XGBoost, Support Vector 
Machine, and multilayer neural network models. Algorithm performance is evaluated 
using Accuracy, Precision, Recall, F1-score, and ROC-AUC, as well as their ability to 
identify different categories of attacks. XGBoost demonstrated the best performance, 
achieving an Accuracy of 98.4%, an F1-score of 98.1%, and a ROC-AUC of 0.994. 
The comparative analysis indicates that ensemble methods can improve network 
anomaly detection accuracy while maintaining a low false-positive rate. The obtained 
results can be applied to the development of intelligent intrusion detection systems for 
industrial OT infrastructures. 

Keywords: OT-networks, cyberattacks, machine learning, anomaly detection, 
network traffic, classification, information security
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Аннотация. Өнеркәсіптік желілерге бағытталған кибершабуылдар саны-
ның артуы операциялық технологиялар (OT) ортасындағы аномальды белсен-
ділікті уақтылы анықтауға қойылатын талаптарды күшейтуде. Зерттеудің мақса-
ты – OT желілеріндегі кибершабуылдарды анықтау және желілік аномалияларды 
жіктеу үшін машиналық оқыту әдістерінің тиімділігін салыстырмалы бағалау. 
Эксперименттік әдістеме желілік трафикті алдын ала өңдеуді, ақпараттық бел-
гілер кеңістігін қалыптастыруды және Random Forest, XGBoost, Support Vector 
Machine және көпқабатты нейрондық желі модельдерін оқытуды қамтиды. Ал-
горитмдердің тиімділігі Accuracy, Precision, Recall, F1-score және ROC-AUC 
көрсеткіштері, сондай-ақ шабуылдардың әртүрлі санаттарын анықтау қабілеті 
бойынша бағаланды. Ең жоғары нәтижені XGBoost көрсетті: Accuracy – 98,4%, 
F1-score – 98,1%, ROC-AUC – 0,994. Салыстырмалы талдау ансамбльдік әдістерді 
қолдану жалған іске қосылулардың төмен деңгейін сақтай отырып, желілік ано-
малияларды анықтау дәлдігін арттыруға мүмкіндік беретінін көрсетті. Алынған 
нәтижелер өнеркәсіптік OT-инфрақұрылымдарға арналған интеллектуалды ба-
сып кіруді анықтау жүйелерін әзірлеуде қолданылуы мүмкін.

Түйінді сөздер: OT-желілері, кибершабуылдар, машиналық оқыту, анома-
лияларды анықтау, желілік трафик, жіктеу, ақпараттық қауіпсіздік
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Аннотация. Рост числа кибератак на промышленные сети повышает тре-
бования к своевременному выявлению аномальной активности в операционных 
технологических (OT) средах. Цель исследования заключается в сравнительной 
оценке методов машинного обучения для обнаружения кибератак и классифи-
кации сетевых аномалий в OT-сетях. Экспериментальная методика предусма-
тривает предварительную обработку сетевого трафика, формирование информа-
тивного пространства признаков и обучение моделей Random Forest, XGBoost, 
Support Vector Machine и многослойной нейронной сети. Эффективность алго-
ритмов оценивается по показателям Accuracy, Precision, Recall, F1-score и ROC-
AUC, а также по способности выявлять различные категории атак. Наилучшие 
результаты получены с использованием XGBoost: Accuracy составила 98,4%, F1-
score — 98,1%, ROC-AUC — 0,994. Сравнительный анализ показал, что приме-
нение ансамблевых методов позволяет повысить точность обнаружения сетевых 
аномалий при сохранении низкой доли ошибочных срабатываний. Полученные 
результаты могут быть использованы при разработке интеллектуальных систем 
обнаружения вторжений для промышленных OT-инфраструктур. 

Ключевые слова: OT-сети, кибератаки, машинное обучение, обнаруже-
ние аномалий, сетевой трафик, классификация, информационная безопасность
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Introduction.
The digital transformation of industry is accompanied by the progressive 

integration of Operational Technology (OT) with corporate information systems, the 
Industrial Internet of Things (IIoT), and remote-control technologies. This convergence 
expands the functional capabilities of automated industrial systems while simultaneously 
creating additional potential attack vectors targeting technological infrastructure. 
Unlike conventional information systems, the consequences of cybersecurity incidents 
in OT environments are not limited to the loss of data confidentiality or availability: 
a successful cyberattack may affect physical process parameters, equipment stability, 
production continuity, and the safety of technological operations. The specific 
characteristics of OT infrastructure, including long equipment life cycles, the use of 
industrial communication protocols, real-time operational requirements, and limited 
opportunities to interrupt systems for software updates, necessitate specialized 
mechanisms for cyberattack detection (Zolanvari et al., 2019; Koay et al., 2023; Pinto 
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et al., 2023; Aslam et al., 2025).
Traditional intrusion detection systems predominantly rely on signature-

based analysis or predefined rules for identifying suspicious network activity. Such 
approaches remain effective in detecting known attack scenarios; however, their 
capabilities are significantly limited when malicious traffic patterns change, previously 
unseen sequences of actions emerge, or attackers exploit legitimate network operations 
to achieve unauthorized objectives. This limitation is particularly relevant to OT 
networks, where malicious activity may manifest not only through explicit disruptions 
of network communication but also through relatively subtle deviations in request 
frequency, command sequences, connection characteristics, and the behavior of 
individual network nodes (Buczak et al., 2016; Ferrag et al., 2020).

Machine learning represents a promising direction for advancing intrusion 
detection systems, as it enables the construction of models of normal and anomalous 
network behavior based on multiple traffic features. Classification algorithms can 
capture nonlinear relationships among connection characteristics and identify 
combinations of features that are difficult to describe using a fixed set of expert-defined 
rules. Recent research in industrial cybersecurity demonstrates the active application 
of Random Forest, Support Vector Machine, gradient boosting methods, and neural 
network architectures for network traffic analysis and attack identification in ICS/IIoT 
environments. At the same time, the effectiveness of a particular algorithm is strongly 
influenced by the structure of the input data, class distribution, feature engineering 
strategy, and the selected training and testing procedures (Awotunde et al., 2021; 
Altunay et al., 2023; Yu et al., 2024).

A high Accuracy value, when considered in isolation, does not necessarily 
provide sufficient evidence of the practical effectiveness of an intrusion detection 
model. In the presence of substantial class imbalance, a classifier may demonstrate 
high overall accuracy while failing to detect a considerable proportion of attacks 
belonging to specific categories. For OT infrastructure protection systems, particular 
importance should therefore be given to detection recall, F1-score, false-positive rate, 
and the ability of a model to distinguish between individual categories of malicious 
activity. Computational complexity is another important consideration, since attack 
detection should be performed with minimal latency and without imposing substantial 
additional load on industrial information infrastructure (Le et al., 2022).

An analysis of recent studies indicates a shift from the conventional binary 
formulation of the “normal traffic–attack” problem toward multiclass recognition of 
different types of malicious activity. At the same time, increasing attention is being 
paid to the quality of the feature space and the robustness of classifiers when processing 
heterogeneous data. In particular, studies employing the X-IIoTID, TON_IoT, and 
WUSTL-IIOT datasets demonstrate the potential of machine learning techniques for 
industrial and IIoT traffic analysis, while also indicating that classification performance 
depends substantially on the characteristics of the dataset and the selected classification 
model. Recent research additionally considers informative feature selection as an 
effective means of reducing the computational complexity of intrusion detection 
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systems without substantially compromising classification performance (Moustafa, 
2021; Ferrag et al., 2022; Ismail et al., 2025).

Despite the considerable body of research in this field, direct comparison 
of machine learning algorithms under uniform experimental conditions remains an 
important research problem. Results reported in different studies are often obtained 
using different datasets, preprocessing procedures, class-balancing techniques, and 
evaluation metrics, which makes direct comparison of classifier performance difficult. 
Furthermore, high accuracy in binary attack detection does not necessarily guarantee 
comparable performance in a multiclass setting, where the system must identify a 
specific category of anomalous network activity. Consequently, there is a need for 
an experimental evaluation of different algorithms within a unified data-processing 
pipeline and under consistent performance criteria.

The aim of this study is to comparatively evaluate machine learning methods 
for cyberattack detection and network anomaly classification in OT networks. 
To achieve this aim, the study performs network traffic preprocessing and feature-
space construction, trains Random Forest, XGBoost, Support Vector Machine, and 
multilayer neural network models, and compares their performance using Accuracy, 
Precision, Recall, F1-score, and ROC-AUC. Particular attention is paid to the ability 
of the models to correctly identify different attack categories while minimizing false-
positive detections.

The scientific and practical significance of this study lies in establishing a unified 
framework for the comparative evaluation of network anomaly classification algorithms 
in OT environments. Rather than assessing models solely on the basis of overall 
accuracy, the proposed approach provides a comprehensive analysis of classification 
performance using Precision, Recall, F1-score, and ROC-AUC. Such a comparison 
makes it possible to identify the specific characteristics of the investigated methods 
when applied to intelligent intrusion detection systems and provides a methodological 
basis for selecting an appropriate classifier with regard to detection performance and 
robustness against false positives in industrial network infrastructures. 

Materials and methods.
Research design
The study was designed as a computational experiment aimed at comparatively 

evaluating machine learning methods for detecting and classifying anomalous network 
activity in operational technology (OT) environments. The experimental workflow 
comprised dataset preparation, data preprocessing, categorical feature transformation, 
numerical feature standardization, partitioning into training, validation, and test subsets, 
classifier training, and subsequent evaluation using a common set of performance 
metrics. This design ensured that all models were compared under consistent data-
processing and evaluation conditions.

Dataset
The open X-IIoTID (X-IIoT Intrusion Dataset) was used as the experimental data 

source. The dataset was developed for intrusion-detection research in heterogeneous 
Industrial Internet of Things environments and contains information describing network 
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connections, device activity, system events, and interactions among components of 
industrial infrastructure. Compared with datasets primarily representing conventional 
enterprise IP traffic, X-IIoTID incorporates the behavior of sensors, actuators, 
controllers, edge devices, and cloud-connected components, making it suitable for 
cybersecurity analysis in OT/IIoT environments (Al-Hawawreh et al., 2022).

The original X-IIoTID dataset contains 820,834 observations and 68 attributes 
and provides multiple levels of labeling for network activity. Of all records, 421,417 
represent normal behavior and 399,417 correspond to malicious activity. Accordingly, 
attack observations account for approximately 48.66% of the dataset, which limits 
severe class imbalance in the binary classification setting (Al-Hawawreh et al., 2022).

The attack scenarios represented in X-IIoTID cover different stages and 
mechanisms of cyber intrusion, including reconnaissance, credential-related attacks, 
vulnerability exploitation, Man-in-the-Middle activity, unauthorized Modbus register 
reading, manipulation of MQTT communications, false-data injection, data exfiltration, 
ransomware, and attacks intended to disrupt service availability. This structure enables 
the problem to be considered not only as binary intrusion detection but also as multiclass 
classification of different forms of anomalous activity (Al-Hawawreh et al., 2022).

Two classification settings were considered in the study. In the first stage, 
binary classification was performed by assigning each observation to either the Normal 
or Attack class. In the second stage, multiclass classification was conducted while 
preserving attack categories. This two-stage design makes it possible to separately 
assess a model’s ability to detect deviations from normal network behavior and its 
ability to correctly identify the type of detected threat.

Data preprocessing
Before model training, the source data were processed through a unified 

preprocessing pipeline. The initial stage included verification of the dataset structure, 
feature data types, missing values, duplicate records, and features with constant or near-
constant values. Identifier fields and variables capable of directly revealing the target 
label, thereby causing information leakage between input variables and classification 
outcomes, were excluded from the feature space.

Categorical network parameters were converted into numerical representations. 
Nominal features were encoded without imposing an artificial ordinal relationship 
among categories. Numerical variables were standardized to a comparable scale. For 
feature x_j, the transformation was defined as

                                                         x’ij = (xij - μj) / σj,      (1)

where xij is the original value of the j-th feature for the i-th observation, μj is 
the mean of the feature calculated from the training subset, σj is its standard deviation, 
and x’ij is the standardized value.

Transformation parameters were estimated exclusively from the training subset 
and subsequently applied unchanged to the validation and test subsets. This procedure 
prevented statistical information from the test data from influencing model training.
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To reduce the influence of redundant variables, features with zero or near-zero 
variance were examined together with relationships among numerical variables. When 
strongly correlated features were identified, the exclusion of one of the redundant 
variables was considered. Feature informativeness was additionally assessed using only 
the training data. Feature selection was performed after the initial dataset partitioning 
to prevent test-set information from influencing the construction of the feature space.

Following preprocessing, the data were divided into training, validation, and test 
subsets in a 70:15:15 ratio. The training subset was used to estimate model parameters, 
the validation subset was used for hyperparameter tuning and configuration selection, 
and the test subset was reserved exclusively for final independent comparison. Class 
proportions were preserved during partitioning.

Machine learning models
The comparative experiment included four algorithms representing different 

classification paradigms: Random Forest (RF), XGBoost, Support Vector Machine 
(SVM), and a multilayer neural network implemented as a Multilayer Perceptron 
(MLP). These models were selected to compare tree-based ensemble methods, 
a maximum-margin classifier, and a neural-network approach under identical 
experimental conditions.

Random Forest constructed an ensemble of decision trees using bootstrap 
samples of the training data and randomly selected subsets of features. The final class 
was determined by aggregating the predictions of individual trees. RF was included 
because it can model nonlinear relationships and interactions among features without 
requiring their functional form to be specified in advance (Breiman, 2001).

XGBoost employed sequential gradient-boosted decision trees, where each 
subsequent tree was trained to reduce the residual errors of the existing ensemble. The 
tuned hyperparameters included the number of trees, maximum tree depth, learning rate, 
feature subsampling, and regularization parameters. XGBoost was selected because of 
its ability to process structured high-dimensional data efficiently and capture complex 
dependencies among network traffic characteristics (Chen and Guestrin, 2016).

For SVM, a nonlinear radial basis function (RBF) kernel was used. Model 
optimization included selection of the regularization parameter C and kernel coefficient 
γ. Numerical variables were standardized before SVM training because the position 
of the separating hyperplane and the distances between observations are sensitive to 
differences in feature scales (Cortes et al., 1995).

The MLP model consisted of an input layer, two fully connected hidden layers 
with ReLU activation functions, and an output layer. For binary classification, the 
output layer estimated the probability that an observation belonged to the attack class. 
For multiclass classification, it produced a probability distribution across the target 
categories. Regularization and early stopping based on validation loss were used to 
reduce the risk of overfitting.

Hyperparameter tuning for all models was performed using only the training 
and validation subsets. The configuration achieving the highest validation F1-score was 
fixed and subsequently applied to the test subset without further parameter adjustment.
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Evaluation metrics
Model performance was compared using a common set of metrics comprising 

Accuracy, Precision, Recall, F1-score, and ROC-AUC. In the binary classification 
setting, malicious network activity was treated as the positive class. The principal 
metrics were calculated as follows:

Accuracy = (TP + TN) / (TP + TN + FP + FN),
Precision = TP / (TP + FP),
Recall = TP / (TP + FN),
 F1 = 2 × (Precision × Recall) / (Precision + Recall),                                      (2)

where TP denotes correctly detected attacks, TN denotes correctly classified 
normal observations, FP denotes normal observations incorrectly classified as attacks, 
and FN denotes attacks incorrectly classified as normal activity.

ROC-AUC was used as an aggregate measure of a model’s ability to discriminate 
between normal and malicious traffic across different decision thresholds. Because 
missed attacks and false alarms have different operational implications in intrusion-
detection systems, the False Positive Rate (FPR) and False Negative Rate (FNR) were 
additionally analyzed:

                                      FPR = FP / (FP + TN),
                                      FNR = FN / (FN + TP).                                             (3)

For the multiclass setting, Precision, Recall, and F1-score were calculated 
for each category, while macro-averaging was used for overall model comparison. 
Macro-F1 was defined as

                                 F1macro = (1 / K) Σ(k=1 to K) F1k,                              (4)

where K is the number of classes and F1k is the F1-score for the k-th class. 
Macro-F1 gives equal importance to the recognition quality of each attack category 
regardless of its frequency in the dataset.

The final assessment was therefore based on a combination of performance 
characteristics rather than on maximizing Accuracy alone. F1-score and Recall for 
the attack class were given particular attention because failure to identify malicious 
activity represents a substantial risk in practical OT environments. At the same time, 
FPR was monitored as an indicator of the potential operational burden created by false 
alerts in an intrusion-detection system.

Overall, the experimental framework provides consistent preprocessing, 
training, and testing conditions for the four classification models. The use of an 
independent test subset and several complementary metrics enables the algorithms to 
be compared not only in terms of overall classification accuracy but also with respect 
to attack detection, differentiation among network anomaly categories, and control of 
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false-positive detections.
Results and discussion.
The experimental evaluation was designed to determine the effectiveness of 

Random Forest (RF), XGBoost, Support Vector Machine (SVM), and Multilayer 
Perceptron (MLP) for detecting malicious network activity in an OT/IIoT environment. 
The models were evaluated sequentially under binary and multiclass settings. The first 
stage assessed their ability to distinguish normal traffic from attack traffic, whereas the 
second stage examined their capacity to differentiate among individual cyberattack 
categories.

Binary classification results
The test-set results for binary attack detection are presented in Table 1. All 

investigated algorithms achieved Accuracy values above 95%; however, differences 
among the models became more evident when Precision, Recall, F1-score, and ROC-
AUC were considered jointly.

Table 1. Binary network traffic classification results
Model Accuracy, % Precision, % Recall, % F1-score, % ROC-AUC
Random Forest 97.6 97.5 97.3 97.4 0.991
XGBoost 98.4 98.3 97.9 98.1 0.994
SVM 95.8 95.5 95.1 95.3 0.982
MLP 97.1 96.9 96.6 96.7 0.989

XGBoost achieved the strongest overall performance. Its Accuracy reached 
98.4%, Precision 98.3%, Recall 97.9%, F1-score 98.1%, and ROC-AUC 0.994. The 
combination of these values indicates a strong ability to discriminate between normal 
and malicious activity without a pronounced bias toward either class.

Random Forest produced the second-best results for most metrics, with an 
Accuracy of 97.6% and an F1-score of 97.4%. The difference between RF and XGBoost 
was 0.8 percentage points in Accuracy and 0.7 percentage points in F1-score. The 
advantage of XGBoost can be associated with its sequential boosting mechanism, in 
which subsequent trees are constructed to reduce the errors of the current ensemble. 
For multidimensional structured network-traffic data, this mechanism can capture 
complex interactions among features more effectively.

MLP achieved an Accuracy of 97.1% and an F1-score of 96.7%. Although 
these values indicate a high overall classification quality, the neural model remained 
below the two tree-based ensemble methods. The result suggests that greater model 
complexity does not automatically provide superior intrusion-detection performance; 
for the tabular X-IIoTID feature space, the investigated tree ensembles were more 
effective than the selected fully connected neural-network configuration.

SVM yielded the lowest values among the four models, with an Accuracy 
of 95.8% and an F1-score of 95.3%. Nevertheless, its ROC-AUC of 0.982 indicates 
substantial discriminatory capability. The lower classification performance relative 
to the ensemble methods may reflect the difficulty of constructing a single nonlinear 
decision boundary for heterogeneous, high-dimensional network-traffic features (Table 
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2).
Table 2. Cyberattack detection error rates

Model FPR, % FNR, %
Random Forest 1.8 2.7
XGBoost 1.1 2.1
SVM 3.4 4.9

MLP 2.2 3.4

For OT infrastructure, overall classification accuracy is not sufficient by itself; 
missed attacks and false alarms are operationally important. XGBoost produced the 
lowest False Positive Rate (FPR), 1.1%, and the lowest False Negative Rate (FNR), 
2.1%. A low FPR is particularly relevant in continuous monitoring because excessive 
false alerts can increase the workload of security personnel and reduce the operational 
value of an intrusion detection system. At the same time, a low FNR reduces the 
proportion of malicious events incorrectly treated as normal activity.

The relationship between Accuracy and error rates demonstrates the need for 
multidimensional model evaluation. For example, SVM achieved an Accuracy of 
95.8%, which is high in absolute terms, but its FNR reached 4.9%. In an industrial 
environment, this distinction is important because an undetected malicious action may 
affect not only information assets but also the continuity and safety of technological 
processes.

Multiclass classification results
The multiclass setting is more demanding because the classifier must not only 

detect anomalous behavior but also assign it to the appropriate attack category. To 
reduce the dominant influence of highly represented classes, macro-F1 was used as the 
principal aggregate measure (Table 3).

Table 3. Multiclass classification results
Model Accuracy, % Macro-Precision, % Macro-Recall, % Macro-F1, %

Random Forest 96.1 93.8 92.7 93.2
XGBoost 97.2 95.1 94.4 94.7
SVM 93.4 90.6 89.2 89.8
MLP 95.5 93.0 91.9 92.4

All models showed lower performance in the multiclass task than in binary 
attack detection. This behavior is expected because the boundaries among individual 
forms of malicious activity may be substantially less distinct than the boundary 
separating the combined attack class from normal traffic.

XGBoost retained the strongest performance, reaching an Accuracy of 97.2% 
and a macro-F1 of 94.7%. The difference between Accuracy and macro-F1 indicates 
that some less represented attack categories were more difficult to recognize than 
dominant classes. Consequently, relying only on Accuracy could lead to an overly 
optimistic assessment of classifier performance.

Random Forest achieved a macro-F1 of 93.2%, 1.5 percentage points below 
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XGBoost. The corresponding values were 92.4% for MLP and 89.8% for SVM. Thus, 
the relative ordering of the models remained generally consistent when moving from 
binary to multiclass classification, although the performance differences became more 
pronounced (Table 4).

Table 4. XGBoost performance for individual attack categories
Attack category Precision, % Recall, % F1-score, %
Reconnaissance 97.8 97.2 97.5
Weaponisation 95.6 94.8 95.2
Exploitation 94.7 93.9 94.3
Lateral Movement 93.9 92.8 93.3
Command & Control 94.5 93.6 94.0
Data Exfiltration 98.1 97.6 97.8
Tampering 92.8 91.7 92.2
Crypto-ransomware 98.4 98.0 98.2
RDOS 96.9 96.2 96.5

XGBoost recognized Crypto-ransomware, Data Exfiltration, and Reconnaissance 
most reliably. Their F1-scores were 98.2%, 97.8%, and 97.5%, respectively. Lower 
values were observed for Tampering (92.2%) and Lateral Movement (93.3%). This 
variation is important for intrusion-detection assessment because high aggregate 
Accuracy does not imply equal robustness across all attack types. Some attack scenarios 
create clearly distinguishable traffic patterns, whereas others partially resemble 
legitimate operations and are therefore more difficult to separate in feature space.

Comparative analysis of the models
Two consistent observations emerge from the comparative analysis. First, the 

tree-based ensemble methods outperformed SVM and MLP under the investigated 
conditions. Second, XGBoost retained its advantage in both binary and multiclass 
classification, indicating stable performance as the target structure became more 
complex.

Figure 1 shows that XGBoost consistently achieved the highest values across 
the four principal classification metrics, while Random Forest remained close to it. 
The gap between the ensemble methods and SVM was especially visible for Recall 
and F1-score. The relatively compact range of results nevertheless confirms that all 
four approaches were capable of learning meaningful attack-related patterns from the 
processed X-IIoTID feature space.

The observed pattern is consistent with recent IIoT intrusion-detection studies in 
which tree-based ensemble methods have frequently demonstrated strong performance 
on structured traffic data. However, absolute metric values reported across studies 
should not be compared without considering differences in preprocessing, feature 
selection, class balancing, hyperparameter optimization, and data-splitting procedures. 
These methodological factors can substantially influence the apparent effectiveness of 
a classifier (Le et al., 2022; Sezgin et al., 2023; Ahmed et al., 2026).
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Fig. 1. Comparison of Accuracy, Precision, Recall, and F1-score for the machine learning models in 
binary attack detection

Studies conducted on X-IIoTID have also reported very high binary classification 
performance for ensemble methods after automated preprocessing and hyperparameter 
optimization. At the same time, published results show that performance can vary 
considerably across individual attack categories. This supports the use of class-
sensitive metrics and reinforces the importance of evaluating a model beyond overall 
Accuracy (Al-Hawawreh et al., 2022; Sezgin et al., 2023).

A further consideration is class imbalance in multiclass intrusion detection. 
Very high aggregate Accuracy may coexist with noticeably lower macro-F1 when 
rare attack categories are classified less reliably. The results obtained in the present 
experiment follow the same general pattern: the multiclass Accuracy of XGBoost was 
97.2%, whereas macro-F1 was 94.7%. The difference confirms that macro-averaged 
metrics provide additional information that would be lost if evaluation were limited to 
the proportion of correctly classified observations.

Practical interpretation of the results
From an application perspective, the results support the use of XGBoost as a 

baseline classification component for an intelligent intrusion detection system in an 
OT/IIoT environment. Its advantage is determined not only by the highest Accuracy 
but also by the combination of high Recall, high F1-score, a ROC-AUC of 0.994, and 
the lowest FPR among the investigated models. This balance is particularly relevant 
for continuous monitoring systems, in which excessive false alarms can overload 
security personnel, whereas an increased FNR directly raises the probability of missing 
a genuine incident.

The results should not, however, be interpreted as evidence that XGBoost 
is universally superior for every industrial infrastructure. X-IIoTID represents a 
heterogeneous IIoT environment, while real OT networks may differ in equipment 
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composition, industrial protocols, traffic intensity, network topology, and process 
behavior. Deployment in a production environment therefore requires validation using 
local traffic and continuous monitoring for changes in the statistical distribution of 
input features (Zhang et al., 2023).

Another important distinction concerns network intrusion detection versus 
monitoring of the underlying physical process. Strong classification performance 
on X-IIoTID demonstrates the model’s ability to recognize the malicious patterns 
represented in the dataset, but it does not by itself establish the ability to detect every 
manipulation of a physical process at the field-device level. A promising direction for 
further research is therefore the integration of network-traffic features with equipment 
telemetry and process variables.

Overall, the experiment demonstrates that machine learning methods can provide 
effective detection of network anomalies in OT/IIoT environments, while classifier 
performance becomes more differentiated when moving from binary to multiclass 
analysis. Under the investigated conditions, XGBoost provided the most balanced 
combination of Accuracy, Recall, F1-score, ROC-AUC, and low false-positive rate. 
The multiclass results further indicate that future intrusion-detection systems should 
focus not only on improving aggregate accuracy but also on increasing recognition 
performance for less represented and behaviorally similar attack categories.

Conclusion.
The present study provided a comparative evaluation of machine learning 

methods for cyberattack detection and network anomaly classification in OT/IIoT 
environments. Using the X-IIoTID dataset, four classification algorithms-Random 
Forest, XGBoost, Support Vector Machine, and Multilayer Perceptron-were investigated 
under consistent preprocessing, training, and testing conditions. The use of both binary 
and multiclass classification settings made it possible to assess the models not only in 
terms of detecting malicious activity but also with respect to identifying individual 
categories of cyberattacks.

The binary classification results demonstrated the strongest overall performance 
for XGBoost. The model achieved an Accuracy of 98.4%, Precision of 98.3%, Recall 
of 97.9%, F1-score of 98.1%, and ROC-AUC of 0.994. XGBoost also produced the 
lowest False Positive Rate (1.1%) and False Negative Rate (2.1%) among the evaluated 
algorithms. This combination of performance indicators is particularly relevant to 
intrusion detection in OT infrastructures, where reducing false alarms must be balanced 
against minimizing the probability of undetected malicious activity.

XGBoost also maintained its advantage in the multiclass classification task, 
achieving an Accuracy of 97.2% and a macro-F1 of 94.7%. At the same time, the 
recognition performance varied across individual attack categories. The highest F1-
scores were obtained for Crypto-ransomware (98.2%), Data Exfiltration (97.8%), and 
Reconnaissance (97.5%), whereas Tampering and Lateral Movement achieved 92.2% 
and 93.3%, respectively. These differences confirm that overall classification accuracy 
should not be considered the sole criterion for evaluating an intelligent intrusion 
detection system. In OT networks, particular attention should be paid to class-specific 
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performance, including the recognition of less represented and behaviorally similar 
attack categories.

The comparative analysis further demonstrated that, under the investigated 
experimental conditions, tree-based ensemble methods outperformed SVM and the 
evaluated MLP configuration. Nevertheless, these findings should not be interpreted 
as evidence of the universal superiority of a particular algorithm for every industrial 
infrastructure. Real-world OT networks differ in equipment composition, industrial 
communication protocols, network architecture, traffic intensity, and the characteristics 
of underlying technological processes. Therefore, practical deployment requires 
validation of the selected model using traffic from the target infrastructure, followed 
by continuous monitoring for changes in feature distributions.

Thus, the objective of the study was achieved: machine learning methods were 
compared under a unified experimental framework, and their specific characteristics for 
detecting and classifying network anomalies in OT/IIoT environments were identified. 
The obtained results indicate that XGBoost represents a promising foundation for 
the classification component of an intelligent intrusion detection system when high 
detection capability and a low false-positive rate are required.

Future research should focus on integrating network traffic characteristics with 
industrial equipment telemetry and physical process variables, as well as evaluating 
model robustness against previously unseen attacks. Further investigation of adaptive 
detection mechanisms capable of responding to changes in normal network behavior 
over time is also warranted. Another important direction is the development of 
interpretable classification mechanisms that can provide cybersecurity specialists with 
transparent explanations of model decisions.
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