MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN
KA3AKCTAH PECITYBJIMKACBIHBIH FbIJIBIM )KOHE KOF'APbI BIJIIM MUHUCTPJITT
MHUHUCTEPCTBO HAYKHU U BBICHIEI'O OBPA30BAHMNS PECITYBJIMKU KA3BAXCTAH

KAZAKHSTAN

UNIVERSITY )
XANBIKAPANLIK ™ =g AR MEXAYHAPOAHBIH
YHHBEPCHTETI I I YHHBEPCHTET

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION
TECHNOLOGIES

Published since 2020.
Volume 7. 2 (26). 2026
April-June

XAJBIKAPAJBIK AKITAPATTBIK "KOHE KOMMYHUKAIUSIIBIK
TEXHOJIOTUSLJIAP KYPHAJIbI

2020 xpuiaH Oepi IIbIFapbLTa B!
Tom 7. 2 (26). 2026
Cayip-Mayceim

MEXJTYHAPOJIHBIN ’KYPHAJI UHOOPMAIIMOHHBIX U
KOMMYHHUKAIIMOHHBIX TEXHOJIOI'UHN

Uznpaercs ¢ 2020 r.
Tom 7.2 (26). 2026
Amnpenb-UtoHb

CBUIETENBCTBO O IOCTAaHOBKE Ha Y4eT IEPUOJIUYECKOr0 1€4aTHOrO U3JaHus B MUHHUCTEPCTBO
nHpopManmu u obmectBeHHOro pazsutus Pecrryommkn Kazaxcran Ne KZ82VPY 00020475,
Beigansoe ot 20.02.2020 r.

3apeructpupoBaHo B MexIyHapOAHOM IIEHTPE PETUCTPALIUH CePUIHBIX n3aaHuil ISSN
(FOHECKO, ITapux, ®panius). ISSN 2708-2032 (print), ISSN 27082040 (online)

XKypnan Bxoaut B Ilepedens HayuHbIx u3ganuil, pekomenayemsix KOKHBO MHBO PK
JUISL ITyOJIMKAI[UY OCHOBHBIX PE3yJIbTaTOB HAyYHOH IesATeTbHOCTH.



EDITOR-IN-CHIEF:
Kateryna Kolesnikova — Doctor of Technical Sciences, professor, Vice-Rector for Research, International Information Technology
University (Kazakhstan)

DEPUTY EDITOR-IN-CHIEF:
Madina Ipalakova — Candidate of Technical Sciences, associate professor, Director of the Research Department, International
Information Technology University (Kazakhstan)

EDITORIAL BOARD:
Abdul Razak — PhD, professor, Department of Cybersecurity, International Information Technology University (Kazakhstan)
Lucio Tommaso De Paolis — Director of the R&D Department of the AVR Laboratory, Department of Engineering for Innovation,
University of Salento (Italy)
Liz Bacon — Professor, Deputy Vice-Chancellor, Abertay University (United Kingdom)
Michele Pagano — PhD, Professor, University of Pisa (Italy)
Mukhtarbay Otelbayev — Doctor of Physical and Mathematical Sciences, professor, academician of the National Academy of
Sciences of the Republic of Kazakhstan, professor of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Bolatbek Rysbaiuly — Doctor of Physical and Mathematical Sciences, professor, professor of the Department of Computing and Data
Science, Astana IT University (Kazakhstan)
Yevgeniya Daineko — PhD, research professor, Department of Information Systems, International Information Technology University
(Kazakhstan)
Nurzhan Duzbayev — PhD, associate professor, Vice-Rector for Digitalization and Innovation, International Information Technology
University (Kazakhstan)
Bakhtgerei Sinchev — Doctor of Technical Sciences, professor, Department of Information Systems, International Information
Technology University (Kazakhstan)
Nurgul Seilova — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and Cybersecurity, International
Information Technology University (Kazakhstan)
Ardak Mukhamediyeva — Candidate of Economic Sciences, Dean of the Faculty of Business, Media and Management, International
Information Technology University (Kazakhstan)
Zamira Abdikalikova — PhD, associate professor, Head of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Yerlan Shildibekov — PhD, associate professor, Head of the Department of Economics and Business, International Information
Technology University (Kazakhstan)
Damilya Yeskendirova — Candidate of Technical Sciences, associate professor, Head of the Department of Cybersecurity,
International Information Technology University (Kazakhstan)
Aigul Niyazgulova — Candidate of Philological Sciences, Professor, Head of the Department of Media Communications and History of
Kazakhstan, International Information Technology University (Kazakhstan)

Altai Aitmagambetov — Candidate of Technical Sciences, Professor, Department of Radio Engineering, Electronics and
Telecommunications, International Information Technology University (Kazakhstan)

Yelena Bakhtiyarova — Candidate of Technical Sciences, associate professor, Head of the Department of Radio Engineering,
Electronics and Telecommunications, International Information Technology University (Kazakhstan)

Kanibek Sansyzbay — PhD, research professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)

Sakhybay Tynymbayev — Candidate of Technical Sciences, Professor, Research Professor, Department of Computer Engineering,
International Information Technology University (Kazakhstan)
Ali Abd Almisreb — PhD, associate professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)
Mohamed Ahmed Hamada — PhD, associate professor, Department of Information Systems, International Information Technology
University (Kazakhstan)
Yang Im Chu — PhD, Professor, Gachon University (South Korea)
Tadeusz Wallas — PhD, Vice-Rector, Adam Mickiewicz University (Poland)
Orken Mamyrbayev — PhD, Deputy Director for Science, RSE Institute of Information and Computational Technologies, Committee
for Science of the Ministry of Science and Higher Education of the Republic of Kazakhstan (Kazakhstan)
Sergey Bushuyev — Doctor of Technical Sciences, professor, Director of the Ukrainian Project Management Association “UKRNET,”
Head of the Department of Project Management, Kyiv National University of Construction and Architecture (Ukraine)
Svetlana Beloshitskaya — Doctor of Technical Sciences, professor, Department of Computing and Data Science, Astana IT University
(Kazakhstan)
MANAGING EDITOR
Raushan Mrzabayeva — Master of Science, editor, International Information Technology University (Kazakhstan)

International Journal of Information and Communication Technologies

Periodicity: 4 times a year.

Languages: Kazakh, Russian, English

DOI prefix: 10.54309

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Thematic focus: "Information technology"; "Digital technologies in the development of socio-economic systems"; "Information
security and communication technologies".

Distribution: Materials are distributed under the Creative Commons Attribution 4.0

Journal website: https://journal.iitu.edu.kz

Owner: International Information Technology University JSC (Almaty).

Copyright: © International Journal of Information and Communication Technologies, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).
PEJAKLIMSI

BAC PEJJAKTOP:
KonecnnkoBa Karepuna BHKTOpOBHA — TeXHMKa FbUIBIMIAPBIHBIH JOKTOpBI, Tpodeccop, XalbIKapaiblK aKNapaTThIK TEXHONOTHsIIAp

y'H'MBC])CHTeTlHlH FBUIBIMHU-3EPTTCY KLBMG’TI )KBH!HI[C]"I TIPOPEKTOP (Ka:iaKCTaH)

BAC PEJJAKTOP/IbIH OPbIHBACAPDI:
HnanakoBa Majauna TyjlereHoBHa — TEXHUKA FHUIBIMIAPBIHBIH KAHIHIATHI, KAYBIMIACTHIPHUFAH Tpodeccop, XaabKapaiblK aKIapaTTIK
TEXHOJIOTHSIIAp YHUBEPCUTETIHIH FRUIBIMU-3ePTTEY KbI3METI JKOHIHIET] AenapTaMeHT mupekTops! (Kaszakcran)

PEJAKIUSIBIK AJTKA:
Paszak A6y — PhD, XaibIkapasibIK aKIapaTThIK TeXHONOTHsIIAp YHUBEPCUTETI KubepKayincisaik kabenpackubiH npodeccopsl (Kazakcran)
Jlyuno Tommaso ne IMTaomme — Canento Vausepenteri (MTtamyis) WHHOBALWMS SKOHE TEXHOJOTHSUIBIK MHKHHHPHHT Jeriapramenti AVR
3ePTXaHACBIHBIH 3ePTTEY JKOHE d3ipIiey OertiMiHIH JUPEKTOpbI
JInz Bakon — nipodpeccop, Abepreii YunpepeuteTi (YIIbIOpHTaHNS) BULE-KaHIPIEPiHIH OPbIHOAcCapbI
Mukeue ITarano — PhD, ITi3a Yausepcureriniz (Mramms) mpodeccopst
OrenbaeB Myxrapoaii Orenbaiiyibl — Qu3HKa-MaTeMaTHKa FHUIBIMAAPBIHBIH J0KTOpBI, npodeccop, KP ¥FA axanemmuri, Xamblkapaibik
AKITapaTThIK TEXHOIOTHsIAP YHUBEPCUTETI MaTeMaTHKA YKOHE KOMITBIOTEPITIK Moziesbaey KadeapachkiHbiy npodeccopst (Kazakcran)
Poicoaiiysibl Bosatdex — (usnka-mMaTeMaTHKa FhUIBIMIAPBIHBIH J0KTOPBI, podeccop, Ecenrey xoHe aepekTep FhUIbIMAAphI AeHapTaMeHTIHIH
npO(beccopbl Astana IT University (Kasaxcram)

Eprenust Astexcany — PhD, XasbIKapasIbIK akIapaTThIK TeXHOTOTHSUIAp YHUBEPCHTETI aKIapaTThIK XKyiienep KadeapackiHbIH
npoq)eccop seprreymici (Kazakcran)
Jy36aes Hyp:xan Tokkyxkaeswu — PhD, kaysIMpacTelpeuiran npodeccop, XaibIKapanblK aKHapaTThIK TEXHONOTHSIAD YHHBEPCHTET
1MGpIaHIBIPY XkOHE MHHOBAISUIAP XKoHiHzeri npopexrop (KasakcraH)
Cunues bBaxrtrepeii KycmanoBmu — TeXHMKAa FBUIBIMIAPBIHBIH JOKTOPBI, mpodeccop, XambKapaiblk AakKMapaTThIK TEXHOIOTHsIAP
YHHUBEPCHTETI aKIapaTThIK XKYyiterep kadeapacsHbiH npodeccops (Kazakeran)
CeiiioBa Hypryias AGajny/llaeBHA — TEXHHMKA FbUIBIMAAPBIHBIH JOKTOPBI, XAaJIbIKAPAIbIK AKIApaTThIK TEXHOJOTHSUIAP YHUBEPCHTETI

KOMITBIOTEPITIK TEXHOIOTHSUIAp JkoHe Knbepkayirncisik dakynbrerinii aekansl (Kazakcran)

MyxamemmeBa Aprak ['aGMTOBHA — SKOHOMHUKA FHUIBIMIAPBIHBIH KAHMIAThI, XaJIbIKAPAIBIK AKIAPATTHIK TEXHOIOIHSUIAD YHHBEPCUTETI
GusHeca MeJia skoHe Gackapy (akysbrerinin aekans! (Kasakcrar)

AduKa, 3amupa Typces! — PhD, kaybIMzpacTsIpbUIFa mpodeccop, XaabIKapaiblK aKIapaTThIK TeXHOIOTHSIIAP YHUBEPCHTET]
MaTeMaTHKa JKOHE KOMITBIOTEPITIK MOZIeIIbIeY KadeapachiHbIH MeHrepyuici (KasakcraH)

IInnsaudexos Epiaan XKapxkanosua — PhD, kaysIMaacTsIppUFaH npodeccop, XambIKapanblK aKHapaTThIK TeXHONOTHSIAP YHUBEPCHTETI
9KOHOMHKA koHe On3Hec KadenpachHbH MeHrepyic (Kazakcran)

Jamenst MakcyroBHa EckeHInpoBa — TexHIKa FhUIBIMIAPBIHBIH KaHIMIAThL, KaybIMAACTEIPbUFAH mpodeccop, XaabKapablK aKIapaTThK
TEXHOJIOTHsUIAp YHUBEPCUTETI KnbepKayinci3uik kadenpachHbii MeHrepyici (Kasakcram)

HusisryioBa Aiiryab Ackap0exoBHA — (GWIONOTHS FbUIBIMAAPBIHBIH KaHIMAATBI, JOLEHT, Ipodeccop, XabIKapalblK aKIapaTThiK
TEXHOJIOTHSIIAp YHUBEPCUTET MeIMaKOMMYHHUKaLs skoHe Kazakcran Taprxsl kadyepachiibii Merrepyici (Kaszakcran)

AiitmaraméeroB Austaii 3y(apoBH4 — TeXHHMKA FHUIBIMIAPBIHBIH KaHIHAATHI, XalbIKAPAIbIK aKIapaTThIK TCXHOIOTHSIIAD YHHBEPCUTETI
PaMOTEXHHKA, IEKTPOHHKA JKOHE TEIeKOMMYHHKAIMs KaeapackiHbiH npodeccopsl (Kasakcram)

BaxTusip Enena Ax — TeXHHMKA FHUIBIMIAPHIHBIH KAHIHIATHL, KaybIMIACTHIPEUIFaH Ipodeccop, XambIKapanblK aKIapaTThIK
TEXHOJIOTHSUIAp YHHBEPCUTETI PaOTEXHHKA, HIEKTPOHHKA JKOHE TEIeKOMMYHHKaIMs KaeapackiHbIH Merrepyrici (Kasakcran)

Kanubex Cancpi3daii — PhD, kaysivpacTsipsuiran npogeccop, XalbIKapaiblK aKHapaTThIK TEXHOTOTUSIAp YHUBEPCHTETI KHOepKayinci3aik
kaenpaceHbIH npodeccop-3eprreyici (Kazakcran)

ToeinbiM6aeB Caxubaii — TexHHKA FbUIBIMAAPBIHBIH KaHAUIATHI, mpodeccop, XablKapalblK aKIIapaTTbIK TEXHOJOTHSUIAD YHUBEPCHTETI
KOMITbIOTEPIIK HEDKeHepust KadyepachitbiH npodeccop-3eprreyiuici (Kasakcrar)

Anvucped Amm A6x — PhD, XasiblkapaiibIK aKapaTThIK TeXHOIOTHSIIAP YHUBEPCUTETI KHOepKayincijik KaeapachHbIH KaybIMAACThIPbUEAH
npodeccopsr (Kasaxcran)

Moxamen Axmen Xamaga — PhD, XanblkapanblK aKnapaTThIK TEXHOJNOTHSUIAD YHHBEPCHTETi aKIApaTThIK KyHenep KadeapachiHBIH
KaybIMIACTBIPbUTFaH rpoheccopsl (Kazaxcran)

Sur Im Yy — PhD, T'auon yruBepcutetinin npodeccopst (OxTyctik Kopes)

Taneym Basuiac — PhD, Azam MunikeBuy atbisaars! (ITonblina) yHUBEpCHTETTIH IPOPEKTOPBI

MawmbipoaeB Opken Kymazxanouy — PhD, KP F2KbM Fbuteiv koMUTETI aknapatThIK KOHE ecenTey TeXHOIOrHsuiapsl HHCTHTYTel OMK
JIMPEKTOPBIHBIH FHUIBIM XKOHIH/er1 opbiHOacapsl (Kaszakcran)

Bymyes Cepreii JIMATpHeBHY — TEXHHMKA FbUIBIMIAPBIHBIH JIOKTOPBI, mpodeccop, Yrpaunausi "YKPHET" jxobanapupl Gackapy
KaybIMIACTBIFBIHBIH JIMPEKTOPbI, KHEB YIITTHIK KypbUIBIC JKOHE COYJET YHHBEPCHTETi jkobanapibl Oackapy KadeapachIHbIH MEHrepyici
(Ykpauna)

Besomunkasi Ceerana BacuiibeBHa — TEXHNKA FRUIBIMIAPBIHBIH JOKTOPBI, JIoNeHT, Astana IT University ecenTey oHe 1epeKTep FUTBIMBI
kagenpachinbiH podeccops (Kasakcram)

JKAYAIITBI PEJAKTOP:
My Paymian 7Ka. — Maructp, XablKapaiblK aKIapaTThIK TEXHOIOTHSIIAp YHUBEPCHTETIHIH peaakTops! (Kasakcram)

XaJbIKapasblK aKnapaTThIK KOHE KOMMYHHKAIMSIIBIK TEXHOJIOTHSIIAP JKyPHAJIBI

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpedukc DOI: 10.54309

Mep3imainiri: xbuUIbiHa 4 per.

BacbuibiM Tini: Kaszak, OpbIC, aFbUILIBIH.

TaxpIpeinm  OareITel:  "AKIapaTThIK TexHoJOTHsap"; "AKMapaTThlK KayilCi3mik koHe KOMMYHHKAIMSUIBIK TEXHOJOrusmap';
"OJIeyMeTTIK-3KOHOMHKAIBIK JKYHelIep i 1aMbITy1arbl IUQPIBIK TeXHOIOrus".

Kypnaun caittsr: https://journal.iitu.edu.kz

Tapary: matepuaniap Creative Commons Attribution 4.0 HIeH3UsCHI OOFBIHIIA TapaThIIA bl

Menmik neci: AK «XabIKapalblK aKIapaTThIK TEXHOJIOTHSIAP yHUBEPCUTETD (AJIMATHI K. ).

ABTOPIIBIK KYKBIK: © XasbIKapalblK aKIapaTThIK KOHE KOMMYHHUKALHMSIIBIK TEXHOIOTUsIIAp KypHaibl, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

PEJAKIUSA
TJIABHBIA PEJAKTOP:
KosecuukoBa Karepuna BHKTOpOBHA — JOKTOp TEXHHYECKHX HayK, Hpodeccop, MPOPEKTOp IO HAyYHO-HCCIECA0BATEIBCKOM

JeATeTbHOCTH MekKIyHapoJHOTO yHHBEPCUTETa HH(POPMAIMOHHBIX TexHoxorui (Kazaxcran)

3AMECTHUTEJIb I''TABHOI'O PEJJAKTOPA:
HnanakoBa Maauna Ty/jiereHoBHA — KaHANAAT TEXHUYECKUX HAyK, ACCOLMUPOBAHHBIN mpodeccop, IUPEKTOp AermapTaMeHTa o HayqHO-
HCCIIeIOBATEIIBCKOM ACATENIbHOCTH MeXIyHapOAHOTO YHHBEPCUTETa HHPOPMaMOHHBIX TexHostorui (Kasaxcran)

PEJAKIIMOHHAS KOJIJIEI' U :

Pazak Aoaya — PhD, mpodeccop kadenprer knbepOe3omacHOCTH MekKIyHApOJHOTO YHMBEPCUTETa HH(MOPMAMOHHBIX TEXHOJIOTHI
(Kaszaxcran)
Jlyuno Tommazo ae ITaoame — gupekTop OTHena HcclaeqoBaHMN M paspaboTok mabopartopuu AVR nemapramMeHTa WHHOBALMH |

TEXHOJOTUYECKOro MHKUHUpUHra YHuBepcureta Canenro (Mramus)
JIuz Bakon — npodeccop, 3amecTuTenb Bulie-KaHiuiepa Y HuBepceutera Abepreit (Benukobpuranns)
Mukese Iarano — PhD, npodeccop Yuusepcutera ITussr (Mranus)

Oten6aes Myxrtap6aii Orenéaiiyapl — JOKTOp (U3MKO-MaTeMaTHYeCKHX Hayk, npodeccop, akagemuk HAH PK, mpodeccop kadenpst
MaTeMaTH4YCCKOTr0 U KOMIIBIOTEPHOTO MOACITUPOBAHU Me)KuyHapouHoro YHUBEPCUTETA HH(POPMALTHOHHBIX TEXHOJIOTUH <K213aXCTElH

Pricoaiiynbr Bonardek — nokTop dusnko-MareMaTHuecKux Hayk, npodeccop, npodeccop Astana IT University (Ka3axcram)

Jaiinexo Epremms AgexcanapoBHa — PhD, npodeccop-nccienoparens Kadeapsl HHOOPMAIMOHHEIX CHCTeM MeXIyHapOIHOTO
YHHBepcHTeTa HH(POPMaLHOHHBIX TexHonornii (Kazaxcran

Hy36aes Hyp:kan Toxkyaxaesnu — PhD, accormmpoBaHHBIH npodeccop, MPOPEKTop 10 MU(POBHU3ALNN U HHHOBALMAM MeXIyHapOIHOTO
yHHBepcuTeTa nHOOPMALHOHHBIX TexHonoruit (Kazaxcran

CunueB Baxtrepeii KycmamoBmy — JOKTOp TEXHHYECKHMX HaykK, Ipodeccop, mpodeccop Kadeapsl HHPOPMAIMOHHBIX CHCTEM
MexayHapoHOrO yHUBepcuTeTa nHGOpMaLMOHHbIX TexHonorui (KasaXcran)

CeiiioBa Hypryab Abajay/iaeBHa — KaHIMAAT TEXHUYECKHUX HAYK, IEKaH (paKyJIbTeTa KOMIBIOTEPHBIX TEXHOIOTHil H KubepOe3omacHoCTH
MesklyHapoIHOTO yHHBepCHTETa HHPOPMALMOHHBIX TexHosornii (Kasaxcran)

MyxamenneBa Apaak 'abuToBHA — KaHIMAAT YKOHOMUYECKUX HAyK, AeKaH (akyabTeTa OM3HECa MeIHa U ynpaBieHHs MexayHapoaHoro
YHUBEpCHTETa HHPOPMAIMOHHBIX TeXHoorui (Kazaxcran)

AonukannkoBa 3ammpa Typcbin6aesHa — PhD, accouumpoBaHHblii mpodeccop, 3aBeayiomas kadeapoidl MaTeMaTHYecKOro M
KOMITBFOTEPHOT'O MOJICJIMPOBAHHU S Me)l(]lyHapO]lHOFO YHHUBEpPCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH aSaXCTaH)

Inasanoekos Epaan Kapxkanomu — PhD, accormmpoBanHbIi npodeccop, 3aBepyronmii kadeapoil SKOHOMHKH M OW3Heca
Me)KﬂyHapO]:[HOFO YHHUBEpPCUTETA HHq’JOpMaL{HOHHLIX TEXHOJIOTHH (Ka3aXCTaH)

Jdamenss MaxcyroBna EckenampoBa — KaHIMJaT TEXHHYECCKHMX Hayk, acvcollémlpOBaHHbIﬁ npodeccop, 3aBenyromas Kadeapoit
knbepOe3onacHOCTH MexkayHapoaHOTO yHUBEpcuTeTa MH(GOPMAHOHHBIX TexHonoruit (Kazaxcram)

Hussryiosa Aiiryns  Ackap0ekoBHA — KaHIMIAT (HIONOIMYECKMX HAyK, JIONEHT, mpodeccop, 3aBemyromas —Kadeapoit
MeIHaKOMMYHHKaUK 1 ucTopun Kazaxcrana MeskyHapoJHOTO yHHBEPCUTETa HH(POPMAIHOHHBIX TexHonorui (Kasaxcran

AiitmaramberoB Auraii  3ydgapoBmy — KaHIMIAT TEXHMUYECKHX HayK, npodeccop Kadeapbl pPaJUOTEXHUKH, OJJIEKTPOHUKH MU

TeJICKOMMYHHUKaLi MexyHapOaHOro yHuBepceuTeTa nH(opManoHHbIX TexHotorun (Kasaxcran)

BaxtusipoBa Ejena AkuéexoBHa — KaHIMAAT TEXHUYECKMX HAYK, aCCOLMMPOBAHHBINA mpodeccop, 3aBeyiomas kadeapoil paanoTeXHUKH,
SJICKTPOHUKH M TEICKOMMYHHKALMH MexK/IyHapOIHOTO yHUBEPCHTETA HHPOPMALIMOHHBIX TexHoorui (Kasaxcram)

Kanubex Camncpi3baii — PhD, acconunpopanublii npogeccop, npodeccop-uccnenobareb kadeapsl kubepoesonacHocTd, MexayHapoaHoro
YHHBEpCHTETa HH(POPMAIMOHHBIX TeXHoIorui (KazaxcraH)

TeiapiMbaes Caxubaii — Kanauuar TeXHHYECKUMX HaykK, npodeccop, mpodeccop-uccienoBaTesb Kadeapbl KOMIBIOTEPHON HHKEHEPUH,
Me)lcnyr—rapozmoro YHHUBEpCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH Ka3aXCTaH)

Anvucped Amm  A6x — _PhD, accoummpoBanHblii mpodeccop kadeapsl knbepGe3onacHOCTH MeXIyHapOJHOTO —yHHBEPCUTETA
I/IHCI)OpMaHI/IOHHBIX TEXHOJIOTUHN (Ka3ax0TaH

Moxamen Axmen Xamama — PhD, accoummpoBanHbIi npodeccop kadenpsl HHOOPMAIMOHHEIX CHCTEM MEXIyHapoJHOrO YHHBEPCHTETa
nHPOPMALIMOHHBIX TexHonorui (Kasaxcran)

SIar Um Yy — PhD, npodeccop yrusepcurera I'auon (FOxuas Kopes)

Tanpeym Baauac — PhD, npopexrop yHuBepcutera umeH Aznama Murkesnya (ITosbia)

Mawmpbip6aeB Opken KymaxanoBuy — PhD, 3amecrurens qupexropa o nayke PI'TI MucturyTa MHQOPMAUMOHHBIX U BBIYHCIUTEIBHBIX
texHonoruit Komurera nayku MHBO PK (Kazaxcran)

Bymyep Cepreii /IMUTpHeBHY — JOKTOp TEXHHYECKHMX HayK, Ipodeccop, MMPeKTop YKPAaHHCKOH accOIMAIMi YNIpPaBICHUsS IPOCKTaMH
«YKPHETY, 3aBexyromii kadeapoil ynpasiieHHs NpoekTaMd KHEBCKOro HAlMOHAIBHOIO YHHBEPCHTETa CTPOUTEIBCTBA U APXUTEKTYPBI
(Yxpanna)

Bejgomunkas CeersiaHa BacuiabeBHa — JOKTOpP TEXHHYECKUX HAyK, JOLEHT, mpodeccop Kadeapsl BEYUCICHHI 1 HAYKH O JaHHBIX Astana IT
University (Ka3axcran

OTBETCTBEHHBIN PEJAKTOP:
Mp3a6aesa Payman JKanneBHa — maructp, peakrop Mex/1yHapoIHOro YHHBEpcHTeTa HHBOPMAIMOHHBIX TexHonorni (Kazaxcram)

MexTyHapoIHBII Ky pHaT HHPOPMAIMOHHEIX X KOMMYHHKAIIMOHHBIX TEXHOIOTHIT

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpeduxc DOT: 10.54309

Ileproan4HOCTh: 4 BBIITYCKOB B TO/I.

SI3bIK U3/1aHUA: Ka3aXCKUHM, PyCCKUi, aHTTMHCKHi.

Temarudeckas HarpaBieHHOCTh: "MH)opmanrontsie Texnonoruu"; "MudopmannonHas 6e30MacHOCTh ¥ KOMMYHHKAI[HOHHbIC
TexHonorun"; "Lindposbie TEXHOIOTUH B PA3BUTHU COLMO-KOHOMUYECKUX cHUCTeM".

Caiit sxypnaina: https://journal.iitu.edu.kz

PacnipocTpanenue: MaTepuaibl pacipocTpanstores o gunensun Creative Commons Attribution 4.0
Cob6erBeHHuk: AO « MexyHapoaHblil YHHUBEPCUTET HH(POPMAILIMOHHBIX TEXHOIOTHID) (I. AJIMATBI).
Asropckue npaBa: © MexayHapoaHBIiT )KypHAT HHPOPMALIMOHHBIX 1 KOMMYHHUKAILIMOHHBIX TEXHOJIOTHIA, 2026




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

CONTENTS
DIGITAL TECHNOLOGIES IN THE DEVELOPMENT OF SOCIO-ECONOMIC SYSTEMS

D. Abzhanova, A. Biloshchytskyi

A MODEL AND METHOD FOR MANAGING DATA ON EMISSIONS FROM STATIONARY SOURCES OF
POLLUTION IN AN INTELLIGENT ENVIRONMENTAL MONITORING SYSTEM ......ccceoieiiieiieieeieene 11
A. Slanbekova, M. Rakhimzhanova, A. Zhanibekova, A. Alimagambetova, M. Xudoyberganov

EARLY DETECTION OF HYDROLOGICAL HAZARDS BASED ON SPATIOTEMPORAL ANALYSIS ...... 27
A. Sakhipov, R. Seiitbek, D. Yedilkhan

REAL-TIME PASSENGER FLOW PREDICTION USING AUTOMATED DATA PREPARATION .................. 38
K. Tokayev, A. Moldagulova

A REVIEW OF PREDICTIVE MODELS APPROACHES TO STOCK MARKET FORECASTING IN
KAZAKHSTAN L.ttt ettt s ettt e e b e e b e esaeeaseesseesseeseeesseseesaenseesseenseesseesseesseessesssessseseesseenseenseas 60

INFORMATION TECHNOLOGY

F.N. Abdraimova, A.A. Kereibayeva, D.S. Dyussenova, D.A. Aliyeva, T.Zh. Toktarova
AI TECHNOLOGIES IN LANGUAGE EDUCATION: PRACTICAL ASPECTS AND CHALLENGES OF

STUDENT USAGE ...ttt ettt ettt ettt et s e s e eve et eeseeseese e st ess e s e seeteeseetsessensensessessesseeseeseessasnans 83
G. Azieva, M. Yessenova, A. Abzhapparova, G. Abdikerimova, P. Schmidt

HYBRID STACKING FRAMEWORK FOR CROP CLASSIFICATION USING UAV DATA .......cccovevveeierennene 97
A.K. Aitim

JOINT MORPHOLOGICAL DISAMBIGUATION AND POS TAGGING FOR AGGLUTINATIVE
LANGUAGES ...ttt ettt et ettt ettt et et e et e et e et e eseeseeteesbesseas et e seeseeseeteessensensenseesesaeereeseereans 109

A. Auyezova, Aigerim Aitim, B. Sinchev, W. Wéjcik

NP-COMPLETE ALGORITHMS IN LEGALTECH: HYBRID ARCHITECTURE FOR SEMANTIC
RETRIEVAL IN KAZAKHSTAN’S LEGAL ACTS ...ooiittiieeeeeteeteeteete ettt ettt ese et eae s 125
Y. Hozak, S. Paliy, T. Honcharenko

EVALUATING OPTIMAL CONFIGURATIONS OF SHALLOW CNNS ON LOW-COMPLEXITY

DIATASETS oottt ettt ettt ettt ettt et e v e ettt st e st e b et et e eaeetsetsess e st ess e s e b e eseeseeseeaeensenseasente b e seeteersensensenee 138
S.A. Yesniyazova, S.T. Kaimov

PREDICTIVE MAINTENANCE OF HEAVY-DUTY TRUCKS USING EXPLAINABLE MACHINE
LEARNING ..ottt ettt ettt ettt ettt e et et et eteeaeeas et e b et e ese et eeseeseeseessesseas et e seeseeseessessensensenseesesaeereesseseens 153
T. Imanbekova, Zh. Ibrayeva, G. Jakanova, G. Askanbay

DATA COMPRESSION ALGORITHM BASED ON WAVELET TRANSFORMER; ANALYSIS AND
IMPLEMENTATION IN MATLAB .....ootiiititietiet ettt ettt ettt ettt et ea et eaeeve et se st esesseeseeseesseasensens 167
B.Z. Kenzhegulov, Zh.T. Bilyalova, K.N. Uteuliyeva, L. Nurgaliyeva, Sh.S. Nurzhanova

A MATHEMATICAL AND ALGORITHMIC APPROACH TO THE DEVELOPMENT OF AN INTELLIGENT
TEXT-TO-SQL SYSTEM BASED ON LARGE LANGUAGE MODELS ........coveiiiiiiiiieieeieeteeeeieeie e 185
M. Kabdullin, A. Kairbekov, A. Kabdullin, L. Naizabayeva, A. Mukhit

DESIGN AND IMPLEMENTATION OF A WEB-BASED PROTOTYPE FOR CARDIOLOGICAL IMAGE
MANAGEMENT ..ottt ettt ettt ettt ettt et et e et e ebeeteese e st estess e s et e eseeseesseaseasessessesesseeseessessensensensensens 206
L.Kurmangaziyeva, Sh. Yelezhanova, S. Iskakova, Sh. Kodanova, H.i. Biilbiil

APPROACHES TO BUILDING A HYBRID INTELLIGENT DECISION SUPPORT SYSTEM BASED ON

FUZZY LOGIC, XAI, AND LARGE LANGUAGE MODELS ........cccoiiiiiiiiincieecteeteeeeee et 219
Z. Momynkulov, B. Omarov
DDPG FOR TRAJECTORY GENERATION .....ccocciiiiiiiiiiiiiiieienieietctete ettt ettt 236

F. Myrzabekov, N. Mustafin, M. Mukushev

WHY IS THIS NEWS NEGATIVE?: AN ATTENTION-BASED VISUALIZATION TECHNIQUE

FOR EXPLAINABLE SENTIMENT ANALYSIS. AN ANALYTICAL SURVEY AND CONCEPTUAL
FRAMEWORK ..ottt ettt ettt ettt ettt et et e et e eteeaeetsessess e b e s et e s s eseeseeseessessenseasesseeseeseessessessessensessensenseas 248
N.Sh. Maxutova, J.A. Tussupov, A.A. Shekerbek, Zh.E. Kenzhebayeva, Q.0. Rakhimov

MACHINE LEARNING FOR COMPREHENSIVE EVALUATION OF CARDIOVASCULAR DISEASE RISK
AND BIOCHEMICAL ALTERATIONS: FOCUS ON ASPARTATE AMINOTRANSFERASE .........c.coocvnie. 260
L. Naizabayeva, G. Turken, R.A. Druba, A.Sh. Yawar

LEVERAGING ENTERPRISE DATA WAREHOUSING TO IMPROVE WEB-BASED SALES



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

OPERATIONS ...ttt ettt ettt et e ettt e st e st et e s e s e s e e se e b e eseess et s essessessessesbeeseeseeseestessensensensesenseeseessass 275
S. Nurgaliyeva, N. Naiman, K. Makhmetova, M. Kali, N. Zhakiyev

COMPARATIVE ANALYSIS OF MACHINE LEARNING METHODS FOR RAPID DETECTION OF
VEGETABLE DISEASE USING COMPUTER VISION ......coiiiiiiiiieiieiieieiestesieete et eseeaessesse e sreesaeseesaesnens 291
0O.S. Salykova, V.A. Madin, B.R. Salykov, D.N. Komarov, N.V. Manuilov

INTEGRATION OF MEMS ACCELEROMETER SENSOR MODULES IN INDUSTRIAL MONITORING
SYSTEMS .ottt ettt et ettt e bt e be e st e st e st ess e s e b e es e et e essessessessessesseeseeseesaeseessessensensesesbeeseessesaessensenaenns 309
R. Taberkhan, M.A. Sambetbayeva, G. Kalman

KAZCAUSAL: THE FIRST CORPUS-BASED ANNOTATION OF CAUSAL RELATIONSHIPS IN THE

KAZAKH LANGUAGE ..ottt ettt ettt 323
S.Tynymbayev, S.E. Mamanova, R. Berdybayev, Zh.E. Temirbekova, T. Chinibayeva
DIVIDING DEVICES WITH PRELIMINARY PREPARATION OF MULTIPLES OF THE DIVISOR ........... 335

K.N. Uteuliyeva, B.Z. Kenzhegulov, T.A. Karazhigitova, H.I. Biilbiil, Z.Zh. Zhanuzakova
MATHEMATICAL AND ALGORITHMIC APPROACHES TO THE DEVELOPMENT OF A
COLLABORATIVE FILTERING-BASED RECOMMENDER SYSTEM ....ccccoeiiiiiiiiieieceeeeteeeeeeve s 351
S. Sharmukhanbet, G. Turmukhanova, O. Findik, V. Makhatova, L. Kurmangaziyeva

HIGH-PRECISION ROBOTIC ASSEMBLY UNDER VARIABLE ILLUMINATION: A ROBUST
MECHATRONIC ARCHITECTURE FOR VISUAL SERVOING ......cceotiiiiiiiiieiceieeieeeetee e 372

INFORMATION SECURITY AND COMMUNICATIONTECHNOLOGIES

A. Amirbay, Z. Amanbaikyzy, K. Maxutova, A. Mukhanova, M. Kassim

MACHINE LEARNING ALGORITHM FOR EARLY DETECTION OF AUTISM SPECTRUM DISORDERS
IN CHILDREN BASED ON MULTIMODAL ANALYSIS OF EYE MOVEMENTS AND FACIAL
EXPRESSIONS ..ottt ettt et ettt ete e st et et e s e s e s e ebeeseeseessessessessessesseeseeseeseeseessessensensenseseeseesenssases 390
K. Baisylbayeva, Sh. Mussiraliyeva, Zh. Yeltay

DETECTION OF EXTREMIST IDEOLOGY IN THE KAZAKH LANGUAGE: ANNOTATION
CHALLENGES AND DEEP LEARNING APPROACHES .......oooiiiiiiieieeeeetetetete et 405
M.A. Bolatbek, A.M.Usmanova, K.B. Bagitova, G.B. Baispay

DEVELOPMENT AND RESEARCH OF A METHOD FOR ANALYZING NETWORK TRAFFIC TO
IDENTIFY A CYBER THREAT .....ocoiiiiitiitieiieiieteetetet ettt ettt et sb et be et et se e st e st essessessessassassaesaessessessans 424
D.I. Prokopovych-Tkachenko, N.K. Zhumagalieva, D.N. Shchytov, N.F. Mormul, D.A. Cherkaskyi

FUZZY MODEL FOR EVALUATING INFORMATION SECURITY PARAMETERS OF INFORMATION
SYSTEMS UNDER INCOMPLETE AND QUALITATIVE DATA: CONSTRUCTION METHODOLOGY,
RULE BASE TUNING, AND DEMONSTRATION CASE FOR ORGANIZATIONS ......coceoiieieeieeieeieieienen 442
E.A. Pustovoy, O.A. Pustovaya, A.N. Raushanova, 1.S. Zaurbekov

EVALUATION OF THE EFFECTIVENESS OF SYNTHESIS OF STOCHASTIC MODELS WITH
CONTROLLED PROPERTIES ......ootiiiitiitictieieete ettt sttt ettt ssestesbaesaesaessessessesessessesseeseessessensensens 468
Y. Serzhan, T. Umarov, A. Abilbayeva

FRAUD DETECTION IN CREDIT CARD TRANSACTIONS USING MACHINE LEARNING: A
COMPARATIVE ANALYSIS ..ottt ettt ettt etaetaesa et e b e st e s sesseeseeseessessessessassassessassaeseeseeseans 484
T. Babenko, Ye. Bakhtiyarova, D. Yeskendirova, A. Sysoev, Sh. Makilenov

FLEXIBLE IDPS BASED ON MACHINE LEARNING ALGORITHMS FOR DIPTYCHS AND IOT EDGE

DEVICE PROTECTION ...t 496
MA3MYHbI
BJIEYMETTIK-9KOHOMMKAJIBIK )KYNEJEPII JTAMBITYIATbI LIUDPIBIK
TEXHOJIOT' USIJIAP

JI.E. Ad:kanoB, A.A. beaomuukmnii

SKOJIOTMSJIBIK MOHUTOPUHITIH, 3USITKEPJIIK )KYMUECIHJEIT CTALIMOHAPJIBIK JIACTAHY KO3-
JEPIHIH, IIBIF APBIH/BIJIAPBI TYPAJIbI JEPEKTEP/I BACKAPY/IbIH MOAEJII MEH ©JIICI ............... 11
A.E. CaanGexoBa, M.b. PaxumixanoBa, A.U. ’KanubexoBa, A.3. Anumaramoderosa, M. Xynoiidepranos
KEHICTIKTIK-YAKBITTBIK (SPATIOTEMPORAL) TAJIAAY HEI'BIHAE T'MAPOJIOTUAJIBIK KAVIII-
KATEPI EPTE AHDBIKTAY ..ottt ettt ettt ettt et b e aeebasbaetaesaessessessessessesseesaeseessessessensansensensas 27
A. Caxunos, P. Centoek, /I. Exniabxan

ABTOMATTAH/IbIPBUIFAH JEPEKTEP/I JANUBIHIAV/IbI ITAMIAJIAHA OTBIPBIIL, JKOJIAYILIBIJIAP



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

AFBIHBIH HAKTBI YAKBIT PEXHMIHJIE BOJIKAY .....ooiiiiiiiiiciiiinieiciniecietretcieesreeeeeeeeie et 38
K. Toxaes, A. MoJinaryJioBa
KA3AKCTAHJAFBI KOP HAPBIFbIH BOJXKAV/IBIH BOJDKAM/IBIK MOJEJIBAEPIHE ILIOJTY .............. 60

AKITAPATTBIK TEXHOJIOTUAJIAP

®.H. A6npanmoBa, A.A. Kepeiioaesa, /I.C. [IrocenoBa, JI.A. Anuesa, T.2K. Toxraposa

TUI BUIIMIHJAE XXACAHbI MHTEJUUIEKT TEXHOJIOT'SIJTAPBL: CTYAEHTTEP KOJIJJAHYBIHBIH
IMPAKTUKAJIBIK ACTIEKTIJIEPI MEH MOCEJIEJIEPT .....c.oootiitiiiieiieiieieieieieee ettt enes 83
I.T. A3ueBa, M.b. EcenoBa, A.K. Ad:xannaposa, I.b. Aoaukepumona, P. Schmidt

UAV JEPEKTEPI HEI'I3IH/JIE AYBIJI IITIAPYAIUBUIBIFbBI JAKBIJIIAPBIH XIKTEYI'E APHAJIFAH

TUBPUITI CTEKHHIE MOJIEJIL ....ocuviniiiiiieiieiieieteteiest et ete et et s s seesaesaesaesaessessassassessessasssessessessensens 97
9.K. 9iitim

ATTIIIOTUHATUBTI TUIAEPTE APHAJIFAH MOPOOJIOT'USJIBIK JU3AMBUI YAILIMISI MEH POS-TAH-

BAJTAVIBI BIPJIECIIT MOJIEJIBIIEY ....oioiiiiieiiciicieieieete sttt ettt et esa et sesse s snesseeseesaessensensensas 109

A. 9ye30Ba, 9. OiitimM, b. Cunues, B. Byiiuuk

KA3AKCTAHHBIH K¥KbIKTBIK AKTIUIEPIHJAEI'T NP-TOJIBIK AJITOPUTMIEP: SEMANTIC I3IEVTE
APHAJIFAH TUBPUITI APXHTEKTYPA L. oo 125
S1. Tozak, C. Ilanuii, T. Fonuapenko

KYPAEJUITT TOMEH JIEPEKTEP )XUbIHTHIKTAPBIHIA TEPEH EMEC OPAM/IbI HEMPOH/IIK
JKEJIUTEP/IIH (CNN) OHTAJIbI KOHOUTYPALIASIITAPBIH BAFATIAY ..o 138
C.A. EcausizoBa, C.T. Kaumon

TYCIHAIPUIETIH MAIIMHAJIBIK OKBITYbI KOJIJAHA OTBIPBIIT AYBIP XXYK KOJIIKTEPIHE
BOJDKAM/IbI TEXHUKAJIBIK KBIBMET KOPCETY ..ot 153
T.JI. UmanGekoBa, 7K.b. U0paesa, I.T. [IzkakanoBa, I.T. Ackanodaii

MOJIIMETTEP/II BEMBJIET-TY PJIEH/IPTILUITIH HET'I3IH/IE KbICY AJITOPUTMI; MATLAB
OPTACBIHIA TAJIAAY JKOHE ICKE ACBIPY ..o s 167
B.3. Kenzkeryaos, 2K.T. buasnosa, K.H. Yreyauena, JI. Hypraauesa, I11.C. Hyp:xanoBa

YJIKEH TUIAIK MOJEJIBAEP HET'I3IHJIE MHTEJIJIEKTYAJIbI TEXT-TO-SQL XYWECIH S3IPJIEV/IIH,
MATEMATHUKAJIBIK-AJITOPUTMIIK TOCIIL ......oiiiiiiiiiiicececece e 185
M. Kaoayaiaun, A. Kaupoexos, A. Kadayiun, J1. Haiiza6aesa, A. Myxurt

KAPIMOJIOI'MAJIBIK KECKIHAEPAI BACKAPYFA APHAJIFAH BEB-HET'I3/IEJII'EH ITPOTOTHUIITI
O3IPJIEY JKOHE ICKE ACDBIPY ..o 206
JI. Kypmanrasuesa, L11. EsnexanoBa, C. UckakoBa, 111. Konanosa, X. U. byioya

AMKBIH EMEC JIOTUKA, XAI )KXOHE YJIKEH TUIJIIK MOJIEJIBAEP HETI3IHE TMBPU/ITI 3USATKEP-

JIIK LIEIIIM KABBUIIAYIBI KOJIJIAY KYUECIH KY¥PY TOCIUIIEPT .......oooocveeveeeeeeeeeeee e 219
3. MombIHKYJ10B, B. OMapoB
TPAEKTOPUAJIAP/IbI TEHEPALIMAITIAY YILIH DDPG ....oooviiiiiiiciiiieiciiirieiciceeeeiceeci e 236

®. Mebip3adexos, H. Mycradpun, M. Mykyuies

BYJI XKAHAJIBIK HEJIIKTEH TEPIC?: TYCIHAIPUIETIH CEHTUMEHTTIK TAJIJAYFA APHAJIFAH
HA3AP AYJIAPY MEXAHU3MIHE HET'I3JIEJII'EH BU3YAJIM3ALIMA ©AICI. TAJIJAVJIBIK LIOJTY
JKOHE TYXXBIPBIMIAAMAUJIBIK HEITTS ...ttt e e s s 248
H.III. MakcyTtoBa, 7K.A. Tycynos, A.O. lllexepOex, ’K.E. Kenxedaepa, K.O. Paxumon

KYPEK-KAH TAMBIPJIAPBI AYPVYJIAPBIHBIH KAVYIIT-KATEPIH )KOHE BUOXUMUAJIBIK
O3T'EPICTEP/I KEILEHI BAFAJIAY YIHIH MAILIWHAJIBIK OKBITY: ACTIAPTATAMUHOTPAHCO®E-
PABATA EPEKIIE HASBAP ...ttt ettt st e s s e st e e seenseenseenseenseensesseenneenseenseenns 260
JI. Haiiza0aeBa, I. Typken, P.A. /Ipy0a, A.LLl. SIBap

BEB HEI'IBIHAET'T CATY OIIEPALIMAJIAPBIH XXETUIAIPY YIIIH KOCIIIOPBIHABIK AEPEKTEP
KOMMACBIH TATIIATIAHY ..ot 275
C. Hypraauesa, H. Haiiman, K. MaxmeroBa, M. Kanu, H. Kakues

KOMIIBIOTEPJIIK KOPY TEXHOJIOI'MSICBIH ITAMJIAJIAHA OTBIPBIIT, KOKOHIC JAKBIIIAPBIHBIH
AYPVYJIAPBIH XXEJIEJT AHBIKTAYFA APHAJIFAH MAILIMHAJIBIK OKBITY ©JIICTEPIH
CAJIBICTBIPMAUJIBL TATIZLIAY .ottt sttt ettt et ste et e et e e st e sseesseense e seenseenseanseensesnaenseennsennes 291
0O.C. CaubixoBa, B.A. Manun, b.P. Cansixos, /I.H. Komapos, H.B. Manyiinos

OHEPKOCIITIK MOHUTOPUHI XKYHMEJIEPIHAETT MEMS-AKCEJIEPOMETPJIEP/IIH, CEHCOPJIBIK
MOIVYJIBAEPIH MHTETPALIMSITIAY ...ttt ettt e s e seeseenneensennsennnas 309
P. TaGepxan, M.A. Camber0aeBa, I. Kanman



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

KAZCAUSAL: KA3AK TUIIHAEI'T CEBEIT-CAJITAPJIBIK KATBIHACTAP/IBIH AJIFALLIKBI
KOPITYCTBIK AHHOTALIMISICHI ..ottt 323
C. TeinbiMbaesB, C.E. MamanoBa, P. Bepaioaes, JK.E.TemipoexoBa, T. Unnudaena

BOJITIIITIH ECEJII MOHJEPIH AJIZIbIH AJIA JIAUBIHJIAYMEH JXY3ET'E ACBIPBUIATHIH BOJTY
KYPBITTEBITTAPDI ...ttt ettt ettt 335
K.H. YTeyauesa, b.3. Ken:kerynos, T.A. Kapaxururosa, X. Byaoy.a, 3.2K. ’Kany3akosa
KOJIUIABOPATUBTIK CY3I'UIEY HETI3IH/EIT ¥YChIHBIM/IBIK X YUWEHI &3IPIEY/IIH
MATEMATUKAJIBIK-AJITOPUTMIIK TOCIIIEPL ....c.oviiiiiiiieiiiiieciieectreeeceeeeeeee et 351
C. llapmyxanoer, I. TypmyxanoBa, O. ®unauk, B. Maxarosa, JI. KypmanrasueBa

AMHBIMAJIBI )KAPBIK KAF JAWBIHIAFbI )KOFAPBI JISJIIIKTI POBOTTHIK KYPACTHIPY: BU3VAJI-
Jbl CEPBOTEXEVY/IH TO3IMAI MEXATPOHMKAJIBIK APXUTEKTYPACHI ......ccoovieiiiiicciciien 372

AKITAPATTBIK KAYIICI3AIK ’)KOHE KOMMYHUKALUAJIBIK TEXHOJOI'MAJAPFA
APHAJIFAH

A. Amup6aii, 3. Amanoaiikbi3bl, K. MakcyToBa, A. Myxanoa, M. Kassim

KO3 KO3FAJIBICTAPBI MEH BET MUMUKA BEJITUIEPIH MVYJIBTUMOJIAJIBAbI TAJIAAYFA HEI'13-
JEJITEH BAJIAJIAPJAFBI AYTU3M CIIEKTPIHIH BY3bIJILICTAPBIH EPTE AHBIKTAYFA APHAJIFAH
MAIINHAJIBIK OKDBITY AJITOPUITMI ....ccoviiiieiieieeie ettt ettt st se e ensennseenees 390
K./1. Baiicbl16aeBa, LL1.2K. Mycupanuesa, K. Earaii

KA3AK TUHHAEI'T SKCTPEMUCTIK UJEOJIOTUAHBI AHBIKTAY: AHHOTALIUAJIAY MOCEJIEJIEPI
JKOHE TEPEH, OKBITY TOCIIIIEP ......oeioiiieee ettt sttt naeeneeeneeenneas 405
M.A. Boaardek, A.M. YemanoBa, K.b. barurosa, I'b. Baiicnaii

KUBEP KAVIIITI AHBIKTAY YIIIH XEJIJIIK TPAOUKTI TAJIJIAY ©/ICIH O3IPJIEY )KXOHE

101 21 N 1 SR PS 424
J.HU. lIpoxonosuy-Trauenko, H.K. XKymaranuesa, /[.H. lllutos, H.®. Mopmyas, JI.A. Uepkacckmii
TOJIBIK EMEC JXOHE CAIIAJIBIK JIEPEKTEP )XAFJANBIHIA AKITAPATTBIK )XY WEJIEPIIH AKIIA-
PATTBIK KAVITIICI3AIK ITTAPAMETPJIEPIH BAFAJIAYJIbIH B¥JIBIHFBIP MOJIEJIL: K¥PY S AICTEMECI,
EPEXEJIEP BA3BACBIH BAIITAY JKOHE YUBIM/JIAPFA APHAJIFAH JIEMOHCTPALIMSIJIBIK

KCETAC .ot 442
E.A. IlycroBoii, O.A. IlycroBasi, A.H. Paymanosa, U.C. 3ayp0exos

BACKAPDBIIATBIH KACUETTEPI BAP CTOXACTUKAJIBIK MOAEJIBAEPII CUHTE3AEYIH,
TUIMIIIITTH BATFAJTIAY .ottt ettt et e et e e e st e s seessee st ensaenseenseenseenseenseaneenaeennes 468
E. Cepaxan, T. Ymapos, A. O6inodaeBa

MAIINHAJIBIK OKY 9 1ICI APKbIJIbI KPEJIUT KAPTA OITEPALIUAJIAPBIHAAFbBI AJTAAKTBIKTBI
AHDBIKTAY: CAJIBICTBIPMAUJIBL TAJIZIAY ..ooeeeeieeeeee ettt ettt eenae e sneessaenseenns 484
T.B. Badenko, E.A. Baxtusiposa, /I.M. Eckenauposa, A. Coicoes, 11I.H. MakujienoB

JUIITUX KOHE 10T IHETKI K¥PbUUIFBIJIAPBIH KOPFAYFA APHAJIFAH MAILIMHAJIBIK OKBITY
AJITOPUTMAEPIHE HEI'I3AEJITEH UKEMII IDPS ..ot 496

COJIEP)KAHUE
LIMPPOBBIE TEXHOJIOT MU B PA3BUTHHCOLMO-DKOHOMHUYECKHAX CUCTEM

JI.E. AdxkanoBa, A.A. Beomuunknii

MOJEJIb 1 METOJ YITPABJIEHM I JTAHHBIMU O BBIBPOCAX CTALIMOHAPHBIX NICTOYHMKOB
3ATPSI3HEHUS B MHTEJJIEKTYAJIBHOM CUCTEME DKOJIOTMYECKOI'O MOHUTOPHUHTA ............. 11
A.E. CaanGexoBa, M.b. PaxumixanoBa, A.U. ’KanubexoBa, A.3. Anumaramoderosa, M. Xynoiidepranos
PAHHEE BBISIBJIEHUE TUPOJIOIMYECKUX OITACHOCTEN HA OCHOBE ITPOCTPAHCTBEHHO-
BPEMEHHOT'O (SPATIOTEMPORAL) AHAJIFBA .....coooiieieieieeteeeeteee ettt ettt ve et essessesnassaese e 27
A. Caxunos, P. Centoek, /I. Exniabxan

IMPOT'HO3MPOBAHUE IMTACCAXXHNPOITOTOKA B PEAJIbHOM BPEMEHU C UCITOJIL3BOBAHUEM AB-
TOMATHU3UPOBAHHOM MTOATOTOBKI JIAHHDBIX .......oovoeeeeeeeeeeeeeeeeeeeeee e 38
K. Toxaes, A. MoJinaryJioBa

OB30P [TPOIHOCTUYECKUX MOJIEJIEH J151 [IPOTHO3MPOBAHU S ®OHJIOBOIO PHIHKA

B KABAXCTAHE ...ttt ettt et ettt ettt et e s e b e b e et e ete et e esaessessessessesseeseeseeseessensessensensesseeseess 60



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

NH®OPMAIIMOHHBIE TEXHOJIOI'MH

®.H. AdnpanmoBa, A.A. Kepeiioaesa, /I.C. [roceHoBa, JI.A. Anuesa, T.2K. Toxraposa

TEXHOJIOI'MU NN B SI3bIKOBOM OBPA3BOBAHIN: ITPAKTUYECKUWE ACIIEKTBI 1 ITPOBJIEMBbI
TTPUMEHEHUS CTYIEHTAMI .......ooiiiiiieiieeeeeeetteteee ettt b st et e eba et esaesaesaessessessesseeseeseessensensan 83
I.T. A3ueBa, M.b. EcenoBa, A.K. Ad:xannaposa, I.b. AGaukepumona, P. Schmidt

TUBPUJIHASI MOJIEJIb CTEKUHIA JUISI KJIIACCU®UKALIMU CEJILCKOXO3SMCTBEHHBIX KYJIBTYP

TTO TAHHDBIM UAV ..ottt ettt ettt ettt et e s teeteetaesaessessessesessesseeseeseeseassessensessassassaeseessessessanes 97
9.K. 9iitim

COBMECTHA I MOP®OJIOTMYECKA S TU3AMBUT YALIWS 11 POS-PASMETKA J1JI5
ATTIIIOTUHATHBHBIX SIBBIKOB ........octioiieiieiieiieieieiesteste sttt ettt et esaesaesaessesessessesseeseeseeseeneas 109

A. Aye3oBa, A. Aiitum, b. Cunues, B. Byiiuuk

NP-ITOJIHBIE AJITOPUTMbI B LEGALTECH: THBPUIHAA APXUTEKTYPA AJIs1 CEMAHTUYECKOI'O
ITONCKA B [TPABOBDBIX AKTAX KASAXCTAHA ....oooeeeeeeeeeee ettt n 125
S1. Tozak, C. Ilanuii, T. Fonuapenko

OLIEHKA OITUMAJIbHBIX KOH®UT'YPALIUI HEIVIYBOKUX CBEPTOYHBIX HEMPOHHBIX CETEN
HA JIATACETAX HUBKOM CITOMKHOCTH ... 138
C.A. EcausizoBa, C.T. Kaumon

[NIPEJVKTUBHOE TEXHUYECKOE OBCJIYKMUBAHME TSDKEJIBIX I'PY30BUKOB C UCIIOJIb30BAHMU-
EM OFBACHUMOTI'O MAHIMHHOI'O OBYUEHUS ......oviiieieeeee et 153
T.JI. UmanGekoBa, 7K.b. U0paesa, I.T. [IzkakanoBa, I.T. Ackanoaii

AJICOPUTM COKATUS JAHHBIX HA OCHOBE BEVBJIET-IIPEOBPABOBATEJISI: AHAJIU3 1 PEAJIU3A-
L0 0 S0 AN I N = SRR 167
B.3. Ken:keryanos, 2K.T. buasnosa, K.H. Yreyauena, JI. Hypraauesa, I11.C. Hyp:xanoBa
MATEMATUKO-AJITOPUTMUYECKHWH MTOJIXO/] K PA3SPABOTKE MHTEJUIEKTYAJIbHOM TEXT-
TO-SQL CUCTEMBI HA OCHOBE BOJIBIIUX SI3bIKOBBIX MOIEJIEM ......ovvoveeeeeeeeeeeeeeeeeeeen. 185
M. Kaoayaiaun, A. Kaup6exos, A. Kadayiun, J1. Haiiza6aeBa, A. Myxurt

PABPABOTKA U PEAJIM3ALIMA BEB-ITPOTOTUIIA U1 YITPABJIIEHW S KAPJUOJIOI' MYECKUMU
111031 a0 N A 5 1 2 11 1 USRS 206
JI. Kypmanrasuesa, 111. EnexanoBa, C. UckakoBa, L1I. Konanosa, X. U. Broab010016

[OJIXO/bI K IOCTPOEHWIO T'MBPUIHOM MHTEJJIEKTYAJIBHOM CUCTEMBI [TOJJIEPYKKU
[IPUHSITHS PEILEHUI HA OCHOBE HEUETKOM JIOTMKHU, XAI U BOJIBIIUX SI3bIKOBBIX

MOJIETIE ..o ceeeesoe et eeeesse et 219
3. MombIHKYJ10B, B. OMapoB
DDPG JJIS1 TEHEPAIINM TPAEKTOPH ......cooviiiiiiiiiiiiiciiietccteecteeet ettt 236

®. Mebip3adexos, H. Mycradpun, M. Mykyuies

[TOYEMY 3TA HOBOCTb HETATUBHA?: METO/1 BU3YAJIU3ALIM HA OCHOBE MEXAHU3MA
BHUMAHUS JUIS OBBSICHUMOI'O AHAJIM3A TOHAJILHOCTU. AHAJIMTUYECKUI OB30P U
KOHUETITYAJIBHAS MOJEJID ....c.ooiiiiiieeieeteetee ettt ettt s saesseessaesseenteenseenseenneansesnnanns 248
H.III. MakcyTtoBa, [I.A. Tycynos, A.A. lllexepoek, JK.E. Ken:ke6aeBa, K.O. Paxumos

MAUIMHHOE OBYYEHUE JJ151 KOMITJIEKCHOM OLIEHKUM PUCKA CEPAEYHO-COCYIMCTBIX
3ABOJIEBAHUI U BUOXUMUYECKHUX UBMEHEHUI: AKLIEHT HA
ACITAPTATAMUHOTPAHCDEPASE ......ooiiiieieieeee ettt ettt ae st snaessaesteesseeseenseansesnneans 260
JI. Haiiza0aeBa, I. Typken, P.A. [Ipy6a, A.1Ll. sIBap

NCTIOJIB3OBAHUE KOPITOPATUBHOI'O XPAHUJINMIIA JAHHBIX JJIA YIIYUIHEHW A BEB-OPUEHTU-
POBAHHDBIX OIEPALTM TTPOIIATK ... seee s 275
C. Hypraauesa, H. Haiiman, K. MaxmeroBa, M. Kann, H. Kakues

CPABHUTEJIbHBII AHAJIM3 METOJOB MAILIMHHOI'O OBYUYEHMS /U151 BLICTPOT'O OBHAPYXKE-
HUSI BABOJIEBAHUI OBOILHBIX KYJIBTYP C UCHOJIB30BAHUEM KOMITbIOTEPHOI'O

101 24 21 17 5 RSP 291
0O.C. CaubixoBa, B.A. Manun, b.P. Cansixos, /I.H. Komapos, H.B. Manyiiios

UHTETPALISI CEHCOPHBIX MOJIVJIE MEMS-AKCEJIEPOMETPOB B CUCTEMAX
TTPOMBIIIJIEHHOTI'O MOHUTOPIHHIA ..ottt ettt e e nneenneenes 309
P. TaGepxan, M.A. Camber0aeBa, I. Kanman

KAZCAUSAL: TIEPBA SI KOPITYCHA Sl AHHOTALIUS [IPUYMHHO-CJIEJICTBEHHBIX CBSI3EN HA
KABAXCKOM SIBBIKE ..ottt ettt sttt ettt et et e e sae s esseessa e st et e enseanseenseansesnseeneennaenseesean 323
C. TeinbiMbaeB, C.E. MamanoBa, P. Bepaubaes, ’K.E. Temupoexona, T. Unnudaena



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

YCTPOVICTBA JEJIEHHS YUCEJI C TTIPEJBAPUTEJILHOM MTOATOTOBKOI KPATHBIX

JUETIFITETTRO ..ottt ettt nes 335
K.H. YTeynauesa, b.3. Ken:kerynos, T.A. Kapaxururosa, X.broias610ib, 3.2K. 2Kanyszakosa
MATEMATUKO-AJITOPUTMHUYECKUE ITOJIXO/IbI K PASPABOTKE PEKOMEH/IATEJIbHOI CUCTE-
MbI HA OCHOBE KOJJTABOPATUBHOM ®UIIBTPALIUN ..........ooocvooeveeeeeseeeseeeseesveesss e 351
C. llapmyxanoer, I. TypmyxanoBa, O.®@unauk, B.Maxarosa, JI. Kypmanrazuesa

BbICOKOTOYHA 51 POBOTU3MPOBAHHA I CBOPKA ITPM [TIEPEMEHHOI OCBEIEHHOCTH:
POBACTHASI MEXATPOHHASI APXUTEKTYPA BU3YAJIBHOI'O CEPBOVITPABJIEHHA ...................... 372

NH®OPMAILIMOHHASA BE3OITACHOCTb U KOMMYHUKAIIMOHHBIE TEXHOJIOT'MA

A. AMup6aii, 3. Amanoaiikbi3bl, K. MakcyToBa, A. Myxanosa, M. Kassim

AJICOPUTM MAILIMHHOI'O OBYYEHMS J1J151 PAHHET'O BBISIBJIEHUSI PACCTPOMCTB AY TUCTUYE-
CKOT'O CITEKTPA V JETEM1 HA OCHOBE MVYJIETMOJAJILHOI'O AHAJIM3A JAHHBIX JBVXKEHUS
TTIA3 U MUMMYECKUX CHUTHAJTIOB ...ttt sttt seenseenaeenseeneesneenns 390
K./. Baiicbl16aesa, LLI.JK. Mycupanuesa, K. Exraii

OBHAPY)XXEHUE DKCTPEMUCTCKOU UJIEOJIOTMH HA KA3SAXCKOM SI3bIKE: TTPOBJIEMbI
AHHOTHUPOBAHUWA 1 METO/IBI [ITTYBOKOI'O OBYUEHMUS ..ot 405
M.A. Boaaroek, A.M. YecmanoBa, K.b. baruroBa, I.b. Baiicnaii

PA3BPABOTKA U UCCJIIEAOBAHUE METOJJA AHAJIM3A CETEBOI'O TPA®UKA J1JIA BBIABIEHW A
3805023 YA T o 0101 ) (USSP 424
J.U. lIpoxonosuy-Trauenko, H.K. ’Kymaranuesa, /[.H. lllutos, H.®. Mopmyas, JI.A. Uepkacckmii
HEUYETKASI MOJIEJIb OLIEHUBAHMS IIAPAMETPOB HUHO®OPMALIMOHHOM BE3OITACHOCTH
NHOOPMAIIMOHHLBIX CUCTEM B YCJIOBUAX HEITOJIHBIX 1 KAUECTBEHHBIX IAHHBIX:
METOJIUKA TIOCTPOEHIS, HACTPOMKA BA3bI IIPABUJI U JIEMOHCTPALIMOHHBINA KENC U151
OPTAHMBALIUI ...t 442
E.A. IlycroBoii, O.A. IlycroBasi, A.H. Paymanosa, U.C. 3aypOexos

OLIEHKA DO®OEKTUBHOCTU CUHTE3A CTOXACTUYECKUX MOJIEJIEH C YIIPABJISIEMbIMU
CBOMCTBAMI ... 468
E. Cepxan, T. YmapoB, A. Adu1b0aeBa

BbISIBJIEHUME MOILIEHHUYECTBA C UCITOJIB3OBAHUEM MAIIMHHOI'O OBYYEHU A TTPU OITEPA-
USX C KPEAUTHBIMU KAPTAMM: CPABHUTEJIBHBIA AHATINB ... 484
T. Badenko, E. BaxTusiposa, /I. Eckenauposa, A. Coicoes, I1I. MakuiieHoB

I'MBKAS IDPS HA OCHOBE AJITOPUTMOB MAILIMHHOT'O OBYUEHUA J1JIA MOHUTOPUHTA U
SAIIATHI TEPUDGEPUNHBIX I0T-YCTPOMICTB .....oocooooeeoveve e 496



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 2 (26).

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 7. Is.2. Number 26 (2026). Pp. 206-218

Journal homepage: https:/journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2026.26.2.013

DESIGN AND IMPLEMENTATION OF A WEB-BASED PROTOTYPE FOR
CARDIOLOGICAL IMAGE MANAGEMENT

M. Kabdullin'*, A. Kairbekov’, A. Kabdullin’, L. Naizabayeva?, A. Mukhit®
'Satbayev University, Almaty, Kazakhstan;
International Information Technology University, Almaty, Kazakhstan;
*Kazakhstan’s Medical University “KSPH”, Almaty, Kazakhstan.
E-mail: m.kabdullin@satbayev.university

Maxat Kabdullin — Master of Technical Sciences, Senior Lecturer, Department of
Information Systems, Institute of Automation and Information Technologies, Satbayev
University, Principal Investigator of research project No. AP25794129, Almaty, Kazakhstan
E-mail: m.kabdullin@satbayev.university, https://orcid.org/0000-0002-7320-6259;

Abylai Kairbekov — Master of Technical Sciences, Senior Lecturer,
Department  of  Information  Systems, Institute @ of  Automation and
Information Technologies, Satbayev University, Almaty, Kazakhstan
https://orcid.org/0000-0001-7123-0901;

Azat Kabdullin — Master of Technical Sciences, Lecturer,
Department  of  Information  Systems, Institute @ of  Automation and
Information Technologies, Satbayev University, Almaty, Kazakhstan

https://orcid.org/0000-0001-5589-2542;

Lyazat Naizabayeva — Doctor of Technical Sciences, Research Professor, Department of
Information Systems, International Information Technology University, Almaty, Kazakhstan
https://orcid.org/0000-0002-4860-7376;

Anar Mukhit — Master’s Student, Kazakhstan’s Medical University “KSPH”, Almaty,
Kazakhstan

https://orcid.org/0009-0003-2471-0365.

© M. Kabdullin, A. Kairbekov, A. Kabdullin, L. Naizabayeva, A. Mukhit

Abstract. This paper presents the development of a web-based prototype for secure
storage and preprocessing of cardiological medical images. The system includes modules
for uploading DICOM files, performing basic preprocessing, and securely storing patient
data with role-based access control. Built with the Django framework, the application
follows the Model-View—Template architecture to ensure modularity and scalability. The
prototype was tested using open medical datasets and demonstrated stable performance
in scenarios typical for diagnostic workflows. The system addresses both technical and
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AHHoTanusi. Makanana KapJHOJOTHSUIBIK MEIUIIMHAIBIK KECKIHAepai Kayircis
CakTay >KOHE aJJIbIH alla OHJeyre apHallFaH BeO-HETi3/IeNTeH MPOTOTUIITI d3ipiiey Mace-
neci kapacteipeuiaapl. JKyite DICOM daitngapbia xKyKTey, OacTarkpl aljblH alla OHICY-
Il OpPBIHJAY JKOHE POJIIIK KOJDKETIMAUTIKTI 0acKapy apKbLIbl TAIIUSHTTEPAIH ACPEKTepiH
Kayimnci3 cakray Momynbaepin KamTuael. Kocsimima Django ¢peliMBOpKi HeTi3iHIe a3ip-
JICHIII, )KYHEHIH MOAYJIBALIITT MEH MacCIITa0TaTybIH KaMTaMachl3 €Ty Makcarbiaa Model—
View—Template apxuTekTypacslH KoiiaHaabl. [[poToTun amblKk MEAUIMHANIBIK JEPEKTEp
JKUBIHTHIKTAPBIH MaiialaHa OTBIPBIN TECTUICHIN, JUATHOCTHKAIBIK JKYMBIC YIepicTepiHe
TOH CIICHApHUIAJIEep/Ie TYPAKThI )KYMBIC OHIMAUTITIH KepceTTi. JKylie MeTUIIMHAIIBIK 1epeK-
TEpAl OHJIeYTe KOMBUIATHIH TEXHUKANBIK JKOHE STHKAIBIK TalanTapAbl €CKepil, JeHCAYbIK
cakTay cajachIHBIH IHU(PIBIK TpaHCHOPMAIMICHIH KOJIIayFa OaFbITTaIFaH.

Tyiinai ce3nep: MeaUITMHAIBIK KecKiHaepai Bu3yanm3amusuiay, DICOM, Be6-ko-
CBIMIIIA, IEPEKTEP KayiNcCi3/airi, KapaHoIoTus
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AnHoTanusi. B crarbe mpezicraBieHa pa3padoTka BeO-OpUEHTHPOBAHHOTO TIPO-
TOTHMA Il O€30IacHOTO XpaHEHHs W TPEIBAPUTEIHLHOW O00pPaOOTKH METUITMHCKHUX
n3o0paxenuil B kapauonoruu. Cucrema Bkitodaet moaynu 3arpy3ku DICOM-aitnos,
BBITIOJIHEHHSI 0a30BOM MpeNBapUTEIBLHON 00pabOTKM M O€30MacCHOTO XpaHEHHS JaHHBIX
MAIMEHTOB C HCIIOJIB30BAHUEM POJIEBOTO yIpaBlIeHUs moctyrnoMm. llpunoxkeHue paspa-
6otaHo Ha ocHoBe (peiimBopka Django ¢ mpumeHeHuem apxuTekTtypbl Model-View—
Template, obecneunBaronieii MOAYIBHOCTh U MacIITaOMPyeMOCTh cucTeMbl. [IpoToTun
OBUT TIPOTECTUPOBAH C HCIOJIH30BAHUEM OTKPBITBIX MEAMIMHCKUX HAaOOpPOB JTaHHBIX H
MIPOIEMOHCTPUPOBAJ CTAOMITBHYIO IIPOU3BOIUTEILHOCTD B CIIEHAPHUSX, XapPAKTEPHBIX JIJIS
JIMAarHOCTUYECKUX pabovmx mporeccoB. PaspaboTanHas cucTeMa yunuThIBAeT KaK TEXHU-
YEeCKHe, TaK ¥ 3TUIECKHE TPeOOBaHUS K 00paObOTKe MEUIIMHCKUX JaHHBIX M HAIpaBJIeHA
Ha MOJIEPKKY UPPOBOH TpaHCchopmanuu B chepe 3ApaBOOXpaHEHUS.

KuroueBble ciaoBa: menunmuckas Busyanmsaius, DICOM, BeO-mpuioxeHue,
0€30MMacHOCTh IaHHBIX, KapUOJIOT U
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KoH(}IUKT HHTEPEeCOB: aBTOPHI 3aSBIISIFOT 00 OTCYTCTBUU KOH(IMKTa HHTEPECOB.

bnazooapnocme. [lannoe uccnedosanue ¢unancupyemcs Komumemom nay-
ku Munucmepcmea nayku u evicuieco obpasoeanus Pecnyonuxu Kazaxcman (cpanm Ne
AP25794129 «Paspabomka aneopumma hunempayuu u npeosapumenvHou oopabomku
OUOMEOUYUHCKUX U300padCeHUll Ol KAPOUONO2UUECKOU OUACHOCIUKILY).

Introduction.

In the age of digitalization, healthcare requires the processing and storage of large
volumes of medical data, including biomedical images. Images obtained during cardiac
examinations, such as echocardiography, cardiac computed tomography, and magnetic
resonance imaging, are key sources of data for accurate diagnosis. Modern diagnostics
of cardiovascular disease, one of the leading causes of death worldwide (WHO, 2023),
largely depends on the quality of recognition and accessibility of image data.

Before recognizing and storing large volumes of data, it is necessary to develop
a specialized web application that combines secure storage and automatic format
conversion, ensuring compatibility with analysis and visualization software, and pre-
processing of biomedical images for deep recognition and subsequent diagnostics. The use
of web technologies in this context enables cross-platform support, remote data access,
and integration with external expert systems. Information security and compliance with
biomedical data privacy requirements must be considered during development.

The main goal of this paper is to design and implement of a web application for a
research project founded by the Science Committee of the Ministry of Science and Higher
Education of the Republic of Kazakhstan (grant: NeAP25794129 “Development of an
algorithm for filtering and pre-processing biomedical images for cardiac diagnostics”,
which provides secure storage, automatic format conversion and pre-processing of
biomedical images.

This work addresses the following tasks: formulating requirements for the
functionality, security, and architecture of a web application; designing its structure in
accordance with medical imaging standards; implementing modules for loading, storing,
viewing, and pre-processing images; integrating basic information security tools; testing
and assessing the compliance of the developed prototype with the stated requirements.

The relevance of this study stems not only from the pre-processing of large
biomedical data flows and automated format conversion to a unified standard, but also
from the growing threats to information security in the medical field. According to the 2023
HIMSS report, approximately 80% of healthcare institutions have experienced incidents
involving data compromise, including vulnerabilities in image storage and transmission
systems (HIMSS, 2023). Some studies highlight that many PACS systems still lack modern
cryptographic protection, making them vulnerable to unauthorized access (Eichelberg et
al., 2004). In the context of the digital transformation of healthcare, there is a growing need
for distributed, secure, and easy-to-use solutions that integrate the functions of storing, pre-
processing, and visualizing medical images—which forms the subject area of this study.

Cardiology diagnostics rely on various types of cardiac and vascular imaging. All
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these modalities generate digital images, often serially (dynamic «cine» series showing
cardiac motion). The generally accepted standard for storing and exchanging such images
is the DICOM format (Kumar et al., 2024). The DICOM format describes both image
pixel data and extensive metadata (patient information, examination parameters, image
geometry, etc.), ensuring reproducibility and unambiguous interpretation of medical
images across different systems. As a result, all leading medical equipment manufacturers
support DICOM, which enables the storage, transmission, and viewing of cardiac images
(CT, MRI, angiography, etc.) in a single, standardized format (Eichelberg et al., 2004;
Kumar et al., 2024).

Medical images contain personal (and often highly sensitive) patient data, so
their processing is subject to numerous standards and regulations regarding personal data
protection. Development must consider international and local standards in the Republic
of Kazakhstan.

The development of a web application for our study must encompass a set of
standards (international and national). To this end, we will formulate a list of specific
information security requirements for a web application for medical images:

» Strict user authentication and authorization based on least privilege must be
implemented. Patient data must be stored in encrypted form, and internet
transmission must be carried out only through secure channels;

* Logging and monitoring: the system must maintain a log of access to each
image and be able to detect anomalies;

» Backup and the ability to restore data without loss are essential for availability
(Raza et al., 2024);

» Strict confidentiality.

Compliance with local laws and ethical standards is an important aspect of
development. According to the Law of the Republic of Kazakhstan «On Personal Data
and Their Protection,» medical images associated with identifiable individuals are
considered personal data and require special protection measures and consent for their
processing (Republic of Kazakhstan, 2013). In clinical and research contexts, informed
patient consent is often used, especially if the images are used not only for treatment but
also for scientific purposes (Republic of Kazakhstan, 2013; DeMartini et al., 2023; WHO,
2021). International practice also emphasizes that the use of medical images requires clear
consensus forms, especially if they are published or transferred to third-party systems
(Mazurowski et al., 2020).

Taking these requirements into account during development will protect the system
from typical threats and create the preconditions for successful implementation in medical
institutions.

Based on an analysis of the subject area and identified trends in medical imaging,
the key objectives addressed in this study were formulated. First, an analysis of cardiac
imaging characteristics, their use cases, and user requirements was conducted, including
regulatory and ethical considerations. A critical review of existing PACS systems and
DICOM viewers (both commercial and open-source) was conducted, focusing on
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their functionality, security level, and limitations, including the lack of web access and
integration difficulties.

Based on the data obtained, a web application architecture was developed,
including secure storage, a pre-processing module, and a web interface. A prototype was
implemented with functions for loading, storing, and viewing cardiac images, and basic
information security measures were implemented. Testing was conducted using an open
dataset to assess the system’s functional suitability. Technical documentation was also
developed, including a description of the architecture, database model, and implemented
security mechanisms.

Completing these tasks will enable us to achieve our research goal: creating a
prototype web application capable of securely storing and processing cardiac biomedical
images. This application should meet both the practical needs of physicians (convenient
access to images, basic processing tools) and strict ethical requirements. Information
security will also be improved due to the storage of user data. Implementation of the
project will contribute to the solution of the problem of securely storing growing volumes
of medical images and will enable data preprocessing directly in a secure environment,
which is essential for healthcare systems in the era of digital transformation.

Materials and methods.

The web application is built on the Django framework, which utilizes the Model-
View-Template (MVT) design pattern —a variation of the MVC architecture. In accordance
with MVT, Django implements a separation of three key components: data models, views,
and user interface templates. This approach helps maintain a clear structure and scalability
of the project by separating data processing logic, application business logic, and the
presentation layer.

The project’s architecture is organized according to a modular principle:
functionality is divided into several Django applications. Each application is responsible
for its own domain: HOME AUTH (user management and homepage), PATIENTS (patient
data management), and MEDICAL IMAGES (medical image uploading and processing).
This approach aligns with the recommended Django project structure, where models are
grouped into applications based on their logical role (Django Software Foundation, 2024).

Database

—
e :
e File storage

Fig. 1. High-level architecture of the application.
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Django’s built-in mechanism is used for URL routing: each path is associated with
a function or view class that handles the request. Access to key sections of the application
is restricted to unregistered users using the @login_required decorator, which redirects all
unauthenticated users to the login page. This ensures that functionality for working with
sensitive medical data is available only to authorized users. Additionally, access rights are
differentiated using Django mechanisms: administrator rights (superuser) for full access,
staff rights for access to the admin panel, and regular medical professional accounts
with limited rights. Django provides a built-in permissions system that allows you to set
permissions for operations on specific models (view, add, edit, delete) and verify these
permissions through the authorization system. Thus, the application architecture provides
role-based access control: access to certain actions (such as deleting or editing records) is
granted only to users with the appropriate permissions or roles.

Django’s built-in authentication system is used for authentication. When a user
logs in, a session is created, and Django associates it with the user object, storing the user
ID in session data. Logout is performed by calling the appropriate framework method,
which completely clears the session data. Using a ready-made mechanism ensures secure
account management without the need for manual implementation of secure password
storage or session management (Django Software Foundation, 2024).

The web application’s user interface is designed to be intuitive and functional,
providing convenient access to medical images and patient data. The interface is divided
into several logical modules: an authentication screen, the main work panel after login,
and navigation and data filtering elements. All interactions are handled via secure
HTTPS requests to the server application, which stores and processes images and patient
information.

e

[ E

og

Fig. 2. Login Page and profile page.

The start page begins with authorization. For security, all forms are protected with
CSREF tokens and data validation, as shown in Figure 2: Login Page

The «DICOM Upload» section is responsible for uploading medical images to
the database. On the server, preliminary verification occurs, a SHA-256 checksum is
calculated to ensure integrity and prevent tampering, and then the images are saved to
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the data storage. The list of supported formats depends on the DICOM standard—an open
standard for storing and transmitting medical images. The interface can display upload
progress and statistics on processed files. Once uploaded, the images become available in
the corresponding patient’s profile: the user can switch to a specific patient’s section and
see previews or full-size image views, as shown in Figure 3.

B ecnamsans

fd Aqdmpers Bebry

Fig. 3. Image Loading.

The viewing section displays a list of the patient’s uploaded images, for example, as
cards with the examination date and file type. Files can be sorted by patient name as shown
in Figure 4. This functionality provides ease of working with large numbers of images, as
described in studies on medical image storage systems.

W icHoHTART

Ofpabotassins vaobpamexien DICOM

Fig. 4. DICOM format processed images tab.

Since the application handles sensitive medical information, interface security is
critical. Authentication and authorization are implemented using Django: access to the
doctor panel is restricted by the @login_required decorator, and the user role is checked for
each request. Only authorized doctors have access to patient data. Furthermore, all forms
are protected with a CSRF token, preventing cross-site request forgery.

Privilege checks are implemented at the interface level: for example, if a doctor
is not assigned to a given patient, the controls for their data will be inactive or hidden.
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A confirmation dialog box is displayed when attempting to delete or replace an image.
Maximum file size restrictions and type checking are implemented.

Patient privacy principles are regulated by law: for example, the EU GDPR and the
US HIPAA consider medical images to be sensitive data and require explicit patient consent
for their processing. The interface includes consent and access logging. Data transfer
between the client and server is performed over a secure HTTPS protocol, and stored files
are encrypted or accessible only on the server behind a firewall. Furthermore, the interface
does not display redundant information: for example, image metadata (passport data)
is accessible only to authorized physicians and is hidden from the public. This ensures
that security recommendations for medical information systems are implemented: access
rights are verified at every step, forms are protected, authentication is implemented, and
compliance with personal data protection regulations is ensured.

During the development of a web application for secure storage and preprocessing
of medical images, one of the key steps was working with a dataset containing real DICOM
files. To demonstrate and test the capabilities of the system being developed, the open
source «Cardiac MRI Images Dataset,» published on the Mendeley Data platform, was
used (Sharifrazi, 2024).

The dataset is a collection of cardiac images. The DICOM format is an international
standard for storing, processing, and transmitting medical images and associated metadata.
The images in this dataset cover various phases of the cardiac cycle and contain anonymized
patient data, making it suitable for research purposes without violating medical privacy
rights. This is especially important in the context of compliance with personal data
protection regulations (specifically, GDPR and HIPAA).

The use of an open dataset in this study allowed us to implement and debug the
full lifecycle of medical image processing in a web application, from uploading to secure
storage and visualization, confirming the viability and practical value of the proposed
solution.

Results and discussion.

The testing was conducted in several stages, including a functional check of the
system, an analysis of the ethical storage of medical data, and an assessment of the usability
of the application for end users.

Functional testing. The correctness of the main functions was verified: loading
biomedical images (in DICOM format), saving them, and displaying them via the web
interface. Testing was conducted on a set of cardiac images with different characteristics.
After loading, all image-related data (DICOM metadata: patient information, examination
date, image parameters, etc.) was preserved without corruption. Attention was paid to
verifying the integrity of DICOM files during transmission and storage — the application
uses the DICOM standard, which guarantees compatibility and information security when
exchanging medical images. Image display was tested in various browsers to ensure
correct scaling and basic navigation (zooming, scrolling through image series, etc.). To
implement DICOM file viewing, specialized Python libraries were used, such as pydicom
(for reading/writing DICOM) and Pillow (for displaying images). For example, using
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the pydicom library, a web application “unpacks” a DICOM file, extracts pixel data and
metadata, which made it possible to verify the correct visualization of the medical image
and associated information. All functional requirements were met: the system successfully
attaches images uploaded by the physician to the corresponding patient records, allows
the physician to view them through a browser, perform pre-processing (e.g., adjusting
brightness/contrast for improved perception), and save the results (DICOM Standards
Committee).

The web application is built on the Django framework, which provides default
protection against many common web security threats, including SQL injection, cross-
site scripting, and cross-site request forgery. All forms in the application contain CSRF
tokens, which were confirmed by tests simulating repeated requests with a fake origin — the
framework successfully rejected such attempts. The application’s codebase was analyzed
for vulnerabilities using a static analyzer; minor warnings were identified and fixed.

The evaluation of the implemented functions was based on five criteria: functional
correctness, load resilience, system integration, usability, and reliability. Each function
was assessed using a 5-point scale, where a score of 5 indicates full compliance with
the requirements and stable operation, while a score of 1 reflects the presence of critical
deficiencies. During testing, 50 DICOM files (average size 4.2 MB) were uploaded to
the system; the average processing time for brightness and contrast adjustment was 1.1
seconds per image. A summary of the evaluation results is provided in Table 1.

Table 1. Evaluation of Implemented System Functions Based on Key Quality
Criteria

Tested Function Testing Result Score (1-5)

DICOM file upload Files uploaded successfully; supports various sizes and 5
modalities

Image storage Images are saved in the database, linked to patients, with no 5
distortion

Image viewing via browser Viewing is available; navigation and zooming function correctly

Authentication and Access granted only to authorized users according to roles 4

authorization

Data integrity check (SHA- Checksum is correctly calculated and verified 5

256)

Image preprocessing Brightness and contrast adjustment works reliably 4

Django security mechanisms Protection is active; simulated attacks are blocked

(CSRF, XSS, SQLi)

Cross-browser display Interface renders correctly in Chrome, Firefox, and Safari

Static code analysis Minor warnings identified and resolved 4

Interface usability Interface is intuitive and requires no training

Overall, testing demonstrated that the developed web application meets the
requirements. Functionality is implemented correctly medical images are loaded and
displayed without distortion, and preprocessing is performed correctly. The system provides
the required level of data protection, preventing unauthorized access and complying with
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regulatory requirements for medical information security. The application’s performance
and scalability are sufficient for real-world use: even with increasing data volume or the
number of users, response times remain short. The results of usability testing indicate that
the interface is sufficiently intuitive, allowing doctors and administrators to operate the
system with minimal onboarding. Therefore, based on the chapter’s conclusion, it can
be concluded that the testing objectives have been achieved—the web application has
demonstrated correct operation and is ready for deployment.

Conclusion.

This research involved developing a web application for secure storage,
automatic format conversion, and pre-processing of biomedical images (including
DICOM format). This project was funded by the Science Committee of the Ministry of
Science and Higher Education of the Republic of Kazakhstan (grant no. AP25794129,
«Development of an Algorithm for Filtering and Pre-Processing Biomedical Images for
Cardiology Diagnostics»). The application was developed using the Django framework,
with the architecture built according to the Model-View—Template pattern. This ensured
a clear separation of logic, views, and user interface templates, improving the system’s
maintainability and scalability. Security and scalability were emphasized during the design
process: Django authentication and authorization mechanisms were utilized, along with
protection against CSRF attacks and encryption measures for data transfer. The project is
designed for future expansion: it includes the ability to scale horizontally (for example,
by separating media storage and load balancing), as well as code modularity for easily
incorporating new components. The development of the web application was accompanied
by testing of key modules—functional and integration tests were conducted, which ensured
the correct operation of the system and the reliability of its main components.

The practical significance of the developed web application lies in creating a secure
and effective tool for working with medical imaging information. With the growing volume
of diagnostic data and the rapid development of telemedicine, solutions that ensure reliable
storage and initial processing of images are particularly relevant. The proposed system
automates routine processes for medical professionals, including centralized image storage,
quick access to examination history, and notifications, thereby improving the efficiency
and quality of medical care. Compliance with information security requirements ensures
compliance with current legislation and ethical standards for the handling of medical data.
Thus, the developed solution represents a relevant and practically relevant tool for digital
medicine, contributing to improved diagnostic processes and clinical decision-making.

The project’s future development focuses on expanding the system’s functionality
and scalability. Priority areas include the implementation of a DICOM web viewer,
allowing medical images to be viewed directly in a browser; the integration of cloud
storage to improve data availability and reliability; the use of machine learning methods for
automated image analysis (including segmentation and anomaly detection); the integration
of external medical information systems; and the development of analytical modules.
These improvements are aimed at further optimizing electronic document management
processes and increasing the efficiency of medical personnel.
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In accordance with the objectives of the funded project, the developed web
application will be launched as a functional online system. The release will include public
access to the application interface, source code, documentation, and a sample dataset to
support reproducibility and further research. This step aligns with the principles of open
science and aims to enhance transparency and collaboration in biomedical imaging research.
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