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Abstract. This paper presents the development of a web-based prototype for secure 
storage and preprocessing of cardiological medical images. The system includes modules 
for uploading DICOM files, performing basic preprocessing, and securely storing patient 
data with role-based access control. Built with the Django framework, the application 
follows the Model–View–Template architecture to ensure modularity and scalability. The 
prototype was tested using open medical datasets and demonstrated stable performance 
in scenarios typical for diagnostic workflows. The system addresses both technical and 
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ethical requirements for medical data handling, aiming to support digital transformation in 
healthcare.
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Аннотация. Мақалада кардиологиялық медициналық кескіндерді қауіпсіз 
сақтау және алдын ала өңдеуге арналған веб-негізделген прототипті әзірлеу мәсе-
лесі қарастырылады. Жүйе DICOM файлдарын жүктеу, бастапқы алдын ала өңдеу-
ді орындау және рөлдік қолжетімділікті басқару арқылы пациенттердің деректерін 
қауіпсіз сақтау модульдерін қамтиды. Қосымша Django фреймворкі негізінде әзір-
леніп, жүйенің модульділігі мен масштабталуын қамтамасыз ету мақсатында Model–
View–Template архитектурасын қолданады. Прототип ашық медициналық деректер 
жиынтықтарын пайдалана отырып тестіленіп, диагностикалық жұмыс үдерістеріне 
тән сценарийлерде тұрақты жұмыс өнімділігін көрсетті. Жүйе медициналық дерек-
терді өңдеуге қойылатын техникалық және этикалық талаптарды ескеріп, денсаулық 
сақтау саласының цифрлық трансформациясын қолдауға бағытталған.

Түйінді сөздер: медициналық кескіндерді визуализациялау, DICOM, веб-қо-
сымша, деректер қауіпсіздігі, кардиология
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Аннотация. В статье представлена разработка веб-ориентированного про-
тотипа для безопасного хранения и предварительной обработки медицинских 
изображений в кардиологии. Система включает модули загрузки DICOM-файлов, 
выполнения базовой предварительной обработки и безопасного хранения данных 
пациентов с использованием ролевого управления доступом. Приложение разра-
ботано на основе фреймворка Django с применением архитектуры Model–View–
Template, обеспечивающей модульность и масштабируемость системы. Прототип 
был протестирован с использованием открытых медицинских наборов данных и 
продемонстрировал стабильную производительность в сценариях, характерных для 
диагностических рабочих процессов. Разработанная система учитывает как техни-
ческие, так и этические требования к обработке медицинских данных и направлена 
на поддержку цифровой трансформации в сфере здравоохранения.
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Introduction.
In the age of digitalization, healthcare requires the processing and storage of large 

volumes of medical data, including biomedical images. Images obtained during cardiac 
examinations, such as echocardiography, cardiac computed tomography, and magnetic 
resonance imaging, are key sources of data for accurate diagnosis. Modern diagnostics 
of cardiovascular disease, one of the leading causes of death worldwide (WHO, 2023), 
largely depends on the quality of recognition and accessibility of image data.

Before recognizing and storing large volumes of data, it is necessary to develop 
a specialized web application that combines secure storage and automatic format 
conversion, ensuring compatibility with analysis and visualization software, and pre-
processing of biomedical images for deep recognition and subsequent diagnostics. The use 
of web technologies in this context enables cross-platform support, remote data access, 
and integration with external expert systems. Information security and compliance with 
biomedical data privacy requirements must be considered during development.

The main goal of this paper is to design and implement of a web application for a 
research project founded by the Science Committee of the Ministry of Science and Higher 
Education of the Republic of Kazakhstan (grant: №AP25794129 “Development of an 
algorithm for filtering and pre-processing biomedical images for cardiac diagnostics”, 
which provides secure storage, automatic format conversion and pre-processing of 
biomedical images.

This work addresses the following tasks: formulating requirements for the 
functionality, security, and architecture of a web application; designing its structure in 
accordance with medical imaging standards; implementing modules for loading, storing, 
viewing, and pre-processing images; integrating basic information security tools; testing 
and assessing the compliance of the developed prototype with the stated requirements.

The relevance of this study stems not only from the pre-processing of large 
biomedical data flows and automated format conversion to a unified standard, but also 
from the growing threats to information security in the medical field. According to the 2023 
HIMSS report, approximately 80% of healthcare institutions have experienced incidents 
involving data compromise, including vulnerabilities in image storage and transmission 
systems (HIMSS, 2023). Some studies highlight that many PACS systems still lack modern 
cryptographic protection, making them vulnerable to unauthorized access (Eichelberg et 
al., 2004). In the context of the digital transformation of healthcare, there is a growing need 
for distributed, secure, and easy-to-use solutions that integrate the functions of storing, pre-
processing, and visualizing medical images—which forms the subject area of this study.

Cardiology diagnostics rely on various types of cardiac and vascular imaging. All 
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these modalities generate digital images, often serially (dynamic «cine» series showing 
cardiac motion). The generally accepted standard for storing and exchanging such images 
is the DICOM format (Kumar et al., 2024). The DICOM format describes both image 
pixel data and extensive metadata (patient information, examination parameters, image 
geometry, etc.), ensuring reproducibility and unambiguous interpretation of medical 
images across different systems. As a result, all leading medical equipment manufacturers 
support DICOM, which enables the storage, transmission, and viewing of cardiac images 
(CT, MRI, angiography, etc.) in a single, standardized format (Eichelberg et al., 2004; 
Kumar et al., 2024).

Medical images contain personal (and often highly sensitive) patient data, so 
their processing is subject to numerous standards and regulations regarding personal data 
protection. Development must consider international and local standards in the Republic 
of Kazakhstan.

The development of a web application for our study must encompass a set of 
standards (international and national). To this end, we will formulate a list of specific 
information security requirements for a web application for medical images:

•	 Strict user authentication and authorization based on least privilege must be 
implemented. Patient data must be stored in encrypted form, and internet 
transmission must be carried out only through secure channels;

•	 Logging and monitoring: the system must maintain a log of access to each 
image and be able to detect anomalies;

•	 Backup and the ability to restore data without loss are essential for availability 
(Raza et al., 2024);

•	 Strict confidentiality.
Compliance with local laws and ethical standards is an important aspect of 

development. According to the Law of the Republic of Kazakhstan «On Personal Data 
and Their Protection,» medical images associated with identifiable individuals are 
considered personal data and require special protection measures and consent for their 
processing (Republic of Kazakhstan, 2013). In clinical and research contexts, informed 
patient consent is often used, especially if the images are used not only for treatment but 
also for scientific purposes (Republic of Kazakhstan, 2013; DeMartini et al., 2023; WHO, 
2021). International practice also emphasizes that the use of medical images requires clear 
consensus forms, especially if they are published or transferred to third-party systems 
(Mazurowski et al., 2020).

Taking these requirements into account during development will protect the system 
from typical threats and create the preconditions for successful implementation in medical 
institutions.

Based on an analysis of the subject area and identified trends in medical imaging, 
the key objectives addressed in this study were formulated. First, an analysis of cardiac 
imaging characteristics, their use cases, and user requirements was conducted, including 
regulatory and ethical considerations. A critical review of existing PACS systems and 
DICOM viewers (both commercial and open-source) was conducted, focusing on 
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their functionality, security level, and limitations, including the lack of web access and 
integration difficulties.

Based on the data obtained, a web application architecture was developed, 
including secure storage, a pre-processing module, and a web interface. A prototype was 
implemented with functions for loading, storing, and viewing cardiac images, and basic 
information security measures were implemented. Testing was conducted using an open 
dataset to assess the system’s functional suitability. Technical documentation was also 
developed, including a description of the architecture, database model, and implemented 
security mechanisms.

Completing these tasks will enable us to achieve our research goal: creating a 
prototype web application capable of securely storing and processing cardiac biomedical 
images. This application should meet both the practical needs of physicians (convenient 
access to images, basic processing tools) and strict ethical requirements. Information 
security will also be improved due to the storage of user data. Implementation of the 
project will contribute to the solution of the problem of securely storing growing volumes 
of medical images and will enable data preprocessing directly in a secure environment, 
which is essential for healthcare systems in the era of digital transformation.

Materials and methods.
The web application is built on the Django framework, which utilizes the Model-

View-Template (MVT) design pattern – a variation of the MVC architecture. In accordance 
with MVT, Django implements a separation of three key components: data models, views, 
and user interface templates. This approach helps maintain a clear structure and scalability 
of the project by separating data processing logic, application business logic, and the 
presentation layer.

The project’s architecture is organized according to a modular principle: 
functionality is divided into several Django applications. Each application is responsible 
for its own domain: HOME_AUTH (user management and homepage), PATIENTS (patient 
data management), and MEDICAL_IMAGES (medical image uploading and processing). 
This approach aligns with the recommended Django project structure, where models are 
grouped into applications based on their logical role (Django Software Foundation, 2024).

Fig. 1. High-level architecture of the application.
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Django’s built-in mechanism is used for URL routing: each path is associated with 
a function or view class that handles the request. Access to key sections of the application 
is restricted to unregistered users using the @login_required decorator, which redirects all 
unauthenticated users to the login page. This ensures that functionality for working with 
sensitive medical data is available only to authorized users. Additionally, access rights are 
differentiated using Django mechanisms: administrator rights (superuser) for full access, 
staff rights for access to the admin panel, and regular medical professional accounts 
with limited rights. Django provides a built-in permissions system that allows you to set 
permissions for operations on specific models (view, add, edit, delete) and verify these 
permissions through the authorization system. Thus, the application architecture provides 
role-based access control: access to certain actions (such as deleting or editing records) is 
granted only to users with the appropriate permissions or roles.

Django’s built-in authentication system is used for authentication. When a user 
logs in, a session is created, and Django associates it with the user object, storing the user 
ID in session data. Logout is performed by calling the appropriate framework method, 
which completely clears the session data. Using a ready-made mechanism ensures secure 
account management without the need for manual implementation of secure password 
storage or session management (Django Software Foundation, 2024).

The web application’s user interface is designed to be intuitive and functional, 
providing convenient access to medical images and patient data. The interface is divided 
into several logical modules: an authentication screen, the main work panel after login, 
and navigation and data filtering elements. All interactions are handled via secure 
HTTPS requests to the server application, which stores and processes images and patient 
information.

Fig. 2. Login Page and profile page.

The start page begins with authorization. For security, all forms are protected with 
CSRF tokens and data validation, as shown in Figure 2: Login Page

The «DICOM Upload» section is responsible for uploading medical images to 
the database. On the server, preliminary verification occurs, a SHA-256 checksum is 
calculated to ensure integrity and prevent tampering, and then the images are saved to 
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the data storage. The list of supported formats depends on the DICOM standard—an open 
standard for storing and transmitting medical images. The interface can display upload 
progress and statistics on processed files. Once uploaded, the images become available in 
the corresponding patient’s profile: the user can switch to a specific patient’s section and 
see previews or full-size image views, as shown in Figure 3.

Fig. 3. Image Loading.

The viewing section displays a list of the patient’s uploaded images, for example, as 
cards with the examination date and file type. Files can be sorted by patient name as shown 
in Figure 4. This functionality provides ease of working with large numbers of images, as 
described in studies on medical image storage systems.

Fig. 4. DICOM format processed images tab.

Since the application handles sensitive medical information, interface security is 
critical. Authentication and authorization are implemented using Django: access to the 
doctor panel is restricted by the @login_required decorator, and the user role is checked for 
each request. Only authorized doctors have access to patient data. Furthermore, all forms 
are protected with a CSRF token, preventing cross-site request forgery.

Privilege checks are implemented at the interface level: for example, if a doctor 
is not assigned to a given patient, the controls for their data will be inactive or hidden. 
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A confirmation dialog box is displayed when attempting to delete or replace an image. 
Maximum file size restrictions and type checking are implemented.

Patient privacy principles are regulated by law: for example, the EU GDPR and the 
US HIPAA consider medical images to be sensitive data and require explicit patient consent 
for their processing. The interface includes consent and access logging. Data transfer 
between the client and server is performed over a secure HTTPS protocol, and stored files 
are encrypted or accessible only on the server behind a firewall. Furthermore, the interface 
does not display redundant information: for example, image metadata (passport data) 
is accessible only to authorized physicians and is hidden from the public. This ensures 
that security recommendations for medical information systems are implemented: access 
rights are verified at every step, forms are protected, authentication is implemented, and 
compliance with personal data protection regulations is ensured.

During the development of a web application for secure storage and preprocessing 
of medical images, one of the key steps was working with a dataset containing real DICOM 
files. To demonstrate and test the capabilities of the system being developed, the open 
source «Cardiac MRI Images Dataset,» published on the Mendeley Data platform, was 
used (Sharifrazi, 2024).

The dataset is a collection of cardiac images. The DICOM format is an international 
standard for storing, processing, and transmitting medical images and associated metadata. 
The images in this dataset cover various phases of the cardiac cycle and contain anonymized 
patient data, making it suitable for research purposes without violating medical privacy 
rights. This is especially important in the context of compliance with personal data 
protection regulations (specifically, GDPR and HIPAA).

The use of an open dataset in this study allowed us to implement and debug the 
full lifecycle of medical image processing in a web application, from uploading to secure 
storage and visualization, confirming the viability and practical value of the proposed 
solution.

Results and discussion.
The testing was conducted in several stages, including a functional check of the 

system, an analysis of the ethical storage of medical data, and an assessment of the usability 
of the application for end users.

Functional testing. The correctness of the main functions was verified: loading 
biomedical images (in DICOM format), saving them, and displaying them via the web 
interface. Testing was conducted on a set of cardiac images with different characteristics. 
After loading, all image-related data (DICOM metadata: patient information, examination 
date, image parameters, etc.) was preserved without corruption. Attention was paid to 
verifying the integrity of DICOM files during transmission and storage – the application 
uses the DICOM standard, which guarantees compatibility and information security when 
exchanging medical images. Image display was tested in various browsers to ensure 
correct scaling and basic navigation (zooming, scrolling through image series, etc.). To 
implement DICOM file viewing, specialized Python libraries were used, such as pydicom 
(for reading/writing DICOM) and Pillow (for displaying images). For example, using 
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the pydicom library, a web application “unpacks” a DICOM file, extracts pixel data and 
metadata, which made it possible to verify the correct visualization of the medical image 
and associated information. All functional requirements were met: the system successfully 
attaches images uploaded by the physician to the corresponding patient records, allows 
the physician to view them through a browser, perform pre-processing (e.g., adjusting 
brightness/contrast for improved perception), and save the results (DICOM Standards 
Committee).

The web application is built on the Django framework, which provides default 
protection against many common web security threats, including SQL injection, cross-
site scripting, and cross-site request forgery. All forms in the application contain CSRF 
tokens, which were confirmed by tests simulating repeated requests with a fake origin – the 
framework successfully rejected such attempts. The application’s codebase was analyzed 
for vulnerabilities using a static analyzer; minor warnings were identified and fixed.

The evaluation of the implemented functions was based on five criteria: functional 
correctness, load resilience, system integration, usability, and reliability. Each function 
was assessed using a 5-point scale, where a score of 5 indicates full compliance with 
the requirements and stable operation, while a score of 1 reflects the presence of critical 
deficiencies. During testing, 50 DICOM files (average size 4.2 MB) were uploaded to 
the system; the average processing time for brightness and contrast adjustment was 1.1 
seconds per image. A summary of the evaluation results is provided in Table 1.

Table 1. Evaluation of Implemented System Functions Based on Key Quality 
Criteria

Tested Function Testing Result Score (1–5)
DICOM file upload Files uploaded successfully; supports various sizes and 

modalities
5

Image storage Images are saved in the database, linked to patients, with no 
distortion

5

Image viewing via browser Viewing is available; navigation and zooming function correctly 5
Authentication and 
authorization

Access granted only to authorized users according to roles 4

Data integrity check (SHA-
256)

Checksum is correctly calculated and verified 5

Image preprocessing Brightness and contrast adjustment works reliably 4
Django security mechanisms 
(CSRF, XSS, SQLi)

Protection is active; simulated attacks are blocked 5

Cross-browser display Interface renders correctly in Chrome, Firefox, and Safari 5
Static code analysis Minor warnings identified and resolved 4
Interface usability Interface is intuitive and requires no training 5

Overall, testing demonstrated that the developed web application meets the 
requirements. Functionality is implemented correctly medical images are loaded and 
displayed without distortion, and preprocessing is performed correctly. The system provides 
the required level of data protection, preventing unauthorized access and complying with 
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regulatory requirements for medical information security. The application’s performance 
and scalability are sufficient for real-world use: even with increasing data volume or the 
number of users, response times remain short. The results of usability testing indicate that 
the interface is sufficiently intuitive, allowing doctors and administrators to operate the 
system with minimal onboarding. Therefore, based on the chapter’s conclusion, it can 
be concluded that the testing objectives have been achieved—the web application has 
demonstrated correct operation and is ready for deployment.

Conclusion.
This research involved developing a web application for secure storage, 

automatic format conversion, and pre-processing of biomedical images (including 
DICOM format). This project was funded by the Science Committee of the Ministry of 
Science and Higher Education of the Republic of Kazakhstan (grant no. AP25794129, 
«Development of an Algorithm for Filtering and Pre-Processing Biomedical Images for 
Cardiology Diagnostics»). The application was developed using the Django framework, 
with the architecture built according to the Model–View–Template pattern. This ensured 
a clear separation of logic, views, and user interface templates, improving the system’s 
maintainability and scalability. Security and scalability were emphasized during the design 
process: Django authentication and authorization mechanisms were utilized, along with 
protection against CSRF attacks and encryption measures for data transfer. The project is 
designed for future expansion: it includes the ability to scale horizontally (for example, 
by separating media storage and load balancing), as well as code modularity for easily 
incorporating new components. The development of the web application was accompanied 
by testing of key modules—functional and integration tests were conducted, which ensured 
the correct operation of the system and the reliability of its main components.

The practical significance of the developed web application lies in creating a secure 
and effective tool for working with medical imaging information. With the growing volume 
of diagnostic data and the rapid development of telemedicine, solutions that ensure reliable 
storage and initial processing of images are particularly relevant. The proposed system 
automates routine processes for medical professionals, including centralized image storage, 
quick access to examination history, and notifications, thereby improving the efficiency 
and quality of medical care. Compliance with information security requirements ensures 
compliance with current legislation and ethical standards for the handling of medical data. 
Thus, the developed solution represents a relevant and practically relevant tool for digital 
medicine, contributing to improved diagnostic processes and clinical decision-making.

The project’s future development focuses on expanding the system’s functionality 
and scalability. Priority areas include the implementation of a DICOM web viewer, 
allowing medical images to be viewed directly in a browser; the integration of cloud 
storage to improve data availability and reliability; the use of machine learning methods for 
automated image analysis (including segmentation and anomaly detection); the integration 
of external medical information systems; and the development of analytical modules. 
These improvements are aimed at further optimizing electronic document management 
processes and increasing the efficiency of medical personnel.
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In accordance with the objectives of the funded project, the developed web 
application will be launched as a functional online system. The release will include public 
access to the application interface, source code, documentation, and a sample dataset to 
support reproducibility and further research. This step aligns with the principles of open 
science and aims to enhance transparency and collaboration in biomedical imaging research.
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