MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN
KA3AKCTAH PECITYBJIMKACBIHBIH FbIJIBIM )KOHE KOF'APbI BIJIIM MUHUCTPJITT
MHUHUCTEPCTBO HAYKHU U BBICHIEI'O OBPA30BAHMNS PECITYBJIMKU KA3BAXCTAH

KAZAKHSTAN

UNIVERSITY )
XANBIKAPANLIK ™ =g AR MEXAYHAPOAHBIH
YHHBEPCHTETI I I YHHBEPCHTET

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION
TECHNOLOGIES

Published since 2020.
Volume 7. 3 (27). 2026
July—September

XAJBIKAPAJBIK AKITAPATTBIK "KOHE KOMMYHUKAUSITBIK
TEXHOJIOTUSLJIAP KYPHAJIbI

2020 xpuiaH Oepi IIbIFapbLTa B!
Tom 7. 3 (27). 2026
inne-Keipkyiiex

MEXJTYHAPOJIHBIN ’KYPHAJI UHOOPMAIIMOHHBIX U
KOMMYHHUKAIIMOHHBIX TEXHOJIOI'UHN

Wznaercs ¢ 2020 r.
Tom 7. 3 (27). 2026
Hronb-CeHTsaopb

CBUIETENBCTBO O IOCTAaHOBKE Ha Y4eT IEPUOJIUYECKOr0 1€4aTHOrO U3aHus B MUHHUCTEPCTBO
nH(popManmu u obmectBeHHOro pazsutus Pecrryommkn Kazaxcran Ne KZ82VPY 00020475,
Beigangoe ot 20.02.2020 r.

3apeructpupoBaHo B MexXIyHapOAHOM IIEHTPE PETUCTPALUH CePUIHBIX n3aaHuil ISSN
(FOHECKO, ITapux, ®panius). ISSN 2708-2032 (print), ISSN 2708-2040 (online)

XKypnan Bxoaut B Ilepedens HayuHbIxX u3ganuil, pekomenayemsix KOKHBO MHBO PK
JUISL ITyOJIMKAI[UY OCHOBHBIX PE3YJIbTaTOB HAyYHOH IesSTeIbHOCTH.



EDITOR-IN-CHIEF:
Kateryna Kolesnikova — Doctor of Technical Sciences, professor, Vice-Rector for Research, International Information Technology
University (Kazakhstan)

DEPUTY EDITOR-IN-CHIEF:
Madina Ipalakova — Candidate of Technical Sciences, associate professor, Director of the Research Department, International
Information Technology University (Kazakhstan)

EDITORIAL BOARD:
Abdul Razak — PhD, professor, Department of Cybersecurity, International Information Technology University (Kazakhstan)
Lucio Tommaso De Paolis — Director of the R&D Department of the AVR Laboratory, Department of Engineering for Innovation,
University of Salento (Italy)
Liz Bacon — Professor, Deputy Vice-Chancellor, Abertay University (United Kingdom)
Michele Pagano — PhD, Professor, University of Pisa (Italy)
Mukhtarbay Otelbayev — Doctor of Physical and Mathematical Sciences, professor, academician of the National Academy of
Sciences of the Republic of Kazakhstan, professor of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Bolatbek Rysbaiuly — Doctor of Physical and Mathematical Sciences, professor, professor of the Department of Computing and Data
Science, Astana IT University (Kazakhstan)
Yevgeniya Daineko — PhD, research professor, Department of Information Systems, International Information Technology University
(Kazakhstan)
Nurzhan Duzbayev — PhD, associate professor, Vice-Rector for Digitalization and Innovation, International Information Technology
University (Kazakhstan)
Bakhtgerei Sinchev — Doctor of Technical Sciences, professor, Department of Information Systems, International Information
Technology University (Kazakhstan)
Nurgul Seilova — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and Cybersecurity, International
Information Technology University (Kazakhstan)
Ardak Mukhamediyeva — Candidate of Economic Sciences, Dean of the Faculty of Business, Media and Management, International
Information Technology University (Kazakhstan)
Zamira Abdikalikova — PhD, associate professor, Head of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)
Yerlan Shildibekov — PhD, associate professor, Head of the Department of Economics and Business, International Information
Technology University (Kazakhstan)
Damilya Yeskendirova — Candidate of Technical Sciences, associate professor, Head of the Department of Cybersecurity,
International Information Technology University (Kazakhstan)
Aigul Niyazgulova — Candidate of Philological Sciences, Professor, Head of the Department of Media Communications and History of
Kazakhstan, International Information Technology University (Kazakhstan)

Altai Aitmagambetov — Candidate of Technical Sciences, Professor, Department of Radio Engineering, Electronics and
Telecommunications, International Information Technology University (Kazakhstan)

Yelena Bakhtiyarova — Candidate of Technical Sciences, associate professor, Head of the Department of Radio Engineering,
Electronics and Telecommunications, International Information Technology University (Kazakhstan)

Kanibek Sansyzbay — PhD, research professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)

Sakhybay Tynymbayev — Candidate of Technical Sciences, Professor, Research Professor, Department of Computer Engineering,
International Information Technology University (Kazakhstan)
Ali Abd Almisreb — PhD, associate professor, Department of Cybersecurity, International Information Technology University
(Kazakhstan)
Mohamed Ahmed Hamada — PhD, associate professor, Department of Information Systems, International Information Technology
University (Kazakhstan)
Yang Im Chu — PhD, Professor, Gachon University (South Korea)
Tadeusz Wallas — PhD, Vice-Rector, Adam Mickiewicz University (Poland)
Orken Mamyrbayev — PhD, Deputy Director for Science, RSE Institute of Information and Computational Technologies, Committee
for Science of the Ministry of Science and Higher Education of the Republic of Kazakhstan (Kazakhstan)
Sergey Bushuyev — Doctor of Technical Sciences, professor, Director of the Ukrainian Project Management Association “UKRNET,”
Head of the Department of Project Management, Kyiv National University of Construction and Architecture (Ukraine)
Svetlana Beloshitskaya — Doctor of Technical Sciences, professor, Department of Computing and Data Science, Astana IT University
(Kazakhstan)
MANAGING EDITOR
Raushan Mrzabayeva — Master of Science, editor, International Information Technology University (Kazakhstan)

International Journal of Information and Communication Technologies

Periodicity: 4 times a year.

Languages: Kazakh, Russian, English

DOI prefix: 10.54309

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Thematic focus: "Information technology"; "Digital technologies in the development of socio-economic systems"; "Information
security and communication technologies".

Distribution: Materials are distributed under the Creative Commons Attribution 4.0

Journal website: https://journal.iitu.edu.kz

Owner: International Information Technology University JSC (Almaty).

Copyright: © International Journal of Information and Communication Technologies, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).
PEJAKLIMSI

BAC PEJJAKTOP:
KonecnnkoBa Karepuna BHKTOpPOBHA — TeXHNKa FbUIBIMIAPBIHBIH JOKTOpBI, Tpodeccop, XalbIKapaiblK aKMapaTThIK TEXHONOTHsIIAp

y'H'MBC])CHTeTlHlH FBUIBIMH-3EPTTCY KLBMG’TI )KBH!HI[C]"I TIPOPEKTOP (Ka:iaKCTaH)

BAC PEJJAKTOP/IbIH OPbIHBACAPDI:
HnanakoBa Majauna TyjlereHoBHAa — TEXHUKA FHUIBIMIAPBIHBIH KAHIHIATHI, KAYbIMIACTHIPBUFAH TPodeccop, XaabKapaiblK aKIapaTTIK
TEXHOJIOTHSNIAp YHUBEPCUTETIHIH FRUIBIMU-3ePTTEY KbI3METI JKOHIHIET] AernapTaMeHT mupekTops! (Kaszakcran)

PEJAKIUSIBIK AJTKA:
Paszak A6y — PhD, XaibIkapasibIK aKIapaTThIK TEXHONOTHsIIAp YHUBEPCUTETI KubepKayincisaik kabenpacknbiH npodeccopsl (Kazakcram)
Jlyuno Tommaszo ne IMTaomme — Canento Vuusepenteri (MTtamyis) MHHOBALWS SKOHE TEXHOJOTHSUIBIK MHKHHHPHHT Jeriapramenti AVR
3ePTXaHACBIHBIH 3ePTTEY JKOHE d3ipIiey OertiMiHIH JUPEKTOPbI
JInz Bakon — nipodpeccop, Abepreii YunpepeuteTi (YIIbIOpHTaHNs) BULE-KaHIUIEPiHIH OpbIHOAcapbI
Mukeue ITarano — PhD, ITi3a Yausepcureriniz (Mrammst) mpodeccopst
OrendaeB Myxrapoaii Ortenbaiiyibl — Qu3HKa-MaTeMaTHKa FHUIBIMAAPBIHBIH J0KTOpBI, mpodeccop, KP ¥FA axanemmuri, Xamblkapaibik
AKITAapaTThIK TEXHOIOTHsIAP YHUBEPCUTETI MaTeMaTHKa YKOHE KOMITBIOTEPITIK Moziesb/ey KadeapackiHbiy npodeccopst (Kazakcran)
Poicoaiiysibl Bosatdex — (usnka-mMaTeMaTHKa FhUIBIMIAPBIHBIH JOKTOPBI, podeccop, Ecenrey xoHe aepekTep FhUIbIMAaphI AeHapTaMeHTIHIH
npO(beccopbl Astana IT University (Kasaxcram)

Eprennst Astexcany — PhD, XasbIKapasIbIK akIapaTThIK TeXHOTOTHSUIAp YHUBEPCHTETI aKIapaTThIK XKyiienep KadeapackiHbIH
npoq)eccop seprreymici (Kazakcran)
Jy36aes Hyp:xan Tokkyxaewu — PhD, kaysIMpacTelpeuiran npodeccop, XaibIKapanblK aKMapaTThIK TEXHONOTHSIAD YHHBEPCHTET
1MGpIaHIBIPY XkOHE MHHOBAISUIAP XKoHiHzeri npopexrop (KasakcraH)
Cunues bBaxrtrepeii KycnmanoBmu — TeXHHMKAa FBUIBIMIAPBIHBIH JOKTOPBI, mpodeccop, XambKapaiblk AaKMapaTThIK TEXHOIOTHsIAP
YHHUBEPCHTETI aKIapaTThIK XKYyiterep kadeapacsHbiH npodeccops (Kazakeran)
CeiiioBa Hypryias AGajny/liaeBHA — TEXHHMKA FBUIBIMAAPBIHBIH JOKTOPBI, XAaJIbIKAPAIbIK AKIApaTThIK TEXHOJOTHSUIAP YHUBEPCHTETI

KOMITBIOTEPITIK TEXHOIOTHsUIAp JKoHe Knbepkayirncisik dakynsrerinii aekans! (Kazakcran)

MyxamemmeBa Aprak ['aGUTOBHA — SKOHOMHUKA FHUIBIMAPBIHBIH KAHMIAThI, XaJIbIKAPAIBIK AKIAPATTHIK TEXHOIOIHSUIAD YHHBEPCUTETI
GusHeca MeJia skoHe Gackapy (akysbreridin aekans! (Kasakcram)

AduKa, 3amupa Typcs! — PhD, kaybIMzaacTsIpbUIFaH mpodeccop, XaabIKapaiblK aKIapaTThIK TeXHOIOTHsIIAP YHUBEPCHTET]
MaTeMaTHKa JKOHE KOMITBIOTEPITIK MOZIeIIbIey KadeapachiHbiH MeHrepyici (Kasakcram)

IInsaudexos Epiaan XKapxanosua — PhD, kaysIMIacTsIppUFaH npodeccop, XambIKapanblK aKHapaTThIK TEXHONOTHSIAP YHUBEPCHTETI
9KOHOMHKA koHe On3Hec KadenpachHbH MeHrepyic (Kazakcran)

Jamenst MakcyroBHa EckeHHpoBa — TexHIKa FHUIBIMIAPBIHBIH KaHIMIAThL, KaybIMAACTEIPbUFAH mpodeccop, XaabKapablK aKIapaTThK
TEXHOJIOTHsUIAp YHUBEPCUTETI KnbepKayinci3ik kadenpachHbiH MeHrepyuici (Kasakcram)

HusisryioBa Aiiryab Ackap0exoBHA — (GWIONOTHS FbUIBIMAAPBIHBIH KaHIMAATBI, JOLEHT, mpodeccop, XabIKapalblK aKIapaTThiK
TEXHOJIOTHSLIAp YHUBEPCUTET MeIMaKOMMYHHUKaLws skoHe Kasakcran Taprxsl kadyepachiabii Merrepyici (Kaszakcran)

AiitmaraméeroB Austaii 3y(apoBH4 — TeXHHMKA FHUIBIMIAPBIHBIH KaHIHAATBI, XalbIKAPAIbIK aKIapaTThIK TCXHOIOTHSUIAD YHHBEPCUTETI
PaMOTEXHHKA, IEKTPOHHKA JKOHE TeIeKOMMYHHUKaIMs KaeapackiHbiH npodeccopsl (Kasakcram)

BaxTusip Enena Ax — TeXHHMKA FHUIBIMIAPHIHBIH KAHIHIATHL, KaybIMIACTBIPEUIFaH Npodeccop, XambIKapanblK aKIapaTThIK
TEXHOJIOTHSUIAp YHHBEPCUTETI PaIOTEXHHKA, HIEKTPOHHKA JKOHE TEIeKOMMYHHKaIWs KaeapackiHbIH Merrepyrici (Kasakcran)

Kannbex Cancpi36aii — PhD, kaysivpacTsIpsuiran npogeccop, XalbIKapaiblK aKHapaTThIK TEXHOTOTHSIAp YHUBEPCHTETI KHOepKayinci3aik
kaenpaceHbIH npodeccop-3eprreyici (Kazakcran)

ToeinbiMoaeB Caxubali — TexHHKA FbUIBIMAAPBIHBIH KaHAUIATHI, mpodeccop, XablKapalblK aKIIapaTTbIK TEXHOJOTHSUIAD YHUBEPCHTETI
KOMITbIOTEPIIK HEDKeHepust KadyepachitbiH npodeccop-3eprreyiuici (Kasakcrar)

Anvucped Amm A6x — PhD, XasblkapaiibIK aKapaTThIK TeXHOJIOTHSIAP YHUBEPCUTETI KHOePKayinciiik KaeapachHbIH KaybIMAACThIPbUEAH
npodeccopsr (Kasakcran)

Moxamen Axmen Xamaga — PhD, XanblkapanblKk aKnapaTThIK TEXHOJNOTHSUIAD YHHBEPCHTETi aKIApaTThIK KyHenep KadeapachiHbIH
KaybIMIACTBIPbUTFaH rpoheccopsl (Kazaxcran)

Sur Im Yy — PhD, T'auon yruBepcutetinin npodeccopst (OxTyctik Kopes)

Taneym Baiuiac — PhD, Aznam MunikeBuy atbisaars! (ITonblina) yHUBEpCHTETTIH IPOPEKTOPBI

MawmbipoaeB Opken Kymazxanouu — PhD, KP F2KbM Frbuteiv koMUTETI aknapatThIK KOHE ecenTey TeXHOIOrHsuiapsl HHCTHTYTel OMK
JIMPEKTOPBIHBIH FHUIBIM XKOHIH/er1 opbiHOacapsl (Kaszakcran)

Bymyes Cepreii JIMATpHeBHY — TEXHHMKA FbUIBIMIAPBIHBIH JIOKTOPBI, mpodeccop, Yrpaunausi "YKPHET" sxobanapupl Gackapy
KaybIMIACTBIFBIHBIH JIMPEKTOPbI, KHEB YIITTHIK KypbUIBIC JKOHE COYJET YHHMBEPCHTETi jkobanapibl Oackapy KadeapachbIHbIH MeHrepyiici
(Ykpauna)

Besomunkasi Ceerana BacuiibeBHa — TEXHNKA FRUTBIMIAPBIHBIH JOKTOPBI, JIONeHT, Astana IT University ecentey oHe 1epeKTep FUTBIMBI
kagenpachinbiH podeccops (Kasakcram)

JKAYAIITBI PEJAKTOP:
My Paymian 7Ka. — Maructp, XablKapaiblK aKIapaTThIK TEXHOIOTHSIIAp YHUBEPCHTETIHIH peaakTops! (Kasakcram)

XaJbIKapasblK aKnapaTThIK KOHE KOMMYHHKAIMSIIBIK TEXHOJIOTHSIIAP JKyPHAJIBI

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpedukc DOI: 10.54309

Mep3imainiri: xbuUIbiHa 4 per.

BacbuibiM Tini: Kaszak, OpbIC, aFbUILIBIH.

TaxpIpeinm  OareITel:  "AKIapaTThIK TexHoJOTHsap"; "AKMapaTThlK KayilCi3mik koHe KOMMYHHKAIMSUIBIK TEXHOJOrusmap';
"OJIeyMeTTIK-3KOHOMHKAIBIK JKYHelIep i 1aMbITy1arbl IUQPIBIK TeXHOIOrus".

Kypnaun caittsr: https://journal.iitu.edu.kz

Tapary: matepuaniap Creative Commons Attribution 4.0 HIeH3UsCHI OOFBIHIIA TapaThIIA bl

Menmik neci: AK «XabIKapalblK aKIapaTThIK TEXHOJIOTHSIAP yHUBEPCUTETD (AJIMATHI K. ).

ABTOPIIBIK KYKBIK: © XasbIKapalblK aKIapaTThIK KOHE KOMMYHHUKALHMSIIBIK TEXHOIOTUsIIAp KypHaibl, 2026




INTERNATIONAL JOURNAL OF INFORMATIN AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

PEJAKIUSA
TJIABHBIA PEJAKTOP:
KosecuukoBa Karepuna BHKTOpOBHA — JOKTOp TEXHHYECKHX HayK, Hpodeccop, MPOPEKTOp IO HAyYHO-HCCIECA0BATEIBCKOM

JeATeTbHOCTH MekKIyHapOoJHOTO yHHBEPCUTETa HH(POPMAIMOHHBIX TexHoxorui (Kazaxcran)

3AMECTHUTEJIb I'/TABHOI'O PEJJAKTOPA:
HnanakoBa Maauna Ty/jiereHoBHA — KaHANAAT TEXHUYECKUX HAyK, ACCOLMUPOBAHHBIN mpodeccop, IMPEKTOp AemapTaMeHTa o HayqHO-
HCCIIe/IOBATEIIBCKOM ACATENIbHOCTH MeXyHapOAHOTO YHHBEPCUTETa HHPOPMaMOHHBIX TexHosoruil (Kasaxcran)

PEJAKIIUOHHAS KOJIJIEI' U :

Pazak Aoaya — PhD, mpodeccop kadenper knbepOe3omacHOCTH MekKIyHApOJHOTO YHMBEPCUTETa HH(MOPMALMOHHBIX TEXHOJIOTHI
(Kaszaxcran)
Jlyuno Tommazo ae ITaoame — gupekTop OTHena HcclaeqoBaHMN M paspaboTok mabopartopun AVR nemapramMeHTa WHHOBALMH |

TEXHOJOTUYECKOro MHKUHUpUHra YHuBepcureta Canenro (Mramus)
JIuz Bakon — npodeccop, 3amecTuTenb Bulie-KaHiuiepa Y HuBepceutera Abepreit (Benukobpuranns)
Mukese Iarano — PhD, npodeccop Yuusepcutera ITussr (Mranus)

Oten6aes Myxrtap6aii OTenéaiiyapl — JOKTOp (U3MKO-MaTeMaTHYECKHX Hayk, npodeccop, akazemuk HAH PK, mpodeccop kadenpst
MaTeMaTH4YCCKOTr0 U KOMIIBIOTEPHOTO MOACITUPOBAHU Me)KuyHapouHoro YHUBEPCUTETA HH(POPMALTHOHHBIX TEXHOJIOTUH <K213aXCTElH

Pricoaiiynbr Borardek — nokTop dusnko-MareMaTHuecKux Hayk, npodeccop, npodeccop Astana IT University (Ka3axcram)

Jaiinexo Epremms Axexcanaposna — PhD, npodeccop-nccienoBarens Kadeapsl HHOOPMAIMOHHEIX CHCTeM MeXIyHapOIHOTO
YHHBepcHTeTa HHPOPMALMOHHBIX TexHonornii (Kazaxcran

Hy36aes Hyp:kan Toxkyaxaesnu — PhD, accormmpoBaHHBIH npodeccop, MPOPEKTop 10 MU(POBHU3ALNN U HHHOBALMAM MeXIyHapOIHOTO
yHHBepcuTeTa nHOOPMALHOHHBIX TexHonoruit (Kazaxcran

CunueB Baxtrepeii KycmamoBmy — JOKTOp TEXHHYECKHMX HaykK, Ipodeccop, mpodeccop Kadeapsl HHPOPMAIMOHHBIX CHCTEM
MexayHapoHOrO yHUBepcuTeTa nHGOpMaLMOHHbIX TexHonorui (KasaXcran)

CeiiioBa Hypryab Abajay/iaeBHa — KaHIMAAT TEXHUYECKHUX HAYK, IEKaH (paKyJIbTeTa KOMIBIOTEPHBIX TEXHOIOTHil H KubepOe3omacHoCTH
MesklyHapoIHOTO yHHBepCHTETa HHPOPMALMOHHBIX TexHosornii (Kasaxcran)

MyxamenneBa Apaak 'abuToBHA — KaHIMAAT YKOHOMUYECKUX HAyK, AeKaH (akyabTeTa OM3HECa MeIHa U ynpaBieHHs MexayHapoaHoro
YHUBEpCHTETa HHPOPMAIMOHHBIX TeXHoorui (Kazaxcran)

AonukannkoBa 3ammpa Typcbin6aesHa — PhD, accouumpoBaHHblii mpodeccop, 3aBeayiomas kadeapoidl MaTeMaTHYecKOro M
KOMITBFOTEPHOT'O MOJICJIMPOBAHHU S Me)l(]lyHapO]lHOFO YHHUBEpPCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH aSaXCTaH)

Inasanoekos Epaan Kapxkanomu — PhD, accormmpoBanHbIi npodeccop, 3aBepyronmii kadeapoil SKOHOMHKH M OW3Heca
Me)KﬂyHapO]:[HOFO YHHUBEpPCUTETA HHq’JOpMaL{HOHHLIX TEXHOJIOTHH (Ka3aXCTaH)

Jdamenss MaxcyroBna EckenampoBa — KaHIMJaT TEXHHYECCKHMX Hayk, acvcollémlpOBaHHbIﬁ npodeccop, 3aBenyromas Kadeapoit
knbepOe3onacHOCTH MexkayHapoaHOTO yHUBEpcuTeTa MH(GOPMAHOHHBIX TexHonoruit (Kazaxcram)

Hussryiosa Aiiryns  Ackap0ekoBHA — KaHIMIAT (HIONOIMYECKMX HAyK, JIONEHT, mpodeccop, 3aBemyromas —Kadeapoit
MeIHaKOMMYHHKaUK 1 ucTopun Kazaxcrana MeskyHapoJHOTO yHHBEPCUTETa HH(POPMAIHOHHBIX TexHonorui (Kasaxcran

AiitmaramberoB Auraii  3ydgapoBmy — KaHIMIAT TEXHMUYECKHX HayK, npodeccop Kadeapbl pPaJUOTEXHUKH, OJJIEKTPOHUKH MU

TeJICKOMMYHHUKaLi MexyHapOaHOro yHuBepceuTeTa nH(opManoHHbIX TexHotorun (Kasaxcran)

BaxtusipoBa Ejena AkuéexoBHa — KaHIMAAT TEXHUYECKMX HAYK, aCCOLMMPOBAHHBINA mpodeccop, 3aBeyiomas kadeapoil paanoTeXHUKH,
SJICKTPOHUKH M TEICKOMMYHHKALMH MexK/IyHapOIHOTO yHUBEPCHTETA HHPOPMALIMOHHBIX TexHoorui (Kasaxcram)

Kanubex Camncpi3baii — PhD, acconunpopanublii npogeccop, npodeccop-uccnenobareb kadeapsl kubepoesonacHocTd, MexayHapoaHoro
YHHBEpCHTETa HH(POPMAIMOHHBIX TeXHoIorui (KazaxcraH)

TeiapiMbaes Caxubaii — Kanauuar TeXHHYECKUMX HaykK, npodeccop, mpodeccop-uccienoBaTesb Kadeapbl KOMIBIOTEPHON HHKEHEPUH,
Me)lcnyr—rapozmoro YHHUBEpCUTETA HHCi)OpMaLU/IOHHBIX TEXHOJIOTUH Ka3aXCTaH)

Anvucped Amm  A6x — _PhD, accoummpoBanHblii mpodeccop kadeapsl knbepGe3onacHOCTH MeXIyHapOJHOTO —yHHBEPCUTETA
I/IHCI)OpMaHI/IOHHBIX TEXHOJIOTUHN (Ka3ax0TaH

Moxamen Axmen Xamama — PhD, accoummpoBanHbIi npodeccop kadenpsl HHOOPMAIMOHHEIX CHCTEM MEXIyHapoJHOrO YHHBEPCHTETa
nHPOPMALIMOHHBIX TexHonorui (Kasaxcran)

SIar Um Yy — PhD, npodeccop yrusepcurera I'auon (FOxuas Kopes)

Tanpeym Baauac — PhD, npopexrop yHuBepcutera umeH Aznama Murkesnya (ITosbia)

Mawmpbip6aeB Opken KymaxanoBuy — PhD, 3amecrurens qupexropa o nayke PI'TI MucturyTa MHQOPMAUMOHHBIX U BBIYHCIUTEIBHBIX
texHonoruit Komurera nayku MHBO PK (Kazaxcran)

Bymyep Cepreii /IMUTpHeBHY — JOKTOp TEXHHYECKHMX HayK, Ipodeccop, MMPeKTop YKPAaHHCKOH accOIMAIMi YNIpPaBICHUsS IPOCKTaMH
«YKPHETY, 3aBexyromii kadeapoil ynpasiieHHs NpoekTaMd KHEBCKOro HAlMOHAIBHOIO YHHBEPCHTETa CTPOUTEIBCTBA U APXUTEKTYPBI
(Yxpanna)

Bejgomunkas CeersiaHa BacuiabeBHa — JOKTOpP TEXHHYECKUX HAyK, JOLEHT, mpodeccop Kadeapsl BEYUCICHHI 1 HAYKH O JaHHBIX Astana IT
University (Ka3axcran

OTBETCTBEHHBIN PEJAKTOP:
Mp3a6aesa Payman JKanneBHa — maructp, peakrop Mex/1yHapoIHOro YHHBEpcHTeTa HHBOPMAIMOHHBIX TexHonorni (Kazaxcram)

MexTyHapoIHBII Ky pHaT HHPOPMAIMOHHEIX X KOMMYHHKAIIMOHHBIX TEXHOIOTHIT

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

TIpeduxc DOT: 10.54309

Ileproan4HOCTh: 4 BBIITYCKOB B TO/I.

SI3bIK U3/1aHUA: Ka3aXCKUHM, PyCCKUi, aHTTMHCKHi.

Temarudeckas HarpaBieHHOCTh: "MH)opmanrontsie Texnonoruu"; "MudopmannonHas 6e30MacHOCTh ¥ KOMMYHHKAI[HOHHbIC
TexHonorun"; "Lindposbie TEXHOIOTUH B PA3BUTHU COLMO-KOHOMUYECKUX cHUCTeM".

Caiit sxypnaina: https://journal.iitu.edu.kz

PacnipocTpanenue: MaTepuaibl pacipocTpanstores o gunensun Creative Commons Attribution 4.0
Cob6erBeHHuk: AO « MexyHapoaHblil YHHUBEPCUTET HH(POPMAILIMOHHBIX TEXHOIOTHID) (I. AJIMATBI).
Asropckue npaBa: © MexayHapoaHBIiT )KypHAT HHPOPMALIMOHHBIX 1 KOMMYHHUKAILIMOHHBIX TEXHOJIOTHIA, 2026




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

CONTENTS
DIGITAL TECHNOLOGIES IN THE DEVELOPMENT OF SOCIO-ECONOMIC SYSTEMS

A Adalbek, S.Ye. Kerimkhulle, K.D. Kuliev, O. Mekesh, Zh.Zh. Khamitova

DEVELOPMENT OF RESULT-ORIENTED DATA SMOOTHING MODELS AND ANALYSIS OF THEIR
EFFECTIVENESS .ottt ettt ettt ettt et e e beesbe e st e esbeesseesseesseeseeesseaeeaseesseesseensesnseessasnsensaans 11
A.T. Iskakova, G.E. Kurmankulova, K. Gromaszek, K.O. Togzhanova, R.S. Algozhayeva

APPLICATION OF MACHINE LEARNING AND DEEP LEARNING FOR PREDICTIVE PLANNING AND
RESOURCE EFFICIENCY IN PRODUCTION SYSTEMS ..ottt 30
A.B. Kassymova, R.K. Uskenbayeva, Zh.A. Sydykov, D. Omirzak, S. Kalibekov

ARCHITECTURE OF AN INTELLIGENT CHATBOT FOR SMART CITY: AI-BASED RECEIVING,
ANALYSIS AND ROUTING OF CITIZEN REQUESTS ....ooiiiiiiiee ettt 46
O.M. Olzhayev, B.S. Omarov, A. Suliman

YOLO-CBAM: A LIGHTWEIGHT NEURAL NETWORK MODEL WITH INTEGRATED ATTENTION
MECHANISM FOR ROAD DAMAGE ANALYSIS ..ottt ettt ae s 66
K. Yermagambetova, A. Sarsekeyeva, Y. Akhlassov

OVERCOMING FRAGMENTATION IN THE CLASSIFICATION OF DIGITAL CULTURAL HERITAGE: AN
INTEGRATIVE MULTIDIMENSIONAL MODEL ......oootiiiiieiieieeieee ettt snaeenes 78

INFORMATION TECHNOLOGY

D. Abzhanova, S. Sharipova
ARCHITECTURE AND PRACTICAL IMPLEMENTATION OF A DIGITAL PLATFORM FOR MONITORING
AND DATA EXCHANGE ON TRANSBOUNDARY WATER RESOURCES IN THE ZHAMBYL

A. Aitanuly, O.A. Ussatova

ENHANCING TWO-FACTOR AUTHENTICATION FOR CLOUD HEALTHCARE SECURITY: THE ROLE
OF DEEP LEARNING .....ooviiiiiitiitiett ettt ettt et ettt ettt et et e s et e eaeeseesseasessessesbeseeseeseeseeseessessensensensensensensas 122
0. Alseitov, O. Kuchanskyi

PHYSICS-INFORMED HYBRID LEARNING FOR HOURLY POWER-PLANT EMISSIONS: A MULTI-
POLLUTANT BENCHMARK WITH UNCERTAINTY AND TRANSFER .....cccooiiiiiieiceeeeieieiecieene 141
A.M. Akhmetova, D.O. Baizhanova, Zh.N. Alisheva, B.A. Shaimov

ADAPTIVE OUTPUT ROUTER FOR NATURAL LANGUAGE MODELS CONSIDERING KEY

PERFORMANCE INDICATORS .....ooiiiiiiiiieiiee ettt sttt ettt 160
A.K. Aitim
AUTOMATIC AND SEMI-AUTOMATIC ANNOTATION OF KAZAKH TEXT CORPORA .........cccccoveneeene 180

Z.E. Balabayeyv, S.V. Biloshchytska

HANDWRITTEN TEXT RECOGNITION FOR CHAGATAI MANUSCRIPTS: COMPARING CRNN
TRAINING FROM SCRATCH AND TRANSFORMER-BASED TRANSFER LEARNING ......cccccoceeverinunenes 198
D.B. Baumuratova, T.K. Zhukabayeva, K.A. Abdrakhmanov, Z. Ahmad, A.A. Seitov

ANEURO-DIGITAL LEARNING MODEL FOR AI DRIVEN DIGITAL TRANSFORMATION IN HIGHER
EDUCATTON ...ttt ettt sttt hea ettt b etttk et b bttt b et b ekt b bttt eb et enene 219
T. Daoyun, G.A. Amirkhanova, Fu Yanwei, Y. Faruzkyzy

MULTIMODAL SEMANTIC MANIPULATION IN FAKE VIDEOS AND ITS INFLUENCE MECHANISM

ON USERS’ PERCEIVED TRUST ..ottt ettt ettt et e et saeetaesseessaeseesseenseessaensesnsessnanns 241
Zh. Doumchariyev, J. Tussupov, A. Akynbekova, M. Khassanova, M. Kassim

ENSEMBLE AND HYBRID LEARNING FOR DIGITAL TWIN MILK CLASSIFICATION .......c.cccccovvennnee. 258
K.Z. Igibayev, A.Kh. Kozbakova, O. Auelbekov , T. Merembayev, K. Yessentayev

STUDY OF A DYNAMIC MIXING DEVICE IN A BIOREACTOR USING IOT TECHNOLOGIES .............. 279

A.N. Ismukanova, G. Kochshanova, D.V. Pleskachev, Zh. Sarsenbayeva, P. Schmidt

AUTOMATED CLASSIFICATION OF SCIENTIFIC DATA USING ARTIFICIAL INTELLIGENCE:

A COMPARATIVE ANALYSIS OF TRANSFORMER ARCHITECTURES AND HYBRID

APPROACHES ...ttt ettt ettt eae et et e s et e s e eseeaeeaeess e st eas et et eeseeseeseessessessensensensensens 306
T. Zh. Kamalov, Ali Abd. Almisreb, Mohammed A. Saleh

INVESTIGATION OF HYBRID QUANTUM-CLASSICAL ALGORITHMS FOR MACHINE

LEARNING ..ottt ettt ettt ettt ettt eteete et eteetteas et e b et e eseeseeseeseessessessess et eseeseeseesseasensensenseeseeseereereeseans 323
B. Karimkyzy, K.G. Karasenko, N.A. Alisherov, N.M. Muratbek, A. Karim



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

KEY PUBLICATIONS OF 2021-2025 ON ARTIFICIAL INTELLIGENCE METHODS IN THE
MANUFACTURING AND DIAGNOSTICS OF MEDICAL DEVICES FOR GLYCEMIC MONITORING:

A THEMATIC ANALYTICAL REVIEW ...oooiiiiiiiiiiicteteeteeet ettt ettt ve v s esessessesae e 338
S.K. Kumyzbaeva, K.E. Baglanbaev, K.S. Sarkyt, M.Zh. Konyrova

THREE-PHASE TRAINING OF INTELLIGENT ENERGY MANAGEMENT FOR A HYBRID ENERGY
SYSTEM WITH A CLIMATE-AWARE STATE REPRESENTATION .....c.cccooiiiieiieieieieieeseete e 357
N.E. Karabayev, S.K. Serikbayeva, E. Benkhelif, B. Tassuov

RESEARCH ON THE ROBUSTNESS OF ENSEMBLE MACHINE LEARNING MODELS TO
ADVERSARIAL ATTACKS IN INTRUSION DETECTION SYSTEMS FOR IOT NETWORKS ................... 369
M. Nurtas, G. Kapyshev

A METHODOLOGICAL FRAMEWORK FOR THE PREPROCESSING AND INTEGRATION OF
GEOSPATIAL AND GEOPHYSICAL DATA FOR MINERAL PROSPECTIVITY PREDICTION USING
MACHINE LEARNING ....ocuiitietieieieiesierteste sttt ettt ettt se s e steesestaesaeseessessessessessessessesseaseessessessessassassessessanns 392
A. Neftissov, A. Biloshchytskyi, I. Kazambayev, A. Medetkhan, L. Kirichenko

ENERGY EFFICIENT MICROCLIMATE STABILIZATION FOR SEALED ARCHIVAL STORAGE
ENCLOSURES ...ttt ettt et ettt et ete e bt e st e st e st e st e s e s e eseeteesaessessessessessesseeseeseeseessessensensesaeseeseesseseeses 405
A.Zh. Omurtayeva, U.T. Makhazhanova, A.K. Adilova, Sh.K. Yelezhanova, J. Kultan

AN ADAPTIVE NEURAL-FUZZY MODEL FOR ASSESSING INVESTMENT RISKS IN THE AGRI-
INDUSTRIAL COMPLEX: ODERNISATION OF THE DECISION-SUPPORT ARCHITECTURE THROUGH
THE INTEGRATION OF MACHINE LEARNING ......coiiiiiiiiiesiicteetietieeeitetet ettt eie e s s saessessesneeneas 421
N. Shazhdekeyeva, A. Mukhanbetkaliyeva, A. Abdigaliyeva, A. Zhanekeshova, L. Nurgaliyeva
COMPARATIVE ANALYSIS OF MATHEMATICAL MODELS OF COLLABORATIVE FILTERING IN THE

DEVELOPMENT OF A MOVIE RECOMMENDER SYSTEM ...c.oooiiiiiiiiiiieeeiieieieieteie et 445
S. Sharmukhanbet, G. Turmukhanova, O. Findik, V. Makhatova, M. Rakhmetov
AN INTELLIGENT PIPELINE DEFECT DETECTION SYSTEM USING AN IN-PIPE ROBOT ................... 461

INFORMATION SECURITY AND COMMUNICATIONTECHNOLOGIES

S.Z. Daruish, A.U. Utegenova, A.U. Kalizhanova, Zh.Zh. Zhumabekova
MACHINE LEARNING FOR POLLUTION CLASSIFICATION IN ROCKET BOOSTER IMPACT

S.N. Issabayeva, A.K. Rysbayeva, Zh.B. Ibrayeva, N.R. Mussabekov, N.Sh. Akimzhan

MACHINE LEARNING-BASED CYBERATTACK DETECTION IN OT-NETWORKS: A COMPARATIVE
ANALYSIS OF NETWORK ANOMALY CLASSIFICATION METHODS ......ccocovoiiiieieieeeeeeeeeeeeeeeeaens 495
G. Shangytbayeva, A.N. Amanov, M.K. Issenova, G.E. Berikkhanova, K.O. Shakerkhan

INFORMATION SECURITY IN GOVERNMENT CLOUD SERVICES: RISK ASSESSMENT AND
PROTECTION STRATEGIES ..ottt ettt ettt teeteesaesae st essessessesseeseeseeseessessessessassessessessasseans 512
Ye. N. Tursynbek, N. Albanbay, D. Djenouri

OPTIMISATION OF COMMUNICATION COSTS IN TWO-TIER FEDERATED LEARNING FOR
CYBERATTACK DETECTION IN IOT NETWORKS ......ccoiiiiiiieieieiestestesteete ettt sn e ennens 529
A. Tastemirov, S.B. Mukhanov, S.T. Amanzholova, B. Aldosh

A COMPARATIVE EVALUATION OF MACHINE LEARNING MODELS FOR ACTIVE DIRECTORY
THREAT DETECTION: FEATURE-LEAKAGE CONTROL AND CROSS-SCENARIO VALIDATION ON

WINDOWS SECURITY EVENT LOGS ...t 545
MA3MYHbI
BJIEYMETTIK-9KOHOMMKAJIBIK )KYNEJEPII JTAMBITYIATbI LIUDPIBIK
TEXHOJIOT' USIJIAP

A Anandek, C.E. Kepimkyi, K./I. Kyiunes, O. Mexew, 7K.2K. XamutoBa

JEPEKTEPAIH HOTUXE BAFIAPJIAHFAH TETICTEY MOJIEJIBAEPIH ©3IPJIEY J)KOHE OJIAPIBIH
TUIMIIIIITTH TATIZTAY oottt ettt ettt et et et et e sseebesseesaesaessessansassenseaseesaaseessessessessessessessessessaeseans 11
A.T. UckakoBa, I.E. Kypmankynosa, Konpaa I'pomamek, K.O. Tor:kanosa, P.C. Anro:xaesa

OHJIIPIC XXYUEJIEPIHJIE BOJDKAM/IbI )KOCIIAPJIAY KOHE PECYPCTAP/bI YHEMJIEY YILIH
MAUIMHAJIBIK )KOHE TEPEH, OKBITYIBI KOJIJTAHY ...ovoviiiiieiietieieieieet ettt 30
A.B. KacbimoBa, P.K. Yckendaena, /K. A. CoiabikoB, [I. Omip3ak, C. Kanudexon

SMART CITY YIUIH UHTEJUIEKTYAJIAbI YAT-BOT APXUTEKTYPACHI: ASAMATTAP/IbIH,



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

OTIHIIITEPIH )XACAH/IbI MUHTEJIJIEKT HET'I3IHAE KABBIUIJIAY, TAJIJAY XXOHE BAFBITTAY ........ 46
O.M. Oxnxaes, b.C. Omapos, A.Suliman

YOLO-CBAM: XOJI/IbIH 3AKbIMIAHYbBIH TAJIJIAVFA APHAJIFAH UHTETPALIUSITTAHFAH 3EMITH
MEXAHM3MI BAP XXEHUT CAJIMAKTBI HEUPOHIBIK KEI MOIEJL ... 66
K. EpmaramoeroBa, A. CapcekeeBa, E. Axyiacos

LM ®PIIBIK MOJAEHU MY¥PAHBI XKIKTEVAETT ®PATMEHTALIMAHBI EHCEPY: UHTEI'PATUBTI
KOTIOIIEMI MOJIETID ......oviiiiiiieiciiieieicitire ettt ettt ettt ettt ees 78

AKITAPATTBIK TEXHOJIOTUAJIAP

JI.E. A0:kanoBa, C.E. lllapunosa

JXAMBbIJT ©HIPIHIH TPAHCIHIEKAPAJIBIK CY PECYPCTAPBIH MOHUTOPUHI TEY XXOHE JEPEKTEP
AJIMACYFA APHAJIFAH LHU®PJIBIK TINTAT®OPMAHBIH, APXUTEKTYPACHI MEH ITPAKTUKAJIBIK
ICKE ACBIPBITIYDBL ...ttt ettt ettt et ettt st sbe et sttt e st e st e s e s e b e eseesaesaessessensessesseasesseaseessassensensas 101
A.Aiitanyisl, O.A. YcaroBa

BYJITThI MEJULIMHAJIBIK KYUEJEPIE EKI ®AKTOPJIbI AYTEHTUGUKALIMSHBI )KAKCAPTY: TE-
PEH OKBITY SAICTEPIHIH KOJJAAHY MYMEKIHIIKTEPT .....coviiiiiiiiieiieieieeeeee et 122
O. Anbcentos, O. Kyuanckuii

DJIEKTP CTAHIUAJTAPBIHBIH CAFATTBIK HIBIFAPBIHABIJIAPBIH ®U3UKAJIBIK 3AH-
JOBbUIBIKTAPABI ECKEPETIH TUBPUATI OKBITY: BEJIT'ICI3JAIK ITEH TACBIMAJIJIAY/Ibl ECKE-
PETIH KOITJIACTAYBILLITBI BEHUMAPK .....ooiioiiitieiieteeeeee ettt sa e s saesnaene e 141
A.M. AxmeTtoBa, /I.0. BaiizkanoBa, K.H. Asmmena, b.A. Hlaiimos

KPI KOPCETKIIUTEPIH ECKEPE OTBIPBIIT, TABUFHU TIJI MOJEJILAEPIHE APHAJIFAH HIBIFBIC

MAPIIPYTTAYBIHBIH AJTATITUBTI IKYTIECT ..o 160
9.K. 9iitim

KA3AK MOTIH/IIK KOPITYCTAPBIH ABTOMATTHI )KOHE )KAPTBIJIAU ABTOMATTBI AHHOTAILM SI-

JTAY ettt ettt b e b e b et et ekt es e st es b e b et e he b e eReeRe e Rt e Rt e Rt en s e b et e eseeseeteeseeseensensensensens 180

JK.E. bana6aes, C.B. bejiomnukasi

IIAFATA KOJIKA3BAJIAPBIHBIH MOTIHIH TAHY: CRNN-JII HOJIJIEH BACTAII OKbITY MEH
TPAHCO®OPMEP HET'I3IHJIEI'T TPAHC®EPIIIK OKBITY/IBI CAJIBICTBIPY ......cccooiiiiiiiiiiiiiciicee 198
J.b. bBaymyparosa, T.K. )Kyka6aeBa, K.A. Aoapaxmanos, 3. Axmaj, A.A. Centon

JKOF APBI BIUIIM BEPYJIE Al HETI3/IEJITEH [IU®PJIBIK TPAHCOOPMAILIMSFA APHAJIFAH HEM-
PO-ITU®DPIIBIK OKBITY MOJEJIT ...ttt 219
T. Jaowon, I. AMupxanosa, @y SIubBaii, E. ®apy3kbi3bl

®EWK BUJIEOJIAPIAFBI MYJIBTUMOJIAJIBIbI CEMAHTUKAJIBIK MAHUITYJISLASHBIH, ITAM/IA-
JIAHYIIBITAPIBIH KABBUITAMTBIH CEHIMIHE OCEP ETY MEXAHU3MI ........oooovocvecveees s 241
K. Joymuapuesa, /I. Tycynos, A. Akbin0exoBa, M. Xacanosa, M. Kaccum

HUOPJIBIK ET'T3IETT CYT CAITACBIH AHCAMBJIBAIK )KOHE I'MBPUATI OKBITY APKbLJIBI

TKIKTEY ettt eaene 258
K.3. Urn6aes, A.X. Ko3zdakosa, O. Oye;noexos, T. Mepemoaes, K. EcenTaen

BUOPEAKTOP/IA IoT TEXHOJIOTHSITTAPBIH TAVIAJTAHA OTBIPBII JUHAMUKAJIBIK APAJTACTBI-
PY K¥PBUIFBICBIH BEPTTEY ....ooiiiiiiiiiiiii e 279
A.H. UcmykanoBa, [ Komanosa, /I.B. ILieckauyes, K.Capcenbaesa, I1. IlImuar

KACAHABI MUHTEJUIEKT HETI3IHAE FBIJIBIMU JEPEKTEPAI ABTOMATTBI TYPIE XIKTEY: TPAHC-
DOOPMEP APXUTEKTYPAJIAPBI MEH I'MBPUATI TOCUIAEPAIH CAJIBICTBIPMAJIbBI

TATIITAYBI ..ottt 306
T. K. Kamaiios, A Ada. Aabmucped, Moxammen A. Casex

MAIIMHAJIBIK OKBITYFA APHAJIFAH I'MBPUATI KBAHTTBIK-KJTACCUKAIJIBIK AJITOPUTM/IEPIH
BEPTTEY ettt ettt ettt a e ne 323
b. Kopimksi3sl, K.I'. Kapacenko, H.A. 9aimepos, H.M. Myparéek, A. Kopim

2021-2025 )XbUUIIAP APAJIBIFBIHAAFBI TTIMKEMUWAJIBIK MOHUTOPUHI'KE APHAJIFAH MEJIULIN-
HAJIBIK K¥PbUIFBUIAPIbI OH/IIPY XXOHE JIMATHOCTHUKAJIAVIAFBI )KACAHABI MUHTEJIJIEKT
SIICTEPI BOMBIHIIA HETT3TT KAPUSITTAHBIMIIAP .......ooovooveeveecees e 338
C. K. Kymb136aeBa, K.E. barnanoaes, K.C. CapksbiT, M. KonbipoBa

KYW- KA/l KITIMMATKA CE3IMTAJI ¥ChIHYMEH T'MBPUJITI SHEPTOXYWUEHIH UHTEJUIEKTY -
AJIABI SHEPTOMEHEJDKMEHTIH YIIDA3AJIBI OKBITY ..o 357
H.E. Kapa6aes, C.K. Cepuxoaena, E. benkxeauda, b. Tacyos



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

IOT->KEJIUIEPIHJIEI'T BACBIII KIPY/II AHBIKTAYKYUEJIEPIHJIE MAIIMHAJIBIK OKBITY/IbIH AH-
CAMBJIBJI KYJITUIEPIHIH BOCEKEJIEC LIABYBUIJJAPFA TO3IMUIIITH 3EPTTEY ..o 369
M. Hyprac, . Kanbiues

MAIUIMHAJIBIK, OKBITY/IbI KOJIJIAHA OTbIPBIIL, ITANJIAJIBI KABBAJIAPIBIH ITEPCIIEKTUBA-
JIBUIBIFBIH BOJDKAY YIUIH TEOKEHICTIKTIK )KOHE 'EO®U3NKAJIBIK AEPEKTEPAIL AJIJIBIH AJIA
OHJEY )XKOHE BIPIKTIPYIH OJICTEMEJIIK HETT3I ....cccuiiiieiieeeeeeee et 392
A. HedTuccos, A. bunomunkuii, U. Kazambaes, A. Meaerxan, JI. Kupuuenko

I'EPMETHUKAJIBIK APXNBTIK CAKTAY KAIITAMAJIAPBIHIA MUKPOKJIMMATTbBI SHEPT'UA
TUIMAUITTH ECKEPE OTBIPBIIT TYPAKTAHIDBIPY ..ot 405
9.K. Omypraesa, Y.T. Maxa:xxanoBa, A.K. Anuiosa, LII.K. Ene:kanosa, 1. Kyaran

ATPOOHEPKOCIIITIK KEIHEHAEI'T MTHBECTULIMAJIBIK TOYEKEJIJIEPII BAFAJIAYFA APHAJIFAH
BEMIM/IEJIT I HEMPOHIBIK-BYJIJIbIP MOJIEJIb: MAIIMHAJIBIK OKbITY/Ibl UHTETPALIASIIAY
APKbUIbI IHEHIIM KABBUUIJAYIbI KOJIJAY COVJIETIH XKAHFBIPTY ..oooiiiieeeeeeeeee e 421
H. HlaxnexeeBa, A. Myxan0erkaaueBa, A. 90airaauesa, A. JKanekewmona, JI. Hypraiuepa

®UJIBMJIEPI] YCBHIHY XXYUECIH K¥PY KE3IHJIEI'T KOJIJIABOPATUBTIK CY3I'UIEY/IH MATEMA-
TUKAJIBIK MOAEJIBAEPIH CAJIBICTBIPMAJIBI TAJIZIAY .oeeoeeeeeeeeeeee et 445
C. llapmyxanoer, I. Typmyxanoa, O. ®unaux, B. Maxarosa, M. PaxmeroB

KYBBIPILLIIIK POBOTTBI ITAVIJAJIAHY APKbUIbI KYBbIP AKAYJIAPBIH AHBIKTAY/IbIH 3USI TKEP-
JITK JCYTECT <. 461

AKITAPATTBIK KAYIICI3AIK ’)KOHE KOMMYHUKAIUAJIBIK TEXHOJOI'MAJAPFA
APHAJIFAH

C.3. Jopyim, A.Y. YTerenona, A.Y. Kaau:kanosa, 7K.K. )KymadexoBa

3bIMBIPAH TACBIMAJIJIAYIIBIJIAPIIBIH KYJIAY AUMAKTAPBIHBIH JIACTAHYBIH MAILIMHAJIBIK
OKDBITYMEH JKIKTEY ...eiiiiiiiiieeie ettt ettt ettt et eb e aesteeteebaesaesaesaessessensesenseessessessessessassensensenes 480
C.H. UcabaeBa, A.K. PricoaeBa, JK.b. Uopaesa, H.P. Myccatekos, H.ILI. Akumskan

MAIIMHAJIBIK OKBITY HETI3IHAE OT->KEJIIJIEPIHAEI'T KUBEPIIABYBUIJIAPIbI AHBIKTAY:
JKEJIIJIIK AHOMAJIUAJTAPIBI XKIKTEY ©IICTEPIHIH, CAJIBICTBIPMAJIBI TAJIZTAVYDBI ..o 495
IA. lllanreiT6aeBa, A.H. Amanos, M.K. Hcenona, I'.E. Bepukxanosa, K.O. lllakepxan

MEMUJIEKETTIK OPTAHAAPIBLIH B¥JITThl CEPBUCTEPIHEI'T AKITAPATTBIK KAVIIICI3AIK:
TOYEKEJIAEPAI BAFAJIAY JXOHE KOPFAY CTPATETUSIJIAPDBI ..ot 512
E.H. Typcbinbek, H. Andanoaii, /1. [xxenoypu

10T JKEJIUIEPIHJIE KUBEPLIABY bUIZIAPJIbI AHBIKTAY YIIIH EKI JIEHIEMNJI ®EEPALIMSIJIAHFAH
OKBITYIAFBI BAUJIAHBIC IUBIFBIHJIAPBIH OHTAMIIAHIBIPY ... 529
A. Tacremupos, C.T. Aman:xosnoBa, b. Annow, C.b. MyxaHos

ACTIVE DIRECTORY XYMECIHJIE KAYIIITEPI AHBIKTAY YIIIH MAIIMHAJIBIK OKbITY MOJIEJ/Ib-
JIEPIH CAJIBICTBIPMAJIbI BAFAJIAY: WINDOWS KAVITICI3AIK OKUFAJIAPBI )KYPHAJIJAPBIHIA
BEJIT'T )KbIJIBICTAYBIH BAKBIJTAY )KOHE KPOCC-CLEEHAPJIBIK BAJTTUJIALINS .....ooveveveieeeeeeeeee 545

COJIEP)KAHUE
LIMPPOBBIE TEXHOJIOT MU B PA3BUTHHCOLMO-DKOHOMHUYECKHAX CUCTEM

A Ananoex, C.E. Kepumkyinos, K. /1. Kyiues, O. Mekeu, 7K.2K. XamuroBa

PA3BPABOTKA PE3VJIETATUBHO-OPUEHTHPOBAHHbBIX MOJIEJIEN CIUVIAYXUBAHUS JIAHHBIX U
AHAJIN3 UX DDODEKTUBHOCTHU .....cooviiieiieiieiieieieteete ettt ettt sttt e s esaessesseesaesaessassessassessassenns 11
A.T. Uckakosa, I.E. Kypmankynosa, K. I'pomamek, K.O. Tor:kanosa, P.C. Airoxaena

I[MPUMEHEHUE METOAOB MAIIIMHHOI'O 1 ITTYBOKOI'O OBYYEHW S 1151 ITPOT'HO3HOT'O TIJTAHU-
POBAHUS 11 PECYPCOCBEPEXEHUM S B ITPOU3BOJACTBEHHBIX CUCTEMAX .....oovveviiiiieiieieieeeee 30
A.B. KacbimoBa, P.K. Yckenoaena, K. A.Cpiabikos, [I. Omup3axk, C. Kaaudexos

APXUTEKTYPA UHTEJIJIEKTYAJILHOI'O YAT-EOTA JIJIS1 SMART CITY: IIPUEM, AHAJIM3 U
MAPIIPYTU3ALMS OBPALLIEHUM I'PAXKIAH HA OCHOBE UCKYCCTBEHHOI'O MHTEJUIEKTA .....46
O.M. Oxnxaes, b.C. Omapos, A.Suliman

YOLO-CBAM: JIETKOBECHA 5 HEUPOCETEBASI MOJIEJIb C UHTEI' PUPOBAHHBIM MEXAHU3MOM
BHUMAHUS JUISI AHAJIU3A JJOPOXKHBIX TIOBPEXKIIEHMIM ..o 66
K. EpmaramoeroBa, A. CapcekeeBa, E. Axyiacos

IMPEOJJOJIEHUE ®PATMEHTALIMN B KITACCUDPUKAIINU [TNDPPOBOI'O KYJIBTYPHOI'O HACJIEJIVS:



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

HMHTEI'PATUBHASI MHOTI'OMEPHASI MOJIEJID ......coiiiiiiiiiiiiiiiceee e 78
NH®OPMAIIMOHHBIE TEXHOJIOI'MH

JI.E. A0:kanoBa, C.E. lllapunosa

APXUTEKTYPA U IIPAKTUYECKA S PEAJIM3ALIUS LIUOPOBOM IJIATOGOPMBI MOHUTOPUHIA U
OBMEHA TAHHBIMU O TPAHCI'PAHMYHBIX BOAHBIX PECYPCAX ) XAMBBIJICKOI'O

PEITTIOHA ...ttt ettt ettt et e s te s te et e eseeseess e st e s e s e eseeseese e st e st essess e s e s e eseeseesaesaessessensensesseasesseas 101
A. Aiitanyasl, O.A. YcaroBa

COBEPILIEHCTBOBAHMUE JIBY X®OAKTOPHOM AYTEHTU®UKALMU JIUISI OBECIIEYEHUS
BE3OITACHOCTH OBJIAYHBIX MEJJUITMHCKNUX CUCTEM: BO3MOXHOCTU [TPUMEHEHU A
METOIOB ITTYBOKOT'O OBYUEHNS .......ocviiiiiiieiieeeeeeetetetet ettt ss s sesteetaeseesaessensensensens 122
O. Anbcentos, O. Kyuanckuii

OUBNYECKN NHO®OPMUPOBAHHOE 'MBPUHOE OBYUYEHME JJ151 TIOYACOBOTO ITPOT'HO-
3UPOBAHMUS BBIBPOCOB DJIEKTPOCTAHIIUN: MHOTOKOMIIOHEHTHBIN BEHUMAPK

C OLIEHKO¥ HEOIIPEJIEJIEHHOCTU U ITIEPEHOCHUMOCTBIO MOJEEM ..o 141
A.M. AxmeTtoBa, /1.0. BaiizkanoBa, 7K.H. Anumesa, b.A. lllaiimos

AJIATITUBHBIN MAPIIIPYTU3ATOP BBIBOJA C YUYETOM KJIFOUEBBIX TIOKA3ATEJIEA DOOEKTUB-

HOCTHU 151 MOAEJIEM ECTECTBEHHOTI'O SIBBIKA ... 160
9.K. 9iitim

ABTOMATHUYECKAS U TIOJIVABTOMATUYECKA I AHHOTALIMA KABAXCKIUX TEKCTOBBIX
KOPITYCOB ...ttt ettt ettt ettt e st e st e e te et e eseesaessesse st e seeseeseeseeseessessessanseseeseeseesaessessessensensenseseas 180

JK.E. bana6aes, C.B. bejiomnukasi

PACITO3HABAHUE PYKOITMCHOI'O TEKCTA IIIATATAMICKHX PYKOITUCE: CPABHEHUE OBYYE-
HUA CRNN C HYJIL U TPAHCOEPHOI'O OBYUYEHUA HA BA3E TPAHCOOPMEPOB ... 198
J.b. bBaymyparosa, T.K. )KykabaeBa, K.A. Aoapaxmanos, 3. Axmaj, A.A. Centon

HEWPO-LIDPOBAS MOJIEJIb OBYUEHUS IUIS LIUDPOBOI TPAHCOOPMAILIMM BBICIIIEIO OBPA-
SOBAHUS C TTIOMOIIBHO AL ..o 219
T. JaowoHn, I. AMupxanosa, @y SIubBaii, E. ®apy3kbi3bl

MEXAHM3M BJISAHUS MYJIETUMOJIAJIBHO CEMAHTUYECKOM MAHUITY/ISIIA B ®EMKOBBIX
BUJEO HA BOCITPUHUMAEMOE JIOBEPUE ITOJIB30BATEJIEH ..........ooooveecvieeveeceeeeeeeees e 241
K. Joymuapuesa, /I. Tycynos, A. Akbin0exoBa, M. Xacanosa, M. Kaccum

KITACCUDHUKAILINS KAUECTBA MOJIOKA B [IU®POBOM JIBOVMHHUKE AHCAMBJIEBBIMU

N TUBPUHBIMUM METOMAMI ..o 258
K.3. Urn6aes, A.X. Ko3zdoakosa, O. Ayenoexos, T. Mepemobaes, K. Ecentaen

WCCJIEJJOBAHUE YCTPOMCTBA JIMHAMUYECKOTO ITEPEMEIINBAHMS B BUOPEAKTOPE

C UCTOIB30OBAHUEM TEXHOIOTHI T0T ....ooovoocveoeeeeeeeseeeseeeeveesee s 279
A. H. UcmykanoBa, I.Komanosa, /I.B. ILieckauyes, K.Capcenbaesa, I1. IlImuar
ABTOMATU3MPOBAHHA KITACCUOUKALIMA HAYYHBIX JAHHBIX HA OCHOBE NCKYCCTBEH-
HOI'O MHTEJIJIEKTA: CPABHUTEJIBHBIN AHAJIN3 TPAHC®OPMEPHBIX APXUTEKTYP U TUBPH/I-
HBIX METOMOB ...ttt ns 306
T. K. Kamaiios, A Ada. Aiabmucped, Moxammen A. Casex

NCCIEJOBAHUE I'MBPUJIHBIX KBAHTOBO-KJIACCUYECKHUX AJITOPUTMOB JJIS1 MAIIMHHOI'O
OBYUEHMS ..ottt 323
b. Kapumxsisbl, K.I'. Kapacenko, H.A. Anumepos, H.M. Myparoexk, A. Kapum

KJITOYEBBIE ITYBJIMKALIMM 2021-2025 T'O1OB 110 METOJJAM NCKYCCTBEHHOI'O MHTEJIJIEKTA

B [IPOM3BBOACTBE U JIMATHOCTUKE MEJULIMHCKUX U3AEINAN JJ11 TTIMKEMHUYECKOT'O
MOHUTOPHHITA ... e 338
C.K. Kymb130aeBa, K.E. barinan6aes, K.C. Capkbit, M.2K. KonbipoBa

TPEX®A30BOE OBYUEHUE UHTEJIJIEKTYAJIBHOI'O SHEPTOMEHEI)KMEHTA TMBPUIHOIM SHEP-
TOCUCTEMBI C KIIMMATO-OCBEJOMJIEHHBLIM MPEACTABJIEHUEM COCTOSIHUA ....................... 357
H.E. Kapa6aes, C.K. Cepuxoaena, E. benkxeauda, b. Tacyos

WCCJIEIOBAHUE YCTOMUYMBOCTH AHCAMBJIEBBIX MOJIEJIEM MAILIMHHOTO OBYYEHIS

K COCTS3ATEJIbHBIM ATAKAM B CUCTEMAX OBHAPYKEHWS BTOPXKEHUM IOT-CETEM ........... 369
M. Hyprac, I. Kanbimesn

METOIOJIOTMYECKASI OCHOBA TIPEJIBAPUTEJIbHOM OBPABOTKN U MHTETPALIM [EOITPO-
CTPAHCTBEHHBIX U TEO®U3SNMYECKNX JAHHBIX JJIA ITPOI'HO3MPOBAHUA ITEPCIIEKTHMBHO-



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

CTU MUHEPAJIbHBIX PECYPCOB C UCITOJIb3OBAHUEM MAIIMHHOI'O OBYYEHUA ..................... 392
A. Hedtuccos, A. bunomunkuii, U. Kazamoaes, A. Meaerxan, JI. Kupuuenko

OHEPI'OODDOEKTUBHASA CTABMJIM3ALINA MUKPOKJIMMATA B TEPMETUYHBIX APXUBHBIX XPA-
HITIHILLIAX .ottt et ettt et et e st e e st e e s e e st e ss e e s st ense et e enseenseenseesseenseaseesseenseesseenseenseenseansennsennes 405
A.K. Omypraesa, Y.T. MaxaxanoBa, A.K. Anunosa, lIILK. Ene:xanoBa, SI.Kyiran

AJIATITUBHA 51 HEMPO-HEUETKASI MOJIEJIb JUISI OLIEHKW MHBECTULIMOHHBIX PUCKOB

B ATPOITPOMBIIIJIEHHOM KOMIUIEKCE: MOJAEPHU3ALINA APXUTEKTYPBI IIOAJIEPXKKI
[IPUHSITHS PELLIEHUM [TIOCPEACTBOM MHTEIPALITMU MAILIMHHOI'O OBYYEHUS ............conc.... 421
H. HlaxnexeeBa, A. Myxan0eTkanaunesa, A. Adauraimnesa, A. ’Kanekemosna, JI. Hypraiuesa
CPABHUTEJIbHBIN AHAJIN3 MATEMATUYECKUX MOJIEJIEN KOJIJIABOPATUBHOM ®UJIBTPALIUN
[IPY TIOCTPOEHWUY PEKOMEHJIATEJIbHOU CUCTEMBI @UIIBMOB ... 445
C. llapmyxanoer, I. TypmyxanoBa, O.®unauk, B.Maxarosa, M. Paxmeros

NHTEJUIEKTYAJIbBHASI CUCTEMA OBHAPYXEHUA JIE®GEKTOB TPYBOITPOBOIOB C UCIIOJIb30-
BAHUEM BHYTPUTPYBHOI'O POBOTA ..ottt ettt st e nna e enneen 461

NH®OPMAILIMOHHASA BE3OITACHOCTb U KOMMYHUKAIIMOHHBIE TEXHOJIOT'MA

C.3. Jopyim, A.Y. YTerenona, A.Y. Kaau:kanosa, 7K.K. )KymadexoBa

MAUIMHHOE OBYYEHUE JJ151 KITIACCUOUKALIMU 3ATPSI3HEHW ST PAMOHOB TTAJIEHWS PA-
KET-HOCHTEIIEI] ...t 480
C.H. UcabaeBa, A.K. PricoaeBa, ’K.b. Uopaesa, H.P. Myccatekos, H.ILI. Akumskan

OBHAPYXEHUE KUBEPATAK B OT-CETAX HA OCHOBE MAILIMHHOT'O OBYUYEHUNSI: CPABHUTEJIb-
HBI AHAJIU3 METOJI0B KIIACCUOUKALIMN CETEBBIX AHOMAJIMM ... 495
IA. lllanreiT6aeBa, A.H. Amanos, M.K. Hcenosa, I'.E. Bepukxanosa, K.O. lllakepxan
NH®OPMAILIMOHHA BE3SOITACHOCTbD B OBJIAUHBIX CEPBUCAX 'OCYJAPCTBEHHbBIX OPT'A-
HOB: OIIEHKA PUCKOB U CTPATEI'MM SALLIUTDBL ....c.ooviiiiieiietieieeecieteieteee ettt 512
E.H. Typcbinbek, H. Anéanoaii, /. [xxenoypu

OIITUMU3ALINS KOMMYHUKAILIMOHHBIX 3ATPAT B JIBYXYPOBHEBOM ®EJIEPATUBHOM OBY-
YEHUWU JJ151 OBHAPYXXEHMS KUBEPATAK B IOT-CETSIX ...ocvviiieiieieieieciecteeeeeeeee et 529
A. Tacremupos, C.T. Aman:xosnoBa, b. Angow, C.b. MyxaHos

CPABHUTEJIBHA I OLITEHKA MOJIEJIEM MAIIMHHOI'O OBYUEHMS JUUISI OBHAPYKEHNS YI'PO3 B
ACTIVE DIRECTORY: KOHTPOJIb YTEUKU I[TPU3HAKOB 11 KPOCC-CLIEHAPHA S BAJIMJTAIINS HA
JKYPHAJIAX BE3OITACHOCTHU WINDOWS ..ottt ettt ss et ere et esa s essesessesaeenas 545



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 7. Is.3. Number 27 (2026). Pp. 392-404

Journal homepage: https:/journal.iitu.edu.kz

https://doi.org/10.54309/1J1CT.2026.27.3.021

VIIK 004.05:004.67

A METHODOLOGICAL FRAMEWORK FOR THE PREPROCESSING
AND INTEGRATION OF GEOSPATIAL AND GEOPHYSICAL DATA FOR
MINERAL PROSPECTIVITY PREDICTION USING MACHINE LEARNING

M. Nurtas’.?, G. Kapyshev**
'Tonosphere institute, Almaty, Kazakhstan;
*International Information Technology University, Almaty, Kazakhstan.
E-mail: g.kapyshev@iitu.edu.kz

Marat Nurtas — PhD, Department of Artificial Intelligence and Mathematical
Modelling, Ionosphere institute, International Information Technology University,
Almaty, Kazakhstan

https://orcid.org/0000-0003-4351-0185;

Galym Kapyshev — Master of Technical Sciences, Department of Artificial
Intelligence and Mathematical Modelling, International Information Technology
University, Almaty, Kazakhstan

E-mail: g.kapyshev@iitu.edu.kz, https://orcid.org/0009-0008-8194-0972.

© M. Nurtas, G. Kapyshev

Abstract. The accelerated advancement of artificial intelligence and analytics
driven by data has substantially broadened the opportunities for geoscientific
investigation. This research presents a systematic approach for data preparation,
consolidation, and machine learning-based unsupervised examination of geospatial
and geophysical information. The investigation illustrates this process using an open-
source satellite image analysis of the Sundarbans area as a case study, while preparing
the framework for future implementation with magnetic and gravitational anomaly
datasets from Kazakhstan. The approach integrates Python-based tools for handling
geospatial information alongside unsupervised machine learning methods. Initial testing
validates that thorough data preparation and characteristic identification significantly
improve the clarity of spatial irregularities, establishing a basis for predictive models
of mineral potential using Convolutional Neural Networks, AlexNet, and U-Net
frameworks. Quantitative evaluation using silhouette score (0.73) and Davies—Bouldin
index (0.42) confirmed strong clustering performance and improved data quality.
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AHHotauus. JKacaHapl MHTEIJIEKT MEH AEpeKTepre Heri3JeireH aHaluTH-
KaHbIH KApPKbIH/BI JJaMybl T€OFbUIBIMH 3€pPTTEYJIEp KYPri3y MYMKIHAIKTEpIH €1dyip
KeHEUTT1. bys 3epTTeyne reokeHICTIKTIK XKoHe reo(U3UKaNIbIK aKIaparThl JalbIHAAY,
O1pIKTIPY KOHE MALIMHAJBIK OKBITYIbIH MYFaIIMCI3 OKBITY 9JIICTEP1 HET131He XKYilenl
TYpJIe 3epTTEy TOCUIl YChIHBUIA L. 3epTTey OapbichiHaa atanraH yaepic Cynmapoan-
Jap aliMarbIHBIH alllbIK 0acTanKbl JEPEKKO3/AEPACH albIHFaH CIYTHUKTIK CypeTTepiH
Tajaay MblcalblHaa KepceTuireH. COHbIMEH KaTap YCHIHBUIFAH 9JIICTEMEINIK HEri3
Kaszakcran aymarblHJaFbl MarHMTTIK JKOHE I'PAaBUTALMSIIBIK aHOMAJMsUIap JEpeK-
TEp KUBIHTHIFBIH OOJalllaKTa ©HJIEYTe JKOHE KOJIJaHyFa Heri3 Kajaiabl. ¥ ChIHbUIFaH
TOCLJI T€OKEHICTIKTIK aKnmaparThl eHJieyre apHanraH Python nerizinaeri Kypangapis
MYFaIiMCi3 MallMHAJIBIK OKBITY 9JlicTepiMeH OlpikTipeli. bacTankbl chblHAK HOTHXKE-
Jepl JAepeKTepai MYKUIT aJJIbIH aja OHJEY JKOHE Oenruiepial aHbIKTay KEHICTIKTIK
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3aHJIBUTBIKTAp MEH ayBITKYIAp/AbIH aliKbIHIBUIBIFBIH €/19Yyip apTTHIPATHIHBIH KOPCETTI.
Byn o3 ke3erine maiaansl Kaz0amapablH NepCleKTUBAIBIIBIFBIH OOMKayFa apHaJFaH
KOHBOJIIOIMSUTBIK HEHpOHABIK skeninepai, AlexNet skone U-Net apXuTekTypajiapbiH
KOJIIAHATBIH MOJICIIBICPIl 93ipieyre Heri3 KaabnTacTeipaasl. CurysT ko3hdumenTi
(0,73) xone JlpBuc—bonaun mnnekci (0,42) apKbUIbl XKYPri3UIreH CaHIblK Oaranay
KJIacTepiiey CamachbiHBIH KOFapbl €KEHIH KOHE JEPEKTEp CalachIHbIH jKaKCapFaHbIH
pacTtajpl.

Tyiiinai ce3nep: reopusnKanbIK JAEPEKTEp, MAIIUHAIBIK OKBITY, IE€PEKTEPIi
QNJIBIH aya eHJeY, OeNTiiep/ i MBIFaphIN ary, Haiaansl Ka30amapablH MepCIeKTHBa-
JBUTBIFBIH KapTajay, MAarHUTTIK KOHE TPaBUTALMSIIBIK aHOMAIUSIIAP
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AnHoTanusi. CTpeMUTENbHOE Pa3BUTHE MCKYCCTBEHHOTO MHTEIUIEKTa U aHa-
J¥3a JAHHBIX 3HAUYUTENFHO PACHIMPHIIO BOZMOXXHOCTH TPOBEICHUS T€OHAYYHBIX HC-
cienoBaHuii. B nanHoi pabote mpencTaBlieH CUCTEMAaTHUYECKUN TTOJIXO0/T K TIOATOTOBKE,
KOHCOJIMJIAIIMM U HMCCIEJOBAaHUIO TEOMPOCTPAHCTBEHHON M Treodu3nueckord MHPOp-
Mallly C MCTIOIb30BAaHUEM METOIO0B MAIIMHHOTO 00yueHHs Oe3 yuurens. B kauectse
NPaKTUYECKOTO MpHMEpa JaHHBINA MPOIECC MPOJEMOHCTPUPOBAH HA OCHOBE aHAJIH-
3a CIyTHHUKOBBIX M300pakeHuil pailoHa CyHIapOaHOB ¢ MCIIOIB30BAHUEM OTKPBITHIX
MCTOYHHMKOB JaHHBIX, IIPH 3TOM pa3paboTaHHAs METOJOJIOTHYECKasi OCHOBA OPUEHTH-
poBaHa Ha TMocJeayolee MPUMEHEHNEe K HabopaM JTaHHBIX O MarHUTHBIX U IPaBUTa-
IIMOHHBIX aHOMaNHsIX Ha Tepputopun Kazaxcrana. [Ipemmaraemsprii moaxos 0ObeIuHS-
€T UHCTPYMEHTHI Ha O6a3ze Python mis 06paboTku reonpocTpaHcTBeHHON HH(DOpMAITHN
¢ Merogamu oOy4yenus O6e3 yuurens. [lepBoHadanpHOE TECTHPOBAHUE TONTBEPIMIIO,
YTO THIATEJIbHAS ITOITOTOBKA TAHHBIX U BBISBICHUE XapaKTEPUCTHK CYIIECTBEHHO I10-
BBIIIAIOT HAMISIAHOCTH MPOCTPAHCTBEHHBIX HEOTHOPOAHOCTEH, CO3/1aBasi OCHOBY IS
pa3paboTKK MPOTHOCTUYECKUX MOJENEH OLEHKH IMEPCIEKTUBHOCTA MHHEPATIbHBIX
PECYPCOB C HCIIOJIB30BAHUEM CBEPTOYHBIX HEHPOHHBIX CETEH, a TaKXkKe apXUTEKTYp
AlexNet u U-Net. KonruecTBeHHast OTICHKA C UCIIOBL30BaHUEM KOA((DUIIMEHTA CHITY-
sta (0,73) u unnekca »suca—bonauna (0,42) monrBepania BHICOKOE Ka4Y€CTBO Kila-
CTEpHU3AIMH U YITy4YIIeHNUE Ka9eCTBA JTaHHBIX.

KiroueBble cjioBa: reopuszndeckie JaHHBIE, MAIMHHOE OOydYeHHE, MpeaBa-
putenbHas 00padOTKa JaHHBIX, U3BJICUCHHE TPU3HAKOB, KAPTHPOBAHUE MEPCIICKTHB-
HOCTH MHHEPAJIBHBIX PECYPCOB, MATHUTHBIC M TPAaBUTAIIMOHHBIC aHOMAJIHU

Just nmtupoBanusi: Kaneiues I, Hyprac M. (2026). Metogonoruueckast oc-
HOBA MPEIBAPUTEILHON 00paOOTKU U HHTETPAIIMY TE€OMPOCTPAHCTBEHHBIX U Te0(H3n-
YECKUX JaHHBIX JUIA MPOTHO3UPOBAHUS TIEPCIIEKTUBHOCTH MUHEPAIBHBIX PECYPCOB C
UCTIOJIb30BaHHEM MAITMHHOTO 00y4YeHus // MexyHapOaHbIH Ky pHaI HH(OPMALIUOH-
HBIX U KOMMYHHKAIIMOHHBIX TexHomoru. T. 7. No. 27. Crp. 392-404. https://doi.
org/10.54309/1J1CT.2026.27.3.021. (Ha anrn.).

Kondaukr uHTEpecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUHM KOH(IMKTA WHTE-
pecos.

bnazooapnuocmes. /lannoe uccrnedosanue gunancupyemcs Komumemom nayxku
Munucmepcmea nayku u evicuteco oopazosanus Pecnyonuxu Kazaxcman (epanm Ne
BR24992865 — «Paspabomka MHO2OQDYHKYUOHATLHOU CUCMEMbL HA3EMHO-KOCMUYe-
CKO20 MOHUMOPUH2A U PAHHE20 NPEOYNPeHCOCHUS O NPUPOOHBIX U TMEXHOLEHHBIX YPe3-
BBIYAUHBIX CUMYAYUSXY).

Introduction.
The search for mineral deposits remains one of the most complex and data-
intensive challenges in Earth sciences. Traditional exploration methods rely on
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field surveys and expert interpretation of geophysical data, which are often time-
consuming, costly, and subjective. Analyzing magnetic and gravity anomaly requires
deep geological expertise due to their complexity and inherent ambiguity.

In recent years, artificial intelligence (AI) and machine learning (ML)
have transformed geoscientific data analysis. Deep learning architectures such as
Convolutional Neural Networks (CNNs), U-Net, and AlexNet enable automated feature
extraction, anomaly detection, and predictive modeling. These data-driven methods
can reveal patterns and relationships that conventional approaches may overlook,
offering a powerful foundation for mineral prospectivity prediction.

However, effective application of these methods requires standardized
preprocessing and integration of heterogeneous datasets such as magnetic, gravity,
and geological maps. This study introduces an open-source, reproducible workflow
for preprocessing and integrating geospatial and geophysical data using Python tools.
Demonstrated on satellite imagery from the Sundarbans region, the approach provides
a transferable foundation for machine learning—based mineral prospectivity mapping
in Kazakhstan.

The main contributions of this study are as follows:

Development of a reproducible, open-source workflow for preprocessing,
integrating, and analyzing geospatial and geophysical datasets using Python libraries
(Rasterio, GeoPandas, NumPy, Earthpy).

Demonstration of unsupervised anomaly detection via K-Means clustering and
PCA using multispectral imagery as a methodological analogue for geophysical data.

Integration of preprocessing and feature extraction techniques that enhance
spatial interpretability and allow quantitative evaluation using metrics such as the
Silhouette Score and Davies—Bouldin Index.

Provision of a scalable framework adaptable to Kazakhstan’s magnetic and
gravity datasets (EMAG2, WGM2012), supporting future deep learning and explainable
Al applications in mineral prospectivity prediction.

Materials and methods.

Literature review

Early applications of machine learning in geosciences focused on statistical
and regression-based ore deposit forecasting. Carranza and Hale (Carranza et al.,
2002) introduced knowledge- and data-driven GIS methods for mineral prospectivity
mapping, while later studies applied SVM and decision trees to classify geochemical
and geophysical data (Cracknell et al., 2016; Rodriguez-Galiano et al., 2012).

These approaches were useful but limited by their dependence on manual
feature engineering and inability to capture non-linear spatial patterns. With the rise
of deep learning, convolutional neural networks (CNNs) revolutionized spatial data
analysis by automatically learning complex hierarchical features. Alzubaidi et al.
(Alzubaidi et al., 2021) reviewed CNN architectures for object detection and image
segmentation, and Chen et al. (Chen et al., 2022) demonstrated their effectiveness in
geophysical inversion and anomaly detection using U-Net. U-Net and AlexNet have
since been applied in gravity and magnetic data interpretation (Li et al., 2023; Guo et
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al., 2022). Machine learning has also advanced remote sensing, where multispectral
and hyperspectral imagery enables detection of lithological contacts and alteration
zones (Chica-Olmo et al., 2021), like identifying geophysical anomalies.

Unsupervised algorithms such as K-Means and hierarchical clustering have
proven effective in distinguishing geological structures (Zhang et al., 2021; Pan et al.,
2023). Recent research further highlights the importance of integrating multi-source
datasets. Li et al. (Li et al., 2023) fused magnetic and gravity data through PCA and
ML-based classification, while Ibrahim et al. (Ibrahim et al., 2023) showed that deep
learning combined with PCA enhances geophysical feature extraction and anomaly
preservation.

Table 1. Comparison of representative workflows for data integration

Study Data Sources Derived Features/ | Algorithms Evaluation Workflow
Indices Metrics Availability
Lietal. Magnetic + PCA-based data | Random Accuracy Closed
(2023) Gravity fusion Forest Implementation
Ibrahim et al. | Geophysical CNN + PCA Deep CNN Visual Not open-source
(2023) grids Comparison
Pan et al. Airborne Spatial clustering | K-Means Qualitative Limited
(2023) geophysical interpretation | reproducibility
data
C. Cracknell | Remote Spectral features | SVM, Overall GIS-based only
and A. sensing (band ratios) Decision accuracy
Reading Trees
(2016)
Proposed Multispectral NDVI, NDWI, K-Means, Silhouette Open-source,
Framework PCA, THD, TDR | PCA Score, reproducible
Davies- (Python / Jupyter)
Bouldin
Index, SNR

Previous studies have explored different combinations of data sources, feature
extraction techniques, and machine learning algorithms for mineral prospectivity and
geophysical analysis. However, few have emphasized open-source reproducibility
and cross-domain integration. Table 1 summarizes representative approaches and
highlights the positioning of the proposed framework.

Methodology and data framework

The methodological framework developed in this research establishes a
reproducible pipeline for preprocessing, integration, and unsupervised analysis of
spatial datasets. Although the approach is demonstrated using open-access satellite
imagery, its structure and logic are directly transferable to the processing of magnetic
and gravity anomaly data for mineral prospectively studies.

The proposed workflow consists of five main stages: (1) data acquisition,
preprocessing and correction, (2) feature extraction and visualization, (3) unsupervised
learning and anomaly detection, and (4) integration and interpretation. Each stage
employs open-source Python libraries and geospatial tools to ensure transparency,
reproducibility, and adaptability to other datasets such as geophysical grids or

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
397



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

geological maps.

Data sources and preprocessing

For demonstration purposes, two open-source Jupyter notebooks were utilized.
The first, Sundarbans Satellite Imagery Analysis using Python (Sundarbans Satellite
Imagery Analysis using Python), focuses on multispectral image processing and
vegetation/water index computation. The second, Unsupervised Learning in Satellite
Imagery using Python, extends this analysis by applying clustering algorithms to detect
surface anomalies.

The datasets correspond to the Sundarbans region (India—Bangladesh delta),
characterized by heterogeneous land cover, hydrological variability, and strong spectral
contrasts. These properties make the region a suitable analogue for testing preprocessing
and feature extraction methodologies that are conceptually like geophysical anomaly
detection.

The preprocessing stage aims to ensure data consistency and prepare raster
layers for subsequent analysis. In the demonstration study, the raw satellite images
were imported as multispectral raster bands representing visible (RED, GREEN,
BLUE), near-infrared (NIR), and shortwave-infrared (SWIR) wavelengths. A key
aspect of preprocessing involves radiometric normalization to standardize reflectance
values and reduce sensor-specific noise. Gaussian filtering was employed to smooth
high-frequency fluctuations and remove small-scale noise, improving the clarity of
spatial patterns.

Results and discussion.

Feature extraction and visualization

Feature extraction transforms the preprocessed data into interpretable indices
and attributes. In the satellite-based demonstration, two common indices were derived:

Normalized Difference Vegetation Index (NDVI), highlighting vegetation
density.

NDVI = ((NIR - Red)/(NIR + Red)),

where NIR = pixel values from the near-infrared band and Red = pixel values
from the red band.

* Normalized Difference Water Index (NDWI), identifying surface water
features.

NDWI = (Green - SWIR) / (Green + SWIR),

where Green = pixel values from the green band and SWIR = pixel values from
the short-wave infrared band.

These indices serve as proxies for geophysical variables by quantifying spatial
gradients and anomaly intensities. The resulting NDVI and NDWI maps (see Figures
1 and 2) clearly delineate vegetation zones and hydrological networks, providing
examples of how field-derived raster data can be decomposed into informative feature

|@ @ I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 398



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

layers.

NI;,‘I;U;I Map of the Sundarbans Region
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Fig. 1. NDVI index map representing vegetation density (proxy for feature extraction).
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Fig. 2. NDWI index map highlighting water distribution and spatial contrast.
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Unsupervised learning and anomaly detection

To simulate the identification of prospective geological zones, the second
notebook applied unsupervised learning algorithms to the extracted feature layers.
K-Means clustering and Principal Component Analysis (PCA) were used to group
pixels into distinct spectral classes and reduce data dimensionality.

i !K-MEEIFIS Clustering Results
AL

Deep Water

Shallow Water

Bare Land

Moderate Vegetation
Dense Vegetation

Latitude

216 2178 2196 2214 2232 225
Longitude

Fig. 3. K-Means clustering results of unsupervised classification of surface anomalies.

The clustering results (Figure 3) reveal coherent spatial patterns corresponding
to different surface materials and vegetation cover types. These clusters can be
interpreted as “spectral anomalies,” analogous to magnetic or gravity anomalies in
geophysical grids. PCA visualization (Figure 4) highlights dominant axes of variation
and helps interpret how different features (e.g., NDVI, NDWI) contribute to the overall
variance structure of the dataset. Each PCA layer highlights distinct spectral features:
PC-1 captures overall reflectance brightness, PC-2 differentiates vegetation from
water surfaces, and PC-3 and PC-4 reveal subtle land cover transitions and residual
spectral variability. The color intensity scale (—4 to +4) represents standardized
component values, enabling visual comparison of spatial variance patterns. To ensure
uniform presentation, the PCA maps follow the same layout, resolution, and labeling
conventions as the NDVI, NDWI, and K-Means clustering figures.

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License 400



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 3 (27).

The unsupervised stage thus serves as a methodological testbed for anomaly
detection. Once applied to Kazakhstan’s magnetic and gravity datasets, the same
procedures will enable the automatic delineation of high-potential zones that warrant

geological validation.
) PC-4
2
1
-1
o
o
-1
-1
-2
=)
-3

Fig. 4. PCA scatter plot of dominant feature variance in multispectral space.

Data integration and interpretation

The final stage involved integrating raster outputs with vector layers representing
geological information. In the demonstration, open-source shapefiles such as river
networks and administrative boundaries were overlaid to validate spatial alignment
and enhance anomaly interpretation. The combined visualization of preprocessed
rasters and clustered zones demonstrated consistent spatial coherence, illustrating how
multi-source data can be co-registered and analyzed together is an essential step for
future geophysical applications integrating magnetic, gravity, and geological datasets
(Krasnozhonov et al., 2025; Altaibek et al., 2025). To objectively evaluate the workflow,
clustering and preprocessing metrics such as Silhouette Score, Davies—Bouldin Index,
Signal-to-Noise Ratio, and PCA Variance Explained were computed.

Quantitative evaluation metrics

To objectively assess the performance of preprocessing and clustering stages,
several quantitative metrics were applied. These metrics evaluate data quality
improvement, cluster separability, and dimensionality reduction efficiency.

Silhouette Score (SS)

The Silhouette Score measures how similar a pixel (or sample) is to its own
cluster compared to other clusters. It ranges from —1 to +1, where higher values indicate
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better-defined clusters.

b—a
55 = max(a, b)Y (1)

where a is the mean intra-cluster distance, and b is the mean nearest-cluster
distance.

1. Davies-Bouldin Index (DBI)

The Davies—Bouldin Index evaluates intra-cluster similarity relative to inter-
cluster distances. Lower values correspond to better clustering.

1 k o, + 0;
DBI = A ma_x( d ),
" iy
= 7Y (2)

where o is the cluster dispersion and dgj are the distance between cluster
centroids.

2. Signal-to-Noise Ratio (SNR)

SNR measures the relative improvement in data quality after preprocessing (e.g.,
Gaussian filtering and normalization). It quantifies how much the signal (meaningful
spatial variation) is enhanced compared to noise.

MeanSignal?
SNR = 10log,, A

NoiseVariance

3)

3. Variance Explained (PCA)

Principal Component Analysis (PCA) reduces data dimensionality while
preserving most variance. The proportion of variance explained by the first few
components demonstrates how effectively key spatial information is retained.

m
m 1.
VE _ 2k X 100%,

i1 4)

where A; are eigenvalues.

Interpretation of experimental results

To complement qualitative visualization, several quantitative metrics were
computed to assess clustering validity and preprocessing effectiveness. The Silhouette
Score (0.73) and Davies—Bouldin Index (0.42) indicated well-separated and coherent
clusters, confirming the stability of the unsupervised classification.

Furthermore, preprocessing efficiency was evaluated by measuring the
Signal-to-Noise Ratio (SNR) before and after Gaussian filtering, showing an average
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improvement of 28% in spectral clarity. These metrics validate that the preprocessing
and clustering procedures not only produce visually interpretable patterns but also
demonstrate statistical robustness.

Table 2. Comparison of representative workflows for data integration

Metric Symbol | Ideal Range Result | Interpretation

Silhouette Score SS 0 +1 (higher is better) | 0.73 Clear, distinct clusters

Davies-Bouldin Index | DBI 0 1 (lower is better) 0.42 Low inter-cluster overlap

Signal-to-Noise Ratio | SNR Higher = cleaner data | +28% | Improved data quality after
filtering

PCA Variance VE >85% desirable 91% High information retention

Explained

The combination of these metrics demonstrates that the preprocessing stage
substantially enhances the data quality, while the unsupervised clustering produces
coherent, distinct, and interpretable spatial groups. Quantitative validation ensures that
the framework is not only visually effective but also statistically sound, providing an
objective foundation for transferring to magnetic and gravity anomaly data.

Quantitative metrics confirm the robustness of the proposed methodology. High
Silhouette and low Davies—Bouldin scores indicate stable clustering without labeled
data, while improved SNR values validate the efficiency of preprocessing in enhancing
anomaly clarity. Together, these results provide an objective foundation for applying
the framework to magnetic and gravity datasets in Kazakhstan.

Conclusion.

This study introduced a reproducible framework for preprocessing,
integrating, and analyzing spatial datasets using open-source machine learning tools.
The multispectral case study demonstrated that systematic data preparation and
unsupervised methods such as K-Means and PCA can effectively detect and interpret
spatial anomalies, even without labeled data.

The framework, built on open-source Python libraries is adaptable to magnetic
and gravity anomaly datasets through similar preprocessing and feature extraction
procedures. For Kazakhstan, with its diverse geology and rich geophysical resources
(EMAG2, WGM2012), the approach provides a scalable, data-driven solution for
mineral exploration, enabling more accurate prospectivity mapping and cost-efficient
decision-making.

Future work will benchmark the proposed framework against existing mineral
prospectivity models using standardized evaluation metrics to quantitatively assess
their performance and generalization across diverse geophysical regions.

In conclusion, this study establishes a robust methodological foundation for
applying Al to mineral exploration. It bridges remote sensing and geophysical data
processing, promotes open and reproducible science, and lays the groundwork for
advanced deep learning—based mineral prospectivity modeling in Kazakhstan and
other geologically diverse regions.
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