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Abstract. Bank fraud is "The unauthorized use of an individual's confidential
information to make purchases or withdraw funds from a user's account." E-commerce
is growing rapidly, and the world is moving towards digitization, cashless transactions,
the use of credit cards, the number of users is rapidly increasing, and with it the number
of frauds associated with it. Due to the development of technology and the increase in
the number of online transactions, fraud is also increasing, leading to huge financial
losses. Therefore, effective methods to reduce losses are needed. In addition, scammers
find ways to steal the user's credit card information by sending fake SMS and calls,
as well as by masquerade attacks, phishing attacks, and so on. This article aims to use
several machine learning algorithms such as Support Vector Machine (SVM), Decision
Tree, Bayesian Belief Networks, Logistic Regression, k-Nearest Neighbor (Knn), and
Artificial Neural Network (ANN) to predict the occurrence of fraud. In addition, we
differentiate between the implemented supervised machine learning and deep learning
methods to distinguish between fraudulent and non-fraudulent transactions.
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AHHoTanus. baHkTik anaskTeiK — « TyJIFaHbIH KYITHS aKITapaThIH CAThII aJTy HEMece
naiaaJaHyIbIHBIH IIOTHIHAH aKIlla ajly YIIiH PYKCATChI3 Maiganany». DJICKTPOHIBIK
KOMMEPIIHSI KapKbIHBI JaMBbII KeJICl, al ajieM HupiaHabIpyFa, KOJIMa-KoJl aKIIachl3
TpaH3aKLUsUIapFa, HECUEIiK KapTanap/sl nainananyra 0et Oypy/a, naijananynsuap
CaHbI J)KOHE OHBIMECH OaWJIaHBICTHI AJasIKTHIKTAP/IbIH CaHbl T€3 6cyie. TeXHOIOTHSHBIH
JlaMYbIHA JKOHE OHJIAMH TPaH3aKIMIAP CAHBIHBIH apTyblHa OAMIaHBICTHI AJASKTHIK
Ta OcCiI, YJIKEH Kap)KbUIbIK IIbIFbIHAAPFa oKesiedi. COHBIKTAH IIBIFBIHIBI a3aiTy/IbIH
TriMAl ofictepi KaxkeT. COHBIMEH Karap, ajaskrap kaaraH SMS jxoHe KOoHbIpayiap
xibepy, CoHJaif-ak MackapaiaThlK malysuiiap, GUIIMHTTIK maldyslaap koHE T.0.
apKbLIbI Nak1aIaHy IIBIHBIH HECUE KapTaChIHBIH aKMapaThiH ypiiay JKOJIapbliH Ta0a bl
Byt makaa anaskThIKTBIH Maiaa 00s1yblH Oopkay yiniH Kosgay BeKTOPIIBIK MallliHACH
(SVM), Ulewrim arambl, baiie3nik ceHim skelninepi, JOTUCTHKAJIBIK perpeccusi, k-eH
xakpiH Kkepun (Knn) sxone >xacannwl HeiponzaplK xenmi (ANN) cuskTbl OipHere
MaIIIMHAJIBIK OKBITY aJrOPUTMJICPIH KOJAaHyFa OarbITTanFad. byran Koca, 0i3 jxajaraH
JKOHE aJIasKThIK €MEC TpaH3aKLHUsIap/bl aXbIpaTy VIIIH EHII3iIreH OaKblIaHAThIH
MAIIIMHAJIBIK OKbITY MEH TEPEH OKBITY 9JIICTEPiH aXKbIpaTaMbI3.

Tyiiin ce3nep: SVM, k-En Nearest Neighbor, ANN, anasikThIKTbl aHBIKTay, HECHE
KapTachl, Kayilci3maik

Moiiexco3 ymin: P.E. Baiitinec, 5.C. OmapoB. MamuHaNbIK OKBITY apKbLIbI
Hecue KaprachiHblH anaskTeirbiH aHbikTay // XAJIBIKAPAJIBIK AKITAPATTBIK-
KOMMVYHUKALAJBIK TEXHOJIOTUSJIIAP )XYPHAJIBL. 2022. Tom. 3. Is. 4.
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AHHoTanus. baHKOBCKO€ MOIIEHHHYECTBO — 13T0 «HecaHknmoHMpoBaHHOE
HCII0JIb30BaHUE KOH(pUIeHInaIbHON HH(QOpMaLny (U3MIECKOT0 JIULA 1JIsl COBEPILCHUS
MOKYIOK MJIM CHATHS CPEACTB CO CYETA IOJIb30BATENsD». DJIEKTPOHHAS KOMMEPLHS
OBICTPO pacTeT, U MUP IBMXKETCS B CTOPOHY OLHM(POBKH, OC3HAJIMUYHBIX PacUETOB,
WCTIOJIb30BAHUSI  KPEAMTHBIX KapT, CTPEMHTENBHO YBEIMUYUBACTCS KOJIUYECTBO
[I0JIb30BATENeH, a BMECTE C HUM M KOJMYECTBO CBSI3aHHBIX C HUM MOIIEHHUYECTB. B
CBSI3U C PAa3BUTHEM TEXHOJIOTMH M YBEJIMYECHHEM KOJIMYECTBA OHJIANWH-TpaH3aKLMMI
YBEJIMUNBAETCS U MOIIEHHUYECTBO, IPUBOJIAIIEE K OTPOMHBIM (DMHAHCOBBIM ITOTEPSM.
[Tostomy nHeoOxoanmbl 3((EeKTUBHBIE METOABl CHUKEHHUsS moTepb. Kpome Toro,
MOILIEHHUKHU HAXOST CIIOCOOBI YKPAacTh HH(POPMALMIO O KPETUTHOM KapTe MOJIb30BaTeIs
IyTeM OTHPaBKH MOAMAEIbHBIX SMS 1 3BOHKOB, a TaK)Ke C TOMOIIBI0 MacKapaJHbIX
arak, (MIIMHTOBBIX aTak M TaK Jajee. JTa CTaThsl HAlpaBlieHA Ha HCIIOJIb30BaHHUE
HECKOJIBKUX aJrOPUTMOB MAIIMHHOTO OOYy4eHHs, TaKMX KaK MalllHa OIOPHBIX
BekTOpoB (SVM), nepeBo pemieHui, OaileCOBCKHE CETH JOBEpHs, JIOTUCTHYECKAs
perpeccusi, k-Ommwxkaiimmii cocen (Knn) u nckyccrBennas neriponnas cetb (ANN),
JUIsl TPOTHO3MPOBAHMsI BOSHUKHOBEHUSI MOLICHHUYECTBA. KpoMe TOro, Mbl pazinnyaem
pearn3oBaHHbIC KOHTPOJIUPYEMbIE METOIbI MAITUHHOTO O0YUYECHHUS U METOJIbI IITyOOKOTO
00y4eHus, 9TO0bI pa3ianyaTh MOIIEHHNYECKHE N HEMOIIEHHNYECKUE TPaH3aKIINH.

KuroueBbie ciioBa: SVM, k-Nearest Neighbor, ANN, 00Hapy>keHHE MOIIICHHUYECTBA,
KpeIuTHas KapTa, 0€3011acHOCTh

Jst uurupoBanusi: P.E. Baiitinec, 5.C. OmapoB. BrisiBieHne MomeHHHYeCTBa
C KPEIUTHBIMHU KapTaMu C HCIIOJb30BaHMEM MammHHOro oOyuenust // MEX]Y-
HAPOJIHBII XXYPHAJI UTHO®OPMAILIMOHHBIX 1 KOMMYHUKAILIMOHHbBIX
TEXHOJIOT' M. 2022. Tom. 3. Is. 4. Homep 12. Ctp. 57-69 (a pycckom si3bike). DOI:
10.54309/1J1CT.2022.12.4.005.

Introduction

As one of the most used financial products, the credit card is for making purchases
such as gasoline, groceries, TVs, travel, shopping bills, etc. due to lack of funds at
the moment. Credit cards are the most valuable because they provide different benefits
when used for different types of transactions. Usually, large hotels, as well as various
car rental companies, require the buyer to have a credit card.

A credit card usually refers to a card that is assigned to a customer (cardholder)
and usually allows him to purchase goods and services up to a credit limit or withdraw
cash in advance. A credit card gives the cardholder a time advantage, i.c., it gives its
customers time to pay later at a set time by carrying it over to the next billing cycle.

Fraud is considered to be methods of obtaining money or services and goods in
illegal or unethical ways.

The relevance of the topic - along with a high list of advantages, bank cards also have
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certain disadvantages, the most significant of which is their vulnerability to unauthorized
influence by third parties in order to organize illegal access to the holder's account and
subsequent theft of funds. The problem of ensuring the security of financial transactions
using bank cards and, first of all, reducing the risk of fraud, is rightfully considered
global, since all participants in the global payment instruments market are involved in
the process of solving it.

The absence of a mechanism to prevent fraud using bank cards can potentially lead
to the risks of the issuing bank associated with direct financial losses, deterioration
of business reputation and distrust of the products provided by customers. Taking
into account the rapid pace of development of the banking services market, solving
the problem of ensuring the complexity and effectiveness of the measures taken to
manage the risk of fraud in card transactions and operations across systems is a key
aspect of the formation of a security policy, both at the level of an individual credit
institution and throughout the banking system. The formation of a management system
for these processes seems to be relevant both for commercial banks and for the Banks
of Kazakhstan.

The scientific novelty of the study lies in the development of a classification
of operational risks according to internal and external sources of their occurrence,
indicating losses, as well as the development of guidelines to reduce the risk of fraud.

The purpose of the study is to scientifically substantiate and identify the most
effective tools used by banks to reduce the risk of unauthorized (fraudulent) transactions
using bank cards and systems, as well as to develop recommendations for managing
risks when performing transactions using bank cards and systems.

To achieve our goals, consider the main tasks:

1) Expand the concept of operational risks, including cyber risks and develop a
classification of operational risks, as well as study the history of the development of
payment systems with a focus on reducing the risks of fraudulent transactions;

2) Identify mechanisms for organizing unauthorized access to the client's system and
to card data by third parties for subsequent transactions without the client's consent;

3) Examine the current tools of the Bank of Kazakhstan and commercial banks to
reduce the risk of fraud on bank cards and systems, as well as analyze data from the
Bank of Kazakhstan on the dynamics of transactions without the consent of customers
in recent years.

Credit card fraud is an easy target. Without any risks, a significant amount can be
withdrawn without the knowledge of the owner, in a short time. Fraudsters are always
trying to make every fraudulent transaction legitimate, which makes fraud detection a
very difficult task. According to a 2020 report from the U.S. Payments Forum, criminals
have shifted their focus to activities involving CNP transactions as chip card security
has been enhanced.

Even then, thieves have a chance to misuse credit cards. There are many machine
learning methods to solve this problem.

This article uses several machine learning algorithms such as support vector machine
(SVM), decision tree, Bayesian belief networks, logistic regression, k-nearest neighbor
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(Knn), and artificial neural network (ANN) to predict the occurrence of fraud. In addition,
we distinguish between implemented supervised machine learning methods and deep
learning methods to distinguish between fraudulent and non-fraudulent transactions.

Machine learning for fraud detection.

Machine learning is defined as a set of computer algorithms that make systems
autonomously learn and produce results and improve them based on various analyzes
and results. The data will be fed into these algorithms, which will automatically train
them to perform a certain task, get a certain result, and therefore we can apply this to
our real business scenarios. Machine learning algorithms can be used to solve business
problems like regression, classification, prediction, clustering, associations, etc.

Based on the style and method used, machine learning algorithms are divided into
four main types: supervised learning, unsupervised learning, semi-supervised learning,
and reinforcement learning. In the following sections, let's take a closer look at each of
the algorithms.

Supervised learning is a technique that involves learning using labeled past data and
the algorithm must predict the label for unseen or future data. The supervised machine
learning algorithm is actually told what to look for, and so on until it finds basic patterns
that give the expected result with a satisfactory degree of accuracy. In other words,
using these previously known results, the machine learning algorithm learns from the
past data and then generates an equation for the label or value. This stage is called the
learning stage.

The supervised learning algorithm has the following set of tasks — data collection,
data preparation, modeling, model evaluation, deployment, and monitoring.

Gathering or data collection is the collection of relevant data required for a
supervised learning algorithm. This data can be obtained through regular activities such
as transactions, demographics, surveys, etc.

Data preparation is where we modify and transform the data using the necessary
steps. It is critical to remove unnecessary data points and fill in inconsistencies in the
data. This step ensures accuracy.

The simulation or training phase in which a link is established between the label and
other variables.

During the evaluation phase, we check for errors and try to improve the model.

Deployment and monitoring occurs with invisible data, during the implementation
of the model and the creation of forecast results.

Typical applications for supervised learning:

Image segmentation - various image classification activities are performed using the
image data and the predefined labels we are looking for.

Medical diagnosis - using medical images and past tagged data that contain labels for
disease states, we can identify disease for new patients.

Fraud detection — classification algorithms can be used to detect fraudulent
transactions, fraudulent customers, etc. using historical data to identify patterns that
could lead to possible fraud.
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Spam detection - again, classification algorithms are used to classify email as safe
or spam.

Speech recognition — the algorithm is trained using voice data and various
identifications can be performed with it, such as voice passwords, voice commands, etc.

We have seen how supervised learning algorithms can help us predict value and
event, various forms of supervised learning algorithms are designed to solve these
business problems. Consider commonly used supervised learning algorithms such as:

1. Decision tree

The decision tree algorithm classifies objects by answering "questions" about their
attributes located at key points. Depending on the answer, one of the branches is selected,
and so on until the "leaf" is reached — the final answer.

Decision tree applications include knowledge management platforms for customer
service, predictive pricing, and product planning. Figure 1 - The figure below shows the
algorithm of the decision tree [1].

Bai Card Check
Blocked Card? . ~
n | sutficen: Balance? —_— N
Predictive
Feedback Model

= ,. b

Figure 1- Algorithm of the decision tree

2. Bayesian Belief Networks

This method uses Bayes' theorem to calculate the probability of a hypothesis and
determine whether it is true or false. The classifier is used to compute conditional
probabilities for all possible classes and insert it into the class that has the highest
conditional probability for a particular value of X. Also represents the case of a directed
acyclic graph graphical model, with directed edges encoding probabilistic dependency
relationships between variables.

3. Logistic Regression

Logistic regression is a type of multiple regression whose general purpose is to
analyze the relationship between multiple independent variables (also called regressors
or predictors) and a dependent variable. This is an appropriate method that can be
used in predictive analysis when the dependent variable is dyadic or binary. Since the
classification of transactions as fraud is a double-edged variable, this method can be
used. This probability-based statistical classification model detects fraud using a logistic
curve. Since the value of this logistic curve ranges from 0 to 1, it can be used to interpret
the probabilities of belonging to a class. The figure-2 shows the algorithm of the Logistic

Regression [2].
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Figure 2 - algorithm of the Logistic Regression
4. SVM
The support vector machine (SVM) is one of the most popular learning methods
used to solve classification and regression problems. The main idea of the method is
to construct a hyperplane that separates the sample objects in an optimal way. The
algorithm works on the assumption that the greater the distance (gap) between the
separating hyperplane and the objects of separable classes, the smaller the average
classifier error. In the Figure 3 illustrates support vector machine algorithm [3].

5.Dispute charge
gt =) -
. ——— ‘—| Card Holder

1.5tcal
3.Deduct money .‘\
| e’ o o .
6.Chargeback I N )
L o A=h
m| .
Online Market Fraud person

Figure 3 — SVM

5. K-Nearest Neighbors

The k-nearest neighbours method is a simple supervised machine learning algorithm
that can be used to solve classification and regression problems. It is simple to implement
and understand but has a significant drawback - a significant slowdown when the amount
of data grows.

The algorithm finds the distances between the query and all examples in the data by
choosing a certain number of examples (k) closest to the query, then votes for the most
frequently occurring label (in the case of a classification problem) or averages the labels
(in the case of a regression problem) [4].

KNN has a 97.69 % accuracy in detecting fraudulent card transactions. It showed
suitable performance. It has been proven that KNN is effective for all existing indicators
that are used in the classification and not a single false result has been recorded. Other
evidence was executed using KNN, where punctuality of 72 % was achieved for credit
card fraud [5].
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Figure 4 - K-Nearest Neighbours method

6. Artificial Neural Network (ANN) Method

ANN is a machine learning algorithm that functions like the human brain. In
most cases, ANN is based on two kinds of methods: the supervised method and the
unsupervised method. An unguided neural network is widely used to uncover fraud
cases, since its accuracy is 95 % [6]. Basically, the unguided neural network tries to
detect similar patterns among present credit card holders and those found in more
early transactions. Let's assume that details seen in current transactions correlate with
previous transactions. Then, most likely, the fraud incident will be revealed [6]. ANN
methods are characterized by high fault tolerance. For example, the generation of output
information is held up even if one or some cells are damaged. Due to its sublime speed
and efficient processing capabilities, it is possible for ANN to compute a successful
output for the sake of credit card fraud.

ANN appears to be a successful algorithm that is allowed to be used in credit
card fraud. This can be seen from the literature that it has shown good performance in
long-term use in overload with various functions and algorithms. These features have
their own personal disadvantages. Also, the application of ANN in credit card fraud has
become promising due to its ability to contain a high amount of granted and a texture of
computed memory.

Classification of credit card frauds

The most popular types of fraud are:

» transfers to the accounts of fraudsters under their pressure;

* telephone fraud;

* Internet fraud;

» forgery of maps and websites;

» withdrawal of funds from a stolen or lost card.

Naturally, banks are aware of this and, for their part, are fighting scammers.
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Constantly improving client identification methods, all kinds of passwords for Internet
banks, PIN codes and CVV / CVC codes for cards, including dynamically changing
OTP passwords for online transactions, and other degrees of protection.

Judicial practice makes it clear that most often in the dock are citizens who have
chosen such a type of enrichment as theft of funds from other people's bank cards. Most
often, scammers use the tricks of experienced fishermen, offering bank card holders an
interesting “bait”. This technique is called "phishing". With its use, due to the inattention
of citizens, there are tens of thousands of cases of fraud per year.

1. Phishing is a type of Internet fraud, the purpose of which is to obtain user
identification data. This includes the theft of passwords, credit card numbers, bank
accounts, and other sensitive information.

2. Skimming — this model of an attempt on the funds of individuals using the services
of ATMs to withdraw cash, is the installation of a small device in an ATM that "collects
cream" — copies all the data from the magnetic line of a bank card. Together with it,
a device can be installed to remove information about the pin code when it is entered.
Interestingly, such devices can also be installed in stores; they will copy information
when buying goods with payment by bank card.

3. Telephone fraud - a type of fraud in the field of information technology, in
particular, unauthorized actions and misuse of resources and services, theft of someone
else's property or the acquisition of the right to someone else's property by entering,
deleting, modifying information or otherwise interfering with the operation of data
processing or transmission tools information and telecommunication networks.

4. Fraudulent call centers - fraudsters organize fraudulent call centers in which they
call people to carry out mass illegal actions.

s. Fake website scam: A scammer injects malicious code that does its job on a website.

6. Lost/Stolen Card: This type of fraud involves the loss of the card by the cardholder
or theft of the card from the cardholder.

7. Fake card scam: A type of scam where the scammer copies all the data from the
magnetic strip and the real card looks like the original card and only works like the
original card. This card is being used for fraud.

Rarely seen but bringing huge profits to scammers - a skimmer. A skimmer is a
miniature portable reader that can be attached to an ATM. With the help of such
devices, fraudsters steal bank card data: its details, PIN code, etc., in other words, all the
information recorded on the magnetic strip. A skimmer can be a plastic pad attached to
a card reader, a miniature video camera in a brochure holder next to an ATM. There are
also special keyboard overlays that read the order of typing the PIN code. Skimmers are
attached to ATMs using ordinary double-sided tape or Velcro fasteners. For example, if
the keyboard was concave, then a special overlay will make the panel flatter. Also, the
skimming device can change the keys themselves: they will either be recessed into the
keyboard panel, or, conversely, protrude too much. In recent years, ATM manufacturers
have begun to install special devices on ATMs that allow them to recognize skimmers.
Finding a skimmer at an ATM is not easy, so bank employees recommend using only
machines located in bank branches, large shopping centers, in a protected area. The

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m

(=)

International License |y

65



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.4.

skimmer can only steal information from the magnetic strip, not from the chip. For this
reason, (and not only) chip cards are considered more secure.

There are also portable skimmers that allow you to make a copy of the card when it
is in the hands of an attacker (for example, if he is also a part-time waiter in a restaurant
where customers often pay with plastic cards).

While reading e-mail or browsing the Internet, you should be aware of scammers
who seek to steal your personal data or money, and, as a rule, both. Such fraudulent
activities or schemes are called “phishing” (from the English word “fish”, which means
“fish” or “to fish”), since their goal is to “extract” your personal data from the bank card
holder.

I would like to clarify another type of fraud called the Lebanese loop. "Lebanese
loop" — for its application, a small piece of photographic film is used, which is folded
in half, and the edges are bent at an angle of 90 degrees. This device is inserted into the
ATM. The "highlight" is a small petal cut out on the underside of the film at a certain
distance from the edge, bent up along the card. The film is located in the card reader so
as not to interfere with the transaction. The bent petal does not allow the ATM to issue
a plastic card back. That is, having completed the operation, the cardholder cannot get
it back from the ATM. At this time, an “advisor” comes up, who recommends urgently
going and calling the service department, for example. The owner of the card leaves,
and in the meantime, the "adviser", who saw how he dialed the PIN code, pulls out the
card and withdraws the money.

Also, no one is immune from the banal robbery of a bank card holder. This is the most
uncomplicated method of the existing ones: the client withdrew cash — the swindler
robbed.

The level of illegal transactions with bank cards in our country is lower than in
developed countries. Among the types of fraud, skimming (illegal copying of card data
using a special device) is still in the lead.

Ways of taking possession of other people's money, associated with deceit and abuse
of trust or with the use of modern technical means, are diverse. You can protect yourself
from them only with absolute care. Do not fall for the tricks of scammers.

Applying machine learning for fraud detection.

Table 1 - Application of machine learning techniques for fraud detection

Work | Technique used Dataset used Performance metrics Result
[7] Bayesian Neural PagSeguro (Brazil | HM between precision and |2 times improvement in
Networks Online Payment | Recall, and Economic Effi- | performance
Service) ciency.
[8] SVM, Real time data Data and predictive ana- Accuracy for SVM 91
KNN, Iytics which is performed | %,
Logistic regression, by ML models and an API | KNN 72 %,
Naive bayes module to detect the trans- | LR 74 %,
action is fraud or not. NB 83 %
[9] Random forest, Kaggle Accuracy, the confusion Random forest has
Adaboost algorithm matrix is used to plot the | highest than adaboost
ROC curve algorithm
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[10] |SVM, Artificial Provided by Serge | TP, FP Bayesian Belief, better
neural network Waterschoot than ANN. 8% more
at Europay frauds detected. But
International ANN detects faster
[11] |Long-Short Term | Dataset Recorded |Resistance to imbalance LSTM is more accurate
Memory from March to classes, attention to than RF, improves
May2015 specific business interests | personal transactions,
and LSTM is prone to
overfitting (layers have
fewer nodes)

[12] |Big Data Analysis | German dataset TP, FP RF the decision tree
performs best in terms of
accuracy and precision
among LR, DT and
DTRF

[13] |Deep Learning German Credit Accuracy, Variance High precision data

Data processing

[14] |CNN Credit card fraud | TP-FP, FN-TN, Precision | With SMOTE, out-

data and Recall with their HM | performs NN.

[15] |Deep Neural Real credit card | AUC comparison Better performance

network data in the bank
of US
[16] |Logistic regression, | Kaggle Accuracy Accuracy for LR 97.46
Naive Bayes, %, NB 99.23 %,
Random forest Random forest 99.96 %
[17] |K-reverse nearest |dataset of Accuracy, problems of The findings showed
neighbor European CC class imbalance that exists |that the RF method had
(KRNN) holders in the dataset a 91.24 % accuracy
rate for fraud detection.
The accuracy of the LR
technique, in contrast,
was 95.16 %.
[18] |KNN, random Uci library Prediction of defaults Assess the dataset in this
forest, LR, Svm study, then do feature
selection and apply
various machine learning
methods.
Results

The use of information methods in the present period may give us more diverse data,
while confidentiality remains an issue. And with our proposed method, we are given the
opportunity to use sets of information in the present period to learn modification while
maintaining confidentiality. A field of study with ANN could enhance the ability of the
ML modification to detect fraudulent transactions. the recommended mixed move would
be able to qualitatively correct the order of credit card fraud, using sets of true data, and
uncover fresh interests in the field of banking and finance. The recommended method
can support monetary institutions and banks to use the information sets in the system of
the present period in a bilateral cooperation order, which will bring corporate benefits
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to develop a successful plastic card fraud system. Although the recommended method
is effective in terms of credit card fraud when using bundles of information in a realistic
period while maintaining confidentiality, it has limitations if the case is reported in
this deployment. All banks and financial institutions have their own personal rules and
regulations, and they are quite strict in the current regard. Adapting the recommended
method will not be an easy task, because any bank and financial institution has its own
limitations, and they rely on their own internal resources, and not on a general approach.
although the originals are not transmitted centrally, and the learned pattern will learn
patterns that can be decrypted by hackers. Therefore, while maintaining limitations,
there is always work to be done to gain the confidence of banks and financial institutions
for the introduction of this technology.

Conclusion

This article looks at the different methods used for the sake of credit card fraud. It
can be analyzed that ML methods are a good method to increase the reliability of credit
card fraud. However, we need huge sets of information to train the model, to eliminate
the problem of data imbalance.

The purpose of this work was to study the classification of machine learning for the
problem of detecting fraud with bank cards. As objects of study, in addition to ANN,
several machine learning models were proposed for solving the problem, such as the
model of the naive Bayes classifier on additions, random forest, etc.

In a further extension of this study, we will provide a conclusion after all this, how
the prediction of fraudulent transactions classifies that we are given the opportunity to
execute further. We also act with the information in the system of the present period,
or we make a procedure for showing fraud in real time. We also apply a deep learning
method for the best results. We are given the opportunity to create an application and a
website that helps detect fraudulent transactions in real time.

From the literature, the authors mainly used an unbalanced set of information to test
the correctness, truthfulness, and revocation of various machine learning algorithms
in order to simulate a fraudulent transaction. But despite this, we will use selection
methods for a balanced data set. For an unbalanced set of submissions, we cannot rely
on accuracy, we should represent accuracy, completeness. From this evaluation, we
can freely see which sample is most likely to function with an unbalanced dataset, also
provide balanced datasets.

In accordance with the purpose, a review of the main ways of classifying fraud was
carried out. Some existing systems and methods for detecting fraud are considered.
The main complexity of solving this problem and the basic requirements for the fraud
detection model are determined.
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