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YUCJIEHHO-MATEMATUYECKOE MOJIEJTMPOBAHUE COBPEMEHHBIX YCTPOMCTB CBY
N KBY IUAITIA3OHOB HA IPUMEPE MUKPOIIOJOCKOBOT O PE3OHATOPA

AnHotauus. Jlannas craths mocBsmieHa MmoaenupoBaHuio yctpoiictB CBY m KBY nuamazona. B
KadecTBe MCCIEyeMOro O00beKTa BBIOpaH MHUKPOIOJIOCKOBBIM pe3oHaTop. B crarbe paccMOTpeHBI U
BBISIBJICHBI ~ MPEUMYIIECTBA  NPOrPAMMHBIX  MakeToB 3D 3JIEKTPOMarHUTHOIO  KOMITBFOTEPHOI'O
moxenupoBanuss CST Microwave Studio, Ansoft HFSS, AWR Microwave Office, EMSS FEKO,
Hcrons3yeMble s pacuera u aHanmza CBY m KBY ycrpoiicTs. [l MomennpoBaHus MUKPOITOJIOCKOBOTO
pe3oHaTopa BBIOpaHa mporpamMma KommbloTepHoro MoxenupoBanus CST  Microwave Studio, ¢
MMOMOIIBI0  KOTOPOro OBUIM PACCUYUTAHBl S-IapaMeTphl YCTPOWCTBA NMPU M3MEHEHWHW JUIMHBI U IIHPUHBI
CPEIHEro MPOBOIHUKA.

KiroueBble ciaoBa: mukpomnonockoBbiii pezonarop, CST Microwave Studio, Ansoft HFSS, AWR
Microwave Office, EMSS FEKO, maTematndeckoe MOACIHPOBAHIE

Beenenne
Ha cerogusimHuii JeHb CyHIECTBYEeT MHOMKECTBO NPOTPAMMHBIX MakeToB 3D  31eKTpOMAarHUTHOTO
KOMITBIOTEpPHOTO MojenupoBanuss u pacuéra CBY ycTpoilcTB, M3 KOTOpPHIX HamOoyiee TMOIMYISIPHBIMHU
spisitoTcsi: CST Microwave Studio, Ansoft HFSS, AWR Microwave Office, EMSS FEKO u npyrue. Kaxnas
W3 9TUX MPOrpaMM 00JIaJjaeT CBOMMH MPEUMYIIECTBAMU U TI03BOJISET MOJIb30BaTeN0 Hanbomnee dhdekTuBHO
rccieoBath 3ekTpoMaruuTHsie cBoiictBa CBY u KBY ycTpoiicTs.

EM Software and Systems FEKO

FEKO — nporpamma juist MogenupoBaHus U npoektupoBanuss CBY ycTpoiicTs, mo3Bossromast

IIPOU3BOAUTH
aHAIM3 AHTEHHBIX CHUCTEM M HEOJHOPOIHBIX AMAIEKTPUUYECKUX cpel pa3paboranHas kommanueir EMSS.
OCHOBHBIM OTIMYMEM JaHHOW NPOTPaMMBI OT JPYIHX MPOTPaMM MOJEIUPOBAHUS SIBISETCS TO, YTO
mporpamMma  JaeT  BO3MOXHOCTh ~ COBMELIATh  YHCJCHHBIE  METOAbI  pEIIeHUs  TPEXMEpHBIX
3JIEKTPOJIMHAMMYECKUX 3a4ad C NOPUOJIMKCHHBIMH aHAIMTHYCCKUMHM METOJaMH, T.6. INPUMCHEHHE
METOJOB MOMEHTOB B COYETAaHHMHM C MeTOAaMU (U3HYECKOW ONTHKH U OIHOPOIHOM Teopueil nuppaxiuu.
OTO MO3BOJSAET CIPABUTHCA C OCHOBHBIM HEAOCTAaTKOM IIPOTpaMM KOMIIBIOTEPHOTO MOJEIMPOBAHUS
BBICOKOYACTOTHBIX CTPYKTYp, Kak OOJIbIIIME 3aTpaThl PECypCoOB IMPU MOJEIMPOBAHUU OOBEKTOB, pa3Mephl
KOTOPBIX MHOrO OoJjibllie JUIMHBI BOJHBI [1]. Brarogapst naHHO# ocoOeHHOCTH, MOXHO BbLieauTh FEKO
cpenu Ipyrux nporpamm Mozaenuposanus CBY ycTpoicTs.

Applied Wave Research Microwave Office

Microwave Office xomnannn AWR - cucrema paspabotku mmaHapasix CBY-ycrpoiictB. [Iporpamma
[IPEIOCTABISICT BO3MOXHOCTH 3JEKTPOMArHUTHOIO aHAJINM3a IUJIAHAPHBIX CTPYKTYpP, pa3paboTku u
MOJICTMPOBAHUS JTUHEHHBIX U HETMHEHHBIX CXEM, PEAaKTUPOBAHUS TOMOJOTHH U 2.5D 3JIeKTpOMarHuTHOTO
ananuza. Cucrema oOnagaer OOIIMPHON OMONMOTEKOW, NpeJHA3HAUYEHHOW JUIsl BBIOJHEHHS aHaiu3a
YaCTOTHBIX XapaKTEPUCTUK METOJaMH rapMOHHUYECKOTO OajaHca u ¢ MoMOUIbio psaoB Bonbreppa.

BreruncaurensHblii MOIyNIb CHCTEMBI paboTaeT B YacTOTHOH M BO BPEMEHHOH 00JacTAx, a Takxke
BBITNOJIHSET aHaIU3a JIMHEHHBIX U HEJIMHEHHBIX CXEM, TAaKUe KaK: aHaJlM3 CXEM Ha OCHOBE psifoB BombTeppa,
aHaJlM3 IEPEXOIHBIX IPOLECCOB, KOHBEPCHOHHO-MATPUUHBIA aHAIW3, MCIIOJIB30BAHUE OJHOYACTOTHOI'O
W MHOTOYaCTOTHOTO METOJOB TapMOHHMYECKOro ©OanmaHca [UIsi aHaldu3a HEJIUHEHHBIX CXeM, METOoJ
JIMHEWHOTO aHAJIN3A U Jp.

TpaguuuoHHBIE pealn3aliyd METOJa FapMOHHYECKOTo OallaHca MOCTPOEHBI Ha 0a3e alropuTMma aHajinza
HU3KOYAaCTOTHBIX aHAJIOTOBBIX cxeM, a cuctema Microwave Office Obuia paspaboTaHa HMCKIIOYUTEIHHO
IUIS BBICOKOYAaCTOTHBIX M CBEPXBBICOKOYACTOTHBIX NPWIOKEHHUH, 4YTO JAeJaeT €€ 3HAYUTEIbHO ObIcTpee
BCEX CYIIECTBYIOIIHX MPOAYKTOB ((haKTUIECKH B peaTbHOM BpeMeHH) [2].
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Ansoft High Frequency Structure Simulator

High Frequency Structure Simulator (HFSS) — oguna 13 6a30BbIX KOMMEpPUYECKUX TTAKETOB ITOJTHOBOJIHOBOTO
TPEXMEPHOTO 3IEKTPOMATHUTHOTO MOAIEIMPOBAaHUS I ipoekTupoBanust CBU-cTpykTyp.

HFSS — cranpgapTHO wHcCHosib3yeMO€ NPOMBIIUIEHHOE IPOrpaMMHOE oOecredyeHue UIsi HaXOXKICHUS
S-nmapametpos. IIporpamMma mo3BosisieT co3aaBaTh MOJENIH U PACCUUTHIBATH TPEXMEPHBIE IEKTPOMArHUTHbIE
MOJISt JUIsl BBICOKOYACTOTHBIX BJIEMEHTOB M Y3JI0B. MH)KeHEepbl mojaraioTcsi Ha TOYHOCTb, CIIOCOOHOCTH H
xapakrepuctukn HFSS, 4T00BI MpoeKTHpOBaTh pa3nuyHble yCTPOICTBA (BHYTPEHHHE COSAMHEHUS MEeYaTHBIX
14T, aHTEHHBI, OnoMeanuuHCcKue ycTpoiictsa). HFSS ncnonbsyet meton koHeuHbIx aneMeHToB (FEM), uT0o0BI
BBIUMCIIMTD JIEKTPUUECKOE IOBEACHHUE BBHICOKOYACTOTHBIX 3ieMeHTOB u y310B. C HFSS moxHO paccunTars
napameTpsl (S, Y, Z), BU3yaIu3upOBaTh TPEXMEPHBIC JICKTPOMATHUTHBIC TI0J1s1 (B OJIMIKHEH U JabHEH 30HaX) U
co3naBaTh 3(PEKTUBHBIC MOAEITH, YTOOBI OLICHUTh Ka4YeCTBO CUTHAJA, BKIIIOUas IOTEPU MPU PaCIPOCTPaHECHUH
BOJIHBI, OOpaTHbIE TTOTEPH U3-32 OTCYTCTBHUS COTIIACOBAHUS NMITEJAHCA, TNIOXYIO COCTHIKOBKY W U3JIy4YECHHE.

Bonbire Bo3MOXHOCTH OTKpBIBAIOTCS TpH Mcnoinb3zoBannu Ansoft HFSS, B uactHOCTH, 17151 TpOEKTHpOBAaHUS
CJIOKHBIX aHTEHH, BKJIIOYas aHTCHHbIE PeLIeTKU. B HacTosmee BpeMs BbICOKasi TOYHOCTh PAcu€TOB METOAOM
KOHEYHBIX DJIEMEHTOB JO0Ka3aHa Jis CIOXKHBIX BOJHOBOAHBIX KOHCTpykuui. Ilporpamma HFSS Ansoft,
JOIIOJIHUTEIBHO K YHCICHHOMY METOLY, COIEPKUT aHAJINTHUYECKHE METOIbl, PCaJM30BaHHBIC C ITOMOIIbBIO
MaKpOCOB, T.€. BHYTPEHHUX (YHKIIMW, PACCUUTHIBAEMBIX U PEATM30BaHHBIX B OTACIBHBIX MOIIPOTpPAMMAX.
Kpowme 3toro, B mporpamme Ansoft HFSS umeercs naeansubili cormacoBannsiii cnoit (Perfect Matched Layer)
1 TIEpUOANYECKHIE TPAHUYHBIC YCIIOBHS, a TaK)Ke MOIITHAS ITOCT-TIpoIieccopHasi oopadoTtka [3].

Computer Simulation Technology Microwave Studio

CST Microwave Studio — omHa W3 caMbIX TPOABHHYTHIX W TMOMYISPHBIX MPOTPAMM MOIEIHPOBAHUS
st yerpoiicts CBY. IlporpamMMa mo3BosisseT IpOM3BOAUTEH OBICTPOE M TOYHOE YHCIEHHOE MOJAEIHMPOBAHHE
CBY ycTpoiicTB, Takke BBIMOJHATH aHAJIW3 MPOOIEM LEIOCTHOCTH PaJAMOCUTHAJIOB M 3JICKTPOMArHUTHOH
COBMECTUMOCTH.

C nmomompto CST Microwave Studio MOXKHO MPOEKTUPOBATh Pa3IMYHBIE MOJEIH YCTPOMCTB, TaKUE KaK:
IUTAHApHbIE, CIHPaJIbHBIC, PYHNOPHbIE AHTEHHBI, NEIMTEIM U CyMMAaToOpbl MOIIHOCTH; MMKPOIIOJIOCKOBBIE,
BOJIHOBOJIHBIE M TUDJICKTPUUYECKUE QUITBTPBI; MUKPOIIOJIOCKOBBIE U BOJTHOBO/IHBIC HATIPABJICHHBIC OTBETBUTEIIH;
COCIUHUTENH; ONTHYECKUE Y3JIbl U JPyTUe YCTPOHCTBA.

Juist petieHus TOCTaBICHHBIX AIEKTpoAMHaMuYeckux 3a1a4 B makere CST Microwave Studio ucmonb3yroTcest
CJIETyIOIINE METO/Ibl: METO KOHEUHOTO MHTETPUPOBAHUS, METOJ allMPOKCUMAIINH JIJIS MACAIbHBIX TPAHUYHBIX
YCIJIOBUI, METOJ] TOHKHX CTEHOK.

Cpena npoextupoBanus CST obecneuynBaeT mpsiMON JOCTYI K Pa3iMYHBIM apaMeTpaM aHalu3UPYyeMBbIX
CTPYKTYp M CXEM, HallpuMep, F€OMETPHUYECKHM pa3MepaM, XapaKTepHUCTHKaM MaTepHajioB, HOMMHAaJIaM
JJIEMEHTOB, YTO JENAeT BO3MOXKHBIM BBITIOJHEHHE OBICTPOW HACTPOMKH M ONTUMHU3AIUIO MPOCKTOB. Jlis
JOTIOJTHUTENBbHON 00pabOoTKHU pe3ynbTaToB pacyeTa 6e3 MOBTOPHOTO Mepe3anycka aHaan3a HCIO0Ib3YETCsl METOA
HHTEIJIEKTYaJIbHOM HHTEPIIOJIALUH.

Takum 00pazom, MpOrpaMMHBIH MakeT KoMIbloTepHoro moaenupoBanust CST Microwave Studio siBisiercs
HauOosiee ynOOHBIM M ONTHMAJbHBIM BAapMAaHTOM Ui PELICHHs MOCTABICHHOM 3aJauM BBHUIY psla CBOUX
MPEUMYILECTB Nepe]] KOHKYPEHTHBIMH MTPOAYKTAMH APYTHX (GUPM IPOU3BOIUTENCH [4].

B nanHOi craThe paccMaTpuBacTCS MOICIMPOBAHHE HM3MEPUTEIBHOTO NPUOOpa C BO3MOXKHOCTBIO
YIAJIEHHOTO JO0CTyNa Ha MpUMEpe MHUKPOIIOJIOCKOBOTO pEe30HATOpa. YHAleHHBIH NOCTynm OyneT peann30BaH
myTeM pa3paboTKH KIMEHT-CEPBEPHOrO MPHIJIOKEHHA. B CO31aHHOM NPUIIOKEHHHM CEpBEpHAs KOMIIOHEHTa
BKJIIOYACT B ceOs 0a3y MaHHBIX COOpaHHBIX JTA0OPATOPHBIX PadOT, YHCIIOBBIC MaHHBIC (IBOWIHBIC (haliiIbI)
C pe3ynbTaraMy pacuéTOB M HATYPHBIX SKCIEPUMEHTOB JJs JayibHeHIIeld oOpaboTKM M OTOOpa)KeHUs Ha
9KpaHax U3MEPHUTEIbHBIX TPUOOPOB, CEpPBEPHBIC YaCTH MPOTPAMMHOIO 00ECIIEUCHHSI BUPTYaJIbHBIX MOJEINEH.
KrnueHnrckasi KOMIIOHEHTa OTBEYaeT B OCHOBHOM 3a OTOOpa)keHHe HHTepdeiica HM3MEpUTENIbHO Mpudopa u
BBIBOJ HE0OX0ANMOH nHpopMannu. B kauecTBe nHTEpdeiica N3MEPUTEILHOTO IpUOopa OyAET UCTIOIb30BaAThCS
MIOJIHOCTBIO PEAINCTUYHAS «OTPUCOBKA» paboyeil maHenIn n3y4aeMoro yCTponcTBa.

HoBusna wuccrienoBaHust COCTOMT B HCMOJNB30BAaHUM YHCIEHHO-MAaTEMaTHMYECKOTO MOJEIHPOBAHUS
yecrpoiicte CBY u KBY amamasona it co3maHusi yaalleHHON BUPTyasbHOHW Jtaboparopuu. Teopernyeckas
LEHHOCTh JJAHHOHU CTaThu 00YCJIOBJICHA TEM YTO, pe3yIbTaThl TEOPETHUESCKOTO UCCIIECAOBAHUS MOACITUPOBAHHUS
Ha MpUMEpPe MHUKPOIOJIOCKOBOIO PpE30HATOpa MOXKET CIYKUThb OCHOBOHM sl JasbHeHIIeld pa3paboTKu
BHUPTYaJbHBIX MOJIENIE yCTPONCTB JaHHOTO auarna3oHa. lIpakTuueckas MEHHOCTH 3aKJIIOYAETCS B TOM, UTO
JaHHBIE PE3YJIbTaThl UCCIEAOBAHMS UCTIONB3YIOTCS JUIsl CO3IaHUs yAalleHHOW BUPTYalbHOH 1abopaTopuu Jist
HU3MEPEHUs PaluOTEXHUYECKUX XapaKTePUCTUK CUTHAJA.
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Mopeabs MUKPOIOJIOCKOBOTO pe3oHaTOpa

Mogens uccieryeMoro MUKpOII0JI0CKOBOTO Pe30HaTOpa pa3padoTaHa AJ1s BKIKUEHHS B COCTaB BUPTYaIbHON
naboparopuu mo uzyuenuro ycrporicts CBU n KBY nuamna3oHoB. B COOTBETCTBUY ¢ KOHIICTIIIHEH BUPTYaTbHOM
naboparopu [5] MoaenupyeMoe yCTpOMCTBO AOKHO OBITh MPEAICTABICHO KaK HE3aBHUCHMBIN IMPOTPAMMHBIH
MOIYNb (JUHAMHYECKH MOJKIouaemasi Oubmuoreka, dll-daiin) ¢ ompenencHHBIM BHEIIHUM HHTepQeiicoMm,
o0ecreynBaroIuM B3aUMOJICHCTBHE C HOAKIIOYaEMbIMH JPYTUMHU IPUOOPAMHU U YCTPONCTBAMHU Iy TEM CO3JaHHS
HEOOXOINMBIX COeIMHEeHNH B KoH(purypaTtope. [losToMy n3yuaemoe yCTpOHCTBO B pa3paboTaHHON KOHIICTIIIHH
JOJDKHO OBITH MPEACTABICHO Ha OCHOBE a0CTPAKTHOIO «YEPHOTO SIIIMKa», KOTOPBIH MOAACPKUBAET CUCTEMY
BXOJIHBIX/BBIXOAHBIX CUTHAJIOB, aIEKBATHO pearupyeT Ha BbI30B BHYTPECHHUX (YHKLUH IOCPEICTBOM BXOJHBIX
CUTHAJIOB M BO3BpalllaeT He0O0X0JUMBbIE JaHHBIE yCTPOICTBaM, KOTOpBIE X 3arpociuid. [Ipu aToM Mmoaenupyemoe
YCTPOMCTBO ACHCTBUTEIBHO MOXKET PacCCMaTPHUBATHCS KaK HEKHH OOBEKT, CIOCOOHBIN pearupoBarh Ha 3ampoc
13 BHE M BO3BpallaTh HEOOXOIMMBbIE YHCIIOBBIE JaHHBIE, OJarogaps MepeorpepesieHni0 COOTBETCTBYIONIUX
BUPTyaJIbHBIX QyHKUMI. HanpruMep, MoJesb MUKPOIIOJIOCKOBOTO PE30HATOPA Ha 3alpocC U3 BHE (HapuMep, OT
MOJEJIX BEKTOPHOTO aHAJIM3aTopa Lemeil) N0KHA BEPHYTh 3HaUEHUE CBOEH XapaKTEepPUCTUKH, T.€. IapaMeTphI
S-matpuubl. B o0mem cnyyae He MMeeT 3HaYCHUS OTKY/Aa U KaK ATH JlaHHbIEe ObUIH moydeHbl. [loaTomy ecth
JIBa ONTHUMAJIbHBIX BApUAHTA:

— aHaJIMTHYECKOe (YMCICHHOE) BBIYUCICHIE KAXKIBIH pa3 He0OXOAMMBIX JaHHBIX;

— BBIOOp HEOOXOIMMBI JaHHBIX U3 0a3bl JaHHBIX.

B nepBom ciydae XapaKT€pUCTUKHM YCTPOWCTBA IOJDKHBI OBITh ONKCAHBI C MOMOILBIO AHATUTHUECKHX
(MareMaTH4ecKHux) BBIpAXKEHHWH, a B KOMIBIOTEPHON MOAENN NPEIyCMOTPEHBl OTPAaHHYEHHS YHCIEHHBIX
3HAYE€HUH, €CJIN OHU CYLIECTBYIOT.

B napyrom ciydae, HeoOXOAMMO OTMETHTb, YTO BBIOOp W3 0a3bl JAHHBIX SABISETCS OOMIMM H JIETKO
peanusyembIM, T.K. BC€ HEOOXOIMMBIC JaHHBIC MOTYT OBITh HPEACTABICHBI B JBOMYHOM (aiiie, K KOTOPOMY
OpTraHW30BaH OBICTPHIN JTOCTYIT U BEIOOP HEOOXOAMMBIX 3HaYeHUH. OHAKO, IPU dTOM MOXKET IMOTPEOOBATHCS
anmnpoKCHMalusg JaHHBIX, KOTOPYIO MOYKHO peajn3oBaTb MeToJoM HbI0TOHa, TOYHOCTH KOTOPOTO BIIOJIHE
JIOCTATOYHO JJ1s1 MpOoprucoBKU AUX.

[ToaTOMYy IpM MOZEIUPOBAHUY TPOCTHIX YCTPOWCTB MUCIOIB30BATINCH AHATUTHUYECKUE BHIYHMCIEHUSA. A TIpU
MOJEJIMPOBAHUH C IIOMOLIBIO PA3INYHBIX CTOPOHHUX ITAKETOB — HKCIIOPT 3HaYCHUH B 6a3y naHHbIX. PaccmoTpum
ero peanuzanuio Ha npumepe nakera CST Microwave Studio.

OnHUM U3 CTaHOApTHBIX (OPMATOB IKCIOPTA PE3yNbTaToB pacueTra (Hampumep, S - nmapamerpos) u3 CST
Microwave Studio sBisIeTcst TEKCTOBEIN GopMat daiina. s ux mpeoOpa3oBaHus U 3arPy3KH B CO3/IaBACMBIC
MOJYJIH HOBBIX ycTpoiicTB CBY Obliu co3maHbl HEOOXOJUMbIE TPOrPaMMHBIE MOJTYJTH, KOTOPbIE OCYIIECTBISIOT
mpeoOpazoBaHMe M 3alMCh JaHHBIX B CIELMAJIbHO OpraHU30BaHHbIC OMHapHbIe (aiiasl (0a3bl JaHHBIX).
[Ipudyem HE0OXOIMMO OTMETHUTH, YTO KaXIbIH pa3, co3laBaeMblii OMHAPHBIN (halii JaHHBIX OPTaHU30BaH Tak,
9TOOBI 00€CIeUYnTh MAKCUMAIBHO OBICTPBIM AOCTYIT K HEOOXOAMMBIM JAaHHBIM, COOTBETCTBYIOLINM 3aJaHHBIM
rnapamMerpam yCTpOHCTBa.

[Ipyn W3MeHeHMH TapaMeTpOB MOJEIN B IMOJB30BaTEIbCKOM HHTEpdeiice, mporpamMmMHoe obecredeHue
MOJIYJsl AaBTOMAaTUYEeCKH BBIOMPAET COOTBETCTBYIOLIMHM 3THM HapaMeTpaM HaOop 3HAUYEHUIl M HCIONb3YeT
MONTyYeHHYI0 MHPOPMAIUIO B BEIXOAHOM curHaje. CielyeT OTMETHUTh, YTO MOJyUYCeHHBIC 3HAYCHHS SIBIISIFOTCS
JUCKPETHBIMU M JUIsl TOCTPOCHHS] aMIUIMTYAHO-4YaCTOTHOHW XapaKTEPUCTHKH HEOOXOAMMO NPUMEHSTD
MHTEpHOAuio. PaccunTanHble XapaKTepUCTUKH (S - TapaMeTpbl) MEKPOIIOJIOCKOBOTO PE30HATOPA MOTYYEHBI
[IPH PAaBHOOTCTOSALIMX IPYT OT JIpyra 4acToTax, IpU 3TOM BBIOPAaHHBIN IIAI U3MEHEHHS 4aCTOTHI JOCTATOUYHO
Mai. [losTomy, nisi moOnMydeHHs MPOMEXYTOUHBIX 3HAUEHHUH IOCTAaTOYHO MOCTPOCHHSI MHTEPIIOJISLUOHHOTO
MHorousieHa HpioToHa BTOpOIi cTenenu. DTo crpaBeIMBO JIJIS BCEX MOy IeH yCTPONCTB, UCIIOJIb3YEMbIX HAMH.

AHAJIOrMYHO MOXET OBITh peayin30BaHa KOHBEPTALUS PE3YJIbTaTOB 3KCIIEPUMEHTAIbHBIX HCCIIEIOBAHUN
HOBBIX YCTPOMCTB M 00paboTKa cTaHJapTHBIX (ailoB *.s2p, KOTOpbIE MOXKHO IOJIYYUTh (COXPAHUTH) IMPH
HCCIIEIOBAaHUH YCTPONCTB Ha COBPEMEHHOM BBICOKOTEXHOJIOTMYHOM 00OPY/IOBaHHH.

Hccnenyemass Mozmenab MHKPOIIOJIOCKOBOTO pEe30HATOpa IPEACTaBIsieT co00M OTpe30K BOJHOBOAA C
JUDJIEKTPUYECKOM TOAJIOKKOM, Ha KOTOPOM PACMONOKEHBI TPU METaNIMYecKuX MpoBoAHuKa. C MOMOIIbI0
nakera nmpoektupoBanus CST Microwave Studio ObITH paccuuTaHBI S-TTapaMeTphl yCTPONCTBA TPU U3MEHEHHUH
JUMHBI (/) ¥ MUpHUHBI (S) CPpelHero MpoBOAHUKA. Moienbs MUKpPOIIOJIOCKOBOTO Pe30HaTopa MpeAcTaBiIeHa Ha
pucyHke 1.

PacueTs S-mapamMeTpoB NpoOBEAEHBI IPH U3MEHEHHUH JUITMHBI CPEHETO MPOBOJHUKA OT 18 MM 10 26 MM ¢
maroM | MM U ero mupuHbl — oT 1 MM 10 2 MM ¢ traroMm 0,1 MM. [ToxydeHHbIH HAOOP pacueTHBIX TAaHHBIX JUIS
Pa3IMYHBIX TEOMETPUUSCKUX Pa3MepoB ObLT 00pabOTaH M MPEICTABICH B OMHAPHOM BHJIC.
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Pucynok 1 — Moodens Mmukpononockoeo2o pezoHamopa

[Tonp3oBarenbckuii uHTEpdEc MOAETH MHKPOIOIOCKOBOIO pE30HATOpa IO3BOJISET H3MEHSTHh UIHHY
U WUPUHY CPEIHEro NpoBoaHUKA. [locie M3MeHEeHHH MoJIb30BaTeNieM pa3MepoB Pe30HaTopa M3 OWHAPHOTO
(aiina BeIOMpaeTCcsi HY)XHBIH HabOp S-mapamMeTpoB, KOTOPBI 00padaThiBacTCs COOTBETCTBYIOIIUM 00pa3oM
U mepeaaeTcs Uis OTOOpakeHUsl B M3MEpHTEIbHBIN npubop. [Ipouecc 00pabOTKH MPOUCXOJUT B HECKOJIBKO
JTAIoB!

— YCTPOHCTBO (B HalIeM Cllyuyae MHUKPOIOJIOCKOBBIH PE30HATOP) BHI3BIBAET YEPE3 CBOM BBIXOAHOH CHUTHAI
COOTBETCTBYIOIIYIO0 (PYHKIIHIO H3MEPHUTEIHLHOTO MpruOopa (HarmpruMep, BEKTOPHOTO aHAIN3aTopa Iemnei);

— BbI3BaHHASA (PYHKIUS U3MEPUTEILHOTO MPHOOpa «IIOHMMAET», YTO B yCTPOMCTBE MPOU3OILTH U3MEHEHUS
1 HaJ0 nepecTpouts ero AUX;

— U3MEPUTEJIbHBIN IPUOOP BBI3BIBAET UEPE3 CBOIO CUCTEMY CUTHAJIOB, IOAKIIOYEHHBIX B KOH(UIYpaTope
[5], cooTBeTCTBYIOMIYIO (DYHKIIUIO YCTPONCTBA U MOJTy4YaeT HEOOXOUMbIC JJaHHBIC JUIsl epepucoBku AUX.

Hcnonp3yst opransl ynpaBjIeHUS! U3MEPUTEIBHOIO IpuOopa, MOXKHO MPOBOAUTE HEOOXOIUMBIE U3MEPEHUS
(HampuMep, BETUUMHY 3aTyXaHHsI, I0J0Cy pabounX 4acToT, UCCIECA0BATh X 3aBUCHMOCTh OT T€OMETPUYECKUX
pasmepoB pe3onatopa). Ha pucynke 2 npeacrasien uatepdeiic BupTyaipHoil 1adopatopun. V3MeputenbHbIi
puOOp MpeACTaBICH BEKTOPHBIM aHanu3aTopoM 1ieneil R&S®ZVA 40, padoraromiem B auamnazone ot 10MI
10 40I'T.

Pucynox 2 — Humepgeiic supmyanvhoil 1abopamopuu
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3akJiroueHne

Bomnpocam monenupoBanus yctpoiicts CBY mocBsmeHo 00JbIIoe KOJIMIEeCTBO paboT, B KOTOPBIX aBTOPHI
MOKa3aJIH, YTO AJISl aIeKBAaTHOTO OITMCAHUS AIEKTPOAMHAMUYCCKUX XapakTepucTUK ycTpoiictB CBY MoryT OBITH
WCIIOJIB30BAHBI PAa3UYHBIE CHCTEMBI aBTOMATH3UPOBAHHOTO NpoeKThpoBaHus, Hanpumep, CST Microwave
Studio, Ansoft HFSS, AWR Microwave Office, EMSS FEKO unu cTporue uncieHHO-aHaTUTHISCKHUE METO/IBI,
o0ecreynBalove BBICOKYIO CKOPOCTb pacdueTa HeoOXOIMMBIX mapameTpoB. IIpu 3ToM aBTOpBI OTMETHIH
MpEeUMYIIEeCTBA TPOTPAaMMHOIO IMakeTa KoMmmbloTepHoro wmopenupoBanuss CST Microwave Studio mpwm
MIOCTPOEHUM MOJieNIel pa3nuuHbIX ycTpoiicTB CBY nuanazona.

Taxum 00pa3oM, UCIIOJIB3Ys B KA4€CTBE HCXOAHBIX AJAHHBIX PE3yJIbTaThl PACUETOB, IIOJTYYECHHBIE C TOMOIIBIO
nporpammHoro npoaykra CST Microwave Studio, MOXHO co3/aTh 0OIBIIOE KOTUYECTBO PA3TUUHBIX MOAEIIEH
CBY ycrpoiicTB 1 npubOpoOB.
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Ko:xkaxmeroBa b.A., I'yockuii I.C., laiinexo E.A., Unanakosa M.T.
MukpoxoaakTsl pe3oHaTOp MbIcajabiHAa AYKIK kone EZK/K nnanazongapbIHbIH 3aMaHayH
KYPBLUIFBLIAPBIH CAHABIK-MATEMATHKAJBIK YJTLIey
Anaarna. byn makana AXOK xone EXXKOK nmanmazoHnapblHBIH KYPBUIFBLIAPIBI MOIEIBICYTE apHAJFaH.
3eprTeneTiH OOBEKT pETiHIEe MHKPOXKOIAKTHl pe3oHarop TaHmanasl. Makamaga AXOK sxome EXOK
KYPBUIFBLIAP/IBI €CENTEY JKoHE Taijay yiuiH naiaananbuiatein CST microwave Studio, Ansoft HFSS, AWR
Microwave Office, EMSS FEKO »snekTpoMarHuTTiK KOMIBIOTEPIK Mojenbaeydiy 3D Oarmapiamalibik
MaKeTTepiHIH apTHIKIIBUIBIKTAPEl KapacTBIPBUIBII, aHBIKTAIABl. MUKPOXKOIAKTH PE30HATOPIBI MOAEIbILY
yurin CST Microwave Studio KOMIBIOTEPIIIK MOJIENbACY OaFapiaMachl TaHAaJ/Ibl, OHBIH KOMETIMEH opTalia
OTKI3TIIITIH Y3BIHJBIFBI MEH €Hi 03TepPreH Ke3/ie KYPBUIFBIHBIH S-1apaMeTpliepi eCenTeii.
Tyiiin ce3nep: MmukpoxonakTsl pezoHarop, CST Microwave Studio, Ansoft HFSS, AWR Microwave Office,
EMSS FEKO, maremaTukanablK MOACIbEY.

Kozhakhmetova B.A., Gubsky D.S., Daineko Y.A., Ipalakova M.T..
Numerical and mathematical modeling of modern devices of UHF and EHF bands on the example
of a microstrip resonator
Abstract. This article is devoted to modeling UHF and EHF range devices. A microstrip resonator selected
as the object under study. The article discusses and identifies the advantages of 3D electromagnetic computer
modeling software packages CST Microwave Studio, Ansoft HFSS, AWR Microwave Office, EMSS FEKO,
used for the calculation and analysis of UHF and EHF devices. To simulate a microstrip resonator, the CST
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Microwave Studio computer simulation program was selected, with the help of which the S-parameters of the
device were calculated when the length and width of the middle conductor changed

Key words: microstrip resonator, CST Microwave Studio, Ansoft HFSS, AWR Microwave Office, EMSS
FEKO, mathematical modeling.
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RELEVANCE OF CYBERSECURITY IN THE MODERN WORLD

Abstract. This article discusses one of the most pressing issues of today: relevance of cybersecurity in
the modern world. It presents the main facts about cybersecurity, the concept and historical aspect of the
development of cybersecurity and analyzes the current state of cybersecurity in Kazakhstan. The relevance of
this article lies in the fact that it clearly highlights the role of cybersecurity and its relevance for modern
society. In this connection, the article provides up-to-date data on cyberattacks and cybersecurity of our time.

Keywords: cybersecurity, Information Technology, cyberattacks, cybercrime.

Introduction. Today it is difficult to overestimate the importance of cybersecurity in the modern
world. This is important because cybersecurity measures are designed to protect against theft and subsequent
use of confidential data, personal medical information, intellectual property, government and industry
information systems, everything that is stored and managed using information technology. At the
moment, the risk of becoming a victim of cybercriminals is quite high. Everyone, from the most popular
Internet users to large companies, uses different cloud services to store various personal data. The days when
companies could trust antivirus programs and firewalls to protect their information are long gone. In
modern reality, the services of cybersecurity specialists are not sufficient for organizing reliable
protection. Any office worker, without knowing it, can easily turn into a "tool" of cybercriminals. The role
of computer systems and cybersecurlty protection measures in modern conditions is enormous [1].

With the development of Internet technology, even electric kettles have "learned" how to receive, process,
generate and send digital data over the network. And the more we surround ourselves with high—tech devices,
the higher is the risk of becoming a victim of cybercrime. At the same time, cybersecurity is also becoming
increasingly important - both as an area of information technology and as a set of tools to ensure the
protection of confidential data.

The relevance of the research topic lies in the fact that the number of cybercrimes worldwide has grown
enormously over the past few decades, the motives and goals of cybercriminals have changed over time, and
the cybercrime rate is rising from year to year. This is evidenced by the huge financial losses of legal entities
and structures, as well as the increase in cybercrimes against individuals. This rapidly growing problem
requires an effective and speedy solution, as the level of cybercrime and the complexity of crime are
increasing, while the processing of cases and the effectiveness of work against criminals in cyberspace
are decreasing. This topic is relevant today because the costs of preventing and disposing cybercrimes are
growing, more and more legal entities and individuals are trying to protect themselves in advance, but
criminals in cyberspace are not stagnating, and methods and types of crimes are getting more and more
complicated. Therefore, this area requires constant monitoring and search for solutions.

The purpose of the study is to analyze the relevance of cybersecurity in the modern world.

In accordance with the purpose of the study, we set the following tasks:

1) To study the existing trends in information technology and cybersecurity;

2) To substantiate the relevance of this topic;

3) To study the current status quo in the cybersecurity area;

4) To analyze the cybersecurity situation in Kazakhstan.

The object of the work is the cybersecurity of Kazakhstan at the present time. The subject of the study is
cybersecurity in the modern world.

In accordance with the purpose and objectives of the study, the main research methods are:

- study of popular science literature on this problem;

- analysis and synthesis of the collected information;

- analysis of the legal framework;

- analysis of statistical data;

- systematization and generalization of materials, conclusions on this problematic issue.

The scientific significance lies in the fact that the research contributes to the study of the relevance of
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cybersecurity in the modern world, particularly in Kazakhstan. The practical significance of the work lies in the
fact that the results of this work can be used in the efforts to remedy the cybersecurity situation in Kazakhstan
and in practical classes on information technology.

The hypothesis of our research: "Currently, cybercrime on the web is growing every year. And despite all
the external struggle with this, the problem exists to this day. Moreover, this becomes a global problem for
modern man. Cybercrime can grow into a more global problem and become more serious than domestic crimes.
Therefore, it is very important to study this phenomenon" [2, p. 63-65].

Methods and materials. The main research methods are: text analysis in the form of analysis of scientific
literature related to the topic of information technology and cybersecurity, comparative analysis in the form
of studying and summarizing information obtained during the study; statistical methods and synthesis.
Comparison and generalization are also used as auxiliary methods of empirical research. To search for existing
research, numerous literature search methods were used, including searching in electronic databases and major
journals, as well as manually searching for links to identified articles. The main electronic databases were
Pubmed, SCOPUS, Web of Science and Science Direct. During the initial search, 51 articles on cybersecurity
were found. These articles were further examined using the following three selection criteria: firstly, the studies
included in the review should directly address the human factors related to cybersecurity and its consequences;
secondly, the studies should be published in peer-reviewed journals; and thirdly, the studies should not focus
on the technological dimension of cybersecurity. After applying these three criteria, 50 questions were selected,
which were considered in four main areas: cyberattacks, contributing factors and strategies to combat them,
cybersecurity in Kazakhstan [3, p. 10-12].

Literature review. Information and cybersecurity is not a new topic for research, as a matter of fact it
has been a serious national problem for more than 20 years, which has led to a rapid growth of scientific
literature over the past 10 years. A significant contribution to the disclosure of the problems of the formation
and development of the information society was made by the socio-philosophical theories of foreign scientists:
D. Bell, W. Dayzard, M. Castels, M. McLuhan, J. Masuda, T. Stonier, E. Toffler and others. Given the rapidly
growing body of literature on the current cybersecurity issues, the purpose of this review article is to summarize
the current literature for researchers, policy makers, practitioners and even the general public. As a result
of this review, 51 relevant publications in leading journals on information systems in the period from 2010
to 2020 have been found and analyzed. In particular, there were identified nine main areas of concentration
(for example, legal issues, supervision and morality, vulnerabilities, risks and detection), which constituted
a substantive basis for the theoretical justification of the basic structures and their interrelations in the study
of information systems security. This review has hopefully made an important contribution to cybersecurity
research, summarizing the existing literature and providing an exhaustive framework. This review aims to
make a new contribution to the synthesis of knowledge in cybersecurity research in three dimensions [4, p.
34-42].

Results and discussions. In the modern world organizations of the commercial, financial, medical,
processing and energy sectors, including all government agencies, organize the collection, storage and
processing of all information necessary for work, as well as personal data of employees, users, customers and
visitors. In principle, all this information should be protected, as it is confidential, and its possible loss or theft
can have unpredictable consequences for people and organizations. Organizations that directly provide the
infrastructure of entire cities, countries and the global community as a whole are more likely to be subjected to
a multi-level complex cyberattack [5].

The very concept of cybersecurity refers to a set of technologies, methods and processes designed to protect
the integrity of programs, networks and data from cyberattacks. In other words, cybersecurity is a set of
conditions that guarantee protection of all components of information systems from the maximum number of
threats and undesirable influences at the physical, financial, emotional, mental, spiritual, educational, political
and professional levels. Such influence, or negative consequences in case of errors, accidents, incidents and
other damage in cyberspace are considered undesirable [6].

Cybersecurity is security in relation to information technology. This includes all technologies that store,
process, or transmit data, such as computers, data networks, and all devices connected or embedded in a
network, such as routers and switches. It should be noted that the concept of cybersecurity is a state or process
of protecting computer systems aimed at repelling any kind of cyber threats, be it malware, various network
attacks such as brute force attacks and DDoS, or even training staff on the methods of protection against social
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engineering, phishing and other tricks of cybercriminals. As cybersecurity evolves, attackers evolve to exploit
weaknesses in the system for profit or simply to prove their case.

Cybersecurity extends to computers, networks, operating systems, applications, and other configurable and
programmable components of the IACS system. The concept of cybersecurity was first introduced in 1991 as
part of the generalization of digital network technologies, and goes back to the ancient Greek word "cyber".
However, this arms race has been going on since the 1950s. For example, launching a cyberattack two decades
after the creation of the world's first digital computer in 1943 was not an easy task. Giant electronic machines
were not connected to the network, a limited number of people had access to them, and only a few knew how
to work with them, so there were practically no threats. So, the history of cybersecurity begins in 1972 with the
ARPANET research project, the forerunner of the Internet.

Cybersecurity is rapidly evolving, hackers and security service providers are constantly competing to get
around each other, and new threats and innovative ways to combat them are constantly emerging. This review
presents the latest trends in cybersecurity. For example, the Covid-19 pandemic has forced most organizations
to transfer employees to work from home, often in a very short period of time. Many studies show that after
the pandemic, most employees will continue to work remotely. Working from home involves new risks and is
one of the most discussed trends in the field of cybersecurity. Home offices tend to be much less secure than
centralized offices, which are usually equipped with firewalls and routers, and access control is regulated by the
IT security group. The transition to remote work was carried out in a hurry so as not to disrupt work processes,
and the security audit could be carried out with less care than usual. Cybercriminals can take advantage of this.
Many employees use personal devices for two-factor authentication, and they may well use mobile versions
of instant messaging apps such as Microsoft Teams and Zoom. Blurring the boundaries between personal and
professional life increases the risk of confidential information falling into the wrong hands. The development of
the Internet of Things has also opened up new opportunities for cybercriminals [7]. As a result, the main trend
of cybersecurity is to attract the attention of companies to the security problems that have arisen as a result
of the transition to remote work: identifying and eliminating new security vulnerabilities, improving systems,
implementing security measures and ensuring proper monitoring and documentation.

Currently, cyberattacks are carried out with the aim of extorting money from people or disrupting production
or work processes in companies. Cybersecurity is considered as a component of computer security and
information technology. Compliance with the basic requirements of information security allows you to keep
physical and digital data intact, protect them from disclosure, use, verification or complete destruction, that is,
from unauthorized access to them. According to the international security services in the field of cyber threats,
about 12 people are attacked every second in the world and about 556 million cybercrimes are committed
annually in the world, the damage from which is more than 100 billion US dollars.

According to international cybersecurity experts, in 2019 cyberattacks around the world occurred every 14
seconds. Along with the increase in the number of cyberattacks, the damage they cause is also growing: in 2018
the losses of companies from various sectors of economy amounted to $ 1.5 trillion, while in 2019, according
to experts, they already reached 2.5 trillion dollars. In 2022, according to the forecasts of the World Economic
Forum, the amount of damage caused to the planet as a result of cyberattacks could grow to $8 trillion. By the
way, anyone can be subjected to cyberattacks - both large companies and ordinary users. Many believe that
their televisions and other household appliances may not be of interest to hackers. However, few people pay
attention to the fact that thanks to these devices it is also possible to access personal data that can be used for
various purposes.

Currently, in the Republic of Kazakhstan, the interaction of the IT industry with domestic business is
perceived as a promising direction. The message of the President of the Republic of Kazakhstan "Kazakhstan
in a new reality: time to act" reflects the fact that large public and private companies spend tens of billions
of tenge on the development and attraction of foreign players. The government should establish mutually
beneficial cooperation between industry and the IT industry. This will create digital technology platforms that
will be able to fuel the digital ecosystem of any industry and make Kazakhstan one of the international centers
for processing and storing data.

There are not so many companies engaged in practical provision of information security in Kazakhstan, no
more than ten. The main reason: most of the orders were subcontracted in Russia, Israel or European countries.
For example, second-tier banks ordered information security not from Kazakhstani, but from foreign suppliers.
There are many distributors of software on the Kazakhstan market that sell foreign antiviruses, firewalls and
security systems. The main consumer of cybersecurity services is, of course, the banking sector, since the
banks’ reputation depends on it. In addition, if the information is disclosed, it will be extremely difficult to
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avoid financial losses. That is, banks must undergo annual inspections, which cost from 20 thousand dollars. If
we talk about small businesses, outsourcing of information security will cost from 1 million tenge per month.
At the same time, the costs of companies still hardly pay their way, because the market is growing slowly. The
ingenuity of hackers and scammers, as well as the emergence of new ways of processing information, stimulate
the development of increasingly stringent standards and requirements for information security (IS), which,
according to experts, generate new solutions in this area [8].
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"Within the framework of the program “Cyber Defense of Kazakhstan”, the state has identified 336 critical
cybersecurity facilities, including state institutions, banks and industrial companies, attacks on which may
have a national or interstate effect. As of now, testing laboratories have been set up in the country to study
malicious code, the National Information Security Coordination Center has been launched. There is also a
Private Computer Incident Response Service (CERT) and 7 operational centers for information protection
(COMI). The number of grants in this specialty for future specialists has been increased. It is also planned to
endow the Information Security Committee with functions to protect personal data, conduct audits and verify
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the owners of information systems. This will help to improve the situation in the field of information security
and personal data protection.

Analysts note the country's successes in the legal sphere. In particular, it is noted that Kazakhstan has
uniform requirements in the field of information and communication technologies and information security.
The Digitization Initiative attaches increasing importance to an effective cybersecurity strategy. Over the past
two years, fundamental conceptual approaches to the development of the country's cybersecurity sphere have
been developed in the country. The cybersecurity concept "Cyber Defense of Kazakhstan" has been developed
and approved, as well as a number of legislative acts and industry contracts. In addition, testing laboratories
have been established to study malicious code, a national information security coordination center has been
established, the number of scholarships in this area has been increased, etc. [9, p. 32-34].

Over the past few years, Kazakhstan has developed basic conceptual approaches to the development of
the country's cybersecurity sphere. One of the important events is the approval of the Cyber Shield concept
of Kazakhstan. The purpose of the concept is to achieve and maintain the level of protection of electronic
information resources, information systems and ICT infrastructure from external and internal threats, ensuring
the sustainable development of the Republic of Kazakhstan in the conditions of global competition. The
implementation of the Cybersecurity Concept "Cyber Shield of Kazakhstan" by 2022 is expected to yield the
following results:

— the number of retrained specialists in the field of information security in 2022 will reach 800 people;

— a 50% increase in the share of domestic software products in the field of computerization and
communications used in the public and quasi-public sectors in 2022 compared to the base period of 2017;

— the share of IT systems of state bodies, non-state information systems integrated with state IT systems of
critical ICT infrastructure facilities associated with information security monitoring centers should be 80% in
2021 and 100% in 2022 [10, p. 16-20].

Conclusion. In general, cybersecurity is the most important area of the IT industry. There are a number
of professional certification opportunities for training and gaining experience in the field of cybersecurity.
Although billions of dollars are spent on cybersecurity every year, no computer or network is protected from
attacks and can be considered completely secure. All devices and IT facilities must be protected from intrusion,
unauthorized use and vandalism. In addition, information technology users should be protected from asset
theft, extortion, identity theft, loss of privacy and confidentiality of personal information, malicious damage,
equipment damage, hacking of business processes and cybercriminals in general. The public should be protected
from acts of cyberterrorism, such as compromise or loss of the power grid.

In conclusion, it is shown that strengthening cybersecurity is an essential condition for maintaining peace in
the country. And the rapid development of the security market is directly determined by the rapid development
and use of technological innovations, as well as the toughening requirements to the protected data security.
Thus, it can be assumed that the set goals have been achieved. A lot of new, interesting and useful developments
have taken place. The knowledge gained will be useful to all of us in life. The stronger the dependence of
society on computer systems becomes, the greater is the vulnerability of Kazakhstan and other countries to all
types of cybercriminals. You have to think about security today, tomorrow may be too late.
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My6apakoBa C.P., Aman:kosaoBa C.T., YckenoaeBa P.K.
Kazipri osiemaeri kubep Kayinci3nikTin e3ekrimiri
Anpaarna. byn Makanaaa OyriHri KYHHIH €H ©3€KTi MoceIenepiniH 0ipi: Ka3ipri oneMeri KubepKayincizaikTiH
©3eKTUIIr TanKpUIaHaZbl. Makanmaga KuOepKayimnci3[ik Typansl Herisri ¢akrimep tankeiaHaasl. CoHmaii-
aK KHOepKayimcCi3IiKTi AaMBITYAbIH TYXXKbIPbIMIAMachl MEH TapUXM acleKTICI KapacThIpbULAbl. byraH Koca
Kazakcranmarel KuOepKayilCi3miKTiH Ka3ipri »karJaibl capayiaHbl. byJl MakajlaHBIH ©3€KTiliri Kasipri
KOFaM YIIH KHOEpKayilci3miK Typaibl HaKTHl akmapar Oepyinae. MakajdaHBIH HETI3T1 MakcaThl — Kasipri
anemieri KMOepKayinci3aiKTiH ©3eKTUIiriH tangay. OckiFaH OalaHBICTHI Makayaja Ci3 Kasipri 3aMaHHBIH
kubepiradybuiiapsl MEH KHOEpKayiIci3airi Typajbl ©3eKTi IepeKTepi Tada axachls.
Kint ce3nep: Kubepkayincizaik, AknaparTsik TexHogorusuiap, Kubeprradysuinap, Kubepkpiimsic.

My6apaxoBa C.P., AmanxosoBa C.T., Ycken6aeBa P.K.
AKTYyaJIbHOCTH KHOep0e30NacHOCTH B COBPEMEHHOM MHpe

AnHOTaumsA. B manHO# cTaThe paccMaTpuBaeTCs OJMH U3 HanOoJee aKTyaJbHBIX BOMPOCOB CETOIHSIIHETO
IHS: aKTyaJlbHOCTh KHOepOe30MacHOCTH B COBPEMEHHOM Mupe. B crarbe paccMaTpuBaroTCsi OCHOBHEBIC
(aktel 0 kubOepbe3omacHoCcTH. TakkKe OBLTM PACCMOTPEHBI KOHIEMIUS W MUCTOPUYECKUH acIeKT Pa3BUTHS
kubepoOe3omacHocTr. [locie 3TOro OBUIO TPOAHATU3WPOBAHO TEKYIEE COCTOSTHHE KHOepOEe30MacHOCTH B
Kazaxcrane. AKTyanbHOCTb JaHHOW CTAaThH 3aKJIIOYAETCS B TOM, YTO OHA MPEJOCTABISET YETKYI0 HH(OPMAILIHIO
0 KnbepOe30IMacHOCTH ISl COBPEMEHHOTO0 001ecTBa. OCHOBHOM IEIBI0 CTAThH SBISICTCS aHATN3 aKTyaTbHOCTH
KrOepOe30MacHOCTH B COBPEMEHHOM MHUpe. B CBS3H € THM B CTaThe BBl MOXKETE 03HAKOMHTBCS C aKTyaIbHBIMH
JMAaHHBIMA O KHOepaTakax u KHOepOe30macHOCTH HAIIero BpeMEHH.
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KubepnpecTynmHOCTb.

ABTOpPJIap TypaJjbl MJIiMeTTEP:

My6apakoBa Caaranatr Paxarkbi3bl, «KoMIpoTeprik HWHXKXEHEpHs >KOHE aKMaparThIK Kayilci3mik»
KadeapacklHBIH 10 KTOPAHTBI, XaJlbIKapalblK akK MapaTThlK TEXHOJOTHsIAp yH uBepcureTi, Manac keml. 8,
Anmartsl, Kazakcran. OR CID: 0000-0002-2394-881X.

AmanikosioBa Cayie TokcanoBHa, «KOMIBIOTEpIIK WH)XXCHEPHS JKOHE aKMapaTTHIK KayilCi3mik»
KadenpachlHBIH aCCUCTEHT-TIPO(ecCcoOphl, TEXHUKA FHUIBIMIAPBIHBIH KaHJIHAThl, XallbIKapalblK aKIapaTThIK
TEeXHOJIOTHsIAp YHUBEpcuTeTi, Manac kemr. 8, Anmatel, Kazakcran. ORCID: 0000-0002-6779-9393.

Yekenoaena Pauca KadueBna, «K KommbroTepinik HHXEHEpHs )KOHE aKIIapaTThIK Kayilnci3maik» KadeIpachiHbIH
npodeccopbl, TEXHUKA FEUTBIMAAPBIHBIH JTOKTOPHI, XaIbIKapaJblK aKIMapaTThIK TEXHOJIOTHIIAp YHUBEPCHUTETI,
Mamnac kem. 8, Anmarsl, Kazakcran. ORCID: 0000-0002-8499-2101.

Cgenenust 00 aBTopax:

My6apakoBa Canaranatr Paxarkbi3bl, JokTOpaHT Kadenpel «KommbploTepHass WHXKEHEPHUS U
nH(popManmoHHass 6€30MacHOCTE», MeXayHapoaHBI YHUBEPCUTET MHPOopMamoHHbIX TexHonoruii, ORCID:
0000-0002-2394-881X.

AmanxosoBa Cayne TokcaHoOBHA, KaHIUIAT TEXHHUYECKUX HAyK, acCHCTEHT-TIpodeccop Kademps
«KommprorepHass HHXEHEpUs W HWHQOpPMAlMOHHAs O0E30MacHOCTBY, MEXAyHApOIHBId YHHUBEPCUTET
nHpopmannoHHbIX TexHonoruid, ORCID: 0000-0002-6779-9393.

YckentaeBa Paumca KaOmeBHa, HOKTOp TEXHMYECKMX Hayk, Tpodeccop kadenpsl «KommbroTepHas
WHXKeHepuss W HMH(oOpManuoHHas Oe30MacHOCTbY, MeXAyHApOIHBIH YHUBEPCUTET WH(MOPMAITMOHHBIX
texnoyiorur, ORCID: 0000-0002-8499-2101.

About the authors:

Saltanat R. Mubarakova, Doctoral student, Department of Computer Engineering and Information
Security, International Information Technology University, ORCID: 0000-0002-2394-881X.

Saule T. Amanzholova, Candidate of Technical Sciences, Assistant—Professor, Department of Computer
Engineering and Information Security, International Information Technology University, ORCID: 0000-0002-
6779-9393.

Raissa K. Uskenbayeva, Doctor of Technical Sciences, Professor, Department of Computer Engineering
and Information Security, International Information Technology University, ORCID: 0000-0002-8499-2101.

International Journal of Information and Communication Technologies, Ne§ (2), December, 2021

17



| AKHAPATTBIK ’KOHE KOMMYHUKALUAJIBIK KEJIJIEP, KUBEPKAYIIICI3AIK |

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 2. Is. 4. Number 08 (2021). Pp. 18-37

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2021.08.4.003

YJIK 004.056.56

Razaque A.", Adil A. Zh., Amanzholova S.T., Valiyev B.B.
International Information Technology University, Almaty, Kazakhstan

BLOCKCHAIN TECHNOLOGY-FEATURED NOVEL AIR-CRACKING
TOOL FOR WI-FI HACKING DETECTION

Abstract. Wi-Fi plays an important role in promoting several application domains such as
business, education, industry, etc. On the other hand, if not handled properly, vulnerabilities of Wi-Fi cause
damage to the privacy and confidentiality of the users. Some of the hackers use the Linux tool to exploit the
vulnerability of Wi-Fi that allows of the hacking process. In this paper, we introduce a Blockchain
Technology-Featured Novel Air-Cracking (BTFAT) method to detect the Linux tool for Wi-Fi security
improvement. The proposed BTFAT consists of valuable features (e.g., monitoring, scanning, cracking, and
testing) which help detect the Linux tool. The BTFAT is programmed on the C platform. Based on the
experimental results, the BTFAT produces higher performance as compared to other existing methods.

Keywords: Wi-Fi, vulnerability, BTFAT, privacy, reliability, testing, blockchain technology

Introduction

Wireless networks are now used everywhere. Wi-Fi is used not only by individual users but also
by organizations and companies. Wireless networks are embedded in many areas of our life: social
networks, business, work, finance (online payments, banking applications) [1-2].

Wi-Fi can make people's daily lives easier, improve the productivity of many companies, and make it
easier for employees to work. But there is also a downside, this is the risk of leakage of confidential
information through hacking Wi-Fi [6-7]. Many people, users of various social networks and messengers
such as Instagram, Facebook, Twitter, WhatsApp, etc., store their data (photos, correspondence, card
data) in their accounts. Hackers can hack Wi-Fi through various attacks and use sniffers to intercept
traffic, thus gaining access to personal data. The same situation is possible in large business and financial
organizations. This can lead to large financial losses for companies or banks [8-9]. Although networks with
blockchain technology have a high level of security, they are also susceptible to hacking by intruders. This
may lead to the loss of personal data of users or financial losses of companies and organizations [10-11].

As business depends on data, data acquisition speed and accuracy are crucial. The blockchain is perfect
for conveying such information because it offers to authorize members of the network an instant, shared and
fully transparent access to information in the register unchanged [3]. The blockchain network allows users to
track orders, payments, accounts, products, and more. And since all participants share access to a single
source of reliable data, it is possible to view all transaction details at any time to work with greater
confidence and gain new benefits and opportunities [4-5].

Recently, many studies have been conducted in the field of hacking Wi-Fi using Linux tools, respectively,
there are many solutions to this problem. Wi-Fi hacking using the Wireshark traffic analyzer is based
on packet capture (PCAP) [12-13], the WPAclean utility uses a four-way handshake method and a
beacon to clear capture files [14-15], there are also Linux tools such as Reaver, which uses a WPS
connection as a vulnerability to analyze and hack the network [18-19]. The Wifite tool is designed for
hacking a network with various encryption algorithms WEP, WPA, WPA2. Wifite uses a set of attacks on
Wi-Fi, including brute-force passwords, handshake capture [16-17]. For network hacking, the Wifite tool has
flexible settings [20-21]. Motivated by these challenges, the contributions of this paper are summarized as
follows:

- the definition of vulnerability for hacking wireless networks using the technology of the
Blockchain-Featured Aircrack-ng.

- hacking a wireless network with blockchain technology in practice.

Billions of users and businesses connect to the global network, use Wi-Fi and networks with blockchain
technology. As a result, security becomes the most important issue. The main problem is to investigate the
vulnerabilities of blockchain networks and based on the detected vulnerabilities, describe recommendations for
protection against hacking, so that users and organizations can be less vulnerable to security attacks [22-23].

The following steps should be considered in investigating security issues against Wi-Fi hacking: (a)
investigation of various security mechanisms available for WPA/WPA2 using BTFAT, (b) investigation of
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vulnerabilities in real-time using the BTFAT, and (c) determining the method of hacking [24-24]. We aim to
address these issues and use these solutions in our practical results to make the use of Wi-Fi safer.

The remainder of the paper is organized as follows.

Section II briefly describes the problem and explains its significance. Section III highlights the previous
research findings. Section IV describes the state-of-the-art system model. Section V proposes a way of Wi-Fi
hacking vulnerabilities using the BTFAT process.

Section VI presents the experimental results and implementation. Section VII gives the discussion of the
results. Finally, the conclusions of the paper are presented in Section VIII.

Problem identification

The main problem of this research work is hacking Wi-Fi with Linux using the “Krack” vulnerability
(Key Reinstall Attacks). The real problem is researching and finding Wi-Fi vulnerabilities such as incorrectly
configured access points, devices with weak encryption keys, impersonating an authorized user. Actions
required to resolve this issue:

- to study vulnerabilities and hacking of the Wi-Fi network, then to select the appropriate tool;

- to find the target to attack;

- to check the impact of Pixie dust;

- then to run a full password search. If the PIN code is received but the WPA password is not displayed, to
run the commands to get the Wi-Fi password.

Causes for hacking Wi-Fi can be open ports, lack of password protection or weak password protection,
lack of data encryption, lack of programs for scanning the network, lack of special services to protect them
from attacks. The effects of these causes can be gaining access to the network, interception of network data,
commission of various attacks, theft of personal data, interception of passwords, spoofing of the network. The
importance of the problem studied in this research paper is that Wi-Fi hacking must be performed as a test of
the network and detection of its vulnerabilities to further improve the security of the network perimeter. There
are several solutions for hacking Wi-Fi in the form of various attacks such as hacking WPA / WPA2 passwords,
attacking WEP, hacking WPS pin, lowering WPA, replacing the true access point with a fake one, fraudulent
access point, attacking Wi-Fi access points from global and local networks, denial of service attacks (DoS
Wi-Fi), attacks on specific services and functions of routers. An optimistic solution to this problem is to use
multiple attacks in combination. This can be implemented using the Linux tool or utility, which includes several
or all of the listed kinds of attacks.

Related work

In this section the prominent features of the existing current approaches are summarized.

The main tools for hacking Wi-Fiusing Linux are discussed by Sharma [26]. AirSnort uses special algorithms
to sort out the password, namely, it analyzes each packet in the network, and when intercepting the required
number of data, it decrypts the password from them. AirSnort is available for windows. However, there is one
shortcoming - the utility only works with WEP networks.

Bullock & Jeft [27] described the use of packet sniffers Ettercap, Dsniff, and Wireshark for hacking Wi-
Fi. Packet sniffers are designed to capture and analyze network traffic. The advantages of traffic analyzers are
that they work with the vast majority of known protocols, have a clear and logical graphical interface based
on GTK+, and a powerful filter system. Traffic analyzers are also cross-platform and work on such operating
systems as Linux, Solaris, FreeBSD, NetBSD, OpenBSD, Mac OS X, and Windows. The disadvantage of these
analyzers when hacking Wi-Fi is the need to possess certain skills and abilities in decrypting captured packets.
In addition, it is possible to capture packets only in real time.

Li et al. [28] introduces another tool called Reaver for hacking wireless networks that targets certain WPS
vulnerabilities. Reaver performs brute force attacks against WPS and registers PIN codes to recover the WPA
/ WPA2 passphrase. Since many router manufacturers and Internet service providers activate WPS by default,
many routers are vulnerable. The disadvantage is that WPS can be disabled.

Wifite is a tool designed to attack multiple wireless networks encrypted using WEP / WPA / WPA2 and
WPS. Some parameters are required when WiFite starts working. It records WPA handshakes, automatically
disables authentication of connected clients and saves their hacked codes. Hacking Wi-Fi using the Wifite tool
is discussed by Sinha [29]. Crunch is a very good and easy-to-use tool for creating custom word lists that can
be used in dictionary attacks. Since the success rate of dictionary attacks depends on the quality of the word
list, it is impossible to avoid creating your own word lists. The method of hacking the network with the Crunch
tool is described by Santo Orcero [30].
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MacChanger is a small utility that spoofs a media access control (MAC) address in an arbitrary MAC
address. Spoofing the MAC address for Wi-Fi hacking may be necessary to avoid MAC filters or hide the
hacker's identity in the wireless network. MacChanger’s Wi-Fi hacking approach is discussed by Sinha [31].
After studying these network hacking tools, we have determined that all these tools are essential. However, the
above tools have several disadvantages. The disadvantages are that some of these tools can crack only certain
encryption algorithms of wireless networks, most of the above tools intercept traffic and hack networks in real
time, only at the time of user activity, and have fewer methods for analyzing and hacking a wireless network.
But our network hacking tool is not only easy to use, but also has many built-in features for hacking WPA/
WPA2/WEP.

System model

The Blockchain technology-featured Aircrack-ng tool is of utmost importance. It successfully detects the
Linux tool for Wi-Fi. The BTFAT consists of the features depicted in Figure 1. The features include airdecap-
ng, airmon-ng, aireplay-ng, airodump-ng, etc. The airdecap-ng feature decrypts intercepted traffic with a known
key, the airmon-ng package puts the network card in the monitoring mode, the airodump-ng feature is a traffic
analyzer, it adds traffic to Packet Capture (PCAP) or initialization vectors (IVs) files and shows information
about the network. Some of these features are greatly valuable in the Wi-Fi hacking process.

Airmon-ng Aireplay-ng Airodump-ng

Blockchain Technology-

Airdecap-ng Featured Aircrack-ng Tool

Airdecloak-ng Packetforge-ng

Figure 1 - Components of the Linux BTFAT

To hack Wi-Fi using the BTFAT, the hacker first connects to the Wi-Fi adapter and determines the network
interfaces. To do this, the airmon-ng package defines the available network interfaces, as well as the driver.
If the network interface driver is detected as a result of the command execution, the network is monitored.
Otherwise, the driver is debugged. Network monitoring is performed by the airmon-ng feature as a result of
network monitoring, a message should appear indicating that the monitoring mode was successfully enabled
on the previously defined interface. Then, using the airodump-ng feature, the listening mode is enabled to
determine the available Wi-Fi networks. As a result, the screen displays a list of wireless networks within the
range of the Wi-Fi adapter. The screen also displays important characteristics for network hacking, such as
the encryption used (WEP, WPA/WPA?2), channel, and basic service set id (BSSID). Knowing the necessary
information about the network, packets are captured using the airodump-ng package containing the encrypted
password. When capturing packets, it is important to capture many I'Vs packets over 1000. The waiting time
depends on the network activity. If no one is connected to the access point, the time may be delayed.
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Figure 2 - The process of hacking Wi-Fi using the BTFAT

The distance to the access point is not as important as the network activity. To reduce the time for collecting
packets, the client logs in. After successful de-authorization of the client, the hacker receives an intercepted
handshake. Next, the hacker performs a brute-force hacking using a password dictionary. The process of
hacking Wi-Fi using the aircrack-ng tool is depicted in Figure 2.

Figure 3 explains the system model of the Wi-Fi hacking process using the BTFAT and depicts a second
(fake) access point created by the hacker during Wi-Fi hacking process. Using this access point, the hacker de-
authorizes the user through multiple requests. After reconnecting the user from the real network to the access

point created by the hacker, the hacker initiates the handshake. Based on the received handshake, it is possible
to hack the network and decrypt the password.

User 1/ Victim

Network (real)

handshake
uonexuoune-aq

=

_.-Nétwork (fake/AP)

Hacker

Figure 3 - System model
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Proposed Wi-Fi hacking using the BTFAT process

The method proposed for hacking Wi-Fi uses the BTFAT. Before the Wi-Fi is hacked, methods are studied
to protect the network. To protect Wi-Fi networks, several well-known methods are used, such as access
restriction and authentication methods. This research paper discusses the method of hacking Wi-Fi, which uses
the authentication method as a network protection. In turn, authentication methods for network protection are
classified: open authentication, Shared Key Authentication (WEP encryption), Mac address authentication, Wi-
Fiprotected access (WPA), Wisconsin-Internet protected Access2 (WPA2), Cisco Centralized Key Management
(CCKM). The BTFAT breaks WEP, WPA, and WPA2 keys. The process of hacking Wi-Fi with the BTFAT
consists of three phases:

- packet-capturing and saving processes

- client de-authorization process

- Wi-Fi blockchain-featured hacking process

A. Packet-capturing and saving processes

This process is implemented at the beginning and is necessary for collecting Vs data packets. During this
process, the network is monitored, as a result of which there are available network interfaces. After that, the
hacker connects to them and captures the packets. Then all packages are saved in a single file. IVs packets
contain the necessary information to decrypt the password of the required network. Packet-capturing and saving
processes are presented in Table 1.

Table 1 - Packet-capturing and saving processes
Algorithm-1: Packet-Capturing and Saving Processes
1. Initialization: {N : Network Channel; Mpa: MAC address of Access Point; I: Interface; P, o Packets-
captured file; L, : Linux tool; N : Network monitoring; N: Network; F: Folder; P: Packets}
2. Input: {N, M, I}
. Output: {P( f}
-Set N, Mpa, I
. Do Process N € N« L,
. While N € N<I
. Capture P
. SumPcf.:P+ 1
9.DoN =0
10. Save Péfto F,
11. End while

NN AW

Algorithm-1 explains the packing capturing and saving processes. In step 1, variables are initialized for
packet capturing and saving. Steps 2-3 explain the input and output variables respectively. Step 4 uses the
components (e.g., network channel, physical address of the access point and interface) for network monitoring
process. Step 5 shows the process of using Linux tool on the network for network monitoring process. Steps
6-9 shows the entire network monitoring process and attempts to capture the packets, which are stored into the
packet-capturing list. This process continues until the entire network is monitored and all of the packets are
stored into the packet-capturing list. In step 10, the packet-capturing list is saved into folder for further process.

There are several properties that define packet capture:

- the total time it takes to capture packets;

- the average interval between adjacent packets;

- the average packet waiting time.

Definition-1: the average value of the interval between adjacent packets T, is the average time of packet
captures between the previous and subsequent packets and is calculated by the equation (1):

M
1
Ta =71 X Z)(atﬂ —a) )
s=

Where a,: moments of time when packets arrive; M: number of analyzed intervals.

Theorem-1: The higher the load on the connection channel, the longer is the total time required to capture
packets.

Proof: The channel load factor is calculated by the equation (2):
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3P,
=SE, )

Where P : capture time of the packet; E; end time of processing of the i-th packet.

The number of packets and their size (in bytes) and the time of traffic measurement are known. Then, the
total capture time of the packet is equal to:

_(B+N)x8
D= ®)

Where P: capture time of the packet; B: number of bytes transmitted; N: number of packets captured; V:
packet capture rate.
The total processing time of the i-th packet is equivalent to the time of traffic measurement and is determined

by the equation (4):
D E=0 ©

Where ¢: the time of traffic measurement.
Based on the previous equations, the channel load factor is equal to:

_(B+N)x8

Vo
Where B: number of bytes transmitted; N: number of packets captured; V: packet capture rate; 0: the time
of traffic measurement.
Thus, the higher the channel load factor, the longer the packet capture time.
Hypothesis-1: The higher the packet intensity detected during network monitoring, the shorter is the
packet capture time.
Proof: The packet capture time can be determined by the equation (6):

Lc

L, (5)

__ b
Te= 1-MgxIy (6)

Where 1: packet intensity (packets/sec); M : average network monitoring time.
Let the packet capture time be expressed in terms of traffic intensity 7, and packet length L, and channel
throughput 77
_T
I =1 (7)
Where T: traffic intensity; Lp.' packet length.
The average network monitoring time is determined by the equation (8):
Lp
M, =— ®)
Tc
Where L the packet length; 7,: the channel throughput; M : the average network monitoring time.
Then, the equations (7) and (8) are substituted in the equation (6):
Lp
p— 9
T ©)
Where T, the channel throughput; 7): the traffic intensity; L; the packet length; T': the packet capture time.

Based on the above equations, corollary-1 is derived.
Corollary-1: To reduce packet capture time, the bandwidth of the channel must be high.

Th=T1+

B. Client de-authorization process

After finding the network interfaces and selecting an access point for hacking, a handshake should be
conducted. To receive a handshake, the user must be active on the network. If there is no activity, the activity is
created by deactivating the client. During the client deactivation process, the access point (fake) sends requests
to the client until the client reconnects to the network. Thus, if deactivation is successful, the hacker receives a
handshake. Client de-authorization and handshake recording process are given in Table 2.
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Table 2 - Client de-authorization and handshake recording process
Algorithm-2: Client de-authorization and handshake recording process
1. Initialization: {4 : client's physical address; A, physical address of the access point; H: handshake;
I: interface; C: client; A, access point; S: client's SSID; P: password; R : recconnect, P packets-captured file}
2.Input: {4 A .1}
3. Output: {H}
4.SetAd , A4 1
pé " p
5. Ap requests = C—>R,
6. While 4 = R,
7.Do A «He (P,S)
8. Record H to P,
9. End while

Algorithm-2 explains the client de-authorization and handshake recording processes. In step 1, the variables
are initialized for the process of client de-authorization and handshake recording. Steps 2-3 give the input and
output processes, respectively. Step 4 uses the network components (e.g., client’s physical address, physical
address of the access point, interface) for implementing requests. In step 5 requests are sent from the access
point to the client to reconnect to the network. Steps 6-7 explain passing the handshake, which includes the
password and client ID number to the access point. This process continues while the client is reconnecting to
the network. In step 8 the received handshake is written into the captured packets that were received during
network monitoring in the previous algorithm for further use in the Wi-Fi hacking process.

The time of de-authorization is characterized by the following properties:

= the total time of sending requests to the user;

= the total intensity of answers received by the hacker;

= processing of responses received from the user and establishing a handshake.

Definition-2: The total intensity of responses received by the hacker f is the sum of the intensity of the
flow of requests sent to the user Sy = (1 — C) X B and the intensity of processed responses sent by the user
Py = (1 —C) X B and is calculated by the equation (10):

Pr=B+(1-C)xp (10)

Where f: the intensity of the elementary stream requests; C: probability of self-classification of a new
request stream by a second access point.

Theorem-2: The intensity of sending requests by the hacker affects the performance of processing requests
by the user and the average delay in sending requests.

Proof: The performance of processing requests by the user (P, ) is determined by the equation (11):

+(1-C)x
p _BHA=OXP )
W
Where P, the performance of processing requests by the user w: the intensity of the query processing; B:

intensity of sending requests; C: probability of self-classification of a new request stream by a second access
point.

The probability that the communication channel for sending the request is free (P ) can be obtained by the
equation (12):

1
Pc = (12)
PRm+1 m PRm
m! x (m — Pg) + Xm=0 7T

Where m: the number of processors.
The average delay in sending requests (D,) can be obtained based on the number of requests sent (S,),
depending on the average number of requests in the queue (Q ):

0 PR« P

=—>p 13
! mm! (1 - 2y2 (13)
Sg=0Q4+PF;, (14)
P Era-oxp (1
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Where m: the number of processors; P : the probability that the communication channel for sending the
request is free; P, the performance of request processing by the user; . the intensity of the elementary stream
requests; C: the probability of self-classification of a new request stream by a second access point.

Hypothesis-2: The smaller the volume of transmitted requests, the longer it takes for a hacker to get a
handshake.

Proof: Each request has the same length and requires a transmission time (7). The time of transmission of
the message about the client's acceptance of the request is assumed to be equal to Tg. The time for sending a
request (Ts) is calculated using the equation (16):

Ts=NXtTr+1T + N X174+ Ty (16)

Where 77: the transmission time of the request; N: the number of requests; 74: the average processing
time of the response received by the hacker; Tw: the average waiting time for a request in the queue until the
communication line is free; Tg: the time of transmission of the message about the client's acceptance of the
request.

Since the bandwidth of the communication channel and the average length of each request are known, the
average time for its transmission can be determined by the equation (17):

R,
s (7)

Where R : a known volume of the request in bits; C,: channel capacity bit/sec.

The time of transmission of the message about the client's acceptance of the request is calculated similarly
by the equation (18):

R4
R (18)

Where R known volume of the request acceptance message; C,: channel capacity bit/sec.

To calculate the average waiting time Ty, and the average message processing time T4, it is assumed that
the input stream of packets from the user forms a simple stream with an average intensity u, and the average
service time 4 calculated by the equation: (19):

1

A, =—
s=3 (19)

The request received in the buffer will wait until the communication line is released, i.e. until the processing
of the message about the acceptance of the previous request is completed. Probabilities of finding a packet in a
buffer queue of infinite length is calculated by the equation (20):

1
' 1-L/N
N-1
Liso T Y NT* N =T

Where L = £: full input load.
14
The average number of requests can be found by the equation (21):

L
Asz*Q(N;L) 1)

Where 4 : the average number of requests; Q(N,L): the probabilities of finding a packet in a buffer queue of
infinite length; L: the full input load.
Based on the previous equations, the average waiting time for a request in the queue is calculated by the
equation (22):
Tuy = AN _ Q(Nl L)
W= T T o 22
po y(N-L) (22)
Where 4,: average number of requests; u: average intensity.
The average processing time of a single request is determined by the equation (23):
L 1
T, ==== (23)
A7y
Where L: full input load; u average intensity.
Thus, if the parameters 7, and 7, are unchanged, the time of sending the request Tg is determined by the
equation (24):
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*
Tg = N xR +&+ﬂ+—Q(N’L)
Ch Ch v y(N—-1L)

Where R : the known volume of the request in bits; C,: the channel capacity bit/sec; R : the known volume
of the request acceptance message; Q(N,L): the probabilities of finding a packet in a buffer queue of infinite
length; L: the full input load, N: the number of requests.

Corollary-2: To reduce the volume of transmitted requests, it is necessary to transmit requests of greater
length to speed up the time of receiving the handshake. This corollary was based on the analysis of equation (24).

Considering that all requests have equal length and average transmission time, the duration of the
communication channel occupation when transmitting one request after establishing a connection between the
hacker and the user is determined by the equation (25):

Ty=NX1p+ NX140+ 1Y (25)
Where Ry, = 1) X Cp:  the volume of transmitted requests.
Thus, the total time for sending requests is determined by the equation (26):
T=Ts+Ty =NXTg+NX1Ty+71TYy+7T8 +Tp (26):
N xR, +N Ry, Ry N Q(N,L)
Ch Yy G G y(N-L)

Where Ts: the time for sending a request; R the known volume of the request in bits; C,: the channel
capacity bit/sec; R : the known volume of the request acceptance message; Q(N,L): the probabilities of finding
a packet in a buffer queue of infinite length; L: the full input load, N: the number of requests.

(24)

C. Wi-Fi Blockchain-Featured Hacking Process

The last phase is hacking the wireless network using BTFAT. Blocks in the blockchain system can only
create a certain number of bitcoins, transactions must have a certain format and correct signatures for spent
bitcoins, a transaction cannot be performed twice within the same blockchain, etc. The blockchain cannot be
hacked by attacking the encrypted traffic of an individual node: if the consensus rules are violated in the block,
the blockchain system denies the operation of an individual node, even if other nodes believe that an intrusion
into the chain of records did not occur.

To hack network with blockchain technology, ARP spoofing is performed after capturing the network traffic.
This is an attack committed when sending ARP messages to the local network. The purpose of this attack is to
link the hacker's MAC address to the IP address of another host, such as the default gateway. Thus, any traffic
directed to a specific IP address is sent to the hacker. After making an attack on the network, the hacker inserts
a malicious script into the HTML pages that the user views the command “to call the miner” and deploys an
HTTP server on its computer to serve the miner. Figure 2.1 depicts the process of hacking Wi-Fi with BTFAT.
The goal of the third phase is to carry out an autonomous attack on the Wi-fi network to introduce a malicious
code. With the help of the built-in BATTAT tools, it is possible to analyze and edit traffic. For the purity of the
hacking process, only one line of code is embedded in the HTML page, which calls the miner. After the traffic is
captured, the JavaScript code is embedded in it, and an injector is created. The created injector adds a string to
the HTML with a call to the JavaScript miner. The packet-capturing and saving processes are shown in Table 3.

Router Wi-Fi @
lagker
Intemet

User Visor HTTP Server with crypto
@ miner code

User
User

Victims

Figure 2.1 - The process of hacking Wi-Fi with BTFAT
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Table 3 - Wi-Fi Hacking process with BTFAT
Algorithm-3: Wi-Fi hacking process with BTFAT
1. Initialization: {Ty: captured network traffic; Ujy,: user's IP address; H,: hacker's MAC
address, N: wireless network, E;,: embedded in the network miner; Ag,: ARP spoofing; Pp:
HTML pages, S: iterate through all pages, JS.: JavaScript code; M;: getting started miner; H,:
hacker's computer}
2. Input: { Ty, Uy,
3. Output: {E,;}
4.Set Uy, Hy, N
5. Do process A, > N
6. Link Uy, to H,
7.For Pp;=0to Py =S

H, N}

8.1fP,, € Ty
9.Set S, —» Ty = M
10. End if

11. Deploy P on H,,

12. Do /S, = Py,

Algorithm-3 explains the process of hacking Wi-Fi with BTFAT. In step 1, the variables are initialized for the process
of hacking Wi-Fi. Steps 2-3 give the input and output processes, respectively. In Step 4, the network for hacking, the user's IP
address and the hacker's MAC address are determined. Step 5 is an ARP spoofing attack on the network. Step 6 is linking the
hacker's MAC address to the user's [P address to direct traffic from the user's [P address to the hacker. Step 7 is iteration through
each page directed to the user. In Step 8 we check that the HTML page belongs to the captured traffic. In Steps 9-10 we embed
the JavaScript code into the captured traffic, thus triggering the miner. In Step 11, we deploy the HTTP server on the hacker's
computer to serve the miner. In Step 12, JavaScript code is embedded in HTML pages for mining.

A large amount of data contained in the captured packets is analyzed in order to get the password.

Condition: m packets are used to analyze n amounts of data. Let’s make the parameters of i-th packets as
b;(i = 1,2,3,...,m). This parameter is set to analyze packets by parameters when searching for an encrypted password.

The analysis is performed for each packet from the 1* to the i-th, and a single volume of the j-th amount of data is used.
Let the use of the i-th order packet to analyze a single volume of the j-th amount of data be given as
a;;j(i =123, ..,mj=123,..,n).

Packet analysis takes a certain time the amount of which depends on the speed of analysis. Therefore, let the speed from
analyzing the unit volume of the j-th amount of data be set as cj(]' =123,..,n).

This mathematical model explains a data analysis plan that provides the maximum speed of analysis under the specified
restrictions on data packets.

The volume of analysis of the j-th amount of data is set as a vector of variables equal to X = (X1, X2, X3, ..., Xn), where
xj(j = 1,2,3,...,n) is the volume of analysis of the j-th type of data.

When analyzing packets, a restriction is imposed on their number. It follows from the variable vector that the restriction
on using packages for analyzing all data is set by the expression:

aj1Xq1 + Ajr Xy + -t AinXn < bi (27)

Based on the speed of analysis of the j-th data quantity c;x;, the objective function is calculated using the equation (28):

Z(X) = c1x1 + Coxy + -+ Cpxy (28)
A mathematical model for analyzing the m number of packets that contain n amount of data is defined as a system of the
following expressions:

Z(X) = c1x1 + c3x5 + -+ + ¢, = Max,

aq1X1 + agpxy +

Ay1X1 + ArpXy +
M= 21%1 22X2

Am1X1 + QX +

o+ Qg < by,
tee + aann S bz,

(29)

ot QX < by,

x20,j=123,..,n

Where M: the process of analyzing packages; m: the number of the packets; n: the amount of data.
Let the set of attacks made by the BTFAT be given by the expression (30):
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K €Ky XK, X K3 ... X K}, (30)

Where K, (1, b+ 1): the set of values of the i-th parameter of a particular attack that determines the type of attack. Each

attack k € K is a vector (k1,kq, o kpyq ), where k_l; € Kp.
Rainbow tables are defined as an expression (31):

YEY,YEY, XV, XV;..XY; (31)

Where Y;(j = 1,n): set of values of the j-th parameter of the rainbow table.
The network for hacking is indicated by the expression (32):

GEGGEG XGyXGy...X Gy (32)

Where G¢(f = 1,m): the set of values of the f-th parameter of the wireless network.

The success of hacking the network using the BTFAT is related to the attack used to break into the wireless network and
the formation of rainbow tables in the process of decrypting the password. Thus, the function that sets the level of successful
hacking of the network by an attack k €K cthe application of rainbow tables y € Y to hack the wireless network g € G is
denoted by the expression (33):

§:KXYXG-[0;1] (33)

Where §: the function that sets the level of successful hacking; K: the attack; Y: the rainbow tables; G: the wireless
network.
The function that determines the degree of success from applying an attack to a wireless network is calculated by the
expression (34):
B:G XK - [0;1] (34)

Where f: the function that determines the degree of success from applying an attack to a wireless network; G: the wireless
network; K: the attack.
The probability of a successful application of a hacker attack with rainbow tables is calculated:
y:Y XK - [0;1] (35)

Where y: the probability of a successful application of a hacker attack with rainbow tables; K: the attack; Y: the rainbow
tables.
Thus, based on the expressions (33), (34), (35), the function & is expressed as:

8(k,3,9) = B(g.k) * y(7.k) (36)

Where & (E, v, g): the function that sets the level of successful hacking; (g, l_c): the function that determines the degree
of success from applying an attack to a wireless network; y()_/, E): the probability of a successful application of a hacker attack
with rainbow tables.

Define the function f ( g l_c). To do this, consider a family of functions:

Buh: Gg X Kh - R+ (37)

Where R, : the set of non-negative real numbers; S,5,: a function that sets the level of mutual influence of the wireless
network parameter G, and the attack parameter kj, on the network:
Bun(g. k) =0, (38)
if an attack with the value of the parameter k € Kj, is not applicable to a wireless network with the ¢ € G, parameter
value.

0<pBunlg k) <1, (39)
if the value of the wireless network parameter ¢ € G4 reduces the probability of a successful attack with the value of the

parameter k € K.

Bun(g, k) =1, (40)
if the value of the wireless network parameter ¢ € G, does not affect the applicability of the attack with the parameter

k € K.
' Bun(g, k) > 1, (41)
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if the value of the wireless network parameter ¢ € G, indicates that an attack with the parameter k € Kj, is applicable
for hacking. L
Denote by Byp: Gy X K, = [0; 1] the function:

- ney
Bun(g k) = <Lt )

Bect, Bun e ) 42

Then, based on the expression (18), the success rate of applying the attack k € K to the wireless network JgEG is
calculated:

p(G0) = min_| | Barow o) 43)

g=1s

Where the attack and wireless network are set by the parameters (kq, k5, ..., kp4q ) and ( 91,92 - gf ), respectively.
The function y(}_/, E) is expressed similarly to the function f ( g, E)

y@.R) = min_ | | 7O (44)

t=1,s

Where the attack and rainbow table are set by the parameters (ky, k3, ..., kp,1 ) and (yl, V20 Yj ), respectively.

Thus, the function that sets the level of successful hacking of the network by an attack k € K cthe application of rainbow
tables y € Y to hack the wireless network g € G takes the form:
6(55.9)= mn_[ [ BuCowk + min | |70k 1)

h=1,b+1
g=15s t=1,s

The reliability of Wi-Fi hacking is characterized by the probability of password decryption, which is determined by the
equation (45):
No— X

W (45)

Pc(t) =

Where P, (t): reliability of Wi-Fi hacking; Nj: the number of initially captured packets; Y, n;: the number of denied de-
authorization requests.

The probability of decrypting the password from the received handshake is equal to the product of the probabilities of
successful processing of elements of the Wi-Fi hacking process (packet capture, requests for client deauthorization, half-baked
handshake):

P.=P, XP,xP;..XP, (46)

Where P,: the probability of decrypting the password; P,: the probabilities of successful processing of elements of the
Wi-Fi hacking process.
Theorem-3: The time of cracking the Wi-Fi (T,) depends on the complexity of the password, which is selected from the
space of possible passwords (P = L°).
Proof: A password is selected from the space of possible passwords. The size of the space P is determined by the
expression (47):
p=1I¢ (47)

Where P: the size of the possible password space; L: the length of characters in the password; C: the number of characters
in the password.
Thus, the time is calculated by the expression (48):

Te= ————— 4
¢ 10°x 3600 (48)

Where T,: the time of cracking Wi-Fi; P: the size of the possible password space.

Hypothesis-3: Hacking a network using the BTFAT tool takes less memory, less processing power, and less time as
compared to other tools designed to hack a network.

Proof: To break into the network, a hacker needs to get a handshake containing an encrypted password and to decrypt
the password. The W function converts the encrypted password e(P) into a new password W(e (P)). The encrypted password
in the handshake is written in binary notation, and the password is written as numbers in the notation , where Q: the number
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of possible characters for passwords. The C function then converts the data from the binary number system to the Q number
system. For each encrypted password e(P), the function calculates a new password W(e(P)). The BTFAT for hacking a
wireless network has the ability to use rainbow tables, which speed up the process of decrypting the password while spending
less computer resources. Using the W function, it is possible to precompute data tables (rainbow tables).

To generate a data point in the rainbow table, a possible password P, is assigned, an encrypted password e(Py) is
calculated, then a possible password W (e(P,)) is calculated, which becomes P;. This process continues until the encrypted
password starts with twenty 0 (e(P,)). Such an encrypted password occurs 1 time in about 10° encrypted passwords. The pair
[Py, e(P,)] that contains an encrypted password starting with twenty 0 is stored in the table.

The set of such pairs is calculated. Each pair contains a sequence of possible passwords Py, Py, ..., P, and encrypted
passwords. However, there may be spaces, meaning some passwords may not be present in all calculations. For a good database
without spaces, the memory required to store the calculated pairs is small. Presumably, in the captured packets, passwords have
a certain type: 12 characters, taken from 26 letters of the alphabet. The encrypted password d,, in the captured packet data set
is used to identify the associated password. To do this, first calculate e(W (do)) to get the new encrypted password d;, then
calculate e(W(dl)) to get d,, and so on until the encrypted password starting with twenty 0 (d,,,) is displayed. The table is
then checked to see which source password, Py, the encrypted fm password is associated with. Based on Py, the password and
encrypted passwords ey, e,, ... are calculated until the original encrypted password d, denoted dy, is generated. The password
that the hacker is looking for is the one that gave rise to d, i.e. (W (dj, — 1), which is one step earlier in the chain of calculations.

The required computation time is what it takes to find the d,,, in the table plus the time it takes to compute the sequence
of encrypted passwords from the corresponding password (e, e, ..., €,) which is about a million times less than the time it
takes to compute the table itself. Thus, performing a preliminary calculation and storing the results allows a hacker to get any
password with a known encrypted password in a reasonable amount of time. This process takes a few seconds.

The process of decrypting the password by the rainbow tables of the novel BTFAT is presented in expression (26):

e w . e W _.e e
Go_,e(Go)_)G1 _)e(G1)_>G2_, ---_,e(Gn)
e w e wW_.e e
Rt — Fo_)e(Fo)_) Gl _)e(Fl)_) Fz_) _)e(Fn) (49)
. WeWe e
]0_>er)_) Gy _,e(fl)_)]z_)---_,e(]n)

Where R;: the process of decrypting the password by the rainbow tables of the BTFAT; Gy, Fy, Jo: possible passwords;
e(Gy),e(Fy), e(Jy): the encrypted passwords; W': a function to convert the encrypted password.

Corollary-3: A hacker can hack any wireless network by getting a handshake. Starting with the first stolen encrypted
password (By), the hacker applies the functions W and e repeatedly, calculating a series of encrypted passwords and final
passwords, until he reaches the encrypted password with twenty 0 in front of it. The hacker then searches for this last encrypted
password in the table (encrypted password E) and identifies the corresponding password (password E).

Table 4 - Rainbow table

Password Q Encrypted password Q
Password W Encrypted password W
Password E Encrypted password E
Password R Encrypted password R

The hacker then applies the W and e functions again, starting with the identified password, continuing until one of the
received encrypted passwords in the chain matches the stolen encrypted password:

Password E — Encrypted password 1 = Password 2 — Encrypted password 2
a match to encrypted

- Password 3 ... = -« Password 33 = Encrypted password 34 [ password B,

Where Password E,Password 1,2,3...: intermediate and final password required for hacking Wi-Fi;
Encrypted password 1, 2, ...: encrypted password located in the handshake.
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An encrypted password that matches (Encrypted password 34) will mean that the previous password
(Password 33) from which it was obtained is associated with the stolen encrypted password. To set the first and
last columns of the rainbow table, you need to perform a lot of calculations. They store only the data in these
two columns, and by recalculating the chain, hackers can identify any password by its encrypted password
located in the handshake.

Experimental results

This section contains the proposed BTFAT. To demonstrate the advantages of choosing this tool for
calculating the values of such characteristics as reliability, efficiency, and time of user de-authorization during
hacking of a wireless network, these data were also calculated for three other tools (Reaver, Wifite, Wireshark).

Network hacking requires the following components, which are described in Table 5.

Table 5 - Components for hacking Wi-Fi

Components Version/The name of the system
Personal computer x64
Operation system Linux Kali 5.9.0
Wireless access point D-linkDIR-615
Resolution 1920x1080 px
Processor Intel(R) Core (TM) 17-8750H
Maker Acer
RAM 2048 MB
Video memory 16 MB
HARD Disk 39,9 GB (/dev/sdal)
CPU MHz 2208.002
Cash size 9216 KB

Based on the results, the following metrics are measured.

- Effectiveness of packet capture

- Client de-authorization time

- Reliability

- Processing performance of sent requests.

A. Effectiveness of Packet-capture

The effectiveness of using a particular method when hacking Wi-Fi is calculated by the equation:

E= § x 100% (50)

Where E: the effectiveness of packet capture; P: the number of packets captured; 7 the time taken for a
packet capture.

The data for calculating the packet capture effectiveness is given in Table 3 and Table 4. When calculating
the effectiveness, the number of captured packets is considered. Table 3 and Table 4 show the number of
packets captured by various tools within 50 seconds. The largest number of packets in a time equal to 50
seconds was captured by the BTFAT (48.5), the smallest number of packets — by Wifite (41). Figure 4 shows
the effectiveness of packet capture using the BTFAT, Reaver, Wifite, and Wireshark tools. Figure 4 shows that
BTFAT (97%) has the highest effectiveness. Figure 4 also shows that the effectiveness of the BTFAT increases

over time. 110+
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Figure 4 - The effectiveness of packet capture
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B. Client de-authorization time

The client de-authorization time depends on the number of requests made by the hacker and the responses
received from the client, as well as the speed of sending requests. The de-authorization time is calculated using
the equation:

N, X N,
72 (s1)

Where #: the client de-authorization time; N : the number of requests; N : the responses received from the
client; V' : the speed of sending requests.

Data for calculating the de-authorization time are given in Table 5 and Table 6. Figure 5 shows the client
de-authorization time for each tool. If the speed of sending requests is the same for all tools, then calculating
the de-authorization time by the equation (51), it is noticeable that the de-authorization time increases with
the passage of time and the requests sending. Figure 5 shows that the BTFAT sent 50 requests and the de-
authorization time took 116.6 seconds. Thus, the BTFAT can complete the authorization process in a shorter
time compared to other tools, which contributes to faster handshake establishment for password decryption.

320
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© 280 —— Rgaver
% 2604 Wifite
& 240 —v— Wireshark

Client de-authorization tim
B
1

0 T T T T T T T T T T 1
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Number of requests

Figure 5 - Client de-authorization time
Figure 6 shows that for BTFAT, even with an increased number of requests, the pre-authorization time is

minimal compared to other tools. o] [=—BTFAT

800 ] —e— Reaver
& 7504 Wifite
a"’).mo J —v— Wireshark|
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Figure 6 - Client de-authorization time
Figure 7 shows the relationship between the number of requests sent to the user and the number of responses
received from the user. Figure 7 shows that the smallest number of responses received was accepted by the
BTFAT (6). This means that the BTFAT requires less resources and time to intercept the handshake, as fewer
requests are processed. T
I Reaver

[ wifite
[ Wireshark

IN)
L

=)
1

Responses received from the client

0 5 10 15 20 25 30 35 40 45 50
Number of requests

Figure 7 - Elements of the de-authorization process
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Figure 8 shows the relationship between user requests and responses. The duration of a network hacker
attack depends on the number of responses received as a result of requests sent by the hacker. The fewer
responses received from the client and the user are de-authorized, the faster the user processes requests and the

wireless network is hacked.
30 4

_ 281 [ BTFAT
G264 (M Reaver
G244 || wifite
£22] [ wireshark

0O 10 20 30 40 5 60 70 80 90 100 110

Number of requests

Figure § - Elements of the de-authorization process

During the de-authorization process, the time of this process depends on such elements as the number of
requests and responses, and the speed of sending requests. Figure 9 shows the correlation between speed and
time, as well as between the time and number of client responses. Figure 9 shows that the correlation values in
the upper graph are less scattered, which means a higher correlation. In the lower graph, the values are more
scattered, which means a high correlation. Table 9, showing the correlation coefficient of each element of the
de-authorization process, demonstrates a 92% correlation between the time spent on client de-authorization
and the number of responses received as a result of requests. This means that the de-authorization time is
highly dependent on the number of responses received. The correlation between the speed of sent packets and
the de-authorization time is 53%, and an average noticeable relationship is formed. This means that the de-
authorization time is weakly dependent on the speed of sending packets.
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Figure 9 - Correlation dependence
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C. Reliability
The reliability of Wi-Fi hacking is characterized by the probability of password decryption, which is determined by the
following equation (52):
No - Xm

Pc(t) = N,

(52)

Where P.(t): reliability of Wi-Fi hacking; Nj: the number of initially captured packets; Y.n;: the total number of
requests.

Figure 10 presents the percentage of reliability of the network hacking process for each tool. Data for calculating the
reliability of using each tool are shown in Table 10 and Table 11. Figure 10 shows that the BTFAT has the highest reliability
(86%), and the Wifite tool has the lowest reliability (66%). Also, Figure 8 reveals that over time, the reliability of packet capture
using the BTFAT remains higher than with other tools.
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Figure 10 - Reliability of the network hacking process

D. Processing performance of sent requests
The processing performance of the requests sent to the user affects the time of the de-authorization process, as well as
the process of handshake interception. Therefore, this parameter affects the total time of Wi-Fi hacking. The higher the
performance, the faster a hacker can crack the Wi-Fi. The processing performance of the requests sent to the user is calculated
using the equation:
BxC

Py = —— % 100% (53)

Where P,: the processing performance of sent requests to the user; f: the number of processed responses; C: the channel
capacity; w: the request processing time.

Figure 11 shows that the processing performance of requests sent by the BTFAT is stable compared to other tools and is
equal to 85%. Also, the BTFAT has the highest performance, which contributes to the fastest Wi-Fi hacking. The data for
calculating performance is described in Tables 12 and 13.
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Figure 11 - The processing performance of the requests sent to the user

Discussion of results

The proposed BTFAT consists of three stages. The first stage is packet capture, the second is user de-authorization,
and the last is Wi-Fi Blockchain-Featured Hacking Process. The advantages of using BTFAT is the use the
features of Blockchain technology that capture the packets effectively, reduction of the user de-
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authorization, and the reliability. The packet capture effectiveness is 97%, which is higher than that of the other
tools. The user de-authorization time with the BTFAT is more effective as compared to other tools. This time is
minimal when compared with other state-of-the-art tools. Thus, it proves that the BTFAT tool takes less time to
perform de-authorization of the user, so the minimum amount of time is needed to intercept a handshake. The
reliability of hacking a wireless network with BTFAT is 86%, which is the highest indicator. Table 3 shows the
comparative analysis of the proposed BTFAT tool and other contending tools.

Another advantage of this tool is that BTFAT works with any wireless network adapters whose driver
supports the monitoring mode. Also, the advantage of this tool is its extensive functionality. In addition to
cracking WEP/WPA/WPA2 keys, BTFAT can decrypt intercepted traffic with a known key, analyze traffic,
create a virtual tunneling interface, create encrypted packets for injection, provide techniques for attacking
the client, remove WEP masking from PCAP files, store and manage lists of ESSIDs and passwords, calculate
paired master keys, and open access to the wireless network card from other computers. However, this method
of hacking Wi-Fi has disadvantages. The main disadvantages are the slow speed of password search and the
lack of tables with pre-calculated hashes for password selection.

Table 3 - Comparative analysis of the proposed BTFAT, Reaver, Wifite and Wireshark tools

Name of  Effectiveness Client de- Responses Responses  Reliability Processing
tools of packet  authorization time received from received from performance of
capture the client the client sent requests
55 110 55 Requests 110 Maximum Request
Request Request Requests captured 50  processing 50
packets seconds
BTFAT 97%, 116.6 192 06 12 86% 85%
Reaver 87.4% 1333 5512 08 16 84% 59.5%
Wifite 74.3% 283.3 796 12 24 66% 47.2%
Wireshark 94.3% 200 552 9 18 76% 66.1%
Conclusion

This paper introduces a Blockchain-featured BTFAT for controlling the hacking of the wireless network.
It also provides a detailed description of the wireless network hacking process. The Wi-Fi hacking process
occurs in three phases. In the beginning, packets are captured by monitoring and saved to a file, then the user is
de-authorized, and the handshake is recorded in a previously saved file. The last phase consists of Blockchain
technology features, which are used for controlling the hacking process of the wireless network and decrypting
the password. The advantage of the proposed BTFAT is that the BTFAT can hack networks that use Blockchain
technology, given that networks with such technology have very high security. Another advantage is the speed
of using this method, its efficiency, and reliability.

The expressions have been used to calculate the values of efficiency, reliability, and user de-authorization
time, and a comparative analysis of several tools for hacking Wi-Fi was performed. The reliability of using the
BTFAT is 86%, efficiency - 97%, the request processing performance time is 85%. Furthermore, the time of
detecting the Wi-Fi-hacking is minimal compared to other existing state-of-the-art tools. These results show
that the proposed BTFAT is the best choice for Wi-Fi-hacking prevention. In the future, we will model the pen-
testing process with BTFAT for evaluating the wireless network security metrics.
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Pazak A., 9ain A.K., Amanxonosa C.T.
Biokueiin TexHoJiorusicbiHa Heriznedaren Wi-Fi xakepiH aHbIKTayIbIH )KaHa KYPaJibl

Annpatna. Wi-Fi 0usnec, OutiMm Oepy, @HEpKacin koHe T.0. KONTEreH cajanapia MaHbI3Ibl POJl aTKapabl,
eKiHIIi )karbrHaH, Wi-Fi ocanabIikrapsl naiigananymsuTapApIH MOTIMETTePiHIH KYMTUSIBIIBIFIHA 3USTH KeNTipe/li,
erep ocaijbIKTap aypbic eHaenMece. Keiibip xakepiiep 0y3y npoiiecine akenetin Wi-Fi ocanibirbia naiiganaHy
yurin Linux kypainbid maiinananaael. byn makanaga Wi-Fi xkeniciniyg Kayinci3nirin skakcaprty yurid Blockchain
Technology-Featured Novel Air-Cracking tool (BTFAT) ycembinran. Kypan KyHap! QyHKIHsIIapAan TYpasl
(MbIcanbl, OakpuIay, CKaHepiey, 0y3y *koHe TecTiney). byn QyHKuusmap skeniHiH OcajAbIKTapblH aHBIKTayFa
koemekreceni, BTFAT C rtiminae OarmapiaMaiaHFaH. DKCICPUMEHT HOTIOKeJepiHe cyieHe oTeipein, BTFAT
0acKa KOJIJIaHBICTAFbI 9JIICTEPMEH CaJIbICThIPFaH/Ia KOFaphl OHIMIUIIKTI KAMTaMachl3 eTe/l.

KinT ce3nep: Wi-Fi, ocannbik, BTFAT, kynusnbeuibik, ceHIMIUTIK, TecTiney, Blockchain TexHoMOTHSICHI.

Pazak A., 9ain A.K., Amanxonosa C.T.
HoBplii HHCTPpYMeEHT il 00Hapy:keHus B3jioMa Wi-Fi Ha ocHOBe TexHOJI0THH OJI0KYeiiH

AnHoranmusa. Wi-Fi wurpaer BaxkHyI0 pojb BO MHOTHX OO0NacTsX, TakMX Kak Ou3Hec, oOpa3oBaHue,
MIPOMBINIIEHHOCTh U T. . C npyroii cropoHsl, ysa3sumoctu Wi-Fi HaHOCAT ymepd KoH(MUIESHIIMATHHOCTH
JAHHBIX TIOJB30BATENICH, €ClM YSI3BUMOCTH HE 00pabaThIBaroOTCs JOKHBIM oOpa3oMm. Hekotopwle xakepsl
WCIIOJIB3YIOT MHCTPYMEHT Linux st ucnonb3oBanus ysi3BuMocty Wi-Fi, KoTopast TpUBOIUT K TPOLIECCY B3IIOMA.
B aToit cTaThe mpencrariner HOBBIM nHCTpyMeHT Blockchain Technology-Featured Novel Air-Cracking tool
(BTFAT) nnst ynyuiienus 6e3omnacHoctu cetd Wi-Fi. THCTpyMEHT COCTOUT U3 NeHHBIX QyHKIUN (Hampumep,
MOHUTOPHUHI, CKAaHHPOBaHME, B3JIOM M TECTHPOBaHUE). DTH (YHKIIMH TIOMOTAIOT OOHAPYKHUTH YSI3BUMOCTH
ceTH, 3armporpamMmmupoBaH Ha si3bike C. OCHOBBIBasCch Ha pesynbrarax dkcrnepumenTa, BTFAT oGecnieunBaer
0oJIee BBICOKYIO MTPOU3BOUTENBHOCTD 110 CPABHEHHIO C JIPYTUMU CYIIECTBYIOIIMMHI METOTAMH.

Kawuesbie caoBa: Wi-Fi, ya3sumocts, BTFAT, xoHbUIEHIIMATBHOCTh, HAJACKHOCTH, TECTHPOBAHHE,
TEXHOJIOTHUS OJIOKYCHH.
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INTERACTION ANALYSIS OF GOVERNMENT REVENUE AND AUDIT

Abstract. The article examines the relationship between unforeseen government revenue and the actual audit
conduct. It has been found that overprofits can worsen the public organizations’ work, while government audits
increase their effectiveness. The findings were obtained through macroeconomic management modeling that
was structurally evaluated using econometric formulas and quasi government data. Based on the estimated
model, the correlation between over income and the number of audits on the public administration’s
effectiveness has been determined.

Keywords: government auditing, government efficiency, management model, super profits, Bernoulli
formula, optimal strategy, game theory, determinism, correlation, exogenity, endogenity

Introduction
The existing annual reports on the performance of regional audit commission budgets were highly useful for
examining the role of government auditing in the work of local governments in Kazakhstan. At the same time, "the
subject of the content of the analysis was the posting of the conclusion to the Annual Report on the performance
of regional budgets for 2017 or 2018 on the online resource of the audit commission." The study found that "only
four audit commissions have placed conclusions to the annual performance reports of regional budgets for 2018,
despite the fact that the annual reports of all local budgets have been approved" [1].

Some regional mayors have been subjected to repeated checks. Consequently, it is an excellent research
opportunity to compare the levels of audits of local government bodies, which vary in the nature of the work
carried out, depending on the regional specifics. And in the future, it is an opportunity to assess the impact of
past audits on the subsequent work of local administrations, which face the same expected probability of
conducting a government auditing.

Purpose of the research

To build a model of the influence of the government auditing, its unscheduled inspection of the work of the
local administration. Then, to examine how the audit and the likelihood of a new one will force the state
administration to change its beliefs and own actions in relation to the subsequent financial transactions and the
work in general.

Materials and research method

In the model, the factor of the unpredictability of government auditing is important, which subsequently has
a significant impact on the number of financial violations. Pre-alert audit in a short period of time: in a
few days — has a positive effect on the effectiveness of the audit. Otherwise, given a longer waiting time, the
public administrations are more carefully prepared for audit in an attempt to cover up violations. This
conclusion is not new to the model in question, as well as to others.

Background and data

Kazakhstan is a centralized unitary country, in which regional bodies are headed by officials appointed
from the Center, with the provision of certain transfers from the national budget. The mayors of the regions
make decisions together with local legislatures, oil districts, on the expenditure of budget funds. Taking into
account the probabilistic central oversight by the Standing Committee on Public Accounts, in the established
practice, there are certain conflicts on the development of funds annually. In fact, "local government in

Kazakhstan is inefficient and under-demanded by the state" [2].
General violations can occur in unfinished community service, paid but unfinished, and the use of forged

documents and fictitious organizations that exist only nominally. Financial irregularities, however, are due to
scams in the procurement of goods and services, diversion of funds and excessive billing for goods and services.
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As a rule, such distribution is obtained with large transfers from the national budget with the existing judicial
procedures of insolvency, as well as minimal media activity on the ground [3].

Studies by Eric Avis and Frederico Finana of the University of California, Berkeley, and Claudio Feraz of the
Pontifical Catholic University in Rio de Janeiro found that the level of corruption is about 8% lower among local
government agencies audited compared to those not exposed. It is also shown that auditing can lead to significant
legal costs. It has been consistently proven that the disciplinary effects of trials can account for the 72% reduction
in corruption on the ground. In accordance with this, model estimates in this case document an increase in the
probability of legal action by 20% after the audit [4].

In the conditions of Kazakhstan, "the basis for the implementation of control are exclusively the annual and
quarterly plans of the Standing Committee for Public Accounts to monitor the implementation of the national
budget" [5]. Control on behalf of the President of the Republic of Kazakhstan, the Administration of the President
of the Republic of Kazakhstan, and the requests of the deputies of the Parliament of the Republic of Kazakhstan
is carried out based on the relevant amendments and additions to the quarterly plan of the Accounts Committee.
Based on preliminary examination of the monitoring facility, a monitoring plan is drawn up and an external
government auditing program is being developed. The Standing Committee may re-examine the activities of the
monitoring facility if the previous audit of the standards of state financial control does not comply [5].

In accordance with most models of public administration, the audit plays a positive role in its suddenness and
the timing of the notification of the holding. Thus, local governments will only be able to calculate the probability
of the next public audit, and their alert within two days will affect the effectiveness of work. Faced with this
uncertainty, it seems likely that local governments will seek to take into account the risks of such a sudden audit in
their work, extracting information from both their own experience and the neighboring regional administrations.

Interpreting the main conclusions of the E. Avis, F. Finan and K. Feraz model, it is intuitive that reducing
the level of corruption due to the conduct of government auditing will lead to increased responsibility of the
administration, decisions and their efficiency. In turn, such a check, especially at the time of appointment or
reassignment, at the same time, has a positive effect on the quality of personnel, the so-called selection effect, and
on improving the efficiency of the administration as a whole [6].

Finally, the existing research on the relationship between appointed responsibility and political action reveals
that incumbent officials are responding to incentives for reassignment. Brazil's Bolsa Escola program, a local-
oriented conditional remittance program, has performed far better in those administrations where leadership has
been encouraged to reelect.

In Kazakhstan, "the fact that the modern development" of the country "has a clear regional context," it is still
necessary to conduct a "state regional policy that will aim to smooth the differences between regions" [7].

Based on the data obtained by the quasi-public sector (further quasi-sector) we will build our own model,
starting with the calculation of the parameters of the linear equation of multiple regression:

y=a+bx +bx +e (1)

where y — is a profitable part, x — is a consumable part consisting of x|, capital turnover and x,, used capital,
V&> 0, a small amount with a normal distribution of mathematical expectation of x = 0 and an average deviation

o

g In this case, the parameters of the equation (1) will be found from the solution of the system of equations:
y =a+ bix1 + byx;
yX; = ax; + byx? + b,X1x; @)
VX, = aX; + by X %5 + byx3
Model
In order to understand how the government auditing affects the work, we will use the existing model of E. Avis,
F. Finan and K. Feraz and the model of political responsibility on the basis of the career ladder of B. Holmstrom,
T. Persson and G. Tabellini [8]. To simplify, we will develop a continuous model at the initial stage, taking into
account the impact of the uncertainty factor of unscheduled audits. Local government administrations will be
characterized by personality traits throughout their tenure:
X (gender, education, position), 3)
where i = I, n — the number of local administration workers dependent on three variables.
Then F's functional ability will be expressed through the personality qualities of X and cognitive &;:
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FX)=X+¢, (4)

where a € R and a>0; V&i>0, small value with normal distribution of mathematical expectation # = 0 and
mid-square deviation 2.

Ri(p,X) = FI(X) + Ef(p, X), (5)

where £, — efforts to work, depending on personality and probabilities, p, conducting time checks, ¢, by
Bernoulli: pit = 1, if the government auditing has taken place in time ¢ and pit = (, if not.

The expression (5) can also be rewritten as a

Ri(p,X) = aX; + & + Ef (p, X) ©)

If financial irregularities are detected in the course of audit conduct with the probability, pl.f, for the time, 7, the
local administration will be punished, expressed function of costs:

Cf(p,X) = ¢/ (p{, Ef (0. X) (7)

At the same time, the result of the audit will affect the overall efforts of the administration and efficiency in
general, as well as the expected administrative management decisions.

In general, the local administration solves the task of optimizing the utility function, U, maximizing their
performance by improving efficiency and minimizing costs, being more responsible for decisions:

max,U(p,X) = RE(p, X) — Cl(p,X) @)

Itis important to note that local state bodies are politically “juggling” between the central authorities, represented
by the controlling structures, and the appointees, who, in turn, are guided by the rating of the effectiveness of
management.

Results and discussion

Preliminary results and calculations of the model show that the local administration, in which the government
auditing was conducted, commits 7.9% less financial violations than those in which it was not.

However, the lack of information of government agencies and the high probability of repeated unplanned
inspections significantly increases their effectiveness and the functioning of the administration in general. Of
course, this estimated effect only covers short-term equilibrium effects. If there are side effects, estimates and
their true impact in the long term are likely to be underestimated. All of this will create a need for further external
resources, such as the media and certain judicial procedures, to consolidate the short-term results of the government
auditing.

Despite the importance of legal liability for financial irregularities, understanding how to conduct government
audits more effectively remains limited for the time being, especially when such violations are endemic. In this
sense, more research is urgent here to better understand the nature of public auditing in today’s environment, as
well as the emerging conflicts caused by audits when financial irregularities are detected.

Conclusion

This article shows that government audits, unscheduled inspections can be the main policy in the fight against
financial violations in the country. In the case of the local government authorities, where such audits were carried
out, there subsequently occurred about 8% less violations.
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Ayken B.M.
MemuiekeTTik KipicTep KoHe ayIUuTTiH 63apa dcepJiepi

Angarna. Makanaga KYTIEreH MEMJIEKETTIK KipicTep MeH HakKThl ayauT >KYPTi3ydiH apakaThIHACHI
KapacThIpbUIael. APTHIK Taiaa KOFaMIbIK YHBIMIApABIH JKYMBICBIH Hallapiarajbl, all MEMIIEKETTIK ayauT
OJIApIbIH THIMIUTITIH apTTeIpaabl. HoTmxkenep KBa3uMEeMIICKETTIK IEPEKTEP MakaaJaHbUTFaH Y9KOHOMETPHUKAITBIK
(hopmymanap apKpLIBl KYPBUTBIMIBIK OaFajlaHFaH MaKpOIKOHOMHUKABIK 0aCKapyIbl MOJIENb/IEY apKbLTBI aJIbIHIBI.
Bomkaner yaTiHiH HETi31HIe MEMIIEKETTIK OacKapy THIMALUTITIHE TEKcepyliep CaHbl MEH apTHIK Kipic apachIHIAFbI
KOPPEJISIUS aHBIKTAJJIbI.

Tyiiin ce3mep: MeMIekeTTiK ayIuT, MEMJIEKETTIK THIMALUIIK, O0ackapy Mojeni, cymep maiina, bepHymmu
(hopMyIacel, OHTANIIBI CTPATETHS, OMBIH TEOPHUSACHI, TETEPMIUHI3M, KOPPEIIAIHS, YK30TE€H/IIK, SHAOTSH/IIK.

Ayken B.M.
AHaJIN3 B3aUMO/IeHCTBHSA IrOCYIapPCTBEHHBIX H0X0/10B U ayUTA

AnHoTtanmus. B crartee wuccnmemyercs B3aMMOCBA3b HEMPENBUICHHBIX TOCYIapCTBEHHBIX JOXOIOB U
(hakTHYEeCKOTO TPOBEEHHS ayInTa. BBISICHIIOCH, YTO CBEPXIPHUOBLIHL MOXKET YXYAIIUTH paboTy OOIIeCTBEHHBIX
OpraHM3alni, a TOCYIapCTBEHHBIN ayTUT MOBBICUT UX 3(PPEKTHBHOCTE. Pe3yapTaTsl OBLTH MOTyYeHBI C TTOMOIIHIO
MOJIEITUPOBAaHUST MAKPOIKOHOMHUYECKOTO YIPABICHHUS, KOTOPOE OBIJIO CTPYKTYPHO OIIEHEHO C HCIIOJb30BaHUEM
9KOHOMETPHYECKHX (DOPMYJI C NCTIOTB30BAHUEM KBa3UTOCYIAPCTBEHHBIX JJaHHBIX. Ha 0CHOBE O1IeHOYHON MOsIeH
ObLTa OmpeneneHa KOPPesIus MeXIy W30BITOYHBIM JIOXOIOM M KOJIHYECTBOM TPOBEPOK APPEKTUBHOCTH
TOCYIapCTBEHHOTO yIPABICHUS.

KuaroueBbie cioBa: rocyqapCTBEHHBIH aynuT, 3(PPEeKTHBHOCTH TOCYIapCTBEHHOTO YIPABICHHS, MOIENb
yHOpaBlIeHHs, CBEepXIpHObLTH, (opMyna bepHyuH, onTHMaimbHas CTPATeTHs, TEOpPUS WIP, JIETCPMHUHH3M,
KOPPEISIHs, SK30T€HHOCTbh, YHIOTEHHOCTb.
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METHODOLOGY OF TEACHING THE ECONOMIC DISCIPLINES IN DIGITAL ERA

Abstract. Underestimation of the scientific achievements of the post-industrial theory and disruptive
innovations affect the quality of educational curricula and syllabi of the disciplines taught to economic majors,
thereby ignoring the requirements of a new civilization and a new paradigm generated by the digital age.
The article explains how new economic knowledge should be introduced in the content of such subjects as
Economic Theory and Economics and Industrial Engineering. One of the ways to harmonize science and
educational practice is updating the methodology of teaching economic disciplines. While teaching the
Economic Theory and Economics and Industrial Engineering we introduced original examples of post-
industrial society and breakthrough innovations in the process of digitalization in Kazakhstan, the
theory of learning and communication management, behavioral science, research methodology, rhetoric
model, the principle of specificity and scientific knowledge. To overcome the negative impact of
disruptive innovations on the process of digitalizing education, the author suggests the method of
synopsis writing based on tabulation, paraphrasing and forming questions for each lecture topic followed by
online group and other communication activities during practical lessons. Implementation of the
improved methodology of teaching economic disciplines in the study of other subjects at IITU and at an
educational center in Almaty has demonstrated its effectiveness.

Keywords: teaching methodology, economic discipline, digitalization, principle of specificity, principle
of scientific knowledge, written rhetoric, oral rhetoric

Introduction
The fourth technological revolution has brought about transformations in social and economic life associated
with digitalization. There have taken place radical changes in almost all spheres of society, including the system
of education. The university life is paramount to socio-economic development of the state, because it is higher
educational institutions that form the intellectual, cultural, creative potential of society and are responsible for the
preparation of the future specialists of a high level. The development of society is inextricably linked with the
progress of education. Educational activities of the higher schools should be targeted on fostering a generation
that is able to bring the best values of human society into daily life.

The article published in the Goggle Scholar base has identified four trends connected with the introduction
of digital technologies and tools into the educational process: the formation of a blended learning
model; transition to online learning; creation of a virtual (digital) educational environment; changing the
approach to the management of educational organizations [1]. Higher education can lead to many benefits,
including a prosperous career and financial security. In the 21st century, education plays an even more
significant role in other aspects of personal life. Attaining a higher education level can increase opportunities
and improve the overall quality of life [2]. Earlier, higher education was meant to provide the labor
market with qualified personnel and many Americans viewed higher education as a path to a “good job.”
Employers’ requirements to university graduates include teamwork, written and oral communication, ethical
decision-making, critical thinking skills and the ability to apply knowledge in real-world settings. With the
passage of time and under the influence of rapid changes in this century, the learning outcomes also
include those skills that, in the opinion of many higher educational institutions, will prepare graduates
not only for the job but also for an active life and interested citizenship [3].

A need to find out how changes in the methodology of economic science should be reflected in
the content of economic disciplines, specifically, Economic Theory and Economics and Industrial
Engineering became a driver of writing this article. The State Program for the Development of Education and
Science of the Republic of Kazakhstan for 2020-2025 prioritizes raising the status of the teaching
profession, modernizing teacher education, introducing a vertical system of administration and financing of
education [4]. The tasks of the previous program implemented before 2020 seem to be quite relevant. In
particular, modernization of the system of technical and vocational education; achieving a high level of
quality in higher education that meets the needs of the labor market, the tasks of industrial and innovative
development of the country and the individual, compliance with the best world practices in the field of
education [5].

International Journal of Information and Communication Technologies, Ne§ (2), December, 2021

42



[ | HNUP®POBBIE TEXHOJIOI'MH B S KOHOMHUKE U MEHEJI’KMEHTE [ |

A review of the relevant literature in the public domain shows that the focus is on the problems of teaching
methods and techniques. Whereas teaching methods represent a tool in cognition and assimilation of knowledge,
the educational methodology is the doctrine in the organization of purposeful training of students. Consequently,
the research methodology of Economics is fundamental for the renewal of the content of education, training and
teaching.

Purpose of the research

Teaching in a new technological reality of the 21st century should meet the requirements of a new civilization
structure and a new paradigm of the world community development. A rapidly changing reality requires the
compliance of the teaching methodology of economic disciplines with the updated research methodology of
economic theory and the innovative pedagogical and educational content of academic courses. After modifying
the existing methodology of teaching economic disciplines, the quality of education will increase based on the
targeted impact of updated principles, methods, technologies and a new didactic system on the cognitive process
of training a competitive specialist and a creative personality. Thus, the purpose of this article is to conceptualize
ways of modifying the methodology of teaching economic disciplines based on the updated economic research
and new pedagogical and educational technologies in the digital era.

Materials and research methods

To achieve the goal of the study, several objectives were set. Among them, literature review of the manuscripts
posted in the Kazakhstan Citation Base (KazBC), the Russian Science Citation Index (RSCI), Scopus bibliographic
and abstract database, as well as the results of scholarly research in the open space. Acquaintance with the sources
has shown that both domestic and foreign authors focus on the study of individual components of the methodology.

The directions of research cover the topical problems of teaching economic disciplines, modern forms and
methods of organizing the educational process, including distance learning, the most pressing methodological
issues of teaching related to the students’ cognitive ability, the development of their practical skills, systemic
thinking, deepening and expanding their competences. Teachers share their experience and offer their vision of the
existing problems and ways of solving them. The table below presents a classification of literature on the topics
related to different content components of methodology.

Table 1 - Classification of literature by teaching methodology components
Author Source Content
Methodology and techniques of teaching
Principle of methodology. System approach.
Dependence on the important aspects of
learning process.

Methodology of teaching economic

L. Podderegina. disciplines in a technical university.

L. I. Podderegin, Methodological foundations of teaching

. i economic disciplines (including Lack of domestic methodological
E. M.Gainutdinov. . .
marketing and management) in the developments.
higher education system.
Editorial team: Distance learning. Current methodological
T.I. Trubitsyna Techniques of teaching Economics: issues of teaching. Cognitive activity of
E.V. Ogurtsova experience and problems. students. Development of practical skills.
Systemic thinking.
Methods
D.M.Senkebaeva. Applying new methods of teaching The focus on new teaching methods and new
Economics to college students. technologies.

V.G.Budashevsky, The development of disciplines witha ~ Human and technological progress. Flexible
K.V. Krinichansky O. flexible subject area in the digital age: subject. Logical methods. Heuristic methods.

N. Pastukhova. logical and heuristic methods and model. Model. Digital age.
Principle of learning
T Green. Flipped classrooms: An agenda for

Flipped teaching, learning, and assessment

innovative marketing of education in ) >
ideas for marketing educators.

the digital era.
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Oparaocha Gospel Educating the 21st century learners: are A new digital environment potentiating

Onyema, Pokidko educators using appropriate learning a global diaspora of highly interactive
Daniil. models for honing skills in the mobile entrepreneuria] and intrapreneuria]
age? commerce. The UNESCO ICT-CFT Model.
Educational Policy
Mohamed Ally. Competency profile of the digital and The forces shaping education in the future
online teacher in future education. and the competencies required for the digital
teacher to function effectively.
S.L. Hoe. Digitalization in practice: the Systems thinking, personal mastery, mental
fifth discipline advantage. models, shared vision and team learning
in the context of the current digitalization
megatrend.
Technologies
Patricia Altass. Sean Re-imagining education policy and Technology automation and digital
Wiebe. practice in the digital era. Taylorism. Technology, changing

communication, collaboration and
knowledge creation.
Pedagogical innovation

Orit Avidov- Professional identity of teacher Vis-a-vis technology-integrated teaching.
Ungar,Alona educators in the digital era in the light of Institutional support. Professional identity
Forkosh-Baruch. pedagogical innovation. construction of innovative teacher educators.

Compiled by the author based on sources [5], [6, [7], [8], [9], [10], [11, [12], [13], [14], [15], [16].

Proceeding from the principles of specificity, the original examples of teaching the disciplines "Economic
Theory” and “Economics and Industrial Engineering” were used to reveal the research problem. The teaching
uses the fundamental provisions of the theories of post-industrial society (PIS) and disruptive innovations (DI),
constituting the basis of new scientific knowledge. Thus, the updated knowledge of teaching methods, the
implementation of the principle of scientific knowledge, which has enriched the teaching methodology, have
significantly affected the educational process.

Theory of PIS TPIS&TDI Theory of DI

Increased investment in IST industry in Digitalization in

. peop!e : Bolashalg - Kazakcran Temip sx0IIbI
international educational

scholarship

Kazakhstani economy

Digitalization in

Gis E M - The internet
ig Economy: Managin -
. tale};lts = Mobile phones Medicine

Figure 1 — Examples of issues of post-industrial society and disruptive innovations

In a rapidly changing world, students ought to receive advanced knowledge, therefore, the standard curricula
of disciplines should be periodically revised, and scientific achievements in the field of Economics must be
implemented. Hence, the comparison of research as a model of rhetoric becomes one of the bases of teaching
methodology.

The new knowledge embraces various types of communicative interaction in oral and written speech (including
the traditional rhetoric: bene dicendi scientia "the science of good speech”), natural and artificial languages. Such
a methodological requirement has become especially relevant in the context of a pandemic and the transition to
online education. The standard educational policy of teaching the courses “Economic Theory” and “Economics
and Industrial Engineering” requiring that students must be disciplined, educated and polite in accordance
with university policy and social requirements of the community was enriched during the quarantine with the
development of appropriate online communication skills and competencies.
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Power Point Presentation of the first introductory lecture contains a slide on online communication and
management. Assignment for students’ self-study is based on the recommended MOOC courses "What is
communication and effective online communication: why is it important in management"? Mandatory online
learning outcomes include reporting on progress in the acquisition of online communication skills [17].

Communication management and online communication

Communications managementisthe systematic planning,
implementing, monitoring, and revision of all the
channels of communication within an organization, and
between organizations; it includes the organization and
dissemination of new communication directives connected
with an organization, network, or communications
technology.

Online communication is how people communicate,
connect, and transact to send, retrieve, or receive
information of any kind via the internet using digital
media. All the communication that is carried out via the
internet is known as online communication. Because of our
increasing presence online, this type of communication is
becoming as important as offline communication.

www.shutterstock.com - 1155339961

https://www.youtube.com/watch?v=S7CN9Trw43w&

https://www.youtube.com/watch?v=nIQhHEWpdW

Figure 2- Communication management and online communication in teaching Economics and Industrial
Engineering

Written rhetoric in digital times is extremely important due to issues of disruptive innovations. The original
methodology consists in compiling a Synopsis of the lecture based on paraphrasing and questionnaires. The
purpose of this activity is to make students fully understand the content of each lecture. The objectives include
the requirements of keeping a personal copybook, in which the student should reflect a summary of PPT of each
lecture in a tabular form, based on reading each slide, its paraphrasing, and setting appropriate questions to the

text of the slide [17].

Table 2 - Sample of “My Synopsis” of the lecture with paraphrasing and questions

Number of the Text of the slide Paraphrasing
slide
1. Economics The title of the

Question Note

What is the name of Two

and Industrial introductory lecture of the discipline? Who delivers

Engineering. discipline. the lecture?
2. Ancient scholars Explanation of the nature  Who is the first to mention  Four.
on economy. of economy by the the term “economy’?

ancient scholars: Hesiod, Name the peculiarities of the
Xenophon, Aristotle and  economic concepts of the
al-Farabi; their main book. ancient scholars. Trace the

3-15 Corresponding  Corresponding
text. paraphrasing.

links between Aristotle and

al-Farabi economic heritage.

Who talks on natural needs

of people, values, and rules

of economy?

Corresponding questions. Corresponding
meaning.

The constant updating of academic curricula is a warrantee of the long-term practice of teaching economic
disciplines, including Economic Theory and Economics and Industrial Engineering. The development of teaching
methodology reflects changes in the methodology of economic theory. Therefore, the digitalization of all aspects
of life, including the economic one, requires the inclusion of a section and the essence of changes caused by
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ICT and digital technologies. The original updated course content includes a discussion of various emerging
trends in economic theory with real-life examples and case studies. This becomes possible after examining such
issues as ICT and economy, Information Kazakhstan, Digital Kazakhstan and Industrial and Innovation Policy in
Kazakhstan, Post industrial Society, Digital Economy, Digital Entity and Digital University.

Results

Research on methodology of teaching economic disciplines in the digital era has shown the conceptualized
ways of modifying the methodology of teaching economic disciplines based on the updated research into
economic theory and new pedagogical and educational technologies in the digital era. The research findings may
be categorized into the following sections.

First, the analyzed experience demonstrates examination of different aspects of methodology and techniques
of teaching, principle of learning, educational policy, methods and technologies. Among them the methodology
of teaching economic, marketing and management disciplines in technical universities, the cognitive activity of
students, practical skills and systemic thinking, using the mobile age models to hone skills, the benefits of ICT
in education for teacher’s professional development, flipped learning and teaching as an educational principle,
digitalization in practice and digital Taylorism. The area of technologies is of interest in re-imagining education
policy, practice, and technology-integrated teaching in the digital era.

Second, from the viewpoint of effective pedagogy, enrichment of academic programs curricula and syllabi
with relevant and new knowledge, use of the principles of specificity and scientific knowledge, the traditional oral
and written rhetoric as "the science of good speech" contribute to the development of teaching methodology in
general and, in particular, of teaching economic disciplines. Based on these provisions, the author's contribution
to the methodology of teaching economic disciplines has been tested for several years. Generalization of this
experience makes it possible to systematize the research results.

Table 3 - Systematization of research results

Problem Theory Issue Methodology
fundamentals
Underes- Post-industrial ~Knowledge- strategic ~ Principle of specificity. Principle of scientific
timation society. resource. knowledge.
of the new Intellectual property  Increased investment in peo-  Ongoing updating of
knowledge. and intellectual capital. ple: international educational academic curricula and
Digitalization and scholarship Bolalshak. Gig  syllabi.
freelancing. Economy: Managing talents.
Disruptive Digitalization in “Ka3akcran  Ongoing updating of
innovations. NA TeMIp JKOJIbI”. academic curricula and
Digitalization in Medicine. syllabi.
Negative Learning theory. Reluctance to write, Written rhetoric. Oral rhetoric.
influence of poor handwriting, no ~ Regular execution of tasks
disruptive written speech skills.  in writing in the discipline
innovation. notebook. Make notes in the
discipline notebook during
each lecture. Work on the NA
Inability to lecture texts in the form of
concentrate, work notes based on paraphrasing

with text, analyze, be  and formulating questions for
attentive, and diligent. self-examination.

Behavioral Insufficient level Development of on-
science. of general culture, line communication
Theory of education and and skills by working
communication communication. NA in groups through a
management. defined channel of

communication, dis-
cussion, group presen-
tation, peer-review.
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The following learning outcomes testify to the effectiveness of the proposed teaching methodology:

- The positive students’ feedback.

- Application of the original methodology "My synopsis" to the study of other disciplines taught by other
teachers.

- Implementation of the author's teaching methodology in the educational center of Almaty.

- Application of new knowledge in reports to the employer and in the situations where a company needs to
overcome crisis.

- Creating a friendly atmosphere during joint online learning, building social networks, mastering time
management and online communication skills, as well as familiarization with and application of cultural and
ethical values in everyday life.

Conclusion

According to the results of the study, it was found that the existing educational issues in teaching Economic
Theory and Economics and Industrial Engineering disciplines were associated with the need to update the
curriculum. Therefore, the sections on the theory of post-industrial society and the theory of disruptive innovations
have been included in the author's teaching methodology for a number of years. For these purposes, there were
used the principle of specificity and the principle of scientific knowledge, written and oral rhetoric as components
of the methodology of teaching economic disciplines. It became possible to deliver and receive the necessary new
knowledge in the field of Economics, as well as use this methodology in the study of other subjects and in teaching
at other educational institutions.
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Bepaikynosa F.M.
Hudpasik 1oyipae 3K0HOMHKaHBI OKBITY dicTeMeci

Anparna. IloctuHaycTpuannel KOFaM TEOPHSUIAPBIHBIH —FBUIBIMH  JKETICTIKTEpiH JKOHE KaHAIIbLI
WHHOBalMsIapael Oaramamay OiniM Oepy Oarmapiamaiapbl MEH 3KOHOMHUKAJIBIK MaMaHABIKTap MOHICPiHIH
OarnapiaManapblHbIH carnacblHa 9cep eTeAdl, ochuIaiiiia HUUGPIbIK J9yip TyAbIpFaH XKaHa ©pPKEHHET ICH KaHa
napagurMaHblH TajanTapblH enemMeiai. Makanaga SKOHOMHKAJIBIK TEOpHsi MEH SKOHOMHKA KOHE ©HEPKICINTIK
WHXESHEPHSI CHSIKTHI ITOHCPIiH Ma3MYHBIHA )KaHa SKOHOMUKAJIBIK O1TiMIep/1i KaJlall €HT13y KePEeKTIri TYCIHAIpiIre .
FoutblM MeH OKy MpaKkTUKACBIH YHIIECTIPY SAicTepiHiH Oipi - SKOHOMHKAJIBIK MOHEPAl OKBITYIBIH KaHAPThUIFaH
ozicteMeci. DJKOHOMUKAJIBIK TEOPHUSIHBI OKBITYFa MOCTUHAYCTpHANAbl KoraM MeH KazakcTanaarsl HuQpranabpy
YZAepiciHAET] KaHa WHHOBALMSIAP, OKBITY MEH KapbIM-KaTBIHACTBI 0AaCKapy TEOPHSICHI, MiHE3-KYJIbIK FHUIBIMBI,
3epTTey SJICTEMECi, PUTOPHUKAIBIK MOJAEIb, CIIeU(UKAIBIK IPUHIIAIII MEH FBUIBIMH OLTIMIEp SHTI3LIIl. XKoHe
SKOHOMHKA. JKOHE OHEPKACINTIK Kypbuibic. binmim 6epyni undpranaplpy yaepiciHe cepriHii MHHOBALMSIIAPAbIH
TEpic 9CepiH KO0 YIIiH aBTOP JICKUMSHBIH 9p TakKbIpbIObl OOWBIHIIA KECTe KOIOFa, Nepudpaalusiiayra KoHe
CYpaK KaJIBIITACTBIPYFa HEri3leNreH aBTOPJBIK JAdpic ka30ajapblH jkazy OHICiH Kommanibl. lIpakTukaibik
cabakrap Ke3iHze ka30alia jKoHe aybl3lla PUTOPUKAFa HETI3AeIreH OHIaiH -TONTHIK iC -LIapanap MEH OHJIAHH
-0aliIaHbIC JKYy3€ere achIpPbUIIbL. 3ePTTEYIIiH THIM/II HOTHIKECI PKOHOMHUKAJIBIK MTOHAEP/Il OKBITYIBIH JKETUI i pUITeH
ozicteMeciH Oacka MoHAEPl OKy/Aa )K9HE AJIMATBIIAFbl OKY OPTaJIbIFBIH/IA KOJJaHy JIel caHayFa Oomajbl.

Tyiiin ce3mep: OKbITY oicTeMeci, IKOHOMUKAJIBIK TIPTiM, UUPPIAHABIPY, CPEKIIENIK MPUHLIMII, FHIIBIMH
TaHBIM MPUHLIUII, Ka30alla pUTOpUKa, aybl3lia HISHICH K eHep.

Bepabixynosa .M.
MeTononorusi npenogaBaHusi IKOHOMHUYECKHUX AUCHHUILIAH B IH(POBYIO 3Py

AnHoTanus. HemooreHka HaydHBIX JOCTM)KEHHH TEOPUH MOCTHHIYCTPHUATIBHOTO OOIIECTBA U MPOPBIBHBIX
WHHOBAIMH CKa3bIBA€TCS HAa KaueCTBE 00pa3oBaTEIbHBIX MPOTPAMM M MPOTrpaMM AMCLUILIMH SKOHOMHYECKUX
CHEeLUAIIHOCTEH, UTHOPUPYS TEM CaMbIM TPeOOBaHMS HOBOM LUBHIM3AMK M HOBOH MapaJurMbl, IOPOKICHHOH
uudpoBoii >moxoi. B crarbe 0OBSCHSAETCS, KaKk HOBBIE YKOHOMHYECKHE 3HAHMS JIOJDKHBI OBITh BHECEHBI B
cofiepKaHHE TaKUX MPEAMETOB, KaK IKOHOMUYECKAs TEOPHsI M DKOHOMHKA U TPOMBILIUIEHHAs HHXkeHepus. OnHuM
13 CIIOCOOO0B rapMOHHU3AIMY HAYKH 1 00pa30BaTeIbHON IPAKTHUKH SIBISIETCS OOHOBIICHHAS! METOIMKA TPENIOAABAHUS
SKOHOMHYECKUX JIUCHMIUIMH. OpUTHHAIbHBIE MPUMEPbl MOCTUHIYCTPUAIBHOTO OOILIECTBa M MPOPBIBHBIX
WHHOBalMi B mponecce nudposusanun B Kazaxcrane, Teopus 00y4eHHsI 1 KOMMYHUKAIIHOHHOTO MEHEIKMEHTA,
MOBEZCHYECKas HayKa, METONOJOTHMsS HCCIEJOBAaHHs, PUTOPUYECKas MOJAENb, NPUHLUUI CHEUU(DUYHOCTH H
HAy4YHOTO 3HAaHUS OBLIM BHEAPEHBI B MPENOAABAHHE YKOHOMHYECKOM TEOPHH M SKOHOMHUKH. U MPOMBIIIICHHOE
CTPOUTENLCTBO. JIJIs1 MPEOJOICHUSI HEraTUBHOTO BIUSHUS MPOPBIBHBIX MHHOBALMHM Ha mpouecc Hu(ppoBU3aliu
00pazoBaHus ObliIa HCIIOIB30BaHa ABTOPCKAsi METOAMKA HAITUCAHNUS KOHCTIEKTA JISKIMIA Ha 0CHOBE TaOyTUpOBaHUs,
nepedpasupoBanus U (HOPMUPOBAHMS BOIPOCOB MO KAXKAOM TeMme JeKIMU. Peann3oBaHa OHIAMH-TPYHIIOBas
JeSITeNbHOCTD U OHJIaiH-001eHNE Ha OCHOBE MUCbMEHHOM M YCTHOM PUTOPUKH BO BPEMsI IPAKTUYECKHUX 3aHATHH.
D¢ PeKTUBHBIM Pe3yIBTaTOM HCCIICAOBAHUS MOXKHO CUMTATh IPUMEHEHHE YCOBEPIICHCTBOBAHHON METOHOIOTHH
MPEenoAaBaHusi SKOHOMHUUECKUX AUCLUIIMH IPU U3y4YEeHHH APYTHX MIPEIMETOB U B 00pa30BaTeIbHOM LICHTPE B T.
AnMarsl.

Ki1ioueBble cjioBa: METONOJIOTHS MPENONABaHUs, SKOHOMUUECKas TUCLUIUIMHA, TH(POBU3ALMS, TPUHLINAI
cneun(pUIHOCTH, IPUHIMIT HAYYHOTO MO3HAHUSI, TUCbMEHHAs! PUTOPUKA, YCTHAs! PUTOPHUKA.
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CBOWCTBA PEAJIbHBIX BUSHEC-ITIPOIIECCOB C TOYKHU 3PEHUSA TPOEKTUPOBAHMS

AnHoTanus. B crathe naeTcs cBoe onpejieseHrue OU3Hec-mpoiecca, KOTOpoe aJIeKBaTHO COOTBETCTBYET IS
pelIeHUsT TpecielyeMoi UCXOaHOM 3amaun. OmHcaHbl 3Tambl MPOSKTUPOBAHHS HAYANIBLHOW CTAIWU TPOIecca
IMPOCKTUPOBAHNA HOMHWHAJIBHOI'O IIpoIccca. PaszButne pa6OTI)I CBOAUTCA K PpPaCcCMOTPECHUIO KOHHGHHI/Iﬁ u
METO/IOB  YIpAaBJICHUS OW3HEC-MPOIIECCOM TPH  BCEX MPOU3BOJCTBEHHBIX CHUTyalMsX, CBA3aHHBIX C
BO3HUKHOBCHHEM HHIIMJICHTOB U Mpo0JieMHOCTH. B naHHON paboTe Takue TePMHUHBI KakK «Ipoliecc» Ou3Heca,
«rporece At Ou3Heca», «mporece OM3Heca», «OM3HEC-NMPOIECCy CYMTACTCS, YTO HECET OJMHAKOBBIH CMBICI,
OAMHAKOBOC ITOHATHCE. HOE)TOMy BCC 3TU TCPMHUHBI 3aMCHCHbI OJHUM TCPMHUHOM ((6I/I3HCC-HpOHCCC».

Karwuesrbie caoBa: [Iporecc, OuzHec-nporiecchl, MPOSKTHPOBAHIE MPOIECCOB, KOMIOHEHTHI ONepanuii u
MPOIIECCOB, METAaMOJIEIh MPOIIECCOB, PECYPCOB MPOIIECca, CPEICTBA BHIMOJHEHHS OTepalyii, HHYPACTPYKTYpa,
WHCTUTYHOHAILHOE O0ecrieueHue

Beenenne

busnec-miporiecc SABISETCS COBOKYIMHOCTHIO OOBEKTOB, KOTODPHIE BBITIONHAIOTCS IS ONpEIeNeHHON IIeTHn
MIPOM3BOICTBA I10 33JAHHOM MTOCIIEIOBATEIHHOCTH, UCXO M3 KaKUX-TO YCIOBHN W/WIIH 3aIaHHOTO PACTIFCAHUSI.
PeanpHBIN OM3HEC-TTPOIIECC MOXKET OBITH MPENICTABICH B Pa3HBIX MOJIENSIX, B YACTHOCTH B CIEAYIOMIMX BUAAX
[1-7]:

* OJHOIIOTOYHBIN HE HHTETPUPOBAHHBIN OM3HEC-TIPOIIECC;

* MHOTOITOTOYHBIH HHTETPUPOBAHHEIN OM3HEC-TIPOIIECC;

* OIHOIIOTOYHBIN HHTETPUPOBAHHBIN OM3HEC-TIPOIIECC.

[Iporecc mpoekTHpOBaHUs BCEX TPEX BUIOB MOJIeNei OM3HEC-TIPOIIECCOB pa3OMTHI Ha TPH CTAJWMH: HAa4aIbHBIH,

JIeTalIbHBIN, 3aBepiaroniuii. Toryia B kadecTBe onepaluii OM3HeC-1Ipolecca BRICTYAKOT ACHCTBUS WU 3a/1a4H,
BBITIOTHSEMBIC HAJT KQKIBIM 00BEKTOM.

MeToauKkoi MPOEKTUPOBAHUS SBIISETCS COEIUHEHME >KeNaHus JuIa, npuHumMaromero pemenue (JIIIP) u
MyTA €€ JIOCTIKEHHUS ¢ UMEIOIIMMUCSA pPecypcamMH IMPEeJIMETHONW OOJIaCTH M CUCTEMbI yIpaBiicHHs (IpU4YeM

METO/IbI MCIIOJIb30BAHUSI PECYPCOB MOTYT OBITh pa3HbBIMH, B TOM 4YHCJEe OOy4aeMbIMH WM He OOydaemble)

[8-16].
OCo0eHHOCTH MPOEKTHPOBAHNUS PeaJIbHBIX OU3HeC-NPOLecCoB

[Iponecc aBToMaTH3aMK MPOLIECCOB YIPaBICHHUS OU3HEC-TIPOLIECCOM MIPETOIIaraeT:

* BO-TIEPBBIX, POCKTUPOBAHUE CAMOTO OOBEKTa yNpaBleHHMs, T.e. B HAIEM Clyyae B KauecTBE OOBEKTa
yIpaBieHHs BBICTYNIAET MPOLECC Il OM3Heca Wik OM3HEC-NPOLEecC;

* BO-BTOPBIX, CHCTEMBI YIIPABJICHUS, Ky[ja BXOAUT HECKOJIBKO CHUCTEMBI, HAIIPUMEP, CUCTEMAa POrHO3UPOBAHUS
MOBEICHUS 00BEKTA ypaBICHHUS, T.€. OU3HEC-TIpoLiecca, CHCTEMa OpraHU3aliy POLIECCOB yIpaBiIeHus, CyObeKTa
yIpaBieHUs U T.J.

B cBs3u ¢ Tem, 4TO B AaHHOW paboTe MIaHupyeTcs: pa3paboTKa CUCTEMBbl yNpaBieHHs OM3HEC-TPOLECCOB,
BBINOJHEHUE (MM (QYHKIIMOHUPOBAHKE) CONPOBOXKAAEMbIC HHIUACHTAMH, TO CIEAYET MPOSKTHUPOBATh JBa BUIA
KJIaCCOB MTPOEKTOB (MOJIEIIN) OAHOTO M TOTO ke Ou3Hec-npouecca [17-24]:

Knacc HoMuHanbsHOTO BapuaHTa OM3HEC-TpoLecca U TeX e KIaccoB OM3Hec-mpouecca (KOTOpble SBISIFOTCS
careJJIMTaMy HOMUHAJIBHBIX OM3HEC-TIPOLIECCOB), HO TIOABEPracMbIX BIUSHHUIO HHIUACHTA.

Homunanbhblii OusHec-nponecc HeOOXOAUM JIsi YCTAHOBJICHUSI WM ONpeeNiCHHs BceX (YHKIMOHAIBHBIX
ornepanuii OM3Hec-mpolecca, KOTOPbIE IOJDKHBI BBIIOJHUTHCS B HOPMaJbHBIX YCIOBUSAX. DyHKUIMOHANbHAS
orepanysi MMEEeT CJCAYIOLUIMEe KOMIIOHEHTBI: METaMoJellb OIepalH, NpeAMEeT Tpyla, CpeAcTBa Tpyaa M
UHPPACTPYKTYPBI, HHCTUTYLHOHAJILHOE 00eCIICUCHHE.
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Mogens Ou3HEC-TTpoIiecca, MOIBEPKEHHOTO BIMSIHUIO HHITHIEHTa MOXKET OBITh OJTHA FITH HA0Op B 3aBUCUMOCTH
OT NPUMEHEHUsSI CTpaTeruyd K Ipoueccy NpoekTupoBaHus [25-26]. Hampumep, eciaud MHUUAEHTOM SIBISIETCS
HEOTIPEIEICHHOCTh, TO OJIMH BHJI MOJIEIIH, & €CJTM MHIIUJEHTOM SIBJISIETCS PUCKH, TO APYTOW B MOJIETH, B CIydae
KOTJIa MHIIUJEHTOM SBIISICTCS HAPYIICHUS, TO TPETUI BHIT MOZEITH.

Bce a1ttt Mopmenu mpesmnonararoT, 9To OHM3HEC-TIPOIECC COCTOMT W3 OJHOTO TIOTOKAa, T.e. OM3HEec-Tpolecc
CBOJUTCSI K OTHOITIOTOYHOU Mojien. Ho peaspHbIi OM3HEC-TIPOIIecC MOXKET OBITh MPEICTABICH B MOJICIISIX Pa3HOTO
KOJTMYECTBO TMIOTOKOB, B YACTHOCTH B CJIEAYIONIUX BHAAX:

* OJIHOTIOTOYHBII HE MHTETPUPOBAHHBIN MIPOIECC WITN OM3HEC-TIPOIIeCC;

* MHOTOTIOTOYHBIH HHTETPUPOBAHHBIN MPOIIECC WM OM3HEC-TIPOLIECC;

* OIHOTIOTOYHBII HHTETPUPOBAHHBIN MPOIIECC WM OM3HEC-TIPOIIECC.

Jlis Bcex Tpex BUAOB MOJIEIH MTPOIECCOB MOTYT OBITh TPH CTAINU MMPOSKTUPOBAHUS: HAYaIbHBIN, ETATbHBIH,
3aBepmraromuii. Tak kak B maHHOW paboTe OoONbIIOe BHUMAaHHWE YAENEHO BOMPOCAM HAYalbHOW CTauH
MIPOCKTUPOBAHUS OM3HEC-TIPOIIECCOB M3 «CHIPOTO» H/FITH HEO(POPMIICHHBIX ()PparMEeHTOB IPOTIECCOB MPEATIPUSITHSI,
T.€. B HECHCTEMAaTU3WPOBAaHHOM BHJE, /IS Hadajla Tpolecca MPOEKTUPOBAHUS CJETyeT OTAEIbHO BBIIEIHTH:
MEeTaMOJIeITb TIPOIIECCOB, PEAMET TPyAa U CPEACTBO TPY/Ia.

Pecypchl mporiecca cocTosT U3 CpeACTB TPy/a U IPYTHX BUIOB PECYpCOB, HAPUMep, (hHHAHCHI, UCTIOTHUTEIH,
nH(ppacTpyKTypa, MHCTUTYLMOHAIFHOE obecriedeHue mporecca u T.J. [loaTomy B pabore cpernctBa Tpyna
BKJIFOYEHBI B COCTaB pecypcoB mporecca. Jlanee paccMaTpuBaIOTCs BOIIPOCHI BBIOOpA ONTHMAJIBHBIX CPEACTB
TpYyZa, a UMEHHO CPEACTBa TPAHCIOPTHPOBKH, MPEIMET W MPOAYKIIMU TPyAa AJIsl ONepannuii W/WiM mporiecca B
LIEJIOM.

Takum oOpazom, B paboTe Oonee MOAPOOHO paccMaTpUBAIOTCS OCOOCHHOCTH IPOSKTHPOBAHHS OM3HEC-
mporteccoB. CTpyKTypy Tporiecca HiIn OW3HEc-Tpollecca CXeMaTHYHO B BHIE MOJENNM MOXKHO TPEICTaBUThH
rpaduyecKky Kak Ha pucyHKe 1. B maHHO# Monenn Ou3Hec-TpoIiecc sIBISETCSI HOMUHAIBHOM IETepPMUHHPOBAHHOM,
T.€. 0€3 MHIMICHTOB ¥ CBOANUTCS K OJTHOMY ITOTOKY OTI€pAITHii:

S > Al > A2 L > ...—p Ai _>‘,{ An H F

Pucynoxk 1 - I'paguueckas mooenb demepmunupo8anio2o npoyecca

rme S — Havamo mporecca;

A, — QyHKIMOHAIIEHBIE OTIEPALIMH;

F — konen nporecca.

B nannowm ciyuae (pyHKUMOHATBHBIE Onepanuy (A,) BKIIOYAIOT B C€0s: METaMOZIENb, O0BEKT, PEAMET TPY/a,
nH(pPaACTPYKTypa, HHCTUTYIIHOHATIFHOE OOECTIeYeHHE U T. 1.

[IpencraBnenne OWM3HEC-TIPOIECCAa TMOKA3BIBAETCS TOJNBKO IOCIEOBATEIBHOCTHIO BBHIMTOJIHEHHUS OIEparnui
B coctaBe mporieccoB. CienyeT BBIACTUTH KOMIIOHEHTHI MPOIECccCOoB oTAenbHO. OTCroma BBITEKAeT MPOIEeCC
MIPOCKTUPOBAHUS B 00IIIEM BHIC.

Wrax, HauanpHas cTaaus npolecca MPOSKTUPOBAHUS IPOLIECCOB/OM3HEC-TIPOIIECCOB COCTOUT M3 CIIETYIOITHX
JTAaroB.

[lepBbIii dTan — onpeeneHne MUCCHU TIpoliecca Win OusHec-mporecca. HeoOXoaumo ornpeeniTh MUCCUIO
MIPOU3BOJICTBA, T.€. HA3HAUCHHUE (KOHEUHAS 11eJ1h) MpoIiecca, KoTopyro onpenenset JITTP.

Muccuro st poriecca JITIP Beibupaet ciemyronm o0pa3oMm:

1) ucxons n3 BO3MOXXHOCTH UMEIOIIUXCS PECYPCOB, KOTOPBIMH MTPOIECC MOXKET PaCHOPSKATHCS;

2) BCXOMs U3 BOBMOXKHOCTH TE€X PECYPCOB, IOCTYIUICHHE KOTOPBIX ITPOTHO3UPYETCS M KOTOPBIMU THIAHUPYETCS
HAIOJHUTh HHPPACTPYKTYPY Ipoliecca Wik Ou3Hec-mpoliecca.

BTopoii sTan — maHUpOBaHWE BBIMOTHEHHS MHCCHHM ITyTeM HA3HAYCHUS MU I BCEX BHUIOB ITUKIIOB
mpoiriecca i OU3Hec-mpoiecca, KOTOPbIe BO3ZMOXKHBI.

BrinmonHenne Muccuy HajiO CIIAHUPOBATH MCXOIS M3 BO3MOMKHOCTEH MMEIOMIMXCS OOBEKTOB M PECYPCOB,
KOTOPBIMHA WH(PACTPYKTypa TpoIiecca BIAJAEET W MCXOAS W3 BBIMOJHEHHUS] TPEOOBAHUS WHCTUTYIHOHATIHLHOTO
o0ecrnieueHws.

ITosTOMy HamO OIEHWTH, OMEPAIIUH IMPOIECCa MPHU BBHITOJIHEHNN KaKUX NEHCTBUN HaJl KaKUMH OOBEKTaMU
MOKHO JOCTHYB BBITIOTHEHUS WM IPUOTU3ZUTCS K BRITIOTHEHIIO MUCCHH TIpOIIECCa.

Tpetnii sTan — odopmieHre ornepanuii mporecca. JJaHHBINA 3Tarm COOTBETCTBYET BTOPOW WM JIETaTbHOMN
CTaJIuM TIpoliecca MPOEKTUPOBAHMS MpoIiecca/On3Hec-poliecca, Iie BeaeTcs opopMIICHHE OTepalnii mpoIeccoB
WU OU3HEC-TIPOIIECCOB.
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YpoBeHb 0(hOPMIIEHHOCTH ONepaIiuii MOKET OBITH CIIETYFOIIEH:

* Ha YPOBHE MPOCTHIX OJHOAKTHBIX ICHCTBUH;

* Ha YPOBHE MPOLENYPBI;

* Ha YPOBHE MPOU3BOICTBCHHbIE 33]1aUU;

* Ha ypOBHE yIpaBieHYECKHE 3aa4H.

Kaxxmast oneparust uimm On3Hec-orepanus Mo3BOoJSeT MPUOIU3UTHCS K BBITIOTHEHHUIO MUCCHH WITH €€ TIO/IIIEIH
LMKJIa Tpoliecca.

ABTOMAaTH3aIMs MOXKET IIPOBOAUTHCS HA PA3JIMYHOM YPOBHE IIPOEKTA MPOIECCA, B 3aBUCUMOCTH OT YCIOBHIA
pelIeHus 3a7a4¥ aBTOMATU3aIMN OHA MOXKET UMETh MPEIIOYTCHUs. Mo/eNn peicTaBIeHHsI OU3HEC-TIPOIIECCOB
JUTST aBTOMATH3AITUH:

JleTepMIUHHPOBAHHBIN — HOMHHAJIBHBIN OU3HEC-TTPOIECC

* OJTHOMEpHBII IeTepMUHUPOBAHHBIH MTpolecc

* MHOroMepHbIi AeTEPMUHUPOBAHHBIN ITPOIIECC

* lnTerpupoBaHHbIi 1eTEPMUHUPOBAHHBIIN MPOIIECC

WHmaenTHRIN

* OnHOMEpHBI HHIUACHTHBIN IpoLece

* MHOTrOMepHbIN HHLHIEHTHBIA MpoLecc

* lHTerpupoBaHHbIN WHIIUIEHTHBIA MPOIECC

B cBoto ouepeb, y4eT UHITUICHTHOCTH MPOIIECCOB MOXKET OBITh CIICTYIOIIHM:

* UneansHas,

* l3sMepeHue BO3MYILEHUS;

* HeonpeneneHHoe COCTOSIHUE;

» CoCTOsIHHE PHCKOBBIE (TTaTOJIOTHYECKUE):

® PHUCK Ipynmbl | — HECYIIECTBCHHBIN;

® PUCK I'pynnbl 2 — CyLIECTBEHHBIH;

® PHUCK I'pynIbl 3 — OYEHB CYLIECTBEHHBIH;

® PHCK TPYyNIIBI 4 — aBapHIHBIN;

e pUCK rpymnmsl 5 — katactpopuueckuii niam YC.

* Hapymienue HopMasibHOTO ()YHKIIMOHHUPOBAHUS MIJIH BBITIOJIHEHHUS TIPOIIECCa U €ro OTepaIlHii.

Cucrema ynpapieHHsS MOKET ObITh TOCTPOEHA Ha OCHOBE JIFOOOTO BapHaHTa Mpe/CTaBleHus. B cBsi3u ¢ 3TUM
BO3HHUKAET Mpo0JieMa YCTAaHOBKY Pa3IMYHBIX BAPUAHTOB MPEJICTABICHUS U UX OCOOCHHOCTEH.

B 3aBucMMOCTH OT MHUCCHH M CIIOXKHOCTH OKPY’KAIOIIeH cpenbl Il KOMIIaHWA HEOOXOAWMO TOT WIIM WHOU
YPOBEHb aBTOMAaTH3aLUU IIpo1eccoB. [[03ToMy paccMOTpEHBI BApUaHThI IPEACTABICHUS ONEPAlUi U ITPOLIECCOB,
CYIIECTBYIOIIHX JIJISl aBTOMATH3AIIH.

3akiarouenue

B naHHO# paboTe pacKphITHl CBOMCTBA PeajbHBIX OM3HEC-NPOLIECCOB B TOUKH 3PEHUS MPOCKTHPOBAHMUS, a
MMEHHO PAcCMOTPEHBI 3Tallbl HAYAJILHOW CTauil Tpollecca MPOCKTHUPOBAHUS HOMHHAIBLHOTO IPOIECCa WIIH
OuzHec-mpoIrecca 6e3 ydera MHIIMIACHTOB U MPOOIEMHOCTH, KOTOPHIE MOTYT BO3HUKHYTH B XOJI€ BBITTOJHEHUS
ornepaiii. A Takke pa3BUTHE pabOThI CBOAUTCS K OMHUCAHUIO MPOIECCa ABTOMATU3AIMH TPOLIECCOB YIPABICHHUSL.

Takum 00pa3oM HavyalibHAs CTAUs IPOCKTUPOBAHUS COCTOUT M3 TPEX ITANOB, KOTOPHIC OMPEICIISIFOT MUCCHEO
mporiecca, MIaHWPOBAHNE BBITIOHEHHUS MUCCHU 32 CUCT HA3HAYCHUH IIeIH U 0(OPMIICHHE OTIepalliy Mporecca.
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Aaie B.K. !, Meaucoa JI.T.2 Kyaunabikos A.A. 3% KyaroaeBa A.A.*4, AMaHOaiKbI3bI 3.5
7KobGanay TyprbIChIHAH HAKTHI OM3Hec-TIpouecTepain KacueTTepi

Anparna: bynm Makamama OW3HEC-TIPOIECTIH O31HIIK aHBIKTaMachl OEpiATreH, OJ VCHIHBUIFaH OacTarmKbl
MOCEJICHI IICTTYTe COUKeC Kee/i.

Hommuanme! mporecTi sxo0anay nporieciHig 6acTankpl Ke3eHiH xobanay Ke3eHaepi cunarranrad. JKyMBICTBIH
JaMybl MHIMACHTTEP MEH MpolieManap/blH naiijga 0oaybIiMeH OalyIaHBICTBI OapibIK OHIIPICTIK XKaFaainapaa
Om3Hec-TpoIecTi 0acKapyIblH TYKbIPhIMIaMallapbl MEH dICTEePiH KapacThIpyaH OacTaiaipl.

by sxymMpicTa «OU3HEC TIpoIIeci», «OM3HECKe apHaIFaH MPOIIECcCy, «OM3HECTIH MPOIIECi», «OM3HEC-TIPOIIeCcC)»
CHSIKTBI TepMUHJEp Oip MarbIHANbI, Oip yrbiMabl Oinnipeni. CoHabIKTaH OyJ1 TepMHUHAEPAiH OapibIFel Oip FaHa
«OM3HEC-TIPOLECC» TEPMHUHIMEH ayBICTBIPBUIIBL.

Tyiiin ce3mep: Ilpoiecc, OusHec-mporecTep, MPOIECTI k00anay, onepanusiiap MEH MPOLECTEPIiH
Kypamaac Oerikrepi, MpOLECTEePIiH METaMOIEei, IIPOIECC PecypcTaphl, ONepaysIapasl OpbIHAAY Kypaaapsl,
WHPPAKYPBUIBIM, HHCTUTYIIHOHAIJIBIK KAMTAMAChI3 €TY.

Elle V.1, Melissova L.2, KuandykovA.A.3, Kuatbayeva A.A.4 Amanbaikyzy Z.°
Properties of real business processes from a design point of view

Abstract: The article gives its own definition of the business process, which assists in the solution of the initial
task set and describes the design of the initial stage of the nominal design process. The research work focuses on
consideration of the concepts and methods of business process management in all production situations associated
with the occurrence of incidents and problems.

In this work, such term as "process" of business, "process for business", "business process" are considered
to have the same meaning, the same concept. Therefore, all of these terms have been replaced by a single term
"business process".

Key words: process, business process, process design, components of operations and processes, metamodel of
processes, process resources, means of performing operations, infrastructure, institutional support.
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RESEARCH METHOD OF ANALYZING AND PROCESSING SOCIAL NETWORK
DATA IN ORDER TO DETERMINE THE TONALITY

Abstract. A wide spread of social online services and the advancement of Big Data technologies poses
a challenge to utilize data from social media in numerous circles. Nowadays, the «social listening» and
substance examination advances pick up ubiquity in Data Science. The sentiment analysis of the text is one of
the especially important tasks in the fi eld of natural language processing. It is used in diff erent spheres. This
article discusses the main methods of identifying emotions in text data and analyzes the current achievements in
the fi eld of computer analysis of emotions in text data. At the moment, there are many unresolved problems in
the fi eld of automatic text analysis to determine the emotional coloring of the vocabulary in social media texts.

Keywords: sentiment-analysis, tonality of text, text vectorization, machine learning, support vector
machine, tone dictionary

Introduction

The majority of people nowadays can't imagine their lives without social media. According to the research
results, social media platforms such as Facebook, Instagram, Twitter, and VKontakte have become an
indispensable part of everyone's life during the last decade. A signifi cant number of businesses are
establishing themselves on social media platforms. Consumer relationships can be maintained, requests and
feedback can be responded to rapidly, and marketing campaigns can be run through social media. As a
consequence, social media have a significant impact on the socialization of modern individuals. The rise of
social media has signified not just the transfer to new data sources, but also the possibility for each user to be
there. Now, if a user comes across something interesting, he or she can put it in his or her profile [1].

Quite a substantial shift in the way information is distributed off ers enormous possibilities for
individuals and society as a whole. In general, the online world transports a massive amount of data, including
user-to-user communication. It should be emphasized that major media fi rms use public evaluation based on the
number of likes, postings, and comments to explore public opinion. In social networks, there is a massive
amount of data. For instance, Facebook, which had 2.23 billion active monthly users at the end of summer 2018,
posts over half a million comments per minute and over 100,000 photos per day. Every day, Twitter's audience
sends out more than half a billion tweets, amounting to roughly 200 billion messages every year. This is a
massive amount of unstructured data that has never been seen before. Likes and dislikes ratings may
potentially become public tools for researching user opinions in networks [1]. Hence, there is a need for a
tool that can automatically extract relevant information from publications, distinguish reviews from
advertisements, and determine, among other things, the users' attitudes toward the topic of interest. By
processing such data, mass media companies can improve the quality of their content, identify their target
audience, and assess the attitude to materials in a comprehensive perspective [2].

Social media posts come in a wide range of content formats. Video (YouTube, images (Instagram,
Pinterest, and text (other social media platforms are the most common types of material (Twitter, Facebook.
This report will concentrate primarily on textual information and the methods for processing it, specifi cally,
based on the semantic analysis of texts [2].

The purpose of the article is to give an overall overview of various methods for monitoring and evaluating
social media opinion in order to perform an in-depth analysis of unstructured data and extract negativity and
threat from text arrays. The ability to recognize emotionally colored vocabulary and analyze the user's appraisal
of the product can be determined based on the tone of textual messages [2].

It was previously impossible to fi nd an automated solution to this issue. Presently, computer
linguistics' functionalities enable the extraction of information from texts using computer technology and
accurate models. Assessment of the emotional coloring of a text is one of the objectives of this research (text
tone analysis, content analysis, sentiment analysis. As a result of the research, there has been defi ned a variety
of open text sources that present data about people's perspectives on a variety of topics. There is a need for
greater research in the fi eld of text tone analysis in order to obtain more complicated statistical data [3].
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Sentiment analysis of texts is defined as a set of approaches for automatically selecting an emotionally colored
language in writings and assessing the writers' emotional reactions (opinions) to the items mentioned in the text.
Sentiment analysis is utilized in marketing research, audience loyalty tracking for various themes and brands, and
other applications [3].

The study of emotions in textual data seems to be applicable to a variety of fields, including evaluation of
the properties of products and services based on online customer feedback, analysis of unfavorable emotions
in messages, prediction of stock market trends, the political environment based on news streams. In order to
analyze such a large amount of data, many methods for automatically determining the tone of the text have been
introduced in recent years, which will be reviewed in this article.

Materials and research methods

Text tonality determination is a difficult task whose outcome is highly dependent on the context, study region,
and amount of text data. There are a few fundamental techniques for determining a text's tone. The three most
widely acknowledged ways to determine the tone of a sentence can be divided into several categories. (Figure 1)

Lexicon based Machine Learning Hybrid approach
approach approach
Dictionary based Supervised
approach machine learning
Rule based Unsupervised
approach machine learning

Figure 1— Classification of approaches to sentiment analysis

1. Methods based on rules and dictionaries

The conversational style of speech is common in text messages published on social media. The inclusion of
slang, changed words, typos, and other elements that make it difficult to interpret the text are the main challenges
in analyzing users' emotions. The text quality is strongly influenced by the social network in question. Also, it
should be borne in mind that subjective and objective texts should be differentiated. A subjective text, as opposed
to the objective one, contains information on an event without the author's personal perspective. It is subjective
assessments that are of interest, as they allow of the extraction of a certain author's viewpoint. The majority of
objective articles are informational in nature, hence they are removed from the bulk of the material under study
[4].

Rule-based approaches typically specify a set of rules in a particular scripting language that denotes subjectivity,
polarity of opinion. This approach entails the creation of numerous rules, based on "if-then" rules. For instance, if
the particle "not" appears before a positive adjective, the construction is considered to be negative. This strategy also
includes the use of tone dictionaries, in which the words examined belong to a specific category (positive, negative,
neutral, and so on). The rules accept a variety of inputs, including standard NLP (Neurolinguistic Programming)
approaches like stemming, tokenization, voice tagging, and syntactic analysis. Two sets of polarized terms, such
as negative words like «awful», «worse», «ugly», and positive words like "good," "best," and "beautiful," are a
fundamental illustration of these techniques [4].

The text is given. The number of favorable words in the text is counted. There is also a count of bad terms.
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When the number of positive words in a text exceeds the number of negative ones, the positive emotion is the
polar opposite of the negative feeling. Otherwise, the result is neutral. This approach is extremely basic because
it ignores the word combinations in the sequence. The more advanced processing analysis is feasible; however,
such systems are extremely difficult to construct, because they require additional support for new terminology
and language, despite the fact that new rules are more difficult to enforce. Furthermore, adding new rules may
result in unfavorable outcomes because such systems necessitate a large investment in manual configuration and
adherence to them [4].

The second linguistic approach is using tone dictionaries. The main concept of this method is to create tonal
glossaries, which are collections of words and emotional states with a numerical positive or negative tonal score.
When applying this method, linguists conduct the so-called rule-based tone analysis. The outcome of this study
is a collection of rules (also known as a lexicon or sentiment lexicon analysis) that classify words as positive or
negative, along with the corresponding intensity measure [5].

Furthermore, attribution of this or that text to a specific tone class is calculated on the basis of all collected
weights of the text terms. The arithmetic mean of the weights is most commonly employed for this, with the
sum of the weights or artificial neural networks being utilized in rare circumstances [5]. The text is regarded
as positive if the number of positive words exceeds the number of negative ones, and vice versa. Clearly, this
method is inefficient. It necessitates the creation of a big word dictionary, which must be updated on a regular
basis. Furthermore, the fact that the number of positive words outnumbers the number of negative words is not a
trustworthy standard by which the work might be evaluated properly [5].

2. Machine learning approach.

Supervised machine learning algorithms

A supervised machine learning approach necessitates a training set of texts that are marked up inside an
emotional space and used to build a statistical or probabilistic classifier. A set of training samples is required to
solve the sentiment analysis problem. A set of pre-labeled review texts is provided for supervised learning. A pair
of feature vectors, which is a representation of a single text, and the tonality of the text constitute an individual
instance of this set. The marked set of texts (the training sample) is evaluated, and a statistical pattern is developed
for use in classifying new input vectors in supervised machine learning algorithms. There are several algorithm
classifiers based on the supervised machine learning approach, such as linear classifier, SVM, decision tree
classifier, Naive Bayesian classifier, etc. The Naive Bayesian classifier and the support vector machine approach
are the most widely used methods in the field of tone analysis [6].

A Naive Bayesian classifier (NB) is a probabilistic classifier that relies on the Bayes theorem and assumes
class independence. The Naive Bayes approach ensures that no relationship exists between the system's various
parameters. It is particularly useful for huge data sets and, despite its simplicity, outperforms other more
complicated algorithms in terms of consistency.

Table 1 represents the advantages and disadvantages of using Naive Bayes classifier: [6]
Table 1 - Table of advantages and disadvantages of the Naive Bayes classifier

Benefits Drawbacks
The Naive Bayesian classification method is One of the most significant drawbacks of the Naive Bayesian
simple and quick to implement. classification is strong independence of features, as in actual life it

is quite difficult to have a set of features that are totally indepen-
dent of one another.

It will converge more quickly than such Another issue with Naive Bayesian classification is that it has a
discriminative models as regression "zero-frequency" feature, which implies that if a classifier has a
models. category but is not observed in the training data set, then the Na-

ive Bayesian model would give it as a zero probability and will be
unusable for prediction.

It requires less training data.

It's extremely scalable because the number
of predictors and data points scales linearly.
It has the ability to produce probabilistic
predictions and can work with both
continuous and discrete data.
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Support vector machines (SVMs) are linear classifiers. Regression predicts a continuous value, while linear
classification predicts a label or a group. The method's basic idea is to create a hyperplane that isolates sample items
as well as possible. SVM classifies input data by identifying a hyperplane that separates classes in n-dimensional
spaces. One of the benefits of SVM is its versatility, as it can solve problems using a variety of kernel functions.
SVM classifiers also have a high level of accuracy and can handle enormous data sets. Because SVM classifiers
only use a fraction of training points, they require extremely little memory. However, they have long learning
times, so in practice, they are not suitable for large datasets. Another disadvantage is that SVM classifiers do not
work well with overlapping classes. [6]

Unsupervised machine learning

In contrast to the methods described above, the unsupervised learning method determines relations and patterns
between objects without labeled data. Such methods include Gaussian mixture and k-nearest neighbor models.

K-means is an algorithm that finds k training examples within the shortest distance to the provided sample. The
class of the object of interest will be the most common among k objects. To implement it, the algorithm needs a
training sample of marked reviews. It was necessary to calculate the distance between the vector of this review
and vectors from the training sample in order to establish the class of review from the test sample and determine
the minimum distance between k items in the training sample (k is given by the expert or chosen according to
efficiency estimates). The input vector's class is the one where more than half of the nearby k vectors are members.
As an advantage, the k-mean algorithm has high accuracy, insensitivity to outliers, and no assumptions about data
entry. Yet, it has drawbacks such as high temporal complexity and high spatial complexity. Once the sample is
unbalanced, one class's sample size is quite huge while the sample size of the other classes is quite tiny. If a sample
is entered, then the class with the largest sample size is the one with the most K adjacent values, which causes
issues in classification [7].

3. Hybrid approach

The techniques that combine some of the methods outlined above are known as hybrid methods. A hybrid
method employed in learning models by A.C. Koenig and E. Brill included the method based on tone dictionaries
and the method of reference vectors. Using this strategy, the authors attained a learning accuracy of 72 % [8].

Results and discussion

According to the reviewed articles and works, scientists generally merge approaches to achieve the best
outcomes. V.G. Vasiliev, S. Davydov, and M. V. Khudyakova in their works use a linguistic strategy complemented
with machine learning approaches to adjust individual classification rules through training [9]. Numerous studies
have demonstrated that integrating linguistics to overcome the tonality problem produces beneficial consequences.
Rule-based algorithms provide more accurate results than machine learning approaches that apply the statistics
and probability theory because their operation is intimately tied to the meaning of words. However, as previously
indicated, the linguistic method has some significant limitations. While comparing different algorithms for tonality
analysis, it must be highlighted that rule-based methods produce more accurate outcomes than machine learning
approaches. It can be asserted that each approach is unique, and the combination of different approaches results in
an increased accuracy of the training model. Table 2 shows a comparison of methodologies based on the primary
criteria for selecting a tonality analysis method.

Table 2- Comparison of tonality analysis methods
Accuracy Automation Training data  Easy to Applicability in
apply commercial systems

Rule based approach High accuracy automated No data - +
required
Dictionary based Not unique Automated within ~ Data required + -
approach the same subject area
Supervised machine Moderate Automated Data required +/- +
learning accuracy
Unsupervised Low accuracy Automated No data + +
machine learning required
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Tang and colleagues (Tang et al.) claim that: [10]

«To differentiate and evaluate comments on Internet reviews, most of the available methods rely on the natural
language processing algorithms. However, while comments on Internet evaluations are less formal than those on
news stories or magazine articles, they still demand poor accuracy. Many of the sentences in the books contain
grammatical faults as well as unknown components not found in dictionaries.»

Using the sentence syntax method, the researcher was able to reach the best level of accuracy. All the afore-
mentioned algorithms seem to be unable to function with word order, since saving the words necessitates the
creation of a text array in the form of a matrix, with each row representing a vectorized word. However, only
convolutional neural networks are capable of using it. Convolutional neural networks, on the other hand, are only
implemented when the maximum classification accuracy is required. This approach is rarely applied in reality, but
it improves the model's accuracy by 2% on average when compared to other classifiers [11].

M.V. Chernyshevich in his work analyzes the main existing types of classifying the tone of opinions and offers
his opinion scale, which operates with both absolute and comparative evaluations. He conducted a study of the
emotional tone of readers' comments. In his research, 38 newspaper articles were selected and a library of readers'
comments was compiled. The study discovered that negative remarks heavily dominated in the Russian-language
comments (59.3%), whereas neutral comments made up the largest group in the English-language comments
(46.1 %). Both Russian and English-language comments had the lowest percentage of good remarks, although
Russian-language comments had twice as many of them as the English-language comments (17.7% and 8.4 %,
respectively). The researchers note that Russian-speaking users frequently employ negative evaluative language,
as well as a lot of irony, sarcasm, and insults directed towards the state and other commentators, whereas comments
on English-language articles have a neutral tone [12].

In constructing an application for assessing the tone of messages from social networks, Bobyakova D.A. used
several approaches: supervised machine learning, specifically the Naive Bayesian classifier, and the dictionary-
based approach. In the beginning, the frequency dictionary included 100 terms with the highest frequency of
words in Russian. Furthermore, the majority of the terms in the compiled dictionary turned out to be pronouns,
connectives, and prepositions, resulting in a vocabulary of only 29 items. The tests were performed on a Twitter
database of 100,000 texts. To pre-process the texts, the author removed stop words, links, hashtags, and words
with the highest frequency of occurrence. Bigrams and unigrams were used to show the documents. This method
demonstrated 86.6 % training accuracy and 89.1 % recall [13].

In general, the automatic text tonality analysis is a sufficiently impartial and effective method that can be used
successfully in both sociological and linguistic research.

Conclusion

This article investigates the textual features of messages in public networks in the context of developing ways
to assess the emotional coloring of opinions and discusses strategies to analyze text messages.

Natural language analysis tasks are gaining popularity as the volume of unstructured textual data grows.
Modern techniques can be used to handle problems of this type, given the availability of open machine learning
libraries. The number of conferences in the field of sentiment analysis is growing year by year, and so does
the number of publications in Russian and other foreign languages on text analysis. According to the Google
Academy, about 700 works on the sentimental analysis of Russian-language texts were published in 2018, as
opposed to 8,500 works on the English-language texts. It should be noted that, based on the above material, we
can determine that the researchers obtained the accuracy of the tonal analysis of Russian-language texts of about
80%, and in English-language texts, the accuracy reaches 96% [14].

The existence of numerous works on the topic of sentiment analysis indicates that this topic is relevant today
and is in demand in many areas, such as the economic market, politics, marketing, etc. The approach proposed in
the work can be used for marketing, sociological and political research. It also allows monitoring the loyalty of
the audience to a particular topic or brand, which gives the management an opportunity to make timely decisions.
However, as the analytical study demonstrates, sentimental analysis algorithms for Russian-language texts are
less developed than those for foreign-language texts.

The investigation of various approaches of tonality analysis by different experts assisted in the selection
of the appropriate method of analysis for developing a system for analyzing Russian-language comments. At
the moment, a training sample for training a multi-class classifier of Russian-language Internet texts is being
developed and the maximum weighted average f1- score, which is the average of accuracy values, is approaching
50%. The hybrid methods consist of supervised machine learning and a bag-of-words rule-based approaches. This
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model uses a hybrid approach to analyze the emotional coloring of the text tone. More work needs to be done to
search and develop the optimal method for training a model for Russian language text messages. Thus, it can be
concluded that that there is a high demand in the modern world for automatic sentiment analysis of texts, as well
as an increase of its application possibilities.
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Kewimo0aii A.b., Mounaryaosa A.H.
ToHANABLIBIKTBI AHBIKTAy MAKCATBHIH/AA dJIEYMETTIiK KeJIlIepliH iepeKTepiH Tajaaay sKoHe oHaey
d/iciH 3eprTey

Anjarna. OJeyMeTTiK OHJIalH-CepBUCTEPIiH KeH Tapalybl oHE YJKeH JlepekTep TeXHOIOTHIAPBIHBIH
JTaMYBI 9JIyMETTIK KeJliIep/Ieri IepeKTep il opTYpIIi cananapia KoJIaHyFa JereH KbI3bIFYIIBUTBIKTap bl apTHIPY/IA.
Kazipri TaHIa KOHTEHT aHAIH3 KoHE "QNEYMETTIK JKeNiJepAl MOHUTOpIAY ' TEXHOIOTHSIIAphl TaHBIMAaJIIBUTBIKKA
ne Oomyrma. Aram aWTKaHAa, MOTIHHIH TOHAIIBUIBIFBIH Tajjay TaOWFW T/l OHIEY CATaChIHIAFhl MaHBI3JIBI
MiHIeTTepaiH Oipi 6ombIm TaOkmIaapl. O opTYPIIi camanapaa KoJdaHbIaAbl. Y CHIHBUIFAH MakKajaga MOTIHIIK
JIEpEeKTepIeri SMOIMSIIAPAbl COWKECTEHMIPYIIH HETi3Ti oJicTepi KapacThIpbUiafbl. MOTIHIIK aepeKTeperi
AMOLMSITIAPABI KOMITBIOTEPITIK TaJ/iay CalachlHIAFbl Ka3ipTi KeTICTIKTep TanmaHabl. Ka3ipri yakpITTa 9J1eyMeTTiK
Me/Ifa MOTiHePiHiH JeKCUKACHIHBIH YMOIIMOHAIIBI TYCIH aHBIKTAy YIIIiH aBTOMATTHI TaJIdy CallaChIHIa KOTITeTeH
MIETTiIMETeH Maceenep 0ap.

Tyiiin ce3aep: oneyMeTTiK )KeJiiep1i MOHUTOpIIaY, KOMMEHTapHiiepre aHAIIN3 JKacay, oJIeyMEeTTIK KOHII-KYH,
MaiTanaHyIbIHBIH KaObUIIaybIH OaFaiay, MallTHHAIBIK 9IiCTIEH OKBITY
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Kommmoaii A.b. Moangaryinosa A.H
HccnenoBanue MeTona aHaIu3a U 00padb0TKHM JAHHBIX COLMATBHBIX CeTel ¢ HeIbIo onpee/eHus
TOHAJILHOCTH

AnHoTauus. beicTpoe pacnpocTpaHeHHe OOIIECTBEHHBIX OHJIAHH-CEPBHCOB M 3BOJIOLMS TEXHOJOTHH
«bonpmMX MaHHBIX» HMHULMUAPOBAIM BHUMAHHE K NPUMEHEHHMIO CBEICHHH M3 OOLIECTBEHHBIX CETOK BO
BCEBO3MOXHBIX CEKTOpPax JKOHOMUKH. Ha ceromHsIHuii MOMEHT, M3BECTHOCTH TEXHOJIOTMH 3aBOEBBLIBAIOT,
TEXHOJOI'MM KaK «IPOTHO3 COLMaJbHBIX ceTel» (social listening) u koHTeHT aHanu3a. B ocobOennoctn
aHaJIM3 TOHAJBHOCTH TEKCTA SIBISIETCS OJHOM M3 BaXKHBIX 3a/a4 B 001acTH 0OpabOTKU €CTECTBEHHOTO SI3BIKA.
Heo0xonuMo moguepkHyTh, YTO JaHHAs TEXHOJIOTHUSI MPUMEHSETCS B Pa3HbIX oOmacTsax. B mpemocraBneHHON
CTaThbe pPaccCMaTpPHBAIOTCSI OCHOBHBIC METOIBI MICHTU(HUKALMK SMOLMH B TEKCTOBBIX TaHHBIX. VlcciiemoBaHbI
U MPOaHATU3UPOBAHBl CYILECTBYIOIINE JOCTH)KEHHS B 0O0JAaCTH KOMIIBIOTEPHOTO aHANIM3a SMOLUH B TEKCTaX.
B pesynbrare uccienoBaHus, Ha JaHHBIH MOMEHT CYLIECTBYET MHOKECTBO HEpELICHHBIX MPOOieM B 00JIacTu
aBTOMAaTHYECKOTO aHAIM3a AJISl ONPEIEICHUs] SMOLMOHAIBHON OKPACKH TEKCTOB B COLIMAJIBLHBIX CETSX.
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MexayHapoAHbIH YHUBEPCUTET HH(DOPMALIMOHHBIX TeXHONOTHH, AnMaTsl, Kasaxcran

PA3PABOTKA BU3HEC-ITPOIIECCA JJIS1 IOJTYUYEHUS OHJIAWH YCJIYT B
OPI'AHU3ALIMA OBPA30OBAHUSA

AHHoOTanus. B 1aHHON cTaThe pacCMOTPEHBI U Pa3pabOTaHbI MPOIECCHl MOTYUYCHHs OHJIAlH
yCIyr B opraHuzamnusx oOpaszoBanusi Ha npumepe yHuBepcutrera AO «MYUT». Ilox onnaiin
yCIlyraMy TOAPA3yMEBAIOTCA TaKHe YCIYTH, KakK: TIOJy4YeHHE CIpPaBKH C MecTa OOydeHWs,
MOJTyYeHHE TPAHCKPHUIITA, TOJada 3asBICHUN OHJIAHH, JHMKBUAAIUS 3aI0JDKCHHOCTH. bbun
paspaboTanbl kKapTa npoueccoB U mojenu Hotauuu BPMN «AS IS» u «TO BE».

KuroueBble cioBa: “Smart campus”, Business Process Model and Notation, “AS IS”, “TO
BE”, onnaiin ycinyry, cuctema, 3JeKTpOHHas IIU(poBast MOIMUCH

CoBpeMeHHbIE YHUBEPCUTETHl HMMEIOT pPa3sHOOOpasHylo U O0odblIyl0 HH(PACTPYKTYypYy.
VYHUBEpCUTET 3aHUMAETCs HE TOJbKO 00pa3oBaTENbHBIM IPOLECCOM, HO W aJAMHUHUCTPATHBHO-
OpraHU3aIMOHHBIMU COCTaBIIOMUME. Eciam 11t o0pa3oBaTenbHOrO Iporecca Tpedyercs BCero
OJIHa CHCTEMa JHUCTAHIIMOHHOTO oO0ydeHusi (moodle), To GyHKIMOHAT TSI aIMUHUCTPATUBHO-
OpPraHU3aIMOHHBIX TPOLIECCOB MOXET OBITh BechbMa pa3HooOpas3eH. B ycnoBusix xapanTuHa 0e3
oJJ00HBIX cucTeM He 000HTHCH. KiltoueBbIM 3B€HOM YHUBEPCUTETCKON MH(PACTPYKTYPHI ABISAETCA
KaMITyC YHHMBEpPCUTETa KaK KOMMYHHMKaTHBHas Cpela B3aHMOJAEWUCTBHSA CTYIEHTOB, TOKTOPAHTOB,
npenojaBaTesied U HayYHbIX paOOTHUKOB, YTO SBJISETCS HEOTHEMIIEMOM COCTaBIISIOIIEH yueOHOTOo
mpouecca. B cooTBercTBUM ¢ JOMMHHMPYIOIIMMH TEHICHIMSAMH, OIPENCTSAIOUIMMHU pPa3BUTHE
COBPEMEHHOM cHuCTeMbl OOpa30BaHUSA U CBS3aHHBIMU C BHEJPEHHWEM HOBBIX MH(POPMAIMOHHBIX
TEXHOJNIOTUH W (GOPMHMPOBAHHMEM  E€IMHOTO  HAyYHO-00pa30BaTEIbHOIO  MPOCTPAHCTBA,
KOMMYHHMKAaTHBHasl cpella KamIlyca JOJDKHa Oa3upoBaThbcs HAa NMPUMEHEHUM coBpeMeHHbIx WT-
pemeHnii. B Takoif MOCTaHOBKE YHUBEPCUTETCKMH 3JIEKTPOHHBIM Kamiyc («Smart campusy)
CTAaHOBHUTCS BaXXHBIM HWHQPPACTPYKTYPHBIM D3JEMEHTOM C TMIOJHBIM IIUKIOM aBTOMAaTH3aIHU
BOXHEHIIMX 3a7ay JAEATeJbHOCTH YHHUBEPCHUTETa, IPEJOCTaBICHUEM MEPCOHAIN3UPOBAHHOIO
MH(POPMAIIMOHHOTO MPOCTPAHCTBA U COOTBETCTBYIONNX HHPOPMALIMOHHBIX YCIIYT.

B HacTosee Bpemsl Takue yCIOyrH, Kak IOJy4deHUe crnpaBku ¢ Mmecrta oOyueHus B AO
«MYUT», nonydeHne TpaHCKPHUIITA, JUKBUAALUS 3aJ0JDKEHHOCTH, 10Ja4a 3asBICHUN B JICKaHaT,
HE aBTOMATH3UpPOBaHbI B MOJIHOW Mepe. Hampumep, mpouecc mHoOay4deHHs CIPaBKU C MeCTa
O0y4YeHHS TPOUCXOAUT CIEAYIOUMM 00pa3oM: OOYYaroIIWiiCsl OTHpAaBiseT HAa MOYTY 3asBKYy C
ykazanueM ®UO, rpynmel u Kypca obydenus. Ilocie 3Toro, B TeueHue Tpex pabouux HEH,
CTYACHT 3a0MpaeT JOKyMEHT W3 YHUBEpCHUTETa MO0 TOIy4aeT OTCKAHMPOBAHHYIO KOIMIO Ha
nouyty. OJHAKO COTPYJIHUKH YHHMBEPCUTETa CKAaHUPYIOT WJIM BHOCSAT HM3MEHEHUS B CIPABKU
BpyuHyto. Takke OOJBIIMX BPEMEHHBIX 3aTparT TpeOyeT MNOJANHCaHHE CIPaBKU PYKOBOJCTBOM
yHuBepcuTeTa. OCTanbHBIE MPOLIECCH], TAKUE, KAK M0Jada 3asBICHUN, TUKBUIALUSA aKaIeMUIECKUX
3aJI0JKEHHOCTEH, MPOUCXOAAT dYepe3 MOoYTy M oOpaldaThIBalOTCS BPYUYHYIO, Ha PETUCTPALIUIO
KaX/10T0 MHCbMa M OTIPABKH OTBETa YXOAUT Ooblloe KonuyecTBO BpeMeHH. Cucrema «Smart
campus» I[O3BOJINT ABTOMATU3UPOBATh JaHHBIE MpPOLECCHl U OyIeT TIeHepupoBaTh CIIPABKH,
pPETUCTPUPOBATh BXOJAIIME HOMEpA s 3asBJICHUH MOMEHTAIBHO, Cpa3y IOCJIE MOJAa4M 3asBKU
CTYJIEHTaMH, YTO 3HAUUTEIbHO COKPATUT HAarpy3Ky Ha aJMHHUCTPATUBHBINA MEPCOHAN M YIYYIIUT
YCIIOBHSA 1151 00YYarOIIUXCA.
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MojeJiMpoBaHue MPOIECCOB

A. Kapma npoyeccos

Kapra mporieccoB «IloydeHre OHIaiH YCIyr» - HHCTPYMEHT IUIAHUPOBAHKS U YIIPABICHHUS
MPOIIECCOM, KOTOPBINA HCIIOIB3YETCs IS TOBBIICHHS 3(P(GEKTUBHOCTH BBIMOJIHACMBIX JCHCTBHUII B
TEYCHHH BCEro mporecca. Kapra mporeccoB oTpaxaeT ClIeIyOIIne BUIbI IPOIIECCOB:

- OCHOBHBIE MIPOIIECCHI.

- [Tpouieccel ynpaBieHus.

- Bermomorarenbabie mporieccsr [1].

s H :
i Mpoueccol !
i ynpaeneHuns !
MoTpeBHOCTE | Mpaeuna !
KNWEeHTa ' perucTpaLym Mpukasel OokymenTooBopoT |
: EIARR L pekTopa W OTYETHOCTE :
i WCXOAALER VHUBEPCUTETA i
|| KoppecrioHasHLMM !
i | MpoaykT
¥Ao0CTEO U MpocToTa _,E BbiCOp OHNaiH OcHoBHble Buirpy3ka rotogoro | |
i ycnyru npouecchsl oTEETa !
CKOpOCTE _,E ¥ T | MonyyeHHan
oSChyHHBaHWA ‘ PerdcTpauma MeHepauua PerucTpayusa ; OHNaiH yenyra
i oOpaLleHus B .| OTBETA B BUOE OOKYMEHTA B !
! |Gasy exopAwero| PDF 0a3e MCXOOALMX | |
: peectpa OOKyMeHTa OOKYMEHTOB :
LleHTpanuaauma i i
BCEX COLL YCIyr _I'E !
i BcnomoratensHble i
i npouecchbl !
E WMuTerpauma c i
i R OpyrvMm i
i Tex. oOcny*MeaHue e Sa— OOHoeneHKe MO i
: YHMEEDCUTETA :

Pucynok 1 - Kapma npoyecca «Ilonyuenue onnaiin ycaye 6 cucmeme “Smart-campus "nam»

Ha pucynke 1 mpuBenena kapta mporecca «llomydenne crnpaBku ¢ mecta oOydeHus». Ha
KapTe Ipolecca NOKa3aHbl CIAEAYIOLIME MPOLECCHI:

OcCHOBHBIE TPOIIECCHI:

- Br10op onnaiin ycnyruy;

- Perucrpamnus obparenus B 6a3e BXOIAIIETO peecTpa;

- T'enepauus otsera B Bune PDF nokymenra;

- Peructpanust HoMmepa BbIIaHHOTO IOKYMEHTa B 0a3€ UCXO/ISIINX JOKYMEHTOB;

- BsIrpy3ka roroBoro orsera.

[Ipouieccsl ynpaBiieHus:

- IlpaBuna peructpanuu BXOIAIIEH U UCXOISIIEN KOPPECTIOHAEHIINH;

- JIoKyMeHTOOOOPOT M OTYETHOCTb;

- Ilpukasel pekTopa yHUBEpPCUTETA.

BcnomorarenbHbIe TPOLIECCHI:
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- Tex. obcmykuBaHue;
- Oonosnenue I10;
- MHTerpanus ¢ ApyrumMu CUCTEMaMU YHUBEPCUTETA.

B. BPMN mooens busnec-npoyeccos

BPMN wmoxens BkitouaeT B ceOs HAOOp KOHIIEHIMH, HEOOXOAMMBIX JJISi MOJSIUPOBAHMS
nporieccoB. BPMN mopens sBisieTcst CBA3YIOIUM 3BEHOM MEXAY TEXHUYECKHMHU pa3padoTYHKaMu
1 Ou3HeC-TOJIb30BaTENIAMU Tpoliecca. MoJenb Takke OTpaXkaeT BCe CYLIECTBYIOIINE UHTErPalluu U
CBA3M pasznuuHbix cucreMm [2]. Huxe, Ha pucynke 2, npuBegeHa BPMN wmonens mnporecca
MOJIyYEHUsI OHJIAlH YCIIYT B cucTeMe «Smart campusy.

Pool

( \ ™
4‘%‘49 FDF zorymertal Crpasta FOF
_ A

Perncrpauin
se0aALEn
ADKYMEHTA

Cucreua "Smart canpus”

[Cr\hswe cpasn
iR

L wecra o0yuesn

FerncTy
Noasa sanenewn s e
ferane AoKymeHTa

] BaIrpy3e
= J TD3HCADANTA

Ao

ABTOpM3BLMR
CTYREHTA & CUCTEME

Bifop ounaiin
yenym

CTyaeHT 3awen 8 cacTeuy

MAeranan

E

Sanpoc
Oraer
FDF

3

—
O
( 1 ( ©opunposaire }

Oepatoma sanpoca
Saoueno L” ’ J R0RyMENTS

dLiitu.iz

Pucynok 2 - BPMN moodens npoyecca «AS 1Sy

PernnamenT Ou3Hec-npouecca

Ilens mpomecca — aBTOMAaTU3MpPOBaThb M YIPOCTUTHh NOPSAJOK IIOJYyYEHHUS CIIPaBOK,
TPAHCKPUIITOB, OTYETOB IO OIUIaTe, MOJaud 3asiBJIEHUH M JPYrHMX YCIYr TMOCPEICTBOM HX
MOJTyYeHHUs B peXHUME OHJIAiH, 63 0KUJaHUs CBOEH o4yepear Ha MPHEM K OTBETCTBEHHBIM 3a 3TO
moaaM. TloMmrMo obGnerdyenus mpoiecca A oOydaroluXcsi aBTOMaTH3alusl MOJy4yeHUsl JaHHbBIX
yCIyr SKOHOMHT PECYpPCHl IE€PCOHANAa YHUBEPCUTETA, 3HAYMTENIBHO COKpallas WX 3aJauH.
Brnagensuem mpoiiecca SIBISIETCS YHUBEPCUTET B JUIE AUPEKTOpA JENapTaMEeHTa TEXHHUYECKOIo
conpoBoxacHus U IT-moanepxku.
Brnagenen nporecca HeceT OTBETCTBEHHOCTb 3a:

- OecniepeOoiiHyI0 pabOTy CHCTEMBI B JIF000€ BpeMs CYTOK;

- OBICTpPOE pearupoBaHUe Ha 3aIPOCHl TEXHUYECKUX HETOJIA0K U UX PELICHHE;

- CBOCBPEMEHHOE OOHOBJICHUE TAHHBIX U MHCTPYMEHTOB CUCTEMBI,

- UHTErPaLlMIO CUCTEMBI C IPYTMMHU JIeapTaMEHTaMU U BHYTPEHHUMH CUCTEMAMHU;

- BBINIOJIHEHUE MPOIIecca U ero pe3ybTar.
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OObIYHO OTIpeieNeHre MTOAX0/1a K YIPABICHUIO MPOIIECCAMH BKIIFOYAET CJICAYIOUINE TAIIbI:

- JlokyMeHTHpOBaHHE IIpolecca Juid IMOHMMAaHUS TOro, Kak paboTa MpOXOJUT dYepes
nporecc;

- IlpucBoeHne mpaBa cOOCTBEHHOCTH Ha MPOIECC C LENBI0 YCTAHOBJICHUS YIIPAaBICHYECKOM
MOJIOTYETHOCTH;

- VYmpaBneHue mpoueccoM Ui ONTHMHU3AIMK HEKOTOPHIX IOKa3arenedl 3(h(eKTHBHOCTH
porecca;

- VYiydmieHue mnpomecca I TOBBIIIEHHS KadecTBa MPOAYKIMH MM IIOKa3aTenei
3¢ (HEeKTHBHOCTH TIpoIIecca;

- Ynpasisis npoueccaMmy, MOYKHO JIy4Ille MHTETPUPOBATh MEPCIEKTUBBI U IPHOPUTETHI C
pecypcamy;

- MHorue HOBbIE YNpaBJIEHUYECKHE WHUIMATHBBI TPEOYIOT YIPaBJICHUS IPOLIECCaMH, U UX
HEBO3MOXKHO Pealin30BaTh;

- YrpaBieHue mporeccaMu OTKPbIBAeT JABEPH AJIl TBOPUECKUX U HOBATOPCKHX IMOJIXOOB K
YIYYHICHUIO OPTaHU3AIMOHHON 1A TEIIbHOCTH;

- YmpaBieHue npoueccamu IMo3BoJisieT 3(p(PEeKTUBHO BHEIPSTh COBPEMEHHBIE CHCTEMBI U
CTaHJapTHOE MporpaMMHoe obecriedenue [3].
MoXHO chenaTth BBIBOJ, 4YTO JUIA MOJJICPKKM HHHOBAIlMi B JaHHOM HpOILEeCCe HEOOXOIUM
CHCTEeMaTHYECKHH TTOJX0/ K MPOEKTUPOBAaHUIO W aHanu3y. Hmxe, B Tabmuuax 1 u 2, moka3zaHbI
OIMCaHME MPOIIecca MOTyUSHHs OHJIAIH YCIYT ¥ XapaKTEPUCTHKA TAHHOTO IpoIiecca.

Tabnuma 1 —Onwmcanue nporecca B cucteme “Smart-campus”

Hazsanne nponecca Tun Lesb / Ha3HAYEHHE Buiagesnen nponecca
npouecca npoiecca
Ilomyuenne onnaiin ycnyr | OcHOBHOM YIpocTUTh MOPAIOK BYVY3, agmunncTpanys

B crcTeMe “Smart campus”. IOJTyYEHUS CIIPABOK, BVY3a, nenaprament

TPaHCKPHUIITOB, OTYETOB 110 TEXHUYECKOTrO
oruiare, MoJay4u 3asiBJICHUH U | corpoBokaeHus u IT-
JPYTUX YCIYT TIOCPEACTBOM MOJIEPIKKH.
WX TIOJYYEHUS OHJIAlH, He
0’KH1asi Ouepea Ha IIpUeM K
OTBETCTBEHHBIM 3a 3TO
JIOJISIM.
Tabnuua 2- XapakrepucTuka mpoliecca B cucteme “Smart-campus”
OcHoBHOE OcHOBHOI1 BX0[ OcHoBHO OcHoBHOE OcHoBHOI1 OcHoBHOI
co0bITHE i co0bITHE MPOAYKT KJIHMEeHT
HayaJja NMOCTABIIM | OKOHYAHUSA
K
Peructpamu | 1) 3anpoc Ha Cucrema Knuent(cryne | CrnpaBka 06 | OOyuaromuiics B
s B CUCTEME | TIOJy4deHHe OoHNaiiH | “Smart- HT) IIOJTy4nJT | OOy4YeHHH, OpraHu3aLuH
“Smart ycayru (mosryyeHue | campus” OHJIAlH- TPAHCKPHIIT, | 0Opa3oBaHUs
campus” / CIIPaBKH, yCIIyry OTYET 10 (BY3a)
BBIOOD TPaHCKPHIITA, (roToBBIit orare
OHJIAlH uHpopmMarus 06 JIOKYMEHT)
YCIYTH oriare);
2) Jlaunbie
KJIMCHTA(CTYICHTA)

Mopnean 0u3Hec-npoueccoB «TO BE». Moxens 6usnec-npoueccoB «TO BE», To ectb
«KaK JIOJDKHO OBITH» OTpakaeT ONTHMH3WPOBAHHBIC U JOPAOOTAHHBIC ACTIEKTHI MOJIEIH «KaK €CTh)
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[4]. Ilepen mocTpoeHNEM JaHHON MOAETH «KaK JOJDKHO OBITH» HEOOXOAMMO HCCIIEI0BATh TUTIOCHI U
MHHYCBI MOJEIH «KAaK €CTh», NPOAHAIU3UPOBATH BO3MOXKHBIC BapUAHTHl  YIIyYIICHHS
3¢ GEKTUBHOCTH MPOLIECCOB U BHIOPATh MOAXOIAIINE METOABI PELICHNS TaHHBIX npobseM. Hioke, B
Tabauie 3, mpruBeIeHBl OCHOBHBIC MTPOOIEMBI M X PEIICHHUS.

Tabmuma 3 — [Ipo6ieMbl MOJIENTN «KaK €CThY

IIpo6aemsl Pemenus
Cooti cucTemMsI 1. IlpuHMMaroTCs Meppl 1O  YCTPAaHEHHIO  JemapTaMEeHTOM
TEXHHICCKOTO COMPOBOXKIACHUS U | T mogmepkKu.
2. B ciydae 3aTSDKHBIX TEXHHUYECKHX PabOT HEOOXOIUMO MPOMKCaTh B
WHCTPYKLUH, YTO 3asBKa MOAAETCS aJbTePHATHUBHBIMU criocoOamu (e-
mail, whats app u T.1.), 3aremM 3asBKa 00pabaThIBACTCS BPYUYHYIO
COTPYIHUKOM JeKaHaTa.
[MpoBepka NOJUIMHHOCTHU | Jst TOoro 4ToOBI CrpaBKa UMeNa IOPUANYECKYIO CHIIY, HEOOXOIMMO
JIOKyMEHTa BHenpuTh OUIIL, a nns npoBepkH MOAJMHHOCTH B YTy JOKYMEHTa
reHepupoBaTh QR Ko, KOTOPEI OTKPOET C yCTPONCTBA ANEKTPOHHBIN
JIOKYMEHT 110 afpecy oQuIanbpHOTo caliTa yHuBepcurera [5].
AyTteHTudukanus JlobaBieHue HoMmepa TenehoHA M CMC-TIOJATBEPXKIACHHUE, a TaKkKe
MOJI30BATEIS BHenpeHue DI

[Tocne ucciieoBaHMs BCEX JIEMEHTOB MOJIENH «Kak ecTby BPMN Moens Ou3Hec-nporeccoB
«[lomyuenne onmaifH yciayr B cucreme “Smart campus”» Obuta onTUMU3KMpOBaHa. Mojenb mocie
ontumuzanuu «TO BE» («kak 1ommkHO OBITEY) MOKa3aHa HUXKE, HA PUCYHKE 3.

PerucTpaums
_________ nexoaRwere
En ACKYMEHTa &
cXoaAWM: Base
—

CTyaeHT 3awWwen B cHCTeMY,
Fenepauns
en CNpaskk B BHAE cn:;:«a
yacHTos, PDF gokymenTa
T —

CTynewT He npowen
AYTEHTHIDHEALMKY i
S o ‘

] HOMEpoR. Opayefive

CTYAGHT yenewxo npowen : — B Gazy

ayTexupuKaUNIC
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Pucynox 3 - BPMN mooenv npoyecca « TO BE»
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B 3akimoueHnn 0TMETHM, 4TO B JAHHOM cTaThe OblIa pazpadoTaHa MO/EIb OM3HEC-TIPOLIECCOB
MOJIy4YeHHUsl OHJIAMH ycnyr B cucreMa «Smart campus», Takxke paspaboTaHHas MoAeNb ObuLia
ONTUMU3MPOBAHA TIOCJIE MCCIICIOBAHUS M aHANW3a. BbUIM OMHCAHBI OCHOBHBIC OM3HEC-TIPOIECCHI
MIPEIOCTABIICHUS OHJIAHH YCIYT B YHUBEPCUTETE, BBISBICHBI TPOOJIEMBI CYIIECTBYIOIIUX MOJENIeH U
MPEAJIOKEHBI YTH UX PEIICHUSI.
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Binim Oepy yiibIMbIHAA OHJIANH KbI3MeT KOPCETY YIIiH OM3Hec-NPoLecCiH JaMbITy

Angatna. byn wmakana «XATY» AK VYHuBepcureTiHiH MbIcalbiHIa OiniM  Oepy
yUBIMIApbIHAA OHJIAWH-KBI3METTEp/l MaijanaHy MpoLEcTepiH JaMbITy Typaibl. OHaiiH-
KbI3METTEp JAETeHIMi3: OKy OpHBIHAaH cepTU(UKAT aldy, TPAHCKPUIIT alxy, ©TIHIMAEpAl OHJAiH
pexumMinze Oepy, Kapbi3abl koro. TexHomorusuielk kapta xxoHe BPMN «AS IS» xone «TO BE
Oenrizey MOAebAEpI» d31pIeHI.

Tyitinai ce3aep: «Smart-kammycy, Business Process Model and Notation, “AS IS, “TO BE”,
OHJIAMH KbI3MET KOPCETY, JKYHe, SEeKTPOHIBIK HU(PIIBIK KOATaHOA.
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Bazarbekov I.M., Sharipov B.Zh.
Development of a business process for obtaining online services in the organization of
education

Abstract. This article presents a case study of 11TU JSC illustrating expansion in the use of
online services at educational organizations. Online services mean such services as: obtaining a
certificate from the place of study, receiving a transcript, submitting applications online, eliminating
debt. To streamline the process of rendering such services online we developed a process map and
some BPMN notation models such as "AS 1S™ and "TO BE".

Keywords: Smart-campus, Business Process Model and Notation, “AS IS, “TO BE”, online
services, system, electronic digital signature.
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METOJ KIACCUPUKALIMU TEKCTOB HA OCHOBE AJIT'OPUTMOB
MAINIMHHOI'O OBYYEHUA

AHHoTanusi. B oroil pabGoTe ObUIM oOmMCaHBI CIOCOOBI pacyeTa W aHajldu3a MeToja
KJIacCU(UKAMU TEKCTOB, a TakKe OBUIM BBIABICHBI OCHOBHBIC IapaMeTpbl HPUMEHEHHUS
QITOPUTMOB MAIIIMHHOTO OOy4YeHUs i OOpaOOTKM E€CTECTBEHHBIX SI3bIKOB. [y »TOro ObLIH
MIPOAHATM3UPOBAHBI U ITOKA3aHbl HEKOTOPBIE pean3allii AITOPUTMOB MAIIMHHOTO 00y4eHus. s
pa3pabOTKK CUCTEMBI IO aHAIM3Yy M KAaTEropu3alud TEKCTOB OBLIM NMPUMEHEHBI AJITOPUTMBI IO
00pabOTKe TEKCTOBBIX JAHHBIX, a TaKXKe pe3yJbTaThl MCCIEIOBAHUSA CHCTEMBI 00pabOTKU
€CTECTBEHHOT'O SI3bIKa.

KiawueBble ciaoBa: 00pa0oTka, €CTECTBEHHbIE SI3bIKHM, KiaccH(UKalus, aHaju3,
KaTeropusalusi, paclo3HaBaHue, IOHUMaHUe

Beenenune

B nudpoBom Mupe BaxxHOCTh 00pab0TKH HHPOPMAIMK BO3PACTAET C KAXKIbIM JHEM. bricTpoe
pa3BUTHE TEXHOJOTUH W pa3pabdOTKa CHUCTEM [0 MOHUTOPHHTY COLMAJIBHBIX CETEH OINpeneuiu
OJIHO W3 KIIYEBBIX HANpaBlIeHHH nedrenbHOCcTH uHAycrpun WT — co3manue cucrem 1o
00paboTKe eCTEeCTBEHHOI'O f3bIKa, KOTOpble MOTYT 00pabarbiBaTh JOOBIE BHUABI TEKCTOBOU
nHpOpMAalMU: KaK HOBOCTHBIEC IMyOJHMKAIlMKA U CTaThH, TaK U UX KOMMeHTapuu. Ha ceromHsmHuii
J€Hb O3TO TPOSBIACTCS B BHJAE TapreTHPOBAHHBIX MPEUIOKEHUH, COCTaBICHHS MOPTpETa
MOJIb30BATENs] U MPOTHO3MPOBAHUS JIEHCTBHI HAa OCHOBE NMOHMMaHUS TeKCTOB. OJHOHM M3 cambIX
BOCTPCOOBAHHBIX TEXHOJIOTUH SIBIIAIOTCS anropuTmbl, ocHoBanHbie Ha NLP (natural language
processing), mockoibKy aaHHas cdepa eme Mano uzydeHa. OOpabOTKa €CTECTBEHHOIO SI3bIKa —
00acTh, KOTOpas BO3HHMKJIA B Pe3yJbTaTe€ CHUHXPOHU3ALUU TAaKWX HAyK, KaK JIMHTBUCTHKA WU
matemaTtuka [1]. Ho omHol kiaccupukanmuu At TOYHOTO TMOHUMAHHS TEKCTa HEJOCTATOYHO.
Heo6xoanMo kateropusupoBath TEKCT JUIs JanbHeimel oopadoTku. Kiaccudukaims TeKcToB —
3TO MPOLIECC CHHTAKCUYECKOT'O aHaJIM3a TEKCTOB B Pa3IMYHBIX cdepax A JanbHeillel padboTsl ¢
nanHbIMH [2]. Jlanee cnenyeTr BU3yanu3alys JaHHBIX U UX MpeaodpadoTka UIsk IPUHITHS PeIICHUN
B WHpOpPMANMOHHBIX cucTeMax. OpHako aius KiIacCU(UKAIMH TEKCTOB HEOOXOAMMBI TOYHBIC
QJITOPUTMBI MAITMHHOTO O0yUYeHHs M OOJIbIINE KOPIYChl Pa3MEUCHHBIX JaHHBIX, KOTOPBIE CO3/1AI0T
PUCKH TIOTEpU CEMAHTHYECKOro 3HaueHHs KaTeropuil. Iloatomy i oOpabOOTKM TEKCTOB, B
YaCTHOCTH ISl KJIACCH(HMKAIIMK TEKCTOB IO KaTteropusm, tpedyercs 6oiee 3(pdeKkTuBHbI MeTOR
aHanmu3a. Vcronb30BaHHE KOMIUIEKCHBIX, OoJiee CIIOKHBIX METOAOB aHAJIM3a TEKCTOB MOXKET
YMEHBIINTh BEPOSTHOCTh OMIMOOK, HO TIOBJEYET YBEIMYCHHE TpeOOBaHUI K pecypcam.
[Ipennonaraercs, 4To €CTh HEOOXOAMMOCTH B TIOBBIIICHHMM TOYHOCTH W HCIIOJIb30BAaHHM Oolee
MPOABUHYTHIX JITOPUTMOB JUIS KJIacCU(pUKALIUK.

Metopnonorus

B nanHO#l crathe OyayT paccMaTpUBAaTBCS METOMAbI KJIACCU(PHUKAIMU TEKCTOB, MOITOMY
O0OBEKTOM HCCIICZIOBAaHUS SIBISETCA aHajdu3 TekcTa. He cymiecTByeT CTraHAapTH3MPOBAHHBIX
malloHOB  JUIsl  aHauu3a TEKCTOB. AHaiM3  TEKCTa  SBJISIETCS  NPUMEPOM  00JacTu
MEXIUCIUIUTMHAPHOTO HCCIIEIOBaHUSA, COOTBETCTBEHHO, MOHATHE aHAINW3a TPaHC(HOPMHUPYETCS B
3aBUCUMOCTH OT O0JacTH M OT TOrO, KakoB OOMIMI KOHTEKCT CTaThbH, CBSI3aHHON C JaHHBIM
TIOHATHUEM.
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Knaccudukanus — TOBOJBHO pPACIpPOCTPAaHCHHAs 3aqadya B MalmIMHHOM oOyudeHuu. OHa
uccienyerca B TakuxX cdepax, Kak: pacrno3HaBaHue M o0paboTka M300pakeHUU, CerMeHTalus
O00OBEKTOB, HAXOXKICHHWE MUCTAHIIMNA W TapaMeTpOB, MEIUIMHCKHE 3a/Ja4d W MPOOJIEMBl HAYKH.
Creunanuctsl MalIMHHOTO 00ydeHHs, padoTaroliue HaJ CIOXKHBIMU aJIrOpPUTMaMU HEHPOHHBIX
ceTei, CTpeMATCsl 00ECIeYnTh UX HEOOXOoauMoe (PYHKIIMOHMPOBAHHE B ONPEACICHHBIX, 3apaHee
HEU3BECTHBIX YCJIOBUAX, TO €CThb JOOMBAIOTCA OT pa3pabaThblBa€MbIX CHCTEM U alrOPUTMOB
HE0O0X0AUMBIX (popM noBeAeHUs. JIMHTBUCTHI U3y4al0T WH(POPMALIHIO, OMPEACIISIONIYI0 COCTABHOE
(YHKIIMOHUPOBAHHE TEKCTa, a TAKXKE €IUHUILY KaXKJIOTO CI0Ba B HY>)KHOM KoHTekcTe. KiroueBbiMu
(YHKIIUSIMU  KOTHUTUBHOW JIUMHTBUCTHKH SIBJIISIFOTCSI OCOOEHHOCTH YCBOGHUS U 00pabOTKH
nadopmanuu [3]. YciaoBHO TOBOps, 00pabOTKa TEKCTOBOM HMH(POpPMAMU — 3TO HAXOXKIACHHE
MOCIIEIOBATEIHLHOCTEH B TEKCTaX, MOCTYNUBIIMX W3 PA3IUYHBIX WH()OPMAIMOHHBIX HCTOYHHKOB.
Orto ompezeneHue oOpabOTku MHGOPMALMKU B JAHHOW CTAaTbhe B3STO 32 OCHOBY, TO €CTh TEKCT
paccMaTpuBaeTCs KaK €IMHHIIA BBIYUCICHUS, a KIACCU(PHUKAIMS TEKCTOB IMOJPAa3yMEBACT aHAIIN3
TOTO, KaK OHM ceOs MOKa3bIBAIOT B Pa3HBIX yCIOBHSIX. Bceien 3a ompeneneHueM MOHATHI HYKHO
TaK)Xe BBISIBUTH M3MEPUMBIC W BBICUUTBHIBACMEBIC TapaMeTpbl. B maHHOM ciy4ae 3TO KOHTEKCT, B
KOTOPOM €IMHUIIBI YYACTBYIOT JIJIs AajbHElen mpenoopaboTKu.

B paMkax maHHOTO HCCIEIOBaHHMS METOJ| KJIACCH(HUKAIMKM BBICTYIIAeT KaKk OCHOBA IS
JAIbHEUIINX B3aMMOJCHCTBUIM B CHUCTEME, TOTMOJHSS CUCTEMY B KaueCTBE MOJHOLIEHHOTO IIMKIIA
MOHUMaHUs TeKkcTa. [losToMy mepBUYHBIM JEHCTBHEM, OMNPEACIAIONIMM KaTerOpUul0 TEKCTa,
ABNsieTCS cerMeHTanus. Kakmas eguHMIa TEKCTa UMEeT ONpeeNieHHBIH Bec U Oyner
paccMaTpuBaThCS B paMKaxX BCETO0 KOHTEKCTA, B KOTOPOM OYAYT BBICTPAUBATHCS CBS3H.

Matepuan uis u3ydeHus ObUT TIOJyYeH METOJIOM BBITPY3KH KOpITyca OOJBIIMX JAHHBIX I10
3aMeTkaM B Bukunenuu v JaHHBIX, HAXOSIIMXCS B OTKPBITOM JAocTymne. B obmieil cioxHoCcTH
o0 mosydeHo 600,000 opurHHaNBHBIX TEKCTOB. [[Isl ycmemHoW peau3aiuu, MOCTaBICHHOMN
3a/lay¥ KOPITYC JAHHBIX ObUT PAaCHIMPEH METOJO0M HCCIEeIOBAHUS COIMANBHBIX CETEeH ISl BHITPY3KH
HanOOJIPIIIETO YHCJIa OPUTHHAIBHBIX CIOBOCOYETAHWHA M TPEUIOKEHUH. AHAIN3 CIUIOITHOTO
COJIep>KaHusl 3aMETOK ObUT MPOBEJCH METOJOM BBISIBICHUS TJaBHBIX TE€M, METOJOM MpHUOaBICHUS
MEPBUYHOTO KOpIyca TEroB HCCIENOBaHMSA. Terdm HCCIeOBaHUS 33JaBaIHCh Il TMOHWCKA IO
COLIMAJILHBIM CETSIM U M0 HOBOCTHBIM mopTtanam. Ponb yenoBeka B cOope Oblia MUHUMabHOU. B
KOprmyc OOJIBIIUX JaHHBIX METOJIOM OIICHKH YHHKAIBHOCTH J00aBISUTHCh TPEIJIOKCHUS U
CO3/1aBall KJIACTEPhl OPUTHHANBHBIX yciyr. OCHOBHAs Macca JaHHBIX, COOPaHHBIX MO Teram, ObLia
Ha PYCCKOM W Ka3axCKOM s3bIkax. Bce HaOoOpel JaHHBIX HE (OpPMATHPOBAUCHL M HE
oOpabaTeiBaniuCh B mpoiiecce cOopa, ¥ B KOPITYC MOTJIM MOMAaIaTh CTOM-CIOBAa U MalO3HAYMMbIe
TEKCTHI. B 00111eli CI0)KHOCTH OBUTH 33JIeHCTBOBAHBI TPOTPAMMBI JIsl cOOpa JaHHBIX U3 IBCHAIATH
COLIMATILHBIX CETeH U BOCBMUCOT HOBOCTHBIX MOPTAIOB, YTO MO3BOJIUIIO MOBBICUTH KaUeCTBEHHBIN U
KOJIMYECTBEHHBIN COCTaB KOPITyca JJIs JajdbHen et o0paboTKu.

s cOopa NMaHHBIX U3 OTKPBITBIX HMCTOYHHUKOB HCIOJB30BajiaCh TEXHUKA IIOUCK-KIIOU»,
KoTopasi paboTaeT Ha OCHOBE s3bIKa python. DTa TeXHHWKa BKIIIOYAE€T B CEOSI MHCTPYMEHTHI IS
BEITPY3KH html BapwaHTa CTpaHMIIBI W TOWCKA MO TeraMm. Terd, COOTBETCTBYIOIIME TeMe, ObUIH
MTOJTYYEHBI Yepe3 MOMCKOBBIE CHCTEMBI METOJIOM ITOMCKA BHYTPH UCTOYHHKOB.

Jlyis cOopa MaHHBIX W3 HOBOCTHBIX MOPTANOB OBbLI MPUMEHEH MOUCK MO0 TeMaM U JallbIIle 10
teraMm. [lopTay BeITpYyXaJcs OTISIBHBIM CKPHIITOM Yepe3 ONpeiesIeHHbIC TEPHOIbl BPEMEHU H
COXpaHSICS B KOpHyc JUIsl Tocienyromei oopadorku. [louck cioB mMpoBOIWICS MO HOBOCTHBIM
NyOJIMKALKAM M TI0 KOMMEHTAPHUSAM IOl HUMHU TyTeM yCTaHOBJCHHS (HIBTPALUHU 110 BpeMEHHU (OT
HOBBIX K CTapbIM).

B obme#i cnoxHOCTH OBITTIO coOpano 21,231 TEKCTOB MO COIMATBHBIM CETSIM U HOBOCTHBIM
nopranaMm. Hampumep, mpoOBOAMIICS TOUCK MO TEraM Ha MOJUTHUYECKHE U OOIIECTBEHHBIC TEMBI,
CTaTHCTHKa 0OpUCOBBIBAJIA HACTPOCHNE HACENIEHUS B ONpeeNICHHBIH OTPE30K BPEMEHH.

Knaccuukanuu no tumy ObutM pa3OUTHI HA HECKOJIBKO YacTei Mo (yHKIMSAM U Oa3UCHBIM
teram. [Ipu neneHnn Ha KaTeTOpUU YUUTHIBAIMCH CMEXKHBIE 3JIEMEHTHI. BI1ocieIcCTBUU BBISIBIISLIIOCH
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MPOIEHTHOE COOTBETCTBHE OJIM30CTH TEKCTa K KOHKPETHOMY Kiaccy. JIMHrBHCTHYECKHE
0COOCHHOCTH BCEX TEKCTOB Pa3IUYaIUCh U ObLUIH MpOaHAIU3HUPOBAHBI.

Jnsi  aBTOMAaTW4ecKod KiacCH(PUKAMKW TEKCTOB JelieHHe COOpaHHOro —Marepuaia
MIPOU3BOJIMIIOCH MOCPEACTBOM MHCTPYMEHTOB, KOTOpbIE BbIJaBalu Oojee OMU3KYI0, K CIOBY,
KaTeropuIo JJIsl MPUOaBICHHUS.

N3 6ubnmmoreku keras Obutn mpuMeHeHbI Mojienu U layers. Keras — oTKpwITast HelipoceTeBast
oubnumoreka, HanucaHHas Ha s3bike Python [4]. Llenpro Keras siBisieTcst omeparuBHas pabora ¢
rryookuM oOydeHueM. CoOpaHHbBIE JTaHHBIC OBLIM TMPHUBEACHBI B UCXOIHYIO (OpPMYy B MacCHUBE
CIIOBOCOYETAHUH, a BCIEA 3aTeM M TeKCTOB. [l olecrmeyeHHss OYEpeTHOCTH B MEPEYHE IO
CXOXeCTH JJIMHBI Obl1a mpuMeHeHa pad_sequences u3 keras. Ilo ymon4aHuio 3To Jenaercs myTtemMm
nobasnenust 0 B Havyalle KaXIOW IMOCIEIOBATEIbHOCTH, MOKA KaXAas IMOCIEeNOBATEIbHOCTh HE
OyIeT MMeTh TaKyl Xe JJIMHY, KaKk W camas JIMHHAs MOCIeJA0BaTeIbHOCTh. /{7l BBIABICHUSA
KaTteropuid ObLI MPUMEHEH alroput™M MamuHHOro oOydenuss Multinomial Naive Bayes.
TpenupoBka Mo3BoJIsSET MUHUMU3UPOBATH U3ICPKKH.

B pamkax peanu3anuy Hamero MHCTPYMEHTA Ui CHCTEMAaTHU3alUU IO KaTeTOPUSM MBI
caenand Ham kinaccuduxartop. s sToro ObuUIM NPUMEHEHbI TEXHHUKH YAAlEHUS CTOI-CIIOB,
3aMeHBI TPOMUCHBIX OYKB Ha CTPOYHBIC W NMPUBEICHUS TEKCTOB B UCXOAHYIO (opmy. Jlamnbie Obuta
3aneiictBoBana ¢yHkius Tokenizer u3 6mubnuoreku keras. Tokenizer mpeoOpa3oBbiBan cioBa B
OUYEPEeTHOCTH M TIEPEBOAMII UX B BEKTOPHOE MPEJICTABICHNE KaK unciaoBoe. Jlanbiie ¢ moanepxxkon
pad_sequences u3 6ubanoTeku keras preprocessing Mbl BO3BpaIaid 04E€PEIHOCTH ¢ HHTEPBATIAMH
U METKaMH.

Jnst HanOOJNbIIEH CIOKHOCTH CHCTEMATH3allMM KAaTerOpHid IMOJyYeHHBIE Pe3yJbTaThl U3
Hariero kiaccuukaropa 1mo pabore ¢ BXOJHBIMU JaHHBIMU MBI 3amyckand B (yHkuuto predict
Hallei MoJielii, mocTpoeHHoi Ha ocHoBe MultinomialNB (Multinomial Naive Bayes). Multinomial
Naive bayes — oxuH U3 BapuaHTOB KJIacCH()UKATOPOB, MOCTPOEHHBIX Ha anroputme NB, koTopsbrii
WCTIOJNB3yeTCs B OCHOBHOM B 3ajadax OOpaOOTKM IMOJMHOMHAIBHO pPACHpPEICNCHHBIX IaHHBIX,
Hampumep, B kiaccudukanuu Tekcra [5]. [nsg  onTumM3anmm  paboyero mpolecca  Mbl
MIPEIBAPUTENIBHO COXPAHSIN MOJOOPKM HTOra TPEHUPOBKH Mozenu B ¢opmare h5 u 3arpyxanu
utor uepe3 pynkuro oubauorexu keras load model. B utore nomyuanu pe3ynbrar, ¢ moaaepKKon
WH/ICKCUPOBAaHUS UTOTa BBIBOJMIN KaTeropuio. IlepBrie pe3yiabTaThl KATETOPH3AIMU TTOKA3bIBAIOT
TOYHOCTBH MozeH okosio 80% (tabum. 1).

Tabnuua 1. [TepBbiii pe3ynbTaT KaTeropu3alny TEKCTOB Ha puMepe O0JIBIIOro KOpIyca JaHHbBIX.

precision recall fl-score support
0 0.78 0.83 0.8 2777
1 0.82 0.77 0.8 2763
micro-avg 0.8 0.8 0.8 5540
macro-avg 0.8 0.8 0.8 5540
weighted-avg | 0.8 0.8 0.8 5540

UtoOb1 00pabaThiBaTh pa3HbIC CIIydad BBOJA, MBI MOXKEM COOMpATh JaHHBIC W3 Pa3TUIHBIX
HMCTOYHUKOB U Cdep eATEIBHOCTH, TaK IMOBBICHTCS KaueCTBO COOpaHHOrO Habopa JaHHBIX, YTO
JIacT MOJIOKUTENbHBIN 3 ekt B pabote Mozenu. B nporecce BHEIpeHHs] MOJEIN Mbl YBETUUYHUBAIN
TOYHOCTb MOJIEJIM C HCIOJIb30BAHMEM JIOTUCTUYECKON pEerpeccuu, M pe3yabTaT TOYHOCTU
yBenuuuics 10 84%. Meton Oyzaer xopoimio paboTaTh Ha pa3iMYHBIX THMAX JaHHBIX, BKJIIOYAs
HWPOHUIO U CATUPY, TaK KaK MOCTOSHHO UJET YAyUILlIEHUE 32 CYET KOJIMYECTBAa U KaueCcTBa TaHHBIX.
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KaTteropuu

N wWimkeqt [ O6wectec [N Tpaxcnopr [ Aiirenos [ Monuuua
I Svovomuca [ Axvm [ TypkecraHckan obnacte [ | Tokaes [N Mepuumma
[ Ocpazosanve [N Cropt [N Capsiaraw [] BeiiGek aynars [EEEN] OTuipap
[ KasuiypT aynaH!

Pucynok 2 - Pezynomam kameeopusayuu mekcmos Ha npumepe 601bulo20 KOpnyca OaHHbIX nocie
VAVYUEHUT MOOenU

Kak u Bce ocranbHblEe CHCTEMBI, TEOPETUUYECKH CHCTEMY KiacCH(UKAIlMh, OCHOBAaHHYIO Ha
aHaJIM3e TeKCTa, MO)KHO OOMAaHbIBaTh, €CJIU TEKCTHI IPUXOAAT HE B MOATOTOBJIEHHBIX 1Ia0I0HaX, HO
IUIL 3TOTO €CTh HPOLEHT morpemHoctd. HecMoTps Ha 3TO, Ha INpakTHKE CUCTeMa paboTaer
CTa0WJIBHO M TIOKa3bIBa€T XOPOILIUE pEe3yJNbTaThl MO KJIACCU(PHUKAIMU TEKCTOB. TEeKCTHI,
NpUXOASIIME U3 HMHMOPMAIMOHHBIX CHUCTEM, a TakKXKe U3 Ppa3IU4YHbIX MCTOYHUKOB,
KJIacCU(DUIUPYIOTCS MO KaTeropusiM M Jal0T BO3MOXHOCTb Ul Hocienyroued o0paboTku u
aHalM3a E€CTECTBEHHOIO s3bIKa. JTa pabdoTa OCHOBAaHA HA THMIIOTE3€, YTO TEKCThI SBISIOTCA
HECTPYKTYPUPOBAHHBIMH M COOMPAIOTCS M3 Pa3HBIX HCTOYHMKOB, HO €CTh MPOLEHT MOTPEHIHOCTH
BBISIBJICHMSI KaTE€ropuil B 3aBUCUMOCTH OT caMoil oOnacTh KoHTekcTa. PemieHuem ngaHHOM
npoOJeMbl SBISIETCS YBEJIMYEHUE KOpIlyca JaHHBIX, TPEHUPOBKAa Mojeneid W paboTa MO YHMCTKE
JAHHBIX U BBISIBJICHUIO KJIFOUYEBBIX I1apaMeTPOB.

3akiil0ueHue

B 3akmioueHHM HYXHO OTMETHTH, YTO IIENIbI0 KiIacCU(UKAIIMM TEKCTOB MO HMX MpH3HAKAM
SBISIETCS  OOECIeueHHe IEJIOCTHOTO TIOHUMaHWs W  OOpaOOTKH EeCTECTBEHHBIX  SI3BIKOB.
KrnaccudunupoBaTs TEKCT MOXXHO TOJILKO CPaBHUBAas JaHHBIC, MOJy4YaeMble OT €IWHUIl TEKCTa,
KOTOPBIE SIBIISTIOTCS YacThIO KOHTEKCTa. Tak KaK OOIIMiI KOHTEKCT WIrpaeT KIIOYEBYIO POJb B
KIacCU(PUKALUU TEKCTa, HEOOXOAUMO Y4eCTb OCOOEHHOCTH SI3BIKOBOTO KOpIyca, TOKCHH3AIHIO
CIIOB ¥ TIPUBEJICHUE B M3HAYAIBbHYIO Gopmy. st Toro, 4ro0bl He OBUIO OTKIOHEHHH B TOYHOCTH
pE3yNbTaTOB, HEOOXOAUMO PAa0OTAaTh HAJ YUCTOTON KOpITyca W YIENATh CYIIECTBEHHOE BHUMaHHE
MpopabOTKe MOJIETH M BHICTpPAaUBAHUIO MapaMeTpoB. TakuM oOpa3oM JaHHAs MOJEIb OyAeT UMETh
MPOLIEHT TOTPEUTHOCTH B pacueTax, HO OyIeT MOCTOSHHO caMOOOy4yaThCs M J1aBaTh Pe3yJabTaThl
JydIie ¢ KOKIBIM pa3oM, TaKk Kak KOPITyC TeKCTa HY)KHO Oy/IeT YBEIIMYMBATh U YACIATh BHUMAaHHE
YHCTKE.
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Method for text classification based on machine learning algorithms

Abstract. This work describes the methods of calculating and analyzing the text classification
and identifies the main parameters of applying machine learning algorithms for natural language
processing. The authors analyzed some implementations of machine learning algorithms, applied
such algorithms for processing text data to develop a system for the analysis and categorization of
texts and demonstrated the results of their study of a natural language processing system.
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CunuesB b.
MexTyHapoTHBIH YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJIOTHH, AnMathl, Kazaxcran
O NOJIMHOMMAJIBHOM PASPEIIMMOCTH KJACCA NP-COMPLETE

AHHOTauMs. B MHOXXECTBE YETHBIX U HEUCTHBIX HEOTPULIATEIBHBIX LEIBIX YUCENT X" MOIIHOCTH N HAWTHU
noaMHOKecTBO X*E X" momHocTn K=[X*], cymma sieMeHTOB KOTOpOro paBHa ceprudukary S. ITocraBieHnHas
3ajlaua OTHOCHUTCs K Kiaccy NP-complete. Jloka3aHbl JeMMbl O TMOJIMHOMHAIBHOW pa3peIIMMOCTH  3aa4yH
0 CyMMe MNOIMHOXeCTB XX ¢ MOLIHOCThIO K,  yaoBieTBOpstomed  yciaoBusM n >3,k(n) >3 V n> 3,
k(n) < n < k?(n) — k(n) u HaliieHO (PUKCUPOBAHHOE 3HAUEHUE MOIIHOCTH K M3 BBIIIE MPUBEIECHHOTO UHTEPBAJIA.
[Ipemnaraemplii MOJMHOMUAIBHBI METOJ PENICHUS 3a/la4d O CyMME ITOJIMHOXKECTB OOECIICUMBACT PEIICHUE
Ipyrux mpobiem kiacca NP-complete ¢ momorpio cBOasmMX (GYyHKIMA U CIIPaBEJIMBOCTh PABEHCTBA KIIACCOB
P=NP Ha 6a3e uzBecTHOI TeOpeMbI: eciin HekoTopast NP-1oHast 3a1a4a pazperinma 3a MoJIMHOMUAIBHOE BPeMsl,
T0 P=NP.

KaroueBsie cioBa: xiacc NP-complete, moimHoMuaibHast pa3pelimMoCTh, 3a/1a4a 0 CyMMe TTOJMHOXKECTB

BBenenne

JIro0ast 3amava u3 kiacca NP Moxet ObITh pelieHa NMOoNHbIM niepebopom. [1pu 3ToM, faxke eciiu BEIYUCICHUE
LEIeBON (PYHKIIUM OT Ka)JIOTO KOHKPETHOTO BO3MOXKHOTO PEHICHHS 3aJa4ll MOXET OBITh OCYIIECTBIICHO
3a MOJIMHOMHUAIBHOE BPEMsl, B 3aBUCMOCTH OT KOJIMYECTBA BCEX BO3BMOXKHBIX PEIICHUH TOIHBIN 11epedop MOXKeT
oTpeOOBaTh AKCIOHCHIIUAIILHOTO BpeMEeHH paboThl. B Teopuu airopuTMOB HM3BECTHBI HECKOJIBKO IIHUPOKO
MPUMEHUMBIX OOIIMX KOHIIEMIUHA. MeTox moisHOoro mepedopa sBiseTcs OXHOW W3 HuX. JleranmbHbI 0030p
nocieHux padot [1,2] O MCeBaONOIIMHOMUANBHBIX M SKCIIOHEHIIMAILHBIX METOJaX MOKAa3bIBACT, YTO BaXKHAS
3aJlaya 0 CyMM€ TIOJIMHOXKECTB B TEOPUHU CIOKHOCTH QJITOPUTMOB OTHOCHUTCSI K OCHOBHOM U3 TPYIHBIX IpOOIeM
knacca NP-complete. B paborax [3,4] npe/uioskeHbl MOJUHOMUAIBHBIC allTOPUTMBI PEIICHUS 33J]aud O CYMME
nogMHOkecTB. OJHAKO B 33j1aue niepedopa 1 3a/1a4e 0 CyMMe TIOJIMHOXKECTB 04CHb MHOTO HEPEIICHHBIX TPOOJIEM.
K »Tum npoGiieMamM MOXHO OTHECTH:

- CYIIECTBOBAaHKME MOIIHOCTH k OAMHOKecTBa X & X™;

- HaXOXKJICHUE HU)KHEH M BEpXHEH TPaHMIIbI MOIIIHOCTH k;

- onpeziesieHue (PUKCUPOBAHHOTO 3HAUCHUS] MOIIIHOCTH K;

- B3aUMOCBSI3b MEXKY 7 U k;

- OINpe/ieJICHHe MHHHUMAJIbHOTO 3HAYCHUS MOIIHOCTH IOJMHOXKECTBA, IOJy4aeMOro IPHU PaCIIEIUICHUU
HCXOJTHOTO MHOXKeCTBa X" Ha MOJMHOMKECTBA.

ITocTanoBKa 3aga4n

3amada 0 CyMMe TOJIMHOXKECTB (POPMYIIUPYETCS B BUIC:

Z?=1 a;jx; = S, a; € {0,1},xi € Xn, i € N, (1)

rme X" — MHOKECTBO II€JBIX YETHBIX M HEYETHBIX HEOTPHIATENBHBIX YHCEN, MOMHOCTL n — [X],
X; < 400, N-MHOXECTBO HaTypalbHBIX 4YUCEN € MOMIHOCTBIO n = |N|,n < 4oo. IIpenmonaraercs, uro
S—xi >0,xiEXn, iEN.

[TapamerpusoBanHoit popmoit 3aauu (1) OyzeM Ha3bIBaTh CIICAYIOIIYIO 3a1a4y:

Yk aix;=S,a;€{01},x; EX"a;=1,i€K,a; =0,i e N\ K - (2)

e X*cX™, k= |X¥|, k <n, KCN, k=|K|, K — moaMHOXECTBO MHJEKCOB BCEX BHLIOPAHHBIX NEpPEMEHHBIX
x; € X", N\K-[IOIMHO)KECTBO HHIEKCOB BCEX OCTANIbHBIX (HEBBIOPAHHBIX) IIEPEMEHHBIX x; € X™ nomzanaqn (2).
OtMmeTtnM, 9To 3ama4a (1) sBISICTCS YacTHRIM CITydaeM 3a1a4 (2), Korma MoaMHOKeCcTBO K = (.

IMomuHoMuaabHbIH pa3peminmocts NP-complete

M3BecTHO MHOTO pa3HBIX 0000mMIeHHN Kiaccudeckoil mpobmemsl Bapunura[5] mis mommHOMOB. MBI Oymem
MoJIpa3yMeBarh Ioj mpodieMoil BapuHra i MONIWHOMOB CIEMYIONMIYIO 3a/1ady: Ui JaHHOTO HATypaJbHOTO

International Journal of Information and Communication Technologies, Ne§ (2), December, 2021

75



[ MATEMATHUKAJIBIK )KOHE KOMIIBIOTEPJIIK MOJEJIBJAEY ]

YyCclia 1 HAWTH MUHHUMAJbHOE YUCIO k=k(n), s KOTOpOro Jr00ok moauHoM g € C[x] moxer
ObITh mpeacrasieH B Bune g = fi* + fot + -+ filt, e f* € C[x]. Ilpu pemieHnu mpobIEeMBbI
BapuHra 10CcTaTo4YHO OrpaHUYHMTHCS ciydaeM g(x) = x. JlecTBurensHo, ecinu x = fi'(x) +
fFH(x) + -+ f(x) n h(x)-npousonsubiii nomuuoM, o h(x)=fi*(h(x)) + f*(h(x)) + -+ +

fk"(h(x)). ToxnaecTBo (x + i)z — (x — %)2 = X TIOKa3bIBaeT, uTo A(2)=2.

Jlemmal. Ecnu MHOXecTBO X™ ¢ 3aaHHOW MOIIHOCTBIO M, TO CYIIECTBYET HEKOTOPBII
ceptudukar, npeacTaBUMbINA B BUJIE S=x;+x,+ -+ X} € DJIEMEHTaMU U3 IMOJAMHOXKECTBA X k
momHOCTH k ( X¥SX™), ynosieTBopsromnieii HepaBeHCTBAM:

n>3 kn)=3vn>3 kn) <n<k?mn)—kn). 3)

HokazarenbctBo. [IpeacTtaBuM sKkBUBajJeHTHYIO 3anade(l) MONMMHOMHAIBHYIO MOCTAaHOBKY
32712491 O CyMMe TIOJMHOKECTB: HEOOXOIMMO HaiiTH moaMHokecTBo XX¥CX™ ¢ cepruduxarom
S =¥k | x;, paBHBIM BTOpOMY KO (HUIMEHTY @ HOTHHOMA

ak(x) = x* — Sx*=1 + a,x*2 + - + a, 4)

YAOBJIETBOPSIIOIIETO CIITYIOIINM COOTHOIICHHSIM:

a®()b™ 7 (x) = c™(x), (5)
IJIe U3BECTHBIN TOIMHOM ¢ (X) CTeleHu n ¢ 3a1aHHbIMH KO3 PHIMeHTaMu,
cC()=x" — Qx" 1+ cpx™ 2+ 0y, Q = X1 X (6)

Koadpdunmentsl nonmHoma(6) HaxXoIATCs OCHOBE TeopeMbl Buera, KOpHSIMU KOTOPOIO
SABIIAIOTCS dIIeMeHTHI X; € X™. ITomuaoM b™ ¥ (x) HaxoauTCs Ha OCHOBE COOTHOIEHUS(S)

b R(x)=x""k — (Q — S)x™ KL+ hyx™ K2 4 oo+ by (7)

Kos¢pdunmentsr momuHoMa(7) ONpPENEISIFOTCS HAa  OCHOBE JCNIeHHs mosmHoma c'(x) Ha
nomuHoM a® (x) ¢ npumenenuem anroputma EBkiusa.

CornacHo mnpobneme Bapunra mmss monmHoMoB u Teopeme Heiimana-Cnelitepa [19]
CYIIECTBYeT mMOJMHOM h(x)= fln(h(x)) + fzn(h(x)) + -+ fkn(h(x)), rae fi" —TOoNMMHOMBI
CTETIIEHH N, KOTOpbie (OPMUPYIOTCS Ha OCHOBe moiuHOMa C"(X) C pa3HBIMH 3HAKaMHU
ko3 ¢purmeHToB. B cuily mpou3BONBHOCTH 3TOro mojuHoMa h(x) MBI MOXeEM I0J00paTh
MTOJIMHOM

a* (x)= h* (x) ®8)

crerieHn k, mpudeM BTopoii kKodddumment h; = —S mommHomMa h*(x), a B cmimy TeopeMsl
Buera Benmuuuna S = xq + X, + -+ + Xj . 37€Ch BaXKHBIM SIBJIIETCS TO, UTO 3TOT KO3(ppunreHT hq
COCTOUT U3 k MPOU3BOJILHBIX JIEMEHTOB MHOKecTBa X . [TociieiHee moka3bIBaeT CyIeCTBOBAHUE
noaMHokecTBa X* MommocTu k M3 MHOkecTBa X™ MOIIHOCTM 7. DTH  MOIIHOCTH k, n
YJIOBJIETBOPSIOT HepaBeHCTBaM(3).

3agadya 0 cyMMe MOJMHOXKECTB TPeOyeT pelIeHus: BOIpoca O CyIIeCTBOBaHUU cepTUudUKara S
B BUJI€ CYMMBI C OFpaHUYE€HHBIM (MUHUMAJILHBIM) YUCIIOM 351eMeHTOB. Kitaccuueckas npobiema
Bapwunra 3akirouaercss B TOM, 4TOOBI 111 JAaHHOTO HATYpPaJIbHOTO YMCIIa # HAWTH MUHMMAaIbHOE
qucio k=k(n), mist KOTOPOro JF000€ HATypaTbHOE YHUCIO 7 MOXKET OBITh MPEICTABICHO B BUJIC
m =mp' + m% + .-+ my}, tne my, my, ..., My, —1elble HEOTPHUIIATEIBHBIC YNCITA. DTa MpodIIeMa
Bapwunra 6suta nokaszana 1. 'mns6eprom B 1909 rony.

Jlemma2. [TycTh cymiecTByOT apamerp k, uncino m = xi* + x3 + -+ + x;} ¥ dJIEMEHTHI X; U3
MHOkectBa X™. Torma s 3amaun(l) Haiigytcs ceprudurkar S < m | MOIAMHOXKECTBO X k
momHocTH k ( X¥SX™), cymMa 7eMEeHTOB KOTOPOTO paBHA X; + Xy + +++ + X, = S.

JokazaTenbcTBo. CoryiacHO KilacCH4eCKOM runore3e BapuHra cnpaBeayinBo

m/k = (x;* +x3 + -+ x)/k. ©))
Jlanee Bocmonb3yeMcst U3BECTHBIMU HEPABEHCTBAMU:

1
BT > (a2 .. X)) (10)

1/n
Ecmu 3amenuth syieMeHTBl X;° B paBeHcTBe(9) Ha xi/

n n n

X1 +x5 ++xp

—_— 2> XXy ... X
n 142 n» n

IIpU yd4eTe HEpPaBEHCTBA

1
(x1X5 . X )% = (x1%5 ... X)), Tak Kak k < n. Torna ¢ yuerom HepaseHcTB(10) HOMyUHM
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X1+XZ+"'+Xk 1/k
AR > (g ) V. (11)
S X1+X+ - +x 1
U3 mepaBenctpa(ll) mmeem, uto — = —2""2——"K > (x x,..x,)k. DTO MOKA3bIBAET, UTO

k k
HaUOeTCsI MOIMHOYKECTBO X k, COCTOsIIIEe U3 K DIIEMEHTOB, MPUYEM MX CyMMa X; + X + -+ +

Xk = S.

[TonyueHHBIN pe3yJbTaT KOPPEIUPYET C KIACCUUECKON mpoodiiemMoii Bapunra B Teopuu yuce.

B pa6otax [6] u [3,4] HalineHbl HHTEPBAJIBI H3MEHEHHS] MOIHOCTH K MOAMHOKecTBa X ¥
0< k <n/2, 05k <n/4 (12)

COOTBETCTBEHHO.

IIpennokeHHbIe TEMMBI TIO3BOJIAIOT ONPEAEIUTH 3HAUYEHHe MOIHOCTH K ToaMHOXKecTBa X~
MIPH 33JIaHHOM MOIIHOCTH 7 MHOXKecTBa X u ceprudukare S. HaliieHHbIe MHTEPBaJIb U3MEHCHHS
momHoctu k (k(n) =3 V k(n) < n < k?(n) — k(n)) umeror BaxkHoe 3HaUEHUE TIPH PEILICHUH
3aJ1a4uu 0 cyMMe noaMHoxkecTB (1)-(2).

JlelicTBUTENbHO, HalIeHbl YyTOUHEHHbIE MpPEAesbl U3MEHEHHUs MOIIHOCTH K TOAMHOXKECTBA
XkCSX™ no cpaBHenuIo ¢ paHee MOMyYeHHBIMU UHTepBatamMu (12).

B wactHOCTH, U3 JeMM mosydaeM, 9to nipu # =1024 MONTHOCTh k MPUHAIC)KUT UHTEPBAITY
3 < k < 32, uro HecpaBHumo ¢ unTepBasamMu 0 < k < 512, 0 < k < 256, cnenyromux us (12).
B sToMm ciiyyae miimHa BXOJHBIX JAHHBIX 1 YJIOBJIETBOPSIET HEPABEHCTBY 32 < n < 998. /laHHbIU
MHTEPBAJ MO3BOJISIET Pa3OUTh NCXOJHOE MHOYKECTBO Ha IMOJMHOYKECTBA MEHBIIEH pPa3MEpPHOCTH
Ha OCHOBE METOJa «pa3aeisiii u BiIacTByi». [Ipu 3 ToM HanmeHbI1asi pa3MepPHOCTh MOIMHOKECTBA
MokeT ObITh paBHa 32. Tem cambIM, MBI MOKa3aidu croco0d pa3OueHuss MHOkecTBa X" Ha
nmoaMHOXKkecTBa X* ¢ ompeseneHneM MOITHOCTH k.

[IpenoskeHHbIE TIEMMBI TTO3BOJIUIIN PEIINTH TOCTABICHHBIE MPOOIEMBI BO BBEJICHUH, TPUYEM

n>3 kmn)=3 v n>3, kn) <n<k?n) — k). (13)

OnHako 5TH JEMMBl HE JAIOT OKOHYATENIBHOTO OIpeeseHus (PUKCHUPOBAHHOTO 3HAYEHUS
MomHocTH k moamHoxkectBa X* mocrapnennoit 3amaunm(1). ITodTomMy Uit OKOHYATEILHOTO
onpezieneHns (GUKCHPOBAHHOTO 3HAYEHHS MOIIHOCTH K MOAMHOXecTBa X* Bocmomb3yemcs
anreOpoit moJImHOMOB( 7].

IIpu HaxOXAeHUH KOPHEH moaruHoMa ¢™(X) HCIONIBb3yeTCs KIIaCCHYECKOe MPeoOpa3oBaHue

y=x—ci/n (14)

JUTsE TiepeBoia moauHoMa ¢ (x) B mosuHOM ¢ (y) ¢ APpYyrUM apryMEHTOM, aHAJIOTUYHO MOYKET

OBITH HCIIONB30BaHO Mpeobpazosanue(14) s momuaomos a® (x), b™ ¥ (x) B Bune

y=x-y=x-;% (15)
COOTBETCTBEHHO.
N3 (14), (15) Ha ocnoBe popmyin (4-8) umeem
Xarienm = @/M, (16)
Xgrithm = %l erithm = g (17)

Jlemma3. Ecin S < Q — S, To MomHOCTb k mogMHoxecTBa X © u3 MHO>kecTBa X™ ¢ 3aaHHOM
MOIITHOCTBIO 71 OTIPENICIISCTCS CISTYOIUM 00pa3oM:

k = [S/xCinm] V k = [%]H ANk<n—k (18)
arithm
Hoxka3zarensctBo. [Ipumenenue teopemsl Yomma[S5] u dopmyin(16-17) mo3BoisioT HalTH

(UKCHpOBAaHHOE 3HAUEHHE MOIMHOCTH k moaMHOxkecTBa XX mo ¢dopmynam(18) Ha ocHOBe
cooTHoueHus (5) u uareppasion(13).

Ipumeuanue. 1. CoBMecTHOE HCIONB30BaHUE OTOOpaxkenus 7 = (S—x)x w3 [3] wu
npeobpaszoBanusi(15) mo3BossseT CHU3UTH MOIIHOCTH k(n) Ha emuuuny. 2. Ecmm S > Q — S,
TOT/Ia B JIeMMe cepTH(UKAT S 3aMeHsIeTCsl Ha BETUYMHY ) — S, TIpU 3TOM JOJDKHBI BHITTOJTHSATHCS
yeinoBuss n—k <k,Q—S—x;>0,x; EX",i€N, u TeM campiM OOJIer4acTCcsi PCIICHUE
rocraBieHHou 3anaun(1). 3. Teopema YoJma riracuT: MycTh KOPHU MOJIMHOMOB f; H f, JIexkar
B Kpyrax K; u K,, paanycbl KOTOPBIX PaBHBI 7} U Ty, a LIEHTPHI HAXOMSTCS B TOUKAX C; H Cy.
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Torma Bce KOpHU TTPOU3BOJIBLHOTO MONMMHOMA f = f; f, nmexar nubo B K; nmubo K,, mubo B kpyre
+n NnyCc1+nqCy

noT- T
K paguyca ———=2 ¢ 1IGHTPOM B TOUKE C = ,raen, = degf;, n, = degf,.3nec ¢; =
Nny+nq npy+nq

a — b — AC
Xarithm: €2 = Xarithm» € = Xarithm-

3akimo4enne

CrenaeM BBIBOJ, XOTsI BOIPOC O paBeHcTBe KiaccoB P u NP 10 cux mop He pelieH, MHOTHE YUeHbIE CKIIOHHBI
CUUTATh, YTO OHM HE PAaBHBL. DTO YTBEPKICHHE CHPABEUIMBO AJIsl OocTaBleHHOH KykoM 3HaMeHHUTOM 3a1a4n, B
KOTOPOH BpeMst paboThl POBEPOYHOTO aJrOPUTMa BCEI/Ia MEHbIIE BPEMEHH PaOOoThI PEIAIOIIETO aIrOpUTMa JIIs
3aJ1aud O CyMM€ TOIMHOKECTB.

[IpeanoxeHsl IeMMBI O TOTMHOMHAILHON Pa3pelInMOCTH 3aa4l O CyMMe MOAMHOKeCTB. Ocob0 oTMETHM,
YTO MpeAgaraéMblii METOJ] PEIIeHNUs 334a9H O CyMMe IMOJIMHOKECTB HE pa3JeAeT Ha IPOBEPOUHBIE U PEILAIOLIHE
aJTOPUTMBI, KOTOPbIE UMEIOTCA B caMoll moctaHoBKe 3aaa4n Kyka. CylecTBoBaHHE TOJTMHOMHUAIBHBIX METO0B
U TOJTHOTA 3aJa4d O CyMME ITOIMHOXKECTB 0OECIeUMBacT pelieHue Apyrux npobdiem kimacca NP-complete u
CIpaBeIMBOCTb paBeHCTBa kiaccoB P = NP (13BecTHas Teopema: ecnu Hekotopas NP-nionHas 3a1ada pa3permmnma
3a monuHoMHanbHOe Bpems, To P = NP). 1 naxonen, mpeasaraeMblil MOAXOX YMEHBLIAET BpeMsi 00pabOTKH
oonpmmx nanueix (Big Data), cBa3annbix ¢ Habopom mpusHakoB VIV (volume, velocity, variety).
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Cunues b.
NP-complete CHIHBINTBIH MOJTHHOMHSJIBIK HICIIMi TypaJibl

Angarna. N KapIMHAJIBIHBIH X" KYIT )KOHE TaK Tepic eMec OYTiH CaHAapbIHBIH JKUBIHTHIFbIH/IA 3JICMEHTTEPiHIH
KOCBIHIBICHI S ceprudukarbiia TeH OoiarhiH K=[XX] HbIKTaaraHIbIKThIH X*S X" illIKi JKUBIHBIH TaOBIHBI3.
Koiibuiran mocene NP TonbIK ChIHBINKA *kataasl. Jlemmanap n = 3,k(n) =3 Vv n > 3, k(n) <n < k*(n) — k(n)
[IAPTTapPblH KaHaFaTTAHIBIPATBIH K KOOpAMHATANBIK X* KUBIHTBHIKTAPBIHBIH KOCBIHIBICHIHBIH €CeOiHIH
MOJTMHOM/IBIK IICIIIMIITITT OOMBIHINIA IONENICH I J)KOHE KOFapbLIarbl apaiblKTaH k KyaTbIHBIH TYPaKTbl MOHIH
TanTbl. Ecentepi iMiKi >KUBIHAP/IbIH KOCHIHIBICHIHA MISIIY/IiH YChIHBUIFaH IMOJIMHOM/IBIK JTiCi OeNTisi Teopema
Herizinge P = NP knactapbelHbIH TEHIITIH a3aliTy GyHKOUsIIapbeiH koHe NP TOJBIK KiacTelH Oacka ecenTepi
eyl yesiHaael: erep keitoip NP Gosica -TonbIK ecer KenMyILIeniK yakpITTa menriieai, conat keiin P = NP.

Ty#iinai ce3mep: NP kimachl TONBIK, MTOJIMHOMIBIK MIEITIMILUTIK, 1ITKI KHBIHAAPIBIH KOCHIHJIBICEIHA €CeTl

Sinchev B.
On polynomial decision of class NP-complete

Abstract. In the set of even and odd non-negative integers X"of cardinality n, find a subset X*&X" of
cardinality K=[X¥], the sum of whose elements is equal to the certificate S. The problem posed belongs to the NP-
complete class. Lemmas are proved on the polynomial solvability of the problem of the sum of subsets X*with
cardinality k satisfying the conditions n = 3,k(n) =3 v n>3, k(n) <n <k?(n) —k(n) and a fixed value of
the power k from the above interval is found. The proposed polynomial method for solving the problem on the
sum of subsets provides a solution to other problems of the NP-complete class using reducing functions and the
equality of the classes P = NP on the basis of the well-known theorem: if some NP-complete problem is solvable
in polynomial time, then P = NP.

Keywords: NP-complete class, polynomial solvability, subset sum problem
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