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Abstract. Currently, the state pays great attention to education, in particular to
improving its quality. Quality education is available to all segments of the population.
In this regard, it is important to raise the question of how to control the performance of
a large influx of students without overloading teachers. The organization of the work
of educational institutions is characterized by large flows of information, including
taking into account the progress of students. The daily work of teachers associated with
filling out many documents can be eliminated through the introduction of information
technology. In addition, the use of information retrieval systems and databases greatly
simplifies data processing and accelerates decision making. The relevance of using
the advantages of information systems in the educational process is determined by
the possibility of improving the quality of education, ensuring the transparency of
the educational environment, creating an accessible and convenient system for all
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participants in the educational process. The article is devoted to the automation of
the student progress assessment system in the educational process of the International
Information Technology University. General methods and principles of the system,
structure of the rating, features of managing the educational activities of students, as
well as aspects of the work of the teaching staff are described. Particular attention is paid
to the automation of accounting for learning outcomes in the automated information
system of the university.

Keywords: big data, data science, ranking, automation, Pandas, python

For citation: Chinibayeva T.T., Taimas N., Zhexenkadyr Y. Automation and testing
of student achievement // INTERNATIONAL JOURNAL OF INFORMATION AND
COMMUNICATION TECHNOLOGIES. 2022. Vol. 3. Is. 3. Number 11. Pp. 8-16 (In
Russ.). DOI: 10.54309/1JICT.2022.11.3.001.

CTYAEHTTEPAIH YJI'EPIMIH ECEIIKE AJIY/bI
ABTOMATTAH/BIPY )KOHE CBIHAY

T.T. Yunuoaesa', H. Taiimac, E. Kexcenkaowlp

Yunubaena Toaranaii Temip6onaTkeizel — PhD, «KoMnbroTepiik nmxeHepus» KaeapachIHbIH CeHbOP
JIEKTOPBI, XaJIBIKAPAJIBIK aKMapaTThIK TEXHOJIOTHSIIAP YHUBEPCUTETI
https://orcid.org/0000-0002-2657-3697. E-mail: t.temirbolatova@edu.iitu.kz;

Taiimac HypceiiiT — «KomnbioTepinik HHKeHepHsD KadepachIHbIH CTYAEHTI, XalbIKapablK aKIapaTThIK
TEXHOJIOTUSIIAp YHUBEPCUTETI

Kekcenkanslp Emapa — «Kommbrorepnik uHXeHEepHs» KaeapachIHBIH CTYAEHTI, XaJbIKapaJblK
aKIapaTTHIK TEXHOJIOTHSUIAD YHUBEPCUTETI

© T.T. Yunubaesa, H. Taiimac, E. XKekcenkansip, 2022

Annoranusi. Ka3ipri yakelTTa MeMJIeKeT TapamnblHaH OiniM Oepy camachlHa, artar
aiiTkanaa OUMiM camachlH apTTBIPY MocelesepiHe YikeH KeHin Oemyae. Camaibl
OUTiM aly XadbIKThIH OapiiblK TONTapblHa KoJDkeTiM[i. COoFaH opail CTyACHTTEpPIiH
YJIKEH aFbIHBIHBIH YJArepiMiH Oakpuiaya OKBITYLIbUIApFa apTBIK calMak TycipMeH,
Kajail Oakpuiayra Ooiajbl JIereH MocelieHI KeTepy ©3eKTi Oousbin oThlp. binmim Oepy
MeKeMeJIePiHiH KYMBICHIH YHBIMAACTBIPY YJIKEH aKlapaT aFbIHIapbIMEH CHIaTTaNaIbl,
OHBIH iMIiHe OLTIM amyIbUIapabIH YATEpiMiH ecenke aryMeH OainanbicThl. Kenreren
KY>KaTTap/pl TONTBIPYMEH OaijaHbICThl OKBITYIIBUTIAPIBIH KYHACTIKT] )KYMBICHIH aKma-
PaTTBHIK TEXHOJOTHUSIAPAbl €Hri3y apKbLIbl jkotora Oonanel. COHBIMEH Karap, akma-
parThIK-i37ecTipy KyHelnepi MEH AepeKTep KOpBIH MaiijanaHy AepeKTephi eHIeyadl
alTapiblKTail KeHUIAeTeal KoHe HienriM KaObuiaayasl Te3aereai. binim Gepy yaepi-
CiHJIC aKMapaTThIK KYHENepHIiH apThIKIIBUIBIKTAPBIH TailalaHy blH ©3eKTimiri Oi-
JiM camacblH apTThIpy, OiiM Oepy OpTachIHBIH AIIBIKTBIFBIH KaMTaMachl3 €Ty, OKY
YZepiciHiH OapiblK KaThICyIIbUIAPHl YIIiH KOJDKETIMII JKOHE BIHFAMIIBI JKYHEH1 Kypy
MYMKIHIIriMeH aiKbiHnanaasl. Makana XablKapajblK aKMapaTThIK TeXHOJIOTHsIIAp
YHHUBEPCUTETIHIH OKY MPOLECiHe CTYASHTTEeP/IH YArepiMin Oarasay *KyHeciH aBTomar-
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TaHAbIpyFa apHanrad. JKyHeHi KypyablH Kallbl TICUIAEpi MEH MPUHIUNTEP, PEHTHHT
KYpPBUTBIMBI, CTYACHTTEPIIH OKY iC-opeKeTiH Oackapy epeKIIeNiKTepi, COHbIMEH Ka-
Tap TMEAAaroTMKANbIK Y)KbIM >KYMBICBIHBIH acnekTiiepi cunartanrad. JKOO-HbIH
ABTOMATTAH/BIPBUIFAH aKMAaPaTThIK JKYHECIHAE OKBITY HOTHIXKENEPIH eCemlKe alyabl
aBTOMATTaH/BIPY MaceiesepiHe e epeKiie Ha3ap aynapbuUlabl.

Tyiiin ce3mep: yJikeH IepekTep, NEpeKTep FbUIBIMBI, PEHTHHT, aBTOMAaTHU3ALMS,
Pandas, Python

Hoviexco3 ymin: T.T. YunutOaesa, H. Taiimac, E. XKekcenkanpip. CTyaeHTTEpIiH
yiArepiMiH ecenke anayasl aBTromarTaHiblpy koHe cbiHay // XAJIBIKAPAJIBIK
AKITAPATTBIK-KOMMYHUKALMAJIBIK TEXHOJIOTMAJIAP XKYPHAJIBL. 2022.
Tom. 3. Is. 3. Hemipi 11. 816 Get (opsic Tinminae). DOIL: 10.54309/1JICT.2022.11.3.001.

ABTOMATHU3AILIMS U TECTUPOBAHME YCIIEBAEMOCTH
CTYIEHTOB

T.T. Yunuobaesa*, H. Taiimac, E. Kekcenkaovip

YunubaeBa Toaramaii TemupGoaarkensl — PhD, cenbop nexrop xadenper «KommbiorepHas
HIDKEHEPHsD, MexKTyHapOIHbIH YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJIOT Uit
https://orcid.org/0000-0002-2657-3697. E-mail: t.temirbolatova@edu.iitu.kz;

Taiimac Hypceut — crynent kagenps! « KoMmnbloTepHast HHXKEHEPHsD, MexKTyHapOIHOTO YHHBEPCHUTETa
MH()OPMAIIMOHHBIX TEXHOJIOTHH

Kekcenxanslp Emsapa — crygent kadenpst «KoMnbloTepHas HHKeHEpHs», MeXITyHApOIHOTO
YHUBEpCUTETa NHYOPMAMOHHBIX TEXHOIOTHI

© T.T. Ynnubaesa, H. Taiimac, E. XKekcenkasip, 2022

Annoranus. B HacTosiiee Bpems TOCYIapCTBO yressieT OoJblIoe BHUMAaHHUE
00pa30oBaHMIO, B YaCTHOCTH IIOBBILICHUIO KauecTBa oOpasoBaHusa. KauecTBeHHOE
00pa3zoBaHuE JOCTYMHO BCEM CJOSIM HaceleHus. B cBA3M ¢ 3TUM BaKHO MOCTaBHUTH
BOIIPOC O TOM, KaK KOHTPOJIMPOBATH yCIIEBAEMOCTb OOJBILIOrO HAIUIBIBA YUAIIUXCS, HE
neperpyxas npemnogasareneid. Opranuzanusi paboTbl 00pa30BaTENbHBIX YUPEKACHUH
XapaKkTepu3yeTcsl OONBIIMMHU TOTOKaMH WH(POPMAIMH, B TOM YHCIE yYUTHIBAIOLIECH
ycreBaeMocTh oOywaromuxcs. Exxennenast pabota IIIC, cBsi3anHas ¢ 3amogHeHUEM
MHOTHX JIOKYMEHTOB, MOKET OBITh yCTpaHEHa 3a CueT BHEAPEHUS! MH(OPMALUOHHBIX
texHojorud. Kpome Ttoro, ucmonp3oBaHue HWHPOPMAIMOHHO-TIOUCKOBBIX CHCTEM
n 0a3 JaHHBIX 3HAYUTEIBHO YNpOUIaeT OOpaOOTKY NAHHBIX M YCKOPSIET MPHUHSTHE
pemeHnid. AKTYyaJbHOCTh HMCIOJIB30BaHMS MPEUMYILIECTB WHPOPMALIMOHHBIX CHCTEM
B 00pa3oBaTeJIbHOM TPOLIECCE OMPEAEIICTCS BOBMOKHOCTBIO IMOBBIIICHHS KauecTBa
o0pa3zoBaHusi, OOeCleUYeHUs] MPO3PauHOCTH O00Pa30BATENLHON Cpelbl, CO3JaHus
JNOCTYITHOM M yAOOHOM CHUCTEMBI AJISl BCEX YYaCTHHKOB 00Opa30BaTeNbHOTO Ipolecca.
CraTbst OCBsIILIEHAa aBTOMAaTHU3allMN CHCTEMBbl OLIEHMBAHMS YCIIEBAEMOCTU CTYAECHTOB
B 00pa3oBaTenbHOM Tporuecce MexXayHapoAHOTO YHHMBEpCUTEeTa HH(OPMALUOHHBIX
TexHojoruid. Onucansl 00MIKe METOAbI U MPUHLIHUIIBI CHCTEMBI, CTPYKTypa pelTHHra,
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0COOEHHOCTH yMpaBlieHUs YYeOHOH NesTeIbHOCTIO CTYACHTOB, a TaKXKe acleKThl
pabotel  Tpodeccopcko-TpenogaBaTeIbeckoro cocraBa. (Ocoboe BHUMaHHE OBLIO
yACJICHO aBTOMATHU3allUH yYeTa pe3ybTaToB 00yueHHs B aBTOMAaTH3UPOBaHHON HHPOP-
MAaI[MOHHOW CHUCTEME By3a.

KuroueBble ciioBa: O0NbIINE TaHHBIC, HAYKa O MAHHBIX, PEUTHHT, aBTOMAaTH3aIINs,
Pandas, python

Jast uutuposanus: T.T. Ynaubaera, H. Taiimac, E. J)Kekcenkambip. ABTOMaTH3AIIHS
¥ TeCTHpOBAHHME yCIeBaeMOCTH cTyaeHToB // MEXJIYHAPOJIHBIM JKYPHAIJI
MHDOOPMAILIMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOI' MIA. 2022. Tom.
3.1s.3. Homep 11. Ctp. 8-16 (Ha pycckom si3bike). DOIL: 10.54309/1JICT.2022.11.3.001.

Kipicme

Kasipri ranma XATY opTypni MakcaTTapia YJIKeH JepeKTep KOPbIH MaiaaaaHaibl.
AynuTopust )aOIpIKTaphIHBIH Ti3IMEPI, CTYACHTTEP MEH OKBITYIIBLIAP/IBIH KecTemepi,
TinTi OapiblK MoHAEp OOWbIHINA Oaranap jkoHEe 0acKa Ja KeITereH IepeKTep OChI
nepekkopnapnaa cakranansl (https://dliitu.edu.kz). Kememi ynkeH OonFaHIBIKTaH,
JepeKTep i cakTaymbliH Oacka omictepi Tuimcis (https://www.kazutb.kz/ru/obuchenie/
sistema-otsenki-uspevaemosti). by nepekrep eTe yiKeH OONFaHABIKTaH, Ka)KeTTi
HOTIDKE iy YIIiH OHBI CYPBINITAY KepeK. MbICaIbl, CTYACHTTEP TONTAPbIHBIH YITepiMiH
KOPCETETIH Ti3IMil KYpacThIpy YIIiH JACPEKKOPIAAFhl IepeTep/i cypoinTay Kepek. Kem
xKarjaiina Oaramap aepexkkopbiaaa 15 000-HaH actaM KoJIapiaH TYpaThlH ©Te YIIKeH
JepeKTeplli cakTanajibl. ©OTe YIKEH JIepPeKTep KOPBIH CYPHINTAY KyaTThl KOMITBIOTEP/I
KakeT ereni. bynm nepekkopnapasie kermmrimiri excel (.xIsx) mimiMiHIEe cakTaajbl.
by nepextepai cypreimnTay yiiH akeuiel Microsoft Excel konmmanOacsiH opHATY KaKeT.
3usHabl OaraplaMaHbIH €Hy KayliHe KapamacTaH, ken karmgaiiga Excel sxone Word
OarmapiraMaiapbIHBIH KapaKIIbUIBIK HYCKAJapbIH CEHIMCI3 KO3/Iep/IeH JKYKTEIl aaMbI3.
JKachIpaTbIHbI KOK, KONITET€H YHUBEPCUTETTEP/IE OKY KOMIIBIOTEPIIEP] OTE €CKi )KOHE 6T
Oasty >xyMbIc icTeiai. MyHiai sxar naiinapaa gepexrep 6asachia Oy OaraapiamaiapMeH
CYpBITITAY ©TE KUBIH, Kei/1e MYMKIiH eMec.

bizniy ynuBepcureTTe daBaiizepiep CTyACHTTEPIIH OKY YArepiMiHiH JUHAMUKACHIH
OaKpIIay MaKCaThIH/IA 9P MEKEITIK KOHE COHFBI €CENTIK OaKplIay KYMBICTaphIHAH KeHiH
perThHr Kypactbipaabl. O YIIiH YIKeH JepeKKopAaH Oaranapabl cypeinTay yiriH Excel
OarmapiaMachelH TaiganaHanbl. Excel kommaHOachIHAAFBI NEPEKTEpHi CYphINTayFa
apHaJIFaH KypayJapbl KOJ )KYMBICHIH JKOHE YaKbITThI TaJaI eTeli.

DpBaii3epiepIiH KOJI )KYMBICHIH a3alTy )KOHE PEHTHHT KYPaCThIpy/a YaKbITThl OHTAH-
JIAaHIBIPY MaKCaTBIHIA, COHBIMEH KaTap CTYACHTTEPIIH O37C¢piHe UTePiIreH TOHACPIIH
OaraJibIK TUHAMHUKACHIH OaKbLIay MYMKIHITIHE KOJI JKETIMJII €Ty MaKCaThIH/Ia aTaJIMbIIIT
YPIicC aBTOMAaTTaH IBIPBLIIBL.

Byn wmaceneni PyCharm Oarnmapiamaiiay OpTachlHBIH KOMETIMEH MICIIy YIIiH
013 cranmaptThl, KapanaiieiM TkInter nnTepdeiicinne OGarmapnama xacannel. TecTi-
JIiK aepektep KopslH Pandas MomylmiHiH KOMETIMEH CYPBINTAIILI. AKBIPFBI KOJIIAHY-
LIBUTAP/IBIH KOJAMIIBIFBI YIIIH apHabl HHTepQeic )Kacanbl.

CypsiniTay YIIiH KOCBIMIIaHBI )KaCaHbI3.
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1 barnapnamanay opracsl
bi3 kongan6ansl PyCharm Oarnapnamanay opracblHa Ka3ablk, eiiTkeni PyCharm
OapIIbIK OTEPaLUSIIBIK KYHEIepMeH YiIeciMIi JKoHe MaijananFa eTe OHal.

Cyper 1 — «PyCharm Garnapnamanay opTack»

2 UnTepdeiic sxoHe Tu3aitH
Wntepdeiic Tkinter TiniHge xKa3bUIFaH.
Jlu3aiin eTe KapanaibIM jKoHE TYCIHIKTI.

- - Cnncoic

Hammurre mata rpy s
ite-2004 g ccT-20m

CCT-2002
Croicox rpynm
g CCT-2003

Brusoauts peayasTaTs CCT-2004
CCT-2101
CCT-2102
CCT-2103
- . CCT-2104
C5-1801-ACS
C5-1802-ACS
C5-1803-ACS
C5-1804-8C5
CSP-1801K
CSSE-1TI0-NSAZ
CSSE-1801-5WD1
CSSE-1802-5WD2
BCR N GOEMIUIR SBARETCN KOMMERHECENM CasERING. S
MPCASTAR NOATEERMABETE TOr0, HTO b H3Baisen & MYWT! CSSE-1503-5WD4
CSSE-1504-SWD
C55E-1805-5WD5
CSSE-1806-SWD6
CSSE-1807-DAY
e CSSE-1808-DA2
CSSE-1809-DA3
CSSE-1810-DAd
OK CSSE-1811-NSA
CSSE-1812-ROB
CSSE-2001(BIMPINC-1)

I'pynna we maifinesns!
MoscanyficTa, BBeaNTe NPABLTEHCS HAZBAHMNE TPYTINEL

Chmcok rpynn

Ouzesica rpyrmss [T2-2006 venemmno Jarpyses

Vaanurs I

Cyper 2 — «barnapimamanarsl 6apisIK Tepe3enep
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3 ManimerTep KOphl
OkymbuIap Typaibl MOJIIMETTep aly YIIiH KeJleci cxeMa KOJIaHbLIa/IbL.

Nara posgeHna

PK

Hazeauue rpynn.si

—H PK | ID
FK | ASGpeenatypa Kadenpel
FK | HaseigaHue rpynnel KonuWuecTeo CTYAeHTOR
QaMUNKUA CneuxansHocTs
Mma
OuecTeo

AGGpeevaTypa kadeape

PK1 float NOT NULL Nexumun

PK2 float NOT NULL NaSopaTopku
PKcpa float NOT NULL MpakTuka
SkzameH CPC

HTor MpenogasaTeny

PK | AbDpeenaTtypa kaheapsl
JasenyroLmia
PK | String_ID
e [
Tamanua
Hiasy PK | Haseauue npeamera
DopMaT 0JyueHuA
Hazgauwe rpynnel FK | AGGpesnaTypa kadeaps o |
FK1 | Haszesaduwe npegmeTta = NexTop

Konu4ecTeo kpeguTos

Cypet 3 — «baranby ansmysHBH ER quarpammacen»

Baranay kecTecineH MaIiMETTEpi ajdaMbl3, CYphINTalMbI3 K9HE OCBIHIAH (hopmana
HOTHIKE aJIaMbl3

OTHET
apadivepa Dennbacnoll T.T. 3 ocenmuil cemectp 2021-2022 ywrons
Tpynma: [TNSA-1901

%] om0 D 13202 W = 13212 Switching, Routing, 13249 Fundsmentals of 13375 Psychology (Musrosa | 13518 Basic Circuit Theory | 13204 Architectare and

(Myrzscanon HK) 2021- | and Wineless Essentials Information Security B.) 2021-20221 (Kadinoxasen 0. ) 2021- Organization of

221 (Mimmes AE) 2020-20221 | (Yeavosa OA) 2021- p. 1] Systems (Coursera ) 2021
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KopbITbIHABI

Byn kymbicTa XanblKapalblK akKNapaTThlK TEXHOJOTHSJIAp YHHUBEPCHTETIHIE
(XATY) cryneHTTepAiH yArepimMid OaKbuiay bl aBTOMATTaH IbIPLIIbI. ABTOMATTAHABIPY
HOTH)KECIHJIC 931pJICHICH aKIapaTThIK JKyiere KakeTTl Tajmantap eckepiami. JXKyierik
oreparop €Hrizy Kareyiepi OOJFaH JKar[aiia CTyJICHT HEMECE OKBITYIIbI JKyHeneri
JepeKTep/li JKaHAPTATBhIH JKayallThl TyJIFanapra xabapnaiinbel. JKacanran aknmaparThik,
XKYHe CTyIeHTTEp YIIiH Haijansl 00J1a bl )KoHe YHUBEPCUTETIMI3/IIH OKBITYIIBLIAPBIHA,
JIeKaHaTTapra JKoHE OacKa Ja KbI3METKepliepre TYCETiH JKYKTEMEHI alTapibIKTai
aszafTyra KOMEKTeCe/l.
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Abstract. The amount of complicated documents and texts has increased exponentially
in recentyears, necessitating a deeper understanding of machine learning technologies in
order to effectively identify texts in numerous applications. Text normalization is one of
the best decisions. It is the reduction of all words of the text to the original form. This
paper investigates a layered strategy for fixing mistakes in Kazakh language literature
downloaded from the Internet. Because of the widespread use of social media as a source
for linguistic study, error correction is a critical issue. The goal of this research was to
look at the current Naive Bayes algorithm in English, as well as the normalization of
words and sentences innatural languages, in order to create a similar algorithm for the
Kazakh language. The method of morphology of Kazakh words and their difference from
English was considered suitable for processing words in a dictionary. As a result of the
normalization system, the efficiency of this method for the Kazakh language was proved.
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Annoranusi. COHFBI KbULAAPbI KYPAENi KyKarTap MEH MOTIHIAEpAiH CaHbl 3KCIO-
HEHIIMAJJIbI TYPJIE 6CTi, OYJI KOITereH KoilanOanapaa MOTIiHASP Il TUIMII aHBIKTAY YIIIiH
MaIIMHAIBIK OKBITYTEXHOJIOTUSUIAPBIH TEPEHIPEK TYCIHY/I Tasian ereii. MoTiH/i KajbIKa
KeJITIpy — eHKaKChl Iemimaepain 0ipi. bynmotinaeri Oapibik ce3nepai OacTankbl TypiHe
KeNTipy. byl Makanajga MHTEPHETTEH KYKTEN albIHFaH Ka3ak TUTHJETI 9e0ueTTepaeri
KaTeJepi Ty3eTyaiH Kol ASHI eIl CTpaTerusichbl KapacThIPbUIFaH. ONEeyMETTIK JKeliIepai
JIMHTBUCTUKAIIBIK 3€PTTEYJIEpAiH K31 peTiHAe KeHIHeH MNaijanaHyblHa OallaHBICTHI
KaTeJepi Ty3eTy ©3eKTi Mocese OOJbIN TadbuIaabl. byi 3epTTeyain MakcaThl aFbUILIBIH
TiTiHAETI Ka3ipri anran baiiec anropuTMiH, COHBIMEH KaTap Ka3ak TiliHe YKcac ajJropuTM
KYpy YIUiH TaOUFHU TUIAETI co3lep MEH ceiieMaepii HopMaiayabl 3epTrey Oosapl. by
JKYMBICTBIH MAaKCaThl aFbUIIIBIH TUTIHAETT KojimaHbicTarbl Naive Bayes amropurmin
KOHE TaOWFH TUINEpAEri ce3lep MeH ceiieMaepAl HopMmamaynbsl 3epTTey, COHAai-
aK Ka3ak TUIiHEe apHajFaH yKcac ajaropuTMmmi xkacay Oomapl. CesniH TYOIpiH amymbiH
KOJIIaHBICTAFbI aNTOPUTMAEPI ’KOHE KaJbINThl POPMaHbl CHHTE3ACYAIHMYMKIH KOJIAAPHI
KapacTbIpblIapl. Co3aiKTe Co3MiK OHIeyre KONailibl Ka3ak co31epiHiH MOP(OIOTUSIIBIK,
ozicTeMeci JKoHE ONapAbIH aFbUIMIBIH TUTIHEH aWbIpMallbUIbIFBl KapacThIPBUIAIbIL.
Hopwmanay xylieciniy HoTHXeciHAe Oy1 9AICTIH Ka3ak TiMi YIIIH THIMALIIT JoJeneH .

Tyiiin ce3aep: MoTiHAi Kaueimka kentipy, Naive Bayes amroputwmi, Taburu Tii,
MOTIH/I OHAEY,KIaccu(PUKATOP

Joiiexco3 ymin: A. TomerenoBa. Morinai Hopmanay YymiiH naive bayes
knaccudukaropel: kazak TimiHge 3eprrey // XAJIBIKAPAJIBIK AKITAPATTBIK-
KOMMVYHUKALUAJIBIK TEXHOJIOI'MAJIAP XXYPHAJIBL. 2022. Tom. 3. Is. 3.
Hewmipi 11. 17-23 Ger (opsic Timinae). DOI: 10.54309/1JICT.2022.11.3.002.

KIIACCU®UKATOP NAIVE BAYES U151 HOPMAJIM3ALIMU TEKCTA:
HPUMEP JJIS1 KASAXCKOTI'O S3BIKA

A. Tonezenosa

TonerenoBa Acblraii — MaructpanT kKadenpsr «Kommbiorepusle Haykm» yHuBepcutera uMm. CyneiiMana
Jemupens

© A. Tonerenona, 2022

AHHoTanusi. KomnuecTBO CIOXKHBIX JOKYMEHTOB M TEKCTOB B IOCJIEAHUE TOAbI
YBEIMYHIIOCH BTEOMETPHUYECKON MMPOTPECCHH, YTO TpedyeT Oojiee rTyO0KOro MOHUMAaHHS
TEXHOJIOTHH MalIMHHOTO 00y4eHHs il d(QGEeKTUBHON HISHTU(PHUKAMHA TEKCTOB B
MHOTOUHNCIIEHHBIX MPUIOKeHUsIX. Hopmanu3amus TekcTa — OIHO U3 JIYUIINX PEeIeHHH.
OTO mpuBesieHNEe BCEX CIOB TEKCTa K MCXOAHOMY BHUIY. B maHHOMN crarhe ucciemyercs
MHOTOYPOBHEBasi CTpaTerusi MCHpaBiCHUs] OMIMOOK B Ka3aXCKOS3BIYHOHM JIMTEpaType,
ckayaHHOU 3 MHTepHeTa. [13-3a INPOKOTo UCTIONB30BAHMUS COLIMAIbHBIXCETEN B KAUECTBE
WCTOYHUKA JUIsS JIMHTBUCTUYECKUX HCCIEAOBAaHUM HCIPABIEHHE OIIMOOK SIBIACTCS
KpUTHYECKOM mpoOnemoii. Llenbio maHHOrO uccienoBaHus ObUIO M3YYWTh TEKYILUH
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aIropuT™M HauBHOTO balieca Ha aHINIMIICKOM S3bIKE, a TAKKE HOPMAJIM3AIUIO CJIOB U
MIPEUIOKEHNI Ha €CTEeCTBEHHBIX A3BIKaX, YTOOBI CO3/aTh aHAJOTHYHBIN alTOpUTM ISt
Ka3aXCKOro s3bIKa. L{enbio nanHoi paboThl OBLIO U3YYEHHE CYIIECTBYIOMIEIO allTOPHTMa
HaugHoro baifeca Ha aHIIMHCKOM SI3bIKE U HOPMAJIM3ALMU CIOB M MPENJIOKEHUNH Ha
€CTECTBEHHBIX S3BIKAX, & TAKKE pa3padO0TKa aHAJIOTUIHOTO aJrOpUTMA IS Ka3aXxCKOTO
sI3bIKa. PaccMOTpEHBbI CYIIECTBYIOIIUE aNTrOPUTMbI W3BJICYCHUS OCHOBBI CIIOBA W
BO3MOKHBIE CITOCOOBI CHHTE3a HOPMaJIbHOHW (hopMbI. PaccMoTpeH MeTomx MOpQOIoTHI
Ka3axCKUX CJIOB M HUX OTIMYHME OT AHIIMHCKHX, TPUTOJHBIX JUIsi 00pabOTKU CIIOB B
cioBape. B pesyibrare cucteMbl HOpMallM3allK Jl0Ka3aHa 3(PQPEKTHBHOCTh JTaHHOTO
MeTO/Ia /IS Ka3aXxCKOTo SI3BIKA.

KaroueBble ciioBa: HopManmu3alys TEKCTa, alroputM HauwBHOro baiieca,
€CTCCTBEHHBIN S3BIK,00pab0TKa TEKCTa, KIIaCCUPUKATOP

Jass murtupoBanusi: A. TonereHoBa. Knaccudukarop naive bayes st
HOPMaJTH3alMM TEKCTAa: MpUMep Ui Kasaxckoro sseika / MEXIYHAPO/HbIN
KYPHAJIMTHOOPMAILIMOHHBIX U KOMMYHUKAILIMOHHBIX TEXHOJIOT UIA.
2022. Tom. 3. Is. 3. Homep 11. Crp. 17-23 (ma pycckom s3bike). DOI: 10.54309/
JICT.2022.11.3.002.

Introduction

Currently, the main information in the form of a text format is constantlygrowing, so
there is a variety of solutions for automated analysis, spelling processing, and analysisof the
generation of social networks. In order to show the user information in an understandable
language, word normalization is used. For text normalization, there are many automatic
text processing systems designed to solve individual or a small set of tasks. In connection
with such tasks, the most urgent request is the introduction of a suitable algorithm for the
language to be used, since each language has its own peculiarities.

Different languages have different grammatical and orthographic features, and in this
regard, algorithms that have been successfully performed to normalize one language may
show certain flaws and low performance in another language. This work is devoted to
checking, processing, and solving problems with Bayer's theory for Kazakh language
texts. Since the processing of all words in the text to normal form greatly simplifies
the work not only for search engines, but also for projects with automatic texting. The
object of this study is the process of automatic processing of texts of social networks and
algorithms for their processing.

Currently, social networks are the main source people's information and their opinions.
The relevance of this study is mainly related to the development of social networks, as
they can become a source of additional data. Social networks and portals contain a lot
of valuablematerial, and correctly written words will be useful in further work. To use
sources such as social networks, special tools are required. Many people have reduced or
modified the words thatare used in social networks, in connection with this, the database
of Kazakh words has been replenished. For the study 50 words were entered which were
collected during the survey.

The Bayes theorem was chosen to solve problems because the Naive Bayes
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classifier is one of the easiest classification methods. However, it frequently performs
more complicated algorithms. This classification model is based on the concept of the
conditionalprobability that document d belongs to class c. In connection with the above,
this paper considersthe Naive Bayes algorithm that has been used in many projects related
to natural language processing, based on supervised machine learning methods.

The main goal of the study is to create and implement a Bayesian theorem-based
algorithm for text normalization in social networks for the Kazakh language, as well as
to analyze the use of this method for an existing project in English that was created for
Kazakh , in order to demonstrate the differences in text normalization between the two
languages.

During the study, research works related to agglutinative languages were considered,
such as "Text normalization and spelling correction in Kazakh language" by Gaukhar
Slamova and Meruyert Mukhanova [1]. In which the morphological analysis and aspects
of the Kazakh languagewere viewed, using the division of words into several groups and
the division of the text into modules of words. Abdalhkim A.M. Damegi in his work has
developed an application that gives advice on correcting texts while typing texts [2].
This paper presents the benefits of using Nive Bayes theorems for the English language.
Nazarbayev University students Zhanibek Kozhirbayev, Zhandos Yessenbayev presented
the databases collected from the Kazakhstan segment of the Internet [3]. Here the
methods of statistical machine translation, in which a parallel corpus was created with a
set of aligned sentences in canonical and non-canonicalforms, were applied. And for more
comparison of English with Kazakh, the work of Ahmed Yunus and Md Masum was
studied, in which the main task was to correct spelling. In this work, the author created a
System that used a Naive Bayes classifier with a Python NLTK implementation to find out
which one was most likely to be a misword correction [4].

Experimentally, it was revealed what results the algorithm with naive bayes gives for
both languages.

Methodology

A Naive Bayesian Classifier (Bayesian Naive, TIS) is an example of how vector
analysis techniques can be used. Because of its comparative simplicity in implementation
and testing, NB C is one of the most widely used classifiers. While naive Bayesian
classifiers show no worse results than more complex classifiers, they are not in any way
superior to each other [5].

Bayes' theorem (or formula) governs how the naive Bayesian classifier operates:

P(B|A) P(A)
P(B)

P(A

B) =

A and B are referred to as events. This means that P (A and B) indicates whether
event A occursif event B occurs. Evidence is also considered event B. In probability
theory, the probability that something will occur before it becomes evident that is P(A),
i.e., its prior independent probability. If B comes about due to evidence A, then P(A) 6 is
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the probability of B following from evidence A, i.e., probability B will happen due to
evidence A [6].

With a Naive Bayesian classification algorithm, it is possible to predict whether a
variable consistsof more than two classes [7].

Finding out which classification the text belongs to. A Naive Bayesian algorithm for
classifying text can be extremely effective due to multi- level prediction [8]. It can also
be used forapplications such as spam detection and sentiment analysis [9].

Combining Naive Bayes with algorithms for filtering unseen information, such as
collaborativefiltering, can help predict a user's need for a resource.

Result

For this model, a document is a vector: d = {wl, w2, ..., wn}, where wi is the weight
of the i—thterm, and n is the size of the sample dictionary [10]. Thus, according to Bayes'
theorem, the probability of class ¢ for document d will be:

Pcld) = —P(C)Pif; 19

Thus, probability under a given condition for all classes is calculated.
The most probable class ¢* to which document d belongs is the one in which the
conditional probability of document d belonging to class ¢ is maximal:

c* = arg maxc P (c|d).

There are two types of suffixes in the Kazakh language:
1) word-forming;
2) formative

Word-forming suffixes are used to form new words (the meaning of the word changes).
For example: o — song, oH-11i — singer; akpu1 — mind, akpui-161 — smart. Modified
suffixes include: derived noun suffixes; suffixes of the degree of comparison of adjectives;
suffixes of ordinal names of numerals; suffixes of verbs forming the voice, the amplifying
and negative typesof the verb.

Tablel: Testing results of Naive Bayesian Classifier model for normalization
for Kazakh andEnglsih Language

Language English Kazakh

The average number of correctly corrected words 6,2 0,35
The average number of incorrectly corrected words 5,92 0,2
The average number ofunnecessary words corrected 1,3 0,05
Accuracy 95,78 99,19
Recall 61,98 81,33
Result of F1 82,4 89,38
This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e G)

International License |y

21



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.3.

Using Naive Bayesian classifications has some advantages of using classifiers:

- A Naive Bayesian algorithm can be implemented quickly and easily.

- Convergence rates will be faster than those of discriminative models.

- Less data is required for training.

- These algorithms tend to scale very well, or they scale linearly as the number of
predictors andvariables increases.

- It can analyze continuous and discrete data as well as make probabilistic predictions.

- Both binary and multiclass classification problems can be solved with the naive
Bayesianalgorithm.

These algorithms tend to scale very well, or they increase exponentially when the
amount ofinput increases.

- It can analyze discrete and continuous data and make probabilistic predictions.

-In both binary and multiclass classification tasks can be solved with the Naive
Bayesianalgorithm. An approach based on Naive Bayesian classification has several
disadvantages.

A naive Bayesian classification suffers from the drawback that features tend to be
strongly independent of one another in reality, since it is extremely unlikely to find in
real life a collection of characteristics that is 100 % independent.

-Moreover, Naive Bayesian classification cannot deal with categorical variables with
zero frequencies. Suppose the Naive Bayesian model is limited to assigning zero
probability toa categorical variable that does not appear in the test data set.

The obvious drawback of Naive Bayesian classification is that in real life it consists
of traitsthat are highly independent of one another, since it is impossible to have a set of
traits that areabsolutely independent.

Conclusion

The outcomes of this investigation were analyzed utilizing the algorithm for both
the English and Kazakh languages. Finally, methodologies for normalizing texts in
social networks based on Naive Bayes were demonstrated, and a comparative analysis
was performed. The method was also demonstrated for text checking on the Django
framework.

Concepts like text spelling and morphography were theoretically understood while
creating this thesis. As a consequence of the software, we can see that when utilizing Nive
Bayestheorems for the English language, we get better results than when using them for
the Kazakh language.

The program was created by applying Naive Bayes system methods to various text
analysis possibilities, and a comparison study was performed. The effects of normalization
on the Naive Bayes’s algorithm quality for analyzing text sentiment are demonstrated.
The implementation can be used for correcting texts with pre-normalized content for
future work.
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Abstract. In today's conditions, information and communication security in society
deserves more and more attention. This is due to the fact that information security incidents
such as personal data theft, bank information leakage, ransomware, privacy violations,
intellectual property theft, etc., have become common news in the daily life of not only
enterprises, but any person. This study reviewed the current state of cybersecurity in
information and communication technologies, in particular, computer networks. The
challenges and threats in the field of cybersecurity, as well as the prerequisites and
factors that form them, were also analyzed. This is especially true in connection with
the growing role of cybersecurity in the processes of digital transformation of the state.
One of the effective tools is the introduction of artificial intelligence technology in all
spheres of life of the state and society. In modern conditions, the world is accelerating
the introduction of technological solutions based on artificial intelligence in various
areas of the economy, government and public relations. The practical use of artificial
intelligence technology involves the processing of large amounts of data. Thus, we can
talk about the relevance of further research on the introduction of artificial intelligence
technology in the field of improving the security of computer networks.
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Annotamus. Kazipri karmaiga Koramjarbl aKIapaTThIK-KOMMYHHUKAIHSITBIK
Kayirci3nik O6apraH callblH Hazap aymapyasl Kaxer erenmi. Cededi, jkeke IepeKTeplIiH
ypJaHybl, 0aHKTIK aKIIapaTThIH CHIPTKA IIBIFYbI, TOJIEM OaF1apiaMachl, JKeKe eMipre KOl
CYFBUIMAYIIBUIBIK, 3USATKEPIIIK MEHITIKT1 Ypiay ®oHE T.0. CHAKThI aKIapaTThIK Kayici3iK
OKUFAJIaphl KOCIMOPHIHHBIH FaHA €MecC, Ke3 KEeJITeH aJaMHBIH KYHACTIKTI eMipiHae
Ui Ke3/IeCETiH KaHAIBIKKA alHaNbl. byl 3epTTey akmaparThlK-KOMMYHUKAISITBIK
TEXHOJIOTHUsJIapAFbl, aTal alTKaH1a, KOMIIBIOTEPIIK Keliepaeri KuoepKayinci3nikTig
Ka3ipri JkarjgaiibiHa moiy okacaiiipl. CoHpjaili-ak KuOepKayilcCi3iK CcalachIHIaFbl
CBIH-KaTepJiep, COHJal-aK oJapJibl KaJbINTACTRIPATHIH ANFBIIIAPTTAP MEH (akropiap
TanmauHapl. by, ocipece, MemiekeTTiH muQPIbIK TpaHchOpMAIHACH YepicTepine
KuOepKayinci3nik peiHiH ecyiHe OalnaHpICThl. MeMIIEKeT IeH KOFaM OMIpiHiH
OapibIK canachlHa JKacaHIbl MHTEIUIEKT TEXHOJOTHSICHIH EHTi3y THIMII KypalaapIbiH
Oipi Oousibim TaObuTagbl. Kaszipri jkarjaiijga ojeM HSKOHOMHKAHBIH, MEMJICKETTIK
JKOHE KOFaMJIBIK KAThIHACTAPJBIH OpPTYPIl callaiapblHJa JKACaHJbl WHTEJUICKTKE
HETI3/IeJITeH TEXHOJIOTUSUTBIK IICIIIMCP i HT13y/1 keaenaeTyae. XKacanapl HHTEIICKT
TEXHOJIOTHSCHIH iC XKY3iHJE KOJIIaHy NepeKTEepIiH YJIKEH KOJEeMiH OHACYIl KaMTHIbI.
Ocpuiaiiina, KOMIBIOTEPITIK KeIEpiH Kayilnci3IiriH apTThIpy calxachlHAA >KacaH]Ibl
MHTEJUICKT TEXHOJIOTHSCHIH CHT13y OONBIHINA KeHiHT1 3epTTEYACPIiH ©3CKTIIIT] TypaTbl
aiiTyra OOMabl.

Tyiiin ce3mep: aKnapaTThIK TEXHOJIOTHSIIAD, KACAH bl HHTEIUICKT, KNOCPKOPFaHBIC,
KHOEpKayIINCi3IiK, akapaTThIK Kayirci3Iik
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AHHOTaus. B ceromHsmHux ycloBHAX Bce OONBLIETO BHUMAHHS 3aCITy>KUBACT
WHPOPMAITIOHHO-KOMMYHHUKAIIMOHHASI 0€301T1aCHOCTh B OOILECTBE. JTO CBI3AHO C TEM,
YTO TaKWe MHIUICHTH MHQOPMAIMOHHON 0€301MacHOCTH, KaK: Kpaxka IMepCOHAIBHBIX
JAHHBIX, yTeuka OaHKOBCKOW WH(OpMAIMH, MPOTrPaMMBI-BBIMOTATENN, HapylICHUE
KOH(HIEHITNATFHOCTH, Kpa)ka WHTEJUIEKTyaJbHOW COOCTBEHHOCTH W JIp., CTajH
OOBIYHBIMU HOBOCTSIMH B ITOBCEIHEBHOMN JKU3HU HE TOJIBKO MPEANPUITHI, HO JIFOOOT0
yesoBeka. B 1aHHOM mccienoBaHMM ObUl POBEIEH 0030p COBPEMEHHOIO COCTOSHUS
KkrOepOe30macHOCTH B WH(POPMAMOHHO-KOMMYHUKAITMOHHBIX ~ TEXHOJOTHSX, B
YaCTHOCTH M KOMIIBIOTEPHBIX ceTsX. Taxoke ObliIM IPOaHaIM3UPOBAaHbI BBI30BBI U yTPO3bI
B cthepe knOepOe30macHOCTH, a TaKXKe MPEATNOChUTKA U (PaKTOPhl UX (POPMHUPYIOIIHE.
Oco0eHHO 3TO aKTyaJlbHO B CBSI3U C POCTOM POJIM oOecrieueHuss KnbepOe301acHOCTH
B mpoueccax uuppoBoi TpaHchopManuu rocyaapctBa. OgHuM n3 3()(HEKTHBHBIX
HWHCTPYMEHTOB SIBIISICTCSI BHEIPEHUE TEXHOJIOTUHU NCKYCCTBEHHOTO MHTEIUIEKTa BO BCEX
cdepax KHU3HEAEITEIbHOCTH TOCYJapCcTBa U O0IIECTBa. B COBpeMEHHBIX YCIOBHUSX B
MUpE MPOUCXOIUT YCKOPEHNE BHEAPEHUS TEXHOJIOTMUECKUX PeIleHHH, 0a3upyIOIIIXCs
Ha HMCKYyCCTBEHHOM HHTEIJICKTE B pasHbIX cepax SKOHOMHKH, YIPaBICHHUS TOCY-
JapCTBOM M OOIIECTBEHHBIX OTHOMIEHUH. [IpakTHueckoe HCIoIb30BaHHE TEXHOIOTHN
HCKYCCTBEHHOTO MHTEIUIEKTa TIpellycMarpuBaeT o0paboTKy OONBIIMX MAacCHBOB
JMaHHBIX. TakuM 00pa3oM, MOXKHO TOBOPUTH OO0 aKTYaJIbHOCTH JAJIbHEHIINX HCCIie-
JIOBaHWI BHEJIPCHUSI TEXHOJIOTHH MCKYCCTBEHHOTO WHTEIUICKTa B c(epe MOBBIMICHUS
3aLIUIIEHHOCTH KOMIIBIOTEPHBIX CETEH.

KiroueBble cioBa: MHQOPMALMOHHBIE TEXHOJIOTUH, MCKYCCTBEHHBIH WHTEIUIEKT,
KubOep3amuTa, KnoepOe30macHOCTh, 3aIiTa HHPOPMAITHH

Jdas outupoBanus: O.J[. llamoBanenko, /.M. bempwmii. O630p coBpeMeHHOTO
cocTosiHHS KuOepOe3onmacHocTH // MEXIYHAPOIHBIN XYPHAJI UHO®OPMA-
LIUOHHBIX ¥ KOMMYHUKALIMOHHBIX TEXHOJOI'MIA. 2022. Tom. 3. Is. 3.
Howmep 11. Ctp. 24-35 (na pycckom s3bike). DOIL: 10.54309/1JICT.2022.11.3.003.
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Beenenne

B cerogasmnanx ycnoBusx Bce O0IBIIEr0 BHUMAHUS 3aCITYKHBAeT HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHAsi 0€30MacHOCTh B 00IIecTBe. DTO CBA3aHO C TEeM, 4YTO TaKhe
WHITUICHTHl WH()OPMAIMOHHOW 0€30MacHOCTH, KakK: Kpaka NMEePCOHANBHBIX JTaHHBIX,
yTeuka OaHKOBCKOW HMH(MOpPMAIMH, MPOTrPAMMBI-BBIMOTATENH, HAPYIICHHE KOH(MUICH-
IUAIBHOCTH, KpaXka HMHTEIUIEKTYaJIIbHOW COOCTBEHHOCTH M Jp., CTaIW OOBIYHBIMH
HOBOCTSIMU B TIOBCEHEBHOM JKU3HU HE TOJIBKO MPEANPHUATHI, HO JTI00O0T0 YeIoBeKa.

Brenpenue Bo Bce cdeprl KU3HENEATEILHOCTH YelloBeKa, O0IIeCTBa U TOCYJapCTBa
MH(GOPMAITMOHHBIX TEXHOJOTHI 00YCIOBMIIO pachpOCTpaHeHHe OONBITUX MacCHBOB
vH(pOpMAIIMK B BBIYUCIUTEIBHBIX M HH()OPMAIMOHHBIX CETSIX HA 3HAYUTEIBHBIX
tepputopusix (https://zakon.rada.gov.ua/laws/show/1126-97-%D0%BF). B ycnosusix
OTCYTCTBUSI OT€UECTBEHHBIX KOHKYPEHTOCIIOCOOHBIX MH(OPMAIMOHHBIX TEXHOJOTHI
MIPEIOCTABIIAETCS MPEUMYIIIECTBO TEXHUYECKUM CpeICTBAaM 00paboTKu nH(OpMaIy 1
CpPEeICTBaM CBSI3M HHOCTPAHHOTO M COBMECTHOTO MPOU3BO/ICTBA, KOTOPHIE B OOJIBITNHCTBE
CBOEM He 00ECIIeYNBAIOT 3alTUTY HH(POPMAITHH.

KoMMyHUKaIMOHHOE 000pYJ0BaHNE WHOCTPAHHOTO MPOU3BOJICTBA, HCIIONB3YEMOE
Ha CETAX CBS3U, NPEIyCMATPUBACT ITUCTAHIIMOHHBIA JOCTYNl K €ro ammapaTHbIM
W MPOTPaMMHBIM CpPEACTBaM, B TOM YHUCIE W HU3-3a pyOeka, UTO CO3JAET YCIIOBHS
JUIS HECAHKIIMOHUPOBAHHOTO BIMAHHSA Ha WX (YHKIMOHMPOBAHWE W KOHTPOJIH 3a
opraHu3anuell CBSI3HM U coepKaHueM mepecbutaeMbIx coodmennit (Kwmin, 2021).

B cBs131 ¢ 3 THM, yBENTMUYMIIACH TOTPEOHOCTH B PELICHUH 331341 3aIIUTH THPOPMAIIUH,
MOCKOJIbKY OHA SIBJISICTCS] BAXKHEHIIIM CTPATErMUECKUM PECYPCOM, a TAKXKE MOBBIIIICHUS
3aIUIIEHHOCTH KOMITBIOTEPHBIX CETEH.

Lenbroucciae10BaHAS SIBISIECTCS 0030p COBPEMEHHOTO COCTOSHHUSI KUOEPOE30MacHOCTH
B HH(POPMAITMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHSAX, B 9aCTHOCTH M KOMITBIOTEPHBIX
CeTsIX.

OcHoBHas1 yacTh

BricTphie TeMIIBI Pa3BUTHUS B PA3HBIX OTPACISIX HAYKU U TEXHUKHU IPUBETU K CO3aHUIO
KOMITAKTHBIX M BBICOKOA()()EKTUBHBIX TEXHUYCCKUX CPEJCTB, MPU TOMOIIU KOTOPHIX
MOYKHO JIETKO TOJAKIIIOYATHCS HE TOJNBKO K TEIIEKOMMYHHUKAIIMOHHOMY 000pYyIOBaHHUIO
M CETSAM CBSI3M, HO M K KOMIBIOTEPHBIM CETSAM, U K caMHM KommbioTepam. C meinio
JMOOBIBaHMUS, MEPECHUIKH W aHallu3a JIFOOBIX JaHHBIX, B YACTHOCTH IEPCOHANBHEIX,
0aHKOBCKMX, KOPIOPATUBHBIX U Mp. J[Isi 3TOro MOXeT MCIOJbh30BaThCS ammaparypa
paauo-, paauoOTEeXHUYECKOM, OMTUKO-IIEKTPOHHOM, paguOTeISIOBON, aKyCTHUYECKOM,
XUMHUUYECKOM, MarHMTOMETPUYECKOM, CEHCMMYECKOM U pagualMOHHOM pa3BEIOK
[https://zakon.rada.gov.ua/laws/show/1126-97-%D0%BF, Xwumin, 2021).

Bpab6ote (Tpodmmenko, 2019) aBTopamu BEISIBICHO, YTO B YCIIOBHUSIX CTPEMUTEITHFHOTO
pocta KuOeparak Ba)KHBIM SBIISIETCS MOHHUTOPHHI COBPEMEHHOTO COCTOSHUS
KnOepOe30macHOCTH YKpauHbl, ONpPEACICHHE OCHOBHBIX MPOOIEM pa3BepTHIBAHHS
HAIMOHAJILHOM CHCTEMBbl KHOEp3alIUThl M HAIIPaBJIeHUH UX pemeHus. [Ipu 3ToM HyKeH
KaKk aHali3 YK€ pPealM30BaHHBIX MEpPONPHITHH B cdepe 3aluThl KOMIBIOTEPHBIX
Y TEIEKOMMYHHMKAIIMOHHBIX CETell OT KumOeparak, Tak W ONpeAeNICHHE HYKHBIX IS
peanu3anuy MEpOTIPHUATHI IT0 CO3/IaHUIO YCIIOBUH A1 0€301T1aCHOTO (PYHKIIMOHUPOBAHUS
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kubepnpoctpancTsa. [IpoBeneHHOE HcclienoBaHNE CBUICTENBCTBYET O CYIIECTBEHHBIX
MOJUTUYECKUX, DKOHOMHYECKUX M COLMANBHBIX KHOCPYyCWIHMAX JJIsl YCHIICHHS
KHOEpPCTOMKOCTH, TpWIIaraeéMol TOCYIApCTBOM C LENBI0 Pa3BUTHS HAIMOHAIBHBIX
BO3MOXXHOCTEH TI0 KuOepOe30macHOCTH. ABTOPBI BBLCHWIH, 4YTO dS()QeKkTuBHOE
obecrnieueHne KnOep3anuThl TpeOyeT KOMIUIEKCHOTO PEIICHUs M CKOOPAHMHUPOBAHHBIX
JNEeWCTBUM HAa HALMOHAIBHOM, PErHMOHAJbHOM U MEXKAYHAPOAHOM YPOBHSX JUIA
MpeAynpeKJeHrs, MOArOTOBKH, pPEarupoBaHusi M BO30OHOBICHHS WHIMJCHTOB CO
CTOPOHBI OPraHOB BJACTH, YaCTHOTO CEKTOpa M TpakJaHCKOro obmiectBa. Takxke B
WCCIIEIOBAHUH OTIPE/ICIICHBI MOJUTHYECKNE, HAyYHO-TEXHUYECKHE, OpraHU3aIlHOHHbIC
Y TIPOCBETHUTEIHCKHE BOTPOCHI, PEIICHUE KOTOPHIX SIBIISETCS HEOOXOIMMBIM B PaMKax
KOMITJIEKCHOTO TIPOTUBOCTOSIHHSI KHOEpyTrpo3aM Ui OTEepEeKaroIero pearnpoBaHus
Ha JWHAMUYECKHE HW3MEHEHHs, NpPOMCXOoAsiIe B KuOeprmpocTpaHcTBe. OTMeueHa
1eJIecO00Pa3HOCTh MPHUKIAABIBAHUS YCWIMKH JISl YCTAHOBJICHHS TOCYIapCTBEHHO-
YacTHOTO TMapTHEPCTBA, pa3paboTKa W BHEIPEHUE MeXaHu3Ma oOMeHa MH(popMaIuen
MEX/Ty TOCYJapCTBEHHBIMHU OPTaHaMH, YACTHBIM CEKTOPOM U Tpak/laHaMH B OTHOIICHUN
yrpo3 Kputudeckodl wH(poOpManmoHHOW wuHMpacTpykTrype. Takke ykaszpIBaercs,
4TO0 YKpawmHa JOJDKHA aKTHBHU3MPOBAaTh CBOE yYacTHE B OPraHU3AIlMM COBMECTHBIX
MEXIyHapOJHBIX IPOEKTOB 110 HApAIIUBAHUIO KNOEPHETHUECKOTO MIOTEHIHAJIA C LIENIbI0
COIJIaCOBaHUS JEMCTBUI M MOMCKAa HOBBIX MyTe B yCHUJIEHMH KHOepOe30macHOCTH U
3alIUTe KPUTUYCCKH BAXKHBIX WH(POPMAIMOHHBIX HHPPACTPYKTYp B OTBET HA HOBBIC
TEH/ICHIINU B TII00ATFHOM JIBIKCHHHU 10 HU(POBOI SKOHOMUKH M WH(HOPMAITIOHHOTO
coobmiecTBa. JlaHHOE WCCIEIOBaHWE MOXKET TPUTOIUTHCS B Ipollecce pa3paboTKu
MEXaHU3MOB ITOBBILICHHS 3aLIUTHl KOMIIBIOTEPHBIX CETEH.

Asropamu B pabore (Ilotiit, 2021) mnpemyioxKeHbl KOHLENTYaJbHbIE OCHOBBI
BHEJ[PCHUSI OPraHM3allMOHHO-TEXHUYECKOW MOJeNM KHOep3aluThl, a WMEHHO
OTIpEeNIeIeHbl €€ MIHCCHA, I1e7b, Ha3HAYeHWE W TJIaBHbIE LENH, CHJIBI M CpEelCTBa
KHOep3aImuThl. ABTOPBI PACCMOTPEN apXHUTEKTYPy OPTaHW3alMOHHO-TEXHHYECKON
MOJIENIA  KUOEP3allUThl, MPEACTABISAIONIEH CO00H CTPYKTYPHPOBAHHYIO CHCTEMY,
COCTOSIIIYIO U3 TpeX MH(PacTpyKTyp KHOEp3alMThl, B YACTHOCTU OPraHU3alMOHHO-
yhpaBisiomed MHPPACTPYKTYpbl KHOEP3alUThl, KaK COBOKYHMHOCTH CyOBEKTOB
oOecrnieueHusT KuOEpOE30MacHOCTH, (DOPMHUPYIONIMX W/WIM PEATU3YIONUX TOCY-
MApCTBCHHYIO TONHUTHKY B cdepe KuOepOe30macHOCTH; TEXHOJIOTHYECKOW wuH(ppa-
CTPYKTYpBl KHOEp3allIWuThl, KaK COBOKYITHOCTH CHJI W CPEACTB KHOEp3alluThl, a
TaKkke WHPPACTPYKTYPHI, oOecreunBaroneil (yHKIIMOHNPOBAHUE CHJI KHOEp3alluThl,
HHPOPMALTIOHHO-KOMMYHHUKAIIMOHHBIX CETed W HUX PECypcoB, HCIOJIb3YEMbIX B
MHTEpecax cuia KuOep3amuThl W 0a30BOM MHQOPACTPYKTYphl KHOEpP3AIIUTHI, Kak
COBOKYITHOCTH OOBEKTOB WH(POPMAIIMOHHON HHQPACTPYKTYpHl, KOMMYHHUKAIIHOHHBIX
U TEXHOJOTMYECKUX CHUCTEM MPEANPUSTUN, YUPEKIECHUNW W OpraHu3alui, rpaxiaaH
VYkpauHbl U OOBEAMHEHUH TpakJaH, IPYTHX JIHI, OCYIICCTBISIONINX JEATEIhHOCTh
W/WIM TPEAOCTABISIFOT YCIYTH, CBsI3aHHBIE C HAIMOHAJIHHBIMU WH(MOPMAIIMOHHBIMU
pecypcamu, HWH(DOPMAIMOHHBIMU  3JNEKTPOHHBIMH  YCIyTaMH, OCYIIECTBICHUEM
ANIEKTPOHHBIX CJEIOK, DJIEKTPOHHBIMH KOMMYHHKALUSIMH, 3alIUTOW WH(POpPMAIH
n kubep3ammrel. Takum 00pa3oMm, BHEIPEHHE OPTaHU3ANMOHHO-TEXHHYECKOH
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MOJIET KHOep3alluThl HalpaBIeHO Ha ONEpaTHBHOE (KPU3UCHOE) pearupoBaHHs Ha
KuOeparaku U KHOSPUHIMICHTHI, BHEAPEHHUS KOHTPMEP U MHUHUMH3ALUHU YSI3BUMOCTH
KOMMYHUKAIIMOHHBIX CUCTEM. Pe3ynbrarsl 3Tol paboThl MOTYT JIedh B OCHOBY MOJICIICH
Y METOJIOB TIOBBINIECHUS 3aIIUIIIEHHOCTH KOMITBIOTEPHBIX CETeH.

B pa6ote (OKwmiin, 2021) oTMe4eHO, YTO B CBS3H C Pa3BUTHEM WH(OPMAIIMOHHBIX
TEXHOJIOTHH yBelIMUYWiIach MOTpeOHOCTH B 3amure wuHPopMmauuu. Taxxke
YBEIMYUBACTCSl ySI3BUMOCTb COBPEMEHHOTO HMH()OPMALMOHHOTO 00mecTBa K
HEJOCTOBEPHOH WH(GOPMAIUU, HECBOCBPEMEHHOMY IONYYCHHIO HWH(GOpMAIUH,
MPOMBINUICHHOMY HIMMHOHAXY, KOMITBIOTEPHOM MPECTYIMHOCTH U JIP. B 3TOM Cllydae
CKOPOCTH BBISBIIGHHUSI YIPO3bl, B KOHTEKCTE OOBIYM CUCTEMHON HHPOpPMAIUHA O
MPECTYyTHUKAX W BO3MOXKHBIX TEXHHK U WHCTPYMEHTOB peaju3allli KuOeparak ¢
LEJIbI0 UX ONMHMCAHMS Ta ONEPATHBHOTO pearupoBaHUs HA HUX SIBISETCS ONHOHN U3
aKTyaJbHBIX 3a7ja4. B 4acTHOCTH, MOsBIsETCS 3aJja4ya B IPUMEHEHUU HOBBIX CHCTEM
cOopa nHpopmaIuu o KHOEPCOOBITUH, PEarPOBaHNUE HAa HUX, XpaHEHHE U OOMEH ATOH
nH(popmammei, a Takke Ha €e OCHOBE CITOCOOOB M CPECTB MOUCKA MPECTYITHUKOB
MIPY TIOMOTITY KOMIJIEKCHBIX CHCTEM, WutH iaTdopm. [ pemenns 3aa4d Takoro THIa
aBTOpaMH OBLIM TPOBEJICHBI MCCIIENOBAHUS IMEPCIEKTHBHOTO HampaBieHus Threat
Intelligence kak HOBOTO MexaHM3Ma TOJIY4YEHHS 3HAHUN O KuOeparakax, IPOBEACH
aHaIU3 WHAMKATOPOB KHOEpaTak W MHCTPYMEHTOB MX MOJYYCHHS ISl ONpeeIICHUs
€ro poJiu B 3a7jauax obecreueHnst Knoep3amuTel. ABTOPBI OCYIIECTBUIN CPABHEHHE
CTaHIAPTOB OMHUCAHUSI WHINKATOPOB KOMIIPOMETAITUH H IIAT(OPM UX OOpabOTKH.
Pazpaborana metommka Threat Intelligence st 3amad omepaTWBHOTO BBISBICHUS
n OJIOKMPOBKM KHOEpYyrpo3 TrocyJapcTBEHHBIM HWH(GOPMALMOHHBIM pecypcam,
Jaromiasi BO3MOXKHOCTb YIYUYLIMTh MPOU3BOIUTEIBHOCTh pabOThl aHATUTHKOB
krOep0Oe30MacHOCTH U MOBBIIICHHS 3aIUIIEHHOCTH PECYPCOB U HH(OPMALMOHHBIX
cucteM. JlaHHOE HCClIeZI0BaHNE MOYKHO UCTIOIH30BATh TPH Pa3zpaboTKe HHCTPYMEHTOB
TTOBBIICHUS 3aIATH KOMITBIOTEPHBIX CETEH.

Eme omHMM HampaBieHHEM pa3BUTHUS WHCTPYMEHTOB KHOEP3al[UTHI SBISETCS
MPUMECHEHHE HCKYCCTBEHHOTO HWHTEIJICKTA, KOTOPBIH OBLI PaccCMOTPEH aBTOpaMH
B pabore (KoBryHenko, 2019), B uacTHOCTHM OBUIM OIpPEJCICHBl OCHOBHBIC
MPEUMYIIECTBA M TPOOJIEMBI €r0 IPUMEHEHUS B CHCTEME YIPABICHHUSI TPEATPUSATHEM.
Bbutn naHbl ompesieNieHus «MCKYCCTBEHHBIH WHTEIICKT» W IOKa3aHbl OCHOBHBIC
MPUYMHBI HEOOXOJUMOCTH BHEJPEHUS HCKYCCTBEHHOTO HWHTEIUIEKTa B CHUCTEMY
YOpaBJICHUS COBPEMEHHOTO MPEANpPHUITHS. ABTOpPAMH BBISBIEHO, YTO OJHOU W3
BaXHEHIINX MpoOieM 3TOro BHEAPEHUS SBISICTCS 3aMeHa YEJIOBEUYECKOro Tpyda
Ha aBTOMAaTHU3MPOBAHHYIO PadOTy MallWH, WMeEIoUIash HEraTHBHbBIE IOCIEIACTBUS
B YCIOBHUSX BBICOKOTO YpOBHSI 0e3pa0OTHIBI TPU OTCYTCTBHH MMOCTOSHHOTO
WCIIOTH30BaHUS HCKYCCTBEHHOTO HHTEIJIEKTA. TakKe OTMEUeHO, YTO HEOTheMIeMOH
YacThI0O BHEAPCHHS] HOBBIX CHUCTEM KOMIBIOTEPHOTO YIPABICHUS TPEAIPHUATHEM
SIBJISIETCSI Y€TKOE MOHUMaHUE MOCIIECTBHI, KOTOPBIE OHO BBI3bIBAET. M cronb30BaHue
HCKYCCTBEHHOTO HWHTEJJICKTa TMO03BOJIsIET U30eXKaTh 4YeI0BEUEeCKOro QaxTopa,
B YacCTHOCTH OMMOOK, CBSI3aHHBIX C HEBHUMATEIbHOCTBIO, HEJOCTATOUYHBIM
ypOBHEM KBaJIH(HUKAIMK, WA HETAaTHBHBIM (PU3UYCCKUM MU TCHUXOIOTHYECKUM
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coctosHueM. [loaToMy B pa3BUTBIX CTpaHax MHpa MPOBOAUTCS BHEIPEHHE HOBBIX
CUCTEM 3 KOMITBIOTEPHBIM yNPABICHHEM MPEATNPUATUSIMEU. Pe3yapraTsl 9Tl paboThl
MPUTOAATCS B Tpolecce pa3pabOTKM MEXaHHW3MOB TIIOBBIIICHUS 3aIUIIEHHOCTH
KOMIBIOTEPHBIX CETEH.

B pabore (IllamoBanenko, 2022) aBTopaMu OTMEUEHO, YTO B IOCIEAHEE BpEeMs
BO3HUK OONBLIONW MHTEpeC K NMPUMEHEHHUIO aHalu3a NaHHBIX Al OOHapyKeHHS
BTOP’)KEHUH B KOMIBIOTEPHYIO CeTh. B HccieoBaHUM aBTOPBl paccMOTpENn
METOJIbl HMHTEJNIEKTyaJIbHOTO aHalnu3a JaHHbIX B CHCTeMax OOHapyKeHHS
BTOP’KEHHUH, a TAK)Ke THUITBI HEOOXOJUMOTO OTBITa U MHPPACTPYKTYpHI. B pesynbrare
[IPOBEJCHUSI HKCIEPUMEHTAJIbHBIX HCCIECJOBAHUN aBTOPHl HPEUIOKUIN MOJEIIb
CHUCTEMBbl OOHApy>KEHUS BTOP)KEHHUH HAa OCHOBE METOJOB MAaIIMHHOTO OOyYEHHS.
[IpencraBneHHass MOIENb MOXKET CIYXHTb J(PQPEKTUBHBIM JOMOJHEHUEM K
cranaapTHbIM IDS amst ymydiieHust cuctemMbl 0€30acHOCTH CETH.

OcCHOBHBIEC TPHUHIMIIBI peaNH3ali  TOJUTHKH CyObeKTamMu oOecredeHus
KnOep06e30MmacHOCTH MpeacTaBieHbl Ha puc. 1 (Vpsoosuit kyp'ep, 2017).

7) axBuBaneHTHOCTE TpedoBaiti K
OOECTEHEHINO KHOCPOEIONACHOCTH 0OBERTOR
HHPACTPYKTYPHI, COITACHO KOTOPOMY
NPIMEHCHHE MPABOBBIX HOPM JO/TKHO OBITH

MAKCHMATEHO PABHOHAYHD KuOepsammTe 1) MHHEMATEHO HEODXOTIMOE
KOMMYHHKALTHOHHBIX H TCXHOTOTHYCCKHX PETYAHPOBARIE, COITACHO KOTOPOTO
cHeTeM 00BEKTOB HHPACTPYRTYPSL, MEPONPHATHA cyOReKTOB ODecTeyeHmT
NPHEATEHAMAX K OTHOMY CeKTOPY KHOCPOEI0NACHOCTH JOTAHEL OKITS
IKOHOMHKH H/HIH ROTOPHIE OCYIIECTRIART HEOTXOTHMBIMH H MHHIIMATHO
AHATOTHYHBIC I‘b\'li'lﬂl}ﬂ{ JOCTATOWHBIMH 114 JOCTIDREHIA UETeH H
3aari
) HEAHCKPHMHHAII, COTTACHO KOTopoi
pemeHis, JelicTBHA H Ge3qCATETLHOCT 2) obBeKTHEROCTS H MPaBOBA
eybrerTon obecmeyea OMpeIeneHHOCTS, MAKCHMATEHO BOSMOMHOTO
KHOCpOEIONACHOCTH HE MOTYT NPHECCTH K TpHMEHEHHA HAHOHATEHOTO H
OPHINAECKOMY HTH GaKTIe CROMY 00BeMy | MERTYHAPOTHOTO NPaBa B HACTH
npas § odxsannocTel, KoTOpEI ABNAETCR: rlcj.mo.uouuii H ofmamcm‘i cyGrerToB
- OTTHYHEIM 0T 00BEMA Mpas H obecneyenna KnGepOeIonacHOCTH
obmsaumocTell IpOYIX MU B NOXOOMBIX OcHoBHBIE NPHHONNEB] PeaTH3anmn
CHTVALAY, 6CTH TOMLKO TAKOE OTTHHHE HE MOJAHTHRH t}'ﬁb&k‘l‘ﬂ_\lﬂ oDecHeTeHIA _
ABTRCTCH HEOOXOTHMBIM H MAKCHMATEHO KEBep6eIonacRocTH 3) obeeredeHie SALHTH Tpas
OCTATOMHBIM LT YIOBICTEOPEHIA OOLIETO NIOL30BATCI¢H ROMMYHHKALHOMHBIX CHCTEM
ofmecTBEHHORD HHTepECa | 1R nOTPEORTEACH YOIYT HICKTPOHHBIX
- TAKHM, KaK i 00beM mpas i ofAsaHHOCTER RoMMyHIKA, WHTH YCI)T N0 3amute
MPOMIE T B HEMOTOBHbIE CHTVAIL, CoTit HadOpMaIH, KNOCPIAMWNTE, B YACTHOCTH
TaKA® OIHHAKOBOCTE He ARIIETCR € NpaE OTHOCHTCIBHO HCBMCIIATCIBCTEA B
HeoGXOTIMON H MAKCHMATEHO JOcTaTouHOl HECTHYIO HIIHE H JAMHTY NEPCOHATHHRIX
74 yRosneTsopenits odmero JURHHED:
ODIIECTBEHHOTO HETEpECE

4) npospauHOCTE, COrMAcHO KOTOpOi
5) cOATAHCHPOBANNOCTS TpeGoBaMITH 1 MeponpHATILE CYOREKTOR oéeri}ﬂem
OTEETCTEEHHOCTH, COTTACHO KOTOPHIX KADCPOCIOMACROCTH AOMDRHEL DRITh
IOTHEH OBITh 0OeCHeweH GATAHC MERIY AEEHBIN OOPA3OAL 00O CHOBANSL
VCTAHOBICHHOI OTECTCTBEHHOCTEIO 33 COODLIEHA! CYORERTAM, KOTOPLX Ot
HEBBINOHEHNe TpeGoBanHi KACRIOTCA, 0 HX TIPHMEHEHIA
KHOEpOe30MACHOCTH H KHOSPIAMHTEL 4
TakHe 33 BHEIPCHHE UPeIMEePHEIN
TpeGOBAHNI W OTPAHHTEHI

Pucynok 1. OcHOBHBIE IPUHLUIIBI PEATH3aLUH TOTUTUKH CyOBEKTaMU
obecriedeHus: KnbepOe30macHOCTH

Yka3zaHHbIEC Ha pyC. | TPUHITUIIBI TPUMEHSAIOTCS 0€3 OT/Iaun MPENMYIIIECTBA II000MY
W3 HUX C Y4YeTOM OOeCIieUeHHs 3alIUThl KU3HEHHO Ba)KHBIX HMHTEPECOB YeIIOBEKa
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U TpaKJAaHWHA, OOIIECTBa W TOCYAapCTBAa, HAIMOHAJIBHBIX HHTEPECOB CTPAaHBI B
KHOEpPIpPOCTPAHCTBE.

Br130BEI M yrpo3sl B cdepe kubepOesonacHocT npenacrasiensl B Tadm. 1 ("Ilpo
Crparterito kibepOesnexkn Ykpainu": Vka3 Ilpesugenta VYipainu Bix 26.08.2021 Ne
447/2021).

Tabmuua 1 — Bei3oBsI 1 yrpo3sl B chepe KnubepOe30macHOCTH

KubepbezonacHOCTb BbI30BBI U yTpO3BI
1 2
Br130BEI 1) akTHBHOE UCIIONIB30BAHHE KHOCPCPEACTB B MEXKIYHAPOAHOW KOHKYPEHIHH

2) COpeBHOBATEIbHBIA XapakTep pa3BUTHS CPEACTB  KHOepOE30macHOCTH
B YCIOBHSAX OBICTPO MPOrPECCHUPYIOIIUX H3MEHEHUH HMH(POPMALOHHO-
KOMMYHUKaIIUOHHBIX TeXHOHOFI/lﬁ, B YaCTHOCTHU O6J'I3HH]>IX U KBAaHTOBBIX
BerunciacHuit, S5G-cereif, OonbIIMX O00BEMOB JaHHBIX, MHTepHEeTa BeICH,
WCKYCCTBEHHOTO MHTEJUIEKTA, JIp.

3) MmmmTapu3anus KHOepIpoCTPaHCTBA M Pa3BUTHE KUOCPOPYXKHs, NAIONIETO
CKPBITHO TIPOBOJIUTH KuOepaTaku [UIi MOJACPXKKH OOEBBIX JACHCTBHH U
pa3BeabIBATEIILHO-NOPEIBHON e TeIbHOCTH B KHOEPIPOCTPAHCTBE

4) Bmusnue mnaaemun COVID-19 Ha 5SKOHOMHYECKYIO JESTENbHOCTH U
COLIMAJbHOE IMOBEACHUE, IIPUBEAIICE K CTPEMHUTENIBHOH TpaHchopManun
U OpraHM3allM{ 3HAYUTEIBHOIO CErMEHTAa OOLIECTBCHHBIX OTHOLICHUH B
JMCTAHIIMOHHOM PEXHME C HIMPOKUM IIPUMEHEHHEM U ICKTPOHHBIX CEPBHCOB U
NH(OPMALIMOHHO-KOMMYHUKAI[MOHHBIX CHCTEM

5) BHeIpEeHHE HOBBIX TEXHOJIOTHH, IU(PPOBBIX YCIYT K MEXAHH3MOB JJIEKTPOHHOTO
B3aMMOJCHCTBHSL TPaXJaH C TOCYIapCTBOM, KOTOPOE  OCYIICCTBISIETCS
6ECCHCTEMHO B Y4acTH MEpOIPUSTHI 110 KnubepOe3omnacHoCTH U 6e3 HayiexaIen
OLICHKU PHCKOB

Yrpo3bt 6) TuOpumHas arpeccusi B kKuoOeprpocTtpancTBe. CTpaHa-arpeccop HEyMOJIHMO
HapalBaeT apceHal KHOepopyKHsl HACTYIATeIbHOTO Ha3HAYCHHsI, IPHMEHEHHE
KOTOPOTO MOXXET BBI3BaTh HEMONPABHMbIE, HEOOpAaTUMBIC pPa3pyIIHTEIbHbIC
nocneacTusi. Kubeparaku HarpapiieHbI B IEPBYIO oYepe/ib Ha HHPOPMAIHOHHO-
KOMMYHHUKAI[MOHHBIC CHCTEMbl OPraHOB BJIACTH W OOBEKTHI MH(OPMAIOHHON
WHQPACTPYKTYpbl C IIENbI0 BBIBEACHUS HUX U3 cTpos (KubepamBepcus),
TOJTYYeHHUSI CKPBITOTO JAOCTYNa U KOHTPOIIS, OCYIIECTBICHHS Pa3BeAbIBATEILHON
U pa3Be/bIBATENBHO-TIOAPBIBHON JesTenbHOCTH. Takke KuOeparaku aKTHBHO
HCTIONB3YIOTCS JUIsl HPOBEACHHUS CIICIHANbHBIX HH(OPMAIMOHHBIX ONepanui 3
1eIIbI0 MAHHITYJISTHBHOTO BIIMSIHHS HA HACEIICHUE

7) kuOepnpecTylnHOCTb, HaHOCAIas Bpel HHOOPMALMOHHBIM  pecypcam,
OOIIECTBEHHBIM MPOLIECCaM, JINYHO TPaXKAAHAM, CHIKAET JOBEpHE 00IIecTBa K
UH(POPMALMOHHBIM TEXHOJIOTHAM U MPUBOAUT K 3HAYUTENIBHBIM MaTePUATbHBIM
notepsm. Takxke KHOEpHPOCTPAHCTBO  MCIONB3YETCSl Ul COBEPIIECHUS
NPECTYIUICHN TMPOTHB HALMOHAAbHOM OE30MacHOCTH CTPaHbl, a TaKKe
KPUMHHAIIBHBIX IPABOHAPYLICHUH, CBA3aHHBIX C JITalIU3alUeil JJ0XOI0B,
HOJIy4CHHBIX HE3aKOHHBIM ITyTeM, TOPrOBIICH JTI0JbMH, HE3aKOHHBIM O0OpalieHneM
C opykueM, OOCBBIMM TPHUHAUICKHOCTIMH M B3PbIBUATHIMH BELIECTBAMH,
HE3aKOHHBIM OOpaleHHeM HApPKOTHYECKUX CPEJICTB, NCHXOTPOIHBIX BEIIECTB,
UX aHAJIOTOB WM NPEKyPCOPOB M MPOYMX MPEIMETOB U BEILIECTB, YIPOXKAIOIINX
JKU3HU U 30POBBIO JIFOJCH
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8) opraHm3oBaHHBIE U CIIOHCHpyEMble JPYTMMH CTpaHaMH KHOepaTakw,
CBSI3aHHBIE C XHIIEHHEM B IOJUTHYECKNX, JKOHOMHYECKHX WM BOEHHBIX
nensix KoH(QUIeHIMANbHOH nHdopMannyu (KUOepIIMoHaX) ¥ OCyIIeCTBICHUEM
pa3Be/bIBaTeNILHO-TIOAPEIBHON  mesitensHOCTH.  OCOOGHHOCTSIMH — TaKUX
Kkubeparax sBISIETCS] UX HPOIODKUTENIBHOCTD, CIIOXKHOCTD M CKPBITEIN XapakTep,
YCIIOXKHSIIOIIUE UX MIPEIyNPEeKACHIE, BBIIBICHNE U HEUTPAIIN3aIIIIO

9) WCMONB30BAaHHE TEPPOPUCTHYECCKUMH OpPTraHU3aIMAMH KHOEPIpOCTpaHCTBA
JUISL COBEPIIEHMS aKTOB KHOepTeppopu3mMa, GMHAHCOBOM M MpPOUYEH MOMIEPIKKU
TEPPOPHCTUUECKOH IeITEITEHOCTH

Y4uuThIBast BRI3OBHI M YTPO3HI B chepe KHOepIpoCcTpaHCTBe, MPEACTaBISHHBIE B Ta0JI.
2, KpUTUYHO PACTET POJIh KHOepOE30MmacHOCTH B IIpolieccax U poBoi TpaHCHopMaun
roCyJIapCcTBa.

[Ipennoceutky u (hakTopsl, (hOpMHUPYIOIIHE 0003HAYCHHBIE YTPO3bI:

- BBICOKasi TEXHOJIOTHYECKas 3aBUCHMOCTh OT WHOCTPaHHBIX MPOU3BOIUTENCH
IpoaAYyKIHHU HHq)OpMaHHOHHO-KOMMYHI/IKa]_[I/IOHHBIX TeXHOJ’IOI‘Hﬁ, OTCYTCTBUEC CUCTEMbI
OIIEHKH COOTBETCTBHUS TaKOHW MPOMYKIIUH TPeOOBaHUAM O€301aCHOCTH, TIOBBIIIAOIEH
CTEICHb YSA3BUMOCTH MH(OPMAIMOHHON MH(PACTPYKTYpPHI OT He3aIeKIapUPOBAHHBIX
(byHKIMH, ¥ Cy’KaeT BOBMOKHOCTH IIPOTUBOJICHCTBUS KHOEPYTpo3am;

- HECOBEPIIICHCTBO HOPMATHBHO-TIPaBOBOW 0a3wl B cepe KuOepOEe30macHOCTH, a
TaK)Ke ee ycrapeBaHHe B cdepe 3amuThl HHOOPMAIUK, MEIJICHHAS HMILICMCHTAIUS
MOJIOKEHUN €BPOIIEHCKOTO 3aKOHOJIATEILCTBA, HEIOCTATOUHOE PEryjiupoBaHue HU(-
POBOI COCTABIIAIOIIECH pACCIeIOBAaHUS YTOJOBHBIX [TPABOHAPYILECHUMN, 8 TAK)KE HU3KUI
YpOBEHb IIPABOBOM OTBETCTBECHHOCTH 33 HApYIICHHE TPEOOBAHUM 3aKOHOJIATEIILCTBA B
aToit cepe;

- OTCYTCTBHE y OOJbBIIEH YacTH OpraHOB BJIACTH M CyOBEKTOB XO3SCTBOBaHUS
HEOOXOAMMOTO KaJIPOBOTO 00SCIICUSHHS M HAJIJICIKAIIETO KOHTPOJIS 3a KHOep3aIlnuToH,
OCYIIECTBIICHHE (PUHAHCUPOBAHUS PA0OT 110 KUOEP3AILIUTE 10 OCTATOYHOMY IPUHIIHITY;

- OTCYTCTBHE CHCTEMBI HE3aBHCHMOTO ayauTa WHGOpMAIMOHHONW 0e30macHOCTH
Y MEXaHWU3MOB PACKPBITUs WH(pOpMAIH 00 YS3BHUMOCTH B YCIOBHSIX JTUHAMHYECKON
nugpoBuzanuyd Bcex cdep rocymapCTBEHHOTO YIPABJICHUS U JKU3HEACSITEIbHOCTH
rOCy/1apCTBa;

- HECOOTBETCTBHE COBPEMEHHBIM TPEOOBAHUSM YPOBHS TMOATOTOBKH W IOBBIIICHUS
KBJIM(UKAIIUK CIIEIUAIMCTOB TI0 BOMPOCaM KHUOEpOE30MacHOCTH M KHOESp3alluThl,
B dacTHOCTH Hed(p(EKTUBHBIE MEXaHW3MBl WX CTHMYJIUPOBaHHA K paboTe B
TOCY/IapCTBEHHOM CEKTOPE;

- HE3aBCPUICHHOCTD MepOHpI/IHTI/Iﬁ 0 BHEAPCHHIO OpraHu3alMOHHO-TEXHU-
YeCKOW Monenu KHOep3alIuThl, OTBEYAIONIEH COBPEMEHHBIM YIpO3aM, BBI30BaM B
KHOEPIIPOCTPAHCTBE M TIOOANBHBIM TEHJCHIIUSAM Pa3BUTHS HHIYCTPUH KHOEepOe30-
MaCHOCTH;

- OTCYTCTBHE CHCTEMBI TIOBBIIIEHUS N(POBOI TPaMOTHOCTH TPaKJaH U KyJIbTYpPbI
0e30I1acHOTO TIOBEACHUS B KHOEPIPOCTPAHCTBE, HU3KUI YpOBEHb MH(DOPMHUPOBAHUS
00IIIeCTBO 0 KHOEPYrpo3ax u KuOep3auTe;

- OTCYTCTBHE ACWCTBYIONIEH CHCTEMBI WH(OPMAIMOHHO-aHAIMTHIECKOTro obecre-
qeHUsT KuOepOe30IMacHOCTH;
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- HEJOCTaTO4YHAasl 3alMIICHHOCTh OT KuOeparak HH(GOPMAMOHHBIX PECYpCOB H
00bEeKTOB HH(POPMAITMOHHON UH(PACTPYKTYPHI;

- HECOOTBETCTBHE TPEOOBaHMIM 3aKOHONATEIHCTBA COCTOSHUE 3aIlUThl HH(OpMa-
[IMOHHO-KOMMYHHUKAITHOHHBIX CHCTEM TOCYIAapPCTBEHHBIX OPraHOB H CyOBEKTOB
XO34HCTBOBAaHUSA, B KOTOPBIX 00pabaThIBaeTCsl 3HAYMTENbHAS YacTh MH(OpMAIUH C
OTPaHMYEHHBIM JI0CTYIIOM.

YuuThIBas BBI30BBI U YIpo3bl B chepe KnbepOe30macHOCTH, a TaKkkKe MPEANOCHUIKH
u (aktopsl X (HOPMUPYIOIIHE, MOXKHO MPUHTHA K BBIBOMAY, YTO €CTh HEOOXOAMMOCTh
obecrieueHusT 00pabOTKH OOJBITMX MAacCHBOB MH(OpPMAIHH. DTO CBA3aHO C POCTOM
nH(pOpMaTH3aIIK 00IIECTBA B TOCYIAPCTBA, YTO B CBOIO OUEPENb TPEOYET IMOBHITIICHHS
YPOBHS  3alllMIEHHOCTH KOMIBIOTEpPHBIX ceTed. Jlocratouno 3(QdeKTHBHBIM
HWHCTPYMEHTOM B 3TOM Clly4yae BBICTYIAeT TEXHOJIOTHsI HCKYCCTBEHHOTO HHTEIJIEKTA BO
Bcex cepax )KU3HEACATEIbHOCTH TOCYIapcTBa U 00LIeCTBa.

HckyccTBeHHBIM MHTEIUIEKT — 3TO HayKa M TEXHOJIOTHSA, CIIOCOOHAas BOCCO31aTh
MIPOIIECCHI MBITIIEHHS YeIOBEYECKOTO MO3Ta M HAIPaBUTh UX Ha CO3/laHe U 00paboTKy
Pa3IMYHBIX MPOrPaMM, a TaK)Ke MHTEIUICKTYIbHBIX MAIllUH, CIOCOOHBIX MOTHOCTHIO
3aMEHUTh W YIPOCTHUTH uesoBedeckyro padoty (Kusum, 2012; https://www.everest.
ua/ai-platform/analytics/shtuchnik-intelekt-efektivna-ta-odnochasno-nebezpechna-
tehnologiya-chi-usvidomljujut-suspilstvo-ta-biznes-riziki-ta-perevagi-ai).

WckyccTBeHHBINM HHTEIIEKT — OpraHM30BaHHAS COBOKYITHOCTH MH()OPMAIIMOHHBIX
TEXHOJIOTHH, C TIPUMEHEHHEM KOTOPOH MOYKHO BBITIOJNHSTH CIIOKHBIE KOMILIEKCHBIE
3aJjaHdsl TyTeM MCIONb30BaHMsI CUCTEMbl HAyYHBIX METOJIOB HCCIIC/JIOBAHUSI H
aIrOpUTMOB 00pabOTKK MH(GOPMAIIMH, TIOTYYCHHON WU CO3JITaHHON BO BpeMsl paOoTHI,
a TaKk)Ke CO3[aBaThb W HCIIOJIb30BaTh COOCTBEHHbIC 0a3bl 3HAHWI, MOACIH HPUHSITHS
pelIeHuH, anropuTMbl paboThl ¢ WH(GOPMAIHEW U ONPENENSITh CIOCOOBI JOCTHKECHUS
rocTaBleHHBIX 3amanuit (Posmopsmkenns Kabinety MinictpiB Ykpainu; Konmerris
Bix 02.12.2020 Ne 1556).

OCHOBHBIM 3aJjaHueM B cdepe KHOepOe30macHOCTH MPHU BHEJAPEHUH TEXHOJIOTHH
HCKYCCTBEHHOTO HWHTEJJICKTa SBISETCS 3allUTa KOMMYHUKAIIMOHHBIX, HH(OpMa-
LUOHHBIX M TEXHOJIOTHYECKUX CHCTEM, HH()OPMALMOHHBIX TEXHOJIOTHH, NpexKae
BCETO TeX, KOTOPBIC HCIOIB3YIOTCS IOCTABIIMKAMH YCIYT H SIBISTIOTCS Ba)KHBIMHU
JUTSE HEeTIPEPBIBHOCTH (DYHKIIMOHUPOBAHUS TOCYAApCTBa, OOIIecTBa W 0€30MacHOCTH
rpakJIaH.

[IpuMeHeHHE TEXHONOTHMH HWCKYCCTBEHHOTO HHTEIUIEKTa B 00OecredeHuH
WHPOPMAITMOHHON 0€30MaCHOCTH SBJISIETCS OAHUM M3 (aKTOPOB, CIIOCOOCTBYIOLIHMHA
00eCIeueHNI0 HALMOHAIBHBIX HMHTEPECOB. B 4acTHOCTH, MOHUTOPHMHI COLMAJIbHBIX
ceTel M WHTEPHET-PECYPCOB, AIEKTPOHHBIX MEIHMa C WCIOIH30BAHUEM TEXHOJOTHI
WCKYyCCTBEHHOTO WHTEJIEKTa /JaeT BO3MOXHOCTH BBISBIATH CHCTEMHBIE TPEHIBI U
npoOieMaruKy, IeHCTBOBATH Ha OllepeKeHIe, aHATH3UPOBATh IETIEBYIO ayTUTOPHIO.

Takum 00pa3oM, MIMPOKOE HCIOJB30BAHME TEXHOJIOTHH  HMCKYCCTBEHHOTO
WHTEJUIEKTA J1aeT BO3MOXKHOCTh CTaHJapTU30BaTh NPEICTaBICHHE U PACTIPOCTPAHEHHE
rH(pOPMAIIMH O COBPEMEHHBIX 3HAHHSIX C BO3MOXKHOCTBIO HX JIAJIbHEUIICH pean3anun
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B 3aBUCHUMOCTH OT KOHKPETHBIX TPEeOOBaHMI y4acTHHKOB cepbl WH(MOPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH.

3akiiouenue

B pesynbrare wuccnenoBaHust ObUT MPOBEIACH 0030p COBPEMEHHOTO COCTOSHHUS
KrOepOe30MmacHOCTH B MH()OPMAIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJIOTHSX, B
YaCTHOCTH M KOMITBFOTEPHBIX CeTsIX. Takke ObLITN MPOAHATHM3UPOBAHbBI BEI3OBEI M yTPO3bI
B c(hepe kuOepOE30MacHOCTH, a TaKKe MPEANOCHUIKN M (DAKTOPBI UX (HOPMUPYIOIIHE.
OCOOCHHO 3TO aKTyaJIbHO B CBSI3U C POCTOM POJIH 00€CIeYeHUs KHOepOe30MacHOCTH B
nporeccax nudpoBoi TpaHCHOpPMALIUU TOCYIapCTRa.

OnauM u3 3(P(PEKTUBHBIX HMHCTPYMEHTOB SIBJISICTCS BHEJPEHUE TEXHOJOTHUH
HCKYCCTBEHHOTO WHTEIUICKTa BO BCeX cepax >KU3HEICATCILHOCTH TOCYIapcTBa U
oOmiecTBa. B COBpEeMEHHBIX YCIIOBUSIX B MHpPE IPOUCXOIUT YCKOPEHHUE BHEAPCHUS
TEXHOJIOTUYECKUX pEIICHUH, O0a3UpYIIIUXCSd Ha HMCKYCCTBEHHOM HHTEJICKTE
B pa3HbIX c(epax SKOHOMHKH, YIPABICHUS TOCYyAapCTBOM H OOIIECTBEHHBIX
otHomeHuH. [IpakTHyeckoe NCroab30BaHUE TEXHOJIOTHH HCKYCCTBEHHOTO MHTEIICKTA
peycMaTpuBaeT 00pabOTKy OOJIBIIMX MAacCHUBOB JaHHBIX. TakuM 00pa3oM, MOXKHO
rOBOpUTh 00 aKTyaJbHOCTH JAJIBHEHIIMX WCCICAOBAHUN BHEIPEHUS TEXHOJIOTUU
HCKYCCTBEHHOTO MHTEJUICKTa B C(epe MOBBIMICHUS 3alMIIEHHOCTH KOMIBIOTEPHBIX
cereil.
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Abstract. At present, great attention is paid to the secure delivery of information
and files on the Internet. Thus, the exchange of confidential information through various
channels remains inevitable and there is a need for both encryption and hiding the fact of
transmission. Word "Steganography" takes roots from the Greek word steganos, which
means covered. Steganography is a technique for concealment the transmitting of a
secret message. There are several methods to achieve this goal for embedding a secret
message in another file, be it a picture, video, audio or text. This article is an attempt to
analyze the various steganography techniques depending on the file types and identify
the most effective ones.
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Annoranus. Kazipri yakpITra ramamTopia akmapar meH (aingapabl Kayirncis
KETKI3yre YIKeH KeHuT Oeminyne. OcpUiaiiina, OpTypii apHamap apKbUIbl KYIHS
aKnapar ajmacy ce3ci3 00BN KaJiaibl )koHe M piaybl ja, 6epy GpakTiciH KachIpysl
nma KaxeT eremi. «CreraHorpadus» €e3i TPEKTIH «CTEraHoC» CO3IHEH MIBIKKAH, OV
xabbIK gereHni Oummipemi. CreraHorpadus — Oy Kymus XabapiaMaHbl xKibepymi
xacelpy onici. Kynus xabapapr Oacka ¢aiinra, Meiuni on cyper, OeliHe, ayano Hemece
MOTiH OOJICBIH, CHIPY YLIIH OChI MaKcaTKa XeTy/iH OipHemie opictepi Oap. by makana
¢aiin Typrepine OaiaHBICTBI OPTYPIi cTreraHorpadus oMiCTEpiH Taijayra »OHE eH
TUIMIJIEPIH aHBIKTAYFa THIPHICAIBI.
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AHHoTanusi. B Hacrosiiee BpeMsi Oonbllloe BHUMAaHHE YHENseTCS Oe30MacHOM
nocraBke wuHpopManuu W QaiioB B cetu HMurtepHer. Takum oOpasom, oOmeH
KOH(UACHIIMATBHON HH(OPMALIUEH 10 pa3IMYHbIM KaHAIaM OCTaeTCsl HEM30€KHBIM H
BO3HHMKAET HEOOXOIMMOCTh KaK B MIM(POBAaHHUH, TaK U B COKPHITHU (aKTa mepeiadu.
CnoBo «creranorpadus» MPOUCXOTUT OT I'PEYECKOTO CJoBa Steganos, 4TO O3HadaeT
«CKpBITHIIY. CTeraHorpagus — 3T0 METO COKPBITHSI IIEpeIadl CEKPETHOTO COOOILEHHS.
EcTb HeckonbKO METOROB AJISl JOCTHKEHHUS 3TOM LENN 10 BHICTPANBAHUIO CEKPETHOTO
cooOrieHust B Apyroit ¢aiin, Oynps To n300pakeHne, BUIEO, ayHo WIN TEKCT. DTa CTaThs
aHaJM3UPYET pa3IMyHble METOABI CTeraHOrpaduu B 3aBUCUMOCTH OT THUIIOB (aiijioB U
BBLJIENISIET Haubomnee 3PPEeKTUBHBIC U3 HUX.

KutoueBsble cioBa: creranorpadus, mmdpoBanue, creranorpadpuieckie MEeTOIbl,
CTEroCHCTEMa, CKPhITHE COOOLICHUI

Joss murupoBanusi: JI. AxmeroBa, C.T. AmamxkonoBa. DddeKkTHBHOCTH
mHQpoBaHKUs Pa3IMUHBIX cTeraHorpapuueckux meronos // MEXIYHAPOIHbIN
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Introduction

One of the promising areas of information security is formed by modern methods of
steganography. Steganographic protection is designed to hide the fact of the presence
(transmission) of information. Thus, steganographic encryption methods allow
information to be transmitted through different types of files using different algorithms.
When transmitting by steganographic methods, a covert channel is organized on the
base and inside an open channel using the features of information perception, and for
this purpose the following techniques can be used:

—complete concealment of the fact of the existence of a covert communication
channel;

—making it difficult to detect, retrieve or modify transmitted hidden messages inside
open container messages;

— concealment of hidden information in the protocol (Urbanovich, 2016).

Steganography has many areas of application like secure transfer of important
information, documents, passwords (Gribunin et al., 2002). But there is a possibility
that the message transmitted by the steganographic method may be susceptible to
attacks from the outside. Since the main areas of application of watermarks for data
protection include the owner identification, proof of ownership, tracking interactions,
data authentication, control of illegal copying, device management, compatibility of
different technologies, so the unreliability of steganographic channels leads to the
disclosure, and, possibly, further alteration of the transmitted information (Cox et al.,
2017). Therefore, any stegosystem message must undergo such challenges as:

—non detectability by visual inspection;

— lossy compression —shrink or enlarge a message;

— conversion to another format;

—message delay;

— deleting a part of a message (Kumar et al., 2020);

In computer steganography, various digitized data can be used as containers: raster
graphic images, digital sound, digital video, all kinds of digital information carriers, as
well as text and other electronic documents. Steganography could be embedded in many
types of files, including text, image, network protocol, audio and video. We propose
comparison of algorithms according to their file type, such as:

— Line-shift-coding, word-shift coding, Feature coding, language synonym system
(for text steganography)

— LSB method, Echo methods, Phase coding (for audio steganography)

— LSB method and Compression (for images)

In this paper we have identified their features, complexity, capacity, detectability,
invisibility and presented in discussion section.

The remainder of the paper is organized as:

Section II discusses methods and methodology, gives a review on different stego
algorithms’ principles of operation.

Section III Results and Discussion presents evaluation of methods, discusses their
parameters, advantages and drawbacks.
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Section IV concludes the entire paper.

Methods and methodology

In this section we have presented approaches and algorithms with examples for
different types of data.

1.1 Text steganography

We have considered methods for text file types, such as: Line-shift coding, Word-
shift coding, Feature coding, Language synonym system

Line-shift coding represents changing the distance between lines of electronic text.
It is also called the line spacing method. The maximum and minimum distance between
the lines is allocated, which allows to encode the characters "1" and "0", respectively,
shown on Fig.1.

= i )
= A

DY example

AL AC

“ v

technique

v
Line - shift coding

K

D Y example
AA

D vy techni

Figure 1 - Line-shift coding

Aswe cannotice this method has low efficiency due to the size in bits of the information
to be deposited cannot exceed the number of lines in the container. Therefore, various
text editors can convert spacing (Harpreet et al., 2016).

Word shift coding is changing the distance between words in one line of the text. The
method consists in the fact that information settling is based on changing the distance
between the words of the container text. The Fig.2 shows an example of embedding a
binary sequence 0101100100 into a text-container. The transition from single space to
double encodes 17, the transition from double space to single encodes 0.

Traces of steganography already existed in__ancient Greece,
when_Herodotus__narrated_two__examples_in_his_Stories, but
the first recorded__use of the_ term_was in_ 1499 by Johannes
Trithemius__in__his_Steganographia,_a__treatise__on__cryptography
and_steganography, disguised_as_a_book_about__magic.

01->0
0101100100

10> r
Figure 2 - Word shift coding

Feature coding is making specific changes to fonts. This method consists in changing
the spelling of individual letters of the standard font used. Thus, the letter “A” can be
modified by changing its font from “Times New Roman” to “Georgia”. In this case,
you can encode the stego message so that the modified letter will mean 17, and the
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unmodified letter — ”0”. The result of embedding the secret message ”1” into the text-
container “A”, when using the feature coding method and text processor MS Office

Word is shown on Fig. 3.
0 1

Figure 3 - Feature coding

One of the most popular methods is a method based on the synonym system of the
language used to write electronic text. Studies conducted for the case of the English
language showed that the average number of synonyms in one subset of synonyms is
2.56. The minimum number of synonyms in one set of synonyms is 2, and the maximum

9% ¢

is 13. As an example, let us give the set of synonyms S0O: “propensity”, “predilection”,
“penchant”, “proximity”. In the given set of synonyms, each word has a single identical
semantic meaning, which allows each word to be encoded with its own unique code,
for example, “propensity” — 00, “predilection” — 01, “penchant” — 10, “proximity” — 11
(Surana et al., 2017).

1.2 Audio steganography

For audio files the following algorithms are considered: LSB, Echo Hiding, Phase
Coding.

LSB means least significant bit, is based on embedding a bit from messages in the
least significant position (8th bite) of the audio cover in a deterministic method, as

shown on Fig. 4.

Audio signal

=R E=N e Rl L K]
S=|=|o|o|=C
=R =0l e Rl Nl ho
SlI=IC|IQ|IQ|C|O
Q===
O|IO|=|=|D]|=|O

— o= (Ol |=|O
olo|=|=|~=|lc|—

Embeded message
(3th bit)

f
Message [ { I | | l { l |

Figure 4 - LSB method

Sampling frequency - the frequency with which the signal is converted from analog
to digital. Time sampling means that the signal is represented by a number of its samples
(samples) taken at regular intervals, Measured in Hz (Djebbar et al., 2012). Bit depth
(sound depth) is the number of bits of digital information for encoding each sample,
which means with what accuracy the input signal is measured. The greater the bit depth,
the smaller the error of each individual conversion of the amplitude of the signal into a
number. With the smallest bit depth possible, there are only two options for measuring
audio fidelity: O for silence and 1 for full volume. For a bit depth of 8, 28 = 256
different values can be obtained. Accordingly, for 8 kHz sampled audio with bit depth
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equals 8, 8 kbps data of secret message could be hidden. Therefore, LSB method is quite
simple in its implementation and has a great hiding capacity and can be used with other
cryptographic or steganographic cyphers. Despite these advantages of this method,
without additional ciphers and tools, the LSB can be easily decrypted and decomposed
into the original container and message (Konakhovich et al., 2006).

Echo Hiding embeds a secret message into segments of audio signals using a short
echo is a repetition of the original audio signal. The embedded echo depends on the
following three parameters: initial amplitude, offset (delay), and decay rate. For the
intervening echo to remain unnoticed, there are several ways to hide it. First, the time
delay between the original signal and the echo should not exceed 1ms. Secondly, the
amplitude and decay rate must be below the level of audibility of the human ear. The
echo embedding scheme shown on Fig. 6.

Original signal

A
(0]
— T
o S
S E
o e 1 Echo
< .
>
Ll 1} o
H H ©
H , c
' ' k=]
H H %)
B S
1 offset |delta | Time

Figure 6 - Echo hiding method

To embed the echo, two impulses are used — the first copies the original signal, the
second - embeds the echo. In this method, when encrypting “1”, time equal to offset is
used. To encrypt “zero” = offset + delta. This method is resistant to the addition of noise.
However, the disadvantage of this method is that the echo size is limited (Gribunin et
al., 2002).

The phase encoding method differs from the previous methods in that it uses phase
shifts to embed the message, as shown on Fig. 7.

Original
signal

Signal
Amplitude

Encoded

Figure 7 - Phase coding method
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This method consists of the following steps:

1. The initial audio file is divided into a header and content.

2. The content of the original audio signal is divided into a number of segments equal
to the length of the secret message.

3. Each segment is subjected to a Fourier transform to determine the phases of the
signals.

4. The converted segments are phase-shifted according to the secret message bit, as
shown on Fig. 8.

0 = old phase + —5—

1 = old phase - g

Figure 8 - Phase shifting according to the value of secret bit

5. The encrypted segments are subjected to an inverse Fourier transform and
connected to the original header (Ryabko et al., 2013; Zavyalov et al., 2012). This
process is shown on Fig. 9.

Audio

| |

Header Content

Segment 1
Segment 2

Segment 3

Segment N

DFT

Phase shift

IDFT

[

Audio file +
secret message

Figure 9 - Phase coding process

1.3 Image steganography

Digital images can be called a matrix, which is a multidimensional array of numbers
- pixels, each of which is represented as bits and corresponds to a certain color, i.e.
saturation of light. Each pixel is described using three primary colors - red, green and
blue. In decimal, the range from 0 to 255 is used to describe each of these three colors,
which is 8 bits in binary. Image steganography is divided into two groups: Transform
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domain and Image domain (Morkel et al., 2012). Image techniques, also known as
spatial domain, embed the secret message directly into the pixel intensity by changing
its value, while the transform, also known as frequency, uses manipulations such as
compression, various mathematical transformations, and algorithms. In this section we
have considered two algorithms for image steganography:

— JPEG Compression (Transform Domain)

— Least Significant Bit (Image Domain)

When executing this algorithm, compressing a DCT JPEG, the first step is to convert
the color space from RGB to YUV. The YUV color space is mainly used for photo
processing, reducing the color bandwidth to accommodate human perception. "Y" means
brightness in grayscale (Luminance, Luma), "U" and "V" are chroma, concentration
(Goel et al., 2017; Bykov et al., 2000).

Compared to RGB video signal transmission, its biggest advantage is that it requires
small bandwidth, while RGB requires three independent video signals to be transmitted
simultaneously. Another important step is to change the range of pixel values from
—128 to 127 instead of 0 to 255, which is the standard range for 8-bit images. This
compression process divides the already converted YUV image into blocks of 8 by
8 pixels, each of which is transformed using the DCT (Discrete Cosine Transform)
algorithm, consisting of Fourier transforms. After lossy compression, the secret bits
are already built into a new matrix of pixel values . This is done before applying the
Huffman code to further lossless compression of the DCT coefficients (Gribunin et al.,
2012). The JPEG compression result can be seen in Fig. 10.

DCT, QUANTIZATION Inserting secret bits
8*8 block

Yuv

Figure 10 - JPEG compression

The advantage of steganographic techniques in the JPEG compression algorithm is
that the changes that have been made to the original image are invisible to the human
eye. JPEG compression also has lossless compression - the lossy compression part
consists of Discrete Cosine Transform and quantization, and the lossless compression
part consists of Huffman coding, which is done after the secret bits are embedded. That
is why it is difficult for attackers to reveal hidden data (Gabidullin, 2007).

LSB is a very common, easy-to-implement, capacious method of injecting and
extracting secret information. It refers to covering an image using a spatial domain. In
this algorithm, the least significant bit (the rightmost bit, or 8th bit) is replaced by the
secret message bit. LSB encryption for images is shown on Fig. 11.
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RGB Calculator

rgb(10e, 108, 150)

#646496

hsl(248, 20%, 49%)

RGB Calculator

rgb(181, 181, 150)

#656596

hs1(248, 20%, 49%)

Figure 11 - LSB technique

As previously described, each pixel in an image is made up of red, green, and blue.
The color from the picture of our example in binary :(1100100, 1100100, 10010110).
Let's say we want to add secret bits whose sequence = 110. Then our example will
look like: (1100101, 1100101, 10010110). To the human eye, the change remains
imperceptible.

Results and Discussion

This section will present the results obtained by analyzing the algorithms by file type
from the previous section. Here we have considered such parameters as invisibility,
capacity, detectability, complexity, advantages, and disadvantages to analyze
effectiveness of different methods.

Hiding capacity is the total number of bits of the secret message that the image
(stegocontainer) can hold. This value must be high to deliver a significant number of
secret bits.

Invisibility is appeared here from the perspective of a passable inline container.
Those how noticeable are the external changes in the encoded file in comparison with
the original, before embedding the secret message.

Detectability is responsible for how quickly and easily an attacker can uncover a
secret message upon learning of its existence. How easy he can recognize the algorithm
and decode it.

Complexity — how difficult the algorithm is in implementation, the complexity of
entering a secret message.

1.1 Text steganography methods evaluation

We propose an augmented characteristic for text steganography methods in Table 1.

In methods such as Line-shift coding, Word-shift coding, Feature coding, the
algorithm may be completely useless since many text editors have built-in algorithms for
formatting text data, removing extra spaces and making equal line spacing. Therefore,
these methods are considered unreliable. And the Synonym system of the language
method needs to compose and search for synonyms, replace them in the text and also
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agree with the recipient about how many and which bits are responsible for each of the
synonyms. However, a hacker can declassify such a message only if he learns about the
exchange of synonym codes.

Table 1 — «Comparison of text steganography techiques»

Method | Invisi- | Capacity | Detec- | Comp- | Advantages Disadvantages
bility tability | lexity

Line- Low |Low High |Low |Easy to implement Text editor can format this

shift method

coding

Word- Low |High High |Low |Easy to implement Text editor can format

shift this method, Visible to

coding everyone

Feature |Low |High High |Low |Easy to implement Text editor can format

coding this method, Visible to

everyone

Synonym |High |Medium |Low |High | Very well suited for sending | It will take time to prepare

system a secret message, because | and select synonyms,

of the cannot be detected without | The recipient and the

language knowing that there is a sender agree in advance on
message the code of each synonym.

1.2 Audio steganography methods evaluation

Characteristics for audio steganography methods we can see in Table 2.

The LSB method is universal and is suitable not only for audio files, but also for
photographs. It is the most widespread because of its simplicity of implementation and
the fact that a sufficiently large amount of secret message can be placed (every 8th byte is
encoded). However, its proliferation affects its detectability and ease of decryption. Just
like the previous method, the Echo Hiding divides the audio file into discrete chunks.
Not difficult to implement, and undergoes many changes, including noise. Phase Coding
also withstands noise, is undetectable and very difficult to decipher.

Table 2 — «Comparison of audio steganography techiques»

Method | Invisi- | Capa- | Detecta- | Comple- | Advantages Disadvantages
bility |city |bility xity

LSB High |High |High Low Versatile, easy to implement. Suffers from added
noise and not secure

Echo High |Low |Medium |High Noise sensitivity is eliminated Echo size is limited

Hiding

Phase |High |High |[High High Eliminates the disadvantages of | Rarely used due to

Coding other noise reduction methods of | the complexity of

audio steganography implementation

1.3 Image steganography methods evaluation
The compression method is also useful in that it not only hides the message, but also
performs compression. However, over-compression sometimes affects image quality.
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As described above, LSB is suitable for almost all file types, encodes messages quickly
and requires little technical power (Hoffman, 2012; Ojaas, 2021). Parameters for image
steganography methods we can observe in Table 3.

Table 3 — «Comparison of image steganography techiques»

Method Invisi- | Capacity | Detecta- | Comp- | Advantages Disadvantages
bility bility lexity

JPEG High |Medium |Low Medium | Compression resistant, Has blocks

Compression Hard to break the algorithm, | artifacts means

(Transform Need low processing power |loss of some

Domain) information.

Least Significant |High |High High Low Versatile, easy to Suffers

Bit (Image implement. from image

Domain) compression
Conclusion

The relevance of Digital Steganography at present lies in hiding of transmitted data
used both for peaceful purposes to transmit important information, protect property
rights, and for terrorist purposes. However, there are also problems that steganographic
methods of protecting information face, be it audio, which can be subject to noise, or
pictures, which can be compressed or partially removed. For text files, it was found
that methods such as Line-shift coding, Word-shift coding, Feature coding can be
ineffective and visible to the reader. Language synonym system is very effective and
invisible however it requires the sender’s compilation. A method such as LBS is used
for many types of files and is difficult to detect for an ordinary person, but it is not very
reliable due to its easy decoding by an attacker. The most reliable for audio files is the
Echo Hiding method. For photographs - JPEG compression since it is very difficult
for an intruder to decode a secret message. Thus, for each file type, depending on the
importance of the secret message and the required encoding capability, different types
of steganography can be used.
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Abstract. The article is devoted to Kazakhstani and foreign experiences in the field
of digital transformation of universities. The transitional experiences of domestic and
universities abroad, the appropriate research published in open sources, the advanced
university’s policy and original studies led to the categorization of digitalization
experiences of the world universities in online support, in personalization and interaction
along with the missing components of digitalization at Kazakhstani universities.
Comparative analysis of IITU’s experience of digitalization and the world technical
universities, in particular the Heriot-Watt University, the high ranked Scottish and
British higher school as the best universities in the world allow to sum up the ways
of transformation of the Kazakhstan University. According to Independent Distance
Learning Resources Policy, the general elements and their functions were classified. A
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number of web-based applications available to perform key tasks such as remote e-mail
access, use of a virtual learning environment, online tuition and residency fees were
presented.
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AHHoOTamusa. Makajia yHUBEPCUTECTTEP/iH HUQPPIBIK TpaHC(HOpPMAIHSICH caa-
CBIHJIAFbl Ka3aKCTAHJBIK JKOHE MISTENIAIK TaxipuOere apHaiaraH. OTaHIBIK JKOHE
HIETEIIIK YHUBEPCUTETTEPIIH OTIICINI TOKIPUOEC], alllbIK JIEPEKKO3ICP/Ie KapHUsIaHFaH
THICTI 3epTTEYep, O3bIK YHUBEPCUTETTIK CasiCcaT JKOHE TYIMHYCKa 3epTTEeyJep QJIEMIIK
YHHUBEPCUTETTEPAIH HUPPIaHIBIPy TIXKIpUOECiH OHIAHH-KOIAaY, IepOecTeHIIpy KoHe
Ka3aKCTaHJIbIK JKOFapbl OKY OPBIHAAPbIHAA UGPIAHIBIPYIbIH KETICIIEHTIH Kypamiac
OexikTepiMeH e3apa opekeTTecy OoiibIHIIA caHaTTapra Oemyre okenmi. XATY-mbiH
JKOHE QJIEMJIIK TEXHUKAJBIK JKOFApPbl OKY OpPBIHAAPBIHBIH, aran alTKaHJa, OJIeMHIH
Y3MIK YHHBEPCUTETTEpl CaHAJIAThIH MIOTIAHJ J>KOHE OpHTaH >KOrapbl MEKTeOi nern
TaHbUIFaH XepuoT-BaTT yHuBepcuteTiHia nudpranappy TKIpHOECiH CalbICTHIPMaIIbI
Talnaay Ka3aKCTaHJbIK YHUBEPCUTETTI TpaHC(HOpMAIVSIIAY >KOJIBIH KOPBITHIH]bLIAYFa
MYMKiHAIK Oepeni. KalmbIKThIKTaH OKBITY peCypCTapbIHbIH TOYEJICI3 casicaTbiHa COHKeC
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JKaJbl JEMEHTTEP MEH OJapIblH (YHKIMSAIAPB! JKIKTENIl. DNEKTPOHIBIK MOLITaFa
KalIBIKTaH KOJ JKETKi3y, BUPTyaJ[bl OKy OPTAChIH MaiifiajiaHy, OHJIAHH OKBITY >KOHE
TYPY aKbIChl CHSIKTBI HETI3I1 TarchlpMajiapAbl OpbIHIAY YIOiH KOJ eTimai Oipkarap
BeO-KOChIMIIIaap eHri3IIi.

Tyiiin ce3mep: Yuusepcutet, uudpraanasipy, Kazakctanaslk KOO Toxipubeci,
metenaik XKOO taxipubeci, Heriot-Watt University KalllbIKTBIKTaH OKBITY/IBIH TOYEJICi3
casicaThl, KAIIBIKTBIKTaH OKBITY PeCypCcTaphl
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AnnoTtauus. CTaTbs MOCBSILEHA KA3aXCTAHCKOMY U 3apy0€KHOMY OIBITY B 00JIaCTH
uudpoBoii Tpanchopmannu By30B. [lepexonHblii OMBIT OTEYECTBEHHBIX U 3apyOeKHBIX
YHHUBEPCUTETOB, COOTBETCTBYIOIINE HCCIICAOBAHUS, OMyONMKOBAaHHBIE B OTKPBITHIX
HUCTOYHUKAX, [IEPEN0OBas YHUBEPCUTETCKAS ITOJIMTUKA U OPUTMHAIIBHBIEC UCCIIEHOBAHMS
MIPUBENN K KAaTErOPH3alUH ONbITa HUPPOBU3ALNN MUPOBBIX YHUBEPCUTETOB B OHJIAHH-
MOAJEPIKKE, B IEPCOHAIU3ALMY U B3aUMOJEHCTBUU C HEIOCTAOIUMU KOMIIOHEHTAMU
IU(pPOBHU3ALINH B Ka3aXCTAaHCKHUX By3aX. CpaBHUTEIbHBIN aHAIIN3 OIbITA U (PPOBU3ALIH
MVYMUT u MuUpOBbIX TEXHHYECKUX BY30B, B YACTHOCTH YHUBepcuTeTa Xepuora-Barra,
MIPU3HAHHON IOTIAHACKOH M OpUTAHCKOM BBICIIEH IIKOJIOW JTYYIINX YHUBEPCHUTETOB
MUPA, T03BOJISIFOT TOABECTH UTOTH ITy TH TPAHC(OPMALIH Ka3aXCTAaHCKOTO YHUBEPCHUTETA.
B cootBercTBUM ¢ He3aBHCMMOH MONMTHKONW pecypcoB AMCTAHIMOHHOTO OOyuYeHHS
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o01mue 31eMeHThI 1 uX (PyHKUIUH ObLIH Kilaccu(pUIMpoBaHbl. bbut mpeacTasieH psja BeO-
MPUIOKEHHUH, TOCTYTHBIX Ul BBIOJIHEHUS KIIOUEBBIX 3a]a4, TAKUX KaK yJaJleHHbIH
JOCTYTI K QJIEKTPOHHOM MOYTE, UCTIONB30BaHUE BUPTYaIbHOM Cpenbl 00yUYeHus1, OHIaiH-
oOydeHHe U j1arta 3a MpOKUBaHUE.

KiroueBble cioBa: YHHBEPCUTET, MU(PPOBH3ALMS, ONBIT Ka3aXCTAHCKOTO BY3a,
OmBIT 3apyOexkHOro By3a, XepuwoT-Barra YumBepcutera HesaBucumas IlommTika
Jucrannmonnoro OO0y4eHus, pecypchl JUCTAHIIMOHHOTO 00y4YeHUs

Jas murupoBanusi: F.M. Bepuikynosa, A.ILl. Omaposa, C.IL. Caranapikosa,
M.X. A6munoBa, M.A. baraii. KazaxcTanckuil u 3apyOeXHBIA OIBIT MU(PPOBU3AIIH
yuuBepcuteroB // MEXJIYHAPOJHBIN JXXYPHAJI MHOOPMAIIMOHHBIX U
KOMMYHUKALIMOHHBIX TEXHOJIOI'MIA. 2022. Tom. 3. Is. 3. Homep 11. Crp.
48-57 (Ha pycckom si3bike). DOI: 10.54309/1JICT.2022.11.3.005.

Introduction

Currently, the world's universities have experienced the transition from traditional
forms to digital and hybrid models of the educational process. It is vital common sense
to define criteria for evaluating computerized learning situations in universities and their
research activities. Students of the Russian Federation asked to agree on the advanced
learning situations of universities and the formally dysfunctional implementation of this
task in practice. In Kazakhstan, most students prefer mixed modes of training in the
forms of online and offline learning according to the original research [1]. To understand
where we are in the process of transformation in digital time, the theme of research was
chosen to clarify the progress and fails in the field by Kazakhstani higher school. Based
on states of research methodology, the world experience of advanced universities, the
attempt of a digital environment creation rather than a digital university was revealed.
The digitalization of world universities is expressed both in online support and in
personalization and interaction. Online support, along with documents for confirmation
on websites and video tutorials, means the involvement of digital technologies into the
process of management at the administrative and pedagogical levels. The original study
the program documents of Kazakhstan, the analysis of the digital literacy of staff and
digital maturity of university under the COVId-19 have shown missing components
of universities digitalization in Kazakhstan. These findings allow working out some
ways ways of transformation of RK’s universities digitalization based on the foreign
experience. The further progress of universities on the path of digital transformation
is seemed by introduction and use of the Independent Distance Learning Resources
with elements as Academic Support, Virtual Learning Environment (VLE), Heriot-Watt
Online Library Services, Discussion Boards, and Administrative Assistants.

Theaimofthe studyistoassessthe state oftheadvanced environment of Kazakhstanion
the ground of foreign universities experience. Vivid evidence of advanced achievements
in the field of digitalization of education and a comparative study of the use of various
formats of online information for professional leadership, forms of training and career
support methods by Kazakhstani and foreign universities formed the objectives of the
study in the direction of a new learning regime.
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Methodology and methods

Methodology of research stands on the experience of the world digitalization in
the advanced universities in accordance with the literature review, continuation of
the original research in Kazakhstani University and the Heriot-Watt University’s
Independent Distance Learning Policy.

Results

The term “digital university” is used to express advanced communication and
innovations in the field of computer-assisted learning, promoting the methods of
knowledge and technology exchanges for understanding around the globalized world
[2]. The term is defined as a model for creating a unified environment for digital services,
adaptable to the processes and goals of the university and suitable for replication [3].

In Russia [2], presumably in Kazakhstan and the other CIS countries, digital
information-oriented technologies significantly dominate digital technologies aimed at
communication interactive formats. The world advanced universities have created the
digital environment due not only to digitalization but also to a digital transformation
by online support of educational, managerial and pedagogical processes. Online
support is targeted at facilitating university operations management and creating digital
infrastructure by the usage of platforms, websites and distance learning.

Table 1 - Experience of the world universities’ digitalization in online support

Element University Experience
Online support. | University Set of activities for candidates, counting an
of Michigan arrangement of interviews with university teachers,

on the utilize of library assets, association in social
ventures of the university.

University The site data "Worldwide Summer Program for
of Tokyo Tall School Understudies" contains a wide list of
exercises and occasions pointed at career direction
and introductory submersion within the future calling.

University An uncommon project for interaction with guardians
of Melbourne of applicants and posts data almost it on its site.
University An uncommon extend for candidates “Become a

of Amsterdam student for a day”, inside the system of which an

candidate can totally inundate himself within the
world of a student of the chosen university and
understand how the proper choice was made.

Documents for |New York University, Univer- | An open online information on the library assets, the
confirmation on |sity London, Seoul Universi- | student-centered learning demonstrates. University
websites. ty, China University of Hong | library resources on a set of electives for coordinate
Kong, University of British Co- | investigate interface and ranges of proficient movement.
lumbia, California University. | An uncommon sort of data for candidates to get
Beijing, Michigan, Melbourne, | comprehensive data on profiles, grants, the staff
Harvard, Oxford, Princeton, | of the profile, the infrastructure of the university,
Cambridge, Yale universities. | around managers, career openings.
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Video lessons. | University of Tokyo, the A bit more than fifty percent of universities digitize
Chinese University of Hong traces of the educational process and post them in
Kong, the University of British | the public domain on the university website and in
Columbia. students' personal accounts.

Prepared by authors in accordance with the source [2].

The personalization and interaction experience expresses the student-oriented
approach and progress in information culture and online communication.

Table 2 - The world universities digitalization experience in personalization and interaction

Component University Nature

Online support. | University of Michigan Set of activities for candidates, counting an
arrangement of interviews with university
teachers, on the utilize of library assets,
association in social ventures of the
university.

University of Tokyo The site data "Worldwide Summer Program
for Tall School Understudies" contains

a wide list of exercises and occasions
pointed at career direction and introductory
submersion within the future calling.
University of Melbourne An uncommon project for interaction with
guardians of applicants and posts data
almost it on its site.

University of Amsterdam An uncommon extend for candidates
“Become a student for a day”, inside the
system of which an candidate can totally
inundate himself within the world of
a student of the chosen university and
understand how the proper choice was made.

Documents New York University, University An open online information on the library
for confirmation | London, Seoul University, China assets, the student-centered learning
on websites. University of Hong Kong, University of | demonstrates. University library resources

British Columbia, California University. | on a set of electives for coordinate
investigate interface and ranges of proficient

movement.
Beijing, Michigan, Melbourne, Harvard, | An uncommon sort of data for candidates to
Oxford, Princeton, Cambridge, Yale get comprehensive data on profiles, grants,
universities. the staff of the profile, the infrastructure

of the university, around managers, career

openings.

Video lessons. | University of Tokyo, the Chinese A bit more than fifty percent of universities
University of Hong Kong, and the digitize traces of the educational process
University of British Columbia. and post them in the public domain on the

university website and in students' personal
accounts.

Prepared by authors in accordance with the source [2].

Although the government program Digital Kazakhstan has been developed and
implemented since 2017 and there are certain achievements in the digitalization of the
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economy [4]. However, in higher education some success and failure maybe highlighted.
As quarantine associated with COVId-19 has shown the digital literacy of people and
digital maturity of institutional entities are not sufficient. The study of the peculiarities
of the process in foreign universities according to their experience allows finding ways

to improve the situation in Kazakhstan.
Table 3 - Missing components of universities digitalization in Kazakhstan

Component Nature of missing

Insufficient online support. Absence of interactive component: small number of domestic
universities organize webinars; the low library electronic assets and
remote interaction and reception of applications and documents.
Lack of video lessons. Poorly presentation of video tutorials. Placing textbooks and
textbooks on the website.

Depersonalization in digital Absence the functioning of an applicant / student / graduate's
learning. personal account, the content of which is personally oriented.
Lack of competitive elective Placement of the texts of lectures, textbooks, teaching aids, on the
courses. website through the electronic library of the university.

Lack of practical oriented cases. | Developments of educational cases have very little distribution on
the official websites.

Underdevelopment of interaction | A small number of massive open online courses on the Coursera
in online support. platform and on Kazakh national open education platforms. Less
the possibility of informal interaction of students, interaction with
teachers in social media, instant messengers.

Underdevelopment of career Lack in providing graduates with full-fledged methodological
support for and community guidelines for writing a resume, rules of conduct during an interview,
communication. creating of Alumni Associations and University Career Centers with

a career guide and library.
Prepared by authors in accordance with the source [2].

Hence, the ways of transformation of the Kazakhstan universities digitalization
based on the foreign experience are the following:

— Insufficient online support.

— Lack of video lessons.

— Depersonalization in digital learning.

— Lack of competitive elective courses.

— Lack of practical oriented cases.

— Underdevelopment of interaction in online support.

— Underdevelopment of career support for and community communication with
graduates.

International IT University, being one of the best technical universities in the country,
studies digitalization processes at the world technical universities, in particular the
Heriot-Watt University, the high ranked Scottish and British higher school and one of the
350 best universities in the world. Heriot-Watt has been providing independent distance
learning (IDL). Independent Distance Learning Resources includes such elements as
Academic Support, Virtual Learning Environment (VLE), Heriot-Watt Online Library
Services, Discussion Boards, and Administrative Assistants.
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Figure - 1. Independent Distance Learning Resources

Prepared by authors in accordance with the source [5].
Each element of Functions of Independent Distance Learning Resources is shown in
the table 4 below.

Table 4 - Functions of Independent Distance Learning Resources

Element Function

Academic Support. Studying through IDL does not mean the students will be alone. Tutors will
provide students with academic support, by phone or email, similar to what
students receive on campus.

Virtual Learning. Detailed course materials are available through the recently updated VLE.
Discussion Boards. Access to discussion boards that will allow you to connect with your teachers
and other students.

Administrative Assistance. | In addition to academic support, schools offer special administrative support
for all IDL students. The friendly receptionists can help with any non-
academic questions the students may have.

Prepared by authors in accordance with the source [2].

A number of web-based applications are available to perform key tasks such as
remote email access, use of virtual learning environment, online tuition and residency
fees, and more in the figure 2 below.
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Vision Webmail Study spaces
Information Services Eduroam Online payments
Researcher skills development Study skills development Research support

Figure 2 - Web Application Learning Resources

Prepared by authors in accordance with the source [5].

Web Application Learning Resources structure and contents:

1. Vision is a virtual learning environment that provides a learning environment
to get access to most of the course materials (lectures, video tutorials, tests); online
discussion between students and teachers using online boards.

2. Webmail —using Microsoft Office 365 tools, SharePoint and integrates with existing
tools such as Yammer, Skype for Business, and OneNote a new digital workspace has
been implemented that allows employees to connect to all the key tools they need to get
the job done.

3. Study spaces through the library schedule to be mailed to students, or students
may want to use a photocopying service.

4. Information services have an online directory, online services and databases
allowing access to a variety of magazines, articles and e-books as an extensive service
for distance learning students.

s. Eduroam wireless services to staff and students on campus with the following
benefits as wireless traffic is encrypted making it more secure, better bandwidth, and
access to the resources of the HWU library.

6. Online payments service is an easy and flexible way to pay tuition, room fees and
other unpaid bills.

7. Researcher skills development Research Futures Student Workshops RFSW
for PhD and future research careers and internal opportunities three-minute thesis
competition for graduate students programs. RFSW enable students to acquire the skills
they need for further research careers and outside academia students from different
schools.

s. Study skills development offers a wide range of skills development opportunities
on campus and online for developing students digitally, information literacy, information
technology, and learning skills to help students to work, research and learn more
effectively, and support ongoing professional development.

. Research support provides training, specialized services and resources to support
graduate students and researchers throughout their careers, helping them find and
manage information, and disseminate and publish research results.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
56




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.3.

Thus, the domestic and international experience of digitalization of universities shows
the ways for the further progress of universities on the path of digital transformation.

Conclusion

Based on the conducted research “Kazakhstani and foreign experience of university
digitalization”, the following conclusions can be drawn. Kazakhstani and foreign
structures of higher school are on the way of a digital environment creation rather than
a digital university itself. Online support is targeted at facilitating university operations
management, creating digital infrastructure by the usage of platforms, websites and
distance learning. Whereas personalization and interaction the student-oriented approach
and progress in information culture and online communication. Insufficient online
support, underdevelopment of interaction in online support, depersonalization in digital
learning, underdevelopment of career support for and community communication,
lack of competitive elective courses, lack of practical oriented cases, lack of video
lessons make up missing components of universities digitalization in Kazakhstan.
This lack of digitalization of the domestic universities at the same time constitutes the
path of development. Implementing the Independent Distance Learning Resources
with elements as Academic Support, Virtual Learning Environment (VLE), Heriot-
Watt Online Library Services, Discussion Boards, and Administrative Assistants will
hopefully deepen a digital universities' transformation in Kazakhstan towards a higher
quality of education.
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Abstract. The study is devoted to the issues of reorganization of the higher education
system and staff development. Modern trends in the field of education indicate that
the processes built for decades have stopped working, universities are losing students,
becoming unprofitable, and cannot provide employers with the necessary level of
knowledge and skills from graduates. The problem can be solved by creating corporate
universities or a working education-business-power model. Education at corporate
universities compares favorably with both academic and external training providers in
that it has not only a practical, targeted focus, but also clearly defines business goals
and the quality of services provided. The purpose of the study is to develop the concept
of creating a comprehensive program of advanced training and retraining of personnel
at the enterprise level using the capabilities of both enterprises interested in the quality
training of their own personnel and existing educational institutions. The paper proposes
to use the recommendations of J. Kirkpatrick on the development of a strategy for saving
the existing educational system. You should change your understanding of the business
world and master new roles, follow new rules: learn to identify the actual needs of the
business, achieve practical, not just outstanding, but exceeding the expected results,
evaluate (in numbers) your contribution to the success and development of the company
and be able to demonstrate its stakeholders. The proposed activity model makes it
possible to move away from the classical education system and move to a process
model, taking into account the business processes of the enterprise.
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Annorauusi. byn 3eprrey sxorapel OiniM Oepy >KyleciH KalTa Kypy »KoHE
KaJpiapabl aMbITy MoceseliepiHe apHaiFaH. bimim Oepy caiachlHAarbl 3aMaHayu
TEHICHIMSIAp OHJAFaH KbUIIap OOMbI KaJblNTacKaH yAepicTepiH TOKTAl KaJFaHbIH,
YHHUBEPCUTETTEPAIH CTYIEHTTEPiH IKOFAITBHIN, TYJEKTEpPAi KaxeTTi OuriM MeH
JaFapUlapMeH KaMmTaMachl3 eTe aJMAiThIHBIH KepceTedi. MoceneHi KOpIOpaTHBTIK
YHHUBEPCUTETTEP HEMECEe KYMbBIC iCTeHTIH OimiM-OM3HEec-KyaT YITICiH KYpy apKbUIbl
menryre 6omnazapl. KoprnopaTusTik yHUBEpCUTETTEpAET] OiliM Oepy aKaJAeMUsUIBIK KoHE
CBIPTKBI ~ OKBITY NpOBaiJepiepiMeH KaKChl  CaJbICTBIPbLIANbI, OWTKEHI Ol
MPAaKTUKANBIK, MAaKCaTTbl OarbITThl FaHa €MeC, COHBIMEH KaTap OM3HEC MakcaTTaphbl
MEH YCBIHBUIATHIH KbI3METTEP/IiH CalachlH HAKThl aHBIKTalbl. 3epTTEYAIH MaKcaTbl —
€Ki KOCIOPBIHHBIH 03 KaApJIapbIH KOHE KYMBIC iCTEIl TYpFaH OKY OPbIHIAPBIH carajbl
Jasipiiayra MyAJelli MYMKIHIIKTepiH NaiiaanaHa OTBHIPBIN, KOCIMOpPBIH ACHreniHae
KaJpiapAblH OUTIKTLTITH apTThIPY JKOHE KailiTa JasipiayablH KeHIeHAl OaraapiamMachlH
KYpy TYXKbIpbIMaamacbiH a3ipiey. Kymbicta Jk. KupknaTpukTiH KOJAaHBICTaFbl
OimiM Oepy KYyHeciH cakTay CTpaTeruschlH d3ipiey OOWBIHIIA YCBIHBICTAPBIH
naiianany YChIHBIIAAbl. bBu3HEC aieMi Typaibl TYCIHIKTI €3repTim, aHa peiaepii
MEHrepy JKOHE JKaHa epeenepli YCTaHydbl YChIHAAbl: OW3HECTiH  HAKThI
KaXXETTUTIKTEPiH aHBIKTayasl YHpeHy OacTbl Heri3gepaiH Oipi OonbIl  Kenesi.
YCBHIHBUIBIIT OTBIPFaH KBI3MET MOJICNI KJIACCHUKAJbIK OuTiM  Oepy  KyieciHeH
QJIIaKTal, KOCIMOPBIHHBIH ~ OW3HEC-TIPOLIECTEPiH  €CKEpe OTBIPHIN, MPOLECCTIK
MOJIEJIbI'e KOIIIyTe MYMKIHJIIK Oepe/ii.
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AHHoTanus. J[laHHoe WcCclenOoBaHUE IIOCBALICHO BONPOCAM PEOpraHu3aluu
CHUCTEMBbl BbICHIETO 00pa3oBaHMsl M TIOBBILICHUS KBaJIM(UKAIUMM IepcoHaja.
CoBpeMeHHBIE TPEeHABI B 00JacTH 00pa3oBaHMs FOBOPAT O TOM, UTO JECATHUICTUSIMU
BBICTPOCHHBIE IIPOLIECCHI IEPECTaM PadOTaTh, YHHUBEPCHTETHI TEPSIOT CTYIEHTOB,
CTaHOBSTCS YOBITOYHBIMM, HE MOTYT IPEJOCTABUTH DPA0OOTOAATENSIM HEOOXOJMMBbIH
YPOBEHb 3HAHUH U YMEHHH Yy BBITyCKHUKOB. [Ipo0iema MoxxeT ObITh pelieHa 3a cyueT
CO3JIaHMsl KOPIIOPAaTHBHBIX YHHMBEPCUTETOB WM paboueil Mopenn oOpa3zoBaHue-
OusHec-nepxkaBa. OOyueHHME B  KOPIOPAaTHBHBIX  YHHBEPCUTETAX  BBITOIHO
OTJIMYaeTcsi W OT aKaJAeMUYECKOro, M OT IIOJIb30BaHMS YCIyraMH BHELIHUX
[poBaiiiepoB OOYYEHUSI TEM, UYTO MMEET HE TOJIBKO HPAKTHYECKYIO, LEJIEBYIO
HaIpaBJICHHOCTb, @ M YETKO ONpeAeisieT OM3HEC-IeM U KayecTBO MPEIOCTaBIIIEMbIX
yeayr. Llenbio ucciienoBaHus SIBIISICTCS pa3BUTHE KOHLEIIIMU CO3JaHMsI KOMIJICKCHOM
[POrpaMMbl TOBBIIICHUS KBAIM(QHUKAIMKA M MEPEHOArOTOBKM KagpOB HA YPOBHE
OpEeanpHUsITUs €  WCHOJb30BAaHHMEM  BO3MOXKHOCTEH  Kak NPEaNpUSTUH,
3aMHTEPECOBAHHBIX B KAueCTBEHHON IOJArOTOBKE COOCTBEHHOrO IepcoHala, TaKk H
CYLIECTBYIOLUIMX yueOHBIX 3aBefcHuU. B pabore mnpemnaraercss MCIOJIB30BaTh
pexomennanuu  Jx. Kupkmatpuka 1o  pa3paOoTKe — CTparerud — CHAaceHUs
CyLIeCTBYIOLIeH 00pa3oBaTelbHON cuUcTeMbl. ClelyeT MEHSTh CBOE HpPEACTaBICHHE
0 Mupe Ou3HEeca U OCBaMBaTb HOBBIC POJIM, CJICAOBATh HOBBIM IPaBUJIAM: HAYUUTHCS
BBISIBJISITH aKTyaJIbHbIE MOTPEOHOCTH OM3HECA, JOCTHraTh MPAKTHYECKUX, HE MPOCTO
BBIIAIOIINXCS, @ MPEBOCXOAALIMX OXHMIaeMbIe Pe3yJbTaToB, OLEHMBATh (B Hudpax)
CBOH BKJIaJ B JIOCTHI)KEHHE yCIeXa U pa3BUTHE KOMIIAHUU U YMETh IEMOHCTPHPOBATH
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€ro 3aMHTEepPECOBaHHBIM cTOpoHaM. Ilpemmaraemas nesTeNbHOCTHas MOJENb JAeT
BO3MOYKHOCTH YWTH OT KIaCCUYECKON CHCTEMBI 00pa30BaHuUs U MEPEUTH K IPOIECCHON
MOJICTIH C Y4eTOM OU3HEC-TTPOIIECCOB MPEAIPHSITHSI.

KaroueBsie ciioBa: Monens J[xuma Kupknarpuka, a3 dhektuBHOCTh 00pa3oBaHus,
OusHec-mporecc, 00pa3oBareIbHbIE YCIYTH, TPOSKTHBIN TOAXO/

Jast omrupoanms: B.JI. Torynckuit, J.B. Jlykesnos, A.E. KonecHukos.
Pa3paboTka JesiTenbHOCTHONW MOJIENIN MOBBIIEHHS KBATU(UKALMK U TIEPETOATOTOBKH
kanpos //  MEXJYHAPOJIHBIM JXYPHAJI WH®OPMAIIMOHHBIX U
KOMMYHUKALIMOHHBIX TEXHOJIOI'MIA. 2022. Tom. 3. Is. 3. Homep 11. Crp.
58-68 (Ha pycckoM si3bike). DOI: 10.54309/1J1CT.2022.11.3.006.

Beenenne

Wnpyctpust tHGOpMAaLMOHHBIX TEXHOJIOTHIA, TOXKaITy |, IEpBOM MTOIILIA [0 Iy TH, KOTa
CIOCOOHOCTH TIOATBEPINTH BIIAJICHNE 3HAHUSMHU, HABBIKAMH W YMEHUSMH KOHKPETHBIM
COTPY/JHUKOM OBUIO MOCTaBJICHO BBILIEC HAJUYHUS Y TAKOTO COTPYAHMKA JTIOKYMEHTa 00
00pa30BaHUU «YCTaHOBJICHHOTO 00pa3ia». DTOT IMyTh IIPH 3TOM OKAa3aJICs eIIe H CAMBIM
OBICTPBIM B MPHUOOPETEHNH KaPOB TIPU CTpeMuTeNnbHOM pa3BuTiu [ T-orpacnu. Xots u
noTpe0doBall OTCTYIUICHHS OT KIaCCHUECKUX «KaHOHOBY B3aUMOJICHCTBUS paOOTHUKA U
paboTonaTens Ha peIHKE TPyAa.

Kpome Toro, umenno UT-cdepa TpedyeT HenpepbIBHOTO 0OHOBICHUSI UMEIOLIIXCS
3HaHWM, yMEHUM M KOMIIETEHUUH, MOCKOJIbKY HAaNpsMYyI0 CBA3aHa C IPOLIECCAMU
CO3JIaHUS ¥ UCTIOJIb30BAHUST HOBBIX TEXHOIOTHH. OlleHKa KBANU(UKAIIMY CTICIIHATTNCTa
OTpaciM ONPEAEISIETCS MHOXKECTBOM DPa3JIMUHBIX (DAKTOPOB: OIBIT, NMPAKTHYECKHE
3HAHWSA, PEaln30BaHHBIE MPOEKTHI, OT3BIBBI KIMEHTOB W OBIBIINX padoTomaTeseH,
MOATBEPKACHUE HABBHIKOB B COLMANBHBIX CETSIX, HAJIWYME CEPTUPHUKATOB H
MTOJITBEPIKICHHBIX y4EOHBIX KypCOB (10 TEKYIIIEMY TIPOEKTY KOMIIaHHH HITH HEOOXOTMbIE
B OyIyIIMX MPOEKTax), yMEHHE HCIOJIbh30BaTh KOHKPETHBIE HHCTPYMEHTHI (Halpumep,
SI3BIKH TIPOTPAMMHUPOBAHUS WM MPOrPAMMHBIE TIPOIYKTHI) B PaMKax OIPEIEICHHOTO
mpoekTa. B aToM crimcke ye JaBHO OTCYTCTBYET JUIIOM O BBICIIIEM 00pa30BaHWUU WIIN
TpyZOBasi KHIKKA.

[TosTOMy ceromHsi B Cepbe3HOM ONACHOCTH OKAa3ajJUCh HE TOJIBKO KJIACCUUYECKUE
YHUBEPCUTETHI U BY3bl, a JaXe OTJEJbHbIE TPEHEPbl W TPEHWHTOBBIE KOMIIAHHUH,
JeTapTaMeHTbl OOY4YeHHs YaCTHBIX M TOCYIapCTBEHHBIX opraHuzanuil. Celvac mon
BOIIPOC CTaBUTCS HEOOXOAMMOCTH HE TOJBKO MOJMYYEHHs AWIIIOMA, KaK OJHOTO W3
Pe3yJIbTaToOB Ipolecca 00pa3oBaHusl, HO U caMOi (DYHKIIMHU KIIACCHUECKOTO 00y4YeHHSI.
B uccinenoBanuu npejjiaraeTcsi UCMoab30BaTh pekoMeHaauu Jxuma Kupknarpuka mo
CO3JJaHUIO CTPATEerMH CIIACEHUS CYIIECTBYIOIICH 00pazoBaTebHOM cucteMbl. Criemyer
MEHSTh CBOE MIPE/ICTaBIIEHHE O MUpe OM3HECA U OCBaWBaTh B OpraHU3aIMH HOBBIE POJIH,
CJIeIysl TIpY 3TOM HOBBIM IIpaBHJIaM: HAyYWTHCS BBIABISATH aKTyallbHbIE MOTPEOHOCTH
OM3Heca, JOCTHraTh MPAKTUYECKHX, HE MPOCTO BBIJAIOLIIMXCS, a MPEBOCXOISIINX
OKHJAeMbIC pPE3yJIbTaTOB, OIEHWBATH (B IH(pax) CBOH BKIAL B JTOCTHKCHHC
ycrnexa M pa3BUTHE KOMIAHMM U yMETh JEMOHCTPHUPOBaTh CBOM MPEUMYIIECTBA
3aMHTEPECOBAaHHBIM CTOPOHAM.
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Camoe mnaBHOE Uil COBPEMEHHBIX IPOBaiIepoB 00pa30oBaTENbHBIX YCIYyT —
Hay4UTbCs ACUCTBOBATh B MPOEKTHOW paMKe, Kak 3TO MPHUHATO B MUpe Ou3Heca, Kak
MUHHMYM TIPEIOCTaBISATh SKOHOMHUYECKOE OOOCHOBAaHHE MAJsl MOIYYEHHUs] PecypcoB
(MHBeCTHLIMI), B TaHHOM Cllydae, Ha 00pa30BaTebHYIO ACATEIbHOCTb.

Baxnoii mpoOnemoii B opraHuzamuud 00pa3oBaTeNbHBIX IPOIPAMM  SIBISETCS
3a1a4a OIEeHKU A(PQPEKTUBHOCTH MPOBOJUMBIX MPOTpPaMM, KOTOPYIO TOpa3io Mpolie
pemars B cUCTeMe KOPIOPaTHBHOTO YHUBEPCUTETA, UMEIOLIETO BO3MOKHOCTD JOCTYIIA
K BHYTpeHHeW HH(pOpMaluH, KOTOpas KacaeTcss OUEeHKH 3()(eKTHBHOCTH Ou3Hec-
MPOIIECCOB KOHKPETHOW OpraHW3aliy, B YACTHOCTH, MOITY4aeMOH IyTEeM MPOBEICHHS
ayauTa 3peJoCTH COOCTBEHHBIX OM3HEC -IPOLIECCOB M BO3MOXKHOCTH CpPaBHEHUS
CTaTUCTUYECKUX JAaHHBIX 3a pa3Hble epHo/Ibl. Takol aHaIN3 MOKAaXET CBSI3b Pa3IMYHbIX
OM3HeC-pe3ynbTaTOB KOHKPETHOW OpraHu3allid, peanbHOro BKJIaJa B pe3yjibTar
ee CTPYKTYpHBIX TNOApa3lesieHHH (M OTHENbHBIX COTpYyAHUKOB). Takol momxon B
paMkax oOpa3oBaTeIbHBIX MPOrPaMM KIACCHYECKHX YYEOHBIX LEHTPOB MPAKTHUECKH
neBo3moxkeHn (Clark, 2002). B wactHOcTH, MMEHHO B Qopmare «KOPIOPATHBHOTO
YHHUBEPCUTETA» MOYKHO B TIOJIHOW Mepe UCIIOIb30BaTh IOJXO/ K OlIeHKe 3(h(heKTHBHOCTH
00pazoBaTenpHbIX MporpamM, npeaioxeHHblid Jlonanpaom Kupnarpukom (Tkauyk,
2011; http://www.apqceducation.org/PDF/APQC PCF Education) u mnonxy4yuBimmi
passutne B padorax Jlonampma m Benaum Kupkmatpuk (http://www.ipma.world/
certification/competence/ipma-competence-baseline).

Lenpio nccrnenoBaHusi sBISIETCS Pa3BUTHE KOHICMIUHM CO3MaHUS KOMIUIEKCHOM
MPOrpaMMBbl TIOBBILICHUS] KBaJdW(UKAMKM M TEPENOIrOTOBKH KaJpoB Ha YpPOBHE
MPEANPHUSITHS C UCTIONB30BaHUEM BO3MOKHOCTEH KaK MPEANPUSATHIA, 3aMHTEPECOBaHHBIX
B Kau€CTBEHHOMW MMOATOTOBKE COOCTBEHHOTO MEPCOHANA, TAK M CYLIECTBYIOIINX YUEOHBIX
3aBEICHUN.

MarepuaJjibl U METOAbI

Ecnu nnannpoBats 1 BEICTpanBaTh paboTy «KOPHOPATHBHOTO LEHTPA KOMIIETECHIIHI
(KLK) ¢ «umcroro jucra» WM NPUHAMATh peEHIeHHE O pedOpPMHUPOBAHHUU YKe
CYIIECTBYIOIIETO LEHTPa, TO CIEAYeT cpa3y ke (pOpMHUpOBATh CTPATErHI0 OLUEHKH €T0
s dexruBHocTH. [IpraToMcnenyeryunToiBarh, uTo padoty KLIK HykHO OyaeTolieHuBaTh
1, COOTBETCTBEHHO, MPUHUMATh YIPABICHUYECKHE PEIICHHS, HE TOJIBKO 110 pe3yJibTaTam
JesITeNbHOCTH IIEHTPa B I1I€JIOM, HO M CO3/AaHMs, PadOTBl M Pa3BUTHS OTACIBHBIX
00pa3oBaTeNbHBIX TPOTPaMM, HALENECHHBIX Ha T€ WM WHBIE NPOQeccHOHaIbHbIC
IpYIIBl OpraHu3aliyd. OJTO OTpPaK€HO B paclIMpeHHoW Monenn Kupkmarpuka,
KOTOPYIO OH caMm HasbiBanl «miaramuy» (Tkauyk, 2011; http://www.apqceducation.org/
PDF/APQC PCF Education; http://www.ipma.world/certification/competence/ipma-
competence-baseline). Ctpykrypa monenu npusenena B tabmn.l. @ynmamentom KK
SIBIISIFOTCSI KOMIIETEHLIMM U MEXaHU3MBI, KOTOPbIE JOJKHBI 00€CTIeUnBaTh BO3MOXKHOCTb
oLeHKH 3(p(hEeKTUBHOCTH, B YaCTHOCTH, JaBaTh BOZMOXXHOCTH OTPENEIUTh KIIIOUYEBbIC
MOKa3aTeNi, KOTOPBIE CBS3BIBAIOT MEXKIY COOOH AEATENBHOCTh Y4eOHOTO LEHTpa H
pesynbrarsel AesTensHOCTH opranmzauuu (JlykesHos, 2014). B kadectBe mpumepa
MOXHO paccMOTpeTh mokaszarenu Process classification framework for education
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(Kupknarpuka, 2022), pazpaboranHble AMEPHKaHCKUM LIEHTPOM MPOU3BOJUTEIBHOCTH
u kadectBa. [lokazarenn onuCchIBalOT THIIMYHBIC TIPOLIECCH 00pa30BaTeNbHOM cepsl 1
aIalTHPOBaHbI K OM3HEC-MOTPEOHOCTAM KOHKPETHOH OM3HEC-OpTaHU3altu.

Tabmuma 1 - Mopens omeHkH 3(@EKTHBHOCTH 00pa30BaTeNBHBIX Meponpusatuii mo Jxumy
Kupknarpuky (Txauyk, 2011; http://www.apqceducation.org/PDF/APQC PCF_Education; http://www.
ipma.world/certification/competence/ipma-competence-baseline).

ITopsnox
Lenu (muranupoBaHue) YpoBeHb OIeHKN
OLIEHKU

Ilennoctn
CkoibKo cTouT o0yueHne? 5 Co31anbl M peasbHbIe IEHHOCTH JUTs On3Heca
Kaxyto nons3y npunocur? 1 JISWCTBUTENBHO JIM YIAJIOCh YOSAUTEIBHO

JIEMOHCTPHPOBATh B)KHOCTH ATUX ICHHOCTEH?
KaxoBb! 11e51n Hateit KoMrnanuu st 4 Pesynprarsl
pas3Butus OuzHeca? [TouyBcTBOBaNM OXKMIaeMblid dpdexTt?

JlesaTenbHOCTb.
UYro obydaronuecs JOILKHBI yMETh

Ny MoryT 11 IpUMEHUTH y4aluecs MoJIyYeHHbIe

BBIMOJIHSATS JUIS IOCTHIKEHHUS STHX IeTIei?

HaBbBIKU B pabote?
Kaxue HOBBIE HaBBIKH, 3HAHUS U PECYPCHI OO6yuenne
TpeOyIOTCs YHaIIUMCsl, YTOOBI OHH CMOIIIH | 2 OcBonny 11 yJamuecs HeOOXOAUMbIE HaBBIKI
BBITIOJIHSTE CBOIO paboTy? H/WIH PeCypChI?
UYto ydanuMcst Hy>KHO ISl TOTO, YTOOBI Mortusarus
CO3HATEIbHO YYUTHCS U BBINOIHATH CBOIO | | VYuanuecs MOTUBUPOBAaHbI YUUTHCS U
paboty? BBINOJHATB CBOIO paboty?

PaccmorpeB  «llenn» kak «Bxoabl», a «YpoBeHb OLEHKH», Kak «Bbxombn»
00pa3zoBaTeNbHOrO Tpoliecca M JIOTIOJIHUB MOJIETh METOJAaMH U WHCTPYMEHTaMH, B
YaCTHOCTH, MoJieseil TexHonorndeckoi spenocta [IPMA Delta (http://www.ipma.world/
certification/certify-organisations/delta-assessment-process) u PMI OPM3 (http://
www.pmi.org/business-solutions/assessment-benchmarking/organizational;  Bymryes,
2013), MO)KHO cO3/1aTh WENEBYIO JACATSILHOCTHY MOJENb OLEHKH 3()(HEeKTHBHOCTH
Jbxuma Kupknarpuka (tabn.2.). Mopenab HCIONB3yeT JIYYIIHE MPAKTHUKH OLEHKH
OM3HEC-TIPOLIECCOB  OpraHu3anuu  (00pa3oBaTeNbHBIX  YUPESKIACHUH) H  JIOTHKY
YCOBEpPIICHCTBOBAaHHOW Mojenn Kupkmarpuka, 3akiTrodaroniyrocs B (OPMHPOBAHUN
MIPUYMHHO-CIICICTBEHHBIX CBSI3€H, KOTOPBIE CIIEAYeT paCCMAaTPUBATh KaK COBOKYITHOCTD
OM3HEC-TIPOIIECCOB C OOpaTHOW CBA3BIO OT DJIEMEHTOB, TMPEJACTABICHHBIX B
kojioHke «Llenn» k snemeHnTam KonoHku «Pesymbrare» (Tabm. 2) B noruke «CHH3Y-
BBepx» OT «MotuBammn» K «Pesynsratam» («Ilopsmok omenkw»). g Takow,
YCOBEPIICHCTBOBAHHONW MOJICITH MIOTy4aeM:

- Pesynprar (Result). Kakoe BnusiHue (cnencTBue WIM pe3ylbTar) YIIyYIIHT Balll
omsnec?

- llearenprocTh (Performance). Uto momkHBI cenarh paOOTHUKH, YTOOBI JOCTUYb
xenaemoro 3ddexra?

- O6yuenue (Learning). Kakue 3HaHUs, HABBIKH, PECYPChI HY)KHBI, TEM KTO YUUTCS,
JUIsL BBITIOJTHEHUSI CBOCH JICATEITLHOCTH?

- MotuBanmss (Motivation). Uto HyXHO 0Oy4aromuMcsi, 4TOOBI CO3HATEIEHO
YYUTBCS U BBITIOIHSTH CBOKO padboTy?
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B ycoBepiieHCTBOBaHHYIO MOJENb BBEIEM JOMOIHUTENBHBIN, MATHIH YPOBEHb, —
uennoctu (values). Ha stom ypoBHe Oynem paccMarpuBaTh BONPOCHI, KacarolIHecs
takux nouatuii kak ROI, ROK, ROE. YcnoBHo crona MOKHO OTHECTH U MPEATIOKEHHBIHN
Jxonom Kupknarpukom ypoBeHb «Bo3sBpaiieHue B oxuganuey». OAHAKO aHaIN3
MOKAa3bIBAET, YTO JAHHBIM MHCTPYMEHT, Jy4Ile HCIOJIb30BaTh OTIENbHO, Ha Oolee
BBICOKOM, ILIECTOM YypoBHE omeHkH. CormacHO (yHIaMEHTaNIbHBIM MPUHLIUIAM
OLIeHKH On3Hec-npoueccoB «lleHHOCTh 11 OM3HECa» JEeMOHCTPUPYETCS IPH HATWYUN
«uenouku nokazarenscTB» (Chain of Evidence), koTopas B CBOIO ouepenb CBsi3aHa HE
TOJIBKO C MaTepualibHBIMHU aTpuOyTaMH, a U ¢ LHEHHOCTSIMH B cepe HeMaTepualbHbIX
AKTHBOB, COIIMATBHOM OTBETCTBEHHOCTH H T.A., YTO TOXKE SIBJISIETCSI 0OCTaTOYHO BaKHBIM
TPEHJOM COBPEMEHHOCTH.

VYCOBEpIICHCTBOBAHHYIO MOJENb TENeph MOXHO Temepb HCIOIb30BaTh LIS
IUTAHUPOBaHU (JIeBasi KOJIOHKA) U OLEHKH (TIpaBasi KOJIOHKA).

JononHuB Mozaenb KoloHKOW «MHCTpyMeHTBI M MeToabl» (Tabn. 2), momydyum
0O0IIyI0 KOHIICTIIUIO (hOpMUpPOBaHUS 1IeieBoi nesTenbHocTHOM Moaenu KIIK. Monenb
MOXeT OBITh pacIIMpeHa 3a c4eT CIeIyIONIUX [aros (YacTh MUKIa 00y4eHus], KOTOPbIH
coctout u3 10 sTamnoB):

1. Onpenenenue MOTpeOGHOCTEH.

2. IlocTraHoBKa 11eneil.

3. Ompenenenne NpeIMETHOTO CONlEPKaHuUSI.

4. BBIOOp yuyacTHUKOB 0OyUYECHHSI.

5. DopMHpOBaHHE ONTHUMATIBHOTO PACTIMCAHMUSL.

6. IlomOop MoAXOIAIIEro MOMEIIEHHS.

7. [Tombop COOTBETCTBYIOLIMX MpenoaBaTeei.

s. IlomroroBka ayanoBH3yallbHBIX CPEACTB.

9. Koopnunauus mporpamMmMsl.

10. OLleHKa IPOTPaMMBbl.

[Ipeanaraemeie 10 maroB MOryT OBITH BCTPOCHBI B 070K THCTpYMEHTBI 1 METOBI U
KaK CBO€0OPA3HBIN YEK-JIUCT IJI51 KayKAO0TO U3 JIEMEHTOB 151 00eCIIeueH s IO CTOSTHHOTO
(okyca Ha HEOOXOIUMBIX pe3yabTaTax 00pa30BaTeNbHON AESATEILHOCTH.

Hns pabotel ¢ «Bbeixomamm» u OnokoMm «Pe3ynbraTsl» MOXKHO HCIOIB30BATh
orpocHble (QopMBI, TpemiokeHHble Kupknatpukom n ero nocienosarensmu (http://
hrliga.com/index.php?id=1434&module=profession&op=view).

Hnst pabotel ¢ 6mokoM «VHCTpYMEHTBI W METOABI» MpEAaraeTcs MCIOIb30BaTh
WHCTPYMEHTApHii, ONMMCAaHHBIA B MOJEIM TeXHoJorudeckoil 3penoctu IPMA Delta
(https://hr-portal.ru/article/ocenka-effektivnosti-podbora-personala-v-kompanii) u
pexomeHpanusax 1o mnposeacHuto oueHku (http://www.pmi.org/business-solutions/
assessment-benchmarking/organizational; Byuryes, 2013), B 4acTHOCTH, HCIIOTIH30BaHHE
HHCTPYMEHTOB «CaMOOIICHKI MPY POBEACHUH 00IIel OLECHKH OpraHu3alun
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Tabmuua 2 — LleneBas gesTeabHOCTHAS MOAeNb onleHku [xuma Kupkmarpuka

«Bxonpny
Lenu (TutaHupoBaHHE)

WHCTpYMEHTBI U METOIBI

Brixoasr
YpoBeHb OLIEHKU

CKOJIBKO CTOUT 00ydeHHe?
Kakyro monbe3y npuHocuT?

Pacuer ROI, ROK, ROE
«Ilenouxa J10Ka3aTeIbCTBY
(Chain of Evidence)
(Otradskaya, 2016)

Ilernnoctn

Co31aHbl 11 HEOOXOAMMBIE ISt
OusHeca eHHOCTH? YOeIuTeIbHO
JIU TPOJIEMOHCTPHUPOBaHA
Ba)KHOCTB 3THX LIEHHOCTEH It
OpraHu3aIry.

YMETh M 3HATh JUTS JOCTHKCHUS
JTHX LIEJICH?

. Aynur opranuzauuu (hitp.// Pesynbrars
KaxoBblI 11e711 Haleil KoMImaHuu .
www.aacsb.edu; http://www. [Momy4eH 11 0XKUIAEMBII
JUIs pa3BUTHS Ou3Heca?
mbaworld.com) s dext?
Yr0 00ydaronmecs JOJKHbI JlesiTenbHOCTD

Ouenka (Assessment) (http://
www.aacsb.edu)

MoryT 11 IPUMEHUTH y4Januecs
I0JTyYeHHbIE HaBBIKU B padore?

Kakue HOBbIE HABBIKH, 3HAHUS U
pecypchl TPEOYIOTCS yUarumes,
JUTSL BBITIOJTHEHHMSI CBOCH paboThI?

Onenka (Assessment) (http://
www.aacsb.edu)

O0yuenune
OcBownn 1 oOygaroniuecs
HE0OXOAMMBIE HABBIKU W/WITH

pecypesbl.

UTo HY)KHO yYaIluMcs JJIsl TOTO,
YTOOBI CO3HATEILHO YUUTHCS U
BBITIOJIHATB CBOIO paboTy?

Pazpaborka Monenu
KOMIIETEHITUH,
OpPHEHTHPOBAHHOU Ha
KOHKPETHYIO OpraHHU3alnio/
CIICLMANBEHOCTD

MotuBarus
OO0yuaroniecss MOTHBUPOBAHBI
YUUTBCS M BBITOJIHATEH PaboTYy.

JlaaHbId  TTOXO07,

1o CBOEU CyTH,

TAKXKC 6yz[eT COOTBECTCTBOBATH JIOTHKEC

MpoeCCHOHAIBPHOTO Pa3BUTHS OPraHU3AIMM, KOTOpas MpeJIoKeHa B MOJCIH
TEeXHOJOTHYeCKOW 3penmocTu opranm3anuun  OPM3  (http://www.pmi.org/business-
solutions/assessment-benchmarking/organizational; bymryes, 2013; https://hr-portal.ru/
article/ocenka-effektivnosti-podbora-personala-v-kompanii) (puc. 1).

Knowledge/Database

YTpaBIeHHe TPOSKTAMH B OPraHH3AIHH, YPOBEHE
TeXHOIOTHYeCKO#H 3Pe/IOCTH, HATHIHE JHAHHKH PO

YHHIHE TIPAKTHKHE

Assessment

YMeHHe BBIIOJIHATh OLIEHKY TeKyIlero
COCTORHHA IPOLECCOB OPraHH3ALHH

DRV
vy
: &
Knowledge/Database 0 —
-

-
“ 4 Improvement
Improvement

TOMOIIL OPTAHH3ALHAM, KOTOpPbIe BHEAPAIOT

Yy<Imenns 1 opHeHT Ha
TIPOCKTHOrO ypaBTerHA i Mozenei 3petocTh

PrcyHOk | - B3auMOCBsI3b MKy 3HAaHUSIMH OPTaHU3aIMH, CHCTEMOH HX OLICHKH U MEpaMH I10
yiyumenuio (B coorsercTsuu ¢ PMI OPM3)
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é;mr Hacrag- N
/-. \_, HHIECTBO,
OGHOB)

JICHHEC

Kputmuno [ToBejie-
Ba)KHOE

IIOBCIICHHC

buznec-
pe3yiIbTaThl

Ot

BeTCT-
Beﬂfimj’\ /\
ITpuzna-

Or1ieHKa

PucyHoxk 2 — JlpaiiBepbl HOBBIX TOBEJCHYECKUX MOJeIIeH

Hcnonp3oBaHne MPOIECCHOTO MOAXONa OyAeT IenecooOpasHbIM, TaK pPa3BHTHE
KOPTIOPaTHBHBIX YHUBEPCHTETOB B COBPEMEHHOM KOHKYPEHTHOM Ccpejie HEBO3MOXKHO 0e3
yUYacTHsl OpraHu3alui, 3aHUMAIOIINXCS CePTH(HUKAIUEH MOJJOOHBIX 00pa30BaTEbHBIX
nentpos (Hanpumep AACSB International — The Association to Advance Collrgiate
Schools of Business (USA) (http://www.aacsb.edu), AMBA — Association of MBAs
(UK) (http://www.mbaworld.com), EPAS — EFMD Programme Accreditation Cucrema
(EU) (https://www.efmd.org/accreditationmain/epas), IQA -International Quality
Accreditation (Axkpenutarnus MexayHapoaHoro KadectBa oT  MexyHapOIHON
accolyanu pa3BUTUs yrpasieHyeckoro obOpasoanuss CEEMAN (Central) and
East European Management Development Association (http://www.ceeman.org/
accreditation)). Pa3BuTHe mnoKa3aHHBIX HJCH Ha 0a3e MPOIECCHOrO IMOAX0da U C
YUETOM COBPEMEHHBIX TPEHJIOB OyJeT CIIOCOOCTBOBATH TOMY, UYTO 0Opa3oBaTeibHbIC
Oopranuvsanuu, IPpUMCHAIOIINE YKA3aHHBIC ITOAX0/IbI, 6y):[yT YK€ Ha CTApTC 3HAYUTCIILHO
OJIM)Ke KOHKYPEHTOB K COOTBETCTBHIO TPEOOBAHUSIM YCIICIIHON opraHu3aiuu B chepe
MPEAOCTABICHHST 00Pa30BATEIBHBIX YCIIYT.

3ak/aouenmne

ObecrieueHre yCTOHYMBOTO Pa3BUTHS YUPEKICHUH 00pa30BaHUS BUIUTCS MPEKIE
BCEro BO B3aWMOJICHCTBHU PEAIILHOTO CEKTOPa KaK HEMOCPEICTBEHHOTO MOTPEOUTENS
00pa30BaTebHBIX yCITYT, IPHOOPETEHHBIX OTBHEIITHETOTIOCTABIINKA, TAKOTOKAK yICOHBIC
LIEHTPbI, OTAEIBbHBIE TPEHEPHI, YUPEXKAEHUs BbIcimiero odpasoBanus. llpmoOperaer
MPUOPUTCTHOC 3HAYCHUEC HWHBCCTHPOBAHHA B CO3JaHUC COOCTBEHHBIX BHYTPCHHUX
y4eOHBIX HEHTPOB ¢ Hambosee «THMOKMMUY MpoBaiiepaMu 00pa30BaTENbHBIX YCIYT,
CIIOCOOHBIMH CO371aBaTh AJbSHCHI, pa3BUBas W HWCHOIB3YSA ApalBepbl 3aKperuieHUs
HOBBIX TIOBEJICHUECKUX Mojeiel, (GopMHUpys «CaMOOpPTaHU3YIOIIMECS» KOMAaH/IbI,
KOTOPBIC UMEIOT CHOCOGHOCTB JACMOHCTPHUPOBATE KPUTUYCCKHU BaKHBIC ITOBEACHYCCKUC
XapaKTepuCTUKH (puc.2), HANPABICHHBIE HA COTPYIHHUYECTBO M CO3/IaHUE IIEHHOCTH
JUTSI CBOMX TIOTPEOUTEIICH.
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Abstract. The article is devoted to the development of project management in the
media. Based on the study of the theory and practice of online journalism, open sources
on the research topic, analysis of Tengrinews.kz website projects and original research,
it was possible to draw conclusions about the use of project management in the media
industry, classify successful and unsuccessful projects of the object of study and develop
recommendations for the use of international and national standards for the effective
implementation of online journalism projects. Theoretical and methodological basis of
the study was general scientific methods of cognition of reality, method of comparative
analysis, method of structural analysis and systematization of the material, the
classification of models and types of media projects. The developed recommendations
are aimed at the effectiveness of online journalism based on the implementation of
PMBOK standards in project management, project quality management and project
team management.

Keywords: online journalism, project, media project, media project model, media
project type, PMBOK standards, project management, project quality management,
project team management
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TENGRINEWS.KZ CAUTHI MBICAJIBIHIA OHJIAVH
KYPHAJIUCTUKAJAFBI ’KOBAHBI BACKAPY
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Annoramusi. Makana BAK-ta >x00anblk MEHEI)KMEHTTI AaMBITyFa apHaJFaH.
WHTepHeT-)KypHaTNCTUKAHBIH TEOPHSICHI MEH TOKIpUOECiH 3epTTey, 3ePTTEY TaKbIPHIObI
OolibIHIIA ambIK Jepekke3nep, Tengrinews.kz calThIHBIH >KOOAJApbIH Taijay >KOHE
TYIHYCKAJBIK 3epTTeyjiep HETi3iHAe Menua-uHAYCTpPHsIa >KOOallbIK MEHEIXKMEHTTI
KOJIZIaHy TypaJibl KOPBITBIHIBI KacayFa, TaOBICTBUIAPbI JKIKTEYre MYMKIHIIK TYZIBI.
KOHE 3epTTey OOBEKTICIHIH COTCI3 IKoOajmaphl JKOHE HWHTEPHET-KYPHAIHCTHKA
KoOaJapbelH THIMJI JKy3ere achlpy YIIIH XalbIKapalblK >KOHE YITTHIK CTaHIAPTTap.bl
KoJiZjaHy OOMBIHILIA YCHIHBICTAp 93ipiey. 3epTTeyldiH TEOPHSIIBIK KOHE 9IIICTEMEINiK
HETi31H WIBIHABIKTBI TaHYABIH Kallbl FBUIBIMH OIICTEpi, CaJbICTBIPMAalbl Tanjay
oftici, KYpbUIBIMABIK TajlJay *OHE MaTepHajlbl JKyHesney ofici, Menua »)obaxapIbiH
YJITiIepi MeH TYpJiepiHiH KiaccupUKALUICH KYpabl. O3ipIeHIeH YChIHBICTAP KOOaHBI
Oackapyna PMBOK cranmapTTapblH €Hri3y HEri3iHIe HMHTEPHET-KYPHAIUCTHKAHBIH
THIMJITIriHEe OaFBITTalFaH. XKo0a carachlH 0acKapy jkoHe xK00a KOMaHAaCkIH OacKapy.

Tyiiin ce3nep: oHnaiiH XypHalucTHKa, x00a, Menua xo0a, Menua xoba yirici,
Menua xxo0a Typi, PMBOK crangaprrapsl, ;xo0ansl Oackapy. ’o0a camacslH Oackapy,
XK00a KoMaHAaCkIH OacKapy

Moiiexco3 ymin: IILE. Anxa6aes, F'M. bepaikynoa. TENGRINEWS.KZ caiitet
MBICAJIBIH/IA OHJIAHH >KypHalMcTUKanarbl >xo0anel Oackapy // XAJIBIKAPAJIBIK
AKITAPATTBIK-KOMMYHUKALMAJIBIK TEXHOJIOT MAJIAP XKYPHAJIBL. 2022.
Towm. 3. Is. 3. Hemipi 11.69—77 Get (opsic Timinze). DOIL: 10.54309/1JICT.2022.11.3.007.
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© III.E. Anxa0aes, I'M. bepapixyinosa, 2022

AnHoTanus. Ctarbs MOCBAIIEHA pa3BUTHIO yrnpasieHus npoekramu B CMU. Ha
OCHOBE M3YUYEHUSI TEOPUU U ITPAKTUKH OHJIAMH KYPHAIUCTUKH, OTKPBITBIX HCTOYHUKOB
M0 TEeMe HCCIEIOBaHMs, aHalh3a MPOEKTOB caiita Tengrinews.kz W OpUTHHAIBHBIX
WCCIICIOBAHUI TO3BOJIWIIO  CZETaTh BBIBOABI 00 HCIOJB30BAHUU IPOEKTHOTO
MeHe/pkMeHTa B uHayctpun CMU, knaccupuuupoBarh ynadyHble W HEyJadHbIC
MPOEKTHl O00BEKTa WM3Y4YEHUS M BBIPAOOTATh PEKOMEHJAIMU 110 HCIOIB30BAHHIO
MEXIYHApOJHBIX W HAIMOHAIBHBIX CTaHIapToB st 3(dekTHBHON peannzanun
MIPOEKTOB OHJIAHH )KypHAITUCTUKHU. TeopeTHKO-MeTOI0T0TnIecKast 0a30i cciae0BaHHs
SIBUJICH OOII[CHAaYYHbIe METOMBI MO3HAHUS JICHCTBUTEIBHOCTH, METOJl CPABHUTEIHHO-
CONOCTABUTENIBHBIN aHalM3, METOJA CTPYKTYpPHOIO aHaliu3a M CHUCTEMATU3ALUU
MaTepuaia, KiacCH(pHUKalMh MOojeJed M THIOB Meaua MpoeKkToB. Pa3paboTaHHbIE
pEKOMEHIalluK HarpaBlieHbl Ha 3(QQEKTUBHOCTh OHJIAWH >KYpHAIMCTUKUA Ha OCHOBE
BHezApeHus crannaproB PMBOK B ynpaBneHnu mpoekrtamu, YIpaBlIeHHH KadyeCTBOM
MIPOEKTA U YIIPABICHUY KOMaHI0M IIPOEKTA.

KiroueBble c¢/i0Ba: OHJIAH JKypHAJIUCTHKA, IMPOEKT, MeAua MPOEKT, MOJEeNb
MeaMa MpOoeKTa, TUIl MeAua mpoekTa, crangaaptsl PMBOK, ynpasnenune npoexkramu.
YIPABJIEHUE KaYE€CTBOM IIPOEKTA, YIIPABICHUE KOMAHI0M MPOEKTa

Jast umtupoBanus: IL1.E. Anxabaes, I'M. bepasikynoBa. YnpaBieHne npoekTaMu B
OHJTAlH sKypHanucTHKe Ha mpuMepe caiita TENGRINEWS.KZ // MEXTYHAPO/IHBIN
YKYPHAJIUHOOPMAIIMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOI WA,
2022. Tom. 3. Is. 3. Homep 11. Ctp. 69-77 (Ha pycckom sizbike). DOIL: 10.54309/
JICT.2022.11.3.007.

Beenenne

B Kaszaxcrane 3apeructpupoBano 5151 CMMU, u3 xotopsix 4873 oTeuecTBEHHBIX
CMM u 278 UHOCTpaHHBIX TEJC M PAAUOKAHATIOB, 3665 COCTaBISMIOT MEPUOIUICCKIEC
nedaTHele u3nanus, 191— renexkanansl, 84 — paano, 933 — uHpoOpMaIIMOHHBIC areHTCTBA
n cereBble m3nanus. (527 -HUA, 406 CU). HauGonee MHOTOYMCIEHHOW T'pyMIIOH
ocTaroTcs nevyatrHsle — 3665 oT obiiero konndecTna 3aperucTpupoBaHHbix CMU, u3
Hux razetr — 2179 u xxypHainos — 1486. Ctpykrypa nHoctpanubix CMU no crpanoBoit
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MPUHAIICKHOCTH COCTABIISIIOT poccuiickue Teiekanansl (205), 23 BenukoOpuTanuwy,
14 — CIIA, 17 — Octonuun, 9 — ®pannuy, 5 — Typruu, 3 — Kunpy, 1-Ucnanns. B CMU
HCTIONIB3YIOTCSI Ka3aXCKUi U pyccKuit si3piku — 1834 CMU, TOMBKO PYCCKHM SI3BIK —
853, Tompko Kazaxckmii s3BIK — 690, Ha Tpex s3bIkax u Oonee — 149 Kazaxcran Haxo-
muTcs Ha 122 mMecte B MEXIYHAPOAHOM PEUTHHTE IO TIOKa3aTeNi0 YPOBHS CBOOOIBI
cpencts MmaccoBoit uHbpopmanuu «WHmekc cBoOoabl mpeccwd» (https://kz. kursiv.
media/2022-05-03/kazahstan-uluchshil-pozicii-v-indekse-svobody-pressy; ~ Steensen,
2009).

B 21 Beke mosBHiIach MOTPEOHOCTH B HOBBIX MOAXOAaX, ¢GopMax W METOAaxX
rmosydeHus: WH(POpPMAIMU B TIPOIECCE CO3[aHUS IKYPHAIUCTCKOTO MEIHANPOCKTa.
CoBpeMeHHBIEe TEXHOJIOTUH MTO3BOJISIOT MAKCUMAIIEHO OBICTPO M 3P PEKTHBHO HAXOTUTh
HYXHYI0 HH(OpMAalWIO, TUKTYIOT HOBBIC YCIOBHS OpraHM3alldd BH3YyaJbHOH H
BepOasbHON MHpopManuu. VccienoBaHusi HOPBEKCKUX YUSHBIX MMO3BOJIMIIM ClIENATh
CIeyIolee 3aKIIOYeHNe: OHJIAMH-KYpPHAJIMCTHKA TOpa3l0 MeHee HWHHOBAIMOHHAs
1 cofepkaTenbHas 000CHOBaHHME TEOPHH WHHOBAIMM B OHJIAMH-Ta3eTax COCTOWUT W3
ATH (PAaKTOPOB: ABTOHOMHSI PEIAKITUH, KyJIbTypa paboThl pellakiiiu, poib yIIpaBIeHuU,
aKTyaJIbHOCTh HOBBIX TEXHOJIOTHI 1 MHHOBAIMOHHBIX JIMYHOCTEH (Steensen, 2009).

Cormacuo Teopuu nuHOBarmii M.A. Illymmerepa, CyIIeCTBYIOT HHHOBAIHOHHBIE
METO/Ibl OpraHMU3aluK MPOn3BoACTBA. OTHUM U3 TAKMX METOAOB SBISETCS MPOEKTHBIN
MEHEDKMEHT. OJTO 3HA4YWT, YTO YIPaBICHHWE IPOU3BOJCTBEHHBIMHU IPOLECCAMU
OCYIIECTBISIOTCS TIPU TIOMOIIM MpPOEKToB. sl YCHIIEHWS pONM YIIpaBieHUS B
COOTBETCTBHU C YTBEPKICHUSIMHU HOPBEKCKUX UCCIIENIOBaTeNeH yIipaBIeHHe TPOEKTaMHu
B OHJIalH JXypHaJHCTUKE BecbMa akTyanbHo (Berdykulova, 2013).

duHCKHE ydeHble OTMEYAIOT POJIb MEHEPKMEHTa U €ro pa3HOBUAHOCTEH B Meaua
)ypHasmctuke. B cratbe Hanmo Manbmennn «Managing creativity in change.
Motivations and constraints of creative work in a media organization» npenmnonaraercs,
YTO HAaBBIKU YIIPABICHHUS N3MEHEHUSIMH, YIIPABICHNS KOMMYHUKAIIUSAMH U yTIPABICHUS
MIPOEKTaMU UMEIOT peliaroliee 3HadeHue 111 TBopueckoid pabotel co CMU (Malmelin,
2016). Takum oOpa3oMm, HCCIEIOBAaHHS B COBPEMEHHOH JKYPHAJIMCTHKE BBISBUIH
OoJiblIOe 3HAUEHHE YIPABICHYECKHX HABBIKOB JKYPHAIHUCTOB B cdepax HE TOJIBKO
MIPOEKTHOTO MEHEIKMEHTa, HO U MEHE/DKMEHTAa M3MEHEHHH M KOMMYHHKAIIHOHHOTO
MEHE/DKMEHTA.

Omnnaiin-xypHanuctika Kazaxcrana cdopMmupoBaiia TIONHOIICHHYIO —Menua-
cpemy, 4rto mo3Bomwio KasHery cTarh YacThl0 MHPOBOTO HWH(OPMAIMOHHOTO
npocTtpancta. B HammonansHoM muane pasButusi cepbl MHGOpMALKMU Ba)KHOCTD
COBEPILICHCTBOBAHMS MEXaHU3MOB HH(POPMAIIMOHHONH TOJNHUTHUKH CBSI3BIBACTCS C
MOBBIIIIEHNEM KOHKypeHTOocmocoOHocTH Kazaxcrana u BxoxjaeHuem B uucio 30-Tu
pasBuThix TocymapctB wmmupa (https://online.zakon.kz/Document/?doc id=1013966).
OBnajieHNe W UCIOB30BAHUE CTAHAAPTOB U MHCTPYMEHTOB YIPABICHUS MPOCKTAMH,
YIpaBICHUS KA4eCTBOM TMPOCKTa W YIPABICHHUS KOMAaHJIOM MpPOEKTa SBISIOTCS
YCIOBUSIMH ITPOM3BOACTBA KaY€CTBEHHOTO MEIHAIIPOIYKTA.

Llens wucciegoBaHUs COCTOMT B pa3pabOTKe pEeKOMEHJAIUH 110 pa3BUTHIO
yHpaBiIeHHUs TPOEKTaMH B OHJAMH JKypHAJIUCTHKE Ha OCHOBE HM3Y4YEHMsI TEOPHH U
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MIPAKTHKH peau3alliy OTeUYSCTBECHHBIX 1 3apyOeKHBIX MeaunanpoekToB: «[lodeaurenm»
noprana Tengrinews.kz u «Migrant-crisis» caiita The New York Times. O0bexTom
HCCIIeIOBaHUs SIBISIIOTCA NMpoeKThl mopTanoB Tengrinews.kz u The New York Times.
[IpeameTom uccrnenoBanus SIBISIETCS MPOSKTHBIN MEHEKMEHT B JKYPHAIUCTUKE.

MeTomoJ10rusi 1 METOAbI

Teopetuko-merononorudeckass 0a30il MCCIENOBaHUS SBUIMCH 0030p JUTEpATyphl
o TeMe HCCIeNOoBaHus, (YHIAMECHTAIbHBIC TOJOKEHUS YIPABICHUS IMPOCKTaMHU,
YVIpaBICHUE Ka4eCTBOM TIPOCKTa, YIPABICHHE KOMAHJIOW MPOEKTa, CTaHAapThI
PMBOK, o0rnieHay4Hble METO/IbI TO3HAHUS JICHCTBUTEIBHOCTH, METOJ] CPAaBHUTEIBHO-
COMNOCTABUTENILHOTO aHAJIW3a, METOJ CTPYKTYPHOIO aHalu3a M CHUCTeMaTHU3allluu
MaTepualia, MeToJl KiacCu(UKaluu MOJICICH U THIIOB MeIna IPOCKTOB.

Pesyiabrarsl

KypranmucTrka npencrariser coOOoi Mpolecc MoucKa, MOTyUYSHHS, TPOU3BOJICTBA
U pacupoCTpaHEHUs] MacCOBOM HMH(OpMAIUK, HANpaBJICHHBIM Ha YIOBICTBOPEHHUE
MOTPEOHOCTEH HACeJICHUsS B HJCOJIOTHUYECKOW, KyJIbTypHO-00pa30BaTelIbHOM, HEMO-
CPEICTBEHHO-OPTraHU3aTOPCKON, PEKIIAMHO-CITPABOYHOM U PEeKpeaTUBHON HH(DOpMaIuu
C TOMONIBID CPEJICTB MAaccOoBOW HH(OpPMAIUM, Kak HWHTEPHET, Iieyarh, pajuo,
TEJICBHACHUE, KUHO.

3axoH Pecniyonuku Kazaxcran ot 23 uronst 1999 roma Ne451-1 «O cpencTBax MaccoBoit
nH(pOpMAII» PETYIUpPYeT OOIIeCTBEHHBIC OTHOILICHHS B 00JIACTH CPEIICTB MacCOBOMN
nH(pOpMAIINH, YCTAHABIMBACT FOCYIaPCTBCHHBIC TAPAHTHHU UX CBOOOJIBI B COOTBETCTBUU
¢ Koncrurynueii Pecnyonuku Kazaxcran. [IpaBoBoe peryimpoBaHHE OCHOBBIBACTCS
Ha KaTerOpUAIBbHO-TIOHATHIHOM ammapare. (OCHOBHBIE KaTeTOPHH ¢ TOHSTHUS
CPEICTB MacCOBOM MH(OPMAIIUU MPUBEICHBI B HIKECIISIyOIIel TaduIe.

Tabmuua 1 - OcHoBHbIe Kareropuu U moustust CMU

Kateropun n nousituss | Conepxanue

Maccosast undopmarys | [Ipeana3sHaueHHbIE 17151 HEOTPAaHUISHHOTO KpyTa JINI]

HIEYaTHBIC, 4YOUO6U3YATbHbIe I NHBIE COOOIICHNS 1 MaTepHaIbl
CpencTBo MaccoBoit [leproandeckoe nevaTHOE U3NAHUE, Mmeje-, PAOUOKAHAT,
nHpopmannn KHHOJOKYMEHTAIHNCTHKA, ayJHOBU3yallbHas 3aMHCh U HHas opma
MEePHOINIECKOTO WM HEIPEPBIBHOTO ITyOINIHOTO PACTIPOCTPAHEHHS
MaccoBOH nH(OpPMANNH, BKIIIOYAs UHIMEPHEM-PecypCbl

[Tpomykuus cpeactBa | Tupax WM 4acTh THpaXka OTAEIBHOTO HOMEpA NEPHOIUUECKOT0 eYaTHOIo
MaccoBOil HH)OPMALINK | U3AaHHS MM ayJHOBU3YalIbHOM TPOrPaMMBI, OTACIBHBIH BBITYCK

paauo-, meie-, KAHOXpPOHUKAJIBHOM MPOrpaMMBbl, uHgpopmayusi, pa3MelieHHasl
Ha HHTEpHET-pecypce

Penaxnus cpencrea duznyueckoe JINIo MO0 TBOPUSCKHI KOIIEKTHB, SBISTIOIIUNCS CHIPYKIMYPHBIM
MaccoBOi HH(OPMANH | nodpasodenenuem IOPUOULecKo2o auyd, OCYECTBISIOmNe cOop, IOATOTOBKY
MaTepHaJIOB U BEITYCK CPEICTBA MAacCOBOM HH(OpMaInu

CeteBoe U3gaHue Humepnem-pecypc, TpomIe A TPOLIEYPY IIOCTAHOBKH Ha yUET

B YIIOJTHOMOYEHHOM OpTaHe, UHPOPMAYUOHHO-KOMMYHUKAYUOHHAS
uH@pacmpyKkmypa KOTOporo pa3MelieHa Ha Tepputopun PecmyOnuku
Kazaxcran

CocTasineHo aBTopoM Ha ocHoBe rctounuka (https:/adilet.zan.kz/rus/docs/P2000000183)
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Hns uccnenoBaHusi OCOOEHHOCTEW BHM3yalbHOM OpraHU3aldd COBPEMEHHBIX
COLIMAJIBHBIX MEIUANPOEKTOB ObLIM 0TOOPaHBI 1BA MPOEKTa UMEIOIINX OOJIbIIee YUCIIO
MOAMKCYNUKOB B COLMAIBHBIX CETAX. DTO OTEUECTBEHHBIH 1 3apyOeKHBIN MEAHATIPOCKTHI:
«IlobGenurenm» noprana Tengrinews.kz u «Migrant-crisis» caiita The New York Times.

Ta6m/1ua 2 - OcobeHHOCTH BI/I3yaIII)H0171 OopraHusaiui COHHAJIBHBIX MCAHUAIIPOCKTOB Ha OCHOBC

Knaccn(bm(am/m MOI[CIIeﬁ " TUIIOB M€1na IPOCKTOB

I/ICCHeﬂyCMLIe KOMITOHCHTBI

IMpoext «Migrant-
crisis» caiita The
New York Times

[poext «IloGemurenn»
noprana Tengrinews.kz

Mynbrmeaua orcyTeTByer — 0
HMHTErpanus ¢ TeKCToM — 1
OTJIeJIbHAS CTPAaHUIA — 2

2

2

banneps! 3anumMarot ve 6ombmre 10% u
COOTHOCHTCSI C OCHOBHBIM KOHTEHTOM — 0
cebimme 20 % — 1

[pe3eHTannoHHBIN OJIOK:

HepBbIi 9KpaH B 30He npropurera — +1 6ombe 40% — +1
AHMMUPOBaHHBIN — +1

CKpOJUIMHT (HE MepBbId dKpaH, MeHblie 40 %, CTaTUYHBIH,
0 koHTeHTe) — 0

®dotorpaduueckuii KOHTCHT:
TOJIEKO TeMaTHIECKUE CIOXKETHI — ()
(oTorpaduu HOCAT AaHTPOIIOTEHHBIN (akTop — 1

Bepcrka:
acuMMeTpudHas — 0
CUMMETpUYHAas (afanTuBHas) — 1

IlBeToBast raMma
2-3 uBera—0
OoJbIe 3-X BeTOB — 1

Tumorpaduxa:
JIETKOYNTaeMBIi TeKCT — ()
TPYAHOUYUTAEMBIH TEKCT — 1

Hasuranums - noruyHas:
HaBUTalWs ¢ HA3BaHUSIMU pyOpuK — 0
HeoObIuHas, Heyo0Has HaBUrauus 1o cairy — 1

WHTepakTUBHBIM NOUCK:
menee 10 % -0
Gomnee 10 % — 1

DoHOoBOE N300paKEHHE:
Her-0
ecTb — 1

WuTerpanus ¢ KOMbIOHUTH:
Bricokast — 2

Cpennsist — 1

Hwuskas — 0

UTOTI'O: makcumanbHbii 6amt 19

11

13

Taknum 06pa3om, MaKCUMaIIbHOE KOJIMYECTBO OAJUIOB HU OJJHU M3 IPOEKTOB HEe HAOpaJl.
Takke HU OJMIH MTPOCKT HE HAOpall U CyMMBbI B 5 0a/lIOB, XapaKTePU3YIOIIEH MOAXO0IbI
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o0bryHOM mpecchl. [Ipoekt «Migrant-crisis» razetsl The New York Times nabpan 11
6amoB, npoekt «IloGenurenm» moprana Tengrinews.kz - 13 Gamnos. Bo3snelicTBus
BEAYIIMX TCHICHLUUN Ha BH3YaJbHYIO CTPYKTYpY B LIEJIOM HOATBepAMiHCh. OQHAKO
U mapaMeTpaM CTaHIapTHOH Mpecchl BU3YalbHBIA OOJIHK MCCIEeIyeMbIX U3IaHUH yxKe
He cooTBeTcTBYeT. [IpeacTaBnseTcs IepcneKTUBHBIM PacCMaTpUBaTh MIPOMEKYTOUHOE
MOJIOKEHHE COBPEMEHHBIX CETEBBIX COLMAJbHBIX MPOEKTOB OTHOCHUTENBHO (opmaTa
npoekTa. Mogens  BBIOpaHHBIX — MEAMANPOCKTOB  OTIMYACTCS  XapaKTEPHBIMH
0COOEHHOCTSIMU M MTPUHAAJICIKUT K COLUATBHO-Ka4YeCTBEHHOMY THUITY.

MennaakTHBU3M — 3TO IIPAKTHUKA UCTIONB30BaHUS aBaHTapIHBIX HH(POPMATHOHHO-
KOMMYHUKATUBHBIX TEXHOJOTHH UIS HYXJA KIACCHYECKHUX COLMATBHBIX JIBUKCHUH
U 3apOXKACHUSI HOBBIX TPAKAAHCKUX aBTOPOB». MeanMaakTUBU3M CTal BO3MOXKEH
Onaromapsi pa3BUTUIO HMH()OPMAIMOHHBIX TEXHOJOTHH W TOSBICHHIO BHPTYaJbHBIX
(opymoB, OecraTHbie OJIOTOXOCTUHIOB, COIIMAIBHBIX CETEH.

[IpoexTHas >XKypHamuUcTHKAa — 93TO NeppopMaruBHAs MeINA-aKTUBHOCTb U B
KYPHAIHUCTCKOM JAEATETbHOCTH NMPUMEPOM 3TOW aKTUBHOCTH SIBIISIOTCS TOAMUCHBIC
METHLUH, OTKPBITBIE THChMa, MaHH(ecThl. Meanarnuzanust Kak eHOMEH XapaKTepu3yeT
Bce Oonblliee BO3ACHCTBHE Macc-Meqra Ha COBPEMEHHOE OOIIECTBO W KynbTypy. Jlms
KaueCTBEHHBIX MEAUANPOCKTOB XapaKTEpHBbl TaKHE OTIMYMTEIbHBIC MPU3HAKH, KaK
npeoOiajaHue aHANUTHUYECKUX IKAHPOB (CTaTbM, KOPPECIOHICHLWH, PEIEH3UH,
KOMMEHTapuu, 0003peHHs), B3BELICHHOCTh OLEHOK, KOHTPOJIb 32 JOCTOBEPHOCTBHIO
nHpOpMaIMK, TOH MyOnuKanuidi. MHEHUSI KOMIIETEHTHBIX SKCIEPTOB SBIIsIETCs OoJee
BRXHBIM JUIA YHUTaTellell, 4YeM MyOIMUUCTUYECKHE pacCyKACHHs >KypHAJIUCTOB.
['maBHOE ycnoBue 115l KaueCTBEHHOW MPECChl — 3TO HAAEKHOCTh (DAKTOB U MHEHHI, UX
JOCTOBEPHOCTH. JKU3HEHHO BasKHBIM aCIIEKTOM JIF0OOTO TIPOEKTa SIBIISIETCS YIPaBJICHHE
KaueCTBOM MPOEKTa. B MpakTHKe KypHATMCTCKON AeATENbHOCTH 3TO KaTeropus 4acTo
MMOHUMAETCS U IPUMEHSETCS] HEKOPPEKTHO.

I'maBa 8 PyxoBoxctBa mo CBoay 3HaHMK MO YNPaBIECHHIO MPOEKTAMH, TPEThE
nznanue (PyxoBomctBo PMBOK®) ormeuaer, uTto ymnpaBieHHE KauyeCTBOM IPOEKTa
BKJIIOUaeT B ceOsl mpouecchl, HEOOXOAUMBbIE TSI TPUMEHEHHS TOTUTHKH OpraHnu3aliuu
B 00J1aCTH KayecTBa OTHOCUTENBHO TUIAHUPOBAHUS, YIPABICHUS 1 KOHTPOJIS MPOEKTA,
a Takke TpeOOBaHMH K KayeCTBY MPOAYKTA C LEJIBIO YIOBICTBOPEHHS OXHIAHUN
3aWHTEPECOBAHHBIX CTOPOH. YNpaBIeHHE KadyeCTBOM IPOEKTa TaKke 00ecIeurBaeT
HETIPEPHIBHYIO JCSATENbHOCTh 110 COBEPILICHCTBOBAHUIO MPOIIECCOB, BBIMOIHAEMBIX IO
MOPYYEHHUIO UCTIONHSIONIEH OpraHn3aluy. YIpaBieHHe KauyeCTBOM MPOEKTa BKIIOYAET
CIJIE/IYIOIIUE MTPOLECChI, OTPAXEHHBIE B HW)KENIPUBEIEHHOH TabHLIe.

Tabmuma 3 - Ilpomeccsl M coiep)kaHUe YNPaBICHUS KaueCTBOM IIPOJIYKIMH B COOTBETCTBHH C
PyxoBonctBom PMBOK

[Iponeccsr Conep:xanue

[Tnannposanne | [Iponecc onpenenenus TpeGoOBaHMI W/WIN CTAaHAAPTOB KauyecTBa JJIsl HPOEKTA U €T

YIpaBIIeHHs MOCTABIISIEMbIX PE3yJIBTaToB, a TAKXKE JIOKyMEHTHPOBAHHS TOTO, KAKHM 00pa3oM

KaueCTBOM MPOEKT OyZieT AEMOHCTPHPOBATH COOTBETCTBHE TPEOOBAHUSIM /MM CTaHAAPTaM
KayecTBa
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VYnpasnenue I[Mpomece npeoOpa3oBaHys IJIaHA YIPABICHUS Ka4ECTBOM B HCIIOJHUMEIE OIEpaIHy,

KaueCTBOM OTHOCAILINECS K Ka4eCTBY, KOTOPbIE BHEAPSIOT B IPOEKT IIOJIUTUKU OPraHU3aliy B
o0JacTy Ka4ecTna

Kontpons [porecc MOHUTOPHHTA U TOKyMEHTHPOBAHHS PE3YIbTaTOB BBIOTHEHHUS ONepanuii mo

KauecTBa YTIPABIEHUIO KaU€CTBOM ISl OLICHKN MCTIOTHEHHSI 1 00€CTIeUeHNS TOTO, YTO BBIXOJBI

MIPOEKTA TIOJIHBI, BEPHBI U COOTBETCTBYIOT OXKUIAHUSIM 3aKa34unKa
CocTaBIeHO aBTOPOM Ha OCHOBE UCTOYHHKA [§]

OddexkTnBHOEC TPUMEHEHNE HHCTPYMEHTOB M METOIOB YIPABICHHUS IPOCKTAMHU
TpeOyeT OT crenuanvcTa o0iaaaTh 3HAHUSIMH, HaBBIKAMH M YMEHHSAMH TPOEKTHOTO
MEHe/DKepa HE3aBUCHUMO OT MPHHAUISKHOCTH K o0macTu mpodecCHoHaIbHON
eI TeTFHOCTH.

st sxxypranmucra CMU HeoOXoanMo:

1. YeTkoe TIOHMMaHHWE CYNIHOCTH KaTeTOPHH Ka4ecTBa W €ro MPUMEHHMOCTh K
T000MY TIPOCKTY.

2. Mcnonp3oBaHne TpeX acleKTOB KauyecTBa MPOEKTA: TUTAaHWPOBAaHHE, TapaHTHS U
KOHTPOJIb.

3. DdexkTBHOEC UCIONB30BaHWE MJaHHBIX W HM3MEPECHHE pPe3ylIbTaToB IS
3¢ eKTUBHON KOMMYHHUKAIINN C PA3IMYHBIMU TPYIIIIAaMHU 3aMHTEPECOBAHHBIX CTOPOH.

4. IlpuHATHE TPABUIIBHBIX PEUICHUH HAa OCHOBE HMHCTPYMEHTOB KaueCTBa, OBICTPOTO
MIPOIBIDKEHHS M PEATU3AIIUH YCIIETITHOTO TIPOEKTA.

3akaouenue

Onupasich Ha 3aKOHOIATENbHBIE M TTporpaMMHbIe ToKyMeHTH PK, TeopeTtmueckne
MTOJIOKEHNS TEOPUY WHHOBAIIMKA W MHHOBAIIMOHHOTO MEHEIKMEHTA, WCCIENOBAHHUS B
COBPEMCHHOH 3apyOeKHOW JKYPHAINCTHKE, KOJIMIECTBEHHBIN 1 KaueCTBEHHBIA aHAN3
kazaxcranckoro CMU u oHmaiiH XypHaTUCTUKH, OBUTH MPEIIOKEHBI PEKOMEH AT
M0 WCIIOJB30BAHMUIO CTAHAAPTOB YIIPABIEHUS MPOEKTAMH JUIA MOBBIIICHNAS KadecTBa
0TEYeCTBEHHOW WHTEPHET-KYPHAIUCTHKH.

JIMTEPATYPbI

Berdykulova G. (2013). Innovation management. Lecture 13. https:/dl.iitu.edu.kz/course/view.
php?id=14305

Craructuka CMU. KomuTeT 110 pa3BUTHIO MEKITHUYECKUX OTHOLICHHM.

Steensen S. (2009). WHAT'S STOPPING THEM? Journalism Studies, — 10:6. — 821-836, \
Journalism Studies. — Volume 10. — 2009. — Issue 6. Ka3axcraH ymyduiii HO3UIHHE B HHIEKCE CBOOOIbI
npecchl. DnekTponusiid pecype. URL. https:/kz.kursiv.media/2022-05-03/kazahstan-uluchshil-pozicii-v-
indekse-svobody-pressy/

3axoH Pecny6muku Kazaxcran ot 23 utong 1999 roga Ne 451-1 «O cpenctBax MaccoBOi HHGOPMAIUN.
Dnexrponnsiii pecype. URL.https://online.zakon.kz/Document/?doc_id=1013966

Malmelin N. Virta S. (2016). Managing creativity in change. Motivations and constraints of creative
work in a media organization. Journalism Practice. — 10:8. — 2016. — Pp.1041-1054.

O6 yrtBepkaennn HarwonaneHoro riana pasButusi coepbl unpopmanuu Ha 2020-2022 romsl.
Dnexrponnsiii pecype. URL. https:/adilet.zan.kz/rus/docs/P2000000183

PyxoBozacTBO Kk cBonmy 3HaHuid mo ynpasieHuto npoekroM (PYKOBOJICTBO PMBOK®) Illecroe
nznanue. Project Management Institute. — Inc. 2017. — C. 762. Dnexrponusrii pecypc. URL https://www.
pmi.org/-/media/pmi/documents/public/pdf/pmbok-standards/pmbok-guide-6th-errata.pdf?v=be63240d-
313d-43b6-811e-ac450517c1fa&sc lang temp=ru-RU

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
76




INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.3.

REFERENCES

Berdykulova G. (2013). Innovation management. Lecture 13. https://dl.iitu.edu.kz/course/view.
php?id=14305

Media statistics. Committee for the Development of Interethnic Relations.

Steensen S. WHAT'S STOPPING THEM? Journalism Studies. — 10:6. — 821-836. \ Journalism
Studies. — Volume 10. — 2009. — Issue 6. Kazakhstan has improved its position in the Press Freedom
Index. Electronic resource. URL. https://kz.kursiv.media/2022-05-03/kazahstan-uluchshil-pozicii-v-
indekse-svobody-pressy/

Law of the Republic of Kazakhstan dated — July 23. — 1999. — No. 451-1. "On Mass media".
Electronic resource. URL.https://online.zakon.kz/Document/?doc_id=1013966

Malmelin N. Virta S. (2016). Managing creativity in change. Motivations and constraints of creative
work in a media organization. Journalism Practice, — 10:8. — 2016. — Pp.1041-1054.

On the approval of the National Information Development Plan for 2020-2022. Electronic resource.
URL. https://adilet.zan.kz/rus/docs/P2000000183

Guide to the Body of Knowledge on Project Management (PMBOK ® MANUAL) Sixth edition.
Project Management Institute. — Inc. — 2017. — Pp. 762. Electronic resource. URL https:/www.pmi.
org/-/media/pmi/documents/public/pdf/pmbok-standards/pmbok-guide-6th-errata.pdf?v=be63240d-313d-
43b6-811e-ac450517clfa&ksc_lang_temp=ru-RU

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e G)
International License |y v
77



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.3.

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)

ISSN 2708-2040 (online)

Vol. 3. Is. 3. Number 11 (2022). Pp. 78-87

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2022.11.3.008

FTAXP 19.01.11
THE POWER OF FAKE INFORMATION IN FORMING PUBLIC OPINION

A. Asylbek*, A. Yerkimbay

Asel Asylbek — Suleyman Demirel University, 2nd year master’s degree student. + 7 747 711 5951;
Askhat Yerkimbay — Lecturer at the Faculty of Law and Social Sciences at Suleiman Demirel University.

© A. Asylbek, A.Yerkimbay, 2022

Abstract. The article provides a scientific analysis of the state of the spread of fake
information in the media space of Kazakhstan, the factors affecting this, and the impact
of fake information on society. In addition, based on the data of scientists, methods of
creating fake news are determined and argued, the classification of which depends on
the status of the data, its meaning and impact on the audience on specific examples.
It also covers the mechanisms for the dissemination of fake news, the viral nature of
information, and therefore communication issues. The amount of fake information is
constantly increasing. The reason for this lies in who is distributing it and in the main
concerns of their authors and consumers.

Keywords: fake, blogger, messenger, virus, cyberhygiene, pandemic, repost,
mechanism

For citation: A. Asylbek, A. Yerkimbay. The power of fake information in
forming public opinion // INTERNATIONAL JOURNAL OF INFORMATION AND
COMMUNICATION TECHNOLOGIES. 2022. Vol. 3. Is. 3. Number 11. Pp. 78-87 (In
Russ.). DOI: 10.54309/1JICT.2022.11.3.008.

®ENK AKIHAPATTBIH KOF AMJIBIK IIKIP KAJIBIIITACTBIPYFA
BIKITAJIbBI

A. Acvinoex*, A. Epkimoait

Acen Acpri6ex — CyneliveH Jlemupen atblHIaFrbl YHUBEPCHTETTIH 2-KypC MaruCTpaHThl, OailylaHbIC
ten: +7747 711 59 51;

Acxar Epkim6aiit — Cyneiimen Jlemupernt aTbIHAAFbl yHUBEPCUTETTIH 3aH XKHE QJIeyMETTiK FhUIBIMIAp
(aKyNIbTETIHIH OKBITYIIBICHI.

© A. Ackinbek, A. Epkimo6ait, 2022

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

o £ International License

78



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.3.

AnHoTamus. Makanana Kazakctan MeuakeHicTiriHaer Geik aKnaparThlH Tapary
YKaFaibl, OFaH bIKIAJ eTill OTBIPFaH (GaKTopyiap MeH (GEHKTiH KOFaMFa ocepiHe FhUIBIMH
capantama »acanaasl. COHBIMEH KOCa, FaubIMAAp JEpEKTepiHe CYHEeHe OTBIPBII,
(eliK KaHaJIBIKTapAbIH Kacajly >KOJIapbl, OHAAFbl IEPEKTEPAiH pacTally jKarnaibHa,
MarblHACBIHA JKOHE ay[JUTOpHsIFa ocep eTyiHe OaiaHBICTBI >KIKTENiCi aHBIKTaJIBII,
HaKTBI MbIcaJiap Herizinae ol KopbIThuiaabl. CoHai-aK Gerk sKaHaIBIKTapIbl Tapary
TETIKTEp1, aKNapaTThIH BUPYCTHIK CUIIATHI, COJl apKBLIbI aKIapaTThIK OaiIaHbIC OpHATY
Mocenenepi ae Kamtbuiaael. KyH caiibin defik aknaparrap keoOeiin xeneni. OraH He
ceber, OHBI TapaTylbUIap KiMAep KoHE ONapAbIH aBTOpJIAPbl MEH TYTHIHYLIBUIAPbIHA
KOWBLJIATHIH HET13T1 MIHJCTTEP JIe MaKaJIaHBIH HET13T1 ©3€Ti OOJIBIN Ta0bLIa b,

Tyiiin ce3mep: ¢eiix, Omorep, mMecceHmKep, BUPYC, KHOEprUrueHa, MaHIEMHUS,
PEToCT, MEXaHU3M
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Kipicne

Jepekrepre cyiieHCeK, TyHHE kY31 OolibiHIIa 4,66 Mipa agam MHTEpHETTI KoJ1aHCa,
4,2 MIpa cKkaH OJEyMETTIK JKeNiHI TaijanaHagsl. Al MOOHIBII KYpIbBIFbIIAP/IbI
KOJIJIAaHAThIHJAP caHbl 5,22 Mip/ (e51eM TYPFBIHIAPBIHBIH 66,6 Y%-b1) (AKUMEHKO jKoHe
T.0., 2021: 45-46).

Mawmanpmap cesiHe kyriHcek, Kaszakcranma maHmemMus Ke3iHIE HHTEPHET
KOJTAaHYIIbIIAp caHbl apTKaH. 2021 >KpUINBIH KaHTap albIHAa oJMapiablH caHbl 15,47
MJIH-Fa JKETKCH. AJI ayJJUTOpHUs aKIapaTThl PECMU CAaNTTap/aH KaparaH/a dJICyMETTIK
JKEJIJIep MEH MECCEH/DKepJIepJeH anyFa OachIMIBIK TaHbITKaH. OchUiaiiia ©TKeH
JKBLIBI €JIICT] 9JISYMETTIK XKeJliHI KOJIaHymbuIap/siH yieci 63,5 % -ra xetkeH (https://
www.web-canape.ru/business/vsyastatistika-interneta-i-socsetej-na-202 1-god-cifry-i-
trendy-v-mirei-v-rossii).

CoHnFbl Oec KbLIjIa MECCEHDKEPIIED CaHbl €Ki ecere keoOewinTi. Profit.kz caiiThiHBIH
aKnaparrapblHa cyiieHcek, Kazakcran/a eH TanbiMali Mmeccenpkep — WhatsApp. MyHsI
anemuin 109 eni, Facebook-ter 49, an Viber-mi 15 en xonmansm oteip (XKycymoga,
2020).

AKMaparka JIereH CYpPaHbICThIH JKOFaphbl €KSHJIITIH SIIKIM JKOKKA IIbIFapa ajMan/bl.
Kazipri TaHma OHBIH peJii MEH MaHbI3bl OYPBIH-COHJbI OOJIMaraHIall KyHHEH-KYyHIe
apThIN Keyiedi. AKnapaTka JereH CYpaHbIC OHBIH KaHJai MeauajaH, KaHmah TypMeH
TaparaHblHA FaHA EMEC, OHbIH MOH-MaFbIHAChIHA, MIHCTIHE JIe 9cep eTe/i. IHTepHeTTIH
JlaMybl aKIapaTThl OHJICY JKOHE OHBIH Tapally KOJIapbl MCH YPAICIH KEHUIACTIN KaHa
KolMai, OHbl KaObLIJay MYMKIHJIKTEPIH Ji¢ KCHEUTTI. AJl aKmapaT — MeIUaeHIM
peTiHge aOCTpakTimi yFbIMFa alHaIbl. OWUTKEHI OHBI OPTYpPJi MaKcaTKa KOJIJIaHy
JKaFIaiibl 0achIMIBUIBIKKA Ue 00JbI KeTTi. OchblIaiiina MeMaKeHICTIKTE KayFaH, Geiik
YKOHE O/1aH KYpacThIPbUIFaH aklaparTap naiiia 6osasl. MyHaai aknaparTtap ayAuTopus
caHachblHA Kepl oCepiH THTI3iN, ajaMjap apachIHIaFbl KapbIM-KaThIHACTHI, KOFaMja
KaOBUIJAaHFaH 3aHIap MEH epekKeleplliH, aJaMy KYHIBUIBIKTap MEH JoCTYpIIEpIiH
Oy3bLTybIHA OKeI cOofyia. JKalFaH akmaparThlH Te3 TapaybIHbIH eKiHIli ce0edi —
aKIapar Kypajijaapbl apachlHIaFbl KOHTEHTTI OIpiHIII OOJIBII )KapHsUIaylaH TYbIH AN THIH
Oacekenectik. Kaszip wuHTepHeT-pecypcTap YIHIIH MaHBI3IbI (BAKTOp — OJapiabliH
Oerinzeri Tpaduk Kenemi. MaTepuaibl OipiHIII OOJIBII KapusIacaH, CeHl KOPETiH Je,
OKHUTBIH JIa ajiaM Karapsl ker. COHbIMEH KOCa aKIapaTThiH CUITEMEC] apKbLIbl TapaIyhbl
xbUaMaaiael. Cout cebenti OyriHje peaakTopiap YIliH IIbIHARBIIBIK ITEH CEHIMITITIK
(daxToprapbiHaH repi TpapuK MaHbI3IB! OOJBI TYP.

3epTreymiiaepaid NadbIMIaybIHIIA, <«OKaJFaH JCPEKTepAiH OopiH  «deik
JKaHAJIBIKKa» JKaTKbI3yFa OonMaiiibly. DeiikTepai TypiHe, MaKcaTblHA JKOHE Tapaiy
ozlicTepiHe Kapail ranbiMaap OipHeme Tomka Oerinm Kapacteipanbl. OnapiasiH O09piHiH
0acThl MakcaThl Oipey — OJ1 ayIUTOPHUSIHBI aIaCThIPY.

MiHe, ochunaiima akmapT KesJepi MEH akmapar arbIMapbl KeJEeMiHiH YIIFaobl
CEHIMCI3 MeIMaoHIMHIH KoOeriHe aKem oThIp. byt Oi3nep/i MeuaoHiMII Ol eJleriHeH
OTKI3II, IYyphIC-OYPHICBIH aHbIKTayFa xeTeneyae. Peceir rambiMbl H.KpacoBckastHbIH
mikipiHe CYHEHCEK, «IOCTIpaBla — 3TO COCTOSHHE COBPEMEHHOTO IH(POBOTO
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o01mecTBa, B KOTOPOM (hakThl UMEIOT MEHBLIYI0 LEHHOCTb, YEM BBI3bIBAEMbBIE MMU
SMOIIMH U peakiuu rozeit, oomecta» (https://24.kz/kz/zha-aly-tar/o-am/item/526128-
zhal-an-a-parat-tarat-an-43-sheteldik-akkaunt-belgili-boldy-iim).  Slruu,  MyHpgai
aKmaparta sMouMsiap, Oarajaynap, peakuusuiap, *eke IiKipiaep OacTamnkbl OpbIHFa
IIBIFAIBI J1a, NIBIHAWBI JIEPEKTEP MEH JOUEKTep Kellecl caThIFa TYCIIT Kanajbl.

Deiik aknmapar — ayIuTOpusl Ha3apblH ayjapy YIIiH 9Jeii olJaH MIbIFapbliaibl
HeMece KWKUDKIH TyOelpy VIOiH Kasputamel. DakTiiepai aHBIKTayFa, TeKcepyre
MYMKIHIK OOJIBIIT TYpca Jla MyH/Iali eHIMJIep/ie OHbI MaiigananOaiinel. XanraH, ssFHU
OWJaH LIBIFAPbUIFaH JKaHAJBIKTAp J1a aKnaparThlK eHIM Oombln caHanmaabl. OnapibiH
CPEeKILEeNIr OH/Ma aKMKATTBIH MyJjie OOJMaybl HEMece illiHapa aJIbIHBII TacTalybl.
Byrinri Tanaa ek akmapaTThIH Tapalybl, ONapAblH aBTOPIaphl, ayAUTOPHUSHBIH Kajlai
KaObL1aybl, PEAKIUACH] JKOHE OHBIH KOFaMFa 9CepPi MEH 3USHBI TYPaJIbl TYPIl FhIIBIMU
3eprreyaep xapusuianen kyp. Conmapapl capanay OapbIChIHAA TYHIeHIM, MyHJai
aKnaparrapMeH Kypecyre 0oJaibl, Oipak TOJIBIFBIMEH JKOUBII XKibepy MYMKIH eMec.

Collins Dictionary ce3sirinje ek aknaparka Obuial ier aHbIKTaMa 0epe/ii: «J10¥KHasl,
3a4acTyl0 CeHCAllMOHHAs MH(OpMaLUs, pacpocTpaHseMas oJ BUJOM HOBOCTEH». Al
raineiM H. MyparoBa «DeiikoBble HOBOCTH — 3TO aKTHBHAs Menuadopma, ¢ KOTOpOi
MOXET CTOJIKHYTHCSl JIO0OH >KUTENb IUIAaHEThl BHE 3aBHCUMOCTH OT KOHTHHEHTA H
CTpaHbI MPOKUBAHUS» AeTeH mikip ounmipeni (https:/profit.kz/news/31265/WhatsApp-
samij-populyarnij-messendzher-v-Kazahstane, 14). Kapam oTbipcak, ke ke3zepi pecMu
calTTap/AbIH e3/1epi IoleKTepAeH Topi OomkaM, mikipiepai, OypMananrad (akrigepai
Oepim skatanel. MyHIarel MakcaT OKbIPMaH Ha3apblH MaHBI3IbI akKlaparka ayiaapy
00JIBIN TAOBUIAEI.

Toxipubere cyiieHcek, (peWK aKmapaTTBIH HETi3Ti MaKcaThl — apaHIaTYIIBLUTBIK
JIepeKTep apKbUIbl KOMILITIKTI e1eH eTKizy. Erep aynuropus oraH Hazap ayaapslil, KyH
TOPTIOIHEH TYCHEWTIH Macesere alHalbIN, TYpil KOFaMIBIK IKip TYFbI3yFa BIKITAI
eTce, (helik akmaparThlH MiHACTIHIH OPBIHAJIFAHbI.

XKanran HeMece MaHUAYIISIHSITB OAFBITTAFbI AKITApaTTaP/Ibl TEK SJICYyMETTIK JKelliiep
FaHa eMec, PeCMH aKlapar Kypajaapbl Aa Taparsin oTelp. Delik kaHaJIbIKTap acipece
aKnaparThlK MopTanaapia TinTeH aeHzaen Oapansl. OKbpIpMaH akmapaTThl caparTar,
aHBIK-KAHBIFBIHA JKETYTe HHeT Te OinmipMmeiTiH Oommpl. Omap akmaparThl aBTOMATThI
TypJie KaObUIIal, CEHill, KePICIHIIIEe OHBIH JKbUIJIaM TapaiyblHa ceOenKep OOJIBbIN OTHIP.
KP akmapar »oHe KOFaMJbIK JaMy MWHHUCTPIITIHIH OKiii M.KomuccapoBThIH
MiKipiHII cOHFBI XXbuTAapbl BAK akmapar taparaTslH apHaJaH MiKip ammacy KypajiblHa
aifHasbIN 0apa )KaTKaHABIFBIH alTa lbl. OJNEYMETTIK JKelliiep/ie KaciOn Ky pHaIuCTepaiH
eMec, OrorepiepaiH BIKMaIbl YCTeM OoybIn Oapampl. 3aMaHayd akmapaT Kypaaaapbl
TEKCepiIMereH HeMece oCeK-asiHHAH TYpaThIH akapaT KesiHe aiHanyna. byn koramua
TYPJi JKaFIainapablH TyBIHAAYbIHA, KeWOIp casch, QIeyMeTTiK MaceleNep/IiH ofaH api
YIIBIFYBIHA BIKITAJ €Til )KaTKAHBIH KOKKa HIbIFapyFa 0onmanapl. Enneri ocel xarnai bl
aNJblH ajy MakcaTbIHJa, COHbIMEH Oipre akmaparThIK KayilCi3AiK MIceleciH KaMTy
YIIIiH apHaWbI pecypcrap icke Kocburabl. Omap:

1. factcheckkz — Copoc-Kazakctan Kopbl XasblKapalblK KYpPHaJIHCTHKA
OpTAJIBIFBIHBIH Koj1aybIMeH (2016) xy3ere achlpbliabl;
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2. stopfake.kz — KP Aknapar >xoHe KOFaMIbIK JJaMy MUHUCTPIITIHIH KOJIaybIMEH
(16 mrimme, 2020) amrbUIIBL.

Factcheck.kz caiiTeiabig s)xypHanuci lyman TepinikOaeBThIH MiKipiHIIE, aaMIapAbIH
MyH/Iall aKmaparka ceHyi (opMaibIbl JJOTHKaHbIH Oy3buTybiHaH. «lllexTeyni anammap
OUIeTiH akmaparTbl MEH Jie OuTill OTBIpMBIH. bBip-OipiHe KenMeWTiH, yKcaMalThiH
JYHUEJEp/Il CajbICThIPY, YKcaTy. bip ce30eH alTKaHAa »aJllbl JIOTUKara KEIMEWTIH
JKalTTapra MoH Oepy. MyHBI KOTHUTHBTI OypMaiay Mem ataiapl. SIFHuM, amaMHBIH Oip
JKaFJIaiIbl paloHaNIbl, CaHallbl Typae Oarampaaii anmaybl» (https://medium.com/@
erikfabian/fakenewsvaccination5d4d93cfe).

MenuamamMaHIapblH alTybIHIIA, (EHK KAHAJIBIKTAPABIH aBTOPIapbl — JKEKE
azamzaap. MyHbl omap e3 He Oonmaca KeiOip TyrranapAblH MYZIenepine cai
JKYMBIC ICTCWTIH TONTHIH OpEKEeTi YIIH icTeyi MyMKiH. Delk jKeKe, casch KoHE
SKOHOMHUKAJIBIK MakKcaTTapiabl kesneitni. Mynsl Factcheck.kz caiiTbiabiH MamaHmaps
Jla JKOKKa mmbiFapmaiinel. CaliT nepektepiHne Hazap aymapcak, (eikrin 90 maitbi3sl
KaparaibIM 9JI€yMETTIK XKeJIi KOJIIaHyIIbLIaphl TapallblHAH TYbIHAAH L. «I111i hIcaIbl,
TaHBIMAJIJIBIKTHI Kanaiinbl. Jlaiik, pernoct kaxkeT. KoOi kapanbiM yImiH ofeiii icTeimi»
(Kammypar, 2021).

OelKTiH KOOeHill KeTyiH TEXHOJIOTUSHBIH JaMybIMEH Ji¢ OalIaHBICTBIPaMBbI3.
Cebebi OoChI apKbBUIBI JKaJFaH MoOJIiMeT OipHeIle MHUHYT IIIiHAe KaHIama agamra
JKETII, CAaHAChIHA CIHIN, OHBIH OJIaH dpi JaMybIHa ocep eTei. by akmapar mamaHaap
TaparblHaH TEKCEPLITEeHIIIE «BUPYCKay aifHAJIBIT JKaTKAHBIH EIIKIM dKOKKA IIbIFapMan bl
Hepexrepre Kapcak, maHaeMusi Ke3inae Qeikrep canbl KypT apTkan. Meicainsi, 2020
xbuTbl Google-na fake news TepMuHiH i3aerenae mamamen 962 MiH cinreme Oepce,
2018 >xputel 071 HEOOpi S5 MiTH O60Fan (Mytmaposa, 2021).

Factcheck.kz caiiteineiy Mamanbsl TenenOepren MonikoB KemuIimikTiH (eiikke
CeHin, OHBI Kypneni mpolieMara aWHAIIBIPYBIH XaJBIKTBIH CHIHH (KPHUTHKAIIBIK)
oiiJlay KYHWECiHIH TeMeHAeriHeH aAeii. OHbIH alTybIHIIIA, MYH/Aal aKapaTThlH ILIbIH,
JKaIFaHAbIFBl apHaiibl MHCTPYMEHTTEp apkKbuibl Tekcepineni. Kebinece WhatsApp
ApKBUTBI TapanaTelHAap Qeik OonmbIm Kenemi, cebebi omap amblK JAepeKKe3aepre
HeriznenmereH. CoHali-ak pecMH MOJIIMETTEpre CYWeHOeW jKa3bUIaThlH aKIIapaTThIK
MOTIH Jie )keTkiikTi (Myparosa, 2021).

AKIaparka CYpHBICTBIH apTybl OYKapajblK akKiapar KypaJJIapbIHbIH BIKIIAJIbIH
Jla KYIIeHTTI. AKNapT Ke3[epi MEH akIapar aFbIMAaphbl KOJEMiHIH YJIFalobl CEHIMCI3
MEIMAeHIMHIH apTyblHa oKeJmi. bip ke3mepi akmapar Kypaiabl — €H CEHIMII Kypai
peTiHAe XaJblK WriliriHe aiHanca, Kasip OyJl KYHIBUIBIFBIH OJCIPETiNl alifbl.
AKnaparThIK KEHICTIK YJIKeH IpoOiieMaisl aiiMakka aiHaiael. OraH OipHenre ceber
acep erin otbip. OHBIH OipiHIINICI, MEMAKCHICTIKTE IIBIHANBI MEH KaJlFaH aKnapaTThl
QKBIPATYJIbIH KWBIHFA COFybl. EKIHIIICI, aKmaparThlK KEHICTIKTE TeKCepiIMereH
aKMmapaTThl JKapusIiayFa TOCKAybULIBIH 00IMaybl (KaTaH epeKeHIH YKOKTHIFHI).

Fake news TepMuHiHiH e3iHe 3epTTeylIijiep KaHIIaMa aHbIKTama OepreH. MelkTin
KIaccu(pUKaITUACHIHA [1a Ka3ip oJeM FaIbIMIAPhl epeKIIie KOHIT OO OTHIp.

Peceit ranbivbl [. AkuMeHKO (eiK KaHANBIKTBI Ma3MyHbIHa Kapail 4-ke Oedim
KapacThIpaJibl.
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Maxcammul dezunghopmayus. Kannau aa 0ip Myaienepi Ke3ey MaKkcaThIH A Of1aH
ImIBIFapbUIaabl. MyHail aknapat keOiHece Te3 CeHEeTiH, TEKCEepyTe OHIIIAa KYJIBIKTEI eMeC
TONTapra OaFBITTANABL.

Haszap ayoapy ywin otidan wibizapwiizan paxminepmen JHeasvliambii HCAleaH MakKbl-
puinmap. MYHBI KOII Jkaraina 0emerni ToMeH OachuIbiMaap Konnanaasl. OKeIpMaHaap
KeOiHece MaKaJaHbIH Ma3MyHbI TAKbIPBIITKA COWKEC KeJIMEUTIHIH Te3 TYCiHe].

Bupycmuix xabapnamanap. OASyMETTIK JKeIUIepAe KONTEreH jkaHa Makajaiap,
xaz0amap ckui kapusmanajgsl. OKbIpMaHIAp MYHJArbl KOHTEHTTI TEKCepyre Kol
YaKbIT JKyMcCarbUIapbl KenMmeimi. Herisri omeymeTtik skeminep Oesmicymi, YHaTYIIbI
JKOHE JKa3bLIY/bl KAIAUTHIHIBIKTaH, KOHTEHT KallFaH Oosica Ja, TaHbIMall jkazdanap
OKBIPMaHJIap apKbLIbI TAPaJIbII JKaTa/Ibl.

Camupa. MyHIail xaHalbIKTap aFbIMJIaFbl OKWFajap MEH aKiaparTapibl JKUHAII,
oJlapAbl OWJIaH IIBIFAPBUIFAH MaFbIHACKI3 AEPEKTEPMEH apajacTeipbil Oepeni. Cartupa
KeOiHece oleyMEeTTiK Mocellelepre Haszap aynapy HeMece cascH KaTeNKTep/i ChIHAY
YIIH KOJIaHbUIaAbl. Bipak MYHJAFbl 9317 3JIEMEHTTEP] Ha3ap ThIC Kalybl MYMKIH JI€
KelOip ¢pparMeHTTepaiH WHIHABIKKA aifHamy Kaymi 06ap [https://youtu.be/L2jZY2qQ0Bg.
Toxipube KepceTinm OThIpraHmai, (HEeWK >KaHAIBIKTApPAbl TapaTy TETIKTEpI e oTe
KapanaibiM: (peHKTep alaMHBIH SMOIMSICHIHA KATTHI 9Cep €TeJi, COJI apKbUIbI aJlaM
TICUXHUKACHIHA 9CEp €Till, OHBI IIYFBII TapaTy KaXeTTiri TybiHaaiiapl. OKpIpMaH KeJin
KETKEH <©KaHa aKnapaTThl» alJbIMEH >KaKbIHIApbIHA, JOCTapbIHA, JpilTecTepiHe
tTapata Oacraiinpl. [lcuxonorrapiplH MalbIMIAybIHINA, OCHUIAHINA >KAHAFBI afaM
(beliKTiH peTpaHCIATOpPBIHA alHANBIN IIbIFa Kenedi. « BupycTer» e3iHIH Keke apHachl
apKbUIbl KAHBIHAAPBIHBIH, a1 JKaKbIHAapbl Oojica Oacka apHajlapra TapaTajbl.
Ocbutaiiina «BHPYCTBHIK WHQEKIMS» apKbUIbl aKMapaTThIK OaiaHbiCc OpHAMIBL.
3eprreyir [ AKMMEHKOHBIH MadbIMIaybIHIIa, fake news-TiH oOHail TapaybIHBIH ce0eOi
— ayIMTOpUSFa Te3 o9cep eTyi MEH Tapaly MeXaHU3MiHiH >keHiairiaae. CoHbIMEH Koca,
XaJIbIKKa KaHaad ja Oip Macelie Typajbl aKmapaT )KEeTKUTIKCI3 OosiFaHa MyH1ail Kaye-
cerrep TinteH TanbiMan Oombin kereai (https://stopfake.kz/kk/archives/4849, 2021: 17).

An 6ipkaTap 3epTTeyIlli pacTaiMaraH aKmapar JeHreii OoibIHIIa Geik
YKAHAJIBIKTAPIbI YIII TOMKA 0eJIill KapacThIpaibl.

Tonvikmaii ocanean axnapamman mMypamvli JHcanaavlk. JKakplHAAa OJNICYMETTIK
xeminepne «Kaszakcrannma imer Tinmi JkoHe Oipkarap moHaep OOWBIHIIA ¥JITTHIK
bipeiaraii Tect oTKi3iMeWai» JaereH akmapar Tapaisl. bipeyiep MyHbBI JocTypiii
(delix axkmapar gem gece, CHII Oipeyyiepi CEHCAIMUIBIK <OKaHABIK) PETIHe
KaObUIAAIbI.

Ocwl akmaparka OaiimanbicThl stopfake.kz 3eprrey xymbicTapeiH Kyprizmi. CalT
aKnaparrapbl OOWbIHIIA OYI1 )KaHATBIKTHIH TapaybiHa Peceii binim munncTpmirinin 2021
JKBUIIBIH KaHTapbIHAA MIHJCTTI OipbIHFAll MEMJICKETTIK eMTHXaHHAH IIET TUTIH aJIbII
Tactay Typasibl ImemnriMi MeH Omorep Bepa AdanacheBaHBIH OCHI JKaHAJIBIK OOWBIHIIIA
’)KasraH IIOCTBIHAH aJIbIHFaH Kajibka ceOern OomradH. Deilikke OallyIaHBICTHI YJITTBIK
TeCTiJIey OpPTAJBIFbI Instagram-1arbl peCMU MMapakxiachblHa Jepey MaTepual Kapusiiarl,
aKNaparThlH JKaJFAH/BIFBIH alUTHIN, TEK PECMH aKnapar KeslepiHe ceHyli YHrapajbl
(Cyxomonos, 2017: 14).
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Exinwi, iwinapa scanzan aknapamman mypameln sxcayanvik. Mpicanbl, 3 KaHTap
2022 kyHi MecceHmKepiepae AKrayna OONFaH MHUTHHTIIE KaThICyIIbUIApFa KYII
KOJIZIAHBIIN, MY3/bl Iy LIAINBUIBIN, 3aplal Ierymriiep 0ap JereH aknapar Tapaijbl.
Mysnait deiik KoraMm yIIiH KayinTti, ce0ebi Oy KYPTIIBUTBIKTBIH YKIMETKE JeTeH
CEHIMCI3/IriH TYFBI3bII, allly-bI3aChIHBIH YIIBIFybIHA OKETyl MYMKIiH.

Ywinwici, oxuzanapoviy wwinaivl OOIMbICHIH OYPMAIAUMbIH (DEliK HCAyaTbIKmap.
by KOHTEKCTEeH anbIHFaH Y3iHIUIep HeMece moiekcesnep O0omysl MyMKiH. MymHmait
aKnaparrap ayJuTOpPHSHBI allfall, alacThIPybl MYMKiH, COJI ce0enTi olapMeH Kypecy
JI€ KUBIH.

Pecetinik ranbim A. CyxomoiioB ek yKaHAJIBIKTBI CEHIMIUIIK J9peKeciHe Kapai
YII TOTIKa 0eJIin KepceTesi.

BipinmIi TomKa OHBIH JKajJFaH €KeHiHE eMIKIM KYMOHIAHOANTHIH <«GKaHAJIBIKTAPIbD)
xartkp3aael. OFaH MbIcan perinae TaH ata JKepre (Mbicanbl, OHTYCTIK AMEpUKaHbIH
Oip >kepiHze) Oerae IUTaHETANBIKTAp IMa0yBLT KAcAFaHJBIFBl Typajbl aKMapaTThl
KeNTipesi.

ExiHmni Tomka nepeKTepiiH aKMKATTHIFbIHA KYMOH TYIBIPATHIH <OKaHAIBIKTAPIIbDy
JKaTKbI3a 161, COHIIBIKTAH ayTUTOPHSI CEHIMIUTIKTI apTTHIPY YIIIiH 0acKa IePeKKO3IePIHCH
aKnaparThl TeKCEpyre KYJIIIBIHBIC TAHBITA/IbI.

Y mriHIIicl, MIBIHABIKKA KaTThl YKCANTHIH aknapartap Kipeai. OHbIH CeHIMCI3 eKeHiHe
a3 FaHa ajaM KyMoH kenripeni (Pamankyiosa, 2022).

Kananeikrapaa ¢elik eHIMHIH KoOeHin KeJe KaTKaHBIH JKOFaphIIa Jia aTamn OTTiK.
Kanran akmapar ayauropurs HazapblHa OipiHIINI 1TiHEAl, OUTKEeHI KOMIILIIK TeKCepreH
JepeKTi emec, e3/1epi KaHmail xabap KyTce, COHBI JKeled TapaTyra ThIpblcaibl. by
03 Ke3eTiH/e KoMK OenTiiai O0ip MiHe3-KYJIBIKTHIH KaJIBINTACybIHA BIKIAT CTCTIHIH
€CKepCeK, OKBIPMaH apachlHAarbl Ypell MEH KOPKBIHBIIITBHIH HIBIH MOHIHAE KaHaan
eKeHIH TYCIHY/iH 031 KHbIH.

Oeiik akmapartap AnMareinarsl «Kanrap okurackl» (KaHtap, 2022 x.) ke3inae ae
epiuu TycTi. bipHerie kyH 00Wbl KONIILTIK MHTEPHETTiH O0IMaybIHAH JKaHAIBIKTHI TEK
TeeapHayiap MeH TellerpaM KaHaJap/iaH ajbll OThIpAsl. CaHayIllbl FaHA CalTKa JKYMBIC
icTeyre pykcar Oepince, conblH 0ipi — stopfake.kz Goxnnpl. OlTKeHI MyHIa# casicu
MaHBI3BI Oap OKuFanap OONFaH/a JKalFaH JepeKTeP/IiH BIKIAIBIHBIH apTa TYCETIHAITIH
JKOFapblia aram oTTiK. EniH Kyl KypeUIbIMAAphl: YITTHIK KayilCi3oiK, SCKepH JKOHE
IIKi icTep KbI3MeTKepiepiHe OallaHbICTBl CaH Typiai akmapar keOeimi. ToxipuOe
KOPCETIN OTBIpFaHJali, JKaIFaH akKmnaparrap YJIKCH ayIuTOPUSHBI KAMTBII OTBIP.
Jemex (elik >kaHANBIKTAP TYTHIHYIIBI HAa3apbIH aylapbill, KOFaMIbIK IIKIp TYFbI3yFa
OCEpiHIH KYIITI eKeHIriH TYCiHyiMi3 KepeK. Kepek meceHi3 amammapablH SJIEyMETTiK
opekerTepine OarbIT-Oarmap OepeTiH €H KYIUTI KapyFa aiHajbIl OTHIPFaH/ABIFBIH J1a
FaJIBIMJIAp JIOJIETI/ICTT OTHIP.

IIbiHaBIKKA Calf KEJIMEHUTIH jKaHAIBIKTAP a3aMaTTap/blH 0eH0IT eMip cypyiHe Kayim
TOHJIpEl, Hapa3bUIbIK dPEKETTEpPre UTEpPMENel, YPed MEH arpecCHsHbl TYIAbIPaibl,
MYHBIH apThI XKarTai TOPTINCI3aiKTepre oKemyl MyMKiH.

lki ictep Teprey aenapTaMeHTIHIH AEPEKTEpiHE CYHEHCEK, eNAeri TOpTINCi3mik
nainananein, 43 MIETENAIK aKKayHT JKalfaH aknapar TaparkaH. OnapablH MakcaThl
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— «Kanrap okuracblHaH» KeWiH aKMapaTrThIK COFBICTHI OJlaH CAalblH OPIIITE TYCY.
AKnapaTThIK alysUapAbH 0ackiM 0eiri enjeH Thic xkepiepae xacanras (Tneyxawn,
2021).

An bac npokyparypa «KaHTap oKuFach» Ke3iHIe JKaJlFaH aKnapar Tapary ¢axrici
OoiibiHma 10 KBUIMBICTBIK iC Tepreiinm >KaTKaHIBIFBIH aiTanbl. JKamran axmapar
TapaTKaH | agaMm Kamayfa ajnblHca, ekeyi yiikamakTa oTeIp (Jlocea, 2021).

AnMartbIarbl KanTericteH keidin whatsApp nen telegram sxenicinge Hyp-Cynran
KaJjiachl MOJHUIICHIEep] MUTHHTIre HIBIKTBI AereH OeiHeysik Tapanaznel. OHIA miiakart
KeTepreH Oip TON 1mKi icTep KbI3METKEPIEepiHiH YpaHIAThIl ajaHAa >KypreHiH
Oalikaiice13. Anaiina [IM Oyn aknaparTsl Tekcepin, OeiiHeHIH MOHTaXJaJbIIl, apHaNbI
JBIOBICTHIK A PeKTisiep KOWBIIFaHIBIFBIH aHBIKTAIl, PECMU MAJTIMIEMe jkacaabl. Pecmu
aknapar atpress.kz sxone kaz.tengrinews.kz caiitTapeinga skapusttanabl. OckiHAan
Ma3MyH/IaFbl aKnaparrap sketepiiik. OcblHAal XKaHalbIKTap apKbUIbl (QEHKTIH apTypii
cUmarTa OOoNaThIHBbIHA KO3 KeTKi3AiK. CeHcalusuIblK cunarbiHa OaillaHbICTBI MyHJIA
aKnaparrtap KOFaMHBIH e/10yip OeliriHiH CypaHbIChIHA He O0NaThIHbI co3Ci3. OObEKTUBTI
(axTinepai axelpary KeOip skargaiinapaa KUbIHFA cOFybl ga MyMkiH. Con cebenti
€H aJJbIMEH aKmapaT Ke3lepiHe ChIH Ko30eH Kapay, KeJill TYCKEeH aKMapaTThl Tayjay,
OpTYPIIi epekke3aepOeH canbICThIpa OTHIPHII, ©31HAIK KOPBITHIHIIBI Kacay — MaHbI3/IbI
(axTopnap.

KopTtbinabl

[lcuxonor Epskan Mpeip3abaeBThIH MiKipiHIIE, aKMapaT XapbIChIHAA LIBIHAKEI
MEH OTIpiK aKmapar opJaiibM >KapbIcaabl «OTIpiK alTbIN, OTIPIKTI Tapary oHai. A
LIBIHJBIKTEL TapaTy YIIiH OHBI 3€pTTeY KEpeK, 3epreney Kepek, (akT KHHAy
KepeK, SKCIEPTTEPAiH OMbIMEH TONBIKTBIPY Kepek» (JKanracOaes, 2021). byn mikipai
mamaH Enena JloceBa pa kynraiiasl. OHBIH  alfTyblHINA, agaMmjaap >Kajukay
OonraHabIKTaH Qelikke ceHeni. EmreHeni Tekceprici kenmenai. Deiikrep xenen, opi
ocepyi Oonampl. AgaMIapAblH Kynusi Hopcere apanackpichl kenenai. Com ceGenrti
KYPTLIBUIBIK apachlHJa cara TMIMEHAChIH KaMTaMachl3 €Till, MUfa KaHJail akmapaT
KaObUIIAUTHIHBIMBI3[IBI  OHJIAyBIMBI3 KepeK (https://informburo.kz/novosti/v-
kazaxstane-s-nacala-pandemii-zaveli- 104-ugolovnyx-dela-po-rasprostraneniyu-
feikov-87-iz-nix-prekrashheno, 2021).

An KZ-CERT xerekmici E.JKamracOaeB kubOeprurumeHa — Oy aKNapaTThIK
TEXHOJIOTHSIIAP QJIEMIHJIET] Kayilci3miriMi3liH Heri3i eKeHAIriH amra taptaisl. On
Ja OChbl TUTHEHAaHbl  CaKTayFa Imakelpaabl  (https://informburo.kz/novosti/v-
kazaxstane-s-nacala-pandemii-zaveli-104-ugolovnyx-dela-po-rasprostraneniyu-
feikov-87-iz-nix-prekrashheno, 2021).

Mawmanpgap mikipiHe cyideHep Ooscak, amamuapisl (Qelik aknapaTrneH OerickeHi
YWiH >kazanay kepek. JKazamay nAeHrediH KylIeHTHeWiHIIe jKajfaH JIepeKTepre
TOCKAyBUT KOIO MYMKiH emec. byFaH TYpMBICTBIH JCHIelIe eMec, MEMICKETTIK
JeHrelije BIKMajiabl KyIIeHTy KaxeT. Jlepekrepre Hazap aygapcak, HaHIEMHUS
OactanranHaH Oepi emimizne Qelik aknmapar Tapary OoiibiHma 104 KbUIMBICTBHIK ic
KO3FaJbIll, OHBIH 87-Ci TOKTaThUIFaH. 12 KBUIMBICTHIK iC KapajbIMjaa, al COTKa
KETKeH 5 ic OOWBIHIIA YKIM IIBbIFAPBUIFaH.
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