KA3AKCTAH PECITYBJIMKACBIHBIH FbUIBIM XXOHE XKOFAPBI BIJIIM MUHWCTPIIIT'T
MUHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3OBAHUN A PECITYBJIMKM KA3AXCTAH
MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN

XANbIKAPANBIK f MEW AYHAPOAHBIH
YHHBEPCHTETI =" VHHBEPCHTET

INTERNATIONAL UNIVERSITY

XAJBIKAPAJIBIK AKITAPATTBIK KOHE
KOMMYHUKALIMSJIBIK TEXHOJIOTUSIJIAP
"KYPHAJIbI

MEKIYHAPOJHBIN )KYPHAJI
WH®OPMALMOHHBIX U
KOMMYHUKALIMOHHBIX TEXHOJIOT WA

INTERNATIONAL JOURNAL OF INFORMATION
AND COMMUNICATION TECHNOLOGIES

2022 (3) 4

Kaszau-sceamorxcan

ISSN 2708-2032 (print)
ISSN 27082040 (online)



BAC PEJAKTOP:

XukmeroB Ackap KycynoexoBina — 6ackapma Teparachl, XaubIKapaJblK aKIapaTThIK TEXHOIOIUsIIAp YHUBEPCHTETIHIH PEKTOPBI,
(u3KKa-MaTeMaTrKa FhUTBIMIAPbIHBIH Kanauaarel (Kasakcram)

BAC PEJAKTOPIbIH OPbIHSACAPBI:

Konecaukoba Karepuna BHKTOPOBHA — TEXHHUKA FhUIBIMAAPBIHBIH JOKTOPbI, XaIbIKAPAJIBIK AKITAPATTHIK TEXHOIOTUSIAP YHI-
BEPCUTETI, «AKITApaTTHIK JKyiternep» kadenpachiHbiH mpopekropsl (Kasakcram)

FAJIbIM XATIbI:

Hnanakosa Manuna TyjereHoBHa — TeXHHKA FbUIbIMIAPBIHBIH KAH/IMIAThI, KAybIMACTHIPbLIFaH 1podeccop, «XasblKapasblk

aKnaparThIK TexHonorusuiap yausepeureti» AK, FruibiMu-3epTTey sKyMbIC AenapTaMeHTiHiH qupekTopbl (Kasakcran)
PEJAKIUSIBIK AJTKA:

Pazak Agay;1 — PhD, XasbIKapasbIK aKapaTThIK TEXHOIOTMsUIap yHUBepeHTeTiHiH mpodeccopsl (Kazakcram)

Jlyuno Tommaso je Iaomme — Canento yHusepeuteTinis (MTanist) HHHOBALMSIIAD JKOHE TEXHOIOTHSIIBIK MHKCHEPHs erap-
TamMeHTi AVR 3epTXxaHachIHBIH 3epTTey JKoHE d3ipriey OommiMiHiH TUPEKTOpbI

JIns Bakon — npodpeccop, Adepreit yHnBepcHTeTi BHIe-KaHIpIep/iiH opbidacapsl (YIIbIOpHTaHNs)

Mukesne ITarano — PhD, [u3a yrauBepcuteriniy npodeccopst (Mrasus)

OrenbaeB Myxrap6aii OteidaeBud — (hr3nKa-MareMaTHKa FbUIBIMIAPbIHBIH T0KTOpbIL, KP YFA akagemuri, XasbIKapasibIK akra-
PAaTTBIK TEXHOIOTUSIAp YHUBEPCUTETI, «MaTeMaTHKaIbIK JKOHE KOMITBIOTEPITIK Mozienbey» KadeapachiHbiH mpodeccopst (Kazakcramn)

Poicoaiiyibl Boartdexk — (usika-MareMaTika FbUIBIMIAPBIHBIH JOKTOPBI, XaJbIKAPAJIbIK AKIAPATThIK TEXHOIOTHSIIAP YHH-
Bepeurerti, «MareMaTHKaIbIK KOHE KOMITBIOTEPITiK Moziebiey» KadempachiHbii mpodeccopst (Kaszakcram)

Jaiinexo EBrenns Anexcanaposna — PhD, kaybIMIacTeIpsuTFaH npodeccop, XanblKapaiblK aKlapaTThlK TEXHOIOTHsUIAp YHH-
BepeuteriHig JKahaHIbIK cepikTecTik )oHe KockMIna OitiM Oepy rkeHiHzeri mpopekrops! (KazakcraH)

Jy3oaeB Hyp:kan Tokky:xkaeBud — PhD, XasbikapasiblK aknaparTblk TeXHONOTHsUIap YHUBepeuTeTiHiH [udpraanasipy sxoHe
MHHOBAIWsIIap JKkeHiHzeri npopekrops! (Kasakcran)

Cunyen Baxrrepeii KycnanoBu4 — TeXHMKa FhUIBIMIAPBIHBIH JOKTOPbI, Xa/lbIKapasblK aKNapaTThIK TEXHOIOTHSIIAP YHHBEP-
CHTETIHIH «AKIaparThIK XKyienep» kadenpacsiHbiH mpodeccops (Kasakcra)

Ceiisioa Hypry.1 AGny/1aeBHa — TEXHHKA FbUIBIMIAPBIHBIH, KaHIHAThI, XaJIbIKapabIK aKIapaTThIK TEXHONOIUsUIAp YHUBEP-
cuTeTiHiH «KOMITBIOTEpITiK TEXHONOTHsUIap JKoHe KHOepKayirciznik» dhakyisreriniH nekansl (KasakcraH)

MyxamenueBa Apaak I'aGuToBHa — SKOHOMHKA FhUTBIMIAPBIHBIH KaH/IMIATHI, XaJIbIKAPaJIbIK aKIapaTThIK TEXHOJIOTUSIIAP YHH-
BepeuretiHi «{udpibik TpaHcdopmarmsinapy dakymnsreTiniy gexansl (Kazakcram)

blnbipsic Aiizkan Kymadaiikpi3er — PhD, XanbIkapasibIK aKapaTThIK TEXHOIOTHSUIap YHUBEPCUTETIiHIH «MaTeMaTHKaIbIK XKo-
HE KOMIIBIOTEPITIK MOZIEIb/ICY» KadeapachiHbH MeHrepyici (Kasakcran)

Inasanbexos Epaan XKapixanosumy — PhD, XanbIkapasibIK aKmapaTThIK TEXHOIOTMsIIap YHUBEPCUTETIHIH « DKOHOMHUKA JKOHE
6usHecy kadenpackbiH MeHrepyici (Kaszakcram)

Amanzkosiopa Caysie TokcaHOBHA — TEXHHKA FhUILIMJIAPBIHBIH, KaHMJIaThl, XaJIbIKapasibIK aKIapaTThlK TEXHOJIOTUsIAp YHHU-
BepeutetiHig «Kubepkayincizik» kadeapachiabH Merrepyiici (Kazakcran)

HusisrysioBa Ajirys AckapGekoBHa — (GHIOIOTHS FHUIBIMAAPBIHBIH KaHM/IAThI, XalbIKapasIblK aKNaparThK TeXHOIOTHSIIAp
YHUBEpCHUTETIHIH «MeamakoMmyHuKarwsiiap skone Kasakcran tapuxsn kadeapacsiubii meHrepymici (Kasaxcram)

AiitmaramberoB AnTaii 3ygapoBuy — TeXHHMKA FHUIBIMJIAPBIHBIH KaHIHAThI, XaJbIKapasblK aKIapaTThIK TEXHOIOTUSIAp YHH-
BepCUTETiHIH «Pa/IMOTEXHNKA, SEKTPOHNKA )KIHE TENEKOMMYHHKaLHsDy KadepachHblH npodeccops! (Kazakcran)

Anvucped Amm A6 — PhD, Xanbikapalblk aKnaparTblK TEXHOTOTHSUIAP YHUBEPCHTETIHIH KaybIMIACTBIPBUFAH TPOheccopbl
(KazakcraH)

Moxamen Axmen Xamaja — PhD, XabikapasibIK aKIaparThiK TEXHOIOTHUIAP YHUBEPCHTETIHIH «AKIaparThIK xyiienep» kade-
JPachIHBIH KaybIMIACTBIpbUTFaH podeccopsl (Kasakcram)

SIur Um Yy — PhD, T'auon yruBepcuteTinin npogeccopst (Oxryctik Kopest)

Tageym Bannac — PhD, Anam MunikeBrd aTsIHAaFbI yHUBEPCHTETTIH IpopekTops! (I1onblia)

MawmbipbaeB Opken JKymazkanyibl — AKNApaTThIK XKYFHesep canachlHAarbl TeXHNUKA FhUIBIMIApbIHbIH (PhD) nokropsr, KP BFM
KYO aknaparTbIK jKoHe ecelTey TeXHOIOIUsIIaphl HHCTHTYThI IMPEKTOPBIHBIH FHUIBIM sKOHiHzeri opbiHOacaps! (Kasakcran)

Byuyes Cepreii JIMuTpHeBHY — TEXHHKA FBUIBIMAAPBIHBIH JOKTOPBL, 1podeccop, YipauransiH « YKPHET» sxobanapzst 6ackapy
KaybIMIACTBIFBIHBIH AUPEKTOPBI, KHEB YIITTHIK KYpPBUIBIC XKOHE COyNIeT YHUBepenTeTiHiH «YKobamapap! Gackapy» KadeapachHbIH MeH-
repy1ici (Ykpauna)

Benounxkas Ceriana BacuiibeBHa — TeXHNKA FHUIBIM/IAPBIHBIH JOKTOPBI, T01eHT, Actana IT yHHBepCHTETIHIH AepeKTep ixKe-
HIHJIET] ecenTey jkoHe FhUIBIM KadenpachHbIH npodeccops! (Kasakcran)

KAYANITBI PEJAKTOP:
Epaubl [Inana PyciiaHKbI3bI — «XalbIKapaibIK aknapartbIk Texaonorumsuiap yausepeureti» AK (Kazakcran)

Xa/IbIKapaJblK aKNAPATTHIK KIHEe KOMMYHHKAIMSIIBIK TEXHOIOTHSIAP 5KYPHAJIBI

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

MeHnurikrenymi: «XaabIKapaiblK aKIapaTThIK TeXHOIorusuap yuusepeureti» AK (Anmarst K.).

Kazakcran Pecrybnukacer AKmapar oHe aeyMeTTiK JaMy MUHHCTpPIIITiHiH AKnapar komuteTiaae — 20.02.2020 xpuis! Oepinre.

Ne KZ82VPY00020475 mep3iMik GacbuIbIM TipKeyiHe KOMbLTY Typasbl KydJliK.

TaKbIPBINTHIK OaFbITHI: AKMAPATTHIK TEXHOJIOTHSUIAP, AICYMETTIK-DKOHOMHUKAIBIK JKyHenepai JaMbITyfarsl HUQPIBIK TEXHOIOTHSIIAP,

aKIapaTTHIK KayilCi3AiK )KoHe KOMMYHHUKALMSIIBIK TEXHOJIOTHSIIAPFa apHAIFaH.

Mep3imainiri: sKblibiHa 4 per.

Tupaxsr: 100 gana

Penakuusiapig Mekerkaiibl: 050040, Anvarsl k-cbl, Manac k-ci, 34/1, 709-kabusnert, ten: +7 (727) 244-51-09).

E-mail: jjict@iitu.edu.kz Kypuan caiite: https://journal.iitu.edu.kz
© XanplkapabIK aKIapaTTeIK TexHonorusnap yausepeureri AK, 2022

© Asropnap yxeiMsl, 2022




[JIABHBII PEJAKTOP:

Xukmeton Ackap KycynGexoBuy — kaHau1aT pU3MKO-MaTeMaTHUYECKUX HayK, TIpeJice/laTeNb NPaBlIeHus - peKTop Mex-
JlyHapOJIHOTO YHUBEpCHTETa HHOPMAIMOHHBIX TexHonoruit (Kaszaxcram)

3AMECTUTEJIb INTABHOI'O PEJAKTOPA:

KosecnnkoBa Katepuna BUKTOpPOBHA — JOKTOp TEXHUYECKUX HayK, Mpodeccop, IPOPEKTOp MO HAYYHO-HCCIIEI0BATENb-
CKO#f IeATEIbHOCTH MeKyHapOIHOTO yHHBEPCUTETa MH(OPMAIIMOHHBIX TexHosornit (Kasaxcran)

YYEHBIU CEKPETAPb:

HMnanakosa Majuna TyjereHoBHa — KaHIUIAT TEXHUYECKUX HAYK, ACCOLMMPOBAHHBIIA poeccop, AMPEKTop AenapTaMeHTa

10 HAYYHO-UCCIIEIOBATEIBCKON JCSITENBHOCTH MeXTyHapOIHOTO yHHBEpCHUTeTa MHPOPMAIMOHHBIX TexHosoruii (KasaxcraH)
PEJAKIIMOHHAS KOJUIEI'UA:

Pazak A6xyn — PhD, npodeccop xadenpsl kndepdezonacHoCTH MexayHapOIHOTO yHUBEpPCUTETa HWH(OPMAMOHHBIX
texHonoruit (Kazaxcran)

Jlyuno Tomma3so e IMaoanc — nupexTop oTziena ucciaenoBanuii n pa3padortok naboparopun AVR nenapramMenTa MHHO-
BallMi M TEXHOJIOTHYECKOr0 MHXKMHUpHHTa YHUBepcuTera Canento (Mramus)

JIuz Bakon — npodeccop, 3aMecTuTelb BUle-KaHIuepa YHuepcurtera Abepreii (BenukoGpurannst)

Mukxeue ITarano — PhD, npodeccop Yuusepcurera ITussr (Mraus)

OrenbaeB Myxrap6aii Orendaiiyibl — JOKTOp (HHU3MKO-MAaTEeMaTHIECKUX Hayk, npodeccop, akagemuk HAH PK, mpo-
(eccop Kadenpsl MaTEMAaTHUYECKOrO M KOMITBIOTEPHOTO MOJEIMPOBaHUA MeXyHAapOIHOTO YHUBEPCHTETa HH(OPMAIIMOHHBIX
TexHonoruit (Kazaxcran)

Pric6aiiyabt Bonaréex — nokTop Qu3Mko-MareMaTHuecKuX Hayk, mpodeccop, npodeccop kadeapbl MaTeMaTHIeCKOro 1
KOMITBIOTEPHOTO MOJIENIMPOBaHUs MeK/yHapOIHOTO YHUBEpCHTETa MH(GOpMaMOHHBIX TexHonoruil (Kasaxcran)

Jaiinexo EBrennsi Anexcanaposna — PhD, accounnpoBanHblii mpogeccop, MpopeKkTop 1o r1odaabHOMY HapTHEPCTBY U
JIOTIOJTHUTEILHOMY 00pa30BaHMIO Mex/TyHapoJHOTO YHHBEpCcUuTeTa MH(POPMAIMOHHBIX TexHonorui (Kaszaxcram)

JNy3oaes Hyp:kan Tokky:xaeBud — PhD, accounnpoBanHslii Ipodeccop, IpopeKTop 10 HH(POBU3ALNNA U MHHOBALIUSAM
MexIyHapoIHOTO YHUBEPCHTETa HHYOPMAIMOHHBIX TexHonoruii (Kasaxcram)

Cunues Baxrrepeii KycnanoBuu — IOKTOp TeXHHYECKHX Hayk, npodeccop, npodeccop kadeapsl HHPOPMALHOHHBIX
cucTeM MexayHapoaHOTO yHHBepcuTeTa HHPOpMAMOHHBIX TexHomoruii (Kazaxcran)

CeiisioBa Hypryibs Afany/iaeBHa — KaHIUAAT TEXHUYECKUX HAyK, JeKaH (haKy/bTeTa KOMIIBIOTEPHBIX TEXHOJIOTHIl 1
knbepbesonacHoCTH Mex/IyHapoJHOTO yHUBEpcuTeTa HHpOpMaHOHHbIX TexHonoruii (Kazaxcran)

MyxamenueBa Apaak I'abuToBHa — KaHAWAAT YKOHOMHUYECKHX HayK, AeKaH (akyiprera HudpoBbIX TpaHchopmanuii
MexIyHapoIHOrO yHUBEpCHTeTa HHpOpMAMOHHBIX TexHomorui (KasaxcraH)

blabipeic Aiizkan JKymadaesna — PhD, accuctent npodeccop, 3aBeayrormas kadenrpoid MaTeMaTH4eckoro 1 KOMITbIOTep-
HOTO MOJIETIMPOBAaHMS Mex/TyHapoJHOTO YHUBEpcuTeTa nHPOpMaOHHEIX TexHonorui (Kazaxcram)

Inamudexos Epnan JKap:kanosuu — PhD, 3aBenyrommii kadeapoii 5kOHOMUKY 1 Ou3Heca MexXIyHapoIHOTO YHUBEP-
curera MHGOPMAIMOHHBIX TexHonoruit (Kasaxcran)

AmamnzkosioBa Cayiie TokcaHOBHA — KaHINIAT TEXHUYECKHUX HAyK, 3aBeayromas kadeapoit kubepbesomnacHoctn Mesxkty-
HaPOJHOTO YHUBEPCHTETA HH(OPMAILIMOHHBIX TexHonorui (KazaxcraH)

Hus3ryjoBa Aiiryis Ackap0ekoBHa — KaHIUAAT HHIOIOTHYECKUX HayK, JOLCHT, 3aBeaylonias kadheapoil MeanakoM-
MyHuKarumii 1 ucropun Kasaxcrana MexayHapoaHOro yHuBepcutera HHGopMaloHHsIxX Texnonoruii (Kazaxcran)

AiirmaraméeroB Ajtaii 3ypapoBuy — KaHANIAT TEXHHYECKUX HAYK, podeccop Kaheaps! palOTEXHUKH, SIEKTPOHUKH
M TEJICKOMMYHHUKAIM MexIyHapoJHOTO YHUBEpCUTETa HHPOPMAIIMOHHBIX TexHonorui (Ka3axcraH)

Aamucpeé Aan Adx — PhD, accoumupoBanHblii mpodeccop kadeapsl kndbepde3onacHocTH Mex1yHapOIHOTO YHUBEPCH-
Teta nH(popManHOHHBIX TexHonorui (Kazaxcran)

Moxamen Axmen Xamana — PhD, acconnupoBanuslii npodeccop xadenpsl HHHOPMAIMOHHBIX CHCTEM MexTyHapoJHOTO
yHuBepcuTeTa nHpOpMaHOHHEIX TexHonornii (Kasaxcramn)

Sur Um Yy — PhD, npodpeccop yuusepcutera I'adon (FOsxnas Kopes)

Tageym Baniac — PhD, npopexrop ynuBepcutera uMeH Agama Munkesuda (ITonbia)

Mambipoaes Opken Kymazxanosuy — PhD, 3amecturens aupekropa no Hayke PI'TI MHcTuTyTa HHQOPMAILIMOHHBIX K
BBIYHCIIUTEIBHBIX TexHomoruit Komurera nayku MHBO PK (Kazaxcran)

Byuryes Cepreii JIMUTpHeBHY — JOKTOP TEXHUYECKUX HAYK, IIpodeccop, ANPEKTOp YKPAHHCKOH aCCOLMALINN YIIPABICHUS
npoekramu «YKPHET», 3aBenyromuii kadeapoil ynpasieHus: npoektaMu KueBCcKOro HaloOHAIBHOTO YHUBEPCUTETA CTPOH-
TENBCTBA U apXUTEKTYphl (YKpanHa)

Beaomuukas Ceeriana BacuibeBHa — JIOKTOp TEXHUYECKUX HAYK, JIOLEHT, podeccop Kadeapbl BHIYUCIEHHH 1 HayKH
o nanHbIx Astana IT University (Kazaxcran)

OTBETCTBEHHBI PEJAKTOP:
Epansi Inana Pycrankbibl — AO «MesxTyHapo bl yHUBEpPCHTET HHPOPMAIIMOHHBIX TexHonmorui» (Kasaxcran).

MeskayHAPOXHBII KypPHAT HHOOPMANHOHHBIX H KOMMYHHKAIIHOHHBIX TEXHOJIOTHii
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)
CoberBennnk: AO «MexyHapOIHbIH YHHBEPCHTET HHOOPMALIMOHHBIX TEXHONOTHII» (I. AJIMaThI).
CBHUZIETENBCTBO O MOCTAHOBKE HA YUYeT MEPUOANYECKOTO MEYaTHOTO n3anus B MUHHCTEPCTBO HH(OpMALHK 1 0OIIECTBEHHOTO Pa3BUTHS
Pecny6mnukn Kazaxcran Ne KZ82VPY 00020475, oinanHoe ot 20.02.2020 .
Temaruueckasi HaIPABICHHOCTb: HHOOPMALMOHHbIE TEXHOJIOIMH, HHPOPMALHOHHAs OE3011ACHOCTh U KOMMYHUKAIIMOHHBIC TEXHOJIOTHH,
uucbp(mme TEXHOJIOTUU B PA3BUTHUU COLIUO-DKOHOMUYECKAX CUCTEM.
TlepronnunocTs: 4 pas3a B roj.
Tupax: 100 5K3eMILISIPOB.
Anpec pepakuun: 050040 r. Anmarsr, yin. Manaca 34/1, ka6. 709, ten: +7 (727) 244-51-09).
E-mail: jjict@iitu.edu.kz Caiit sxypnaia: https://journal.iitu.edu.kz
© AO MextyHapo/IHbli YHHBEPCHTET HHYOPMALMOHHBIX TEXHOIOT U, 2022
© KomexTus aBTopos, 2022




EDITOR-IN-CHIEF:

Khikmetov Askar Kusupbekovich — Candidate of Physical and Mathematical Sciences, Chairman of the Board, Rector
of International Information Technology University (Kazakhstan)

DEPUTY CHIEF DIRECTOR:

Kolesnikova Katerina Viktorovna — Doctor of Technical Sciences, Vice-Rector of Information Systems Department,
International Information Technology University (Kazakhstan)

SCIENTIFIC SECRETARY:

Ipalakova Madina Tulegenovna — Candidate of Technical Sciences, Associate Professor, Director of the Research
Department, International University of Information Technologies (Kazakhstan)

EDITORIAL BOARD:

Razaq Abdul — PhD, Professor of International Information Technology University (Kazakhstan)

Lucio Tommaso de Paolis — Director of Research and Development, AVR Laboratory, Department of Innovation and
Process Engineering, University of Salento (Italy)

Liz Bacon — Professor, Deputy Director, and Deputy Vice-Chancellor of the University of Abertay. (Great Britain)

Michele Pagano — Ph.D., Professor, University of Pisa (Italy)

Otelbaev Mukhtarbay Otelbayuly — Doctor of Physical and Mathematical Sciences, Academician of the National
Academy of Sciences of the Republic of Kazakhstan, Professor of the Department of Mathematical and Computer Modeling of
International Information Technology University (Kazakhstan)

Rysbayuly Bolatbek — Doctor of Physical and Mathematical Sciences, Professor of the Department of Mathematical and
Computer Modeling, International Information Technology University (Kazakhstan)

Daineko Yevgeniya Alexandrovna — PhD, Associate Professor, Vice-Rector for Global Partnership and Continuing
Education, International Information Technology University (Kazakhstan)

Duzbaev Nurzhan Tokkuzhaevich — Candidate of Technical Sciences, Vice-Rector for Digitalization and Innovations,
International Information Technology University (Kazakhstan)

Sinchev Bakhtgerey Kuspanuly — Doctor of Technical Sciences, Professor of the Department of Information Systems,
International Information Technology University (Kazakhstan)

Seilova Nurgul Abdullaevna — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and
Cybersecurity, International Information Technology University (Kazakhstan)

Mukhamedieva Ardak Gabitovna — Candidate of Economic Sciences, Dean of the Faculty of Digital Transformations,
International Information Technology University (Kazakhstan)

Idyrys Aizhan Zhumabaevna — PhD, Head of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)

Shildibekov Yerlan Zharzhanuly — PhD, Head of the Department of Economics and Business, International Information
Technology University (Kazakhstan)

Amanzholova Saule Toksanovna — Candidate of Technical Sciences, Head of the Department of Cyber Security,
International Information Technology University (Kazakhstan)

Niyazgulova Aigul Askarbekovna — Candidate of Philology, Head of the Department of Media Communications and
History of Kazakhstan, International Information Technology University (Kazakhstan)

Aitmagambetov Altai Zufarovich — Candidate of Technical Sciences, Professor of the Department of Radioengineering,
Electronics and Telecommunication, International Information Technology University (Kazakhstan)

Almisreb Ali Abd — PhD, Associate Professor, International Information Technology University (Kazakhstan)

Mohamed Ahmed Hamada — PhD, Associate Professor, Department of Information systems, International Information
Technology University (Kazakhstan)

Young Im Choo — PhD, Professor, Gachon University (South Korea)

Tadeusz Wallas — PhD, University of Dr. Litt Adam Miskevich in Poznan (Poland)

Mamyrbayev Orken Zhumazhanovich — PhD in Information Systems, Deputy Director for Science, Institute of
Information and Computing Technologies CS MSHE RK (Kazakhstan)

Bushuyev Sergey Dmitriyevich — Doctor of Technical Sciences, Professor, Director of UnoKTOp TeXHHYECKHX Hayk,
npodeccop, aupekrop Ukrainian Association of Project Management UKRNET, Head of Project Management Department,
Kyiv National University of Construction and Architecture (Ukraine)

Beloshitskaya Svetlana Vasilyevna — Doctor of Technical Sciences, Associate Professor, Professor of the Department of
Computing and Data Science, Astana IT University (Kazakhstan)

EXECUTIVE EDITOR
Eraly Diana Ruslankyzy — International Information Technology University (Kazakhstan)

«International Journal of Information and Com ication Technologies
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)
Owner: International Information Technology University JSC (Almaty).
The certificate of registration of a periodical printed publication in the Ministry of Information and Social Development of the Republic
of Kazakhstan, Information Committee No. KZ82VPY 00020475, issued on 20.02.2020.
Thematic focus: information technology, digital technologies in the development of socio-economic systems, information security and
communication technologies
Periodicity: 4 times a year.
Circulation: 100 copies.
Editorial address: 050040. Manas st. 34/1, Almaty. +7 (727) 244-51-09). E-mail: jjict@iitu.edu.kz
Journal website: https://journal.iitu.edu.kz
© International Information Technology University JSC, 2022
© Group of authors, 2022




MA3MYHbI

BAFJAPTAMAJIBIK KAMTAMACDI3 ETY/I 93IPJAEY KOHE
BIJIIM UH)KEHEPUSICbI
Kamkpiubaii C.M.
ROBOTIC PROCESS AUTOMATION (RPA) )KYMEJIEPIH B3HECTE

KOJIITAHY. ...t e et eses s e seeeerennans 8
Hpexenona A.C., Kymapra3zanosa C.K.

SMART UNIVERSITY YIIIH KEHEUTUITEH HIBIHABIK MOAVIL................... 22
Capcenoek K.

BEMHE OMBIHJIAPIAFBI OPEKET CLIEHAPUIJIEPIH MOJIEJIBAEY

YIIIH AGOEKTUBTI ECEINITEY OICTEPIH KOJITAHY.....ooovveeeeeeeeeeereeen. 34

HHOPOKOMMYHUKAHUSIBIK KEJIJIEP )KOHE
KUBEPKAYIIICI3AIK
Hacbui6oexoBa A.E., I. Khlevna
IMTACCHBTI OIITUKAJIBIK KEJIJIEPAET'T KBAHTTBIK KIJITTEPIHIH,
BOJIYIHIH KAYITICI3AIK TAJIIAYDBL....oooeoiieeeeeeeeeeee e 41
Baiitinec P.E., Omapos b.C.
MAIIMHAJIBIK OKBITY APKbIJIbI HECUE KAPTACBIHBIH, AJTASIKTBIFbIH

SUSATKEPIIK )KYHEJIEP
I'ampu X.A., Omapos b.C., Bohdan Haidabrus
PEHTTEHAIK CYPETTE IHEBMOHUAHBI AHBIKTAV/IbIH TEPEH,

OKY ©JICTEPIH CAJIBICTBIPMAJIBI TAJIHAY....ccocoiiieieienieieeienceeeeeeeeeeen 70
Karpmap A.b.

SHEPTETHUKAJIBIK KELIEH/I ¥YUBIMJIACTBIPYFA [TUDPIIBIK
HIETHIMIAEPIIH ©OCEPL........cciiiiiiiiieieneecet ettt 84

9KOHOMMUKA /KOHE MEHE/UKMEHTTEI'T HU®PJIbIK
TEXHOJIOT'USAJIAP
JayroexoBa b.
HAIIIA, AJIKOI'OJIb, IIBIJIBIM TTAMJAJTAHY CEKUIJII JIEHCAYJIBIKKA
3USAH OPEKETTEPAIH KASAK MEJIMACBIHJIATbI ITPOITATAHJIACHI:
KA3AKTUIAI MHTEPHETTEI'T EH KOIT KAPAJIFAH BEB CEPUAJIIAP/BIH,
MBICATIBIHIIA ... oottt ettt ettt et ente s ene e e eas 93



COAEPKAHUE

PABPABOTKA ITPOI'PAMMHOI'O OBECIIEYEHUSA 1 UH)KEHEPUS

3HAHUI
Kamkeinoaii C.M.
MNPUMEHEHUWE CUCTEM ROBOTIC PROCESS AUTOMATION (RPA)

B BUBHECE........coiiiiiiiiteteeee ettt ettt s

HypexenoBa A.C., Kymapra:xxanosa C.K.

MOJYJIb JIOIIOJIHEHHOM PEAJIBHOCTU J1J151 SMART-YHUBEPCUTETA...22

Capcenoek K.
HUCIOJIB30BAHUE METO/IOB AO®EKTUBHbBIX BHIYMCIIEHWN U1

MOJIEJIMPOBAHUS CIIEHAPHMEB JEMCTBUI B BUJIEO UTPAX................

HH®OKOMMYHUKAIUOHHBIE CETHU 1
KUBEPBE3OIIACHOCTb
HacbuioexoBa A.E., I. Khlevna
AHAJIN3 BE3OITACHOCTHU PACIPE/IEJIEHUSI KBAHTOBBIX KJIFOUE

B ITACCHUBHBIX OIITUUECKUX CETAX.....coiiiiiiiiiiieiieeeeeeeeee

Baiituaec P.E., Omapos b.C.
BbISIBJIEHUME MOIIEHHUYECTBA C KPEAUTHBIMU KAPTAMU

C UCTIOJIbB3OBAHWEM MAHINMHHOI'O OBYUEHMUS........cooiiiiiiiiiiiiiicee

UHTEJUIEKTYAJIbHBIE CUCTEMbI
I'ampu X.A., Omapos b.C., Bohdan Haidabrus
CPABHUTEJIbHBIN AHAJI3 METOJOB INTYBOKOI'O OBYYEHUS J1J151

BbIABJIEHMA ITHEBMOHUU HA PEHTTEHOBCKUX N30BPAXKEHUAX.....

Karpimmap A.B.
BJIMSIHUE LIU®POBLIX PELIEHWIM HA OPTAHU3AIIAIO

OHEPTETUYECKOI'O KOMIIIEKCA.........coiiiiiiiiiiieieneeeeeenieseeee e

HU®POBBIE TEXHOJIOI'U B PABBUTHUU
COINO-9KOHOMHNYECKHNX CUCTEM
JayroexoBa b.
IMPOBJIEMATHUKA TTPOABIKEHW S JECTPYKTHBHOI'O ITOBEJAEHU A
B KA3BAXCKHUX CMU: TTPOITATAHJIA YIIOTPEBJIEHU A AJIKOI'OJIA
U TABAKA: HA TTPUMEPE CAMBbBIX ITPOCMATPHUBAEMbBIX

BEB-CEPHAJIOB B KABAXCKOM CEI'MEHTE MHTEPHET..............ccccoee.

.93



CONTENTS

SOFTWARE DEVELOPMENT AND KNOWLEDGE
ENGINEERING
Kashkynbay S.M.
APPLICATION OF ROBOTIC PROCESS AUTOMATION (RPA) SYSTEMS

IN BUSINESS ...ttt st

Nurekenova A.S., Kumargazhanova S.K.

AUGMENTED REALITY MODULE FOR SMART UNIVERSITY.......ccccceeuennee.

Sarsenbek K.
USING AFFECTIVE COMPUTING METHODS TO SIMULATE

ACTION SCENARIOS IN VIDEO GAMES.......cccooiiiiiininieeneceeeeeneeeeee e

INFOCOMMUNICATION NETWORKS AND CYBERSECURITY

Nasylbekova A.E., I. Khlevna
SECURITY ANALYSIS OF THE DISTRIBUTION OF QUANTUM KEYS

IN PASSIVE OPTICAL NETWORKS......ccoiiiiiiiiinieeneeeceeeceerese e

Baitiles R.Ye., Omarov B.S.

DETECTING CREDIT CARD FRAUD USING MACHINE LEARNING............

INTELLIGENT SYSTEMS
Gamri K.A., Omarov B.S., Bohdan Haidabrus
COMPARATIVE ANALYSIS OF DEEP LEARNING METHODS FOR

PNEUMONIA DETECTION ON X-RAY IMAGES.......cccccoiiiiininieenenieeeeeen

Zhagypar A.B.
THE IMPACT OF DIGITAL SOLUTIONS ON THE ORGANIZATION

OF THE ENERGY COMPLEX......ccooitiiiiininiiieneneeeetese et

DIGITAL TECHNOLOGIES IN THE DEVELOPMENT
OF SOCIO-ECONOMIC SYSTEMS
Dautbekova B.
PROBLEMS OF PROMOTION OF DESTRUCTIVE BEHAVIOR
IN THE KAZAKH MEDIA: PROPAGANDA OF ALCOHOL AND TOBACCO
USE: ON THE EXAMPLE OF THE MOST VIEWED WEB SERIES IN THE

KAZAKH SEGMENT OF THE INTERNET.......ccccociiiiiiiiiiincceeen

.22



BATJAPIAMAUJIBIK /KACAKTAMAHBI 93IPJIEY
7KOHE BUUIIM NH)KEHEPUSICbI

PA3PABOTKA ITPOI'PAMMHOI'O OBECIIEYEHU A
U UH)KEHEPUA 3HAHUI

SOFTWARE DEVELOPMENT AND KNOWLEDGE ENGINEERING

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 3. Is. 4. Number 12 (2022). Pp. 8-21

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/IJICT.2022.12.4.001

YK 004.424

APPLICATION OF ROBOTIC PROCESS AUTOMATION
(RPA) SYSTEMS IN BUSINESS

S.M. Kashkynbay

Kashkynbay Sultan Muratuly — Master of the Kazakh National University named after Al-Farabi,
Faculty of Information Technology, majoring in information systems.
E-mail: 87053811230s@gmail.com

© S.M. Kashkynbay, 2022

Abstract. As one of the most popular fields in the field of management, business
process management has witnessed many advances in academic research, while
applications in the industry still provide various progressive methods that contribute
to the formation of business process management. From the very beginning of the
business process, management efforts began to materialize in the modeling and analysis
of business processes, and then the business process model is tracked and controlled
by business process monitoring tools. In addition, the result of the business process is
ultimately evaluated by business process analysis technologies. To solve the problem
of large investments in business process management systems, a solution called
RPA (Robotic Process Automation) was proposed. RPA focuses on automating the
original business process, which does not incur the costs required for business process
reengineering. The goal of RPA is to free people from tedious and repetitive tasks so
that they can concentrate more on difficult tasks. Thus, higher productivity and lower
costs can be achieved. RPA is like a set of tools for simulating user actions in computer
systems. A piece of software usually interacts with graphical user interfaces, performing
processes that a user will perform on systems. This approach has proven to be one of
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the most famous and amazing methods to quickly increase the efficiency of repetitive
business processes. The purpose of the article is to highlight the importance of user
participation in an RPA application because the involvement of RPA users has a positive
effect on both perception and further intention to use RPA.

Keywords: RPA system, technological simulation, automation, software, business
process management, information systems

For citation: S.M. Kashkynbay. Application of robotic process automation (rpa)
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ROBOTIC PROCESS AUTOMATION (RPA) )KYWEJIEPIH BU3HECTE
KOJIJAHY
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AHHoTanusa. MeHeDKMEHT cajlachlH/Iarbl €H TaHbIMAJl cajlaiaplblH Oipi peTiHIe
Ou3Hec-mporiecTepai Oackapy axaJeMHUsUIBIK 3epTTeyleple KONTereH KeTiCTIKTepre
JKETTI, aJl canaJarbl KOCBHIMIIIaiap i Je Ou3Hec-TporecTepai 0ackapyabl KalbITac-
THIPYFa BIKIAJNl €TETiH SPTYPIi MPOTPECCUBTI 9MiCTEPi YChIHAILL. bu3Hec-mpomecTiH
OacranybIMeH KaTap OW3HEC-TIpOIeCTepli MOJEbACY MEH Taijgayda 0ackapy KyIi-
Kirepi Kysere aca 0acTajipl, COJlaH KeHiH OM3HEC-TIPOIIeCTiH MOJIENi OM3HEC-TIpOoLIeCTEP Il
0aKplIay KypasgapbIMeH OakblIaHATBIH OOJIbI. Al OM3HEC-TPOIECTIH HOTIKECI eH
COHBIHJIa OW3HEC-TIPOIECTepAl Tajnay TEXHOJOTHJIapbIMeH OaramaHaipl. busHec-
mporecTepi Oackapy jKyienepiHe YIKEH WHBECTHIUS Cally MOCENECiH MIelry YIIiH
RPA (Robotic Process Automation) nem aranarsiH memiM yCoiHBUIIBL. RPA OusHec-
MIPOLIECTEPIH PEMH)KHHUPHHTIHE KAKETTI IIBIFBIHIAPABI Tajam eTHeHTiH OacTarKpl
OM3HEeC-TIPOIIeCTi aBTOMATTaH bIpyFa OarbiTTanraH. RPA makcarel — amammapnabl Ma-
HBI3/IbI TarchIpMaliapFa KeOipeK MIOFBIPIAHABIPY YIIiH JKaJbIKTHIPAThIH KOHE KaiTa-
JIAHATHIH TarnchlpManapaan Oocary. Ocbliaiilia, XOFaphl OHIMIITIKKE XOHE TOMEH
IIBIFBIHAAPFA KOJI )KeTKi3yre Oomaael. RPA koMIbroTepIIik sKkyiieneperi naiaananyst
OpeKeTTEepiH UMHTAIMSITAYFa apHAIIFaH Kypasap )KUbIHTHIFbI CUSKTHL. barmapiamanbik
KypaaplH Oip Geliri oferre rpaduKalblK Maigananymsl HHTepdeicTepiMer apeKeT-
Tecel, maiIananymibl Kyleiaepae OpbIHIANTEIH MpoIecTep Al OpbIHIaiabl. by Tocin
KaliTaJaHaThIH OM3HEC-TPONIECTEP/IiH THIMILIITIH KbUIIAM apTTHIPYJABIH €H TaHBIMAI
JKOHE TaHFa)KaWbINl OMICTEpiHiH Oipi Oosbim TaObuIaAbl. MaKallaHBIH MaKcaThl Taii-
nananymbeiHBIH RPA KOCBHIMIIIACKIH KOJJAHYBIHBIH MAaHBI3IBUIBIFBIH KOPCETY OOJIBII
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TabbLIa kI, ce0eOi o RPA maiiananyibuiapbeiHa OH 9cep eTell JKOHE oJIapibl Y3IiKCi3
naiganaHyfa bIHTaJIaHIbIPAIbL.

Tyiiin ce3mep: RPA xyiieci, TeXHONOTHSIBIK MOJENBACY, aBTOMATTAHIBIPY,
OarapiaMaiblK KaMTaMachl3 eTy, On3Hec-IpolecTepai 0ackapy, aknapaTThiK XKyHenep

Joiiexco3 ymin: C.M. Kamkpia6aii. Robotic process automation (rpa) xyiienepin
ousnecte Konmany / XAJIBIKAPAJIBIK AKITAPATTBIK-KOMMYHUKAILUAJIBIK
TEXHOJIOTUAJIAP XXKXYPHAJIBL. 2022. Tom. 3. Is. 4. Hemipi 12. 8-21 Get (opsbIc
timinzge). DOL: 10.54309/1J1CT.2022.12.4.001.

INPUMEHEHHUE CUCTEM ROBOTIC PROCESS
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C.M. Kawikvinoau

Kamkpin6aii Cynran Mypartyibl — MarucTp Ka3aXCKOrO HallMOHAJIBHOIO YHUBEPCHUTETa MM. AJlb-
®apabu, paxynsreTa HHOOPMALMOHHBIX TEXHOJIOTHH 10 CIICIIMAIIBHOCTH NH()OPMAIIMOHHEIE CHCTEMEI
E-mail: 8§7053811230s@gmail.com

© C.M. Kamkpinb6ait, 2022

Annorauus. Kak ogHa w3 caMmblx MOMymasipHBIX cep B oOnacTu ympaBieHus,
yhnpaBieHHe OW3HEC-MPOLeccaMy CTajlo OYEBHALEM MHOTHX JOCTHKEHUH B
aKaJIeMHUYECKUX UCCIEOBaHUIX, B TO BPEMs KaK HMPWIIOKECHUSI B OTPACIH €lIe JafoT
pasHble MPOTrPEeCCHBHBIE METOABI, YTO CIOCOOCTBYIOT (POPMUPOBAHHUIO YIPABICHUS
omsHec-npoueccamu. C camMoro Hauana OW3HeC-TIpolecca YIpaBICHUECKUE YCHIIUS
CTalld MaTepUalM30BbIBATHCS B MOJCIUPOBAHUM M aHaIHM3e OH3HEC-NPOLIECCOB,
3aTeM MOJeNb OHM3HEeC-TpoLecca OTCISKUBACTCS U KOHTPOIUPYETCS MHCTPYMEHTAMH
MOHHUTOpPHHTa OU3Hec-mpoueccoB. M pesynbrar OM3Hec-npouecca B UTOre OLEHUBACTCS
TEXHOJIOTUSAMH aHalu3a OM3Hec-npoueccoB. [ pereHus 3a1a41 O0IbIINX BIOKEHHHN B
CHCTEMBI YIIpaBJICHHsI OM3HEC-POoLeccaMy ObUIO MPEIOKEHO PELICHHUE [10]] Ha3BaHHEM
RPA (Robotic Process Automation). RPA ¢okycupyercsi Ha aBTOMaTu3auy HCXOAHOTO
Ou3Hec-mpouecca, 4ro He TpeOyeT 3arpaT, HEOOXOOMMBIX MJsl PEHMHXHHUPHUHTA
ousHec-npoueccoB. Llenb cratb — 0003HAYNUTH 3HAYMMOCTD YYaCTHs MOJIb30BaTEIeH
B mpuinokeHnn RPA, moromy kak BoBieueHue mnonb3oBareneii RPA mosutuBHO
BO3/ICHCTBYET KaKk Ha BOCHPHUSTHE, TaK U Ha JaJbHEHIee HaMEpEeHHE HCIIOIb30BaTh
RPA. Takum o0pa3oMm, MOXKHO AOOWUTBCS Oojee BBICOKOW MPOM3BOAMTEILHOCTH H
Oonee HU3KMX 3arpar. RPA 310 kak Habop MHCTPYMEHTOB AJISI UMHUTALUM ACHCTBUN
MOJb30BaTENsl B KOMIBIOTEPHBIX cHCTeMax. YacTb MpOrpaMMHOIO oOecreueHHs
OOBIYHO B3aUMOJICHCTBYET € TpaUueCcKUMH IOJIb30BATEIbLCKUMUA HHTEpQercami,
BBIMOJTHSIS IPOLIECCHI, KOTOPBIE MOIb30BaTeNb OyIET BBIOIHATE C CUCTEeMaMU. J{aHHbIH
MOAXOJ OKA3aJICsl OAHUM M3 CaMbIX 3HAMEHHUTBIX U NU3YMUTEIBHBIX METOOB OBICTPOTO
yBenrueHHus 3P PEKTUBHOCTH MOBTOPSIFOIIUXCSI OM3HEC-TPOLIECCOB.

KiroueBsble cioBa: cucrema RPA, TexHomornueckass UMUTaLus, aBTOMaTH3aLus,
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[10, ynpasnenue OuzHec-nporeccaMu, HHPOPMATHOHHBIE CUCTEMBI

Jass murupoBanusi C.M. Kamkem6aii. Ilpumenenue cuctem robotic
process automation (rpa) B Omsuece // MEXJIYHAPOJHBIN JXYPHAIJI
NHOOPMAILIMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOT MIA. 2022. Tom.
3.1s. 4. Homep 12. Ctp. 8-21 (Ha pycckom si3bike). DOIL: 10.54309/1J1CT.2022.12.4.001.

Brenenmne

RPA — »T0 TexHOJOTHUYECKass UMUTAIIMSI YEIOBEKa-pa0OTHUKA C IETbI0 OBICTPOit
U peHTAaOCJIbHOW aBTOMAaTH3allMM CTPYKTYPUPOBaHHBIX 3amad. Jlaxke eciii TepMuH
«po0OT» BBI3BIBAET Y HAC MPEJCTABICHUE 00 JICKTPOMEXAaHUYCCKUX MAITMHAX, BAXKHO
3HaTh, 4T0 RPA He sBisiercs ¢uszmyeckuM poOOTOM, 3TO MPOrpaMMHOE pEIICHUE,
KOTOPOE HACTPOCHO JUIS BBIMOJHEHHS MOBTOPSIONIMXCS pabouyux 3a1a4 ¥ MpoIeIyp,
KOTOPBIC UCTIONB3YIOTCS, 1Sl OBITH CACIAHO JIFOIbMH.

RPA TexHomoruss ocHOBaHAa Ha NPOTPAMMHBIX HHCTPYMEHTAX, KOTOPbIE MOLYT
MMUTHPOBATh TIOBEJACHHUE YEJIOBEKA JUIS TOBTOPSIOIIUXCS W HE JIOOABISIONIMX
LIEHHOCTH 3aJa4, TAKUX KaK IMOJCKa3Ka, KOMUPOBAHUE, BCTABKA, U3BJICUCHUE, CIUSHUC
U IEpEeMEILEHUE TaHHBIX U3 OJHOU CUCTEMBI B IpYTryt0. OCHOBHBIMU MPEUMYIIIECTBAMU
RPA sBnsitoTcs CHUKEHHE 3aTpar, YBEIMYEHHUE CKOPOCTH IIPOLIECCOB, YMEHBIICHUE
KOJIMYECTBa OIMMOOK W TIOBBIINICHUE MPOM3BOAUTENbHOCTH. Korma nerno moxomuT 1o
MIPUHSTHUS pelieHus 00 ucnonb3oBanuu RPA, KOMITaHUY TOJIKHBI YYUTHIBATh, 4T0 RPA
OOJIBIIIE TOJIXOIUT ISl CTAHAPTU3UPOBAHHBIX 33]1ad OOJIBIIOT0 00beMa, YIPABISAEMBIX
MpaBUJIAMU, TAE€ HET HEOOXOIMMOCTH B CyOBEKTHBHBIX CYXKJICHHSX, TBOPYECTBE HIIU
HaBbIKaX WHTepHpeTanuu. busHec-mporecchl 03K-ouca, Takue KakK KpPEAUTOPCKas
3aJI0JKEHHOCTb, JIEOUTOPCKAs 3aJJ0JKEHHOCTh, BBICTABJICHHE CUETOB, KOMaHIMPOBKU
U Pacxoibl, OCHOBHBIC CPEJCTBA U YMIPABICHUE TMEPCOHAJIOM, SBISIOTCS XOPOIIMMH
kaHgunatamu Juisi RPA. Takxke O03k-oucHash 4YacTh TPOIECCOB OOCITY)KMBaHUS
KJIMEHTOB.

Uto KacaeTcs peanu3alii, BaXXHO Y4YUTHIBaTh, 4TO0 RPA He XpaHUT HUKAKUX
TpPaH3aKIMOHHBIX JIAHHBIX W He TpeOyer Oas3pl naHHbIX. RPA Haxomurcs moBepx
CYIICCTBYIOIIMX CHUCTEM M TIOIyYaeT JOCTYN K 3TUM IardopMaM depe3 ypOBCHb
npenacrarieHusi. Pemenuss RPA He TpeOyrOT HaBBIKOB MPOrPaMMHUPOBAHUS IS
HACTPOMKHU MporpaMMHOro oOecrieueHus, TMOCKoIbKy uHTepdeiickt RPA paborator
TaK e, Kak nakerbl MoxenupoBanus BPMN, myTtem mepeTackuBaHuUs, OIMyCKaHUS U
CBSI3BIBaHMS 3HAUKOB. BpeMst u ycuiust, HeoOxoaumble it BHeIpeHus: RPA, 3HaunTeIbHO
MEHbIIIE, YeM JJIs TaKUX TEXHOJIOTMH aBToMmarm3anuu, kak BPMS. Kak moka3biBaeT
TEMaTHYEeCKOE HCCIEIOBAHUE, OCHOBHBIM IMpeumyiiecTBoM RPA sBisieTcsi CHUXKEHUE
3aTpaT 3a CUeT MOBBIIICHUS MTPOU3BOAUTENLHOCTHU. [Ipyrue npeuMymiecTBa, Takiue Kak
ruOKOCTh Tpollecca, CBsi3aHbl ¢ KoH(puryparueir RPA, MOIIHOCThIO 000OpYIOBaHUS
YU BPEMEHEM OTKIIMKA TMPWIOKEHHUH, K KOTOPhIM POOOT JOJKEH MOJYYUTh IOCTYIL.
CHmxeHrne OmMOOK TaKXkKe SBISETCS MEPOH, KOTOpas, XOTsS M He Oblla M3MepeHa B
TEMaTUYSCKOM HCCIICIOBAaHUH, MOXKET OBbITh yiydiieHa ¢ momonibio RPA (Santiago
Aguirre, 2017).
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MarepuaJibl 1 METOBI

HazBanue «RPA» BnepBbie ObUIO BBEICHO OTpaciieBbIMHU NpakTHkamu. Ha camom
nene pasputue RPA kak B Hay4YHBIX Kpyrax, TaKk M B MPOMBIIUICHHOCTH HAaXOIUTCS
Ha paHHEeW cragud, a OOIICNPUHSTHIE OIpPEACTCHUsS W KOHLENIWH, CBSI3aHHBIC C
RPA, nenonnel. B 3TOi cTaThe MepecMOTPEHBI Pa3IMUHbIE ONPEETIECHUS U3 Pa3HbIX
HCTOYHHMKOB, YTOOBI MOHATH IBONIONMI0 RPA. B MpOMBIIIIEHHOCTH CHEIHAINCTHI-
MIPAKTHKH TOTYYaroT cBou omnpenenennus «RPA» B mepByto odepesib HETOCPEICTBEHHO
u3 JIedcTBH 10 npuMeHeHuto u Hactpoiike 1O (mporpammuoro obecreuenus) RPA.
Takum oOpazom, OonpmMHCTBO omnpeaeieHuii «RPA» mo co3maHuio OMMCHIBAIOT
atpuOyThl 110 (Tporpammuoro obecneueHust) RPA. 1 »Tu onpenenenus ykas3bIBaioT,
B MEpPBYIO o4epelb, Ha To, yTo «PoboToTexHnka» B «PoOOTOTEXHHMKE aBTOMAaTH3alH
IIPOIIECCOB» HE OTHOCUTCS K YYacTHUIO (PU3UYECKHX POOOTOB, a MPUYHCISIETCS K
OMpeJICIICHHBIM MporpaMMHbIM cpezicTBam it BPA (Business Process Automation).

Haubonee pacnpocTpaHeHHbIE TPOLECCHI, peann3yeMble CeroHs ¢ ToMolbio RPA,
BKJTIOUAIOT aJIMHHHUCTPATHBHBIE TPOIECCHl 03K-oduca u paboune mpormeccs B chepe
UT, ¢punancos, 3aKynoK U ynpapieHUs IEPCOHAIIOM, a TaK)Ke OTPACIICBbIC ONEPaIlH B
0OaHKOBCKOM JIeJie, CTpaxOBaHUH ¥ UnoTeke. JI1o0oii On3Hec-mporecc, KOTOPBIH NMeeT
IUPPOBYIO HHPOPMAIIHIO B CTPYKTYPHPOBAHHOM (popMare, a TAaKKe CTPYKTYpy IPaBHII,
OCHOBaHHYIO Ha JIOTHKE (€CIIM-TO), 0OBIYHO MPECTABISICT COO0H pa3yMHbII apryMeHT,
KOTOPBIN CIIeyeT paccMarpuBath ajsi RPA.

[To manabM MHCTHTYTa POOOTH3MPOBAHHON aBTOMATH3alMU MPOLIECCOB U HCKYC-
cteenHoro umHTewiekra (IRPAAI), «poOGoTrm3mpoBaHHAs aBTOMATH3AIUs ITPOIIECCOB
(RPA) — »3T0 nprMeHeHHe TEXHOJIOTHH, KOTOpast TO3BOJISIET KOMITBIOTEPHOMY ITpOrpam-
MHOMY 00€CIIEYeHHUIO WITH «POOO0TY» 3aXBaThIBATh U HHTEPIIPETHPOBATH CYIIECTBYFOIINE
NPUIOKEHHS JUIsI O0pabOTKHM TpaH3aKIMid, MaHHITYJIUPOBAHMS JIAHHBIMH, 3aITyCK
OTBETOB U CBSI3b C APYTMMHU HU(POBBIMU CUCTEMAMI.

RPA npuBiexaer mporpaMMHBIX POOOTOB ISl BHITIOJTHEHHS CIOKHBIX BIOKEHHBIX
MPOLIEAYP, KOTOPBIE IEPECEKAIOTCS C HECKOJIILKUMH MPUIIOKEHUSIMH U B3aUMOCHCTBYIOT
C OTUMH CHUCTeMaMH Oe3 HEOOXOIMMOCTH CO3[aBaTh CIIOKHBIC M KECTKHE MEXKCH-
creMHble MHTEpdEeichl. X0TS POoOOTHI MOTYT OBITh HACTPOCHBI ISl TIPSIMOTO B3aMMO-
JEeWCTBUS ¢ NPUWIOKEHUSIMH Yepe3 CYIIECTBYIOIINE HHTepEichl MPUKIaAHOTO MPOT-
pammvupoBanus (API), atu mmardopmsl B paBHOW CTENEHHM MOTYT paboTarh depe3
rpaduueckue nHTEpQErCch cucTeM, BKIIIoUast Be0-Opay3epbl 1 TePMUHAIBHBIC CEaHCHI
Citrix. D10 03HadaeT, YTO pOOOTH3MPOBAHHAS ABTOMATU3AINS MOXKET OBITh pa3BepHyTa
32 OTHOCHTEIBHO KOPOTKHH IEpUOJ] BPEMEHH, H3MEpSEMbId IHAMH W HENEISIMHU,
BMeCTO OoJiee TSKEIbIX, TPAIUIIMOHHBIX YCUIHA 10 mporpamMmmupoBanuto UT, korto-
pBIE MOTYT 3aHSTh MECSIIBI H TOTPEOOBaTh TOPa3o OONBIINX MEPBOHAYATBHBIX HHBEC-
TUIMHA. DTO JIeNaeT NPOrpaMMHBIX pOOOTOB MPHUBJIEKATEIBHBIM CIIOCOOOM CHUKEHHS
AKCILTYaTaIMOHHBIX PACXOI0B, 0COOEHHO B PAMKaX IMTOBTOPSIIOIINXCS IPOIIECCOB, OCHO-
BaHHBIX Ha MMPaBHJIaX, KOTOPhIE HE MPHUBICKIN BHUMAHHS TPOLUIBIX YCUIHN 10 aBTO-
MaTH3allMd MEXIy CUCTeMaMH cO CTOpoHbl UT-crenuanucToB u 3aMHTEPECOBAHHBIX
CTOpOH OM3HEca.

OnHako, HECMOTpS Ha TPUBJIEKATEIBbHBIA MOTEHIIUAI, B CETOIHSIIHUX MPOIYKTaX
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RPA ecTb 3aMeTHBIE TEXHUUECKHE OTPaHUUYEHHS], KOTOPbIE HE MO3BOJISAIOT PEeaIn30BaTh
MOJHYIO LIEHHOCTh MPoekToB RPA. DT npobieMbl BKIIOYAIOT B ceOsl:

* [IpeoOpazoBanue HeLM(POBBIX BXOJHBIX AaHHBIX Ipoliecca

* Bo3MOXHOCTBUIEHTU(UIMPOBATH LIEIEBLICTIONS IAHHBIX BHECTPYKTY PUPOBAaHHbIX
(hopmarax TOKyMEHTOB.

* CocoOHOCTh OTHOCHTENBHO JIETKO NPHUCIOCAONMBATBECS K H3MEHSIOLIMMCS
MpaBUJIaM MM OM3HEC-TIOTHKE.

* [lomy4yenue nHpOpMaMu U3 AaHHBIX 00 3(PPEKTUBHOCTH TPAH3AKLUUN B paMKax
POOOTH3MPOBAHHOTO IIpOLIECCa.

* CrocoOHOCTh HWHTEPIPETHPOBATH KOHTEKCTyaJIbHOE TIOHMMaHHWEe HaOOpOB
WHCTPYKLUI 10 poboTtuzupoBanHoi aestenbHocTH (Williams, 2017).

RPA MoskeT mpuBeCTH K TOBBILICHUIO 2Q(PEeKTUBHOCTH 1 KaueCcTBa JaHHBIX B OU3HEC-
mpoleccax, CBA3aHHBIX € KaHLENspckol paborol. B Hacrosimiee Bpems CyIIeCTBYeT
MHOXECTBO KOMMepuecKkux pernennii RPA, takux kak Automation Anywhere Enterprise
RPA u UiPath Enterprise RPA Platform, xoTopbie mpeaocTaBIsiFOT BO3MOXHOCTH IS
CO3JIaHUs CIIEHApHEB KaK C TTOMOIIBIO MTOIXOI0B 3aIMCH U BOCIIPOM3BEICHHS, TaK U C
MTOMOIIBIO PYYHOTO KOIMPOBAHUS.

OOBIYHO pa3MUYalOT /B2 OCHOBHBIX THMA CLEHAPHEB HCHONb30BaHMs RPA:
oOciry>)kuBaeMble U aBTOMaTHueckue. B ympasnsemoil aBromaruzanuu OOT 1OMOTraeT
0JIb30BATEIIO BBIIOIHATh €0 MOBCEJHEBHBIE 3a1aul. Bo BpeMs cBOEro BBIMOJIIHEHMS
00T MOXXET NPUHMMAThb BXOJAHBIE JAHHbBIE OT IOJb30BAaTENs, €r0 MOXHO IPEpBaTh,
MIPUOCTAHOBHUTH WM OCTAaHOBUTH B JI000M MoMeHT. Ob6cayxuBaeMble OOTHI OOBIYHO
paboTaloT Ha JIOKATBHBIX MAIlMHAX M YNPABISIOT TEMH JKE MPHUIOKEHHSIMH, YTO H
M0JIb30BaTeNb. X MOXKHO MCIIONIB30BaTh JJIsl aBTOMATU3aLMH TTOAIPOrPaMM, KOTOphIe
TpeOyIOT TMHAMHUYECKOTO BBO/A, UEIIOBEYECKOTO CYKICHMS MM, KOTZa TIOANporpaMma
MokeT uMeTh uckioueHus (Leno et al., 2020).

Muorune RPA wumeror Oonblmue W OYCBHAHBIC IPEHMYIIECTBA, HO TaKXke U
orpanuyeHus. BOTbl MOTYT cie0BaTh TOJBKO JIOTHYECKUM IpOIieccaM, OCHOBAaHHBIM
Ha mpaBwiax. OHM He BUAAT 3aKOHOMEPHOCTEH B JaHHBIX W HE H3BIIEKAIOT
CMBICNT W3 H300pakKeHWH, Tekcta Wiu peud. l[Iporpammuoe obecneyenne RPA
3aIporpaMMHUPOBaHO Ha 00pabOTKy TakuxX (YHKIH, KaK PErHCcTpaLus, BEICTABICHHE
CUCTOB WM Iepelada NaHHBIX, Oe3 NOHUMAaHUS MX JIOTMKU. McuepmaB MHorue
MaJIOIEHHBIE BO3MOXXKHOCTH, JOCTYITHBIE Olarojiapst Takoil MpPOCTOH aBTOMAaTH3alluU
Ha OCHOBE 3aj[a4, OPTaHM3aLMU TENepb CTPEMSTCS BHEAPATH PEIICHUS CIIETyIOIIEro
nokosieHus1. OHU UCTOJIB3YIOT HECKOJBKO MEPETOBBIX TEXHOJIOTHI U HAayKy O JAHHBIX,
TakuxX Kak Al, 4ToOBI cenare aBTOMaTH3aLuIo Oosiee pa3yMHON U IPUHOCUTDH OOJIbIIe
MoJb3bl OpraHu3anuy. HacTpoeHHoe TakuM 00pa3oM IMporpaMMHOE oOOecreueHHe
RPA cobupaer u oOpabarbIBacT JaHHBIC B COOTBETCTBHH C 00JIee TTPOABUHYTHIMH HITH
WHTEJUIEKTyallbHbIME TexHONorusiMu. Korna Al 3aBepiut paboty ¢ HeoOpaboTaHHBIMH
naHHbIMU, RPA oTnpaBisieT OTBETHI LI€JEBBIM CHCTEMAM.

47 % opranuzanuii yxxe oovenunnian RPA u Al B pamkax cBoeii cTpaTeru HHTEI-
JIeKTyaJbHOM aBTOMaTH3auuu. OHM cOO0IIAIOT 0 00JIee BHICOKOM YBEIMUEHHH J0X0/10B
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Ha CETOMHSIIHUI JEHb B pe3ylbTaTe UX aBTOMaTH3aluu, B cpeaHeM Ha 9%. Te, kto
ucrnoib3yet Tosbko RPA, coobmatot o pocte moxona Bcero Ha 3%.

Opranmsammu, coueratoniie RPA n Al, Taxoke cooOmiaroT o 0oiee BRICOKOM POCTe
JIOXOJIOB B pe3yJbraTe aBTOMATH3AIlMM IO CPAaBHEHHWIO C OPTaHU3aIUSAMH, KOTOpHIE
UCTONB3YI0T TObKo RPA (8,5 % mpotus 2,9 %). OHu Takxke J0OMBArOTCS OOJIBIIETO
YBEJIIMYCHHS YUCIICHHOCTH IEPCOHANa Kak B 03K-ouce, TaKk U B CBOMX OCHOBHBIX
ousHec-onepaiusax. O4eBUIHO, YTO PYKOBOIUTEIIN CYMTAIOT, YTO OHU MOTYYar0T OOJIBIIE
SKOHOMHYECKOHN BBITOJIBI U TIOBHIMIAIOT CBOK KOHKYPEHTOCIOCOOHOCTh, HHTETpUpYs Al
u RPA, a e ucnone3ys ux no oraensHocty (Delloite, 2019).

Wuctpymentst RPA momoraioT aBroMaTH3MpoBaTh OM3HEC-TIPOLECCHI C HCIIONb-
30BAaHMEM HECKOJBKMX TEXHOJOruMi. Bce Hauanoch ¢ yhnaleHMsl DKpaHa U HACTPOMKHU
pabouero mporecca s apromartuzaiuu nporeccoB BPO. TlosBieHue TexHOIOTUN
HUCKYCCTBEHHOI'O MHTEJUIEKTa MOMOIIIO MHCTpyMeHTaM RPA BKIIIOUMTH KOTHUTHBHBIC
acniektbl. RPA, Hapsiny ¢ Al, Teneps Ha3biBaeTcst «IHTeIIEKTyallbHAsS aBTOMATH3ALUS.

CornacHo peTHHTaM YBa)KaeMbIX aHAIUTHKOB, TakuX Kak Forrester u Gartner, UiPath
u Automation Anywhere sIBISIFOTCS AByMsI BEIyIIIUMH TIOCTaBIIMKamu ruiatgopm RPA.
Kak noka3aHo, OHM TIOIUIA Pa3HBIMU IYTSIMH U NPEBPATHIIUCH B JIYYIIHE TUIATPOPMBI
RPA, xoTOpBIC BUIHBI CETOTHS.

RPA mo3BosnsieT mporpaMMHBIM poOOTaM BBITIOMHATH 33724l Ha KOMITBIOTEPE TaK
ke, Kak 3To jienaet denoBek. Jlydmmii crioco0 BusyanusnpoBath RPA — mpencraBuTh
KOTO-TO, Pa0OTAIOMIET0 32 KOMIIBIOTEPOM M BBITIONHSAIONIIETO CBOIO TTOBCEIHEBHYIO
pabory, menKast SKpaHbl KOMIIBIOTEPOB, OTIPABIISS ICKTPOHHBIE TTUChMA U T.A. A UTO,
€CJIM KOMITBIOTEP HICJTKHET MBIIIBIO0, BBEJACT HEOOXOAUMBIC JAHHBIC U aBTOMATHYCCKHU
BBITIOJTHUT TY ke pabory? B aTom Ham momoraet RPA.

[IpeumymectBa RPA 3akimtodaroTcs B CIEAYIOMIEM:

¢ IloBpllIEeHNE MPOU3BOAUTEIBLHOCTH: MOXXHO HCKIIOUUTH OT 60 1o 90 % moBTO-
psronuxcst AedcTtBuii, a RPA yBelIMYUT NPOU3BOAMTENBHOCTh KaKJOIO0 M3 BalllMX
COTPYIHHUKOB.

* BrICTpble pe3ynbTaThl W BHITOABI B TEUEHHE TIO/Aa. bBICTpoe BHEApEHUE U
MOJTyYeHHUE Pe3yIbTaTOB — TiaBHOE oOemanue RPA, mOCKoIbKy MOXXHO MPUAYyMarh,
CIPOEKTHUPOBATH, pa3padboTaTh M pa3BEepPHYTH 3a HEJEINH, a He 33 MECSIIbl UIIU TOJIbI.

* Hwuskune HavampHBIC 3aTPaThl: KaX/aas U3 JHUIEH3UHA 00Ta JIelIeBle 0 CPAaBHEHUIO
C IPYTUMH MIPOTPAMMHBIMA HHCTPYMEHTAMH, & OOT MOYKET BBITOITHITH padOTy OT ABYX
710 Tpex SKBUBaJIeHTOB NoHOM 3ausAToCcTH (FTE), uTo 06ecneunBaeT HU3KME HauyaIbHbIE
3aTpaThl.

» CHmkeHHe 3aTpar Ha 00paboTKy: 3arparbl Ha 00pabOTKY PE3KO COKpAIIArOTCA,
MTOCKOJIBKY OOT CTOWT OT OJHOW TPETH /IO OJHOHM IMATOW CTOMMOCTH COTPYIHHUKA, B
3aBHCHMOCTH OT MECTOIIOJIOKEHHS.

* ViIydieHHOE KadeCTBO M TOYHOCTH: Balld OOTHI BBITIONHSIOT Ha3HAYCHHYIO
paboty co 100% TOYHOCTBIO, TEM CaMBIM COKpAIllasi KOJINYECTBO JJOPAOOTOK, KOTOPBIC
MOTYT MOTPEOOBATHCS.

* ViyumeHHoe cooTBeTcTBHe: neicTBusi RPA peructpupyrorcs u Moryt OBITh
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IIPOCMOTPEHBI B JIt000€ BpeMs. DTO JaeT BaM OOJIbIIIYIO CTEIICHb HAJ[30pa U KOHTPOJIsS
HaJl BalllUMH OMEPALUSIMU.

Bpl MOkeTe MONyYUTh ITH MPEUMYIIECTBA, UCHONB3Yys aABa THma RPA, xoTopsie
MOSIBIJTUCH JIO CHX IIOp: OJMH pa0oTaeT Ha BalleM pabodeM CTojie, a Jpyrol — Ha
cepsepe.

Tunvr RPA

VY Hac ecTb 1Ba BHima aBroMatu3anuu RPA, KoTopble OCHOBAaHBI Ha TOM, KaK HHC-
TpymeHT RPA momoraet Bam aBToMaTu3upoBarh. OJUH U3 HUX MOXOXK HA IMOMOIIHUKA,
KOTOPOTO MOYKHO BBI3BIBATH, YTOOBI IOMOYb BaM BBIIIOIHUTH 33J[a4H, a JPyTroid — 3TO
CBOETO POJia aBTOMATH3allks, KOTOpas B OCHOBHOM HCIIOJIB3YeTCs JJisi pabOThl B 03K-
oduce.

Asmomamuszayus npucymcmaeust

DTO MOMOIIHHUKH, KOTOPhIE Pa0OTArOT HA BallleM KOMIIBIOTEPE W TMOMOTAIOT Bam
BBITIONHSATD 9acTh 33124, KOTOPBIE BBI BRIMTONHsAETe. HanpruMmep, ecim Bl 0OBIYHO KOTIH-
pyeTe W BCTaBIsIETE MAHHBIC M3 OJHOTO MPUIOKCHHS B HECKOJIHKO TPUIIOKEHUHN, BBI
MOJKETE BBI3BAaTh CONpPOBOXKMaeMblii RPA, 4T00BI B3siTh Ha ceOsl TONBKO 3T HAOOPHI
neiicteuii. 3areM RPA Bo3Bpamaer BaM KOHTPOJIH IS BBITIONHEHHUS CJICTYIONIETO
Habopa 3a1au.

[IpucyrcrByromue pemieHusi N0 aBTOMaTU3alUU YCTAHABIUBAIOTCS Ha OTIEJbHbIC
paboune mecta. MlHOTIa 3TH paboYre CTOJBI pa3IMYaOTCs Pa3pelICHUEM, HAaCTPOMKAMHU
JUCIUIesT W JaKe BHIIEOKApTOH. DTO MOXKET MPHUBECTH K COOI C TOYKH 3PEHUS
aBTOMAaTHU3alliu Ha paboyeM CToJIe, XOTS Ha JPYTOM OH paboTall XOPOIIIO.

brnarogapsi 3ToMy AJIUTENbHBIC MOBTOPSIOIIMECS MPOLECCHI, KOTOPHIE BBIMTOJIHSICT
areHT, 3aMCHSIOTCS OJHHUM IEITYKOM MBIIH! DTO 3HAUYNTEIHHO COKpPAIIAeT BpPEMs,
HeoOXxoauMoe Juisi OOydeHMs BalllMX IpejcTaBuTesield. Takum oOpa3oM, ydactue B
RPA MoxeT cokpatuTh cpeaHee BpeMsi 00pabOTKH, yaydllias Ka4ecTBO 00CITy)KUBaHUS
KJIMEHTOB.

BbI ObI HCITONTB30BANIN TIOCEIIIAEMBIX OOTOB IO CIIEIYFOIIUM MPUYHHAM:

* 3amaun, KOTOpBIe TPeOYIOT B3aMMOICHCTBHS YEIIOBEKA C CHCTEMOHW B pealbHOM
BpEMEHU

* UTOOBI yBENWYHUTH TOBCEAHEBHYIO pabOTy BalllMX COTPYIHUKOB, MO3BOJSAS MM
JieNiaTh 3TO OBICTPEE U JTydlle

* UT0OBI MTOMOYP BaIllM COTPYIHUKAM TIOHSTH M BHEJPUTH aBTOMAaTH3AIHIO

Asmomamuszayus 6e3 npucmompa

Ecnu BaM He Hy>)KHO B3aMOJICHCTBUE ITPEICTABUTEIIS FITU pAO0UETo [T BBITIOITHEHUS
mporiecca, Bbl OOBIYHO MOXKETE 3aITyCTHTh IPOIECC Ha BHYTPEHHEM cepBepe. JTO
W3BECTHO, KaK aBTOMATHYECKas aBTOMAaTH3allMs, KOTOPYI0 MOXKHO HCIOJB30BaTh IS
aBTOMAaTHU3aIuu paboThl OIK-0dHca.

[Ipn aBTOMAaTHYECKOW aBTOMATHM3AIMHM pPabOUYHE IPOIECCHl 3aIyCKAIOTCS aBTO-
MaTHYECKA W BBINOJHSIOTCS Ha cepBepax. OObIUHO OHU paboTalT MO 3apaHee
YCTaHOBJICHHOMY TpaWKy ¥ TOCTYITHBI KPYyTIIOCYTOYHO M 0€3 BRIXOAHBIX. Hampumep,
BBl MOMKETE TPYIIUPOBATh CBOM cyeTa U 00pabdaThiBaTh WX B OINPEICIICHHOE BpeMs B
TeueHue Ausl. [1o3xke 00T OTIPaBUT BaM OTYET C yKa3aHUEM CUCTOB, KOTOPBIE HE YIaI0Ch
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00paboTarh aBTOMaTHYeCKu. BBl MOKeTe MPOCMOTPETh OTYET M PadOTaTh TOJBKO C
TEMH CUETaMHU, KOTOpbIE TPEOYIOT BAIIEro BMEILATEIbCTRA.

OTH aBTOMAaTU3UPOBAHHBIC 3a7]a9l MOXXHO TUIAHHPOBATh MJIH 3aITyCKaTh Yepe3 IUC-
netyepckue. Bol MokeTe pacnpenensaTs 3a1a4u, HACTPAUBATh IPHOPUTETHI, YIIPABIISTH
odyepesiMH M BMEIIUBATHCS B Cliydae MpoOieM C TPOU3BOIUTEIBHOCTHIO uepes
JUCTIETYEPCKYIO.

OOBIYHO aBTOMATH3MPOBAHHAS AaBTOMATH3AIMS AT BaM OOJBIMHH KOHTPOJH
HaJl MPOLECCOM aBTOMAaTU3alMK. DTO CIEAyeT BalllMM MpaBWIIaM, YTOOBI 3aBEPIIUTH
[IpoLecC aBTOMATHUYECKU. Bbl Obl MCIONB30BaJIM aBTOMATH3aLMIO 03 MPUCMOTpa IO
CJIC/TYIOIUM MTPUYHHAM:

* 3amauu, KOTOPbIE CTPYKTYPHUPOBAHBI K MOTYT OBITH MOJIHOCTBIO COTIOCTaBIICHBI

* Uro0bl 3aMEHUTH LIEJIbIE POJIH, TAE ITO BO3MOKHO

* Jlns cOopa, COPTUPOBKH, aHANIM3a U PACIPOCTpaHeHUs! OOIbIINX 00bEMOB TaHHBIX

Bb1 MoeTe HCI0Ip30BaTh KaK aBTOHOMHY0, TAK U 00CITyKMBaEMYI0 aBTOMaTH3ALHIO
0 OTACITBHOCTH WIIM BMECTE, YTOOBI Peain30BaTh BAPHAHTHI UCIIOIB30BaAHUS, KOTOPhIC
JaI0T BalleMy OM3HECY SIBHOE MPEUMYIIECTBO. BOJIBIIMHCTBO JTy4IINX WHCTPYMEHTOB
JTAI0T BaM BO3MOXXHOCTH peann3oBarh 00a tiurna RPA. J/laBaiite paccMOTpyM J1Ba U3 HUX:
UiPath u Automation Anywhere — koTopblie Oyay HCHONB30BaThCS B 3THX MPOEKTaX
(Nandan Mullakara, 2020).

Po6oTtusupoBannas aBromaTtu3aius rnpoieccos (RPA) B mociennue roapl MpUBIeKIa
3HAUUTEJIbHbIC NHBECTULUHN OT MHOT'MX KOPIIOPaTUBHBIX OpraHU3alMid. DTO OTKPBUIO
MHOECTBO BO3MOXKHOCTEH JjIsl UCITOIb30BaHusl RPA, HE3aBUCHMO OT TOTO, SIBJISICTECh
JH BBl ONBITHBIM Pa3pabOTUMKOM, >KENAIOIIUM IOJYYUTh JOTIOJHUTEIbHbBIC LECHHBIC
HaBBIKH, WIHM IyMAeTe O TOM, YTOObI Ha4aTh CBOIO Kapbepy B KauecTBE pa3paboTuuKa
RPA (Husan Mahey, 2020).

[Ipornosupyercsi, uto RPA, B0O3MOXHO, aBTOMAaTHU3UpyeT BcEe OOBEMHBIE U
MOBTOPSIFOIIIECS JICHCTBUSI, OCHOBAaHHBIC Ha TIpaBWJIaX, KaK Ha BHYTPCHHEM, TaK
u Ha BHemHeM ypoBHe. OH OyaeT peryasipHO H3BICKAaTh AAaHHBIC U3 PA3IHYHBIX
HMCTOYHHUKOB WJIM COXPAHATh WX B HeoOxommmoi 6a3e manHbiX. K 2023 romy oH OyneT
HCTIOJIb30BAaTh KOTHUTHBHBIE CIOCOOHOCTH, YTOOBI BBIOMpPATh CIEAYIOUIYIO TOUKY
JISUCTBUS U3 OIPEJIEIICHHOTO CIUCKa BapuaHToB. Yepes necath geT RPA-npunoxenus
Oy/IyT MOJHOCTBIO UCTIONIb30BATh NCKYCCTBEHHBIH HHTEIUICKT JIJIsl TOMOIIH B O0YYEHHH
U CaMOCOBEpPIIEHCTBOBaHWU. Bce melicTBusi 03k-oduca OymyT oOpadaThIBaThCs OT
Hayaja o0 KoHIa 0e3 ydacTusi deioBeka. Iloka y Hac ecTh CIEIUaIMCTHI, TOTOBBIE
U CHIOCOOHBIE MPOEKTHUPOBATh, pa3pabaTbiBaTh, a Takke BHeIpsTh pemieHus: RPA B
0OIBIIMX MacITadax, 3TO TEXHOJOTHUIECKOE MPeACKa3aHne OyIeT JIETKO peaTn30BaHO.

Korna oOwrvsbIif oduc paccMarpuBaeT BO3MOKHOCTh BHeApeHuss RPA, mepsbrid
BOIIPOC, KOTOPBIA OH AOJDKEH 3aaaTh: «Kakue BHIBI AEATETBHOCTH 3aCIy>KHBAIOT
ABTOMATH3AIUH, & KAKHE PO eCCHOHATILHBIC POITU JJOJKHBI OBITH aBTOMATH3UPOBAHBI 7
Lenp aBrOMaTu3alMyu — 3HAYUTENBHO ONTHMHU3MPOBAaTh 3()(EKTHBHOCTH CPEIHETO
paOOTHUKA U [IOMOYb WJICHAM KOMAaHJbl CKOHLIEHTPUPOBATHCS Ha 00Jiee CIOKHBIX U
HWHTEPECHBIX acrneKkTax padoTsl. Kopoue roBopsi, aBTOMaTU3UPyHTE CKy4YHBIE 3aa4d
MO3BOJIBTE JIFOJSIM BBIMOJIHATH MHTEPECHBIC 3a1adl. Ha caMoM Jene MOKHO yBHIETb
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pe3kuii cOoi B HECKONBKHX MOApa3AeNieHHsIX oprannzanuu. Hanpumep, B Onmkaiimme
rogsl RPA mo3BonuT MuHMMH3HpOBaTh TpeOoBaHuUs K nepconany Ha 28—48 %. RPA
OCBOOOIUT HEKOTOPBIX YJICHOB KOMAaHIBI OT POJICH, CO3MAIONINX IOMOJHHUTEIBHYIO
LeHHocTh. Ha caMoM ziesie He Bce Ipolecchl 3acilyKUBatoT aBToMaru3anuu. Hanpumep,
OCHOBHOE BHHUMaHWe RPA [OMKHO yHemATbCS OTCIEKHBAHUIO J1€OUTOPCKON
3aJJOJDKEHHOCTH M €€ B3BICKaHHUIO B OyxranTtepun. Ero Taxke cieayer pa3BepHyTh LIS
yIpaBieHHs] BBOAOM JaHHBIX, a TAKXKe ISl IPOCMOTpa Mpu 00paboTKe 3aKa3oB.

JloBepue K TEXHOJOIMM HAYMHAET CTAHOBHUTHLCS BCE Oosiee 3aMETHBIM. TeXHOIOTHs
MOXET OBITb pa3BepHyTa Pa3IMYHBIMU CHOCO0AMH, TAKUMH KaK CO3JaHHE OOJIBIIOTO
o0beMa dJIEKTPOHHBIX ITHCEM U U3BJICUCHUE JaHHBIX U3 OTCKAHUPOBAaHHBIX IOKYMEHTOB
u PDF-¢aiinos. Mano toro, RPA MoxeT ObITh N0JI€3€H MPU CO3JaHUU U OTIPAaBKE KaK
CUETOB, TaK M KBUTAHIMH. DTO MOXET IIOMOUYb B NMPOBEPKE UCTOPUHU COTPYAHHUKOB U
aBTOMATH3alUK pacueTa 3apaboTHOM miathl. [10cKkoIbKY eAMHCTBEHHOH LEIBIO JTF000T0
Ou3Heca SBIsIeTCs MaKCUMU3alus npuobun, RPA MoXkeT moMoub B pacueTe CTOMMOCTH
3a cYeT aBTOMAaTHU3al1K Olleparyii mpojax. ITo He TOJIBKO FapaHTUPYET, YTO TPAH3aKLIUN
Oy/yT BBIIIOJHATHCS OBICTpEe, HO U ¢ OoJiee BBICOKOMH cTeneHbio TouHocTH. RPA Moxer
yIpaBsATh BCEM LUKIOM MPOJaK. DTO MPHUBEIET K 00Jee UCKIIOYUTENLHOMY OIBITY
paboThI C KIIMEHTaMU U YAYUIIEHHIO KOpIopaTuBHOU penyTtaiun. RPA Taxoke okazbiBaeT
BJIMSHUE Ha OONIACThb YNpaBJICHUsS JaHHBIMHU. TS Ha OrpOMHBII 00bEM JaHHBIX B
MHUpE, HEBO3MOXKHO TepeoleHUTh poinb RPA. OH MoxeT mosmydarh, HHTETPUPOBATH,
aHAJIM3UPOBATh U CUCTEMATU3UPOBATh OIPOMHOE KOJIMUYECTBO JaHHBIX, TEHEPUPYEMBIX
B OBICTPO MeHsIoLIEelCcs O13Hec-cpese.

Maino Toro, RPA mmeer BO3MOXXHOCTH YIYYIIUTH YIpPaBICHHE OOCITYKHBaHHUEM
KJIMEHTOB. 3/1eCh pedb HJET HE O 3aMEHE JIIOAEH B 3TOM acIeKTe, MOCKOJIbKY y Hac
€CTh JIOBOJILHO MHOTO JFO[IEH, KOTOpBIE KaJyIOTCSl Ha TO, YTO HE MOTYT 00CYXIaTb
C HACTOSIIMM 4YeJIOBEKOM. BMmecTo 3Toro TexHomorusi OyaeT ycTpaHsATh NMOBTOPEHUE,
Oparh Ha ceOs MPOCThIE 3a7a4H, KOTOPbIe COMBAIOT C TOJIKY MPEICTaBUTENICH KINEHTA.
Takum 00Opa3om, moMorasi UM MPEAOCTABIATh Kad€CTBEHHBIH OIBIT Ui KIHUEHTOB.
RPA crniocoGen 0OHOBIISATH MPOQHIL KIMEHTA, U3BJIEKATh IIATESKHYI0 HH(POpMAIHIO
U BBINOJHATH JpPyrue yTOMHUTEIbHBIE 3a/aud, KOTOpPblE HE TOJBKO TPaTAT BpeMs
MIpeICTaBUTENS KIMEHTA, HO U CO3/1aI0T CKYKY.

Y Automation Anywhere ectb  cepTU(UIMPOBAHHBIM  HPOABHHYTHIN
npodeccroHanbHblii Kypc mo RPA, B xoTopoM moapoOHO omuchiBaeTcsi MHTepdeiic
KoprnopatuBHOW Tmargopmel  Automation Anywhere, ee nu3aiiH W BaKHBIC
cneundukanuu. CepTUQUKaLUsI 0XBaTHIBACT Pa3padOTKy MPOrpaMMHOT0 00eCTIeueHHs,
JHUCIIETYEPCKYI0, KIIMEHT BPEMEHHU BBIMOJIHEHHSI M CIOCOOBI pa3padboTtku 60ToB RPA
C HCIOJb30BAHUEM DPA3JIMYHBIX 3aMHCHIBAIOIINX YCTPOWCTB, KOMaHA M PEAAKTOPOB.
Kypc taxke Bkmouaer B ceds pacIIMpEHHBIE TEMbI, TakHe Kak BeO-peKOpAEpHI,
aBTOMATH3alUsl, META0OTbI, pa3IUYHbIC BAPHAHTHl HCIONB30BaHUS WU NMPAKTUYECKOE
o0ydeHue, YToOOBI TOMOYb BaM Pealin30BaTh cofepkanue u Metononorun RPA, koTopeie
BbI u3yunnu (Zachary Williams, 2019).
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Tabmuna 1 — «Texunueckue xapakrepuctuku RPA mnatdopm»

_ UiPath Automation Anywhere | Blue Prism Robin
WWW. WWW.
Anpec caiita www.uipath.com | automationanywhere. |blueprism.com/ WWW.Ipa-
com regional/russia robin.ru
OcHOBaH 2005 2003 r 26 uronst 2001 1 | 2010 ¢
Konn4ecTBo KIMeHTOB/ bonee 20 6onee 500
AKTHBHBIX I10JIb30BaTENICH bosee 5000 boxee 3500 KOMIIAHUI 10J1b30BarTeIel
Texmmueckas mozmepsaa | Ha pyccrom Ha pYSCKOM, Ha annmiickom | Ha pySCKOM,
AHIIHICKOM U PYCCKOM AHIINICKOM
- Enterprise RPA, | Enterprise RPA, Aoz .
[To3unmonuposanue - Cpenuuii u 1Q Bot (IDP), Enterprise RPA FOCKOMIAHHH
maJblii Ousnec | Discovery Bot 1 KPYTHOTO
Oms3Heca
becniarnas Bepcus + + + +
[TpoGuEIi nepuox - + + -
Windows + + + +
Android + + + +
i0S + + - +
Mac - + + -
Tabmuma 2 — «PyHKIIOHATBHBIE XapakTepucTuku RPA mmardopm»
_ UiPath | Automation Anywhere | Blue Prism | Robin
AHaNIUTHKA + + + +
O06cmyxuBaeMasi aBTOMaTH3ALS + + + +
Pazpabotka 6e3 koma + + + -
WuTerpanyst B Jpyrue npuiioKeHust + + + -
Onruueckoe pacro3HaBaHHE CHMBOJIOB + + - +
HeoGcny)xnBaemast aBToMaTH3aLus - - - +
3axBar H300paKCHUS + + + +

[maBHOE OoTAMUME MexAy MporpaMMHBIM obecniedenneM RPA u cymectByronmm
MPOTpaMMHBIM O0ecrieueHreM AJisi OM3HEC-TIPOIECCOB COAEPKHUTCS B ToM, uTo [1O
(mporpammuoe obecrieuenne) RPA pabGoraeT numb Ha ypOBHE IOJIB30BATEIBCKOTO
uHTEpdeiica, YTO J03BOJSIET ACTOBBIM JIOASIM ¢ HE3HAYUTEILHBIM HABBIKOM B 00JNaCTH
UT npumensts RPA.

[1O (mporpammHuoe obecrieueHre) RPA B OCHOBHOM OCYIIIECTBIISICT TPH JICHCTBUSL:

1. aBTOMATHU3MPYET UMEIOIHECS ACHCTBHS;

2. MaHUIYITUPOBATH JTAHHBIMU;

3. corpyaHHYaTh ¢ Apyrumu BHyTpeHHUMH U T-cucremMamu.

Oty jedcTBUS OBbUTM peann30BaHbl 0€3 BO3JCHCTBHUS Ha CYIIECCTBYIOILYIO
BHyTpenHioo UT-undpacrpykrypy u UT-cuctemsr (Hong et al., 2017).

I1O (mporpammHuoe o6ecnieucHre) RPA MoXeT He TOJIbKO KOTIMPOBATh 3a/1a4, KOTOPhIE
PpaHbIIIe MPOACTBIBAIUCH COTPYIHHUKAMH. PYKOBOJICTBYSCH ITPEAONPEICICHHBIM OU3HEC-
npaBwiaM u joruke, [10 (nporpammuoe oOecrnieueHue) RPA MoxkeT pearmpoBarh
(HanpuMmep, OIOBEUIATh O BMEIIATEILCTBE YENOBEKa, 00padaThIBATh HWCKITIOYCHUS)
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Ha TPUITEpHl KaKk BHYTpU OpraHM3allld, Tak U 3a ee npeaenamu. o 2017 roma RPA
OBLT OpUITATBHO OTMEUECH Kak OfuH U3 mareHToB Accenture Global Solutions Limited
Dublin B USPTO. B stom narenre RPA BHauyane o0yciioBnuBaeTcs Kak JI00bIe METOBI,
obopynoBanue, MT-cucteMbl W KOMIBIOTEPHBIE IMPOTPAMMBI, KOTOPBIE TO3BOJSIOT
aBTOMAaTU3MPOBaTh pydHble OM3HEcC-Tporiecchl. B HaydHBIX cdepax ObUIO POBEAECHO
BECHbMa OIpaHMUEHHOE KOJIMYECTBO UCCIIEA0BAHUI. SKCIIEPTHI U3 OT/JEJIEHUS ay TCOPCUHTa
JIOHTOHCKON IITKOJIBI AKOHOMHUKH ayMaioT RPA TepCHeKTHBHBIM HaIpaBICHHEM
HETIOCPEACTBEHHO ayTCOpPCHHTa Ou3Hec-npoueccoB. [IpoBonas mpeaMeTHbIe H3ydeHHS
Cpelb MHOTHX OopraHu3almii, kotopsie BBenu [10 (mporpammHuoe obecnieuenue) RPA, ¢
TOYKH 3pECHUS aBTOMATH3aIn1 OM3HEC-yCIIyT, OHM onpeaessitoT RPA Oyro mporpamMMHuoe
peuieHue, 4yTo HacTpaumBaeT (mporpammuoe obecnedenue) RPA mis aBromatuzanmm
OM3HEeC-TIPOIIeCcCOB B omnpeneiacHHon opranusamun (Leopold et al., 2018).

Uro kacaetcsa [1O (mporpammuoro obecrieuenus) RPA, oHu m1yOoko paszbsiCHSIOT
MBICITE0TOM, 9T0 [ 1O (mporpammuoe o6ecrieuenre) RPA GyHKIIMOHUPYETIUIIIE HAyPOBHE
oJib30BaresIbckoro nutepderica. [lo cyTu, yepes oO1ie moab30BaTeIbCKIi HHTEPdEric
[1O (nporpammuoe obecnedenue) RPA B3aumoneiictByer ¢ apyrumu UT-cucremamu,
PETUCTPHUPYACH B HUX U BBIMTOJTHSSA ACHCTBHUS, TOXOKUE TEM, YTO OCYIIECTBIISUIN JIFOIN
B npouutoM. [lepen koMmmaHueu, 4To AymaeT BcTarh Ha myTh RPA, cTouT Heckoibko
pemrenuii. Bo-mepBBIX, HEOOXOIMMO OIICHWTH HEMOCPEACTBEHHO OW3HEC-TIPOIECCH
KOMITAaHUH U PELINTh, Iie BHeApUTh RPA. BTopoii Bonpoc cBsi3aH ¢ BUAOM CHCTEMBI —
HanpuMep, KOMITAHUH JIOJKEH BEIOUPATh Mex 1y cucTeMaMu R PA ¢ OTKPBITHIM HCXOTHBIM
KOJIOM M TIPOTIPHETAPHBIMU CHCTEMAaMH. HHOE PeIlIeHNe 3aKITI0YaeTCs B TOM, JOJDKHO JIN
nepeaaTh Kakue-HUOyIb ATalbl pa3paOdOoTKH M pa3BepThIBAaHUS Ha ayTcopcuHr. Hakoner,
Ooee HEMAITBIM YUPEXKISHUSIM 0COOEHHO HYKHO 00pa30BaTh MOAEIH YIIPABICHUS IS
cBoux RPA. Uto kacaeTcst mepBOHaYaIbHOTO PEIICHHsI, KOMIIAHHMH MOTYT ITO0UPATh U3
MHOTHUX CpE]l, YTO MOTYT IIOMOYb B OI[EHKE COMTOCTABUMOCTH Pa3HbBIX OM3HEC-TIPOIIECCOB
¢ RPA. TTockonbky raBHoe nipeBocxoicTBo RPA 3akimiouaercs B ero agpdekTuBHOCTH,
CKJIOHHOCTb YEJIOBEYECKHM IOTPEHIHOCTSM M BBICOKHE OOBEMbI TpaH3aKLHMH 4acTo
paccMaTpHUBAIOTCS KakK IMOKa3arellb MPUroqHoCcTH nporecca st RPA. IToka cuctemuas
cdepa komnanuu crabunbHa, RPA MOXXHO HEMOCPEeICTBEHHO HACTPOUTH IS IOCTYTa
K JAQHHBIM M3 HECKOJBKHX CHCTEM, MO3TOMY Ipouecchl-kanaunatel RPA 3auactyro
MOTYMHSIOTCS aClIeKTaM CTAOMJIBHOCTH CHCTEMHOro JiaHamadra U HeoOXOJUMOCTH
JocTyra K HeckoinbkuM cucteMaM (Leshob et al., 2018).

3akaouenmne

HeynusurensHo, uto od1iee BUIeHHE HCIIOIb30BaHUsE RPA MOXKeT 0Ka3arh cepbe3Hoe
BO3JICMCTBHE Ha MOCTOSHHOE HaMepeHue ucnonb3oBatb RPA u Bocipusitue RPA. s
RPA kax mepenoBoii TEXHOJIOTHH OU3HEC-TPOIECCOB, KOTJa BUACHUE €€ MPUMEHEHUS
MOXKET OBITh Pa3leNIeH0 BHYTPH OPTaHHU3AINU, COTPYIHHUK C OOJbIIEH BEPOSTHOCTHIO
OymeT WMeTh TOYHOE MPEACTABICHHE O HEH, 9To eme OOJbIIe CII0COOCTBYET
HEMpPEepBIBHOMY HAMEPEHHIO UCIONB30BaTh RPA.

Yuactue monb3oBareneit RPA urpaer 0co00 BaKHYIO pOllb Cpelb TPEX BHEITHUX
¢daxTopoB. A HWMeHHO, Hawiyuniee npuHitHe RPA TpeOyer, 4ToOBI COTpYAHUKH
HAaIJISIHO TOHUMAJIM CBOM 00si3aHHOCTH. COTpyIHUKH OyAayT omrymiarbk cedsi Ooliee
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BOBJICUCHHBIMH U BOBJICUCHHBIMHU B TIPUJIOKEHUE, €CITH CMOTYT ITOOOJIBIIE Y4aCTBOBATh
B npuiokeHun RPA, W 3TH MO3WTUBHBIC B3aUMOOTHOIICHUS MOTYT IOBEPTHYTH K
HAWIY4YIlIeMy Pa3BUTHIO M MPHHITHIO MMOCTOSHHOTO HAMEPEHHs MOJb30BaThes RPA.
Bogneuenue monb3oBareneii RPA mo3uTHBHO BO3IEHCTBYET KaKk Ha BOCHPHUATHE, TaK
Y Ha JalibHellIee HaMepeHue ucronb3oBath RPA. C npyroit cTOpoHbI, B IPUIOKESHUN
RPA emie crienyet orieHuBaTh 00111ee BuneHue RPA, v KiitoueBbIM MOMEHTOM CTaHOBUTCS
TO, KaK YCKOPUTh CO3JJaHKE ITOTO OOILEro BUICHUSI.

B pesynbrare naHHBIE WCCICOBAHUS MPUBEIH K CICAYIONIEMY PEIICHUIO
AKCIIEPUMEHTAIILHOM 33J1auu, 2 UMEHHO K HEOOXOIMMOCTH

* co3fanus 00mero (pa3pabdoTUMKa U MMOJIB30BATENs) BUIICHUS MPUIIOKeHUs] RPA.

* y4acTus N0JIb30BaTelel B pa3paboTke nprioxerus RPA.

* YIIy4IICHUS CBS3M MOJb30BaTeNel ¢ mpuiokeHrneM RPA.
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Abstract. The article discusses the development of a module using augmented
reality technology for Smart university, implemented based on the information system
of East Kazakhstan Technical University named after D. Serikbayev. The module is
implemented as a mobile application for the use by students of the educational programs
«Metallurgy» and «Enrichment of minerals» based on the research and production
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Annorauus. Makamana J[. CepikOaeB areiagarsl [1IsiFreic KazakcTan TeXHUKAIBIK
YHHUBEPCUTETIHIH aKIIapaTTHIK XKYHeCl HEeT131H1e ICKe aChIPBIIATHIH AKbIUIIBI YHUBEPCHUTET
YIIiH KEHEHTIIreH IIBIHBIK TEXHOJOTHSCHIH KOJJAaHa OTBIPBIN, MOIYIbIIH AaMybl
TanKpuaHaabl. Moayns «MeTammyprus» xxoHe « MeTauryprusy xoHe «MeTauryprusi»
FBUIBIMU-OH/IPICTIK KEIIEHIHEe HerizaenreH «MeTamnyprus» xoHe «MeTammyprus»
OiniM Oepy Oarmapiamainapbl »0iaiM Oepy OarmapiiaManapblH KOJJIaHyFa apHaJfaH
MOOWIIB/II KOCKIMINIA PETIHIE JKY3ere achIpbliaabl. Momyis cizre 3D kaOapIKTaphIH,
COHMal-aK OCHl KeIIeH 3epTXaHalapbIHBIH KYpalmapblH, COHAAW-aK > KYPTi3imin
KATKaH TOKIpUOesep asChIHIa KY3ere aChIPbUIATBIH CTYICHTTEP/IH (PU3UKATBIK JKOHE
XMMUSUIBIK TIPOLIECTEPiHIH KypalaapbiH OeiiHeneyre MyMKIHAIK Oepeti.
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AHHoTanusi. B crarbe paccmarpuBaeTcst pa3zpadoTKa MOIYNsS C HPUMEHEHHEM
TEXHOJIOTUU JOIOJHEHHOM peanbHOCTH Uil Smart YHHBEPCUTETa, PEeaM30BaHHOTO
Ha Oa3e mHpopmannoHHo cuctembl HAO «BocTtouno-KaszaxcraHckuii TeXHHYECKUN
yauBepcuteruM. 1. CepuxOaenay». Momyib peaqn30BaH B BUE MOOMIBHOTO TPUIIOKEHHS
JUIs IPUMEHEHUSI €ro CTyAEHTaMH 00pa3oBaTesbHBIX Hporpamm «MeTtamtyprusy u
«OborarieHune noJIe3HbIX HCKOITaeMbIX» Ha 0a3e Hay YHO-TIPOU3BOCTBEHHOTO KOMITJIEKCa
«Mertamryprus». Momynb H03BOJISIET BU3yanu3uposaTh B 3D o0opynoBaHue, npuOopsl
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1a00paTOPHil TAaHHOTO KOMILIEKCA, a TAKXKEe HM3y4aeMbIe CTyIECHTaMH (pU3UUYECKHE U
XUMHYECKHE TIPOIIECCHI, IPOUCXOSIINE B paMKaX MPOBOJIUMBIX IKCTIEPHMEHTOB.

KiroueBble cJjioBa: JIONMOJNIHEHHAs peaJibHOCTh, Smart yHuUBepcutet, Unity,
BHpTYyallbHas J1aboparopusi, 3D Bu3yaiu3arius

JasiuutupoBanus: A.C. Hypekernosa, C.K. Kymaprasxanosa. Moayitb TOIOTHEHHOM
peanbHOCTH JU1st smart-yausepcutera / MEXTYHAPOHbBIN XXYPHAJI MTHDOP-
MAIIMOHHBIX 1 KOMMYHUKAIIMOHHBIX TEXHOJIOI'MIA. 2022. Towm. 3. Is.
4. Homep 12. Ctp. 22-33 (na pycckom s3bike). DOI: 10.54309/1JICT.2022.12.4.002.

Beenenne

[Tomyuenue oOpa3zoBaHHsS — HEOThEMJIEMas 4acTh CTAHOBJICHHS COBPEMEHHOTO
yenoBeka. CTOMT OTMETHTB, UTO B HACTOSIIEE BPEMs CUCTEMa 00pa30BaHUs MMOCTPOSHA
TakuM 00pa3zoM, 4To 0Oydarolrecs MOoNMydarloT OOJbIle TEOPETHYECKUX 3HAHHU, YeM
MPaKTHYECKAX HaBBHIKOB. OJHAKO HEJIB3s OTPHUIATH TOT (PAKT, YTO TEOPETHUYECKHE
3HaHUS, TPUMEHEHHBIC HAa MIPAKTUKE, 3aMOMUHAIOTCS Jryuiie. CIOKHOCTh TPOBEACHUS
OOJIBIIIETO KOJTMYECTBA MPAKTHUECKHUX 3aHITHI B TEXHUYECKUX By3aX BbI3BaHA TEM, YTO
CYIIECTBYIOT PHUCKH TOBPEKICHHS JTOPOTOCTOSIIEro O00OpYIOBaHMS WM HAHECEHUS
Bpeia 37I0POBBIO yHAIIHXCS.

Eme omnHO# TIpoOiIieMoii COBpeMEHHOTO 00pa30BaHUS SBISICTCS OTCYTCTBHE BU3Yya-
JU3aIMK HEKOTOPBIX M3ydaeMbIX 00beKTOB. Hampumep, npernogaBateny, paccka3biBast
0 peAKuX IMOpoIax MHHEpAIOB, HE UMEIOT BO3MOXXHOCTH MPOIEMOHCTPHPOBATH HUX
00yYaroIIuMCs.

OTMeueHHBIE TMPOOJIEMBI  TOAYEPKUBAIOT aKTyalbHOCTh TIPUMEHEHHSI HOBBIX
WH()OPMAITMOHHBIX TEXHOJIOTHH B chepe 0Opa3oBaHwsl.

Ha nanHbIii MOMEHT OIHUM W3 HanOoJiee MEePCIEKTUBHBIX HATPABICHUH Pa3BUTHS
00pa30BaTeNbHBIX TEXHOJIOTHH SBJISIETCS MPUMEHEHHUE JTOTIOJIHEHHON PEeabHOCTH.

JlononHeHHas: peanbHOCTh — 3TO Cpela C JOTOJNHEHHEM (U3ndeckoro Mmupa
IM(POBBIMY JIAHHBIMU, KOTOPBIE BOCIIPUHUMAIOTCS KaK JJIEMEHTBI PEaNIbHOM JKU3HH.
Tak, mpy co3aHuy JOMOTHEHHON PealbHOCTH B MPOCTPAHCTBO B PEKHMME PEATHHOTO
BPEMCHH IOMEIIAOTCSI OOBEKThI IMPH IOMOIIM CIEIHAIBHOTO MPOrPaMMHOIO
obecrieueHns] M TaPKETOB, TAKUX KakK, HalpuMep, OYKH IOTMOJHEHHOH peashbHOCTH,
IUIAHIIEThI, CMapT(OHBI U MPOYHE YCTPOUCTBA.

Hcnonp3oBaHne AOMOTHEHHON pPEaThbHOCTH AT BO3MOXKHOCTHh BH3YaJIM3HPOBATH
OOBEKTHI, TIPeACTaBICHHbIE B y4eOHOW JHTEeparype, TMOBBICHB TakuM 00pa3oM WX
HaDSIIHOCTh M IIOHUMaHHE, a Takke 00eCIeYHTh OOJbIINYH 3aWHTEPECOBAHHOCTh
OyIyInX CHEIHAINCTOB B TIporecce oOydeHus. CTymeHTHI K€ B CBOIO OdYepeIb
MOTYT NPAaKTHUKOBATh MOJTYYEHHBIC UMU 3HAHUSA HATVISAHO, MHTEPECHO M aOCOIIOTHO
Oe3omacHO (HampuMmep, MPOBOJUTh XWMHUYECKHE OSKCIIEPUMEHTBI, MOJEINPOBAThH
(u3nYecKre 3aKOHBI, pabOTaTh C TOKOIIPOBOAIIMMY 3eMeHTaMu | T.11.) (http://arnext.
ru/dopolnennaya-realnost).

MarepuaJjibl 1 METObI

Honoanennas peanvbHocms 6 06paszosanuu

Homnonuennast peanbHocth (P, Augmented Reality — AR) omna w3 MHoro-
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obemaromux nepenoBbix [T-rexHomoruii. OHa TO3BONSET AeNaTh peanbHBId MUD
Ooraue, JOMOJIHAS BCEBO3MOXHBIMU BUPTYaJIbHBIMU O0bEKTAMH.

JlomonHeHHast peabHOCTh — 3TO cpejia C HAJIOKEHHUEM Ha COCTaBIISIONINE pealbHOM
KU3HU LU(GPOBBIX NaHHBIX MPH TIOMOIIM pa3inuyHbIX ycrporcTB (http://arnext.ru/
dopolnennaya-realnost). Owna mpeIaraeT yHHKaJIbHBIE CIIOCOOBI OTOOPaKECHHS
nHpOpPMAMKM, B YAacTHOCTH BHM3yalu3alMu TPEXMEpHBIX 00bekToB. CpeacTBamu
JIP 00bekT MoOeT ObITh BHU3YIN3UPOBAaH HEIOCPEICTBEHHO B KOHTEKCTE €ro
JKCIUTyaTauuu. [[puMepoM MOXKET CIIy>KUTh apXUTEKTYPHBIH OOBEKT Ha MECTHOCTH,
KOMMYHHUKAallUd B CTEHE 3JaHMs, PE3yJbTaTbl YIbTPA3ByKOBOIO CKAaHHUPOBAHUS,
CTPOCLIUPOBAHHBIC HA TAIIMEHTE BO BPEMsl OTepaliy, GU3NUECKUE SIBICHHUS BO BPeMs
naboparopubix uccnenoanuii. Konnenuust /[P npennaraer Gosee coBeprueHHBIH
[10J1b30BATENbCKUN MHTEpdEc A1 BU3yaau3aluyd 3a CYET COBOKYIHOCTH CIIOCOOOB
yOpaBlIeHHUsS M BU3yalH3alUHU. YINPaBlICHHWE PaKypcoM OOBEKTa OCYIIECTBISETCS
€CTECTBEHHBIMM [BIKCHHUSMH TOJIOBBI IOJB30BAaTENsl WIHM YCTpOHCTBAa M SBISETCS
MOHATHBIM U 3¢ ¢ekTuBHBIM. Croco0 BU3yanu3alul TPEXMEPHOTO OOBEKTa MyTEM
COBMEILICHHS €r0 M300pakeHMsI C OKpYKarolled OOCTaHOBKOH B COOTBETCTBYIOIIEM
paKypce Mmo3BOJISET JIydIlle BOCIPUHUMATh OOBEKT, ero pa3Mepsl. [Ipu 3TomM, B oTimann
OT TPAJULMOHHBIX CPEACTB BU3yalH3alUH (HAaIpUMEp, MPOrpaMMHOE oOOecreueHHe
it 3D-moxenupoBanHust), JUIA BU3yadu3aluu 00beKToB cpeactBamu [P He Tpedyercs
MO/JICIUPOBAHUE OKPYKEHHUS.

JlononHeHHass peaqbHOCTh LIMPOKO HCIONB3YETCsl B peKiame, TypH3Me, BOCHHBIX
pa3zpaboTkax, WHAYCTpHUH U cdepe paspieueHuil. Taxke B TOcCIenHEe BpeMms
CUHTAETCS MEPCIIEKTUBHBIM UCIIOIb30BaHUE TEXHOJIOTHUHU JIOTIOJIHEHHON peajJbHOCTH B
00pa3zoBaHUN.

B coBpemeHHoe BpeMsi cHIbl CHCTEMBI 00pa3oBaHMsl OOpalleHbl Ha CO3AaHUe
JNIEKTPOHHO-UH(POPMATUBHON  oOpa3oBareibHOM cpexabl. llpakTuyeckn —Kaxuoe
00pa30BaTe/IbHOEC YUYPEKJACHUE OCHAINECHO KOMIIBIOTCPHON TEXHUKOW, MHTEPHETOM,
ANIEKTPOHHBIMU 00Pa30BaTeIbHBIMU PECYPCAMU, TPOEKTOPaMH U T. 1. OAHAKO, HECMOTPS
Ha pa3BUTHE HMH(OPMALMOHHBIX TEXHOJOIMH, B 0Opa30BaTeNIbHBIX YUPEIKICHUAX
npeo0iagaeT TpaJuIOHHBIA METOA 00Y4EHUs C HCTIOIb30BaHUEM YUeOHOM TUTEpaTyphl
neyatHoro Buga. Hemocrarok Takoro oaxosa B ToM, 4TO 00ydarolecs He BCerna MOTyT
MIpeCTaBUTh, BOOOPA3UTh KaKOW-1MOO MpoIlecc, OMUCAHHbBIN B KHUre. B HEKOTOpBIX
CJIy4asix 9TO BEAET K HETOHMMAHUIO KOHKPETHOW TEMBI U Jjajiee — K IOTEpe HHTepeca K
oOyuenuro B 1ienoM. brnarogaps texnonoruu /P mporiecc BocpusaTHS U 3alTOMUHAHUS
y4eOHOro Marepuana MOXeT ynpocTHThcsi. OHa BHOCHT B Ipoliecc oOy4YeHus: spKue
TpeXMepHble 00pa3bl, UI'POBOM IEMEHT, AKTUBU3UPYET B3aUMOICHCTBUE YUaCTHUKOB
y4eOHOro mpolecca, pa3BuBas MPOCTPAHCTBEHHOE MBIIUIEHHE U HABBIKM MPOEKTHOMN
nestenpbHOCTH (Raab, 1979).

MOXHO BBIIEIUTHh HECKOJIBKO BAPHUAHTOB NMPUMEHEHHS JOTOJIHEHHON peajbHOCTH
B 00pa30BaHWU: CO3laHME KHUT U METOAWYECKHX YKa3aHMH C TEXHOJOTHEH IOIoj-
HEHHOM pealbHOCTH, MOJAEIMPOBAHHME SKCIEPHUMEHTOB, MOJAEIMPOBaHHE paldOThHl ¢
obopymoBanuem. lcnomszoBanue JIP mgacT BO3MOXKHOCTH OOYyYaroOIIUMCSI TPAKTH-
KOBaTbCs B TOJIyYCHHBIX UMM 3HAHUAX a0COMIOTHO O€3011acHO (Hanmpumep, IPOBOIUTH
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XMMUYECKHE OKCIIEPHUMEHTHI, MOIEIUpOBaTh (U3NYECKUE 3aKOHBI, padoTarbh ¢
TOKOTIPOBOJSIIIUMH JIEMEHTAaMH | T.1.), BU3yaIH3UPOBaTh OOBEKTHI, IPEACTABICHHbIE
B yueOHOH JIuTeparype, HOBBICUB TAKMM 00pa30M MX HAISITHOCTh U IOHUMAaHHeE.

Hanpumep, B moaroroBke apxurekropos [/IP MoxeT MCHONb30BaThCsl B apXUTEK-
TypHOM MPOEKTUPOBAaHUM, BKJIIOYas MNPOEKTUPOBAHME 3[aHUH, B TOM 4YHCIE NpHU
pa3paboTke 00BEMHO-TUIAHUPOBOUHBIX M MHTEpbepHbIX pemenuil (Kupruszosa u ap.,
2022). Ilpu obyueHun ctpouTeneil Takxke MoxeT ObITh pumeneHa JIP. TpéxmepHbie
AR-zmeMoHCTpanuy, coyeTaronne peaabHble U BUPTYyalbHble OOBEKTHI, MTOKa3bIBAIOT,
KaK NpaBUJILHO BO3BOIUTH 3[IaHUS M IPOUYHe 00BEKTHI cTpouTeibeTBa. C momorsto P
MOYXHO BH3yaJIMI3UPOBaTh CTPOUTENbHBIC OOBEKTHI B pEAIbHOM MUPE, YCTaHABINBAs UX
3D-monenu Ha uIaHUpyeMbIe MecTa pacroiokeHus (puc. 1).

i

IR

s

4

)

Pucynok 1 — Ucnons3oBanue [P B apXUTEKTypHOM CTPOUTEIHCTBE

EcrecTBeHHOHAayuHOE 00pa30BaHKE BKIIIOYACT B ce0sl OYCHB NIMPOKUE HAIIPABICHUS
1 00JIaCTH €CTECTBEHHO-HAYYHOTO 3HAHUS (DU3UKH, XUMHUH, OHOJIOTUH, OMTUCHIBAIOIINX
CTPYKTYpHBIE, ()yHKIMOHAJIbHBIE, KOTHYECTBCHHBIC U TIOCIICIOBATEIILHBIC IPUIUHHO-
CIICICTBEHHBIC CBSI3M MaTePUANIbHBIX OOBEKTOB M CHCTEM MaTepHaJbHBIX OOBEKTOB
B TIOJIE BPEMEHH-TPOCTPAHCTBA Cpelbl WX HaxOXIeHWs. B naHHON orpacin
oOpasoBanus /IP npumeHsieTcs Kak JUis IPOBEICHUS O€30IaCHBIX SKCIIEPUMEHTOB, TaK
U JUTS TIOTy4YeHUs] HauOoJblIel HAIAHOCTH M3ydaeMbIX o0bekToB. Hampumep, mpu
nomoiny /[P MokHO Ge30macHO CMENIMBaTh Pa3IMuHbIC PEAreHTHI JUIsl BH3yaIH3allun
XMMHYECKHX PEaKLUH, JEMOHCTPUPOBATH PA0OTy C TOKONPOBOASAIIMMHE SJIEMEHTAMH,
U3y4aTb CTPOCHHME YEIIOBEYECKOro Tesia B Oosiee MOHSATHOM BH3yalIN3UPOBAHHOM
¢dopmare. Takxke IpenOCTaBISIETCS BO3SMOXKHOCTh MHTEPAKTUBHO B3aHMOJICHCTBOBATh
¢ 00BEKTOM JIONIOJTHEHHOH peanbHOCTH (pHc. 2).

Pucynox 2 — IIpumep npumenenus [IP B U3y4eHUU CTPOCHHUS COTHEYHON CHCTEMBI
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Bonee Toro, Ha JaHHBI MOMEHT CYLIECTBYIOT HMIPBI, TIOMOTAIOIINE YYaLIUMCS B
n3ydeHun HoBoro. Hampumep, B mpoekre MaccauyceTcKoro TeXHHYE€CKOro HHCTUTYTa
peabHOE NONOKEHNE Ha MECTHOCTH OOBEMHSCTCS ¢ BUPTYalbHBIM ClieHapueM. Mrpa
Environmental Detectives (3kosorndyeckue AETEKTUBHI), BbimymieHHas B 2007 romy,
MpeaaraeT UrpoKaM HalTH HCTOYHHUK YTEUKH TOKCHYHBIX MaT€pPHaoB, OPUEHTHUPYSICH
Mo Kapre B MOOWJIBHOM NpWIOKEHHWH. B mpuioxkeHnu xpanutcs uHGOpMaLus o
Pa3NUYHBIX TUMAX 3arpsI3HEHUI U Bpee, KOTOPBIA OHU HAHOCST MIPUPOJIE U YETIOBEKY.

B Hacrosimee Bpemsi TEXHOJOTHs AOTOJHEHHOW Hallla IIUPOKOE MPUMEHEHUE B
MenunuHe. Hanpumep, B 1anapocKONUYecKUX Olepauusx H300pakeHHe Ha SHI0CKOIe
JIOTIOJTHACTCSIU300pakEHIEM, IOy YeHHBIM BO BPEMS MIHTPAOTIepallMOHHONH aHTHOTpad UK
(puc. 3). Ucnonb3ys AOTOJHEHHYIO peasbHOCTh, BO3MOKHO YBHUAETH MTOT BIIMSIHUS
XHPYPrUUECKOr0 BMEIIATENbCTBA WIH JKe (PapMaleBTHYECKOTO MMPOAYKTa Ha OPraHu3M,
He noBpeskaas opral. Taxke /[P ucnonp3yercs mpyu U3y4eHUH CTYIEHTAMH aHATOMHUH
JUIsl aKTUBHOM BU3yanu3aluu opranoB U kocreit (http://www.marketsandmarkets.com/
Market-Reports/augmented-reality-virtual-realitymarket-1185.html).

Pucynox 3 — Ipumep npumenenus 0ononHeHHOU peanbHOChmL 60 6peMs onepayuu

Kak mokaszano, HOmoJHEHHAas peantbHOCTh HMIMPOKO HMCIIONB3yeTcss B 00pa30oBaHUU.
Ona Hamoia cBoe TNMPHMEHEHHE AaKe B MaTeMaTHKe, IJie C €€ IOMOIIBI0 MOXKHO
BH3YaJIN3MPOBATh MaTeMaTHYeCKrue a0CTpaKIMK W OTOOpakaTh Ha AKpaH cMapTdoHa
CT€HEPHUPOBAHHBI OOBEKT: KPUBYIO WM TIOCKOCTh. OCOOEHHOCTH TaKOTO IOIXO1a
3aKIII09aeTcs B TOM, 4YTO TMPOCThIe Tpadukd, co3fgaBaeMble (YHKIMSIMH, MOTYT
MpEeBpaIIaThCss B WHTEPAKTHUBHBIC 3D-00BeKTH. BO3MOXHOCTH B3aWMOICHUCTBHSI
BHUPTYaJIbHBIX OOBEKTOB JPyr C IPYTOM ITO3BOJISIET MPOBOJUTH OIEPAIiH, KOTOPHIE
MPaKTHYECKA HEBO3MOXHO OCYIIECTBUTh Ha JUCTe OyMmMaru, HampuMmep, CedeHue
¢urypsl miaockocTeio. Mcnonp3oBanne 3D Moseneld MOMOXKET CTyAEHTaM IOHSTH
0COOCHHOCTH TOCTpoeHHs TrpadukoB (QyHKIUI W Maremarndeckux rpacdoB. Taxoit
MOJX0] K OOBSICHEHHIO MaTeMaTHYeCKHX OTEpaIlii MOMOYKET JIy4IIeMy YCBOEHHIO
Marepuaa.

Pe3yabTaThl 1 00cy:KIeHHE

Smart ynusepcumem

Smart-yHUBEpCUTET — 3TO YHUBEPCHUTET, B KOTOPOM IPUMEHSFOTCS TEXHOJIOTHUECKHE
HOBOBBEJICHHS, ¥ KOTOPBIA TNPHUBOAWT OOpa3oBaHME K HOBOMY Smart COUYyMY W
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HOBOMY KaueCTBY IIPOIIECCOB U UTOrOB 00pa30BaTeIbHON, HAyYHO-HCCIIEA0BATEIbCKOH,
IUTaTHOM, OOIECTBEHHOW M JPYyroi paboThI By3a.

Smart-oOpa3oBanne — HOBOe 00pa3oBaHHE BO BcexX cepax ero NmpuMEHEHHs C
HCTIOJIb30BAHUEM HOBBIX TEXHOJIOTHA.

Buenpenne mepemoBblXx  MH()OPMANMOHHO-KOMMYHHKALMOHHBIX — TEXHOJIOTHH
ynpasieHHs: 00pa30BaTeNIbHBIM XOA0M HANPSMYIO CBSI3aHO C IIEPEX00M Ha MPOEKTHO-
MIPOLIECCHYIO MOJIENb YIPABIEHNS YHUBEPCUTETOM.

OOBIYHO Ka3aXCTAaHCKUE BY3bI MPEJICTABISIFOT c000i Habop (akynbTeToB, Kadenp,
Hay4YHO-MCCIIEI0BaTeNbCKUX Jaboparopuii W APYrHX MOApa3lelieHHld, BMECTE OCy-
LIECTBISIONINX HAayYHO-00pa30BaTelIbHYI0 JeSTEIbHOCTb, OpraHU3allMOHHAs KOHC-
TPYKLHSI yIPaBIeHUsI KOTOPOH MOCTPOEHA MO JIMHEHHO-(QYHKIMOHAIEHOMY TPUHIIMITY.

Konnenuust SMART-yHuBepcuTeTa 0ToOpakeHa Ha pUCYHKe 4.

Mobile
N
: sMART § -
Access ; Regulated

) Technolo

é o *.
A /

Pucynok 4 — Konnermust SMART-yHuBepcurera

CounanbHasi OpHEHTHPOBAHHOCTH (Social) mpeamnonaraeT nepcoHaaIn3annio, KOMMY-
HUKAIMIO, SKCIIEPTHBIE COOOLIECTBA, UIPOBBIE METOAMKH, YIPABICHUE peImyTalueH,
B3aUMOOOYYCHUE).

Moo6uieHoCTh (Mobile) Bkirtowaer B ce0st m-Learning, m-Science, moaKacT-BeIa-
HUE, TeONO3UIMOHNPOBAHNE, IJIATEKHBIA MHCTPYMEHT U TIp.

HoctynHocTs (Access) moapa3syMeBaeT OHJIAiH JOCTYI K MyJbTUMEHA, YIIPABICHUE
nocrynom, e-Learning, Mennabubianorexky, HHOPMALMOHHBIE KHOCKH, EAMHYIO TOUKY
BXOJ1a.

Perymupyemocts (Regulated) 3axmrogaercs B peanu3aiuu 00pa30BaTeIbHBIX TPaeK-
TOpHU, KOMMYHHUKALIUU, KOMIIETCHIIMH, MOHUTOPHHTA, MOJICJINPOBaHNUs, yueOHOU Jiesi-
TEJILHOCTH.

Texnonornunocts (Technology) mpenmnornaraer BuUpTyanM3aluio, MaclITaOHpye-
MOCTb, MOIYJIBHOCTB, IPOCTOTY 10PaOOTKHU, OTKPBIThIE HHTEP(EHCHI.

YHUBEPCUTETOM, OTBEHAIOIIUM KOHLEMIMSAM Smart yHHUBEpCHUTETa, siBisieTcst Boc-
touHo-Kazaxcranckuit rexuuueckuii yausepcutet um. . Cepukbaesa (BKTVY).

Boctouno-Kazaxcranckuii texHuueckuii yHuBepcuter umenu J[. CepuxbaeBa
SIBJISIETCSL OIHUM M3 BeAyLIMX By30B Ka3axcTraHa U rOTOBUT CIELMAIMCTOB Pa3HbIX CIIe-
LUAIBHOCTEH, cpeay KOTOPhIX WH)KEHEPHO-TEXHHYECKHE, HHPOPMAIIMOHHO-TEXHOIIO-
THYECKUE, SKOHOMUKO-YIPaBJICHUYECKUE, ECTECTBEHHOHAYYHbIE, apXUTEKTypHO-1N3aii-
HEpCKUeE.
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Llens yHMBEpCUTETA COCTOUT B CO3/IaHUH HOBBIX 3HAHWH, HOBOBBE/IEHUH, TOJITOTOBKE
MTONTUSI3BIYHBIX HWHXKEHEPHBIX COTPYJIHHWKOB, HEOOXOAMMBIX Ha TOCYIapCTBEHHOM W
MeXIyHapoJHOM YpoBHE. B cocraBe yHuBepcurera

B cdepe mHayuHO-MCCIEnOBaTEIbCKONH U MHHOBAIIMOHHOM JIEATEIILHOCTH OCHOBHOM
3aja4ell YHUBEpCHUTETA SBISIETCS CO3/IaHue yCIOBUH [T AP (PEKTUBHOTO HapalIuBaAHHS
1 UCIOJIb30BAHUS HAy4YHO-TEXHWYECKOTO M MHHOBAI[MOHHOTO MOTEHIMalla By3a, €ro
Hay4YHBIX W HayYHO-TIPOM3BOJICTBEHHBIX TOPA3ICICHUI Ui PEIIeHHs aKTyabHBIX
npo0JieM pa3BUTHs HAayKH, 00pa3oBaHMs M MPOM3BOJACTBa BocrtouHo-Kaszaxcranckoro
pETrHoHa U CTPAHBI B IIEJIOM.

Tak, B pamkax BKTY ¢ynkunonupyror Oonee 10 IEHTPOB KOMIETEHIMH |
LIEHTPOB TPEBOCXO/CTBA, B COCTaBE KOTOPBIX AECHCTBYIOT Hay4HO-HCCIIEOBATEIbCKIE
1ab0opaTOpPUH U HAyIHO-TTPOU3BOICTBEHHBIE KOMILICKCHI.

Hanpumep, na 6a3ze npeBocxoacTsa «Veritas» co3iaH HAyYHO-ITPOU3BOACTBEHHBIN
koMImieke «Mertamtyprus». OCHOBHON IENBIO JIAOOPAaTOPHOTO KOMILIEKCA SIBIISIETCS
MPOBEJICHHE HAYYHBIX HCCIEOBaHUH, pa3padOTKa M yCOBEPIIEHCTBOBAHUE IO0ObI-
BaIOIIUX TEXHOJOTHA 110 Pa3HBIM HAIPAaBICHUSM, a TAKXKE TOATOTOBKA CIEIIMATHUCTOB
mo HampaieHusM «Metamtyprus» u «OOorameHre TOoJe3HBIX HCKOMaeMbIx». B
na0opaTopuy BBIMONHSIOTCS Pa3IMYHbIe HKCIIEPUMEHTHI M J1abopaTopHbIE HCCIIe-
JIOBaHUS, CBS3aHHBIE CO CIEIHUaNbHOCTBIO. Tarke Ha 0aze HIIK «Metamryprus»
OKa3bIBAIOTCS PA3IMYHBIC YCIYTH U MPOBOJSTCS UCTIBITAHUS HA pa3IMYHbIX MPHOOpax.

Tak, maboparopuss METAJLUTypruu [BETHBIX, ONArOPOIHBIX, PEIKUX U PACCETHHBIX
METaJIOB MMPOBOANT (PM3NUECKNE M XUMUYECKHE HCITBITaHuUS, TEPMOTPaBUMETPUYECKUN
aHaJM3, OmpenaenseT TBepaocTh o0pasuoB u T.A. Cekrop XpomoTorpaduueckoi u
(hoToMeTpHUECKOi CIIEKTPOCKONINY TIPOBOJIUT HCCIIEOBAHUS HA JKUIAKOCTHOM XpOMa-
Torpage. B cextope rugpoMeTaTypriuy N3BJIEKAIOT [IEHHBIE MaTepUalIbl TP TOMOLIH
nabopaTopHo# 15-cTyneHyaroi 3KCTpaKIIMOHHON YCTaHOBKH HETIPEPHIBHOTO JIEHCTBHA,
MTOJITOTABIIUBAIOT PY/IHBIE MaTepPHAIBl K THIPOMETAITYPTUYECKOMY NIepeieTy U TIp.

B nmannoii pabote pazpaboTaHo NPUIOKEHHE HA OCHOBE TEXHOJIOTUH JOTOIHEHHOM
peanmsHocTH At HIIK «Metammyprus» ¢ OXHBJICHHEM Pa3IAIHOTO OO0OPYIOBaHUA,
prOOPOB U MPOLECCOB pabOTHI B Taboparopru. Bee BhllenepeurcieHHbIe UCTIBITaHuS,
MIPOBOJIMMBIE B paMKax J1ab0paTOPHH, BU3YaTHM3HPOBAHBI C IPUMEHEHHEM TEXHOJIOTUH
JIOTIOJIHEHHOW peaibHOCTH.

JlaHHOE TPWIIOKEHHE TOMOXKET CTYIEHTaAM W3YYHTh Marepuajd W BBIMNOIHATh
9KCIIEPUMEHTHI, HE OTPAaHMYUBASICh BPEMEHEM, PACXOAHBIMH MaTepuataMu, 6e3 cTpaxa
UCTIOPTUTD TpUOOp. OHO 0OeCeUNT BU3YaIN3aLIIO TPUOOPOB, & TAKKE XUMHUECKUX H
(hM3UYeCKUX MPOIICCCOB.

Paszpabomra modyna dononnennoil pearvnocmu 01 Smart yHugepcumema

Moayins TOTIOTHEHHOW pealbHOCTH JUIs Smart YHUBEpCUTETa pa3padaThIBalicsl Kak
MOOMIILHOE TIPUIIOKEHUE JUIsI O0YUEHHS CTYJICHTOB TEXHHYECKHIX CIICIHAIbHOCTEH.

CtpyKTypa MOIyJIsl AOTIOJIHEHHOH PeabHOCTH, OCHOBHBIM (DYHKLIMOHAJIOM KOTOPOTO
SBIIICTCS BU3yaIM3aIlsl OOOPYIOBAaHUS W TIPOIECCOB, ocymiecTBasieMbix B HIIK
«MeTtanmyprus», COCTOUT U3 YEThIPEX MOAYJIEH, KOTOPHIE IPE/CTaBIEHBI HA PUCYHKE 5:

— MOJIYJIb OTCIIEKUBAaHUS KaMephl;
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— MOAYJIb XpaHCHUA O6’[>CKTOB;

— MOAYJIb BU3YyaJIu3alluu;

— MOAYJIb IMOJIB30BATCILCKOIO I/IHTepq)CfIC?l.

BI/I,[[COHOTOK C KaMEphbI yCTpOfICTBa nepeaacTess B MOAYJIb OTCJIC)KMBAHUS KaMCPbI.
I[aHHLIfI MOIYJb O6pa6aTLIBaeT Ka)l(,[[LIP'I Kaap BHUACOIOTOKA: BBINMOJIHACT ITOUCK
3aJaHHOI'0 3apaHEC MapKepa, OIpeAC/IACT IMOJOKECHUE MapKepa B MPOCTPAHCTBE U HaA
OCHOBC OTHUX JaHHBIX BBIYUCJIISACT ITOJIOXKCHHEC BHpTyaJ'IBHOﬁ KaMepbl OTHOCUTCIIBHO
Mapkepa. ITocne Tor 0, KaK MOJIO)KCHUC U OpUCHTAlLUsl KaMCPbl ONIPCACIICHHbI, MOAYJIb
XpaHCHUA 00BEKTOB nmoMeuacT Ha CUHCHY HCO6XO}_II/IMI:II71 00BEKT AJI BU3yaJiu3alluu,
HCIIOJIB3Yys 3apaHeC ONPCACIICHHLIC MapaMETphbl IMOJOXKCHUA, Maciraba u IOoBOpOTA.
I[aJIee OPOUCXOOUT BU3YyaIU3alys MOACIIN C UCIIOJIB30BAHUEM CABUIA MO OTHOLICHHUIO
K pacquHoﬁ IIO3UIIWMHU U COINIaCOBAHUEM C OpI/ICHTaL[I/Ief/’I. ITonp30BaTenb MOXET BIUATH
Ha rapaMeTpbl MOACIN U BU3YyaJIU3alluU IIPU ITOMOIIH TOJIB30BATCIILCKOT'O I/IHTep(beﬁca.

Moayne Moayns
OTCAEMMBAHUA KaMmepb! xpanenua 3D obvexToe
Moaynes
BH3yanu3Iaymm
Y
Moayns
NoNL30BaTEeNLCKOro
WHTepdenca

1

Mone3oeatens

Pucynor 5 — Cmpykmypa mooyisi 00nOAHEeHHOU PealbHOCmu

Taxum 00pa3oM, MOIyITb JONOIHEHHOH peaTbHOCTH paboOTaeT Mo aaropuTMy Ha
pHUCYyHKe 0.

Hauana

Hunusaniuzauna
EakiBps

'

ManyeHibg
BHOSONOTOES

!
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Bwigenesas xagpa
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AOAL30BATENA BiEORGTORE

Pucynok 6 — AIroput™ paGoThl MOY/IS JOTIOIHEHHON peaTbHOCTH

Paccmorpum paboty nanHoro anroputma. B camom Hauane paOoOThI MPHIIOKEHHS
MPOMCXOJUT WHULINAIN3ALMS KaMEPbl YCTPOWUCTBA, MOTy4YeHHE BUCONOTOKA C JAaHHOM
KaMephl U BBIACICHUE U3 MTOTOKA OTAEIBEHOTO KaJpa AJs MOCIeAyIOme paboThl C HUM.
Janee Ha BBIIENEHHOM KaJpe MPOUCXOIUT MOMCK Mapkepa. Ecim mapkep HaiizieH,
TO MPOUCXOIUT €ro HIEHTU(HUKAIMS, B MPOTUBHOM Cllyyae MPHIIOKEHHE BbIIEISET
HOBBIM Kazap. Ecnm mapkep He ynanoch WACHTH(PULIUPOBATH, TO MPUIOKEHHUE TAKKE
BO3BpAllaeTCsl K IIary IMONyYeHHs KaJgpa W3 BHJIEONOTOKa. B ciywae ycmemHoi
HWACHTU(PHUKAINE MapKepa MPOUCXOIUT pacueT MaTpHUIlbl MpeoOpa3oBaHMs, Ha OCHOBE
KOTOpOH B CIEIyIOIEM Iare MpOMCXOIUT MpeoO0pa3oBaHUE BUPTYAIbHBIX OOBEKTOB
1 MO3ULIMOHUPOBAHNE BUPTYaIbHOW KaMepbl. Jlamee ocylecTBisieTcs BU3yalu3alus
BUPTYaIbHBIX OOBEKTOB MOBEPX BHeonoToka. CleayromuM maromM oOpadarsiBaeTcs
MOJIb30BATENbCKUN BBOX, B Cllyyae HEOOXOAMMOCTH MPHJIOKEHHE 3aBEpIIAET CBOIO
paborty.

B ocHoBe mo0oro mnpuiaoKeHHsI JOMONHEHHOH peaJbHOCTH, HCIOJIb3YIOIIETro
aHaJM3 MOCTYMAIOMIEeH ¢ KaMepbl KAPTUHKH, JI)KUT CUCTEMa KOMIIBIOTEPHOTO 3PEHHS.
OnHoli U3 Hanbosiee U3BECTHBIX OMOIMOTEK, peanu3ylouux Moao0HbIH (QyHKINOHAT,
spasiercss OpenCV. OHa mpefocTaBisieT JOCTaTOYHOE KOJHMYECTBO HHU3KOYPOBHEBBIX
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BO3MOJKHOCTEH M OYEHb XOpOIIa Uil M3BJIEYCHUS] MakCUMyMa HWH(QOpMalMd U3
n3zo0paxenusi. Ho ansi mpuiiokeHWH JONONHEHHOH peanbHOCTH Tpedyercsi OBICTPO
1 KaueCTBEHHO HAWTH B KaJpe OrpaHUYEHHBIH HaOOp 3apaHee M3BECTHHIX OOBEKTOB
U 0TOOpa3HuTh MOBEPX HM300paKEHMs BHPTYaJbHBIM 00beKT. MMeHHO 3Tol 3amaueit
3aHUMaeTcsi OMONMMOTEeKa JOMONHEeHHOW peanbHocTH Vuforia, paspaboraHHas
komnanueil Qualcomm. OHa pacnpocTpaHsieTcsl Ha MIaTHON W OecriaTHOW OCHOBE H
nojaepxkuBaet Android, 10S, Unity. DTa OubnuoTeka UCIoab3yeTcs B IPeACTaBICHHON
pabote. Jliist pa3pabOTKU MOIYJIS IOTIOTHEHHOM pealibHOCTH ObLT BRIOpaH BUkOK Unity,
nojepxkuBaromuii ppeiimBopk Vuforia. s coznanus 3D-mojeneli ucnoab30BauCh
pasnuunble 3D-penakTopel U CHCTEMBl aBTOMATH3MPOBAHHOIO MpPOEeKTHpoBaHMs. s
pa3paboTku 3D-00bekToB ObLT BEIOpaH Blender.

Pesynbrarom paboTHI cTano MOOMIBHOE MPHUIOKEHHE ¢ TPUMEHEHUEM TEXHOIOTHH
JOTIOJTHEHHON PEeajbHOCTH ISl Smart YHUBEPCHTETa, KOTOPOE HCIOIb3YeTCs JUIs
BH3yaJH3alii 000PYIOBaHUS U MPOLIECCOB J1a00PAaTOPUU HAYYHO-ITPOU3BOACTBEHHOTO
kommiekca «Metamnyprusi» BKTY um. 1. CepuxOaesa. s Mcronb30BaHHsI TaHHOTO
MPUIIOKEHHS CTYACHTY HEOOXOANMO yCcTpoiicTBO Ha Oa3e Android.

Pabota npunokeHns npencTaBieHa Ha pUCYHKe 7.

PucyHok 7 — Buzyanuzauus 060pynoBaHuUs B IPHIOKESHUH

Ha pucynke 7 mnpuBemeno obGopynoBanne TGA/DSC2 («METTLER TOLE-
DO» IlBefinapusi) s TPOBENEHUS TEPMOTPABUMETPHUYECKOTO aHaiu3a. lepmo-
TPaBUMCTPHUYCCKUEC U3MEPCHNA Ha YCTAHOBKE IIPOBOJAAT IJI BBISABICHUSA TEPMHUUYCCKUX
XapaKTEPUCTHK, TPH KOTOPBIX TPOUCXOANT U3MEHEHHE MacChl MaTepHalia, HarpeBaeMoro
[0 TEMMEpPaTypHOI MporpaMMe, MpH ONpeAenEéHHBIX aTMOcepHBIX ycmoBusax. Cry-
JCHTBI MOTYT BSaHMOHeﬁCTBOBaTB ¢ 00BEKTOM ,ZIOHOHHCHHOﬁ PCaIbHOCTH, YBUACTH
3D-Bu3yanu3amnuio 000pyIOBAaHUH B PEATUCTUIHOM BHUJIE.
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3akiroueHue

B nmanHo#l pabGore mpescTaBlieH pa3paOOTaHHBIM MOJIYNb JOTIOJHEHHOH pealib-
Hoctu ans Smart yHuBepcutera BKTY um. J[. Cepuxbaepa. IlpmiokeHue mo3Bo-
JIIeT C TIOMOIIbIO TEXHOJOTMH JOTOJHEHHONW pPeasbHOCTH BHU3yasln3upoBath B 3D
o0opynoBaHue, MPHOOPHI, & TaKKEe XUMHUYECKHE W (U3MUECKUE MPOILECChl, 3aleii-
CTBOBaHHbIC Ipu pabore 1adoOpaTopuil HAyYHO-TIPOW3BOJCTBEHHOTO KOMILIEKCa
«Metainyprus» yHUBEPCUTETA.

C moMoIIbI0 JAHHOTO MPHIIOKEHHS CTY/IEHTHI MOTYT M3y4aTh TpeGyeMblil MaTepral
U pealln30BBIBATh AKCIIEPHUMEHTHI B 0€30macHOM pexkume 24/7, He OorpaHUYMBasch
BpEMEHEM U PacXOJHBIMH MarepuaiaMu, 0e3 CTpaxa COBEPIIUTh OLINOKY.
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Abstract. This article discusses ways to analyze the emotions of players to predict
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BEWHE OUBIHJIAPIAFbI OPEKET CHEHAPUMJIEPIH MOJIEJIBJEY
YIITH A®G®EKTHUBTI ECENITEY 9JAICTEPIH KOJIJAHY

K. Capcenoex

CapceHﬁeK Kazu,lp — «AKl'[apaTTI)IK-KOMMyHI/IKaL[I/ISIJ'II)IK TEXHOJIOTrUsJ1ap» Ka(l)e/:[paCI)IHLIH,
Gafz[apnaMaan HWHXXCHEPHUA MaMaH/IbIF bIHbIH MaruCTpaHThbl, Ka3aK-BpHTaH TEXHUKAJIBIK yHI/IBepCI/ITeTi

© K. Capcenbexk, 2022

AHHoTamus. Byn makamana opi Kapaiifbl opeKkeTTepi OoJpKay JKOHE OJapiblH
acThIH/IA BUPTYaJIbl OPTa KYPY YIIIH OWBIHIIBLIAPIGIH SMOIMICHIH Tajaay dicTepi
KapacTeipbuiafibl. AddekTuBri ecenrey HMHQOpMATHKAHBIH OpPTYPIi cajalapblHia
KOJIIAaHBLIA/bl, OJAPIbIH OPTYPJIl TalchlpMajiapra KOJJAHbLUIYbIH Kepcetendi. beiiHe
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OWBIHIAp calachIHAa THIMI €CeNTey YIIKEH Mai1a 9Kelyi MyMKiH, OiTKEeH1 OMBIHILIBIHBIH
SMOLMOHAABI KaThICybl ©T€ MaHBI3Ibl. byl Makaia SMOIMOHAJABI MOJEIBACY JKOHE
HaKThl YaKbITTaFbl BUPTYalIbl HIBIHABIKTEI TY3€TY apKbUIBI OWBIH TOXKIpHOECIH
KEKeJIeHAIpY )KYyHeciH JaMbITyFa apHaJIFaH.

Tyiiin ce3nep: addextuBri ecentey, OeiiHe OWBIHAAP, TPOLEAYPATBIK Ma3MYH/IbI
KYpY, allaM MEH KOMITBIOTEP/IiH 63apa opeKeTTeCyi

Moiiexkco3 ymin: K. CapcenbOek. beiliHe oWbIHAapnarbl opeKeT cLEHapHitepiH
Mofenbaey yiniH addekruBti ecentey omictepin konmmany // XAJIBIKAPAJIBIK
AKITAPATTBIK-KOMMYHUKALMAJIBIK TEXHOJIOT MAJIAP XKYPHAJIBL. 2022.
Towm. 3. Is. 4. Hemipi 12. 3440 Get (opsic Tinminae). DOI: 10.54309/1J1CT.2022.12.4.003.

HCNOJb30BAHUE METOJ0OB AG®EKTUBHBIX BHIYUCJIEHUN 1151
MOJIEJIUPOBAHUSI CUEHAPUEB JEWCTBUI B BUJEO UTPAX

K. Capcenoex

Capcenfex Kagblp — MarucTpanT CIEIMaIBHOCTH IIporpaMMHas HHxkeHepws, kxadenps «Mudop-
MAallMOHHO-KOMMYHHKAIOHHbIEC TEXHOIOrMW», Kazaxcrancko-bpuranckuii TexXHU4ECKUN yHUBEPCUTET

© K. Capcenbek, 2022

AHHoTanus. B 3Toli cTarke paccMaTpuBaIOTCs CIIOCOOBI aHAIN3a YMOLIUN UTPOKOB
JUTS IPOTHO3UPOBAHMS TATbHEHIIINX AEUCTBUM U TOCTPOCHUS BUPTYATIbHOTO OKPYKEHHUSI
nox HuX. AdQeKTUBHBIC BBIYHCICHHS HCIONB3YKOTCS B Pa3jIMYHBIX OO0JACTSIX
KOMIIBIOTEPHBIX HAyK, MOKa3bIBas CBOIO MPUMEHUMOCTh K Pa3NUYHBIM 3amadam. B
oTpaciiv Bujieo urp ad(heKTUBHBIC BBIYHCIICHHSI MOTYT IPUHECTHU OOJIBIIYIO BBITOTY, TAK
KaK AMOILIMOHAIbHASl BOBJICUEHHOCTh UTPOKA OUCHb BakHA. JlaHHAS CTaThs MOCBAIICHA
pa3paboTKe CUCTEMBI MePCOHATH3AIMYA UTPOBOT'O OIBITA C IIOMOIIBIO SMOIIMOHAIEHOTO
MOJENUPOBAHUS U KOPPEKTUPOBKU BUPTYaIbHON pEaIbHOCTH B PEAJIBHOM BPEMEHHU.

KaroueBbie cioBa: aQeKTHBHBbIC BBIYMCICHUS, BHUJCO HWIPBI, MPOIEIypHAs
reHepanus KOHTEHTa, YEJI0BEKO-KOMITbIOTEPHOE B3aUMOJIEICTBHE

Jass murupoBanusi: K. Capcenbek. HMcmomb3oBanue metonoB ad(EKTUBHBIX
BBIYMCIICHUN JJI1 MOJCIMPOBAHUS CIIEHAPUEB JeicTBHN B Buaeo urpax // MEX-
I[YHAPOI[HBIPI XKYPHAJITMMHO®OPMAIIMOHHBIX 1 KOMMYHUKAILIMOHHBIX
TEXHOJIOI' M. 2022. Towm. 3. Is. 4. Homep 12. Ctp. 34—40 (1a pycckom s3bike). DOI:
10.54309/1J1CT.2022.12.4.003.

BBenenue

3anauamMu aPEeKTHBHBIX BBIUYMCIICHUH SIBISIOTCS paclo3HaBaHUE, 00paboTKa, U
HWHTEPIIPETaus dMOLUN YelloBeKa C AalbHEHIIEd uX cumyssinueil. PacnosHaBanue
1 00pabOTKa MCHOJHSIETCS C UCIOIB30BAHUEM METOJIOB MCKYCCTBEHHOTO MHTEIICKTA
(Héctor, 2021). Cormacuo Jlxozedy Jlemy, B Hauanme 1960-x, mnpeamecTBEHHUK
MCKycCcTBeHHOTO nHTeIuiekTa [epoept CaiiMoH ObLT YOSKICH, YTO BKIFOUSHUE SMOLIUN
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B KOTHUTHBHBIE MOJETH HEOOXOIMMO AJsl MPHOIMKEHHUSI K YeIOBEYECKOMY Pa3yMy.
[Tozxe HECKOIIbKO UCCIIEOBAHUH MTOKA3aIIH, YTO SMOIIMH OKa3bIBAIOT BIUSHIE HA MHOTHE
KOTHUTUBHBIE MEXaHH3MbI. Tak ke SMOLMHU HMIPAOT OONBUIYIO POJb B COLUAIBHBIX
B3aMMOJICHCTBUSIX ¥ TIPU OCBOSHUH HOBBIX MOBeAeHUeCKUX (hopM. [ToaTomy HEekoTOpBIE
HCCIIeIOBAaTENN B 0OJIACTH MCKYCCTBEHHOTO MHTEIUICKTA Hadalu A00aBISITh (QYHKIUH
umutaru smonuni (Miguel Angel Salichs, 2012).

C TOouKHM 3peHus ICUXOJIOTHH, KOMITBIOTEPHBIE UTPHI COAEPIKAT OOIbIIEe KOJTHMIECTBO
“addexra”, MOTOMY UTO Cpe/ia KOMITBIOTEPHBIX UT'P MOCTPOEHA TaKUM 00pa3oM, 4TOOBI
M3MEHATHCS B COOTBETCTBUU C MHTEPAKTHBHOCTBHIO MMOJNB30Bareis. B3ammopercTBus
MIPOMCXO/IAT, KOT/Ia MIPOBasi cpejia MOoJTyvaeT BXOJHBIC JaHHBIE CO CTOPOHBI UTPOKA,
BBITIOJNHSISI JICMCTBHS 4epe3 UTPOBOH KOHTpoiuiep. “AQQeKTHBHYI UTPy MOXKHO
paccMmarpuBaTh KaKk OOHApy>KeHHE AMOIMOHAIHLHOTO COCTOSHHUS MTPOKa B PEaTbHOM
BpEMEHH Ha Pa3MYHBIX dTalmax MIPOBOrO Mpolecca W MOCIEAyIoUlee MOBBIIICHHE
WHTEPAaKTUBHOCTH IIOJIb30BATENsl COOTBETCTBEHHO OSMOIMOHAIFHOMY COCTOSHUIO.
OOuienpuHsATHIE METOBI 00HAPYKEHUS IMOIIMOHATILHBIX N3MEHEHUH OCYIECTBISIOTCS
IyTeM MOHUTOPHHIa W3MEHEHHI B BBIPQXCHHUU JUIIA, JKECTaX, 03¢ Teja, pPedH,
(PM3HOMOTHYECKUX PEAKIMAX, TAKUX KaK CUTHAIBI eKTpolrHnedanorpada (3317) u
TOMY MOJOOHBIX BO BpeMsl B3aMMOJACHCTBHS TOJIb30BaTeNs B UrpoBoit cpene (Pradeep
Kalansooriya, 2020).

MarepuaJibl 1 METOBI

Memooul aghdhexmusnbix gbruucierull 8 8UOEO USPAX

HUccnenoanue ah(heKTHBHBIX BEIYHCICHUI pacCMaTprBaeT YCIEUIHYIO PEaIn3aIiio
apPeKTUBHOTO IHUKIIA, KaK OIHA U3 KOHEYHBIX LEJeH, CTOSINX 38 U3yUYeHHEM AMOINH
B paMKax YeJIOBEKO-KOMIMBIOTEpHBIX B3anmMonercTBuii (HCI). AddekTrBHBIC THKITBI
paccMaTpuBalOT SMOLUHM Kak TNpouecchl. AQQEKTUBHBIH LUKI B Hrpax MOXKHO
paccMmarpuBaTh KakK 3aMKHYTHIM IMKI, C TPeMsl TOCJEOBATEIbHBIMH KIFOYEBBIMU
hazamu:

1) UTpoOK MOKa3bIBACT CBOM YyBCTBA BO BPEMsI B3aUMOJICHCTBUS C UTPOI, B OCHOBHOM
C IIOMOILbI0 OMOCUTHAJIOB;

2) buocurHansl UTpoka 0OHAPYKUBAIOTCS UTPOBBIM JIBUKKOM M WHTEPIPETUPYIOT
9TH CUTHAIBI B UCTIBITHIBAEMbIE AMOIINH;

3) OCHOBBIBASICH Ha pAacllO3HABAaHMHM OSMOIMI WIPOKa, Wrpa HACTpauBacTcs B
COOTBETCTBHHU C 3TUMH 3MOIIHSIMH.

OTO HeNpepbIBHBIM NWKJ, BIUSIONMA KaK Ha pa3yM, Tak M Ha TeJ0 WIPOKa,
3aCTaBISIIOMIMA €ro pearupoBarh WIPOBBIMH JEHCTBUSMH M SMOLHMOHAIBHBIMH
peakmusmu (Pradeep Kalansooriya, 2020; Georgios, 2011). KommbroTepHBIE HTPHI,
SIBIISISICH T€HEpaTopaMHu 3axBaTbIBaromiero u ooraroro onsita HCI, sBnsitorest cioco6om
BBI3BIBATh y UTPOKA Camble pa3HOOOpa3HbIE IMOIUH M CIOXKHBIE MaTTepHbl addekra.
Urpsl mpemiarator Ooraroe M YCKOPEHHOE B3aWMOJCHCTBHE C JHHAMHUYECKUMH
3NIEMEHTAaMH B COUYETAaHWU C ITOBECTBOBAHUSMHM, KOTOPBIE CO3AAI0TCSI BPYUHYIO, YTOOBI
co3/aTh OTpE/eTICHHbIE MOJENH HWIPOBOTO OmbITa. JTa ¢dopMa B3aMMOIEHCTBHS
BBI3BIBACT Yy UTPOKA CIOKHBIEC DMOIIMOHAIBHBIE PeaKLuK, 00HAPYKEHHE KOTOPBIX 1AJIEKO
He TpuBHanbHO. OOHapyKeHUE, MOJICINPOBAHNE U CHHTE3 OINbITa UrPOKa TaKkKe He
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SIBIISIFOTCSL TPUBUAIIBHBIMH, TTOCKOJIBKY 3MOLIMU — 3TO KOHLENTYaJbHbIE KOHCTPYKIINH,
a DMOLMOHAJBbHBIE COCTOSIHUS — 3TO CYIIHOCTH C HEACHBIMM IpaHunamu. Tem He
MeHee, 710 CHX MOp ObLIO UCCIIeIOBaHO 3HAYNTENFHOE KOJTMYECTBO PA3IMUHBIX HTPOBBIX
YKaHPOB, BaPbUPYIOIIMXCS OT MPOCTHIX apKaj, 10 TOHOK, (PU3MYEeCKH MHTEPAKTUBHBIX
UTP, UTP N00BIYA / XUIIHUK, UTyTEPOB OT MEPBOTO JHLA, U UTP I 00yUSHHUSI.

[Ipouenypnass renepanus koHteHTa (PCG) OTHOCHTCS K aBTOMaTH4eCKOMY
CO3JIaHUI0 KOHTEHTA C TMOMOIIBI0 AITOPUTMUYECKUX CPEICTB. TeXHOIOrus, KoTopas
MOXET OOJEruyuTh CO34aHUS KOHTEHTAa W YNPOCTUTH aJanTaldio KOHTEHTa MOJ
WHAMBUAYaIbHOTO WIPOKA WM TPyNIaM HUIPOKOB, Oblia OBl TEmJIO BCTpeueHa
pa3paboTuyuKaMK UTP U UTPOKaMH B HesoM. OCOOEHHO eciy 3Ta TEXHOJOTHS TaKKe
MOXET aBTOMAaTHYECKH aJalnTHpPOBaTh WIPYy K MOTPEOHOCTSIM M TPEANOYTEHHS
otaenbHbIX urpokoB. Ho PCG He ucmonb3yercs Oojee MMPOKO Ui CO3AaHMs BCEX
(hopM UTPOBOTO KOHTEHTA MOTOMY KaK:

1. He Bce THIBI HTPOBOrO0 KOHTEHTA MOTYT OBITh KaueCTBEHHO CTCHEPHUPOBAHBI C
KeJaeMol BapuaTUBHOCTBIO, HAICKHOCTBIO TPAJULUMOHHBIMU METOIAMH;

2. Tpaguumonusie Metonsl PCG HEIOCTATOYHO YMpaBISIEMbl. HE BCE BayKHBIC
aCMEeKThl CTCHEPHPOBAHHOTO KOHTEHTA MOTYT OBITH JIETKO 3aJaHbl TU3aiHEPOM WIIN
QITOPUTMOM. DTO Ba)KHO, TOCKOJIBKY KOHTEHT, BO3MOXKHO, IIOTPeOyeTCsl CreHepHPOBAaTh
TaK, YTOObI OH COOTBETCTBOBA ONPEACICHHOMY pa3ieily UTPhl HIIH 1a)Ke KOHKPETHOMY
UTPOKY.

Jnst BIXoa M3 9TOM MpoOsieMbl CYLIECTBYET CO3AaHHE MPOLEAYPHOr0 KOHTEHTA,
ocHoBaHHoOro Ha onbiTe (Experience-Driven Procedural Content Generation (EDPCG)).
OTOT MOAXOJ CBA3BIBAET UIPOBOM OMNBIT C MPOLEAYPHON reHeparueil KoHTeHta. Bcé
HaunHaetcst ¢ nepeonpeaenenuss koHteHta B EDPCG pamku. MrpoBoil KoHTEHT
paccMarpuBaeTCs Kak CTPOUTENbHBIE OJIOKU UI'P,  UTPhI — KaK MOTEHIIUATOPBI HTPOBOTO
omnbiTa. Takum 00pa3om, KOHTEHT MOYKHO PACCMaTPUBATh KaK KOCBEHHBIE CTPOUTEIIbHBIC
OJIOKM UTPOBOTO OMBITAa. A OHU OMPEAEIISIIOT )KU3HEHHO BaYKHBI KOMIIOHEHT KOHTPOJIS

apexTuBHOrO UKIA B Urpax. [loCcKoNbKy Urpa CHHTE3UPYETCS U3 CTPOUTENBHBIX
OJIOKOB HMIPOBOrO KOHTEHTa, KOTOpbIE TMPH BOCIPOU3BEACHHUH KOHKPETHBIM
WUTPOKOM BBI3BIBAIOT COXPAaHEHHBIM WIPOBOH OIBIT, HEOOXOJMMO OLIEHUTH Kaue€CTBO
CT€HEpHPOBAHHOTO KOHTEHTa (CBS3aHHOTO C ONBITOM HMIPOKA), BHIOJHHUTH MOUCK MO
HUMEIOIEMYCS] KOHTEHTY M CT€HEpUPOBATh KOHTEHT, KOTOPBIH ONTUMHU3UPYET OMBIT IS
urpoka. Komnonentst EDPCG (puc. 1):

1. T'eneparop koHTeHTA. ['eHepaTop BBIMOIHIET MOUCK B MPOCTPAHCTBE KOHTCHTA,
KOTOPBII ONTHMU3UPYET OIIBIT AJISl UTPOKA B COOTBETCTBUH C MPHOOPETEHHON MOAEIBIO;

2. MozenupoBaHue OmbITa Urpoka. MrpoBoii OMBIT MOJETUPYETCS Kak (pyHKIUS
UTPOBOTO KOHTEHTA U UTPOKa;

3. KavectBo KoHTeHTa. KauecTBO CreHepUpOBAaHHOTO KOHTEHTA OLCHHBACTCS MU
MIPUBS3BIBACTCS K CMOACTHMPOBAHHOMY OIBITY HTPOKa;

4. lpencrapieHre KOHTeHTa. KOHTEHT NPEAOCTABISIETCS COOTBETCTBYHOLIMM
00pazoM, 4TOObI MaKCUMU3UPOBATH dPPEKTUBHOCTD, OBICTPOACHCTBIE M HAIEKHOCTD
reneparopa (Georgios, 2011).
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lNpegcraeneHne
KOHTEHTA

KauecTeo
KOHTEeHTa

Pucynoxk 1 - OcnoBable komnoHeHTs! EDPCG.

[ns B3auMONEWCTBUSI MIPOKA C BHUPTYaJdbHOM pPEaIbHOCTBIO TaK K€ MOXKHO
WCTIONB30BaTh HEMTPOBEIX nepcoHaxkelt (NPC) moakorTponsHbIX mpoctomy . NPC,
CUMYJIMPYIOLINE SMOLIMH B OTBET JCHCTBUSIM UTPOKA, MOTYT JOOABUTh B UTPy OoJbLIeH
HHTEpecC U Hempeackazyemoct. Kak noguepkuBaror Agamc u [lopmaHc, korna urpa
CJIMIIKOM IIpEACKa3yeMa, OOBIYHO 3TO HE JIOCTaBISIET OCOOOT0 YIOBOJIBCTBHA. IJTO
[IOTOMY, YTO TOUYKa 3pE€HHSI UTPOKA Ha BBIOOD, €0 PELIEHUS BO BPEMsI UT'PhI HE OKa3bIBAIOT
OO0JIBIIOTO BAMSHUS Ha KOHEUHBIN pe3yibrar. Korga nrpoku 4yBCTBYIOT, YTO PELIEHHS,
KOTOpPbIE OHU IPUHUMAIOT, MJIM Ja’Ke JOCTUTHYTHIN B UTPE POCT HE MEHSIOT PE3YJIbTATOB,
OHH, KaK IPaBUJIO, OBICTPO pa3ouapoBbIBatoTCsA. OIHAKO CEPbE3HbIE UIPHI, KOTOpPHIE
MIPEATNOAraoT pOCT UIPOKA U IPUHATHE UM PELLICHUH, JOJDKHBI 0071a4aTh ONIPe eI HHBIM
YPOBHEM HeENpecKa3yeMOCTH, 00ecrednBaeMOi HCKYCCTBEHHBIM HHTEIIICKTOM, YTOOBI
caenarb urpy Oosee yBiekarenbHOW. HempezackasyemocTs B Urpax OTIMYAETCsl OT
ciyyaiiHocTH. OHa He IPUBOAUT K CIy4YalHBIM pPe3yJabTaTaM, & UMEET CBOM PEIICHHS,
AQHAJIOTMYHBIE TEM pEIIeHUSAM M [EHCTBUSAM, KOTOpbIE NENaloTCs JIOAbMHU, H3-32
KOJINYECTBA HeNpeAcKazyeMbIx paznnunil. CormacHo Axamcy u JlopMaHcy, CylecTByeT
JIBa OCHOBHBIX CII0C00a co31aHusi HAOOPOB C HENpeACKa3yeMbIMH XapaKTepUCTUKAMU
(Luiz Chaimowicz, 2014):

1) Korma BeIGOp nemaror Gosiee 0HOTO UIPOKa;

2) Korma urpa ©MeeT CIOKHbINA HAGOP TPaBUIT PabOTHI.

Cucrema mpunsatusi pemeHuii NPC Moxer OBITh OCHOBaHa Ha IMOOYKICHHUSX,
MOTHUBALIUAX, HCKYCCTBEHHBIX 3MOLMAX M BO3MOXKHOCTH OOy4YCHMs HPaBUILHOMY
BBIOOPY neiicTBuid. Llens cuctemsl mpunsATHs pemeHnii y NPC - BBDKUTB, TOAIEPKUBAS
BCE€ CBOM MOTPEOHOCTH B MIPHEMIIEMBIX ITperenax. (puc. 2)

AWb
| Wellbeing s | Appraisal |

Dominant Happiness/Sadness

Motivation| 1
S Learmn.g and Agent’s actions
(Siner) | behaviour

Drives Motivati

lact Exogenous actions|

system
External I lsfxlema/ L

Stimuli
Fear - Quorst
Appraisal ol

Pucynok 2 - Cuctema NpHHATHS PEIICHHUN.
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Buytpennee cocrosaue NPC, MoxeT ObITh, NapaMeTpU30BaH HECKOIbKUMH
MIEPEeMEHHBIMH, KOTOpBIE JIOJDKHBI HaXOAMTbCS Ha HJealbHOM YypoBHe. Korna
3HAUEHHE THX MEPEMEHHBIX OTIIMYAETCS OT WACaIbHOTO, BOZHUKAET CUTHA OIINOKH:
noOyxaenusi. CnenoBaresibHO, TOOYKACHUSI MOXKHO paccMaTpuBaTh Kak BHYTPEHHHE
norpedHocTH. CI0BO MOTHBALUs yKa3blBaeT Ha TUHAMUYECKHH KOpEHb MOBEACHUS,
KOTOPBI O3Ha4yaeT Te BHYTPEHHUE, a HE BHEIIHHE (DAKTOPBI, KOTOpbIE MOOYKIAIOT
OpTaHu3M K JeHcTBUI0. MOTHBAIIMOHHBIE COCTOSIHUS MPECTABIISIIOT COO0H TeHIeHIINN
BeCTH ce0sl OIpeleNieHHBIM 00pa3oM Kak CIEICTBHE BHYTPEHHHX (MOOYKIACHHIA)
u BHEIHUX (cTumynsl) ¢aktopoB. UtoOel cmomenupoBaTh MotuBanmio NPC, Mbl
HCIOIB30BAJIN THAPABINYECKYIO MOJIeNnb MoTHBauK JlopeHlia B KauecTBe MCTOUHUKA
BIOXHOBeHUs. B Monenu JlopeHna cuna BHyTpEHHETO MOOYKACHUS B3aUMOACHCTBYET C
cUJIOW BHEIHero ctuMya. Eciu noOyxaeHue Hu3Koe, TO HEOOXOMM CHUITbHBINA CTHUMYT,
4yT0OBI BBI3BaTh MOTHBHPOBAHHOE MOBeACHUE. Ecin BlieueHre BBICOKOE, TO I0CTaTOUYHO
MSITKOTO CTUMYJ1a. IHTEHCHBHOCTh MOTHBALMI PACCUUTBIBACTCS CIECAYIOMIMM 00pa3oM:

If Di < Ld then Mi = 0;
If Di >= Ld then Mi = Di + wi;

rme Mi — motuBanmu, Di — cBs3aHHBIC MOOYKIEHHUS, Wi - CBS3aHHBIC BHEIIIHHE
ctumynbl, a Ld Ha3piBaeTcs ypoBHEM akTHBAIuu. C APYyTrodl CTOPOHBI, OJIATOIIOTyJHE
NPC omnpenemnsieTcss Kak CTEIEHb YIOBICTBOpPEHUs ToTpeOHOCTel. CremoBareinbHO,
koryia Bce mooyxeHust NPC ynoBieTBOpeHbl, UX 3HAYEHHsI PAaBHBI HYJTIO, 4 OJIaronoyyme

MaKCHMAaJIbHO!
Wb = Whigew — Y _ i - Di.
i

rme 1 — 9T0 (aKkTOpbl OOXYMBIBAHHS, KOTOPHIC OMPEACISIOT BEC WM BaXKHOCTH
Kaxoro noOyxaenust st onaromnonyuyus NPC, a Wbideal — uneansHoe 3HaueHue
omarononmyunst NPC. M3menss 3HaueHus 1, moBenenne NPC MOXKeT OTIudaThes.

Mertonom 0Oy4eHUs € TOIKPEIJICHUEM, WCIIOIb30BAHHBIM B JKCIIEPUMEHTE,
sBisieTcst anroput™ Q-learning. Ero mens — orenuts 3HadeHus Q(s; a). 3HaveHue
Q(s; a) — 2TO OXKHMITaEMOE BOZHATPAKICHHE 32 BBITOJIHCHUE NEUCTBHS ¢ B COCTOSTHIH
S W TIOCJeyIolee CleJ0OBaHHe ONTHMAJIbHON momuTuke oTTtyaa. Kaxaerii Q(s; a)
OOHOBJISIETCSI B COOTBETCTBUU:

Q(s,a) =(1=703)-Q(s,a)+ 3 (r+~V(s)),

rie V(s') = max,c4(Q(s'.a) — 3HaYCHUE HOBOTO COCTOSHUS S’ U JIydlllasi Harpaaa,
kotopyto NPC moxeT oxxunath 0T s°. A — 3T0 HabOp ACHCTBUH, a — KaK0€ JCHCTBUE,
I — MOJKpEIUIeHHe, sigma - K03()(UIMEeHT AUCKOHTHPOBaHHS U beta - CKOpOCTh 00Y-
yeHusl. [3]

Sea:iema.l: S = Sinner X Sea:ierna.l.
S — aT0 HabOp cocTosiHMMA, Sinner — 3To0 HAOOP BHYTPEHHUX COCTOSTHHUH, Sexternal
— 370 Habop BHemHUX coctostHuil NPC.
Jobii (o oN e 0bi (o oy o o
(2:1101’51, “"U') - nnn((\-);um’sl, “"U')' "+ Y ?L‘O'!’.SI, h’))

obji
worst

“Dangerous’ if Q (s, Nothing) < Lgear,

“Safe” if Q‘)b'j‘ (s, Nothing) = L fear,

worst
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robji N . ~obj; § .
Viorst(8') = maxaea,, (Quoq (s, a)) — 570 Hamxymmee 3HaueHHe OOBEKTA | B HOBOM

COCTOSIHWH. Lfear — 3TO MUHUMAJIBHO MIPUEMIIEMOE 3HaY€HNE HANXY/AIIETO O’KUIaeMOTO
3HayeHus, korga NPC Huuero He jejaer.

3akaouenune

TaxuMm 0Opa3om, OBIITH PaCCMOTPEHBI PA3TUIHBIMA CITIOCOOAMU BHEAPESHHS METOIOB
ad(PeKTUBHBIX BBIYUCICHUA B BHACO HWIrPHl. bbumm wuccienoBanbl ad(QeKTUBHBIC
BBIYHCJICHHA, TPOIeTypHas TeHeparus, crmocoOsl oOyudeHuss MW. beumm u3yueHs!
CHOCOOBI CO3MaHMsI MMUTAITNHN dMOIHN. 3ydeHo co3maHue mpoueaypHOro KOHTEHTa,
OCHOBAaHHOTO Ha IIPE/IBTYIIEM OITBITE UTPpoKa. OTpeesieHa cucTeMa IPUHATHS peIeHu i
JUTS HEUTPOBBIX TepcoHakeill. B mampHelmeMm OyayT MpoOBeneHBI HKCIIEPUMEHTHI 110
pPacTO3HaBaHUIO M WHTEPIIPETANNN SMOIIHIA, MCIIONb30BaHNe HedETKON sorukn (fuzzy
logic), m pa3paboTka HaJBHEWINEro BBIBOJAA OOpaTHOW peaknuu. byaer mocTpoeHa
cOOpKa UrpPhI TSl HATJTSITHOW IEMOHCTPAIINH.
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Abstract. The need for security for end users has led to the installation of Quantum
Key Distribution (QKD) in one-to-many access networks such as passive optical
networks. In networks, the presence of optical power splitters makes the secure key
rate issues more important. However, research on QKD in access networks has mostly
focused on implementation issues rather than developing a protocol to increase the key
rate. Since the safe key rate is theoretically limited by the protocol, studies without
protocol development cannot overcome the safe key rate limit given by the protocol.
This necessitates research to develop a protocol. This article proposes a new approach
that provides a secure increase in key transfer rate over the conventional protocol. A
secure key rate formula in a passive optical network is proposed by extending the
secure key rate formula based on the BB84 protocol with a honeypot state. For a
passive optical network, a method is proposed that includes collaboration between end
users. We then show that this method can mitigate the photon number division
(PNS) attack, which is critical in the well-known BB84 trap protocol. In particular,
the proposed scheme allows multiphoton states to serve as secure keys, unlike the
conventional BB84 decoy
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protocol. Numerical simulations show that our proposed scheme outperforms the BB84
honeypot protocol in terms of secure key speed.

Keywords: cybersecurity, passive optical systems, quantum distribution, photons,
BB&4 protocol
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Annortamus. Tynki naiganaHymbuiap yiIiH Kayinci3[QiK KaXXeTTUTirl MacCHBTI
OINTHKAIIBIK JKEJNJIep CHUSKTBI  Oip-Ker KOJ'DKeTiM,[[iJ'IiK JKENUIEPIHJE KBaHTTHIK
kinrrepai  taparyast  (QKD) opuaryra okenni. JKensiepae ONTHKANbIK — KyaT
GenrimTepiHiH OOIybI KAyilci3 KUIT JKbUIIAM/IBIFbl MOCEINICNICPIH MAHBI3ABIPAK CTE/I.
Hereamen, kon keTkizy xemiyepingeri QKD OofipiHIIa 3epTTeyiep HeTisri
JKBUIAMJIBIKTBL  apTTBIPY YIUIH XaTTaMaHbl d3ipieyre eMec, HEri3iHeH iCKe achIpy
Mocesienepine OarbTTanFa. Kayincis KiIT KbUILaMBIFbI XaTTaMaMeH TCOPUSUIBIK
TYPFbIIAH LICKTENICHIIKTCH, XaTTaMaHbl d3ipieMercH 3epITeyNep XaTTaMaMeH
OepisireH Kayincis KiIT KbUILAMABIFBIHBIH LICTIH JKeHEe anMaiijpl. by xarramaHst
a3ipyiey YIIIH 3epTTeyii Kaxer eredi. by makamaza KoAIMIT MPOTOKOJFa KaparaH/a
KUITTI TackIMaijay XbUINAMABIFBIH KayilCi3 apTTBIPY/bl KaMTaMachl3 €TETiH jKaHa
TOCUT YCHIHBUIQJIBI. ATam alTKaH/Aa, MacCHUBTI ONTHKAIBIK KETiJeri Kayinciz KiiT
KbUTIAMIBIFEL  (opmynacel BB84 TIPOTOKOJIbIHA HETi3JeNTreH  Kayirnci3 — KinT
KBULIAMABIFBL  pOpMyJIacelH Oan Kyii KyHiMeH KEHEHTY apKbUIbI YChIHBLIABL.
[laccuBTi  ONTHKAIBIK  JKENl  YLIH  COHFBI nalalaHyIIbulap  apachlHIAFbl
BIHTBIMAKTACTBIKTBI KAMTHTHIH ofic YChIHbUTaael. CofmaH KeliH 0i3 Oy omic Oenrimi
BB84 Ty3ak mpOTOKOJBIHIA MaHBI3ABI OOJBINT TAaOBUIATHEIH (DOTOHIAP CaHBIH 06y
(PNS) malyputhlH a3zaiiTa ajaThIHBIH KepceTeMi3. ATam alTKaHAa, YCHIHBUIBITT
oThIpraH cxema komimMri BB84  kamraH  xaTramachlHaH — albIPMAIIbLIBIFHI,
MyIbTU(OTOH KYHIEpIHE KayilCi3 KUITTEp PeTIHAE KbI3MET eTyre MYMKIHAIK Oepesl.
CanzpIK Mozenb/ey OI3iH YChIHBUIFAH CXeMa KayilCi3 KUIT KbULIAM/IbIFbl OOMbIHIIA
BB84 npoTokonbiHaH achITl TYCETIHIH KOPCETE/i.

Tyilin ce3gep: kubOepKayinci3miK, MMAacCHUBTI ONTHKAJIBIK JKyHelep, KBaHTTHIK

tapary, otonaap, BB84 npoTokost
Joviekco3 ymrin: A.E. HaceuibekoBa, [. Khlevna. IlaccuBTi omTHKambIK
JKEJTJIepJIeTi KBAHTTHIK
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Annortauus. IlorpeOHOCTP B oOecrieueHHH O€30MACHOCTH JUIsI KOHEYHBIX
MoJIb30BaTeNIell TNpHUBeJla K YCTAaHOBKE KBAaHTOBOIO paclpeiesieHus KIoden
(Quantum Key Distribution — QKD) B ceTsx A0CTyIa «OAHH KO MHOTUMY, TAKUX KaK
MACCUBHBIE ONTHYECKHE CETH. B CeTsAX Haluyue ONTUYECKUX pPa3BETBHTEICH
MOIIIHOCTH JIeJaeT BOTMPOCHl 0e30macHOi CKOpPOCTH TIepelnadyd Kirodeid Ooee
BakHBIMH. OmHako wuccnenoBanmss QKD B ceTsx mocTyma B OCHOBHOM OBLTH
COCpE/IOTOYEeHbI Ha BOIMpOCAax peaqu3allii, a He Ha pa3pabdoTKe MpOTOKoNa IJis
MOBBIIICHHUS KIIFOUEBOM CKOpOCTH. [lOCKOJIBKY Oe3omacHas KI4YeBas CKOPOCTb
TEOPETUYECKH OrpaHHYCHa MPOTOKOJIOM, MCCIIEAOBaHMs 0e3 pa3paboTKH MPOTOKOJA
HE MOTYT TPEOJIONIETh TMpenen Oe30MacHO KIFOYeBOW  CKOPOCTH,  3a/JIaHHBIH
MPOTOKOJIOM. OTO BBHI3BIBAET HEOOXOAWMOCTH HCCIENOBAHUHA IS Pa3padOTKH
MpOTOKOJa. B 3TON cTaThe mpemaraeTcs HOBBIN IMOAXOM, KOTOPHIH oOecreunBaeT
0e30macHoe MOBBIIICHHE CKOPOCTH Tepeiadun KIYel M0 CPaBHEHUIO C OOBIYHBIM
nporokojioM. B dactHocTH, mpemaraercs (opmysia Oe30IacHON KIIHOUYEBOM
CKOPOCTH B IAaCCUBHOM ONTHYECKOH ceTH, pacupsis Gopmyiy 6e30macHoil KIIIoYeBOH
CKOpOCTU Ha OcHOBe mporokona BB84 ¢ cocrosHuem npumanku. s mnaccuBHOU
ONTUYECKOW CEeTH Tpeaaraercss Ccrnoco0, KOTOPBIH BKIIOYAET COTPYIHHYECTBO
MEXIy KOHEYHBIMH IMOJb30BATENIIMU. 3aTe€M MBI ITOKa3bIBaeM, YTO ITOT CHOCOO
MOXET CMSTYHTh aTaky pasneneHus yucina ¢ortoHoB (Photon Number Splitting -
PNS), xoropas umeer pemaroliee 3HAYEHHE B HM3BECTHOM IPOTOKOJIE-JIOBYIIKE
BB84. B wuwactHocTH, TpeajaraeMas ~cxema II03BOJIIET  MHOTO(OTOHHBIM
COCTOSIHHSIM ~ CIY)KUTh O€30MacHBIMH  KJIFOYaMH, B OTJIMYHE OT OOBIYHOTO
nporokoia-noBymiku  BB84. UucieHHoe MoIeauMpoBaHHE — IOKA3bIBAET, 4YTO
MpeIoKeHHass HaMU CXeMa MPEBOCXOIUT MPOTOKOJI-puManky BB84 mo ckopoctn
0e301acHOro KITtova.

KiaroueBbie cioBa: kuOepOe30MacHOCTh, MACCUBHBIE ONTHYECKHE CHUCTEMBI,

KBaHTOBOE pacrpeeneHne, GoToHsl, mpoTokon BB84

Jdas umtupoBanusi: A.E. Haceutoexosa, Iulia Khlevna. Amanmns 6e3omacHocTH
pacrpeneseHuss KBaHTOBBIX  KJIIOUEH B IACCHUBHBIX  ONTHYECKHX  CeTIX //
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Beenenue

Pacnipenenenne kBaHTOBBIX Kimodei (QKD) mpusnexno Oosnbplioe BHUMAaHUE,
MIOCKOJIbKY OHO 00ecleyrBaeT HOBYIO TapaanrMy oezonacHoi cBsizu. [Ipunoxkenue s
COCTMHECHUH «ToUka-Toukay (P2P) B MarucTpaabHON CETH SBIISETCS XOPOIITHM TPHUMEPOM
KBaHTOBO-3aIMIIEHHBIX CETe. J{J151 9TOro MHOTHe HCCiIe10BaTeNIbCKHE TPYIIIBI IIPOBENN
1 COOOIIMIN O TEOPETUYECKUX U IKCIIEPUMEHTAIBbHBIX pedyibrarax QKD st cereit
P2P (XBan, 2012; Bypryun u ap., 2015). YckopeHHble 00lIeHAIIMOHATIBHBIC TIOJNIEBbIC
ucnbiTanust QKD Obutn npoBenens! B Beaymux crpanax (Ilees u ap., 2009; Ban u
np., 2010). B mocnexaee Bpemst KoMMepIHaaTu3upoBansl cucteMbl QK D, ocHOBaHHBIE
Ha mpoTtokoie BB84 (Uxao). OnHako M3-3a pa3iaMuUHBIX CETEBBIX CTPYKTYP MEXKAY
OIIOPHOH CETHIO U CEThIO JOCTYIA ITUX PE3YJIBTATOB HEAOCTATOYHO [UIs XapaKTePUCTUKI
0€3011aCHOCTH MHOTOIIOIB30BaTEILCKUX ceTel. st mpeaocTaBieHus YCIIyT KOHEUHBIM
[0JIb30BATEISIM ObUIM MPOBEACHBI UCCICIOBAHMS Ui MHOTOIIOJIB30BATEIbCKUX CETEH
(®epuannec u ap., 2007; YUnypana u ap., 2014; Opénux u np., 2013).

Lenplo ceTell  «TOYKAa-MHOTOTOYKA» SIBISETCS MPENOCTABICHUE KOHEYHBIM
ITOJIB30BaTEIIM OoJiee BBICOKOW O€30IMacHON CKOpOCTH Iepemadd Kitodei. UToObr
JIOOUTHCSI ATOrO, MBI CTPEMHUMCsSI pa3padoTarh CIOCO0 COBMECTHOM pabOThI BCEX
10JIb30BaTeNe!, 4TOOBI CHU3UTh BEPOSITHOCTD ITOACTYIIUBaHUs1. MBI IpeiaraeM crocoo
0opbOBI ¢ arakoii pazuencHus uucia GoroHoB (PNS) ¢ momormsio uHGOpMaLUU 00
00OHapyKEHHH COBIAICHUN MEX Ty KOHCUHBIMH MOJIH30BATEISIMU B HECKOIBKHUX TOUKaX.
C NOMOIIBIO NPEATIOKEHHON CXEMbI MbI [IOKa3bIBAEM, YTO HEKOTOPbIE U3 MMITYJIbCOB,
HMMEIOIUX HECKOJIBKO (DOTOHOB, MOTYT UCIIOJIB30BAaTHCS B KAYECTBE CEKPETHBIX KIIIOUEH,
B OTJIMYHUE OT OOBIYHOTO MPOTOKOJA-TIOBYIIKH BB84.

Tem ©He MeHee, OONBIIMHCTBO PAOOT T MHOTOIOJB30BATEIILCKUX CETEH B
OCHOBHOM COCpeoTOYeHO Ha peanmzauuu cereil nocrtyna QKD ¢ mporokonom-
noBymtkoir BB84, motomy uto cuctema QKD ¢ mpoTtokomom-noBymkoir BB84 mpocra
B pealii3aliy U TeOPETUIECKH JJOKazaHa ee 0e30roBopouHas 0e30macHoCTb. Bompockr
peanu3anyy, TakKMe Kak Ha3HaYE€HUE JUIMHBI BOJIHBI 1 O0bEANHEHNE MEKAY OObIYHBIMU
YU KBAaHTOBBIMU KaHaJlaMH, paccMmarpuBaiorcs B (Depnanmec u np., 2017; Umypana
u ap., 2014). Asroper B (®pénux, 2013) paccmorpenu BOMpochl KOH(MUTYpaIWH,
CpaBHHMBAs. HUCXOJSAIINE W BOCXOASIINE CETH KBaHTOBOTO fAocTyna. OHU yTBEp:KIalH,
YTO C TOYKH 3PEHHS CTOMMOCTH M OCYIIECTBUMOCTH CHCTEM BBITOJHO HACTpPauBaThb
HUCXOJSIIIME CETH KBAHTOBOIO JOCTYIIA, B KOTOPBIX NEPEAATUYUKU PACIOIOKECHBI Y
KOHEUHBIX MoJjb3oBareneid. OaHako Oe3omacHas KIIOUeBask CKOPOCTh HMCCIIEIOBAHUMH,
MOXKET OBITh, B HTOTE OTpaHWYeHa 0e3 pa3padoTKH MPOTOKoJOB. B mporokone BB84
KpUTHYECKHd (HaKTOp, OrPaHWYMBAIONIMHA CKOPOCTh OE30IMIACHOTO KIF0Ya, BbI3BaH
arakoii PNS. Ilpu arake MMITylbChl, HMEIOIINE HECKOJBKO ()OTOHOB, Ha3bIBaCMBIC
MHOTO()OTOHHBIMH COCTOSIHUSIMH, HE MOTYT I'€HepupoBaTh Oe30macHble Kiouu (XBaH,
2003). CrnemoBareibHO, TOJBKO HWMITYJIbChI, MMEKOIIUE OJWH (OTOH, Ha3bIBACMbIC
ONHO(QOTOHHBIMH COCTOSTHMSIMH, MOTYT TEHEpPHpOBaTh Oe30macHble KIIOYH B
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nporokone-noBynike BB84. ITockonbky uccienoBareny He paccMaTpyBalil pa3padoTKy
MIPOTOKOMA 115l cMsirdeHust ataki PNS, uX mpon3BogUTENbHOCTE HE MOKET MPEOI0IIETh
OrpaHMYCHHE HE3aBUCHMO OT CHCTEMHBIX KOH(UTypalui, TaKMX Kak HalpaBlICHHE
nepeaaun. Henoctaro4HOCTh McCIeq0BaHUN ISl TPEOJOJICHUS] OTPaHNUEHHS TTPUBETa
K HEOOXOJMMOCTH UCCIIeJOBAHHIA IO pa3paboTKe MPOTOKOIIA.

B nanHO# paboTe UccaeayloTCsl CeTH I0CTYMa, B KOTOPBIX UMEETCS] Pa3BETBUTED,
JeNaroIUil CTPYKTYypY CETH THIA «OAMH KO MHOTHM». OJHHUM M3 TaKuX NPUMEPOB
sBIsieTcss maccuBHasg ontuueckas ceth (Passive Optical Network - PON). Ha
npUMepe CeTH Mbl TOKa3bIBa€M, 4YTO BBIMICYNIOMSHYTOE OrpaHMYCHHE MOXKHO
MPEOJONETh MPOCTBIM CHOCOOOM, HMCHONB3ys XapakrepucTuku PON: oOHapykeHHe
COBIIQICHUH MEXIy KOHEUYHBIMHU TIOJIb30BATEIIIMH MOKET YMEHBIIUTH KOJIUYECTBO
CEKpeTHBIX KitoueH, 3axBaueHHbIX PNS-artakoif. CrenoBarenbHO, MHOTO(QOTOHHBIE
COCTOSTHHSI MOTYT HCIIOJNB30BaThCsl Ul TEHEpPalMH CEKPETHBIX KIOuei, KOTOopble
CUUTANNCh HENPUTOAHBIMH [UIS WCIIOJIB30BAHUSI B KaueCTBE OE30IACHBIX KIIFOYEH.
[Tockonbky ctangapTHass PON 0ObIMHO MOXKET OBITh pa3BepHYTa C MaKCHUMaJbHBIM
ko3 dunmentom pasaenenus ot 1 go 64 (Illum u ap., 2012; Zhang u np., 2016), mbl
BKJIFOUIITN OOHapyxkeHue coBnaaenuii B mogenb GLLP (Global Laboratory Leadership
Programme) (Ma u gp., 2005) u BbeImonHWIM yucheHHble onieHku it PON ¢ 64
KOHEYHBIMH I0JIb30BATEIISIMH.

MarepuaJjibl 4 METOAbI

Mooenv cucmemul

Cucrema QKD c noxxubeiM npotoxosioM BB84 na PON cocTont U3 ogHoro repMuHaia
onruyeckoit muanm (Optical Line Terminal — OLT), oJHOro ONTOBOJIOKOHHOTO KaHala
1 HecKoJbkuX 0710koB onTrueckoii cetu (Optical Network Unit — ONU), kak noka3aHo
Ha pucyHke 1. UToObl omucars CTPYKTYpY, KOHKPETHBIE XapaKTEPHCTHKH JIa3epHOTO
HCTOYHMKA, KaHAT M JETEKTOp, TaKhe KaK pacmpeneieHue (HOTOHOB, T€HEPUPYEMBIX
Ja3epHBIM MCTOYHHMKOM, MOTEPH B KaHAlE M BEPOSTHOCTH OOHapyKeHHs (POTOHOB,
MOJICTTMPYIOTCS] THIIMYHBIM criocoboM, kak B (Ma u ap., 2005).

Fa ! |'\

* 5Py single Phoson Dietecion

Pucynok 1 — Monens cuctemsr ams oomieit cucteMbl PON HHCXOZISIIETO TTOTOKa

OTHpaBI/ITeJ'H: B OLT 06J1a}1aeT KOTCPCHTHBIM JIa3€PHBIM UCTOYHUKOM C paHAOMMU-
BI/IpOBaHHOﬁ (1);13012 U KOACPOM [Jid I'CHCpAllMM KBAHTOBBIX COCTOSIHUH s c€aHcCa
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QKD. Ilo xapakTepucTHKaM UCTOYHUKA KOJUYECTBO (DOTOHOB CIIEYET PaCIpeICICHHIO
[Tyaccona cieayromum oopazom:

LM
Pr(kosmyecTBo GpoToHOB = i) = —e™# (D)
i!

e L — cpeHee Yucio (OTOHOB UCTOYHHKA.

Kanain, paccMarpuBaeMblii B 9TOH CTaTbe, MOXKHO Ha3BaTh KBAHTOBBIM KaHAJIOM,
MOTOMY 4YTO Yepe3 HEero MOXET ObITh JOCTaBICHO KBAaHTOBOE COCTOSHHE. OTOT
KBAHTOBBI KaHaJl MOXHO OXapaKTepH30BaTh CBOUM BHYTPEHHUM KOA(D(OHUIIMEHTOM
nponyckanus. ITycte T o0603Ha9aeT kK03QQUIMEHT IPOITYCKaHKs KBAHTOBOIO KaHaa.
3arem T _ MOXKHO pPasIOXMTh Ha [BE 4YacTH: KOX(P(MIMEHT IPOIyCKAaHHs CaMOro
BoJIOKHA, T , M KO3 (UIMEHT MPOMYCKaHUs Pa3BETBUTES, Tp.

_al Ly
Ty, =TT, = 1071010 10 2

raeo,lu Lp MPEJCTABIISAIOT cO00# K03 (DUIIMEHT TOTEPh B KaHaE B 1b/KM, pACCTOSIHHE
ONTUYECKOTO BOJIOKHA B KM U IMOTEPH MPH PACIIEIUICHUHU B b COOTBETCTBEHHO.

KgsanroBoe cocrosinue, gocturiiee ONU A0MOTHUTEIBHO CTPaaeT OT BHYTPEHHETO
nponyckanuss ONU. Brytpennuit koap¢unment npomyckanuss ONU, TONU, moxHO
BBIPA3UTh CIEIYIONIIM 00pa3oM:

L,
Tony = 107 10" 3)

e L, npencrasisier BHyTpennue norepu ONU B 1b.

[Mocne BHyTpeHHuX onTryeckux cxem ONU KBaHTOBOE COCTOSTHIE OOHAPYKIBACTCSI
OJTHUM M3 IBYX JIETEKTOPOB ONMHOYHBIX (hoToHOB (Single Photon Detector - SPD) B ONU.
OddexruBHOCTL 00HApPY)eHUS SPD MOkHO 0003HaunTh Kak. C y _ | U ypaBHCHUSIMHU.

o6
(2) u (3), MBI MOXXEM paccUMTaTh OOIIYI0 KBaHTOBYIO 3(h(EKTHBHOCTH OOHAPYKEHHUS,
Y 6» KBAHTOBOTO COCTOSIHUSA, OTIPABIEHHOr0 OTIpaButenem:

YOGLLL = YO6HT0NUTK (4)

BeieynomsHytoe 3HaueHHe Y, CBA3aHO C KOI(QQULMEHTOM IIPOIyCKaHMUs
OMHOYHOTO (poTOHA. OAHAKO B peaslbHOW CUTYallud HECKOJIBKO (DOTOHOB MOTYT OBITH
nepeAanbl XapakTepUCTUKAMU Jla3epHOro ncTouHKa B ypaBHeHuH. (1). K coxanenuto,
OonbmIMHCTBO 00bIUHBIX SPD MOTyT paspemiarts TOIBKO HYJIEBBIE WM HEHYJEBBIC
¢doronsl (Kok u ap., 2007). Takum oOpa3om, Mbl HE MOXKEM OINPEACTUTH KOJINYECTBO
(OTOHOB B BXOAAILIEM KBAHTOBOM COCTOSIHMM M3 COObITHS OOHapyxeHus. [lo sToit
npuurHe 3PHEKTUBHOCTL OOHApyKeHUs i-(DOTOHHBIX COCTOSIHMH, Y, MOXET OBbITh

BBIpa)KEHa CIEAYIOIIUM 00pa3oM:

Yi=1- (1~ Yosu)' (5)
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CymectByeT eme onuH (axTop, BbI3bIBaloluii oOHapyxeHue SPD, a umeHHO
TeMHOBOM cueT SPD. M3-3a TeMHOBOTO cueta oOHapyXEHHE MOXKET MPOUCXOAUTH Ha
cropone [lomyuarens qaxe Ipu HyJIEBBIX COCTOSHUAX ()0TOHOB. COOTBETCTBEHHO, YTOOBI
BBIYUCIUTD YCIOBHYIO BEPOSITHOCTD TOTO, YTO KBAHTOBOE COCTOSIHUE OyZIeT 00HApYKEHO
IpU 3aJ]aHHOM KBAaHTOBOM COCTOSIHMHM, HaM HEOOXOIMMO NPHHATH BO BHUMAHHUE 7Y,
¥ TEMHOBOH c4eT. MbI omnpenenseM Y, Kak yCJIOBHYK BEPOSATHOCTb OOHAPYKEHHs
KBaHTOBOTO COCTOSIHUS TIPH 3a/IaHHOM COCTOSIHUM i-()OTOHA, TeHEPUPYEMOM JIa3ePHBIM
HMCTOYHUKOM:

y,= Pr(obnapysxenue | cocrosuue i-porona) (6)

[Ipenmnonarasi, 4To coOBITHS OOHAPYKEHUS M3 JIBYX Pa3HBIX UCTOUHUKOB, KOTOPHIE
MIPEJICTABIISIOT COOOH ITepeJaHHOE KBAHTOBOE COCTOSIHUE M TeMHOBOU CUET, HE3aBUCUMBI,
Y,MOXHO COCTABUTb CIIEYIOUIMM 00pa3oM:

Y=y + Y —vilo (7N

e Y — BCPOSTHOCTD JIOKHOM TPEBOTH, BBI3BAHHON TEMHOBBIM cueToM. To ecthb
Y, COOTBETCTBYET BEPOATHOCTHU (P) TEMHOBOIO CYETA B €IMHMIYY BpemenH, p, . Kak
u B (Xpr u ap., 2005), p, =~ ONPEAEIACTCA KaK BEPOSATHOCTH TOTO, YTO CPEAU JBYX
JIeTeKTOpoB Ha ctopone llomywarens mponzoiiner XoTs Obl OTMH TEMHOBON OTCYET.

[ycte Q1 0003HaYaeT BEPOSTHOCTh OOHAPYKEHHS 1-OTOHHOTO COCTOSIHUSI, HAa3bl-
BAEMYIO YCUJIEHUEM i-QOTOHHOrO cocrosinus, Kak B (Ma u map., 2005). C y, u pac-
npenenenuem Ilyaccona mazepHoro ncrtounnka Q1 MOXXHO paccuuTaTh CIETYIOIINM
o0pazom:

Q; = Pr(obHapy»xenue, cocrosiHue i-porona) =Y; % e H ®)

[MocpencTBoM  OOHApy)KEHHs TIOJyYEHHBIC COCTOSIHUSI — NpeoOpasyroTcs B
“H(OPMAIINIO, CONEPIKAIIYI0 OMMOKH. DTO MOXKHO CMOJEINPOBAaTh KaK KBAHTOBYIO
gacToTy omuOoK 1Mo 6utam (Quantum Bit Error Rate — QBER). UTto0651 cMomennpoBaTh
QBER, nyxno 3anare e, kak QBER cocrosuus i-porona. Ha QBER Bmusror nBa
OCHOBHBIX (DaKTOpa: TEMHOBOI CUET U HECOBEPIICHCTBO CHCTEMBI. B cilydae TeMHOBOTO
CYeTa 3TO BBI3BIBACT OMIMOKM C BEPOSITHOCTHIO. [[0CKOIBKY TEMHOBBIE OTCUETHI JBYX
NETEKTOPoB Ha cTopoHe [Toyyarens He3aBUCUMBI, B 3TOH cucteme e, paBHO 1/2. [l
MIPUHATOTO KBAaHTOBOTO COCTOSIHMS MOMKET BO3ZHUKHYTH OIIMOKAa C BEPOSTHOCTHIO,
MOJIEIMPYEMON KaK e , XapaKTepU3ylollas HECOBEPLIEHCTBO cucTeMbl. Mcxoms u3
BBIIIIETIEPEYUCIICHHBIX 0COOCHHOCTEHH,

eo¥o(1 —vy) + eoumYi(1 = Yo) + egouyi¥o (9)
e =
Y
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Ha ocrHoBannu ypaBHenwid. (8) u (9), MBI MOKEM paccunTarh oO0MHiA KO HUITHEHT
ycunenuss 1 QBER. Bo-mepBrix, o0mmii koagdumnuenT ycuneHuss QU mpencTaBiser
c000H BEpOATHOCTH O0OHAPY KEHHS1 JIA3€PHOTO HCTOYHHMKA CO CPETHIUM YUCIIOM (DOTOHOB L.

Qu= Qr=1- (1= Yp)e vosut (10)
I=0

Obwuii npomoxon QKD ons PON

B oatoit craree paccmarpuBaerca mpotokon QKD Ha ocHoBe mpotokoina BB84
st PON HHECXOIAIIEro MOTOKa ¢ MOMOIIBIO MPEATIOKEHHOTO HaMH METOa, KOTOPBIi
MIpEJICTaBIIACT COOOM ITal OLIEHKU paclpeneieHns yncia (POTOHOB C NCIOIb30BAHUEM
xapakrepuctuk PON. J{11 moHMMaHuUs IpejiaraeMoro MeTo 1a Mbl KpaTKo MPeICTaBIISIEM
noxubIi nporokonn BB84 QKD (Ma u ap., 2005) va PON. Kak u B OonbIIMHCTBE
cinyyaeB, npennonoxkum, yto ceanc QKD cozmaercs mexay mapoit OLT u ONU. To
ectb cymecTtByeT N ceancoB QKD, crenepupoBanubix, ecnu PON ycranoBiena ¢ N
ONU. U3-3a BHIICYTOMSHYTOTO MPEATIONOKCHIS TIPOTOKOIT SBISICTCS CAHMMETPHIHBIM
1ot kaxmoit mapel OLT u ONU.

OTnpaBuTeNb CIiydailHBIM 00pa30M BBEIOMpAET CpefHee YUCIO0 (POTOHOB JIA3EPHOTO
HCTOYHHKA, YTOOBbI BBIOPATh COCTOSIHME MPUMAHKU WX CUTHajia. 3areM OTnpaBUTENb
cllydyailHBIM 00pa3oM TeHepupyeT clladble KOTepPEHTHBIE MMITYJIBCHI U MOIYIHUPYET
UX TI0 YETBIPEM COCTOSIHUSIM, HCIOJB3Ys JINOO (ha3oByro, TUOO MOJSPU3ALUOHHYIO
MOJYJISIIHIO. YeThIpe COCTOSIHUSI BBIOMPAIOTCS M3 JIBYX OCHOBAaHUH, KoTopbie Z = {|0>,
0>} wmm X = {[+> = (|0> + [1>)/V 2, |-> = (/0> — |I>)/ \ 2}. 3aTeM MOyTHPOBAHHBIE
HAMITYJTbCHI OTHpaBisitores [lomydarerto.

YrtoObl OOHAPYKUTH MOMYYEHHOE KBAaHTOBOE cocTosiHue, [lomydarens renepupyer
ClIy4aifHyI0 OCJIE0BATEIbHOCTE OUTOB, YTOOBI BEIOPATh OCHOBY MEK/Ty OCHOBAHUSIMU
ZuX.

Ilocne ceanca mnepemaun Ortmpasurens u [lomyuyarens OOBABISIOT Bpems
oOHapyKeHUsI 1 OCHOBHYIO MH()OPMAITHIO 110 00IIeA0CTyTHOMY KaHaimy. Kpome Toro,
OTnpaBuTeNnb OOBSABISIET, K KAKOMY HMITYJIbCY OTHOCUTCSI COCTOSIHUE MPUMAaHKH WU
curHana. 3pech, uccnenys Kod(pGUIUEHTh OOHApYKEHHs JIOKHBIX M CHIHAJIBHBIX
COCTOSTHUI, OJOKUpyeTcst TOT (akt, 4ro [lepexBaTunk HaMEpeHHO mepegaeT OoJblie
MHOTO(OTOHHBIX COCTOSTHHUM, YeM OTHO(OTOHHBIX cOCTOSHUM /i ataku PNS. 3arem
0OHapy)KEHHBIC PE3yNbTaThl OTCEHBAIOTCS, YTOOBI OTOPOCHUTH HM3MEpPEHHsS (OTOHOB
y Ilomy4arerns, KOTOpble HCIIONB30BAIH 0a3bl, OTIIMYHBIE OT 0a3ucoB OTHpaBUTEIS.
OcTaBuasics ocieI0BareIbHOCTh OUTOB HAa3bIBACTCSI POCESTHHBIM KITFOYOM.

Otnpasutens u llomyuyarenbs CpaBHUBAIOT HEKOTOPBIE MPOCESIHHBIC —KIIOYH,
yT10686! oneHuTh QBER. OcHoBBIBasgch Ha mpennoiaraemMomM QBER, Ortnpasurens u
[TomyuaTens pacCUMTBHIBAIOT COOTBETCTBYIONIYIO CKOPOCTH O€301IaCHOTO KITI0Ya.

UToOBI CreHepHUpOBaTh OKOHYATEIBHBIA KIIOU Oe3omacHOCTH, OTHpaBHUTENs U
[Tomyuarens BBITOMHSIOT MMOCTOOPaOOTKY, COCTOSIIYIO W3 WCHPABICHHS OIIMOOK U
yCUJICHUS! KOH(UACHIMAIbHOCTH, OTHPABISAA JOMOJHHUTENBbHYI0 HH(OPMALHUIO O
OO0IIEIOCTYTHOMY KaHaIy.
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Oyenka pacnpedeneHust wucia Qomonos

Pacnpenenenne uncia GOTOHOB MOXHO OLICHUTh C OMOLIBIO JE€TEKTOPOB, paspe-
maromux yucio goronos (Martuonu u ap., 2016), wiim 1eTeKTOPOB, HE Pa3peIlaroInX
gucio ¢poroHos (Mopozep u ap., 2009; benartu u ap., 2010). OueBuAHO, YTO MEPBLIHA
JydIIe OIIEHWBAeT pacrpesneneHune. B 3Toil paboTe MbI paccMaTprBaeM HaWXyIIIAN
CIICHApUi, OCHOBaHHBIM Ha TMOCIEIHEM MapaMeTpe, YTOObl OLIEHUTh MUHHMMAJbHBIN
IIPUPOCT IPOU3BOAUTEIILHOCTH, KOTOPBIM TaKXe MOMKET ObITh I'apaHTHUPOBAH JUIs
niepBoro ciydas. [loguepkaeM Takxke, 4To MOCIEAHUN Citydail 6o1ee peaqTucTUdeH u3-
32 BBICOKOM CTOMMOCTH UCIIOJIb30BaHUS JETEKTOPOB, Pa3pELIalOINX YUCIO (POTOHOB.

B kadectBe poxucTBeHHBIX padoT aBTophl B (Mopoxaep u ap., 2009; benarrtu u ap.,
2010) oueHWBAIOT pacHpenesieHHEe ¢ HE pa3pellaloliiuM JIeTEKTOPOM KOJIHUYECTBa
(hOTOHOB M NEPEMEHHBIM aTTEHIOATOPOM B CETH TOYKa-TOukKa. B mpeanaraemom Hamun
METOJIE MBI HCTIOJIb3yeM coBMecTHYIO paboTy ONU ¢ He pazpemaronymM onpeaeieHueM
koiuyecTtBa (oToHOB. TakuM 00pa3oM, cOCTOSHHE (OTOHOB, PACHPEAEICHHOE IO
MHOTOTOYeYHOM PON ¢ MOMOIIBI0 ONTHYECKOTO CIUIUTTEPa, BMECTO HCIIONIH30BAHUS
MIEPEMEHHBIX AaTTEHIOATOPOB, MOXHO COBMECTHO MCIIOJIB30BaTh MJIs  IOJyYEHUS
JOTIOTHUTEIbHON MHGOPMAIIUN O paclpeacieHny Juciia (OTOHOB, KaK 00CYKIACTCs C
KOHKPETHBIMH MOJIPOOHOCTSIMH HUKE.

Korna pacnpeznenenue koiaudecTBa ()OTOHOB MOXKET OBITH OLIEHEHO COBMECTHBIM
n3MepeHreM oOHapyKeHusi (OTOHOB Ha HecKoibkuX llomyuarensx, Mbl MOXKEM
0XXMJATh YBEIMYECHUSI CKOPOCTH OE€30MacHOr0 KIro4a, MOCKOJIBKY 3TO MOXKET CMSTYUTD
araky PNS, xoTopast npuBOIUT K reHepaliui 0e30IacHbIX KIIOUYeH W3 MHOTO(OTOHHBIX
COCTOSIHMHA. OTOro MOYKHO JIOCTMYb, HUCHONB3ys XapakrepucTuku PON, koTopsble
obecrieunBaroT oOHapYyKEHHUE COBITaneHuit cpenu [lomydarenei.

B PON MHOTO)OTOHHOE COCTOSTHUE MOXKET OBITh CITyYaiiHBIM 00Pa30M HaIPaBJICHO K
[Tonyuarensim B pezene 4acTULENO100HOTO MTOBEACHUS HA ONTHYECKOM Pa3BETBUTENE
u3-3a TOro, 4ro (oroH Hemenum 1o cBoeit mpupoae (Curtacci u ap., 2006). Dra
XapaKTEepPUCTHKA TeHEepUpyeT oOHapyXeHue coBnaaeHuid. OOHapyKeHHEe COBIAJACHUM
IIPeAOCTaBIsAeT HHPOPMALMIO O PACHPENeNeHUH KOJIMYeCTBa (POTOHOB B MMIIYJIbCE,
ornpasieHHoM OLT, Otnpasurenem. CoOpaB Bcio nHpOpManuio o0 oOHapyKeHUH,
OTnpaBuTeslb MOXKET OLICHUTh PacHpeaeieHue 00HapyKEHHH, HalpuMep, KOJIMYE€CTBO
oOHapyxeHHii B omHoM [lomywarene, KOiMM4ecTBO OOHApPYKEHUH B JIBYX pPa3HBIX
[lomyuaTensx OOHMM M TEM XK€ HUMIYJIBCOM M Tak Janee. OTO MPENOXpaHsAeT
MTOJICITYIIMBAIOIIETO, TO €cTh [lepexBaryrka, oT onpenenennoi araku PNS, moromy uto
JieNiaeT MpeArnoiaracMoe pacnpeaeieHue OOHapyKeHUH OTIMYHBIM OT TEOPETUYECKH
paccuMTaHHOTO  pacmpefesieHus OOHapyKeHMH ¢  3aJaHHbBIMH  CHCTEMHBIMHU
napamerpamu. Takum oOpasom, llepexBatunk MokeT BbIMoNHATE PNS-araky Ha
OTPaHMUYCHHYIO YaCTh MHOTO()OTOHHBIX COCTOSIHUI.

J1g IpOCTOTHI MMOHMMAaHUS 3/1€Ch PACCMOTPHM, KaK OIEHKa OTPAHWYHMBAET aTaKy
PNS, na npumepe. [Ipeanonoxum, 4To IpociIyIiBaHUE IPOUCXOAUT MOCIIE CIUTUTTEPA.
B uactHOCTH, ecTh ABa ciaydas, MoxkeT g [lepexBaTunk BHIMONHUTE araky PNS win
HeT. bezomacHblii cirydaii — 3T0 MHOTO(OTOHHBIE COCTOSIHUSL, B KOTOPBIX IlepexBaTunk
He MoxkeT nposectu PNS-araky. [Ipeanonoxkum, uyro nmeercs uucio N Ilomydareneit
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u i-¢oToHHOE cocTosHue, B kKoTopoM 1 < N. Toraa OezomacHblil ciryyail mpencTaBisieT
i Ilomyuareneii, oOHapyXHBaeMbIX B OAMH W TOT K€ BpeMeHHOH mHTepBal. [Ipumep
IBYX(OTOHHOTO ciyyas, 1 = 2, moka3aH Ha pucyHke 2(a). B aTom cirydae nBa [lomyuarens
oOHapyxuBatoT oguH (oron. HebezonacHeiMu citydasimu, xkorna [lepexBaTunk MoxeT
BBINONHATE PNS-ataku, sBndroTca Bce cimyyau, korna onHoMy llomydaremro moxer
ObITH HampaBieHo Oonee onHoro ¢otoHa. [Ipumep A 3TOro MokazaH Ha PUCYHKE 2
(b). B aTom ciiyuae nio kpaitneit Mepe onus [lomyuarens nomyyaeT HeCKOIBKO (POTOHOB.

 El J 3 ONL | Chmwal | 2 ALONU 1

| 5

1 g

/‘l‘l}"\' I“\

o (=] =] ==
{+] d (=] d \ o

oy r T d

caa L B

g [T 8

(a)Coyal, soras cascassft [ToTyarcTs NRIKIDICT OEH GoTos (b)) Cov=ait. xorms xota 66 o [TOTyNTCTS NPEKHEET HOCKOIRED HOTOROE

Pucynok 2 - Bo3MOkHBIE CITydaH T€HEepaIy UMITyJIbCa C HECKOIBKUMHU (POTOHAMH

Jlnist 3a1aHHBIX CUCTEMHBIX IapaMETPOB, TAKUX KakK ITOTEPU B KaHalle OOHApyKEeHUs,
BHyTpeHHue mnortepu [lomyuarens u sddextuBHOCT, 0OHapyxeHus Y3UII, wmbl
MOXEM paccuuTarh 4yacTtoTy oOHapyxkeHus. Ilocne ceanca mepemaunm OTmpaBuUTENb
MOXKET OIIEHHTh YacCTOTy OOHapy>XeHHs, IPUHSAB WHPOpMaNHi0 00 OOHApYKEHHH OT
[onyuarens. CpaBHMBasi paCCUMTAHHYIO U OLICHOYHYIO YAaCTOTbl OOHApPYKEHUS, €CIIH
[lepexBarunk BemMoONHSET ataky PNS ams Bcex MHOTO(MOTOHHBIX COCTOSHHUH, Kak
ecim ObI OHA Jenaja 3To B 00baHOM cucteme-noBymke BB84 QKD, ona MoeT OBITH
oOHapy»KeHa, IOCKOJIbKY [Ba 3HAUCHMs CTAHOBATCS pasHbIMH. llpenmonokum, 4rto
[TepexBarunk BoimonHsier PNS-araky Ha celid. 3areM yMmeHbIIaeTcsi oOHapy)XeHHE
coBnageHuil cpeau I[lonyuareneii.

3nech Mbl 100aBIIsIEM HOBOE OBEAEHUE K OOBIYHOMY IIPOTOKOITY:

MOHUTOPHHT COBMNAJEHUI: HAKaIlIMBaTh CTATUCTHKY OOHapyXeHWH COBMAIEHUI
i-ITomyuarens, 4YTOOBI KOHTPOJIMPOBATh, OTIAMYAETCA JU OHA OT TEOPETUYECKU
paccUUTaHHOTO 3HAYECHHUS C 3aJaHHBIMU ITapaMeTPaMH CUCTEMbI WJIU HET.

CrnepnosarenbHo, [lepexBatuuky cineayeT npoBectu PNS-araky, 3a HCKIIIOUEHUEM
0e3omacHOro cirydasi, 4ToObI CKPBITH CBOE cylecTBoBaHMe. To ects OTnpaBurens u
[lonmy4arenb MOryT MOSYYHMTH HONOJHHUTENbHBIA O€30MacHbI KIHOY W3 HEKOTOPBIX
MHOTO(OTOHHBIX COCTOSIHUN, COOTBETCTBYIOIINX O€30IIaCHOMY CIIydarlo.

besonacnas knoueeas cmaska

B sTOoM paspmene mbl SBHO yKa3biBaeéM O€30HacHbIE KJIIOYM B 3aBHCUMOCTH OT
BO3MOXKHBIX aTak. COOTBETCTBYIOIIME PE3yAbTaThl IpUBeieHbI B Tabnuue 1. B Tabnune
MOXHO YBUJETh KaK HU3MEHSIOTCS paclpesenieHue 0OHapyKeHNH COBIAaeHUH U YHCe
(hOTOHOB B 3aBUCHMOCTH OT BHJIA aTaKH MEPE pa3lesnTeNeM WK T0CIe Pa3aeTuTes.
Taxxe yduTbIBae€TCS €CTh JIU YIIPABICHUE pa3IeIUTENIeM IIPU TOM WK HHOM aTake.
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Tabnmuua 1 — bezonacHble KII0YEBbIE CTABKH JJIS PA3IMYHBIX aTak

Ataka Vopasnenue |Pacnpenenenue oOHapykeHHI Pacnpenenenus uncen GOTOHOB
pazzenuTesieM | COBIaeHUN
[epen HET N3menen N3menen
paszzmenurenem be3 nu3menenwuii
be3 n3amenenmi H3menen
bes n3amenennit
JA N3menen N3menen
be3 n3menenmi
bes n3amenennit H3zmenen
bes namenenmit
Ilocne HET HN3menen H3menen
Ppa3BETBUTENA bes nsmenenuit
be3 nm3menenmi H3menen
bes n3amenennit
JA N3menen W3menen
be3 m3menenni
be3 uzmenennii Usmenen
bes nsmenenmit

Pe3yabTaThl MoaeIMPOBaHUS

[Ipon3BOANTENBHOCTS CHUCTEMBI C MPEIVIOKEHHBIM METOJOM C TOYKH 3pEHHS
6e301acHOM KITI0Y€BOI CKOPOCTH OLIEHUBAETCS YUCIIEHHO BATOM paszzede. s cpaBHeHMs
MIPOM3BOAUTENILHOCTH HCIONB3yeTcss OOBIYHBIM mpoTtokon BB84 ¢ cocrosHuem
npumanku. [lockonbky araku 0e3 W3MEHEeHHs (aKTOPOB MOHHTOPHHTA, TAKHX Kak
pacnpenenenusi, B OCHOBHOM paccMarpuBaioTcsi B QKD, Mbl onienmnBaem Ge3omacHbie
3HAYEHUsI KIIOYeH JJIi COOTBETCTBYIOIIMX CiIy4aeB. B wacTHOCTH, MBI MOneiInpyem
0e30macHbIe KITIOUH ¢ TOMOIIbIO ypaBHeHuit. s cpaBaeHus 3ppekTHBHOCTH TapuOB
Ka)XJ0€ MOJETMPOBAaHNE IMPOBOAUTCSA C ONTHUMAIBHBIM CPEIHUM UYHCIOM (POTOHOB
KaXI0H cucTeMbl. MBI NMPOBOIWM JBa YUCIEHHBIX MOAEITUPOBAHMS B 3aBUCHMOCTH
oT mapaMeTpoB yctpoiictB u kommdectBa ONU B PON. IlepBoe momenupoBaHwme
MIPOBOJIUTCS C TIOYTH HJEATBHBIMH ycTpoicTBaMu. Llenbio mepBoro MomaennpoBaHus
SIBJISIETCSl o0ecIieueHre WeaabHON BEpXHEH I'paHHIbl ¢ TOYKH 3pEHHs Oe30MacHOM
CKOPOCTH Tepefavyn KIIo4ei. 3areM Mbl MPOBOJUM BTOPOE MOAETHUPOBAHHE, YTOOBI
OIIPEJICNTUTh JOCTIKUMYIO CKOPOCTh O€30MacHOr0 KIIo4a C YYeTOM JOCTYITHBIX B
HACTOsIILEE BPEMs YCTPOIMCTB Il CPABHEHUS C BEPXHEH I'PaHULIEH.

[Tapamerpsl MOmenMpPOBaHMSA, HCIIONB3yeMble B MEPBOM CiIydae, ciemyiommue. B
OCHOBHOM ONTHYECKHUE IIOTEPH B BOJIOKHE cocTaBisitoT o = 0,2 1b/KM, KaK U B OOBIYHOM
ontuyeckoM BosokHe. Kaxnapiii Ilomywarens mmeer wmpeansneie SPD co 100 %
3 HEeKTUBHOCTBIO OOHAPYkKEHUS, ¥ = | ¥ BepoATHOCTLIO TeMHOBOTO cyera 0, Y = 0.
BuyTpu kaxnoro Ilomyyarenst HET OnTuYeCKUX moreps, L = 0 1b, n HeT cucremMHoM
ommOku, € = 0. Ilpu nocroGpaborke mpeanonaraercs, 4ro I[lomydarens moxer
BBITIONHATD WACATBHYIO KOPPEKIMIO OMIMOOK, YTO O3Ha4aeT f (EH) = 1. Pesynsrars
COOTBETCTBYIOIIMX OIICHOK MTOKA3aHbI HA PUCYHKE 3, T7e CIUIONIHBIMH U IIYHKTHPHBIMHU
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JUHUSAME TI0Ka3aHbl cucteMbl QKD ¢ mpemiokeHHbIM 1 0€3 TPEIIOKESHHOTO METOT
cootBeTcTBeHHO. [Tockonbky paccrosaue Mexxay OLT u ONU cocrainsiet okono 20 km
Wi MeHbIe B 00b19HOM PON, MbI HaHOCHM pe3ynbTarhl 10 20 kM. B ciaydae cucremsl
QKD 6e3 npeioskeHHOr0 MeTona st N = 8 u 64 onTuManbHOE CpeiHee YUCIO POTOHOB
JUTSL IOCTH)KEHUSI MaKCUMAJIBHOM 0Oe301acHoi KiIrUueBoii ckopoctu coctasiset 1,001,
nosryuyeHHoe nyteM auddepenipoBanus ypaBaenus. st N = 64 (8) ontumanbHOe
cpeaHee yuciio GOTOHOB MpeyiaraeMoit cucreMsl cocraniser 1,270 (1,220) 6e3 USD-
araku (Unambiguous State Discrimination — OgHo3HauHOe paznuueHne KBaHTOBBIX
Cocrostauit) u 1,190 (1,170) nmpu USD-arake. Ha paccrosauu 20 xm mis N = 64 (8)
CKOpPOCTh 3alIMILIEHHOTO KII0Ya yBEeIW4HMBaeTcs mpuMmepHo Ha 25,54 % (21,44 %)
npu orcytctBun USD araku u Ha 21,35 % (18,82 %) npu USD arake. [Ipuunna, no
KOTOPOW MBI MOXKEM IOJIYYUTh JOMOJTHHUTEIbHBIE OS30TacHBIC KIIFOYH, 3aKIIF04aeTCs
B HCIIOJIb30BAHUM MHOTO()OTOHHBIX COCTOSHHI B KaueCTBE CEKPETHBIX KIIFOYCH B
npeanaraemMmoM Mmertone. [lo Toil ke mpuumHEe NpeasaraeMblid METOH YBEIUYUBACT
HCIIONIb3yeMOE CPeHEe YMCIIO (POTOHOB ISl TeHEepAIUK JOMOTHUTEIBHBIX CEKPETHBIX
KITFOUEH, TTOCKOJIbKY MHOTO(DOTOHHBIE COCTOSIHUSI MOT'Y T UCIIOJIb30BaThCS JIs TeHEPALUN
CEKPETHBIX KIIFOUEH, YTO HEBO3MOXKHO 0€3 MPEJIOKSHHOTO HAMU METO/IA.

=)

N=8 ¢ npe/UIoKeHHBIM MeTOOM 1t Ge3 arakn USD

N=8 ¢ npeanoAKeHHBIM METOAOM I aTakoii USD
——— N=8 ¢ npe;y10xeHHbIM MeT0I0M

N=64 ¢ npe/U10KeHHBIM MeTojtoM 11 6e3 atakn USD

_ _ . N=64 c npeUIoxeHHEIM METOZOM I atakoil USD
e N e — — — . N=64 ¢ npeToKEHHBIM METOIOM

CKOpOCTb CEKPETHOTO KiItoya (OHT/HMITYIIBC)

=)
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N
r s

6 10 12 14 16 18 20

8
Paccrosane (kM)

Pucynok 3 - CpaBHeHne 6e301acHON KIII04eBOH ckopocT Mex 1y cucteMoil QKD ¢ npemoxkeHHbIM
METOZIOM | 03 HEero IpH H/IeaTbHOH HacTpOHKe

B cnywae BTOpOro MOAENUpPOBaHMS YUHUTBHIBAIOTCA pPEATU3YyEMbIE MMapaMeTphl.
[Ipennonaraercsi, 4To Te *e MOTEPU B ONTUYECKOM BOJIOKHE, YTO M B MPEABIIYILEM
Monenuposanuu. Uro kacaercs SPD Ilomyuarens, To npeanosaraercsi HCHOIb30BaHNE
CBEpXIPOBOAHUKOBBIX SPD, ans KOTOpPBIX MOXHO TPHHATH S((PEKTUBHOCTD
obuapyxenus 67 %, y = 0,67 u BeposATHOCTH TeMHOBOTO cuera 1,6 x 10-6, YO =
1,6 x 10-6 [18]. L. eduf (Ep) yctaHosnensl Ha 3 1b, 2,3 % u 1,2 cOOTBETCTBEHHO,
YTO SABJISETCS TUMMYHBIMU MapaMeTpamMHM B SKCIEPUMEHTANBHBIX pe3ynbTarax [19].
CoOTBETCTBYIOUINI pe3yabTaT MOAETUPOBaHMs MOKa3aH Ha pucyHke 4. lng N =
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64(8) omrtuManbHOE cpelnHee YHCIO (POTOHOB TPAJUIMOHHON CUCTEMBI COCTaBISIET
0,593 (0,592), a ans npemnaraemort cuctembl — 0,630 (0,630) mpu orcyrcTBun USD-
araku u 0,630 (0,630) mpu arake USD coorBerctBeHHO. 31ech uist N = 64(8) MbI
JEMOHCTPHPYEM, YTO Hallla cucTeMa o0ecreunBaeT BeIUTphI oT 6,09 1o 6,24 % (ot
5,33 10 5,43 %) 1o cpaBHEHHIO C OOBIYHON CUCTEMOM B 3aBUCUMOCTH OT THITa aTaKH Ha
20 kM. MBI BUIUM HE3HAYUTEIIBHOE CHUYKEHHUE ITPOU3BOIUTEIILHOCTH U3-3a aTtaku USD.

102 T T T T T T T T T
N=8 ¢ npeanoxeHHBIM MeToIOM 11 Ge3 ataxn USD
N=8 ¢ npeuioAeHHbIM MeTOXOM I aTakoii USD
——— N=8 ¢ NpeIOACHHBIM METOIOM
N=64 ¢ npeanoxeHEEM MeToz0M 1 Ge3 arakn USD
— — — — . N=64 c npeanoaxeHHEIM MeTOIoM I aTakoit USD

— — —. N=64 ¢ NpeI1oKCHHBIM METOIOM

10 F -

CKOpOCTh CEKPETHOIO KiItoua (ONT/HMITYIIBbC)

10+ 1 1 1 1
10 12 14 16 18 20

8
PaccTognue (xm)

Pucynox 4 - Cpasnenue 6e3onacrhoii kuouegou ckopocmu mexcoy cucmemou. QKD ¢ npeonazaemvim
Memooom u 6e3 He2o 8 peanu3yemMol HACMPOUKe

XoTsl CcBepXNpOBOJHHUKOBBIE SPD  neMOHCTpHPYIOT BBICOKYIO 3()(EeKTHBHOCTD
oOHapysxeHus, pa3BeprhiBanne Takux SPD B PON MoxkeT ObITh 00pEMEHUTEIBHBIM 13-
3a UX CTOMMOCTH. YTOOBI paccMOTpeTh OoJiee PeasMCTHYHBIA ClIIEHAPHUNA, B KOTOPOM
MbI HCHONB3yeM Oosiee nenieBble SPD, koTopblie 00bIYHO gar0T 0o0Jice HHU3KYHO
3 PEKTUBHOCTh JIETEKTOPA, MBI TAK)KE TPOBOJIUM OOIbINE CUMYJSIHNA, B KOTOPBIX
3¢ (EKTUBHOCTD JIETCKTOPA BaphbUPYETCs B HMIMPOKOM jauamna3one ot 25 % jmo 100 %.
Ha pucynke 5 mokazaHo ycuienue Onarojaps Hamiemy MPOTOKOIY B 3aBUCHMOCTH
OT 3(pPEKTUBHOCTU JETEKTOpa, KOIJa MbI IpearoiaraeM, 4To JUIMHA ONTOBOJIOKHA
cocrasiseT 20 kM u araka ¢ momoiisio USD. Mbl BUANM, YTO yCUIICHHUE YBEIHYHUBACTCS
¢ 3 dekTUBHOCTBIO JIeTEKTOpa, XOTS dD(HEKTHBHOCTD JICTEKTOPa CHIBHO 3aBUCHT OT
cronmoctd SPD, KOTOphIe MBI MOKEM HCTOIB30BaTh. J{s1 00mbIero N MBI TOJDKHBI
WCIOJIB30BaTh Oosee nemeBbie SPD mpu ToM ke OropKeTe, a 3T0 MPUBOJAUT K CHIDKEHUIO
a¢dexruBHoCTH eTekTopa. C Apyro CTOPOHBI, 4eM 00JibIiie N, TeM BbIIIe KOAPPHUIIHMESHT
yCHJICHHs, KaK TIOKa3aHO Ha pHUCYHKE 5. DTO O3Ha4aeT, 4TO MPH OrPaHHYCHUHU
CTOMMOCTH JIETEKTOpa (KOTOPOE MOXKET 3aBHCETh OT TEXHOJOTHH peanu3anuu) Ha N
MOXET CYIIECTBOBAThH ONTHMAIbHOE 3HAYCHUE, MIPH KOTOPOM KOI(DDUIIMEHT YCUIICHHS
paBeH MakCUMHU3UpPOBaH. TakuM 00pa3oM, Halll Pe3ybTaT IIPOIMBAET CBET HA TO, KaK Ha
MIPaKTHKE MTPOEKTUPOBATh TaKWE 3aIMIIEHHBIE CETH AOCTYIIA.
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Pucynok 5 - CpaBHeHe IpUpOCTa 3AIMUIIEHHON KII0YEBOH CKOPOCTU B 3aBUCUMOCTH OT
3¢ PEeKTHBHOCTH IeTeKTOpa

3akJrouenue

B 9701 cTaThe OBLTO HCCIIETOBAHO, KAaK MTOBBICUTH O€30TIACHYIO CKOPOCTD Mepeaadn
wirouet QKD B MHOromosibs3oBarenbckoi cetu, takoi kak PON. B wactHoctH, muist
JOCTIKEHHS ATOTO MBI UCTIONB3yeM xapakrepucTtuku PON, xoTopeie obecrieunBaioT
oOHapyxenune coBnageHnii Mexay ONU. CooTBeTcTBEHHO, OBLJIO OMpEAeNeHo, 4TO
Oe30IacHbIe KIIIOYH MOKHO MCIIOJIH30BaTh U3 MHOTO(OTOHHBIX COCTOSHHUM, B OTIIHYHE
0T OOBIYHOTO cIT0CO0a, TMPHU KOTOPOM OE30TACHBIM KIFOU TE€HEpUPYETCs TOJIBKO H3
OMHO(OTOHHBIX COCTOSTHUW. [lJIT TPUTOMHBIX UIS MCIIONB30BAaHUS MHOTO(OTOHHBIX
COCTOSIHMH MBI TIIATEIHHO aHATU3UPYEeM KOJIMYECTBO MH(OPMAIINH, TTPOCOYHBIIEHCS
k IlepexBarumky. Mcxoms w3 9TOro, MBI MPEIOCTABISEM MaTeMaTHYECKYI0 MOIEIh
oe3omacHoi kiroueBoii ckopoctr mist QKD B PON. IIpoBeneHs! u peacTaBiICHBI 1Ba
Pa3IMYHBIX YHCICHHBIX MOJEIWPOBAHUS IS CIIy4aeB HICANbHON W peann3yemMoin
YCTaHOBOK. Pe3ynbTaThl HaIIero MOJAEIMPOBAHMS TOKA3bIBAIOT, YTO HA PACCTOSHUU
20 KM ynydllleHHE KJIFOYEBOH CKOPOCTH B MJIE€aJIbHOM HacTpoiike coctaBiusieT 21,35
%. [axxe B peamm3zyeMOM BapuaHTe BBIMTPHINI NpuindHbA: ~ 6,09 %. Kpome Toro,
Ppe3yJbTaThl MOKa3bIBaKOT, 4yTO BiIusiHUEe USD araku He3HaYuTeNbHO. MBI cCuuTaeMm, 4ro
Hamra paboTa MOXET 3aJOKHTh MPOYHYIO OCHOBY JUIS NAIbHEWIINX HCCIETOBaHUN
QKD B MHOIOIOIb30BaTENbCKUX CETX.
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Abstract. Bank fraud is "The unauthorized use of an individual's confidential
information to make purchases or withdraw funds from a user's account." E-commerce
is growing rapidly, and the world is moving towards digitization, cashless transactions,
the use of credit cards, the number of users is rapidly increasing, and with it the number
of frauds associated with it. Due to the development of technology and the increase in
the number of online transactions, fraud is also increasing, leading to huge financial
losses. Therefore, effective methods to reduce losses are needed. In addition, scammers
find ways to steal the user's credit card information by sending fake SMS and calls,
as well as by masquerade attacks, phishing attacks, and so on. This article aims to use
several machine learning algorithms such as Support Vector Machine (SVM), Decision
Tree, Bayesian Belief Networks, Logistic Regression, k-Nearest Neighbor (Knn), and
Artificial Neural Network (ANN) to predict the occurrence of fraud. In addition, we
differentiate between the implemented supervised machine learning and deep learning
methods to distinguish between fraudulent and non-fraudulent transactions.

Keywords: SVM, k-Nearest Neighbor, ANN, fraud detection, credit card, safety
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AHHoTanus. baHkTik anaskTeiK — « TyJIFaHbIH KYITHS aKITapaThIH CAThII aJTy HEMece
naiaaJaHyIbIHBIH IIOTHIHAH aKIlla ajly YIIiH PYKCATChI3 Maiganany». DJICKTPOHIBIK
KOMMEPIIHSI KapKbIHBI JaMBbII KeJICl, al ajieM HupiaHabIpyFa, KOJIMa-KoJl aKIIachl3
TpaH3aKLUsUIapFa, HECUEIiK KapTanap/sl nainananyra 0et Oypy/a, naijananynsuap
CaHbI J)KOHE OHBIMECH OaWJIaHBICTHI AJasIKTHIKTAP/IbIH CaHbl T€3 6cyie. TeXHOIOTHSHBIH
JlaMYbIHA JKOHE OHJIAMH TPaH3aKIMIAP CAHBIHBIH apTyblHa OAMIaHBICTHI AJASKTHIK
Ta OcCiI, YJIKEH Kap)KbUIbIK IIbIFbIHAAPFa oKesiedi. COHBIKTAH IIBIFBIHIBI a3aiTy/IbIH
TriMAl ofictepi KaxkeT. COHBIMEH Karap, ajaskrap kaaraH SMS jxoHe KOoHbIpayiap
xibepy, CoHJaif-ak MackapaiaThlK malysuiiap, GUIIMHTTIK maldyslaap koHE T.0.
apKbLIbI Nak1aIaHy IIBIHBIH HECUE KapTaChIHBIH aKMapaThiH ypiiay JKOJIapbliH Ta0a bl
Byt makaa anaskThIKTBIH Maiaa 00s1yblH Oopkay yiniH Kosgay BeKTOPIIBIK MallliHACH
(SVM), Ulewrim arambl, baiie3nik ceHim skelninepi, JOTUCTHKAJIBIK perpeccusi, k-eH
xakpiH Kkepun (Knn) sxone >xacannwl HeiponzaplK xenmi (ANN) cuskTbl OipHere
MaIIIMHAJIBIK OKBITY aJrOPUTMJICPIH KOJAaHyFa OarbITTanFad. byran Koca, 0i3 jxajaraH
JKOHE aJIasKThIK €MEC TpaH3aKLHUsIap/bl aXbIpaTy VIIIH EHII3iIreH OaKblIaHAThIH
MAIIIMHAJIBIK OKbITY MEH TEPEH OKBITY 9JIICTEPiH aXKbIpaTaMbI3.

Tyiiin ce3nep: SVM, k-En Nearest Neighbor, ANN, anasikThIKTbl aHBIKTay, HECHE
KapTachl, Kayilci3maik
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AHHoTanus. baHKOBCKO€ MOIIEHHHYECTBO — 13T0 «HecaHknmoHMpoBaHHOE
HCII0JIb30BaHUE KOH(pUIeHInaIbHON HH(QOpMaLny (U3MIECKOT0 JIULA 1JIsl COBEPILCHUS
MOKYIOK MJIM CHATHS CPEACTB CO CYETA IOJIb30BATENsD». DJIEKTPOHHAS KOMMEPLHS
OBICTPO pacTeT, U MUP IBMXKETCS B CTOPOHY OLHM(POBKH, OC3HAJIMUYHBIX PacUETOB,
WCTIOJIb30BAHUSI  KPEAMTHBIX KapT, CTPEMHTENBHO YBEIMUYUBACTCS KOJIUYECTBO
[I0JIb30BATENeH, a BMECTE C HUM M KOJMYECTBO CBSI3aHHBIX C HUM MOIIEHHUYECTB. B
CBSI3U C PAa3BUTHEM TEXHOJIOTMH M YBEJIMYECHHEM KOJIMYECTBA OHJIANWH-TpaH3aKLMMI
YBEJIMUNBAETCS U MOIIEHHUYECTBO, IPUBOJIAIIEE K OTPOMHBIM (DMHAHCOBBIM ITOTEPSM.
[Tostomy nHeoOxoanmbl 3((EeKTUBHBIE METOABl CHUKEHHUsS moTepb. Kpome Toro,
MOILIEHHUKHU HAXOST CIIOCOOBI YKPAacTh HH(POPMALMIO O KPETUTHOM KapTe MOJIb30BaTeIs
IyTeM OTHPaBKH MOAMAEIbHBIX SMS 1 3BOHKOB, a TaK)Ke C TOMOIIBI0 MacKapaJHbIX
arak, (MIIMHTOBBIX aTak M TaK Jajee. JTa CTaThsl HAlpaBlieHA Ha HCIIOJIb30BaHHUE
HECKOJIBKUX aJrOPUTMOB MAIIMHHOTO OOYy4eHHs, TaKMX KaK MalllHa OIOPHBIX
BekTOpoB (SVM), nepeBo pemieHui, OaileCOBCKHE CETH JOBEpHs, JIOTUCTHYECKAs
perpeccusi, k-Ommwxkaiimmii cocen (Knn) u nckyccrBennas neriponnas cetb (ANN),
JUIsl TPOTHO3MPOBAHMsI BOSHUKHOBEHUSI MOLICHHUYECTBA. KpoMe TOro, Mbl pazinnyaem
pearn3oBaHHbIC KOHTPOJIUPYEMbIE METOIbI MAITUHHOTO O0YUYECHHUS U METOJIbI IITyOOKOTO
00y4eHus, 9TO0bI pa3ianyaTh MOIIEHHNYECKHE N HEMOIIEHHNYECKUE TPaH3aKIINH.

KuroueBbie ciioBa: SVM, k-Nearest Neighbor, ANN, 00Hapy>keHHE MOIIICHHUYECTBA,
KpeIuTHas KapTa, 0€3011acHOCTh

Jst uurupoBanusi: P.E. Baiitinec, 5.C. OmapoB. BrisiBieHne MomeHHHYeCTBa
C KPEIUTHBIMHU KapTaMu C HCIIOJb30BaHMEM MammHHOro oOyuenust // MEX]Y-
HAPOJIHBII XXYPHAJI UTHO®OPMAILIMOHHBIX 1 KOMMYHUKAILIMOHHbBIX
TEXHOJIOT' M. 2022. Tom. 3. Is. 4. Homep 12. Ctp. 57-69 (a pycckom si3bike). DOI:
10.54309/1J1CT.2022.12.4.005.

Introduction

As one of the most used financial products, the credit card is for making purchases
such as gasoline, groceries, TVs, travel, shopping bills, etc. due to lack of funds at
the moment. Credit cards are the most valuable because they provide different benefits
when used for different types of transactions. Usually, large hotels, as well as various
car rental companies, require the buyer to have a credit card.

A credit card usually refers to a card that is assigned to a customer (cardholder)
and usually allows him to purchase goods and services up to a credit limit or withdraw
cash in advance. A credit card gives the cardholder a time advantage, i.c., it gives its
customers time to pay later at a set time by carrying it over to the next billing cycle.

Fraud is considered to be methods of obtaining money or services and goods in
illegal or unethical ways.

The relevance of the topic - along with a high list of advantages, bank cards also have
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certain disadvantages, the most significant of which is their vulnerability to unauthorized
influence by third parties in order to organize illegal access to the holder's account and
subsequent theft of funds. The problem of ensuring the security of financial transactions
using bank cards and, first of all, reducing the risk of fraud, is rightfully considered
global, since all participants in the global payment instruments market are involved in
the process of solving it.

The absence of a mechanism to prevent fraud using bank cards can potentially lead
to the risks of the issuing bank associated with direct financial losses, deterioration
of business reputation and distrust of the products provided by customers. Taking
into account the rapid pace of development of the banking services market, solving
the problem of ensuring the complexity and effectiveness of the measures taken to
manage the risk of fraud in card transactions and operations across systems is a key
aspect of the formation of a security policy, both at the level of an individual credit
institution and throughout the banking system. The formation of a management system
for these processes seems to be relevant both for commercial banks and for the Banks
of Kazakhstan.

The scientific novelty of the study lies in the development of a classification
of operational risks according to internal and external sources of their occurrence,
indicating losses, as well as the development of guidelines to reduce the risk of fraud.

The purpose of the study is to scientifically substantiate and identify the most
effective tools used by banks to reduce the risk of unauthorized (fraudulent) transactions
using bank cards and systems, as well as to develop recommendations for managing
risks when performing transactions using bank cards and systems.

To achieve our goals, consider the main tasks:

1) Expand the concept of operational risks, including cyber risks and develop a
classification of operational risks, as well as study the history of the development of
payment systems with a focus on reducing the risks of fraudulent transactions;

2) Identify mechanisms for organizing unauthorized access to the client's system and
to card data by third parties for subsequent transactions without the client's consent;

3) Examine the current tools of the Bank of Kazakhstan and commercial banks to
reduce the risk of fraud on bank cards and systems, as well as analyze data from the
Bank of Kazakhstan on the dynamics of transactions without the consent of customers
in recent years.

Credit card fraud is an easy target. Without any risks, a significant amount can be
withdrawn without the knowledge of the owner, in a short time. Fraudsters are always
trying to make every fraudulent transaction legitimate, which makes fraud detection a
very difficult task. According to a 2020 report from the U.S. Payments Forum, criminals
have shifted their focus to activities involving CNP transactions as chip card security
has been enhanced.

Even then, thieves have a chance to misuse credit cards. There are many machine
learning methods to solve this problem.

This article uses several machine learning algorithms such as support vector machine
(SVM), decision tree, Bayesian belief networks, logistic regression, k-nearest neighbor
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(Knn), and artificial neural network (ANN) to predict the occurrence of fraud. In addition,
we distinguish between implemented supervised machine learning methods and deep
learning methods to distinguish between fraudulent and non-fraudulent transactions.

Machine learning for fraud detection.

Machine learning is defined as a set of computer algorithms that make systems
autonomously learn and produce results and improve them based on various analyzes
and results. The data will be fed into these algorithms, which will automatically train
them to perform a certain task, get a certain result, and therefore we can apply this to
our real business scenarios. Machine learning algorithms can be used to solve business
problems like regression, classification, prediction, clustering, associations, etc.

Based on the style and method used, machine learning algorithms are divided into
four main types: supervised learning, unsupervised learning, semi-supervised learning,
and reinforcement learning. In the following sections, let's take a closer look at each of
the algorithms.

Supervised learning is a technique that involves learning using labeled past data and
the algorithm must predict the label for unseen or future data. The supervised machine
learning algorithm is actually told what to look for, and so on until it finds basic patterns
that give the expected result with a satisfactory degree of accuracy. In other words,
using these previously known results, the machine learning algorithm learns from the
past data and then generates an equation for the label or value. This stage is called the
learning stage.

The supervised learning algorithm has the following set of tasks — data collection,
data preparation, modeling, model evaluation, deployment, and monitoring.

Gathering or data collection is the collection of relevant data required for a
supervised learning algorithm. This data can be obtained through regular activities such
as transactions, demographics, surveys, etc.

Data preparation is where we modify and transform the data using the necessary
steps. It is critical to remove unnecessary data points and fill in inconsistencies in the
data. This step ensures accuracy.

The simulation or training phase in which a link is established between the label and
other variables.

During the evaluation phase, we check for errors and try to improve the model.

Deployment and monitoring occurs with invisible data, during the implementation
of the model and the creation of forecast results.

Typical applications for supervised learning:

Image segmentation - various image classification activities are performed using the
image data and the predefined labels we are looking for.

Medical diagnosis - using medical images and past tagged data that contain labels for
disease states, we can identify disease for new patients.

Fraud detection — classification algorithms can be used to detect fraudulent
transactions, fraudulent customers, etc. using historical data to identify patterns that
could lead to possible fraud.
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Spam detection - again, classification algorithms are used to classify email as safe
or spam.

Speech recognition — the algorithm is trained using voice data and various
identifications can be performed with it, such as voice passwords, voice commands, etc.

We have seen how supervised learning algorithms can help us predict value and
event, various forms of supervised learning algorithms are designed to solve these
business problems. Consider commonly used supervised learning algorithms such as:

1. Decision tree

The decision tree algorithm classifies objects by answering "questions" about their
attributes located at key points. Depending on the answer, one of the branches is selected,
and so on until the "leaf" is reached — the final answer.

Decision tree applications include knowledge management platforms for customer
service, predictive pricing, and product planning. Figure 1 - The figure below shows the
algorithm of the decision tree [1].

Bai Card Check
Blocked Card? . ~
n | sutficen: Balance? —_— N
Predictive
Feedback Model

= ,. b

Figure 1- Algorithm of the decision tree

2. Bayesian Belief Networks

This method uses Bayes' theorem to calculate the probability of a hypothesis and
determine whether it is true or false. The classifier is used to compute conditional
probabilities for all possible classes and insert it into the class that has the highest
conditional probability for a particular value of X. Also represents the case of a directed
acyclic graph graphical model, with directed edges encoding probabilistic dependency
relationships between variables.

3. Logistic Regression

Logistic regression is a type of multiple regression whose general purpose is to
analyze the relationship between multiple independent variables (also called regressors
or predictors) and a dependent variable. This is an appropriate method that can be
used in predictive analysis when the dependent variable is dyadic or binary. Since the
classification of transactions as fraud is a double-edged variable, this method can be
used. This probability-based statistical classification model detects fraud using a logistic
curve. Since the value of this logistic curve ranges from 0 to 1, it can be used to interpret
the probabilities of belonging to a class. The figure-2 shows the algorithm of the Logistic

Regression [2].
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Figure 2 - algorithm of the Logistic Regression
4. SVM
The support vector machine (SVM) is one of the most popular learning methods
used to solve classification and regression problems. The main idea of the method is
to construct a hyperplane that separates the sample objects in an optimal way. The
algorithm works on the assumption that the greater the distance (gap) between the
separating hyperplane and the objects of separable classes, the smaller the average
classifier error. In the Figure 3 illustrates support vector machine algorithm [3].

5.Dispute charge
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. ——— ‘—| Card Holder

1.5tcal
3.Deduct money .‘\
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L o A=h
m| .
Online Market Fraud person

Figure 3 — SVM

5. K-Nearest Neighbors

The k-nearest neighbours method is a simple supervised machine learning algorithm
that can be used to solve classification and regression problems. It is simple to implement
and understand but has a significant drawback - a significant slowdown when the amount
of data grows.

The algorithm finds the distances between the query and all examples in the data by
choosing a certain number of examples (k) closest to the query, then votes for the most
frequently occurring label (in the case of a classification problem) or averages the labels
(in the case of a regression problem) [4].

KNN has a 97.69 % accuracy in detecting fraudulent card transactions. It showed
suitable performance. It has been proven that KNN is effective for all existing indicators
that are used in the classification and not a single false result has been recorded. Other
evidence was executed using KNN, where punctuality of 72 % was achieved for credit
card fraud [5].
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Figure 4 - K-Nearest Neighbours method

6. Artificial Neural Network (ANN) Method

ANN is a machine learning algorithm that functions like the human brain. In
most cases, ANN is based on two kinds of methods: the supervised method and the
unsupervised method. An unguided neural network is widely used to uncover fraud
cases, since its accuracy is 95 % [6]. Basically, the unguided neural network tries to
detect similar patterns among present credit card holders and those found in more
early transactions. Let's assume that details seen in current transactions correlate with
previous transactions. Then, most likely, the fraud incident will be revealed [6]. ANN
methods are characterized by high fault tolerance. For example, the generation of output
information is held up even if one or some cells are damaged. Due to its sublime speed
and efficient processing capabilities, it is possible for ANN to compute a successful
output for the sake of credit card fraud.

ANN appears to be a successful algorithm that is allowed to be used in credit
card fraud. This can be seen from the literature that it has shown good performance in
long-term use in overload with various functions and algorithms. These features have
their own personal disadvantages. Also, the application of ANN in credit card fraud has
become promising due to its ability to contain a high amount of granted and a texture of
computed memory.

Classification of credit card frauds

The most popular types of fraud are:

» transfers to the accounts of fraudsters under their pressure;

* telephone fraud;

* Internet fraud;

» forgery of maps and websites;

» withdrawal of funds from a stolen or lost card.

Naturally, banks are aware of this and, for their part, are fighting scammers.
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Constantly improving client identification methods, all kinds of passwords for Internet
banks, PIN codes and CVV / CVC codes for cards, including dynamically changing
OTP passwords for online transactions, and other degrees of protection.

Judicial practice makes it clear that most often in the dock are citizens who have
chosen such a type of enrichment as theft of funds from other people's bank cards. Most
often, scammers use the tricks of experienced fishermen, offering bank card holders an
interesting “bait”. This technique is called "phishing". With its use, due to the inattention
of citizens, there are tens of thousands of cases of fraud per year.

1. Phishing is a type of Internet fraud, the purpose of which is to obtain user
identification data. This includes the theft of passwords, credit card numbers, bank
accounts, and other sensitive information.

2. Skimming — this model of an attempt on the funds of individuals using the services
of ATMs to withdraw cash, is the installation of a small device in an ATM that "collects
cream" — copies all the data from the magnetic line of a bank card. Together with it,
a device can be installed to remove information about the pin code when it is entered.
Interestingly, such devices can also be installed in stores; they will copy information
when buying goods with payment by bank card.

3. Telephone fraud - a type of fraud in the field of information technology, in
particular, unauthorized actions and misuse of resources and services, theft of someone
else's property or the acquisition of the right to someone else's property by entering,
deleting, modifying information or otherwise interfering with the operation of data
processing or transmission tools information and telecommunication networks.

4. Fraudulent call centers - fraudsters organize fraudulent call centers in which they
call people to carry out mass illegal actions.

s. Fake website scam: A scammer injects malicious code that does its job on a website.

6. Lost/Stolen Card: This type of fraud involves the loss of the card by the cardholder
or theft of the card from the cardholder.

7. Fake card scam: A type of scam where the scammer copies all the data from the
magnetic strip and the real card looks like the original card and only works like the
original card. This card is being used for fraud.

Rarely seen but bringing huge profits to scammers - a skimmer. A skimmer is a
miniature portable reader that can be attached to an ATM. With the help of such
devices, fraudsters steal bank card data: its details, PIN code, etc., in other words, all the
information recorded on the magnetic strip. A skimmer can be a plastic pad attached to
a card reader, a miniature video camera in a brochure holder next to an ATM. There are
also special keyboard overlays that read the order of typing the PIN code. Skimmers are
attached to ATMs using ordinary double-sided tape or Velcro fasteners. For example, if
the keyboard was concave, then a special overlay will make the panel flatter. Also, the
skimming device can change the keys themselves: they will either be recessed into the
keyboard panel, or, conversely, protrude too much. In recent years, ATM manufacturers
have begun to install special devices on ATMs that allow them to recognize skimmers.
Finding a skimmer at an ATM is not easy, so bank employees recommend using only
machines located in bank branches, large shopping centers, in a protected area. The
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skimmer can only steal information from the magnetic strip, not from the chip. For this
reason, (and not only) chip cards are considered more secure.

There are also portable skimmers that allow you to make a copy of the card when it
is in the hands of an attacker (for example, if he is also a part-time waiter in a restaurant
where customers often pay with plastic cards).

While reading e-mail or browsing the Internet, you should be aware of scammers
who seek to steal your personal data or money, and, as a rule, both. Such fraudulent
activities or schemes are called “phishing” (from the English word “fish”, which means
“fish” or “to fish”), since their goal is to “extract” your personal data from the bank card
holder.

I would like to clarify another type of fraud called the Lebanese loop. "Lebanese
loop" — for its application, a small piece of photographic film is used, which is folded
in half, and the edges are bent at an angle of 90 degrees. This device is inserted into the
ATM. The "highlight" is a small petal cut out on the underside of the film at a certain
distance from the edge, bent up along the card. The film is located in the card reader so
as not to interfere with the transaction. The bent petal does not allow the ATM to issue
a plastic card back. That is, having completed the operation, the cardholder cannot get
it back from the ATM. At this time, an “advisor” comes up, who recommends urgently
going and calling the service department, for example. The owner of the card leaves,
and in the meantime, the "adviser", who saw how he dialed the PIN code, pulls out the
card and withdraws the money.

Also, no one is immune from the banal robbery of a bank card holder. This is the most
uncomplicated method of the existing ones: the client withdrew cash — the swindler
robbed.

The level of illegal transactions with bank cards in our country is lower than in
developed countries. Among the types of fraud, skimming (illegal copying of card data
using a special device) is still in the lead.

Ways of taking possession of other people's money, associated with deceit and abuse
of trust or with the use of modern technical means, are diverse. You can protect yourself
from them only with absolute care. Do not fall for the tricks of scammers.

Applying machine learning for fraud detection.

Table 1 - Application of machine learning techniques for fraud detection

Work | Technique used Dataset used Performance metrics Result
[7] Bayesian Neural PagSeguro (Brazil | HM between precision and |2 times improvement in
Networks Online Payment | Recall, and Economic Effi- | performance
Service) ciency.
[8] SVM, Real time data Data and predictive ana- Accuracy for SVM 91
KNN, Iytics which is performed | %,
Logistic regression, by ML models and an API | KNN 72 %,
Naive bayes module to detect the trans- | LR 74 %,
action is fraud or not. NB 83 %
[9] Random forest, Kaggle Accuracy, the confusion Random forest has
Adaboost algorithm matrix is used to plot the | highest than adaboost
ROC curve algorithm
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[10] |SVM, Artificial Provided by Serge | TP, FP Bayesian Belief, better
neural network Waterschoot than ANN. 8% more
at Europay frauds detected. But
International ANN detects faster
[11] |Long-Short Term | Dataset Recorded |Resistance to imbalance LSTM is more accurate
Memory from March to classes, attention to than RF, improves
May2015 specific business interests | personal transactions,
and LSTM is prone to
overfitting (layers have
fewer nodes)

[12] |Big Data Analysis | German dataset TP, FP RF the decision tree
performs best in terms of
accuracy and precision
among LR, DT and
DTRF

[13] |Deep Learning German Credit Accuracy, Variance High precision data

Data processing

[14] |CNN Credit card fraud | TP-FP, FN-TN, Precision | With SMOTE, out-

data and Recall with their HM | performs NN.

[15] |Deep Neural Real credit card | AUC comparison Better performance

network data in the bank
of US
[16] |Logistic regression, | Kaggle Accuracy Accuracy for LR 97.46
Naive Bayes, %, NB 99.23 %,
Random forest Random forest 99.96 %
[17] |K-reverse nearest |dataset of Accuracy, problems of The findings showed
neighbor European CC class imbalance that exists |that the RF method had
(KRNN) holders in the dataset a 91.24 % accuracy
rate for fraud detection.
The accuracy of the LR
technique, in contrast,
was 95.16 %.
[18] |KNN, random Uci library Prediction of defaults Assess the dataset in this
forest, LR, Svm study, then do feature
selection and apply
various machine learning
methods.
Results

The use of information methods in the present period may give us more diverse data,
while confidentiality remains an issue. And with our proposed method, we are given the
opportunity to use sets of information in the present period to learn modification while
maintaining confidentiality. A field of study with ANN could enhance the ability of the
ML modification to detect fraudulent transactions. the recommended mixed move would
be able to qualitatively correct the order of credit card fraud, using sets of true data, and
uncover fresh interests in the field of banking and finance. The recommended method
can support monetary institutions and banks to use the information sets in the system of
the present period in a bilateral cooperation order, which will bring corporate benefits
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to develop a successful plastic card fraud system. Although the recommended method
is effective in terms of credit card fraud when using bundles of information in a realistic
period while maintaining confidentiality, it has limitations if the case is reported in
this deployment. All banks and financial institutions have their own personal rules and
regulations, and they are quite strict in the current regard. Adapting the recommended
method will not be an easy task, because any bank and financial institution has its own
limitations, and they rely on their own internal resources, and not on a general approach.
although the originals are not transmitted centrally, and the learned pattern will learn
patterns that can be decrypted by hackers. Therefore, while maintaining limitations,
there is always work to be done to gain the confidence of banks and financial institutions
for the introduction of this technology.

Conclusion

This article looks at the different methods used for the sake of credit card fraud. It
can be analyzed that ML methods are a good method to increase the reliability of credit
card fraud. However, we need huge sets of information to train the model, to eliminate
the problem of data imbalance.

The purpose of this work was to study the classification of machine learning for the
problem of detecting fraud with bank cards. As objects of study, in addition to ANN,
several machine learning models were proposed for solving the problem, such as the
model of the naive Bayes classifier on additions, random forest, etc.

In a further extension of this study, we will provide a conclusion after all this, how
the prediction of fraudulent transactions classifies that we are given the opportunity to
execute further. We also act with the information in the system of the present period,
or we make a procedure for showing fraud in real time. We also apply a deep learning
method for the best results. We are given the opportunity to create an application and a
website that helps detect fraudulent transactions in real time.

From the literature, the authors mainly used an unbalanced set of information to test
the correctness, truthfulness, and revocation of various machine learning algorithms
in order to simulate a fraudulent transaction. But despite this, we will use selection
methods for a balanced data set. For an unbalanced set of submissions, we cannot rely
on accuracy, we should represent accuracy, completeness. From this evaluation, we
can freely see which sample is most likely to function with an unbalanced dataset, also
provide balanced datasets.

In accordance with the purpose, a review of the main ways of classifying fraud was
carried out. Some existing systems and methods for detecting fraud are considered.
The main complexity of solving this problem and the basic requirements for the fraud
detection model are determined.
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Abstract. Pneumonia is a potentially fatal bacterial illness that affects one or both
lungs in humans and is frequently caused by the bacterium Streptococcus pneumoniae.
According to the World Health Organization, pneumonia accounts for one in every
three fatalities in India (WHO). Expert radiotherapists must evaluate chest X-rays
used to diagnose pneumonia. Thus, establishing an autonomous method for identifying
pneumonia would be advantageous for treating the condition as soon as possible,
especially in distant places. Convolutional Neural Networks (CNNs) have received
a lot of interest for illness categorization due to the effectiveness of deep learning
algorithms in evaluating medical imagery. Furthermore, features gained by pre-trained
CNN models on large-scale datasets of X-ray pictures are extremely effective in image
classification tasks. Several Convolutional Neural Networks were seen to categorize
xX-ray pictures into two groups, pneumonia and non-pneumonia, using various parameters,
hyperparameters, and number of convolutional layers modified by the authors. The
study analyzes six different models. The first and second models each include two and
three convolutional layers. VGG16, VGG19, ResNet50 and Inception-v3 are the other
four pre-trained models.

Keywords: Convolutional Neural Networks, Pneumonia detection, medical imaging
VGG Net and ResNet
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Annortauus. [THeBMOHUMS-Oyn agaMHBIH Oip HeMece €Ki OKIECiHe ocep CTeTiH
JKoHE KeOiHece CTPENTOKOKK OaKTepHsChIHAH TYBIHAAFAaH OIMIC OKEJCTiH
OakTepusIIbIK aypy. JyHHEKY3UTiK AeHCAyNbIK CaKTay YHBIMBIHBIH MAJIiMETi OOHBIHIIIA
(JATY), opOip yuriH mii emim cebernrici - mHeBMOHHS. ToxipuOelni paanorepaneBTTep
MMHEBMOHHUSHBI ~ JUArHOCTUKAajay  YIIiH  KOJJAHBUIATBIH  Keyle  KYBICHIHBIH
pentrenorpadusicbln  Oara-naybl Kepek. Ocbulaiiiia, THEBMOHHUSHBI aHBIKTAYIbIH
aBTOHOMJIBI OMICiH KYpy OVJI aypymel, ocipece IIaiFail >kepiepic epTe eMacy YIIiH
truimal Oonap exi. KonBomro-1ust nbik HeHpoHAbIK keniiep (CNN) menauiuHalbiK
KeCKiHAep/i Oarayiay Ke3iHAE TEPEeH OKBITy aJITOPUTMICPIHIH  THIMIUTITIHE
OaifaHBICTBl aypyJIap/bl CaHaTTapra Oeyre YiKeH KbI3bIFYIIbUIBIK —TYIBIPIBL.
CoHbIMEH Karap, ayKbIMJIbl PEHTICHIK JIEpeK Tep IJKUBbIHBIHJA aJJbIH ajia
nmaiteraganran CNN ynrisiepi apKpUIbl albIHFAH CHITATTa Majap KeCKiHIEpIi JKIKTey
TarcelpManapbeiHa ete THimMal. bipHele KOHBOMIO NUSUIBIK HEWPOH/BIK XKelli apTypii
napaMeTpiep/i, TUIeprnapaMeTpiepai >KOHE aBTOpiap YCHIHFAH KOHBOIIOIHSIIBIK
KabaTTapblH CaHBIH KOJIJIaHA OTBHIPHIN, PEHTTEH COYJIENepiH IMHEBMOHHs Oap >KoHE
MTHEBMOHUS JKOK JICT €Ki TOIKA KIKTCHTiHI OalKanibl. ¥ ChIHBUIBII OTBIPFaH 3€PTTCY
MTHEBMOHUSIHBI aHBIKTAy MOCEJIEC YIIIH alThl TYPJi TepeH OKbITY MOJAEIIH TalIaiIbl.
BipiHmi »oHe eKiHIII MOJENbACP OPKAWMCHICHI €Ki JKOHE YII KOHBOJIOLUSIIBIK
kabartapapl KaMmTuael. COHBIMEH KaTap, aligblH-aja MambIKTaHasipeuirad VGG16,
VGG19, ResNet50 sxone Inception-v3 Mojenbaepi KapachblpbuIaIbl.

TyiiiH ce31ep: KOHBOIIOMMOHIL HEUPOHIBIK KEJIIEP, THEBMOHUSHBI aHBIKTAY,
MenurHaIBIK Oetineney, VGG Net xone ResNet
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Annoranus. [THeBMOHNUS SBISETCS MOTEHIIMAILHO CMEPTEIbHBIM OaKTepHaTbHBIM
3a0o0MeBaHUEeM, KOTOpOEe TOpakaeT OJHO WM 00a IJIerKUX 4YeloBeKa M YacTo
BbI3bIBaeTCs OakTepueld Streptococcus pneumoniae. [lo nmanabiM  BceemupHo#
OpTaHu3alyy 37paBO OXPAHCHUS, HA THEBMOHHUIO TPHUXOIMTCS KaXIbld TPETHil
cmeprenbHblii ucxon B UWumum (BO3). OnbiTHBIE paguioTepaneBThl  JIOJDKHBI
OIIEHWBAaTh PEHTIeH Tpyd HOW KIETKH, MCIONB3YyeMbI s  JHarHOCTHUKH
mHeBMOHMH. TakuM  00pa3oMm, coO3JaHHEe aBTOHOMHOTO METO/a  BBISBJIICHUS
MMHEBMOHHM OBbIIO OBl BBITOAHO ISl CKOPEWIIEro JIeYeHusl 3a00JIeBaHusl, 0COOEHHO
B OTHAJIEHHBIX paiioHax. Ceprounsle HelipoHHble ceTh (CNN) BbI3Baqu OOIBLION
HHTEpeC JUIA KaTeropusanuu Oosie3Hell m3-3a  3((QEKTUBHOCTH  alITOPUTMOB
IyOOKOT0 OOydYeHHsS TpU OICHKE MEIUIIMHCKHX wm3o00pakeHuit. Kpome Toro,
(yHKUMYM, TONy4YCHHBIE TpeABapHTeNbHO 00yueHHBIMH Moaemsimu CNN  Ha
KpYITHOMacIITaOHBIX Ha0Opax JaHHBIX PEHTICHOBCKUX CHHUMKOB, YpPE3BBIYAHHO
¢ (deKkTHBHB B 3aJavax KiIacCUPUKAIUN H300paXeHW. bbUTI0 3aMedeHo, dYTo
HECKOJIbKO CBEPTOYHBIX HEHPOHHBIX CEeTeH KIACCHPUIHUPYIOT PEHTTCHOBCKHE
CHHMKHM Ha JIBE TpYIIbI, MHEBMOHUIO W HE IMHEBMOHHIO, HCIIONB3YysS Ppa3IHYHbBIC
napa-MeTpbl, THIIEpIIapaMeTphl u KOJINYECTBO CBEPTOYHBIX CJIOEB,
MOIU(UIIMPOBAHHBIX aBTOpPaMH. B HccienoBaHny aHATU3UPYIOTCS MIECTh PAa3IMYHBIX
mozeneld. Kakmas w3 mepBoil m BTOpPOW MOJENeH BKIIOYaeT B ceOs JBa W TpHU
ceeprounbix ciosd. VGG16, VGG19, ResNetS0 u Inception-v3 — 3T0 yeThIpe apyrue
MpeaBapUTEIbHO 00yUCHHbBIE MOJICITH.

KuaroueBrble ci10Ba: cBepTOYHBIE HEUPOHHBIC CETH, 0OHAPY)KEHNE TTHEBMOHUH,
MenuirHckast Busyanm3arusi, VGG Net u ResNet

Jas  umtupoBanusi: X.A. Tampu, b.C. Owmapos, Bohdan Haidabrus.
CpaBHUTENBHBI ~ aHATU3 METOAOB  TJIyOOKOro  OOydeHHsl Ul BBISIBICHHUS
IHEBMOHMH HA  PEHTTEHOBCKHX wu300paxenmsx //  MEXJIYHAPO/IHBIN
KYPHAIJI NHOOPMAILIMMOHHbBIX )41 KOMMYHUKAILIMOHHBIX
TEXHOJIOT'MH. 2022. Tom. 3. Is. 4. Homep 12. Ctp. 70-83 (Ha pycCKOM SI3bIKE).
DOI: 10.54309/1J1CT.2022.12.4.006.

Introduction

1.In recent years, Computer Aided Designs (CAD) have emerged as the dominant
study topic in machine learning. Existing CAD systems have previously been shown to
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help the medical field, especially in the identification of breast cancer, mammography,
lung nodules, and so on. Significant characteristics are of the utmost relevance when
using Machine Learning (ML) algorithms to medical pictures. As a result, most earlier
methods employed hand-crafted features for constructing CAD systems based on image
analysis (Dev Kumar Das,2013). However, the handcrafted features with limits that varied
depending on the job were incapable of providing many useful features. Deep Learning
(DL) models, notably Convolutional Neural Networks (CNNs), have been used to extract
valuable features in picture classification applications (Ali Sharif Razavian, 2014). This
feature-extraction procedure necessitates transfer learning approaches, in which pre-
trained CNN models learn generic features on large-scale datasets like ImageNet, which
are then transferred to the needed job. The availability of pre-trained CNN models such
as AlexNet, VGGNet, Inception, ResNet, and DenseNet (Alex Krizhevsky, 2012; Karen
Simonyan, 2014; Chollet, 2016; Kaiming, 2016; Gao Huang, 2017) greatly facilitates
the method of important feature extraction. Furthermore, classification using high-rich
extracted features improves picture classification performance (Heba Mohsen, 2017).

For performance comparison, VGG16, VGG19, ResNet50, and Inception-v3 were
used. One of the most difficult challenges in constructing deep networks is vanishing
gradient. During back propagation in the vanishing gradient issue, the gradients become
infinitesimally tiny, resulting in the loss of integral information. As a result, the network's
accuracy reaches a plateau and subsequently begins to deteriorate. The models utilized
in this article used several strategies to tackle the vanishing gradient problem. Deep
network training has several constraints, including the need for a big dataset, the usage
of a significant number of computational resources to achieve high performance, and
the tedious process of fine-tuning each parameter and hyper-parameter to produce the
best results.

The following sections comprise the research paper:

Section 1 presents the topic and discusses its significance. Section 2 describes the
work's approach, including the architecture of a basic CNN model and the specific
models provided in this research. This section also goes over the dataset that was used
to train and evaluate the six models. Section 3 displays the outcomes of each model, and
Section 4 ends the investigation. Section 5 contains a list of references.

Methodology

The article includes several phases, beginning with the import of the dataset from
Kaggle. The dataset had been preprocessed. Following that, the dataset was partitioned
into train and test sets, each of 5216 and 624 pictures. The six models, each with a
distinct architecture, were trained using the training dataset (Szegedy et al., 2017). Each
model was trained for 20 epochs, using 32 and one training and testing batch sizes,
respectively. The validation accuracy of models 1, 2, VGG16, VGG19, ResNet50,
and Inception-v3 was calculated after training and testing. In Figure 1 a pneumonia
deep learning-based screening structure is introduced, where the program uses a deep
learning algorithm to predict whether the images of the lung of the suspected patient are
normal or affected with pneumonia.
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Figure 1 — “Medical image prediction framework”

Dataset

The dataset was obtained from Kaggle and is titled as "Chest X-Ray Images
(Pneumonia)". This 1.16 GB dataset comprises 5216 training photos and 624 testing
images. The images in this collection are grayscale and 64 X 64 in size. The dataset
contains three types of images: normal, bacterial, and viral pneumonia (Mooney, 2018)

and samples of it are depicted on Figure 2:

Normal Bactenal Pneumonia Viral Pneumonia

Figure 2 — “Displays the "Chest X-Ray dataset (pneumonia)," which includes three types of images:
normal, bacterial, and viral”

Overview of deep learning models for pneumonia detection

CNN Architecture

Figure 3 depicts CNN, a feed-forward neural network. It has four processing layers:
the convolutional layer, the pooling layer, the flattening layer, and the fully connected
layer (Albarqouni et al., 2016). The subheadings below provide a full discussion of each

layer in the CNN architecture.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
= [ I International License

74



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.4.

convl

5
ST S fch fe7 fel

— S— —
Tlaxlansiz | 1x1x4096 1x1xN

TuTx512

5 convolution4 ReLLU
I«—ﬂ max pooling

.-'--I; fully connected+Rel.U

224 3 224 x 64 1 softmax

Figure 3 — “CNN architecture”

Convolutional layer

The incoming picture is transformed into a matrix. The convolution process is
performed between the input matrix and a 3X3 feature detector/filter/kernel, yielding
a feature map (Xu et al., 2015). This procedure decreases the image's size, making it
easier to process. This also results in information loss, but the feature detector retains
the essential components of the image (Rubin et al., 2018). Multiple feature detectors
are used to the input matrix to create our first convolutional layer, which is a layer of
feature maps. This layer is subjected to further pooling and flattening before being input
into the fully-connected layer.

Activation functions

All six models employed two separate activation functions. These are the activation
functions for ReLU and softmax. The most common activation function is the ReLU
function. The rectified linear function is a linear function that is applied to the feature
map-based convolutional layer. If the input is positive, the ReLU function returns one.
If not, the output is zero (Alex Krizhevsky, 2012). Because the ReLU function avoids
and corrects the vanishing gradient problem, neural network models that employ it are
easier to train and perform better than models that use other activation functions such as
sigmoid or hyperbolic tangent activation functions. The ReL U function (Kingma, 2014)
is denoted by f(x), as shown in Equation 1.

J(x)=max(0,x) (1)

Softmax is another extensively used activation function. The Softmax function
converts inputs or logits to a probability distribution. The sum of the distribution's output
probabilities equals one. Logits are the outputs of the network's logit layer or final layer.
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These are unprocessed forecast values ranging from minus infinity to infinity. The cost
function that is most employed with softmax is categorical cross entropy. In all six
models, the Softmax activation function was applied.

Pooling layer

The pooling layer's aim is to further downsample the input picture. To put it another
way, to lower the size of the input image (Karen Simonyan, 2014). The number of
picture parameters is minimized, lowering computing complexity. Maxpooling and
average-pooling are the sub-sampling techniques utilized in the models. Max-pooling
is a discretization method that uses samples. The 2X2 pooling layer operates over each
feature map, scaling its dimensionality with the 'MAX' function. Maxpooling chooses
the highest pixel value from the image window currently covered by the feature detector
(Xu et al., 2015). Max pooling assists models in recognizing the image's key elements.

Another subsampling approach is average pooling, which computes the average
value from the window of the picture now covered by the feature detector. Max-pooling
is beneficial for recognizing picture salient characteristics, but average pooling allows
the neural network to identify the entire image. In comparison to max-pooling, the
average pooling strategy preserves more information.

Fully connected layers

The combined feature map is smoothed out into a column before being sent into the
neural network (Ciresan et al., 2011). This allows the neural network to simply handle
the produced feature maps. The input picture is sent into the fully connected layer after
passing through the convolutional and pooling layers and the flattening layer. Input
forward propagates as weights are calculated. A prediction is made by the network.
We generate a cost function based on the prediction, which in this case is categorical
crossentropy. The cost function indicates how effectively a network performs. Back
propagation, weight tweaking, and feature mapping are used to improve the network
once the cost function is calculated.

This forward and back propagation process continues until the network is fully
optimized. The Adam optimizer was utilized in all six models (Shin et al., 2016). Adam
is a search engine optimization method. The Adam optimizer is used to repeatedly adjust
the network weights depending on the training data. The Adam optimizer is excellent
for networks, training on huge datasets or parameters, and it is simple to construct,
computationally efficient, and requires little memory.

Reducing overfitting

Dropout was used to decrease overfitting in models 2, VGG16, VGG19, and ResNet.
With a probability of 0.5, the dropout mechanism resets the output of each hidden
neuron to zero. Neurons with 0 initialization do not participate in forward or backward
propagation (Baldi et al.). As a result, complicated coadaptations of neurons are reduced
since each neuron must accomplish something meaningful without relying on other
neurons in the same layer. As a result, neurons are pushed to acquire several prominent
traits that are helpful when combined. Another method for reducing overfitting is data
augmentation. To avoid overfitting, the learning rate of the models was also adjusted.

The learning rate is a hyper-parameter that governs the amount to which the network's
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weights are adjusted in relation to the loss gradient. This hyper-parameter influences the
network's ability to converge to some local minima.

Model architecture

Model 1

The first trained model consists of two convolutional layers: the first has 32 feature
maps that use the ReL U function, and the second has 64 feature maps that use the ReLU
function. Following each convolutional layer, max-pooling layers of 2X2 dimensions
are employed. Behind these layers is a flattening layer. There are two dense layers used:
one with 256 output perceptrons and the other with two output perceptrons with the
softmax function. The learning rate has been decreased to 0.001. The Adam optimizer
was employed as the cost function, with categorical cross-entropy.

Model 2

The second model is made up of three convolutional layers: the first convolutional
layer has 32 feature maps that use ReLLU, the second convolutional layer has 64 feature
maps that use ReLU, and the third convolutional layer has 128 feature maps that use
ReLU. Following each convolutional layer, max pooling layers of 2X2 dimensions are
employed. The first dense layer contains 256 output perceptrons using ReLU and the
second dense layer has two output perceptrons using softmax function. A dropout layer
is also included. The model's learning rate is decreased to 0.0001. The Adam optimizer
was employed as the cost function, with categorical cross-entropy.

VGGI16 and VGG19

VGG16 is a CNN model created by K. Simonyan and A. Zisserman. It was one of
the most prominent models entered in the 2014 ILSVRC competition. On the ImageNet
dataset, this model achieves 92.7 % top-5 test accuracy. In all, the network contains 16
layers. VGG16 added numerous 3X3 kernel-sized filters one after the other, replacing
the previous models' enormous kernel-sized filters. The depth of the neural network
increases as the number of kernel layers increases. This allows the neural network to
identify and grasp more complicated features and patterns. Vggl6 is made up of 3x3
convolutional layers, 2x2 average-pooling layers, and fully linked layers. The neural
network's starting width is 64. After each pooling layer, the neural network's diameter
doubles. Each of the first two completely linked levels contains 256 channels, while
the third layer has two channels. The first two hidden layers use the ReLU activation
function, whereas the last layer uses the softmax activation function. After each 256
channel dense layer, dropout was applied. The network's learning rate is 0.0001. The
Adam optimizer was employed as the cost function, with categorical cross-entropy. The
representational depth of VGG16 is advantageous for classification accuracy.

Vggl9, a variation of VGGI16, is a 19-layer convolutional neural network that is
mostly used for image categorization. Its basic architecture is identical to VGG16's. The
sole variation in VGG19 is the use of two thick layers with 256 channels and a learning
rate of 0.00001.

ResNet50

ResNet is an image classification algorithm that stands for residual network. ResNet
from Microsoft obtained a top 5 error rate of 3.57 % on the ImageNet dataset and won
the ILSVRC classification challenge in 2015 (He et al., 2016). Convolutional layers in
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the network contain 3X3 filters, and downsampling is done directly by convolutional
layers with a stride of 2. The network's final layer is a fully linked layer with 256 and two
channels that use ReLU and softmax activation functions, respectively. The network's
learning rate is 0.000001. The Adam optimizer was employed as the cost function, with
categorical cross-entropy. ResNet employs shortcut connections to address the issues
of degraded accuracy and vanishing gradient that arise in deep neural networks. These
connections allow the network to bypass levels that it deems unnecessary for training.
This decreases training error and allows the network to converge faster than other
networks. Figure 4 demonstrates how shortcut connections function in the ResNet50
model.

b4
| weight layer I
F(x) lrelu «
| weight layer I identity

Flx) +x

Figure 4 — “Shortcut connection”

Inception-v3

Figure 5 depicts Inception v3, a convolutional neural network used for image
categorization. Inception v3 is a 42-layer CNN. It has several variations, including
inceptionv1/google net, inceptionv2, and inceptionv4. Inception v1 finished first in the
ILSVRC 2015 competition. GoogleNet/inception vl was released in 2015, and with
each subsequent version, more features were added. Inception vl introduced auxiliary
classifiers. Auxiliary classifiers were implemented to avoid or prevent each layer's
activation from descending to zero. Inception v2 introduced batch normalization. By
decreasing the internal covariate shift, this approach corrects the problem of vanishing
gradients and zero activations.

Additional factorization was originally utilized in Inception v3 to minimize the
amount of network connections/parameters while maintaining network performance.
The network's learning rate is 0.000001. The Adam optimizer was employed as the
cost function, with categorical cross-entropy. The fundamental architecture of the
inception-v3 network is seen in Figure 5.

e R @@@ @lm
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Figure 5 — “Inception-v3 architecture”
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Results

Evaluation Criteria

Six models were trained and evaluated using the Chest X-Ray Images (Pneumonia)
dataset, which included 5216 images for training and 624 images for testing. The
identical data preprocessing approach was utilized for all six models. Accuracy, recall,
and F1 are performance indicators used to examine and select the top performing
models. Choosing an acceptable performance metric for a classification assignment is a
significant difficulty. As assessment criteria Accuracy, Recall, and F1 score were used.
The accuracy measure is the model's validation or classification accuracy.

The recall is employed as a performance evaluation metric in the identification of
patients infected with bacterial pneumonia and viral pneumonia. If an actual positive
patient is anticipated to be negative, the outcome might be disastrous for the patient's
health. Whereas precision is an excellent metric to analyze scenarios with a high
false positive cost. A false positive implies that the model misidentified Chest X-Ray
Images that did not show bacterial or viral pneumonia infection as having bacterial
or viral pneumonia. Precision refers to how many observations are truly positive and
how accurate the model is. If the suggested model's accuracy is low, we may get the
erroneous diagnosis. The F1 score performance metric is superior than accuracy and
recall because it balances them for the unequal Normal, Bacterial Pneumonia, and Viral
Pneumonia class distributions with a high percentage of real negatives.

The Accuracy (Hemanth et al., 2014) is given by Equation 2 as follows:

t_pos + t_neg
Accuracy = ()
t_pos + t_pos + f_pos + f_neg
Recall and F1 score are given by Equation 3 and Equation 4:
Recall = — 2
el = t_pos + f neg )

precision * recall
F1=2x — “4)
precision + recall

The terms t pos, t neg, f pos, and f neg in the above formula stand for True Positive,
True Negative, False Positive, and False Negative, respectively. The recall is a
measurement of the total number of genuine, relevant results returned. When the cost
of false negatives is significant, model recall is critical. Sensitivity is another term for
recall. The F1 Score is, in general, the harmonic mean of accuracy and recall. If a
model's F1 Score is high, it suggests it has less false positives and false negatives. It is
calculated as a weighted average of recall and accuracy.

Analysis of CNN Models

For the purpose of simplifying the experimental result assessments, the three classes
of normal patients, bacterial pneumonia, and viral pneumonia have been united into one
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class called infected. As a result, the findings were classified as pneumonia expected
and normal. The confusion matrix offers information about the classifier's mistake. It is
used to describe the classification model's performance on test pictures when true values
are known. It is a summary of the production outcomes. The following are CNN model

confusion matrices:
Table 1 — “Confusion matrix of Model 1”

Predicted label
True Label 165 69
23 367
Table 2 — “Confusion matrix of Model 2”
Predicted label
True Label |192 42
6 384

The aforementioned confusion matrices are used to compute the recall and F1 Score
of CNN models. Based on the findings obtained while training and testing on the dataset,
a comparative analysis of performance metrics of two CNN models is shown below.

Table 3 — “Model 1 and 2 performance comparison”

Accuracy |Recall |F1 Score

Model 1 [8526% [|94% [89%
Model 2 [9231% [|98% [84 %

Model 1 exhibited 92.52 % training accuracy and 19.33 % training loss, respectively.
Model 1's validation accuracy is 85.26 %, but its validation loss is 38.36 %. Similarly, the
training accuracy and training losses for Model 2 are 96.30 % and 9.98 %, respectively.
Model 2 achieved validation accuracy and validation loss of 92.31 % and 25.23 %,
respectively. As a result, Model 2 has outperformed Model 1 since it has a better value
for each performance metric. Model 2 is not just a higher performing model; it is also a
consistent and efficient model, scoring above 90 % in all three performance categories
and having an extremely high recall of 98 %. Model 1 is more prone to overfitting than
Model 2.

Confusion matrices of pre trained models are given below:

Table 4 — “Confusion matrix of VGG16 model”

Predicted label
True Label 168 66
14 376

Table 5 — “Confusion matrix of VGG19 model”

Predicted label
True Label 182 52
20 370
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Table 6 - “Confusion matrix of Resnet50 model”

Predicted label
True Label 104 130
10 380
Table 7 - “Confusion matrix of Inception-v3 model”
Predicted label
True Label 116 118
63 327

Confusion matrices illustrate the error produced by the classifier models, and it is
noticed that Model 2 has a 6.7 % error (the lowest among all), while the error observed
in all other models is greater than 10 %, with ResNet50 having the highest error rate
of 21 %. Based on the findings obtained during training and testing on the dataset, a
comparative study of performance metrics of four pre-trained models (VGG16, VGG19,
ResNet50, and Inception-v3) is shown below.

Table 8 - “Performance comparison of pre trained models”

Accuracy Recall F1-score
VGGI16 87.18 % 96 % 90 %
VGG19 88.46 % 95 % 91 %
ResNet50 77.56 % 97 % 84 %
Inception-v3 70.99 % 84 % 78 %

Table 9 - “Values of accuracy and loss achieved by each model”

Training accuracy | Training loss Validation accuracy Validation loss
VGG16 95.61 % 12.03 % 87.17 % 37.94 %
VGG19 92.85 % 18.01 % 88.46 % 3429 %
ResNet50 94.29 % 14.32 % 77.56 % 68.36 %
Inception-v3 88.96 % 28.20 % 70.99 % 97.56 %

ResNet50 and Inception-v3 exhibit significant overfitting due to the big disparity in
training and validation accuracy. These two models have a high validation loss and a
low validation accuracy or classification accuracy. As a result, these two models perform
poorly.

VGG16 and VGG19, on the other hand, exhibit less overfitting. Their validation
accuracy is likewise excellent. The above comparison study shows that VGG19
surpasses all other models, having earned the greatest values for classification accuracy
and F1 Score. Its recall is lower than VGG16's, but it performs better overall. These
four models are deep neural networks with several layers. Given the reduced amount of
the dataset used for training and testing, their validation accuracy is lower than that of
the CNN models (shallow networks) mentioned above. Deep neural networks are likely
to outperform CNN algorithms when greater datasets are utilized (shallow networks).

Conclusion

This study contrasts six high-performance neural networks for real-time applications.
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In this study, recall is a significant performance assessor since it is required to reduce the
frequency of false negatives in the case of medical imaging. Model 2 recall is as high as
98 %, while VGG19 recall is equally high at 95 %. The f1 scores for the Model 2 and
VGG19 networks were 94 % and 91 %, respectively.

Because of their outstanding performance across all performance criteria, the Model
2 and VGG19 models may be efficiently employed by medical officials for early
identification of pneumonia in both children and adults. A huge number of x-ray pictures
may be analyzed fast to offer extremely precise diagnostic results, allowing healthcare
systems to deliver more efficient patient care and lower death rates.

To improve the classification accuracy of all models, it is planned to fine-tune each
parameter and

hyper-parameter in the future (Rajpurkar et al., 2017) proposed the ChexNet model,
a fast and accurate model suitable for real-time applications. The models given in this
study may be expanded to classify various illnesses with great accuracy, like CheXNet
did. The models' overall performance can be enhanced by using more datasets.
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Abstract. The growth and adoption of digital and intelligent technologies, as well
as their end-to-end integration into all facets of the economy and society, is steadily
gaining momentum and changing the way that traditional industries are organized,
how traditional businesses operate, and how global markets are organized. We may
confidently discuss another technology revolution at this point since the changes are
so significant and digitalization is nearly becoming synonymous with competitiveness.
The experience of several regulatory measures by the governments is described in
relation to companies that have the largest share in the process of creating digital
solutions and platforms. The author's assessment of such a phenomenon is given. The
article also touches on the experience of digitalization of the energy complex for a
number of countries, highlights the most important areas of development of scientific
and technological progress with classification by type of sources in terms of electricity
production and supply. Incorporating lessons learned from other countries, a number of
strategies and processes are put forth to hasten the Republic of Kazakhstan's economic
digitalization.

Keywords: energy, IT sector, digital and intelligent systems, digitalization, intelligent
technologies, digital transformation, digitalization of energy, e-government

For citation: A.B. Zhagypar, G. Khussainova. The impact of digital solutions
on the organization of the energy complex / INTERNATIONAL JOURNAL OF
INFORMATION AND COMMUNICATION TECHNOLOGIES. 2022. Vol. 3. Is. 4.
Number 12. Pp. 84-92 (In Russ.). DOI: 10.54309/IJICT.2022.12.4.007.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

o £ International License

84



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.4.

SHEPTETUKAJBIK KEIIEH/I YIBIMJIACTBIPYFA HUDPIBIK
HIELIIM/IEPIIH OCEPI

A.b. Kazvinap *, I. Xycaunosa

Karpmap Axkayp B — IS-M rpynmnackiHbIH MarucTpaHTbl, AKHapaTThIK TEXHOJIOTHsUIAp (BaKyIbTeTi,
Xaunbikapaibslk AKnapartbik TexHOMOrHsiap YHUBEPCHUTET.

XycaunoBa I'ynbmupa — XaibIKapajiblK aKIapaTThIK TEXHOJOTWsUIAp YHUBEPCHUTETi, AKHNAapaTThIK
xKy#enep kaderpacbHbIH aCCUCTEHT-TTPO(GECCOopHI.

© A.b. Karpmap, I'. Xycaunosa, 2022

AnHoTtauust. LIndprsik sxoHe 3USTKEPIIIK TEXHOIOTUSIIAPIBIH JaMybl MEH Tapailybl,
oJIap/IbIH SKOHOMUKA MEH KOFaMHbBIH OapJIbIK cajlajapbiHa TOJBIK €HYI1 9[IeTTeri Ou3HeC-
MOJEIBbACPAl, OOCTYpJi caslanapiblH KYPBUIBIMBIH >KOHE OJIEMAIK HapbIKTapAbIH
KYPBUTBIMBIH ©3r€pTe OTHIPHII, TYPAKTHI TYP/Ie KAPKbIH anyna. bossll skaTkaH e3repicrep
COHINAITBIKTBI ayKbIMIBI, 013 HUpIaHABIpy ic Xy3iHAEe Oocekere KaOiIeTTiNIKTIH
CUHOHUMIHE aifHaJIaThIH TaFbl O1p TEXHOJIOTHSIIBIK PEBOJIOIUS TYpaJibl CEHIMII TYp/e
aiita anmambi3. [{udpnsik memiMaep MeH miardopMaiapasl Kypy MpOIEciHe eH Kol
yJieci 0ap KOMIaHUWsUIapFa KaTbICThl YKIMETTEpIiH OipKarap peTTey IapajapbIHbIH
Toxipubeci cumarTanraH. MyHnaii KyOBUTIBICKAa aBTOPJIBIK Oara Oepimmi. Makamanga
coHpaii-aK OipkaTap ejjiep YUIIH YHEpPreTHKalbIK KeUeH Il UuppiIanabpy ToxKipudeci
KO3FaJIaJbl, 3JIEKTP DHEPTHACHIH OHIPY XKOHE JKETKi3y TYPFBICBIHAH KO3ICPIiH TYpi
OOMBIHIIA KIKTEJIC OTBIPHIN, FHUIBIMU-TEXHHUKAJIBIK MPOTPECTi AAMBITYIBIH MaHBI3IbI
OarbITTaphl epeKIIeNieHe . XalbIKapalblKk ToXipuOeHi eckepe OTHIphIN, Kazakctan
Pecny0nmKachIHBIH YKOHOMHKACHIH HU(PIAHABIPY MPOLECiH XKeAeIAETy YIIiH OipKarap
1apagap MEeH TeTIKTepP YChIHBIIbI.

Tyiiin ce3mep: suepreruka, IT cekrop, HMOPABIK XKOHE 3UATKEPIIK >Kyhenep,
nrpIaHabIpy, 3UATKEPIIK TEXHOJIOTHSIIAP, MU PIBIK TpaHCPOpPMAaIIKs, SHEPTETHKAHBI
UUQPIaHABIPY, MEKTPOHIBIK YKIMET

Joiiexcoes ymin: A.b. XKarpmap, I. XycamHoBa. DHepreTWKaiblK KEHICHII
yiteimpacteipyra nndpasik menrimaepain acepi / XAJIBIKAPAJIBIK AKITAPATThIK-
KOMMVYHUKAIUAIBIK TEXHOJIOTUAIAP XYPHAJIBL. 2022. Tom. 3. Is. 4.
Hewipi 12. 84-92 et (opsic Tinminzge). DOI: 10.54309/1JICT.2022.12.4.007.

BJIMSTHUE [IUD®POBLIX PEINEHUIA HA OPTAHU3AIIAIO
SHEPI'ETUYECKOI'O KOMIIJIEKCA

A.b. Kazvinap*, I. Xycaunosa

Karpmap Axnyp b — waructpant rpymmer IS-M kxadenpsr MHGMOPMAIMOHHBIX TEXHOJIOTHIH,
MesK/1yHapOAHOTO YHUBEPCHTETa HHPOPMALIOHHBIX TEXHOJIOTHIA.
XycaunoBa I'ynbmupa —  accouumpoBaHHBIA Tpodeccop Kadeapsl MHOOPMAMOHHBIX CHCTEM

MeXIyHapoJHOTO YHUBEPCUTETa HH()OPMAITMOHHBIX TEXHOIOTHH.

© A.B. Karpmap, [. Xycannosa, 2022
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Annorauusi. PazButie u pacmpocTpaHeHHe LU(PPOBBIX M HHTEIUIEKTYaJbHBIX
TEXHOJIOTHH, WX CKBO3HOE NMPOHWKHOBEHHE BO Bce c(ephl SKOHOMHKH H OOIIecTBa
HEYKJIOHHO HaOupaeT 00OpOTHI, MEHSSI TMPUBBIYHBIE OHM3HEC-MOJAECIH, CTPYKTYPHI
TPAIUIIMOHHBIX OTpaciel W OdYepTaHus MUPOBBIX pBIHKOB. [Ipomcxomsimue
M3MEHEHHUS] HACTOJIBKO MAcCIITAOHbBI, YTO Mbl MOXXEM CMEJIO TOBOPHUTH 00 OuepeaHON
TEXHOJIOTHYECKOW PEBOJIOLNH, B KOTOPOW HM(POBU3ALMS NPAKTHUYCCKH CTAHOBUTCS
CUHOHUMOM KOHKYPEHTOCTIOCOOHOCTH. OIHCaH OIBIT psAfa PeryJupyrolnx Mep co
CTOPOHBI IPABUTEILCTB B OTHOIIEHUH KOMITAHUH, KOTOpbIe IMEIOT HAUOOJBILYIO J0JII0
B Tporiecce co3maHusd MUGPOBEIX pemieHud W miargopm. [lana aBTopckas OleHKa
TaKoTO sIBJIeHUS. B cTarhe Takxke 3aTparuBacTCsA OIBIT HI/I(i)pOBI/ISaI_[I/II/I OHEPIreTUICCKOIro
KOMIUIEKCa JUIs psiia CTPaH, BBIIEJSIOTCS HanOoJiee BayKHbIC HANPABICHUS Pa3BUTHS
HayYHO-TEXHHYECKOTO Tporpecca ¢ Kiaccu(UKAIUe Mo THUIY MCTOYHHUKOB C TOYKH
3pEHHMSI IPOU3BOJICTBA U MOCTABKH AIIEKTPOIHEPTHH. [IpeiioskeH psaa Mep 1 MEXaHU3MOB
JUTSL YCKOpPEHHS TIpotiecca M poBu3aIiu 3KoHoMukH PecrryOmmku Kazaxcran ¢ yaetom
MEXTyHApOHOTO OTIbITA.

KaroueBsie ciioBa: sHepretnka, WT-cekrop, nudpoBble W HHTEIEKTyalbHbIE
CUCTEMBI, ITU(POBU3ALINS, HHTEIJIEKTYaIbHbIE TEXHOJIOTHH, TN pOoBasi TpaHcPopManus,
UUpPOBHU3ALINS SHEPTETUKH, HIEKTPOHHOE MPABUTEILCTBO

JasnurupoBanus: A.b. XKarsmap, I. Xycannosa. BiusiHue iudpoBsIx pemnenunii Ha
OpraHM3aIMIo SHEpreTHIeckoro kommnekca / MEXYHAPOJ/HbBIN XXYPHAJI VH-
®OPMAIIMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOTI'UIA. 2022. Towm. 3.
Is. 4. Homep 12. Ctp. 84-92 (Ha pycckom si3bike). DOI: 10.54309/1J1CT.2022.12.4.007.

Introduction

Digital solutions will completely upend our familiar environment in the next years.
Companies and nations that anticipate changes in advance and are able to make use
of their resources will play a significant role in the development of new solutions and
will have a distinct edge over rivals, even on a global scale. And this is true not just for
sectors like media and telecommunications, retail, and finance that have historically
been vulnerable to technological change, but also for sectors like energy.

The fuel and energy industry is already seeing an increase in the amount of money
that it invests from outside sources in cutting-edge technologies like blockchain, big
data, artificial intelligence, robots, and the Internet of Things. While this is happening,
the velocity at which innovative technologies are being adopted suggests that some
of them will reach their commercial implementation zenith far sooner than initially
predicted. As an illustration, the global market for distributed energy technologies,
such as low-power generation, demand management, storage, energy efficiency, etc.,
is growing quickly. The global intake of distributed generating capacity is already
comparable to the introduction of centralized generation, and by 2025, some experts
predict it may be three times greater (Avdeeva, 2018).

The electric power business will be most affected by digitalization. The development
of distributed generation on a scale ranging from one station to an entire network with
hundreds of facilities, including those based on renewable energy sources, will be made

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

o £ International License

86



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2022. Vol. 3. Is.4.

possible by new digital technologies, which will also increase the stability of power
systems. This will result in an ecosystem.

Development of digitalization in the energy sector in Kazakhstan

Global practice clearly demonstrates that in modern realities digitalization plays an
increasingly important role in the development of the economy of all countries of the
world. Electricity production in Kazakhstan is carried out by 138 electric power plants
with an installed capacity of 21,902 MW. Kazakhstan has large reserves of energy
resources (0il, gas, coal, uranium) and is an energy power (Bibri, 2021).

Digitalization is primarily the informatization and automation of business
activities within an organization that are converting digital data into physical form. By
systematizing and analyzing this data, development and management decision-making
may be sped up and made more effective.

The relevance of the research on the topic of "digitalization in the energy sector" is
due to the transformational processes in the energy sector of the state, which are formed
under the influence of the creation of a digital economy and development various
innovative technologies For this reason, the purpose of the article is to analyze the main
trends in the digital transformation of the energy industry of our country. To do this,
within the framework of the study, it is necessary to solve the following tasks:

- to consider the theoretical aspects of the concept of "digitalization";

- list the main problems of the development of digital transformation in energy of the
Republic of Kazakhstan;

- analyze the role of energy saving and management energy efficiency during
digitalization in the energy sector;

- to consider the trends in the development of the renewable energy market in
Kazakhstan;

For this reason, modern enterprises of the Kazakh economy need to develop
intellectual capital within their production. It makes it possible to develop new
technologies and innovations, the use of which improves operational activities and the
management system. One of the directions of intellectualization is the digitalization
of the energy industry, on the quality of functioning of which depends not only the
financial success of energy companies, but also the management of energy efficiency in
other industries and spheres of life, including housing and communal services economy
of the Republic of Kazakhstan (Bogachan et al., 2021).

The adoption of various Smart technologies is the primary global trend in the energy
sector in order to enable efficient information sharing between all network participants,
protection from significant failures, natural catastrophes, and external threats, and self-
healing (Kaluarachchi, 2021).

It is significant because, in the future, the success of environmental protection efforts
will depend not only on the quality of the human and material resources, but also on
how accurate and effective the information about the environment is presented.

Additionally, Kazakhstan places a high priority on the advancement of digitization.
Digitalization is already a part of modern energy. The energy industry is increasingly
embracing digital technology, which enable more effective monitoring and administration
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of production, transportation, and energy use. Unskilled employees are anticipated to
decline as a result of the shift in the structure of labor demand. Specialists of the average
qualification level, as well as specialists of the highest qualification level, will be in
demand (Gardi et al., 2015; Meshcheryakova, 2015: 64—67). Among the promising and
in demand specialties already today are specialists in ensuring cybersecurity of energy
enterprises, adjusters and controllers of power grids for distributed power engineering,
specialists in the design of digital power systems, for digital control systems of energy
facilities. The state program "Digital Kazakhstan" has been approved and is being
implemented with the aim of accelerating the rate of economic development of the nation
and enhancing the quality of life of the populace through the use of digital technologies
in the medium term, as well as setting up circumstances for the domestic economy to
change fundamentally and guarantee the long-term development of the digital economy
of the future (Nurzhanov et al., 2019).

The relevance of the process of applying digital technologies in companies is
supported by both the community of entreprencurs itself and the state, which has
developed the Digital Kazakhstan program. General structure of national projects and
their state budget financing for the implementation of the Digital Kazakhstan program
is shown in Figure 1.

SOURCES AND VOLUMES
FINANCING

108 683 142

'i"'

Figure 1 - The financial budget of the Digital Kazakhstan program

Digital technology will make it feasible for the oil and gas industry to manage
and optimize oil and gas assets and production capacity along the whole value chain,
from the well to the gas station more efficiently. This will raise the overall amount of
recoverable reserves in the manufacturing sector, especially unconventional oil and gas,
and lower the cost of their exploitation (Nurzhanova et al., 2019).

In the coal industry, the widespread introduction of new digital solutions will prevent
the occurrence of failures and accidents at production facilities, reduce the risk of
injury and generally optimize the production process from mining to coal supply to the
consumer. The program, among others, sets the task of digitalization of industry and
electric power industry, within the framework of which KEGOC JSC implements the
project (Gardi et al., 2015).
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Introduction of a centralized system of emergency and regime automation control
modes of operation of the Unified Electric Power System (UEPS). It consists of two
components: "Centralized Emergency Control System (CECS)" and "Automatic
frequency and Power Control System (AFPCS)". The implementation of these projects
is aimed directly at fulfilling the instructions of President Kassym-Jomart Tokayev to
modernize the energy system of Kazakhstan through the development of modern smart
technologies. In particular, the construction of intelligent networks (Smart Grid), the
elements of which will be DSPA and ARCHM.

With the move from local to centralized emergency management, the first component's
introduction will enable setting up emergency management procedures in Kazakhstan's
power system in real time without the involvement of employees. This will bring the
UES's reliability to an entirely new level.

The implementation of the second project automates the regulation of frequencies
and capacities in order to reduce to zero the deviations of the balance of power flows
from the planned values at the border of the UES of Kazakhstan and the UES of Russia.
This will reduce deviations in the planned balance of generation and consumption and
will make it possible to avoid additional loading of the transit network with unplanned
power flows (Nurzhanova et al., 2019; Gardi et al., 2015).

Economic performance indicators of gas turbine power plant technology application

It is vital to take into account the evolution of the energy sector from several temporal
perspectives. The development of efficient and ecologically friendly technologies
for processing organic fuels (oil, coal, and gas) is of utmost importance in the near
future, particularly based on combined-cycle gas installations and mechanisms for deep
processing of coal. However, organic fuel will continue to be a top energy source (Gardi
et al., 2015).

One of the technologies that increases the efficiency of management energy costs in
the provision of heat supply services to homes are the use of gas turbine power plant
(GTES) technology. This equipment makes it possible to increase the energy efficiency
of heat and electricity supply to municipalities by 25-30 % (Meshcheryakova, 2015).

Additionally, the difficulty of meeting the variable portion of the electrical load
schedule will be lessened by the gas turbine power plant's great mobility. The criteria
of net discounted income (NPV), the index profitability, payback period, and internal
rate of return are used to evaluate the economic effectiveness of the use of technology
a gas turbine power plant in heat supply systems. The formula for calculating the NPV

has the form:
T T
NPV = Z(Rt‘ 30 — Z K, o
t=0 t=0

where: R — cash inflow at step t;

3,— cash outflow at step t;

K — capital investments in the project at step t;

a, is the discount factor at step t.

For the calculation of economic indicators, the following initial data are used, shown
in Table 1.
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Table 1 — Initial data for the assessment of economic indicators of the efficiency of the use of gas
turbine power plant technology.

The name of the indicator Pure value
Electricity tariff 14 KZT/(kWh)
The tariff for thermal energy 18000 KZT/GCal
T 15 years

Internal rate of return E 11.5%

The payback period of investments in the construction was 3.2 years. The analysis
of the results shows that the use of gas turbine power plant technology in heat supply
systems cost-effective.

Energy efficiency and economic benefits

Energy efficiency is a characteristic that reflects the ratio of the beneficial effect to the
total cost of energy resources. It is not only a promising direction of energy development,
but also a legislative initiative of the government. In practice, energy conservation and
energy efficiency are not limited only to dry technical and legal frameworks but affect
almost all aspects of human life. One of the main problems of energy efficiency is the
limitations of all types of fuel. All mineral reserves are finite. This is an objective fact,
therefore alternative energy is one of the most relevant areas of development of modern
science and technology. But modern energy conservation also faces other serious issues
and negative phenomena, the elimination of which should be carried out with the help
of competent energy management.

There is no mass culture of household energy saving in the country. The introduction
of new energy — saving programs at enterprises, comprehensive popularization and
purposeful promotion of careful attitude to energy resources is an effective method of
combating wastefulness. The electric power complex of Kazakhstan is characterized by
a high degree of deterioration of the equipment of power plants and electrical networks
(Muttaqi et al., 2015). The deterioration of the complex causes technological losses, fuel
and energy leaks. Insufficient financing of purchases of new equipment and technical
reconstruction of networks leads to colossal losses today. One of the main factors in
solving problems is the introduction of new technologies. Undoubtedly, it is the most
expensive, but in some cases it leads to a reduction in energy consumption by more than
50 %. One of the innovations in the field of new technologies has become an automated
system of commercial electricity metering (ASKUE). Huge energy costs are one of the
main expenditure items in the budget of any industrial enterprise. Therefore, obtaining
a complete picture of the consumption of all types of energy, the ability to analyze this
information, forecasting and managing energy consumption at all stages of production
is of particular importance.

The meaning of the creation and operation of the ASKUE is the constant saving
of energy resources and finances of the enterprise with minimal monetary costs (Shah
et al., 2016). Along with automated systems, there is a transition to an intelligent
electric power system of Kazakhstan with an active adaptive network (AAS). The
AAS NPP contains any generating sources, including unconventional and renewable
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(NiVIE), which are connected to consumers through an active adaptive network: power
transmission lines of all voltage classes, active devices for electromagnetic conversion
of electricity, switching devices, protection and automation devices, information
technology and adaptive control systems, providing: adaptive response in real time to
various types of disturbances and deviations from the set parameters in normal and
emergency modes both in the network itself and on objects connected to the network
(generators and consumers);

the issuance of the necessary control actions based on the results of processing
information received from the information and measurement system of the IES AAS;

reliable and economical parallel operation of all objects forming the electric power
system.

The AAS ECO is a unifying platform for achieving the goals, main directions of
technological renewal and development of Kazakhstan.

Having studied the situation, it can be seen that the state is actively involved in
improving energy efficiency, both in the consumer and industrial sectors. From this, we
should expect high budget investment support, which in turn should stimulate private
business to increase interest in energy-saving technologies. The improvement of the
country's electric power industry, both in the process and after completion, will become
a serious foundation for the modernization and development of the country's economy.

Conclusion

In the development of digitization in the energy sector, the study examined the
role of energy conservation and energy efficiency management. We evaluated at the
theoretical underpinnings of the term "digitalization" and trends in the market for
renewable energy, one of the areas where the Republic of Kazakhstan's energy industry
is being digitalized. According to the results of the analysis, modern energy is already
actively using the tools of digitalization. The goal of innovations in the energy sector is
to advance methods for producing, delivering, and storing electricity. New opportunities
are opening up for managing power systems of various scales through the introduction
of "smart" networks. Promising areas of digitalization of production processes are also
the sphere of energy transmission and distribution (43 %), production management (39
%) and the main technological process (41 %).

A proposal to solve the main problems of the development of digital transformation in
the energy sector of the Republic of Kazakhstan. As a solution is the use of technologies
that increase the efficiency of energy cost management in the provision of heat supply
services to residential buildings, is the use of gas turbine power plant technology. The
energy efficiency of the heat and power supply to municipalities can be increased by
25-30 % thanks to this technology. The introduction of sensor devices (smart sensors),
the switch to ultra-high-capacity batteries, and the creation of electric microgrids are
some of the promising areas for the development of "smart energy" in Kazakhstan. Our
energy sector will soon be managed by artificial intelligence that plans output. With
the aid of "smart systems," energy generation, transmission, and consumption will be
controlled and automated, and technical documentation and accounting will be done
using electronic formats in accordance with these principles.
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Abstract. This article is devoted to the phenomenon of web series, which have
gained particular popularity in the 21st century due to the global spread of the Internet
and the emergence of various gadgets. The study defines the term "web series" and
identifies factors that increase its popularity. At the same time, the audience's demand
for domestic web products is analyzed, the content and cognitive aspects are analyzed.
Since web products are not subject to creative requirements and restrictions, authors
allow unethical things in order to freely and openly express their thoughts. The author
pays special attention to the problem of propaganda of inappropriate words and actions
dangerous to the life of the audience, and studies them from a scientific point of view.
In the study, the web series is considered as a product of mass culture, distributed
only on the Internet site and for a specific audience, and the concept of web culture
is differentiated on the example of works published in recent years. To determine the
quality and rating of domestic web series, which are widely recognized among young
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people, a focus group was organized, and the opinion of experts regarding the creative
search in the production of series was also taken into account.

Keywords: web series, Internet space, format, resource, experiment, streaming,
content
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JEHCAYJBIKKA 3USIH OPEKETTEPIIH KA3AK MEJUACBIHJAFBI
MPOMATAHJACHI: KABAKTLJIJAI MHTEPHETTEII EH KOl
KAPAJIFAH BEB CEPHAJIJAPIBIH MBICAJIBIHIA
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Annoramusa. byn wmakama WeTepHeTTiH >kahaHABIK TapaiybslHa KoHE TYpIi
raJpKeTTepliH rnaiaa ooysiHa OaitanbicTel X X1 FackIp/ia epexiie TaHbIMaJIbLTBIKKA
ne 6onraH BeO-cepuanap GeHOMeHiHEe apHalaabl. 3epTTeyle «BeO-cepuan TepMUHIHE
aHbIKTaMa Oepiiin, OHBIH TaHBIMAJBUIBIFBIH apPTTHIPBII OTBIPFaH (hakKTopiiap
ankpraananel. COHBIMEH KaTap, 1oy Ka3ipri Tagaarsl OTaHIBIK BEO-TYBIHIBIIAPFA IETCH
ayUTOPYS CYPAHBICH TAJ/IaHBIN, Ma3MYHJBIK, TAHBIM/BIK JKaFbIHA TAJAAY Kacaslabl.
Beb6-oHiMepre misirapMaIibUIbIK TaJIAl TeH MeKTeyep KOWbUTMaraHAbBIKTaH, aBTOpIIap
©3 OWJIApBIH €PKiH, alllbIK XKETKi3y MaKCaThIH/Ia 3TUKaFa KaHIIbl )KalTTapra jKoJ oepin
oTbIp. JlekcuKkara cail KelIMEHTiH ObLIANBIT CO3AEP, ayAUTOPHS OMipiHE KayiNTi 3UsIH/IbI
OpeKeTTEep/IiH HAacCHXaTTally MACEeNIeciH aBTop 0acThl Ha3apFa alblll, FEUILIMU TYPFBIIA
3epaeneiini. 3eprreyne BeO-cepuan Tek MaTepHeT mardgopmama xoHe Oenrim Oip
ayIUTOpHYs YIIiH TapaThUIATBIH OYKAapalbIK MOACHHUET OHIMI PETiHJE KapacThIPBLIBII,
COHFBI JKBUIIAPhl KapblK KOPTEH TYBIHABUIAD MBICANIBIHIA BEO-MOIEHUET TYCIHITIH
capanaHanel. Makanana 3aMaHayd MOJCHU JMAJIOTThI AaMBITy[a BeO-CepusiIapabiH
podi KaHIail iereH cayanra 1a xayar i3aenesi. JKactap apacbiHia KeH TaHbUIBI )KYPTreH
OTaHIbIK BeO-Cepraiap/IblH canachbl MEH PEUTHHITH aHBIKTay MaKCaThIHIa ()OKYC TOTI
VHABIMIACTHIPBUIBII, CEepHaIap OHIIPICIHACT] MIBIFAPMAIIBUIBIK 137ICHIC TypachIHIA
MaMaH/ap MiKipi Ha3apFa abIHIBL.

Tyiiin ce3mep: BeO-cepuall, UHTEPHET KEHICTIK, (opMmar, pecypc, SKCIEPUMEHT,
CTPUMHMHI, Grd1IpOpBapl, KOHTEHT
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CeKIJII JIeHCayJIbIKKa 3USH OpPEKETTepAiH Ka3aK MeMAChIHIaFbl IpONaraHaachl:
Ka3aKTUII MHTEPHETTEri €H Kol KapairaH BeO cepuaijapAblH MbIcaibiHAa //
XAJIBIKAPAJIBIK AKITAPATTBIK-KOMMYHUKAILIUSJIBIK TEXHOJIOT USIJTIAP
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HPOBJEMATHUKA NPOABUKXEHUSA JECTPYKTUBHOI'O IOBEJAEHUS
B KABAXCKHUX CMMU: ITIPOITATAHJA YIIOTPEBJIEHUSA AJIKOI'OJIS
N TABAKA: HA ITIPUMEPE CAMBIX ITIPOCMATPUBAEMBIX BEB-
CEPHUAJIOB B KABAXCKOM CEI'MEHTE UHTEPHET
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Aunnorauusi.  JlanHas  crtares  mocBslleHa  (EeHOMEHYy  BeO-cepualnos,
KOTOpBIe MpuoOpenn 0coOyro MOmylIsspHOCTh, B XXI Beke B CBS3U C II0OAJIbHBIM
pacnpocTpaHeHreM MHTepHeTa U osIBIEHHUEM Pa3InYHbIX Ta/pKeToB. B nccnenoBannn
JlaeTcs oNpeesieHne TEPMUHA «BeO-cepHa» U BBISIBISIOTCSA (PaKTOPBI, TOBBILIAIOLIIE
ero nomyyasipHOCTh. [Ipu 3ToM aHaIM3MpPyeTCs CIpoC ayAUTOPHU Ha OTEYeCTBEHHbIE BEO-
MIPOAYKTHI, AaHATU3UPYIOTCSI COAEPKATENbHBIN U MO3HaBaTeNbHbII aciekTsl. [lockonbky
K BeO-TIpOAyKTaM He NPEAbSIBISIOTCS TBOpPYECKHE TpPEOOBAHUS W OTrpaHUYEHUS,
aBTOPBI JIOMYCKAIOT HEITUYHBIC BEHIM, YTOOBI CBOOOTHO M OTKPBHITO BBIPAXKATh CBOU
MbIcd. Oco0oe BHUMaHUE aBTOP yAeIsIeT MpodieMe Mponaranibl HEYMECTHBIX CIIOB
1 JEHCTBUIA, OMACHBIX JUIA KU3HU ayTUTOPHUH, U U3y4YaeT UX C HAyYHOH TOYKH 3pEHHUS.
B wuccnenoBanum BeO-cepuan paccMaTpuBaeTCsl KaKk MPOAYKT MAacCOBOM KYJBTYPBI,
pacnpocTpaHsAeMblii TOJIBKO HA HHTEPHET-MIJIOUIAIKE U JUIsS ONPEEIEHHON ayIuTOPUH,
a Take auddepeHurpyeTcss MOHSATHE BeO-KyIbTYpbl Ha NpUMeEpe MPOU3BEACHUH,
OIyONTMKOBaHHBIX B TMOCIEAHUE ToAbl. /sl ompeaeseHHs KauecTBa M peHTHHTa
OTEUECTBEHHBIX BEO-CEpHalioB, MOJB3YIOUIMXCA I[IUPOKMM TNPHU3HAHUEM Cpean
MOJIOZIeKH, ObUTa OpraHn3oBaHa (HOKyC-TpymIia, a TaKkke YYTEHO MHEHHE HKCIIEPTOB
OTHOCHUTEILHO TBOPUECKOTO MIONUCKA B TIPOM3BO/JICTBE CEPHAIIOB.

KioueBble cioBa: BeO-cepuan, HMHTEpHET-NPOCTPAHCTBO, (opmar, pecypc,
9KCIIEPUMEHT, CTPUMHHT, Grd1popBap, KOHTSHT

Joast uurupoBanusi: b. JlayroexoBa, A. Anpxkan. [IpoOnemarnka mpoaBHKEeHUs
JECTPYKTUBHOTO TOBEACHMS B Ka3aXCKHX CMH: IIpOMaraHja ynoTpeOJeHHs aaKOTONs
n Tabaka: Ha MpHUMEPE CaMbIX I[POCMATPUBAEMBIX BEO-CEPUANOB B Ka3aXCKOM
cermente nntepret / MEXXJIYHAPOJIHBIN XYPHAJI MTHOOPMAILIMOHHBIX 1
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Kipicne

JKaHa TeXHONOTHSIAPIBIH JKOHE WMHTEPHET JKENICIHIH KapKbIHABI JaMYbI
Ka3aKCTaH/IBIK KOHTCHTTIH KeOeroiHe Me BIKmaya eTTi. VHTepHeT aBTopriapra YIIKeH
MYMKIHIK OSpeTiH MIBIFAPMAIIbLUIBIK KEHICTIKKE alfHaNbI. Jlecek Te Oyi1 opTaHbIH 63
Tajma0Bl MEH IapTTapsl 0ap. A BeO-cepHuasr — OChI TUTAQTOPMAHBIH HET13Ti (JopMarTEHI.

Beb-cepuannmap tycipy Kasakcranga 2019 »xbeuiel Oactasica, Peceéi men Eypona
eNJIepiH/ie OHBIH TaHBUIFAaHBIHA OH JKBUIAH acTaMm yakbIT Oonasl. Conm cebenti OyI1
MeMenekeTTep OelHeruraTopMaHbIH Tajlaln — MYyAJeNepiH JKaKCchl MEHIepil, jKaHa
opTaja KociOM KOHTEHTTEPIMEH TaHBUIBIN OTHIP. AJl Oi3aep OyJ1 TyprbLaa oIl TxKipude
JKUHAKTAy YCTIHIACMI3.

CoraH KapaMacTaH HHTEpHET iatdopmMaiapaa op Typiii popmarta, )KaHpa OTaH IbIK
aBTOpPJIAPBIH OHIMIIEP] KAPHIKKA HIBIFBIT, PEUTHHT JKaFbIHAH J1a )KOFAPhI KOPCETKIIITKe
JKETII OTBIP. Ocipece dJIEMIIK MaHASMHUs Ke31HE Keiaeri Ka3aK T/l KOHTCHT CaHbl
alTapibIKTal apTThI.

«Beb-cepram»y TepMUHI JIe CaTBICTRIPMAIIBI TYPAC JKaKbIHIA MMaiina 0omasl. OHBI eH
AJJILIMEH KOJIJIAHBICKA CHII3TeH MEAMAOH/IIPIC CalaChIHBIH MaMaHIapbl, COHBIH 1IIIH/IC
nipoxarocepiep. COHABIKTaH OYJI TEPMUHTE TYPITi aHBIKTaMa Oepiiesi.

MyHnait eHiMzl anramkeuiapasiH 0ipi 6onbin Kanaga men AKI msirapran. Jlon
Ka3ipri Tanga ABcTpanus BeO-cepranaap eHaipici OoibIHIIA Kol OacTar Typ.

by makanana 613 BeO-cepuasiibl HHTEpHET-TUTaTdhopMa YIITiH )KacaJFaH, KapanaibsiM
OastHIIay KOHE CEPHAIBIK KYPBUIBIMBI Oap ayJaHOBU3yalibl ©HEP TYBIHIBICHIH/IAFbI
aJiaM JeHCcayIbIFBIHA Kepi acep OepeTiH apeKeTTep/IiH HacCHuXaTTaly MocelleciH Ha3zapFra
anambl3.

Emimizne xanmbel BeO-cepranmapra KaThICThI FRUIIBIMU 3epTTEyiiep ore a3. bipii-
JKapbIM IIAFbIH 3epTTey CeHOeKTepi OojMaca, ayKbIMJIbl JKYMBICTApAbl Ke3eCTipe
anmaneik. COHNIBIKTAH JXYMBIC OapbICBhIH/IA HETI3IHEH KOHTCHT capamnTamara Oaca
Hazapy ayapbUIIbL.

Byn ¢dopmartein KazakcraH HapbIFbIHA KeNTEHIHE TOPT KbUIFA JKYBIK OTCE [
OipHerre cepual TYCipill, XalabIKapalblK OalKaylapFa KaTbIChIT YATEP/I.

Ortannaplk BeO-cepuaniplH  anramkbuiapbl D, [lludaHoBTBIH «Tpe3Bo3» IKoHE
E. TenewmicoBrbiH «Bcemorymuit» TybiHOpUIapsl. «Cepuanfa xail FaHa OHBIH-
CaybIKTBIH OHIM pETiHIe KapayFa OONMalIbl, O KYIITI HACONOTHSIIBIK Kypan,
— neiini «BAS Production» cryausiceiHblH 0ac mpojarocepi Akpuioek JlockaHOB.
OnbIH madbIMaaybiHINa, Oy enfiH PR-bIHa, OHBIH MIBIFapMaIIbUIBIK pecypcTapbl
MEH IKOHOMHUKACBHIH AaMBITYyFa KOCBIMIIA MYMKiHAIK. MbICaibl, TYpiK TeJeuoylapsl
opKalllaH MI0y-OM3HEC, OJIAPIBIH JaMybl OHE KYPBUIBIC KOMITAHUSIIAPHI, JIEMAJIbIC
OpPBIHAAPHI Typaiibl Kol akmapar Oeperni. Col apKbUTBl OCHI CalalapBIHBIH TaMybIHA
piknan etin otelp (https:/kz.kursiv.media/2021-06-26/kak-i-zachem-v-kazakhstane-
snimayut-serialy). Maman Oy apKbLIBI BeO-0HIMIEPiH Oip KbIphIHA TOKTAICA, EKIHIII
JKaFbIHAH KOFamJia ©HIM Ma3MyHbIHA OailJIaHBICTBI Macesie TybiHIayaa. YouTube-ka
TeneapHa CeKiIi MIBIFapMalIbUIBIK Tallal MeH MIeKTeyaep KOWMaraHIbIKTaH, KOHTeHT
aBTOpJIAPBI OW[IBl AIIBIK, MIBIHAWBI KETKi3eMi3 JIeN JTHKara ar JyHuenepai oepe
anampl. JICKCHMKaIBIK HOpMara KipMEHTIH OBUIAIIBIT CO3MEp, AIllbIK TOCEK CaxHalaphl,
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HaIlla, aJIKOTOJIBJII 1IMIMJIK TIeH IIBUIBIM IIETY CEKUIIl 3USHIBl OPEKETTEeP/Ii IICKTCH
TBHIC KOPCETIN KeTTi. byJT KaHIIIaIBIKTBI OPBIH/IBI XKOHE OHBIH ayJJUTOPHsFa TUTi3ep acepi
KaHaai 00MaK JIeTeH cayaaapra FeUIBIME TYPFBIIA XKayal i31ele/i.

Marepuajigap MeH dicTep, HOTHRKeJIep

Beb-cepnan — jxemie KepceTiyieTiH Ke3-KenreH moy. 3eprreymi 1. KisitHHBIH
naibIMIay BIHILA, BEO-CEPUAIIbl CKOpPEE SIBIISIOTCS YACThIO MAPTULIMIIATHBHON KYJIBTYPBI,
YeM TeJICBU3NOHHBIE Ceprabl, KOTOPbIE NCTIOIB3YIOT HHTEPHET KaK JIOTIOHUTENBHYIO
wiaTGopMy IS MPOABMKEHUS M pacrnpocTpaneHus MeauanpoayktoBy (Klein, 2014:
14). JlemMek, UHTEpHET-OpTara TOH MAPTHIIMIIATHBTI MOJICHHUETTI KaJIBINTACTHIPYIIIHI,
SIFHU ayIMTOPHS TEK OHIM/II KOpil KaHa KOWMai, OHbI JIEMEYIIIiCci HEMeCe CepHalIIbIH
KeHinkepiHe aiiHamysl MyMKiH. TeneapHameH caJbICTBIpFaHAa KepepMEHMEH Kepi
0ailTaHBICTBIH KYIIT 30D.

BebG-cepuan TeneapHara apHanmaraH. OraH KOWBUIATBIH Tajlall Ta KaTaH eMec.
Kpicka XxpoHOMETpasK, yakbpITIIa FaHA MaHBI3Fa W€ TaKbIPBII, SKCIIEPUMEHTTIK (hopma
*oHe mareH Oroket (Marmokosa, 2023). Mennamaman H. [aneeBa kepceTin OTbIpran
YaKbITIIIA CYPAHBICKA M€ TAKBIPHII IIEH SKCIIEPUMETTIK (hopMa ceprual aBTOPIaPBIHBIH
©3 OMBIH amIbIK JKeTKI3yre, TINTI KaHp, CIOKETIEH TYpNi Taxipube XKyprizyre,
KOPEpPMEHMEH OpTYpJl SKCHEPHUMEHT KYprizyre oken oTbIp. ColikeciHIle, HHTEPHET
KOHTEHT OHJIPYIiH MaKcaThl J>KOHE aBTOPJApAbIH MOTHBAIMSCHIHBIH ©3repyiHe
okenai. Cepuan aBTopiapbl YUIIH WHTEPHET KOJDKETIMJI OpTara aiHaJbII, TOyelsci3
aBTOPJIAPIBIH KOOCIOIHE, ONapIbIH IIBIFAPMaIIbUTBIKTAPBIHBIH TAHBIMAJ OOIYBIHA JKOJI
amThl. THTEpHET opTa TelNeBU3Hs/Ia THIMBIM CalIbIHFaH TAKbIPBIITAP/IbI, COHBIMEH Oipre
CYpaHBIC TYABIPBIN OTBIPFAH MOceNeNIepi KeTepyre MyMKIHAIK Oepim OTbIp.

Beb-cepuanmap YouTube Hemece cTpumuHT IardgopMmanapra apHadFaH TYBIHIBI
OonFaHbIMEH, Ka3ip OyFaH TeneapHaiap, OHJIaiH-KHHOTeaTpiap YChIHbIC Oliipe 6acTa-
161, TyBIHABUTAP/IBIH KETiAeTi OTIMILIIT YIKeH SKPaHHbBIH CYPaHBICHIHA aJIbITT KEeII .

Mawmanpgap mikipiHe cyHeHCeK, MyHJail TYBIHABUIAP «KJIWNTIK KOPEpMEH» YIIiH
©Te BIHFaWIBl. AJI KIIMIITIK ayIUTOPUSHBIH OachIM 06JIiri jkacecmipiMaep MEH Kactap.
CoHOpIKTaH oJlap Tellecepruangapra KaparaHna OKHFAaHBI Te3 JKETKI3iM, EpeKIme
BH3YaJIJIbl KaTapiaapMeH OayiayFra ThIpbICaabl. Typii TYCTi rpaduKabiK 3JIEMEHTTED,
KaJpJapAblH Te3 aybICYhl KOHE MOHTAX TIJIHIH aWbIpHIKIIA OOIYBI — BeO-CepHaIbIH
Heri3ri kepcerkimm. Toxipube KepceTill OThIpFaHjai, WHTEPHET YIIiH OacTamKsl
QITHl CEKyH]I €H MaHBI3Ibl ke3eH. Pecelmik TanbiMan mpomrocep A. KanmuHKWHHIH
CO3iHe XYTIHCEK, HHTEPHETTE 6 CEKYHI YIIiHIE KOpEepMEeH/Il yCTal KaiaMacaHsl3, 14+
ayauTopus OipzeH 6acka apHara aybica sl (Manokosa, 2023). OcbiHnai kepepMeHIepin
JKOFAJITIIAY Bl VIMiH oj1ap jK0OaHBIH Oip CEpHSICHIHBIH XPOHOMETPaXKBIH 3-TeH 15 MUHYT
apalbIFbIHA €TiM TYCIpPEAl JKOHE alFallKbl CEKYHATApbIHAA €H epeKIle KaJapiaplaH,
aHalbl CcO3/IepleH, aJlaM OWbIHA KeJie OePMEWTIH JKaFqaiapiaH, CIOKETTIH IIenTyI
cortepineH (umnipopsaps Oepesi.

Kpicka cepuanipl Ke3-KeIreH jkepAe KOFaMJBIK KOJIKTe HeMece TaKCHIEe Kepyre
piaFaiimel. Am HBO cepmammapeiaeiy Oip cepusickl 40-50 muHYT. MaychIMITBI
TOJILIFEIMEH KOPIIl MIBIFY VIIiH KeM aereHae 15-20 carar ketemi. A BeO-cepHaIbIH
0ip MayCBIMBIHA KeTeTiH yakeIT — 40 He 90 MUHYT.
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«larp BeO-cepuan Tycipy — Keke eHIipymiep yumid TaiMai. Onap a3 yakpIT
ilIiHAe aynuTopusiFa TaHbIMas OOJIBIT, ©3 epeKIIeniKTepiMeH Ke3re Tyceni» ([aneesa,
2022: 394).

Xorapbina aranm eTKeHiMi3aeH, MyHIal ©HIMHIH ayIuTOpusi ayKbIMbl Tap. by
JISTEHIMI3 KOpPEpMEHHIH MaFbiH Oip TOOBI Kepeidl JereH ce3. Al OyriHae Ka3ak Tl
BeO-cepuangap KaTapbl KyHHEH KyHre apThinl Kenedi. Kaszak BeO-cepuannapbIHBIH
enpipicinne «Salem Social Media» kommnanwmsicel kem Oactan Typ. Kaszipri tanma
aTaliFaH KOMIaHus KOpXKbIHbIHJA 31 sk00a Oap, oHbIH imniHae 13 sxo0a 18+, 6ip xoba
21+ aynuTopusira apHaJIFaH.

Kecre 1 - Kapassim kepceTKili orapsl BeO-cepraniap

TybIHIBI aTaybl Kapansim canbl
Cepxan bparan 50 mutH
Sheker 40 mitH
Coke 28 MiIH
Cyiikimzi cropuc 19 miH
buznecmen Kanar 10 mutH

MawmaHnap/IielH co3iHe KYTIHCEeK, Ka3aK Tl KOHTEHT CaHbl apTThl JeT KyaHyFa ol
epre. MyHaii cepualt CIyKeTTepiHiH Ma3MYHBI akcan Typ. Coi ceOenTi TybIHABITapABIH
OCBI KOPCETKIIIiH )eTuiaipy kepek. Cebebi ecipTki, TeMeKi, ajJKOTollb, KEe3OKIIETIK,
OyJUIMHT CHSKTHI 3USHABI KYOBUIBICTap HacuxarTay OipKaTap BeO-cepHallJblH Herisi
OOJIBIN KETKEH.

Kacrap apacbiHia KeH TaHBUIBIN KYPTeH CEepHalAap/AblH canackl MEH PEHTHHTIH
aHBIKTAay MakcarbiHa (Gokyc Tomn yibiMaacTeipbuiasl. Oran 20-24 apaisirbiHaars 50
aJlaM KaTbICTEL.

Kecte 2 - ®okyc-Ton HOTHKEC]

Cayaiap xayaObl OT kepcerkirri
Beb-cepranmapasl yHeMi KopeTiHaep 46 % (23/50)
OTaHBIK BeO-cepHanIgapIbl MyJJIeM KapaMaiThIHAAP CaHbI 36 % (18/50)

KazakcranapIK BeO-cepraIap/IbIH carnachl apTKaH, acipece BU3yaIbIK skarbl xorapsl | 40 % (20/50)
JIeTeH MIKIp/l YCTaHFaHap KaTapel

Kecrene kepcerinrenaeit (2-kecre), BeO-cepuangap KepeTiHAEp KaTapbl apTKaH.
Bi3 cayai xongaran 50 agaMHbIH 23-1 (46 %) KeNIiK cepuaiapiblH TYPaKThl Kopep-
MeHJiepi. BusyanipIk skaFbIHaH carachl JKOFapbuIaFaH, coll ce0ernTi KopepMeH HazaphblH
aynapbin oTelp aerenzep canbl 20 (50 amamubly inriHeH), 40 %-1bl KOPCETIN OTHIP.
OtaHbIK BeO-cepHaibl KapaMaliThiHAapAbIH KepceTkili 36 % (50 agamubiy 18-1).

3eprreymi T PoroBTsiH maibIMiaybIHIIa, BEO-cepranaap aJaMHBIH JTyHHETaHBIMbI
MEH QJIEYyMETTIK Ke3KapachlHa BIKIAJA €T€ OTBIPBIN, OJICYMETTIK-MOJACHU KEHICTIK
Kansinracteipasl (Poros, 2022: 196). Jlemek, oHIM aBTOpliapblHa KOHBUTIATHIH TAJIAITHI
KymeiTy KakeT. Onap O6yi1 apKbUTBI TEK Taiia HeMece KopepMeH JKUHAIl KaHa KoHMai,
ypriak TopOuecine ocep eTeTIHIKTePiH YMBITIIAYbl KepeK.
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XKacrap apaceiHna keHiHeH TaHbIMan OosraH cepuan «Sheker». Exi maychiMbl
*)apbIK kepreH (20 cepust). Op 6emimi YouTube ananpiima 4—6 MITH KapasibIM KHHAII,
60—130 MBIHHHAH acTaM JIAWK TIeH 2—4 MBIH HiKip KaJAbIPhUIFaH.

«Shekery cepwallbIHBIH KeJlici OKYyIaH MIBIFBINT KaJFaH JKITITTIH akma Taly YIIiH
CHUHTETHKAJIBIK HAPKOTUKTI )KETKI3YIIl Kyphep KYMBIChIHA OpHAJIACybIHAH 0aCTalaibl.
XKenin xonmen akmra TaOyIblH >KOJbIHA TYCKEH JKITITTiH TYpJi OpekeTTepi Hazapra
anbrHabl. bip KaparaHa CIOKETTe aJlaCKaH )KaCThIH OMipi OCHHEICH/II JIeTeH Ol Kelyi
MYMKIiH. AJiaiijia KepCeTUIIMHEH Hallla KaHJIal )KOJIMEH, Kajlail ajiyFa OOJIaThIHbI )KOHE
JeNaanaap/sl Tady HKoJiaaphbl aHbIK KepceTiieal. by Tycran TybIHIbIIAH HACUXATTHIK
CUTATTHI OAKaMBI3.

A7 BeO-K00aHbBIH EKiHIII MayChIMBIH/IA HAallIaHBIH Me(eIPOH TYPiH jKacay Taciiaaepi
HakThl Oepinesi. CoHbIMEH KOCa Hallla TapaTy, ’acay, KOJIJIaHy, ITbLIBIM IIETY, aJIKOTOJIbIe
TOYENIUTIK, 30PJIBIK-30MOBIIBIK Typajibl OipHemie 3mu3o[ ycbiHbUIags! (https:/www.
youtube.com/playlist?1list=PL083gKmQpxkXBXkP7bSUPItNWUCcE-qv4d).

by Getinenepnin 60ackiM OeJiri ipi TIaHAa, aHBIK KETKI3UITCHIIKTEH aKIapaTThIK-
MEH KOCa, HACHXATTBIK CUIIATThIH OACHIMJIBIFBIH TAFbI J1a KOpeMi3. 3epTTeyliep KopceTim
OTBIPFaHJIaH, YKENUIIK yK00aJap/IblH ayIUTOPHUSCHI JKacecHipiMaep OONFaHIbIKTaH oJlap-
JIbIH aKIIaPaTThIK-TAHBIMIBIK KO3KAPACHIHBIH i JIE KAJIBIIITACKII YJIT€PMEreH/IITH eCKep-
CEK, MYH/Iall CepualiZIap bl OoJallaK yprakK TopHOSCiHe Kepi bIKMAIbl 00JIaphl aHBIK,

Kecre 3 - «Sheker» cepuaibHIarsl 3USH/BI 9pEKEeTTEp KOPCETKIMI

3USHABI SPEKETTEP 1-mayceim 1-6emiMm | 1-mayceim 2-0edim | 1-mayceim 3-0emim
banarar cesnep 27 47 32

[ butbiM 3 1 4

Hama 17 23 9

Aunkoroub 2 9

Hamansig kepi acepi - 12 2

¥ pBIN-COFyY/30pIIBIK-30MOBUIBIK, | - 1 7

Kecrene kepcerinreneii, «Sheker» — e 6anarar ce3nepiiH KaTapbl op MayChIM/IaFbl
LIBIFAPbUTBIMAA apTKaHbIH OalkaiMmbl3. LIbUTbIMFA KaThICTBI SHHM30ATAp KaTapsbl
HalllaME€H CaJIBICTBIPFaH/Aa dJjieKaiia ToMeH. Haia caty, Tapary ’koHe mnaijanaHy
OpEKETTEePiH KOPCETY JKaFaaiibl €H aJJIBIHFBI OPBIHIA TYP. AJ OHBIH Kepi dCepiH auTy,
KOpCeTy MaceJieci callbICThIpMalbl TypJle OpTa JACHreie OoIFaHbIMEeH, HACHUXATTHIK
cUnarhbl 0ACHIMIIBIK TaHBITHIN TYp. Cepuannap/IbH KbICKa METPaXKIbLUTBIFBIH €CKEPCEK,
OHJIAFbI YPBIII-COFY, 30PJIbIK JKaFIalbIHBIH J1a KOPCETKIIIIIH XKOFaphI JIeN TaHyFa 00JIaIbl.

HOTy6ta op Oemimi 1 MJH-HaH acTaM KapasbiM >KHHAFraH TYBIHIBI — «DCKOPT».
12 GeniMHEH Typajpl. Op CEpUSHBIH XpOHOMETPaxbl 15-23 MUHYT. TyBIHABIHBIH 9P
MIBIFAPBIIBIMBI 9—26 MBIHHHAH acTaM JIaliK JKMHAI, TiKip jKa3FaHaap CaHbl €Ki MBIHFa
JKYBIKTaFaH.

Cepuannsiz 0acTbl Kedinkepi — OoixeTkeH. O KEHIJ )KYPic apKbUIBI aKiia Tada bl
(https://www.youtube.com/results?search_query=%D0%AD%D1%81%D0%BA%D0
%BE%D1%80%D1%82+%D1%81%D0%B5%D1%80%D0%B8%D0%B0%D0%BB
%D1%8B+).
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Cepuan pexwuccepi K. belicekoBTiH aWTybIHIIA, OCHl ©HIM apKbUIBl KbI3Japra
JKCHLT aKiia Taly jKaKCBUIBIKKA OKEIl COKTBIPMANTBIHBIH TYCiHAIprici kenreH (https://
ru.sputnik.kz/20210925/V-Seti-aktivno-obsuzhdayut-kazakhstanskiy-serial-ob-
eskortnitsakh-18230358.html). Pexuccepain Oys1 OBl )Ky3ere acKaHbIMEH, OHBI iCKe
aceIpylia KOJIJJaHFaH OpPKETTEPIHAC KOpPEpMEHIe Kepl acep OepeTiH TycTapbl OachIM.
MyH/1a fa Haia KOJIJaHy, MIBUTBIM IIETY, aTKOTOJIbIe TOYEIITIK, HKE30KIIETiK KbI3MET,
aIlbIK TOCEK KATHIHACKI CHSIKTHI CaXHaap KEeTepPIiK.

Kecre 4 - «DckopT» cepuaibHIarsl 3USH/BI 9PEKeTTep KOPCeTKimi

3UsH/IBI SPEKETTEP 1-6eim 2-6emim
basnarar cesnep 10 5
1IbuTBbIM 4 2
Hama 4 -
Ankoroib 4 9
AIIBIK TOCEK KAThIHACHI 9 6

byn cepuannma na Oanarar cesre 0achIMIBIK OepreH. AIIBIK TOCEK KaThbIHACBIHBIH
KOPCETUTyl KOPCETKIMTIH OachlHAa Typca, IMIIMIIKIEH KaThICTBl OPEKeTTep Karapbl
ekiHmi careiga. Exinimn OeniMie TinTi OHBIH KOPCETY €Ki ecere keodelireH. Hamamen
OaiinanbicThl 3ntM30ATap Aa 6ap. OraH Tek OipiH OesiMae opbiH Oeprex.

AranraH cepuangapra capanrama jkacail OTBIPBIN, 3MSHIBI OpEKeTTepai Oepy
KOpCETKIIITepiHe Kapai MbIHAaHAH TYKbIPbIMIApFa KeJJIIK:

1. Cepuangapabiy Oip Oeiyimi oprama ecenmned 15-20 MHHYT eKEHIH €CKEPCEK,
op MuHYTTa 2-3 GOKTBIK €63 aiThuIaabl. CIIEHAPHCT TIEH peXuccepiIep Oy apKbUTBI
cepuallibl IIBIHANBI ©Mipre YKCacThIPBIN TYCIpreH, IereHMeH, Oana MeH yKacecmipimIi
KapacThIpMaraHHBIH ©31HJe, jKacTap apachIHIaFrbl MOJCHUETTIH KaJbINTacyblHA Tepic
ocepi 0OJaTHIHBI AHBIK;

2. Hama MeH HmBUIBIMHBIH Jla CepHalliarbl MIEKTEH ThIC OeliHenepi KepepMeHre
TICUXOJIOTHSUTBIK TYPFhIa Oenrini Oip mopexkene Tepic oacep erepi cesci3. HapkoTukri
KOJIJIAHFaH aJIaMHBIH Ce3IMiH OCHHENICHTIH caxHalap KOPEPMEH/II KbI3BIKTBIPHIII, JIOMIH
TaThIN KOpPyre UTepMeeni;

3. AJIKOTOJIb MEH alllbIK TOCEK CaXHaIaphl TEK ep JKIriTTepAiH FaHa eMec, KbI3JapAblH
Jla KOFaMJIarbl TopOreci MeH MoIeHHEeTiHE Kepi bIKIais 30p. Cepualia xactap apachlHia
YKSHLIT aKia Taly, HalIaKOPJIBIKKA UTEPMEJICHTIH TYCIHIKTEp I HACUXaTTAWThIH ITHKaFa
Kapchl caxHaap *KeTepIiK.

TybIHIBI peKUCCEPIIAPBIHBIH CO31HE KYTiHEp OosIcak, OyJ1 — KOFaM/Iarbl 3aMaHayH
npobnemanap. Korama, kactap apacbiHna Oap skalTTapibl KepceTylaemi3. OpHHE,
KopepMeH caHajbl Oosca, TOpOMeNiK MakcaTThl TyciHe ananbl. bipak, ayauropus
Oipzeil TYCIHIK JEHrehiHae Jen alTy KUbIH. ABTOP MEH IIbIFapMalllbUIbIK TOT 18+
cepualliapiarbl )KayarkepiIilik op KopepMeHHIH 63 MOMHBIH/A ekeHiH aiTa sl (https://
kz.kursiv.media/2021-06-26/kak-i-zachem-v-kazakhstane-snimayut-serialy).

KopbITbIHIBI

Faneim H. BoromasoBaHbIH TiKipiHE >KYTiHCEK, BeO-CepHalapiblH — ayJUTOPHsI
JIYHUETaHBIMBIHBIH, OJIEYMETTIK KO3KapAaChIHBIH KaJbINITacyblHa BIKMAIBI 30p. YKeke
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KOPEPMEHHIH KO3Kapachbl apKbUIbl OJIEyMETTIK-MOACHM KEHICTIK KaJbINTacabl
(boromazoga, 2021). Xorapbiga atan eTKEHIMI3ACH JKENITIK cepHaiiap ayIuTOPUsCHI
YaKbIT ©TKeH caiiblH KeOetone. byran ¢okyc-tonm HoTmxeci ne Aonen Oona anmajsl
(2-xecte). 3epTTEy TAaKBIPHIOBIMBI3FA Opail Oi3/ep 3USHIBI OpEeKeTTEep/Ii HacuxaTTayFra
0acBIMIBIK OCpreH cephalgapabl Ha3apFa algblK. AJaiijla MHTEPHET KEHICTIKTETi
BeO cepuasapiblH OapiibIFbl OCHIHJIAH YCTaHBIMJA JIET€H IIKIp KaJbIITacThIpyFa
OoJIMaIbI.

«3usiHOBl OpeKeTTepai, Oayarar, aHabl ce3Aepli KOCMai-aK epeKIle TYBIHJIbI
mbIFapyra Oonaapl. BeO-cepuanabl KepreHzue, oieTTe, KOpepMEH ©3iH 0acThl
KeHimKepMeH OaiIaHBICTBIpadbI, JKeJliJie OHBIMEH Oipre eMip cypemi, 0acka MoACHH
oprtara eneni (Poros, 2022). An 6yt MosieHu ocep kepepMeH i IHTepHeT KeHicTIriHeri
Kepi OalmaHBICTBIH OpHayblHa okeieni. Cepuanjmarbl CYHIKTI aKTeplIapblH JKENiJeH
i37e#1i, COJ apKbUIbl OMIipiH OaKbUIAIbl, OHJAFbl OYCHJCPIl JKYKTEN ajbi, ¢aH
TONITapFa KOCBUIBIN OaiIaHbIC OpHATYyFa MYMKIHIIIK Oeperi.

Hepexrep cyiiencek, OnTycTik Kopest TysiHabicel «rpa B kanpmapa» (2021) Be6-
cepHaJThl MbIKKaHHAH KeHiH KOpel TiUTiH YHpeHyIinep KaTtapsl apTkad. A 2022 KbLUTbI
JKapBIK KOPreH «DIUTay UCTaH BeO-cepuanblHaH KeHiH MOPAITBIBIK QUK MOCEIIeCiH
KOTEpreH y)KacTap CaHbl KoOeUTeH.

BebG-cepuanmap sxaHa OybIHMEH MOJCHM JAMANOT OpHAaTyFa MYMKIiHAIK Oepemi.
byringe xacrap MojeHM OMIpAIH JOCTYpii TypJepiHe KaparaHIa HHTEPHET
KEHICTIKTEeT1 KOHTEHTKe BIKbUTacTaphl 30p. Coi cedenTi cepran aBTopiiapsl )kaHa OybIH
OKINAepl TYCIHETIH TilAe CeHiecil, OHBI 3aMaHAyW TEXHOJOTHSIApP MEH TOCUIIEep
apKbUIBl TOJBIKTBIPYFa KYII Kymcarl >kaTslp. Ocbliaiima BeG-cepuangap OyKapaibiK
MOJICHHETTIH €H TaHbIMas KypasibiHa aiiHai sl ([Ipoxopos, 2019: 394),

Be06-cepuanap Kazakcranna rana emec aeM OOWBIHIIA KAPKBIH/IBI )KbULIAMIBIKIICH
naMbin Keneni. Pecypcrapasl Kepy caHbl apKbUIbI KapKbl TaOyaa. AJl Iporocepiiep
Ka3ip/iH e31H/e oap/Ibl ayKbIMIbI (pHITBMIEp KaccalapbIMeH, TeJIEBU3HS PEUTHHTICIMEH
CaJIbICTBIPBIN XKYp. JleMek, cypanbic Oap. Anaiifa cypaHbIC )KOFapbl €KEH eIl YJITTBIK
KYH/IBUTBIK TICH MOJICHUETIMI3/ICH aChIIT IISTTEH IIbIFIIT KETIEYIMi3 KEPEeK.

OTaHIBIK KOHE IIETENAiK BeO-cepuangapra Taugady jKacail OTHIPBIN, MbIHAHIAH
KOPBITBIH/IbIFA KENIIK:

- Be0-monenueTTi KaipITacThIpy. byt skepae eHiMIl KeTKi3y MoIeHHETi MEH OHbIH
ayJIUTOpUsIFa dcepi Typajbl Macelnere 6acTel Hazap Oepily Kepek;

- Kemimeri oranapik eHimai Kazakcranapikrap FaHa KOPMEHTIHIH ecKepceK, OHa
©3r¢ YITTapFa YITThIFBIMBI3IbI KOPCETETIH AYHUETIEPl YChIHY;

- «Op cepus CeHIMJII OKUFaIaH TYpybl kepek. HeGopi ceri3 MUHYT ilIiHC aJaMHbBIH
OacplHAaH OTKEPreH OKUFAChIH KOpil WIBIFYBIHBI3 MYMKiH» (Mamokosa, 2019).
Cepuannapaa KoJdJaHbUIaTBIH KeHOip ceHiMci3 addexrinep ceHIMALTIKTI xosaabl. Con
ce0erTi OKHFa JKeTiCiHe KaTThl Ha3ap aydapbuly Kepek;

- Cepmain aBTOpJaphl kaHa OybIH OKiJiepl TYCIHETIH TUAe couseMi3 memn Tiire
KYPMET, Co3 KYHABUIBIFbI, COMJIEY MOJCHUET] AEreH KYHABUIBIKTApAbl YMbITyAa. by
©CKEJICH YPIAKThIH TIJIIK JISKCHKAChIHA KAyilTi €KEHIITH CCKEPIeH KOH.
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XKorapbina artam eTkeHiMizdel, BeO-cepuangap Taxipubeci anneiMen Eypona
ennepinae nambirad. ColapIblH ToKipuOenepiHe cyiHeHe OTBIphIN, HeOip OTaHIbIK
TYBIH/IBUIAP JKApBIK KOPIIl JKaThIp. AJaiina OaThICTBHIK aBTOPIAPMABIH TKipHOECiHIH
nepiiri KasakcTauaslk HapbIKTa oTiMal femn aiTy kubiH. Coir cebenTi BeO-cepuanmap
OHJIIpICiHE cayaTThl, «YITTBHIK MYJIE» TYPFBICBIHA OJIay TOCIIIEP] KaXkKerT.
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