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Abstract. The purpose of the research work is to reveal the essence of the credit
risk system, study the causes of its occurrence, and conduct a detailed analysis of the
loan portfolio and credit risk management methods on the example of the commercial
bank "Halyk Bank of the Republic of Kazakhstan" JSC. The authors analyze the loan
portfolio of the bank using CAMELS, Z - score methods and build a regression
analysis using R-studio, identify the main problems in credit risk management in a
commercial bank and propose some solutions. In this article such problems in credit risk
management as incomplete credit risk assessment, weak credit risk monitoring,
insufficient collateral assessment, improper risk diversification, insufficient credit risk
management policy are identified, and several solutions and methods for their
improvement are proposed. The informational approach to solving the set goals is
formed based on existing scientific research, published periodicals, scientific articles
and financial statements of the bank, and its statistical data is used as material for

writing a research paper.
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AHHOTanus. 3epTTey KXYMBICHIHBIH MaKCaThl KPEIUTTIK TOyeKelNl XYWeCiHIH Mo
HiH ally >KOHEe OHBIH TyblHAAy ceOentepin 3epaeney, coHpaii-ak '"Kazakcran
PecmyOmmkaceiapiy Xanslk 6aHki" AK KOMMEPIUSIBIK OaHKI MBICAIBIHAA KPEIUTTIK
nopTdenbii )KoHe KPEAUTTIK TOyeKeIIi 0acKapy oAicTepiH Tayiaay OOJbI TaObLIaIbL.
Camels, Z — score oicTepiH KolJaHa OTHIPBII, OaHKTIH HeCHENiK NopTderin Tangay
xoHe R-studio xemeriMeH perpeccHsuiblK Tanjay kacay. KoMMepHnusuiblK OaHKTeri
HECHeIliK ToyeKelal Oackapy IpoIeciHAeri Heri3ri Moceneiepii aHBIKTAll, OJapibl
miennry OiH OipHemne JKOiAapbl MEH oIicTepiH ycbiHy. by makamaga Hecuenik
TOyeKemai 0ackapy MpOIeCiHAe HeCHEeNiK TOyeKeai OaranayabplH Kelleciei HecHelik
TOyeKenal OaKpUIaydblH  QJICI3Airi, KemuImikTi OaranmaynblH  KETKUIIKCI3iri,
TOyeKeJIep/i op-Tapan TaHABIPYABIH JKETKUTIKCI3Ir, HECHENIK TOyeKenal Oackapy
casicaThIHBIH JKET-KUTIKCI3/IIrT CUSKTBI HETI3r1 MpobiiemManap aHbIKTaJIbl )KOHE 0JIap bl
JKaKcapTyAblH OipHemie miemimMiepi MeH opictepi  YCHIHBUIIBL. — KolbimraHn
MakcaTTapJbl MICIIYAiH aKMapaTThIK TOCUT 3EpTTENTeH FBUIBIMH 3€pTTEeYNepIiH,
Mep3iMai OachUTBIMIAPABIH, FHUIBIMH MaKaJalapAblH KOHE 3epTTENeTiH OaHKTIH
KapKbUIBIK ~€CeNTUNTiHIH HeTi3iHAe KaJbIITACThl JKOHE OHBIH CTaTUCTHKAIBIK
JIEpeKTEepi 3epTTEY KYMBICHIH JKa3y YIIiH MaTepUaN PETIHJIE JIe Tai1aTaHbUIIbI.

TyiiiH ce31ep: HECUEITIK TOyEKe, Z-score, PerpecCHsUTBIK Taaay, TyHeaep TOCii,
HECHEIliK ToyeKel i 0ackapy

Hoiiexce3 ymin: A.E. Axxap6aeBa, M.X. A6aunoBa, I. Khlevna. "Xanbik 6anki" ak
KPEAMUTTIK TOYEKENJEp/liH OacKapy: Mocelenepi ®oHe IICNTy KOJIaapbl//AKIapaTThiK
KOHE KOMMYHUKALMSIIBIK TEXHOJOTHSUIAP/IbIH XalbIKapaniblK kypHaibsl. 2023. V.4, Ne
3. ber 8-23 (arputubid Tininae). https://doi.org/10.54309/1J1CT.2023.15.3.001
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AnnoTtanus. Llenbio nccnenoBaTenbckoil padoThl SBISETCS PACKPBITHE CYIIHOCTH
CHUCTEMbI KpPEIUTHOTO PHCKAa M H3y4YeHHWE MPUYMH €ro BO3HHKHOBEHHS, a TaKkxke
JeTalNbHBI aHANW3 KPEJUTHOTO TOPTQENss W METOJIOB YNPaBICHUS KPEAUTHBIM
puckom Ha mnpumepe kommepueckoro Oanka AQO "Hapoasbiii Oank PecnyOnuku
Kazaxcran". ABTOpBl TpPEANPUHSIN TONBITKY IPOAHAIN3UPOBATH KPEAUTHBIN
noprdeny Oanka ¢ nomoinbto MeromoB CAMELS, Z — score, MOCTpOHTH
PErpecCHOHHbBIA aHaau3 ¢ MOMOIIbI0 R-studio, BBISBUTH OCHOBHBIC MPOOJIEMBI B
yIpaBlIeHHH KPEIUTHBIM PUCKOM B KOMMEPUYECKOM OaHKE W MPEMAJIOKHTH MYTH HX
pemiennss. B gaHHOW crarbe OBLIM BBISBJICHBI OCHOBHBIC TMPOOJIEMBI B TIpoliecce
yHpaBiIeHUs KPEAUTHBIM PHUCKOM, TaKMe€ KaK HEIMOJHOLEHHas OILEHKa KPeIUTHOIrOo
pUcKa, cia0blii MOHHUTOPUHI  KPEIUTHOTO PHUCKA, HEJAOCTaTOYHAs  OIICHKa
oOecrieueHus, HeNpaBUiIbHAS TUBEPCH(UKAIUS PHUCKOB, HEJOCTATOYHASI TIOJIHUTHKA
yHpaBiIeHUs KPEAUTHBIM PHCKOM U TPEJIOKEHO HECKOJIBKO PEUIeHHH M METO0B
yirydiineruss pabotel. MHGOPMAIMOHHBIA TOIX0A K PEHICHUIO IMOCTABJICHHBIX IEIeH
Obul  chopMHpPOBaH HA  OCHOBE  MMCIOLIUXCS  HAYYHBIX  MCCJICIOBAHMIA,
OIyOJIMKOBaHHBIX IEPUOJIMYECKUX H3JIaHWH, Hay4yHbIX cTaTeid M (UHAHCOBOI
OTYETHOCTH HCCIIEAyeMoro OaHKa, a ero CTaTUCTUYeCKHEe JaHHble ObLIH
WCTIOJIb30BaHbI B KAYECTBE MaTepualia JUIsl HalMCaHHs UCCIIeI0BATEILCKOW PaOdOTHI.

KuroueBble c10Ba: KpeIuTHBINA PUCK, Z-SCOre, PETPECCUOHHBIN aHaIN3, MOIX0]]
CAMELS, ynpaBieHnue KpeIuTHBIM PUCKOM

s uutupoBanusi: A.E. Axapbaesa, M.X. A6aunosa, I. Khlevna. Ynpasnenue
kpenutHbiMH puckamu AO «Haponueiii Bank»: mpobinembl W TyTH pemieHus//
MexayHapoJHbIi KypHaI HHOOPMAIMOHHBIX W KOMMYHHUKAIIMOHHBIX TEXHOJOTHH.
2023. T. 04. Ne 3. Crp. 8-23 (Ha anr.). https://doi.org/10.54309/1JICT.2023.15.3.001

Introduction
Credit risk management is an essential aspect of financial management that involves
evaluating, monitoring, and controlling potential credit risks a company or financial
institution faces. The management of credit risk is crucial for ensuring the stability and
profitability of an organization by minimizing the possibility of default or non-

payment of loans or credit facilities.
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Credit risk management should be primarily related not to the fight against losses
in the banking sector, but to implementing activities to create a system that will ensure
the realization of the interests of the lender and the borrower (Kuznetsova, 2017). Thus,
credit risk management is one of the most important tasks for the financial liquidity and
stability of the banking sector due to the increased sensitivity of banks to credit risks
and changes in the development of prices for financial instruments (Andrianova, 2013).

Halyk Bank, one of Kazakhstan's largest banks, employs various credit risk
management techniques to mitigate potential losses. The bank conducts a thorough credit
assessment process to evaluate the creditworthiness of its borrowers and maintains strict
lending standards. Additionally, Halyk Bank regularly monitors its loan portfolio and
takes prompt action to address any signs of potential default. The bank also diversifies
its loan portfolio to spread its credit risk across different sectors and borrowers (Halyk
Bank of Kazakhstan JSC, Almaty, 2021).

Materials and methods

Credit risk analysis

Altman's Z-score model is a statistical tool used to predict the likelihood of a
company's bankruptcy based on its financial statements. This model is widely used in
finance and accounting to assess credit risk and is particularly relevant for banks and
other financial institutions. The model uses a set of financial ratios to calculate a score
that represents the probability of a company's bankruptcy within the next two years. The
higher the score, the lower the probability of bankruptcy.

The formula for Altman's Z-score model is as follows:

Z-score =12A+1.4B+3.3C+0.6D + 1.0E

where:

A = Working Capital / Total Assets

B = Retained Earnings / Total Assets

C = Earnings Before Interest and Taxes (EBIT) / Total Assets

D = Market Value of Equity / Total Liabilities

E = Sales / Total Assets

Table 1 — “Altman’s Z-score model”

Altman's Z-score model

2022 2021 2020 2019 2018
A -0.055735 -0.06985 -0.038655 -0.09338 -0.135558
B 0.136588 0.133552 0.133764 0.130914 0.107848
C 0.073052 0.058588 0.055848 0.06198 0.060999
D 4462336 4.099301 3.961967 4.211203 3.366296
E 0.087179 0.072768 0.070586 0.076916 0.076129
Z-score | 3.130 2.829 2.773 2.879 2.286
Created by the author based on the own calculations.

Altman's Z-score is a financial ratio that is used to assess a company's financial
health and creditworthiness. A Z-score above 3.0 is generally considered to indicate a
low risk of bankruptcy, while a score below 1.8 indicates a high risk.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m
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Looking at the Altman's Z-score for Halyk Bank over the past five years, we can see
that the Z-score has consistently been above the 2.6 threshold, which suggests that the
bank has been at a relatively low risk of bankruptcy over this time period.

In 2018, the Z-score was 2.286, which is relatively low, but still above the 1.8
threshold for high risk. This may indicate that the bank was in a relatively weak financial
position at that time, but not at immediate risk of bankruptcy.

In 2019, the Z-score increased to 2.879, which is a positive sign, indicating that the
bank's financial position had improved compared to the previous year.

In 2020, the Z-score decreased slightly to 2.773, which could be due to changes in the
company's financial performance or external factors such as the COVID-19 pandemic
and its impact on the economy.

In 2021, the Z-score increased slightly to 2.829, indicating a slight improvement in
the bank's financial position compared to the previous year.

In 2022, the Z-score increased further to 3.130, suggesting that the bank is in a
relatively strong financial position and at low risk of bankruptcy.

Table 2 — “CAMELS Approach”

CAMELS approach

2022 2021 2020 2019 2018
Capital Adequacy 0.185481341 | 0.1990043 | 0.255408997 | 0.2193962 |0.200234202
Asset Quality 517 % 7.77 % 11.26 % 18.18 %
Management 0.317455 0.317506 |0.333598 0.356575 |0.363670
Earnings: Return on Assets (ROA) |3.87 % 3.82% 3.39% 3.62 % 2.83 %
Liquidity 0.691334544 10.6152119 | 0.573217052 | 0.5590336 |0.519928057
Created by the author based on the own calculations.

Capital Adequacy (C): The bank's capital adequacy ratio has increased from 0.2 in
2018 to 0.1855 in 2022, which indicates that the bank's capital position has improved
over time. The capital adequacy ratio measures the bank's ability to absorb losses, and a
higher ratio indicates a stronger capital position.

Asset Quality (A): The bank's asset quality has improved over the years, as reflected
by the declining non-performing loan ratio (NPL). The NPL ratio has decreased from
18.18 % in 2018 to 5.17 % in 2021. A lower NPL ratio indicates that the bank has a
lower proportion of bad loans in its portfolio, which is positive for its financial health.

Management (M): The bank's management rating has remained relatively stable
over the years, with a slight decline in 2021 and 2022. The management rating takes
into account the bank's leadership, risk management, and overall corporate governance.
While the decline in the rating may be a cause for concern, the bank's rating remains in
the satisfactory range.

Earnings (E): The bank's earnings have been relatively stable over the years, with a
slight increase in 2022. The bank's return on assets (ROA) has remained in the range of
2.83 % to 3.87 %, which is a positive sign for its financial performance. A higher ROA
indicates that the bank is generating more profits relative to its assets.

Liquidity (L): The bank's liquidity position has been improving over the years, as

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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reflected by the increasing liquidity ratio. The liquidity ratio has increased from 0.5199
in 2018 to 0.69133 in 2022, which indicates that the bank has more liquid assets to
meet its short-term obligations. A higher liquidity ratio is positive for a bank's financial
health.

While the CAMELs approach and Altman Z-score are widely used and validated
methods for assessing credit risk, they also have some drawbacks and limitations:

Limited scope: The CAMELs approach and Altman Z-score are based solely on
financial data and do not consider other factors that may impact credit risks, such as
market conditions, competitive factors, or management quality.

Historical data: The CAMELSs approach and Altman Z-score are based on historical
financial data, which may not be a good predictor of future credit risk. Financial
conditions and market dynamics can change rapidly, and historical data may not reflect
these changes.

Generalization: The CAMELSs approach and Altman Z-score are generalized methods
that do not account for the specific characteristics and circumstances of individual
borrowers. This can lead to inaccurate assessments of credit risk for certain borrowers.

Limited transparency: The CAMELSs approach and Altman Z-score are complex
models that can be difficult to understand and interpret for non-experts. This can limit the
transparency of credit risk assessments and make it difficult for borrowers to understand
how their credit risk is being evaluated.

Model assumptions: Both the CAMELs approach and Altman Z-score are based
on certain assumptions about the underlying data and statistical relationships. If these
assumptions are not met, the models may not accurately predict credit risk.

To address the drawbacks of the CAMELSs approach and Altman Z-score, a possible
new approach that could be created would be to combine the strengths of these methods
with other techniques that can account for non-financial factors and provide more
granular and personalized assessments of credit risk.

One possible approach would be to use machine learning algorithms to analyze both
financial and non-financial data sources, such as customer feedback or social media
sentiment, in order to identify patterns and correlations that are predictive of credit risk.
By incorporating a wider range of data sources, this approach could potentially provide
more accurate and personalized assessments of credit risk, while also accounting for
non-financial factors that may impact credit risk.

Another possible approach would be to use predictive analytics techniques to
identify early warning signals of credit risk, such as changes in financial ratios or
market conditions, in order to enable more timely and proactive risk management. By
identifying potential credit risk issues before they become critical, this approach could
help reduce the likelihood of default and improve overall credit quality.

The present study proposes the implementation of predictive analytics methodologies
to address the research problem. To this end, the R-studio software will be employed as
a tool to conduct the analysis.

It is known that most banks earn their money by using customer deposits to create
a credit for borrowers, but as credit transactions and loans increase, the risk associated
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with them also increases. This can lead to poor management of the bank's balance
sheet, cause a decrease in profits and liquidity, and damage the bank's reputation. Many
scientists have studied the impact of credit risk on the performance of banks, and this
study is aimed at studying this impact on commercial banks in Kazakhstan using the
R-studio. It aims to answer whether credit risk affects profitability and whether there is
a correlation between profitability and credit risk.

"Inde pendent Variables

Capital Adequacy Ratio (CAR)

MNon-performing Loan Ratio

(MPLRE)

Dependent Variable

Credit to Deposit Ratio
(CDR) Return on Assets (ROA)

Management Quality Ratio
{MQR)

Bank Size (BS)

Figure 1 — “Conceptual Framework for the Study.”
Source: based on the article “The Impact of Credit risk management on the Financial performance of
Nepalese Commercial Banks" [4]

This model aims to investigate how credit risk impacts the performance of commercial
banks in Kazakhstan between 2018-2022. The selected timeframe incorporates the most
recent data and includes a combination of cross-sectional and time series data, making
it suitable for analysis. The research design used in this study is descriptive and causal-
comparative.

The convenience sampling method was used in choosing the banks for the study.
The present analysis focuses on four second-tier banks operating in Kazakhstan, namely
Halyk Bank, Forte Bank, Kaspi Bank, and CenterCredit Bank. These institutions
have been selected based on their stable forecast rating of Ba2 — B1 as determined
by Moody's. Additionally, they hold a prominent position as part of the top five banks
operating within the Kazakhstani market.

The information utilized in this study was obtained from the annual reports of the
selected banks. This information encompasses both time-series and cross-sectional data,
resulting in a pooled dataset used to analyze the impact of credit risk on commercial
bank performance. The analysis was conducted using pooled data regression, and the
R-studio software was utilized for data processing and analysis.

Study variable and hypothesis

The variables under examination in this study consist of both dependent and
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independent variables. The identification and classification of these variables are critical
in facilitating an accurate and comprehensive analysis.

Dependent variable. 1t is important to acknowledge that there exists a range of
metrics that can be employed to gauge bank performance. The specific performance
measure employed in this study is dependent on the research objectives. Accordingly,
the return on assets (ROA) has been selected as the dependent variable in this analysis
to signify bank performance.

Independent variable.

Capital Adequacy Ratio. This variable is an independent factor utilized to assess
bank performance and is widely regarded as a fundamental metric of a bank's financial
robustness from the perspective of regulatory bodies.

H,: The CAR has no effect on bank performance.

Jemative 1 N€ capital adequacy ratio exerts a noteworthy and favourable impact on
bank performance.

Asset Quality. The indicators of asset quality utilized in this study centre around
the non-performing loans ratio (NPLs), which serves as a proxy for asset quality.
Additionally, the allowance or provision for loan loss reserves is also considered.

H,: NPLR has no effect on bank performance.

H_...aive: NON-performing loan ratio exerts a noteworthy and adverse impact on bank
performance.

Liquidity. The CDR is a vital instrument for assessing a bank's liquidity position,
as it measures the percentage of deposits allocated to credit utilization. A greater CDR
signifies greater proficiency in the bank's deployment of acquired funds.

H,: The CDR has no effect on bank performance.

emative. CT€It to deposit ratio exerts a noteworthy and adverse impact on bank
performance.

Management quality ratio. Management soundness is a subjective variable that
reflects the extent to which the board of directors exercises effective control over a
bank's resources in order to safeguard the interests of its shareholders. This metric is
typically calculated by dividing a bank's total operating income by its total assets and is
considered a qualitative measure of management effectiveness.

H,: The MQR has no effect on bank performance.

demaive: Management quality ratio exerts a noteworthy and favourable impact on
bank performance.

Bank size. In assessing the performance of the banking system, one of the variables
used for control purposes is the size of the bank, which is typically measured by its total
assets. This is a widespread practice in academic research on the subject.

H,: The BS has no effect on bank performance.

Aermative- BANK siZ€ exerts a noteworthy and favourable impact on bank performance.

The variables chosen for the study have been presented in the Table along with their
definitions, methods of measurement, and expected signs based on prior research.

The expected sign refers to a statistical approach used to demonstrate the correlation
between two variables. A positive expected sign indicates that when one variable
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increases, the other variable also increases, while a negative expected sign suggests that
when one variable increases, the other variable decreases.

Table 3 — “Variables definition, measurement and expected sign.”

No. | Abbreviation | Descriptions Measurement Expected
variables sign

1 ROA Return on Assets Net Profit to Total Assets NA

2 |NPLR Non-performing loan ratio | NPL to Gross loans and advances -

3 CAR Capital adequacy ratio Capital to Risk-weighted Assets +

4 |CDR Credit to Deposit ratio Total loans to Total Deposits -

5  |MQR Management quality ratio | Total Operating Income to Total Assets +

6 |BS Bank size Natural logarithm of total assets +

Source: based on the article “The Impact of Credit risk management on the Financial performance of

Nepalese Commercial Banks" [4]

Results and Discussion

Descriptive statistics

Table 5 presents a summary of the descriptive statistics for all variables utilized in the
study. The primary financial performance indicator examined in the analysis is the return
on assets (ROA), and five credit risk indicators are considered: the capital adequacy ratio
(CAR), non-performing loan ratio (NPLR), management quality measured by the total
operating income to total assets (MQR), credit to deposit ratio (CDR), and bank size
(BS). The results indicate that the average value of the bank's performance is reported.

Steps with codes in R-studio

The following code reads and outputs a table from Excel to R-studio.

Library (readxl)

DA <-read excel (“new rxlsx”)

View (DA)

Table 4 — “Pooled data of ratios.”

ROA CAR NPLR CDR MQR BS
2.83 % 20.02 % 15.38 % 0.5333 0.0748 16.0082
3.62 % 21.94 % 10.12 % 0.5857 0.0739 16.0385
3.39% 25.54 % 721 % 0.5963 0.0696 16.1561
3.82 % 19.90 % 4.91 % 0.693 0.0737 16.308
3.87 % 18.55 % 5.10% 0.7493 0.0864 16.4766
1.72 % 17.86 % 4.60 % 64.12 % 6.37 % 14.33948
2.04 % 18.30 % 5.30 % 58.72 % 6.29 % 14.54304
2.53% 22.25% 6% 0.540484 7% 14.55232
2.64 % 24.31 % 7.16 % 46.66 % 6.77 % 14.70167
3.52 % 20.22 % 4.90 % 58.33 % 8.28 % 14.84133
6.54 % 23.00 % 8.90 % 0.865427 0.079567 14.34593
9.01 % 22.40 % 9.00 % 0.794177 0.109317 14.59831
9.38 % 18.80 % 9 % 0.653104 0.113236 14.84753
12.06 % 18.00 % 4.70 % 0.879732 0.146567 15.09864
11.50 % 18.00 % 5.90 % 0.788566 0.140692 15.44899
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0.60 % 17.10 % 15.50 % 0.901496 0.028195 14.23275
0.14 % 17.40 % 12.6 % 1.024449 0.028155 14.19425
0.67 % 19.10 % 11 % 0.848822 0.029531 14.43461
0.99 % 19.80 % 7.70 % 0.841172 0.032734 14.54754
Created by the author using R-studio

Regression Analysis

The following code outputs regression coefficients (intercept) for all ratios.
mod<- Im(DASROA~DASCAR+ DASNPLR+ DASCDR+ DASMQR~+ DA3SBS)

mod

Call:

Im({formula = DA$ROA ~ DARCAR + DASNPLR + DASCOR + DASMQR + DASBS)

Coefficients:
{Intercept)
-9.87682
DASBS
-g8.8a375

DASCAR
@.17152

DASNPLR
@.e8358

DASCDR
8.a85932

Figure 2 — “Regression coefficients”
Source: Results are drawn from R-studio

DASMOR
1.12211

This code is used to perform variance analysis (ANOVA) of the linear regression

model and display the results on the screen.

anova(mod)

&nalysis of Variance Table

Response: DASROA

Df
DASCAR
DASNPLR
DASCDR
DASMQR
DASES

1
1
1
1
1
Residuals 13

mm o mm®

Signif. codes:

.Beastes
.B825382
.8011384
LB197962
.8081211
.Beas347

Sum 5g

a
a
a.
a
a
a

@ f***’ @.@el **’ @.el *’

Mean 5q

elalsleielale]
.8325282

2411384

.8197962
2881211
.B208488

F value
B.eaal
51.991%
23.3193
485 . 4945
2.4888

Pr{>F}
8.9917389
6.841e-86
8.86283293
3.485e-11
8.1393171

Figure 3 — “Analysis of Variance Table.”
Source: Results are drawn from R-studio

g.8e5 .7 8.1 ** 1

The next code is used to display a detailed summary of the results of the linear
regression model on the screen.
summary(mod)

Call:
Im(formula

Residuals:
Min

= DASROA ~ DABCAR + DASNPLR + DASCDR + DASMQR + DASBS)

10

Median

-8.8837685 -0.6842881 6.808855

3Q

Max

2.e02338 @.013343
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Residuals:
Min 10 Median 30 Max
-9.888785 -8.004881 O0.908855 0Q.982838 @.813842

Coefficients:
Estimate Std. Error t value Pri>|t|)

(Intercept) -9.878825 ©8.842313 -1.65%5 @.121872
DASCAR 8.171524 B.@77565  2.211 @.845538 ~*
DASNPLR 6.838487  B.@55758 1.587 @.136491
DASCDR B.859325  B.@13247 4,478 @.880622 ***
DASMQR 1.122113  B.857887 19.584 4,64e-11 ***
DA%BS -8.883758  B8.862382 -1.575 @.139317

Signif. codes: @ **** g @@l ***! £.81 %’ @.85 .7 8.1 * 1

Residual standard error: @.886987 on 13 degrees of fresdom
Multiple R-squared: 8.9738, Adjustaed R-squared: 8.98637
F-statistic: 96.66 on 5 and 13 DF, p-value: 3.188e-18

Figure 4 — “Summary of linear regression.”
Source: Results are drawn from R-studio

According to the data presented in Figure 8, the R-square value was found to be
0.9738. This indicates that approximately 97.38 percent of the variance observed
in the value of ROA can be attributed to the influence of the independent variables
under consideration. Additionally, the adjusted R-square value of 0.9637 suggests that,
after adjusting for other factors, the independent variables collectively account for
approximately 96.37 percent of the observed variation in the dependent variable ROA.
These findings suggest a strong relationship between the independent and dependent
variables in the study.

The study findings suggest that non-performing loans and the financial performance
of commercial banks are negatively associated, albeit with a weak correlation to return
on assets. Conversely, the results indicate a positive, yet weak, correlation between
CDR and bank performance. In addition, the study reveals that the capital adequacy
ratio has a positive and significant effect on the financial performance of commercial
banks in Kazakhstan, thus supporting the hypothesis under investigation.

The study findings reveal that the management quality ratio has a positive and
statistically significant impact on the financial performance of commercial banks, as
evidenced by a significant positive correlation with return on assets. Specifically, an
increase in total operating income corresponds to an improvement in bank performance.
These findings support the hypothesis that the management efficiency ratio has a
significant effect on the financial performance of commercial banks in Kazakhstan. In
contrast, the study indicates a weak and negative relationship between bank size and
financial performance (ROA), with no significant correlation observed.

Correlation Analysis

This code is used to calculate the correlation matrix between the selected data
columns.

x_col<-cor(DA[,c(2,3,4,5,6)])

view(x_col)
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Table 5 — “Correlation matrix table.”

CAR NPLR CDR MQR BS
CAR 1.00000000 - 0.09065608 -0.4912443 0.03004054 0.2055246
NPLR -0.09065608 1.00000000 0.27674540 -0.45748685 |-0.1617064
CDR -0.49124427 0.2767450 1.00000000 -0.13114869 |- 0.3482389
MQR 0.03004054 -0.45748685 -0.1311487 1.00000000 0.3235710
BS 0.20552461 -0.16170635 - 0.3482389 0.32357104 1.00000000
Created by the author using R-studio

Table 6 displays the correlation matrix for the variables, which indicates that none of
the correlation coefficients between the independent variables exceeds 0.7. This suggests
that multicollinearity is not present among the independent variables. Therefore, there is
no conclusive evidence of multicollinearity among the independent variables.

After executing the following commands, the “car” package will be installed and
downloaded, and the functions from this package will be available for use.

install.packages (“car”)

library (car)

In the R-studio vif(mod) is used to calculate the values of the Variance Inflation
Factor (VIF) for each variable in the multiple regression model

Vif (mod)

Linear regression assumes the absence of multicollinearity in the data, which occurs
when the independent variables exhibit a high correlation with each other. To test for
multicollinearity, researchers may use the Variance Inflation Factor (VIF), where a VIF
value of 10 or greater indicates significant multicollinearity. The VIF values provided
in the table suggest that there is no evidence of multicollinearity in the statistical data
being studied.

DASCAR DASHNPLR DASCDR DASMOR DASES
1.326247 1.354493 1.532752 1.3820282 1.258557

Figure 5 — “Variance Inflation Factor”
Source: Results are drawn from R-studio

Table 6 — “Test For Multicollinearity”

Variable VIF 1/VIF
CAR 1.3262 0.7540
NPLR 1.3545 0.7383
CDR 1.5328 0.6524
MQR 1.3899 0.7195
BS 1.2596 0.7939
Mean VIF 1.3727

Created by the author using R-studio

In the R studio, this code is used to test the hypothesis of homoscedasticity of
residuals in a linear regression model given by the mod object. Using Imtest: test(mod)
helps to assess the adequacy of the model and take appropriate measures.
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install. packages (“Imtest”)
library (Imtest)
Imtest: bgtest (mod)

Breusch-Godfrey test for serial correlation of order up to 1

data: mod
LM test = 2.4482, df = 1, p-value = 8.1183

Figure 6 — “Test for Heteroskedasticity”
Source: Results are drawn from R-studio

The Breusch-Pagan test is a statistical method that assesses the presence of
heteroscedasticity in linear regression models. This test is constructed based on the
Lagrange multiplier principle and evaluates the potential dependence of the error
variance on the values of the explanatory variables. In essence, a significant result
from this test indicates the absence of heteroscedasticity in the regression model under
examination.

The foregoing analysis of profitability indicators suggests that the Management
Quality Ratio exerts a significant impact. Accordingly, it can be inferred that the effective
implementation of credit risk management practices has a direct and positive effect
on the profitability of banks. Thus, a strong Management Quality Ratio is indicative
of the effective implementation of credit risk management practices. Banks that have
a better understanding of credit risk and are able to manage it effectively are more
likely to generate higher profits. On the other hand, banks that fail to manage credit risk
adequately may experience higher loan losses, which can erode profitability.

This problem is also present in the banks of Kazakhstan. Kazakhstan's commercial
banks face various challenges in credit risk management that can affect their profitability
and overall financial health. Some of the possible problems that commercial banks in
Kazakhstan may encounter in credit risk management are:

Inadequate credit risk assessment

Banks may face challenges in properly assessing credit risk due to limited access to
accurate and timely information about borrowers, weak credit analysis skills, and a lack
of robust credit scoring models.

For instance, in many cases, banks in Kazakhstan may not have access to up-to-date
credit information about borrowers, making it difficult to assess the creditworthiness
of potential borrowers. This is particularly true for small and medium-sized enterprises
(SMEs), which often lack a comprehensive credit history. As a result, banks may end
up approving loans to borrowers who have a higher probability of default, increasing
credit risk exposure.

Weak credit risk monitoring

Banks may struggle to effectively monitor borrowers' creditworthiness, which can
result in delayed identification of credit risk deterioration and higher loan losses.

For example, banks in Kazakhstan may not have sufficient mechanisms to monitor
borrowers’ financial health and timely identify any signs of default. This may include
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inadequate systems to track borrowers’ repayment history or failure to conduct periodic
credit reviews. As a result, banks may not be aware of changes in a borrower's financial
situation, such as declining revenues or increasing debt, which can increase the
probability of default.

Moreover, weak credit risk monitoring can also be due to a lack of trained staff and
insufficient resources allocated to credit risk management. Banks may not have enough
credit analysts or risk managers to effectively monitor borrowers’ creditworthiness or
may not provide them with the necessary tools and resources to carry out their duties.

Insufficient collateral valuation

Banks may face challenges in accurately valuing collateral, leading to overvaluation
or undervaluation of collateral, and the risk of under-collateralization.

For example, banks in Kazakhstan may accept collateral in the form of real estate
but may not have proper mechanisms to evaluate the true value of the property. This can
lead to overvalued collateral and give borrowers an opportunity to obtain larger loans
than they can repay, leading to potential loan defaults and losses for banks.

Inadequate risk diversification

This problem arises when banks have concentrated credit exposures in a single
industry, geographic region, or borrower, leading to higher credit risk and potential
losses.

For example, in Kazakhstan, banks may have concentrated credit exposures in the oil
and gas sector, which accounts for a significant portion of the country's economy. This
can lead to higher credit risk if there is a decline in the sector, leading to potential loan
defaults and losses.

Insufficient credit risk management policies

Banks may lack comprehensive credit risk management policies and procedures,
which can lead to inconsistencies in credit risk assessment and monitoring.

For example, banks in Kazakhstan may lack policies related to credit risk assessment,
credit monitoring, and credit risk reporting. This can lead to inadequate credit risk
evaluation and monitoring, leading to potential loan defaults and losses.

Based on foreign experience, here are some specific recommendations for improving
the credit risk management system in commercial banks of Kazakhstan.

Develop a credit risk management framework based on international best practices.

For example, the United States has established the Federal Financial Institutions
Examination Council (FFIEC) which provides guidance on credit risk management
to banks and financial institutions. The Monetary Authority of Singapore (MAS) also
provides guidance on credit risk management to banks in Singapore. These frameworks
can be used as a reference to develop a comprehensive credit risk management
framework in Kazakhstan.

Utilize credit scoring models and data analytics.

For example, in the United States, FICO scores are widely used to evaluate borrowers'
creditworthiness. Studies have shown that the FICO score is highly predictive of future
credit behavior, such as the likelihood of default, delinquency, or bankruptcy (FFIEC,
2020). For example, a study by the Consumer Financial Protection Bureau (CFPB)
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found that the FICO score is highly predictive of future delinquency and default rates
for auto loans, credit cards, and mortgages.

Enhance regulatory oversight.

For instance, in Singapore, the MAS conducts regular assessments of banks' credit
risk management processes and imposes penalties for non-compliance (MAS, 2021).
Kazakhstan's National Bank can adopt these practices to enhance regulatory oversight.

Train employees in credit risk management

For example, the Risk Management Association (RMA) (RMA, 2021). provides
training and development programs for bankers in credit risk management in the United
States. Kazakhstan's banks can adopt these practices to train their employees in credit
risk management.

Artificial Intelligence.

Al models can use advanced statistical techniques and machine learning algorithms
to assess creditworthiness, evaluate the probability of default, and predict potential
losses. These models can continuously learn and improve over time, refining their
assessments based on new data and feedback (Bao, 2021). Some foreign banks are
already successfully using Al in credit risk management. For example, the American
bank Wells Fargo uses machine learning to determine the risk of fraud, and the Chinese
bank “Ping An” uses neural networks to predict credit risk (Hua, 2019). However, it
is necessary to consider some risks associated with the use of Al, such as the need for
high data accuracy, system reliability and data security (Zhang, 2018). In addition, it is
necessary to ensure a balance between the use of Al and the human factor to maintain a
humanitarian approach to credit risk management.

Conclusion

Credit risk management is an indispensable function within commercial banks, and
it is imperative to leverage all available methods and technologies to mitigate risks
and enhance the quality of the loan portfolio. The challenges identified in this study
highlight the need for continuous improvement and innovation in credit risk management
practices.

Moving forward, furtherresearch isrecommended, particularly in the realm of utilizing
artificial intelligence (Al) in credit risk management. Investigating specific methods
and the most effective technologies applicable to commercial banks in Kazakhstan
would be beneficial. Al has the potential to revolutionize credit risk management by
improving data analysis, risk modeling, and decision-making processes. By harnessing
the power of Al, commercial banks can gain valuable insights into borrower behavior,
detect patterns, and identify early warning signals, thus enabling more accurate risk
assessment and proactive risk mitigation strategies.

In conclusion, by embracing technological advancements, conducting further
research on Al applications, and maintaining regulatory compliance, commercial banks
in Kazakhstan can enhance their credit risk management practices, reduce potential
losses, and foster a more stable and profitable lending environment. Continuous
improvement and a proactive approach to risk management are essential for sustained
success in the ever-evolving financial landscape.
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Abstract. This article is devoted to the current topic of digitalization of logistics
processes in modern business. In the context of the rapidly changing digital environment
and innovative technologies, the author investigates the impact of the implementation
of digital solutions on the efficiency, productivity and competitiveness of logistics
operations. The aim of the study is to analyze the issues and strategies for the digitalization
of logistics processes in modern business. The study of the digitalization of logistics
processes is of significant value to both businesses and society at large. The main value
drivers include increased efficiency and productivity of business processes, optimized
workforce, improved customer service levels and improved transparency and security
of all stages of transportation. This article shows the key role that the digitalization
of logistics processes plays in developing competitive advantages for companies. In
conclusion, the author emphasizes the importance of a harmonious combination of
technology, human resources and strategic planning for the successful implementation
of digital transformation in logistics. The author also calls for further research on the
impact of digitalization on logistics and emphasizes the importance of creating flexible,
innovative models for the future development of this field.
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Aunnoramus. byn makanma 3amaHayn OW3HECTEri JIOTHCTHKAIBIK MPOIECTEp/i
HUQPIaHABIPYIBIH ©3€KTi TaKbIphIObIHA apHanFaH. JKbpuigam e3repeTiH IHQPIbIK
OpTa MEH WHHOBAIIMSUIBIK TEXHOJIOTHSIIAP JKaFrAalbIH/a aBTOp HMUMPIBIK MICHIiMIep/i
CHTI3YIIH JIOTUCTHKAJIBIK OMNCPAlUSUIAPAbIH  THIMAUIITIHE, OHIMIUIIIHE JKOHE
Oocekere KaOIMETTINIriHE ocepiH 3epTTeli. 3epTTeyaiH MaKcaThl Ka3ipri Ou3HecTeri
JIOTHCTUKAIIBIK, TTPOIIeCTepl MUPPIaHABIPYIbIH TpodiieManapbl MCH CTpaTerusIapbiH
tajnay OoJiblll TaObUIaAbl. JIOTMCTHKANBIK MpouecTepli HMU(PIaHIBIPYIbl 3EPTTEY
OM3HEC YIIIiH Jie, )KaJbl KOFaM YIIIiH JIe MaHbI3/Ibl KYH/IBUTBIKKA He. Heri3ri KyHIbIIBIK
NpaiiBepriepine OM3HEC-TPOIECTePiH THIMAUIIT MEH OHIMIUITIH apTThIPY, KYMBIC
KYIIIH OHTaWJIaHIBIPy, TYTHIHYIIBUIAPFa KbI3MET KOpCETy JICHTreHIepiH jKaKcapry
JKOHE TachIMaJIZay/IblH OapiiblK KE3CHICPIHAC AlIBIKTBIK MMEH KAaYIINCI3IIKTI apTThIpy
Kipeni. Byn Makamaga koMmmaHusuiap YIIiH O9CEKENeCTiK  apTHIKIIBUIBIKTAP.IbI
JAMBITY/Ia JIOTHCTUKAIIBIK TPOLIECTepIi U PIaHIBIPYIbIH HET13T1 pelli KOpCeTiIreH.
KophIThIHBUIAN Kelle, aBTOp JIOTHCTHKA CallachIHIAFrbl HUPPIBIK TPaHCHOPMAIHSIHBI
TaOBICTBI KY3€re achlpy YIIIH TEXHOJOTHSHBIH, KaApJIBIK KaAMTaMachi3 €TYIIH KOHE
CTpaTerusUIbIK )KOCTIapIay/IbIH YIeciMIl YilleCIMiHIH MaHBI3IbIIBIFBIH aTall KOPCETEI].
Coniaii-ak aBrop nudpiaHabIPy/IbIH IOTUCTHKAFA 9CEPIH OJIaH 9pi 3ePTTEYTe IaKbIPaIbI
YKOHE OCBI CaJlaHbIH OoJIalIak JaMybl YIIiH HKeM]Ti, MTHHOBAIMSIIBIK YIITUIEP/i KYPy/IbIH
MaHBI3/IBUTBIFBIH aTall KOpCeTeIl.

Tyiiin ce3mep: uMQpPIAHABIPY, JOTUCTUKAIBIK IPOIECTEp, OHTAWIAHIBIPY,
pecypcTap, Kayinci3mik, 09CeKeNIeCTiK apThIKIIBUIBIKTAp, TEXHOJIOTHsIIAP

Joiiexco3 ymin: O.C. ApacnanoBa. JIorHCTHKANBIK TporecTepai muGpIaHbpy
CTpaTeruschl //AKIaparThIK KOHE KOMMYHHUKAIIMSUIBIK TEXHOJIOTHSIAP/IBIH XaJlbIKapa-
JbIK kypHaIbl 2023. V.4, Ne 3. Ber 24-38 (opswic TutiHzae). https://doi.org/10.54309/
1JICT.2023.15.3.002
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Aunnotamus. J[laHHas craTbsg TOCBSIICHA AaKTyalbHOW Teme IU(PPOBH3ALUH
JIOTUCTUYECKUX IPOIIECCOB B COBPEMEHHOM Om3Hece. B KOHTEKCTE CTpPeMHUTEIBHO
MEHSIOIICHCS TUPPOBOM Cpeibl ¥ WHHOBAIMOHHBIX TEXHOJIOI'MU, aBTOP HMCCICIYeT
BJIMSIHUE BHEAPEHUS [U(PPOBBIX perieHni Ha 3Q()EeKTUBHOCTD, MPOU3BOAUTEIIBHOCTh U
KOHKYPEHTOCIIOCOOHOCTH JIOTUCTHUECKUX omnepanuid. L[enpio ucciemoBanus sSBIsieTCs
aHaJIM3 MPOOJIEMATUKKH U CTPATETHU 1O MU(POBU3ALUHN JIOTHCTUYCCKUX MPOIECCOB B
coBpeMeHHOM Om3Hece. McciemoBanue UGPOBU3ALNU JIOTHCTHYCCKUX ITPOIECCOB
MPEJICTABIIICT 3HAYUTENBHYIO IIEHHOCTh, KakK JijIsi OW3Heca, Tak W i OOILIeCTBA B
nenoM. K oCHOBHBIM (hakTOpaM IEHHOCTH OTHOCSITCSI TIOBBIIICHUE 3(PPEKTUBHOCTH
U TPOU3BOIUTEILHOCTA OM3HEC-TPOLIECCOB, ONTHMMU3AIUS TPYAOBBIX PECYPCOB,
YAyYIIEHUE YPOBHS OOCIY)KMBaHWS KJIMEHTOB M YIyYIIEHHE IPO3PAyHOCTH U
0€30IIaCHOCTH BCEX ATAlOB TPAHCIOPTUPOBKH. JaHHAsi CTaThs MOKA3bIBACT, KAKYIO
KJIIOUYEBYIO POJIb HrpaeT Hu(poBHU3alysi JIOTUCTHYCCKUX IPOLECCOB B Pa3BUTHUH
KOHKYPEHTHBIX TPEUMYIIECTB ISl KOMITAHWHA. B 3akimioueHnu aBTOp MOTYCPKUBACT
BRXHOCTh TapMOHHYHOIO COYETAHUS TEXHOJOIHH, KaJapOBOro oOeCHeUeHUsI
U CTPATErMYeCKOro IUIAHUPOBAHMs JJIS  YCICIIHOM peanu3anuu  1udpoBoi
TpaHcopmanuu B cdepe JIOTUCTHKU. Takke aBTOp NPHU3BIBAET K JajbHEUIIEMY
HCCJIC/IOBAHUIO BIIMSAHUS HU(POBHU3AIMYA HA JIOTUCTHUKY W TMOTYEPKUBACT BaKHOCTh
CO3MaHMsI THOKUX, HHHOBAIIMOHHBIX MOJIENIEH My1sl OyayIero pa3BUTHS 3TOH 00JIacTH.

KiroueBbie ciaoBa: 1upoBU3alvs, JIOTUCTHYECKHE IPOLECChl, ONTUMHU3ALINS,
pecypchbl, 0€301aCHOCTh, KOHKYPEHTHBIEC TPEHMYIIECTBA, TEXHOIOT U

Jass  uurupoanusi: O.C. ApacnanoBa. Crparerus 1no 1udpoBU3aALUN
JIOTHCTUYECKUX  TporeccoB//MeXayHapoAHbIH  KypHal ~ HH(OPMAIMOHHBIX U
KOMMYHHKaIMOHHBIX TexHojoruit. 2023. T. 04. Ne 3. Ctp. 24-38 (Ha pycc.). https://doi.
org/10.54309/1JICT.2023.15.3.002

BBenenue

C paSBI/ITI/IeM I/IHq)OpMaI_[I/IOHHLIX TGXHOJ’IOI’I/Iﬁ U TIOABJICHUEM HOBBIX I/IHCTPYMGHTOB
KOMITaHHUH BCC 4Yallle 06pamamT BHUMAHHUEC HaA ]_II/I(prBI)Ie pemeHI/m JJIsT OIITUMU3AIIUN
CBOMX JIOTUCTMYECKHUX omnepauuid. B cratee paccMarpuBaeTcsi akTyaJbHOCTb
UU(PPOBHU3ALMU  JIOTHCTUKH, MPHBOIATCS IPHUMEPhl COBPEMEHHBIX TEXHOJIOTHUH,
I/ICHOJ'IL?;yeMHX B JIOTUCTUYCCKOM ynpaBJIeHI/II/I, a TaKXe aHaJ]I/I3I/Ipy10TCH HpeI/IMYIIIeCTBa
W BBI30BBI, CBS3aHHBIC C TNPHUMEHEHHWEM IU(PPOBBIX pEIIeHUH B 3TOH 00JaCTH.
OTOT CcIBUT K HU(POBON IKOHOMHKE MPUBOJUT K TOMY, YTO KOMIIAHMH HE IPOCTO
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YIy4LIaloT CBOIO TEXHOJIOTHYECKYI0 HH(PACTPYKTypy, HO U HEPEOCMBICINBAIOT BECh
noructuueckuil noaxox. OT TpagUUMOHHOW OyMasKHOM JOKyMEHTAalMH K OOJIauHBIM
pelIeHusIM, OT PYYHOTO YIPABICHHUS 10 aBTOHOMHBIX CHCTEM — IU(PPOBU3AINS
JIOTUCTHKH HECET C COOOW TPOMaHBIN TOTEHIINAI ISl ONTUMH3AINH d(Hh(HEKTHBHOCTH,
CHIDKEHUS 3aTpaT U CO3JJaHNsI KOHKYPEHTHBIX IpenMytiecTB. B 1anHoi cTarhe rry6oko
uccnenyercss peHoMeH MU(POBU3AIMH JIOTUCTUIECKUX MPOILECCOB. AHAINZUPYIOTCS
KITIOUEBBIE TEXHOJIOTHH, OKa3bIBAIOIIME HaWOOJbIIee BO3JACHCTBUE HA JIOTMCTHKY, H
OLICHUBACTCSI, KAK OHM MEHSIOT 3Ty OTpacib. Takxke oOpaiiaercs BHUMaHUE HAa BbI30BBI
W TIpEerpajibl, KOTOPble MOTYT BO3HUKHYTh NPH BHEAPEHUH IUPPOBBIX TEXHOJIOTUH
B Joructuueckue omepanud. C MOMOMIBIO aHallM3a pealbHBIX KEWCOB YyCIEUTHON
nudpoBoil TpanchopManuu B JIOTUCTUKE JIEMOHCTPUPYIOTCS TIOTIBITKH BBISBICHHS
JMYYIIUX MPAKTUK M KIIOUEBBIX (aKTOpoB ycrexa. HakoHern, mogHMMaeTcs BOIPOC
o OynmymieM JIOTUCTUYECKOW OTpaciy B 310Xy IH(POBBIX MEpeMEeH W pazOupaercs
cTparerus 1o Hu(poOBU3aALUH JOTUCTHYECKUX POLIECCOB.

CoracHO aHaJIM3y UCCIEeI0OBaHUN TaKUX aBTOPOB, Kak [ A. UmyT, A.A. Topuinss,
A.N. lllynpMuHA, MOXKHO CJIENaTh BHIBOJBI 00 YAEIEHUH 0CO00TO0 BHUMAHHUS CTPATETUN
aBToMaru3anuu. Kpome TOro, MOXXHO TpOCIEAWTH BBIFCIEHHE TaKUX BOIIPOCOB,
Kak OU(pOBH3aNUs KKIOJAHEBHBIX ONEpanuil B KOMIAHUSIX, BHEApPEHHE OOJIAuHBIX
mwiaThopM Ui COBMECTHOH pPabOThl M OOMEeHa [aHHBIX MEXKAY YYaCTHUKAMH
JIOTHCTUYECKOH LIeTH, BeJeHE ON3HEC-aHATUTHKH, T03BOJISIIOLLCH BBISIBUTH TCHICHLINH,
ONTUMHU3HPOBATh MapIIPYThI, IPOTHO3UPOBATH CIIPOC W YIYYIIUTH IJIAHUPOBAaHUE.
HccnenoBanne mpenocTaBisieT 0030p peaabHBIX KEHCOB YCHEIIHON MH(POBU3AIIMHI
JIOTHCTUYECKUX TIPOLECCOB M OICHKY DKOHOMHYECKOW 3()(EKTHBHOCTH TaKHX
nHHOBaMi. CTaThs MOABOIUT UTOTH M JETAaeT BBIBOABI O TOM, YTO HU(POBU3AIHS
JIOTHCTUYECKUX MPOLECCOB SBIISICTCS BAYKHBIM ILIArOM AJIs1 HOBBIIIEHNUS 3 PEKTUBHOCTH
1 KOHKYPEHTOCHOCOOHOCTH KOMITAaHUH B COBPEMEHHOM PHIHOYHOM OKPY>KEHHH.

MarepuaJjibl U METOIbI

HudpoBnuzanmsa crama KITOYEBBIM (PAKTOPOM pa3BUTHS COBPEMEHHBIX OTpacieit
OuW3Heca, W TPAaHCIOPTHAsl JIOTUCTHKAa HE sBlsiercs wHckiarodeHueM. Lludposeie
TEXHOJIOTUH TPENOCTABIAIOT YHUKaJbHBbIE BO3MOXKHOCTH JUJISI  MOJEpHM3ALNU
ycrapeBIMX W Hed()(dekTHUBHBIX (OpM BeleHHsl TPAHCIOPTHOro Jena. B maHHOM
CTaThb€ PACCMOTPHM CTPATETHIO O LU(PPOBH3ALUU JIOTUCTHYECKHX MPOLECCOB,
KOTOpasi CIOCOOCTBYET pa3BUTHIO KadeCTBEHHBIX IIOKaszaTellell pe3yJabTaToB u
MTOBBIIIICHUIO YPOBHS KOHKYPEHTHOM CIIOCOOHOCTH JIOTUCTHYECKOW OTPACIH B IIEJIOM
Ha MEXIIyHapoIHOM pbiHKe. CTparerus no 1udpoBu3anum, NpeUIoKeHHas B JAHHOM
CTaTbe, COCTOUT U3 KJIIOYEBBIX 3TAIOB, & UMEHHO:

* Onpenenenne n3Ha4aaIbHON LENH U 3a1a4 Uil HU(pPOBU3aALUH

*  AHanu3 TEeKyLIEro COCTOSHHS JOTHCTHYECKUX IPOLIECCOB

* Ilombop HEOOXOMMMBIX TU(POBBIX TEXHOIOTHI

* Bmrenpenue, TecTupoBaHme U HACTPOMKa MU(POBBIX HHCTPYMEHTOB

* IlpoBeneHue oOydeHUs TIEpcoHATA

*  VYuer caepKuBaromux GaKkTopos
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Onpedenenue usHauanbHOU yenu u 3a0ay 0Jis yughposuzayuu

be3 BHeopeHHs COBPEMEHHBIX TEXHOJOI'MH HEBO3MOXHA OpraHu3alus M
s eKTUBHOE pa3BUTHE PBIHKA, TaK Kak cdepa TpaHCHOPTHOW JOTUCTHKH TpeOyeT
HE3aMeUINTEeNIbHOI0 PEearupoBaHus Ha CTPEMUTENIFHO MEHSIOMIYIOCS CHTYaldio B
MHUpE, UYTO TpeOyeT CBOEBPEMEHHOTo oOMeHa WHQOpMalMed MeXay KINEeHTaMHU,
3aKa3yrKaMu 1 nepeBo3urkamu ([opumnss u ap., 2021: 34-40). OgHaxo, npexae yem
MIPUCTYIIUTE K IUGPOBOH TpaHChOpMauy, HEOOXOMUMO BBIICITUTEL TN M 3a1adH,
KOTOpBIE HEOOXOAMMO BBITIOJIHUTE. BBIpaskaThcsi OHM MOTYT B COKpAILICHUH BPEMEHHBIX
3aTpaT Ha BBIIOJHEHWE TE€X WM HMHBIX IPOLECCOB, PACIIMPEHHS BO3MOXKHOCTEH
KOHTpOJISi W/WIM TPOTHO3MPOBAHMS, CO3MaHUM OTYCTHOCTH M TOJOOHBIX 3ajad.
Yerkas 1enb MOAEPHU3ALUHM pabOThl B KOMIIAHMM IOAPa3yMEBaeT CO3JaHHE IUIaHa
JEeUCTBUM, COIEpXKALEro KOHKPETHBIE YNOPSAOUCHHbIE 3Tallbl, HAIpaBJICHHbIC Ha
JOCTIDKEHHE pe3ynibraTa. Takke HeoOXOAMMO MPEeICTaBUTh NMEepeueHb MoKa3arelseH,
10 KOTOPhIM OyIeT OLIEHMBATbCA MPOIpecc Ha KaxaoM drane. [1onoOHbIM nepeyeHb
MOYXHO TPEJICTABUTH B BHJE OTYETHOCTH, B Psijie TIOKa3arenell KOTOpOH PyKOBOACTBO
MOXET MPOBOJAWTH HAOJIOJCHUE B PEajbHOM BPEMEHM WJIM 33 OTYETHBIM mepuoxn. B
MEPCIEeKTHBE MOA00HAs OTYETHOCTh MOXKET MOJIEPHU3UPOBATHCS B OOJiee CIIOKHBIC
mexanu3mbl, Takue kak KPI (key performance indicators) — kiroueBoil moka3zarenb
pe3ynprara IesTeIbHOCTH, MCIIOIb30BaHIE KOTOPOro Oy[eT KpaiHe IOJIE3HO Ha BCEX
sTanax padoThl KPYMHOW OpraHU3alny.

Ananuz mexywe2o cocmosHus 102UCMUYECKUX NPOYeccos

[Tocne onpenenenus nesnei u 3a1ad v xKeIaeMbIX pe3yJIbTaToB, HEOOXOAUMO ITPOBECTH
TIIATEJIbHYIO OLIEHKY TEKYILETro COCTOSHHSA JIOTUCTUIECKUX NpolieccoB. B cpaBHennu ¢
JKEJIaeMbIM PEe3yJIbTaTOM U AEHCTBUTEIIbHBIM COCTOSIHHEM padodero rnpouecca pasHuia
OyzneTr BUgHA 0COOEHHO OCTpO. MITOroM cpaBHEHHSI MOXKET OKa3aTbCcs HEOOXOAMMOCTD
TTOJTHOH TIepepabOoTKH MOIX0/1a K OPTaHU3aIliH padOTHl KOMIIaHWH, JTH0O, UTO Ha CAMOM
Jielie BCTPEYaeTCsl JIOBOJILHO PEJKO, JIeTKash KOPPEKTUPOBKA OTIENLHBIX MPOIECCOB.
OT0 BKIIOYAeT B ce0sl aHalIM3 BCEX ITAIlOB TPAHCHOPTUPOBKH, JOKYMEHTOOOOPOTa,
CKJIAJICKMX OTlepanuii, W yIpaBlIeHHs 3armacaMi W YIPaBICHUS IIEPCOHAIIOM, T.C.
JeTajJbHOTO H3y4YeHMs LenH mporeccoB. OmnpeneneHne CHIbHBIX U CJIA0bIX CTOPOH
TTO3BOJIUT TOYHEE OMPEICTUTh, Kakue U pOBEIC pereHus Oymy T Hanoosee 3 PeKTHBHBI
IUI. ONTUMH3AIMN JIOTHCTHUECKUX TPOILECCOB U YCHJICHHUSI CIa0bIX 3BCHBEB ILICIIH.
[TockonbKy B HaHHBI MOMEHT HMPAKTHUECKH BO BCEX KOMIAHUAX MPUCYTCTBYIOT yXKe
MIPUBBIYHBIC AJIEMEHTApHBIC MPOrPaMMHBIC MPOMYKTHI B BHJE MAaKeTa MPHIOKECHHUH
Microsoft Office, ux y»e MOXXHO CUNTaTh NEPBBIMU COBEPILICHHBIMH IIaraMy Ha IIyTH
K IU(POBU3ALMHU, TAK KaK OHM BBIIOJIHSIOT OIPOMHBIN IUIACT PabOThl IO CO3JaHMIO
U XpaHEHHUIO JOKYMEHTOB B TEKCTOBOM (opmare, B BUAE TaOJHII, Mpe3eHTanui, 6a3
JAHHBIX U TIOYTOBBIX CEPBUCOB. AHAJIM3 UMEIOIIUXCS IPOTPAMMHBIX CPEACTB IIOMOKET
yCTaHOBUTH HEOOXOIMMOCTh B JIOTIOJTHUTENILHBIX MTPOIYKTAX JUIsl CO3aHUSI HOBBIX HJIH
00pabOTKH UMEIOIIUXCSI TUIIOB TOKYMEHTOB U UX COBMECTHUMOCTH.

110060p HeobxoOUMbIX YUGPOEHIX MeEXHOI02UTL

Bribop mnpaBunbHON 1HdpoBol 1UIaTGOpPMBI SABISETCS KIIOUEBBIM JTalloM B
UU(pPOBHU3ALNH JOTHCTUUECKUX TpouieccoB. [IpaBUiIbHBIM IaroM Ha 3TOM dTare OyaeT
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aHalM3 pPbIHKa WH(QOPMAIMOHHBIX TEXHOJIOTHH M moabop Hambosee MOIXOISIIETO
MPOAYKTa JUIA CBOMX IIeNieil. DTO MOXKET OBITh YHHBEpPCAIBbHOE MPOTPaMMHOE
oOecrieueHue sl yIpaBlICHHs JIOTUCTUKON MM KOMOWHALUS CIICIMaIM3uPOBAHHBIX
pENIeHUH 171 pa3TUIHBIX 00JIACTEH TOTUCTHKH. Ba)kHO Takke 00eCIIeunTh MHTETPAIIHIo
JAHHBIX MEXIY Pa3TUYHBIMH CUCTEMaMU M yYaCTHUKAMHU JIOTUCTHYECKOW IeTH st
OoJiee MOTHOTO M TOYHOTO NPEACTAaBICHHS BCEX MPOLIECCOB. 3a4acTyl0 BBIOpaHHBIC
pereHus 1opadbaThIBAIOTCS TI0]] CIICITU(UIHBIC 0COOCHHOCTH 3aKa3unKa.

Hnst mpuMepa TOAZOOHONW TEXHOJIOTHH MOXHO TPHBECTH TEPCIEKTHBHBIA Ha
ceromusmianii nenp npoaykt EDI (Electronic Data Interchange) (Llynsmuna, 2020).
[IpenmyiecTBaMu JTaHHOW CHCTEMBI SIBIETCS MCKIIOYEHHE OyMa)kKHBIX HOCHTENeH
U 4enoBeyecKoro (akTopa, MOJHas aBTOMAaTH3alusi, 3allycKaiolias HeoOXOIMMBbIe
MIPOIIECCHI OJHOM KHOITKOH, OTIepHUpys JaHHBIMHU, KOTOophie y Hee ecTh (https://kontur.ru/
edi). [TonroroBka c4eToB U CBOEBPEMEHHOE OTIPABICHUE TAKUX IOKYMEHTOB 3aKa3UlKy
WIM TapTHEpaM WCKII0YaeT BO3MOXKHOCTb OIIMOKA W 3allep)KKH, E€CTECTBEHHO,
IIpH TPAaBUIBHOCTH HMMEIOUIUXCS MCXOIAIINX AAHHBIX. U1 3TOM 1enu JOKYMEHTHI
MIPUBOASATCS K eMHOMY (hopMary U TpeOOBaHUSM K UX 3aIOJHEHUIO IS KOPPEKTHOTO
pacrno3HaBaHus Ux cuctemoil. B cBoem nHcrpymenrapun EDI npemnaraer BapuaHThl
JOCTYIHBIX (OPMATOB, a TaKKE BO3MOKHOCTb HWHIUBHYyalbHOM HACTPOMKH JUIS
WHTEPIPETANA BXOAAMICH W wucxomsamield wHpopManun B TpedyemoM (dopmare.
[Iponcxoaut 310 clieayoUM 00pa3oM:

* crucrema 3aKa3z4yrka (POpMHUPYET JOKYMEHT U3 UMEIOIINXCS JTaHHBIX

* JTaHHBIC U3 JIOKYMEHTA MpeoOpa3oBbIBatoTcs B hopmar, moHsTHbIH EDI

* roroBbiil EDI-noxymenT Hanpasnsercs k EDI ucnonuurens

EDI ucnomauTens pacimgpoBbIBaeT JaHHBIC B TOHATHBIN 71 HCTIOTHUTEIS (opmar

[ToaroroBka BHyTpEeHHEW JOKYMEHTAIIUH K TOA0OHOMY TPeoOpa3oBaHMIO TPOIIECCOB
3aiiMeT UIMTENbHOE BpeMsA W OyJeT MMETh CMBICI TOJBKO MPU YETKO OTJIAKEHHBIX
HEaBTOMATHU3WPOBAHHBIX MPOIECCaX, TaK Kak CHCTeMa OepeT B pacyeT TOJIBKO
MMEIOIINeCs JIaHHbIe, TMOoJIarasch Ha WX JOCTOBEPHOCTh, U HE MOXET Ipenyrajarh,
W3MEHHTH, OTJIOKUTH HIIH 3a0bITh, KAKOW IIar CIeyeT clenarhb aanpiine. [loatoMmy npu
OTCYTCTBUU KOHKPETHOM JIOTHKH JISHCTBUIA cucTeMa OyneT Oecrnose3Hoii. M, HanpoTus,
TMIPH TIIATETHHO BRIBEPEHHBIX aJITOPUTMAaX ICHCTBHUI Oy/IeT 3aMeTHOE YCKOPEHHE ITOTOKa
JOKYMEHTOB C MUHUMH3AIMEH OMIMOOK M COONIIONEHHEM CPOKOB BBITTOTHEHUS 3a/1a4.

Hpyroii peanpHBI TpUMeEp T aBTOMATH3AIUN W ONTUMHU3AIUN JIOTUCTHYECKUAX
MPOIIECCOB — 3TO BBEICHUE SIMHOIN 0a3bl yueTa KOHTEHHEpOB HE B paMKax OJHOM
komnaHuu, a B Pecriyonuke Kasaxcran B nenom. B Hacrosimee Bpems: B Kaszaxcrane
BCE HaIlle cTajla MCIIOJIb30BaThCs yYHUBepcanpHas cucreMa yaera USU (https://www.
usu.kz/index.php). JlanHas mporpamMma MOKeT OBITH MHTEIPHUpPOBaHA B TOPTOBIIE,
MTPOM3BOJICTBE, MPUPOAHBIX OTPACIAX, CKIaAax U Jake MeaunuHe. OTPOMHBINA CIIEKTP
chep TpUMCHEHHs IMO3BOJISCT BHEAPEHHE M HCIONB30BaHHUE JIAaHHOH CHUCTEMBI B
TPaAHCIIOPTHOMW JIOTUCTHUKE B TOM dHuciie (CM. pucyHOK 1). JlaHHas cucTema rmpeJicTaBiser
BO3MOXKHOCTH JUISI KOHTPOJIS KaXKAOTO JTara MepeBo3KH. B cuctemy BHOCSTCS Bce
3aKa3bl - U MOATBEPKACHHBIC KIIMEHTOM, U MPOCTO oOpaboTtanusie. Ha kaxmom sTame
CHEIMAIUCT J0JDKEH IPUCBauBaTh 3aKka3y craryc. Hanpumep, npu mnosyuyeHUr HOBOTO

International License

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
—

29



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

3amnpoca OT MOTCHIMAIBHOTO KIUEHTA, CIICIMAIMCT BHOCUT B MPOTPaMMy BCE TaHHBIC
IO 3aKa3y, a UMEHHO: KJIUEHT, MapUIpyT, HAUMCHOBAHUE IPy3a, areHTHI, CTABKa arcHTa,
CTaBKa KJIMEHTY, NpuObUIb. W mOCIe TOro, Kak BCE JaHHBIC BHECCHBI, MTPHCBAaWBACT
CTaTyC «OXKUAAHUE MOATBEPKACHUSY. DTO 03HAYAECT, YTO CTABKA IPOCUYUTAHA U OKUTACT
0JI00peHUs KIIMEHTOM. B citydae moTBepKICHUS 3aKa3a CIICIUAIUCT MECHSET CTaTyC Ha
«OXKHJaeM 3a00p rpy3a» ¥ HAYMHAET MPOIIECC MEPEBO3KH I'Py3a U3 MYHKTa «A» B ITyHKT
«b». B crmydae HEmOATBEp)KICHUSA CTABKU KJIMEHTOM, 3aKa3y MPUCBAMBACTCS CTATYC
«3aKpbIT». boree Toro, B Kay10M 3aKa3e 00s3aTeIbHO BIMCHIBACTCS UMl CIICIIUAIIHCTA,
00pabaThIBAIONIETO JIAaHHBIN 3aKa3. B KOHIIE KaXKJ0ro MecsIa, BRICTABUB (PIIIBTP «II0
CIICIUATMCTY» MOKHO ITPOBECTH AHATIU3 U CTATUCTUKY MOATBEPIKIACHHBIX 1 OTMCHEHHBIX
3aKa30B, YTO MMO3BOJISICT OLEHUTH A(H(HEKTUBHOCTH TOTO WJIK HHOTO COTPY/IHHKA.
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Pucynox 1 - Tlpumep untepdeiica yansepcaabHoi cucteMst yuera USU.

TpeTsuM XUBBIM TpuMepoM HaMm TmocaykuT EQS (equipment system) —
eMHas CUCTeMa OTCIIC)KMBAHHS MECTOHAXOXKJCHUSI KOHTEHHEpa € TPYy30M, KOTOpas
ucrionb3yercs B TOO «Rhenus Intermodal Systemsy». [lanHas cuctema mpemocTaBiseT
BO3MOXKHOCTh TIPOTHO3UPOBAHUS JIAThl IPUOBITHS KOHTEHHEPOB B MyHKT Ha3HAYCHUSI.
CucreMa TMO3BOJISIET YBEJOMIIATh KIIMEHTA O MEePEeMEIICHHUSIX WU 3a/IepiKKax rpysa B
peanbHOM BpeMeHH. Takke B Hell 0ToOpa)aeTcsl 1ata 1 MECTO OTIIPABKH Ipy3a, HOMEp
KOHTeWHepa, 1aTa, MecTO MPHUOBITUS Tpy3a U TEPMUHAI CIIAYH TOPOKHETO KOHTEHHepa
(cMm. pucyHOK 2). Bce 3T maHHBIE 00ECIIEUMBAIOT KOHTPOJb KaKIOH TMEPEBO3KH H
MTOMOTAFOT BBISIBUTH MPOOJIEMbI HA X PAHHEH CTaJIUH.
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Homep KoHmeliHepa TTNU5697843
Tun KoHmeliHepa 40’HC
Omnpagka Kutait (Ypymum)
Jama omnpasku 19/05/2023 :
IMpubeimue KasaxcTaH (Anmartbl) ez
Jama npubsimus 19/06/2023
TepmuHan ATtacy

Pucynok 2 - llpumep cuctemsl EQS

K npumepy, nonesnoctu noqoOHOT0 NPOrpaMMHOTO 00ECIICYEHUSI MOKHO OTHECTH
Han0oJIee YacTo BCTPEUAIOIIyIocs IpoliieMy B MOBCEAHEBHON paboTe: 1Mo MpuOBITHIO
U BBI'PY3KE Ipy3a, MOPOKHUI KOHTEHHEpP MAOJDKEH CIaBaTbCs Ha ONpelesICHHbIN
TepMuHai B 3aBucumoct ot ero tumna (20°’DC nnm 40°HC). B ciyuae ommbouHoM
C/1auu KOHTelHepa Ha HeBEPHbII TePMUHAI, MOXKHO B KpaT4alllne CPOKU OCYIIECTBUTD
€ro MepeIucCiIOKAUI0 Ha MPAaBUIbHBIA TEPMUHAI, U30€KaB PacxoJoB IO XPaHEHMIO
JAHHOTO KOHTEHHEpa Ha TePMHUHAJIE.

[Ipeapaynme npuMepsl NPOrpaMMHOTO 00ECIICUEHHsI OCHOBAHbI Ha PEeajbHOM UX
MIPUMEHEHUH, HCXOsI U3 JIOKAIBHBIX OTPEOHOCTE! OTIeIbHOM opranu3aunu. Teneps xe
CTOMT 00paTuTh BHUMaHHUE Ha 3aady, pelieHHE sl KOTOPOH TOJIBKO MPEICTOUT HANTH.
B nepuon 2013-2020 rr. B IOTUCTUKE UCTIONB30BANICA TAKOM JOKYMEHT, KaK TAMOKCHHASI
Jexsapanys Ha TpaHcnoptHoe cpenctso (naee T TC), koTopas cBuneTeabcTBoBaIa 00
YCTaHOBKE CpPOKa BPEMEHHOTO BBO3a Ha KOHTEHHEPHI, NPUOBIBAIOIINE HA TEPPUTOPHIO
Tamoxennoro Coro3a (cM. pucyHok 3). Ha kaxplii KOHTEHHEP yCTaHABINUBAJICS CPOK
B TPU Mecsila, U B TEYCHHWE AAHHOTO BPEMEHHM KOHTEHHEDP IOJKEH ObUI MOKHHYTbH
tepputopuio TamoxenHoro Coro3a. B ciaydae BbIXojja KOHTEHHEpa ¢ TEppPUTOPUHU
Kazaxcrana, ynolnHOMOYEHHBIE TaMOXXCHHBIC OpraHbl JOJKHBI ObLIM (DUKCHPOBATH
3TOT (DaKT ¥ BHOCHUTH JaHHYIO JaTy B CUCTEMY, HO 3TO IPOCTOE ACHCTBHE MO KAKUM-TO
MIPUYMHAM HE OCYILECTBISUIOCH Ha PErYIsIpHON OcHOBE. JlajeKo He KX Ibli KOHTeHHED
OTMeYaJiCcsi B CUCTEME, U, TIPH IPOBEPKE, COTPYIHUK TAMOKEHHOTO OpraHa Ha 3aKOHHOM
OCHOBAaHMHM OCTaBJsUI 3a cOOOH NpaBO NPOBEPHUTH JOKYMEHTHI IO KOHTEHHEpaMm B
teueHue 5 jet. [logoOHbIe 3anpoChl MOTIIM COlEPKaTh CIIMUCKU U3 COTHU KOHTEHHEPOB.
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Kommanusim, y KOTOPBIX NMPOHUCXOAWIN H3MEHEHHUS B PYKOBOJCTBE, KOJUIEKTHBE, HE
ObUIO eIMHOM CHUCTEMBI y4eTa WM B CHIIy ApPYrHX (pakTopoB, HE BCEraa yaaBajoch
HAiTH JaHHBIE TIO BCeM KOHTeiiHepaM. CieqoBaTenbHO, 3TO BIEKIO 3a OO0 mTpadbl
1 yOBITKH AJIsl KOMIAHWHA. XOTs, €Clii pa3o0paThbes, elle OCTaeTcs BOMPOCOM, KTO
BHMHOBAT B JJAHHOW CHUTYyallMU: OpraH, CBOEBPEMEHHO HE BBHITIOJIHMBILIUI CBOM IMpsIMbIe
00513aHHOCTH, WJIM KOMIIaHUsI, HE UIMEIOLIast BO3MOYKHOCTH HOATBEPAUTH TOKYMEHTAIEHO
BBIBO3 KOHTeliHepa ¢ Tepputopun Pecryonuku Kazaxcran.
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PucyHOK 3. TamoxeHHast JCKJIapalus Ha TPAHCIIOPTHOE CPEACTBO

PemienneM faHHOM mnpoOJIEeMbl MOXKET TOCIYXKHTh BBEICHHE CIMHON 0a3bl
KOHTCHHEPOB W KEJIE3HOMOPOXKHBIX IUIaTPopM B pamkax PecnyOnmuku Kazaxcras.
MOKHO ¢ YBEPEHHOCTBIO YTBEPIKIaTh, UTO 3TO MIO3BOJIUT C/IC)IaTh Cepy TPAHCIIOPTHOMN
noructuku Kazaxcrana 6osee HaTaKeHHOM, TPO3pavHO 1 HEMOAKYTHOU. Ennnas 6a3a
KOHTEHHEPOB CTpPaHbl JOJDKHA OBITh JOCTYIHA JUIS BCEX TPAHCIIOPTHBIX KOMITAHUHU,
a HE TOJIbKO JIJIi TaMOXXCHHBIX OPraHOB. JTO MOXET OBbITh OT/ACJIbHAs CUCTEMA, B
KOTOPOM OyIyT pEeruCTPUPOBATHCS KOMITAHWHU, UMEsl CBOM JIOTHH M Tapoiib. B maHHOMN
cucteMe Oy/eT LEHTPAIU30BAHHO COJCPKATHCSA BCSI MH(POPMALMS O BBO3EC U BBIBO3C
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IPy30B, KOHTCHHEPOB U KEJIE3HOAOPOKHBIX IIATPOPM, YTO MO3BOJIUT TaMOKECHHBIM
OpraHam, B TOM 4YHCJI€, UMETb BO3MOKHOCTb IIPOBEPUTH MECTOHAXOXKICHUE KOHTEHHEpa
u coOcTBeHHMKA. MIMes eanHyI0 cHCTeMy ydeTa KOHTEHHEpOB M MPEAOCTaBHB K HEH
JOCTYI TPAHCIIOPTHBIM KOMIIAHMSIM, BCEX BBILICYTOMSHYTBIX HEIPHUSTHBIX CHTYaIHi
MOXKHO ObUTO OBl M30€XKaTb, KaK W JIMIIHEW pabOThl JJIsi TaAMOXXEHHBIX OPTraHOB U
TpPaHCHOPTHBIX KoMnanui. Kaxas koMnanus cOOCTBEHHOPYYHO BHOCHIIA ObI JaHHBIC,
MIpUKJIaAbIBas, HaIpUMep, NOPOXHYI0 Hakmamayro. OmHako ¢ 2020 roma Takoit
nokyment kak TJITC Obut ormeneH. beuto pemieno, uro Temneps Kaszaxcran Oymer
CJIeZIOBaTh MpaBuiIaM, coriacHo CTaMOylTbCKOM KOHBEHIINU O BpeMEHHOM BBO3e oT 1990
rojia, KOTopas COCTOMT U3 CBOJa CTaTel, perIaMEeHTUPYIOIINX MpaBuiia BBO3 TOBApOB
Ha Teppuropuio rocynapcrsa (Konsenuus o BpemennoM BBo3e, 1990). Kazanoch 0Obl,
Tenepb HEeT HEOOXOAWMOCTH B €IMHOW CHCTEME OTCIICKUBAHHS, HO Ha MPAKTHUKE ITO
OKa3aJoch Aajieko He Tak. He CTOMT KJaaTh Cepbe3HBbIX pe3yiabTaToB OT BHEAPEHUS
EBpPOINEHCKUX CTaHAApTOB 0€3 COOTBETCTBYIOLIETO IOBBIMICHUS YPOBHS KYJBTYPBI
U mpodeccroHaan3Ma COTPYAHHKOB OTpaciu. OTCyTCTBHE €IUHON CHCTEMBI yuyeTa
KOHTEHHEPOB JIMILAET HAlly CTpaHy BO3MOXXHOCTH aHAlU3a, OLIEHKU PhIHKA UMIIOpTa
n akcriopta. B EBporie u CIIIA cymiecTByIOT CHCTEMBI, TJie 10 mpeduKcy KOHTeliHepa
MOKHO y3HaTh M3TOTOBHUTENS M BCE XapaKTEPUCTUKM KOHTeWHepa. CienoBarenbHoO, B
CHJIy HaJIMUUsI HEOOXOIMMBIX PECYPCOB U CIIELIMATINCTOB, IPECTABISIETCS] BO3MOKHBIM
BHEJIPUTH MOAOOHYIO cHCTeMy My Hac. Mcxoast u3 COOCTBEHHOTO OTBITA, B JIAHHBIH
MOMEHT TOJOOHBIMM CHCTEMaMHU MOJNb3YIOTCS COUHUIBI KPYIHBIX KOMIaHui. B
HAIIMX COOCTBEHHBIX CHJIAX CIeNaTh Tak, YTOOBI elUHAas CHCTEMa CTalla IOCTOSHUEM
LIEJIOM CTpaHbl. DTO NMPUBEAET HE TOJIBKO K KAUECTBEHHOMY Pa3BUTHIO HallHOHAJIBHBIX
Y YacTHBIX KOMIIAHWHA, HO W TIO3UTHBHO CKa)XETCS Ha TOCYIapCTBEHHOM CEKTOpE.
Kazaxcran — cTpana-uMnoprep, Tak Kak MOAABIAIOIIEe KOJIUYECTBO TOBAPOB BBO3UTCS
n3-3a pyoexa. CoOOTBETCTBEHHO, MAKCUMAJIbHO ONITUMHM3UPOBAB U YIIPOCTHUB MIPOLIECCHI
BBO3a TOBapoB, KazaxcTaH cMOXXeT pa3BUBaTh TPAHCIOPTHYIO OTPACib, OTKPHIBas
HOBBIE TOPTrOBBIE BO3MOXKHOCTH.

Bueopenue, mecmupoganue u Hacmpouxa yughposwix UHCMPYMeHnmos

B pesynsrare paboThl MO BBIOOPY NPOrPaMMHOIO OOECIEUEHHUsS] Y KOMIIaHUH
HMEIOTCS ONIPEAEIICHHBIE LIETIH U 3a/1a4H, HEOOXOAMMBIE AJIS 1OCTHXKEHHSI HEOOXOUMOTO
pesynbrata. BHenmpeHnue mporpaMMHOrO 00€CleUeHHs NPEACTaBISeTCS JOBOJIBHO
KpOIIOTJIMBBIM TIporieccoM. Hampumep, B rocygapcTBeHHbIX opraHax PecmyOmmku
Kazaxcran BHenpeHue HWH(QOPMAIIMOHHBIX CHUCTEM -— MHOTOJTAIHBIA Tpolecc,
MPOXOISIIMK MO BCEM YPOBHSIM PadOYero mpoiecca, 3aKIi04alonMnics B JeTaJbHOM
cbope mHpOpMAINH, U €€ OTPAKEHUH BO MHOXECTBE TEXHHYECKHX CHenH(UKaIni.
Ha ocHoBe coOpaHHBIX U 0JOOPEHHBIX CrieHU(HUKALNA TOITATHO BBOASTCS TECTOBBIC
JaHHBIE, KOTOPbIE OOKATHIBAIOTCS KaXKAbIM OTAEIOM BenoMcTBa. Kak mpasuio, 3TOT
9Tarl MPOBOAUTCS Ha TECTOBOM CEpBEpe, HE 3aTparuBasi peayibHble padoune JaHHbIC.
Ha »Tux sramax Hen30eHbI 3aMe4YaHUsl U MONPABKU, KOTOPbIE JOKYMEHTHPYIOTCS H
ABJISIIOTCS. OCHOBAHMEM JUIsI BHECEHHS HM3MEHEHHMH B MPOrpaMMHOE OOecrieyeHHe.
BHeapsieMble MOIYTM TECTHPYIOTCS BO BCEX PEXHMMax Harpy3ku BO H30ekaHHE
0TKa30B. TONBKO TOCIE BCEBO3MOYKHOTO TECTUPOBAHUS MPUHHUMAETCS pPEIICHHE O
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MepeHoce TEeCTOBOW YacTH B TaK Ha3blBaeMyI0 «0OeBylo». B mpomecce mone3Horo
CHCTEMAaTHYECKOTO HCIONb30BaHUsI WMH(POPMAIIMOHHBIX TEXHOJOTUH W TOJy4YEeHHUs
YAYYLICHHBIX TOKa3aTeJield, BBIMOJHEHMs 3aJad W JOCTH)KCHUS LeNed, KOMIaHHS
YBEIMUUBAET TMPOU3BOAUTENBHOCTh, MOCIEI0BATEIbHOCTh CBOMX 3a/ad, a TaKkKe
MUHHMHU3UPYET PUCKH OLIMOOK M BHEIITATHBIX cuTyauuil. OnHako nudpoBu3anus —
9TO HEMPEPBIBHBIN MPOLECC, HALICIIEHHBIH HE TOJBKO HA MOCTOSHHYIO MOJACPHHU3ALHIO
TEKylIero MHGOPMAIMOHHOTO apceHana, HO M Ha MaciuTabupoBaHue HH(pOBU3ALIH
Ha coceqHHE O0JacTH OTPAciH, B HAllleM Cliydyae, B JIOTUCTHKE. PaccMOTpuM Takoi
npuMep 3PPEeKTUBHOrO MacIITaOUPOBaHUsI UMEIOUIUXCS HHPOPMAIIMOHHBIX PECYPCOB,
Kak OM3HEC-aHaJIMTHKA U IPUHATHE PEILICHUH Ha OCHOBE JaHHBIX

Hudposas Tpanchopmanusi IperoCTaBIsieT BO3MOKHOCTH AJsl Ooniee mTyOOKOro
aHajM3a JAHHBIX M NPHUHATHS OOOCHOBaHHBIX pemieHuid. C MOMOIIBIO aHATUTUKU
MOXXHO BBISIBUTH TEHJICHIIMH, IPOTHO3HPOBATH CIPOC, ONTUMHU3HPOBATh MapIIPyThl U
YAYYLIUTh IAHAPOBaHKUE. JTO CIOCOOCTBYeT Oonee 3(h(EeKTUBHOM U MpencKa3yeMoi
pabore Bcell JIOTUCTHYECKOW cHCTeMbl. Tak, Hampumep, Mbl MOXEM J0padoTaTh
HUMEIOIYIOCS CUCTEMY CTaTUYHBIX JaHHBIX, T00aBUB B HE€ HHCTPYMEHTHI 10 00padoTKe
U TIPEAOCTABICHUN €€ Pe3ylbTaToB B HEOYEBHIHOM BHIE. B kauecTBe mpumepa Ham
MOCIYXKUT WHCTPYMEHTApHUH, COAEPKAIIMI aKTyaJbHYI0 MH(OPMALHUIO O CHTYalllH
Ha eJIe3HbIX U aBTOMOOMIIBHBIX JI0pOrax, a UMEHHO JaHHBIE [0 PEMOHTY, 3aKPBITHIO
JIOPOT, CKOIUICHHIO TPAHCIIOPTa, M3MEHEHUSIM MPaBUI BbE3/a/Bble3/1a TPAHCIOPTHBIX
cpeAcTB WiIM HMH(GOPMALHUIO O CHTyallMd HA TAaMOXXCHHBIX IyHKTaX W TpaHUIax
rocygapcTB. B ciydae 3akpbITHsS OZHOTO W3 TOTPAaHUYHBIX IEPEXONIOB, CHUCTEMa
MPESIOKHUT aBTEPHATUBHBIA MapIIpyT, YTO IMOMOXET pas3rpy3uTh T€ WJIH HHBIC
MapUIpyThl, )KEIE3HOAOPOKHBIE MyTH. C MCIONB30BaHUEM HH(POBBIX TEXHOJIOTHH H
JaHHBIX O JIBMYKCHUHM TPAHCIOPTHBIX CPEACTB MOXXHO ONTUMHM3HPOBATH MapIIpPYThI
noctaBku. CHCTEMBI MOTYT YUUTHIBATH Pa3IMUHbIC TAPAMETPHhI, TAKHE KaK PACCTOSIHUE,
MpoOKH, BpeMs MOTPY3KH U Pa3rpy3KH, yToObl HalWTH HambOosee 3(pdeKkTUBHBIE MyTH
JOCTaBKU. DTO MO3BOJISIET COKPATUTh BPeMs B IIyTH, YMEHBIIUTH 3aTPaThl HA TOILUIUBO
U CHU3UTH BO3JCHCTBHE Ha OKpyXkawulyilo cpeny. [loqoOHOTO BHIA ONTUMHU3ALMS H
SIBISIeTCsl LU(PPOBOM TpaHCHOpMaIMel JTOTUCTHYECKUX MTPOIIECCOB M HEOOXoAnMa st
KOMIIaHUH, CTPEMSIIUXCS ObITh KOHKYPEHTOCTIOCOOHBIMH U 3()()EKTHBHBIMU.

Ilposedenue oOyuenus nepconana

OOyyeHue nepcoHana, Kak IpaBUIo, HAUMHAETCS] HETOCPEACTBEHHO ¢ OOBSICHEHHS
MIPUYHH | eiel npeacTosmei nudposuzanun. CoTpyaHUKaM HEOOXOJUMO OObSICHUTD
Ba)KHOCTb M HEOOXOAUMOCTh U3MEHEHU, IOHECTH B TPABUIHLHOM KITIOUE TPEUMYIIECTBA,
KOTOpBIE COTPYAHHUK MOJIYYHT B Mpouecce padoTsl. IMEHHO cOTpYIHHMK-TIOIb30BaTENb
HOBBIX IPOTPaMM SIBJISIETCS BaKHEHIIEH 4acTblo Mporecca OTIagKd BHEIPEHHBIX
TexHonorui. [ Ipu gomkHO#M noaaep kke 1 00paTHOH CBSA3M COTPYAHUKOB-IIOIb30BaTENeH,
cucTeMa NpUOOpeTeT 3aKoHYEHHbIH paboumii Bua. OOydwasch BIaJEHHIO HOBBIX
HHCTPYMEHTOB B 00€BOM pEXKHMeE, MOJb30BaTeI HEMPEMEHHO HalIyT HETOYHOCTH,
HenopaboTKM, OMIMOKM Ha MPOrpaMMHOM YypoBHe. Hekoropoe Bpems yiiger W Ha
aJanTaluuio K MporpaMMaM BCEro OCTaJbHOTO KOJJIEKTHBA, TAaK KakK CIIOCOOHOCTH K
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OCBOCHHIO HOBOH MH(OPMAIMH Y BCEX MMOJIb30BaTesel OyeT pa3Has B CHITy pa3IMYHbIX
(haKTOpOB, TAKUX KakK: OMBIT B chepe NesTeTbHOCTH, BO3PACT, pa3Hblil ypOBEHb YMEHUS
oOpallieH!s] C KOMITBIOTEPOM, TPUHSATHE WJIA HEIPUHITHEC HOBOBBEICHUH U TOMY
nofo6HbIe. HemManoBasKHBIM (haKTOPOM SIBIISICTCSI M OBBIIIAIOIIUICS yPOBEHb KOHTPOJIS
HaJ KOJJIEKTUBOM C BBOJOM pa3IMYHOIO BMJA OTYETHOCTEH, XapaKTepHU3YIOLIMX
[0JIb30BaTEIeH C Pa3HbIX CTOPOH, TAKUX Kak: YCIEBAaEMOCTb, MPOU3BOAUTEIHHOCTS,
NPUWICKHOCTh, WX MNPUHANJICKHOCTh K ONPENEJICHHBIM MPOCKTaM M HENOMyCK K
CTOPOHHUM.

Coeporcusarowue ghakmopul yupposusayuu

OnHaKo CTOUT OTMETHTH, YTO MPH BCEH MAKCUMAJIBHOM MOJIE3HOCTH U(PPOBU3ALIUH,
JalieKo He Kaxaash KOMIIaHUsl CIIOCOOHa OCHJIMTh Tpy3 HoBOBBeneHwid. Cpenu
OTPOIICHHBIX MPEAIPUHUMATEICH U PYyKOBOAUTENEH TPAHCHOPTHO-IOTUCTHUECCKUX
KOMIIaHUH Janeko He Bce 00ianaloT (MHAHCOBBIMU BO3MOXKHOCTSIMU AJISI BHEAPEHHS
COBpPEMEHHBIX HHU(POBBIX TexHoNorui. Hampumep, rpy3onepeBO3YMKH CPEAHEro U
Majoro pasMepa. YtoObl yBEIMYUTh MPUOBLIL CBOMX KOMIAHHN HA OJFMKAWIIMN TOI,
45 % pyKOBOIUTENEH IMJIAHUPYIOT 3TO CJENaTh IMyTEM MOBBIMICHUS PPEKTUBHOCTH
oreparnoHHON cocTaBisonei, 24 % MmocpeacTBOM BBITOJAHOTO COTpyAHHYECTBa, 19
% Onaronapsi paclIMPEHUI0 TEPPUTOPUU OKA3aHUS TPAHCIIOPTHBIX YCIYT U Jnlib 12 %
ITyTeM BHEAPEHUSI HOBBIX IIH(PPOBBIX TEXHOJIOTUH (CM. PUCYHOK 4).

H noBbilleHKe
onepauyoHHOK
adpderTMBHOCTH

N BbirogHOE
COTPpYOAHWU4ECTBO

[ paclumpeHmne
TeppuUTOpUM ycayr

B UMPpOBbIE TEXHOOTUU

Pucynox 4. Metozp! yBennaeHUs MPpUOBIIN B TPAHCIOPTHBIX KOMITAHUIX

Hcxonss W3 BBILICOPUBENEHHOTO ONPOCA, MOXKHO CAEIaTh BBIBOJ O HAJIHMYUH
caepkuBaronmx gaxropos mudposusauuu (Terrados u np., 2007):

- HaJmuuMe MpoecCHOHANBHBIX KaJIpoB. BHenpenue u momaepkka LUPPOBBIX
cucteM TpeOyeT Haauuusl CIEHUAIUCTOB C COOTBETCTBYIOUIMMHU 3HAaHMSIMH U
HaBblkaMH. Henmocratok kBanmnpuuupoBaHHbIX [T-crienuamucToB MOXKET 3aTpyIHHUTDH
HU(PPOBHU3ALUIO JIOTUCTUIECKHUX MTPOLIECCOB;

- pa3Mep NpennpusTHI TPAaHCIIOPTHOM JIOTUCTUKU. BHeApeHne nudpoBbIX pereHui
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MOXKET TOTPeOOBaTh 3HAYUTENBHBIX (PMHAHCOBBIX BIIOKeHHH. HoBbIe TexHONOTHH,
o0opy/oBaHNE W TPOTPAMMHOE OOECIIeYeHrne MOTYT OKa3aThCsl (PMHAHCOBO HETOIb-
€MHBIMH, YTO MOXCT CTATh IMPCIATCTBUEM JJId KOMIIaHUM C OrpaHUYCHHBIM 6IOI[)K€TOM
WA MaJTbIM KOJTUYECTBOM COTPYIHHKOB;

- OCO3HaHHE HEOOXOAUMOCTH HiepeMeH. HeKoTopbie KOMIIAaHUH YKE UMEIOT CII0KHBIC
OTJIAXCHHBIC JIOTUCTUYCCKHE CHUCTEMBl W MPOIECCHI, KOTOpPbIE OBUIM pa3paboTaHbI
JECSITUIICTUST Ha3all U He TPEANoaraid WHTEerPallid ¢ COBPEMEHHBIMU ITU(PPOBBIMH
PCHICHUSMMU. HHTCI‘paHI/IH HOBBLIX TEXHOJOTHH C CylIeCTBYrOIUMHU CHUCTEMaMH HC
paccMaTpuBaeTCsl B IPUHIIMIIE;

- TOTOBHOCTH K U3MEHEHUsIM. HekoTopbie COTPYIHUKHU U PYKOBOIUTENIN MOTYT OBITH
MOpaJbHO HE TOTOBBI K M3MEHEHUSIM, CBS3aHHBIM C BHEJPEHUEM HOBBIX TEXHOJIOTUN U
III/I(prBI)IX ImpoIeCcCoB. COHpOTI/IBHCHI/Ie HN3MCHCHUAM MOXKET 3aTPYAHUTH YCIICIIHYIO
peanu3anuo nu(pPOBU3AIIHH.

[lpu ycnemHOM NPEOJONICHUH DOTUX CACPKUBAOMMX (AKTOPOB KOMITAHUH
CMOTYT JOCTHYb 3HAYUTEIBHBIX MPEUMYIICCTB W YAy4IIeHUH B 3()(EKTHBHOCTH H
KOHKYPEHTOCIIOCOOHOCTH CBOUX JIOTUCTHYECKHUX MPOIECCOB.

Pe3yabTarhl M HX 00CYyKIEHHE

OcHOBHasl 1€ JAHHOW CTaThl COCTOMT B TOM, YTOOBI BBIICIUTH IJIAaBHEIC
CTparermd TO UU(PPOBU3ANNK JIOTUCTHYECKMX MPOIECCOB M TMPOBECTH 0030p
JINTEPATYPbl, OTHOCSILEHCS K PA3BUTHUIO U BHEAPEHUIO COBPEMEHHBIX TEXHOJOTUH B
chepy TpPaHCTOPTHOM JIOTHCTUKH. McciienoBanue mokasano, 9To B HACTOSIIECE BpeMs
U pOBHU3ALINS BCE YaIe TPUMEHSIETCS B Pa3InUHbIX cpepax e TeTbHOCTH U BJOTHCTHKE
B ToM umcie. [Ipoucxoaut opraHu3anus B3aMMOICHCTBHUS BCEX YYAaCTHHUKOB IIETIOYKU
OM3HEC-TIPOIIECCOB, BKJIIOYAs KOMITAHWHW W TOCYAapCTBCHHBIC OpraHbl. A HMEHHO,
OCYIIECTBIISICTCS ONTUMH3AIIHSI BCEX MPOIIECCOB OT BHYTPEHHETO JOKYMEHTOO0OpOTa
KOMIIAHUHU JI0 TOCYJIapCTBEHHBIX cHUCTeM. Hacrosiiee WccieqoBaHHe 0Ka3ajo, 4To
nu(ppoBU3aIIMS BBICTYIIACT B KaY€CTBE OCHOBHOTO (DaKTOpa, OKA3hIBAIOIICTO BIIUSHUE
Ha JIOTHCTUKY W TPaHCHOPT. braromaps HOBBIM TEXHOJIOTHSIM, TIEpell TPAHCIIOPTHO-
OKCIICAUTOPCKUMH KOMIIAHHUAMH OTKPBLIBAIOTCSA HOBBLIC BO3MOXKXHOCTHU, IIPU ITOMOIIN
KOTOPBIX OHM MOTYT YITy4IITUTh KAYECTBO CEPBUCA M IOBBICUTH KOHKYPEHTOCIIOCOOHOCTb.
B cTarbe BBIIENSIOTCS] HECKOIBKO OCHOBHBIX ATAIOB CTPATETHH 10 MU(DPOBU3AIHN:

PazpaboTka u peanuzanus cTpareruu no HuGpoBU3aLNHU JOTUCTHYECKUX MTPOIIECCOB
SIBIISICTCSI OJIHAM U3 KITFOUEBBIX (hPaKTOPOM ycriexa B KomrnaHuu. To ecTh B 3aBUCUMOCTH
OT LIeJIel U 3a/1a4 KOMITaHWU pa3padaThiBaeTCs MHIMBHYATbHBIA allTOPUTM BHEAPEHHS
nuppoBuzanuu. PaccMoTpuM mpumep Takoro aaropuTMa, COCTOSIIHMA U3 CIETYIOIIIX
JTAIlOB:

1. Onpedenenue usnauanvnoui wyenu u 3aoay 0asa uugposuzayuu. BaxHo
OIIPE/ICITUTh KOHKPETHBIE [IEJTH, KOTOPBIE BBI XOTUTE JIOCTUYb C TOMOIIHIO I (D POBU3AIIH.
DTO MOKET BKJIIOYATh COKpaleHe BpEMCHHU JOCTAaBKHU, YIYUHICHUE IPOTHO3UPOBAHNA
CIpoca, MOBBIIICHUE TOYHOCTH YITPABJICHUS 3aracaMy U JIPyTHe napameTphl.

2. Ananu3 meKyuieco cOCHMOAHUA NOUCHUYECKUX npoueccos. IlepBblii drar
3aKJIF0YAETCS B OCMBICICHHU TEKYIIUX JOTHCTUYCCKUX IMPOILECCOB B KOMIIAHMH W
BBISIBJICHUH Y3KUX MECT, KOTOPBIE MOT'YT ObITh OIITUMU3UPOBAHBI C TOMOIILIO U POBBIX
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TEXHOJIOTUH. DTO BKJIFOUALT B ce€0sl OI[CHKY CYIIECTBYIOIICH HHPPACTPYKTYPhI, CHCTEM
U TEXHOJIOTUH.

3. IIoobop neobxooumvix yughposvix mexnonozuii. Ha ocHOBe aHamm3a TEKyIIETo
COCTOSIHUS W TeJiell BBIOpaTh HanOojee MOAXOMSIHE ITU(GPOBBIC TEXHOIOTHH. ITO
MOXKET BKJIIOYaTh B Cce0sl WCIIONIb30BaHUE YCTPOWCTB JUII MOHHUTOPHWHTA TPY30B,
BHEJIPEHUE CHUCTEM YMHOTO CKJIQJIMPOBAaHUS W MPUMEHEHHE aHAIUTHKHU JaHHBIX IS
MIPOTHO3UPOBAHMUS CTIPOCA.

4. Bueopenue, mecmupoeanue u HACMPOUKA UWUPDPOGLIX UHCHMPYMEHMOE.
Coznmanne neTanbHOTO IIaHA BHEAPEHUS, BKIIIOYASI DTAIbl, CPOKH U OTBETCTBEHHBIX
nutl. Peann3oBaTh BEIOpaHHBIE TEXHOJIIOTHH B JOTHCTUYECKUX MPOIECCax M MPOBECTH
TECTUPOBAHWE Ha IPAKTHKE. DTO TO3BOJHUT BHIIBUTH TMOTEHIMAIBHBIE MPOOIEMBI U
BHECTH KOPPEKTHUBHI JI0 TOJTHOLEHHOTO 3aITyCKa.

5. IIposedenue ob6yuenus nepconana. Y4ecTb TaKKe BOIPOCH OOydYCHUS
COTPYAHHUKOB HOBBIM TEXHOJIOTHSM U MPOIIECCaM.

6. Yuem coepocusaroujux hakmopos. BaxxeH THOKWN TOAXOJ K TIPEOTOTICHHIO
TEXHUYECKUX W MOPAJbHBIX Tperpan. Briaenenwne meneit u myTH UX TOCTIDKEHHS U
JIOHECEHHE WX JI0 KaXKJAOT0 W3 yYacTHHKOB Iporiecca. TeM He MeHee, HECMOTps Ha
HaJIMYUE CIEPKUBAIONIMX (aKTOPOB HMUGPOBU3ANNK B JIOTUCTHYECKHX NpoIleccax,
KOTOPBIE MOTYT IIPEJCTABIISATH COOOM MPETATCTBUS WIH MPOOJIEMBI, 3aTPYIHSOLINE NI
3aMeUISIONINE BHEAPSHUE U(DPOBBIX TEXHOIOTHN U PEIICHUIN B JaHHOW 00nacT, B
TAHHBIA HAOIIOMACTCS YKUBOW MHTEPEC K UCITOIB30BAHMIO IIU(POBHIX TEXHOIOTHH.

3akaouenue

Bce BrImen3noxkeHHOE yKaszbIBaeT Ha TO, YTO HA CETOMHSIIHWN JIEHb JIOTHCTHKA
HE TOTOBa K CTONPOIICHTHOMY BHEIPCHHIO MU(POBBIX TEXHONOTHH. Jlorucruueckas
cucremMa TpeOyeT NpPUMEHEHHsS KaK MUHUMYM JIByX HaBBIKOB: TPAKTUYECKOTO U
YeIOBEUYECKOro. A HMMEHHO — COBOKYITHOCTh HAaBBIKOB pabOThI B TEXHHUYECKUX
nmporpaMmax M TaKHX KauyeCTB KaK THOKOCTb, KOMMYHHKATHBHOCTb, CTPEMJICHHE
K caMOpa3BUTHIO. TONBKO TIpaBHWIbHAs cTparerus nU(POBH3AIMKA W aHAIWTHKA
MTOCPEACTBOM KBaTU(PHUIIMPOBAHHBIX KaJPOB IMO3BOJAT YIYUIIUTh yIpaBICHWE BCEMHU
ACTIEKTaMH JIOTUCTHKH, TIOBBICUTh YPOBEHb O0CITY)KUBAHUSI KIIMCHTOB U CHU3UTH 001ITHE
3arparbl Ha JIOTHCTHYecKHe omeparmu. OJHAKO Ba)XKHO OTMETUTh, 4TO IU(pOBas
TpaHCchopMaIIHs —ATO HEPEPBIBHBIN Nporiecc. KoMmaHuu U rocy1apcTBO IOJKHBI ObITh
TOTOBBI K MOCTOSIHHBIM YJIYUIIICHUSM U HHHOBAILIMSAM, YTOOBI OCTaBaThCS YCICIIHBIMU B
OBICTPO MEHSIOIIEMCS] MAPE JIOTUCTHKH.
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Abstract. In this article, we want to consider current examples of the interaction of
journalists with artificial intelligence, to show the experience of various publications
in the operation of various types of programmable algorithms that come to the rescue
of specialists today. The research materials of other specialists studying this issue are
considered, including their reasoning and conclusions, on the basis of which a conclusion
will be made. In addition, positive as well as negative aspects of the introduction of new
items will be considered, while observations will be based on the opinions of journalists
and on examples of various applications used by publications. Thus, we will receive an
answer to the question of the most effective positive use of artificial intelligence in the
media space, in particular in the field of journalism, while considering the acceptable
boundaries that it is advisable not to cross, as well as the negative points that we
recommend for careful study in further. In addition, in the research part, the material
will be based on historical facts and basic definitions of artificial intelligence, such as
machine learning, deep learning, neural networks and recommender systems, and how
they are used in journalism.
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AnHoTamus. byn Makanana 0i3 sKypHAIUCTEP/IIH KacaH/bl MHTEIUICKTIICH ©3apa
OpEeKeTTeCYiHIH Ka3ipri MpICAIIapbIiH KapacThIPFBIMBI3 KeJle/li, OyTiHae MaMaHaapabIH
KOMETiHe J)KYTiHETiH OaFaapiaMaiaHaThlH AITOPUTMICPAIH OPTYPIIi TYPIEPiHiH KYMBIC
icTeyineri opTypii OackUIBIMIAPABIH TOXKIPUOECIH KopceTKiMi3 kenemi. Ochbl MocemeHi
3epTTETiH Oacka MaMaHJap/AblH 3epTTey Marepuangapbl KapacThIPBUIBIIN, OJapAblH
JIeNieMenepi MeH KOPBIThIHIBUIAPEI KAPACThIPBUIABI, COHBIH HET131H/1€ KOPBITHIHIIBI
xacanazpl. COHBIMEH Karap, JkKaHa TapMakKTapbl €HT13Y/IiH OH oHE Tepic acmeKTiiepi
KapacThIpbLIaIBI, OYIT peTTe OaKpLIaynap *KypHAINCTEPAiH MiKipiepi MeH OachlIbIMAap
NaiganaHaThlH PTYPII KOJAaHOaIapIbIH MbIcaiiapbiHa Herizneneni. Ocklnaifma, 613
Meziua KeHICTIriHae, aTal alTKaHaa, )KypHaJIHCTHKA CalachlHAA KacaHIbl MHTEIICKTTI
€H THIM/Ii OH TNaianaHy Typalibl CypaKKa jkayarl ajJambl3, OyJ1 peTTe oTreyre 00aTbiH
KOJIalJIbl IIeKapaiap, CoHan-aK Tepic 013 opi Kapalh MYKHST 3epAeiey/li YChIHAMBI3,
ConbiMeH KaTap, 3epTrey OejiMiHae MaTepuan Tapuxu (akTiIepre *XoHE >KacaHJbl
WHTEIJIEKTTIH HETi3Ti aHBIKTaMajapblHa, MbBICATbl, MAIIHHAIBIK OKBITY, TEpeH
OKBITY, HEHPOHJBIK JXeNliJep MEH PEKOMEHIAIMIIBIK JKYHenepre J>oHe OJapablH
KYpHAIMCTHKAIa KajJai KOMAaHbIIaThIHbIHA HET131eeI.

Tyiiin ce3mep: >xacaHIbl MHTEIUIEKT, HEHPOHABIK JKEJiJep, MAIIWHAIBIK OKBITY,
CMK, xypHaTUCTHKA, KaHAIBIKTAP

Joiiexco3 ymiin: C.B. Amenosa, A.K. ApteikOaeB. XypHanucTtukana >kacaHibl
WHTEIIEKTTIH apTHIKIIBUIBIKTAPBIH Kajlail AyphIC Maianany Kepek / / XaJblKapabIK
aKIapaTTHIK-KOMMYHHUKAIASIIBIK TeXHOJIOTHsUIap xKypHaubl. 2023. Tom. 4. Is. 3. Hemipi
15. 39-49 6er (opsic Timinae). DOIL: 10.54309/1JICT.2023.15.3.003
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AHHOTanMs. B cTarbe paccMaTpHUBAarOTCSl aKTyaJlbHbIE MPUMEPhI B3aUMOJEHCTBUSA
KYPHAIMCTUKH C COBPEMEHHBIMH MEIWHHBIMUA TPEHIAMH, BKJIFOUAIONIMMH B CeOs
TaKWe HaIPaBJICHHsI, KaK MCIIOJIb30BAHNE MCKYCCTBCHHOTO MHTEJUIEKTA W TPUHIUIIOB
MMMEPCUBHON KYpHAanUCTUKU. IIpennpuHuUMaeTcs IONbITKA HUCCIEN0BAaTh OIBIT
Pa3JIMYHBIX U3JJaHUH B SKCILIyaTallMH Pa3HbIX BUJIOB IPOrPaMMUPYEMBIX aJITOPUTMOB,
KOTOpPBIE CETOMHS YK€ WCHOJB3YIOT CHEeNHaducThl. PaccMarpuBaloTcsi Teopuu
WCcienioBaTeNel, N3y4aromuX JaHHBIH BOIIPOC, B TOM YHCIE BBIBOJBI, HA OCHOBAaHUU
KOTOPBIX JIENIaeTCs 3aKitoueHre. Takke B cTaThe MpeuiaraeTcs oOpaTHTh BHHUMAaHHUE
Ha TIOJIOKHUTENbHBIC, U OTPULATEIbHBIE CTOPOHBI MCCIECAYEMOTOo MaJuaTpeHja, MpH
3TOM Ha6J'IIOIICHI/I$I OIMUPArOTCAd Ha MHCHUC JKXYPHAJIUCTOB U MPUMCPLI UCIIOJIB30BaHUA
PeAaKIUsIMHA Pa3InIHBIX MPIIOKEeHNN. biiarogapst aToMy perraercst Bompoc o Hanbosee
3¢ (eKTUBHOM TPUMEHEHHH HEHPOHHBIX CETeH B MEIMalpOCTPAHCTBE, B YaCTHOCTH
B cepe KypPHAIUCTHKH, C YUETOM JOMYCTHMBIX TPAHMII, KOTOPBIX IEIECO00pa3HO
MIPHUIEPKUBATHCS COBPEMEHHOMY JKYPHAIHCTY, & TaKXKe OTMEYAIOTCS OTpUIATETIhHbIE
MOMEHTBI, KOTOPbIE PEKOMEHIYETCSI U3yYUTh U YUECTh B JaJbHEUIIEM.

KuaroueBslie ciioBa: uckyccrsenHsli uuTesiekt (M), HelipoHHbIE ceTH, MAallTMHHOE
o0yuenne, CMK, xypHaaucTHKa, MaccoBas aynuTopusi, HoBoctHeie CMU

Jasi umtupoBanusi: C.B. Amenosa, A.K. ApTrik6aeB. Kak mpaBHIIBHO HCTIOIH30BATh
TIpeMMYIIeCTBA HCKYCCTBEHHOTO HHTEIUIEKTa B Ky pHanuctike/MEXYHAPO/HbBIN
KYPHAJIMHOOPMAITMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOI' WA,
2023. Tom. 4. Is. 3. Homep 15. Ctp. 39-49 (Ha pycckom s3bike). DOIL: 10.54309/
JICT.2023.15.3.003.

Beenenne

HoBrie wnH(pOpManMoOHHBIE TEXHOJOTHH, IONYYWBIINE IPAKTHUYECKH HEOTPaHU-
YEHHYIO CIIOCOOHOCTh BJIMATH Ha W3MEHEHHWE W Pa3BUTHE MEIHATPEHIOB, JIEMOHC-
TPUPYIOT HE TOJIBKO TEXHOICHHOE 00ECIICYCHHE OJTHOW U3 OCHOBHBIX (DYHKIIHIA XKypHa-
JIUCTUKH — cOOp W pacnpocTpaHeHHe WHQPOpPMAIMK, HO U TOAHMMAKOT BOIPOC O
rpaHuax B3aI/IMO)Z[eI>'ICTBPIH HUCKYCCTBCHHOT'O U TPAAULITMOHHOT'O MHTCIIJICKTA.

Tpennsl mudpoBU3aiy, WMEIONIHE BO3MOXHOCTH BIHUSATH HAa HOBBIE CIIOCOOBI
BOCIIpHUATHSL W TiepepadoTKu ayauTopuell mH(OpMaIruy, W3MEHHUBIIEHCS B CBOIO
o4epesib C TIOSBIICHHEM HOBBIX TEXHOIIOTHH, MOBIHSIN U HA CIENU(DUKY TEATEITHHOCTH
COBPEMEHHBIX JKYPHAIIUCTOB, OBICTPO OCBOMBIIUX TEPPUTOPHUIO TUHAMHYHOIO U
MIPOrPECCUBHOTO B3aMMOOOMEHA M PACIIPOCTPAHCHUSI MHPOPMAIIUHU C TIOMOIIBI0 HOBBIX
CPEICTB €¢ CO3/laHus M Tnepeaaun. [IpoyHo OOOCHOBABIIMCH B (DYHKIIMOHAJIBHOM
JEeSITeTbHOCTH MEMACETMEHTa, MHTEPHET CO CBOMMHU TEXHHUYECKUMHU BO3MOXKHOCTSAMHU
Borieln B cTpykrypy CMK u Temeps npenctasiseT coooi kpymHeimee moie 11 CMU,
TTOPOANB BUPTYIBHBIN MUP HHPOPMAITMOHHBIX IIPOCTPAHCTB. JlaHHOE B3anMOICHCTBIE
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HMMeeT BechMa IIIACTUYHYIO (OPMY M CTaBUT LIETIbIO Yepe3 PyHIaMEeHTaTbHBIC TOAXO/IbI
K €r0 M3Y4EHHUIO PACKPBITh I'PAHMILBl YUACTHsI JIOKAJIBHOIO MEIUapblHKA B MHPOBOM
WHPOPMAIIMOHHOM TPOCTPAHCTBE W HMH(MOPMAIMOHHBIX TpeHIaX, (OPMHUPYIOIIIXCS
B HOBBIX YCJOBUSIX M HMEIOLUIMX HECOMHEHHBIE BO3MOXXHOCTH BO3ICHUCTBHS Ha
SKOHOMHYECKUH POCT U connanbHyto chepy (Asmosa, 2021).

Cam nporecc npeodpa3zoBaHust HHPOPMALTMOHHOTO PHIHKA, TOJYMHEHHOTO Pa3BUTHIO
nHGOPMALIMOHHBIX TEXHOJIOTUH, TaKKe HYXKIAeTCs BO BCECTOPOHHEM HCCIIEIOBAHUU
C TOYKH 3pEHUS MOBBIIMICHUS CBOCH POJIM B YCIOBHUSX IIOOANbHBIX M3MEHEHHH, B
HCCIICIOBAHUM €ro BIMsHUS Ha (opmupoBaHHe HH(POPMALMOHHOW IMBHIM3ALNH,
OOHOBJIGHUSI JHEPreTUYECKUX H HH(OPMAIMOHHBIX PECYPCOB, KOHIENTYaIbHOTO
Pa3BUTHS COBPEMEHHOIO OOILIECTBAa B KOHTEKCTE MEIMABO3/ACHCTBHS, COLUAIBHBIX U
9KOHOMHUYECKUX MPOIECCOB. DTO MOPOXKIACT TAKKE TEKYIIYIO IIeTh HCCICAOBAHUS —
0003HaueHHEe BaKHOCTH M3yUCHHs BHEIPEHUsI UCKYCCTBEHHOI'O MHTEIUIEKTa B paboTy
KypHaiIucTa

C 1aBHMX BpEeMEH B MHUpPE [UBWIM3AIMS HaXOAWIa pa3JIM4HbIe CHOCOOBI
coBepiIeHcTBOBaTbesl. OQHAKO, Kak W ObIBaeT C JIIOOBIM HOBBIM BOIIPOCOM, Y HETO
Bceria OylyT CTOPOHHUKH U MPOTHBHUKHU. PaccMaTpuBast Kaskayo HOBYIO TEXHOJIOTHIO,
MBI CUMTAEM IIEJIECOO0pa3HBIM CPAaBHUBATH HETATUBHBIC M IOJIOKHTEIBHBIC ACTICKTHI
JWJIEMMbl C TOYKHM 3PEHHS HMOJIUTHUYECKOH M JKU3HEHHOW MO3MLUHM TOTO WJIM HHOTO
cyobekra. Takum 00pa3oMm, B PELICHHH O MPOJIOJIKCHUU HCIIOJIh30BaTh HOBIIECTBO
B HAYYHOM WM XK€ NMPaKTHUYECKOHW cpele JIOAM NMPHUXOAAT K MOMOIIM JBYX IJIAaBHBIX
MIPU3HAKOB 3/IPaBOTO PA3BUTHSI.

MarepuaJibl H MeTOAbI

B mporecce moaroroBkm Marepmania B TEPBYIO Odepenh OBUT MPUMEHEH METO.
CPaBHHUTEIBHOTO aHAJIN3a IS U3YyYCHHsI aCIEKTOB IMOCTaBICHHOH MpOOIEMBI C ABYX
CTOPOH M METOABl aHajJIM3a SMIMPUYECKUX CUTyallMd, YTO IO3BOJIMJIO NPHUHTH K
3aKJIOYEHHUIO O COBPEMEHHOM pa3BUTHM TexHojornu M B oTpacinu KOMMyHUKaLU.
JlaHHBbIE BBIBOABI MO3BOJIAT MPOAEMOHCTPHUPOBATH MOYEMY HMILJIEMEHTALUS pa3yM-
HOTO TOMOIIHHWKA TP HAIWYMU ONPEJCICHHBIX ITUYECKHX W TPYIOBBIX T'PaHHUII
MO3BOJIUT CIIENIaTh KYPHAJIUCTUKY Oosiee 3(p(heKTUBHBIM CPECTBOM IMPEIOCTaBICHHS
nHGOpPMALMK, IPU 3TOM COXPaHss OCHOBHBIE INPUHLMIIBI PabOTHl OT JIOAEH — Ul
JIIOZCH.

Ha ocHoBe 3TOro paccykaeHusi Mbl CUHTAaeM JAODKHBIM IPOJIOJDKUTH CBOE
HaOIoIeHUe 3a Pa3BUTHEM HCKYCCTBEHHOTO MHTEIUICKTA B JKyPHAJIUCTUKE U XOTHM
OTMETUTh BaXKHOCTh PACCMOTPEHHS] ATOTO BOIPOCA C ABYX CTOPOH, MOJIOKHUTEIbHON
W OTPHILATEIBHOW, MPU OSTOM BBUIBHHYTh HAllle MHEHHE O MeJIecO00pa3HOCTH
MPOJODKEHHST PAa3BUTHS JKYPHAJIUCTUKU ¢ ucnons3oBanueM WM. Kak m Bo mMHOTHX
IPYTUX TOJSAX JAEATEIIPHOCTH 4YeNOBEKAa B JKYPHAJIMCTHUKE BO3HMKAET BOIPOC O
B3aMMOJICHCTBHH C UCKYCCTBEHHBIM MHTEIUIEKTOM. [IpH 3TOM eciu BhIIENATH U3 chep
paboThl, TO OHa MoaBEpraercs Jaxke OOJBILOW OMacHOCTH, BBUAY Toro, yto MU B
Oy/y1eM, 1Mo MHEHHIO HEKOTOPBIX HMCCIIEH0BATENICH, MOXKET JIMIIUTh padOThl MHOTHX
cneunanuctoB. OHAKO, TOKA 3TO TOJIBKO MPEAINIOI0KEHHE, B CBSI3U C YeM, Ha JaHHBIN
MOMEHT MHOTHE MCCIIEAOBATEIM U MPAKTHKH XOTS M 3aJal0TCSl TUM BOIIPOCOM, HO
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OJTHO3HAYHOTO OTBETAa y HUX JaThb He mnomyvaercs. OZHM CKIOHSIOTCS K TOMY, 4TO
poOOTHI 0TOEpYT y Jronmeil 3Ty paboTy, Apyrue ke yBepeHsl B ToM, uto MW mumib
CPEICTBO JUIs YJIy4IIeHHs KayecTBa M YCKOPEHHUsS BBIMONHEHHUs paborsl. Hapsamy c
STUM BUAMTCS TPOIIECC BHEIPEHUS TEXHOJOTWH B pPa3lIMYHBIE OTpaciu, Ojaromaps
yeMy MOXKHO YBHJIETh 3HAUUTENbHBIN Tporpecc B paspaborke MU. PykoBoxcTBysich
3THM, HEOOX0ANMO 0003HAYNTh HEOOXOAUMOCTh TIOBCEMECTHOTO M3YUEHHS Mpolecca
BHenpeHus MU B xxypHamcTHKY. He00X0MuMOCTE TaHHOTO HCCIICIOBAHIS 3aKITIOTACTCSI
TaKXKe U B BOKHOM 3a1aue — 00paTUTh BHUMaHUE Ha OBICTPOPA3BUBAIOLICECS HOBLIECTBO
JUTS. TIOCJIEAYIONIETO M3Yy4eHUs W ontumusanuu MM B nesTensHOCTH KYpPHAIHCTOB.
Tak Kak Ha MOBECTKE IHs IMPEXJE BCETO0 CTOMT BOMPOC HE MPOCTO O COXPAHHOCTH
npodeccuu, a 0 ee CoBepIIeHCTBOBaHUH. [loMUMO TOTO HEOOXOAMMO TTOKA3aTh OOIIYIO
KapTHHY HCIIOJIb30BaHUSI MCKYCCTBEHHOTO WHTEIUIEKTa B cdepe ¢ IEeNbl0 TOIHATHS
JMCKYCCHH O COXpaHEHUH podeccueil 4eI0BeYecKoro JInla, a MIMEHHO B 0003HaYEeHUH
KYPHAITMCTUKH KaK BH/Ia COITMAILHON JIEATEIbHOCTH, TaK KaK HECMOTPS Ha BO3MOXKHBIE
IUTIOCHI CO CTOPOHBI HOBMHOK €CTh BEPOSITHOCTH YSA3BMMOCTEH B KOJEKCE 3THYECKOMN
MTOBECTKH COBPEMEHHOTO CIEIHAIINCTA.

Camoe mepBoe ompenenenue MM eme B cepequHe MPONUIOTO CTONETHS Jaji
amepukaHckuil y4eHbrii /bxon Makkaptu. Ha TOT MOMEHT HM O KakoM peaibHOM
MIPUMEpPE PedH eIlle He IIUI0, HO YXKe TOTNa C TOSABJICHUEM MEPBBIX KOMITBIOTEPOB JIFOIN
Hayalli yMaTh O CO3aHUU UCKYCCTBEHHOTO IOMOIIHUKA, CIIOCOOHOTO Ha BHITIOIHEHHE
pa3THUHBIX (YHKIIUHA HAMHOTO OBICTpee OOBIYHOTO YeNTOBEeKa. YXO/s HEMHOTO JalbIle
B HCTOPHIO, CTOUT BCIOMHHUTH, 4TO eme AusaH TeiopuHr B 1950 romy BBIMyCTHI
paboty mon HazBaHueM «MOTYT T MalllMHBI MBICIHUTH?», YTO MOXXHO CUYUTATh OJHUM
W3 MCTOYHUKOB CO3JIaHUS 0asbl JUId MOCIEAYIONIET0 HAyYHOTO MHTepeca. MakkapTu
xe B 1956 romy npu mopmepxkke ¢onga Pokdennepa opranuzoBan JlapTMyTCKyro
BCTpedy, Illeé BMECTe C COOpaBIIMMHUCS TaM MareMaThKaM{d Havall TOJOCOBaHHE, B
pe3yibraTe KOTOPOTrOo U TMOSBMIICS TEPMHUH «UCKYCCTBEHHBIM HHTEUIeKT». [lozxke
ObLTa co3aHa mepBasi Pa3sHOBUIHOCTh COBPEMEHHOW HeHpOCeTH, KOTopasi Ha3bIBalach
«meprentponom». [lanee nactymunu 70—80-e TObI, KOTIa Hadanach Tak HAa3bIBAEMCS
«3MMa HCKYyCCTBEHHOTO MHTEIUIEKTay, CBsI3aHHas ¢ motepei nutepeca k MU (boposckast,
2018). D10 OBIIO 00YCIIOBICHO HECKONBKUMHU (hakTopamu. B To Bpems ermie He ObUIO
JOCTaTOYHBIX BBIYMCIUTENBHBIX MOIIIHOCTEH 151 pabOThl HCKYCCTBEHHOTO MHTEJICKTa
Ha JIOJDKHOM YPOBHE, TO €CTh paboTa ¢ TeMH 3a/1a9aMH, C KOTOPBIMH aJTOPUTMBI JIETKO
CIIPABJISIFOTCS cefyac.

B mepByto odepens CTOMT MOHATH, YTO HA TOT MOMEHT MOITHOCTEH XBaTaJio JIMIIh
Ha 00paboOTKy KaKMX-TO MPOCTHIX (YHKIWH. Majo Toro, maxe ceiddyac HE MHOTHE
COBPEMEHHBIE MAaCCOBBIE POLIECCOPBI B COCTOSTHUN Pa0OTaTh C TEMH K€ HEHPOHHBIMU
cersamu M. JlocTaTo4HO B3MISIHYTh HA OCHOBHBIEC BUJbI KOMIUIEKTYOIMX. Ecnu st
CTaHJAPTHBIX Pa0OYMX MPOTPaMM, KOTOPBIMH JIFOAM TOJIB3YIOTCS TOBCEAHEBHO, OyAET
XBaTaTh U OOBIYHBIX JBYXBSAIEPHBIX MPOIECCOPOB, IS OOIEe CIONKHBIX TpaPUIeCcKIX
MPUIOKEHHUHN YK€ MTOHAI00STCSI MUHIMYM Y€ThIPEX- HIIM HICCTHUSICPHBIC YUIIBI, TO JUIS
HOpMaJIbHOM ku3HeaesTensHOoCcTH UM HepocTatouHo OyAeT M IECTHACCITH YeThIpeX
SIIEPHBIX MPOLIECCOPOB Ha NpPUMEpPE TeX ke «KaMHel» cepuu Ryzen oT kommaHum
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AMD. 13-3a TOro, 4T0 OMHOBPEMEHHO B OOJBIIOM KOJIMYECTBE AOJIKHBI BBHITIOIHATHCS
MIPOCTHIE BBIYUCIICHUS, CIEIMAUCTBl celdac ONMparoTcs Oonbliie Ha HEHpOHHBIE
MIPOLIECCOPBI WM MOJYJIM, MpHUCyTCcTBYytoIue B Apple Bionic, yunax Qualcomm wiu
Google Tenzor, KOTOpbIE COCTOAT W3 THICSY BBIYMCIUTENHHBIX SJEP MHHUMAIBHOMN
MOIIIHOCTH, YTO CIIOCOOCTBYET CO3JaHHMIO MPUEMJIEMBIX YCIOBHI BBITIOJIHEHUS 3aJ]ia4d
aJITOPUTMAaMHU UCKYCCTBEHHOTO UHTEIJUICKTA, 4 UMEHHO HEHPOHHBIX CETEeH.

3mech pedb 3axoaudT 00 eme ogHOM BakHOM KommoneHte MU m apyrom ero
onpenenenun. [lo MHeHuto uccaenoBarens ganHoro Hampasinenuss C.B. Kapenosa y
NN ecth MHOTO pa3HOBHIHOCTEH, HO OCHOBHBIMH SIBIISIOTCS MaIlTMHHOE OOydYeHWe,
n1yOnHHOE 00y4YeHHe, HeMpOCeTH U peKOMEHIaTeNbHbIe CIIMCKU. Tak BOT, B Ciydae ¢
MAallIMHHBIM 00yYeHHeM — Mbl HaOJIFoJaeM 3a MpoleccoM mepenaadu B oopadbotky MU
Oonpmioro oobema qaHHBIX. [lomydas 3Ty MacCHBHYIO MH(POPMAIINIO, HCKYCCTBEHHBII
HWHTEJUIEKT CaMooOydaeTcsi U CTAaHOBUTCA OoJjiee MPUCTIOCOONCHHBIM TIOJ pelleHHe
cnenudraecknux 3a1ad. Mbl OTIIMYHO BHAWM 3TO Ha MPUMEPE CUCTEM PacIO3HABAHU
JIUI], TOJIOCA M COBPEMEHHBIX JIEKTPOHHBIX EPEBOTUUKOB. Te ke caMble AIeKTPOKaphI
Tesla, wucnonp3yrone aBTOMIJIOT ONMHPAIOTCS Ha OOibIIMe OOBEMBI JTAaHHBIX,
ITO3BOJISIIOIINE PACTIO3HABATh OOBEKTHI U HAXOAUTh HY)KHBIA IS YEJIOBEKa MApIIPYT.
Kak pa3 s BeimonaeHus Takux 3aaa4 MU TpeboBavck OobIlye XpaHWIHIA JaHHBIX,
YTO Tak)Ke OBUIO OJJHOW W3 MPUYHH, ITOYEMY YUEHbIE HE MOTJIM Pa3BHBATH KOHIICIIITHIO
WU B 20 cronetun (TechRepublic, 2017).

Pe3yabTarsl M 00cyxaeHne

JlBaiuaTh nepBbiii BEK 03HAMEHOBAJICS MOBBIIIICHHBIM BHUMaHUEM K GpeHomeny NI
co cropoubl CMK. 3nech ciienyer momqyepKHyTh, YTO JUIsl SKYPHAIUCTUKH, BXOJSIICH
B 9Ty cucteMy, nonstue MM BbI3bIBAJIO OCHOBHOW MHTEpPEC C TOUKH 3PEHHUS HOBBIX
BO3MOJKHOCTEH 00paboTku MH(popMauuu U paboThl ¢ ayautopuei. M cKyccTBEeHHBIH
HWHTEJUIEKT 0003HadaeT co00H HaOOp MPOIMCAHHBIX aJITOPUTMOB, KOTOPBIC UMEIOT B
cBOeH 0a3e HACTPOMKH IS BBITOTHEHUS TOH MIIH MHOU QyHKIIMU. B HEKOTOPBIX ciryyasx
9TO JIa)Ke MOXKET OBITh HECKOJIBKO TaKHMX HAIIPABICHUH, OJTHAKO TIOKA YTO CIEI[HATUCTBI
TOJILKO paboTaroT Haja 3TUM. B ciydae ¢ nepBeiM M, HanpaBieHHBIM Ha BHITIOTHEHNE
Yero-T0 KOHKPETHOTO, HCIIONb3YETCsl ONMPEACICHUE «CIaObIi».

Takue anropuTMbl BCTPEYAIOTCS IOBCEMECTHO BO MHOTUX PENAKIIUSX 10 BCEMY MHUPY.
[IpuMeHeHus y HUX MOTYT OBITh CaMble pa3HbIE, 3/I€Ch BCE 3aBUCHUT OT LIeJICH aBTOPOB.
OpnHako eciu OpaTh BO BHUMaHKe BTopoil Tum MU, To manee yxe clemayioT aaropuTMBbl,
KOTOPBIC CTPEMSATCs ObITh 00Jiee Pa3HOCTOPOHHUMHU. ['0BOpst 0 MHOTO3amauHOCTH U
3/1eCh BOKHO OTMETHTbH, YTO YeM OOIIbIIe JCUCTBUH MOXKET BBINOJHATH MPOTPaMMa,
TeM Ooniee «CIMKHOI» OHAa CTAaHOBUTCS M TEM TPYAHEE OT 3TOTO CTAaHOBHUTCS BOTIPOC
MopasibHOH nuieMMbl. [lotomy uTo ecnm «cmalObiity MU celiuac BocnpuHHMaETCS
OoIpIlle Kak MMOMOIIHUK, TO «CIOXHBI»Y WU mpearnonokuTenbHO MOXKET 3aMEHUTH
yelloBeka B paboTe, Tak Kak OylaeT crmocoOeH Ha MHOTHE BUJBI JCSTEIbHOCTH
COBPEMEHHOI0 )KYPHAIUCTa BMECTE B3ATHIE.

Kax moxer craButbes mpobnema? C OfHOM CTOPOHBI, HCKYCCTBEHHBIM WHTEIIEKT
YYUTCS ¥ IPUOOPETAST OMBIT U HABBIKHU, TIO3BOJISIOIINE MHOTHM KOMITAHUSIM ITOJTYYUTh
K cebe B apceHas CIIOCOOHBIX MOMOIIHMKOB. C Jpyroil — 3TH camble acCHCTEHTBI
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MOTYT CO BPEMEHEM 3aMEHHUTh CBOMX CO3JaTreliel, sl CIyKObl KOTOPBIM OHU U OBLIH
caenanbl. KTo-To MOXET cKaszaTb, 4TO Ha CaMOM J€JI€ 3TO HE TaK U MAallUHbI elle
HE Hay4WIHCh TaK XOpOIIO ACWCTBOBAaTh, YTOOBI MOJHOCTHIO 3aMEHHUTH YeJIOBEKa,
OZIHAKO HA JAaHHBIH MOMEHT Mbl BUJIUM IMPUMEPHI, KAK MHOT'HE PO(EecCHuH 3aMEeHSIOT
CBOMX IPHUBBIYHBIX COTPYJHHKOB poOoTamu. Te jke camble Kypbephl B Pa3BUTHIX U B
HEKOTOPBIX Pa3BUBAIOIIMXCS CTpaHax yxke ceildac mpuoOperaroT Oojee MallMHHBIA
BuA. Paznuunble CyXOmyTHbIE U BO3YIIHbIE APOHBI IOCTEIIEHHO, HO BCE K€ OTOMPAIOT
BayKHBIE JIJII MHOTUX pabodue MecTa.

B cinyuae ¢ XypHaqMCTHKOH 3TO Takke He siBiseTcsl uckiodeHueM. K mpumepy,
yKe ceiiuac MOKHO HalWTH pa3nnvHble BapuaHThl npumenenus MU B npodeccun. Taxk,
ob1BIINM penoprepoM xeddom Kodmanom Obu1 pazpaboran crieinanbHbINA aIrOpUTM,
YMEIOINUKA pacKoAMPOBaTh 3alMcaHHylo pedb — Trint. besycmoBHo, monesHoe
n300peTeHHe W MOXET 3HAUUTEJbHO OONETYuTh PadoTy KypHalIHMCTy. Eciam HyXHO
ObIcTpo pacin@poBaTh MaTepHall, JOCTATOYHO IPOCTO 3arpy3UTh €r0 U ajIrOpHUTM, a
WU B cBotO 04epens caenaet paboTy 3a Bac ¥ OyieT ToueH BILUIOTh 110 99 %, TI0 MHEHHIO
camoro xypHaiucta. K ocTaBIImMcs HEKOPPEKTHOCTSIM, KOHEYHO, MOJKHO TIPUAPATHCS,
HO TYT YK€ HHMYEro He IOJIeNaeiib, BElb BCET/Na BaKHO W HY)KHO IMPOBEPSTH BCE
camMoMy KypHanucty. Vnu ke apyroit nmpuMep, Korna OCHOBaHHBIN Ha UCIOJIb30BAaHUHN
HEUPOHHBIX CETeU CepBUC MAIIMHHOTO NepeBojia DeepL cTan ogHUM U3 JECITH JTyUIInX
npumMepoB padorsl MM B KypHanMCTUKE 1O MHEHHUIO CaMHUX PaOOTHUKOB cgepsl
(borapes). OgHako 3TH IPUMEPHI JIMIIb 3aMEHSIOT ONPEACICHHYIO YacThb JeSITeIbHOCTH
KYPHAIHCTA, TEM CAMbBIM JIUIIb IIOMOTAIOT B JIOCTHKEHUN HanOoIbIIeH 3 (heKTHBHOCTH
B paboTe M OKA3bIBAIOT IPUMEP MOJIOKUTEIBHOTO Bo3aeHcTBHA. [loToMy 4TO B niepBy1o
o4epesib BCe MaTepHalIbl MAIITYTCS B HEKOM COITHAIBHO 3HAYMMOM apeasie, BKIF0YaoneM
B ce0s KaKk CyObeKThl, TaK U OOBEKTHI PeajibHON ACHCTBUTENBHOCTH U ONPEAEICHHBIX
COLIMAJIbHBIX, KYJIBTYPHBIX, STUYECKUX LIEHHOCTEH, B 3TOM M 3aKJIIO4aeTcsl OoJibIas
MPUTATATEeIBHOCTD JKypHAJIUCTKOW paboTel. Hampumep, coracHo mccieoBaHMsIM, B
I1aHe PadOTHI C KOPPEKTHOCTHIO JAHHBIX ITOJTyYaTeIl KOHTEHTa OOJIbIIe CKIOHAIOTCS K
CTaThsM, HAMMCAHHBIM ¢ omotibio MM, B To Bpems Kak B IjlaHe HHTEPECHOCTH JTFOIH
OoJibIIIe JOBEPSIOT KYPHAIHUCTaM, TaK KaK MaTepHall, HAMMCAHHBIA UMM, COOTBETCTBYET
atomy TpebdoBanuio (Cyxomomos, 2019).

B nanHOM ciiydae ¢ TakMM TIOMOIIHHMKOM B IUIAHE pPAacKOJUPOBAHUS ITOT
HHCTPYMEHT IOKa3blBaeT ceOs JOBOJBHO II0JIE3HO, OIHAKO €CIH B3sTh, K NPUMEPY,
HalMCaHWe HOBOCTH 4epe3 KOHBEPIEeHTHBIM aHalW3, TO HE CIOKHO OylaeT HalTH
[IPUMEPBI, KOTOPBIE OTIIMYHO MPOAEMOHCTPUPYIOT oOparHoe. B To ke Bpems, MHOTHE
n3/1aHus yxe ceiiyac uenonb3yroT MU 11 Hanucanust HOBOCTHBIX MaTEpUaJIOB, U XOTh
HalMCaHHbIE aJITOPUTMBI BCE €Ile HE TaK COBEPIIEHHBI 1 HE MOTYT MUCAaTh, K IPUMEPY,
CJIOXKHbIE aHAJMTUYECKUE MaTepHajbl WIK PEIOPTaKU, TO ¢ OOBIYHBIMH HOBOCTHBIMU
KOJIOHKAMH OHHM CIIPaBJIAIOTCS YK€ JaBHO. A 3TO yXe CO37aeT IpeleseHT, TO YeM
paHblle 3aHMMAINCh PEIaKTOPbl HOBOCTHBIX KOJIOHOK, TEHEphb MEpenacTcs B IOJe
JesTenbHOCTH po0oToB. OnaceHus, KOTOpbIE BHICKA3BIBAIOT MPHU 3TOM CIEIHAUCTHI,
3aKJII09aeTcsd, B TEPBYIO OYepeab B TOM, YTO HOBOCTHAsl JKypHAJIHCTHKA MOXET
MOTepsATh CBOE cofepkanue. Ho, Ha HamI B3MIAA, 3TO OTHOCUTCS, B MIEPBYIO OYEPENb,
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K HECOBEpIICHCTBY M OmMOKaM wucnonb3oBanus MU B pabore pemakumii otaena
HOBocCTel. Pazymeercs, 4esloBEK BCe elle JOJIKEH MPOBEPATH BBIITYCKAaEMbIil MaTepuall,
MOCKOJIbKY YK€ HaOIOAINCH CITydyan HEKOPPEKTHOH 00pabOoTKH HOBOCTHBIX JAHHBIX.
[Ipumep — xorga poOoT Hamucan, 4ro akuuu komnanuu Netflix ymanm B cemp pas,
KOTJIa Ha CaMOM JieJie OHM Hao000poT BO3pociu. Mnu ke npyroii cirydai, rjae onmoOKom
CTaJIi JIO)KHBIEC CBEJICHUS O 3eMIICTPACEHUH ¢ OOJIbILIONW MarHuTynoi. B aTot pa3 podor
HepernyTal HeAaBHO OOHOBJIEHHbIE CEMCMUUECKUE JAHHBIC B apXUBE U BbIAJ BCE 3TO
kak HoBOCTh (Cyxomonos, 2019).

Camo xe npuMeHnenne VM nMeHHO B HOBOCTHBIX ’aHpax, 10 MHEHHUIO CIIEIUAINCTOB,
HE ABJIACTCA YCM-TO CHJIBHO KPHUTHUYHBIM, IOTOMY 4YTO Yy XYPHAJIUCTOB IIOSABUTCH
BpeMs Ha YTO-TO Apyroe, Oosee CylecTBEeHHOE U Tpedylolee 1eTalbHON NpopadoTKH,
IIPUCYTCTBUS YEJIOBEUECKOI0 pa3yMa, 4YT0-TO, YTO YK€ He OyZeT TpeOoBaTh BHIIIOIHEHUS
PYTHHHO# paboThl, HO JIIOAM MO MPEKHEMY JOKHBI BCE 9TO MPOBEPATH, KaK B IUIaHE
JOCTOBEPHOCTH, TaK U B IIJIAHE THYECKOTO COAEPIKAHNU.

OcHoBHOoe wucnons3oBanne MM B KypHanucTuke ceidac Oazupyercs Ha
pPa3IMYHBIX TOAXOJAaX K €ro pa3sHOBHAHOCTAM. I[loBceMECTHO 3Ta TEXHOJOTHUsS
HCIIOJIB3YECTCA B )KYPHAIMCTUKE JI HAXO0XKIACHUA U COPTUPOBKU MaTepuaia. HOCKOJIBKy
MalllMHE ropaszo npoie padborarh ¢ OONBIINM 00BEMOM JTaHHBIX, 3TO B 3HAYUTEIBHOM
CTEIICHH CHMYKAeT KOJIUYECTBO CTAHAAPTHOW, «HETBOPUECKOI» pabOThI M MO3BOJISIET
KYPHAIHCTY B3IISIHYTh Ha KapTUHY € KyAa Oojiee BBITOJHOTO MOJOKeHHs. Bo MHOTHX
pemakuuax MW ucnone3yercs 11 mojcueTa CIOPTUBHOM CTAaTHCTUKHU, CEHCMUYECKHUX
JaHHbIX, Ha OCHOBE OJTOI0 MalllMHAMH MMUIIYTCA KOPOTKHWE HOBOCTH. Enaroz[apsl
COPTUPOBKE AaHHBIX, BhIMOIHAeMoN MU, KypHamucThl HAXOOAT «MH(OMIOBOABI» U Ha
X OCHOBE MOTYT IHCaTh MaTepHalibl, KOTOPble ObLIM Obl MaJIOBEPOSTHBI O€3 TaKou
TEXHOTeHHOW moajepkku. Hanpumep Opasuibckas KOMaHJa KypHaJIHCTOB Serenata
de Amor ucnonb3yeT 3Ty TEXHOJOTHIO ATl CIICKEHHs 32 TpaTaMH YNHOBHHUKOB (OIIBIT
penaxuuii Bcero mupa, 2019).

3nech, KOHEYHO K€, BCTAaeT BONPOC O PEHTAOCIbHOCTH TaKOM 3aTed Juls
Meauau3aHuil o BceMy Mupy, Beap 1 B pacniopsbkeHNN peJakiiMi — yAOBOJIBCTBUE
He gemieBoe. OAHAKO €CIM YYUTHIBATH TO, KaKylo IIOJIb3y NPUHOCHT padora,
co3/1aBaeMasi HICKyCCTBEHHBIM MHTEIUIEKTOM, TO CO BPEMEHEM BCE BOIPOCHI OTMAIAIOT.
[IpencraBpre, HACKOJIBKO CHJIBHO MOTYT BO3pPacTH JOXOABI pPEAaKIUil, Korna um
B pacmopsbDKeHHE IOCTymaeT Bcs HMH(GOpMaLus, CBs3aHHAs C IOTPEOJICHHEM HX
HY6JIHK3HHﬁ HOTpe6I/ITeHHMI/I. Bem) €CJIM 3HaTh, YTO MPCANOYHUTAIOT YUTATCIIU WJIN
K€ 3pUTENIN BAIIMX MaTepHajoB, TO MOKHO CIOKOMHO MepecTpanBaTh MOJENb CBOETO
PacIpOCTPaHEHUs! HIIU JKE€ «KOHTEHTOHAIPABICHHOCTb)» U3IaHU.

OnHako, Jake 3TO MOXET W BOBCE He coOumonarhesi, moromy uto MU crmocoben
CAenaTb BCE 3TO Topa3fo MpOIIe 3a CUET «PEKOMEHIATENBHBIX» CHCTEM. JlaHHas
Pa3HOBUAHOCTDb UCKYCCTBCHHOI'O MHTCIIJICKTA HAIIpaBJICHA HAa U3YYCHUEC IIPOCMOTPECHHBIX
MaTepHaJIOB MOIb30BATENIEH, TEM CAMBIM OHA MOXKET 3HATh, YTO MHTEPECHO ayAUTOPUN
1, K IpUMEpY, €CIN U3 JIBYX YEJIOBEK OJWH ITOCMOTPEI JBa BHJIEO IO OMpEeAeeHHON
TeMe, a JPyrou JUIIb OAHO, TO CUCTEMA CUUTAET HYXHBIM ITOCOBETOBATh 3TO BUJAEO U
BTOpOMY MoJib30BaTento. CorlacHo cocTaBieHHOMY Tractica criucky U3 27 CEKTOpPOB,
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rae 3aaericteoBan UM, cpenu HUX colMaibHBIE CETH W HKYPHAITUCTHKA, HOXOABI OT
WCTIOIb30BAHUS MCKYCCTBEHHOTO HHTEIJIEKTa B 00IIEM BO3pacTyT 110 38,8 MmuinapioB
noiapoB k 2025 romy, B To BpeMsi kak B 2016 rogy 310 Obuto 643,7 MUILUTHOHOB
(AsmoBa, 2021). M3 3TOr0 MOXHO cleiarh BBIBOJA, YTO HcIoib3oBanue MU sBisercs
PUOBLILHBIM HOBOBBEJCHUEM.

Eme omaumM Bumom wucnonwp3oBanus MM B kypHanucTHKe MOXKHO Ha3BaTh
nporpammy Wordsmith ot Automated Insights. DTo crnemuanbHBI anTOPUTM
HCKYCCTBEHHOTO WHTEIUICKTa, KOTOPBIA TOACTPauBACT JAHHBIC IO YATAOCIbHBIN
BHJl, TEHEpHUPYS W Jenas TeKCT Ooiee ecrecTBeHHBIM. OJHMMH W3 TIEPBBIX ATON
MPOrpaMMOi HaYaikd MOJIb30BaThCs KypHANMUCThI Associated Press u cpa3y yBuzienu
pasHuiyy. Tak, OHM HCIONB30BAIM STy MPOrpaMMy JUIsl COCTaBJICHUS HWCTOPH Ha
OCHOBE OTYETOB O Joxomax myonudasix kommanuit CLIA. JlaHaBINA TT0IXO0 TIO3BOIHIT
YBEIMUUTH KOJMUECTBO EKEKBapTaIbHBIX 0T4eToB Associated Press no 4400, uro B 15
pa3 yBeNMYWIO TIPEABIAYIINHA MoKa3arenb. [loMrMo TOTro, 3TO TO3BOJIMIIO COKPATHThH
KOJIMYECTBO OIIMOOK, CO3/IJaHHBIX aBTOPAMU MPU PYYHOM HAIUCAHHMH CTATEH, a TaKKe
CHH3WJIO TIPOIICHT 3arpy’kaeMoro BpeMmeHu Ha 20 rmoka3zarenei, TeM caMbIM 0CBOOOIHB
ero s okypHamuctoB (https://automatedinsights.com/customer-stories/associated-
press/). DTO TOKa3bIBaeT, YTO TEHEpaIUsi TAKOTO KOHTEHTA HAa CaMOM JIeje CHIIBHO
ITOMOTaeT OONIETYUTh TPY/ KYPHAIUCTOB. Ternepp eciu Hy)KHO Tiepernedararts Kakon-To
TEKCT, BMECTO KOTIUpaNUTEPa TO MOXKET CACNIaTh HEHPOCETh.

W3 MHUHYCOB CTOMT OTMETHThH JIBa OCHOBHBIX: HCIIONB3YSl PEKOMEHIAIIUU IS
0JIb30BATEJICH, MAITMHBI CO3MaI0T MH(OPMAIIMOHHBIN My3bIPb, BAPUTHCS B KOTOPOM
JTAJIGKO HE TaK NPUATHO, KaK KaKETCS Ha TEPBBIA B3MIAA, B OCOOCHHOCTH €CIIH
YeIIOBeK XOYeT PAaCHIMPUTH CBOM Kpyroszop. IlpuMepsl MOXKHO BCTPETHTH Ha JHOOOMH
Maauariaropme, HO JOCTATOYHO OYET IMOCMOTPETh Ha BCEM U3BECTHBIN BUJICOCEPBUC
YouTube, KOTOpBI MPOCTO 3aKUABIBACT IIOJIB30BATCIICH  PEKOMEHIAITHSIMH,
OCHOBaHHBIMH Ha WX MPEIMOYTCHUSX B BUICO. JIpyroil HeI0CTaToK, €CIH IJe-TO OyIeT
OITyOJIMKOBaHbI JIOXKHBIE TaHHBIe, TO M MOXeT crenarh Tak, 9To B MHTEpHETE OymayT
MOSIBJISATHCS. Pa3HbIe JIOCTOBEPHO HAIMCAHHBIC BEPCUH ATHX (PEHKOBBIX HOBOCTEH, YTO
B CBOKO OYepe/lb CO3/IaCT HEepa30epHXy M MOTEHIIMAILHO OYSHB OMACHBINA MpEIeNeHT (
https://habr.com/ru/company/habr/blog/439388/).

3akiiouenue

OCHOBHBIMH TIEPCIIEKTHBAMH HCTONB30BaHUA MW B KypHAIHCTHUKE SBISIOTCS
BO3MO)XHOCTH JIOTIOJTHEHHON PEaIbHOCTH U MIEPCOHAIM3AINS KOHTEHTA, KOTOpask O4eHb
Ba)KHa JIJIs HOBOCTHBIX U3aHUM, TaK KaK OHa OIPEJEIsaeT, KaKk MHOTO TI0JIh30BaTeeh
OyZeT YnTaTh UX MaTepuabl. st MHOTUX U3[aHHUH 3TO B OYKBaJIbHOM CMBICIIC BOTIPOC
BBDKHMBAHUS, IOTOMY YTO KOJIMYECTBO TPOCMOTPOB HAIIPSIMYIO BIUSIET HA JOXOAHOCTh OT
peKIIaMbl U TIATeXecnocoOHOCTh. B aToMm mnane MU 3a cyer yBennyeHns KoIU4ecTBa
ayJIUTOPUH, TOJTyYaIOIIei KOHTEHT, Oy/IET OKyIaTh PacXo/Ibl Ha CBOE COJICPIKAHUE.

[ToaToMy MOXHO cpaenarh TMPEaNoIOKEeHHE, YTO Ha JaHHBII MOMEHT BPEMEHH,
MEXaHUYCCKUI IMOMOIIHUK >KYpHAJIKCTa JIMIIb NpHOABISIET OMIUi B paboTe, HO B
LIEJIOM He OTOMpaeT ee y aBTropa. Beap e Oouibllie TOXOMOB y M3/IaHUS, TEM JTy4Ile
CTaHOBHUTCS 3apabOTOK CAaMUX JKypHAIHCTOB. [ TaBHOE MOHMMATh, YTO B IIEPBYIO OYEPEb
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CTaThbH MUILYTCS JIIOABMH JUIS JIIOAEH M TMOKa YTO MAalIMHBI HE MOTYT CIPaBISTHCS
C QHAJMTUKON M PACCY’)KACHMUSMH TakK K€ Kak 3TO Obl caeman OOBIYHBIN >KypHAIHUCT.
Bo-BroppIX, Bce 93TH Marepuanbl mepen MyONuKalmusMU JOJKHBI [TPOBEPSATHCS
JOABMH. DTOMY CBUAETENBCTBYIOT U ciioBa [lona UsnBuka u3 The Guardian, kotopblit
B CBOUX pacCyXIeHHAX O B3auMoneiicTBuu uenoBeka ¢ MW BeipaGoTanm HOBBIH
MYHKT A7l BKJIIOYEHUsI B KOIEKC Ta3eTHOM 3Tuku. [lo ero cioBam, «mporpaMMHbIE
Cpe/CTBa, KOTOPhIE YMEIOT «IyMaTh», HCIOJB3YIOTCS BCE 4Yalle, HO OHM HE BCeraa
00ecreunBaroT 3THUECKUH ToaX0 K cOopy miu o0padoTke nHpopManuu. Obparasich
K UCKYCCTBEHHOMY MHTEIUIEKTY C LEJIBIO MOBBIIICHUS 9 PEKTUBHOCTH KYPHATHCTUKH,
HEOOXOOMMO YYHTBHIBATh €r0 COBMECTHMOCTH C LIEHHOCTSIMH 3TOTO Kojekca». Urto
KacaeTcsl «I0MOIHEHHOM peallbHOCTHY, TO 3TO MPEKpacHasi BO3MOXKHOCTh IPUBJICUEHHS
ayAUTOPHH, KOTZIa HOBOCTHOH PENOPTaX BU3yaJTU3UPYETCS [0 TEXHOIOTUHU BOCCO3JaHNUS
COOBITHSA, TO3BOJSIIOIICH ayAUTOPUM OKa3aThbCsl HEMOCPEACTBEHHO B MOMEHT
MPOUCXOsIero neicTBusl. Takue TEXHONOTUHU yXKe MCHOIB3YIOTCS ISl TOTO, YTOOBI
MIPOIEMOHCTPUPOBATh PE3YJIBTAThl MPUPOIHBIX KATAKIM3MOB MM TPOMKHX MHPOBBIX
COLMANIBHBIX MM MOJUTUYECKUX COOBITHH, YTO MO3BOJISET KYPHAINCTHKE PACHIUPSTD
IpaHMLBI TOBEPUTEIBHOTO B3aMMOJCHCTBHS ¢ 0 coBell aynutopueil. Ho cam deHomen
«JOTMOJTHEHHON PEabHOCTW» M €ro 3HaYMMOCTh JJIsl COBPEMEHHOW KYPHAIHCTHKH,
KOHEYHO, HY>KAA€TCsl B OTACIBHOM UCCIICJOBAHHH.

Ha ocHoBe BhILIENEpeUrCIEHHOTO MBI TAKXe MPUILIM K 3aKJIIOYEHHIO, YTO IMPH
JOJDKHOM YPOBHE CaMOCO3HAHMS JKYPHAJHCTBl MOTYT pabOTaTh C HCIOJIb30BaHUEM
HCKYCCTBEHHOTO MHTEIJIeKTa. Ha TaHHbI MOMEHT yrpo3a BUAHA, HO TEXHOJIOTHH elle
HE JOCTHUIIIN TOTO YPOBHSI, YTOOBI MOYKHO OBLIO OMAcaThCs 32 COXPaHHOCTH NPOQECcCH.
Tem He MeHee, Bce MPEANIOCHUIKH [UIsl STOTO UMEIOTCS, OJJHAKO CeHuac Mbl BCE )K€ BUAUM
OoJiblIIe TUTIOCOB, YeM MUHYCOB. [Ip1 3TOM Bcerja BaxkHO HOMHHTB, YTO YETIOBEK M TOJIEKO
OH SIBJISICTCS TJIABHBIM M BRYKHEHIIUM MHCTPYMEHTOM IJIsl PAa3BUTHsI YelIOBEUECTBa, a
MOTOMY MCKYCCTBEHHBIH MHTEIUIEKT JOJDKEH OBITh JIHMIIb YIPABISEMbIM TOMOIIHUKOM
JUIs1 TIPOITyCKa 3aHSTHsl PyTUHOH paboTol M TOCTHXKEHHS LieJIeH YenoBeKa.
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Abstract. The computer game industry is growing rapidly, does not stop, but only
accelerates with the advent of new technologies. Games change not only some individual
habits of people, but also the global behavior of society as a whole. In this regard, many
scientists recognize the need for additional research in this area to achieve positive
results from the use of gamified systems. This article is devoted to the consideration
of the main approaches to the classification of computer games used in teaching in
the education system. The analysis of possible classifications of computer games and
the grounds for new classifications given in this article serves, in our opinion, as an
illustration of how diverse computer games are, including in their psychological aspects
and characteristics.
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AnHotamusa. KoMOblOTepIiK OWBIHAAD WHAYCTPUSACHI KAPKBIHIBI JaMbI KeJeli,
TOKTaIl KaJMalJbl, TEK >KaHa TEXHOJOTHsUIApABIH Maiga OOMybIMEH >KeAeIeHIi.
OfibiHap amgaMaapiblH KeHOip jKeKe OJCTTEepiH FaHa €MecC, Kallllbl KOFaMHBIH
skahaHIBIK MiHE3-KYJIKBIH na e3repremi. OchiFaH OaiIaHBICTHI KONTETCH FalbIMIap
reiiMuUKanusIaHFal KyHenepai KOJIIaHyAblH OH HOTHXKEJIepiHe KOJ JKeTKi3y YIIiH
OCBI caliajia KOCBhIMIIIA 3epPTTEeyJep KYprizy KaKeTTUTIMH MoubiHmaiinel. by Makana
Oiim Oepy Kyiecinae OKbITYa KOJIaHbUIaThIH KOMITBIOTEPIIIK OMBIHAAPAbI KIKTECYIiH
HET13r1 TocLIepiH KapacTeipyFa apHayiFad. Ockl MakKaiajia KeJITIPUIreH KOMITBIOTEPIIK
OMBIHIAPJIBIH BIKTUMAJ KJIacCH(UKAIUSIIAPhl MEH JKaHa Kiaccu(UKanusIapabiH
HETI3IepiHe JKYPri3iareH Taimay, Oi3MiH OWBIMBIIIA, KOMITBIOTEPIIIK OWBIHIAPIBIH,
COHBIH IITIHAE OJAPIbIH TCUXOJOTHSIBIK acIeKTiIepi MEH CUIaTTaMajapblHa ColKec
KaHIIAJIBIKTHI aTyaH TYPJi eKeHAITIHIH WITFOCTPAIUSICH PETiHAE KBI3MET €Te/l.

Tyiiin ce3mep: caHabIK TEXHOJIOTHsIIAP, TeUMU(UKAIUS, KOMITBFOTEPITIK OMBIH AP IbI
OKBITY, KOMIIBIOTEPIIIK OHBIHAAP/IBI KIKTEY
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AHHOTanust. HAYCTpUsI KOMIIBIOTEPHBIX UIP CTPEMHUTEIBHO PACTET U YCKOPSETCS
C TOSIBJIGHMEM HOBBIX TE€XHOJOTWH. Vrpbl MEHSIOT HE TOJBKO OTAEIbHBIEC MPHUBBIUYKU
Jofe, HO W mIo0anibHOE TOBEIEHHE COIMyMa. B CBS3M C 3THM, MHOTHE YyUYCHBIC
MIPU3HAIOT HEOOXOAMMOCTH [OMOJHUTENBHBIX HMCCICAOBAaHUNA B 3TOH 0ONacTu uis
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JIOCTHKCHHUS TTOJIOKUTEIBHBIX PE3YJbTaTOB OT HCIIOJNB30BaHUS TeHMUPUIIMPOBAHHBIX
cucreM. JlaHHast CTarhs IOCBSINEHA PACCMOTPEHHIO OCHOBHBIX IIOJXOZOB K Kilac-
CU(HKAUK KOMITBIOTEPHBIX WP, MPUMEHSIEMbIX B 00yueHHU. [IpoBeeHHBIN B 3TOM
CTaThe aHAJN3 BO3MOXKHBIX KIACCU(PHUKANUN KOMIBIOTEPHBIX WP U OCHOBAHUH st
HOBBIX KJIACCU(UKAIMI CIYXKHT, Ha HaIll B3DJIsAJ, WUIIOCTPAIMEH TOro, HACKOJIBbKO
MHOTO00pa3Hbl KOMITBIOTEPHBIE MTPBl — B TOM YHCJE, [0 CBOUM IICHXOJOTHYECKUM
ACIeKTaM U XapaKTEPUCTUKAM.

KiroueBble cioBa: 1uQpoBbIC TEXHOJIOTHH, TeMMU(UKANMs, y4eOHbIE KOMIIb-
FOTEPHBIC HTPBI, KITACCU(PHUKAIUS KOMITBIOTEPHBIX HID.

Jast umtupoBanusi: C.A. Menetbaena, A.A. Tenraesa, T./1. Jlykenos, 3.b. [yiiceH.
Knaccuduxkarust yaeOHBIX KOMITBIOTEPHBIX UTP, UX POJIb H MECTO B 00pa30BaTeIbHOM
nporecce // MeXIyHApOIHBIN KypHaT WHGOPMAIUOHHBIX U KOMMYHHKAITHOHHBIX
texnonoruit. 2023. T.4. Ne3. Ctp.50-58 (Ha pyc.). DOI: 10.54309/1JICT.2023.15.3.004.

Beenenne

BHacrosiee Bpems TpaIMLIMOHHBIN CIIOCO0 00y YeHU S HE SIBIIICTCS IPUBIIEKATEIbHBIM
JUISL CTYICHTOB MH)KEHEPHO-TEXHUYEeCKoro (akyabreTa B BhICIIEH mikone. [IpuzHakom
9TOTO SIBIISIETCS PE3KOE CHIDKEHHE MHTepeca oOydalomuxcsi K mpenmery. Hampumep,
OOBbIYHbIEC JICKIMOHHbIE M y4€OHbIe 3aHATHS HE SABJIIOTCS IOCTaTOYHBIMH, TaK Kak
00eCreunBaOT OJHOCTOPOHHEE OOyueHHE. BOJBIIMHCTBO CTYJICHTOB B HACTOSIIEE
BpeMsl IPEANOYUTAIOT OOJIbIIe CBOOOIBI U CaMOCTOSATENILHOrO 00y4YeHuUs. DTH 3aJa4uu
OYEHb XOPOIIO PEIIAITCs Yepe3 pazInyHble MMeAarornieckue TEXHOJIOTHH, OAHOW U3
KOTOPBIX SIBJIAETCS UrpoBoe oOyudeHue. IIpodnema mpuMeHeHns: UrpoBOro 00yUeHHS B
00pa3oBaTebHOM TPOIIeCcCe B MEIarornieckoll TEOPHU U MpakTuke He HoBa. OHAKO,
K COXKaJICHHIO, HE BCE IEarord 3Hal0T U YMEIOT IPaMOTHO NMPUMEHSTh Ha MPAKTHKE
BCEBO3MOKHBIC UTPOBBIE METO/IbI 00yUueHus. B ¢BsA3U ¢ 3TUM OOJIBIIYIO aKTyaIbHOCTD
B By3ax MPHOOpETaeT MPUMEHEHHE UTPOBOTO OOYUEHHSI C UCTIONIb30BaHUEM LIU(PPOBBIX
TEXHOJIOTUH.

OmHUM U3 CpPEACTB KOMIIBIOTEPU3AIMM OOYYEHHs SBISICTCS HCIIOJIb30BaHHE
KOMIIBIOTEPHBIX UTP, U1 0003HAUYEHHSI KOTOPBIX MCIONB3YIOTCS Pa3IMUHbIC TEPMHUHBL:
mudposas obyuarommast urpa (DEG), ceppesnas wurpa (SG), oOydueHme Ha OCHOBE
uudpossix urp (DGBL), ouenka Ha ocHoBe urpsl (GBA). XoTst paznuyHble TEpMHUHBI
MOAYEPKUBAIOT OJIHY U Ty K€ LieJIb — O0OyUYeHHE C MCIOJIb30BAaHHEM KOMIIBIOTEPHBIX
UTPp — Ba)KHO ONPEACIHTH, YTO MPEACTABISIET CO00M yueOHas KOMIBbIOTEpHAsh Urpa
(Emmanuel, 2020).

KomnbroTepHbIe UTPhl — Pa3HOBHIHOCTh HIP, B KOTOPBIX UTPOBOE MOJIE HAXOIUTCS
0/ yIpaBlIeHUEM KOMITbIoTepa. KoMIbIoTepHBIE HTPBI CTPOSTCS HA OCHOBE MOAEIBHOTO
ONMCaHMs OOCTAaHOBKM WIPBI, BKJIIOYAIOLICH NepedeHb OOBEKTOB, BOBJICUCHHBIX B
UTPY, U OTHOIICHUH MEXJY HHMH, IPABUJI UTPHI, B YACTHOCTH YCIIOBHH Tepexoja OT
OZIHOTO YPOBHS UIPHI K Apyromy, 6onee BbicokoMy. Oco0oe MECTO B KOMITBIOTEPHBIX
UTpax 3aHUMAIOT BU3YaJIbHOE BOCIPOM3BEJICHHUE UTPOBOTO TI0JIsI, 3ByKOBOE M TEKCTOBOE
COIIPOBOXKICHHE, BEACHUE JONTOBpeMeHHOI nctopuu urpsl (Uersepukosa, 2003).

C >TuMH ompeneNeHUsIMHA MOXKHO HE COINIACHTBHCS, TAK KakK YHpaBJIsSET UTPOBBIM
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nojeM (Urpoii) 4eJaoBeK, a He KOMITbIoTep. KoMmbloTep UIb BOCIPOU3BOAUT UTPOBYIO
MOJIEJTb U MOKET BBITIONHATH (PYHKIINU COTIEpHUKA YenoBeka. HekoTopsie onpeneneHus
YKa3bIBAIOT HA TO, YTO JIF00Ast KOMITBIOTEPHASI UTPa SIBJISIETCS MIPEKIE BCETO IIPOTPaMMOA.

Juis Toro 4TOOBI COPHEHTUPOBATHCS B PA3HOOOpA3UH yUEOHBIX KOMITBIOTEPHBIX UTP
oOparumcs K ux kinaccudukaiuu. O0palieHue K KiaccuGukanug HeoOX0MUMO U IS
TOTO, 4TOOBI BBISIBUTH TAKWUE TPYIIBI UTP, KOTOpPBIE OyayT 00Janarh MTUAAKTHUYECKON
LIEHHOCTBIO TS MTOJTOTOBKHU CTYJCHTOB HH)KEHEPHO-TEXHUIECKOTO (haKympreTa.

MarepuaJjibl 1 METOIbI

B mpomecce wcchaemoBaHus OBITH  WCIIONB30BaHBI  OONIEHAyYHBIH  METO
CPaBHUTEJIBHOTO aHaJIN3a, CyTh KOTOPOTO 3aKJIIOUAETCs B COMOCTABICHUN OTAEIBHBIX
SIBJICHUH M TPOLIECCOB C LEIbIO ONpPEACTeHUsI UX OOMIMX YepT M pa3iuiuid, a TaKKe
MIpenoaraeTcs n3y4eHrne MHOT000pa3Hs JJIEMEHTOB, OTHOIICHHA, CKJTa IbIBAIOIIIUXCS B
UTPOBOM Npoliecce. B taHHOM ciiyyae npuBeaeHa KINacCH(PUKAIHS IO TICUXOI0TMYECKIM
aCIeKTaM U XapaKTePUCTUKAM KOMIIbIOTEPHBIX UTD.

Pe3yabTarsl u o0cyxkneHune

Ha cerognsmuuii 1eHp MHOTHE MpENoAaBaTeNd IBbITAIOTCS BKIIOYUTH HIPOBBIC
KOMIIBIOTEPHU30BaHHBIC TPOTPAMMBI B 00pa30BaTeIbHbIH MPOIece, Jeliasi 3TO CTUXUITHO,
0e3 HayuHoro o6ocHoBanus. [ Iporncxoaut 3To U3-3a TOro, YTO MPH UMEIOLIeMcs AepuiuTe
o0yJaromux y4eOHBIX HWIp €Ile MEHbIIe WX KOIWYECTBO KOMITBIOTEPHU30BAaHHBIX B
MOJTHOM CMBICJIE 3TOTO CJIOBa, XOTS MPU ATOM MEIaroraM paHee ObLUIH BBIACICHBI
pa3IMYHBIC TPYIITHI YIeOHBIX UTP.

[lo MHEHMIO MHOTHX M3 HUX, UTPHl MOXXHO KJIacCU(PHUIMPOBATH IO Pa3IHMYHBIM
MpU3HaKaM: IO LEJIsIM, MO KOJIMYECTBY YYaCTHHKOB, IO XapaKTepy OTpaKeHUs
JNEHCTBUTENBHOCTH M T. 1. Ho >kaHpOBBIE KIACCH(HUKAIIMA KOMITBIOTEPHBIX WIP,
HECMOTPsI Ha HMX YHUBEPCAIBbHOCTH, CTPaAalOT OTHOOOKOCTBHIO. B HHUX ’KaHp WIPHI
TUKTYET JIEHCTBHSI, KOTOPBIE YaIlle BCETO HEOOXOANMO BBITIONHSTH UTPOKY.

[IpaBna, B mocieaHee BpeMsl ciydaeTcsd CMEIIEHHE >KaHPOB KOMIIBIOTEPHBIX
Urp, KOTAa UTPOKY HPUXOAMTCS PELIaTh 3aJaud Pa3HbIX THUIOB, BKJIIOYAsl CIIOXKHbBIE
JIOTUYECKHE TOJIOBOJIOMKH.

[IpuMepsl KOMMNBIOTEPHBIX OOyYalOIIMX WIP MOXKHO YBHAETH B cTarbe A.A.
HOyvunbem, JI.B. 3aiineBoit «KoMmbroTepHble HTpel B 00yYEHWH W TEXHOJOTHH WX
pazpabotkm» (dymunbm u np., 2013) rae oHu AesATCS Ha CIEAYIOIINE BHIBL:

- UTPbl, OCHOBAHHbBIC HA PUKIIOUEHUSX;

- UTPbI, UMUTHPYIOIINE aKTUBHOCTH TIOJIb30BATENs;

- UMUTAIIMOHHBIE UTPBI U UTPHI HA OCHOBE MOJICIUPOBAHUS ACSITEIbHOCTH;

- UT'PBI UCIIOJIHEHUS POJIEH U IpyTHeE.

OnHOBpEeMEHHO aBTOPHI JaHHOW KiacCH(PUKAMKM TNpenIararoT JIpPEeBOBHIHYIO
CTPYKTYpY KiaccH(UKallMu WTp, COCTOSIIYIO M3 YEThIpeX ypOBHEH, TJe Ha MEpBOM
YPOBHE YYHTBIBAETCS BO3PACT Y4alIErocs; Ha BTOPOM YPOBHE BhIOMpaeTcs ydeOHas
JUCLUIUIMHA, U3yUYEHUE KOTOPOM MPOUCXOIUT C MOMOIIBIO CO3JaBa€MOIl UIphI; U Ha
3aKITIOYUTETIFHOM YPOBHE, ITOCJIE OIPE/IeIeHUsI HTPOBOW TeMbI B BEIOPAHHON y4eOHOMH
JTUCLMITIIMHE ONPEAETSAETCS] YPOBEHb CAMOM UTPBHI.

[loxoxwuii moaxon HaOmomaercs W B auccepraunonHod pabore T. Kyrnamuesa
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«OKanpoBasi THIONOTHSI KOMIIBIOTEPHBIX WIP: MpolieMa CHCTEMaTH3alWud Xydo-
KECTBEHHBIX CPEIICTBY, [JI€ BBIIEIAIOTCS TPaJULIMOHHBIE )KaHPbI: JEeHCTBUE, CUMYJISITOP,
CTpaterus, pojieBast Urpa, IpUKItodYeHus, rojgososoMka (Kytnanues, 2014).

T. Kyrnanuesa Mure FOraii B pabore «KommbroTrepHas urpa kak xasp...» (lOraii,
2008) mpeaIoKMIT EUTh UTPBI HA THIBI IO XapaKTepy BOBJIECYEHHS B CIOKET HTPHI:
[IOBECTBOBATEIbHbIC (HAPPATHB), BOBJICKAIOILINE UTPOKA B CIOXKET; HETOBECTBOBATEIIbHBIC
— WI'PBl Ha 3HAHUS, HABBIKU U YMEHHS.

B pesynbrare MOKHO Tpearnoiaratb, 4TO KayKABIM THUI 3THX UTP TPEACTaBISET
cO0OH [OCTATOYHO OIHOPOAHYIO CTPYKTYPY IO BHM3YaJbHBIM CPEACTBaM, METOLY
MOBECTBOBAHMUSI, IIEJTM UTPBI U TPYIII UTP.

Crout 100aBHUTh, YTO B MCHXOJIOTO-IIEAATOTHYECKON HAayKe H3BECTHBI Pa3HBIC
noAxonsl K Kiaccuduraimuu urp. Ho sTm kiaccudukanum co3laHbl 0e3 ydacTws
KOMIIBIOTEPHBIX TEXHOJOTHH 1 MOJTOMY B Hallel paboTe MOUTH HE pacCMaTpHBAOTCSL.

OOyuatonie Urpsl (M HE TONBKO OOydYaroline) C HCIOIB30BAaHHEM ITH(PPOBBIX
TEXHOJIOTUH, UMEIOT CBOM OCOOCHHOCTH M TMO3TOMY TPEeOYIOT 0CO00T0 OTHOIICHHS H
BHUMAaHUSI.

UyTtb Oomnee 20 et Ha3a/1 B KOMITBIOTEPHBIE UTPBI B OCHOBHOM MTIPAJIH B ABTOHOMHOM
pEeKMMeE WM Yepe3 JOKalIbHyI0 ceTb B oddiaiiH n onnaitn pexxumax. Toraa riaBHBIM
ormmaneM o dmaitH-urp, ObUTO TO, YTO B HUX MOXKHO OBIJIO WTpaTh IIE YTOMTHO.
OnnaiH-Urpbl OTIAMYAIUCH TEM, YTO OBLIO CBSI3aHO C MOAKIIIOUYEHHEM B KaXKIOH UIpe K
COITY TCTBYIOILEMY COLIMAILHOMY COOOIIIECTBY, KOTOPOE K Aa10, YTOOBI €r0 UCTIONb30BAIH.
B Hacrosiiiee BpeMs OHJIaWH-UTPBI KIMEIOT OOJIBIIYIO MOMYJISIPHOCTH MO CPABHEHUIO C
o dmaiin-urpamu. Paznenenne urp Ha onnaiiH u o ¢uiaiiH XapakTepUCTUKN BPEMEHH U
y Ka)JIOTO M3 3TUX HAIPaBJICHUI €CTh CBOH JOCTOMHCTBA U HEJJOCTATKH.

Tak B pabore T. Hainey u 1p., B mpakTH4ecKOM MpUMepe NOKa3aHO MPUHIUIHAIEHOE
pa3IuYre UTPOBON MOTHBAIIMH UTPOKOB OHJIAWH 1 oduraiiH (hopMaTOB; IJIe UTPAIOIITHE
B OHJIAlH (hopMe 3aMHTEPEeCOBaHbl B COPEBHOBAaHUH, a o((iaiiH urpoku — B (hopme
urpsl. Ilpu 3TOM yTBEpKAaeTCs, YTO ISl MHOTUX OHJIAHHOBBIX UTPOKOB caMa MIpOBast
JIeSITeIbHOCTh MEHEE INpHBIIEKAaTeNIbHA, YeM (YHKIUSI TPYMIIOBOTO OOIICHUS MEXIy
urpokamu (Hainey u ap., 2011).

O.K. TuxomupoB u E.E. JIsicenko (TuxomupoB u ap., 1988) qacTnaHO yKa3bIBarOT
Ha 3TO U CUUTAIOT, YTO NPU UTPE C KOMIBIOTEPOM B pexkuMe oddiaiiH KOMIBIOTEP HE
MOXET B IIOJIHOM Mepe BBIIOJIHSTH POJIb NPOTUBHUKA U, CKOPEE BCETO, B 3TOM CUTYyaIH
UTPOKY MPUXOAUTCSI HTPATh CaMOMY € COOOH, TO €CTh UTPOK OKa3bIBAETCSI CBOOOIHBIM
OT APYroro MHEHUSI U MOKET CBOOOJHO pean30BaTh CBOM MIPOBBIC IUIaHbl. pyruMu
CIIOBaMH, B CITydae OHJIAIH UTIPbI, IO MHEHHIO aBTOPOB, CO3/IACTCSI CUTYAIHs KECTKON
KOHKYPEHIINH.

B nesioM npakTuueckoe 0CBOEHUE KOMIIBIOTEPHBIX UI'P HAa4al0Ch MOCIIE HAMCAHUs
OZIHOM W3 TEpBBIX MHOTroOmojib3oBarenbckux urp — MUD (Multi-User Dungeon)
npoeccopom YHHBepcutera Jccekca Pruapaom Ananom baprim. Menem 3Toit Urpsl
Ternepb Ha3bIBAIOT LIEJNbIH KaHp Bcex coBpemeHHbIXx MMOG (Massively Multiplayer
Online Game). boJee cioxHbIe MPUMEPbl MHOTOIOIB30BaTEILCKUX UI'P TIPEIOCTABIISIOT
OoJibllle BO3MOKHOCTEH HIpOKaM, jAaBasi LIaHC, OObEAMHSATHCS B TPYIIBI MPOTHUB
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JOPYTHX TPYIMIl UTPOKOB, OLIGHUBATH PUCKH M OOHYCHI, a TakKe MPHU3BIBAIOT OBICTPO
pearupoBaTh Ha U3MEHEHUs B Urpe. Bce 3TH HaBBIKH, KOTOPBIE OHU HCIOIB3YIOT, MOTYT
OBITH MEpEeHECeHbl Ha MPaKTHYECKYI0 padOTy, OCHOBAaHHYIO Ha DPELICEHHUH NPOoOJeM,
AHAJIMTUYECKUX HaBBIKaxX U cTparernyeckoM mbiuienun (Griffiths, 2009).

JHanbHeliniee pa3BuTHE KIaCCH(PHUKALUS MHOTOTIOIB30BATEILCKUX UIP MOIYYMIIa C
BbIxooM B 2007 romy 25I€KTPOHHOTO M31aHHs «PyKOBOACTBO MO CTUIISIM BUACOUTP H
crnpaBouHoe ocoduey Opnanna, CreitnOepra u Tomaca, rie OHH, KpOME BCETO MPOYETo,
0003HaUMIIN KJIaCCU(PHUKALIUIO UTP B BUJE CITUCKOB, cBeieHHBIX Mo (Kytmanues, 2014):
UTPOBBIM TIaTopMaM B BHUJE Pa3IMUHBIX MOKOJCHUI MPUCTABOK, KOHCONEH U T.IL.;
oreparoHHbIM cuctemaMm: Microsoft DOS, Microsoft Windows, Apple Macintosh,
Linux; urpoBbIM >kaHpam.

OTUM OHU CMOINIU KJacCU(UIIMPOBATh KOMITBIOTEPHBIE UTPHI MO pa3HOOOpa3HBIM
npu3Hakam. B To ke BpeMsi, cpeaM CYIIECTBYIOIIMX MOAXOAOB K KiaccH(pUKauu
KOMIIBIOTEPHBIX UTP OTCYTCTBYIOT 3JEMEHTHI KiacCH(HUKAIUU KOMIBIOTEPHBIX HUID,
MpeAHa3HAYCHHBIX Ui 00y4eHHUs, 4TO, 110 HAlIeMy MHEHHIO, SBJISIETCS HEAOCTATKOM.
[losToMy Hamm paszpaboTaHa WM TpeyaraeTcsi aBTOPCKasl KiacCH(PUKaLus y4eOHBIX
KOMIIBIOTEPHBIX HIp, KOTopass oTpakeHa B Tabmuue 1. Ilo Hel kmaccudukamum
KOMIBIOTEPHBIX WIp, TpeIHa3HaYeHHBIX Uil OOydYeHHs, MAESITCS Ha JKaHPOBBIC
KJIaccu(uKanuy, KIacCH()UKAUMU IO KOJMYECTBY MIPOKOB, KIacCH(UKAIMU O
LeJisiM Urpsbl, Kiaaccupukauuu no miaardpopmaM. OCHOBHBIM CIOCOOOM pa3lesieHHs
BUCOMTP Ha KaTErOpUH SIBISICTCSA paslesieHHe Mo miardopmaM, yKasblBarollee, Ha
KakoM YCTPOMCTBE MOKHO 3aIllyCTUTh Ty WIHM WHYIO Urpy. Eciam y monb3oBarens HET
1aTGOPMBI, 715l KOTOPOH MpeJHa3HaueHa Urpa, TO U IOUTPaTh B HEE OH HE CMOXKET.

Tabmuma 1 - Kitaccudukanust y4eOHBIX KOMITBIOTCPHBIX UT'D

Tur urpel XapakTepucTuka
Knaccudukamus | Oxkura CyObeKTHBHAS U TICUXOJIOTUYHAS HTPa, TIE COOBITUS
0 JKaHpaM U COOOIIEHNUS BOCIPHHUMAIOTCSI HTPOKOM, Kak

O6paHICHHI>IC JIMYHO K HEMY.

Kgsecr Wrpsl ¢ nocTeneHHbIM PaCKPBITHEM HHTPUTH, KOTOPas
3aKJIFOYAETCs B PELICHUH PA3IMYHBIX TOJIOBOJIOMOK H
JIOTHYECKUX 3aJIaHHi.

Ponesas urpa HWrpsl, XapakTepHu3yIomuecs II0CTPOCHUEM OTAEIEHOTO
MHpa, B KOTOPOM IIPOUCXOAAT I100aIbHbIC MacITaOHbIe
COOBITHSI, TUCKYCCHHU, HA OCHOBE PACIIPEICIICHUS POJIeH,
U mpecc - KOHPEPCHIUH.

Knaccuduxamus | CutyaunoHHas Wrpoku BBIONHSIOT CBOU POJH (MTPOBBIC 3a1a49H)

0 LEJSIM HUIPbI B3aMMOCBSI3aHHBIC MKy COOO, KOTOPBIE CIIEIYIOT IPYT
3a JIpyroM, 00pasyst JIMHHIO CIOXKETA.

PasBuBarorme urpsl KomMIibtoTepHbIE TPOrpaMMbl «OTKPBITOIO» THIIA,
BKJTFOYAIOIIHE B ce0sl CBEICHUS, ITPCAHA3HAYCHHBIC

Ul yCBOGHUS OOLIMX 3HAHUH 00 OKpyXKaroleM

MHpE, Pa3BUBAIOIINE MBICIIUTEIBHBIC CIIOCOOHOCTH U
COLMaJIbHbIE HABBIKHU U T. 1. B HMX HET SIBHO 3aaHHOM
LIeJI — OHU SIBJIIIOTCS MHCTPYMEHTAMU Ul TBOPYECTBA U
CaMOBBIPAIKECHHUS.
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HUrpa-kaneiinockon Urpsl 6e3 Hamm4ust SBHOTO CIOKeTa U meneil. OCHOBOH
UTPHI SBISETCS TIPON3BOIBHO BO3HUKAIOIINE HIYEM HE
CBSI3aHHBIE Pa3HOOOPA3HBIE UTPOBBIC BO3MOKHOCTH,
peanu3yeMble 0 YCMOTPEHHIO UTPOKa. ITO MOTYT OBITh
HE OTIETbHBIC UTPHI, & BKIIIOUCHHS B IPYTUX CIOKETHBIX
urpax, takux Grand Thief Auto, Minecraft, SimSity).
Urpa-koHKypeHIHs Hrpokam npezacTasisieTcss BOSMOXKHOCTb Y4aCTBOBAaTh B
COPEBHOBAHUH C PEaTbHBIMU UTPOKAMH B JIHILIE IPYTUX
KOMITBIOTEPHBIX MPpoTHBHUKOB. (StarCraft, Counter
Strike, Battlefield).

Xapz[KopHaﬂ I/Irpa, CO3JaHHas JJid IMOCJI€A0BaTCIIbHOI'O ITOBBIIICHUS
MHOT'OYpPOBHEBas HUI'POBLIX HABBIKOB. I[J'IS{ 9TOro urpa pasacjicHa Ha
urpa, HaripaBJICHHas COOTBETCTBYIOIIUE YPOBHU, IJIC HA KaK/IOM YPOBHC

Ha MmocCJICA0BaTCIbHOC CJIOKHOCTB IMOBBIIIACTCA. I[J'IH OKOHYATCJIBHOTO
YIIYUII€HUE UTPOBBIX pe3yibrara NoACUYNUTBIBACTCS 3aTPAYCHHOE BPEMS
HaBBbIKOB HJIN KOJIMYCCTBO 3apa60TaHHI)IX 04kKOB. B aTx urpax

OOJIBIIYIO POJIb UTPACT CaM IpoIiece 1 oopmileHHE
ypoBHaeil. (Super Meat Boy, Battleblock Teathre).

Knaccuduxamus | Urpa-como (Singleplayer) | Tum urpsl 11 OZHOTO HTPOKa, TIIE CaMOE€ BaKHOE

10 KOJTUYECTBY KOMIIBIOTEPHAs IPOrpaMMa U B3aUMOJCHCTBHE C HEHl.

HUTPOKOB MHorormnosb30BaresbeKkast | B urpe y4acTByroT HeckoabKUX UIpokoB. Kaxkablii
urpa (Mynsrumeiiep, UIPOK BXOAUT B UTPY CAMOCTOATENILHO. CBSA3b MEXKIY
Multiplayer) UTPOKaMH OCYILECTBIIACTCS yepe3 OecIpOBOIHbIC M

JIOKaJIbHBIE KOMIIBXOTEPHBIE CETHU C BLIXOIOM B I/IHTepHeT.

MMO - urpa (Massively | HempepbiBHast urpoBast cpefia, IpHHIMAIOIIAst HTPOKOB B
multiplayer online game) | HeOrpaHWYEHHOM KOJHYECTBE H B JIFO00E BpeMs

Knaccuduxauust | bpaysepHas urpa Hrpsl, HCIOIB3YIONME BO3MOXHOCTH OKHa Opay3epa

o riaropme (IporpaMMbI IPOCMOTpa HHTEPHET-CcTpaHuLl). OCOOeHHO
yno6Ho B 6pay3sepax: Google Chrome, Opera, FireFox,
Internet Explorer, Safari — rae Hanaxen 3amyck
HEOOJIBIINX NPOrPaMM BHYTPU HHTEPHET-CTpaHuIl. Ecin
Urpa COIpoBOXKAACTCS CO3AaHUEM MPOPHIIS, TO ITO
MO3BOJISIET UI'PATh COBMECTHO € IPYTHMH UI'POKAMH.

3akaouenue

AHanu3 CymeCTBYIONUX KOMIBIOTEPHBIX WIP TIOKa3bIBa€T HEOOXOAMMOCTh
pa3paboOTKM HOBBIX TOIXOOB K ONTHMH3AIMK TIporiecca WX pa3pabOTKH, B CBI3U
¢ ObICTpO pa3BUBAIOIICHCA OTpacipio MUGPOBBIX TEXHOJOTHH W €€ BHEIAPEHUEM
B cHCTeMy oOpa3oBaHus. V3 aHanmm3a MEHarorndeckol W y4eOHO-METOIMMYECKOM
JUTEepaTypbl BUAHO, YTO B HACTOSIIEE BPEMS HET €AMHOTO TOAX0/a K Kiaccupukanum
KOMIIBIOTEPHBIX HTP. DTO TOBOPUT O HEOOXOMMMOCTH CO3MAHMS KIACCH(PHUKAITUH,
MO3BOJISIFOLIEN CHATH C TOBECTKHU JHS ATOT BaXKHBIM HAYYHO-TEOPETUUECKHUI BOIIPOC.

JlOCTOMHCTBOM TICHXOIOTUYECKUX KIACCH(UKAIINI KOMIBIOTEPHBIX UTP SBISIOTCS:
OpPHUEHTHPOBAHHOCTh HA TICHXMYECKHE TPOLECChl M MX IMPeoOpa3oBaHWE B WTPOBOIT
nesTenbHOCTH. HemocTaTkaMu  TICHXOJIOTHYECKHUX KIIACCHU(UKAIMA KOMITBIOTEPHBIX
WTp SBISIOTCS: CPAaBHUTENBHO Majash M3BECTHOCTb, TPYAHOCTh MPHMEHEHHUS NpHU
MPOBEJICHUHU HCCJIEAOBaHUM, IMOCKOJbKY JJii OTHECEHUS HUIPbl K TOW WJIM HHOHU
KaTeropuu TpeOyeTcs PKCHepTHHIN aHanmn3. Kimaccnpukanum KOMIBIOTEPHBIX UTP TI0
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MICUXOJIOTHYECKUM OCHOBAaHHSAM MOTYT OBITH OCOOEHHO IMOJIE3HBI U Pa3pabOTKu H
W3YYCHHUS TaK Ha3bIBAEMBIX «CEPbE3HBIX» KOMITBIOTEPHBIX U, CTABSIINX Tiepes coOoi
3aga4qy oOy4deHus], pa3BUTHS U IPOCBEILCHNS UTPOKOB, a He pa3pieuenue (Hainey u ap.,
2011).

[IpuBeneHHBIE B cTaTbe JaHHBIC MMO3BOJMIM ONPEACIHTH, YTO MIPOBOE OOydeHHUEe
C HCIHOJb30BaHHEM NH(POBBIX TEXHOJOTMH OTIMYAeTCs CHeUu(pHUKOH, KoTopas
OOBSCHICTCS CIIOKHOCTBIO YYEOHBIX KOMIBIOTEPHBIX Hrp. MOXKHO yTBEp:KAaTb,
YTO POJIb ¥ MECTO MIPOBOTO OOYyYEHHs C HMCIOJb30BaHHEM LHU(POBBIX TEXHOJIOTHUH,
Kak MeToJa aKTHBHOTO OOYy4YeHHs CTYICHTOB, 3aBHCAT OT TBOPYECKOTO MOTECHLHAIA,
npodeCcCHOHaIbHOr0 MacTepCTBa, MHHOBALMOHHOCTH CaMOT0 TperoiaBarelis, OT €ro
MICUXOJIOTO-TIEJarOrn4eCcKOil 1 MOTUBAILIMOHHON TOTOBHOCTH U BIIJC€HNUS TEXHOJIOTUSMU
UTPOBOTO KOMITBIOTEPHOTO O0yUYCHHSI.
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Abstract. The article discusses possible threats and risks for the country's financial
institutions associated with information leakage. Various measures are proposed to
reduce and neutralize such risks and increase the awareness of employees in the basics
of cybersecurity. Since every year potential threats grow, it is necessary to ensure the
security of financial institutions. For the functioning of the company, these risks are
the probability of the worst scenario, and the threat can negatively affect the scenario
from the outside. These risks negatively impact the company's ability to operate
properly and generate financial returns. In some cases, risks can even lead to the
bankruptcy of the company. Therefore, identifying these risks allows companies to
prepare their organizational structures for various types of threats and minimize the
impact of adverse events. It is a standard procedure and a key element of business
planning. In addition, the article describes the most used cyber-attacks, company
security methods and a financial analysis of cybersecurity in general.
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AHHOTanmMs. AHJaTHaja akKMapaTThIH aFblll KeTyiHe OalIaHBICTHI €IJIH KapiKbl
WHCTUTYTTAphl YIIiH BIKTHMAJ KayiliTep MEH ToyeKelJep TallKbuIaHaibl. MyHmai
TOyeKeNnJepAl  a3zalTy  JkoHe  OelTapanTaHIbIpPy  JKOHE  KbI3METKEpJIePiH
KHOEpKayirci3/lik Heri3fepiHeH XaOapAapibIFbIH apTThIPY YIIiH OPTYpIi Imapaiap
ychiHBUIAABL. JKBIT caiiblH  oneyeTTi KayilTep apThill OTBIPFaHIBIKTaH, KapiKbl
WHCTUTYTTAPBIHBIH KAYITICI3MITiH KaMTaMachl3 eTy KaxkeT. KOMIaHWSHBIH KYMBIC
icreyl ymmH Oy ToyeKenaep €H Hamap CICHAPUUIIH BIKTHUMAIIBIFRI  OOJBIT
TaOBUIAABI, QI Kayill - OYJI CIICHApWHTE CHIPTTaH TEpic ocep €Tyl MYMKiH OapiibIK
Hopce. by Toyekenaep KOMITaHUSHBIH JIYPBHIC )KYMBIC iCTE€Y oHE Kap>KbUIBIK Kipic
any KaOumeriHe Tepic oacep erexi. Kelbip skarmaiimapina Toyekenjep TilTi
KOMITaHUSHBIH OaHKpPOT OoiyblHa oKenlyl MyMKiH. COHIBIKTAH OYJI ToyeKelaep.i
aHBIKTAy KOMITaHUsIApFa ©31CpiHiH YHBIMIBIK KYPBUIBIMIAPBIH KayiNTEepIiH opTYypIi
TypJiepiHe  JadbIHIayFa OJKOHE JKAFBIMCBI3 OKHFalIapjblH  ocepiH  OapblHIIA
azaiitryra ~ MyMKiHmik Oepeni. bynm crampmaptTel mponenypa koHe Ou3Hec-
JKocTapiayablH Herisri aiemenTi. COHBIMEH KaTap, Makajaza eH KUl KOJIJaHbUIAThIH
kuOepmadypliap CUMNATTAIFaH; KOMIAHWSHBIH  KayilCi3miK oJicTepi; KaJbl
KHOEPKAYIICi3IIKKe KapKBbUTBIK TAIAY KYPTi3Ii.

Tyiiin ce3aep: Kap>Kbl TOyeKelli, aKIapaTThIK Kayilci3miK, aKmapaTThIK Kayinci3aiK
cascaThl, aKMapaTThIH JKaWBUTBIT KeTyi, OaFmapiaMainblK jkacakTama, KaTepiepi
OciiTapanTaHabIpy, OJICYMETTIK HHXKCHEPHS
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AnHoTanus. B crathe paccMaTpuBAlOTCS BO3MOXKHBIC YTPO3bI M PHCKH IS
(DMHAHCOBBIX HHCTUTYTOB CTPAHBI, CBA3aHHBIX ¢ yTeukoi nHdopmaruu. [pemiararorces
pa3IUYHbIE MEPHI T YMEHBINECHUS W HEHTPATU3allii TaKHUX PUCKOB M MOBBIMICHHS
IPAaMOTHOCTH COTPYJHHMKOB B OCHOBax KuOepOe3omacHOCTH. Tak Kak ¢ KakIbIM
rOJIOM TOTEHIUAIBHBIC YIPO3bl U PUCKH YBEIHYMBAIOTCS, HEOOXOMUMO 00eCHeYnBaTh
6e30macHOCTh PUHAHCOBBIX YUPESIKACHUH Ha TOKHOM ypoBHE. J[11s pyHKIIMOHUpOBaHUS
KOMIIAHUU JIAHHBIE PUCKH — 3TO BEPOSTHOCTH XYAIIETO CIIEHApHs, a yrpo3a — 3TO
BCE, YTO MOXKET HETaTHMBHO MOBJIUATH HAa CIEHAPUH W3BHE. DTH PHCKUA HETaTHBHO
BJIMSIOT HA CIOCOOHOCTh KOMIIAHWU pPabOTaTh JODKHBIM 00pa3oM M MOJIyYaTh
(bHHAHCOBYIO PUOBLITb. B OTAEIBHBIX CIIydYasiX PUCKH MOTYT MPUBECTU K OAHKPOTCTBY
komranuu. [103TOMy, BBISBICHHE TAKUX PUCKOB MO3BOJICT KOMIIAHHUSM TOATOTOBHUTH
CBOW OpPraHM3al[MOHHBIC CTPYKTYPHI K PA3IMYHOrO POjia yrpo3aM U MHHUMH3UPOBATH
BIIMSTHHE HEOJIaromnpHsATHBIX COOBITHH. DJTO CTaHIapTHas MPOIEAypa M KIIOUYCBOI
SNIEMEHT OW3Hec-TUIaHupoBaHusa. Kpome 3TOro, B cTarbe ONMUCHIBAIOTCS HambOolee
YaCTO MCIOb3yeMble KHOEepaTaku, METO/bl 0OecTieueH s 0e30MaCHOCTH KOMIIAHUH U
MPOBOAUTCS (PUHAHCOBBIN aHANIN3 KHOEPOE30MACHOCTH B I[EJIOM.

KuioueBble cjioBa: (QuHAHCOBBIE pPHUCKH, KHOEpOE30MAaCHOCTh, TIOJTUTHKA
HHPOPMAITMOHHON  0E30MacHOCTH, yTeuka KOH(DUIACHIMATLHOH — HH(OpMAINH,
porpaMMHOe oOecrieueHre, HeUTpaIN3aIKsl yrpo3, COIUANTbHAS HHKCHEPHUS

Jdast muTtupoBanusi: JL.M. AnumxkanoBa, E.M. CnanoBa, Bohdan Haidabrus.
Pucku w yrpo3sl B (uHAHCOBOH cdepe KazaxcraHa//MexayHApOIHBIN IKypHAT
MH(OPMAITMOHHBIX W KOMMYHHKaUMOHHBIX TexHosoruit. 2023. T. 04. Ne 3. Crtp. 59—
67 (Ha anr.). https://doi. org/10.54309/1JICT.2023.15.3.005

Beenenne

QOYHKIIMOHUPOBAHNE U PA3BUTHE KaXKIOTO TOCYapCTBa COMPSKEHO CO MHOKECTBOM
PUCKOB M OCYIIECTBISETCA B YCJIOBHSAX HapacTalolMX KPU3UCOB. VX mocnenctBus
JNECTaOUIM3UPYIOT MHOTHE CHCTEMBl M TPEJCTABISIOT TIOOAThHBIE YIPO3BI JIIIS
Oe3omacHOoCTH. B TepByr0 odepenb, ITO KacaeTcsl SKOHOMHYECKOW cucTteMbl. K
B CHUTyallUd HEIPEPBIBHBIX IOTCHIIMAIBHO JIECTPYKTUBHBIX HW3MEHEHHH KaxKIas
CTPYKTYpa, OpTaHU3aIys, KOMIIAHUS TOCTOSTHHO COIPHKACAIOTCSA C CYNIECTBYIOIUMHI
PUCKaMH B TEKYLIHX YCIOBHSX.

B manHOe Bpemsi OIHWUM W3 CaMbIM PacHpPOCTPaHEHHBIX PUCKOB CUHTACTCS PHUCK
HapyIIeHUs KOHPHUICHIIMATBHOCTH HH(OPMAITUH, a UMEHHO YTeUKa KOH(DUACHIINATbHBIX
JaHHBIX. OHa MOXKET IPOU30MTH I10 PsiLy IPUYHH: B3JIOM X IPOHUKHOBEHUE B CTPYKTYPY
KOMITaHUM TPEThETO JIMIA, HECAHKIHOHUPOBAHHOE CKAauMBAaHUE COTPYIHHKOM
HEJISTUTUMHOTO Tporpammuoro obecreuenus (I10), KOTOpbIA cOAEpKUT BUpYC,
MIPOMBIIIUIEHHBIN TIMTAOHAXK, YeTOBEYECKH (HakTop  T.1.

C kaXJpIM roioM KubepOe30MacHOCTh CTAHOBUTCS Bce Ooliee BaXKHBIM (PaKTOPOM
CUCTEMBI 0€30MacHOCTH Ui TPEANPUATHH, KOMIaHui u (UPM I000TO paszmepa
MPaKTHYECKH BO BCEX OTpaciax 3koHOMHKH. B 2020 romy ciydam mporpamm-
BbeIMOTaTenei Beipocnu Ha 150 %, u xaxzable 39 cexyHn I7e-TO B CETH 3aIllyCKaeTcs
HoBas araka. Tak, B stsHBape 2021 roga B Kazaxcrane ObI10 coBepiieHo Ooiee 3 ThIC.
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kuOeparak — B 2,8 pasa Oonblie Mo CPaBHEHMIO C STHBapeM Mpeaslayiiero roga. [lpu
9TOM TOJIOM paHee KOJMUeCTBO Krubeparak nokaspisajo crnazg Ha 30,5 %. Takue nanHbie
B pa3Hoe BpeMms ImyOnmuKoBait cailT ranking.kz.

CornacHO MEXIYHApOAHBIM JKCIIEPTHBIM JAaHHBIM, (DMHAHCOBBIC, MaTepHAaJIbHEIC,
HMMYLIECTBEHHbIE, SKOHOMUUECKUE U JIp. YIIEPObl BO3PACTAIOT €KEr0JHO, YTO CBA3aHO
C yBeJIM4eHueM kuoeparak. Ha jaHHbIii MOMEHT MUPOBBIM 3KCIIEPTHBIM COOOIIIECTBOM
IIPOTHO3UpYEMasi CyMMa IIaHeTapHOTo yiiepda coctasisieT A0 8 TpiH gonapos (https:/
strategy2050.kz/ru/news/kak-razvivaetsya-kiberbezopasnost-kazakhstana/).

Yarie Bcero yTeuka JaHHbIX 3aTparuBacT GUHaHCOBO-0aHKOBCKYIO C(epy U BHI3BIBACT
B HEH KOJIOCCaIbHBIN pocT pacxonoB. banku, punancoBble opranu3anuyu — 310 Ta cdepa,
rJe HaxomsTcsl (PMHAHCOBBIE U JICHEKHBIE PECypChl, U HIMEHHO MMO3TOMY (DMHAHCOBBIC
YUPEKICHHS 3a4aCTYIO ABJISIIOTCS INIAaBHBIMHU 00bEKTaMH KHOepaTaKk Ha pa3HbIX YPOBHSX.
KubepnpecTymiienns copepkar MHOXKECTBO CIOCOOOB TONyYSHHsT JIOXOJOB 32 CUET
BBIMOTATEIbCTBA, KPaXK M MOIIEHHUYecTBa. 1 mapaniensHo mono0HbIe TPeCTyIICHHS
COBEpIIAIOT HE TOJBKO XaKTHBUCTHI, HO M Jja)Ke IroCylapcTBa, KOTOPbIE HALEJICHbI Ha
(DMHAHCOBBIM CEKTOp ISl TMOJUTHYECKOTO, HJICOIOTHYECKOTr0 M WH(POPMAIMOHHOTO
BO3/EHCTBUS W BiusiHUs. OpraHbl YIpaBIeHUs, SBISSICH PETYNATOpaMU 3TOH cdepsl,
MOCTOSIHHO OOpAaIIaloT Ha 3TO BHUMAaHWE M aKTUBU3UPYIOT pa3paboTKy W BHEIpPEHHE
HOBBIX CPEJICTB KOHTPOJISI KHOEP-PUCKOB, YTOOBI MPOTHBOCTOATH PACTYILIUM yIpo3am,
OCJTaOISIOIITM HAITMOHAEHYI0 0€30TTaCHOCTh, YKOHOMHUKY H JIp.

Lenb crarbu - pacCMOTPEHHE PUCKOB, CIIOCOOOB HEMTpalu3aluy yrpo3 U METO/IOB
3aLIUTHl B CUTYAlUsIX YTEUKH HHPOPMALHH.

[IpeameToM TaHHOTO WCCIICOBAHUS SIBISIOTCSI PUCKH, KOTOPBIE CBS3aHBI C YTEUKOMH
rH(pOpMAITIH.

OOBEKTOM JTAHHOTO MCCIICOBAHMS SIBISICTCS] pUHAHCOBAs cdepa.

3agaun CTaTbu:

- OIMCAaTh PENyTALOHHbIC U OIIEPAllMOHHBIE PUCKHY;

- paccMoTpeTh Krnbeparaku B pMHAHCOBOW WH/YCTPHUU;

- pacmucarb MeTO/bl 0OecriedeHus1 0e3011aCHOCTH Ha KOPIIOPAaTUBHOM YPOBHE

- ipoBecTH (PMHAHCOBBII aHaN3 KHOEePOE30MacHOCTH B (UHAHCOBBIX YUPEIKICHHUAX

QDunancosvle pucku

TpamuunonHo B (PMHAHCOBOM chepe OCHOBHBIE PUCKH AENIATCS HA HECKOJIBKO IPYIIIL.
OcTaHOBHMMCS Ha JIByX OCHOBHBIX U3 HHX:

penyTarMoHHbIe (MMHIKEBBIE) PUCKH;

OTIEePALUOHHBIE PUCKH.

Penymayuonnwiii puck

VYnpasieHue penyTalMoOHHBIMA PUCKaMU B (DMHAHCOBBIX YUPEKICHUSIX SIBIISETCS
OZIHOH 13 Hambosee LEHHBIX CTPaTerwil A (PMHAHCOBOW OpraHM3aluu. YIpaBlieHHE
penyranueil spuseTcss 0az0il JTOOOW KOMIAHWH, CTpeMmsmiercs K APQPeKTHBHON
JESITeIbHOCTH U JIONTOCPOYHOMY paszBuTHiO. CoiuaHas pemyTalys — 3TO BBICOKHE
[OKa3aTeay pPadOThl, MOBBILICHHBIH CHOPOC HA MPOAYKLHIO TOBAPOB M YCIYT, 3TO
pactymasi KiueHTckas 0aza W 1ap. B To ke Bpemsl HeraTWBHas peryTarus MOXKET
OTTOJIKHYTb HOTCHIUAIBHBIX KIIMEHTOB M YBEITUUUTH UX OTTOK, YTO B YCIIOBHSIX BBICOKOH
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KOHKYPEHIIUM MOXKET IPUBECTHU HE TOJIHKO K CHU)KEHUIO JIOXO0B, TIOTEPU PUOBLIH, HO U
K 0aHKpOTCTBY. MOHUTOPHHT OT3bIBOB KIIMCHTOB, IPOBOAMMBIN MHOTIMH KOMITAHUSIMH,
MTOKa3bIBAET, YTO IPOUCXOIUT CHIDKEHHE TOBEPHS K (YMHAHCOBBIM CTPYKTYpaM, KOTOpBIE
BCE Yallle 3aHUMAIOT MPEAINoceHee MECTO B PEHTHHTE PEMyTallMy 110 CPABHEHUIO C
JIPYTAMH OTPACIISIMH.

B oTtHOmEeHNN KnOEepOE30MacHOCTH MOYKHO CKa3arh, YTO B HACTOSIIHI MOMEHT OHa
SIBIIIETCSl OCHOBHOM COCTABIISAIOIIEH permyTanuu koMmmnanuu. M Hanbomee ysa3BUMBIMU
ceiivac SBIIOTCS TUIATEKHBIE TTOPTANBI, MPEICTABISIONINE TIOBBIIIEHHBIA HHTEPEC IS
MIPECTYTHUKOB. DTO 3HAYUTEIBHBIN PUCK JIJIs1 OS30IMACHOCTH KOMITAHUH U X KIIMEHTOB.
BTopbiM 10 3HAYMMOCTH PUCKOM SIBIISIETCS KOMIIPOMETAIMS JTAHHBIX JUIS BXONIa B
cucreMy. MHOTHE TI0JIb30BaTENN U MOTPEOUTENN UCTIONB3YIOT OJIMH M TOT e IapoJib
JUTSL BCEX CBOMX TLTAT(GOPM, ITOITOMY B3JIOM OJHOHM M3 HUX O3HAYaeT yrpo3y s BCeX.

[MockonbKy KpyITHBIE KOPIOpAIMU TIIATEIBHO 3aIUINAIOT CBOM COOCTBEHHBIC H
YIPaBIIsIEeMbIE AKTUBBI, PUCKU CYIIESCTBEHHBI U JUIsl COOCTBEHHBIX, U JUIsl CTOPOHHHX
MoJTb30BarTesel (MapTHEPOB, MOCTABIIUKOB, JOYEPHUX KOMMaHWi u np.). K mpumepy,
HeOONbINE MPEANPHATHS PEIKO MUMEIOT OAMHAKOBBIC MPOTOKOJIBI 0E30MacHOCTH, HO
MOTYT XPaHUTh WIH UMETh JIOCTYII K TAHHBIM KITueHTa. CaMblil pOCTO# IpuMep yTeUKH
JAHHBIX, BIUAIONIEH Ha permyTanuio — yTeuka nqaHubix Target B 2013 romy. [Ipogaxu
PE3KO yIaju nocie B3JI0Ma CTOPOHHETO TTOCTABILUKA, TOBJIEKILIET0 32 COO0M pacKphITHE
40 MUIITHOHOB KPETUTHBIX U Ie0ETOBBIX KapT IO BceMy MUpy. BriociencTsin koMmanus
Target Obls1a BEIHYX/ICHA YBOJUTH THICSYU KOPIIOPATHUBHBIX U PO3HUUYHBIX COTPY/JIHUKOB
Y TOJIFKO HEJAAaBHO CyMeJla YaCTUYHO BOCCTAHOBUTH PEIYTAIMIO M BEPHYTHh HEKOTOPOE
JIOBEpHeE.

[IpakTrKa MoKa3bIBaEeT, 4TO IOCIIE PACKPHITHA HH(GOPMAIIMH O B3JIOME [IEHBI HA aKITUH
Majar0T MUHUMYM Ha ISTh IPOLICHTOB. TeM HEe MeHee, aKI[MM MOT'YyT BOCCTaHABJIMBATh
CBOKO CTOMMOCTB, €CIIM KOMIIaHHS Cpa3y e B TEUCHHUE HECKOJIBKHX JHEW OTKPBITO
COOOIIAaeT O HAPYIICHUSAX/B3JIOMAaX/yTedkaX, TeM CaMbIM HE TOJIbKO CTaOWIU3NPYs
CHUTYaIUIO, HO U TTOBBIIIAs CBOIO PEIyTaIHIO KaK B 001acTH 0OecTiedeHus 0€30MacHOCTH,
TaK | B IIEJIOM penyTaiuio OpeHaa. Kpome 3Toro, Takne MeXaHU3MbI B3aUMOJICHCTBUS
C KJIMEHTAMHU TOBBIIIAIOT YPOBEHb UX JIOSUIBHOCTH.

Onepayuonnwiit puck

OnepalmoHHBIA PUCK OMpPENENsIeTcss Kak BO3MOXXHOCTh YOBITKOB B pe3yJbTare
c00s1 BHYTPEHHUX MPOIECCOB/CUCTEM/BHEIIHUX COObITHH 1 Jip. Crofia )Ke OTHOCUTCS U
YenoBeuecknil (hakTop. BeIAENSIOTCS ClieayIonye BUIbl OTIePAIIHOHHBIX PHCKOB!

* (uaynuapHbie HAPYIICHHUS;

* arpecCHUBHBIE MMPOJAKU;

* HapylIeHUs KOH(PHUICHIIMATLHOCTH;

» orka3 UT-cucrem;

* cyneOHbIe pa3duparenbCcTBa;

* HEMPaBOMEPHOE MCIIOJIb30BaHUE KOH(DUICHIIMATLHOW HHPOPMALIUU U JIP.

Opranuzanys KOHTPOJHUPYET OIEPAlMOHHBIE PHCKH TIOCPEICTBOM  OIICHKH
peanbHbIX M MOTCHIIMAIBHBIX YIPO3, BIPAOOTKA METOIOB IOBBIIICHUS 0€30ITaCHOCTH,
YCWJICHUS] YTPaBICHHUS pPUCKaMH, BKJIIOYas BHEIIHME M BHyTpeHHHe (akropel. K
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BHEIIHUM (PaKTOpaM MOTYT OTHOCHUTBCSI CTUXUIHBIE OEICTBHUS, TOTUTUUYCCKUN (PaKTop,
nectabunn3anys (UHAHCOBOW CHCTEMBI, BHELIHEE BMEIIATEIbCTBO (B TOM YHCIIE
MpaBOHAPYIICHUS, KUOEPIPECTYIICHHs, MOIIEHHHYeCTBO W Jp.). K BHyTpeHHUM
(akTopaM OTHOCATCSI TEXHHYECKHE cOOM CYNIECTBYIOIIMX CHCTEM, HEIPPEKTHBHOE
oOcimy)xuBaHne 00OpPYIOBaHUS W CEPBEPOB, HEPEIIIAMEHTHUPYEMBIE TEXHUYECKHE U
OpTraHM3alMOHHBIE TPOIIECCHI.

OpnHoli n3 HamboJee pacnpoCTPaHEHHBIX Yrpo3 B COBPEMEHHOM LHU(POBOM MHUpE
SIBIIIETCS BO3MOXKHOCTH HMCIIONB30BaHusT DDOS-aTak. DTo pacnpoCTpaHEHHBIH METOM
MpepbIBaHusl OM3HEC-ONepalyii, MpeACTaBIIoUMi co00l WHTCHCHUBHYIO araky Ha
cepsep neneBoi pupMmel. Harmpumep, HeckonbKo JieT Ha3ax B KazaxcraHe cepBepsl Hec-
KOJIbKUX OaHKOB noaBepriick DDoS-arakam. [To uadopmanuu « MTaTepdakcay B nepuo
¢ 26 o 29 cents6pst 2017 rona xakepsl HCHOIB30BaId OOTHET U3 YCTPOWUCTB, HAXOS-
muxes B 6oree uem 50 crpanax (http://lib.itsec.ru/newstext.php?news id=119080).

Kpome momoOHBIX yrpo3 CymIeCTBYIOT M Jpyrue ux Buisl. Haumbomnee
pacnpoCTpaHEeHHBIMHU SBISIOTCS MOIIEHHHYECTBO C WACHTHU(HUKAIMEH W KapTamH,
(UIIMHIOBBIC JJIEKTPOHHBIC IMWChbMA, CKUMMHHT M mojjenka kaptT. [locnemHue
SIBIIIIOTCS.  OCHOBHBIM  BHJIOM MOIIICHHUYECTBA, CBSI3aHHBIX C HCIOJIh30BAHUEM
ne0eTOBBIX KapT. B ciiyyasix Takoro MOIIEHHUYECTBA PECTYTHUKH ITOYYaroT JOCTYII K
KOH(UACHIMATBHON HHPOPMALIMHY, YYETHBIM AaHHBIM KIIMEHTOB, HCIONb3YIOT OHJIaiH-
IJIaTeXXH B KOPBICTHBIX ENIX, HAHOCS OTPOMHBIHN yIiep0 Kak (PUHAHCOBOI CTPYKTYpe,
norpedurensiM (PUHAHCOBBIX YCIYT, KIIUEHTA U JIp.

Kubepamaxku ¢ punancoeoit undycmpuu

Hwxe npuseensl Hanbomee pacnpocTpaHeHHbIE TUIIBI aTaK, HCIOIb3YeMbIC IIPOTHB
KOMIIaHUH, IPEOCTaBISIONNX (DMHAHCOBBIE YCIIYTH, KOTOPhIE MOTYT IMOBJIEYb YTEUKY
KOH(HICHITNATBHBIX TaHHBIX.

Amaku na eeb-npunoycenus. MHOTHE OpraHU3alMM TIOJIATAlOTCS Ha BeO-
MIPIJIOKEHHS ISl CBOMX Om3Hec-omeparnwmii, mpudeM (Google Suite sBisieTcs omHUM
W3 CaMbIX MOMYJSPHBIX. DTH MPUIOKEHHS YIPOIIAIOT COTPYAHUKaM oOMeH ¢aitnamu
U COBMECTHYH paboTy. OJHAKO 3TH CITy>KOBI YS3BHMBI JUIsl aTaKk W3-3a2 MPOCTOTHI
JIOCTYTIa ¥ 3aBHCUMOCTH OT JICHCTBUHN TIOJIB30BATEIISl. DTH TUIIBI aTak MOTYT MPUBECTH
K HEMpPOBEPECHHBIM IMEPEHANPABICHUSIM WJIH CChUIKAM, KOTOpble OOMaHHBIM IyTeM
3aCTaBIISIFOT 0JIb30BaTENEH IETKHYTh MBIILIKOM.

Bomut: boTel — 3T0, 110 CyTH, aBTOMaTH3HUPOBAHHBIE TPOTPAMMBI, IpeTHA3HAYCHHBIE
JUTS BBITIONTHEHUS 3a1a4d B MHTepHeTe. MHOTHE TipennpusaTusi (pMHAHCOBOTO CEKTOpa
4acTo MCIMOJIB3YIOT 00TOB. OHM YacTO UCIIONB3YIOTCS ISl YAYUIICHUsT 00CTy )KUBaHHS
KIueHToB. OnHaKo ecTh XOopoluue OOThl, a ecTh Ioxue O0O0Thl. BpemoHOCHBIH OOT
MOJKET OBITh 3aITPOrPaMMHUPOBAH Ha MPSIMYIO HIIM KOCBEHHYIO aTaKy Ha YUpEeKIeHHE —
HampuMep, ero MO>KHO MCIIOIb30BaTh ISl PACCBUIKH ClIaMa Mo 3JEKTPOHHOH MoYTe UiTH
JUTS B3JIOMa TIapoJIeit METO/IOM TPyOOH CHITBI.

Ilpocpamma-evimozamensy. lIporpamMmMa-BbIMOraTeslb — 3TO THII BPEAOHOCHOTO
[1O, xotopoe mocie 3apaXCHHWsT CHUCTEMbI MOXKET 3alli(poBaTh Bamld (ailibl WK
naxe omnepanuonnyto cucremy (OC). 310 3pPeKTHBHO OIOKUPYET JOCTYI K BaKHBIM
JOKYMEHTaM HJIM CaMOMY YCTPOMCTBY. DTO Ha3bIBaeTCs POTPaMMaMHU-BBIMOTaTEIISIMH,
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[MOTOMY YTO YaCTO MPECTYITHUK, CTOSIIMN 3a aTakoi, He paciu(pOBLIBACT CUCTEMY,
IoKa He Oy/IeT BBITUIAY€H BBIKYII. DTO CTAJIO OJJHUM M3 HauOoJIee YacTO BCTPEHAOIIUXCS
TUTIOB aTak Ha (PMHAHCOBBIE KOMITAHWHU M OTHUM M3 HanOOJee OMaCHBIX.

Quumunz. OUMUHTOBBIE aTaKW TOYTH TaK K€ PACIpPOCTPAHEHBI, KaK M aTakh
MporpaMM-BeIMOTaTeNeil. DTH aTakd HCIONB3YIOT COIMAIBHYIO WHKECHEPHIO, YTOOBI
3aCTaBUTh COTPYAHHUKOB BBITIOIHUT JIEHCTBHE, TO3BOJISIIOIIEE YCTAaHOBUTh BPEJOHOCHOE
[TO B Bameii ceTu.

3awguma om Kubepamaxk Ha KOPROPAMUBHOM YPOGHE

Haubomnee pacrnpocTpaHeHHBIM MeToIaMH o0ecriedeHns KnoepOe30macHOCTH
SIBIISTIOTCS CIIETYIOIIHE:

Ooyuenue compyoHukoe 0isa oOHapyycenus Quuiunzosvix nucem. CeromHA
(DUIIMHT SIBIIIETCS OCHOBHOM COIMAIbHOMN aTakoil Ha OU3HEC, Ha KOTOPYHO TPUXOTUTCSI
Oonee 75 mpolEHTOB HapylieHwWi Oe3onacHOCTH. [lOCKOIbKY HHKAaKoe pelIeHUES
Uit o0ecrieueHUs] KHOEpOE30MacHOCTH HE MOXKET CTOINPOLEHTHO 3a0J0KHPOBATH
MOI00HBIE aTaKkW, HEOOXOAWMO BHEIPATH WM YCHUJIMBATH CYIIECTBYIOIIEE OOydeHHe
10 BOIIpocaM (PUIMHTA. DTO BAYKHO JJII TOHHUMAHWSI dTOTO TIpoIiecca U 00eCIIeIeHISI
HHMBHUYaJIbHOM 3aIMUThI OT (DUITMHIOBBIX aTak, TaK KaK YCTPAHEHUE UX MOCIEACTBUN
— MIPOIIECC ATUTETbHBIN, COMPSHKEH CO 3HAYUTEIBHBIMY 3aTpaTaMy U MOXKET ITOCTaBUTh
oJi yrpo3y BCl ceTh uH(pacTpykTypbl. [loaTOMy BakHO, 4TOOBI OpraHu3anus B
IJTaHE 3alUThl paboTana KaK eauHas KOMaHJa, JIEHCTBYIOIIas M0 YCTaHOBJICHHOMY
permamenTy. Kpome 3Toro, 10mKHa OBITh HalTa)KeHa CHCTEMa PETYIISIPHOTO OTTOBEIICHHUS
00 arakax (K mpuMepy, Ta K€ MaccoBas pacchlIka, HHPOPMUPOBAaHUE Yepe3 JOCTYITHBIC
WCTOYHUKH U T.1.).

HecMmotps Ha To, 4TO peKOMEHAYeTCsl IPOBOJAUTH CTPYKTYPHUPOBAHHBIE €3KETOTHbIE
WJIH TIOJYTO/IOBBIC TPEHUHTH 110 IMOBBIIMICHUIO KHOEPOS30MaCHOCTH, KOMIIAHUU JIOJIKHBI
pa3paborarh TpOrpaMMBl KYpPCOB pPa3BUTHs HH()OPMHUPOBAHHOCTH COTPYIHHKOB O
(ummHTe «HA JETy», KOTJa HWCIOJh30BAHWE CCBUIKH COMEPKUT W HEMEIUICHHYIO
obpatHyt0 cBs3b. K TakuMm MpomykTaM OTHOCSTCS, K MpuMepy, nporpammel KASAP
(Kaspersky Automated Security Awareness Platform), corimacHo KOTOPBIM MOXKHO
MPOXOIUTh O0y4YeHHE, TECTUPOBAHWE, a TaKXKE IMOMOIIb AJAMUHHCTPATOpa TaHHOM
CUCTEMBI, KOTOPBI MOXKET PACIPOCTPAHHUTh JISTHTUMHBIC (DUIIUHTOBBIC COOOIICHUS,
MTOBBIIIAIOIINE KHOSPTPAMOTHOCTb.

Humezpayusa u o6no6nenue nOTUMUKYU UHGOPMAYUOHHOL DE30naACHOCHU.

[Tommtuka UT-6e30macHOCTH MMEET pelIaroliee 3HAYeHHWe I ycIexa JI000H
OpraHu3alyu U SBISIETCS OCHOBOW BceX, (GOpPMUPYET CHOCOOHOCTh OpraHu3anui K
3¢ (EeKTUBHOMY pPEarupoOBaHHMIO Ha WHIMJCHTHI Oe3omacHocTH. WMHDOpMarmoHHas
0e30IIacCHOCTh OMUpPAeTCss Ha pa3padOTaHHBIA JOKYMEHTHPOBAHHBIM PEIrIAMEHT,
COOJNIIOIAFOTCS BCEMH WICHAMHU KOMITAHWHW/OpraHu3anuu. B 3ToM Bompoce st
(hMHAHCOBBIX OPTaHN3ANNH aKTYaIN3UPYETCs 3HAYSCHIE TAKUX TPOIIEYP KaK mapoabHast
MTOJTUTHKA CHCTEM W TIOJIb30BaTelIel, perlaMeHT IMOYTHl U KOPIIOPAaTHUBHBIX CPEJCTB,
W caMa TIOJIMTHKAa WHQOpMaIMOHHOW Oe3onacHoctd. [lomutnkn WHPOPMAIIMOHHON
0€301acHOCTH JIOJKHBI OBITh aKTyaJTM3UPOBAHBI COTTIACHO YTBEPKACHHOMY CTaHAAPTY.
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Ilocmoannoe yseoomnenue compyoOHUKo8 0 HOBbIX AMAKAX.

Craructrka KnOepOe30acHOCTH [0 UTOraM MPOLLLIBIX aHAEMUHHBIX JIET [I0KA3bIBACT
OTPOMHBIN POCT B3JIOMAHHBIX JIAHHBIX U3 UCTOUYHUKOB, KOTOPBIE BCE Yallle BCTPEUAIOTCS
Ha paboyeM Mecte (MOOWIBHBIE ycTpoicrBa W yctpoictBa loT). Kpome ntoro,
COVID-19 pacmmpmi BO3MOKHOCTH UISI KHOEpaTak depe3 aKTHBHOE HCITOJIb30BaHHE
(dbopMm nucTaHIIMOHHON paboThl (ynaneHka). B CBs3u ¢ 3TMM HEOOXOIMMO IOBBIIIATH
WHQOPMHPOBAHUE COTPYTHHKOB M O HOBBIX BHJIAX aTak (IIOCPEJCTBOM TOM jK€ MAacCOBOM
PacCBUIKU, PETY/SIPHBIX OMOBELIEHHH, IOCTOB B KOPHOPATUBHBIX CETSIX U IIp.).

Hcnonvzosanue paznuunozo euoa 3awyumnvix IT-cucmem. Ilo nanHeiM craruc-
Tikd B 2021 romy KonmdecTBO KHOeparak yBEIWYHIOCh Ha 6,5 % 10 CpaBHEHHIO ¢
2020 1. (Crarpsi: YUncno_kubeparak B _Poccum u_B mupe). [IpectynmHuku Bce Oobie
HCIOJB3YIOT COLMAIBHYIO MHKEHEPHIO, dKCIUTyaTHpysl HEJOCTATKN 3alLUTHl U YSI3BH-
moctH B [10, a Taxxke mpuMensis 3aBeoMo BpepoHocHbie [10. B 1ensax obecrieueHus
0€3011acCHOCTH CUCTEMbI HEOOXOIMMO HCIIOIb30BaTh TAKUE MHCTPYMEHTHI 3aLUThI, KaK
anTuBHpYchl, DLP-cucTeMsl, mporpaMMbl-«I0BYLIKIM», pazHoro pojaa SIEM u T.1.

Dunancosvlii ananus KubdepHe3onaAcHOCmU 8 PUHAHCOBBIX YUPEHCOCHUAX

Jst obecniedeHns 3alUThl BCe MH(PacTpyKTypbl HCTIOIbL3YIOTCS PA3IMUYHOTO BUIA
IT-cuctemsl. JlaHHbIE CUCTEMBI AOJKHBI TOKpHIBATh Ha 100 % KopropaTuBHBIE cepBeEpa,
HOYTOYKH, 3aIlIMIIaTh ¥ MOHUTOPUTH B PEXUME peaqbHoro BpeMmeHu. [Ipropurerom
KaXJI0i KOMIIAaHUM SIBJISETCS 3alllMTa CHayajla KOPIOPATHBHBIX HOYTOYKOB, TaK Kak,
COIVIACHO UCCIIE0BAaHUAM, 90 % yTeuek TaHHBIX IPOUCXOANUT BCIIEICTBUE YETIOBEUECKOTO
(daxTopa, a He BHEIIHUX JIeHCTBUI XakepoB. [t TOoro, 4TOOBI IPENOTBPATHTE YTCUKY
KOH(UACHIMATIBHBIX AAHHBIX, UCIOJIB3YIOTCS CIELUAIbHBIE TEXHOJIOTHH, & UMEHHO
DLP-cucrembl. OHH MOTYT aHaJIM3UPOBATH U MIPOBOJIUTH HKCIEPTU3Y NMOTOKA JaHHBIX.
Taxoke ¢ TOMOIIBIO TAKUX CHCTEM MOYKHO OJIOKMPOBATH MOJIKITIOUEHUS, TPOCMaTprBaTh
HCTOPUH, a TAKXE BbIIBISATH HEKOMIIETCHTHBIX COTPYIHHMKOB, B TOM HYHCJE IPEBbI-
LIAIOLIMX CBOM MoMHOMOuMs. Tak B omHOM KpynmHOM kommanuu B 2021 romy Obiia
MpeIoTBpalleHa yTeuka JJaHHBIX B KOHKYPHUPYIOII[YI0O KOMIIAHHIO, KOTJla COTPYIHUKH,
HCIOJIB3Yys IEPEHOCHOE YCTPOUCTBO, MbITAINCh OTHPABUTh JAHHBIE KOHKYPEHTAM.

CrnenyromuM He MeHee Ba)KHbIM HHCTPYMEHTOM 3allUTHI SIBJISETCS PA3INYHOIO BUAA
AHTHBHPYCHI, KOTOPBIE CTABATCA KaK Ha CepBepa, TaK M Ha yCTPONUCTBA COTPYAHUKOB. OHU
KaKk MMHUMYM MOTYT OJIOKHpOBaTh 3aimyck HeneruTuMHoro 110, ynaneHHO 0OHOBIATH
MOJIMTUKU CaMOro YCTPOMCTBA, a TaKXe MOHUTOPHUTH JEHCTBHUS IOJb30BaTElIEH.
AHTHUBUPYCHI MOTYT Os10KHpoBath 10 80 % kubepartak Ha komnaHuio. CaMbIM ITTaBHBIM
[IPENMYLIECTBOM SIBJISICTCS IOCTOSHHOE aBTOMAaTHYECKOe OOHOBIICHHE.

CerteBbl€ JIOBYIIKH TaKKe YCIEIIHO UCTIONIB3YIOTCS AJIS1 3alIUTHl HHPPACTPYKTYPBHI.
OnHu mpecTaBIsAIoT cOOOH TPUMAaHKy, KOTOpasi rmoMoraeT 3a0jJ0KHpOBaTh JCHCTBHS
37I0yMBILIJICHHNKA. Takue JOBYHIKM 4acTo HasbplBaioT honeypot. CaMbIM IIaBHBIM
CHJIBHBIM ()aKTOPOM JJAHHOW CUCTEMBI SIBJISIETCS TO, YTO COTPYIHUKH KHOEpOe30nacHoCTH
MOTYT HE 3HaTh, YTO MPOM30IILIA KuOepaTaka M Xakep MPOHHK BO BHYTPEHHIOIO CETh
komnannu. OpHako Onaromapsi 3a0arOBPEMEHHBIM — BBICTABICHHBIM JIOBYILKAM,
KOTOpbIE MOTYT HUMUTHPOBATh CETh, CEPBEP, MIIM JKE JIPYI'YI0 CUCTEMY, OH HE CMOXKET
JIaJTbIIe MPOJIOJDKATh CBOU JCUCTBHS. XOTh OHU U HE TIOKPHIBAIOT HHPPACTPYKTYpYy Ha
100 %, HO cunTaercst oueHb YPPEKTHBHBIMU.
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SIEM-cucrembl kKak u aHTHBUpYCchl, DLP-cucremMbl MOryT obOecreunBaTh aHaiu3
COOBITHI B peaJlbHOM BPEMEHH, OTHAKO OHHU OOJIbIIIEe MPUMEHSIOTCS Il 00ecneyeHus
LEJIOCTHOCTHU cepBepoB. OHM TITyOKe MPOBOST IKCIIEPTH3Y, TAK MOXKHO y3HAThH OTKYJa
Obu1a Mpou3BeieHa Kubeparaka.

B Tabnuue 1 Huke npencTaBaeHbl LeHbl Ha BeinieonucaHubie [ T-npoayKTh:

Tabmuma 1. Lens! va IT-npomykTs

AHTHUBUPYCBI Ot 10 000 113 1 ycrpoiicTBa
DLP-cucrema Ot 60 000 Tr, 100 ycTpoiicTs
CereBas JIOByILIKa Ot 20 000 Tr, 1 ycTpoiicTBo
SIEM-cucrema Ot 20 000 000 tr
ITprMedaHue: COCTABICHO aBTOPOM 110 OTKPBITOM HCTOYHHKAM

3akaouenne

B Ommkaiiiee Bpemst B CBSI3U C TIOBBIIIEHHEM YacTOTHI KHOeparak, HeHTpann3aius
YIpO3 M PUCKOB (PMHAHCOBOW c(ephl B paMKax KHOepOe30MacHOCTH BBIXOAWT Ha TIep-
BBII IJIaH W TIPEJIIoNIaraeT CO3JaHue CHCTEeMHOW Oe301aCHOCTH Ha BCEX YPOBHAX Kak
WCTIOJTHUTENICH, TaK W PYKOBOZACTBA. Tarke TpeOyeTcsi MOCTOSHHBI MOHUTOPWHT PHC-
KOB, KOTOPBIM TIpeAroyiaraeT IOBBIIMICHHE YPOBHS KOMITBIOTEPHONH T'PAaMOTHOCTH COT-
PYIHUKOB W TIEpCOHANA, Yepe3 pa3lIMdHble KypCHl ITOBBINICHUS KBaIH(PHUKAIMH IO
KrOep0Oe30ImacHOCTH 1 HEOOXOMMO €XKETOTHBIE TIPOBEPKH ayNTa, COOTIOIECHIS KOHTPOIIS
COIJIACHO CTaHAAPTy TEKYIIEro rofa /it 3(peKTUMBHOTO YIIpaBIeHHUS HH(OPMAITHEH.

[losiBleHMEe HOBBIX TEXHOJIOTWH W MIMHOHCKUX TPOTpaMM TpeOyeT MOCTOSHHOTO
OOHOBIIEHUSI TPOTPAMMHOTO OOECIIEYeHHUsS W JOMOJHUTEIHHBIX (UHAHCOBBIX U
TEXHUYECKUX PECYPCOB.
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Abstract. The innovation in payment methods has become one of the breakthroughs
in the ways of consumption of goods and services. The system provided by mobile
payments is also an important platform for promoting online business. Personalization
of the recommendation system is an important part of the business, which is based
on personal preferences, interests and purchasing behavior. User data collected from
previous purchase histories will be further processed and used to offer similar or
interesting products and information based on certain machine learning algorithms for
them. This article introduces cost analysis of a mobile application user based on artificial
intelligence to enable online platforms to create a business model for recommendation
systems inside the application. Machine learning is one of the tools with highly
automated information extraction from large amounts of data. In this paper, we will
consider machine learning in forecasting and analysis.
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Annoranus. TeneM omicTepiHAETI KaHAIBIK Tayapiiap MEH KbI3METTEepl TYTHIHY
JKOJJIAPBIHIAFbl cepriicTepin Oipi Oommbl. MoOUIBAI TeneMIep YChIHATBIH XKyle
COHBIMEH KaTap OHJIAH-OM3HECTI inrepijeTy YUIIH MaHbI3Ibl Tardopma OOoJbII
TaObLIa/Ibl. Y CBHIHBIC JKYMECIH IKEKeJEH/IIpYy OW3HECTIH MaHbI3bl Oeiri OOk
Ta0bLIa (bl )KOHE OHBIH HETi31HJE JKEKe Kajayiap, MYIIeJep MEH CaThlll ajlly MiHEe3-
KYJTKBI )KaTBIP. AJIIBIHFBI CATHIT aJTy TApUXbIHA COWKEC )KIHAJFaH IMalijaaHyIIbLIapIbIH
JepeKTepl KeHiHHeH OHJIeNe/li KoHe oJlap YIIiH MaIlMHAIBIK OKBITYABIH Oenrimi Oip
AITOPUTM/IEPI HETI31HJIe YKcac HeMece KbI3BIKThI Tayapiiap MEH aKIaparThl YChIHY YIIIH
naiaananbLIabl. by Makana MOOHITBI1 KOChIMIIIAHBI ITaliJaIaHy IILIHBIH [ITBIFBIHIaPbIH
Tajjiayra Kipicre OoibIl TaObLIaJibl MalllMHAJIBIK OKBITY OHJIAHH IuiardopMaiapra
KOCBIMIIIAHBIH IIIIHJIE )KOHE CHIPTHIHA YCBIHBIC KYHeNepi YIiH OU3HEeC-MOJIeNb KYpPY
MYMKIHIIT yIriH. ManmmHambIK OKBITY-0YJ1 YIIKSH KOJIeMIeTi MOIIMETTePICH YKOFaphl
aBTOMATTaH/BIPBUIFAH aKmapar aily KypanaapbHbH Oipi. by onebuerte 6i3 Oomkay
MEH TaJijiay/la MalIMHAIBIK OKBITY/IBI KapaCThIPaMBbI3.

Tyiiin ce3aep: )kacaH bl UHTEIUICKT, YJIKCH JIEPEKTEP, MAIIIMHATIBIK OKBITY, MOOWITBI1
KOCBIMIIIa, MOOWIIBJII TONIeMJIEp, YCHIHBIC JKYHeci

Hoviekce3 ymiin: [I.b. barmoyneropa, O.M. Tenen, A.K. AkmadaeB. MoOwibai
KOCBhIMIIIATIAp/IaFkl YCBIHBICTAp YIIIiH TMaiJaNaHyIIbUIapAbIH MIBFBIHAAPEH Tanaay//
AKMaparTelK JKOHE KOMMYHHKAIWSUIIBIK TEXHOJOTHSUTAP/BIH  XaJbIKAPAIBIK KYp-
Hanbel. 2023. V.4, Ne 3. ber 68-74 (arpummbiH Tinminzae). https://doi.org/10.54309/
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AnHoTanus. HoBble crmocoObl OIUIaTel CIIOCOOCTBOBAIM B3JETY IOTPEOSICHUS
TOBapoB U yciyr. Cuctema MOOWIBHBIX IUIATSHKEH SIBJISCTCS OCHOBHOM IUIaTGOpPMOM
JUIs TPOABIDKCHMsI OHJIaliH-OM3Heca. Ilepconanmzamusi pekoMeHAalui 3TO BayKHAs
YyacTh OM3HECa B OCHOBE KOTOPOTO HAXOMSTCS JIMUHBIE MPEIIIOYTCHHUSI, HHTEPECHl H
MOKyIaTelbCKoe NoBeieHue. JlanHble oJib30BaTeNei, CoOpaHHbIE U3 HCTOPHH ITOKYIIOK
B IaimbHEHTIIeM 00pabaThIBAIOTCS W UCIIONB3YIOTCS IS MIPEIOKEHUS nH(DopMauu 00
HWHTEPECYIOIINX TOBapax Ha OCHOBE AJITOPUTMOB MAIIMHHOTO OOy4YeHHs. DTa CTaThs
[IPEACTABIACT BBEACHUE B aHAIM3 3aTpaT I10JIb30BATENs] MOOWJIBHOTO IMPHIIOKEHUS
Ha OCHOBE MAIIMHHOTO OOyYeHWs, JUI TOrO0 4TOOBI OHJIAWH-TIATGOPMBI MOTIH B
JalbHEeWIIeM co3JaBaTh OW3HEC-MOAENH Ul PEKOMEHJIATENbHBIX CHCTEM BHYTPH
1 BHE NPWIOKEHHUS. MamuHHOe oOydeHHE SIBISIETCS OJHMM U3 HMHCTPYMEHTOB C
BBICOKOABTOMAaTU3MPOBAHHBIM HM3BJICUCHUEM HHGPOPMaH M3 OOJBIINX 00BEMOB
JaHHBIX. B naHHOM cTaThe MalIMHHOE 00y4€HHE PaCCMAaTPUBAETCS B IPOIHO3UPOBAHUH
1 aHaJn3e.

Ki1ioueBble c/10Ba: HMCKYyCCTBCHHBIM HMHTEIUICKT, OOJIBIIME JaHHBIC, MAIIUHHOE
o0y4eHue, MOOHIIbHOE ITPUIIOKEHHE, MOOWITbHBIE TIIATEXHU, PEKOMEH 1aTelIbHasI CHCTEMa

Jas untupoBanus: J.b. barnaynerosa, A.M. Tonen, A.K. AxmabaeB. Ananus
3aTpaT MO0JIb30BaTeIel Ha OC HOBE IUIATEXEH ISl PEKOMEHIANHU B MOOMJIbHBIX MPH-
TOKEHUSIX//MeXIyHapoIHbI KypHal1 HWH()OPMAIMOHHBIX W KOMMYHHUKAIIMOHHBIX
texnomoruii. 2023. T. 04. Ne 3. Crp. 68-74 (Ha anr). https://doi.org/10.54309/
JICT.2023.15.3.006

Introduction

Abstract. The innovation in payment methods has become one of the breakthroughs
in the ways of consumption of goods and services. The system provided by mobile
payments is also an important platform for promoting online business. Personalization
of the recommendation system is an important part of the business, which is based
on personal preferences, interests and purchasing behavior. User data collected from
previous purchase histories will be further processed and used to offer similar or
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interesting products and information based on certain machine learning algorithms for
them. This article introduces cost analysis of a mobile application user based on artificial
intelligence to enable online platforms to create a business model for recommendation
systems inside the application. Machine learning is one of the tools with highly
automated information extraction from large amounts of data. In this paper, we will
consider machine learning in forecasting and analysis (Wasserbacher et al., 2022).

The trend of the development of the use of mobile applications is extensive and
long-lasting as a result of the revolution in the field of financial technologies. The
transition of payment methods from traditional transactions using cash or credit cards
to mobile payments (m-payments) has led to an expansion of the offer for these devices
and changed our routine. Today, Fintech is an industry that unites companies using the
latest technologies to provide innovative financial products and services. The industry
produces financing in large volumes, which is the promotion and flourishing of both
the financial and technologic industries (Ramos-de-Luna et al., 2020). To date, one of
the success factors for both companies and consumers is the introduction of analysis
and recommendation technologies. This improves user perception based on known
factors influencing its adoption and behavioral intentions and helps in facilitating data
management. The primary opportunity for companies is to make decisions based on
data collected from users. Emerging technologies like big data and artificial intelligence
are undeniably changing data analytics (Nilsson et al., 2009). The technologies provided
are revolutionizing the way companies can get a lot of valuable data, as well as their
analysis.

Materials and methods

Nowadays thanks to the algorithms of the artificial intelligence industry, big data
has achieved success in the development of business management. The literature on
big data and artificial intelligence is mainly focused on the tandem ecosystem of two
innovations in technical aspects (Herrera Triguero, 2014), statistical modeling and
experiments (Sivarajah et al., 2016), as well as on application development and data
analysis (Pérez-Martin et al., 2018). The purchase guide system handles the exchange
process on the e-commerce platform and, using the information provided on the digital
activity of online buyers, provides recommendations to customers.

The proposed research strategy was developed by this study of data mining systems.
Figure 1 shows the structure of the study. Based on user costs in the mobile application,
we used IBM SPSS Modeler cluster analysis, which helped to divide users. Next, the
search for relationships between variables used the Apriori-Association algorithm. All
user clusters were investigated based on the rules created by each community. The
development of the business model was formulated through these rules.
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Figure 1 — «Research framework»

IBM SPSS Modeler Analytics is a software that provides fast and intuitive predictive
models that detect patterns in structured and unstructured data. It is considered a
multifunctional tool for big data analysis and data mining. Self-trained artificial
intelligence and statistical data with a certain intensity are collected using Modeler,
which offers a variety of modeling methods. SPSS Modeler offers for this study a
k-means using clustering Apriori algorithm for each cluster to analyze Association rules
(Liao et al., 2021).

Clustering is the process of dividing a set of samples into incompatible and
homogeneous clusters, which is used in areas such as vector compression and
quantization, statistical and data mining. k-means is one of the types of clustering that
is widely used to implement the clustering process. The order of execution of k-means:
1) from the set of N-numbers of observations, K-numbers of observations are randomly
selected, which will serve as the initial center of the clusters. for each of the remaining
N-K observations, the nearest cluster is calculated relative to xi = (xil, xi2,)...; xip,...,
xiP) in terms of Euclidean distance; 2) after each iteration of assigning an observation
to the nearest cluster, the cluster center is recalculated using the above formula; 3) to
confirm the assignment of the nearest clusters, the Euclidean distance is calculated
between the observations distributed in the final iteration and the central point of the
cluster.
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The algorithm of association rules is applied to objects located synchronously in
the database to determine the relationships between the elements. When applying
an a priori algorithm to minimize errors arising due to measurement standards, a
method of evaluating the standard through /ift is used. The Lif¢ is defined as follows:
Lift = Conf(X—Y) / Sup(Y) [8], where Sup - measurement standard support, Conf -
measurement standard confidence.

The importance of creating templates and rules, as well as determining the
relationships between elements, is provided using the Association rule. The analysis
of personalized recommendations is given after the proposal based on these rules. The
community rules analysis model is described in Figure 2.

Mobile payment and app

user profile
Mobile payment _ | Online purchase | _ _| App users'
behaviors o behavior - behaviors

‘ﬁ v &—J

Mobile payment and apps
online recomendations

Figure 2 - «Association rule analysis model»

Results and discussion

Based on several factors, such as the type of application and its benefits of
downloading, the motivation for using mobile payments is determined by the
habits and behavior of the user, as a result, providers can develop and distribute
offers created specifically for him, providing exclusive information about the
consumption of a particular product and services. As indicated in Table 1, this
study creates five associative rules with indicators of 2 % minimum antecedent
support, and 40 % minimum rule confidence, as well as with lifting values
exceeding 1.

The result of the article revealed the preferences of the selected groups,
showing that:

QR is the most convenient payment method

- to ensure the security of purchases, users expect to use different verification
methods

- along with price and after-sales service when purchasing goods, reputation
of operators and transaction security are important factors (Liao et al., 2021).
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Ru- | Lift. | Sup. | Conf. | Conse- | Antecedent
le quent
Apps Sharing Source of Download How to use
type information reason
R1 |73 |2.4 40.0 |Others Popular things | Internet forum | Leisure Mobile phone
R2 |4.0 [2.1 |66.7 |Social Movie Friends Professio- Mobile phone
entertain-ment nal transaction
R3 |2.8 |2.1 |55.6 |Shop- Movie Friends Shopping Laptop
ping entertain-ment transaction
R4 2.6 2.6 |54.5 |Shop- Internet Internet Interactive needs | Mobile
ping forum forum phone
R5 |22 [2.4 |40.0 |Music Popular things | Friends Interactive needs | Mobile phone
Table 1 - «Association of Apps user profile and mobile payment»
Conclusion

The result of this article is three clusters with different characteristics, preferences
and behaviors using methods of data mining, cluster analysis and apriori-association
algorithm. Considering various aspects, the role of mobile applications in the payment
system that differ from traditional ones comes to the forefront, which entails the analysis
of improving user interaction with applications as a new tool for the recommendation
system. Thus, the study shows that mobile payments are becoming one of the key
platforms for online business, which are not just payment services, but also an important
factor for the development of the financial and technological industry. Additional demand
and new consumer opportunities acquired by users of mobile payment systems inside
the application help providers create a business model for an improved recommendation
system of e-commerce.
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Abstract. The space allocation problem is an optimization problem that involves
allocating resources or objects to different spaces or locations subject to certain
constraints. The space allocation problem has applications in many fields, including
logistics, transportation, manufacturing and urban planning. Solving this problem can
help businesses and organizations make informed decisions about resource allocation,
minimize transportation costs, and improve the efficiency of their operations. This
systematic literature review (SRL) examines the problem of space allocation and the
various methods used to solve it. The Kitchenham method is used in order to select
relevant 24 unique research papers from 231 articles published in the period 3™ January
2018 to 4™ October 2022. Each study can address several different methods and the
meta-heuristic algorithms are found widely used, and the Genetic Algorithm (GA)
occupies a leading position among others. 7 publications out of 12 that used meta-
heuristic algorithm as solution of space allocation problem include GA. In addition,
this work identifies and analyzes objectives and considerations of research papers. The
SRL concludes by providing some recommendations for future research in this area. It
is hoped that this review will be of value to researchers and practitioners in a range of
fields who are interested in the problem of space allocation and its solution.

Keywords: space allocation; optimization algorithms; systematic review; storage
space allocation; solution methods; storage assignment
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AHHOTANMs. KeHICTIKTI 06y MiHAeTi-Oenrini Oip HIeKTeyJaepAi ecKepe OTBHIPHIIN,
pecypcrapabl HeMece 0OBbEKTIIepl IpTYpIli KEHICTIKTepre HeMece OpbIHAapFa Oemyi
KAMTUTBIH OHTAWJIAHABIPY MiHIETi. byl Mocene IOTHUCTHKA, KOJIK, OHIIpIC JKoHE
KaJla KYpBUIBICHI CHSIKTBI KONTEreH cayiajapia KoJIaHbUiaabl. by moceneni menry
KOCIIMOPBIHAAp MEH YHBIMIIApFa pecypcTapibl 0oy Typajbl HETi3IeNTeH HIemiMaep
KaObUIIayFa, KOJiK IIBIFBIHAAPBIH a3aiiTyFa KoHE OJIAPABIH THIMIUIITIH apTTRIpyFa
keMekTeceni. by xxyiieni oneduerrepre moy (SRL) keHICTIKTI 667y MOCceNeciH KoHe
OHBI IICIIy YIIiH KOJJIAHBUIATBIH dPTYPJIi dicTepal KapacThipansl. KutueHxam omici
2018 xpuiasiH 3 KaHTapsl MeH 2022 KpUIABIH 4 Ka3aHbl apallbIFBIHIAA KapUsIaHFaH
231 MakanaHblH imIiHeH colikec 24 Oipereil 3epTTey >KYMBICTApbIH TaHJdy YIIiH
KOJIZIaHbLIaIbl. OpOip 3epTTey OipHele TYpii oficTepi KaMTybl MyMKIH KOHE MeTa-
IBPUCTHKAJIBIK AITOPUTMAEP KEHIHEH KOJNJaHblIabl, aJl FTeHETHKAJBIK anroput™ (GA)
OackajapIblH apachlHAa >KETEKUI OpbIH anaabl. KeHicTikTi Oemy MacerneciH wmienry
YIIIiH METa-3BPUCTHKAIIBIK AJITOPUTM/II KoJiianrad 12 0ackUIbIMHBIH 7-ciHe GA Kipei.
CoHbIMeH KaTtap, OYJ1 )KYMBIC 3epTTey KYMBICTAPBIHAAFbl MaKcaTTap MEH MalbIM/ay
OapbICHIH aHBIKTAWABI XKoHE Tanmmaiael. KopeITeiHAbUIal Kenme, SRL ockl camamarb
Oojamrak 3epTTeyiep VIIH Keibip YehIHbICTap Oepeni. bi3miH ofbIMbI3IIa, OYIT MOy
KEHICTIKTI 06y MoceleciHe JKOHE OHBI OpTYpJi caajapia MIeITyTe KbI3BIFYIIBIIBIK
TaHBITATBIH 3€PTTEYIIIED MEH TXKipHOeisepre naiigaasl O0mabl.
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AHHOTanus. 3amaya pacrpeaeseHns IpoCTpaHCTBa — 3TO 3ajada ONTUMH3ALNH,
KOTOpas BKJIIOYaeT B ceOsl paclpelesieHue PEeCypcoB WM OOBEKTOB 10 Pa3IUYHBIM
MPOCTPAHCTBAM HIIM MECTaM C Y4ETOM OMNpE/ACICHHBIX OTpaHWYeHui. JTa mpodiema
HaXOAWT TPHUMEHEHWE BO MHOTMX O0JacTsX, BKIIOYAs JIOTUCTHKY, TPAHCIIOPT,
MPOM3BOJICTBO M TOPOJICKOE IUIAHMpOBaHHWE. PerieHue 3Toil mpoOIeMBbl MOXKET
MOMOYb MNPEANPHUATHSIM W OpraHu3alusiM NPUHUMAaTb OOOCHOBAHHBIC PEIICHHS O
pacrpeneneHun pecypcoB, MUHHUMU3HUPOBAaTh TPAHCIIOPTHBIE PACXOAbl U IIOBBICUTH
3 PEKTUBHOCTH CBOEH AEATENHFHOCTH. B 9TOM cucTeMaTuueckoM 0030pe JUTEpaTypsbl
(SRL) paccmarpuBaercst npoOiiemMa pacHpeneieHus MPOCTPaHCTBA W pa3jInUHbIC
METOZIbI, MCIIONb3yeMble uid ee pemieHusd. Meron Kutuenxsma wncmomb3yercs ais
TOr0, 4TOOBI OTOOpaTh COOTBETCTBYIOIIME 24 YHHUKalbHBIC HCCIEI0BATCILCKHIE
pabotsr u3 231 crareu, omyOnmukoBaHHOW B mepuon ¢ 3 suBaps 2018 roma mo 4
okTs0ps 2022 roma. Kaxmoe nccnenoBanue MOKET KacaTbCsi HECKOJIBKUX Pa3IMYHbBIX
METOIOB, M METaIBPUCTUUYECKUE QJITOPUTMbl HAXOAAT LIMPOKOE NIPUMEHEHHE, a
reHetnueckuil anroput™m (GA) 3aHMMaeT JHIUPYIOIIEe MOJNOKEHHE CPeau APYTHUX.
7 mybnukanmii u3 12, B KOTOPBIX HCIIOJNIB30BAICS METadBPUCTUYECKUI aITOPUTM B
Ka4yecTBe pelIeHNs MpoOiIeMbl pacrpeneieHns IpoCTpancTBa, BkioyaioT GA. Kpome
TOTO, B 3TOW paboTe ONpPEACISIIOTCS M aHAJM3UPYIOTCS LS U XOA PACCYKICHUS B
HCCIIeNoBaTeNbckuX paboTax. B 3akmouenne SRL qaeT HEKOTOpBIE PEKOMEHIAINH TSI
OyIylIux MccieAoBaHni B 3ToM obmactu. Ha Ham B3misia, 3ToT 0030p Oyner moneseH
HCCIIEIOBATENSIM U NPAKTUKAM, KOTOPbhIE MHTEPECYIOTCSl MPOOIeMol pacmpenesieHus
MPOCTPAHCTBA U €€ PEIICHUEM B PA3ITUUHBIX 00JIACTAX.

KitroueBble cjioBa: pacnpeneneHue MPOCTPAHCTBA; AJTOPUTMBI ONTHMHU3ALUHM;
CHUCTeMaTHUeCKUid 0030p; pachpeneieHne TMPOCTPAHCTBA JJIS XPaHEHHS; METOMbI
peleH s ; Ha3HaYeHUE XpaHUIHIIA

Jast uutupoBanms: P.3. aaemvokan. [IpoOmema pacripeneneHusi MpOCTPaHCTBA:
crcTeMaTHUeCKuii 0030p auTepaTypbl//MexxayHapOAHbIH )KypHaT HHPOPMAITHOHHBIX H
KOMMYHHUKannoHHBIX TexHonorui. 2023. T. 04. Ne 3. Crp. 75-86 (Ha anr.). https://doi.
org/10.54309/1J1CT.2023.15.3.007

Introduction

Space allocation problem (SAP) refers to the challenge of optimally distributing a
limited amount of space among multiple competing demands or needs while minimizing
costs and maximizing efficiency. In many fields, the issue of space allocation has
become quite important (Pal, 2009; Xu, 2008). For instance, the positioning of things in
a warehouse where it is crucial to make the most of the available space and satisfy the
production demands (Bazzazi, 2009; D'Andrea, 2008). Similar to this, the distribution
of parking spaces for cars in parking lots where there are occasionally improper
distributions of cars (Chou, 2008; Ganesan, 2007). Another application of space
allocation is for crops in a land for cultivation where features as humidity or pH plays
important role and should be taken into account (Bossyns, 2007; Santé, 2008).

Every storage and warchouse is an essential component of the company's logistics
system, and its role is not limited to simple storage of material values. In its function of
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providing warehouse services, it is a key link in the process of deliveries and shipments.
The quality of the organization of the warehouse directly affects the activities of the
enterprise as a whole. The work performed at all warehouses is essentially the same
and includes temporary storage and placement of inventory, transformation of flows
and creation of high-quality logistics service in the service sector. In order to effectively
use the available space in the warehouse, it is necessary to continuously improve the
system of placing goods. In addition to the storage areas, it is necessary to allocate
zones where the reception, unloading, sorting and preparation of products for shipment
are carried out. A rational approach is a prerequisite for solving such a large volume of
tasks. For the effective packaging of products, certain schemes for the space allocation
of goods in the warehouse are being developed, which take into account the volume of
warehousing, the frequency of receipt and shipment of goods, as well as the methods of
packing. All this factors affects to the SAPs complexity, according to it, Frazelle in 1989
classified the space allocation problem as NP-hard (Frazelle, 1989).

It is important to provide permanent storage spaces for products to ensure the
supervision of their safety and care. In order to meet the needs of customers, a popular
principle is to place the most popular products in close proximity to the pick-up or
shipment point. Also, in practice, the method of long-term and short-term storage is
used, in which more necessary products are placed on some areas, and less on others.
Large warchouses often use cells to place batches of products together with a box or
pallet, while providing wide aisles for loaders with lateral fork movement. In general,
the effective placement of products in the warehouse is based on a rational approach and
optimization of storage and packaging processes.

This article provides a systematic review of the literature on space allocation. To
identify and analyze the results of the space allocation study, a systematic literature
review was conducted. All fields were chosen as a scope because idea is the same and
features are interchangeable. This study also examines the state of similar-topic research
at the moment.

This SLR consists of five sections: the current section is the first section; it is
introduction to research topic which is space allocation problem. The second section is
called methodology where shown gathering and selection of relevant studies. The next
section presents results and analysis of the literature in relation to the issues discussed
in the previous section. Finally, the last section concludes the research articles and
provides recommendations.

Materials and methods

This systematic literature review based on the Kitchenham method (Kitchenham,
2010). An SLR can show the present level of research on a subject while highlighting any
gaps and areas that need more investigation in relation to a specific research question.

Research question

Any research study, including a thorough literature review, must include a research
question. It guides the research process and provides a clear focus for the review.
The aim of SLR is to provide valuable insights and inform decision-making in space
allocation by reviewing previous studies. In order to achieve the specific objectives and
stay focused on topic, following research questions were formulated:

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
|

International License

78



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

Q1 What is the current status of empirical research on space allocation problem?

Q2 What kind of methods/algorithms have been used to solve the space allocation
problem?

Data Collection

This study collected articles from reputable databases, such as IEEE Xplore and
Web of Science, Google Scholar. This online database selection is considered the most
relevant and complete for various knowledge following the context in this study. This
study uses articles published from 2018 to 2022, as Juan (2018) and Guesto (2007)
reviewed all articles before 2018 (Charris, 2018; Gu, 2007). This period used to see
as many relevant studies as possible in a predetermined domain. To find a relevant
study, the following keywords are used «(Title, abstract or author-specified keywords
("Space allocation" OR "space allocation problem" OR “storage space allocation’)
AND ("algorithms" OR "optimization" OR “methods” OR “solution”) NOT ((“shelf
allocation” AND “shelf space allocation”)).

In the initial phase, the articles obtained from 3 databases with this query were 231
articles.

Inclusion and Exclusion Criteria

The purpose of the inclusion and exclusion criteria is to guarantee that the studies
chosen for the review are pertinent to the research topic and satisfy the predetermined
standards for the population, intervention, comparison, result, and study design of
interest. This makes it more likely that the evaluation will be comprehensive,rigorous
and provides an accurate and reliable results. There are a lot of papers were found
while searching by keywords. However, not all articles are valid and chosen for further
analysis. The titles and abstracts of the found studies are then checked against the
inclusion and exclusion criteria. At this point, studies are excluded that do not adhere
to the inclusion criteria or the exclusion criteria. Table 1 shows the criteria used in this
study.

Table 1 — «Inclusion and exclusion criteria

Criteria Inclusion Exclusion
Publication date Articles published between 2018-2022 | Articles published outside the period
Language English All other languages
Document available | Article should be available as full-text | Articles that are not available for free or
full-text
Document type A conference paper proceeding or |Books, academic thesis, project reports
journal article

Study selection and Quality Assessment

After inclusion/exclusion criteria there left 89 papers. There also were papers
that chosen several times as papers gathered from three databases, and Mendeley’s
application helped to remove them. Part of articles did not pass the selection based on
abstract. The next stage of selection papers is full-text screening. It is time consuming
process; however, it helped to determine whether the article truly belongs in the final
selection of articles for the systematic review. The last stage is a quality assessment
process. This procedure involves assessing the caliber of the papers that will be
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examined. To determine whether the chosen papers satisfy the objectives of this study,
there are three questions. The quality assessment questions were created and adjusted
based on SLR-related research carried out by (Kitchenham, 2010). Modifications made
to the questions as described below in compliance with the requirements of this SLR:

QA.01: Is the topic addresses in the paper related to space allocation?

QA.02: Is the article clearly describing the research objectives or content?

QA.03: Is the article clearly describing the methodology?

All articles evaluated from 0 to 9, ranked and chosen 24 papers for further research.

Results and discussion

Status of Empirical Research

This session will provide the answers to Q1, which have been mentioned in the

previous sub-chapter.
Time of publication

Number of publications per year

Publications

2018 2019 2020 2021 2022
Years

Figure 1 — «Years of Articles Published»

The Fig.1 provides the total number of publications for the years 2018 through 2022.
The table demonstrates how publications have gradually increased over time. There
were only two publications in 2018, and there were five the next year, in 2019. In 2020,
the number of publications rose to six, and in 2021 and 2022, it stayed at five. This
data could indicate a growing interest in the space allocation or an increase in research

activity in this field.
Author country

cnine 42

Figure 2 — «Author country»
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According to the Fig.2, researchers from China have published the most articles with
10 which is almost 42 per cent of all papers, followed by the United States with 3 article
and Indonesia with 2 papers. 4 studies are from South Asian countries while countries
as Cuba, Nigeria, Hong Kong, Morocco, and Portugal each have one article about the
space allocation problem.

Solution Methods

This section will provide the answer to the Q2. A bar diagram shows the number of
times each method was used in the reviewed literature is shown in Fig. 3. It should be
emphasized that this statistic takes into account the overall number of applications of
each method in the research under consideration, as a single publication may cover a
variety of methodologies.

Number of references associated with types of solution
methods

m Exact

® Heuristic

= Meta-heuristic
Simulation

® Policies and rules

Figure 3 — «Distribution of solution methods»

According to Fig.3 the most frequently used solution is meta-heuristic with 12
references; this method might be used as a main solution or mostly for comparing with
another main solution. Heuristic follows with 7 references. Exact methods are also
used widely even if complexity of problem increases every year. In addition, research
community accepts using simulation and policies and rules.

Exact

Exact methods are a category of problem-solving techniques used in optimization
issues that guarantee to find the optimal solution for a problem. These techniques often
use mathematical models and algorithms to thoroughly go over all potential solutions
to a problem and choose the best one based on a predetermined set of standards. In
reviewed literature were used exact methods as linear programming (LP), branch and
cut (BC), mixed-integer linear programming (MILP) and integer programming (IP). In
total in 6 references were mentioned exact methods. Table 2 lists authors related to exact
methods of solving SAP.
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Table 2 — «Authors that used exact methodsy

EXACT

LP Fernando, Anushika & Mirando, Uditha & Perera, Dinesha. (2021); Iman Ghalehkhondabi and
Dale T Masel. (2018); D. Perera, U. Mirando and A. Fernando. (2022)

BC De Armas, Laidy & Valdes-Ramirez, Danilo & Morell, Carlos & Bello, Rafael. (2019)

MILP Assia Ait Ouhaman, Khalid Benjelloun, Jean Pierre Kenné, Najib Najid. (2020)

IP Jafari Kang, Masood & Mobtahej, Pooyan & Sedaghat, Atefe & Hamidi, Maryam. (2021)

According to the table above, widely used exact method is linear programming;
Fernando et al. (2021) introduced LP that solves SAP by efficient palletizing, specifically
speaking, the total number of pallets needed each day is calculated based on the daily
demand for each product as well as other warehousing-related restrictions in a multi-
product manufacturing environment (Fernando, 2021). While Masood et al. (2021)
proposed to replace hard constraints with punishments which are reflected in the form
of additional labor costs and allow flexibly solving the problems of cargo placement in
compartments and called this method as soft optimization method (Jafari Kang, 2021).
On the other hand, Bello et al. (2019) suggest using methods depending on the size of
the container terminal; in their study they used Branch and Cut method and genetic
algorithm (Armas, 2019).

Heuristic

A heuristic method is a problem-solving approach that uses practical techniques or
"rules of thumb" to find a solution. Unlike exact methods, which guarantee an optimal
solution, heuristic methods prioritize efficiency and speed over guaranteed optimality.
Heuristics are often used in situations where the problem space is too large to search
exhaustively or where an exact solution is not required. Examples of heuristic methods
in this literature review includes simulated annealing based on heuristics (SAAH) a two-
phase heuristic (2PH), curb space allocation heuristic (CSAH), brain storm optimization
(BS0O), best fit (BF), bottom left (BL) and lowest horizontal line (LHLA). Table 3 below
shows the relation between authors and heuristic methods.

Table 3 — «Authors that used heuristic methods»

HEURISTIC

CSAH Meigui Yu and Armagan Bayram. (2021)

BSO Rahul Nath, Amit Rauniyar and Pranab K Muhuri. (2019)

2PH Maria A. M. Trindade, Paulo S. A. Sousa, Maria R. A. Moreira. (2021)
BL, BF, LHLA Hongwei Tian, Zhixiong Liu, Xingxu Deng. (2018)

SAAH Yimei Chang and Xiaoning Zhu. (2019)

As shown, each author used unique algorithm and no one has same method. More
specifically, Paulo S. and Maria R. (2021) by using a two-phase heuristic could reduce
travel distance of workers by 15% which is approximately 477 km per month (Trindade,
2022). Another case is article from China, H. Tian. et al. in 2018 studied yard storage
allocation and concluded that BL algorithm is effective if storage space is sufficient,
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while BF usable when yard storage is insufficient (Tian, 2018). Finally, Khalid B. et al.
(2020) proposed heuristic algorithm that in less computational time solves big scale data
than MILP (Ouhaman, 2020).

Meta-heuristic

In recent years, so-called metaheuristic methods have been widely used to solve
time-limited problems.The advantage of these methods over classical heuristic methods
based on the local search method is that they allow you to explore a larger search space
to find a solution close to the optimal one, whereas local search methods stop after
finding a local solution of the selected neighborhood. Classical meta-heuristic methods
are genetic algorithm (GA), simulated annealing (SA), particle swarm optimization
(PSO). Beside classical methods Late Acceptance Hill Climbing (LAHC) and improved
NSGA-III were reviewed. Table 4 presents authors that have used different types of
meta-heuristic method for solving space allocation problem.

Table 4 — «Authors that used meta-heuristic methods»
META-HEURISTIC

GA Fernando, Anushika & Mirando, Uditha & Perera, Dinesha. (2021); Rahul Nath,
Amit , Pranab K Muhuri. (2019); Mingjun Zou, Qing Wang, Shu-an Liu. (2019);
Faizal Noor Arif, Budhi Irawan, Casi Setianingsih. (2020); Mingzhu Yu, Zhuobin
Liang, Yi Teng, Zizhen Zhang, Xuwen Cong. (2021); Wen Shi, Song Wang, Lei
Yang, PiChao Zheng, ChunWen Liu, Yue Tian. (2022); M. Mubashir Babar, Abdul
Rafay Khan, Abeer Javed Syed, M. Abdul Hai, Shaarif Asim. (2022); De Armas,
Laidy & Valdes-Ramirez, Danilo & Morell, Carlos & Bello, Rafael. (2019)

NSGA Peijian Wu and Yulu Chen. (2022)

LAHC Asaju La’aro Bolaji, Ikechi Michael,Peter Bamidele Shola.(2019)

SA Wen Shi, Song Wang, Lei Yang, PiChao Zheng, ChunWen Liu, Yue Tian. (2022);
PSO Zhou, Chenhao & Wang, Wencheng & Li, Haobin. (2020); Rizki Tamias, Casi

Setianingsih, Budhi Irawan, Satria Rana Dityantomo, Reyhan Adiptya Putra, Rizka
Shinta Wulandari, I Putu Yuda Danan Jaya, Muhammad Faris Ruriawan. (2021)

According to the table, the most popular method between researchers is genetic
algorithm (GA). It was used 7 times among all articles. As example, Mubashir M.
et al. (2022) solves the problem of fitting boxes with varying dimensions into racks
with the help of GA (Babar, 2019). In addition, Wen S. et.al (2022) showed that GA
has more advantages in both parameters as speed and the quality of the solution than
simulated annealing (Shi, 2022) On the other hand, Tamias R. (2021) proposed PSO
for optimization of storage arrangement of manufactured goods in the warehouse and
obtained best fitness (Tamias, 2021).

Simulation

In two studies were used simulation model. R. Hu et al. (2020) simulated the model
of airport parking space in order to understand how to optimize it (Hu, 2020). Also,
Meigui Yu and Armagan Bayram (2020) built macroscopic simulation model to fully
depict the relationship between the transportation system and the policy governing curb
space allocation (Yu, 2021).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m

=)

International License ! Y

83



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

Policies and rules

Yang X. et al. (2022) developed a stochastic programming model using the concept
of recourse and suggest a hybrid storage policy combining class-dedicated and sharing
strategies (Xu, 2022). They could decrease transportation cost and increase the income.

Performance Measures

The variables that have been optimized in the literature are provided and categorized
in this part in accordance with the suggested technique. There are four parameters
that were optimized; they are time, handling cost, space and distance. Table 5 shows
relationship between authors and performance measures.

Table 5 — «Classification of performance measures»

Time De Armas, Laidy & Valdes-Ramirez, Danilo & Morell, Carlos & Bello, Rafael. (2019);
Mingjun Zou, Qing Wang, Shu-an Liu. (2019); Mingzhu Yu, Zhuobin Liang, Yi
Teng, Zizhen Zhang, Xuwen Cong. (2021); Lvqing Yang, Yezi Xu, Yan Zheng, Youjing
Bai. (2017); Yimei Chang and Xiaoning Zhu. (2019)

Handling Cost  Meigui Yuand Armagan Bayram. (2021); Maria A. M. Trindade, Paulo S.A. Sousa, Maria
R.A. Moreira. (2021); Yang Xu, Ming Wang, Kin Keung Lai and Bhagwat Ram. (2022)

Space Faizal Noor Arif, Budhi Irawan, Casi Setianingsih. (2020); Mingzhu Yu, Zhuobin
Liang, Yi Teng, Zizhen Zhang, Xuwen Cong. (2021); Maria A.M. Trindade, Paulo S.
A. Sousa, Maria R.A. Moreira. (2021); Hongwei Tian, Zhixiong Liu, Xingxu Deng.
(2018); Zhou, Chenhao & Wang, Wencheng & Li, Haobin. (2020); Rahul Nath, Amit
Rauniyar and Pranab K Muhuri. (2019); Rongfang Hu, Lin Zhang, Xianding Xue.
(2020); Fernando, Anushika & Mirando, Uditha & Perera, Dinesha. (2021); Bolaji,
Asaju & Michael, Tkechi & Shola, Peter. (2019); Jafari Kang, Masood & Mobtahe;j,
Pooyan & Sedaghat, Atefe & Hamidi, Maryam. (2021); D. Perera, U. Mirando and A.
Fernando. (2022); Wen Shi, Song Wang, Lei Yang, PiChao Zheng, ChunWen Liu, Yue
Tian. (2022); Rizki Tamias, Casi Setianingsih, Budhi Irawan, Satria Rana Dityantomo,
Reyhan Adiptya Putra, Rizka Shinta Wulandari, I Putu Yuda Danan Jaya, Muhammad
Faris Ruriawan. (2021); Defeng Suna, Ying Mengb, Lixin Tangc, Jinyin Liud, Baobin
Huange, Jiefu Yang. (2020); Assia Ait Ouhaman, Khalid Benjelloun, Jean Pierre Kenné,
Najib Najid. (2020); Jafari Kang, Masood & Mobtahej, Pooyan & Sedaghat, Atefe &
Hamidi, Maryam. (2021); Yang Xu, Ming Wang, Kin Keung Lai and Bhagwat Ram.
(2022);

Travel distance Iman Ghalehkhondabi and Dale T. Masel. (2018)

According to the table, most of articles target efficiency of space in warehouses.
However, it does not mean that others goal is only minimizing travel distance, increase
revenue or save time, most of them optimizing two or three parameters at the same time.
For example, Mingzhu Y. et al. (2021) proposed IP model and GA to allocate container
terminal yard space and reduce waiting time (Mingzhu, 2021). Also, by solving space
allocation problem Yang X. et al. (2022) minimized transportation cost and maximized
income (Xu, 2022).

Conclusion

In this paper was conducted a systematic literature review of research articles that
published between 2018 and 2022 on space allocation problem using Kitchenham
method. It can be seen that number of publications are not decreasing. Totally summarized
24 relevant papers and found that researchers from China are leader. Also, by analyzing
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solution methods, its found out that the most used method is genetic algorithm and
meta-heuristic in total, because this type of methods deals easily with large and complex
data. However, classical methods as exact and heuristic are also widely used. The main
objective of space allocation is to maximize the utilization of storage space while
maintaining efficient and effective operations. However, researchers’ aims are different,
by efficiently using space they want to save time, travel distance, space or handling
costs. According to analysis, most popular measurement is space (maximizing or
efficient using). Finally, most part of papers has written in warehouse in manufacturing
organizations.

We know that recent years the scope of application of artificial intelligence is
growing. However, there are any articles based on artificial intelligence and deep
learning. Therefore we think that trend is here and this field is still new and interesting.
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Abstract. The aviation industry finds itself at a pivotal moment of transformation,
spurred by the rapid advancement of digital technology. This research delves deeply
into this transformative process, scrutinizing how digitalization is fundamentally
altering the operations, passenger services, and business strategies of airports. While
the scope extends to the broader global implications, it also zeroes in on the potential
effects specific to airports, including Almaty International Airport. The advent of
digital technologies presents a myriad of opportunities, ranging from augmenting
operational efficiency to delivering unparalleled customer experiences. However,
these opportunities are not without their unique challenges, including infrastructure
limitations and concerns surrounding data privacy. This paper strives to strike a balance,
shedding light on both the potential advantages and the accompanying hurdles. Drawing
insights from industry reports, scholarly journals, and expert perspectives, this narrative
provides an exhaustive overview of the current landscape of airport digitalization.
Furthermore, it furnishes actionable insights and recommendations, with a particular
focus on assisting airports in leveraging digital tools to attain excellence in business
operations, operational efficiency, and customer satisfaction.
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AHHOTamuUs. ABuanus canackl HOUQPIBIK TEXHOJIOTHUIAPABIH — KaPKBIH/IbI
JaMybIMEH BIHTAJAHJBIPBUIFAH TpaHc(hOpMalUsHbIH OeTOYphIC Ke3eHIH OacTaH
kemryne. byn 3eprrey mmdpraHIbIpyablH oyexkail ornepanusiiapbiH, JKOJaylIbLIap
KBI3METTEPiH JKoHEe OM3HEC CTpaTerdsulapblH TyOereii Kajall e3repTeTiHIH 3epTTe
OTBIPBIT, OCBHl TPaHCHOPMAIMSUIBIK TPOIECTI TepeHaeTeli. AyKbIMbl KeHIpeK
kahaHIBIK canjapra TapajfaHbIMEH, oJlap dyeKaliapra, COHBIH INIHIE AJIMaThI
XaJbIKapaJblK dyeKailblHa TOH BIKTUMAJ caijapra jaa Hazap aygapaabl. Ludprbik
TEXHOJIOTUSTHBIH Maii1a 00JTybl ONepalusIbIK THIMIUTIKTI apTThIpynaH Oactan, OypbIH-
COHJIBI OOJIMaraH TYTHIHYIIBIIAPFA KbI3MET KOPCETY CalachlH KaMTaMachl3 eTyre JeiiH
KONTereH MYMKIHAIKTep/i amasl. JlereHMeH, Oyi1 MyMKiHAIKTEp HHPPaAKYPBUTBIMIIBIK,
HIeKTeyJIep MEH JIEPEeKTep/AiH KYMHSIbUIBIFbIHA KATBICTBI MOCEINeNIepi Koca ajFaH/a,
Oipereil macenenepneH OocarblIMaiabl. Byl Makama oneyerTi apThIKIIBUIBIKTapFa
Ia, 1iecre Keaeprijiepre e ’apblK Tycipe OTBIPBII, TENe-TeHIIKTI TaOyFa ThIphICaIbl.
CananbIk ecenrepre, FhIIBIMH XKy pHAJIIAPFa )KOHE capariblUIap/bIH HiKipiepiHe cyiieHe
OTBIPBII, OYJI OKUFa dyexainapabl HU(pIaHabIpy cajlachbHIaFbl aFbIMIAFbl KaFaaiFa
JKaH-)KaKThl 10y Ooubi TaObutaapl. COHBIMEH Karap, OJ1 dyekansaapra Ou3HEC
orneparusIapbiH, ONEPAUsIIbIK THIMAUIIKTI )KOHE TYTHIHYIIBUIAP/BIH KaHaFaTTaHybIH
JKaKCapTy YUIiH HUQPIIBIK Kypajaaap/bl naiiaiaHyra keMekrecyre 0aca Haszap ayjaapa
OTBIPBII, IPAKTHKAIBIK UIEsIap MEH YCBhIHBICTAp Oepelti.

Tyiiin ce3nep: mudpranappy, syexainap, syexainapasl HUPpIaHAbIpY, aBUAIHS
CaJIaChIHBIH MHHOBAIHSIIAPBI, dyeKail KbI3METi
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AHHoOTauMs. ABHAIIMOHHAs OTpPAC]b I[E€PEKUBAET IOBOPOTHBIA  MOMEHT
TpaHCcQOpMaIliU, CTUMYIHPYEMOW OBICTPHIM pPa3BUTHEM IUGPOBBIX TEXHOIOTHIA.
OTO WccaenoBaHMe YIIyOIseTcss B 3TOT MpeoOpasylomui mpouecc, u3ydas, Kak
uudpoBuzanusi (yHIAMEHTAIbHO MEHSET OIepaluy, MACCAKUPCKUE YCIYyTH H
OM3HeC-CTpaTeruu  aj’poropToB. XOTs MacIiTabbl pacnpocTpaHsiorcss Ha Oolee
MUPOKUE ToOanbHble 3((EKTh, OHM Takke (HOKYCHPYIOTCS Ha MOTEHIHAIBHBIX
MTOCJIEAICTBHSX, XapaKTEPHBIX ISl adPOTIOPTOB, BKIIOYAs MEKIYHAPOIHBIA a’poropT
Anmarer. TlosBieHre TUPPOBBIX TEXHOJIOTUH OTKPHIBAET MHOKECTBO BO3MOYKHOCTEH:
OT TIOBBIILICHUS OTEPAMOHHON 3P PEeKTUBHOCTH 10 obecreueHns: OecrpeneiecHTHOTO
KauecTBa OO0CTY)XMBaHHs KIMEHTOB. OJHAKO TH BO3MOXXHOCTH HE JIUILIEHBI CBOUX
YHHUKQJIbHBIX MPOOJIEeM, BKIIIOYAsi OTPaHUYCHHsSI HHPPACTPYKTYPHI U MPOOJIEMBI,
CBSI3aHHBIC C KOH(HJICHIIMATBHOCTBIO JIAHHBIX. B JaHHOW cTarhbe MpeanprHHUMAcTCs
MIOTIBITKA HaTh OanaHc, MpoNMBas CBET KaK Ha TIOTEHIMAJIbHBIE IPEHMYIIECTBa,
TaKk ¥ Ha COIYTCTBYIOIIHE TpensaTcTBHUs. OCHOBBIBasSCh Ha OTPACIEBBIX OTYETaX,
Hay4HBIX JKypHallaX W MHEHHUSX OKCIEPTOB, CTaThsl TNPEACTABISCT BCECTOPOHHUUN
0030p Tekymiedt cutyanuu B cdepe mudpoBusanuu a’dpornoproB. Kpome Toro, B
HEell MpencTaBieHbl MPAaKTHUECKUE HICH W PEKOMEHIAIWH, W yAensercss ocoboe
BHUMaHHUE COJICHCTBHIO adPONOpTaM B UCIIOJIL30BAHUH ITU(PPOBBIX HHCTPYMEHTOB IS
TIOCTYKCHHS COBEPIIICHCTBA B OM3HEC-OIEpaITiIX, ONMeparoHHON d((HEeKTHBHOCTH U
YAOBJIETBOPEHHOCTH KIUEHTOB.

KaroueBbie ciaoBa: 1udpoBu3anus, a’poropThl, HU(POBU3ANUS adPONOPTOB,
WHHOBAIIMU aBHAIlMOHHOHN OTpaciy, a3poIriopToBas ASTEILHOCTh

Hdast uurupoanusi: D. Kecep, P. bubacaposa. [ludpoBusanus a’>ponoptos:
MAaKCHUMM3aIlisl BBITOA W TOBBHIMICHHE 3(PGEKTUBHOCTH//MEXKITyHAPOIHBIN KypHAT
MH(OPMAITMOHHBIX 1 KOMMYHUKAITMOHHBIX TexHojoruit. 2023. T. 04. Ne 3. Crtp. 87-94
(Ha anr.). https://doi.org/10.54309/1JICT.2023.15.3.008

Introduction
In our constantly evolving world, technology is at the forefront, growing at an
unparalleled rate. Each sunrise heralds novel technological discoveries that are not
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only revolutionizing personal interactions but also dramatically altering the landscape
of multiple global industries. A particularly notable beneficiary of this technological
renaissance is the aviation sector. An analysis of the available data unveils some
astonishing facts. For instance, in the year 2019, a staggering 4.5 billion passengers
opted for air travel across the globe. This figure is a monumental leap from the numbers
recorded in 2000, almost tripling in just under two decades. This meteoric rise in air travel
underscores the expanding reach and importance of the aviation industry. However, with
this expansion comes a myriad of challenges. The contemporary traveler is evolving,
with their demands transcending beyond the basic need for safety and punctuality. In
this era, passengers anticipate a holistic experience, encompassing every facet of their
journey, making it crucial for the aviation industry to adapt and innovate continually.

Literature Review

Over the past few years, the term 'digitalization' has echoed across boardrooms,
academic journals, and industry seminars. It's not just a fleeting trend but represents a
paradigm shift that's redefining the essence of business operations across sectors. But, in
the intricate web of industries, where does aviation fitin when we talk about digitalization?
At its heart, digitalization is the seamless integration of digital technologies into routine
processes, facilitating the conversion of information into a user-friendly digital format.
This seemingly simple transformation is, in fact, a tidal wave of change, introducing
novel methodologies of operations that are more efficient and in tune with the current
demands. The scope of digitalization isn't limited to a mere technological overhaul; it
represents a broader shift in approach, strategy, and customer engagement, especially in
sectors as dynamic as aviation.

Materials and methods

The aviation industry stands at a transformative juncture, driven by the rapid strides
of digital evolution. This paper delves deep into this transformation, examining how
digitalization is reshaping the way airports operate, serve their passengers, and conduct
their businesses. The focus is not just on the global implications but narrows down to the
potential impact on specific airports, including Almaty International Airport.

Digital advancements offer a plethora of opportunities, from enhancing operational
efficiency to delivering unparalleled customer experiences. Yet, these come with their
set of challenges, such as infrastructural constraints and concerns about data privacy.
This paper aims to strike a balance, highlighting both the potential benefits and the
associated challenges.

Drawing from industry reports, academic journals, and expert insights, the narrative
presents a comprehensive overview of the current state of airport digitalization.
Furthermore, it offers actionable insights and recommendations, especially for airports
looking to harness digital tools to achieve business excellence, operational efficiency,
and customer satisfaction. The analysis also includes a case study approach, examining
the potential impact of these trends on Almaty International Airport.

Results and discussion

The aviation industry, traditionally viewed as a sector resistant to rapid changes,
is currently witnessing a monumental shift brought about by digital innovations.
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It's fascinating to recall how the introduction of the Internet once revolutionized
foundational elements like ticketing and check-ins. Today, however, the advancements
have transcended those beginnings. We're observing the transformative effects of
technologies such as Artificial Intelligence (Al), the Internet of Things (IoT), and
Augmented Reality (AR) on all facets of aviation.

Central to this evolution are airports. These structures, initially designed as mere
transit points, are metamorphosing into comprehensive travel hubs, a transition powered
by the digital revolution. This change is not arbitrary. It responds to a world where global
air passengers are expected to double by 2037. Such a surge necessitates streamlined
operations to manage the influx efficiently.

Today's travelers are a testament to the digital age. Armed with smartphones, they
have access to real-time data at their fingertips, leading them to expect and demand
seamless and personalized airport experiences. Moreover, the ubiquity of connected
devices has equipped airports with an unprecedented volume of data, ranging from
passenger preferences to the health status of equipment. This data, when analyzed
effectively, has the potential to revolutionize airport operations and the passenger
experience.

The vanguard of this digital charge includes technologies like Al Its capability to
process and analyze vast datasets provides invaluable insights, optimizing operations and
enriching the passenger experience. An illustrative example is predictive maintenance
powered by Al. By preemptively identifying equipment malfunctions, it ensures
smooth operations, minimizing downtimes. Around the world, airports are embracing
these innovations. Singapore's Changi Airport, for instance, equips its ground crew
with smart glasses powered by AR. This technology overlays equipment schematics
on real-world views, proving invaluable for maintenance and repair tasks. Similarly,
San Francisco International Airport has integrated LiDAR sensors, more commonly
associated with autonomous vehicles, to monitor passenger movements and predict
potential congestions.

Yet, like all transformative journeys, the path to comprehensive digitalization
has its share of challenges. Many airports, especially older ones, still operate on
legacy systems. Integrating these with modern digital tools often requires significant
investments, both in terms of time and finances. Smaller airports, in particular, may
find the initial costs of such digital integrations daunting. Moreover, with the boon of
data collection comes the responsibility of safeguarding it. Ensuring the security of
passenger data and preventing its misuse is of paramount importance.

Considering this landscape, one might wonder about the implications for specific
airports, such as Almaty International Airport. Digital tools promise a myriad of
benefits. Harnessing real-time data analytics can provide insights into passenger traffic,
optimizing staff allocations during peak hours and consequently reducing wait times.
Predictive maintenance can enhance the longevity and efficiency of crucial equipment,
from escalators to baggage belts, ensuring passengers have a smooth experience.

In conclusion, as Almaty International Airport and others worldwide contemplate
their trajectory, the imperatives of the digital age are clear. The increasing numbers of
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global air passengers, paired with their evolving expectations, make the adoption of
digital tools not just an advantage but a necessity. It's essential to view this not as a mere
technological upgrade but as an ongoing journey. A journey characterized by continuous
innovation, where feedback is actively sought, and adaptations are made to meet the
ever-changing demands of the digital age.

Digitalization and Almaty International Airport

The discussion thus far brings us to the crucial question — how can Almaty
International Airport benefit from digitalization? At a foundational level, digital tools
promise enhanced operational efficiency. Real-time data analytics can offer insights into
passenger movements, ensuring optimal staff allocation during peak times and reducing
wait times. Predictive maintenance can ensure equipment, from escalators to baggage
belts, operate smoothly, reducing downtimes and enhancing the passenger experience...

The Road Ahead: As Almaty International Airport looks to the future, the digital
imperative is clear. With global air passenger numbers on the rise and customer
expectations evolving, embracing digital tools is not just a competitive advantage but
a necessity. However, it's essential to view digital transformation as a journey, not a
destination. It's not just about adopting the latest technologies but about fostering a
culture of continuous innovation, where the airport continually assesses and adapts to
the changing.

Conclusion

The discourse on the digital transformation of the aviation industry, as discussed in
this paper, underscores its criticality in today's fast-paced, technology-driven world.
Airports, serving as the gateway to air travel, are no longer mere transit points but
have evolved into complex ecosystems demanding seamless integration of technology,
operations, and customer service.

As the digital revolution unfolds, airports worldwide find themselves at an inflection
point — to either embrace the transformation wholeheartedly or risk being left behind.
From the in-depth discussion, it is evident that digital tools, from Al to IoT and AR,
are not mere technological buzzwords. They have practical, tangible applications that
can redefine the very essence of airport operations. Predictive maintenance powered by
Al algorithms can preemptively address equipment issues, ensuring minimal downtime
and disruptions. [oT's real-time tracking capabilities promise not just enhanced luggage
handling but also a more streamlined passenger movement. AR, while still in its nascent
stages in many airports, has the potential to become a game-changer in assisting
passengers navigate expansive airport terminals.

These tools, when employed effectively, can transform an airport from a mere
infrastructure facility to a digital hub, enhancing every facet of the passenger journey.
The exponential growth in global air passengers, combined with the rise of the digital-
first traveler, has set new benchmarks for airports. Passengers today demand more
than just timely flights; they seek a holistic, digitized experience, right from check-
in to boarding. The preference for self-service kiosks, mobile boarding, and digital
entertainment options are not mere trends but a testament to the evolving traveler psyche.

Airports that proactively recognize and cater to these demands are likely to see
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higher passenger satisfaction rates, leading to increased loyalty and repeat business.
Challenges, While Daunting, Are Not Insurmountable: The road to digital transformation,
as highlighted, is fraught with challenges. Infrastructural limitations, the high capital
expenditure of technology adoption, and data security concerns are genuine issues that
airports must address.

However, as the global examples suggest, these challenges, while significant, are not
insurmountable. With strategic planning, stakeholder collaboration, and a commitment
to innovation, airports can navigate these challenges successfully. It is essential to view
these challenges not as roadblocks but as catalysts that can drive airports to innovate
and elevate their operational standards.

Looking Ahead - The Future of Digital Airports: As we look towards the future,
it is clear that the digitalization of airports is not a transient phase but a long-term
shift. The post-pandemic world, with its emphasis on contactless operations and safety,
further accentuates the need for digital solutions. Airports that position themselves at
the forefront of this digital wave will not only enhance their current operations but
also future-proof themselves against evolving challenges. The narrative is clear —
digitalization is not just an operational need but a strategic imperative.

In light of the comprehensive discussions and analyses presented in this paper, it
is evident that the digital transformation wave is here to stay. It presents an exciting
confluence of challenges and opportunities.

For forward-thinking airports, like Almaty International Airport, this is the moment
to seize the initiative, to invest in the future, and to redefine the paradigms of air travel.
The journey might be complex, but the rewards, both in terms of operational excellence
and passenger satisfaction, promise to be well worth the effort.

The blend of technology, operations, and customer service is creating a new paradigm,
redefining the essence of air travel. For airports, the choice is clear — embrace the digital
wave and soar to new heights or remain grounded in outdated operational models. The
future beckons with a promise of innovation, efficiency, and unparalleled passenger
experiences. The journey of digital transformation, while challenging, heralds a new
era for the global aviation industry, an era where technology and human experience
converge to create unparalleled travel narratives.

Benefits of Digitalization to Almaty International Airport: In an industry where delays
can lead to cascading disruptions, operational efficiency is paramount. Digitalization
offers Almaty International Airport a suite of tools to streamline its operations. Real-time
data analytics can optimize staff allocations, reducing wait times during peak periods.
Automated baggage handling systems, powered by Al, can ensure luggage reaches its
rightful owner swiftly. Predictive maintenance, harnessing the power of IoT sensors,
can preemptively identify equipment issues, ensuring smooth operations.

The modern traveler seeks more than just a means to reach a destination; they desire
an experience. Digital tools can transform Almaty International Airport from a transit
point to a travel hub. Augmented Reality (AR) can offer immersive guides, narrating the
history and significance of local art pieces displayed in the terminal. Personalized mobile
notifications can alert passengers to retail offers tailored to their preferences, turning
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layovers into shopping opportunities. Self-service kiosks and biometric verifications
can further streamline the passenger experience.

Digital advancements aren't just about enhancing existing operations; they open
doors to new business avenues. A digitized Almaty International Airport can explore
partnerships with local businesses, offering passengers exclusive deals and promoting
local tourism. A dedicated airport app can serve as a platform for targeted advertising,
generating additional revenue. By integrating with global travel platforms digitally,
the airport can also tap into broader networks, attracting international events and
investments.

In today's era of environmental consciousness, airports have a role to play in
promoting sustainability. Digital tools offer Almaty International Airport a pathway
to greener operations. Smart energy management systems can dynamically adjust
lighting and temperature based on real-time data, reducing energy consumption. Waste
management can be optimized using data analytics, ensuring efficient recycling and
disposal processes. Moreover, by promoting digital ticketing and check-ins, the airport
can significantly reduce paper waste.

In the competitive world of aviation, standing out is crucial. By embracing
digitalization, Almaty International Airport can position itself as a leader in innovative
airport operations. Passengers, when narrating their travel tales, will highlight the
seamless experience offered by Almaty, attracting more travelers. Airlines will prefer
partnering with an airport that guarantees efficient turnarounds and delighted passengers.
In essence, digitalization can be the catalyst propelling Almaty International Airport
into a brighter future in the world of aviation.

By embracing the digital tide, the airport can redefine its operations, enhance
passenger experiences, discover new business avenues, promote sustainability, and
position itself as a global leader. The journey will require investment, vision, and
collaboration, but the destination promises a brighter future in the world of aviation.
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Annoramus. Kazipri Te3 e3repim jkaTKaH oJeMJIie JKbUT CallblH Oi3/iH eMipimiszi
TyOereiini e3repTyre MyMKIiHAIK OepeTiH kKaHa TEXHOJOTHsUIap maiina Oomyma. Ocep
eTYAIH €H MaHbI3[Ibl OaFbITTapbIHBIH 0ipi — 0i30eH KYHAETIKTI KONTereH *oJgapMeH
03apa OpEeKeTTECEeTiH IKOHOMHUKA. bBIIOKYEH TEeXHONOTHSACHIHBIH Taina OolybIMEeH
CaHJIBIK BAJIOTAJIAp MEH OMUSHIAPIBIH OMIPIICHIIT KbUIIap OOWbI TEKCEPUIIl KOHE
Ka3ip KeNTereH eljep MEMIIEKeTTIK JeHreine muQpibIK BalOTaIapabl EHTi3yIi
3eprrern xarblp. OCBl TypFhIIa OYJ1 JKYMBICTa TOJIeM JKYHWeJepiHiH 9pTYpii yiriiepi
OolibIHIIIA 3epTTeyNiepre, JIEMHIH OPTYPIi enaepinae UM(PIbIK BaTOTalIapAbl CHI13Y
TOXKipubOeciHe, COHMal-aK OCBIHAl eHTi3yJIepMEH OaMIaHBICTHI TOYEKEIIePTe KaThICThI
oebueTTepre MOy YCHIHBUIFAH. OJeOueTTepre IOy OpTaJbIKTaHABIPBUIFAH JKOHE
OPTaJBIKTAaHABIPBUIMAFaH YATIICPAl Koca aiFaHaa, MUQPIBIK BaJloTajlapra dpTypii
ToCLIIepre Ha3ap ayaapaibl )KoHe apOip TOCUIAIH apTHIKIIBUIBIKTAPhI MEH KEMIITIKTEP1
TypaJibl TyciHik 0epeni. CoHbIHAA, KaFa3 HU(PIIbIK BAIIOTAIAPbI CHIi3yTre OaiIaHbICThI
Toyekenaepai Kapacteipagsl. OChbl TaKpIphIITap OOWBIHINA 3EPTTEYIACPIl KapacThipa
OTBIPBIN, Makajia HUQPIBIK BallOTalapAbl €HTi3yre >KOHE OJaplAblH KOHOMHUKara
BIKTUMaJI 9CEepiHe KaTbICThI MOCeeIepre KaH-’KaKThl 10Ty JKacayra OarbITTalFaH.

Tyiiin ce3mep: umdpablk Bamora, ONOKYEHH, NIHUQPIBIK BaIIOTaHBl EHTI3Y
Toyekenaepi, Opraiblk 0aHK, TeIeM xyHeci

Hoiiexco3 ymin: M. CognomoBa, T. baiimarantetoB, D. Alitmyxan6etosa. Lludpibix
BaJIOTANapIbl 3€PTTEY:MOMCIBACD, XKY3€re achlpy XOHE TayeKenaep//AKnaparThik
YKOHE KOMMYHHUKAIIMSIIBIK TEXHOJIOTHSIIAPIBIH XadbIKapalblK kypHaIsl. 2023. V.4. Ne
3. ber 95-103 (arputibiH TiniHAe). https://doi.org/10.54309/1JICT.2023.15.3.009
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AHHOTanus1. B coBpeMEHHOM OBICTPO MEHSIOIEMCSI MUPE KayKIbIi TOJI TTOSIBIISTIOTCS
HOBBIE TEXHOJOTHH, KOTOPBIE MOTYT KOPEHHBIM 00Pa30M W3MEHHUTH Hall 00pa3 KU3HHU.
OpnHO# 13 HanboIee 3HAYNTENBHBIX 00JIACTEH ABIISETCS SKOHOMHKA, KOTOPasi €KETHEBHO
B3aMIMOJICHCTBYET C HaMU pPa3NnW4YHBIMH criocobamu. C TMOSBIECHHEM TEXHOJIOTHH
OIOKYEHH KU3HECTIOCOOHOCTH HM(POBHIX BAIIOT M KOIIEIHKOB MMPOBEPSIIACH TOJAMH, 1
MHOTHE CTPaHbI B HACTOSIIIIEE BPEMSI H3yUalOT BO3MOKHOCTE BBEJICHUSI ITU(DPOBBIX BATIOT
Ha TOCYAapCTBEHHOM YPOBHE. B 9TOM KOHTEKCTE B JaHHOMW CTaThe MPEICTaBICH 0030p
HCCIIEIOBAHUH Pa3IMYHBIX MOJIEJICH TUIATEKHBIX CUCTEM, OIbITA BHEAPEHUS LU(PPOBBIX
BaJIIOT B Pa3HBIX CTPaHAX MUPA, & TAKIKE CBA3aHHBIX C 3TUM pHCKOB. O030p IUTEpaTyphl
OCBEIIAeT PA3INIHBIE MOIXOBI K MU(POBBIM BATIOTAM, BKJITIOUYAs [IEHTPATN30BAHHBIE 1
JETIeHTPaIN30BaHHBIE MOJIEIH, ¥ JAeT PEACTABICHIE O IPENMYIIECTBAX M HEOCTaTKax
Ka)XJI0ro 13 HuX. HakoHe, B cTaThe paccMaTpuBaIOTCs PUCKH, CBSI3aHHBIE C BHEJPEHUEM
nudpoBbIX BamoT. [IpuHUMas BO BHUMaHUE MCCIEIOBAaHUS 10 3THM TeMaM, B CTaThe
MIPOBOANTCS] BCECTOPOHHHMK 0030p BOIMPOCOB, CBSI3aHHBIX C BHEIPEHHUEM LUPPOBBIX
BaJIIOT U UX MTOTEHIIUAIBGHBIM BIUSHHEM HA SKOHOMHUKY.

KuroueBble cjioBa: mudpoBas BaioTa, OJOKYSHH, PUCKH BHEIPCHUS ITH(POBOU
BaJTIOTHI, IICHTPAJIbHBIA OAaHK, IJIATE)KHAS CUCTEMa

Jasi nutupoBanusi: M. Comgnomona, T. baiimaranGetoB, D. AiirmyxanOeroBa.
Wzyuenne nudpoBbIX BATIOT: MOACIH, peau3amus 1 pucku//Mex1yHapOoaHBIN KypHAT
WHPOPMALIMOHHBIX U KOMMYHHKALMOHHBIX TexHoiorui. 2023. T. 04. Ne 3. Ctp. 95-103
(Ha anr.). https://doi.org/10.54309/1JICT.2023.15.3.009

Introduction

Digital currency is one of the forms of payment that will be introduced for general
use along with cash and non-cash payment methods. In this article, we will talk about
the digital currency implemented by the National Bank. The digital currency has all
the functions of ordinary currencies and opens new opportunities and benefits for all
participants in the turnover (Amamiya, 2019).

According to basic economic concepts, money performs three main functions. They
can act as a means of circulation, payment, and accumulation. At a fundamental level,
trust is the guarantor of the fulfillment of its functions by money. The source of this
trust has changed during the evolution of market relations, economic needs, and the
development of scientific and technological progress (Bordo, 2017). In the modern
economy, all money is fiat, that is, it is backed by trust in the issuing state and its
monetary system.

In the Republic of Kazakhstan, fiat money exists in two forms - cash and non-cash.
Cash is issued in the form of banknotes and coins, and non-cash — is in the form of
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entries in bank accounts. The NBRK is considering the introduction of a third form of
the national currency - the digital tenge. The digital tenge will be another representation
of the obligation of the NBRK, which has all the properties and functions of money.
At the same time, it will combine several properties of cash and non-cash money, as
well as opens new functionality for business participants and government institutions
(Amamiya, 2019; Bordo, 2017; Benhayoun et al., 2013; Didenko et al., 2020; Hassani
et al., 2018; Keister, 2023).

Even though digital tenge opens new opportunities for people, we cannot ignore
the risks that may arise. Since the digital tenge will be issued by the NBRK, we can
assume that the main risks with the use of the digital tenge will be related to the level of
people's trust in the government. The project for the introduction of digital tenge is in
the process of developing a solution for launching in industrial operation. In December
2022, the prototype was finalized and put into trial operation with a limited number of
participants. According to the plans of the NBRK, the full implementation of the digital
tenge is expected by the end of 2025 (Amamiya, 2019). The purpose of the study is to
review the current state of the research on introducing the digital currency into the lives
of ordinary citizens.

Materials and methods

Currently, a payment transaction is being conducted through intermediaries and
services provided by the payer and the recipient is shown in Figure 1 (Benhayoun et al.,

2013).

v i

PSP(payee) |::> PSP(Recipient)

Figure 1 - Payment process.

In practice, however, PSPs are rarely linked directly to each other. Instead, PSPs
are relied upon in a chain of intermediate PSPs that manage links to other PSPs, so
multiple intermediaries appear. Assume there is a chain of intermediaries starting from
the central bank to the recipient, we call those central bank-related intermediaries Top
Tier Intermediaries is shown in Figure 2 (Benhayoun et al., 2013).

The system of financial construction in the 20th century used two instruments for the
transaction of payments. Delayed net settlement based on the time difference between
order and execution, where the success of the transaction was generated by the end
of the business day, which led to a very inefficient business financial model. When

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
|

International License

98



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

using deferred net settlement, transactions are exchanged between banks and other
intermediaries, so there is a risk that the transaction will not be successful. A great
example of this is the Herstatt crash when the market for planned transfers froze after
the bank closed and the transfer turnover fell by half (Keister, 2023).

N

i)

PSP(Payer) Psp(Payee)

Figure 2 - Advanced payment process.

After the crash, big players in financial institutions switched to RTGS transfers,
which would allow them to transfer transactions instantly (Benhayoun et al., 2013).
One of the main differences is that the bank does not create a group of instructions, but
changes each one individually, which brings more liquidity to the market. A Central
Bank Digital Currency (CBDC) is a type of digital currency that is issued and backed by
a country's central bank (Mooij, 2021). Itis designed to be a digital version of fiat money,
and it can be used for various transactions, such as purchasing goods and services.
CBDC:s are still in the early stages of development, but several countries are exploring
the possibility of issuing them. The benefits of CBDCs include improved efficiency and
security in financial transactions, as well as the ability to combat financial crimes such
as money laundering and terrorist financing. However, there are also concerns about
their potential impact on monetary policy and financial stability.

The purpose of a Central Bank Digital Currency is to provide a digital version of fiat
money that can be used for various transactions, such as purchasing goods and services.
According to Bordo and Levin (Bordo, 2017), the main goal is to improve the efficiency,
security, and accessibility of financial transactions, as well as to provide a new payment
option for consumers and businesses. Additionally, CBDCs can also help central banks
to combat financial crimes such as money laundering and terrorist financing, and to
promote financial inclusion by reaching out to underbanked populations.

Bordo and Lewin (Bordo, 2017) suggested another purpose is to help central banks
to have more control over the monetary policy and financial system. CBDCs can be used
as a tool for monetary policy, such as negative interest rates and quantitative easing.
Also, it can be used as a tool for financial stability, such as preventing bank runs and
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increasing the resilience of the financial system. Overall, the purpose of CBDC:s is to
modernize and improve the existing monetary and financial system, providing a secure
and efficient payment system, and promoting financial inclusion and stability.

According to Keister and Sanches (Lee, 2019), the concept of a Central Bank Digital
Currency is not a new one, as various forms of digital currencies have been proposed and
experimented with for decades. However, recent advancements in technology and the
increasing popularity of cryptocurrencies have led to renewed interest in the development
of CBDCs by central banks around the world. Keister and Sanches classified CBDC into
two main categories: wholesale CBDC and retail CBDC. Wholesale CBDC is intended
for use by financial institutions and will be designed to facilitate interbank settlements.
Retail CBDC, on the other hand, is intended for use by the public and will be designed
to facilitate everyday transactions.

The originality of CBDC:s lies in the fact that it is issued by a central bank, which gives
it a level of trust and security that other digital currencies may not have. Additionally,
CBDCs can be integrated with existing financial infrastructure, making them more
accessible and convenient for consumers and businesses. After analyzing the material
provided by the NBRK, strategic planning methods were identified to assess the internal
and external factors that affect the development of the Digital Currency.

Several countries around the world are exploring the possibility of issuing their own
Central Bank Digital Currencies. Here are a few examples of CBDCs that are currently
under development or testing:

China's Digital Yuan: China has been at the forefront of CBDC development and has
already launched a pilot program for its digital yuan in several cities. The digital yuan
is being tested in a variety of scenarios, including retail payments, transportation, and
e-commerce (Benhayoun et al., 2013);

The European Central Bank's Digital Euro: The ECB is currently exploring the
possibility of issuing a digital euro, with a view to ensuring that the euro remains a
strong and reliable means of payment in the digital age. The ECB is currently conducting
a public consultation on the subject, and a decision on whether to proceed with the
issuance of a digital euro is expected in the coming months (Mooij, 2021);

The Bank of England's Digital Pound: The BOE is also exploring the possibility of
issuing a digital pound, with the goal of ensuring that the UK has a strong and reliable
means of payment in the digital age. The BOE is currently conducting research on the
subject, and a decision on whether to proceed with the issuance of a digital pound is
expected in the coming months (Veneris et al., 2021);

The Bank of Japan's Digital Yen: BOJ is also conducting research on CBDC and its
potential impact on monetary policy and financial stability.

According to Gilbert and Loi, the creation of a Central Bank Digital Currency
involves various risks that need to be considered (Benhayoun et al., 2013):

Monetary policy risks: CBDCs could affect the effectiveness of monetary policy
tools, such as interest rate adjustments, by providing an alternative to traditional bank
deposits. This could make it more difficult for central banks to control inflation and
stabilize the economy.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
|

International License

100



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

Financial stability risks: The use of CBDCs could lead to an increase in bank runs
and a decrease in the stability of the financial system. This is because CBDCs could
be used as a safe-haven asset during times of economic or financial stress, leading to a
decrease in demand for traditional bank deposits.

Privacy and data security risks: CBDCs could raise concerns about privacy and
data security, as personal and financial information could be vulnerable to hacking and
cyber-attacks.

Legal risks: The issuance of CBDCs could raise legal and regulatory issues, such as
the need for new laws and regulations to govern their use and the potential for money
laundering and other financial crimes.

Technological risks: CBDCs would require advanced technology infrastructure to
operate, which could be vulnerable to operational failures, cyber-attacks, and other risks.

Socio-economic risks: The impact of CBDCs on society and economy is not well
understood and could lead to unintended consequences.

Interoperability risks: CBDCs could be incompatible with other digital currencies or
payment systems, which could lead to fragmentation and increased complexity in the
financial system.

Competition risks: CBDCs could compete with commercial banks and other financial
institutions, potentially leading to a decline in their role and influence in the financial
system.

Liquidity risks: CBDCs could lead to a decrease in the liquidity of the financial
system, as consumers and businesses may choose to hold a significant portion of their
wealth in CBDCs, rather than traditional bank deposits.

Implementation risks: The implementation of CBDCs could be complex, and any
errors or delays in the process could lead to disruptions in the financial system.

Scalability risks: CBDCs could face scalability issues as the volume of transactions
increases. This could lead to delays and increased costs for consumers and businesses.

Monetary policy transmission risks: CBDCs could affect the transmission of
monetary policy through the economy, as the direct link between interest rates and the
money supply could be disrupted. Gilbert and Loi suggested that central banks need to
carefully weigh the potential benefits against the risks and work with other stakeholders
to mitigate the potential downsides. They also need to monitor the developments of
CBDCs globally and learn from the experiences of other countries before launching a
CBDC (Benhayoun et al., 2013).

Thus, the literature review showed that there are many different risks associated
with the introduction of digital currency. Having studied the study about the risks of
digital currency, we identified the risks of factors and divided them into five classifiers
is shown in Figure 3.
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Figure 3 - Risks classification.

Conclusion

As a result of the study, a review was made of the current state of digital currencies
in information and communication technologies. We also analyzed the risks that
may affect the result, as well as the prerequisites and factors that form them. This is
especially true in connection with the growth of blockchain technology in ensuring
financial stability in the processes of digitalization of the state currency. In modern
conditions, the world is accelerating the introduction of technological solutions based on
the blockchain in various areas of the economy, government, and private companies. We
identified several factors that influence trust, including education level, and facilities.
The study also found that perceived advantages of digital currencies, such as faster and
more secure transactions, were positively associated with higher levels of trust, while
perceived disadvantages, such as the potential for cybercrime and financial instability,
were negatively associated with trust. These findings have important implications for
the adoption of digital currencies. Thus, we can talk about the relevance of further
research on the implementation of blockchain technology in the field of improving the
quality of life of people.
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Abstract. The article conducts a SWOT analysis of cyber threats, identifies the
strengths and weaknesses of cryptocurrencies. It is determined that the development
of cryptocurrencies forms a new class of digital assets, which is attracting increasing
attention from the economic and financial communities and information technology.
The issue of detecting fraudulent transactions with cryptocurrency is highlighted. To
solve the problems of detecting fraudulent transactions, the authors propose to use new
technologies based on data analysis methods, in particular, the development of logistic
regression models. The following algorithm for classifying fraudulent transactions with
cryptocurrency is proposed, which is reduced to the classical data classification scheme.
The following steps are highlighted: data loading into the dataset and primary analysis,
data preparation for analysis, division into training and test samples, application of the
classification algorithm on the training sample, evaluation of the model accuracy on
the test sample, model optimization if necessary, and conclusion, where, if the model
accuracy is high, it can be used to classify fraudulent transactions. The main task of the
presented stages is to detect suspicious cryptocurrency transactions with as few false
positives as possible. The classification of cryptocurrency transactions is proposed to
be carried out with the Ethereum cryptocurrency. The R language and its integrated
processing environment R Studio are chosen as tools. A logistic regression model has
been developed to detect fraudulent transactions with cryptoassets. The model checks
a new transaction for fraud. The model's high accuracy of 98 percent demonstrates its
effectiveness. The model can be improved to take into account new types of fraudulent
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schemes and applied to analyze transactions with different assets, making it promising
for use in financial institutions and cryptocurrency exchanges.
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analysis
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Annoramus. Makanana kubepkayintepaiy SWOT rtangmaysl  xyprizineni,
KPHUITOBATIOTATAPABIH KYIITI XOHE 9JICi3 JKaKTapbl aHBIKTANaAbl >KOHE aJlasKThIK
KPUNTOBAJIOTa  TpaH3aKUMsJIAPBIH  aHBIKTAy ~ MoceNeci  KapacThIpbUIAMbIL.
Macenenepai wemry YIIiH aBropiap ACpeKTepli Taifay oSAicTepiHe HeTi3AeireH
KaHa TEXHOJOTHSUIAP/bI, arall aWTKaHAa JIOTMCTHUKAJIBIK PErpeccHs MOJIeNIbACpiH
o3ipieyai yChlHAIbl. ANAsKTHIK KPUIITOBAIIOTA TPAaH3AKIIUIAPBIH KIKTEY alrOpUTMI
YCBIHBUIABI, OJ1 KJIACCHKAJBIK JEPEKTepIi KIKTey cxeMachlHa Jieiin azaansl. Keneci
KaJaMmJap epeKIiIeieHe/li: AepeKTepl AepeKTep JKUBIHTHIFbIHA JKYKTEY KoHe 0acTarKel
Tajnay, ACpeKTepal Tangayra JalblHIay, OKbITY JKOHE TECT YJATiaepiHe 0eiy, OKbITY
YJITICiHE JKIKT€y aJrOpPUTMIH KOJJIaHy, CBIHAK YJTICIHIErT MOJCNbIIH JQJIIriH
Oaranay, KaxeT OONfaH >Kardaia MOIENbAl OHTAWIAHABIPY >KOHE erep MOJenb
0oJica, KOPBITHIHABI AQJIIK JKOFaphl, OHBl aJasKTHIK OMEpalusuiapAbl KIKTey YIIiH
naipananyra 0onaibl. ¥ CbIHBUIFaH KE3CHIEP/IiH HET13T1 MiHJIETI-KYIiKTi KPUITTOBAIIOTA
ornepanysiapblH MyMKIHIITIHIIE a3 JKaJlfaH [MO3UTUBTEPMEH aHbIKTay. Cryptocurrency
TpaH3aKUMsUIapbIHbIH KikTenyi Ethereum cryptocurrency kemeriMeH YCBIHBLIAIBI.
Kypannap peringe R Tinmi skoHe oHBIH MHTerpanusianran R studio eHzey oprachkl
TaHaa1aabl. AJTasKThIK KpUITOAKTUBTI TPaH3aKUIUsIIAp bl aHBIKTAY YIIiH JIOTHCTUKAIIBIK
perpeccust Mozeni xacainabl. Mozenb KaHa TpaH3aKIHUSIHbI aJasKThIK YIIIH TeKCepei.
98 maitpI3apl KypaWThIH MOJICINIBJIIH JKOFaphl JOJIIr OHBIH THIMIUILIH KOpCETe.
Mopenb anaskThIK CXeManap/blH jKaHa TYpJepiH eCKepe OTBIPBII KeTUIAIPiTyl MyMKiH
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JKOHE OPTYPJII aKTUBTEPMEH TPaH3AKIMUIAPIbl Talay YIIH KOJIAHBUIYbl MYMKIH,
OYJ1 OHBI Kap>Kbl HHCTHTYTTaphl MEH KPUIITOBAIIOTA OMpIKaJlapbIH/Ia MalaliaHy YIIiH
MEPCIIEKTUBAJIBI TS/,
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Annorauusi. B craree mpoBogurcs SWOT-ananu3 kuOGepyrpos, BbIIBISIOTCS
CHJIbHBIE U cllabble CTOPOHBI KPHUIITOBAIIOT M OCBELIAETCS MpobieMa OOHapy:KeHHUs
MOLICHHUYECKUX TPAH3aKUHUK C KPUNTOBAIOTOM. JUIg pelieHus 3anad aBTOPbI
MpPEeIaraloT MCIOJIb30BaTh HOBbIE TEXHOJIOIMM, OCHOBAaHHBIE HA METOAAX aHaJIM3a
JaHHBIX, B YACTHOCTH, pa3pabOTKy Mozenel Joructuueckoil perpeccun. [Ipennaraercs
QITOPUTM KJIACCH(DUKAIMKM MOIIEHHUYECKUX TPAH3aKIMH ¢ KPUIITOBANIOTON, KOTOPBIN
CBOJAMTCS K KJIIACCHYECKOM cxeMe Kiaccu(uKaluy JaHHBIX. BeIoensioTcs cienyromime
9Tallbl: 3arpy3Ka JaHHBIX B HA0Op JaHHBIX M MEPBUYHBIN aHAIN3, OATOTOBKA JaHHBIX
IUIl aHalu3a, pa3lelieHue Ha OOydyarollyl0 M TECTOBYIO BBIOODKH, NpPUMEHEHHE
aIropuTMa Kiaccupukanuu K oOydaromed BBHIOOpKE, OLEHKa TOYHOCTH MOJETH Ha
TECTOBOM BBIOOpPKE, ONTHMHU3AIMS MOIENU IPU HEOOXOIMMOCTH M 3aKJIIOYCHHE,
rJe, eclid MOJeNb TOYHOCTh BBICOKA, €€ MOXKHO HCIIONB30BaTh Ui KiIacCH(pUKAH
MOIIEHHMUYECKNX TpaH3akuui. OCHOBHasg 3a7ada NpPEACTABICHHBIX JTAllOB —
00HapYKUTh MONO3PUTEIbHbBIC TPAH3AKIUHU C KPUITOBAIIOTON ¢ KaK MOYXXHO MEHBIINM
KOJIMYECTBOM JIOKHBIX cpadaThiBannii. Kiaccuukammio KpunToBaIOTHBIX TPaH3aKIUH
npeasaraeTcs OCYLIECTBIATh C MOMOILIbI0 KpunroBamioTel Ethereum. B kauectse
WHCTPYMEHTOB BbIOpaH si3bIK R 1 ero mHTerpupoBanHas cpeaa odpadoTtku R Studio.
Jnist BBISIBIICHHS MOIIEHHUYECKUX TPAaH3aKLUUH ¢ KPUNTOAKTUBaMHM Oblia pazpaboTaHa
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MOJIeNIb JIOTUCTHYECKOM perpeccuu. Mopenb NpoBepsieT HOBYIO TpPaH3aKIMIO Ha
IIpeIMET MOIIEHHUYECTBA. BhICOKas TOUHOCTE MOZAEIH, COCTABIIAIONMAs 98 MPOLEHTOB,
CBHUJICTENLCTBYET O e d(PPEKTUBHOCTA. MOJIeNTb MOXKET OBITh YCOBEPILIEHCTBOBAHA C
YUETOM HOBBIX THUIIOB MOIIEHHMYECKHX CXEM M NMPUMEHEHa Ul aHajiu3a TPaH3aKLUi
C pa3NUYHBIMH aKTHBaMH, YTO JAENAeT ee MEePCHEKTUBHOW ISl MCIOIb30BAHUS B
(DPMHAHCOBBIX YUPESIKICHUAX U HAa KPUIITOBAIIOTHBIX OHMpIKax.

KiroueBble cj10Ba: KPUNTOPBIHOK, JIOTUCTUYECKAsE PErpecchs, IPOrHO3UPOBAHNUE,
KJaccu(uKanys, aHaInu3 JaHHBIX

Jasi  uuruposanms: WM.JL.  Xnesna, B.O. [leitnera. [IporHosupoBanue
MOIIIEHHUYECKHUX TPaH3aKUUH ¢ KPUITOBAIIOTONW C UCIONB30BAHUEM JIOTHCTUYECKON
perpeccun//MexxayHapOaHbI >KypHaT HH(OOPMALMOHHBIX M KOMMYHHUKAIMOHHBIX
texaonoruit. 2023. T. 04. Ne 3. Ctp. 104-118 (Ha anr). https://doi.org/10.54309/
JICT.2023.15.3.010

Introduction

The emergence of digital money is closely linked to the development of technologies,
including cryptography and blockchain. Cryptocurrencies have become a new class of
digital assets that is attracting increasing attention from the economic and financial
communities and information technology. They share common features with traditional
assets, but also have their own concept.

One of the main features of cryptocurrency is that it acts as a virtual currency. The
owner of such a cryptocurrency stores it on his computer or in a smartphone application
in a so-called "wallet" that only he has access to. The concept of cryptocurrencies is
also that there is no regulator in circulation. Thus, there is no cryptocurrency central
bank that could decide, for example, to increase the supply of cryptocurrency and thus
reduce its value. The value is in the hands of the free market. Cryptocurrency trading
takes place electronically, without the involvement of any banking system, directly
between cryptocurrency users. This means that the transaction is not controlled in any
way. Fraudulent transactions are becoming increasingly common in the crypto asset
community. Cybercriminals use various methods, such as phishing attacks, wallet
hacking, and other fraudulent schemes, to gain unauthorized access to cryptocurrencies.
In addition, cryptocurrencies are also at risk of hacking and theft, which leads to the
loss of digital assets in significant amounts. Such problems lead to a loss of confidence
in cryptocurrencies as a means of investment and payment. This can lead to a decrease
in investor interest and a decrease in the volume of cryptocurrency trading. Most of the
security methods currently in use are aimed at ensuring the safety of cryptocurrency
storage, such as the use of cold wallets and two-factor authentication. However, in
order to ensure the security of cryptocurrency transactions, new technologies need to
be developed, based on data processing and information technology. Technologies will
help prevent fraud and protect users from theft of digital assets.

One solution may be to use blockchain technology, which is the basis for most
cryptocurrencies. Blockchain technology is a distributed database that stores information
about transactions in the form of a chain of blocks. Each block contains information
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about the previous block, which makes it impossible to make changes to an existing
transaction. This helps to ensure the security and transparency of transactions, as well
as protect users from fraudulent schemes.

In addition, the development and use of new technologies, such as machine learning
and artificial intelligence, can also help combat cryptocurrency fraud. For example,
data analytics and anomaly detection can help identify fraudulent schemes and prevent
unauthorized transactions.

In this regard, the article identifies the scientific and applied task of analyzing and
forecasting fraudulent transactions with cryptocurrency. Development of new methods
for protecting cryptocurrency transactions, based on data analysis, artificial intelligence
and information technology, is a prerequisite for ensuring confidence in cryptocurrencies
as a means of investment and payment, as well as for further growth and development
of the cryptocurrency market.

Materials and methods

Literature analysis of fraudulent operations with cryptocurrency

Every year, attention to cryptocurrencies is growing and more and more scientific
papers are appearing on the development and prospects of the crypto market. In turn,
this is due to the development of technologies, in particular, data analysis methods,
artificial intelligence and information technology.

In this article (Sabry, 2020), the researchers consider the application of artificial
intelligence methods to solve problems related to cryptocurrencies, such as price
forecasting, trends, volatility, portfolio construction, and fraud detection. The article is
an overview, which helps to navigate the huge number of different studies that apply Al
methods in the field of cryptocurrencies and to highlight open areas that require future
development in this very dynamic field. The review can help researchers interested
in applying Al and machine learning techniques to the field of cryptocurrencies by
providing simplified overviews of some of the research conducted in this area and the
methods used, as well as listing some of the available datasets that they have used to
solve various cryptocurrency problems. The paper is broad in scope and does not cover
the main machine learning methods in the fraud domain.

The study of cryptocurrencies as a subject of fraud is reflected in the paper (Kutera,
2022). The study showed that cryptocurrencies are a new field of research, although
they are developing quite intensively. The main areas of research include types of
cryptocurrency fraud, methods of crime detection, risks associated with blockchain
technology, money laundering, and legal regulation of cryptocurrencies. Money
laundering is currently the most common type of fraud. It was also noted that pyramid
schemes are the second most common fraud. It is possible to study not only existing but
also undisclosed research trends. The author identifies the key types of fraud that lead
to the most significant financial losses and identifies areas for further research that have
profound practical implications for market participants. This paper provides a basis for
forming a fraud detection model based on the proposed classification.

This is partially reflected in a publication (Bartoletti, 2021) that describes a study
of cryptocurrency fraud, which includes the creation of a collection of fraudsters, the
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development of a fraud classification tool, and the analysis of the distribution and
correlation between fraud types. The authors note that many fraudulent activities do not
rely on the functions of a particular blockchain, but simply use the blockchain's own
cryptocurrency as a means of payment, and provide recommendations for countering
crypto fraud based on their experience. However, the paper does not present the sequence
of data processing.

The paper (Ismail Alarab, 2022) continues with a report that, as a result of data
preprocessing, the models used on the Bitcoin and Ethereum datasets perform better
than their original models. In addition, it was found that the most effective learning
algorithms perform even better after reducing the number of features in these datasets
compared to their initial studies.

The application of logistic regression as a machine learning method used to solve
classification problems where it is necessary to determine which class an object belongs
tois reflected in the paper (Jiashi Feng, 2014). It is widely used in various industries where
it is necessary to make decisions based on certain features. This paper (Mohammed,
2022) proposes a method for avoiding credit card fraud using logistic regression.
Therefore, it is of interest to study fraudulent transactions in the cryptocurrency market
using logistic regression.

In addition, the literature presents other methods that can be used to classify fraudulent
transactions. In the paper (Aponte-Novoa, 2022), the authors explore several machine
learning models for classifying cryptojacking on websites, including logistic regression,
decision tree, random forest, gradient boosting classifier, k-nearest neighbors, and
XGBoost. The authors conclude that simple models such as logistic regression, decision
tree, random forest, gradient boosting classifier, and k-nearest neighbors models can
achieve a level of success similar to or even superior to advanced algorithms such as
XGBoost and even other deep learning-based works. In addition, the authors note that
the simplicity of these models helps the evaluator interpret the results and understand
the inner workings of these models compared to advanced models that are considered
black boxes. The study (Wang, 2022) found that in their case, LR demonstrates greater
efficiency in predicting credit card fraud compared to the support vector machine
K-nearest neighbor (KNN) and decision tree (DT) classifiers.

Thus, analyzing fraudulent cryptocurrency transactions is a necessary tool to ensure
transaction security and prevent fraud. Various methods and tools for analysis allow for
the detection of fraudulent transactions, which in turn helps to fight money laundering,
terrorist financing, and other criminal activities related to cryptocurrencies.

However, despite the fact that fraud analysis is an effective tool, it cannot guarantee
100% protection against fraud. Fraudsters are constantly implementing new tricks and
coming up with new schemes that can bypass the security system.

As the analysis has shown, despite the scientific and practical results obtained in
the field of analyzing fraudulent transactions with cryptocurrencies, the issue requires
the development and development of technology for detecting fraudulent transactions
based on data analysis methods, in particular, the development of logistic regression
models.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e m

International License ! Y

109



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 3.

Research methods include mathematical apparatus, models and methods of statistical
analysis, including regression analysis. The R language and its integrated processing
environment R Studio were chosen as tools.

Results and discussion

Building a technology for predicting fraudulent transactions in cryptocurrencies

Using the SWOT analysis of cyber threats, we identified the strengths and
weaknesses of cryptocurrencies. Among the strengths, we can identify the fact that
cryptocurrencies are decentralized, for example, bitcoin is not controlled by the state
or any private company. Open validity, which means that you can determine the
authenticity of a transaction at any time. A wide range of different cryptocurrencies. An
uninterrupted and fault-tolerant network, which is the very essence of crypto and stems
from its decentralization. Independence from the geographical location of the entities
transferring the currency. A high level of protection against hacking is associated with
the cryptographic nature of cryptocurrencies.

Weaknesses include the lack of control over money transfers, as the network is
decentralized, there is no supervisory authority that can monitor and control suspicious
transfers. High volatility, the cryptocurrency rate is unpredictable and influenced by many
factors. High risks in the form of password loss and the possibility of theft, as there is no
regulatory body. Limited availability, as not everywhere can accept cryptocurrencies as
a means of payment, and not everywhere cryptocurrencies are allowed.

Among the options, we can highlight such as distribution as a means of alternative
to traditional payments, due to decentralization, and the lack of a regulatory body.
Due to the anonymity of the increase in possible payments, conditional charitable
donations if the sender wants to remain anonymous. Conducting transactions regardless
of the boundaries. A reliable way to store cryptocurrencies passively, provided they
are properly protected. Openness and transparency, as a likely option, simplifies audit
activities for organizations.

Possible threats include difficult forecasting for medium-term currency storage.
A sharp change in trends, the possibility of a sharp drop in the crypto rate. Possible
emergence of pyramid schemes and certain similarities with them. Possibility of attacks
by holding a controlling stake in all generating capacities, monopolization. Some risks
with certain cryptocurrency storage.

The algorithm for solving the problem of classifying fraudulent transactions is
reduced to the algorithm for building a classification model, which is proposed to be
implemented according to the classical scheme shown in Figure 1.

Step 1: Load the data into the dataset and conduct an initial data analysis. In the
study, the data was taken from a CSV file from the kaggle website.

Step 2: Prepare the data for analysis. This may include handling missing values,
normalization, outlier removal, etc.

Step 3: Split the data into training and test samples. The ratio in the practical part was
chosen to be 60 percent training to 40 percent test.

Steps 4-5: Apply the classification algorithm on the training set using the chosen
algorithm, for example, logistic regression was used in this work.
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Step 6: Evaluate the accuracy of the model on the test set. This can be done using
metrics such as accuracy, completeness, F-measure, etc.

Step 7: Optimize the model, if necessary, and repeat steps 4—6.

Step 8: Conclusion. If the model works with high accuracy, it can be used to classify
fraudulent cryptocurrency transactions. If the accuracy is low, you need to optimize the
model or use a different classification algorithm.

Building a predictive model to detect illegal cryptocurrency transactions.

It is proposed to classify cryptocurrency transactions with the Ethereum
cryptocurrency. For the study, the main data will be taken from the kaggle website
(Ethereum Fraud Detection Dataset), the dataset is unbalanced.

Data collection

!

Data cleaning

l

Splitting data into
trainingftest samples

!

Algorithm selection

!

Model training

!

Evaluating the model
quality

:

Model improvement

!

Application of the
model

Figure I - Scheme of the algorithm for building a classification model
Let's go through the algorithm step by step regarding the practical part of the study.
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Based on the analysis of the dataset, the following data metrics are identified:

Index: line index number

Address: the address of the Ethereum account

FLAG: whether the transaction is fraudulent or not

Avg min between sent tnx: average time between sent transactions for the account
in minutes

Avgminbetweenreceivedtnx: average time between received transactions for the
account in minutes

TimeDiffbetweenfirstand last(Mins): time difference between the first and the last
transaction

Sent tnx: the total number of sent normal transactions

Received tnx: the total number of received regular transactions

NumberofCreated Contracts: total number of created contract transactions

UniqueReceivedFrom_Addresses: the total number of unique addresses from which
the account received transactions

UniqueSentTo_Addresses20: the total number of unique addresses from which the
account sent transactions

MinValueReceived: the minimum value on the ether that has ever been received

MaxValueReceived: the maximum value in the ether that has ever been received

AvgValueReceivedS Average value ever received on the ether

The logistic regression method was chosen as a classification method, which is well
suited to our data. The R language and its integrated processing environment R Studio
were chosen as tools. We will build a model that describes the relationship between
the input variables and the probability of belonging to a certain class using logistic
regression. Usually, this probability is expressed using the logistic distribution function
(sigmoid function), which has the formula (Logistic Regression):

p(x) =1/ (1 + exp(-x))

where p(x) is the probability of an object belonging to a class, x is a linear
combination of input features and their weights. The weights and the intersept (free
term) are determined in the process of training the model on the training dataset.

To evaluate the accuracy of the model, it is proposed to use the loss function
(LogLoss), which measures the discrepancy between the actual and predicted values.
The task is to minimize the loss function using the gradient descent method or other
optimization methods.

It is determined that to build a fraud detection model in R, the caret (Classification
And REgression Training) package in the R programming language is needed, which
provides a wide range of tools and functions for training and evaluating machine learning
models. The caret package provides a wide range of machine learning algorithms for
building models, including linear regression and many others.

This package will be valuable for fraud detection in terms of simplifying the process
of building and evaluating models, selecting features, tuning hyperparameters, and
evaluating model quality.

Import data:
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d <- read.csv("transaction_dataset.csv", header =T, sep ="," )
Removed unnecessary columns:
x <- d[,-c(1,2,3,ncol(d)-1,ncol(d) )]

The data obtained are shown in Figure 2.

“ FLAG Avg.min.between.sent.tnx Avg.min.between.received.tnx Time.Diff.between.first.and.last..Mins. Sent.tnx Received.Tnx Number.of.Crea
1 0 84426 1093.71 70478563 72 f:2]
2 0 12709.07 295844 121821673 94 8
3 0 24519454 243402 516729.30 2 10
4 0 10219.60 15785.00 397555.90 25 9
5 0 36.61 10707.77 38247242 4508 20
6 0 990012 37548 2092668 2 3
7 0 6946 62944 866035 25 "
8 0 1497.39 176.84 31982805 213 5
9 0 0.00 0.00 496.62 1 1
10 0 2570.59 3336.01 3057270 3 3
1 0 3245 12921.57 12934015 10 10
12 0 371641 144800 385961.98 g 246
13 0 0.00 1243127 193000.25 0 16
14 0 832070 5776.32 78197.58 7 2
15 0 14106.66 374282 540061.80 32 24
16 0 75791 11.08 2580232 4 3
17 n 212 403224 Jananz 42 57 57 -

Showing 1 to 17 of 9,841 entries, 46 total columns
Figure 2 - Table of pre-cleaned data
A closer look at the table's columns reveals that most of the data has a lognormal
distribution.

Figures 3 and 4 show the histogram of the second column of the table. You can see
the lognormal distribution.

Histogram of x[, 2]
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Figure 3 - Histogram in lognormal distribution
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Histogram of log(x[, 2])
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Figure 4 - Histogram after the logarithmization process

Perform the processing by logarithmizing the required columns while preserving
zero during the process:
r<-1:46
r<-r[-c(1,7,23,27,32,33,34,35,42,43,44)]
for iinr) {
X[,i] <-log(x[.i])
x[!is.finite(x[,i]),i] <- 0
H
Some outliers and empty columns have been removed:
x <- x[x[,7]<=1,]
x[,¢(16,17,18,22,27,23,30,32,33,34,35,42,43,44)] <- NULL
The dataset has been rebalanced. This is because the dataset is unbalanced:
To do this, the general table is divided into two, according to the flag variable, which
is an indicator of the validity of the transaction.
x0 <- x[xX$SFLAG==0,]
x1 <- x[xX$SFLAG==1,]
xe <-x1
xe[] <- NA
Figures 5 and 6 show the number of rows in the table with the corresponding flag.

Showing 1 to 17 of 7,631 entries, 32 total columns

Figure 5 - Number of rows in a table with a zero flag

Showing 1 to 17 of 2,174 entries, 32 total colurmns
Figure 6 - Number of rows in a table with flag one
The next step was to fill the rows of the table where the total number of rows is

inferior to the comparable capacity potential. We will use the method of filling the row
with average values.
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m <- colMeans(x1)

for (i in 1mcol(x1)) {
xe[,i] <- m[[i]]

}

xe <- as.data.frame(lapply(xe, rep, 3))

x1 <-xe

Based on the previous data processing, the transaction category ratio is more
balanced. As a result, it is worth combining the two tables into one common table:

x <- rbind(x0,x1)

Removing highly correlated predictors:

To remove strongly correlated predictors, we will use the following method:

for (i in 2:ncol(x)) {

for (j in 2:ncol(x)) {
if(cor(x[,i],x[,j])>0.80 && i!=j){
cat(" Correlation between ",i," and ",j," is ",cor(x[,i],x[,j]),"; \n")
}
}

}

x[,c(3,6,11,14,15,17,19,20,21,22,23,24,26,29)] <- NULL

After analyzing the data obtained after preprocessing, we can move on to the next
step - modeling.

Modeling:

The flag column was set as a factor variable.

x$FLAG <- as.factor(x$FLAG)

To perform the modeling, the data frame was divided into two parts: a part of data for
model training and a part of test data for model validation, respectively 60 percent to 40
percent. A function from the caret package was used for this purpose.

xsplit <- createDataPartition(x$FLAG, p = 0.6, list = FALSE)

trainx <- x[xsplit,]

testx <- x[-xsplit, |

To calculate the logistic regression, we used the train function, where we specified
method = glm in the parameter, which indicates a general linear model. It is also
necessary to specify the family = binomial option, which indicates that we want to use
logistic regression.

model <- train(FLAG~., data = trainx, method="glm", family = "binomial")

After training, evaluate the characteristics of the resulting model (Fig. 7).

model

Generalized Linear Model

8493 samples

17 predictor
2 classes: '0", "1’
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No pre-processing

Resampling: Bootstrapped (25 reps)

summary of sample sizes: 8493, 8493, 8493, 8493, 8493, 8493,
Resampling results:

Accuracy  Kappa
0.9888712 0.977655

Figure 7 - Characteristics of the resulting model after training

The previously obtained test data was used to evaluate the effectiveness of the
logistic regression model

pr <- predict(model, newdata = testx)

The accuracy assessment is based on the confusion matrix. A confusion matrix
is a table in which predictions are categorized against actual values. It includes two
dimensions, with one representing the predicted values and the other the actual values
(Fig. 8).

cmat <- confusionMatrix(pr,testxSFLAG )

cmat
Confusion Matrix and Statistics

Reference
Prediction 0 1
0 2966 0
1 86 2608

Accuracy : 0.9848
95% CI : (0.9813, 0.9878)
No Information Rate : 0.5392
P-value [Acc = NIR] : =« 2.2e-16

Kappa : 0.9695

Mcnemar's Test P-Value : < 2.2e-16
Sensitivity : 0.9718
specificity : 1.0000

Pos Pred value : 1.0000

Neg Pred value : 0.9681
Prevalence : (0.5392

Detection Rate : 0.5240
Detection Prevalence : 0.5240
Balanced Accuracy : 0.9859

'"Positive' Class : 0

Figure 8 - Confusion matrix and model statistics
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As a result, a logistic model was built that produces an accuracy of approximately
98 percent on test data.

A model based on logistic regression is widely used for data analysis and classification
tasks. It allows you to predict the probability of an object belonging to a certain class
and, therefore, can be used to detect fraudulent transactions. The model's high accuracy
of 98 percent indicates that it is highly effective, similar to other studies (Mohammed,
2022; Aponte-Novoa, 2022) that used logistic regression on their data. This means that
the model can be used in real-world settings to detect fraudulent transactions with high
accuracy, which is an important result in the fight against cyber threats and financial
crime.

A model for predicting fraudulent transactions in cryptocurrencies can be of great
importance to financial institutions and cryptocurrency exchanges, which can use it to
prevent financial losses and improve transaction security. Prospects for further research
are to improve the model to take into account new types of fraudulent schemes and
increase its accuracy. Also, the model can be used to analyze and prevent fraudulent
transactions not only with cryptocurrencies but also with other types of assets. In general,
the prospects for using the model to predict fraudulent transactions in cryptocurrencies
look promising and can lead to significant improvements in the security and efficiency
of financial transactions.

Conclusion

An analysis of literature sources is performed and it is determined that the unresolved
part of the problem, namely, the development of models, methods and technologies for
data analysis to detect fraudulent transactions in the cryptocurrency market, including
logistic regression, is still unresolved. A SWOT-analysis of security threats in the field
of cryptocurrencies is carried out, their strengths and weaknesses are identified. To
detect fraudulent operations, it is proposed to use technologies based on data analysis
- logistic regression models. The algorithm for classifying fraudulent transactions is
proposed using steps such as data preparation, sampling, algorithm application, accuracy
evaluation, and model optimization. The R language was chosen to build the model,
including its additional libraries, in the integrated environment of R Studio. A logistic
regression model with 98 % accuracy that can check new transactions for fraud based
on the Ethereum cryptocurrency has been developed. A model for predicting fraudulent
transactions in cryptocurrencies can be of great importance to financial institutions and
cryptocurrency exchanges, which can use it to prevent financial losses and improve
transaction security. Prospects for further research are to improve the model to take into
account new types of fraudulent schemes and increase its accuracy.
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