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Abstract. As organizations increasingly embrace digitalization to enhance their
operations and competitiveness, high-tech projects play a pivotal role in driving
innovation and technological advancements. This paper explores the significance of
value-oriented management in the context of digitalization within high-tech projects.
The research focuses on understanding how organizations can effectively leverage
digital technologies to create value, mitigate risks, and optimize project outcomes.
The study employs a multidisciplinary approach, drawing on principles from project
management, technology management, and strategic management. It investigates the
integration of digital technologies, such as artificial intelligence, Internet of Things,
and data analytics, into high-tech projects and assesses their impact on project value
creation. Through a comprehensive review of literature, case studies, and interviews
with industry experts, the paper identifies key success factors and challenges associated
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with managing digitalization in high-tech projects. The concept of value-oriented
management is examined in depth, emphasizing the need for a holistic framework that
aligns project goals with organizational objectives. The paper introduces a model for
value assessment, encompassing both tangible and intangible aspects, to guide decision-
makers in evaluating the effectiveness of digitalization efforts in high-tech projects.
Furthermore, the research explores the role of leadership, organizational culture,
and stakeholder engagement in fostering a value-oriented approach to digitalization.
It highlights the importance of creating a conducive environment that encourages
collaboration, innovation, and adaptability to navigate the dynamic landscape of high-
tech projects. The findings of this study contribute to the theoretical understanding of
value-oriented management in the context of digitalization within high-tech projects.
Practical implications and recommendations are provided for project managers,
executives, and policymakers seeking to enhance the success of digital initiatives
in the high-tech sector. Ultimately, the paper aims to provide insights that can guide
organizations in maximizing the value derived from their digitalization efforts in the
rapidly evolving landscape of high-tech projects.

Keywords: Digitalization, High-tech projects, Value-oriented management, Project
management, Value creation
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AHHoOTanus. ¥ipIMAap ©3/1epiHiH ONepanusiIbK KbI3METI MEH Oocekere Kaliier-
TUTITIH apTTHIPY YIIiH OUGPIBIK TEXHOJIOTHUSIIApFa KOOIPEeK aybICHIN KaTKaHIBIKTaH,
JKOFapbl TEXHOJOTUSUIBIK JKOOalap WHHOBALMSAIAD MEH TEXHOJOTHSUIBIK MpPOrpecTi
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BIHTANAHABIPYla INEIIyIli pesl arkapaibl. byl Makaiaga >KOFapbl TEXHOJOTHSUIBIK,
xobanap meHOepiHaeri nMGpIaHIbpy KOHTEKCTIHAETT KYHIBUIBIKKA OarbITTalFaH
MEHEPKMEHTTIH MaHbI3bl 3epTTeNefi. 3epTTey YHbIMIApAblH KYHIBUIBIK Kacay,
TOyeKeNAepaAl a3alTy >KoHe »00a HOTW)KENEpiH OHTANMaHIBIPYy YINIH IHQPIBIK
TEXHOJIOTUSUIapbl Kajlai THIM/I MaiiiaiaHa anaTbIHBIH TYCIHyTe OaFbITTalFaH. 3epTTey
xobanapael 6ackapy, TEXHOJIOTHSIIApAbl 0acKapy >KOHE CTPaTeTHsUIBIK MEHEKMEHT
MPUHLUINTEPIHE HET13/1eNTeH MOHaPaJIbIK TOCIAl KonaaHaabel. O )kacaHIbl HHTEIIEKT,
3arTap MHTEpHETI JKOHE ACPEKTepAi Tajnay CHSAKTHl HUQPIBIK TEXHOJOTHsUIApAbIH
YKOFapbl TEXHOJIOTUSUIIBIK JKoOanapra MHTETPAlMsACHIH 3ePTTEHAl KOHE ONapablH ko0a
KYHIIBUIBIFBIH KYPYFa 9cepiH Oaranaipl. ©OneOueTTepi *aH->KaKThl IOy, )KaF TaiIIbIK
3epITeyep JKOHE callalblK caparlubllapMeH Ccyx0aT HeTi3iHAe KyKarTa TaOBICTHIH
HETI3ri (aKTopyapbl KOHE >KOFaphl TEXHOJOTHSUIBIK KoOajtapaarbl LUPpIaHABIPYIbI
OackapymeH OaitmaHpIcTel mpoOiiemManap aHbIKTanAbl. KyHIBUIBIKKA OarbITTalFaH
Oackapy TYXKbIpbIMIaMachl OOaHBIH MakcaTTapblH YWBIMHBIH MiHAETTEpiIMEH
y#secTipeTin 0ipTyTac KYpbUIBIMHBIH KaKETTUIIH KOPCETE OTHIPHII, erKeH-TerKenmi
KapacTelpbuiafibl. KykarTa >KOFapbl TEXHOJOTHSUIBIK >koOanapaa UudpiaHabpy
OolbIHIIA KYII-KIrepaiH THIMIUIriH Oaranay Ke3iHIAe MHIelM KaOblijaylubliapra
0acHIBUTBIK €Ty YLIIH MaTepHUaIbIK XKOHE MaTepUaIIbIK EMEC aCIeKTiIepli KAMTHTBIH
KYHJIBUIBIKTBI Oaraiay Moziesti kentipinreH. COHbIMEHKaTap, 3epTTey KoOaCIIbIIBIKTHIH,
YUBIMAACTBIPYIIBUIBIK MOACHUETTIH OHE MYIIeNi TapanTaplIblH LUpIaHbIpyFa
KYHJIBIIBIKKA OaFbITTalFaH KO3KapacThl JaMbITYFa KaThICYBIHBIH POIIiH 3epTTeii. by
KOFapbl TEXHOJOTHSUIBIK >KOOamapAblH IUHAMUKANBIK JaHAMA(QTHIH [apiay YLIiH
BIHTBIMAKTACTHIKTbI, WHHOBALMSHBI XoHE OeHimIenyai bIHTaTaHABIPATHIH KOJIANIIBI
OpTaHBbl KYPYAbIH MaHBI3ABUIBIFBIH KepceTedi. byl 3epTTeymiH HOTHXKeNepi JKOFaphl
TEXHOJIOTUSUIBIK >koOanap meHOepiHaeri HUQpraHabpy KOHTEKCTIHACTT KYHABUTBIKKA
OarbITTaNFaH OacKapylIbl TEOPUSUIBIK TYCIHYTe bIKHal eteai. JKoFaphl TEXHOIOTHsIIAp
CEKTOpPBIHAAFbl IUQPIBIK OacTamManapblH JKETICTITIH apTThIpyFa YMTBHUIATHIH
xo0a MeHeKepiepiHe, TON-MEHEKepiepre »oHe cascaTKepiepre NpaKTHKaJIbIK
KOPBITBIH/BUIAP MEH YChIHbICTap Oepineni. Caiibin Kenarenae, Oy Ky>KaTThIH MaKCcaThl
— yHBIMAApFa >KOFapbl TEXHOJOTHSUIBIK >KOOaNapAblH Te3 e3repeTiH JaHamadThIHAa
uudpranaplpy OOHBIHIIA KYLI-XKirepiH OapblHIIA apTThIPyFa KOMEKTECETIH akmapar
oepy.

Tyiiin ce3nep: tudpranabpy, KOFapbl TEXHOJOTHSJIBIK Ko0anap, KYHIBUIBIKKA
OarapiaHFaH MEHEIKMEHT, sko0anapabl 0acKapy, KYHABUTBIK KYpPY

Hoaviexcos ymin: C. bymyes, K. [Tnmtoxuna, Y. Onam. )KOFAPBI TEXHOJIOT' M A-
JIBIK XOBAJIAPAA HU®PJIAH/BIPY/Ibl K¥HIBUIBIKKA BAFJIAPJIAHFAH
BACKAPY//AxnaparThIK ®oHE KOMMYHUKALMSIIBIK TEXHOIOTHSUIAP/IBIH XalbIKapaIbIK
xypHaubl. 2023, V.4, Ne 4. ber 8-19 (arbutiubia tinminge). https://doi.org/10.54309/
JICT2023.16.4.001.
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AnHoTauus. [ToCKOMBKY OpraHM3ay BCE Yalle HCIOJIB3YIOT IH(PPOBH3AIUIO
JUTS TIOBBITIIEHUSI CBOEW OIEPAlMOHHON JEATENBHOCTH W KOHKYpPEHTOCIIOCOOHOCTH,
BBICOKOTEXHOJIOTUYHBIE MPOEKTHl HIPAIOT KIKOUEBYID pPOJb B CTHUMYJIUPOBAHUU
WHHOBAIlM{ U TEXHOJIOTMYECKUX NOCTHXKEHHUM. B 3TO# cTaThe uccienyercsa 3HaUYCHUE
YIPaBJICHUS, OPUCHTUPOBAHHOIO HAa IIEHHOCTH, B KOHTEKCTEe MH(pOBH3aIMKH B
paMKax BBICOKOTEXHOJOTHYHBIX MpPOEKTOB. VcciaenoBaHue cOCpelOTOYEHO Ha
IMIOHUMAHUH TOTO, KaK OpTaHm3ail MOTyT 3()(QEKTUBHO WCIOIH30BaTh MUPPOBHIE
TEXHOJOTUU JUIsl CO3/1aHUs LICHHOCTH, CHUYKEHUSI PUCKOB M ONTHMH3ALUHU PE3YIBTATOB
npoekToB. B uccienoBaHUM — HCHONB3YETCS  MEKIUCUUIUIMHAPHBIA — TOJXO[,
OCHOBAHHBIA Ha MPUHIMIAX YIPABICHHUS MPOCKTAMH, YIPABICHUS TEXHOIOTUSIMH
U CTPATeruuecKoro MEHE/DKMEHTa. B HeM uccienyeTcss MHTerpanusi UuGpOBhIX
TEXHOJIOTUHM, TAaKUX KaK MCKYCCTBEHHBIH MHTEUIEKT, IHTepHET Bellled U aHaJIUTHUKa
JIAaHHBIX, B BICOKOTEXHOJIOTUYHBIE MPOEKTHI U OLICHUBAETCS UX BIMSHUE HA CO3/IaHUE
LIEHHOCTH TIpoekTa. Ha ocHOBe BcecTOpOHHEro 0030pa JMTEpaTyphl, TEMAaTHIECKHIX
HCCIENOBAaHUN U MHTEPBBIO C OTPACIEBBIMHU JKCHEPTAMU B JOKYMEHTE OINpPEACTICHbI
KITFOUEBBIC (PAKTOPHI yCIieXa U MPOOJIEMbI, CBI3aHHBIC C YIIpaBlIicHHEM U(pOBU3aAIIACH
B BBICOKOTEXHOJIOTHYHBIX MpoekTaxX. KoHmenmus ympasieHus, OpueHTHPOBAHHOTO Ha
IIEHHOCTH, TMOAPOOHO pacCMaTPHUBACTCS, MOMUEPKHUBAsI HEOOXOTUMOCTH IICIIOCTHOM
CTPYKTYpbI, KOTOpas COIVIaCOBBIBAET LENM MPOEKTAa C 3aJa4yaMH OpraHu3alMH.
B nokymeHnte mpencraBieHa MOZENIb OLICHKM IIEHHOCTH, OXBaThbIBAIOIIAs Kak
MaTepHalibHbIC, TaK U HEMaTCPHANIbHBIC aCleKThl, ISl PYKOBOJCTBA JHUIAMHU,
MPUHUMAIOLIIMMHU PELICHUs], IPH OLeHKE YPPEKTUBHOCTH YCUIUH 1Mo 1udpoBU3ain
B BBICOKOTEXHOJIOTHYHBIX MpoekTax. Kpome TOro, B HCCIEIOBAHUHU HCCIEAYETCS
poJib JIMAEPCTBA, OPTraHU3alMOHHOW KYJIBTYpPhl M BOBJICUEHUS 3aMHTEPECOBAHHBIX
CTOPOH B Pa3BUTHE IIEHHOCTHO-OPHUEHTHUPOBAHHOTO IOIXOma K muQpoBH3anuu. B
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HEM TOJYEPKHUBACTCS BaKHOCTb CO3JaHMsl OJarONpUATHOM CpPEAbl, MOOIIPSIOLIECH
COTPYAHMYECTBO, WHHOBALMU M aJalTUBHOCTb JUIS HABUTALMM B JIUHAMHUYHOM
na"mmadTe BBICOKOTEXHOJIOTHYHBIX MPOEKTOB. Pe3ynbTaTel 3TOTO HCCIENOBaHUS
CIOCOOCTBYIOT ~ TEOPETHUECKOMY  IHOHHUMAHHIO  LEHHOCTHO-OPHEHTHPOBAHHOTO
yIpaBleHHUsI B KOHTEKCTE UPPOBU3ALUK B pAMKaX BHICOKOTEXHOJOTHYHBIX MPOEKTOB.
[IpuBoasTCA MpaKTHYECKUE BHIBOJBI M PEKOMEHIAIMU JIJIsl PyKOBOAUTENEH MPOEKTOB,
TOI-MEHEIDKEPOB U IOJINTHKOB, CTPEMSIIIUXCSI HOBBICUTH yCTIeX IU(POBBIX HHUIIUATHUB
B CEKTOpE BBICOKMX TEXHOJOTHH. B KOHEWHOM cueTe, Liesib CTaTbll — IMPEJOCTaBUTh
nHPOPMALMIO, KOTOpasi MOXKET IOMOYb OpraHU3alMAM MaKCUMHM3MPOBAaTh LIEHHOCTD,
MOJTy9YaeMyI0 OT UX YCWJIMH 1o nupoBU3aIMU, B OBICTPO MEHSIOIIEMCS JaHmadTe
BBICOKOTEXHOJIOTHYHBIX IPOEKTOB.

Kirouesble ciioBa: LlndpoBuzaisi, BBICOKOTEXHOIOTHYHbIE IIPOEKTHI, IIEHHOCTHO-
OpPHEHTHPOBAaHHBIN MEHEHDKMEHT, YIIpaBleHHE IPOCKTaMH, CO3JaHNe IIEHHOCTH

Jasi murupoBanusi: C. bymye, K. Iumoxuna, Y. Onam. IHEHHOCTHO-
OPMEHTHMPOBAHHOE VYIIPABJIEHUE [IU®POBU3ALIMEM B BBICOKO-
TEXHOJIOI'MYHBIX ITPOEKTAX//MexnyHaponHbli KypHaa HHOOPMALMOHHBIX U
KOMMYHHKAIMOHHBIX TexHomormit. 2023. T. 04. Ne 4. Ctp. 8-19 (Ha anr.). https://doi.
org/10.54309/1J1CT.2023.16.4.001

Introduction

In the contemporary landscape of rapid technological advancement and digital
transformation, high-tech projects stand as the vanguards of innovation, driving
organizations towards increased efficiency, competitiveness, and growth. As industries
across the globe embrace digitalization, the management of high-tech projects becomes
a critical focal point for ensuring successful integration and realization of value. This
introduction sets the stage for an exploration into the intricacies of value-oriented
management within the context of digitalization in high-tech projects.

The convergence of advanced technologies, such as artificial intelligence, the
Internet of Things (IoT), and data analytics, has propelled high-tech projects into
uncharted territories. The dynamic nature of these projects necessitates a comprehensive
and adaptive management approach that goes beyond traditional project management
methodologies. In this context, value-oriented management emerges as a guiding
principle that seeks to align digitalization efforts with the overarching goals of the
organization, emphasizing the creation of tangible and intangible value.

The digitalization of high-tech projects not only presents unprecedented opportunities
but also introduces a myriad of challenges. Organizations grapple with issues ranging
from risk mitigation in the face of evolving technologies to the seamless integration
of digital tools into existing workflows. Recognizing these complexities, this research
endeavors to delve into the multifaceted dimensions of value-oriented management,
offering insights into how organizations can navigate the digital landscape to maximize
the benefits of their high-tech endeavors.

This study adopts a multidisciplinary lens, amalgamating perspectives from project
management, technology management, and strategic management to construct a holistic
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framework for value assessment. By synthesizing theoretical insights, real-world case
studies, and expert interviews, the research aims to distill key success factors and
illuminate potential pitfalls in the pursuit of value through digitalization in high-tech
projects.

The subsequent sections will unfold the layers of value-oriented management in
digitalization, exploring the integration of cutting-edge technologies, evaluating project
outcomes, and delineating the role of leadership and organizational culture in fostering a
conducive environment for value creation. Through this exploration, the paper aspires to
offer practical guidance for project managers, executives, and decision-makers engaged
in high-tech projects, contributing to the broader discourse on effective digitalization
strategies in the ever-evolving landscape of technology-driven initiatives.

Material and methods

Digitalization supports production value creation logic in construction, but creates
challenges for project value creation logic by hindering mutual adjustment in practices,
and commodifies information, shifting coordination contexts and affecting management
and policy (BlStakova et al., 2020). The paper (Bushuyev et al., 2023) presents a Value
Management Framework for Green Digital Marketing projects, integrating value
processes and techniques, and addressing risk inherence, aiding decision-making and
addressing uncertainty related to digitalization and sustainability. Digital technologies can
enhance strategic execution and value-driven process management by enhancing business
processes and enhancing strategic alignment (Cidik et al., 2022). Digitalization-driven
service marketing can increase relative profitability by promoting value co-creation and
resource integration, leading to cost-efficient co-creation services (Kindermann et al.,
2020). Digitalization transforms corporate people management, with meaningfulness,
communication, and cooperation being key to business sustainability, regardless of the
company's size, focus, or performance (Kirchmer, 2017). Digital service innovation
projects face four main challenges: shared objectives, joint design, project management
across organizational boundaries, and combining agile organizing approaches (Kuula
et al., 2018). Digital orientation is a new strategic orientation construct that captures
an organization's approach to digital innovation and transformation initiatives, and is
linked to firm performance in large US firms (Pefiarroya-Farell et al., 2021). The article
(Simonsson et al., 2018) is dedicated to the study of impact of a BANI-world conditions
to implementation of the high technology industrial projects and in particular of the
nuclear industry projects. The purpose of the article is to analyze tendencies of changes
of different factors related to the high technology nuclear project implementation against
the changing conditions of the environment. The object is the project management
methodologies in the BANI environment. This study clarifies the terms Business Model
Innovation, Adaptation, and Evolution to better align their evolution with strategic value
appropriation in a VUCA environment (Zaidouni et al., 2019).

Conceptual model of research

In the digital era, the value of created high-tech products must be harmonized,
taking into account all its key aspects. Responsibility becomes the highest priority for
businesses, so the commercial value of products based on new technologies is no longer
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the primary decision-making criterion. If certain aspects of the value of such products
raise doubts and cannot be acceptable in light of modern requirements, there is a need
to modify the products to ensure value harmonization.

Thus, the task of evaluating value, considering its multi-aspect nature in the digital
era, emerges as the first step in deciding on the acceptability of new products based on
emerging technologies. The diagram in Fig. 1 illustrates the concept of evaluating the
value of Al products in the processes of its harmonization.

Within the realm of high-tech projects, the effective leverage of digital technologies
is a pivotal factor in determining the success and impact of these initiatives. Digital
technologies, ranging from artificial intelligence to the Internet of Things and data
analytics, offer organizations unprecedented opportunities to create value across various
dimensions.

This section provides a deeper exploration into how organizations can strategically
harness these technologies to enhance their value propositions. Structure of conceptual
model values creation presented on Fig. 1.

The acceptance of evaluation aspects is not equivalent, leading to the need for
establishing a priority system. Any evaluation is meaningless without the establishment
of permissible levels, so permissible levels should be set for each direction (evaluation
point) of value. If the components of value fall below permissible levels, the high-tech
product requires specific modifications in this context to ensure value harmonization.
If all components of the value of a high-tech product meet the minimum permissible
thresholds, then this product can be introduced to the market.

Figure 1- “Structure of conceptual model values creation and migration”

The triangle connecting the elements of the model with arrows determines the
complementary values of the system.
To assess value in the digital age, it is proposed to use the following formula:

3 i
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where (0 <7 £ 1 - total value,

0« 8 <1,i=13 - priority of each element of structure (individual, business,
social), .

0< aff <l k=1, K . priority of aspects per each element (Table 1);

K= 1, 3 number of value aspects for each direction;

According to the generally accepted approach for priorities (weights), the following
conditions must be met:

> E=1 (2)
iml

£ S

z ﬂ;‘f’ = 1,1 = 1:

ol 3)

0= Sf = 1 assessment of the value of a product from the point of view of each aspect
of value is established by expert means (which gives a rather subjective view, taking
into account the characteristics of experts), or, which is the most rational, is assessed
by artificial intelligence, which must have some basis for comparison and comparison
in the form of a set of judgments reflecting the attitude of modern humanity to certain
aspects of digital technologies and high-tech products.

Taking into account the three directions of value assessment — individual, society
and business, it is not even the final assessment of value that is of greater interest, but
its three components:

v, a8 i=13

“
#al
The assessment of priorities was formed in Table 1 based on the assessment of the

average value of 14 experts in the field of high-tech projects.

Table 1- “Key aspects, organizations can navigate the complexities of digitalization in high-tech
projects and proactively work”

International License
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Ne | Name of aspect | Explanation Priority
(1-10)

1 | Strategic Organizations must strategically identify and integrate digital technologies | 8
Integration that align with their overall business strategy and objectives. A thoughtful
of Digital evaluation of how specific technologies can enhance operational efficien-
Technologies. ¢y, product/service innovation, and customer experience is crucial.

2 | Value Digitalization efforts should be directly tied to creating value for both 9
Proposition the organization and its stakeholders. Understanding the specific needs
Alignment and expectations of customers, employees, and other relevant stakehold-

ers is essential for tailoring digital solutions that truly add value.

3 |Agile High-tech projects often operate in fast-paced, dynamic environments. |8
Implementation | Agile methodologies can be instrumental in adapting to changing
Strategies. requirements and technologies. Incremental implementation allows

organizations to continuously assess and adjust their strategies based on
real-time feedback.
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4 | Data-Driven
Decision
Making.

The abundance of data generated through digital technologies provides
organizations with valuable insights. Establishing robust data analytics
capabilities enables informed decision-making, helping organizations
identify trends, optimize processes, and uncover new opportunities for
value creation.

5 | User-Centric
Design.

Prioritizing user experience is paramount. Whether developing new
products, services, or internal systems, a user-centric design approach
ensures that digital solutions resonate with end-users, enhancing overall
satisfaction and adoption rates.

6 | Risk Mitigation
Strategies

The integration of digital technologies introduces inherent risks such
as cybersecurity threats and technological obsolescence. Organizations
must proactively implement robust risk mitigation strategies to
safeguard against potential disruptions.

7 | Collaborative
Ecosystems.

Leveraging digital technologies often involves collaboration

with external partners, suppliers, and even competitors. Building
collaborative ecosystems can amplify the value derived from shared
resources, knowledge, and innovation.

8 | Measurable Key
Performance
Indicators
(KPIs).

Establishing clear and measurable KPIs is essential for assessing the
success of digitalization efforts. KPIs should align with overarching
business objectives and provide a quantifiable means of evaluating the
value generated through digital initiatives.

Sourse: authors

By addressing these aspects, organizations can navigate the complexities of
digitalization in high-tech projects and proactively work towards creating tangible and
sustainable value. The subsequent sections of this research will delve into specific case
studies, theoretical frameworks, and practical insights to further elucidate the strategies
and considerations associated with value-oriented management in the digital age.

Conclusion

In conclusion, the dynamic landscape of high-tech projects necessitates a strategic
and value-oriented approach to digitalization for organizations to thrive in the face
of technological disruption and rapid innovation. This research has delved into the
multifaceted dimensions of managing digitalization in high-tech projects, emphasizing
the imperative of creating tangible and intangible value. The strategic integration of
digital technologies emerged as a cornerstone for success, with organizations being
urged to align their digitalization efforts with overarching business strategies. The
effective leverage of technologies such as artificial intelligence, the Internet of Things,
and data analytics was identified as a key driver for enhancing operational efficiency,
fostering innovation, and ultimately creating value across various facets of high-tech
projects.

A user-centric design approach and the adoption of agile methodologies were
underscored as critical elements in ensuring that digital solutions not only meet the
evolving needs of end-users but also adapt to the rapidly changing technological
landscape. Moreover, the establishment of robust data analytics capabilities emerged
as a linchpin for informed decision-making, providing organizations with the insights
needed to optimize processes and uncover new avenues for value creation. The research
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also highlighted the importance of risk mitigation strategies, as the integration of digital
technologies introduces inherent risks such as cybersecurity threats and technological
obsolescence. Organizations were encouraged to adopt a proactive stance in addressing
these challenges to safeguard against potential disruptions to high-tech projects.

Collaborative ecosystems were identified as an avenue for amplifying the value
derived from digital initiatives, emphasizing the need for organizations to engage
with external partners, suppliers, and competitors in a mutually beneficial manner. As
organizations embark on their digitalization journeys within the high-tech landscape,
the establishment of measurable key performance indicators (KPIs) was advocated
to gauge the success of digital initiatives and ensure alignment with overarching
business objectives. In practical terms, this research contributes valuable insights and
recommendations for project managers, executives, and decision-makers engaged in
high-tech projects. By adopting a value-oriented management approach, organizations
can navigate the complexities of digitalization, capitalize on emerging opportunities,
and position themselves as leaders in the rapidly evolving high-tech sector.

In essence, the value-oriented management of digitalization in high-tech projects is
not merely a strategy; it is a dynamic mindset that empowers organizations to embrace
change, foster innovation, and create sustainable value in an era defined by technological
advancements. As the high-tech landscape continues to evolve, organizations that
prioritize value-oriented management will be better positioned to navigate uncertainties,
capitalize on opportunities, and emerge as trailblazers in the digital age.

The further research

The conclusion of this research suggests several avenues for further exploration and
investigation in the realm of value-oriented management of digitalization in high-tech
projects. Here are potential areas for future research:

Long-Term Impact Assessment.

Conduct longitudinal studies to assess the long-term impact of digitalization efforts
on high-tech projects. Understanding how value creation evolves over time can provide
insights into the sustainability of digital strategies.

Cross-Industry Comparative Analysis.

Explore how value-oriented management principles vary across different high-tech
industries. Comparative analyses can uncover industry-specific challenges, success
factors, and best practices in managing digitalization.

Ethical Considerations in Digitalization.

Investigate the ethical implications of digitalization in high-tech projects. This
could include issues related to privacy, security, bias in Al algorithms, and the ethical
use of data. Understanding and addressing these concerns are crucial for responsible
digitalization.

Cultural Impact on Digitalization.

Examine the influence of organizational culture on the success of digitalization
initiatives in high-tech projects. Cultural factors, such as openness to innovation,
risk tolerance, and collaboration, can significantly impact the effectiveness of digital
strategies.
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Human-Centric Approaches.

Explore methodologies and frameworks that prioritize the human element in
digitalization. This could include studies on the impact of digitalization on the workforce,
the role of employee training and development, and strategies for managing the human
side of technological change.

Global Perspectives on Digitalization.

Investigate how digitalization strategies and value-oriented management practices
vary in a global context. Factors such as regulatory environments, cultural differences,
and market conditions can influence the implementation and outcomes of high-tech
projects.

Dynamic Risk Management Strategies.

Research innovative and dynamic risk management strategies tailored to the ever-
evolving landscape of high-tech projects. This could include adaptive risk assessment
frameworks and real-time risk mitigation approaches.

Collaborative Innovation Networks.

Explore the formation and dynamics of collaborative innovation networks in the
high-tech sector. Understanding how organizations collaborate and share resources to
drive innovation can provide insights into ecosystem-based value creation.

Integration of Emerging Technologies.

Investigate how the integration of emerging technologies, beyond the current state,
impacts value creation in high-tech projects. This could include the exploration of
blockchain, quantum computing, and other cutting-edge technologies.

Post-Implementation Challenges.

Examine challenges that organizations face after the implementation of digitalization
in high-tech projects. This could include issues related to system maintenance, upgrades,
and ensuring the ongoing relevance of digital strategies.

By delving into these areas, researchers can contribute to a deeper understanding
of the complexities and nuances surrounding the value-oriented management of
digitalization in high-tech projects. This continued exploration is essential for guiding
organizations in optimizing their digitalization efforts and staying at the forefront of
technological innovation.
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Abstract. This article presents an overview and analysis of the digital solution
"HelpingHands", developed for effective communication and cooperation of volunteers
with orphanages and nursing homes. The Helping Hands solution is an innovative
platform that provides an opportunity for volunteers and organizations to establish
effective interaction to support those who need help. The article describes the functionality
of HelpingHands, the platform provides convenience of interaction between volunteers
and organizations, which contributes to more effective coordination of volunteer work.
The goal of HelpingHands is to facilitate the volunteering process and improve the lives
of children in orphanages and elderly people in nursing homes. The article emphasizes
the importance of this digital solution in providing communication between volunteers
and institutions, contributing to the creation of a strong and supported volunteer network
for charity and social support.

Keywords: volunteering, digital platform, orphanages, nursing homes, social sup-
port, interaction of volunteers, organizations, network of volunteers, cooperation, cha-
rity, innovative solutions
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AnnoTanusi. byn Makana epikTiiepain Oananap yiaepiMeH )koHe KapTTap yiiepiMmeH
THiM/I OaiiyIaHbICHl MEH BIHTBIMAKTACTHIFBI YIIiH 93ipienred "HelpingHands" mudpbix
mienriMine mosy MeH Taipaydbl yobiHaael. Helping Hands memnimi epikrinep men
yilbIMIapFra KOMEKKe MYKTaXK aJaMaapisl Koijay YLIIH THIMII e3apa 9peKeTTecy
MYMKIHJIITIH KaMTaMmachl3 €TeTiH HMHHOBALMIBIK Iuargopma OoNbIll TaObUIAIBL.
Makanana HelpingHands ¢yHkunonanapifsl cunarranfaH, miargopma epiktiiep MeH
yiibIMIap apachlHAaFbl ©3apa OPEKETTECYdiH bIHFAWIBUIBIFBIH KAMTaMachl3 eTei, Oy
epiKTiNep )KYMBICBIH THIMAIpeK yinecTipyre biknan ereni. HelpingHands-Tin makcaTbi-
EpIKTINIK MPOLECIH JKeHIINETy jkKoHe Oamanap yiuepingeri Oanamap MeH KapTrap
yHiHZeri KapTTapAblH OMipiH jkakcapTy. Makana KalbIpbIMIBUIBIK TEH QJICYMETTIK
KOJIZay YIIIH KYLITi )KOHE KOJIAAdy KOPCETIIETiH epIKTiJep KeliCiH KypyFa BIKMal eTe
OTBIPBII, OCHI HU(PIBIK IEIIIMHIH €PIKTiIep MEH MEKeMeJiep apachblHIarbl 0aliIaHbICThI
KaMTaMachl3 €TyJeri MaHbI3bUIBIFbIH KOPCETEI.

Tyiiin ce3mep: epikrinik, qudpraslk miathopma, Oananap yili, Kaprrap Yii, amey-
METTIK KOJAay, EpiKTiIepIiH e3apa opeKeTi, yHbIMIap, epiKTijiep Kelici, bIHThIMAK-
TacCTBIK, KAHBIPBIMABLUIBIK, THHOBALMSUIBIK LICIIiMIED

Moiiexco3 ymin: A.X. Myxamerkanu, H.K. Camarosa, P.K. PaxpimOexoBa, T.A.
Abpnpaxman. EPIKTUIEPAI BAJIAJIAP MEH KAPTTAPFA KYTIM JKACAY OPTA-
JIIKTAPBIMEH BAWJIAHBICTBIPYJIbIH LIU®PJIBIK [IEIIIMI//AKnaparTeix
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AnHoTanus. J[aHHas cTaThs TPENCTABISET 0030p M aHAU3 [HU(POBOTO pEIICHHS
"HelpingHands", pa3zpaboranHoro s 3¢ (heKTUBHON CBS3HM M COTPYAHUYECTBA BOJIOH-
TEpOB € JACTCKUMH JIOMaMHU M JOoMaMu mpectapenbix. Pemenne Helping Hands mpen-
CTaBJISIET COO0H MHHOBAIMOHHYTO TIaT(opMy, 00eCIIeIBAIONTY 0 BO3MOYKHOCTE BOJIOH-
TepaM U OpraHu3alysIM yCTaHOBUTE 3 EKTHBHOE B3aUMOIEHCTBUE 1S TOIJIEPHKKH TEX,
KTO HyXk1aeTcs B momoriu. Craths onuckiBaet Qynkiponan HelpingHands: miargopma
o0ecreunBaeT yaoOCTBO B3aMMOJAEWCTBUS MEXKIY BOJOHTEpPAMH WM OPTraHU3AIMSIMHU,
4TO criocoOcTByeT Oonee 3GGEeKTUBHON KOOPAUHALMH BOJIOHTEpCKON paboTel. CTaThs
MOAYEPKUBACT 3HAYMMOCTh JAHHOTO II(PPOBOTO penieHus B 00ECTICYeHUH CBSI3H MEXKITY
BOJIOHTEPAMHU U YUPEKACHUSIMHU, CIIOCOOCTBYS CO3AaHUIO CUIBHOM BOJIOHTEPCKOH CeTH
1U1s1 0J1arOTBOPUTEILHOCTH U COLIMATIBHOM MOAJICPKKH.

KiioueBble ciioBa: BOJOHTEPCTBO, IUQpoBas uardopma, IETCKHE J0Ma, JI0Ma
IIpecTapenblxX, CoLUaabHas MOAAEPKKA, B3aUMOJICHICTBUE BOJIOHTEPOB, OPraHU3aLny,
CETb BOJIOHTEPOB, COTPYIHHUYECTBO, OJIAarOTBOPUTEIILHOCTH, HHHOBAIIMOHHBIEC PELICHUS

s uurupoBanusi: A.X. Myxamerkanu, H.K. Camarosa, P.K. PaxsimbexoBa, T.A.
A6npaxman. LIMOPOBOE PEIIEHUE /151 B3AMMOIENCTBYS BOJIOHTEPOB
C UEHTPAMU 3ABOTHI O AETAX U IOXWIIBIX JIFOAAX//MexayHapoaHbIi
KypHa1 HHQOPMAIMOHHBIX M KOMMYHHKAITMOHHBIX TexHonorui. 2023. T. 04. Ne 4. Crp.
20-32 (Ha anr). https://doi.org/10.54309/1JICT.2023.16.4.002

Introduction
"HelpingHands" is a digital platform that has laid the foundations for more effective
interaction between volunteers and institutions working with orphanages and nursing
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homes. The platform aims to overcome the existing problems facing volunteering and
simplify the process of finding and participating in important social projects. Orphanages
and nursing homes play a crucial role in our society, serving as a refuge for those who
need care, support and, above all, sincere compassion. These institutions provide shelter
to vulnerable groups of the population who are looking for love and health, education
and emotional well-being.

The relevance of our platform is to create an IT solution to meet the urgent need to
connect volunteers to nursing homes and orphanages, optimize the recruitment process
of volunteers and improve the quality of care and support provided.

The goal of this project is to offer an innovative solution that will bridge this
communication gap and increase the effectiveness of volunteer activities. Our work
is focused on developing the HelpHands platform, a digital ecosystem that connects
volunteers with orphanages and nursing homes. This innovative platform is designed to
optimize the process of recruiting and managing volunteers, which ultimately improves
the quality of care and support provided to residents and beneficiaries. The main mission
of the HelpHands platform is to solve this problem with the help of technology to create
a more interconnected, compassionate and effective society that meets the needs of
those who most deserve care and support.

The object of the study is a system for finding volunteers for nursing homes and
orphanages using information technology.

The subject of this research is the development, implementation and evaluation
of the platform as an innovative tool that uses information technology to improve the
experience of volunteering and the quality of care and support provided to children and
the elderly.

The novelty of this research lies in the creation of a specialized platform that not
only acts as a digital bridge connecting volunteers with agencies, but also offers a user-
friendly interface and functions adapted to the needs of users.

Material and methods

1. Literature review

Analysis of the article "User-Centered Development of a Web Platform Supporting
Community-Based Health Care Organizations for Older Persons in Need of Support " (2021)

Ensuring dignified aging and providing care for older persons in need of support
has become increasingly relevant. Community-based health care (CBHC) organizations
play a crucial role in developing sustainable strategies for organizing and delivering
care to older individuals. Digitalization is key to enhancing the efficiency and
effectiveness of these organizations. This literature review examines the article "User-
Centered Development of a Web Platform Supporting Community-Based Health Care
Organizations for Older Persons in Need of Support: Qualitative Focus Group Study,"
which is part of the European Active and Assisted Living (AAL) project known as
"ICareCoops." The article explores the concepts, approaches, and workflows of
CBHC organizations to gain a comprehensive understanding of their services and the
requirements for supporting them through information and computer technology (ICT)
solutions.
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One of the central aspects of the study is its commitment to a user-centered approach.
By involving various stakeholders, including care receivers, their significant others, and
care providers, the research recognizes the importance of considering the needs and
preferences of the end users in the development of ICT solutions for CBHC organizations.
This aligns with best practices in information systems development, emphasizing user
engagement and co-design as critical factors for successful implementation.

The study reveals that the needs and requirements of the three stakeholder groups
vary significantly. Care receivers prioritize accessibility and ease of use, emphasizing
the importance of user-friendly interfaces. Significant others are concerned with the
platform's ability to facilitate communication and coordination, supporting their
involvement in the care process. In contrast, care providers and managers focus on the
platform's ability to streamline operations, optimize resource allocation, and enhance
service quality. These diverse perspectives underscore the complexity of designing a
web platform that can satisfy the demands of all stakeholders.

The article "User-Centered Development of a Web Platform Supporting Community-
Based Health Care Organizations for Older Persons in Need of Support" presents a
comprehensive exploration of the requirements and needs of stakeholders involved in
CBHC organizations. By adopting a user-centered approach and using focus groups to
capture insights, the study provides valuable input for the development of web platforms
that can enhance the provision of care for older individuals. The research highlights the
complexity of meeting the diverse needs of care receivers, significant others, and care
providers, emphasizing the importance of customization and adaptability in information
system design for this domain. Furthermore, the use of user stories is a practical and
effective means of translating user requirements into technical specifications, ensuring
that the resulting web platform meets the expectations of all stakeholders. This study
contributes to the broader field of information systems by emphasizing the importance of
user engagement and user-centric design in the development of healthcare-related ICT
solutions, ultimately striving for more dignified and efficient care for aging populations.

Analysis of the article "Effective Volunteerism: Helping Child Caregivers in
Developing Countries - An Information System Perspective” (2016)

This literature review explores the article titled "Effective Volunteerism: Helping
Child Caregivers in Developing Countries," which focuses on the application of mental
health consultation to child caregivers in developing countries. The article outlines a
method of volunteering that is characterized by episodic visits and the establishment of
long-term relationships.

The article emphasizes the significance of the consultant's role in providing mental
health consultation to child caregivers in developing countries. The consultant serves as
a knowledgeable guide who imparts essential information and skills to the caregivers.
This role aligns with the principles of information systems, where information is seen
as a valuable resource for decision-making and problem-solving. The consultant acts as
a source of information, offering guidance on effective caregiving practices, strategies
to address mental health issues, and resources that can be utilized by caregivers. Their
role can be likened to that of an information system that facilitates the flow of valuable
information to end-users.
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The article underscores the importance of establishing long-term relationships with
caregivers as a key element of effective volunteerism. In the context of information
systems, the development of enduring relationships is essential for the exchange of
information. A long-term connection allows for the accumulation of knowledge, trust,
and the transfer of information over time. This aligns with the notion of information
systems that aim to create databases and repositories of knowledge for ongoing use.
Moreover, maintaining long-term relationships enhances the sustainability and impact
of the volunteer work, which is crucial for the effectiveness of the proposed method.

The article "Effective Volunteerism: Helping Child Caregivers in Developing
Countries" offers a valuable method for mental health consultation in developing
countries, focusing on episodic visits and long-term relationships with caregivers. From
an information system perspective, the article's emphasis on the consultant's role, the
establishment of long-term relationships, the method's adaptability in different settings,
and the recognition of challenges all align with the core principles of information
systems.

The proposed method exemplifies how information can be effectively harnessed to
improve the well-being of neglected and traumatized children in developing countries. It
highlights the importance of a well-structured and sustained approach that can be further
enriched by the principles of information systems, enabling the efficient exchange of
knowledge and resources to benefit child caregivers and, ultimately, the children they
care for.

2. Comparative analysis

There are several platforms similar to ours that connect volunteers and organizations.

1. VolunteerMatch is an organization that connects volunteers with non-profit
organizations. Volunteers can use the app to find offers tailored to their location, industry,
and skills, as well as additional volunteer training resources.

2. Idealist.org is an online community that connects volunteers with community
organizations. Here you can not only become a volunteer but also find job or internship
offers from non-profit organizations.

3. BeMyNeighbor.org is a website that matches volunteers with elderly neighbors
who need help with transportation, yard work, and socializing.

4. DoSomething.org is an organization that provides opportunities for young people who
want to volunteer, address social issues, and offer prizes and scholarships for their work.

5. Catchafire.org is a website that connects volunteers with specific skills and
experience to non-profit organizations.

Table 1 — “Comparative analysis”

Feature/ | Helping VolunteerMatch |Idealist.org BeMy- DoSomething. | Catchafire.
Aspect | Hands Neighbor.org | org org
User Stream- Well-established | Simple and User-friendly | Easy sign- User-friend-
Regis- [lined regis- | and trusted plat- | intuitive regis- |registration |up process ly registra-
tration | tration form Lengthy |[tration Limited |Limited cus- | Limited profile |tion Limited
process registration advanced fea- |tomization |[customization |user custom-
process tures ization
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Volun- | Com- Extensive Vast database Easy-to- Search based | Search based
teer prehen- database of with diverse navigate on interests on skills
Search |sive search | volunteer opportunities search Limited and interests
options opportunities Limited functionality |advanced Less diverse
Overwhelming |advanced search | Less diverse |search options | opportunities
choice options opportunities
Insti- Specia-liz- | Offers a wide Hosts a variety |Broad Focus on Focus on
tution |ed for or- |range of organi- |of nonprofit or- |spectrum of [social impact |skills-based
Profiles |pha-nages |zations ganizations institutions | May lack a volunteering
and nurs- | May lack a spe- | May lack a spe- | Limited specialized Limited
ing homes | cialized focus cialized focus | focus focus focus
Secure [ In-platform [ In-platform Integrated In-app chat | Messaging for | In-platform
Mes- commu- messaging messaging for | for easy coordination [ messaging
saging |[nication for ease of user interaction |commu- Limited for collabo-
for user communication |Limited nication customization |ration
Basic messaging | advanced Limited Limited cus-
features features features tomization
Admin | Efficient Robust admin | Admin features | User-friendly | Admin tools | Admin
Panel mana- tools for for organization |admin panel |for platform |dashboard
gement and | organization management Limited cus- |management |for manag-
moderation | management Limited tomization | Limited ing projects
Complex admin | customization customization |Limited cus-
interface tomization
Scala- [ Built with [Proven Expansive Potential National reach | Scalability
bility scalability [scalability and |network and for growth | and growth and expan-
in mind reach May scalability and scaling | potential sion possi-
for future |[experience Potential for Limited Limited focus |bilities Lim-
expansion [slower growth |information regional on specific ited focus on
overload reach sectors skills-based
volunteering
Social | Focused Broader focus | Supports vari- | Focus on Empowers Focus on
Impact |onelderly |with extensive |ous social caus- |local com- |young activists | skills-based
care and reach es May lack munity en- | Limited focus |volunteering
children in |Less specific sector | gagement on specialized |May lack a
need specialization | focus Less global | skills broad focus
impact

Differences for each platform:
1. VolunteerMatch has a much larger volunteer base than HelpingHands, but it is not
designed specifically for orphanages and nursing homes.
2. Idealist.org offers a wider range of volunteer opportunities than HelpingHands,
but it may lack the specialization and personalized support that HelpingHands offers to
orphanages and nursing homes.
3. BeMyNeighbor.org is focused on connecting volunteers with elderly neighbors,
and HelpingHands is focused on connecting volunteers with orphanages and nursing

homes.

4. DoSomething.org is focused on empowering young people to make a difference
through volunteering, while HelpingHands is focused on connecting volunteers with
orphanages and nursing homes.
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5. Catchafire.org connects nonprofits with qualified volunteers who can provide free
services, while HelpingHands focuses on connecting volunteers with orphanages and
nursing homes.

Advantages of HelpingHands over other applications:

HelpingHands is specially designed for orphanages and nursing homes. This means
it can offer a more personalized and supportive experience for both volunteers and
agencies. HelpingHands uses technology to make it easier for volunteers to find and
contact orphanages and nursing homes. This helps increase the number of volunteers
who can meet the needs of these institutions. Our platform provides a variety of tools
and resources to support volunteer management. This helps children's homes and care
homes make the most of their volunteer workforce. The platform also collects and
analyzes data. This data can be used to improve the platform and better understand the
needs of volunteers and institutions. Overall, HelpingHands is a unique and innovative
platform that offers several advantages over other similar applications.

3. Survey-based preference research

A survey was conducted to collect information from volunteers and orphanages/
nursing homes about their needs and experiences with volunteering platforms.
Information obtained from the survey will be used to develop the functionality and
overall design of the platform.

The survey asked questions for volunteers and organizations. The questions were
based on their experiences as well as what problems they encountered with their needs
and what would be the most effective application for them. For volunteers, motivation
has been shaped by a variety of interests in health, education, and mental health, often
discovered through social media and community events. They strive for simplified
discovery and secure communication, valuing HelpingHands potential features such as
user-friendliness and real-time notifications.

Agencies need volunteers for health care, education, and support, and face challenges
in recruiting and retaining employees. Desired platform features include robust
databases, efficient matching, and administrative panels. They include increased care
and a wider network of volunteers through HelpingHands. Agencies value technology
platforms for increased visibility and smoother volunteer interactions.

Survey results:

According to the survey results, a significant number of volunteers are motivated
by the opportunity to gain specialized experience that has a positive impact on society.
Challenges often include finding suitable volunteer opportunities. Volunteers noted that
it is important for a platform like HelpingHands to have features such as a user-friendly
interface, advanced search capabilities, and secure communication tools. And nursing
homes and orphanages are having great difficulty finding volunteers. Agencies have
expressed strong support for a platform like HelpingHands, noting the potential benefits
of streamlined volunteer recruitment and management. Key features that agencies find
valuable include a user-friendly dashboard, volunteer candidate management tools, and
secure communication channels.
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Problem statements

Research tasks for the Helping Hands application represent a variety of research
areas necessary for more effective development and improvement of the platform.

The first task is related to understanding the specific needs of orphanages and
nursing homes. This includes research to determine what types of help and support these
institutions need. Such an analysis will help to identify where volunteer assistance can
have the greatest effect and which areas require special attention.

Another area of research is the study of motivation and preferences of volunteers.
We plan to understand what motivates people to join the volunteering program and what
types of help or time they are willing to provide. This will allow us to more accurately
adapt the offers for volunteers and make the participation process more attractive.

Our task is also to analyze technological needs. We want to study the existing
technological solutions in the field of volunteering and their effectiveness. This will
allow us to determine how to improve the accessibility and usability of our platform for
volunteers and organizations.

These are just some of the aspects that we plan to explore within the framework of
the Helping Hands project. These tasks will help us create more effective strategies for
involving volunteers and improving the functioning of the platform aimed at supporting
vulnerable groups of society.

As part of the research for the Helping Hands project, a number of hypotheses and
proposed solutions are proposed aimed at improving the operation of the application
and involving more volunteers and institutions.

The first hypothesis is the need for a deeper understanding of the needs of orphanages
and nursing homes. To do this, it is planned to conduct a series of interviews with the
heads of these institutions in order to identify specific areas where volunteer assistance
will be most useful and meaningful. This will allow us to focus our efforts on providing
the most valuable services.

The second hypothesis suggests that the motivation of volunteers plays a key role
in their participation. It is planned to organize focus groups and conduct surveys for
volunteers in order to identify their main incentives and preferences in choosing types
of assistance. This will help to adapt the volunteering program, making it more attractive
to potential participants.

The third hypothesis is related to the study of existing technologies and platforms in
the field of volunteering. The analysis will determine which solutions already exist and
identify their advantages and disadvantages. This will help to create a more convenient
and effective "Helping Hands" platform.

The fourth hypothesis assumes that the collection and analysis of data on user
experience and the effectiveness of the platform will identify areas for improvement. It
is planned to analyze the data to assess the impact of the application on user satisfaction
and the quality of services provided.

Solutions to confirm these hypotheses include conducting interviews and surveys
with the management of institutions, focus groups for volunteers, as well as analyzing
technological solutions on the market. In addition, it is supposed to collect data on user
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experience to analyze their impact on the effectiveness of the platform. These steps will
be useful to identify the most effective strategies for improving the app and attracting
more volunteers and institutions.

Application architecture logic

Deployment diagram:
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Main features of the application

The main features of the HelpHands app include the following:

User Profiles: Users can create and manage profiles using personal information,
skills, and qualifications.

Volunteer Search: The platform offers robust search functions that allow volunteers
to find suitable positions based on location, experience, and availability.

Facility Profiles: Children's homes and nursing homes can create profiles to publish
their needs, preferences, and requirements.

Admin Panel: The application includes an admin panel for efficient management,
moderation, and control.

Scalability: The HelpingHands app is designed with scalability in mind, allowing it
to potentially expand to other regions and service categories in the future.

Confirmation of research results

Based on surveys and interviews with potential volunteers, orphanages and nursing
homes, as well as organizations, we have confirmed that there is a significant demand
for such an application. There is a need to develop and launch the "Helping Hands" ap-
plication to connect volunteers with organizations and places that require volunteer help.

Basic needs of volunteers: The study revealed that volunteers are looking for
volunteering opportunities that match their skills, interests and specialization. The
application should provide tools for personalized search and selection of volunteer
activities.

Needs of orphanages and nursing homes: Orphanages and nursing homes have
expressed a need for volunteers with specific skills and experience, such as medical
services, psychological support and educational activities. The application should
provide an opportunity for organizations to place requests for volunteer assistance with
specific requirements.

The analysis of competitors showed that there are other platforms and applications
for volunteering, but they may not fully meet the needs of the target audience. There is
a potential to improve and add functionality to make the "Helping Hands" application
more attractive and user-friendly.

During the study, it became clear that both volunteers and organizations value security
and trust when working with the application. When developing an application, special
attention should be paid to the aspects of security and user identification. Organizations
and volunteers expressed expectations from the application related to convenience,
efficiency and ease of use. The application should be intuitive and provide useful tools
for organizing and searching for volunteer activities.

In general, the "Helping Hands" application has the potential to become a valuable
resource for volunteers and organizations, the application provides an effective solution
to the needs and problems of your audience and provides convenience and security for
all users.

Conclusion

The HelpingHands platform is an innovative solution aimed at improving
communication and collaboration between volunteers and institutions, in particular
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orphanages and nursing homes. This platform aims to enable seamless interaction
between volunteers and organizations, thereby facilitating more effective coordination
of volunteer work and ultimately improving the quality of care and support offered to
those in need.

Key results:

Building bridges: Research highlights the urgent need to improve interactions
between volunteers and agencies, which is vital for a strong volunteer network that
supports social causes.

Development goals: The project was aimed at creating HelpingHands, a specialized
digital system connecting volunteers with orphanages and nursing homes, optimizing
staffing, and improving the quality of care.

Research results: literature review, comparative analysis, and surveys provided key
information on the needs of volunteers and institutions. The results highlighted the need
for a dedicated, user-friendly platform.

Problem Statements and Hypotheses: Research objectives focus on understanding
institutional needs, volunteer motivation, technology requirements, and user experience.
Hypotheses focused on institutional understanding, volunteer motivation, technology
analysis, and data-driven improvements.

Application Architecture: HelpingHands includes user profiles, robust volunteer
matching, facility profiles, admin panels, and scalability for future expansion.

Research Validation: Surveys and interviews confirmed the demand for HelpingHands.
The findings emphasized personalized searches, secure communications, and user-
friendly tools for volunteers and agencies.

Future directions:

The development and launch of the HelpingHands app will address the specific
needs of volunteers and agencies, offering tools for personalized volunteer searches and
requests.

Continuous improvement and additional functionality must be considered to enhance
the appeal and usability of the application.

Focusing on safety, trust, convenience, and efficiency is critical for both volunteers
and organizations when using the app.

At its core, the HelpingHands app is a potentially valuable resource that effectively
addresses the needs and concerns of its audience while providing convenience and
safety for all users.
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Abstract. Democratic elections are a cornerstone of modern society, enabling
citizens to exercise their right to vote and express their preferences for political leaders
and policies. However, traditional voting systems have faced numerous challenges in
recent years, including allegations of fraud, hacking, and misinformation. To address
these challenges, many countries have started exploring new technologies that can
help secure and modernize the voting process. One such technology is blockchain,
a decentralized and tamper-proof database that allows multiple parties to maintain
a shared ledger without the need for a central authority. By providing a transparent
and immutable record of all transactions, blockchain technology has the potential to
revolutionize the way we conduct elections, making them more secure, transparent, and
efficient. In this paper, we will explore the benefits and challenges of using blockchain
technology in voting systems.

Keywords: blockchain, voting, e-voting, voting system, decentralized

For citation: A.M. Omar, Z.B. Kalpeyeva. BLOCKCHAIN-BASED VOTING
SYSTEM: ASYSTEMATIC LITERATURE REVIEW//INTERNATIONAL JOURNAL
OF INFORMATION AND COMMUNICATION TECHNOLOGIES. 2023. Vol.4.
No.4. Pp.33-39 (In Eng.). https://doi.org/10.54309/IJICT.2023.16.4.003

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m

(=)

International License |y

33



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

BJIOKYEWH HET'BIHJEI'T JAYBIC BEPY )KYHUECI: )KYUEJI
OJIEBUETTEPTE HIOJY

A.M. Omap*, K.b. Kanvneesa
Corbae ynuBepcuteti, Kasakcran, AiMarsl.
E-mail: abylay.omar@gmail.com

Omap A6buiaii Myparyaiet — MS, Cyneiimen [lemupen ynusepcureriHid «Hbopmarukay
KadenpaceiHbIH HycKayibichl. CorbaeB ynuBepcuretinae PhD okysr

ORCID: 0000-0003-3832-5292;

KanneeBa Kymasi3 Beiimenasmikei3st — PhD, CorbaeB yHuBepcuTeTi ABTOMATTaHABIPY JKOHE
aKIapaTThIK TEXHOJIOTUsUIAp HHCTUTYTHI IUPEKTOPBIHBIH OpbIHOACAPEI

ORCID: 0000-0002-4970-3095.

© A.M. Omap, XK.b. Kanbneena, 2023

AHHoTaums. JleMOKpaTusUIbIK cailnay a3zamarrapra cailjlay KYKBIFBIH JKy3ere
aceIpyFa JKOHE cascH Kelbaclibuiap MEH cascarTapra 3 KajayJapblH OuLipyre
MYMKIHJIK OepeTiH 3aMaHayd KOFaMHBIH ipre Tacbl Oonbin TaObiiaasl. [lereHmMeH,
JOCTYPIIL laybIC Oepy JKyHesepi COHFBI )KbUIAAPhI KONTETeH KUBIHIBIKTapFa Tar OOJIIbI,
COHBIH IIIIIH/E aNasKThIK, OY3y oHEe kaiFaH akmnapar 0ap. Ocbkl MIHACTTEP/I LICITy
YIIIH KONTereH eijep laybic Oepy MpOLEciH KayilCi3AeHIIpyre JKoHe KaHFBIPTYFa
KOMEKTECETIH XKaHa TEXHOJIOTHsIIap bl 3epTTel 6actaspl. OchIHAAN TEXHOIOTHSLIAPIbIH
Oipi OnmokveiiH OOMNBIN TAOBUIAAbI, OPTAIBIKTAHIBIPEUIMAFAH XoHE OypManaHOalThIH
JIEPEKKOP, 0J1 OipHEIle TapanTapra OPTaJIbIK OPTaHHBIH KaXETTLTINHCI3 OpTaK KiTalThl
KYprizyre MyMKiHAIK Oepeni. BiokueilH TeXHOMOTHSICHI OapIIbIK TpaH3aKIHsIIapIbIH
MOJIJIIp JKOHE ©3repPMENTIH Ka30achlH KaMTaMachl3 €T€ OTBIPHIN, caiyiay/bl Kayimcis,
allIbIK YKOHE TUIMII €Tl OTKi3y TACUIiH e3repTyre ajeyeri 6ap. byn makanana 0i3
OJIOKYEHH TEXHOJOTHSCHIH AaybiC Oepy KyHeciHAe KOJIaHYAbIH apThIKIIBUIBIKTApbI
MEH KUBIH/IBIKTAPbIH 3ePTTEHMI3.

Tyiiin ce3aep: O10KUeCiiH, HaybIC OEpy, AIMEKTPOH/IBI JaybIC Oepy, AaybIc Oepy xKyieci,
OpTaJBIKTaHIBIPBUIMAFaH

Jaiiexces ymin: A.M. Owmap, JXK.b. Kamsneesa. BJIOKUEMH HETI3IHJIEIT
JIAVBIC BEPY XYMECI: )XYWEJI ©JEBUETTEPTE IIOJIY//AKnaparThik sKoHe
KOMMYHHUKAIVSUTBIK, TEXHOJOTUSIIAP IBIH XalbIKapaIbIK KypHanbl. 2023. V.4. Ne 4. bet
30-39 (arputlibiH TUTIHAE). https://doi.org/10.54309/1JICT.2023.16.4.003
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AnHoTtanus. JlemMokpartuueckne BBIOOPHI SBISIOTCS KpPaeyrojdbHBIM KaMHEM
COBpPEMEHHOT0 00I1IecTBa, MO3BOJISS TPAXKAaHAM Peai30BaTh CBOE MPaBO rojioca H
BBIPA3UTh CBOM MPENNOYTEHHUS B OTHOIIEHUH TMOJUTHYECKUX JHJEPOB U TOIUTHKH.
OnHako B TOCHEIHHE TOABl TPAJAULIMOHHBIE CHUCTEMbI TOJIOCOBAHHUS CTOJKHYJIHCH C
MHOTOUYHMCIICHHBIMHU ITPOOIeMaMH, BKITIOUasi OOBUHEHUS] B MOILICHHUYECTBE, XaKepCTBE
u aesuHpopmanun. YToObl pemuTh 3TH MpoOIeMbl, MHOTHE CTPaHBbI HaYalld M3ydaTb
HOBBIE€ TEXHOJOTHH, KOTOPBIE MOTYT TIOMOYb 3alllUTUTh U MOJEPHU3UPOBATH MPOIECC
roiocoBanus. OIHOM U3 TAKUX TEXHOJOTHH SBIISIETCS OJOKYCHH - NEeIIEHTpaTH30BaHHAS
Y 3alUIIeHHas OT B3joMa 0a3a JaHHBIX, KOTOPas MO3BOJIAET HECKOJIBKUM CTOPOHAM
BeCTH O0IIYI0 OyXTaaTepCKYI0 KHUTY 0€3 yuacTHsl IIEHTpaibHOTo opraHa. O0ecrieunBas
MPO3payHyl0 U HEU3MEHSIEMYIO 3allUCh BCEX TPAH3AKIMHA, TEXHOJOTHs OIOKYEHH
CIOCOOHAa TPOM3BECTH PEBOJIOIMIO B IPOBEJACHUM BBIOOPOB, CjAelIaB HX Oojee
0e30macHbIMU, MPO3paYHbIMU U 3((EeKTHBHBIMU. B 3TO cTarbe MBI pacCMOTPHUM
npeuMyIiecTsa M NpoOIeMbl HCIIONb30BAHHS TEXHOJOTHU OJIOKYEHH B CHCTEMax
TOJIOCOBAHUS.

KuroueBble ciioBa: G10K4€iH, TOIOCOBAaHUE, AEKTPOHHOE TOJIOCOBAHUE, CUCTEMA
TOJIOCOBAHUS, JICLEHTPATN30BaHHAS

Jast uutupoBanus: A.M. Owmap, XK.b. Kanenieesa. CUCTEMA I'OJIOCOBAHU S
HA OCHOBE BJIOKYEMHA: CUCTEMATHUYECKHI OB30P JIMTEPATYPEI //
MesKayHapoaHbI JKypHaI WH()OPMAIMOHHBIX M KOMMYHHKAIMOHHBIX TEXHOJOTHH.
2023. T. 04. Ne 4. Ctp. 30-39 (Ha anr.). https://doi.org/10.54309/1JICT.2023.16.4.003.

Introduction

Blockchain technology has emerged as a promising solution for secure and
transparent voting systems. By providing a decentralized and tamper-proof database,
blockchain systems can help ensure the integrity of voting processes and increase public
trust in democratic institutions. In this paper, we will explore the benefits and challenges
of using blockchain technology in voting systems, drawing on case studies from around
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the world. We will also discuss some of the criticisms and concerns that have been
raised about blockchain-based voting systems, and provide recommendations for future
research and implementation.

The topic of using blockchain technology in voting systems is important and worth
studying for several reasons:

1. Ensuring the integrity of democratic processes: Voting is a fundamental component
of democratic processes, and any attempt to manipulate or influence the outcome of
an election can undermine the legitimacy of the democratic system. Using blockchain
technology in voting systems can help ensure the integrity of the voting process by
providing a transparent, tamper-proof, and auditable record of all transactions.

2. Increasing trust in the voting process: Trust is essential for the functioning of
democratic systems, and any perceived lack of trust in the voting process can undermine
public confidence in the democratic system. By using blockchain technology, voting
systems can provide a high degree of transparency and security, increasing trust in the
voting process.

3. Improving efficiency and reducing costs: Traditional voting systems can be
time-consuming and expensive to administer, requiring significant resources and
infrastructure. By using blockchain technology, voting systems can be designed to be
more efficient and cost-effective, reducing the burden on election officials and taxpayers.

4. Facilitating more inclusive and accessible voting: Traditional voting systems can
present barriers to participation for certain groups, such as people with disabilities or
those living in remote areas. By using blockchain technology, voting systems can be
designed to be more inclusive and accessible, allowing more people to participate in the
democratic process.

5. Advancing the development and implementation of blockchain technology:
Blockchain technology is a rapidly developing area with many potential applications,
and the study of blockchain-based voting systems can contribute to the advancement
of this technology by identifying challenges and opportunities for further development
and implementation. Overall, the study of blockchain-based voting systems is important
and worth pursuing because it has the potential to improve the integrity, efficiency,
accessibility, and inclusivity of democratic processes, while also contributing to the
development and implementation of blockchain technology.

Material and methods

Background

Blockchain is a type of distributed ledger technology (DLT) that allows multiple
parties to maintain a shared database without the need for a central authority. In a
blockchain system, each block in the chain contains a cryptographic hash of the previous
block, making it difficult to tamper with past transactions. This makes blockchain
technology well-suited for applications where transparency, security, and immutability
are important.

One of the key features of blockchain technology is decentralization, which means
that no single entity controls the database. Instead, all parties in the network have a
copy of the database, and any changes to the database must be approved by consensus
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among the parties. This makes blockchain systems resistant to tampering and hacking,
as any attempt to change the data in one copy of the database will be rejected by the
other copies.

Another important feature of blockchain technology is transparency. In a blockchain
system, all transactions are recorded in a public ledger that can be accessed and verified
by anyone in the network. This makes it possible to trace the history of any transaction
and ensure that it has not been tampered with. Additionally, some blockchain systems
can be designed to allow users to verify the integrity of their own transactions, further
increasing transparency and accountability.

Blockchain technology has a wide range of applications, including cryptocurrency,
supply chain management, digital identity, and voting systems, among others. By
providing a secure and transparent way to record and verify transactions, blockchain
technology has the potential to revolutionize many industries and enable new forms of
collaboration and innovation.

Result and discussion

Case studies

A Dblockchain-based voting system has both advantages and disadvantages.
Advantages:

1. Increased transparency: Decentralized voting systems can provide a transparent
and auditable record of all transactions, making it easier to detect and prevent fraud and
manipulation.

2. Improved security: Decentralized voting systems are resistant to hacking and
tampering, as they rely on a consensus mechanism among multiple parties to validate
and approve transactions.

3. Reduced costs: Decentralized voting systems can reduce the costs of conducting
elections, as they eliminate the need for central authorities and intermediaries.

4. Increased accessibility: Decentralized voting systems can be designed to be more
accessible and inclusive, allowing a broader range of participants to engage in the voting
process.

5. Enhanced voter privacy: Decentralized voting systems can protect voter privacy
by allowing voters to cast their vote without revealing their identity.

Disadvantages:

1. Technical challenges and complexity: Implementing decentralized voting systems
can be technically challenging and requires expertise in blockchain technology and
cryptography (Tas et al., 2020).

1. Limited scalability: Decentralized voting systems may have limitations in terms
of scalability, as the number of transactions that can be processed at any given time may
be limited by the capacity of the network (Lauer, 2004).

2. Potential for unequal participation: Decentralized voting systems may not be
accessible to all voters, particularly those who lack access to technology or have limited
technical skills. And there can be several DDos attacks while voting process (Bokslag,
2016).
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3. Difficulty in ensuring the accuracy of vote counting: Decentralized voting systems
may face challenges in ensuring the accuracy of vote counting, as errors or discrepancies
may be difficult to detect and correct.

4. Lack of legal and regulatory frameworks: Decentralized voting systems may face
legal and regulatory challenges, as they may not fit within existing legal frameworks
and regulations for voting systems.

5. Security: There can be a bunch of an unpredictable attacks. Ddos, TLS, MM (man
in the middle) attacks (Manpearl, 2018). The client devices can have the viruses or some
other mallware software.

In recent years, two major e-voting applications have been developed, but they
have also been found to have significant security risks. Following the 2015 election,
the Virginia Information Technologies Agency (VITA) conducted security tests on
several aspects of their e-voting system, including physical security, network security,
operating system security, data security, and the vote tally process. VITA discovered
that the system had used unsafe security protocols and weak passwords, and that an
attacker could compromise the confidentiality and integrity of the voting data. Due to
these issues, VITA recommended discontinuing the use of the Advanced Voting System
(Zetter, 2019).

6. In addition, the Swiss government had been working on implementing an
e-voting system for many years. Swiss Post was also involved in this effort and opened
its applications for safety testing to the public in 2019 (Lewis et al., 2019), believing
in the transparency of the applications. However, international IT experts discovered a
critical error in the source code of the Swiss Post application, which could not detect
voting manipulation in the shuffle method. This error allowed hackers to replace valid
votes with fraudulent ones. The IT experts noted that the codes were not standardized
(Clarke et al., 2017). As a result of these critical issues, the Swiss government canceled
the use of the system until a new appointment (Bollinger, 2018).

Over last there are several points of view based on blockchain based voting systems.
Most of them bring the idea that it is hard to develop safe e-voting system itself
(Specter et al., 2020). The other part says that the blockchain based architecture gives a
opportunity to design safe voting system.

Conclusion

In conclusion, the use of blockchain-based voting systems has the potential to provide
numerous benefits, such as improved transparency, security, and efficiency. However,
there are also significant challenges and limitations to consider, such as the need for
widespread adoption, potential technical issues, and the risk of centralization. It is clear
that further research and development are necessary to overcome these challenges and
ensure the successful implementation of blockchain-based voting systems. As such, it
is important for policymakers and researchers to carefully evaluate the pros and cons of
these systems and work towards developing robust solutions that can effectively address
the needs and concerns of all stakeholders. Ultimately, the adoption of blockchain-based
voting systems could pave the way for more democratic and secure electoral processes
in the future.
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Abstract. This article focuses on creating a universal mobile application that
combines the power of 2GIS, Zenly and Google Maps to optimize user navigation and
improve the location experience. This innovative application integrates the strengths
of these platforms, simplifying navigation, route planning, real-time tracking of public
transport and promoting social connectivity. The study covers the design, implementation
and evaluation of this innovative solution, highlighting its potential to revolutionize
modern location services. The main goal of the project is to create and evaluate a
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comprehensive mobile application that provides users with a single tool for location
services, integrating the core functions of 2GIS, Zenly and Google Maps. The app's
design pays attention to usability, using detailed Google Maps for accurate and up-to-
date location information. In summary, this study represents a significant contribution
to the field of mobile navigation applications, demonstrating the potential to transform
modern location services.

Keywords: mobile applications, integrated navigation, 2GIS, Zenly, Google Maps,
location-based services, social connectivity, route planning, real-time transportation
tracking, innovative technologies
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AunHoTanus. byn Maxana mnaiiianaHymibl HaBUTALHMACHIH OHTAWIaHABIPY >KOHE
OpBIHABI aHBIKTAy TaXipubeciH >xakcapty yuiH 2GIS, Zenly xone Google Maps
MYMKIHIIKTepiH OipikTipeTiH omMOeban MOOMIbI KOCBIMIIAHBI JKacayra OarbITTalFaH.
Byl HTHHOBaIMSITBIK KOCBIMILIA OCHI MJIaTGOpMaIapIblH KYIITI KaKTapblH OipikTipeni,
HaBUTALMSAHBI SKEHUIAETENl, MapHIPYTThl >KOCHapiayabl, KOFaMIBIK KOJIKTI HaKThI
yaKbITTa KaJiarajiay/ibl )KoHE 9JICyMETTIK OalIaHBICThI ajlFa KbIJDKBITAABL. 3ePTTEY OCHI
WHHOBAIMSUIIBIK MICHIIM/I jk00aay, eHrizy skoHe Oarayaybl KAMTHIbI, OHBIH 3aMaHayH
OpHajiacy KbI3METTEpiH TOHKepic jkacay MYMKIHAIriH kepceteni. JKoOaHbIH Herisri
Makcarsl — naiinananymsuiapra 2GIS, Zenly sxone Google Maps Heri3ri GyHKUUsUIapbIH

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m

(=)

International License |y

41



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

OipiKTipeTiH OPBIHABI AHBIKTAY KBI3METTEPiHIH OipbIHFall KypaJlblH YChIHATHIH KeIICH TI
MOOWIIBAI KOCBIMIIIAHBI jKacay jkoHe Oaranay. KonmmanOaHbIH AM3aliHBI HAKTHI JKOHE
JKaHApTBUIFAH OPBIH Typajibl akmapar aiy YIuiH erkei-terkeitni Google Maps
KoJIIaHOaChIH MaiiianaHblll, bIHFAHIBIIBIKKA Ha3ap aygapaabl. KopeITeIHABUIAH Kele,
Oyt 3epTTey 3aMaHayd OPBIHIBI aHBIKTAay KbI3SMETTEPIH TYPICHIIPY SJEyeTiH KepceTe
OTBIPBII, MOOMITB1 HABUTALMSUTBIK KOCBIMIIIAJIAP cajlachblHa aliTapibIKTal yiiec KOCaibl.

Tyiiin ce3nep: MOOMIBAI KOCBIMIIATAP, HHTETpupoBaHHast HaBuranust, 2GIS, Zenly,
Google Maps, opHaiacy MeMJIEKETi, dJIEyMETTIK OalaHbIC, MapIIPyTTHl KOCTapiay,
TIK yaKbITTa KOJI KETIMJILIITIH OaKbliay, ”HHOBAIUSUIBIK TEXHOJIOTHSLIAP

Hoiiekce3 ymrin: B.)K. Dmte, JK. Adcarrap, M. bazaen, A. bepik. 2GIS, ZENLY )KOHE
GOOGLE MAPS MYMKIHAIKTEPIH BIPIKTIPETIH WUHTEI'PALIUAJIAHFAH
MOBUWJIBAI KOCBIMIIAHBI XOBAJIAY JXOHE KYPVY//AxnaparTelk xoHE
KOMMYHHKaIMSIIBIK TEXHOIOTHSIIAp/AbIH XalblKapaiblK KypHansl. 2023. V.4. Ne 4. ber
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JIOKEHUYECKHUX cepBHCOB. OCHOBHOM LIEIbIO NMPOEKTa SBJIAETCS CO3JAaHHE M OLIEHKa
BCECTOPOHHET0 MOOWMJIBHOTO INPHJIOKEHUs, INPEIOCTABIISIONIETO I10Jb30BaTEISIM
eIMHBII WHCTPYMEHT, HHTETpupysi ocHOBHBIE PyHKmu 2GIS, Zenly u Google Maps.
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Takum o00pazoM, AaHHOE HCCIEIOBaHUE MPEACTABISICT 3HAYMTEIbHBIA BKIaa B
005acTh MOOMJIBHBIX HABUTALIMOHHBIX MPUIOKCHHUH, NEMOHCTPUPYS MOTEHIMAT IS
TpaHc(hopMalui COBPEMEHHBIX MECTOIONIOKEHYECKIX CEPBUCOB.
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TEXHOJIOTUU

Joas uurupoBanusi: BOK. Dmane, XK. AGcarrap, M. banen, A. bepik. [TPOEK-
TUPOBAHUME N PABPABOTKA MHTEI'PUPOBAHHOI'O MOBUJIBHOI'O ITPU-
JIOXKEHU A, OFBE/IMHAIOIIEI'O BO3MOXHOCTU 2I'C, ZENLY 1 GOOGLE
MAPS//MexayHapoaublii  xypHall HH(QOPMALMOHHBIX M KOMMYHHKALMOHHBIX
texaonoruit. 2023. T. 04. Ne 4. Crp. 40-55 (Ha aur). https://doi.org/10.54309/
1JICT 2023.16.4.004.

Introduction

In today's digital era, mobile applications have become an integral part of our lives,
offering diverse services and functionalities. Among these, navigation and location-
based services play a pivotal role, aiding users in finding their way and connecting with
others. This research focuses on the development of an integrated mobile application
that combines the features of three renowned navigation and mapping platforms: 2GIS,
Zenly, and Google Maps. Design and evaluation of an integrated mobile application is
a universal application designed to streamline user navigation and enhance location-
based experiences.

The object of exploration in our product appears to be geographical and navigational
information. Users can explore and access data related to places they want to go, view
routes, find shortcuts, estimate travel times, and track the current location of public
transport. Essentially, the primary object of exploration is geographical and travel-
related data. The subject of this exploration is the user's own location and destinations.
Users are exploring and interacting with the application to find information about where
they are, where they want to go, and how to get there efficiently. They can also explore
the locations of their friends or contacts using the tracking feature. This research presents
a groundbreaking mobile application that integrates the strengths of 2GIS, Zenly, and
Google Maps. This universal app simplifies navigation, route planning, and real-time
transportation tracking while fostering social connectivity. The study explores the
design and evaluation of this innovative solution, highlighting its potential to transform
modern location-based services.

The core hypothesis driving this study is that such an integration can offer a
transformative solution that simplifies navigation, enhances route planning, and fosters
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social connectivity. Existing navigation applications, though powerful, often lack a
comprehensive approach that seamlessly combines the strengths of multiple platforms.
The motivation for this study arises from the growing demand for efficient and user-
friendly navigation tools. Urbanization's expansion has heightened the need for reliable,
real-time location-based information. Additionally, the desire for shared experiences in
the era of social networking has created a demand for applications that bridge the gap
between navigation and social interaction.

The integration of these features into a single app is what sets it apart from other
navigation or location-sharing apps. Analyzing existing research in this area reveals a
landscape of diverse navigation applications, each with unique strengths and limitations.
While our integrated application aims to encompass all aspects comprehensively, this
study explores its effectiveness, usability, and potential challenges or opportunities.
The research seeks to delve deeper into the intricacies of design, implementation, and
evaluation, shedding light on the implications of such integration for the world of mobile
application development and user experience.

The goal of the project is design, develop a comprehensive mobile application
that integrates the core functionality of applications such as 2GIS, Zenly and Google
Maps, providing users with a one-stop location services tool. The app enables users to
efficiently find locations, plan routes, estimate travel times and track public transport,
and also offers social features such as location sharing. The research methodology will
encompass the use of online surveys to gather quantitative data from a diverse range
of users, ensuring broad coverage. Additionally, in-depth interviews will be conducted
with representatives from various age groups and fields of activity to obtain a qualitative
analysis of preferences and opinions. The methodology also involves the analysis of
market data and current trends in the field of navigation applications, contributing to a
more comprehensive understanding of the context and user requirements.

Material and methods

Hypothesis

Our product is a universal application designed to cater to the needs of all users by
helping them quickly find what they're looking for. We have developed a versatile tool
that allows each person to effortlessly pinpoint their desired destination on a map, access
optimal routes, shortcuts, and real-time estimates of travel durations. Furthermore, for
those relying on public transportation, our application offers the ability to track the
whereabouts of their chosen transport in real-time.

One of the unique features of our product is its tracking function, which enables
users to share their live locations with friends and family, enhancing social connectivity
and providing the peace of mind of knowing where their loved ones or added users
are situated. In light of these capabilities, we have formulated several hypotheses to
investigate the potential impacts of our product's features on user interactions, privacy
concerns, route efficiency, and overall satisfaction. These hypotheses will guide our
research and analysis as we seek to understand the relationships between our product's
functions and user experiences.

Hypothesis 1: Influence of geodata sharing features on user social interaction and
Privacy levels.
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If the application utilizes geodata sharing features (e.g., user location) among users,
it may foster more active user interaction, as they can see where their friends are and
schedule meetups. The inclusion of geodata sharing features may also increase overall
user activity, potentially leading to an extended time spent in the application. We
anticipate a positive correlation between the use of these features and user activity.

Hypothesis 2: Influence of map integration on finding optimal routes and user
satisfaction.

If the application integrates with map services such as Google Maps or 2GIS, it can
offer users the shortest routes to their desired destinations. It is assumed that using such
integrated routes may reduce users' travel time and increase their satisfaction levels
during journeys. Thus, we expect a positive correlation between the use of integrated
maps and user satisfaction.

Hypothesis 3: Enhancement of user satisfaction by providing real-time traffic
Information.

If the application provides real-time traffic information, users will report higher
satisfaction with this feature. Delivering real-time traffic information can enhance
the overall user experience and make their journeys more efficient. Therefore, we
hypothesize that users who have access to real-time traffic information will express
greater satisfaction compared to those who do not have such access.

Comparison with other analogues

The competitive landscape analysis reveals several notable competitors in the
location-based services and navigation application market. Key competitors include
Google Maps, Waze, Apple Maps, Here WeGo, and among others.

Google Maps holds a significant market share, known for its extensive mapping
data and route planning capabilities. Waze excels in real-time traffic and community-
based reporting. Apple Maps is integrated into Apple's ecosystem and is widely used
by iOS users. Here WeGo offers offline navigation. Our integrated application offers a
unique value proposition by combining the strengths of 2GIS, Zenly, and Google Maps.
It stands out by providing a holistic navigation experience, combining comprehensive
mapping data, real-time traffic updates, and social connectivity features.Users benefit
from a one-stop solution for navigation, route planning, and location sharing, enhancing
both their daily commuting and social experiences.

Our integrated application excels in user experience. Users appreciate the seamless
transition between navigation and social features. Some existing competitors may
have complex interfaces or lack the level of integration offered by our application,
contributing to a more user-friendly experience. Our application addresses feature gaps
observed in some competitors. For instance, it combines 2GIS's detailed and localized
data with Zenly's social connectivity and Google Maps' robust mapping and navigation
capabilities. Some competitors lack such a comprehensive blend of features, which can
result in limitations in functionality and user experience.
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Figure 1: “SWOT analysis of our application”

Portrait of the beneficiary

The beneficiary of our application is any mobile device user who is seeking a
convenient and integrated tool for navigation and geolocation data sharing. This can
include:

1. Travelers: Individuals who frequently travel or navigate new places will find this
application particularly beneficial due to its route planning, real-time public transport
tracking, and location sharing capabilities. Whether they are exploring a new city or
navigating their way around a familiar one, the app provides them with the tools they
need to move efficiently and stay connected with their contacts.

2. Local residents: Local residents can also benefit from this application by using it
to optimize their daily commutes, find nearby establishments and services, and share
their location with friends and family. The app can help them save time on their daily
travels, discover new places in their city, and stay connected with their loved ones.

3. Business users: Business users can utilize this application for delivery planning,
vehicle tracking, and field staff coordination. The app's robust mapping and geolocation
features can help businesses optimize their operations and improve their efficiency.

4. Socially active users: Users who enjoy staying connected with their friends and
family will appreciate the location sharing and social connectivity features of the app.
They can share their current location with selected contacts, view the location data of
other users in their network, and stay updated on their friends' whereabouts.

5. Outdoor Enthusiasts: Outdoor enthusiasts such as hikers, bikers, or runners can
use the app to plan their routes, track their progress, and share their location with others.
The app's detailed mapping system and real-time tracking features can enhance their
outdoor experiences.
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Survey-based preference research

Our survey will target a diverse demographic of potential users, spanning different
age groups, geographic locations, and relevant demographics. This diversity will help us
gain a holistic perspective on user preferences and ensure that the integrated app caters to
a wide range of user needs. The rapid development of mobile technologies has changed
the way people interact with digital platforms and access information.Since this feature is
one of the important functions that our application provides for us, we looked for several
studies that revealed the importance of effective route planning for users. The literature
review has identified key aspects influencing the development of our application. The
study by Smith et al. (2019) underscores the importance of effective route planning and
providing users with clear guides and estimated travel times. Drawing on user surveys
and app usage data, the authors conclude that route optimization positively impacts user
satisfaction. Johnson and Patel's (2020) work, "Enhancing Commuter Experience with
Real-Time Transit Data," focuses on integrating real-time public transport data. Their
mixed-method approach, combining user surveys and technical analysis, confirms the
significant benefits of using real-time data to enhance the user experience of public
transport.

Based on the above, our survey will be conducted primarily online, leveraging
web-based forms (Google Forms) and mobile applications to reach a broader audience
efficiently. We will also consider in-person interviews in specific cases where face-to-
face interactions might yield unique insights.

The survey format will primarily consist of a structured questionnaire to standardize
responses and ensure data consistency. Additionally, we may conduct interviews for
more in-depth feedback. Participants will be selected through both random sampling and
targeted recruitment, aiming to achieve a diverse and representative sample. Random
sampling ensures that a portion of our participants is selected without bias, providing
a baseline representation of the broader population. Targeted recruitment allows us to
gather insights from specific user groups that are likely to have unique preferences
and needs. This approach enables a more in-depth analysis of the diverse user base the
integrated mobile application is likely to serve.

Our survey questionnaire will encompass a wide array of questions designed to
gauge user preferences and solicit constructive feedback:

- We will inquire about user preferences for navigation and route planning features,
seeking insights into what aspects are most crucial for their daily routines.

- Questions about the usability and user-friendliness of the integrated app will help
us assess the overall user experience.

- We will collect feedback on real-time transportation tracking, including the accuracy
and usefulness of this feature.

- To explore social connectivity features, we will inquire about the willingness to use
and the perceived value of such features in a navigation app.

- An open-ended section will encourage participants to provide additional comments
and suggestions, fostering a rich understanding of their needs and expectations.

The survey will be administered online, making it accessible to a broad audience. We
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will also explore the possibility of offering incentives, such as discounts or promotions,
to encourage participation. The survey will run over a specified period, ensuring that
participants have ample time to complete it. Follow-up communications will be utilized
to increase response rates and gather more comprehensive data.

Survey data will be analyzed using both quantitative and qualitative methods.
Quantitative data will be subjected to statistical analysis, enabling us to identify patterns
and trends. Qualitative responses will be subjected to thematic analysis to extract
valuable insights.

The findings will be interpreted and reported in a comprehensive manner, with data
visualizations and summary reports to communicate the results effectively.

This survey provides valuable insights into user preferences, enabling us to refine and
enhance the integrated mobile application effectively. The outcomes inform decisions
related to app features, usability improvements, and marketing strategies, ultimately
contributing to the application's success in the competitive market.

Sample questions

- Navigation and Route Planning Preferences:

1. What is your preferred mode of navigation for daily commuting or travel?

- Car

- Public transportation

- Walking

- Cycling

2. How important are real-time traffic updates in your navigation app?

- Very important

- Important

- Somewhat important

- Not important

3. What features do you consider essential for efficient route planning in a navigation
app? (Select all that apply)

- Alternative routes

- Real-time traffic data

- Points of interest (POIs)

- Offline maps

- Voice-guided navigation

4. How often do you use a navigation app to plan your routes?

- Daily

- Weekly

- Monthly

- Rarely

- Usability and User-Friendliness:

5. On a scale of 1 to 5, how would you rate the overall user-friendliness of the
navigation app you currently use? (1 being the least user-friendly, 5 being the most
user-friendly)

6. What aspects of a navigation app's user interface (UI) do you find most important
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for ease of use? For example: how clear and easy to read a map or quickly enter a
destination, automatic suggestions.

- Real-Time Transportation Tracking:

7. How satisfied are you with the accuracy of real-time tracking information provided
by your current navigation app?

- Very satisfied

- Satisfied

- Neutral

- Dissatisfied

- Very dissatisfied

8. In what situations do you find real-time tracking most useful? (Heckonbko
BapHUaHTOB)

- Daily commuting

- Traveling to new places

- Public transportation

- Walking or cycling

- Social Connectivity Features:

9. Would you be interested in a feature that allows you to share your real-time
location with friends or family while using a navigation app?

- Yes

- No

- Maybe

10. How valuable do you find the concept of locating and meeting up with friends
on a navigation app?

- Extremely valuable

- Valuable

- Neutral

- Not valuable

11. What specific social features would you like to see integrated into a navigation
app to enhance connectivity with friends or family? For example: Live Location Sharing,
Group Trip Planning, In-App Messaging, Shared Notes and Lists and Location History.

- Open-Ended Feedback:

12. Can you describe any recent instances where traffic delays impacted your ability
to be on time for client meetings? What problems have you encountered?

13.What information or features would you like your current navigation app to
improve the quality of your daily public transport trips?

14.How do you currently communicate your location to team members or clients
when coordinating meetings, and have you encountered any issues with accuracy?
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Figure 2: “Results of a survey on navigation preferences”
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Figure 3: “The importance of real-time updates”
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Figure 4: “Feature preferences for efficient route planning”

The research results have highlighted key tasks crucial for users of our universal
navigation application. Firstly, the search for locations stands out with high frequency,
as users regularly utilize this function to find places on the map. Its importance is
deemed very high as it offers quick access to placement information. Secondly, the
display of routes and travel methods is frequent, with users often checking routes
and available travel options. This task holds critical importance as it aids effective
movement planning. The third task involves public transport tracking, which is of
medium frequency, commonly used by users approaching public transport. Despite its
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moderate frequency, it holds importance as it provides convenience for those using public
transport. Lastly, the task of location sharing with friends has a medium frequency, with
users occasionally improving their standing with friends. Its importance is marked as
significant, contributing to functionality and safety within the application.

The survey found that many respondents regularly experience traffic delays that
impact their ability to be on time for client meetings. Challenges they face include
heavy traffic, long parking lines, and unpredictability of public transportation. This
highlights the need for improved infrastructure and transport management systems to
facilitate movement and on-time appointments. We would also like to see a number of
improvements in navigation applications for public transport. They expressed a desire to
see more accurate and up-to-date information on public transport schedules, including
delays and schedule changes. In addition, respondents also expressed interest in features
that provide traffic information and alternative routes to avoid traffic jams. Most
respondents use mobile apps and text messaging to communicate their location when
coordinating meetings with team members or clients. However, despite the widespread
use of these tools, problems arise with location accuracy, especially in urban environments
with dense buildings and limited GPS visibility. This highlights the need to develop
more reliable and accurate location methods to improve appointment coordination and
avoid delays. As a result of the survey, we can conclude that problems with transport
delays and imperfect navigation and communication tools have a significant impact on
the efficiency of doing business and coordinating meetings. Improving infrastructure,
developing more accurate navigation applications and location communication methods
can significantly improve productivity and customer and team satisfaction.

Main characteristics of the developed application

The developed application is a comprehensive solution designed to meet the diverse
needs of users in the field of location and geolocation services. The app provides a
mapping system that facilitates detailed queries on geographic data, including route
planning, shortcuts, and real-time time estimation for walking, driving, cycling. The user
can specify the starting and ending points of the route and receive detailed instructions
about movement.

Anotable feature of the app is real-time public transport tracking, which allows users
to track the current location of respective public transport modes and helps optimize
travel. Additionally, the app provides a powerful location sharing feature, allowing users
to share their current location with selected contacts, as well as view the location data
of other users in their network of friends. What makes this app stand out is its ability to
seamlessly integrate the key features of famous location-related mobile apps like 2GIS,
Zenly and Google Maps. This integration simplifies the user experience by eliminating
the need to switch between multiple applications.

Users can customize their experience, including setting preferences for routes,
transportation specifications, and privacy settings for location sharing. The app
also features a powerful search engine that makes it easy to find nearby attractions,
businesses and services, and offers advanced recommendation capabilities based on
user preferences and location.
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The app includes an offline mode with downloadable maps and offline route planning
options to provide ease of use in areas with limited or no internet connectivity. Users can
provide feedback and ratings, which promotes continuous improvement and reliability
of the application.Moreover, the app is designed with cross-platform compatibility in
mind, ensuring accessibility for a wide range of mobile device users across platforms
such as i0OS and Android.Ultimately, these characteristics make the app a versatile
and integrated tool that simplifies user interactions with location-based services and
enhances the overall mobile experience.

Development tools overview

To develop the front end of our application, we are considering the use of modern
programming languages such as JavaScript, Java, React, Spring. These languages provide
high flexibility and performance, which is especially important for creating a responsive
and intuitive interface. React was chosen as the framework for front-end development,
which provides effective tools for creating multi-component user interfaces. Just as
2GIS uses JavaScript for front-end development, with a focus on interactive maps and
an intuitive interface, Zenly uses React Native technologies to create cross-platform
mobile applications with support for JavaScript and Google Maps also uses JavaScript
and provides an extensive API for creating custom maps and integrating with various
platforms.

To implement the backend of our application, we will use the programming
languages Express (Node.js), Django (Python) and Spring (Java). Comparatively
speaking, 2GIS uses Python with Django for backend development, ensuring stability
and high performance, Zenly builds its backend based on technologies supported by
React Native, including Node.js and Express. Google Maps uses a variety of backend
technologies, including Java (using Google Cloud) and Python. Ensuring the security
of transmitted data includes the use of HTTPS and SSL/TLS encryption, which is a
standard for maintaining confidentiality. 2GIS actively uses data encryption and the
HTTPS protocol, also using its own security mechanisms to ensure confidentiality. Zenly
provides security through industry-standard encryption protocols, and Google Maps
has strong security, including extensive access control and authentication capabilities.
The use of modern authentication methods, such as OAuth 2.0 or JWT, ensures secure
access to application functionality.

In Working with databases, 2GIS uses PostgreSQL to store data, especially those
related to geolocation, and actively uses the ORM approach, Zenly uses its own methods
for interacting with the database, and can also use ORM technologies supported in
selected languages, Google Maps, in conjunction with Google Cloud, provides many
tools for working with data, including convenient APIs for interacting with geolocation
data. Based on this, we will use a relational DBMS PostgreSQL or MySQL, which allows
you to effectively manage data, and perhaps integration with geographic DBMSs, for
example, PostGIS, for storing geolocation data will also be considered. Also using ORM
libraries such as Sequelize (for JavaScript), SQLAlchemy (for Python) or Hibernate
(for Java), will make it easier to interact with the database by providing a convenient
interface for working with objects in code.
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Table-1: “Algorithm representation of stages”

Stage

Description

1. Requirements Analysis and Goal
Definition

Conduct analysis of 2GIS, Zenly, and Google Maps features;
define key goals for the application.

2. User Interface (UI) and User
Experience (UX) Design

Develop an intuitive user interface, focusing on key
functionalities.

3. Technology Stack Selection

Determine the technology stack: programming language,
frameworks, databases.

4. Development of Core Features

Create fundamental features, such as location search, map
display, and route optimization.

5. Integration of External Services

Integrate data and functionality from external providers, such
as Google Maps and 2GIS.

6. Development of Social Features

Implement location-sharing and other social elements.

7. Real-Time Functionality
Implementation

Ensure the real-time operation of features, including public
transportation tracking.

8. Testing and Debugging

Conduct extensive testing to identify and rectify potential errors.

9. Launch and Marketing

Launch the application on iOS and Android platforms; develop
a marketing strategy.

10. Gathering Feedback and Updates

Collect user feedback for improvement and update the
application accordingly.

11. Support and Ongoing Development

Provide technical support for the application and explore

opportunities for future feature expansion.

The use of version control systems such as Git in combination with the GitHub or
GitLab platforms ensures efficient development in a team environment. 2GIS actively
uses Git and GitHub for source code management, as well as popular development
environments such as PyCharm. Zenly also uses Git in its development process and
provides the development team with the tools to comfortably work with the code.
Google Maps, coupled with Google Cloud, provides a rich source code management
and development environment. We chose the modern Visual Studio Code development
environment, which provides a convenient environment for writing code and debugging.

Conclusion

In the process of developing an integrated mobile application combining the functions
of 2GIS, Zenly and Google Maps, the following conclusions were reached:

1. Successful Feature Integration: The project demonstrates the successful integration
of key functionality of 2GIS, Zenly and Google Maps. The application effectively
combines the strengths of each platform, providing users with a universal tool for
navigating and interacting with location services.

2. Potential to Revolutionize Location Services: The developed application provides
innovative capabilities to improve user experience in the areas of navigation, route
planning, real-time public transport tracking and social interaction. This confirms its
potential to revolutionize modern location services.

3. Optimized Design and User Experience: The application design is focused on
maximum user friendliness, using the detailed mapping capabilities of Google Maps.
The integration of 2GIS business directory and Zenly's social features complements its
usefulness by providing detailed location information and stimulating social connections.

@Ol

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License

53



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

4. Identifying User Needs: A survey of a diverse demographic of users identified a
need for improved public transportation information and relevant navigation applications
with location sharing functionality to improve satisfaction and efficiency of business
processes.

5. Potential for Future Improvement: The results indicate potential for further
enhancements to the application, including enhanced functionality, improved data
accuracy, and optimization of routing algorithms to further meet the needs of diverse
user groups.

The developed integrated mobile application represents a significant step forward
in the field of location services. Its successful implementation and identified user needs
highlight the importance of further research and innovation in navigation technology.
The results of the project promise expanded opportunities to improve users' daily lives
and more efficiently use transport and social services.
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Abstract. With the advancement of technology and changing consumer behavior,
electronic commerce has become a key element of modern trade. Demand forecasting has
become an integral part of strategic planning for businesses, providing suppliers with the
ability to adapt to changes in consumer behavior, optimize inventory, and enhance customer
service levels. In the context of Kazakhstan, a rapidly developing e-commerce market and
swiftly changing consumer preferences make the effective demand management for food
products more critical than ever. Predicting what consumers will demand in the future has
become a key factor for success in this industry. Scientific research in the field of consumer
demand forecasting plays a crucial role in optimizing resource management and providing
quality services in the food market. This article analyzes various methods of forecasting
the consumption of food products for Kazakhstan. The research is based on extensive data
on purchasing behavior, pricing, seasonal fluctuations, and other factors influencing food
product choices. Time series methods, regression analysis, neural networks, and decision
trees are examined in detail, exploring their applicability and effectiveness for our country.
Each method undergoes a comparative analysis in terms of forecast accuracy, adaptability
to changing market conditions, and training time.
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Annotanusi. TeXHONOTUSHBIH AaMybl J)KOHE TYTBHIHYIIBUIAPABIH MiHE3-KYJIKbIHBIH
e3repyi 3amMaHayH 3JEKTPOHIBI caylaHbIH HETi3ri sjeMeHTiHe aiHanabl. CypaHbICThI
0oJpKay TYTHIHYIIBUIAPIBIH MiHE3-KYJIKBIHIAFBI ©3repicTepine Oedimaenyre, Tayapibl-
MaTepUanIblK KYHABUIBIKTApAbl OHTAWIAaHABIPYFa JKOHE TYTHIHYIIbUIApFa KbI3MET
KOpCeTy JAEHreiiH apTThIpyFa MYMKIHIIK OepeTiH jkocmapiaylblH askelpamac Oeiri
6onapl. KazakcTan — KapKbIHABI AaMBIII KeJIe )KaTKaH YJIEKTPOHABIK KOMMEPIHS HAPBIFbI.
TyTeiHyIIBUIAD KallaybIHBIH ©3repici a3bIK-TYJIK TayapiapblHAa CYPaHBICTBI THIMJI
Oackapyabl OYpBIHFBIIAH 2 ©3€KTI Macesere oKelin oTelp. bonamakra TyThIHYIBLIAD
HaKThl HE TaJjal eTeTiHiH OoyKay OChl cajagarbl TaOBICTBIH HEri3ri (axkTopbl OOABL.
TyTBIHYIIBUTBIK, CYPaHBICTBI OOIDKAY calachbIHAAFbl FRIIBIME 3€PTTEYNIEp pecypcTapabl
Oackapyabl OHTAHTaHABIPY/A KOHE a3bIK-TYJIIK HAPbIFBIHA Canajbl KbI3MET KOPCETyAe
ey pest arkapaiasl. byn makamaga Kaszakcran yImniH a3bIK-TYJIK TYTBIHYIBI
OoJDKAyIIBIH OPTYPI oficTepiHe Tanjay ’Kacanazipl. 3epTTey caThlll aly MiHe3-KYJIKBI,
Oara Oenriney, MayChIMJIBIK ayBITKYJIAp )KOHE a3bIK-TYJIIK TaHAAybIHA dCep eTeTiH OacKa
(daxTopiap Typaibl KeH ICpEeKTepre Heri3felreH. YakplIT KarapiapblHbIH 9icTepi,
perpeccusuIbIK Tanay, HeHPOHIBIK JKeNiIep ’KoHe LISHIM araluTapbl KapacThIPhUIBII,
onapbIH O13/1iH eIiMi3 YIIiH KOJJaHbUTYbl MEH THUIMUIITIH aHBIKTAHabl. OpOip ofic
OOJDKAMHBIH JISJIJIIT, ©3repPEeTiH HAPBIK JKarnaiiapeiHa OeiiiMaeny KaOiJieTi )KoHe 0Ky
YaKbIThl KOHTEKCTIHE CaIBICTBIPMAIIbI TajlayaaH eTeli.
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AHHOTaIII/Iﬂ. C Pa3sBUTUCM TEXHOJOTUM U M3MEHECHHEM IOBEACHUA HOTpC6HTCJ'ICI>i
DJICKTPOHHAdA KOMMEPLIMA CTaJla KIHOYEBBIM 3JICMCHTOM COBpCMCHHOﬁ TOPTOBJIN.
HpOI‘HO3I/IpOBaHI/IC CIipocCa CTaJjo HEOTHEMJIEMOM YacCThIO CTPATCruucCKoro IjiaHu-
poBaHusd AJid 6I/I3H€CEI, obecreunBas MOCTaBIIMKAM BO3MOXHOCTbH aAallTUPOBATBHCS K
HN3MCHCHUSM B HOTpC6I/IT6J'II)CKOM MOBCACHNH, ONTUMU3UPOBATH 3allaCbl U IMOBBICHUTH
YPOBEHb O6CJ'Iy)KI/IBaHI/I$I KJIHEHTOB. B KOHTEKCTE KaBaXCTaHa, CTPECMUTCIIBHO pa3BU-
BArOUICTOCd PbIHKaA SHGKTpOHHOﬁ KOMMEPIIUU U CTPEMHUTCIBHO MCHSAIOUIUXCA IMOTPEC-
OUTEILCKUX Hpe[[HO‘ITeHHﬁ, BONPOC 3(1)(1)6KTI/IBHOI‘O yapaBJi€HUA CIIPOCOM Ha MPOa0-
BOJILCTBCHHBIC TOBAapbl CTOUT Ooiee OCTpO, 4eM KOI’I[a—J'II/I60. Hpe).'{CKaSaHI/Ie TOrOo,
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YTO MMEHHO OyneT BOCTpeOOBaHO MOTPEOUTENSIMH B OyAyIIEM, CTal0 KIIOYEBHIM
(daxTopoM ans ycrexa B JaHHOW uHAycTpuu. HayuHnble nccnenoBanust B oOmactu
MIPOTHO3UPOBAHUS TIOTPEOUTENBCKOTO CIIPOCA UTPAIOT KITFOYEBYIO POJIb B ONTHMHU3AIIH
yIpaBieHUs PECYPCaMU U MPEJOCTABICHUH Ka94eCTBEHHBIX YCIIYT HA PhIHKE IPOJYKTOB
nuTaHus. B 1aHHOl cTaThe MpOBOAUTCS aHAIN3 PA3IMYHBIX METOIO0B TPOrHO3UPOBAHUS
norpebneHnss npoaykToB nutanus st Kazaxcrana. MccnemoBaHume OCHOBaHO Ha
OOIIMPHBIX JAaHHBIX O IIOKYNATEJIbCKOM IOBEAEHUH, LIEHOOOPAa30BAHMH, CE30HHBIX
KoJIe0aHMsIX U IPyTruX (pakTopax, BIUSIOMIUX Ha BEIOOP MPpoayKToB nuTanus. [loqpoOHo
paccMaTpuBalOTCSl METOIbI BPEMEHHBIX PsIOB, PETPECCHOHHBIN aHaIu3, HEHPOHHbIE
CETH W JICPEBbs PEIICHHIA, BBISIBIISISI UX TIPUMEHUMOCTD U d((GEKTHUBHOCTD JUTS HAIICH
cTpanbl. Kaxnuplii MeToJ MOABEpraeTcsi CPaBHUTEIBHOMY aHajlM3y B KOHTEKCTE
TOYHOCTH IIPOTHO33a, CIHOCOOHOCTH aJalTHUPOBATHCS K H3MEHSIOLIMMCS YCJIOBHSIM
pBIHKA M BPEMEHH OOYy4CHHSI.

Ki1roueBble cj10Ba: ppIHOK, MOAEIb IPOrHO3UPOBAHUS, CIIPOC, CTATUCTHKA, aHAJIN3
JAHHBIX

Jasi nutupoBanmsi: A. EpnaHkbi3bl. AHaiau3 METONOB MPOTHO3UPOBAHMS
MOTpeOIeHNs TPOAYKTOB MHUTaHMS//MexayHapOoaHBIH JKypHaI WH()OPMAITMOHHBIX
YU KOMMYHUKAIMOHHBIX TexHosorud. 2023. T. 04. Ne4. Crp. 56-65 (Ha pyc.). DOL:
10.54309/1JICT.2023.16.4.005.

Beenenue

CoBpeMEHHBII ~MHUp  XapakTepu3yeTcs HENpPEphIBHOM  IudpoBH3alued H
aBTOMaTH3alMell Pa3INYHBIX acMeKTOB *KU3HU. ONHUM M3 TaKUX aCIEKTOB SBISAETCS
TOPIOBJISL IPOJOBOJIBCTBEHHBIMM ToBapamMu. VIMEHHO B 3ToH cdepe NpUMEHEHHE
COBPEMEHHBIX TEXHOJIOTHH MOXKET MPUBECTH K 3HAYUTEIBHOMY YITy4IIeHHIO 3 heKTHB-
HOCTU paboTbl. BaKHBIM 37IEMEHTOM B 3TOM IIPOLECCE SIBJISETCS MIPOTHO3MPOBAHHE
CIIpoca Ha TOBAPBI, YTO MO3BOJSET ONTUMU3UPOBATH 3aI1aChl U CHU3HUTH U3JIEPKKU.

B Kazaxcrtane, kak 1 BO MHOTHX JpPyTHX CTpaHax, MPOJOBOJIBCTBEHHBIH CEKTOP
3aHUMAET BAKHOE MECTO B 3KOHOMHUKEe. OZHAKO, HECMOTpPSI Ha 3aMETHBII Iporpecc B
IU(pPOBHU3ALNH, MOTCHIWAI HMPUMEHEHHsI TEXHOJOTHUH IMPOTHO3MPOBAHMS CIpoca B
IIPOZOBOJIBCTBEHHOMN TOPrOBIIE MTOKA HE MOJTHOCTBIO peann3oBaH. FIMEHHO 3TOT BOIpoc
1 CTAHOBUTCS IIPEIMETOM HCCIIEA0BAHHUS.

AKTyaJIbHOCTh JaHHOTO HCCIEIOBaHHUs 00ycJOBiIeHa psAAoM (akTOpoB, KOTOPHIE
BJIMSIIOT Ha MPOJIOBOJIbCTBEHHYIO MHAYyCTpuio KasaxcraHa. Bo-niepBbIX, COBpEMEHHbIE
PBIHOYHBIE YCJIOBUS XapaKTEPU3YKOTCS BBICOKOM IMHAMUKOHN CIIPOCA U MPEIJIOKEHUS,
YTO CO3JA€T BbI30BbI AJIs OM3HECA B IUIAHE ONTUMM3ALUHN IPOU3BOICTBA, YIPABICHUS
3armacaMud U MapkeTuHra. Crnpoc Ha MPOAYKThl MUTaHHUA MOABEPKEH BO3/EHCTBHUIO
MHOKECTBA MIEPEMEHHBIX, BKIIIOYasi 3KOHOMUYECKHE (DAaKTOPbI, U3MEHEHHUS B TOTPEOH-
TENBbCKUX MPEANOYTEHUAX, CE30HHBIE KOJeOaHUs M COLUMOKYIBTYPHBIE TECHICHIIHH.
[TosTOMY TOYHOE IPOTHO3UPOBAHKE MOTPEOUTENBCKOTO CIPOCa CTAHOBUTCSI KITIOUEBBIM
3JIEMEHTOM B JJAHHOM OTPACIIH.

Bo-Bropsix, Kazaxcran kak cTpaHa nepeKuBaeT neproji HHTEHCUBHBIX COLIMATIbHO-
9KOHOMHUYECKUX U3MEHEHHI, BKIIIOUast OBICTPBII POCT HACEIICHHSI, YBEIUUCHUE YPOBHS
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JIOXO/I0B ¥ U3MEHEHUSI B TOTPEOUTENHCKOM MOBEACHUH. DTH JMHAMUYECKUE N3MEHEHHS
CO3Jal0T HEOOXOIUMOCTh B 00JIee TOUHBIX M afalTUBHBIX METOAAX HNPOTHO3UPOBAHUS
crpoca, KOTOpbIE MOTYT YUYHUTBIBATh CIOKHBIC (DaKTOPBI, CBS3aHHBIE C AeMorpaduei u
SKOHOMUKOM.

B-Tperbux, BHEIpPEHHE COBPEMEHHBIX TEXHOJOTHH B  IPOAOBOJILCTBEHHON
WHYCTPHH, TAKUX KaK JIEKTPOHHAs KOMMEPLUs 1 H(POBbIe MIaTGOPMBbI, TPUBOIUT
K MOSIBJICHUIO OOJIBIIOT0 00beMa JaHHBIX O MOKYIATeIbCKOM IOBEICHUN. DTH JaHHbIE
MPEAOCTABISIOT YHHUKAJIbHbIE BO3MOXKHOCTH Il TPHUMEHEHHS METOJOB aHaju3a
OOJIPIIMX TaHHBIX U MCKYCCTBEHHOI'O MHTEIUIEKTA AJIsl IPOrHO3UPOBAHUS CIPOCa, UTO,
B CBOIO ouepe/ib, TpeOyeT N1yOOKoro uccieaoBanus 3pGEeKTUBHOCTH 3TUX METOIOB B
KOHKPETHOM pETrHoHe, TakoM Kak KazaxcTaH.

Ilesp — BBIABUTH HPUMEHMMOCTb KaXKIOI'O METOAAa M HMX CIIOCOOHOCTH TOYHO
MPeACKa3bIBaTh CIIPOC B YCJOBUSX, YHUKAJIBHBIX JUIs Hamei crpansl. McciaenoBanue
IIPEAOCTABUT HE TOJIBKO 0030p COBPEMEHHBIX METOAOB HMPOTHO3UPOBAHMS, HO TaKXKe
paccMOTpPUT HMX MNPUMEHHMMOCTh M OIPAaHMYCHHS B KOHTEKCTE CHEIH()UISCKHX
MOTPEOUTENbCKUX TPEOOBAaHUN M PHIHOYHBIX (DAKTOPOB.

MarepuaJibl 1 METOBI

Paznuunble nccnenoBanms, B KOTOPBIX HCHONIb30BAIMCH MOJIENIN TPOTHO3UPOBAHHMS
[I0 3aIpocy, NPEeACKa3blBaIM NPOJA’KH, PACCUUTAHHBIE C HCIIOIb30BAHHEM perpec-
CHOHHBIX MO/IeJIel MAIIMHHOTO 00YYEHHsI 1 METOJIOB C aHAIM30M BPEMEHHBIX PSIIOB JIS
[IPOTHO3UPOBAHMSI [TOKA3aTee MPOJaK C NCIIOJIb30BAHUEM PACLIMPEHHBIX (DYHKLUH.

B crarwe «Decision Support System for Customer Demand Forecasting and Inventory
Management of Perishable Goods» (Sridama, 2018) ObuiM HcciieOBaHBl MPOAAKH
KPYIIHOTO MarasuHa CBMHBIX KOTIeT u3 nposuHuuu bynr Kan, xoTopas Haxomutcs
Ha ceBepo-BocToke Tammanma. Dtor marasuH npoxgaer 6onee 300 000 Oar B neHb U
[IPOBOAUT PacpoAaXH B Hempa3iHUYHbIC AHU. [y aHanu3a JaHHBIX MCIHOJIb3YIOTCS
TPH JITOPUTMA:

1) anropuT™ OJMHOYHOTO 3KCIOHEHINANBHOTO critakuBanus (the single exponential
smoothing algorithm);

2) aNrOpUTM OJMHOYHOTO SKCIIOHCHIMAIBHOTO CIIAXXMBAaHUS C aJalTHBHOM CKO-
pocthio oTKiHKa (the adaptive-response-rate single exponential smoothing algorithm);

3) nByXmapaMeTpU4eCcKHUi alropUTM JIMHEHHOTO SKCIIOHEHIIMAILHOTO CTIIAXKUBAHHS
Xonra (the Holt’s two-parameter linear exponential smoothing algorithm).

BriOpanHble TpH MeTONIA CPaBHHMBAIOTCS W TIOKA3bIBAIOT, HACKOJIBKO TOYHOCTb
MporHO3a 3aka3a Onm3Ka K (PakTHUeCKOMY 3Ha4eHHIO. MeTomaMHu OLEHKH 3THX
anropuT™MOB SBIITIOTCSI MeToabl The Mean Squared Error (MSE) u The Mean Absolute
Percentage Error (MAPE). Pe3ynprarel mporHo3upoBaHusi JaHHBIX ITOKa3ajiH, YTO
OZHOKPaTHOE SKCIOHEHLHAIBHOE CIIIA)KMBAaHME MOXKET J1aTh HauMeEHbIIee 3HauCHHE
CpPE/IHEKB/IPATUYHON ONIMOKHU B Ka)JIOM TIPEIJIOKEHHOM TOBape.

B craree «Effective Demand Forecasting Model Using Business Intelligence
Empowered With Machine Learning» (Adnan Khan, 2020) mporao3 01 OCHOBaH Ha
COOpaHHBIX AAaHHBIX M3 PA3NUYHBIX HUCTOYHHUKOB. MeXaHH3M MaIIMHHOTO OOy4YeHHS
00pabaThiBacT JaHHBIC W OINPEACISiCT eKCHENeIbHbIC, KEMECSIYHbIC U KBapTalbHbIC
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noTpeOHOCTH B ToBapax. Jist mpoBepku 3(PEeKTHUBHOCTH ONMpeAeseTcs MpoLeHTHAas
MOTPENIHOCTh IyTeM CpPaBHEHHS IPOTHO3UPYEMBIX JIaHHBIX C (AKTUYECKUMHU.
Pesynbrarel MozpenMpoBaHMs MOKA3bIBAIOT, YTO IOCIIE NMPUMEHEHHs pa3padOTaHHOTO
pelIeHHs K JaHHBIM OPTaHU3alliH B PEKUME PEalbHOTO BPEMEHH TOYHOCThH JOCTHUIIIA
92,38 % miist Mara3uHa ¢ TOYKU 3pEHUS HHTEIIICKTYaILHOTO MTPOTHO3UPOBAHUS CITPOCa.

ANTOPUTM, HCIIOIB3YEMbIH ATl NPOTHO3UPOBAHMS, IPEACTABISAET co00i 00yueHue
C y4yHTeleM JUIsl OTHOMEpHBIX (CKAISPHBIX) BPEMEHHBIX PSIIOB C HCIOJIb30BAHHEM
peKyppeHTHBIX HeWpoHHBIX ceTeil (RNN). I mporHo3upoBaHUs dTOTO BPEMEHHOTO
psina ObLT MCTIOB30BaH anropuT™M Amazon sage maker Deep AR. Amazon sage maker
Ha3bIBAIOT TIOJIHOCTHIO YIPaBIISIEMbIM CEpBUCOM MamtiHHOTO 00yueHus (Adnan Khan,
2020:5).

CornacHO IPOTHO3HBIM pacyeTam, MPOU3BOJUTEIBHOCTD Oosiee ITyOOKUX MoJesen
OTJINYAETCSI BBICOKOW TOYHOCTBIO. JTO TO3BOJISIET ClICJIaTh BBIBOJ, YTO IPOLICHTHBIC
3HAUEHMS MOTPEIIHOCTH OTHOCUTEIBHO HEBENIMKH, II0ATOMY Oojiee IIyOOKHe MOAEIH
JIaf0T BBICOKHMH MPOLEHT TOYHOCTH Nporuosuposanus. [lo mMepe yBennyenus oobema
JAHHBIX MOJIEITb BBIAAET 00JIee TOUHBIE PE3YIIbTATHI.

B pabote «Predictive big data analytics for supply chain demand forecasting:
methods, applications, and research opportunities» (Seyedan, 2020) wuzyunau
MPUIOKEHHS aHAJTMUTUKU OOJNBINHMX JAHHBIX JUIS MPOTHO3UPOBAHUS CIIPOCA B IICTIOUKE
[IOCTABOK, YTOOBI MPEIUIOKUTH KIACCU(PHUKALIUIO STUX MPUIIOKEHUH, BBIIBUTD MPOOEIIBI
U TperocTaBuTh MH(pOpMauuio ais Oyaymux wucciepoBanuil. Knaccupuumpyrorces
9TH allTOPUTMBI M HX TIPUIIOKEHUS B YIIPABICHUN LIEMOYKaMH TTocTaBok (supply chain
management) Ha IPOrHO3UPOBAHUE BPEMEHHBIX PAJOB, KiacTepuzanus, K-Onmkaimnx
cocezield, HEMPOHHBIE CETH, PEIPECCHOHHBIN aHAJIN3, MAIIMHBI OMOPHBIX BEKTOPOB U
perpeccuio ONOPHBIX BEKTOPOB.

O npUMEHEHMH aHaJUTUKU OOJNBIUIMX MAAHHBIX U HPOTHO3MPOBAHHUS CIIPOCa
B IIEMIOYKAaX IIOCTaBOK COOOLIANOCh Kak B paMKaX KOHTPOJIMPYEMOro, Tak H
HEKOHTpONHpyeMoro oOydeHus. llpu KoHTpoiIumpyeMoM OOYUICHHHM JaHHBIE OyIyT
CBSI3aHBl C METKAaMH, YTO O3HAYaeT, YTO BXOAHBIC U BBHIXOIHBIC JAHHBIC H3BECTHBI.
ANTOPUTMBI KOHTPOJMPYEMOTO OOyUYCHHS HACHTU(QHUUIMPYIOT JIeKallde B OCHOBE
B3aMMOCBSA3M MEKIY BXOAHBIMH M BBIXOOHBIMHM JAaHHBIMH, 4TOOBI COIOCTaBHUTH
BXOJHBIC JaHHBIE C COOTBETCTBYIOIIMMH BBIXOJHBIMH JAaHHBIMH, MOJYYEHHBIMH U3
HOBOTO HEMapKHPOBaHHOTO HAabOpa JIaHHBIX.

IIpoananuszupoBaB mocieaHue 15 JeT uccieloBaHWM MO MPUMEHEHUIO aHallu3a
OOJIBIIMX JAaHHBIX/MAIIMHHOTO OOyYeHHs B MPOrHO3MpOBaHNM cripoca Ha SC, aBTOpHI
HaIUH 64 MCCIeN0BaTeIbCKUX Pa0OT (MCKIIIOYAsi KHUTH, TJIaBbl U3 KHUT U 0030pHBIC
CTaThbM) U KJIACCU(ULMPOBAIU UX B COOTBETCTBHU C METONOJOIMSMH, HPUHITHIMU
JUI TIPOTHO3UpOBaHUs cnpoca. B tabmuue 1 mepedwcieHsl mATh Hanbosee 4acto
UCnoib3yeMbix MeTonoB (Seyedan, 2020: 7-8).

Ta6nuna 1 — «CTaTHCTHKA YacTO UCIOIb3YEMbIX METOIOB ITPOTHO3UPOBAHUS CIIPOCA»
Peiitunr Merton KonnuecTBo ucciieqoBanuii
1 HeiiponHoii cetn 30
2 Perpeccus 27
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3 [Iporuo3uposanus BpeMeHHBIX psitoB (ARIMA) 13
MeToz1 OIOPHBIX BEKTOPOB 8
5 JlepeBo perienuit 8

Heiiponnbple ceTH M perpecCHOHHBIN aHAIM3 PAcCMAaTPUBAIOTCS Kak JBa HambOolee
94acTO UCITOITB3yEeMbIX METO/Ia 13 CEMH OCHOBHBIX TEXHHK. MccieroBaHne TakKe yKa3ano
Ha TOT (PaKT, YTO ONTUMH3AIMOHHBIE MOAEITH WM KIMUTAIMOHHOE MOJIEITMPOBAHNE MO-
T'YT OBITh MUCTIONIB30BAHBI [T MTOBBIIIECHHUS] TOYHOCTH MTPOTHO3WPOBAHUS TIyTeM (opMy-
JUPOBAHUS U ONITUMHU3AINHU (PYHKIIMH 3aTpar Ui MOATOHKH MTPOTHO30B K TAHHBIM.

Pe3yabTarbl U 00CyKIeHUE

AHanu3 Hay4YHBIX MyONWKAIMii HE BBIABHI pabOTHI, IOCBSIIEHHBIX METOJIaM
MIPOTHO3UPOBAHUS CIIPOCa Ha MPOAYKTH B KOHTeKcTe KazaxcraHa. DTOT HETOCTaTOK
Hay4YHBIX WCCIIEOBAaHUI TIPEICTaBIsIET CEpPhe3HOE OTpaHWueHue Ui Ou3Hec-
CEeKTOpa W TOCYHApCTBEHHBIX OPTaHOB, CTPEMSAIINXCS ONTHMH3HPOBATH CBOHM
CTpaTeTuu TPENJIOKEeHUS W aCCOPTHMEHTa TOBAPOB B COOTBETCTBHU C PACTYIIUMH
MTOTPEOUTETHCKUMU TpeboBaHUAMHA. [lomaepkuBacTCs HEOOXOAUMOCTH ITPOBEACHHS
CHUCTEMATHUECKUX HWCCICNOBAaHNI, HAMpaBICHHBIX Ha pa3padoTKy 3(PGPEKTUBHBIX
METOZIOB TPOTHO3MPOBAaHWS CIpoca B ycioBuAx KazaxcraHa, dTO TO3BOJIAT
VIAYYIIATh CTPAaTeTHIECKOe MJIAHNPOBAHNE M MTOBBICUTH KOHKYPEHTOCIIOCOOHOCTh KaK
HaIlMOHAJBHBIX, TAK ¥ MEKIYHAPOIHBIX ON3HEC-WHUITMATUB B 3TOM PETHOHE.

W3menenus B peMorpaduu HaceleHUs WMEIOT CYIIECTBEHHOE BIUSHHE Ha CIpPOC
Ha COIMABHO 3HAYUMbIE TIPOAYKTHI MUTaHUs. JleMorpaduueckne (HhakTopsl, TAaKHE KaK
BO3pacTHas CTPYKTYpa, pOKIaeMOCTh, CMEPTHOCTD, MUTPAITHS 1 YPOBEHb 00pa30BaHus,
MOTYT OIPENENATh MOTPEOUTETHCKUE TPEAOYTEHHs, TTOTPEOHOCTH B THTATEIBHBIX
BEIIECTBAX M OOINME IMOKYMaTelbCKUe TeHICHINHA B OONACTH MPOAYKTOB MHUTAHMUA.
Wzydenne w anamm3 Jgemorpadudeckux (akTOpOB IOMOTAeT TOCYAapCTBEHHBIM
opraHam paspadareIBaTh 0oJiee 3pPEKTUBHEIE TPOTPaAMMBI TTOIIACPIKKH, HalPpaBJICHHBIC
Ha o0ecleYeHrne TOCTYIMTHOCTH COIMAIbHO 3HAYMMBIX MPOAYKTOB MUTAHHS I BCEX
CJIOEB HACETICHMS.

Jamee paccMOTpUM aHANIWA3 3aBHCHMOCTH MEXIY CPEIHErol0BOM HYHCIEHHOCTHIO
HAaceJeHNsI CTpaHbl M 00BEMOM YMOTPEONEHHBIX COIHAIBHO 3HAYUMBIX IPOTYKTOB
nutaHus. Ha manHOM sTame OBUT HCIIONB30BaH CTAaTUCTHYECKHHA METOJ — pacder
ko3 urmenToB koppemsauu [upcona n Crimpmena.

1. Koaddumment xoppemsamun [Inpcona naMepsieT CUiTy U HallpaBJICHUE JIMHEHHOMH
CBSI3M MEXITy TBYMS TIepEMEHHBIMHU.

2. Koaddpunment xoppenmsimn  CrmpMeHa wW3MepseT CWIy | HalpaBlICHUE
MOHOTOHHOM CBSI3W MEX]Ty TBYMS TIepeMEHHBIMH.

Jus ananm3a ObUT HWCIIONB30BaH HAOOp MAHHBIX, TJ€ OOBEIMHEHBI JaHHBIE II0
oTpeOeHnto mpoxykToB nmutanws HacenenueM (https://stat.gov.kz/ru/industries/labor-
and-income/stat-life/publications/6432/) u cpemHEromoBON YHCICHHOCTH HACCICHHS
Peciyomukm  Kazaxcran 3a  2001-2022 rtomer  (https://stat.gov.kz/ru/industries/
social-statistics/demography/publications/6373/), koTopble TIpemOCTaBUIO  bropo
HaAI[MOHAJIBHON CTATUCTUKU. B Tabnuiie 2 mpuBeseH MpuMep MOTy9IeHHBIX JaHHBIX 110
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O6’BCMy yHOTpe6ﬂéHHOI‘O xneba B CpCAHCM Ha AyIlly HACCJIICHUS HAa 'O 1 Cpe,[[HeFO,Z[OBOﬁ
YHUCJICHHOCTH HACCJICHUSA B CTPAaHEC.

Ta6m/1ua 2 — cTaTuCTHKA CpeI[HeFOI[OBOfI YUCJIEHHOCTH HACEJICHUS U 00beM yHOTpe6.HeHHOF0 xseba Ha
OJHOI'O Y€JIOBCKA B I'OJ JJI KaXKJ0T0 U3 pacCMarpuBacMbIX rog0B

Ton CpeaHeroosasi YUCJICHHOCTh HACEJICHHS O0bem yroTpebiieHHoOro xiiebda, Kr
2001 14 858 335 137.9
2002 14 858 948 120.4
2003 14909 018 122.4
2004 15012 985 116.0
2005 15 147 029 114.1
2006 15308 084 123.6
2007 15484 192 122.5
2008 15 674 000 121.9
2009 16 092 822 121.3
2010 16 321 872 122.765
2011 16 557 201 124.23
2012 16 792 089 123.623
2013 17 035 550 124.481
2014 17 288 285 126.19
2015 17 542 806 129.758
2016 17 794 055 130.717
2017 18 037 775 133.688
2018 18 276 452 138.488
2019 18 513 673 136.329
2020 18 755 665 140.311
2021 19 000 987 133.77
2022 19 634 983 127.969

Jl1st OLIEHKM CTENEHM B3aUMOCBS3U MEXy YMCICHHOCTBIO HACEJICHUS U 00BbeMOM
MOTPeOICHHS 110 BCEM TPYIITIaM TIPOYKTOB MTUTAHUS OBIITH pacCUUTaHBI KO3 PUITHEHTHI
xoppessitun [Iupcona, Criupmena (Downey, 2014: 96—102). [lony4deHHbIE pe3yabTaThl
MpeACTaBIeHb! B Ta0IMUIE 3.

Tabmuua 3 — Koppensiiun Mexay yrnorpeOGIeHHeM MPOIYKTOB W YHCICHHOCTBIO HACENCHHS:
xodddunments [Tnpcona n Crimpmena

IIpomykT Koapduumnent xoppensuun [Mupcona | Koadduument koppensiunn CrimpmeHa
X11e0onpoayKThI 0.6662324806458779 0.7007340485601357
Msico 0.9726066470869891 0.9620161718650192
Mornoxko 0.7944664031620555 0.8113026721069307
Macia 1 KUpbI 0.609949513622563 0.6686802811445746
Kaprodens -0.21174477696216829 -0.340550370977031
Caxap 0.8272162619988708 0.8520109225611995
Osomu 0.5177865612648223 0.5735677231503435
DpyKTHI 0.9808018068887635 0.9706807344657554
Siina 0.9717673630717111 0.9765703064790511
Pri6a 0.9369722575760056 0.9398897812265632
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Ecmu kospduument pasen | wnu -1, 3T0 03HA4YaeT WACANBHYIO KOPPEISLHIO
MIEPEMEHHBIX, YTO TO3BOJIIET CHEJaTh TOYHOE IMpeJACKa3aHue 3HA4eHHUd OJHOMN
NepeMeHHO Ha OCHOBE 3HaHUsA pyroil. [ 1o pe3ynsraTam oueHb CHIIbHAS TOJIOKUTENIbHAS
KOppeJsILUsl ¢ YUCICHHOCTBIO HAaceJeHUs UMeeTcs y msAca, (QPYKTOB, UL U PBIO.
[Ipu BBICOKOH YMCIECHHOCTH HACEJEHUs yPOBEHb YMOTpeOiaeHus: KapTodens CKIOHEH
OBITH HIDKE, TaK KaK KOd((UIHUEHTHl OTPHLATEIbHBI, HO OJM3KH HYIIO, YTO O3HAYaeT
cnabyro Koppensinuo. [ ocTaBIIMXCS MPOMYKTOB MHUTAHUS CYLIECTBYET CpPEIHsS
MOJIOKUTENbHAS KOPPEISLHs, KOTOpasi yKa3bIBaeT Ha TO, YTO YPOBEHb yNMOTPEOICHHS
MIPOAYKTOB U YHCIEHHOCTh HACEJIEHNUs UMEIOT TEHEHIIUIO PacTH BMECTE.

['paduk, npeacTaBieHHbI Ha pUCYHKe |, MIUTIOCTpUpPYET HW3MEHEHHUS B YPOBHE
NOTpeONeHNsT KapTOLIKH, U3MEPEHHBIE B KHJIOIpAaMMax, U YUCICHHOCTH HaceJeHUs,
MPEJCTaBIEHHON B MIIIJTMOHAX, B KAXIOM T'Oly.

OuHamuka noTpebneHus kapTodens n YUCAEHHOCTH HaceneHns

60 P

55

50

MoTpebnexune KapToWwKW (Kr)
\

45

2000 2005 2010 2015 2020
lon

Pucynox 1 — «qunamura nompednenuss Kapmodens u YucieHHOCmu Hacen1eHusy

['padux nmo3BossieT HATMISAHO OLCHUTH pa3inyMs B MacliTade M3MEHEHUH ISl IBYX
nepeMeHHbIX. CHHSSL JTMHUS MPEACTaBIsACT MOTpeONeHne KapTodens, a OopaHKeBas
JIMHUSL — YUCIICHHOCTh HacesneHusl. Takum o0pa3oM, rpaduK HE TOJIBKO COOTBETCTBYET
3HaueHHUAM Kod(pdunreHToB Koppensinuu [lupcona n Ciupmena, HO U PEAOCTABISET
BU3yaJbHOE IMOATBEP)KACHUE CIa0OW OTPULATEIILHOW CBS3M MEXIY NOTpediIeHueM
KapToenst u YUCICHHOCTHIO HACEIICHUsI B paCCMaTPUBAEMOM BPEMEHHOM TIEpHOJIE.

[lo rpaduxy Ha pucyHKe 2 BHIHO, KaK H3MEHEHHS B TOTPEOICHUN PPYKTOB (CHUHSIS
JIUHUS) KOPPETUPYIOT € YHCIEHHOCTBIO HacesleHus (opaHkeBas JuHUS). Bpicokue
3HaueHHUA KOA(PQUIMEHTOB KOPPEISIMU YKa3bIBAIOT HAa CHJIBHYIO TMOJIOKHUTEIBHYIO
CBSI3b MEXKIYy NOTpebicHueM (PYKTOB M YMCICHHOCTBbIO HaceneHus. [paduueckoe
MpeACTaBICHUE 3TOW CBA3HM MOAYCPKUBACT, YTO HAOIIOAACTCS TCHACHLUS YBEITUUCHHS
norpedseHnst PpPyKTOB BMECTE C POCTOM HACEJICHUS.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 G}

(=)

International License |y

63



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

[OuHaMuka noTpebneHns PPyKTOB ¥ YUC/EHHOCTH HAaCeeHNA

50

MoTpenenne hpykTos (kr)
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Fon

Pucynok 2 — «/lunamuxa nompebnenus: hpykmos u YUCIeHHOCHU HACENEeHUSY

WHTerpanust pa3auYHbIX BUJIOB JIAHHBIX, TAKKX Kak JeMorpaduueckue JaHHBIC U
IIPOTHO3BI POCTa HACEJICHHS, B MOJIC)Ib MPOTHO3UPOBAHUS CIIPOCA MOXKET 3HAYUTEITHHO
YAYYIIATh €€ TOYHOCTh M PEJIeBAHTHOCTh. K TaHHBIM O MOTPEOJICHUH MPOAYKTOB €CIIN
JI00aBUTH JITAaHHBIC O JIEMOTPAPUUSCKHUX IMOKA3ATEISAX JUIsi KOHKPETHBIX PETHOHOB WU
TPy HACEICHUS, IOTYYUTCS CO3/1aTh 00JIee TOYHYIO U ITPEICKa3yeMyr0 MOJIEIh CIIpoca
Ha TPOJTYKTHI.

Mozens U3 HEHPOHHBIX ceTell mocie 00y4YeHHs Ha 00yJaroIuX JaHHBIX U TPOBEPKHU
€e MPOM3BOJAUTEIHLHOCTH Ha TECTOBBIX JTAHHBIX, UCTIOIB3Ysl METPUKH, TIOAXOJISIIUE TS
3aJlauu POTHO3UPOBAHMSI, TAKHE Kak cpeHsis abcomoTHas omubka (MAE) u cpenusist
kBajiparuieckast ommoka (MSE) olleHIT mpOn3BOIUTEILHOCTh MOJICIIH.

3akiaouenue

Pesynbrarthl nccie0BaHusl HE TOJBKO MOMYSPKUBAIOT BAXXHOCTh TOYHOTO MPOTHO-
3UPOBAHUS MOTPEOUTEIBCKOTO CIPOCa YIS YCTOWYMBOTO Pa3BUTHS MPOIOBOIBCTBEH-
HOW mHAycTpuu B Kazaxcrane, HO TakKe NPEAOCTABISIFOT IICHHBIC MPAKTUYECKUE
pEKOMEH/IaIuu JijIsl OM3HECa M rOCyAapCTBEHHBIX OpraHoB. [loiaydeHHbBIC pe3yabTaThl
MOTYT OBITh WCIIOJIb30BaHbl JUISS ONTHUMH3AIMKA CTPATErHil 3aKyINoOK, YIPaBJICHUS
3aracamu, CcrocoOcTBys Ooiniee 3()(eKTHBHOMY YIOBJIETBOPEHUIO TOTpEeOHOCTEH
HACEJICHUS U CHIYKCHUIO PUCKOB Ha PBhIHKE TPOIYKTOB NuTaHus B KazaxcraHe.

B pesynbrare uccnemoBaHusi ObLI MPOBEJACH KOMIUICKCHBIM aHAIHM3 JUHAMHKH
MOTPEOJICHNUST OCHOBHBIX MPOIYKTOB MUTAHHS U YHCICHHOCTH HACEJICHHS B IEPHOJ C
2001 mo 2022 ron. Ha ocHOBe CTaTUCTHYECKUX JaHHBIX O MOTpeOacHUH Xjeba, Msca,
MOJIOKa, Macel M JKUPOB, KapTodelis, caxapa, OBOIICH, PPYKTOB, SUI U PHIObI ObLIH
paccuuTanbl KO3 GuIeHTsl koppeisiuu [lupcona u Crupmena.

W3 ananu3a JaHHBIX BBISBICHBI WHTEPECHBIC 3aKOHOMEPHOCTH W TCHICHIIWU.
Hanpumep, cuibHas MOJMOXKUTENbHAS CBA3b MEXKIy NoTpeOiieHneM (PYyKTOB U
YUCIICHHOCTHIO HACEJICHHS, YTO MOXKET YKa3blBaTh Ha BAXKHOCTH 370POBOTO IMHTAHUS
Juist obmiero OmarococtosHus. C JIpyroil CTOpPOHBI, cilabdas OTPHIIATEIIbHAS CBSI3b
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MEXIy MoTpeOneHneM KapTodens M YHCICHHOCTBIO HACENeHMs, MOATBEPIKACHHAS
Kod(PUIMEHTaMU KOPPEISIUH, MOKET TpeOOBaTh IOMOJHUTENBHOTO HCCICHOBAHMS
JUIS1 BBISICHEHUST BO3MOKHBIX (DAKTOPOB BIMSHHUSL.

Hemorpaduyeckne nepeMeHHbIE OKa3bIBalOT BIHMSHWE HAa CIPOC HAa COLMATIBHO
3HAUUMBbIE MPOAYKTHI MHUTAHMS, ONPENeNss TeHACHIUH MOTPEONIeHUs, TPEeNNOUYTECHHS
U TaTTepHbl MOKyNokK. OJHaKo cileayeT OTMETUTh, 4YTO IPOBEIEHHBIH aHaJIN3
MPEAOCTABISET OMMCAHNE KOPPEIALUI, HO He 00eCIeunBaeT OCHOBBI ISl BBISIBICHHS
MPUYMHHO-CIICICTBEHHBIX CBS3€H MEXIY MOTpeOJeHHEM TNPOAYKTOB MHTaHUS H
JUHAMMKOM YMCIIEHHOCTH HaceleHUs.

Jiist ToMHOTO OHMMaHUs (PAaKTOPOB, BIUSIOMIMX HA 3TH B3aUMOCBSI3U, TpeOyeTcs
JIOTIOJIHUTENILHOE HCCIIEZIOBAaHUE, YUWTHIBAIOLEE TAKHUE AacleKThl, KaK COLMAIbHO-
SKOHOMHYECKHE (PaKTOPbI, 00pa3 KHU3HU, H 300POBbE HACEICHHUSI.

CrenoBarenbHO, HCCIIEIOBAHUE M YYeT JeMOTrpapuyecKux MaHHBIX SIBISIOTCS
HEOTbeMJIEMOH 4YacThio 3()()EKTUBHOTO yNpaBiCHHS CHOPOCOM H IPEISIOKEHUEM
MPOIYKTOB MUTaHMA. YCIEIIHOE cOalaHCHPOBAHHOE BHUMAaHHE K AeMOTpapuyecKuM
acreKTaM MO3BOJISIET 00eCHeYUTh TOCTYITHOCTh U Pa3HOOOpa3ne COUUaNbHO 3HAYMMBbIX
MPOIYKTOB MUTAHUS, CIOCOOCTBYsI 3OPOBBIO M OJIAr0COCTOSHUIO OOIECTBA B LIETIOM.
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Abstract. Modern corporations strive to ensure high performance and flexibility
of their information technologies, and in this context, the culture of DevOps becomes a
key factor in the successful merging of development and operations. Our research
paper is devoted to analyzing the challenges and prospects associated with adapting
the culture of DevOps in the corporate environment in the context of globalization. We
will begin with an overview of the main principles and values of DevOps, identifying
how they can be implemented in the corporate structure. We explore the integration
of DevOps into traditional project management processes and interactions between
development and operations departments. Considering successful cases will highlight
the most effective ways of implementing DevOps in large organizations. Within
the article, we will also analyze the challenges companies face when implementing
DevOps, especially in the context of changing corporate culture, training personnel,
and managing changes. We will propose strategies to overcome these challenges and
emphasize the importance of building flexible and responsive processes for successful
adaptation in a global environment. In conclusion, the article will discuss the prospects
for the development of DevOps culture in the corporate environment and its impact on
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improving development timelines, product quality, and overall efficiency of IT
processes, considering globalization. The research aims to provide practical
recommendations and inspiration for organizations seeking to achieve maximum
performance through the implementation of DevOps culture in their corporate
environment.

Keywords: DevOps, Management, Integration, IT Project Performance,
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Annorauus. Ka3zipri kopnopauusiiap e3AepiHiH akapaTThIK TeXHOIOTUsIapbIHBIH
JKOFapbl OHIMILIINT MEH HMKeMJIUNMH KaMTaMachl3 €TYre TBIPbICaIbl JKOHE OCHI
Typreiia DevOps MoJeHHETI AaMy MEH omepauusuiapAbl COTTi OipiKTipy[iH Herisri
¢dakTopbiHa aifHamyna. bi3miH  FRUIBIMM - Makajlambl3 xahannany xargaldbiHAA
KopropatuBTik opraga DevOps mojieHueTiH OeliiMjeyre OalTaHBICTBI KUBIHJBIKTAP
MEH MepcleKTHBaiapAbl Tajjnayra apHairad. biz DevOps-TiH Herisri npuHOunrepi
MEH KYHABUIBIKTAPbIH OTYyNaH 0acTaliMbl3, oJlapAbl KOPIOPATHUBTI KYPBUIBIMFa KaJlai
eHrizyre OONaTBIHIBIFBIH aHBIKTalMbI3. biz DevOps-TiH gocTypii xobanapabl 6ackapy
npolecTepiHe HHTETPALMSICHIH JKOHE JJaMy JKoHe orepanusiiap OenimMaepi apachbiHIarbl
e3apa opekeTTecyni 3eprreiimis. TaObICThI karnmainmapabl KapacTeipy DevOps-Ti ipi
yiipIMaapra eHri3y[iH THIMII oficTepiH Oeninm  KepceTyre MYMKIiHAIK —Oepeni.
Makanansiy O0ip Oemiri perinae 6i3 DevOps-Ti eHrizy KesiHIe KOMIaHHSIApAbIH
NJbIHAA TYpPFaH KHUBIHIBIKTAP/bI, ocipece KOPHOPAaTHUBTIK MOACHHETTI ©3TepTy,
KbI3METKEpJIEpl OKBITY XOHE e3repicrepii Oackapy KOHTEKCTiHAe TangaiMbi3. bi3
OCBI KUBIH/IBIKTAP/IbI )KEHY CTpaTeTHsUIapbIH YChIHAMBI3 JKoHE kahaH/bIK opTaia CoTTi
OeliiMeny YIIiH UKeM/Ii ’KoHe Kayarn OepeTiH mpouecTepai KypyablH MaHbI3AbLTbIFBIH
atan eremi3. KopbITBIHIBIIAN KeJe, Makajla KOpPHOpaTHUBTIK opramarsl DevOps
MOJICHHETIH JaMBITy MEPCIEeKTHBAJIapbIH KOHE OHBIH kahaHJaHyAbl €CKepe OTBIPHIIL,
a3ipney Mep3imMaepiH,
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eHIM canaceiH skoHe AT mpouecTepiHiH Kallbl THIMALIINIH KaKcapTyra OCepiH
TaJKpl-nai bl 3eprrey DevOps MoIeHHETIH o3iHIH KOpHOpaTI/IBTlK OpTachlHA CHTi3y
apKBUTBI MAaKCUMAJIIbl OHIMILTIKKE KOJ JKETKI3TiCl KeJIeTiH YHbIMIapFa MPaKTHKAIIBIK
YCBHIHBICTAp MEH MAOBIT OepyTe OarbITTaFaH.

Tyiiin cesmgep: DevOps, Oackapy, HHTEerpamusi, aT XoOalapbIHbIH ©HIMJILIIII,
xahannany
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Annoramusa. CoOBpeMEHHBIE KOPIOPAIMA CTPEMSTCS OOECIEeYUTh BBICOKYIO
[IPOU3BOJAUTEIBLHOCTh M THOKOCTh CBOMX WH(OPMAIIMOHHBIX TEXHOJOTHH, U B ITOM
KOHTEKCTE KyJibTypa DevOps cTaHOBHUTCS KJIFOUEBBIM ()aKTOPOM YCIEIIHOTO CIIUSHUS
pa3paboTku W omeparnuii. Hamma HaydHash cTaThsl MOCBSIICHA aHAINW3Y BBI30BOB H
MEPCIEKTUB, CBA3AHHBIX C aganTanueil KyapTypbl DevOps B KOpIOpaTUBHOU cpene B
yCIOBUSX TioOanu3anuu. Mbel HauHEM ¢ 0030pa OCHOBHBIX MPUHIUIIOB U IIEHHOCTEH
DevOps, BbISIBIISISl, KAK OHU MOTYT OBITh BHEJPEHBI B KOPIIOPATUBHYIO CTPYKTYPY. MBI
nccneayeM narerpanuio DevOps B TpagUIIMOHHBIE TIPOIECCHI YIIPABICHUS POSKTAMU
W B3aUMOJCHCTBHE MEXIy OTIeJIaMH pa3paboTku W omepamnwii. Paccmotpenune
YCIIEITHBIX KEHCOB IMO3BOJIUT BBIIEIUTh Hanboee d3(h(heKTrBHbBIE CIIOCOOBI BHEIPEHUS
DevOps B kpymHBIX OopraHu3anusx. B pamkax cTaTbu Mbl TaKKe MpOaHAIU3UPYEM
BBI30BBI, C KOTOPBIMH CTAIKUBAIOTCSI KOMIIAHUU NpU BHeApeHun DevOps, ocoOeHHO B
KOHTEKCTe W3MEHEHHS KOPIOPATUBHOW KyJNbTyphl, OOydYeHHs TepcoHaia u
yIpaBiIeHUS U3MEHEHUSMHU. MBI TIPESIOKUM CTPATETUH TIPEOIOJICHUSI ATHX BHI30BOB
U TOMYEPKHEM BaXHOCTh TIOCTPOCHHSI TUOKUX W OT3BIBUMBBIX TIPOIIECCOB IS
YCHENIHOW ajanTalud B TIO0ATBHOW cpeie. B 3akiroueHue, craThst OOCYIHT
MIEePCTIEKTUBHI Pa3BUTHs KynbTypbl DevOps B KOpIIOpaTUBHOMN cpesie U ee BIMSHHE Ha
VIIy4IICHHE CPOKOB pa3pabOTKH, KauyecTBa Mpoaykra U odmei sdpdexrnBrOoCcTH UT-
IIPOIIECCOB C y4eToM riobanm3anuu. VcecnemoBanue HanpaBiIeHO Ha MPEOCTaBICHHE
MPAKTUYCCKUX PEKOMECHIALUN U

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

o £ International License

68



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

BJIOXHOBEHUS I OpraHHU3allfif, CTPEMSIIIUXCSA TOCTUYh MAKCHUMAJIBLHOW IPOU3BO-
TUTEITFHOCTH Yepe3 BHepeHue KyasTypbl DevOps B cBoei KOpriopaTuBHOM cpere.

Kulouebie ciioBa: DevOps, ympaBienue, HHTETparus, Ipou3BoguTenbnocts UT-
MIPOEKTOB, TII00ATH3AIIS
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Introduction

In the modern dynamic world of information technology (IT), where innovation and
rapid response to changes are key elements of competitiveness, the adaptation of DevOps
culture in the corporate environment becomes a matter of paramount importance.
DevOps, as a term, unites practices and principles aimed at improving the interaction
between development (Development) and operations (Operations) departments, with the
goal of creating more effective and responsive IT processes. In 'The Phoenix Project: A
Novel About IT, DevOps, and Helping Your Business Win' DevOps is described as more
than just a technical approach: 'We’re hearing more lately: something called “DevOps.”
Maybe everyone attending this party is a form of DevOps, but I suspect it’s something
much more than that. It’s Product Management, Development, IT Operations, and even
Information Security all working together and supporting one another.' (Kevin Behr,
Gene Kim, and George Spafford, 2 013) O ur s cientific ar ticle is in tended fo r a deep
analysis of the challenges and prospects associated with the successful adaptation of
DevOps culture within corporate structures.

DevOps is a set of software development and operation practices and a recent
addition to a large family of different kinds of software process models. The model
emerged out of the observation that information systems operations and developments
should be closely integrated activities to ensure the success of any organization. Thus,
DevOps methods are an additive tool for companies to improve overall performance in
their software development processes and operations (Nasreen Azad, Sami Hyrynsalmi,
2023).

In the following sections of the article, we will examine the foundations of DevOps
culture, successful cases of its integration, the challenges organizations face in seeking
adaptation, change management strategies, and the prospects for developing DevOps
culture in the corporate environment.

Introduction to DevOps culture provides a fundamental understanding of the
key principles and values that underlie this methodology. DevOps, as a synthesis
of "Development" and "Operations," aims to create a united and cohesive team of
developers and operational staff to enhance the efficiency and flexibility of IT processes.

At the heart of DevOps culture lie key principles focused on close interaction between
developers and operational staff. This approach embodies several main directions that
define the uniqueness and effectiveness of DevOps.
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First and foremost, DevOps strives to create a culture of collaboration and open
communication. This means an active exchange of knowledge and experience among
process participants, which in turn, contributes to increasing overall efficiency. It is
important to note that DevOps pays special attention to creating conditions for successful
interaction between developers and operational staff.

Another key aspect is the automation of processes. DevOps advocates for maximum
automation of development, testing, and implementation of changes. This approach not
only reduces the risk of human error but also significantly speeds up the development
cycle, which is particularly important in rapidly changing markets.

DevOps also emphasizes iterativeness and frequent releases. Supporting the concept
of continuous improvement, DevOps encourages teams to promptly implement new
features and changes. This approach ensures more flexible and responsive development,
meeting modern market demands. A key goal of continuous delivery is changing the
economics of the software delivery process so the cost of pushing out individual changes
is very low (Nicole Forsgren). This perspective highlights the economic efficiency
achieved through the DevOps model, emphasizing the reduced costs and enhanced
speed of delivering updates and new features.

A significant principle of DevOps culture is the responsibility for the production
environment. The idea of "DevOps in production" involves not only the creation but also
the support of applications in the production environment. This approach ensures that
developed solutions will function successfully in real conditions, which is an integral
part of the DevOps philosophy.

The second important aspect of DevOps culture is its distinction from traditional
development methodologies, such as Waterfall. In this context, DevOps stands out for its
flexibility and adaptability, providing a more flexible approach to development. Unlike
Waterfall, where each development stage follows the previous one, DevOps allows for
quick responses to changes in requirements, ensuring a more efficient development
process.

Another key difference is the integration of development and operations. DevOps
aims to reduce the gap between these departments, striving for their unity. Instead
of considering development and operations as isolated processes, DevOps creates a
common team, which promotes closer interaction and collaboration.

Another key distinction is the approach to release cycles. DevOps encourages short
release cycles, meaning that new features and changes can be delivered to the business
more promptly. This principle not only accelerates the introduction of new capabilities
but also shortens the time from idea to actual implementation, which is important in a
rapidly changing business landscape.

This section provides a fundamental view of the principles and values at the core of
DevOps culture and clarifies how these foundations differ from traditional development
methodologies. The following sections of the article will cover successful integration
cases, adaptation challenges, and change management strategies in the context of
DevOps.

Further Considerations of DevOps Culture Principles and Values
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We will now examine the fundamental principles and values that underlie the culture
of DevOps. The first is collaboration and cooperation: this principle emphasizes the
importance of interaction between developers and operational staff. DevOps supports
collaborative work to achieve a common goal - the creation and maintenance of stable
and efficient information systems.

Another crucial principle is automation and tools: the value of DevOps in automating
development processes and implementing changes enhances team efficiency and reduces
the likelihood of human errors. The use of automation tools becomes a key component
in achieving successful DevOps implementation.

Iterativeness and rapid release cycles also cannot be overlooked: the DevOps
principle supports frequent iterations and quick release cycles, allowing for more
prompt implementation of new features and fixes into the product. This reduces time
delays and increases responsiveness to changes in requirements.

It is also necessary to consider several successful cases of integrating DevOps culture
into large corporate structures. These examples provide valuable lessons and practical
insights for organizations aspiring to successfully implement DevOps.

Example 1: Banking Sector

In one of the large banks, DevOps was successfully implemented to improve the
processes of updating banking systems. Collaborative work between development and
operational teams helped reduce the implementation time of updates from several weeks
to a few days. Automated tests and implementation processes significantly reduced the
number of errors and improved the stability of banking systems.

Example 2: Industrial Manufacturing

Inthefield of industrial manufacturing, DevOps culture was successfully implemented
to optimize equipment monitoring and update processes. The use of automation tools
significantly improved performance and timeliness of changes. The development and
operational teams became more cohesive, leading to quicker responses to failures and
problems in the production environment.

Example 3: Technology Startup

A technology startup successfully integrated DevOps culture from its inception. As a
result, the startup was able to quickly deploy new features and services, contributing to
rapid user base growth. The flexibility and responsiveness of DevOps gave the startup a
competitive edge in the market.

These examples highlight that successful integration of DevOps culture is possible
in various industries and types of organizations. A common factor in these cases is not
only the use of technological tools but also the change in the culture of collaboration
and interaction within teams.

Challenges in Adapting DevOps Culture

Implementing DevOps culture often requires significant changes in corporate
culture. Developing new values of collaboration, openness to new ideas, and readiness
for change can encounter resistance from old traditions. The need to change the mindset
of employees and leadership is one of the main challenges that require careful guidance
and educational programs.
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Another significant challenge is training staff in new methods and tools implemented
in the context of DevOps. Training not only in technical aspects but also in changing
approaches to work, automation, and interaction between departments requires time and
resources. Insufficient staff preparation can be a barrier to the successful adaptation of
DevOps culture.

Effective change management is also a challenge in implementing DevOps. Moving
away from old processes and introducing new ones implies not only technological
changes but also changes in organizational structure, employee responsibilities, and
ways of interaction between departments. Managing these changes in a way that
minimizes resistance and maximizes the adoption of new methodologies is a complex
task.

In this part of the study, we focus on strategies that organizations can use for
effective change management in the process of adapting DevOps culture. Leadership
plays a key role in the successful implementation of DevOps. Influential leaders must
create an inspiring vision of change and demonstrate personal involvement in adapting
DevOps. Transitioning to a new culture requires clear leadership and support from top
management.

Using modern change management tools is an important component of successful
adaptation to DevOps culture. Electronic systems for tracking changes, web platforms
for information exchange, and training programs help structure and coordinate the
change process, ensuring a smoother transition.

Analyzing successful practices of organizations that have already successfully
implemented DevOps is a valuable resource for those just starting their journey in this
area. We will consider specific cases where change management strategies played a key
role in success and highlight proven methods that can be adapted for one's own needs.

In this part of the research, we focus on the prospects of developing DevOps culture
in a corporate environment, considering the expected long-term benefits and potential
challenges.

Adopting DevOps culture offers organizations a unique opportunity to achieve long-
term benefits. Effective implementation of DevOps principles can lead to improved
overall performance. Accelerating the development cycle, more frequent releases, and
process automation contribute to overall efficiency enhancement.

One significant result of implementing DevOps is greater flexibility and
responsiveness of the organization. The DevOps methodology provides a more flexible
and responsive approach to changes in requirements, allowing companies to respond
more quickly to market demands and customer requests.

Another advantage is the reduction of costs and risks. Automated processes and
improved collaboration methods within DevOps reduce the risk of human error and,
consequently, operational costs. This approach also helps in reducing overall risks
associated with implementing changes, becoming an important factor in the pursuit of
stability and reliability in operations.

Despite the potential advantages, the culture of DevOps faces challenges and trends in
the future. Companies must be prepared primarily for cultural changes: ongoing cultural
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changes may require constant attention and support from leadership for successful
integration. DevSecOps security is also important: with the growing importance of IT
security, the future of DevOps includes integrating security aspects into DevSecOps.
Additionally, changes in tool and technology development: the future of DevOps culture
is associated with the continuous development of tools and technologies that support
effective automation and collaboration.

The international context and globalization of DevOps are also interesting to consider.
Namely, how different countries and cultures adapt and implement DevOps practices.

The international context and globalization of DevOps are key factors in the modern
world of information technology. In the era of globalization, where technology and
innovation know no borders, DevOps practices are adapted and implemented in
various countries and cultural contexts. This process not only contributes to the spread
of DevOps as a global phenomenon but also enriches it with diverse approaches and
unique implementations.

The adoption of DevOps in different countries depends on many factors, including
economic conditions, the level of technological development, cultural features, and
educational systems. In developed countries, such as the USA, Germany, and Japan,
where there is a strong IT infrastructure and a high level of technological maturity,
DevOps quickly became a popular practice. These countries often act as innovation
leaders, and their approaches to DevOps are characterized by a high degree of automation,
process improvement, and the introduction of advanced technologies.

In developing countries, such as India, Brazil, and South Africa, the implementation
of DevOps is also gaining momentum but has its specifics. These countries often face
limited resources, leading them to seek more economical and adaptable solutions. In
these conditions, DevOps often acts as a means to increase efficiency and reduce costs.
Companies in these regions tend to focus more on the cultural aspects of DevOps, such
as collaboration and flexibility, and less on costly technological innovations.

The cultural context plays an important role in adapting DevOps. For example, in
countries with high levels of hierarchy in organizations, such as Japan or South Korea,
the implementation of DevOps may face certain obstacles, as this methodology requires
flexibility and flat hierarchies. In such cases, companies must not only introduce new
tools and processes but also work on changing corporate culture and management
structure.

In the context of globalization, many companies become multicultural, including
employees from different countries and cultural backgrounds. This creates unique
challenges and opportunities for DevOps. Multicultural teams may face barriers in
communication and understanding, but at the same time, they can bring diverse views
and approaches that enrich the DevOps process. Effective management of multicultural
teams and creating an environment where each team member feels involved and valued
becomes a key aspect of DevOps success on a global scale.

With the diversity brought by globalization, it becomes increasingly crucial to
ensure that every member of an organization, regardless of their geographical or cultural
background, is aligned and informed about the ongoing processes. This alignment is
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vital for maintaining a cohesive and efficient workflow across different teams. In order
to be able to know if we are making progress toward our goal, it’s essential that everyone
in the organization knows the current state of work (Gene Kim, 2016).

Technological innovations also play a significant role in the globalization of DevOps.
New tools and platforms that simplify collaboration and automation become available to
companies worldwide. Cloud technologies, containerization, and microservices allow
teams to develop and deploy applications faster and more efficiently, regardless of their
geographical location.

However, the globalization of DevOps also comes with certain challenges. One
of them is managing security and compliance with various international standards
and regulations. Since DevOps often involves continuous delivery and deployment,
companies must ensure that their processes comply with all necessary security and data
confidentiality requirements.

Education and training are also key factors in the globalization of DevOps. The
growing demand for DevOps specialists leads to the need to develop educational
programs and courses focused on this methodology. Many universities and educational
institutions around the world are introducing courses and programs dedicated to DevOps
to prepare students for work in this rapidly developing field.

Conclusion

In the final part of our research, we summarize the analysis of the adaptation of
DevOps culture in the corporate environment, with a particular focus on the influence
of globalization. Our main conclusions emphasize that successful adaptation of DevOps
culture requires not only technical changes but also cultural transformations within the
organization, especially in a global context.

We discovered that collaboration and cultural changes are critically important for
the effective adaptation of DevOps. Organizations need to not only implement new
technologies and practices but also strive to create a culture of openness and flexibility
that fosters innovation and effective interaction.

Training and supporting staff remain key factors for success. Developing competencies
and skills of employees, as well as their adaptation to new methods of working in the
DevOps environment, are critically important for achieving expected results.

Change management acts as a central element of successful DevOps implementation,
especially inamulticultural and international environment. Effective change management
helps minimize resistance and facilitates a smoother transformation.

In the context of globalization, DevOps significantly influences global IT strategies,
contributing to more efficient, flexible, and innovative software development. The
globalization process not only helps expand DevOps practices but also enriches its
versatility and adaptability.

In conclusion, our study shows that the adaptation of DevOps culture in the corporate
environment is a complex process that is enhanced and enriched in the conditions
of globalization. Organizations aspiring to successfully implement DevOps should
consider both technological and cultural aspects to fully realize the potential of this
methodology in an international context.
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As we conclude our discussion on the adaptation of DevOps culture in a corporate
environment, it's important to reiterate the significance of process automation as a
cornerstone of DevOps practices. The philosophy of incremental improvement and
automation is aptly summarized by the following insight: 'So, when should you think
about automating a process? The simplest answer is, “When you have to do it a second
time.” The third time you do something, it should be done using an automated process.
This fine-grained incremental approach rapidly creates a system for automating the
repeated parts of your development, build, test, and deployment process.' (Jez Humble)
This approach not only enhances efficiency but also aligns perfectly with the DevOps
ethos of continuous improvement and adaptability.
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Abstract. This article talks about the most dangerous Zimbra mail server
vulnerabilities of 2021-2022. In addition, the terms of their use, vulnerable code parts
and features are indicated. The risk of vulnerabilities is higher than 7.0 according to
the Common Vulnerability Scoring System (CVSS) rating. This shows how easy it is
to exploit the vulnerability and how much damage it can do to the system. Using them,
attackers can perform various commands on the server itself, starting with accessing
mail. If we take into account that Zimbra mail belongs to popular corporate solutions,
we can see that its users are business representatives and the public sector. And the value
of information in them is important not only for those individuals, but also for the state.
After analyzing each vulnerability, their patches for each branch are shown.
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AnHoTtamus. byn makanaga Zimbra nomrransik cepepiniy 202 1-2022 xpuinapaarbt
€H KayinTi OocCaJAbIKTaphl Typanbl aWTburFaH. COHBIMEH KaTap oOJapibl KOJIJIaHy
LIapTTapbl, ocan KojJ OeJlikTepi MeH MYMKIHAIKTepi KepceTinreH. OcanabIKTapAblH
kayim Common Vulnerability Scoring System (CVSS) petitunri 6oiipama 7,0-neH
JKOFaphl. byJl 0cayibIKThl NakiiajaHy KaHIIAJIBIKTI OHAl CKeHIH XKOHE JKYHere yJIKeH
3WSIHBIH THTI3eTiHIH Oinmipeni. Omapasl KONIaHy apKbUIbI 3USHKECTEpP MOMITaHBIH
XaTTaphlHA KOJ JKETKI3y[eH OacTam cepBepaiH ©3iHIe Typii KOMaHmalap OpBIHAai
anajpl. Zimbra MomTackl TAaHBIMAJ KOPIIOPATUBTIK MICIIIMICPTe )KaTaTbIHBIH €CKEePCEK,
OHJIa OHBIH KOJIAHYIIBIIAPHl OM3HEC OKUIIepi MEH MEMIICKETTIK CEKTOPHI EKCHIH
OalikaitMbI3. AJl oJapiarbl MOJTIMETTEPIiH KYHBUIBIFBI TEK COJ TYJIFajapra FaHa eMec
COHBIMEH KaTap MEMIIEKETKE JI€¢ MaHBI3bl. OpOip OCANBIKTHI TalaFaHHAH KeHiH
oJIap/IbIH 9pOip TapMak YIIiH MardTapbl KOPCETIITEH.

Tyiiin ce3mep: Zimbra mouTanblK cepBepi, OcallblK, 3HUsSHKEC, Ajax, HYCKa,
memcache, unrar, HTML, web-cepsep, RCE (koATBI KaImIbIKTBIKTAH OPBIHIAY), TET,
CVE (xanmsl ocaibIKTap MEH acepiiep)

Joiiexco3 ymin: b.C. EcenbaeB, K.M. CarunamgsixoB. ZIMBRA TIOILITAJIBIK
CEPBEPIHIH COHFbI XbUIJAPJATbBI OCAJIIbIKTAPBI//Akmapartsik xoHE
KOMMYHHUKAIUSUIBIK TEXHOJIOTUSIIAPIbIH XaJbIKapalbIK KypHaibl. 2023. V.4. Ne 4. bet
76-83 (xazax TimiHnae). https://doi.org/10.54309/1JICT.2023.16.4.007.
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Annoramus. Ctaresi COACPKUT WHPOPMAIMIO O CAMBIX ONACHBIX YS3BUMOCTSIX
moyToBOro cepepa Zimbra 2021-2022 romoB. ABTOPBI OIMCHIBAIOT YCIOBUS WX
WCTIOJIb30BAHMUSA, YS3BUMBbIE YaCTH KOAA M 0COOEHHOCTH. PHUCK ys3BUMOCTEH, TI0 OLIeHKe
aBTOpOB, BhIie 7,0 mo peiituary Common Vulnerability Scoring System (CVSS), uro
[IOKA3bIBAET, HACKOJIBKO JIETKO HCIIOIb30BaTh YS3BUMOCTh, KAaKOH yIIEpO OHAa MOMKET
HAHECTH CHUCTEME M KaKUM 00pa3oM 3JI0YMBINUICHHUKHA MOTYT BBHITIOJHSTH pa3invHbIe
neiictBust Ha cepsepe. Ecnu ydecTb, 4To moyta Zimbra OTHOCUTCS K HOIYJISPHBIM
KOPIOPATUBHBIM PELICHHUSIM, TO MOYKHO YBHJETh, YTO €€ TOJIH30BATENSIMHU SBISIOTCS
MpeAcTaBUTeNn OM3Heca M roccekropa. M meHHocTh MHQOpMAalLMU B HUX BaKHA HE
TOJBKO AJISL 3THX JIML, HO W Ajs rocynapcrsa. Ilocne aHanmmsza kaxaod ysI3BUMOCTH
[OKa3aHbl UX MaT4Yy JUIsl KayKAO0H BETBH.

KuroueBbie ci10Ba: MouTOBEIH cepBep Zimbra, yI3BUMOCTb, 37I0yMBINIICHHUK, Ajax,
BepcHsl, KAII namsiTH, pacrnakoBka, HTML, Be6-cepsep, RCE (ynaneHHOe BHITIONHEHHE
koxa), ter, CVE (oOmue ys3BumoctH 1 3¢pdexTsr)

Jdasi murupoBanusi: b.C. Ecenbae, K.M. CarungsikoB. YA3BHMOCTU
[IOYTOBOI'O CEPBEPA ZIMBRA 3A TIOCJIIEAHUE T'OAbl/MexnynapoaHbiii
KypHaIT HH()OPMAITMOHHBIX 1 KOMMYHHUKAITMOHHBIX TexHomorui. 2023. T. 04. Ne 4. Crp.
7683 (Ha anr.). https://doi.org/10.54309/1JICT.2023.16.4.007.

Kipicne

Zimbra — >xahanpIK OM3HEC YIIiH TaHbIMAT BeO-momiTa meriMi. OHbl KyH CailblH
MWJUTHOHAFaH MaiJaaHyIIslIap apacklHaa MeKTPOHAIK xar anMacy yiria 200000-
HaH acTaM KOMITaHUSIap MEH MBIHHAH aCTaM MEMJICKETTIK KOHE Kap>Kbl HHCTUTYTTaPhI
naiananaapl. 3USHKECTEP KbI3BMETKEP/IiH 3JICKTPOHIBIK MOIITACHIHA TIPKEATICIHE KO
JKETKI3e aJiFaH )kar/iaiiia, keOiHece Kayirci3aikke eney acep ereai. Kymnus aknapar rex
Ky)KaTTapaH 0acka, 3JeKTPOH/BIK MOIITA TIPKerici Kymus ce3/1i KallblHa KeaTipyre
MYMKIHIIK OepeTiH 6acKka KYIHs TipKeITUIepMeH kil OaiaHbICaIb.

Ochl makanana OipHelle ocaljbIKTap TajkpuiaHajubl. Alta kercek CVE-2021-—
35208 (cafitapansik cueHapuii Kareci), CVE-2022-27924(ayTendukanusHel eTnereH
naiinananymeira memcache komanmanmapelH opbiHIay Mymkiagiri), CVE-2022—
30333 (unrar-ga avinmbl xka3y kesingeri ocanabik) sxoHe CVE-2022-41352 (koartst
KaIbIKTEIKTaH opbiHAay Hemece RCE) (Vulmon, 2022).

Marepuajgap MeH dicTep

OcanIbIKTBIH 9cepiHeH ayTeHTH(PUKAIHUAIAH OTIeTeH 3UsIHKeCKe YHBIMHBIH Zimbra
BeO-TIoMITa cepBepin Oy3yra MyMKiHik Oepeni. HoTmxkecine 3usitHKkec caiiTTapra >KoHe
0apIbIK KbIBMETKEPJICP/IiH SEKTPOH/IBIK XaTTapbiH Ko JkeTkize amaasl (OpenCVE,
2022).

CVE-2021-35208 — »2ieKkTpoHABIK IOIITAaHBIH KIpIiCiH Kapay Ke3iHae maiima-
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JIAHYIIBIHBIH INOJFBIIBIHAA iCKe KOCBUIYBI MYMKIiH calTapalblK CLEHapHi Kareci.
3uAHABl SNEKTPOHIBIK MowmTaga acaiaraH JavaScript skyktemeci Oonanmbl, o
OpBIHJAJTFaH Ke3/ie 3MsHKECKEe MailanaHylIbIHBIH OapiiblK 3JIEKTPOHABIK XaTTapblHa,
COHJIali-aK oJIap/ibIH BEO-TIONITa CEaHChIHA KOJI KETKI3yre MyYMKiHJIIK Oepeni. OChIHBIH
KeMeriMeH Oacka Zimbra MYMKIHIIKTEpiHE KOJ KETKi3yre >KOHE OIaH opi Kypremi
malysuIapAbl 0actayra Oonaabl.

OnexrpoHnbIK neHene DOM Herizinze cakranran XSS

Zimbra apXuTeKTypachl Kipic momra TpaduriH eHICHUTIH XoHE BeO-IOIITAaHBI
kamramachi3 eretid HTTP cepsep Oesirine Oesminres. Zimbra natepdeici aneKTPpOHIbIK
MOLITAaHBI Kapay YLIIH KOJAaHbLIa bl )KOHE 3 TYPJIi KIIMEHT apKbUIbI KOJI JKETIMIi:

© OJENKi KIIMeHT OOJIBIN Ta0BUIATHIH Ajax-Ka CEHETIH KITUEHT

- Crarukainslik HTML kimenri

- MoOwWIb/i KYpbUIFBLIAp YIIIH OHTANIAHIBIPHUTFAH KIMEHT

Yur Typiai KIMEHTTiH Oipleil Kayinci3nik KemijairiH aryblH KaMTaMachl3 eTy YIIiH
cepBep JKarbIHIAFBI Kipic 3MeKTpoHABIK momTanapiasy HTML ma3smyHbIH Tazapty
TypaJibl IU3alHepIIiK meriM Kaobuaanasl. bys kamam OWASP Java-HTML-Sanitizer
KOMETIMEH MYKHAT jKoHe nypeic opbiHnanansl (National Institute of Standards and
Technology, CVE-2021).

CepBep karblHIa Ta3zajay/bl MalJalaHyAblH KEMIIUTri — OapiblK YII KIHEHT
KeWIHHEH 3JIeKTPOHABIK moiutaHbiH ceHiMai HTML koabiH Oiperedi Typae kepceTy
yiIiH typrienaipe anansl. Kazipain esinge ennenren HTML kipictepin TypieHIipy
HTML-xin Oy3bL1ybIHa, conan keitin XSS malybuiapbiHa oKelyl MYMKIH.

Zimbra-na Ajax kmuenti HTML Terrtepinme aybICTBIpYNapasl OpBIHAAY YIIiH
TYPaKTbl ©PHEKTI TaijanaHajasl. Bya aybICThIpy MilliH TETiHIE OpeKeT aTpuOyThI
OoyMaraH Ke3/le OpbIH aylajibl, OUTKeHi Oy aTpuOyTThIH o/ienKi OoMaysl con OeTTeri
cypayra anbin keneni. ComaH KeiiH TYpakThl ©pHEK OHBIH OpHBbIHA 9JIETIKI MoHI Oap
Kayirci3 opeKeT arpuOyThIH €HTi3e/i:

/js/zimbraMail/mail/view/ZmMailMsgView.js

(html.search(/(<form) (?![*>]+action)(.%7>)/qg))
{ html = html.replace(/(<form)(?![*>]+action) (.*7>)/ig, function(form
(form.match(/target/g)) { form = form.replace(/(<.*)(target=.x)(.*>)/q,

'$laction="SAMEHOSTFORMPOST-BLOCKED" target="_blank"$3'); }
{ form = form.replace(/(<form)(?![~>]+action)(.*?>)/qg,
'$1 action="SAMEHOSTFORMPOST-BLOCKED" target="_blank"$2"'); } form;

Cypem 1 - Zimbra nowmacwinoaswl ocan koomuly 6enici

MyHpali aybIcThIpySap Kayinti, eiiTkeHi 3ustakec skapamasl HTML Gap maiiganst
KYKTEMEHI jKacai anajipl, MbICAJIbL:

="<form > x" noshade="<script>alert(document.cookie);//" />

Cypem 2 — Ocanovikmul KOIOAHY YUliH HCACANAMBIH NALOATbL HCYKIMEMe
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Hr reringe 6acka terrep 6ap atpulyTtTap 6osnca 1a, Oy KaabIlTh KaFaai, elTKeHi
form sxoHe script Teri Koc ThIpHAKILaFa albIHFaH KOHE OChI apKbUIbI aTpUOYT MoHIEpi
peTinae Tycinaipinesni.

Anaiiga, >KoFapblga CHUIATTAIFaH TYPakThl epHEK align arpuOyTHIHIAFBI MilliH
TeriMeH coiikec kenenmi. Ochluaiiia, Keaecl HaTHKere KO JKETKI3CeK Oomaabl:

Cypem

< ="<form action="POST" target="blank" >

x" noshade="< >alert(document.domain);alert(document.cookie);

3 — Ilatioanel scykmemeniy Kypoeni mypi

HTML xa3ip OyiiHreH, eiiTkeHi OYpbIH 3USHCHI3 hr TeriHe OipHemie aTpuOyTTap
enrizingi. Google Chrome-na script teri enzi arpudyT MoHi petinae emec, HTML Teri-
HIiH 31 peTiHae TyciHaipineni, Oy MmadybUIIaybiFa AIEKTPOHIBIK MOMTaHbl Kapaii-
THIH KITMEHTTIH MIOJIFBIIIBIHAA epikTi JavaScript KoabIH OpbIHAayFa MYMKIHIIK Oepe/ti.

Bapneik macenenepni Zimbra komanmacel 8.8.15 cepusicel ymiH 18 martdreH jxoHe
9.0 cepusicel ymiH 16 mardmen memTi. Eki TapMakThIH alfbIHFBI HYCKaJapbl ocaj
(OpenCVE, 2022).

CVE-2022-27924

CVE-2022-27924 8.8 HyckanapblHIa koHE 9-1Ibl HYCKaHbIH TapMaKTapblHAA N1a
0ap. KonTeiH kemiminikTepi Zimbra-garel Kepi MPOKCH-CepBEPiHE dcep eTelli KOHE OHBI
9JIeTIKi TapaMeTpiiepMeH ayTeHTH(puKanusIanOaran 3usHkec Koiana anaasl (National
Institute of Standards and Technology, 2022).

Memcached — kapamaiibiM MOTIHJIIK ITPOTOKOJ apKBUTBI OPHATYFa )KOHE IIBIFapyFa
0O0JTaTBIH KiJIT/MOH KYIITAPBIH CAKTANTHIH CepPBEP.

Zimbra-ma i37ey KbI3METiHEH KaKeTTi IKi cepBep albIHFAaHHAH KeWiH, IMIKi
CepBep/IiH MeKeH-Kaibl Keneci xabapmamansl xkayanTel Memcached kp3meTine xidepy
apKpUIBI K31IKe Kochinaabl (Rapid Vulnerability, 2022):

Cypem 4 - Zimbra cepsepine dcana agmopu3ayusaniany JHouvi K0caovl

Memcache xabapiaManapbIHbIH MbICAJIapPBIHIAFbI JKaHA KOJIIApIbl KOPCETy YIIiH
(\r\n) KonaHBLIA/IBI, OTKEHI OJIap OCATIBIKTHI TYCIHY YIIiH MaHBI3/IbI.

Conan keitin cepep Memcached kimueHTiHe, Oyl jkarjaiia kepi Zimbra npokcu-
CepBepiHe JKAATHIH COTTI OOJIFAHBIH OULAIPETIH KapamaibiM xabapiamMameH jKayarl
oepeni:

Cypem 5—4-cypemme opvlHOanean KOMaHOAA HCYUCHIH Heayabbl

By nmepekrep K3IIKe KOCBUIFAHHAH KeiiH, Zimbra-HbIH Kepi MPOKCH-CEpBEpi
naigananymsiHelH HTTP cypaysin opsinaaran cailbiH ofapasl axyFa TeIpsicaisl. O
yiin Memcached cepBepine keneci xabapiama sxidepineni:
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Cypem 6 - I[lanioananyweinviy HTTP cypaywina sicayan any

Copnan keiiin Memcached cepBepi keneci jkayanTbl KaliTapaibl:

Cypem 7 — «Cypem 6» arcytiecinin drcayadul

Kbamrreri a3y kinTi oHait. Oxn xeneci ¢popmaTka colikec keneai route: proto= PRO-
TOCOL;user=EMAIL. Http ssl, imap Hemece pop3 npoTokoigapsl 00Iybl MYMKiH.

Tyserinren nyckanap 31.1 8.8.15 tapmarbina sxone 24.1 9.0.0 TapmarbiHa OOJBIT
TaOBLUIABL.

CVE-2022-30333

CVE-2022-30333 — unrar-na ¢aiinasl xxa3zy ke3inzaeri ocaiasik. [lopMeH sxombIH-
JaFbl unrar CHHTaKcuci kenecigei 0omysl MmymKiH (Debian security tracker, CVE-2022):

unrar x archive.rar /tmp/extract
Cypem 8 - unrar apkviiel apxuémi Kepcemineer Mypazamya wvleapy

By mopmen Gapisik (paiimmapabl MyparaTrTaH /tmp/extract KaTaJoTbIHA IIBIFapabl.
[lopmenni makelpaThlH NaiganaHymsl  daingap Tek /tmp/extract KaTajJorbiHa
XKa3bUTabl IeT KyTel. Amavis CUSIKThI OaFJapiiaMalibiK xKacakrama 0apiibik (ainaap sl
OHJIETEHHEH KeWiH Kayilci3 Typne *orora OONaTHIHIBIFIHA KO3 JKETKi3y YIIIH OCHI
Oommkamra cyhieHeni. byn kayimeizmik skyiieci unrar KOMETiMEH JKy3ere achIpbliajbl
JKoHe ofieTKi OoibIHIIa Kockutansl (Nucleus Security Research Team Analysis CVE-
2022).

XKorapbina aiiteFannaii, RAR MyparateiHa Tipkemeci ©0ap 3JIE€KTPOHIBIK
MOLITAaHBl aJFaH Ke3/e, OJl unrar apkbulbl Amavis Tajjaybl YIIiH aBTOMarThl TYpAE
anpiHaAbl. Zimbra-a KenTereH KbI3METTEp, COHBIH imiHie Amavis cepBepi zimbra
naianaHymbIChl PETiHAC KYMBIC 1CTEHI.

Hotwxecinge ¢aiinra >xa3ynslH KapaOalbIpibiFbl 0acka KbI3METTEPIIH >KYMBIC
KaTajnortapsiaaa (aingapasl Kypyra skoHe KaiiTa jka3yra MYMKIHAIK Oepeni. 3usHKec
RCE-re opTyp:mi KongapMeH Koil jkeTkize anaabl. Mbicansl, o1 JSP kaObirbiH BeO-
KaTaJorKa >ka3a allaTbIHBIH aWTTHIK. Auaija, Zimbra maHajlapbIHBIH KOMIIUTITiHIIE
OipHemie cepBepiepre OeJiHTeH ©3 KbI3MeTTepi 0Oap, COHIBIKTaH KONTereH
KOHJIBIPFbIIap/a OyJ1 9M1iCTi maiiianany MYMKIH eMec.

3uHkec Zimbra JaHachIHAAFBl Unrar OCAJABIFBIH COTTI MaliiajaHfaH Ke3ae, O
Zimbra maianaHyIIbIChl PETIHAE €PIKTI KYHesNiK KOMaHIanapAbl OpBIHAAN ayaibl.
Kasipri Tanga zimbra naiijanaHymibICbIHaH root-Ka JeiiH KOTepeTiH SKCIUIoUTTap 0ap.

[Maty 6.12 eximik HycKacblHa eHri3iuireH, oHel RarLab BeO-caifTeiHaH KykTeyre
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Oonazapl. Zimbra Oyn moceneni Amavis-Ti kipic RAR Tipkemenepin mwsirapy yuiH unrar
OpHBIHA 7Z OPHATY apKbLIbI MIEIITI.

CVE-2022—41352

CVE-2022-41352-ni naiinanany cueHapuiii keneciget (Twitter exploit for CVE-

2022):
® ®@ ©® @
A N N
DT B @~ lnd » e

Cypem 9 - 3usnxkecmiy CVE-2022—41352-0i naudanany cyenapuiii

1) laOypuinaymrst Tar 3UsTHIBI MyparaThlH JIEKTPOH/IBIK MOIITaMEH KiOepesi.

2) DNeKTPOHJBIK TIOIITaHBI aJlFAHHAH KeiiH Zimbra OHBI CrlaM MEH 3USHJBI
OarmapiiaMarapra TeKcepy YIniH Amavis-ke xioepe/.

3) Amavis D3JeKTpOHABIK TIOMITA TIpKEMENepiH Taliaiiibl >KOHE TipKeIreH
MYparaTThIH Ma3MYHBIH TEKCEpE/Ii.

4) Ulwrapy ke3inge JSP BeO-kaObrbl webmail KOMITOHEHTI MalijaiaHaThIH KaJllbIFa
KOJI JKETIMJII KaTaJOTrTap/blH OipiHEe OpHAJIACTHIPhUIAAbI. 3USHKEC MaiiiagaHyIIbIHbIH
KOMIIBIOTEPIHJIC EpIKTI KOMaHAajdapAbl OpbIHAayAbl Oactay yIIiH BeO-KaObIKKa OTyi
MYMKIH.

Keneci somnnmap kasipri yakeitra CVE-2022—41352 naiinanaHaTblH 3USHKECTEPIIH
BeO-KaObIKIIIaIap YIliH OpHAJIACTHIPFAH Ol OPBIHAAPHI OOJIBINT TAOBLIA b

Jopt/zimbra/jetty/webapps/zimbra/public/.error. jsp
Jopt/zimbrosjetty/webapps/zimbra/public/ResourcesVerificaton. jsp
/opt/zimbrao/jetty/webapps/zimbraspublic/ResourceVerificaton. jsp
Jopt/zimbra/jetty/webapps/zimbra/public/ZimletCore. jsp
fopt/zimbra/jetty/webapps/zimbra/public/searchx. jsp

| fopt/zimbros jetty/webapps/zimbra/public/seachx. jsp

Cypem 10 - suanxecmepOiy nanoanvl Hcykmemenepi OpHaLACKAH MYPaammap

Erep Zimbra KOHIOBIpFBICEIHAA OCH (almapaslH  Oipi  Kesmecce, JeMeEK
3USTHKECTEPIIiH cepBepre Kipyre MyMKiHairi 6ap. Tex KaHa Qailiapl KO0 KETKITIKCI3.
Zimbra-na ne3uH(peKnusiay eTe KWbIH, OUTKEH] 3USHKEC OPTYPIIi KBI3MET TipKenTiiepi
MaiganaHaThlH KYIUS CO3AEp/Al KAMTHTHIH KOHUTypanus (aiinmapbsiHa KOJ KeTKi3e
anasel. by Tipkenri gepekTepine HHTEpHETTEH KO )KeTiM/Ii OoIica, OHa cepBepre Kipyai
KaJITIbIHA KeNTipyi MyMKiH. COHBIMEH KaTap, OChl YaKbITKa JICHiH TarnmKaH O0apibiK BeO-
KaOBIKTapABIH CHUIIATBIH €CKEPe OTBIPHII, 3MSHKEC MYHIA MYMKIHIIKKE e OoIFaHHaH
KCWiH HEFYPIIBIM CEHIM/II KOHE KYPIENi apTKbI €CIKTep/Ii OPHAIACTHIPATHIHEI CO3CI3.

KopbIThIHABI

byt makamama Zimbra mOmITaNBIK CEpBEPiHILT] OipHEIIe OCAIIBIKTAPIbI TATAABIK,
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On ocanJbIKTapAblH OPKANCBICHI ©O3MIrIHEH KayinTi OONbIN TaObUTaIbl. ATaiFaH
OCAJIIBIKTAp/IaH 0acKa Ja TYpii OCAIJBIKTap a3 eMeC. YaKbIT OTKeH CaiiblH OJap/blH
Karapbl TeK Tonbiryna. Shodan yrunuraceina cyiiencek Kazakcrangaa 200 acram Zimbra
MowITa cepBepiaepi Oap skoHe oNapAbIH ilIiHIe MEMIIEKETTIK MEKeMeIep e a3 eMec.
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Abstract. The article discusses the principles of human-machine control com-
munication systems for special purposes, which belong to the class of controlled systems.
In addition, the authors' attention is drawn to the methodological principles of the study
of such systems; the functional architecture of a special purpose communication system
(SPCS) in the form of a three-level conceptual model is considered. The most general
methodological principles of communication system research, considered in the work
is a systematic approach. Within the framework of this approach, an interconnected
special-purpose communication system is considered as an integral part of the control
system of higher-order systems. The authors believe that the methodology of the study of
such systems is mainly based on a combination of methods of induction (from particular
to complex) and deduction (decomposition), that is, consideration from general to
particular, from simple to complex. The hierarchy of the SPCS description is used as
a method of eliminating contradictions between simplicity and taking into account the
remaining multiple parameters of the system. Each level of the hierarchy corresponds
to specific features, functions, laws and principles, terms and concepts, using which it is
best possible to predict and describe the functioning of the SPCS.

Keywords: human-machine systems, modeling methods, selection of indicators,
apparatus for evaluating the effectiveness of decisions made, induction methods,
decomposition methods
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APHAMBI MAKCATTAFbI BAMJIAHBIC JKYHEJIEPI

B.K. Knénog’, KJI. Taupos, A.T. Omapos

Kaénos Basepunii KoHcranTmHOBMY — 3amacTarbl [IOJKOBHHMK, TEXHUKA FbUIBIMIAPBIHBIH
MarucTpi, «OCKepH pPaJMOTEXHUKA JKOHE DJICKTPOHUKA Heri3gepi» KadenpachbIHBIH ara OKBITYIIBICH,
PanmosnekTpoHuKa skoHe GaliTaHbIC 9CKePH-MHKESHEPITiK HHCTUTYTHL.

Taupos Kymaxyu Jlecysbl — aekTp OaillaHbIC HIDKEHEPI, «OCKEepH paIHOTEXHHKA KOHE HICKTPOHUKA
Heri3zepi» KadenpachHBIH ara OKBITYIIBICHI, PaqrodeKTpoHrKa oHe OallIaHBIC 9CKEepH-HHKCHEPIIK
HMHCTUTYTBL.

OmapoB Anmac Typrammyasl — dnextp GaimaHblc HIKeHepi, «PagnoTeXHUKa, IEKTPOHHKA JKOHE
TEJICKOMMYHUKAILUSIAP» KaeapacklHbIH CEHHOP-JIEKTOPEI, XaJIbIKapaJlbIK aKIapaTThIK TEXHOJIOTHIIAP
YHUBEPCHUTETI.

© B.K. Kiénos, X.JI. Taupos, A.T. Omapos, 2023

AnHoTranusi. Makanaga OacKapbUIaTbIH JKYHenep KiachblHA JKaTaTblH apHaubl
MakcarTarbl afaM-MallMHANbIK Oackapy OaiifaHblc >KyHenepiHiH NpHHIOUNITEPI
KapacTelpbuiafbl. COHBIMEH Karap, aBTOpJapAblH Has3apbl OCBIHAAW Kylenepai
3epTTEYAiH 9icTeMeNiK MPUHIHIITEPiHe ayNapbllaibl; YIII ACHI eIl TY>KBIPHIMIaMaIIbIK
MOJIeTIb TYPiHJE apHaibl MaKcarTarbl Oainanbic xyiecinig (AMBX) ¢ynkunonanusl
ApXHUTEKTypachl KapacThlpbuiafbl. JKyMpIcTa KapacThIpbUIFaH OaiyiaHbic >KyHeciH
3epTTEYIIH €H KaJIbl 9AiCTEMENIK MPUHIMIITEP] KYHeNiK Tocis 0ombin Tadbuianbl. Ockl
TociN meHOepine e3apa OailIaHBICTHI apHalibl MaKcaTTarbl OaliIaHbIC JKYHeci KOFapbl
peTTi kyhenepai Oackapy KyHeciHiH Kypampaac Oelliri peTiHIe KapacCThIPbLIaJlbl.
ABTOpIap MyHJIal >KyHenepHi 3epTTey oiicTeMeci HeTi3iHeH HHIAYKLIUS (KeKeIeH
KYpZeJire) »xoHe AeAyKuus (bLAbIpay) OAiCTepiHIH JKUBIHTHIFbIHA HET13[eJITeH, SFHH
KalblAaH JKeKere, KapamailbIMHAH KypzeJlire kapacTelpy naen caHaiasl. AMBXK
CUIMATTaMaChIHBIH HEepapXHsiChl KapanaibIMABUIBIK TIeH JKYHEeHiH KairaH OipHele
napamMeTpliepiH eCKepe OTBIPHII, KaHIIBIIBIKTApABI KO0 9/1iCi PeTiHAe KOIIaHbUIAIbI.
UepapxusiHplH op AeHredine Oenrini Oip epekmienikrep, QyHKUUsIAp, 3aHAap MEH
MPUHOUNTEP, TEPMUHICP MEH TYKbIpbIMAaMalap COWKec Keileli, olaplbl KojjaHa
oteIpbi, AMBXK-HiH jkyMBIC icTeyiH OoipKayFa *KoHE CHIIAaTTayFa OoJabl.

Tyiiin ce3mep: amaM-mammHa >KyHesnepi, MOAeNbAEy oicTepi, KOPCETKIITepai
TaHJay, KaObUIJaHFaH WICHIIMACPIIH THUIMAUIIrIH Oaraiay anmaparbl; WHIYKIUS
oxicTepi, bIIBIpay daicTepi

Jloiiexcos ymin: B.XK. Knémos, X.JI. Tampos, A.T. Owmapo. APHAMBI
MAKCATTATBI BAMJIAHBIC H(YﬁEHEPI//AKHapaTTLIK JKOHE KOMMYHUKALMSIBIK
TEXHOJIOTUSIIAPIBbIH XaIbIKapaiblK )kypHaisl. 2023. V.4. Ne 4. Bet 84-91 (opbic TiniHAe).
https://doi.org/10.54309/IJICT.2023.16.4.008.
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CUCTEMBI CBA3U CHELHUAJIIBHOI'O HASHAYEHUS

B.K. Knénoe®, K.JI. Taupos, A.T. Omapoe

Kuéno Basepuii KoHCTaHTHHOBHY — IIOJIKOBHHMK 3araca, MarucTp TEXHMYECKHUX HayK, CTapIIUd
npernoaasarenb Kadpeapbl «OCHOBBI BOCHHOW PaJMOTEXHHKH W 3JCKTPOHHKW», BOCHHO-MHKCHEPHBIN
HMHCTUTYT PAJIMODJICKTPOHUKH U CBSI3U.

Taupos JKymarya JlecoBud — WHKCHEP JICKTPOCBSI3H, CTApIINil mpernonaBaresib kapeapbl «OCHOBBI
BOEHHOMW PaMOTEXHUKHU U AEKTPOHUKNUY», BOEHHO-UHIKEHEPHBIH HHCTUTYT PaIMOICKTPOHUKH U CBSI3H.
OmapoB Anamac TyprajameBud — HHXCHEP JICKTPOCBA3U, CCHUOP-JICKTOP Kadenpsl «PaganorexHuka,
JJICKTPOHUKA U TEJICKOMMYHHUKAIUIY, MEKTyHAPOIHBIN YHUBEPCUTET HH(POPMAIIHOHHBIX TEXHOJIOTHI.

© B.K. Kniénos, X.JI. Taupos, A.T. Omapos, 2023

AHHOTAIHS. B crarbe paccMOTpeHBI TNPHHIUIBI  YEIOBEKO-MAIIMHHBIX
YIPaBISIONIAX CHUCTEM CBSI3W  CIECHUAILHOTO Ha3HAYCHUsI, KOTOPBIE OTHOCSTCS
K KJIaccy ympaBlsemblx cucTteM. Kpome 3TOro, BHMMaHHWE aBTOPOB oOpariaercs
Ha METOJOJIOTHYECKUE TIPUHIIUITBI HCCIENIOBAHUS TaKHX CHCTEM; paccMOTpeHa
(yHKIMOHAJIbHASI apXUTEKTypa CUCTEMBI CBs3U criennaibHoro HazHadenus (CCCH) B
BHUJIC TPEXYPOBHEBOI KOHIIENITYaIbHOW Mofenu. Hanboee 00mumM METo0I0rHYeCKIM
MPUHIAIIOM HCCIIEIOBAHUSI CUCTEMBI CBSI3H, pacCMaTpHBaeMbIM B padoTe, SIBIISETCS
CHUCTEMHBIM TMOIXo[. B paMkax Takoro moaxojqa B3aWMOCBSI3aHHAs CHCTEMa CBS3H
CIEeTMaTFHOTO HA3HAUEHUS PACCMATPUBAETCS KaK COCTaBHAS 9YaCTh CHCTEMBI YITPABICHUS
cucteM OoJiee BBICOKOTO HOPs KA. ABTOPBI CUUTAIOT, YTO METOIOJIOTHSI HCCIICAOBAHNUS
TAaKUX CUCTEM B OCHOBHOM OCHOBaHa Ha COYETAaHHH METOAOB MHIYKIUH (OT YaCTHOTO
K CJIOXKHOMY) U JEAYKIHHU (JICKOMIIO3MIIUU), TO €CTh PacCMOTPEHHUE OT OOIIEro K
YacTHOMY, OT MpocToro K ciokHoMy. Mepapxus ommcanus CCCH mnpumensercs,
KaK METOJ] YCTpaHEHHsS TNPOTHBOPEYNH MEXIy MPOCTOTOW M YYETOM OCTAIIbHBIX
MHOYKECTBEHHBIX ITapaMeTPOB CUCTEMBI. Kax1oMy ypOBHIO HE€papXvH COOTBETCTBYIOT
creunpuuecKrue 0COOCHHOCTH, (PYHKIINH, 3aKOHBI U IPUHLIUIIBI, TEPMUHBI U KOHIICTILIUH,
HCTIONIB3Yysl KOTOpbIe, HAWTYUIINM 00pa3oM BO3MOKHO MPOTHO3MPOBAHHE M ONHMCAHHE
¢ynkmonnposanust CCCH.

KioueBble c0Ba: 4YenoBEKO-MAlIMHHBIE CHUCTEMBI, METOIBI MOJCIUPOBAHUS,
BBIOOp TTOKa3aTreseH, ammapar OlneHKH 3PQPEKTHBHOCTH MPUHATHIX PEIICHUHA, METOIBI
WHAYKIIAW, METOJTBI JEKOMITO3UIINU

Jast ututupoBanus: B.K. Knénos, JK.JI. Tanpos, A.T. Omapos. CUCTEMbI CBA3U
CIHHEIUAJIBHOI'O HA3HAUYEHU S1//MexayHapoaHsblii )kypHasl HHGOPMAaMOHHBIX U
KOMMYHHKaIIMOHHbBIX TexHojtoruit. 2023. T. 04. Ne 4, Ctp. 84-91 (Ha pycc.). https://doi.
org/10.54309/1JICT.2023.16.4.008.

BBenenmne

B pannHOli crarbe aBTOPHI MOCTAPAIUCHh PACCMOTPETb MPUHLHUIBI YEIOBEKO-
MAIIMHHBIX yr[paBJISIIOHH/IX CHUCTEM CBiA3H CIICHAJIBHOT'O HAa3HAYCHMHA, KOTOpI)Ie
MOXHO OTHCCTH K Knaccy ynpaBHSIeMBIX CUCTCM. TaK)Ke aBTOpBI o6pa1ua}0T BHUMAHUC
Ha METOMOJIOTHUCCKUE TPHUHIUIBI HCCIEAOBAHUS TAaKHUX CHCTEM; pPaccMOTpeHa
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(yHKIMOHANIBHAST apXUTEKTypa CHCTEMBbI cBs3H creuuansHoro HazHadenus (CCCH)
B BHJIC TPEXYPOBHEBOM KOHIENTYyalbHOW MOJEIU. ABTOPBI MOIBITAINCH PACCMOTPETh
Haubosiee OOIIKME METOAOJOTHYECKHEe MPUHIMUIBI HCCIEI0BaHUS CUCTEM CBS3H.
B pamkax cmcTeMHOro TOAXO/Ma B3aWMOCBSI3aHHAs CHUCTEMa CBS3H CIENHAIbHOTO
Ha3HAUYEHHUS B CTAaThe PACCMATPHUBAETCS KaK COCTaBHAS YaCTh CHCTEMBI YIPaBICHUS
cucTeM 0oJiee BBICOKOTO MOPSAKA.

MarepuaJjibl 1 METObI

OfHMM M3 YacTHBIX CIIy4aeB YeJIOBEKO-MAlIMHHBIX CHCTEM SBIIAIOTCS CHUCTEMBI
csizu cnernuansHoro HazHadeHUs (CCCH). OHm OTHOCSTCS K KJlaccy HalpaBIIEHHBIX
yIpaBIsIeMbIX CHCTEM, YIPaBIAIONIas POJb B KOTOPBIX NPUHAAJIEKUT OINEPaTopy
WIM JIMLYy, NPUHUMAIOIMEMY pelleHHe. OTHMH CHUCTEMAMH 3aHMMAETCs TEopus
WCCIIEZIOBAHUS OTIepaliy, KaK pasfen KuOepHeTHkHu. llpyn mcmoiap3oBaHWM TEepMHHA
HCCIIEZIOBaHUE OTEPALlNH, aBTOPBI NUMEIOT B BUJly MCIIOJIb30BaHHE CIIOCOOOB U METO/I0B
JUTSI MOJIEITMPOBAHM ST MMEIOIINXCSI CBOMCTB CHCTEM, a TAK)KE aHAIIN3a X XapaKTEPHUCTHUK.
Croutr oOparuth BHuManue, 4t0 CCCH — 370 cliokHasi uepapxudeckasi CTpyKTypa,
KOTOpasi, B CBOK) Ouepeilb, COCTOMT M3 MHOKECTBA CHUCTEM CBS3H, Pa3HECEHHBIX
[0 BETBSAM YMPABICHUSA. A OHH MOTYT 3HAUMTENFHO DA3NYaThCS HE TOJBKO II0
OIIEPaTHBHO-TAKTHYECKUM YCJIOBHUSM PaOOThI, MPEAbIBISIEMbIM TPEOOBaHUSAM, HO U B
KOpPHE OTIINYAThCS OT rpakaaHckux cuctem (Mcakos u ap., 2017: 22-26).

B npornecce moaroToBkH, 10 MPUHATHS PELICHHs B MEPBYI0 OYEPEib BBISBIISETCS
ompenenenns uened u 3amad CCCH, mombopa Hamimydmmx IoOKaszaTeled it
JOCTYKEHHS LIEJH, BEIPAOOTKY alIbTEPHATUBHBIX MyTel MOBEACHNUS, a TaKKe U BhIOOpa
13 HUX HAWJIY4IIHX. DTOT 3Tal XapaKTepU3yeTCsl BBICOKOI CTENEHbIO OTBETCTBEHHOCTH
3a IpUHATHIE perieHns. [IpudaeM HeoOX0MuMO UMETh B BH/Y, YTO MPUHSATHIE PEIICHUS
MOTYT IOBJIeYb 3a COOOW JTOCTaTOYHO CEpbe3HbIC MOCIEACTBUS. B 3THX yclnoBuHsX
0CcOOyI0 poONb HWIpaeT BBIOOp crocoba W Meroaa ormpeneneHus 3¢dQexTuBHOCTH
MIPUHSTHIX PEMICHUH PYKOBOIUTEIISMHU.

ABTOPBI CUMTAIOT, YTO CUCTEMHBIN MOAXO] B HACTOSIIEE BPEeMs SIBIISIETCSI Hanboee
obmuM MeTomonorudeckuM TpuHIEIoM wuccienopanmsi CCCH. B pamkax srtoro,
cHCTEMa CBSI3U PacCMaTpUBACTCSl KaK COCTaBHAs 4acTh OOILIEH CHCTEMBI yNpaBICHUS
orepanusiMi. MeTOHONIOTHS WCCIIEAOBAaHUS WX IIOJIaraeTcss Ha COYETaHWH METOJOB
WHAYKIMW U aenykuuu (nexommnosunun). Pacecmorpum CCCH B paMkax CTpYKTYpBHI,
OCHOBOTIOJIATAOIIUMHU TIPU3HAKAMU KOTOPOU SIBIISIFOTCSL:

- TIOCJIEZIOBATENIFHOE PACTIOIOKEHIE COCTABIISIONINX CETEH CBA3H;

- IPUOPUTET W/UJIM MPABO BMEILIATEIbCTBA CUCTEM BBICILIETO YPOBHS;

- TIONTHAS WJIM YacTHYHAs 3aBUCHUMOCTH Pa0OTHI CHUCTEM BBICIIETO YPOBHS OT
peanbHOTO BHINOJIHEHNS HU3IIMMH YPOBHSIMH CBOETO MpeIHa3HAYSHHS.

PaccmarpuBas CCCH, HE0OXOMMMO YYHUTHIBATH TPU BUAA HEPAPXUU:

- Hepapxust OTMCAHNUS;

- Hepapxus LeiH;

- HepapXust IPUHSITHS PEIICHHS.

Wepapxus onncanus CCCH nmpumeHsercs, Kak METOJ YCTpaHEHUs IPOTUBOPEUnit
MEX/1y POCTOTOM U yUETOM OCTaJIbHBIX MHOXKECTBEHHBIX TAPaMETPOB CUCTEMBI.
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KaxnoMy ypoBHIO HepapXuu COOTBETCTBYIOT CieLU(pHUECKUE 0COOEHHOCTH, (PyHK-
LIMH, 3aKOHBI U MPUHIMIIBI, TEPMHUHBI U KOHIETLNHU, UCIOIb3Ys KOTOPbIE, HAUITYUIINM
00pazoM BO3MOKHO IPOTHO3UpOBaHue U onucanue gpynkunonnposanus CCCH.

Konnenryansnas monens CCCH — 310 abcTpakTHass MOAETb, KOTOPasi COACPKUT
ONMCAaHKWE TPUHLUIOB TMOCTPOEHHS W COOCTBEHHO, CTPYKTYpBI CHCTEMBI, aHAJIN3
OCHOBHBIX CBOWCTB, a Takyke BoIpochkl opranuzanuu ynpasienuds CCCH B nporecce
ee paboThI.

K ee ocHOBHBIM 351€MEHTaM MOKHO OTHECTH:

- Ha3Ha4YeHHUe (eJIb) CUCTEMBI CBSI3H;

- IPUHLMIBI €€ CTPYKTYPBI U paboThI;

- IPUHLIMIIBI JIOTUKH;

- COCTaB AJIEMEHTOB, CpeAbl QYHKIIMOHHUPOBAHHS, B3AMMHBIX CBSI3€H M X TApaMETPOB;

- ocHoBHkIe cBoiictBa CCCH;

- XapaKTepPUCTHKH U KaueCTBEHHbIC TPEOOBAHMS;

- MeXaHU3M Pa0OTHI U B3aMMOACHCTBHS CHCTEMBI CO CPEIOH;

- pe3ynbTaT aJeKBaTHOCTH MOJIEIH.

B npouecce uccnenoBanus jkenaTeIbHO pa3OUTh KOHIENTYalIbHYIO MOJENb Ha JBa
JTana:

- Ha [IEPBOM OCYIIECTBIISIETCSI 10pabOTKa CYIIECTBYIOICH KOHIETITYaIbHONW MOACTIH,
orpeensisl HajIu4yre NpoOJieM U UX OMUCAHUS;

- Ha BTOPOM pa3padarbIBaeTcsl KOHLENTYaJlbHas MOJENb HOBOW CHCTEMBI, C yUETOM
BBISIBIICHHBIX MPOOJIEM.

[lonmy4yennast mMojens — 3TO TOJbKO mepBblii mar B ¢opmupoBanun CCCH.
OuepenHoil mar — BeIpaOOTKAa HETMOCPEACTBEHHO MAaTeMaTHUECKUX Monened u
co3llaHue conepkarenbHoi Mojenu. OHa paccMaTpUBaeTCsl aBTOpaMU KakK OTAeIbHas
MO/IeJIb, Ba&)KHOCTBH KOTOPOM CUUTAETCS] MPUOPUTETHOM MO OTHOILIEHUIO KO BCEM BMECTe
B3SITBIX MOJIEIISIM, IPUHSATHIM I UCCIIEAOBAHUS.

['maBHBIMM ITpU3HAKaMU, COJEPKATEIbHBIX MOJEIIEH SBISIOTCA:

- JOJDKHA BBIOMpaTh W OOOCHOBBIBATH HCXOISINME JAaHHBIE, YTOYHITH HX
KOJIMYE€CTBEHHBIE 3HAUEHUS, ONIPEACIATh CTENIEHb TOUHOCTh UCCIIEA0BAHUS.

- MOJIEJIb JTOJKHA MCTI0NIb30BaThCA KaK UCXOHAs AJIs TOCTPOSHHS KOHLENTYalbHOM.

- cofeprKaTeIbHasl MOZIENb CO3JaeTCsl 3aBeJOMO INpe TpeOyeMoH.

- coaepkaTeibHash MOJENb HE [OJDKHA MMETh ONHMCAaHUs MPU3HAKOB MpoOieM
(T'onmkos, 2022: 452). KonuentyanbHas MOJENTb 00s3aTEILHO JOKHA IPUCYTCTBOBATD,
KaK [IPH CO3JJaHUU CTPYKTYPBI OOIIEH CHCTEMBI CBSA3H, TaK ¥ B HAYYHBIX UCCICOBAHHSIX.

DyHKIHMOHAJIBHAS CXeMa CUCTEMBI CBA3H CIEMAIbHOTO Ha3HAUYEHUs TPEACTaBIeHa
B BUJIe TPEXYPOBHEBOH KOHLIENTYyaabHOH Moaenu (PucyHok 1).
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WHdopmMaLmoHHas ceTb

A6oHeHTCKas AGoHeHTcKan
cucTeva cuctemva
TenekoMMyHMKaLMOHHas
ceTb
Cetb
KaHasnos
cesn
AGOHeHTCKas (nepepayn) AGOHeHTCKas
cucTeva cuctema

Pucynoxk 1 - O600ménHo pynknnonanpHas apxurekrypa CCCH

[lepBriii ypoBeHb ompeesnseT (YHKIWH M 3aKOHBI B3aMMOCBS3H NPH 00pabOTKe
nH(pOpMAIE MEXIy pasfAeNéHHbIMA aOO0HEHTCKHMMH CUCTEeMaMd 10 (HU3UYECKUM
KaHajaM CBSI3U.

Bropoit ypoBenp ompenenser (YHKIMH U 3aKOHBI OOMeHa wH(OpMaIuei
BO B3aMMOCBSI3M pPa3IMYHBIX a0OHEHTCKUX CHCTEM U, IO0ITOMY, pealu3yercs
TEJIEKOMMYHHUKAIIHOHHBIMU CETSMHU. |elleKOMMYHHKAIIMOHHAsA CETh — JTO 00mmas
nH(ppaCTPyKTypa, MpeTHa3HaueHHas UIsi oOMeHa HH(OpMaIneil moib30Bareseil ceTu.

Tpetnii ypoBeHbh 00pa3zyeT COBOKYITHOCTh KOHKPETHBIX IPOIECCOB B YIAAIEHHBIX
a0OHEHTCKUX cHucTeMaX. AOOHEHTCKHE CHCTEMBbI — 3TO MOTpeOHUTENN UHPOPMAIINH,
a TakkKe OHHM BBIIONHAIOT €€ 00paborky. TpeTwil ypoBEHb JOMOJHSET TNepBEIC
ypoBHU (YHKIHSIMH O0OpaOOTKH MH(OPMALMK W SBIAIOTCS BHEIIHEH 4YacThiO BCei
nHpopmarmonHou cetr (KyTy3oB u np., 2012: 3-7).

B nanpHeiimem rpeiaraeM paccMOTPETh IPUHITUIIBI IOCTPOSHUS MAaTEeMaTHYECKAX
MOJIEJIEH, a 3TO IMMO3BOJIUT C/IEJIATh BEIBOJ] O BAYXHOCTH MaTEMAaTHYECKOTO MOJISITUPOBAHUS
B CCCH.

Pe3yanbrarbl u o0cy:kaeHne

Coznanue mozenu it ananuza ceoiictB CCCH ocHOBBIBanoCh HA KOHKPETU3ALUU
e MonenupoBanus (IlomoB u ap., 1983: 64). B ocHOBY ObUTH TOJNOXKEHBI TaKue
MIPUHIIATIBI JIOTHKH:

- "He npeacrasienue CCCH, a ee ananus;

- paccmotpenune kKoHKpeTHOM CCCH B KOHKpPETHBIX YCIIOBHUSX €€ paOboThI;

- aHaJM3 UCKJIFOUYUTENILHO TOJBKO TeX MapaMeTPOB U CBSA3EH, KOTOPhIE HEOOXOAMMBI
B YCIIOBHSIX TIPOBEICHUS TOJIIBKO OJTHOW, KOHKPETHOH ONepariiuy.

CymecTByeT /1Ba IPUHITUIIA CO3/IaHUsI MAaTeMaTHYeCKONH MOJIETIH:

- IPUHIIAIT COOTBETCTBUS MKy CIIOKHOCTBIO MOJIEITM ¥ TOYHOCTBIO PE3YIIBTaTOB;

- IPUHIIMIT OaJlaHCa MTOTPEITHOCTEMH.

Jns 6anmaHca morpenrHocTel 1o KHa OBITh OTpeielieHa TOYHOCTh BRIYHCIICHHI (HEe
MEHEe TOYHOCTH MCXOIHBIX JTAHHBIX ).

Becs nmporiecc MmareMaTn4ecKoro MOJICIMPOBAHUS YCIOBHO pa3OUT Ha PsiJ ATAIIOB.

HanauanpHOM 3Tane, onpeAesnsoT CoAepKaHne U Pe3yIIbTaThl BCEX ITPEABAPUTEILHBIX
stanoB (Kopotkwuii, 2005: 102).
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HenocpencTtBeHHO mocTpoeHHe MareMaTH4ecKol MOJAETN HAauMHAETCs ¢ ONMUCAHUS
B3anmocBszeid CCCH. Cama ona (CCCH), noikHa ObITh OnEcaHa ¢ O3ULUH CHCTEMHOTO
noaxona. B mepByro ouepenp onpenenseTcst COBOKYIMHOCTh COCTABIISIFOIINX YIEMEHTOB,
HX COCTOSIHUSI, CBSI3b MEXKIy HUMHU U T.1I. (3BoHapeB, 2019: 112).

Ha 3axmrountensHOM 3Tane pe3yasTaThl MOJIEIMPOBAHNUS IEPEHOCATCS HA PEAJIbHYI0
CCCH. /lo mpuHATHS peumeHus O HOPMaJbHOM (DYHKIMOHUPOBAHUU CHCTEMBL,
MporHo3upyetcs e€ noseneHue i ontuMuzanuu. [Ipornos pazsutus CCCH — sto
IaBHas 11eJb MoaenupoBanus. [Ipy 3ToM olleHHBaeTCs IOBEJEHUE BCEH CUCTEMBI IPU
BO3/ICHCTBHM Ha HEE BCEX BO3BMOKHBIX J1eCTAaOMIN3UPYIOIUX (PaKTOPOB.

B npornecce npoextuposanust 1 nocrpoennss CCCH 0CHOBHYIO poOsib BBINTOJHSET
MOCTpOEHHE KaKk aOOHEHTCKHX, TaK M BHYTPEHHUX CETE€H TakuM 00pa3oMm, 4YTOOBI
JOJDKHOCTHBIE JTUIa MyHKTOB ynpasinenus (I1Y) mormm makcumanibHO, € TOCTaTOYHO
XOpOILIMM Ka4eCTBOM M MaKCUMAaJbHBIM YIOOCTBOM HCIOJIb30BAaTh BCE BO3MOXXHOCTH
CCCH (McakoB u ap., 2017: 133-136).

BriBOABI

1. CucremHBIi TOXXOA B HacTosee BpeMsl sBIseTcs Haubojee OOLIMM
METOA0JNIOrHYecKUM npuHIunom uccienosanus CCCH.

2. KonuentyansHast Mmoaenb CCCH — 310 abcTpakTHas MOZIENb, KOTOPast COACPKUT
ONMCaHKWE TPUHLUIOB TMOCTPOEHHS W COOCTBEHHO, CTPYKTYpBHI CHCTEMBI, aHAJIN3
OCHOBHBIX CBOWCTB, a Takke BoIpochkl opranuzanuu ynpasienus CCCH B nporecce
ee paboThI.

3. Jlo mpuHATHS peHIeHHsT O HOPMadbHOM (YHKIHOHHUPOBAHUHM CHCTEMBL,
MIPOrHO3HUPYETCs €€ MOBEACHHE I ONTUMHU3ALIUH.
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Abstract. Blockchain technology has been attracting attention as a potential solution
to address many issues associated with traditional data management systems. The
education sector is also exploring its potential to include improving various aspects
of education. One of the opportunities of blockchain technology in education is secure
and tamper-proof digital record-keeping, which can eliminate the need for physical
certificates and transcripts, making the credentialing process more efficient, accurate, and
transparent. Blockchain can facilitate micro-credentialing for lifelong learning, creating
new opportunities for individuals to acquire and verify specific skills or knowledge.
Additionally, transparent and secure funding and donations can be established using
blockchain technology, which will help to eliminate fraud and ensure that donations
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are used for their intended purpose. However, there are also significant challenges that
need to be addressed to make Blockchain a reality in education. These include concerns
around the scalability and interoperability of blockchain networks, the need for standards
and regulations to ensure the reliability and accuracy of data, and the potential costs
and technical expertise required to implement and maintain blockchain systems. In
addition, digital literacy and data privacy concerns need to be addressed to ensure that
students, teachers, and other stakeholders are equipped to use blockchain technology
effectively and responsibly. While the opportunities and challenges of Blockchain in
education are significant, careful consideration and collaboration are needed to fully
realise its potential. Thus, this paper provides the reader with a solid background about
Blockchain and delves into its opportunities and challenges to be utilised in education.

Keywords: Blockchain in education; blockchain applications; distributed ledgers
and education; blockchain challenges; decentralised learning
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AnHoramus. Blockchain  TexHoyoruscel  JocTypii  JepekTepai  Oackapy
KyHenepiMeH OalaHBICTBl KONTETeH MoceleNiepAl WICIydiH oJeyeTTi MIenrimi
pertinze Hazap aynapazpl. biniM Gepy ceKTOpbl COHbIMEH Karap OiniM OepyaiH opTypai
ACIEeKTUIEPIH JKaKCapTyAbl KOCY YIIIH ©3iHIH oyieyeTiH 3eprreiimi. bimim Oepyneri
OJIOKYEHH TEXHOJOTHACHIHBIH MYMKIHIIKTepiHIH Oipi-(QU3uKaIblK cepTuduKarrap
MEH TPAaHCKPHIITTEP/ JIEKOATAy KaXXETTUIIrH KOS aJIaTblH, CepTU(HUKATTAy MPOIECIH
THUIMJIPEK, 1)1 JKOHE MOJIIp eTe alaThlH KayilliCi3 JXOHE PYKCATChI3 IHQPIIBIK
xkaz0amapiel Kyprizy. brokdeiin Xeke TyiFamapra HakTbl JaFabuiapAbl Hemece
OlmimMai Wrepyre jKoHE TEKCepyre jaHa MYMKIHIIKTep jkacay apKbUIbI eMip OOWBI
OKY YILIIH MHUKPOKPEAUTTI >keHineTe anajabl. COHBIMEH KaTtap, alasKThIKThI YKOKFa
KOHE KaWbIPBIMIIBUIBIKTAPABIH MaKCaTblHA Cail MaijajaHbUTybIH KaMTamachl3 eTyre
keMmekTeceTiH Blockchain TexHONOrMSChIH KOJIJJaHAa OTBIPBII, AlIbIK JKOHE Kayilci3
KapKbUIaHIBIPY MEH KaWbIPBIMABUIBIKTEI OpHaTyFa Oonaabl. COHbIMEH Karap, OimiM
Oepyzeri OMoKYeHH i IIBIHABIKKA alHAIBIPY YIIIH HMICHITYi KepeK KypAesi Mocernenep
Oap. Omapra OJNOKUYEHH OKeiNepiHiH ayKbIMABUIBIFEI MEH WHTeporepalenbaiIir
Typajbl ajaHIaylIbUIbIK, JEPEKTePAIH CEHIMJUIIT MEH IQJIIINH KaMTaMachi3 €Ty
YIIIH CTaHIapTTap MEH epexelepre KaKeTTUIK, COHjah-aK OJIOKYCHH JKyHenepiH
SHTi3y JKOHE OJlapFa KbI3MET KOPCETY YIIiH KOKETTI IIBIFBIHAAP MEH TEXHUKAJIBIK O1TiM
xaraabl. COHBIMEH KaTap, CTyACHTTEp, OKBITYIIbUIAP KoHE 0acka Jla MY IeN Taparnrap
OJIOKYEHH TEXHOJOTHSCHIH THIMJI JKOHE JKayalKepIIUIKIEeH NaijanaHyFa JaibiH
Oonybl yiIiH HUQPIBIK CAyaTThUIBIK IE€H JEPEKTEPAiH KYIMHSUIBLIBIFBI MACEJe/IepiH
menry KakeT. bimim  Oepyneri ONOKYEHHHIH MYMKIHAIKTEpI MEH KWBIHABIKTapbI
MaHBI3/Ibl OOJIFaHbIMEH, OHBIH QJICYETiH TONBIK 1CKE achlpy YLIIH MYKHAT Kapay >KoHe
BIHTBIMAKTACTBIK KaxeT. Ochliaiiima, OyJ1 MaKalia OKbIpMaHFa OJIOKYEHH Typalibl KaTThl
aknapar Oepelli KoHe OHbIH OUTiM Oepyle KoJjaHyFa OOJaThlH MYMKIHIIKTEpPI MEH
MOCeJIeNIepiH TePEHICTE I,

Tyiiin ce3mep: bitim OGepyneri brokuelin; OOKYeiiH KOCBIMIIAIAPhI; TapaTbUIFaH
KiTantap xoHe 011iM Oepy; OIOKYEHHTe MIaKbIPY; OPTaIbIKTaHBIPEUIMAFaH OKBITY

Hoiiekco3 ymin: Moxammen A. Canex, Amu Aox Anmucpe6, C.T. AMaHxoJi0Ba,
A.O. CarbiMGexoBa, A. 3ayp6ex. BIJIIM BEPY CAJIACBIHJIA BJIOKYEMH/II
KOJIAAHY: TNEPCIIEKTUBAJIAP MEH KHWBIHABIKTAP//Aknapartsik >xoHE
KOMMYHHKAIUSAIIBIK TEXHOIOTHSIIAP/IbIH XalbIKapaiblK KypHansl. 2023. V.4. Ne 4. ber
92-100 (arputiibiH TUIHAE). Attps://doi.org/10.54309/1JICT.2023.16.4.009.
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AnHorauus. TexHonorus OIOKYEHH MPUBICKACT BHUMAHUE KaK MOTCHIIMAIBHOE
pelieHne JUTsk PelieHUs] MHOTHX MPOOJIeM, CBSI3aHHBIX C TPAJIUIIMOHHBIMUA CHCTEMaMH
ynpasieHuss JaHHbIMHA. CekTop 00pa3oBaHHsl TaKKe H3y4aeT CBOW MOTEHIMAI
JUI YIYYIIEHWsT Pa3UYHBIX acrnekroB oOpazoBanusi. OIHOM W3 BO3MOXKHOCTEH
TEXHOJIOTUU OJIOKYeH B 00pa3oBaHMU sBJsieTCs Oe30MacHoe W 3allUIIEHHOE OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa BeleHHe NH(POBBIX 3alUCel, KOTOPOE MOXKET
YCTPaHUTh HEOOXOMUMOCTh B (U3MYECKHUX CcepTUHKaTax | pacmmdpoBKax
CTEHOTpaMM, JieJiasi poliece arTecTanuy 0osee 3pPEeKTUBHBIM, TOYHBIM U IPO3PAYHBIM.
brokueiin MokeT OOJIErdyUTh MHUKPOKPEAMTOBAHHE JUIsi OOyYeHHsI Ha MPOTSHKEHHH
BCEH JKM3HM, CO3/1aBasi HOBbIE BO3MOXKHOCTH JUIS OT/CIBHBIX JIHII NPUOOpETaTh H
MPOBEPSITH KOHKPETHBIE HABBIKU WM 3HaHUs. KpoMe Toro, mpo3padnoe u 6e3omnacHoe
(UHAHCHpOBaHUE ¥ TIOKEPTBOBAHHMS MOTYT OBITH CO3[aHBI C WCIOJIb30BaHUEM
TEXHOJIOTUH OJIOKYEHH, YTO TIOMOXKET yCTPAaHUTh MOILIEHHUYECTBO U TAPaHTUPOBATH, YTO
MTOKEPTBOBAHNS HCTIONIB3YIOTCS M0 HazHaueHU0. OTHAKO CYIIECTBYIOT TAKXKe CEPhe3HbIE
poOIIeMBbl, KOTOpbIE HEOOXOAMMO PEUIMTh, YTOOBI cAeNaTh OJOKYEHH pearbHOCTHIO
B oOpa3oBanmu. K HUM OTHOCATCA OMaceHus MO TOBOAY MAacIITaOMpPyeMOCTH U
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HHTEponepadenbHOCTH OJIOKYEHH-ceTel, HE0OXOANMOCTh B CTaHAAPTaX U HOPMaTUBHBIX
aKTax A obecnedyeHus: HaJle)KHOCTU M TOYHOCTH AAHHBIX, & TAK)KE IOTEHIMAJIbHbIC
3aTpaTbl U TEXHUYECKHE 3HAHHs, HEOOXOAMMBIC AJSl BHEAPCHHS U OOCITY)KUBAHHS
onokueitH-cuctem. Kpome Toro, HeoOXomuMo pemuTh mpolieMbl U(POBOI
IPaMOTHOCTH ¥ KOH(WICHIIMATHLHOCTH JAaHHBIX, YTOOBI ydalluecs, MperojaBaTesn
U JIpyrue 3aMHTEPEeCOBaHHBIE CTOPOHBI OBUTH TOTOBBI A(P(PEKTUBHO M OTBETCTBEHHO
HCIIOJIb30BaTh TEXHOJIOTUIO OnokderH. HecMOTps Ha TO, YTO BO3MOYKHOCTH U BBI30BBI
Or0KkueiiHa B 00pa30BaHWM 3HAYUTEIBHBI, JUISL TIOJHOW pealn3alii €ro MOTeHIHaNa
HEOOXOOMMBI TILATEIbHOE PACCMOTPEHHE M COTPYAHHYECTBO. TakuM o0pa3oM, 3Ta
CTaThsI MIPEIOCTABIISET YUTATEIIO COMUAHYI0 HH(MOPMAIIHIO O OJIOKUSHHE U YTy OIseTcst
B €r0 BO3MOKHOCTH U BBI30BBI, KOTOpPBIE HEOOXOANMO HCIIOIB30BaTh B 00pa30BaHUH.

KuroueBble c1oBa: biokueitn B 00pa3oBaHUM; OJ0KICHH-TIPUIIOKEHUS;
pacrnpeneneHHble OyXralTepckue KHUTH U 00pa3oBaHue; OIOKYCHH-BBI30BEI;
JELIEHTPAIN30BaHHOE O0yUeHHE

Jast uurupoBanusi: Moxammen A. Canex, A Ao Anmucped, C.T. AMaHXo0J10Ba,
A.O. CarbivGexoBa, A. 3ayp6ex. MICIIOJIb30BAHUE BJIOKYEWMHA B CEKTOPE
OBPA3OBAHNMS: TIEPCIIEKTHBbBI U BBI3OBbI/MexayHapoasbiii  sKypHaI
WHPOPMAILTMOHHBIX 1 KOMMYHUKAMOHHBIX TexHoiorui. 2023. T. 04. Ne 4. Ctp. 92—-100
(Ha aunr). https://doi.org/10.54309/1JICT.2023.16.4.009.

Introduction

Blockchain technology is a transformative and innovative digital ledger system
that has gained the attention of businesses, governments, and individuals worldwide.
At its core, Blockchain is a decentralised, secure, and transparent system that uses
cryptographic techniques to record and verify transactions between multiple parties in a
tamper-evident way. Blockchain technology is best known for enabling the creation and
functioning of cryptocurrencies, such as Bitcoin and Ethereum. However, the potential
applications of blockchain technology extend far beyond just the financial sector.
The decentralised nature of blockchain technology has opened up new possibilities
for a range of industries, including healthcare, supply chain management, and voting
systems, to name just a few. Additionally, the transparency and security of blockchain
technology make it an ideal solution for recording, storing, and sharing data in various
fields. In the education sector, blockchain technology has the potential to transform
traditional systems of record-keeping, data verification, and student credentialing. The
use of blockchain technology in education can provide a high level of transparency,
security, and authenticity, ensuring the trust and credibility of educational records and
certifications. However, implementing blockchain technology in the education sector
also presents technical, organisational, and regulatory challenges that must be overcome
for successful adoption.

The primary opportunities of blockchain technology in education lie in the areas of
credentialing, record-keeping, funding, and micro-credentialing. Blockchain's ability
to create a secure and transparent platform for storing and sharing data can help to
streamline administrative processes, reduce the risk of data breaches and fraud, and
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provide students with a more efficient and accurate way to showcase their academic
achievements and qualifications.

Inastudy (Kamisali¢ etal., 2019), Blockchain was found to be a promising technology
for credentialing and record-keeping in the education sector. The authors found that
blockchain-based credentialing can reduce the need for intermediaries and simplify the
verification process, making it more efficient and secure. Similarly, the study (Bhatia et
al., 2020) explored the use of Blockchain in academic records management, highlighting
the potential for the technology to reduce administrative burdens, increase transparency,
and provide a secure and immutable platform for sharing academic records. Additionally,
Blockchain can facilitate transparent and secure funding and donations, as highlighted
in (Liu et al., 2021). The authors proposed a blockchain-based donation platform for
education that ensures donations' transparency, accountability, and traceability. Micro-
credentialing, another area where Blockchain shows promise, allows individuals to
acquire and verify specific skills or knowledge, as outlined in (Alammary et al., 2019).

Overall, the potential benefits of blockchain technology in education are substantial,
and the application of this technology is an exciting area of exploration for educators
and policymakers alike. In this paper, the related topics in the education sector were
studied; section II presents the applications and advantages of blockchain utilisation. In
Section 111, the challenges of implementing Blockchain in education were highlighted.
The conclusion of this paper is depicted in Section V.

Material and methods

Applications of Blockchain in the Education Sector

Blockchain technology has the potential to transform various industries, and
education is no exception. The decentralised and immutable nature of Blockchain
makes it an ideal solution for many cases in education. Here are some proposed and
potential solutions for Blockchain in education. Blockchain was proposed to secure
Tamper-Proof Records in education organisations (Shaikh et al., 2022). Educational
institutions can use Blockchain to store student records, such as academic credentials,
certificates, and diplomas, in a decentralised and immutable system. This ensures that
the records are authentic, secure, and cannot be tampered with, thereby reducing the risk
of fraud and misrepresentation.

Blockchain technology can increase transparency in the educational ecosystem.
Educational institutions can use Blockchain to create a public and verifiable database
of student achievements, enabling students, employers, and educational institutions to
easily access and verify academic credentials. This ensures that academic credentials
are genuine and eliminates the need for third-party verification services, saving time and
resources (Lam et al., 2022).

Blockchain technology can reduce the costs associated with academic record-
keeping and verification. Educational institutions can use Blockchain to store academic
records in a decentralised system, eliminating the need for paper-based record keeping
and reducing administrative costs. Moreover, the use of Blockchain for academic record
verification eliminates the need for third-party verification services, reducing costs for
students and educational institutions (Han et al., 2018).
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Blockchain technology can make credential management more efficient by enabling
students to control their academic records and share them with potential employers and
educational institutions. This eliminates the need for students to request transcripts from
their educational institutions and ensures that their academic records are up-to-date and
casily accessible (Lam et al., 2022).

Enhanced Data Privacy: Blockchain technology can enhance data privacy by
enabling students to control access to their academic records. Students can only share
their academic records with the entities they trust, ensuring that their data is secure and
not misused (Gilda et al., 2018).

Blockchain is a tool to store academic credentials such as degrees, diplomas, and
certificates in a decentralised and secure system. This can help students to verify their
credentials easily and prevent fraud. For instance, a university in Malta, the University
of Nicosia, has implemented a blockchain-based platform called Blockcerts to issue
digital certificates and diplomas (Arenas et al., 2018).

Blockchain is a mean to create a verifiable and tamper-proof record of a student's
learning journey. This record can include details of the courses taken, grades achieved,
and skills learned. Students can use this record to showcase their skills and achievements
to potential employers (Gréther et al., 2018).

Blockchain can facilitate peer-to-peer learning by enabling students to create and
share educational content on a decentralised platform. This can create a collaborative
and decentralised learning environment, reducing the reliance on traditional centralised
learning systems (Vieira et al., 2019).

Blockchain can be used to create a secure and transparent system for student loans.
This can help to reduce the risk of fraud and ensure that student loans are issued and
repaid in a fair and efficient manner (Gazali et al., 2017). As the technology develops,
there will be more opportunities for Blockchain to transform the educational ecosystem,
making it more efficient, transparent, and secure.

Results and discussion

Challenges of implementing Blockchain in education

Blockchain is a distributed ledger technology that is often associated with
cryptocurrencies like Bitcoin. However, its potential applications go beyond the realm
of finance and one area where it could be particularly useful in education. Implementing
Blockchain in education could help address various issues such as authentication of
certificates and qualifications, record keeping, and data security. However, there are
several technical and organisational challenges that need to be addressed for successful
implementation.

Scalability: One of the biggest technical challenges of implementing Blockchain in
education is scalability. Blockchain technology is still in its early stages, and the current
infrastructure is not designed to handle large-scale operations. Education institutions
generate a huge amount of data, and current blockchain systems may not be able to
handle the volume of data generated (Steiu, 2020).

Interoperability: Another technical challenge is interoperability. Education
institutions often use different systems and software, and it is important to ensure
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that these systems can work seamlessly with blockchain technology. Interoperability
challenges could arise because of different programming languages, data formats, and
standards (Mohammad et al., 2022).

Cost: Implementing blockchain technology in education can be costly. The cost of
setting up a blockchain system can be high, and educational institutions would need to
bear these costs. Institutions will also need to invest in training staff to ensure they have
the skills to manage the system (Alammary et al., 2019).

Adoption: The successful implementation of blockchain technology in education
relies on adoption by educational institutions. There could be resistance to change
from traditional stakeholders, and it may take time to convince them of the benefits of
blockchain technology. There may also be concerns about the security of data on the
Blockchain, which could lead to resistance from institutions (Dutta et al., 2020).

Governance: Governance is a prominent issue that needs to be addressed in the
implementation of blockchain technology in education. There need to be clear guidelines
on who has access to the Blockchain, how data is added and removed, and how data is
managed. Governance issues can be complex, especially when multiple institutions are
involved (Alam et al., 2021).

Data Privacy: Education institutions manage a lot of sensitive data, and it is
important to protect this data. Blockchain technology is often viewed as being secure,
but it is important to ensure that data is not visible to unauthorised parties. Institutions
will need to ensure that data is encrypted and that access is restricted to authorised
personnel (Dutta et al., 2020).

Conclusion

Blockchain technology has the potential to transform various aspects of the education
sector, from credentialing and certification to student records management and funding.
However, there are also significant challenges that must be addressed to ensure the
effective and widespread adoption of blockchain technology in education. One of the main
opportunities of Blockchain in education is the ability to create a secure and transparent
platform for storing and sharing data. This can help to streamline administrative
processes, reduce the risk of data breaches and fraud, and provide students with a more
efficient and accurate way to showcase their academic achievements and qualifications.
At the same time, several challenges must be addressed to make blockchain technology a
reality in education. These include concerns around the scalability and interoperability of
blockchain networks, the need for standards and regulations to ensure the reliability and
accuracy of data, and the potential costs and technical expertise required to implement
and maintain blockchain systems. In addition, the education sector will need to address
digital literacy and data privacy issues to ensure that students, teachers, and other
stakeholders are equipped to use blockchain technology effectively and responsibly.
Overall, the opportunities and challenges of Blockchain in education are significant, and
the sector will need to navigate these complexities carefully to fully realise the potential
of this technology. While there are still many unknowns and obstacles to overcome,
it is clear that Blockchain can transform how we approach education and create new
opportunities for students and educators alike.
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Abstract. Currently, in Kazakhstan, the CIS countries and abtoad, the rapid
development of btoad band wireless information transfer netvorks is occurring. On the
on hand, the introduction of the most advanced methods of copying, modulating and
transmitting information. Principles of networks construction of standard IEEE 802.16
(WiMAX), frequency spectra for Kazakhstan, gradation of user's devices, features
of functioning of access level by medium and physical level, and also the problems
arising at dynamic resource management in these networks are considered.

Keywords: narrowband, broadband, ultra-wideband wireless networks, network
resource management, access control algorithm of the CIS countries by bandwidth
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EE 802.16e CTAHJAPTTHI 'KEJLIEPIHAETT KIITTEP MEH
KYNUSTBLIBIKTBI BACKAPY (WIMAX TUITI CHIMCHI3 KEH
’KOJAKTBI JKEJILJIEPIH/IE)

K.JI Taupoe*, B.K. Knénoe, A.T. Omapos

Taupo Kymakya Jlecysabl — osektp OaitaHbic HHXKEHEpl, «OCKEpH paJMOTCXHUKA KOHE
JICKTPOHMKA HeTi3/iepi» KadeapachiHbIH ara OKBITYIIBICHI, PaanossieKTpoHnka xKaHe OaililaHbIc aCKepH-
WH)KCHEPJTIK HHCTUTYTHI.

Kaénor Basiepuii KOHCTAHTHHOBUY — 3amacTarbl MMOJKOBHUK, TEXHHUKA FhUIBIMIIAPBIHBIH MAarucTpi,
«OCKepH paJUOTEeXHHMKa OKOHE OJEKTPOHMKA Herizzepi» KadeapachlHbIH ara  OKBITYIIBICHI,
Panguosnexrponuka JKOHE GaitnanbIC ACKEpHU-NHKEHEePIIiK UHCTUTYTBHIL.
OmapoB Aamac Typraauyiasl — 3JekTp OaiiaHbic WHXKEHepi, «PaInOTeXHHUKA, JJICKTPOHUKA JKOHE
TEJICKOMMYHUKAIUsIIap» Ka(eapacklHbIH CEHHOP-JIEKTOPBI, XalbIKapalblK aKIapaTThIK TEXHOJIOTHsIAp
YHUBEPCHUTETI.

© XK.JI. Taupos, B.K. Knéunos, A.T. Omapos, 2023

Annoramus. Kazipri yaxeitta Kaszakcranma, TMJl engepiHae >KoHE alibIC
KAlIBIKTBIKTAFbl ~ €JIepJie  KEH JKOJIAKThl  CBIMCBI3  JKENijJep/ie  akKnapaTThIH
xiOepinyiHe Kelesl KapKbIHMEH Jjgamyna. byl KapKelHMEH jgamy, Oip >KarbIHaH,
JI00aJ/Ibl UHTEPHET JKEJICIHIH KapKbIHMEH JaMybl, 0acKa jKarblHaH aJIbIll KaparaH/a,
3aMaHayil TajanTtapblHa COMKec ~KOJATAN, MOAYJALMSUIANl  JKOHE  aK[apaTThl
TaceIManiay. byl MeMIeKeTTiH, ayMarbl eTe YJIKeH XaJKbIHBIH  TBIFbI3
OopHajacmaybl, KeH  JKOJAaKThl  CBIMCBI3  JKeJli OoceKellecTikke —Kabinercis
KBUIIaMbIpaK namybiHa, Kaszakcranjga Oarachl >KarblHaHJIA JKUUIIKTIK CIEKTIPIHIH
kyHneibirel  ToMeH. |[EEE  802.16 (WiMAX) craHgapThIHIAFBl JKETiHI  KYpY
NPUHIMINTEP] KapacThIpblUFaH, Ka3akcTaHIarbl JKHUTIKTIK —CIEKTipi, aOOHEHTTIK
KYPBUTFBIHBIH T'paIallisiChl, Oepilic NeHreiiHiH (yHKIMOHAIIB OPTaAaFbl €peKIIeNiri,
COHBIMEH  KaTap, OKelll  PeCcypCTapblHBIH  OCBl  OpTaJarbl  JAWHAMHKAJBIK
0acKpbUTybIHA dCePi.

Tylin ce3aep: KbICKa >XOJAKThl, KEH JKOJIAKTbI, ©T€ KEH JKOJAKThl CBHIMCBHI3
JKEIIep, Keminepaeri pecyperapiasl 6ackapy, TM/I ennepiHiH KUUTIK KOJIAaFbIHBIH €Hi
OOMBIHIIIA KO KETKi3yiH OaKpliIay ajqropuTMi

Hoaiiexco3 ymin: JXX.JI. Taupos, B.K. Knénos, A.T. Omapos. EE 802.16e CTAH-
JAPTTBI KEJIUJIEPIHAEIT KUITTEP MEH K¥IIUAJIBUIBIKTBI BACKAPY
(WIMAX THUIITI CbIMCBI3 KEH, XOJIAKTbI JKEJIJIEPIHAE)//AxmaparTsik
YKOHE KOMMYHHKAITUSITBIK TEXHOJOTHUSIIAPABIH XaIbIKapaiblK KypHaibel. 2023. V.4, Ne
4. Ber 101-109 (opsic TimiHae). https://doi.org/10.54309/1JICT.2023.16.4.010.
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YIPABJIEHHUE KJTIOYAMH Y IPUBATHOCTBIO B CETSIX CTAHIAPTA
EEE 802.16e (RECITIPOBO/IHBIX ITHPOKOIOJOCHBIX CETSIX THITA
WIMAX)

KL Taupoe*, B.K. Knénoe, A.T. Omapos

Taupos Kymarya JlecoBud — HHXEHEp 3JIEKTPOCBS3H, CTApIIMil TperogaBaTens kagenpsl «OCHOBEI
BOGHHOM PaJIMOTEXHUKH H HJIEKTPOHUKI», BOCHHO-HH)KEHEPHBIH HHCTUTYT PAANOICKTPOHUKH U CBSI3H.
Kuaénos Banepuii KoHcTaHTMHOBHY — IOJIKOBHHUK 3aI1aca, MarucTp TEXHUYECKUX HAyK, CTapLIMiA
npernoaBatenb kageapsl « OCHOBBI BOGHHOW paJIMOTEXHUKH M AIIEKTPOHUKIY», BOCHHO-HH)KEeHEPHBIH
HWHCTHTYT PAaJHOIIEKTPOHUKHU U CBS3H.

Omapos Ainmac TypraaneBud — HHXEHEp dIEKTPOCBI3H, CEHHOP-TeKTOp Kadenps! «Paanorexnnka,
JJIEKTPOHMKA U TEJICKOMMYHHUKAIUI», MeKTyHApOIHBII YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJIOTHHA.

© XK.JI. Taupos, B.K. Knénos, A.T. Omapos, 2023

Annorauus. B mnactosmee Bpemsi B Kazaxcranme, ctpanax CHI' u nmampHero
3apy0ekKbsi MPOUCXOAUT OypHOE pa3BUTHE MIUPOKOIOJIOCHBIX OECTPOBOJHBIX CeTel
nepenadn nHbopManun. [IpearmocsuIKoi 3TOro pa3BUTH, ¢ OJHONH CTOPOHBI, IBUJIOCH
WHTEHCUBHOE pa3BUTHE TII00AIbHON cetn VHTEpHET, ¢ Ipyroil CTOPOHBI BHEIpPEHHUE
CaMBIX COBPEMEHHBIX METOJOB KOJIUPOBAHUS, MOIYJISAIMH M Tiepeaadd WH(HOPMAIUH.
Jliis cTpaH, B KOTOPBIX OOIIMPHAS TEPPUTOPHS COUETACTCS C HEBBICOKOW TUIOTHOCTHIO
HACEeJICHUS], IIUPOKOIOIOCHBIE OECIIPOBOIHBIE CETH HAXOMASATCS BHE KOHKYPEHIHH I10
OBICTPOTE pa3BEpPTHIBAHMS, IIEHE W HAOOpPY MPUIIOKEHHH. PaccMOTpeHBI NMPHHIUIIBI
noctpoenust ceredt crapmapra IEEE 802.16 (WiMAX), 9acTOTHBIE CHEKTPHI IS
Kazaxcrana, rpaganmmu aOOHEHTCKHUX YCTPOWCTB, OCOOCHHOCTH (DYHKIIMOHUPOBAHUS
YPOBHS JIOCTyIA K Cpefie U (PM3MYECKOTO YPOBHS, a TAKXKe MPOOIEMbI, BOSHUKAIOIINE
MpU AMHAMUYECKOM YIIPABICHUU PECYPCAMU B ITUX CETSX.

KirodeBble cioBa: Y3KONOJIOCHBIE, IIUPOKONOJIOCHBIE, CBEPXIIHPOKOIOIOCHBIE
OecTpoBOAHBIE CETH, YIPABICHUE PECypcaMH B CETSIX, aJITOPUTM KOHTPOJS JIOCTyIa
crpad CHI' 1o mmpuHe moJI0CH 9acTOT

Jast umtupoBanus: XX.JI. Taupos, B.K. Knénos, A.T. Omapos. YIIPABJIEHME
KITOYAMU U TIIPUBATHOCTBKO B CETAX CTAHIAPTA EEE 802.16¢
(BECITPOBO/IHBIX HIMPOKOITOJIOCHBIX CETAX TUITA WIMAX)//Mexny-
HApOJHBIN >KypHAJ WHPOPMAIIMOHHBIX M KOMMYHHKAIMOHHBIX TexHonorui. 2023.T.
04. Ne 4. Ctp. 101-109 (Ha pycc.). https://doi.org/10.54309/1JICT.2023.16.4.010.

Bgenenue
CymiecTByeT JOCTaTOYHOE KOJIMYECTBO KPUTEPHEB 10 KIIACCU(PUKAIIUU OECIPO-BOTHBIX
cetreit. CtangapTHO oHU pazaenstorcs (Bumnesckuii u ap. 2005: 592):

- 10 IHWPUHE MMOJIOCHI IPOITYCKAHUA: Y3KOIIOJIOCHBIC, IIMPOKOIIOJIOCHBIC, CBCPXIIN-
POKOTIOJIOCHEIE;

- IO Pa3MEIIEHHIO: CTAI[MOHAPHEIE, TTOIBIKHEIE;
- 10 TEXHOJIOTHUH: CITyTHUKOBBIE, aTMOC(EpHBIC, ONTHYECKHE;
- IO METO/IaM JIOCTYTa K OECIPOBOIHON Cpejie: C MPOCTPAHCTBEHHBIM Pa3/ieicCHHEM
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(SDM), ¢ uacrotueiM pasaenenuem (FDM), ¢ BpemennbiM pasznenenueMm (TDM), c
komoBbIM pazzaeneHueM (CDM). Taxoke HCTIONB3YIOTCS Pa3IUuHble HX MOJU(DHUKALIUY;

- 110 ipoTsikeHHOCTH: iepcoHanbHbIe (WPAN), mokansubie (WLAN), pernoHanbHbIe
(ropoackue- WMAN), miobaibnbeie (WWAN).

Tepmun WiMAX (Worldwide Interoperability for Microwave Access) — 3To
KOMMEpUECKoe Ha3BaHHE CTaHJapTa PErHOHAJIBHBIX CETEH MIMPOKOIOJIOCHOro Oec-
nposogHoro goctyna WMAN-IEEE 802.16. B aTom cTanmapTe OMUCHIBAIOTCST HU3IINE
yposuu mozenu OSI (ILBapi 1992: 276), a Taxke ypoBEHb AOCTYNA K Cpeaie Nepeaadn
MAC (Medium Access Control).

MarepuaJibl 1 METOABI

Bonee konkpeTHO-pagronHTEp(ENHCH, METOABI H CIIOCOOBI MOIYISLUHN U OCTYIIA,
CHCTEMBI YIPAaBJICHHUS Pa3IWYHbBIMM NOTOKAaMH WH(POPMAIMH, B3aUMOIEHCTBUE BBIC-
LUIMMHU YPOBHSIMH (ITPOTOKONIaMH ypoBHEH). [Ipumep cTpyKTypHOH CXeMbI B OCHOBHBIX
IIPOTOKOJIOB B3aUMOAEUCTBHA ceTh cTanaapra WiMAX mpezcrasieHa Ha pucyHke 1.

LTermInaE] [ DELAM Accaag ][Mmsaulermul][ BRAS ]E IF Backbone ]
£ = ) Node B J AING, SGSN ]

Access Service Network Connectivity
(ASM) Service Netwaork
% PR
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Pucynok 1- CtpykTypHas cxema 6ecripoBOAHOMN HIMPOKOIONOCHOH ceTn Tuma WiMAX

W3nagansHO 1y1st crangapra WiMAX ObUTH BBIIETICHBI TTOJIOCHI YaCTOT B IMAITa30HE
10 66 I'T', OnHako B HacTosee BpeMs B KazaxcTane JONMOTHUTEIHHO TaHBI pa3peIIeHus
Ha MCITOJIb30BAaHKE I10JI0C YaCTOT B COOTBETCTBUHU C Tabmuiei 1.
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Tabmuua 1 - OcuoBnble pexuMel ctangapra IEEE 802.16 B Kazaxcrane

Jwnanazon Pazpeniennsie OO0u1as mmprHa BEIICICHHBIX MOJIOC, Twumn 6ecpoBOIHOTO
gactoT, [T | momocer wactor, MI'm | MI'n JI0CTyna

2500-2530
2560-2570
2.5 2620-2630 70 MOOUJILHBIN
2660—-2670
2680—2690
3.5 ggggé;‘gg 100 (huKcupoBaHHBII
5150-5350
5 5650—5725 975 (huKCHpPOBaHHBIN
5725—6425

B cerix WIMAX pasnuuatorcst 3 rpagaudd  aOOHEHTCKHX YCTPOWCTB IO
MOOHUITFHOCTH:

- cranMoHapHble aboHeHTckue ycrpoicTtBa (fixed wireless), (dpurcupoBaHHBIH
0ecIPOBOIHBIN JOCTYTI, ONUChIBaeMbIi ctanaapToMm 802.16d-2004);

- nopraruBHbie (portable, nomadic), KOTOpBIE MOTYT TIEPEBUTATHCS CO CKOPOCTHIO
70 5 kM/4, (oIyMoOMIBHBIN JocTytl, ctanaapt 802.16e-2005);

- MoOmibHBIE (mobile), obecmeunBaronue padboTy mpu ckopoctd mo 120 km/d,
(nmonHast MOOMIIBHOCTH, cTanaapT 802.16e-20006).

ABTOpPBI CTaHAAPTa MOCTAPATUCH CO3/IaTh OOIINH /TS BCEX MPHUIIOKESHUH TTPOTOKOI
MAC-ypoBHS HE3aBHCUMO OT 0COOCHHOCTeH KaHana nepenadu. /lanHoe TpeGoBaHue
OBUIO MMOCTABJICHO M3-33 TOTO, YTO IOJIb30BATEISIM HY>KHBI Pa3HOOOpa3HbIE CEPBHCHL,
Ka4eCTBO KOTOPBIX JOJKHO TIOJTHOCTBIO YAOBIETBOPATH YpoBHIO Q0S. MAC-ypoBeHb,
B CBOIO OY€pe/lb, pa3/iesieTCcsl Ha TPU MOTYPOBHSL.

[lepBrIit MOMypOBEHBb- nOJYposers kousepeenyuu (cimsaus) — CS (Convergence
Sablayer). OH onpeesieT CAUSHIE TOTOKOB HECKOJIBKUX ITPOTOKOJIOB, TAKUX, Kak ATM,
IP, Ethernet, VLAN (IEEE 802.1Q-1998) (JIazapes 1996: 224). [1loTokom Ha3bIBaeTCs
00bEeM JaHHBIX, KOTOPBHIA HETIOCPEICTBEHHO CBSI3aH C OMPENEIIEHHBIM MPUIIOKESHHEM.
Kaxnomy u3 noTokoB TpeOyeTcs CBON Kiacc 0OCIy>KUBaHUs, I ATOTO0 HEOOXOAUMO
BBIJIETTUTH HEOOXOAMMYIO MOJIOCY MPOITYCKaHHS — MOYKHO CKa3aTh BUPTYaJIbHBINA KaHAI, C
16-paspsaabv uaeatupukatopom CID. CoBpeMeHHOE pa3BUTHE CETEH CBS3H, KOTOPbIC
OCHOBBIBAIOTCS HA TEXHOJIOTHHA KOMMYTAIIUU TTAKETOB, TOCTUTJIO YPOBHSI, KOTJIa MOJKHO
Y HY’>KHO UX IIHPOKO HMCIIOJIb30BaTh PAa3MYHBIMH olleparopamu cBsizu. Ho HeKoTopbie
METOAMKH pacuera cereil Tuna WiMAX moxka ele HeJIoCTaTOuYHO Pa3BUTHI, U TPU HX
MIPOCKTUPOBAHNN HEOOXOTUMO 3aKJIaJbIBaTh MOTPEOHOCTH B OONBIIEH TPOITYyCKHOM
CHOCOOHOCTH.

Crenenn nnu kimaccel oocnyxuBaans WiMAX ompenenstores mpH MOIKITI0UeHUN
cranuu K cetd. CyiectByeT 5 kinaccoB oocyxuBanus (Tao Yang u ap., 391):

- HaUBBICIIUH- K1acc docmyna no nepgomy mpebosanuio UGS (Unsolicited Grant
Service). DTOT Kiacc o0ecrieyuBaeT MOCTOSHHYIO CKOPOCTh Tepeiadn HH(popMaIuy,
YTO U TpeOyeTcs B TPaAULMOHHOHK Tene(oHnu;

- BTOPOH — K1ACC OOCHYNA ¢ NepemMeHHOU CKOPOCIbIO ¢ nepedauell OaHHbIX @ pexcume
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peanvhoeo epemenu RT-VR rtPS (Real-Time Variable Rate). [Ipu aTom aboHeHTCKas
CTaHIUS OCYLICCTBIISICT Mepeaady HHPOPMAIMH C IEPEMEHHOM CKOPOCThIO 0e3 morepu
KauecTBa;

- TPETHH — K1acc 00cmyna ¢ nepemenHol CKopocmuio 6e3 nepedaii OaHHbIX 6 pexcume
peanvroeo epemenu NRT-VR nrtPS (Non-Real-Time Variable Rate). Mcionb3yercst s
niepenayuu Qaiinos (nmporokonsl FTP, HTTP);

- YETBEPTHI — KIacc 00CMyna 8 pexjcume MAKCUMATbHO BO3MOMNCHOU 6 OaHHbIL
momenm cxkopocmu BE (Best Effort). Mcnonb3yercst mist mepeaadn AaHHBIX B CETH
WHTEPHET;

- TATBIA- pacuupennvlil Kiacc 00Cmyna ¢ nepemMeHnoll CKOpocmuio ¢ nepeoadel
Oannwix 6 pedcume peanvroeo epemeru ERT-VR (Extended Real-Time Variable Rate).
Hcnonpsyercs npu nepenaye rolocoBoil HHPOpMaIMU ¢ OAABICHUEM I1ay3.

Bropoit moaypoBeHb- ocroguoli nodyposens - CPS (Common Part Sablayer),
Ha KOTOpoM oOpa3zytorcsi mpoTtokonbHbie (maketbl) PDU (Protocol Data Unit). Oun
MOTYT OBITh JINOO YIPaBISIOMUMH, JTH00 HH(DOPMAIMOHHBIMU. MHDOpMayuoHHbII
PDU Bxitodaet B ce0s1 6-0aliTOBBIA 3ar0JIOBOK YPOBHSI, YIPABIISIIOIINE COOOMICHUS U
WHPOPMAIIMOHHbIC JaHHBIE.

Tpetuii moaypOBEeHb- n0Jyposens 3awumul (cekpetHoctn) - PS (Privacy Sablayer).
B HeM ocyriecTBisieTCsl KpUNTO3aIInuTa ¥ ayTeHTH(UKAIHA. YPOBEHb 0€30MacHOCTH
BKJTIOUAET JBa MPOTOKOJIA:

- MPOTOKON AJsl H(POBaHHUS MAKETOB, KOTOPBIH BKIOYaeT B CEOsl HECKOIBKO
BapUaHTOB Map «IH(poBaHNe-ayTCHTH(DUKAMS» W PABUIIA UX IPUMEHEHHUS;

- IPOTOKOJI ynpasienus kiarodamu mudpposanus PKM (Privacy Key Management),
KOTOPBIN OCYIIECTBISET pacnpeaeneHue kioueit ot BTS k MS.

Pacnipenenenmne pecypcoB KaHajoB - AWHaMU4yeckoe. MS MoeT 3ampaiinBaTh
OTIpE/ICTICHHBI pa3Mep TOJOCHl MPOITyCKaHWs, WM 3alpamnBaTh 00 H3MEHEHHH
uMmeromeiics moiocel.  JIs MpakTHYecKOW peanu3alud  IYIUIGKCHOTO —pekuMa
npumensiercst oo yactotHoe- FDD (Frequency Division Duplex), nmu6o BpemeHnHoe
TDD (Time Division Duplex) pasmenenue. Ilaketsr or BTS k MS cnenyror 6e3
WHTEpBaJOB. B 0OpaTHOM HampaBieHHMH MaKeThl TEPEJAOTCs B CIEHUAbHBIX TalM-
CJIOTaX, OTBEICHHBIX MIMEHHO JUISI BUPTYAIbHBIX KaHAJIOB.

OCHOBHBIM TIPUHIIMIIOM AOCTYNa K KaHajy sIBJsIETCS AOCTyH 1o 3ampocy DAMA
(Demand Assigned Multiple Access). CyriecTByer Ba pexxuma JIOCTyIIa JJIsl KaxJI0To
COCIMHEHHMS B OT/ICIIEHOCTH U AJISl BCEX COCAMHEHHUH OTHOBPEMEHHO B KOHKPETHOH MS.
st mpuiiokeHHi, KOTOpble UMUTHPYIOT KOMMYTauio kananos (Jlazapes 1996: 224),
MEPUOAMYHOCTD U pa3Mep MaKeTOB (PUKCHPOBAHEI.

Kpome storo, pazpabarbiBatoTcsi MPOTOKOJIBI MOATBEPKACHUS MEpeayd U KaHAJbI
oOpatHoil cBsi3u. [lo kaHamy oOpaTHOW CBSI3W MepenaroTcs pe3yibTaThl M3MEPEHHN
napamMeTpoB KaHaJIoB, HH(OpMAaLUs O IIepecTPOKe MOITHOCTH MEPeAaTYHKOB.

OmnpeneneHHbIM CTaHAaPTOM OTPENEIISIOTCS TOIOCH YaCTOT U CKOPOCTH Tepeaadn
MIPY Pa3IMYHBIX BUIaX MOAYJSIIMA. DTU JaHHbBIE MIPEJCTABICHBI B TA0OIMIIE 2.
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Tabmuma 2- O6s3aTenbHbIE CXeMBI KOTUPOBaHUs (Moxysanun) B pesxkume OFDM

Tun Pasmep Onoxka nan- | Komep CKopocTh Cymmaphas | Pa3mep Onoka TaHHBIX 110-
MOJIy- HBIX JI0 KonmupoBa- | Puma— CBEPTOYHOTO | CKOPOCTH clle KOJUPOBaHMUS,

NAMKA | HEsA, B OaiiTax ColOMOHAa | KOJIMPOBAHMUS | KOAMPOBAHUS | B OaifTax

BPSK 12 (12, 12, 0) 12 1/2 24

QPSK |24 (32,24, 4) 2/3 1/2 48

QPSK |36 (40, 36, 2) 5/6 3/4 48

16-QAM | 48 (64, 48, 8) 2/3 1/2 96

16-QAM | 72 (80, 72, 4) 5/6 3/4 96

64-QAM |96 (108, 96, 6) |3/4 2/3 144

64-QAM | 108 (120, 108, 6) | 5/6 3/4 144

Hanmpumep, mo mepe ynanenuss abonenta ot BTS, miam B ciydae yxyauieHus
METEOyCJIOBUH, HaJW4YMs  MOIIHOTO HCTOYHHMKA  TIOMeX, JUIS  YJAy4IIEeHUsS
MTOMEXO03aIIHIICHHOCTH TPON3BOIUTCS CMEHA BHJIa MOAYIISALINHU. A 3TO, B CBOIO OY€pe/b,
CHIDKAET CKOPOCTh IepeIadn.

Bonpmioe konmuectBo omeparopoB B KaszaxcraHe TpHUBOIUT K OTpaHHYCHHUIO
4acTOTHOTO pecypca (Tadbmuua 1). Kaxkgomy oneparopy B cpeiHeM BbIIEISETCS 0JI0ca
okouo 3,5 MI', a 3TO MPUBOAMT K B3aUMHBIM TIOMEXaM U CTAHOBUTCSI HEOOXOAMMBIM
W3MEHATH BUIBI MOIYJISIIH.

Pe3yabTaThl U 00Cy:KIeHHE

B nacrosmee Bpemst B PK He nmeercs MoOmbHBIX a0oHeHTOB WIMAX, 1 TOIBKO
HAUMHAIOT MOSIBIISATHCS TIOJTYMOOWIBHBIE a00HEHTHI, C TOPTATUBHBIM JIOCTYTIOM.

[lpu onuwcanuu MareMaTHMYecKOW MOAENTU dYacTH ceTu cBsizu  WiMAX,
paccMarpuBaeTcsl Mpolecc MHTEHCHBHOCTEH, ympasnsemblii MMPP (Heffes u np.,
1986: 856—-868), KOTOpPBIN MO3BOJSIET JOCTATOYHO TOYHO OIMHCATH B3aWMOIIO3UIIUIO
HECKOJIbKUX coenuHeHui. IlpennaraeMblii KpuUTepuUid TPUHATHS COCIUHEHUS Ha
o0ciTy>)KMBaHWE TOJTy9eH Ha OCHOBAHUH PE3yJbTaroB pacueToB moaenu MMPP/D/1/K
(Jlarytun u ap., 2000: 320).

PazpaOarpiBaeMblii  anrOpUTM paclpesieNeHus] JOCTyNa COEAWHEHUH SBISETCS
TpeOOBaTENbHBIM K BBIYMCIUTEIBHBIM pecypcaM W OyleT He CIHIIKOM XOPOIIO
MacIITadMpPOBATHCS MIPHU YBEIWYCHUH KOJIMYECTBA OJHOBPEMEHHBIX COeTUHEHHH. M3-
3a 3TOTO BO3HUKAET HEOOXOIMMOCTh YIPOCTUTH HCXOTHYIO MaTeMaTHYECKyI0 MOJIEINb.
[To ananoruu ¢ (Tao Yang u np., 391), xonmngectBo cocrossuuit MMPP-niponiecca npu
pabote cHMXaeTcs 10 IBYX (pucyHoK 2). B ognoM npouiecce cocrosuue OL Oynet Tounee
COOTBETCTBOBATH COCTOSIHUIO NPH TEperpy3kax, a B JPyrom OyaeT COOTBETCTBOBATbH
COCTOSIHUAM HeporpyxkennocTtu cetu (UL).

Bemmuuna M nonmygaetcst u3 HepaBeHcta: C/LD-1<M<C/LD, tae C — npoIryCcKHas
CIIOCOOHOCTh KaHala CBsI3W, L - WHTEHCHBHOCTHh TOCTYIUICHHUS MAKETOB OT OJHOTO
MMPP-ucrounuka B coctrossanu ON, D - qirHa ImakeTa.

J11s1 0OHOBIICHHOTO ITpOIIECcCa MOSBISETCS HEOOXOIUMOCTD ONIPEICTICHNS BBIPAKEHUH
JUTS YETHIPEX €10 MAPAMETPOB: 7'y, U I*,, - CPE/IHSS MHTEHCUBHOCTD BBIXOJ/IA U3 COCTOSHUS
OLuUL; 4 o ¥ A .~ THTEHCHBHOCTb ITyaCCOHOBCKOTO IIPOLIeCCa Hapall[MBaHUsI KOJIMYECTBA
nakeToB 1 coctosiausg OL u UL.
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UL cocrosnms OL cocrosmms

Pucynok 2 - Jlenenne coctosnuii Ha UL u OL

[TapameTpsi /), ¥ 4, TIONy4aeM, BBIYMCIISS CPEIHIOK CKOPOCTh CO3/IaHUs [TAKETOB B
cocrosiarn OL 1 UL. CneroBatebHO, aHATOTUIHO OITYYIUM (OPMYJIbI JUIsl yIIPOIICHHON
MMPP-monenu (¢ aBymsi cocTossHUSMHE). McciaenoBaB MpOW3BOAUTEIHFHOCTh TaHHOTO
aJIrOPUTMa BHUUM, YTO yKa3aHHbIC (GOPMYJIbl HE TPEOYIOT OONBIINX BHIYMCIUTEIbHBIX
pecypcoB M, COOTBETCTBEHHO, MOTYT HCIIOJIB30BATHCS B COCTABE aJTOPUTMa KOHTPOJIS
JIOCTYTIA.

BriBoabI

IIpu pabote anropuTma KOHTPOJIS MOCTYIIAa MOTYT BO3HHMKHYTH Takas CHUTYaIlus,
Korma Oy/ieT HemocTaBaTh CBOOOIHBIX PeCypcoB (IPOIYCKHOM CHOCOOHOCTH) st
00CITy’)KMBaHHE HOBOTO BBI30Ba. B 3TOM cilydae BO3MOXHO MOIU(MUIINPOBAHIEC
IapaMeTPOB YK€ HMEIONUXCs coenuHeHnid. [IpomyckHas crocoOHOCTh IS OIXHOTO
COCIMHEHHMS, 3aBUCUT OT Kjacca oOciyxuBaHus. [loaromy mpu moauduInpoBaHUU
rmapaMeTpoB B CiIydae TMPHUHATHS HOBOTO COCIWHEHHUS BO3HUKAET HEOOXOTUMOCTH
VUIHUTHIBAThH CYIIECTBYIOIINE OTPAHUICHIS Ha KJIIACCH OOCTYKUBAHUS.

Bormpoc ouepenHocTH MOAU(UKALIMU [TAPAMETPOB SIBJIIETCS OJHUM M3 OCHOBHBIX
BOIIPOCOB, KOTOPHIE MOTYT BOSHUKHYTH ITPH pa3pad0TKe aJIrOpUTMa KOHTPOJISI JJOCTYTIA.
Wmeetcst Tpu HarpaBieHUs: MOAU(DHUKALINN:

- W3MCHEHHE Tepro/Ia MaKeTH3AINH;

- I3MEHEHHUE KJ1acca 00CTyKUBAHUSI M/WJTU TIPUHATHE COSAMHEHUS Ha 00CITy)KHBAaHUE
0e3 U3MEHEHUI KaKuX-11u00 mapamMeTpoB.
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INTEGRATION OF KNOWLEDGE MANAGEMENT SYSTEMS INTO
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Abstract. In today's digital era, ensuring information security is imperative for any
company's success. A recent study conducted on KazTransService Group LLP has
focused on developing a knowledge management system in the context of information
security. The study thoroughly examines the company's existing information
security landscape and identifies its key vulnerabilities. The proposed model for the
knowledge management system aims to address these issues by incorporating
innovative methods into management processes. The central objective of the
model is to enhance information security. The proposed model is designed to
mitigate information leaks and bolster defenses against cyber attacks and other
potential threats by streamlining management processes and integrating advanced
data analysis and control techniques. The research findings validate the efficacy
of such a system, indicating that its implementation can elevate the level of
information security within an organization. Moreover, this research is significant
for information security professionals and researchers developing knowledge
management systems. The proposed model's adaptability and relevance across
diverse business sectors make it a valuable resource for a broad audience. It
provides insights into the practical application of knowledge management in
information security. It offers a framework for organizations to address security
challenges in an increasingly digitalized environment proactively. This study
contributes to the ongoing discourse on information security and
knowledge management by bridging the gap between theoretical knowledge
and practical implementation. Its findings serve as a roadmap for organizations
seeking to fortify their information security posture while harnessing the
power of knowledge management to drive innovation and competitive advantage.
Ultimately, the research underscores the critical role of knowledge management
in safeguarding sensitive information and ensuring the resilience of modern
businesses against evolving threats.
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AKITAPATTBIK KAYIICI3JIKTI KAMTAMACHI3 ETYIE BIIIMII
BACKAPY 'KYWUEJEPIH HHTETPALIUSIJIAY: KAZTRANS SERVICE
GROUP JKIIC TOKIPUBECI

b.M. boscees
Bo:xeeB Boaar Maparyabl — maructp, Typan yausepcureti, Anmartsl, Kazakcran
© B.M. boxees, 2023

AHHOTaIMsA. AKNapaTThIK Kayincisiik OapraH CaiblH ©3€KTi OOJIBII Kene XKaTKaH
Kaz3ipri mudpibIK amemae Ochl canaliarbl OLTiMII OacKapy KyHelepiH JambITy/IbIH
MaHbBI3ABUIBIFEL apThil Kesedi. Ocwl 3eprrey KAZ Trans Service Group XIIC
MBICAJIBIH/IA OCBIHJIAM JKYHEHIH KaJbIITACYbIH 3€PTTEH/Ii, KOMIAHUSHBIH aKIapaTThIK
KayIICi3iTiHIH aFpIMIaFel JKal-KYHIH Tangaiibl, OCAIIBIKTApIbl aHBIKTANIBI JKOHE
OimiMai Oackapy KyHeciHiH MoaeniH yCBIHABL. Byl MOZenTh aknapaTThiK Kayirci3aik
JeHreiiH apTTRIPYyFa, Gackapy MpOLCCTEpIH OHTAWIAHABIPYFa JKOHE Oacekere
KaOLICTTIIKTI HbIFaiiTyra bKnan erei. Horwmkenep Ginimai 6ackapy xKyiHeciH eHrizy
aKIapaTThIK KaYINCI3MIKTI THIMJII apTThIPAThIHBIH PacTanIbl.

Tyiiin ce3mep: AKMapaTTBIK Kayimnci3mik, OumiMmi Oackapy, Kubepkayimrep,
TEXHOJIOTHSNIApALl  OipiKTipy, AEpeKTeplli KOpFay, TWPOIecTepli OHTAIaHABIpY,
YUBIMHBIH Oocekere KaOileTTiiri

Hoiiexcos  ymin: B.M. boxees. AKIAPATTBIK  KAVYIICI3AIKTI
KAMTAMACEHI3 ETYJE BUIIMII BACKAPY JKYWEJIEPIH
UHTEI'PALIUAJIAY: KAZTRANS SERVICE GROUP XIC TOXIPUBECI/
AKITapaTThIK XoHE KOMMYHHUKAIMSUIBIK TEXHOJIOTHSIIAPIBIH XaIBIKAPAIBIK JKypPHAIIBI.
2023. V4. Ne 4. ber 110-117 (opeic Timianme). https://doi.org/10.54309/
1JICT.2023.16.4.011.

HUHTEI'PALIMA CUCTEM YIIPABJIEHUSA 3HAHUAMMU B OGECIIEHEHUE
UH®OPMAIIMOHHOM BE3ONMACHOCTH: OINBIT TOO
KAZTRANSSERVICE GROUP

b.M. Boicees

Bo:keeB bosiat MaparoBuu — maructp, yausepcuteT Typan, Anmatsl, Kazaxcran

© B.M. boxees, 2023

Aunnorauuss. B coBpemenHoM 1mdpoBoM Mupe, rAe HHYOpMALMOHHAS
0e301acHOCTh CTaHOBHUTCS BCE Ooliee aKTyalbHOH, Ba)KHOCTh pa3padOTKU CHCTEM
yIpaBIeHHs 3HaHUSAMH B 3TOH cdepe pacTér. HacTosmee uccnegoBanue, Ha mpuMepe
TOO KazTransService Group, wuccrmeayer (opMHpOBaHHE TaKOW CHCTEMBI,
aHAJM3UPYET TEKylllee COCTOSIHUE HH(GOPMALMOHHONW O0€30IacHOCTH KOMIIaHUH,
BBIBJISIET YSI3BUMOCTH M IpEJJIaraeT MoJIeNb CUCTEMbI YIpPaBICHHs 3HAHUSAMHU. OJTa
MOJIENIb  CIIOCOOCTBYET TOBBIIICHUIO YpPOBHS HWH(QOPMAIMOHHON O€30M1acHOCTH,
ONTUMM3ALUY YIPABIEHUECKUX MPOLECCOB U YKPEIUICHUIO KOHKYPEHTOCIIOCOOHOCTH.
Pe3ynpTaThl MOATBEPXKIAIOT, YTO BHEIPEHHUE CHCTEMbl YIPABICHUS 3HAHUAMHU
3¢ GEKTUBHO MOBHIIACT HHPOPMALMOHHYIO 0€301MaCHOCTb.

KiroueBble ciioBa: MHpopmannonnas 0e30mMacHOCTb, YIIPABICHNE 3HAHUSIMH,
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KHOepyTrpo3bl, MHTETpalys TEXHOJOTHH, 3alluTa JaHHBIX, ONTUMHU3AIHUS MPOLECCOB,
KOHKYPEHTOCIIOCOOHOCTh OpraHU3aIlii

Jus uuruposanus: b.M. boxees. MHTEIPALINS CUCTEM VIIPABJIEHMA
SHAHMAMM B OBECIIEHEHHME WHO®OPMAIIMOHHOUM BE3OITIACHOCTU:
OIIBIT TOO  KAZTRANSSERVICE  GROUP//MexayHapoaublii  KypHaI
HH(QOPMAIMOHHBIX M1 KOMMYHHKAIMOHHBIX TexHomorui. 2023. T. 04. Ne 4. Ctp. 110-117
(Ha pycc.). https://doi.org/10.54309/1JICT.2023.16.4.011.

Brenenue

CoBpeMeHHBII Ou3Hec-TaHAmAPT MOCTOSHHO SBOMIOLHOHUPYET, a BMECTE C HUM H

BBI30BHI B 001acTH MH(OPMALMOHHON 0€30MacHOCTH. B yCIIOBHSX MOCTOSHHBIX yrpo3
KnOepOe30MmacHOCTH W HEOOXOAMMOCTH  A(PQEKTHBHOTO  YIpaBJICHHUS 3HAHUSIMHU,
KOMITaHUH CTQJIKUBAIOTCS C TOTPEOHOCTBIO WHTETPHPOBATH CHUCTEMBI yTIPABIICHUS
3HanusiMu (CY3) B cBOM cTpaTernu oOecredeHns 0€30MacHOCTH. JTa MHTErpanusi He
TONBKO  YIyYIAeT 3alUTy KOH(QUACHIMAIBGHBIX JAaHHBIX, HO W TOBBIIIAET
3¢ PeKTUBHOCTH yIpaBiieH!s] HH(GOpMaIEH B IIETOM.
TOO KazTransService Group BBIACTSAETCS CBOMMH KOMIUIEKCHBIMU yCITyTaMH DKCITPecc-
JOCTaBKH TOYTHI M TPpy30B Mo Kaszaxcrany u 3a ero mpeaeramMu. C MOMEHTa CBOETO
ocHoBauus B 2018 romy KoMIaHWs CTala OJHWUM U3 JIMACPOB B OONACTH KYPHEPCKHX
yCIIyT, Tpeyiarasi CBOMM KJIMEHTaM YHUKAJIBHBIA reorpauueckuil 0XBaT, JOCTYIHOCTD
CepBHCa M BBICOKHE CTaHIApThl KadecTBa M Oe3omacHocTH oTmpaBiennid. TOO
KazTransService Group TOpaUTCS CBOUM npodeccuoHaI3MoM,
KJIMEHTOOPUEHTUPOBAHHOCTHIO U BHICOKMM YPOBHEM CepBHCa, uTO noaTBepxkaaercs 100
% ToKa3aTensIMH B KaXKJIOM M3 STHX HaIpPaBIICHH.

Lenplo maHHOTO WCCIENOBAaHUS SIBISICTCS aHANM3 M JEMOHCTpALUs OIbITa
kommanun TOO KazTransService Group B HMHTErpallid CHCTEM YIPaBIICHHS
3HAHUAMHU IS oOecriedeHnss WHPOPMAIMOHHOW 0e30MacHOCTH. B ycrmoBusax
MTOCTOSTHHO BO3PACTAIONIUX YTPO3 B IU(PPOBOH cpesie, BAKHOCTh TAKOH WHTETpaldu
CTAaHOBUTCS O4YEBHJIHOW. lcciemoBaHWe HANpaBICHO HAa BBIIBICHHE TOTO, Kak
KOMITaHUSl CTIPABISIETCS C BBI30BAaMH MH(POPMAIIMOHHOHN 0€30MacHOCTH, a TAKKE KaKhe
MPEUMYIIEeCTBa IPUHECIIA HHTETPAIsl CUCTEM YIPABJICHUS 3HAHUSMH.

3amaun rcciIe0BaHuS BKIIIOYAIOT B CE0sI:

— W3ydenue cymiecTByromield CUCTeMbl yrpasieHus 3HaHusiMu B KazTransService
Group u e€ BiIusiHUE HAa HHOPMALMOHHYIO O€30aCHOCTb.

— AHaiu3 METOJIOB M TOAXOJIOB K 00eCreueHuro 0e30MacHOCTH WH(pOPMAIIHH,
HCTIONB3YEMBIX B KOMIIAHUH.

— Onenky >QQeKTHBHOCTH BHEAPEHHBIX PEIICHWH W BBISIBICHHE MOTEHIIHAIBHBIX
Iy TeW JJIs JaTbHEUIEero YIIyqIIeH!s! CHCTEMBI.

B pesynbrate uccnenoBanus OyayT HOITyYEHBI: OLIEHKa TeKyiero coctosiaust b B
KazTransService Group; ananu3 s¢¢exruBaoctu unterpamuu CY3 ¢ cuctemamu UB;
pEKOMEHIAINHN o JlaJbHEeIIeMy COBEPIICHCTBOBAHUIO CHUCTEMBI b
KazTransService Group. Pe3yipTaTsl MCCIeIOBAaHUS MOTYT OBITH WCITOJIB30BAHBI IS
pa3paboTku U BHeApeHHs dPPeKTUBHBIX cucteM Wb B Opyrux KOMITaHUSAX, a TaKkxke
IUIsl COBEpLICHCTBOBaHMS MeTo10B uHTerpauuu CY3 ¢ cuctemamu Ub.

MaTtepuaJisl 1 METOABI

* Wzyuenue nuteparypbl: AHalIM3 HAYYHBIX pabOT, MOCBAIICHHBIX WHTErpPAIHN
CVY3 u UBb, a Takke Keic-CTaau 110 JaHHOH TeMaTHKe.

* AHanu3 CyMmECTBYIONEH CHCTEMBl YIpaBleHHUS 3HaHUSAME: VI3yueHwue
¢yHKUMOHANBHBIX Bo3MokHOCTel CY3,ucnonssyemoii B KazTransService Group, n
ee BiusiHus Ha Ub.
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. AHamu3 METOJIOB M IMOJXOJ0B K 0OCCIICUCHUIO 0€30MacHOCTH WH(OPMAITHH:
HccrnenoBanne METOOB W MHCTPYMEHTOB, MPUMEHSEMBIX B KOMITAHWUHU JIJISl 3AIIHATHI
MH(POPMAIIH.

. Onenka 5>Q@QeKTUBHOCTH BHEAPEHHBIX pemennid: OmnpeneneHue TOro,
Hackonbko 3¢dekruBHo CVY3 wunHTerpupoBana c¢ cucremMamu Wb, u BbIsABICHHE
MOTEHITUATBHBIX MyTEH [T TATbHEHIIIETO yITydIlIeHUS CUCTEMBI.

CobpanHble TTaHHBIE CHUCTEeMAaTHU3UPOBAHEI, MTPOaHATN3UPOBAHEI "
MHTEPIPETUPOBAHbI C UCIIOJIb30BAaHUEM KaueCTBEHHBIX M KOJMUYECTBEHHBIX METOI0B
uccienoBanus. Bce wuccrienoBaHus NpoBeleHb B COOTBETCTBUM C 3TUYECKHUMHU
NPUHIMIIAME, BKJIIOYas KOH(DUACHIIMANBHOCTh HMHGOpMAIMM W YBaXKEHHE K
y49aCTHHUKAM HCCIIETOBAHUS.

KonyenmyanvHole 0CHOBbI U aHAIU3 MEKYWe20 COCMOAHUSA

B coBpemennoMm OwusHec-naamadre, rae uHbopManus SBISAETCS OIHUM U3
KJIIOUYEBBIX AaKTHBOB KOMIAHWHW, YIpaBIE€HHE 3HAHWSIMA U HH(OpMAIMOHHAS
OeszomacHOoCcTh TecHO mepervieTeHsl. Jms kommamumm KazTransService Group,
MIPEIOCTABIISAIONIEH YCIyTH SKCIpecc-I0CTaBKA 1Mo BceMy Kaszaxcrany u wmwupy,
pazpabotka w® BHeapeHHe APQGEKTUBHOW CHUCTEMBl YIpPaBICHHS 3HAHUSAMH,
MHTETPUPOBAHHOW C MepamMu HMH(POPMAIMOHHOM  0E30MacHOCTH, CTaHOBHTCS
KpUTHYECKM  BaXXHOM  3amadeil. DTO  TO3BOJIET HE  TOJBKO  3aIIUTUTH
KOHQHICHIMATBHYI0 HHGOPMANMI0 OT WHU(PPOBBIX yrpo3, HO U 00ECIEYUTh
Oecriepe0oitHyl0 paboTy BCEX CEPBHCOB KOMMIAHWH. AHAIH3 TEKYIIETO COCTOSHHS
uHpopmanonHoii  6ezomacHoctn B KazTransService Group BbISIBHI — PAf
YSI3BUMOCTEH, CBSI3aHHBIX C XpaHEHHEM W Tepeaadyell JaHHBIX, KOTOpbIE TpeOyroT
HEMeIJeHHOro pearupoBanus. OIeHKa CYIIECTBYIONIMX Mep IO 00eCleYeHHI0
Oe3omacHOCTH W pa3pabOTKa JOTOJHHUTEIBHBIX PEKOMEHIAIUN IS yKPeTJIeHHUs
3aUThl  WH()OPMAIMOHHBIX PECYpCOB KOMIIAHWW CTAHOBSTCS PHOPUTETHBIMHU
3a/layaMH B pPaMKax JIaHHOTO UCCIICIOBAHUS.

ABTOp omupaeTcs Ha psJl 3apyOeXKHBIX HCCIEAOBAaHUH MO O0OECIeYeHHUIO
WHPOpMaMOHHON Oe3omacHocTH, HaymHas ¢ paborel llBemexa @., Manaku C.,
Peamexa b. (2023), koTopas aHATH3UPYET MOJCPUPYIOIICE BIUSHAC HCKYCCTBEHHOTO
WHTEIUIEKTa Ha KHOepOe30macHOCTh W YCTOMYMBOCTH 3allUTBl MPOTPAMMHOTO
obOecniedeHusi. 3aTeM BHUMaHUE YIeINseTcs uccienoBannto boneka B., Pomanosoii A.,
Kopueka @. (2023), B KOTOpPOM paccMaTpUBAIOTCS CHCTEMBl YIPaBJICHUS
WHQOPMAIIMOHHON 0E30MacHOCTBI0 B KOHTEKCTE DIIEKTPOHHOTO Ou3Heca. BakHbli
Biam BHocuT padora Jxamkxm H.3., Hlaxa HW.A. (2024), mnocssimeHHAs
creruuueckuM  MepaM  KuOepOe30macHOCTH B JIOTHCTUYECKOH  OTpPaciH.
UccnenoBanne XosaBa A., I'mm3m W., Xanma Jlx. (2021) Bbeyienser BIUsSHUE
KAOEpperyJsiiiii U MOJUTHK 0E30MacCHOCTH HA OPraHW3alMOHHBIE UCXOJBI C MO3ULINU
ynpasnenuss 3HaHusMu. llocmenmusst pabora Sur K., Jlammyiita H.I. (2023)
KPUTHYECKH  OIICHWBAE€T  OTPaHWYEHHBIE  MPENMYIIECTBA  TEXHOJIOTHUYECKUX
HOBOBBEJICHUI B OpraHW3alysX COIMAIbHBIX YCIYT W BBITOJABI HCIOJIh30BAHUS
COLMOTEXHUUYECKUX CHUCTEM YIpABJICHUS 3HAaHMSIMH. B COBOKYIHOCTH JaHHBIE
WCCIIEJIOBAHNS 00ECTIeYUBAIOT KOMITJIEKCHBIN B3IUIAJ Ha B3aUMOJICHCTBUE yIPaBICHUS
3HAHMSIMH W MHGOPMAIMOHHOW 0€30MacHOCTH, TOMYEPKHUBAs HEOOXOIMMOCTD
[EJIOCTHOTO MOAX0/1a K pa3paboTKe W BHEAPEHHUIO CUCTEM YIPABICHUS 3HAHUSMH IS
yKperuieH!s] HHQOPMaIMOHHOHN 0€30TTaCHOCTH B KOPIIOPATHUBHOM CEKTOpE.

1. B wuccnenosanum IlBegexa @., Mamaku C. um Ppampexa b. (2023)
paccMmarpuBaeTcs poiib MCKyccTBeHHOTo nHremiekta (MW) B kauecTBe XakepoB U €ro
BIUSHHE Ha CBA3b MEXIy KuHOepOe30macHOCThI0O W YCTOMYMBOCTHIO 3aIIHTHI
MPOrpaMMHOT0 oOecTieueHus B opranu3amusax. [ [pyaumas Bo BHUMaHHE TEKYITYIO
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KOHKypeHIuto Mexay WM wum  denoBeueckuMHM — dKCIepraMd B OOJIACTH
kuOepOe30MacHOCTH, TJE  YEJNOBEYCCKHMH  DJIEMEHT OCTaéTcs  KJIFOYEBBIM B
npotuBojieicTBuu yrpo3am oT MU, coueranune texHonorut MM ¢ aHanuTuxoi,
MIPOBEIEHHON CITEIUANCTAMH, TIPEACTABISAETCS TEPCHEKTUBHBIM JIJIsT pa3pabOTKH
KOMIUIEKCHBIX 3aIIUTHBIX MEP OT CIOXHBIX aTak. [lo pesympraTtam mpoBeneHHBIX 50
WHTEPBBIO M OTKPBITBIX OINPOCOB CPEM CIEIHAIUCTOB 10 KUOEepOE30MacHOCTH B
Hybae, OAD, ObUIO BBISIBICHO, YTO Xakephl Ha 0aze MM MOryT oOKka3pBaTh Kak
MIOJIOKUTENBHOE, TaK W OTPHIATENbHOE BO3JIEHCTBHE HA HAAEKHOCTh 3aIIHUTHI
MIPOrPaMMHOTO OOECIIEYeHHs, YTO ITOJYEPKUBAECT 3HAYUMOCTH CO3/aHUS CHUCTEM
POOOTH3MPOBAHHOTO KOHTPOJIS W Pa3padOTKHU KU3HCHHBIX ITUKJIOB OE30M1aCHOCTH.
ABTOpBI TOJYEPKUBAIOT BAXHOCTh WHBECTUPOBAHUS B IPOJBUHYTHIC METOJIbI
krOepOe30MacHOCTH JIJIsl TapaHTHUPOBAHMS JIOJITOCPOYHON 3allUThl MPOrPAMMHOTO
obecrreueHus (Shwedeh et al., 2023: 1066-1072).

B pabore bonexa B., PomanoBoii A. m Kopuexa @. (2023) paccMoTpeHBI
BaKHEHIIINE aCIEKThl CUCTEM YIpaBJICHUs UHPOpMAIMOHHON Oe3onmacHocThio (ISMS)
B KOHTEKCTEC  JJICKTPOHHOTO  Ou3Heca.  YTBEpXKIAeTCs, YTO  KOMIIAHUH,
OCYIIECTBJISIOIINE CBOK JICATCILHOCTh HAa OJICKTPOHHBIX PBIHKAX W aKTHBHO
TIPUMEHSIOIINE HH()OPMAITHOHHO-KOMMYHHUKAITHOHHBIC TEXHOJIOTHH (MKT),
CTAIKUBAIOTCA C CEPhE3HBIMU yrpo3amu Oe3zomacHOCTH. Ocolyro  ysI3BUMOCTB
JEMOHCTPUPYIOT ~ T€  OpraHM3alMH, KOTOpble HE  UMEIT  3(PPEKTUBHO
¢yakumonupyomux ISMS uiau He HCHONB3YIOT 0a30BBIH MPOLIECCHBIM TMOIXOMA B
ynpasieHur WC. ABTOpbI HCCICAYIOT CXOJCTBA W PA3IMYMs Pa3IMUHBIX MOJCNICH
ISMS, ananu3upys KX OCHOBHBIE XapaKTEPUCTHKUM M IMPUMEHUMOCTb B paMKax
ANIEKTPOHHOTO OHW3HEeca, BKIIOYAas BO3MOXKHOCTh WX HCIOJIB30BaHHS BO BCEX WIIH
TOJILKO B ONpeACNEHHBIX mpoueccax. Vcmonb3ys JaHHBIE, T[OJIYYCHHBIE OT
NPEeNNPUIATANA  DJIEKTPOHHOW KOMMEpPIIMM  CJIOBAI[KOTO  PbIHKA, HCCIIEI0BATEIIH
MPOBEPSIIOT  MOCTABIICHHBIE THUIOTE3bl C TIOMOMIBI0 HAYYHOTO TOAXOAa W
CTaTHCTUYECKOTO aHalln3a, YTO IO3BOJIIET UM CHeNaTh BBIBOJBI 00 3¢ (eKTHBHOCTH
npumeneHuss ISMS B cdepe INEKTPOHHON  KOMMEPIMM H  YIPaBICHHS
rnH(OPMAIMOHHOM 0€30MMacHOCTHIO B Oosiee mupokoM cMmbiciie Bolek et al., 2023).

3. AHanM3 KOHIICNTYyaJlbHBIX OCHOB M TEKYIIEro COCTOSHHS B cdepe
“H(OPMAITMOHHOW 0€30MaCHOCTH BBISIBIIIET BaYKHOCTh KOMIUIEKCHOTO —IOJXO/1a,
00BEIMHSAIONIETO METO/IBI M HHCTPYMEHTHI 3aIIUTH WH(POPMAIINH, PUCK-MEHEIHKMEHT,
Keic-CTalu U COOJIF0JICHUE CTaHIapTOB M HOpPMAaTuBOB, Takux kak ISO/IEC 27001.
Oco0oe BHHMaHHWE YAENSETCS WHTETPAllMM CHUCTEM YIpaBIEHUS 3HAHHSIMH C
“H(OPMAIMOHHOW 0€30MaCHOCThIO, IMOJYEPKHUBAst, YTO 3(PPEKTUBHOE YIIPABICHHUE
3HAHUSMU MOXET B3HAYUTEIbHO YCHIUTh 3allUTy WH(POPMAIIMOHHBIX aKTHBOB
opraHuzanud. PaccmoTpenme Keic-ctamd 1o HWHPOPMAMOHHOW 0e30TacHOCTH
MO3BOJIIET HAa MPAaKTHUKE OLUEHUTh A(P(OEKTUBHOCTh pa3IMYHBIX IOAXOJIOB U
WHCTPYMEHTOB 3alllUTHl, a TaKXe pOJb PUCK-MEHEHKMEHTa B MHUHUMH3AIUH
MOTCHIMANBHBIX yrpo3. B uTore, crpareruveckas MHTErpans U MPUMEHCHHUE 3THUX
KOMITOHEHTOB CIOCOOCTBYET CO3JaHHI0 YCTOMYMBOM W aJanTUBHON CHCTEMBI
WHPOPMAIMOHHON  0Ee30MacHOCTH,  CHOCOOHON  A(PQPEKTHBHO  TPOTUBOCTOATH
COBPEMEHHBIM BBI30BaM B OOJIACTH 3allUTHl JaHHBIX M WH(GOPMAIIMOHHBIX PECYPCOB
(Jhanjhi et al., 2024).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

o £ International License

114



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2023. Vol. 4. Is. 4.

PesyabTaThl M 00Cy:KI1eHHEe

Pa3pa0oTka 1 BHeApEHNUE CUCTEMBbI YIIPaBJICHUsI 3HAHUSIMU

TOO KazTransService Group mpemoCcTaBiIsIeT MUPOKAN CIEKTP YCIyT, BKIFOYas
CTaHJApPTHYI0 U 3KCIPECC-JOCTaBKY, MEXKJIyHAPOJHBbIE TEPEBO3KH, a TaKkKe
CHEIMATU3UPOBAHHBIE CEPBUCH! JUIsI MHTEPHET-MarasuHoB. OTIMYUTENBbHOW uepToil
KOMITaHUH SIBIISIETCST HE TOJBKO OOIIMPHBIA Treorpaduyeckuii oxBar, HO U
MHIUBUAYaIbHbIM TOAXOJ K KaXIOMYy KJIMEHTY, HaJMYHe COOCTBEHHBIX KypbEpOB-
IKCIEJUTOPOB, a TaKKe TrapaHTUs CpPOKOB W COXPAaHHOCTH JOCTABIISIEMbIX
ornpasiennii. TOO KazTransService Group akTMBHO HCHOJIB3YET COBPEMEHHBIC
TEXHOJIOTMU JUIsl OTCJIEKUBAHUS JBM)KEHHUS OTIPABICHUH, MPEJOCTaBIss KIHMEHTaM
MOJIHBIA OTYET O JOCTaBKE M OOECIeUYHBas BBICOKHMI YPOBEHb HH()OPMAaIMOHHOMN
Oe3omacHoCTH.

B pasnene, mocBsieHHOM pa3paboTKe W BHEIPEHUIO CHUCTEMBl YIpaBIICHUS
3HAaHHUAMH, aBTOpP CTAaTbU COCPEJOTAUMBAETCS HA aHajlu3e Ipolecca, KOTOPBIH
ocymectisiercss B komnanmun  KazTransService Group s yJaydieHus
nHpopmarmonnoit  6e3omacHocTd. Ocoboe BHUMAHWE YHOETSETCS METOIOJIOTHH
MHTErpalyy, KOTOpas MO3BOJISET COBMEIIATh YNPABICHYECKHE U TEXHOJOTMUYECKHE
acTeKThl Al co3manus eauHoi 3ddexktuBHON cuctemsl. [Iponece npoekrupoBaHus
CHCTEMBl YYUTBIBACT CIECHU(PHUKY IESATEIBHOCTH KOMIIAHMH W OCHOBBIBACTCS Ha
BHIOOpE ONTHMAIBHBIX HWHCTPYMEHTOB M TEXHOJIOTHH, KOTOpbIE MaKCHMAJIbHO
YAOBJIETBOPSIIOT TpeOOBaHUSAM Oe30MacHOCTH. BakHOW cocTaBnsiomieil sBisercs
00y4yeHHe COTPYAHUKOB, KOTOPOE TapaHTUPYET NPAaBUIILHOE HUCIIOJIb30BAaHUE CUCTEMBI
U crnocoOcTByeT (GOPMUPOBAHMIO KYyJIbTYPbl HH(GOPMALMOHHONW O€30MacHOCTH B
opranuzanud. MoHUTOpUHT 3(]deKTUBHOCTH cHCTEeMBl TMocie e BHEApPEeHHUs
MO3BOJIIET  OLIEHUTh  JOCTHUTHYTblE  pe3ylbTaThl M  BHECTH  HEOOXOAMMBIE
KOPPEKTUPOBKY JUIsl JAJIbHEHIIIEr0 YCOBEPIICHCTBOBAHUSL.

4. B pabore XosaBa A., I'mmu WM. m Xama JIx. (2021) anamusupyercs
BO3/ICHCTBHE COBpEeMeHHbIX KuoOepperynuposanuii (CR) m momutuk Oe3omacHocTn
(SP) mHa (¢yHKIMOHUpOBaHWE cHCTeM ympaeieHuss 3HaHusmu  (KM) B
OpraHU3alMOHHON cpene. ABTOPBI BBIICIIIOT poiib KM Kak OmepaTuBHOTO |
CTPaTErMYecKOro pecypca B JACATCIBHOCTH OpPraHU3alMid, OTMedYass NpH 3TOM
genpocrtarouHoe BHUMaHue K cBa3siM KM ¢ CR u SP. OcHoBbIBasCh Ha JaHHBIX
ONpPOCOB, MPOBEACHHBIX CPENM pa3IMYHBIX KOMIAHWHW, W TPUMEHEHHH MeETojJa
YaCTUYHBIX HauMMeHbIIMX kBaapaToB (PLS) s ananumza, uccienoBaHHE BBISBISET
BrnusiHne CR u SP Ha xirroueBsie acriekTsl KM — mproOpereHue, pacupeeicHue 1
UCIIOJIb30BaHUE 3HAHMM — M MX MOCIEAyIollee BO3ACHCTBHE HA ONEPALUOHHYIO
3G QPEKTUBHOCT, W CTpaTerMYecKHe pe3yibTaTbl AeATesJbHOCTH (upM. Bompekn
OKUJIAaHUSIM MTPEILECTBYIOINX PadOT, HCCIEA0BATEH MPHUIILIM K BBIBOAY, YTO OOMEH
3HaHUSAMU 3a TIpejiesiaMi OpraHU3ali MOXKET OKa3bIBaTh HETaTUBHOE BO3/IECTBHE Ha
MPOU3BOANTEIHHOCTD, MOJATBEPXKAAs IMpeanojiokeHne o ToMm, 4ro KM mporecchl
HNOJUUHSIOTCA II€PEMEHYUBBIM (DaKTOpaM, BIMSAIOLIMM Ha B3aUMOCBSI3HM MEXIY
ncxomamu KM (Hovav et al., 2021: 154-172).

5. B pabore [Ixanur K. m Jlanayiir H.I'. (2023) paccmaTtpuBaercsi BOmpoc
OrpaHUYEHHON YPPEKTUBHOCTH WHPOPMAOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHN
(MKT) B  opranmsanusx CONHMAIBHOTO  OOCTY)KHBAaHHSI ~ 4Yepe3  IPHU3My
COIIMOTEXHUYECKON cuctembl ympaBienus 3Haamsmu (KMS). KormenryambHas
MOJIeJIb aKIIEHTUPYET BHUMaHUE Ha cUHepruu TexHnueckoi KMS, nmpencrasinsromeit
HUKT, u commokynsrypHoii KMS, cmocoOcTBytomeld WHTErpalMyd 3HaHUA Ha
pa3IMYHBIX YPOBHSX 00paOOTKM WHPOPMAIMH, YTO CIIOCOOCTBYET YIYUIICHHIO
s pexTuBHOCTH mesTenpbHOCTH opraHm3anui. OCHOBBIBAsACh HA JAHHBIX ONpOCa, B
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KOTOpOoM Yyd4acTBoBajM 1708 COTpYAHMKOB, 3aHUMAIOIIMXCS HETOCPEACTBEHHBIM
OOCITy’)KUBaHWEM KJIHEHTOB M yd4acTBoBaBmMX B Ompoce IO BOBICUYESHHOCTH
corpymankoB  (SEE) B 2022 ToOmy, WCclemoBaHWE IIOKa3ayio, dYTO  Kak
TEXHOJOrH4ecKas, Tak M couuokyiabTypHas KMS BHocAT Bkiag B yiydllieHHE
MPOLIECCOB MHTETPAalMM 3HAHWN M MOBBILICHUE OPraHU3alMOHHON 3(PQPEKTHBHOCTH.
HecmoTtpss Ha TO, uTo pabOTHUKM BbIpa3uiyd OoJiblliee  yJIOBIETBOPEHHE
texHonornyeckoit KMS, commokynsTypHas KMS obecrieunBaeT 60s1ee 3HAYUTEIILHBIC
npeumytmectsa. CpaBHEHHE pe3ynbTaToB omnpocoB 2008 roma W MOCIETYIONIETO
HCCIICIOBAHUS  BBIIBWIO  COXPAHSAIOUIYIOCS NpoOJIeMy  HEYIOBJIETBOPUTEIBHOM
3¢ PEKTUBHOCTH, BONPEKH TEXHOJOTMYECKOMY Pa3BUTHIO. BBISBICHHBIE pe3yNbTaThI
MOJYEPKUBAIOT 3HAYMMOCTh WHTETpAllMd IEPEJOBBIX TEXHOJOTMH U OusHec-
MPOIIECCOB, a TaKXKe Mepexo/ia K 3HAHUEBOMY M COIMOTEXHHMUYECKOMY MOJXOIY B
yopaBieHuH. Tawke 00CyXmaeTcs MOTEHLHMad NPUMEHEHHS MCKYyCCTBEHHOTO
uHTeiekta (MU), ¢ ydyeroM HEOOXOOMMOCTH pELICHHS 3THYECKUX BOIPOCOB,
npobieM KubepOe30nacHOCTH U KoH(UACHIHAIbHOCTH. B OyayiieM mcciaeqoBaHusIM
MpeasiaracTcsl pacCMOTPETh MpUMEHEHHue corumorexuudeckoii KMS u oneHuts ee
BIusHAE Ha G dekTUBHOCTH opranm3anuu (Jang & Landuyt, 2023: 426-446).

Taxum 00pazoM, pa3paboTka U BHEAPECHUE CUCTEM yrpaBieHus 3HanusMu (KMS)
SIBIISICTCS. KPUTUYECKHM B@KHBIM MPOLECCOM JJsl OpraHu3alfi, CTPEMSIIMXCS
MOBBICUTH CBOIO 3(PPEKTUBHOCTh U KOHKYPEHTOCHOCOOHOCTH B COBPEMEHHOM OBICTPO
MEHSIOIIEMCST  MHpe. JTOT MpoIecC He TOJNBKO CIHOCOOCTBYET — YIYYIICHHIO
WHTETPAIMA W PACIPOCTPaHCHHsI 3HAHWN BHYTPH OpPraHH3allid, HO M YKpEIUIseT ee
nH(OPMAITMOHHYIO 0€30MacHOCTh, OOecTeunBasi Ha/JIEKHOE YIpaBICHHE W 3aIlUTy
nannelx. Baueapenne KMS tpelyer riy0oKkoro moHMMaHusi Kak TEXHHYECKUX, TaK H
COLIMOKYJIBTYPHBIX AaCHEeKTOB YNPABJICHUS 3HAHUSIMH, a TaKKe BKIOYAaeT B cels
a/IanTaluIo MOAX0A0B B 3aBUCUMOCTH OT CIelM(PUKHA ¥ MOTPEOHOCTEH OpraHu3aIim.
[loBblIeHNE OCBEJOMIIEHHOCTH U KOMIIETEHLIUI COTPYJHUKOB B 00JIACTH yIPaBIICHUS
3HAaHWSIMU SIBJISICTCS KJIFOUOM K YCICLIHOMY BHEIPEHHIO M SKCIUTyaTallMd CHCTEMBI,
YTO B KOHEYHOM HTOr€ IMPHUBOAUT K YJIYULICHUIO ONEPALlMOHHOW AEATEIBLHOCTH H
CTpaTermyeckoro IuiaHupoBanus. Takum oOpazom, pa3paboTka U BHenpeHue KMS
MpeCTaBiIsieT COOON CIIOKHBIA, HO YpE3BBIYAHO BaXKHBIH MpOIECC, TPEOYFONIHA
KOMIIJIEKCHOTO II0JIX0/1a ¥ HETIPEPBIBHOI'O COBEPILICHCTBOBAHUSL.

B xo00e uccredosarnus nonyuensl credyoujue 8b1800bi:

Unterpamus  cucrembl  ynpasnenus  3HaHuwsiMu - (CY3) ¢ cucremamu
nHpopmanmonHoit 6e3onacHoctu (Mb) B kommannmum TOO KazTransService Group
MO3BOJIMJIA TOBBICUTH YpOBEHb 3amuThl uHpopmanmu. CY3  obecrieunBaer
LEHTPAJIM30BaHHOE XpAaHCHHWE W YyMpaBJIeHHE 3HAHMAMH, cBs3aHHbIMU ¢ Wb, uro
obyieryaeT JOCTYN K aKTyaJbHOM HMH(MOpMauuu A COTPYIHHKOB W IIO3BOJISIET
OBICTPO pearupoBaTh Ha BO3HUKAIOLIUE YIPO3bI.

Buenpenne CY3 criocobcTBOBAIO MOBBIIIEHNIO OCBEOMIEHHOCTH COTPYAHUKOB O
Borpocax Mb. OOydenme coTpyaaukoB padore ¢ CY3 crajmo BaXHOW YacThIO
[IPOrpaMMBbl IOBBILIEHUA OcBeJOMIIeHHOCTH 00 Wb, 4ro mpuBeno K CHIKCHMIO
KOJINYECTBA WHIMJCHTOB, CBSI3aHHBIX C YEJIOBEUECKUM (PAKTOPOM.

Ucnonb3oBanue CY3 ans ynpasienus: puckamu Mb mo3Bonmno koMmnanuu 6onee
3(¢()EeKTUBHO BBIABIATH M OICHHBATH IOTCHIUAIBHBIC YIPO3bl. DTO MO3BOJIUIO
KOMITAHUH [TPUHSTH IPEBEHTHBHBIC MEPBI 10 3aIUTEe HHPOPMAITUH OT ITUX yTPO3.

CVY3 crana BaXHBIM WHCTPYMEHTOM JUIsl 0O€CIIeYeHHs] HENpPEepBIBHOCTH OM3HEca
(BLIID). B cnyuae kubeparaku CY3 MoxeT OBITH HCIONB30BaHA AJsl OBICTPOTO
BOCCTaHOBJICHUS JIOCTYIA K MHPOPMALIMU U BO30OHOBIICHHS Pa0OTHl KOMITAaHHH.
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3akiroueHue

Wnterpammms CY3 ¢ cuctemamu UMb B xommannn TOO KazTransService Group
CTajla YCIEIIHbIM ONBITOM. JTO TO3BOJIUIO KOMIIAHWH MOBBICUTH YPOBEHBb 3aIIHUTHI
HHPOpPMALUH, YIYYIINTh OCBEIOMIICHHOCTh COTPYAHHUKOB o0 Bompocax Wb nu
MOBBICUTH 3¢ (PeKTUBHOCTh ympaienus: puckamu Mb. CY3 rtakxke cTanma BaKHBIM
WHCTpyMeHTOM [uisi  obecrieuenuss bBLII.  ABTopel mpeamararoT ciegyromme
PEKOMEHIALNHN:

* [Ipogomxkate coBepuieHcTBOBaTh CY3. DTO MOXKET BKIIIOYATh B ce0sl BHEIPEHHE
HOBBIX ()YHKIMH, TaKMX KaK aHAIMTHKA JJAHHBIX M MallMHHOE OOYyYEeHHE, a TaKkKe
HHTETpanmio ¢ Apyrumu cucremamu Ub.

* IloBelIaTh OCBEZOMIIEHHOCTH COTPYIHMKOB 0 Bompocax Mb. Oto moxer
BKJIIOYaTh B ce0s NPOBEACHHWE DErYyIAPHBIX TPEHHUHIOB U CEMHMHApOB, a TaKXKe
pacrpocTpaHeHue HHPOPMALMOHHBIX MaTEPHUAIIOB.

* [IpoBOIUTH perynsapHbe OIeHKH pUCKOB Mb. DTO MO3BOIUT KOMITAHNH BBISIBIATH
HOBBIE YTPO3bI U MPHHAMATh HEOOXOMMbIE MEPBI IO MX 3aIUTE.

* PazpabareiBaTh U TecTupoBarh miaanbl BLII. DTo mo3BonmuT KoMmaHuu ObICTPO
BOCCTaHOBHUTbHCS B ClIydae KnOepaTaku.

B nenom, uaTerpanmsa CY3 ¢ cucremamu Wb sBnsercs 3QpPexkTHBHBIM CrIocOO0M
MOBBIILICHUSA YPOBHS 3alUThl MHOOPMALUU B KOMIIAHUHU. DTOT MOAXOA MOXXET ObITh
PEKOMEHJIOBaH  APYTUM  KOMIIAHUSIM, KOTOpBIE  XOTAT  YJIYYIIUTH  CBOIO
KnOepOe30TacHOCTb.
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