KA3AKCTAH PECITYBJIMKACBIHBIH FbUIBIM XXOHE XKOFAPBI BIJIIM MUHWCTPIIIT'T
MUHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3OBAHUN A PECITYBJIMKM KA3AXCTAH
MINISTRY OF SCIENCE AND HIGHER EDUCATION OF THE REPUBLIC OF KAZAKHSTAN

INTERNATIONAL
UNIVERSITY

XANBIKAPANLIK ™ "= WRNE MEWAYHAPOAHBIA
YHHBEPCHTETI I I YHHBEPCHTET

XAJIBIKAPAJIBIK AKITAPATTBIK KOHE
KOMMYHUKAINUAJIBIK TEXHOJIOI' USAJIAP
KYPHAJIbI

MEXJIYHAPOJHBIN KYPHAJI
NHOPOPMAIMOHHBIX U
KOMMYHUKAIIMOHHBIX TEXHOJIOT U1

INTERNATIONAL JOURNAL OF INFORMATION
AND COMMUNICATION TECHNOLOGIES

2024 (17) 1

Kanwmap — naypot3

ISSN 2708-2032 (print)
ISSN 2708-2040 (online)



BAC PEJAKTOP:

XukmeroB Ackap KycynfexoBina — Oackapma Teparachl, XaublKapaJblK aKIapaTThIK TEXHOIOIUsIAp YHUBEPCHTETIHIH PEKTOPBI,
(u3KKa-MaTeMaTrKa FhUTBIMIAPbIHBIH Kanauaarel (Kasakcram)

BAC PEJAKTOPIbIH OPbIHSACAPBI:

Kosecaukoba Karepuna BHKTOPOBHA — TEXHHUKA FhUIBIMAAPBIHBIH JOKTOPbI, XaIbIKAPAJIBIK AKITAPATTHIK TEXHOIOTUSIAP YHH-
BEPCUTETI, «AKITApaTTHIK JKyiternep» kadenpachiHbH mpopekropsl (Kasakcra)

FAJIbIM XATIbI:

Hnanakosa Manuna TyjereHoBHa — TeXHHKA FbUIbIMIAPBIHBIH KAH/IMAThI, KAybIMACTHIPbLIFaH 1podeccop, «XasblKapabik

aKnaparThIK TexHonorusuiap yausepeurerin AK, FruibiMu-3epTTey sKyMbIC AenapTaMeHTiHiH qupekTopbl (Kasakcran)
PEJAKIUSIBIK AJTKA:

Pazak Agay;1 — PhD, XasbIKapasbIK aKapaTThIK TEXHOIOTMsUIap yHUBepeUTeTiHiH mpodeccopst (Kazakcram)

Jlyuno Tommaso je Iaomme — Canento yHusepeuteTinis (MTanist) HHHOBALMSIIAD JKOHE TEXHOIOTHSIIBIK MHKCHEPHs erap-
TamMeHTi AVR 3epTXxaHachIHBIH 3epTTey JKoHE d3ipriey OommiMiHiH TMPEKTOpbI

JIus Bakon — npodpeccop, Adepreit yHnBepcuTeTi BHIe-KaHIpIep/IiH opbioacaps! (YIIbIOpHTaHNsT)

Mukesne ITarano — PhD, [u3a yauBepcuteriniy npodeccopst (Mrasus)

OrenbaeB Myxrap6aii OteidaeBud — (hr3nKa-MareMaTKa FbUIBIMIAPbIHBIH T0KTOpbI, KP YT A akagemuri, XasbIKapasibIK akra-
PATTBIK TEXHOIOTUSIAp YHUBEPCUTETI, «MaTeMaTHKaIbIK JKOHE KOMITBIOTEPIIiK Mozienbey» KadeapachinbiH mpodeccopst (Kazakcramn)

Poicoaiiynbl Bosatdexk — (usika-MareMarTika FbUIBIMIAPBIHBIH JOKTOPBI, XaJbIKAPAJIbIK AKIAPATThIK TEXHOIOTHSIIAP YHH-
Bepeurerti, «MareMaTHKaIbIK XKOHE KOMITBIOTEPITiK Mozierbiey» Kadempachitbi npodeccopst (Kaszakcram)

Jaiinexo EBrenns Anexcanaposna — PhD, kaybIMIacTeIpsuTFaH rnpodeccop, XanblKapalblK aKIapaTThlK TEXHOIOTHsUIAp YHU-
BepeutetiHig JKahaHIbIK cepikTecTik )oHe KockMIna OitiM Oepy rkeHiHzeri mpopektops! (KazakcraH)

Jy3oaeB Hyp:kan Tokky:xkaeBud — PhD, XasbikapasiblK aknaparTblk TeXHONOTHsUIap yHUBepeuTeTiHiH [udpraanasipy sxoHe
MHHOBAIWsUIap JKeHiHzeri npopekrops! (Kasakcran)

Cunyen Baxrrepeii KycnanoBu4 — TeXHMKa FhUIBIMIAPBIHBIH JOKTOPbI, Xa/lbIKapalblK aKNapaTThIK TEXHOIOTHSIIAP YHHBEP-
CHTETIHIH «AKIaparThIK XKyiienep» KadenpacsiHbiH mpodeccops (Kasakcra)

Ceiisioa Hypry.1 AGny/i1aeBHa — TEXHHKA FbUIBIMIAPBIHBIH, KaHIHAThI, XaJIbIKApabIK aKIapaTThIK TEXHONOIUsUIAp YHUBEP-
cuteTiHiH «KOMITBIOTEpITiK TEXHONOTHsUIap JkoHe KHOepKayirciznik» dakyisreriniH aekansl (KasakcraH)

MyxamenueBa Apaak I'aGuToBHa — SKOHOMHKA FBUTBIMIAPBIHBIH KaH/IMIATHI, XaJIbIKAPaJIbIK aKIapaTThIK TEXHOIOTUsIIAP YHH-
BepeuretiHi «{udpibik TpaHcdopmarmsinapy dakymnsreTiniy gexansl (Kazakcram)

blnbipsic Aiizkan Kymadaiiksi3er — PhD, XanbIkapasibIK aKIapaTThIK TEXHOIOTHSUIAp YHUBEPCUTETIHIH «MaTeMaTHKaIbIK XKo-
HE KOMIIBIOTEPITIK MOZIEIb/CY» KadeapachiHbH MeHrepyiici (Kasakcra)

Inasaubexos Epaan XKapixanosumy — PhD, XanbIkapasbIK aKrmapaTThIK TEXHOIOTMsIap YHUBEPCUTETIHIH « DKOHOMHUKA JKOHE
6usHecy kadenpackiHbIH MeHrepyici (Kaszakcram)

Amanzkosiopa Caysie TokcaHOBHA — TeXHHKA FhUIBIMJIAPBIHBIH, KaHMJIAThl, XaJlbIKapaibIK aKIapaTThlK TEXHOIOTHsIAp YHH-
BepeuretiHig «Kubepkayincizik» kadeapachiabH MeHrepyiici (Kazakcran)

HusisryioBa Aiirys AckapGekoBHa — (GHIOIOTHS FHUIBIMAAPBIHBIH KaHM/IAThI, XalbIKapasblK aKNaparThK TeXHOIOTHSUIAP
YHUBEpCHUTETIHIH «MeamakoMmyHuKarmsiiap skone Kasakcran tapuxsn kadeapacsubii meHrepymici (Kasaxcra)

Aiitmaramberos AnTaii 3ygapoBuy — TeXHHMKA FHUIBIMJIAPBIHBIH KaHIHAThI, XaJbIKapasblK aKIapaTThIK TEXHOIOTHSIAp YHH-
BepcUTeTiHIH «Pa/IMOTEXHNKA, SEKTPOHNKA )KIHE TENEKOMMYHHKaLHsDy KadepachHbIH npodeccops! (Kazakcran)

Anvucped Amn A6n — PhD, Xanbikapaiblk aKnaparTblK TEXHOTOTHSUIAP YHUBEPCHTETIHIH KaybIMIACTBIPBUIFAH TPOheccopbl
(KazakcraH)

Moxamen Axmen Xamaa — PhD, XabikapasibIk aKIaparThiK TEXHOIOTHUIAP YHUBEPCHTETIHIH «AKIaparThIK xyiienep» kade-
JPachIHBIH KaybIMIACTBIpbUTFaH podeccopsl (Kasakcram)

SIur Um Yy — PhD, T'auon yauBepcuterinin nmpogeccopst (Oxryctik Kopest)

Tageym Baanac — PhD, Anam MunikeBrd aTbIHAaFbl yHUBEPCHTETTIH IpopekTops! ([Tonblia)

MawmbipbaeB Opken JKymazkany1bl — AKNapaTThIK XKY¥Hesep canachlHaarbl TeXHNUKA FhUTBIMIApbIHbIH (PhD) nokropsl, KP BFM
KYO aknaparTbIK jKoHe ecelTey TeXHOIOrUsIIapbl HHCTHTYThI IMPEKTOPBIHBIH FHUIBIM sKOHiHzeri opbiHOacaps! (Kasakcran)

Byiyes Cepreii JIMuTpHeBHY — TEXHHUKA FBUIBIMAAPBIHBIH JJOKTOPBL, 1podeccop, YipaurausiH « Y KPHET» sxobanapzs 6ackapy
KaybIMIACTBIFBIHBIH AUPEKTOPbI, KHEB YIITTHIK KYPBUIBIC XKOHE COyNIeT YHUBepeuTeTiHiH «YKobamapap! 6ackapy» kadepachHbIH MeH-
repy1ici (Ykpauna)

Benounkas Ceriana BacuiibeBHa — TeXHNKA FHUIBIM/IAPBIHBIH JOKTOPBI, T01eHT, Actana IT yHHBepCHTETIHIH AepeKTep ixKe-
HIHJIET] ecenTey jKoHe FhUIBIM KadenpachHbIH npodeccops! (Kasakcran)

JKAVYAIITBI PEJAKTOP:
Mp3a6aeBa Payman 7KaimeBna — «XabIKapaibIK aKnaparTbik TexHosorusuiap yausepeuteri» AK (Kasakcran)

Xa/IbIKapaJblK aKNIAPATTHIK KIHEe KOMMYHHKALMSIIBIK TEXHOIOTHSJIAP 5KYPHAJIBI

ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

MeHnurikrenymi: «XaabIKapaiblK aKIapaTThIK TeXHOmorusuap yuusepeureti» AK (AnMarst K.).

Kazakcran Pecrybnukacel AKmapar oHe QJeyMeTTiK JaMy MUHHCTpIIITiHiH AKnapar komureTiaae — 20.02.2020 xbuis! Oepinre.

Ne KZ82VPY00020475 mep3iMik GacbuIbIM TipkeyiHe KOHbLTY Typasbl KydJliK.

TaKbIPIITHIK OAarbITHI: AKMAPATTHIK TEXHOJIOTHSUIAP, ICYMETTIK-3KOHOMUKAIBIK JKyHenepai JaMbITyHarsl HUQPIBIK TEXHOIOTHSIIAP,

aKIMapaTThIK KayilCi3AiK )KoHe KOMMYHHUKALMSIIBIK TEXHOJIOTHSIIAPFa apHAIFaH.

Mep3iminiri: sblibiHa 4 per.

Tupaxsr: 100 gana

Penaxuusiapig Mekerkaiibr: 050040, Anvars k-cbl, Manac k-ci, 34/1, 709-kabuner, Ten: +7 (727) 244-51-09.

E-mail: jjict@iitu.edu.kz Kypuain caiiter: https://journal.iitu.edu.kz
© XanplkapanbIK aKIapaTThIK TexHonorusnap yausepeureri AK, 2024

© Asropnap yxeimel, 2024




[JIABHBII PEJAKTOP:

Xukmeton Ackap KycynéexoBuy — kanau1aT pU3MKO-MaTeMaTHUECKUX HayK, TIpeJice/laTeNb NpaBlieH s - pekTop Mex-
JyHapOJIHOTO YHUBEpCHTETa HHQOPMaIMOHHBIX TexHonoruit (Kaszaxcram)

3AMECTHUTEJIb ITTABHOI'O PEJAKTOPA:

Kosecnnkosa Katepuna BUKTOpPOBHA — JOKTOp TEXHUYECKHX HayK, Mpodeccop, IPOPEKTOp MO HAYYHO-HCCIIEI0BATEb-
CKO#f IeATeIbHOCTH MesKTyHapOIHOTO yHHBEPCHTETa MH(POPMAIMOHHBIX TexHosornit (Kasaxcran)

YYEHBIU CEKPETAPb:

HMnanakoa Majuna TyjereHoBHa — KaHIUIAT TEXHUYECKUX HAYK, ACCOLMUPOBAHHBII poeccop, AUPEKTop AenapTaMeHTa

10 HAYYHO-UCCIIEIOBATEIBCKON JCSITENBHOCTH MeXTyHapOIHOTO yHHBEpCHTeTa MHPOPMAIMOHHBIX TexHosoruii (KasaxcraH)
PEJAKIIMOHHAS KOJUIEI'UA:

Pazak A6xyn — PhD, npodeccop xadenpsl kndepdezonacHoCTH MexayHapOIHOTO yHUBEPCUTETa HWH(YOPMAMOHHBIX
TexHonoruit (Kazaxcran)

Jlyuno Tomma3zo e IMaoanc — nupekTop oTziena ucciaenoBanuii n pa3padortok naboparopun AVR nenapramMenTa MHHO-
BaLlMi M TEXHOJIOTHYECKOr0 MHXKMHUpHHTa YHUBepcuTera Canento (Mramus)

JIuz Bakon — npodeccop, 3aMecTUTeNb BULe-KaHIuiepa YHuepcurtera Abepreii (BenkoOpurannst)

Mukxeue ITarano — PhD, npodeccop Yuusepcurera ITussr (Mraus)

OrenbaeB Myxrap6aii Orendaiiyibl — JOKTOp (HHU3MKO-MAaTEeMAaTHIECKHUX Hayk, npodeccop, akagemuk HAH PK, mpo-
(eccop Kadeapsl MATEMAaTHUYECKOIO U KOMITBIOTEPHOTO MOJIEIMPOBaHUA MekKyHapOIHOTO YHUBEPCHTETa HH(OPMAIIMOHHBIX
texHonoruit (Kazaxcran)

Pric6aiiyabl Bonaréex — nokrop Qusnko-MareMaTHuecKux Hayk, mpodeccop, npodeccop kadeapbl MaTeMaTHIeCKOro 1
KOMITBIOTEPHOTO MOJIENIMPOBaHUs MeKyHapOIHOTO YHUBEpcHTeTa MHGOpMaMOHHbIX TexHonoruit (Kasaxcran)

Jaiinexo EBrennsi Anexcanaposna — PhD, accounnpoBanHblii npogeccop, MpopeKkTop 1o r1o6aabHOMY HapTHEPCTBY U
JIOTIOJTHUTEILHOMY 00pa30BaHMIO Mex/IyHapoJHOrO YHHBEpCcUTeTa MHPOPMAIMOHHBIX TexHonorui (Kasaxcram)

JNy3oaes Hyp:kan Tokky:xaeBud — PhD, accounnpoBanHslii Ipodeccop, IpOopeKTop 10 UH(POBU3ALNN U MHHOBALIUSAM
MexayHapoJHOTO YHUBEpCHTETa HHYOPMAIMOHHBIX TexHonoruit (Kasaxcram)

Cunues Baxrrepeii KycnanoBuu — IOKTOp TeXHHYECKHX Hayk, npodeccop, npodeccop kadeapsl HHPOPMALHOHHBIX
cucTeM MexXayHapoaHOTO yHHBepcuTeTa HHPOpMAMOHHBIX TexHomoruii (Kazaxcran)

CeiisioBa Hypryibs Afany/iaeBHa — KaHIUAAT TEXHUYECKUX HAyK, JeKaH (haKy/IbTeTa KOMIIBIOTEPHBIX TEXHOJIOTHIl 1
knbepbesonacHoCTH Mex/IyHapoJHOTO yHUBEpcuTeTa HH(pOpMaHOHHBIX TexHonoruii (Kazaxcran)

MyxamenueBa Apaak I'abuToBHa — KaHAWAAT YKOHOMHUYECKHX HayK, AeKaH (akyiprera HudpOBbIX TpaHchopmanuii
MexyHapoIHOrO yHUBEpCHTeTa HHPOPMAIMOHHBIX TexHomorui (KasaxcraH)

blabipeic Aiizkan JKymadaesna — PhD, accuctent npodeccop, 3aBeayrormas kadenrpoid MaTeMaTH4eckoro u KOMITbIOTep-
HOTO MOJIETIMPOBAaHMS Mex/TyHapoJHOTO YHUBEpcuTeTa nHpOpMaHoHHEIX TexHonorui (Kazaxcram)

HInamudexos Epian JKap:kanosuu — PhD, 3aBenyrommii kadeapoii 5KOHOMUKY 1 Ou3Heca MexXIyHapoIHOTO YHUBEP-
cuTeTa MHPOPMAIMOHHBIX TexHoIorui (Kasaxcran)

Amamnzkosioa Cayiie TokcaHOBHA — KaHINIAT TEXHUYECKHUX HAyK, 3aBeayromas kadeapoit kubepbesomnacHoctn Meskty-
HaPOJHOTO YHUBEPCHTETA HH(OPMALIMOHHBIX TexHonorui (KazaxcraH)

Husi3ryjoBa Aiiryis Ackap0ekoBHa — KaHIuAAT (HHIOIOTHYECKUX HayK, JOLCHT, 3aBeayionias kadheapoil MeanakoM-
MyHHKaiuii n ucropun Kasaxcrana MexyHaponHoro yHuBepcutera nHGOpMaunoHHbIX TexHonoruii (Kasaxcran)

AiirmaraméeroB Ajtaii 3ypapoBuy — KaHANIAT TEXHHYECKUX HAYK, podeccop Kaheapsl palOTEXHUKH, JIEKTPOHUKH
M TEJICKOMMYHHUKAIMHA MexIyHapoJHOTO YHUBEpCUTETa HHPOPMAIIMOHHBIX TexHonorui (Ka3axcraH)

Aamucpeé Aan Adx — PhD, accoumupoBanHblii mpodeccop kadeapbl kndepoe3onacHocTH Mex1yHapOIHOTO YHUBEPCH-
Tera nHpopManHOHHBIX TexHonorui (Kazaxcran)

Moxamen Axmen Xamana — PhD, acconmupoBanslii npodeccop kadenpsl HHHOPMAIMOHHBIX CHCTEM MexTyHapoJHOTO
yHuBepcuTeTa nHpOpMaHoHHEIX TexHonornii (Kasaxcramn)

Sur Um Yy — PhD, npodeccop yuusepcurera I'adon (FOsxnas Kopes)

Tageym Baiiac — PhD, npopexrop ynuBepcutera uMeH Agama Munkesuda (ITonbia)

Mambipoaes Opken Kymazxanosuy — PhD, 3amectutens aupekropa no Hayke PI'TI MHcTuTyTa HHQOPMAILIMOHHBIX H
BBIYHCIIUTEIBHBIX TexHomoruit Komnrera nayku MHBO PK (Kazaxcran)

Byuryes Cepreii JIMUTpHeBHY — JOKTOP TEXHUYECKUX HAYK, IIpodeccop, ANPEKTop YKPAHHCKOH aCCOLMALINN YIIPABICHUS
npoekramu «YKPHETY, 3aBenyronuii kadeapoil ynpasieHus: npoekraMu KueBCcKOro HaloOHAIBHOTO YHUBEPCUTETA CTPOH-
TENBCTBA U apXUTEKTYphl (YKpanHa)

Beaomuuxkas Ceeriana BacuibeBHa — JIOKTOp TEXHUYECKUX HAYK, JIOLEHT, podeccop Kadeaphl BHIYUCIEHHH 1 HayKH
o nanHbIx Astana IT University (Kazaxcran) .

OTBETCTBEHHBIA PEJIAKTOP:
Mp3adaeBa Payman KanmeBHa — AO «Mex1yHapoHbIi YHHBEpCHTET HHPOPMAIIMOHHBIX TexHoNIoruin» (Kazaxcran).

MeskayHAPOIHBI KypPHAT HHOOPMANMOHHBIX H KOMMYHHKAIIHOHHBIX TEXHOJIOTHii
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)
CoberBeHnuk: AO «MextyHapOHbIH YHHBEPCHTET HHOOPMALMOHHBIX TEXHOIOTHII» (I. AJIMaThl).
CBHIETEIBCTBO O IIOCTAHOBKE HA YYET HEPHOANYECKOr0 eYaTHOTO H3JaHus B MUHHCTEPCTBO HH(MOPMALMH U OOLICCTBEHHOTO Pa3BUTHUS
Pecry6mnukn Kazaxcran Ne KZ82VPY 00020475, Binannoe ot 20.02.2020 .
TemaruuecKas HalpPaBICHHOCTh: HHMOPMAI[MOHHBIC TEXHOIOIUH, HH(POPMAIMOHHAs 6E3011aCHOCTh 1 KOMMYHHKAILIHOHHBIC TEXHOJIOTHH,
U(POBBIC TEXHOIOTHH B PA3BUTHH COLHO-IKOHOMUYECKUX CHCTEM.
TlepronnunocTs: 4 pas3a B ro.
Tupax: 100 5K3eMILISIPOB.
Anpec pepakuun: 050040 1. Anmarst, yin. Manaca 34/1, ka6. 709, ten: +7 (727) 244-51-09.
E-mail: jjict@iitu.edu.kz Caiit sxypnaia: https://journal.iitu.edu.kz
© AO MexyHapo/IHblii YHHBEPCHTET HHYOPMAIMOHHBIX TEXHONOT WA, 2024
© Komektus aBTopos, 2024




EDITOR-IN-CHIEF:

Khikmetov Askar Kusupbekovich — Candidate of Physical and Mathematical Sciences, Chairman of the Board, Rector
of International Information Technology University (Kazakhstan)

DEPUTY CHIEF DIRECTOR:

Kolesnikova Katerina Viktorovna — Doctor of Technical Sciences, Vice-Rector of Information Systems Department,
International Information Technology University (Kazakhstan)

SCIENTIFIC SECRETARY:

Ipalakova Madina Tulegenovna — Candidate of Technical Sciences, Associate Professor, Director of the Research
Department, International University of Information Technologies (Kazakhstan)

EDITORIAL BOARD:

Razaq Abdul — PhD, Professor of International Information Technology University (Kazakhstan)

Lucio Tommaso de Paolis — Director of Research and Development, AVR Laboratory, Department of Innovation and
Process Engineering, University of Salento (Italy)

Liz Bacon — Professor, Deputy Director, and Deputy Vice-Chancellor of the University of Abertay. (Great Britain)

Michele Pagano — Ph.D., Professor, University of Pisa (Italy)

Otelbaev Mukhtarbay Otelbayuly — Doctor of Physical and Mathematical Sciences, Academician of the National
Academy of Sciences of the Republic of Kazakhstan, Professor of the Department of Mathematical and Computer Modeling of
International Information Technology University (Kazakhstan)

Rysbayuly Bolatbek — Doctor of Physical and Mathematical Sciences, Professor of the Department of Mathematical and
Computer Modeling, International Information Technology University (Kazakhstan)

Daineko Yevgeniya Alexandrovna — PhD, Associate Professor, Vice-Rector for Global Partnership and Continuing
Education, International Information Technology University (Kazakhstan)

Duzbaev Nurzhan Tokkuzhaevich — Candidate of Technical Sciences, Vice-Rector for Digitalization and Innovations,
International Information Technology University (Kazakhstan)

Sinchev Bakhtgerey Kuspanuly — Doctor of Technical Sciences, Professor of the Department of Information Systems,
International Information Technology University (Kazakhstan)

Seilova Nurgul Abdullaevna — Candidate of Technical Sciences, Dean of the Faculty of Computer Technologies and
Cybersecurity, International Information Technology University (Kazakhstan)

Mukhamedieva Ardak Gabitovna — Candidate of Economic Sciences, Dean of the Faculty of Digital Transformations,
International Information Technology University (Kazakhstan)

Idyrys Aizhan Zhumabaevna — PhD, Head of the Department of Mathematical and Computer Modeling, International
Information Technology University (Kazakhstan)

Shildibekov Yerlan Zharzhanuly — PhD, Head of the Department of Economics and Business, International Information
Technology University (Kazakhstan)

Amanzholova Saule Toksanovna — Candidate of Technical Sciences, Head of the Department of Cyber Security,
International Information Technology University (Kazakhstan)

Niyazgulova Aigul Askarbekovna — Candidate of Philology, Head of the Department of Media Communications and
History of Kazakhstan, International Information Technology University (Kazakhstan)

Aitmagambetov Altai Zufarovich — Candidate of Technical Sciences, Professor of the Department of Radioengineering,
Electronics and Telecommunication, International Information Technology University (Kazakhstan)

Almisreb Ali Abd — PhD, Associate Professor, International Information Technology University (Kazakhstan)

Mohamed Ahmed Hamada — PhD, Associate Professor, Department of Information systems, International Information
Technology University (Kazakhstan)

Young Im Choo — PhD, Professor, Gachon University (South Korea)

Tadeusz Wallas — PhD, University of Dr. Litt Adam Miskevich in Poznan (Poland)

Mamyrbayev Orken Zhumazhanovich — PhD in Information Systems, Deputy Director for Science, Institute of
Information and Computing Technologies CS MSHE RK (Kazakhstan)

Bushuyev Sergey Dmitriyevich — Doctor of Technical Sciences, Professor, Director of UnoKTOp TeXHHYECKHX Hayk,
npodeccop, aupekrop Ukrainian Association of Project Management UKRNET, Head of Project Management Department,
Kyiv National University of Construction and Architecture (Ukraine)

Beloshitskaya Svetlana Vasilyevna — Doctor of Technical Sciences, Associate Professor, Professor of the Department of
Computing and Data Science, Astana IT University (Kazakhstan)

EXECUTIVE EDITOR
Mrzabayeva Raushan Zhalievna — International Information Technology University (Kazakhstan)

«International Journal of Information and Com ication Technologies
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)
Owner: International Information Technology University JSC (Almaty).
The certificate of registration of a periodical printed publication in the Ministry of Information and Social Development of the Republic
of Kazakhstan, Information Committee No. KZ82VPY 00020475, issued on 20.02.2020.
Thematic focus: information technology, digital technologies in the development of socio-economic systems, information security and
communication technologies
Periodicity: 4 times a year.
Circulation: 100 copies.
Editorial address: 050040. Manas st. 34/1, Almaty. +7 (727) 244-51-09. E-mail: ijict@iitu.edu.kz
Journal website: https://journal.iitu.edu.kz
© International Information Technology University JSC, 2024
© Group of authors, 2024




MA3MYHbI

OJIEYMETTIK-DKOHOMMUKAJIBIK )KYWUEJIEPII JAMBITYIAFBI
HUDPJIBIK TEXHOJOT USAJIAP

A. AragasieroBa, B. Maaun, O. CajabikoBa

BAFJIAPJIAMAHATLIH JIOTMKAJIBIK KOHTPOJUIEPAE (BJIK) TEPEH,
OKBITY APKbUIbI TEXHOJIOTUAJIBIK YAEPICTEPII AAATITUBTI
BACKAPY ettt ettt ettt ae s 8
®@. bxar, H.A. CeiinioBa, B.B. Ilokycon

KOMIIBIOTEPJIEP/I )KYKTEMEJIIK TECTIJIEY BOMBIHIIA CHIHAKTAP
OAICTEMECIH XXYPI'I3Y BAFJIAPJIAMACBHIH XXY3ET'E ACBIPVY...................... 29
K.M. TocxoxknHa

KAS3IPTT OJIEMAETT MOJAEHUETAPAJIBIK KOMMYHUKALWA

TIPHHITHIITEP......coiiiiiiiiieieiieeenetee ettt s 48
¥Y.P. EpanueB

OCKEPU CAJIA XAJIBIKAPAJIBIK KATBIHACTAPABIH K¥PAMJIAC
BOJHITPETIHIE.......cociioiiiiiiiiit ettt 56
A. TeneybekoB, A. Jlocko:xkaHoBa

KA3IPTT TEXHOJIOTUSJIAP: XAUJETTEPIIH TOCUIIAEPL..........cooovvevervennnn 63

AKIHAPATTBIK TEXHOJIOT'USIJIAP

A. Mapartyasl, E.A. Aouoy/iaes

YOLO-NAS XXOHE YOLO-HbIH, AJI/IbIHFbl HY¥ CKAJIAPBIHBIH
OHIMJUIITTH 3EPTTEY XXOHE CAJIBICTBIPMAJIBI TAJIJAV.....cciiieeinee. 71
E.E. MyparxanoB, E.A. )Kan0a0aes

XAJIBIKAPAJIBIK KATBIHAC OPHATY KE3IHJETT
IT-TEXHOJIOTMSAJIAPBIHBIH KAXKETTIJII L......ooviiiiiieiiiniencceecccceeee 84
K.M. lllepTaes, JI. Husz6aepa

CIIUKEPIOI AHBIKTAYIA TEPEH OKY: 3AMAHAY ©/IICTEP )KXOHE

JAMY BOJIAIIATBL....c..ooiiiiiiiiieeeeeceeeetee et 98

AKITAPATTBIK KAYITICI3AIK )KOHE KOMMYHUKAUSIIBIK
TEXHOJIOTUSLJIAPFA APHAJIFAH

H.JIykbsinoB, A.KoJleCHUKOB
ICB 4.0 IPMA MBICAJIbI BOUMBIHIIA )XOGAHbBI FBACKAPY CAJIACBIH/IATBI BIJIIM

JKYWEJIEPIH TAJIJAYJIA SHTPOIINS TOCUIII TAMJAJIAHY ..o 110
II.C. IlycToBoiiToB, H.A. CeiiioBa, A.C. I'HaTIOK

JIAYBIC KAJIFAH SJIICTEPIH TAJIJIAY: TOVEKEJIJIEP, )KAFTAUJIAP

JKOHE KOPFAY CTPATETUSITIAPDBL. ... 122



COAEPKAHUE

HOUP®POBBIE TEXHOJIOI'MU B PABBUTHUU
COIINO-OKOHOMMNYECKHNX CUCTEM

A. AragasieroBa, B. Maaun, O. CajabikoBa

AJIATITUBHOE YITPABJIEHUE TEXHOJIOI'MYECKUMMU IMTPOLIECCAMMU C
[MOMOUIBIO I'TYBOKOI'O OBYUEHUM A HA ITPOT'PAMMUPPYEMOM
JIOTUYECKOM KOHTPOJUIEPE (TIVIK).....cciiiieiiieeiieeiee et 8
®@. bxar, H.A. CeiinoBa, B.B. IlokycoB

[IPOI'PAMMHA S PEAJIU3ALIMS METOVKU ITPOBEJEHN S UCITBITAHUIA
N HATPY30YHOI'O TECTUPOBAHU A KOMITBIOTEPOB...........ccveevieieiree, 29
K.M. TocxoxknHa

[IPUHIIATIBI MEXKYJIBTYPHOU KOMMYHUKAITN

B COBPEMEHHOM MHUPE.......cc.ccciiiiiiiiiiiininiiieenieneceee et 48
V.P. EpanineB

BOEHHAS COEPA KAK COCTABIJIAIOIIAS MEXAYHAPOAHBIX
OTHOIIEHH. ...t esse s sssessssesenes 56
A. Tyney6exos, A. /locko:xkaHoBa

O COBPEMEHHbLIX TEXHOJIOT'MSX: TIOAXOJ XAUJEITEPA........................ 63

NH®OPMALIMOHHBIE TEXHOJIOI'MN

A. Maparyasl, E.A. AOuOynaes

UCCJIEJIOBAHUE TTPOM3BOAUTEJIBHOCTU U CPABHUTEJIHHbIN

AHAJIM3 YOLO-NAS U HPEJBIIYVIIX BEPCUM YOLO.........coooovevrrrrreenens 71
E.E. Myparxanos, E.A. )Kanoabaen

BAXKHOCTb IT-TEXHOJIOI' M1 B YCTAHOBJIEHMHM MEX/TYHAPOJIHBIX
OTHOIIEHH. ...t seese s essesessesssses s essesenes 84
K.M. lllepTaes, JI. Husz6aepa

ITYBOKOE OBYUYEHUE B UIEHTUOUKAINN CITUKEPA:

COBPEMEHHBIE METO/IbI U IIEPCITEKTHUBEI PABBUTUA. ... 98

NH®OPMAIMOHHASA BE3OITACHOCTD
N KOMMYHUKAIIMOHHBIE TEXHOJIOI' MU

. JIykbsnoB, A. KosiecHukoB

UCIIOJIb30OBAHHME DHTPOITMMHOIO MTOJXOA B AHAJIM3E CUCTEM 3HAHUN
B C®EPE YIIPABJIEHUS [TPOEKTAMUM HA TTPUMEPE ICB 4.0 IPMA .......... 110

I1.C. IlycToBoiiToB, H.A. CeiiioBa, A.C. I'naTiOK

METOIOB ITOJIJIEJIKH I'OJIOCA: PUCKU, CIIYUAU 1

CTPATET MM BAIIITDBL......coviiiiiieeeeee ettt 122



CONTENTS

DIGITAL TECHNOLOGIES IN THE DEVELOPMENT
OF SOCIO-ECONOMIC SYSTEMS

A. Agdavletova, V. Madin, O. Salykova

ADAPTIVE PROCESS MANAGEMENT USING DEEP LEARNING ON A
PROGRAMMABLE LOGIC CONTROLLER (PLC).....ccccooiiiiiiiiiiiiiecie e 8
F. Bhat, N.A. Seilova, V.V. Pokusov

SOFTWARE IMPLEMENTATION OF TESTING METHODOLOGY AND LOAD
TESTING OF COMPUTERS........cooiiiieiteieteetteete ettt ssa e ne s 29
Zh.M. Doskhozhina

THE PRINCIPLES OF INTERCULTURAL COMMUNICATION

IN THE MODERN WORLD.......ccciiiiiiiiieiiecieeiesee ettt vaesinesan e e 48
U.R. Yeraliev

THE MILITARY SPHERE AS A COMPONENT OF INTERNATIONAL

RELATIONS. ...ttt e et e e e e e e e e tae e e e enabaeeeeataeeeennenens 56
A. Tuleubekov, A. Doskozhanova
ON CONTEMPORARY TECHNOLOGIES: HEIDEGGER’S APPROACH.............. 63

INFORMATION TECHNOLOGY

A. Maratuly, Y.A. Abibullayev

PERFORMANCE STUDY AND COMPARATIVE ANALYSIS

OF YOLO-NAS AND PREVIOUS VERSIONS OF YOLO.....cccocteiiiiieieieeeee. 71
Y.Y. Muratkhanov, Y.A. Zhanbabayev

IMPORTANCE OF IT-TECHNOLOGIES IN CREATING OF INTERNATIONAL
RELATIONSHIPS ...ttt ettt ettt e e 84
K.A. Shertayev, L.K. Naizabayeva

DEEP LEARNING IN SPEAKER IDENTIFICATION: MODERN METHODS

AND DEVELOPMENT PROSPECTS ...ttt 98

INFORMATION SECURITY AND COMMUNICATION
TECHNOLOGIES

D. Lukianov, O. Kolesnikov
USINGTHEENTROPY APPROACHIN THE ANALYSISOFKNOWLEDGESYSTEMSINTHEHELDOF
PROJECTMANAGEMENT BY THE EXAMPLE OF ICB 4.0 IPMA .......ccooeevvee. 110

P.S. Pustovoitov, N.A. Seilova, A.S. Gnatiuk
ANALYSIS OF VOICE IMPERSONATION FRAUD: RISKS, CASES AND

DEFENSE STRATEGIES........cooiiiiiiiiii e 122



OJIEYMETTIK-9KOHOMMKAJIBIK KYUEJEPII JAMBITYIAFBI
HNUPPJIBIK TEXHO/JIOTUAJIAP

IHUPPOBBIE TEXHOJIOT'MA B PA3BUTUU
COIUO-9KOHOMHMNYECKUX CUCTEM

DIGITAL TECHNOLOGIES IN THE DEVELOPMENT
OF SOCIO-ECONOMIC SYSTEMS

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)

ISSN 2708-2040 (online)

Vol. 5. Is. 1. Number 17 (2024). Pp. 8-28

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2024.17.1.001

MPHTU 05.13.06

ADAPTIVE PROCESS MANAGEMENT USING DEEP LEARNING
ON A PROGRAMMABLE LOGIC CONTROLLER (PLC)

A. Agdavletova*, V. Madin, O. Salykova
Akhmet Baitursynuly Kostanay regional university, Kostanay, Kazakhstan.
E-mail: aaaislu@mail.ru

Agdavletova Aisulu — master of Technical Sciences, doctoral student, Akhmet Baitursynuly Kostanay
Regional University, Kostanay, Kazakhstan

E-mail: aaaislu@mail.ru, https://orcid.org/0009-0007-0019-8036;

Madin Vladimir — master of Technical Sciences, doctoral student, Akhmet Baitursynuly Kostanay
regional university, Kostanay, Kazakhstan

E-mail: vmadin@mail.ru, https://orcid.org/0000-0001-6397-8274;

Olga Salykova — candidate of Technical Sciences, associate professor, head of the Department of
Software, Akhmet Baitursynuly Kostanay regional university, Kostanay, Kazakhstan

E-mail: solga0603@mail.ru, https://orcid.org/0000-0002-8681-4552.

© A. Agdavletova, V. Madin, O. Salykova, 2024

Abstract. In the era of Industry 4.0, the integration of advanced digital technologies
into manufacturing processes has become paramount for enhancing operational
efficiency and adaptability. This study introduces a groundbreaking approach to
adaptive process management through the integration of deep learning algorithms
within Programmable Logic Controllers (PLCs), thus addressing the limitations of
traditional PLCs in dynamically adjusting to new operational conditions without
manual intervention. By leveraging the inherent capabilities of deep learning for real-
time data analysis and decision-making, this research develops a novel framework
that enables PLCs to autonomously learn from process data, adapt control strategies in
real-time, and optimize manufacturing operations. The methodology encompasses the
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design and implementation of deep learning models tailored for PLC environments,
the development of a data-driven learning mechanism directly on the PLC, and a
comprehensive evaluation of the system’s adaptability, efficiency, and performance in
real-world industrial settings. The findings reveal significant improvements in process
efficiency, reduction in downtime, and enhanced adaptability to changing operational
conditions, demonstrating the potential of combining deep learning with PLC-based
systems for fostering intelligent and flexible manufacturing processes. This study not
only provides a viable solution to the challenges of static PLC programming but also
opens new ways for research and development in smart manufacturing technologies,
offering insights into the practical implications of deploying intelligent automation
systems in Industry 4.0.

Keywords: industry 4.0, programmable logic controllers, adaptive process
management, deep learning, smart manufacturing, real-time adaptation, data-driven
learning, intelligent automation, operational efficiency, flexibility
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Annorauus. 4.0 UagycTpus 19yipiHe anabHFb KaTapiibl TUPPIBIK TEXHOIOTHSHBI
OHJIpiC ylepicTepiHe KipiKTipy ONmepauysuIblK THIMAUIIK MMeH OeHiIMAENTiIuTIKTI apT-
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TBIPY YIUiH OacThl MaHbI3Fa He Oomyna. Ochl 3epTTeyAe TEpeH OKBITY aJrOpHUTMAEPiH
OarnapiaMaHathiH Jorukanblk koHTpoiutepre (BJIK) kipikTipy ecebinen yaepicrepai
aJanTUBTIK OacKapyFa »KaHAIIBLT KO3Kapac YCHIHBUIBII OTHIP, 0y mactypui BJIK-mix
KOJI KOMETIHCI3 KaHa )KYMBIC MMapTTapblHA THHAMUKAIBIK OCHIMACTyaeT] IMeKTeYIep i
YKOIOFa MYMKIHAIK Oeperi. by 3epTTey mbIHaibl yakbIT ilIiHAETI MOIIMETTEPAl Taliay
KOHE IIeIiMAep KaObuIay YILiH TepPEH OKBITYIBIH MYMKIHIIKTEPiH Maii1anaHa OThIPHIII,
yZzepicrepain Manimertepi Herizinnae BJIK-ain nepbec okpiTyFa, 6ackapy CTpaTerHsiChiH
IIBIHAKBI YaKBIT I1IHJIE OSHIMIICYTe KOHE OHIIPICTIK Onepaiusiap/bl OHTalIaH IbIpYyFa
MYMKIHAIK OepeTiH aHa KypbeUIBIMABI a3ipieini. Omicremere bJIK opraceina
OCHIMIENTeH TEPEeH OKBITY MOJACNBICPIH MaiblHIay MeH eHrisy, Tikenedt BJIK-me
MOJTIMETTEp HETi31He OKBITY MEXaHH3MiH JIalibIHaY, COHJIAli-aK IIIbIHAWBI OHEPKACIMTIK
KaFJainapaarel KyHeHiH OeHIMAENTIMTITIH, THIMIUTITIH XKOHE OHMIPTIIITITIH JKaH-
KaKThl Oaranay Kipeli. AJBIHFAH HOTIDKENEp TEPEH OKBITYIbl 3USATKEPIIiK opi MKeM/i
OHJIpicTIK yaepicrepai nampity yuriH BJIK Herizinzeri xyienepMeH YIITaCThIPY/IbIH
QJICYETIH aIlra OTHIPHIN, YASPICTEPIAiH THIMIUTITI €Neyii TYpae apTKAHILIFBIH, TYPHIIT
KaJly YaKbITBIHBIH KbICKAPFaHBIH J>KOHE >KYMBICTBIH ©3repill TypaTblH IIapTTapblHa
OetiiMaenyiH kakcapranbiH kepceteni. Ocbl 3eprTey bJIK craTukanbik Oarnapiamanay
MOoceJieJIepiH HaKThl eMipJe LIelydi FaHa YCBIHBII KoWMaiiasl, coHbIMeH Oipre 4.0
Wnpycrpusiiarbl aBTOMaTTaHABIPYABIH 3UATKEPIIIK KYHeNIepiH eHT13yaiH TaxXiprOenik
CaJIJIapBIH TYCIHY/I YChIHA OTHIPBIIT, 3UATKEPITIK OHJIIPiC TEXHOIOTHSIIAPHI CANTACHIHIAF bl
3epITeyiep MEH d3ipiemMelepre jKaHa >KoJ allajbl.

Tyiin ce3mep: wHayctpus 4.0, OarmapmaMaHaTBIH JIOTUKAJBIK KOHTPOJUIED,
yAepictepal azanTuBTi Oackapy, TEpeH OKBITY, 3UATKEpIIiK OHAIpiC, MIBIHAWBI YaKbIT
iminae OeifiMaeny, MOMIMETTep HETi3iHAE OKBITY, 3HUITKEPIiK aBTOMATTaHABIPY,
oreparysUIbIK THIMJIUTIK, HKeMILUTIK
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doi.org/10.54309/1JICT.2024.17.1.001.
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Annoranus. B snoxy Uaayctpun 4.0 nHTETpanys nepeaoBhIX MUPPOBBIX TEXHO-
JIOTUI B TIPOW3BOJCTBEHHBIE MPOIIECCHl MPUOOPETAET EPBOCTEIIEHHOE 3HAYSHHE IS
TTOBBIIIICHHS OTIEPAIMOHHOM A(h(heKTUBHOCTH M aJAIITUBHOCTH. B JaHHOM HiccTieToBaHUN
MIPEICTaBIIEH HOBATOPCKUH MOIXO0J] K aJallTHBHOMY YIIPaBJICHHUIO TIPOIIECCaMHt 3a CUET
WHTETPAIMA AJITOPUTMOB TIYOOKOTO OOy4eHHS B TPOTPAMMHPYEMBIE JIOTHYECKHE
xorTposuteps! (IJIK), uro mo3BomnseT ycTpannuTs orpanndenns Tpaaniimonsbix [TJIK B
TUHAMHYECKON aJanTalii K HOBBIM YCIIOBHSM pabOTHl 0€3 pydHOTO BMENIATEIhCTBA.
Hcnonp3yssBO3MOKHOCTH [Ty OOKOT0 00y Y€ HUS IJTsl aHAIH3a IaHHBIX B pEaIbHOM BPEMEHU
W IPUHATHS PEIICHH, TAHHOE HCCIIeI0BaHNe pa3padaThIBaeT HOBYIO CTPYKTY Y, KOTOpast
no3BossieT [IJIK aBroHOMHO 00y4aThCsi HA OCHOBE JAHHBIX IPOIIECCa, aIanTHPOBATh
CTpaTeTruu YIpaBJIeHHS B peajJbHOM BPEMEHH W ONTUMHU3HUPOBATh POM3BOJICTBEHHEIE
orrepari. MeTomoIoTus BKIIFoUaeT B ce0s pa3padoTKy U BHEPEHUE MOIENel IITyOOKOTO
oOyuenns, amantupoBanHbIX K cpene [IJIK, paspaboTky mexaHm3ma 00yueHHs Ha OCHOBE
JaHHbIX HenocpeacTBeHHO B IIJIK, a Takke BCECTOPOHHIOI OLICHKY aJalTUBHOCTH,
3¢ (EeKTUBHOCTH W TPOW3BOAUTEIBHOCTH CHCTEMBI B pEaJbHBIX MPOMBIIIICHHBIX
ycnoBusix. [lomyyeHnble pe3ynbTaTsl CBUAETEIBCTBYIOT O 3HAYUTEILHOM ITOBBIIIEHUH
3¢ (eKTUBHOCTH MPOIECCOB, COKPAIIEHNH BPEMEHH TIPOCTOS U YIYUIIEHUH aanTaiun
K U3MEHSIONIMMCS YCJIOBHSAM OJKCIUTyaTalldd, JEMOHCTPUPYS MOTEHIHA COYeTaHUS
TyOoKoro oOyueHus ¢ cuctemamu Ha 6aze [1JIK mist pa3sBUTHS WHTEIUIEKTYalbHBIX H
rHOKHMX TIPOM3BOJICTBEHHBIX MPOIeccoB. [laHHOE UCcCeoBaHe He TOIBKO Tpesiaraet
JKU3HECTIOCOOHOE peIIeHne TpodiieM crarndeckoro mporpammupoBanus I1JIK, HO
Y OTKPBIBAET HOBBIE MyTH JJISl UCCIEIOBAaHUI M pa3pabOTOK B OONACTH TEXHOJIOTHMA
HHTEIJIEKTYaIEHOTO TPOU3BO/ICTBA, IPEJIarast TOHUMaHHE MPAKTHIECKHUX 110 CIIEICTBHHA
BHEJIPEHUS] MHTEIJIEKTYaJIbHBIX cUCTEM aBToMaTtu3auuu B Uuayctpuu 4.0.

KuroueBbie cinoBa: uuayctpus 4.0, nporpaMMUpy€EMBIE JIOTHYECKUE KOHTPOJIEPHL,
aJalITUBHOE YIpaBIIeHHE IpoleccaMy, TIIyOokoe oOydeHHe, WHTEIUIEKTyallbHOe
MTPOM3BOJICTBO, AJalTallsl B pEalbHOM BpPEMEHH, OOy4YeHHE Ha OCHOBE JaHHBIX,
MHTEIJIeKTyalIbHAsl aBTOMATH3aIHs, oTiepaionHas 3(ppeKTHBHOCTh, THOKOCTH

s umTupoBanmsi: A. ArnasieroBa, B. Manusn, O. CansikoBa. AIIAIITUBHOE
VIIPABJIEHUE TEXHOJIOTUYECKHMMU TIPOHECCAMKU C IIOMOUIBIO
[TIYBOKOI'O OBYYEHHUA HA [IPOTPAMMUPYEMOM JIOITMYECKOM
KOHTPOJUIEPE (IIK) //MEXTYHAPOJIHBII KYPHAIJI
MHOOPMALIMOHHBIX 1 KOMMYHUMKAIIMOHHBIX TEXHOJIOTUI. 2024. T.
5.No. 17. Crp. 8-28. (Ha anr.). https://doi.org/10.54309/1JICT.2024.17.1.001.
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Introduction

1. The advent of Industry 4.0 has heralded a new era of manufacturing and industrial
operations, marked by the seamless integration of digital technologies with traditional
production systems. This change in basic assumptions aims to enhance the efficiency,
adaptability, and intelligence of manufacturing processes, thereby meeting the
increasing demands for customization and responsiveness in today's dynamic market
environments. At the forefront of this revolution are Programmable Logic Controllers
(PLCs), which have long been the cornerstone of industrial automation. Traditionally,
PLCs are renowned for their robustness and reliability in controlling mechanical
functions and processes across various industries (Schwab, 2017). However, the static
nature of PLC programming — relying on predetermined logic and manual updates
for reconfiguration—poses a significant challenge in the context of Industry 4.0, where
flexibility and real-time adaptation are crucial.

2. The limitations of conventional PLCs become particularly evident as manufacturing
processes grow more complex and data-intensive, necessitating a shift towards more
adaptive and intelligent systems. In response to this need, the integration of deep
learning technologies with PLCs presents a promising avenue for transforming industrial
automation. Deep learning, a subset of machine learning, excels in analyzing large
volumes of data, recognizing patterns, and making informed decisions, capabilities that
are instrumental in enabling real-time process management and adaptation (Zurawski,
2019).

3.This paper introduces a pioneering framework that integrates deep learning
algorithms within PLCs to facilitate adaptive process management. This approach
leverages the capabilities of deep learning to enable PLCs to autonomously learn from
operational data, adapt their control strategies in response to changing conditions,
and optimize manufacturing processes. By doing so, it addresses the critical
challenges of static PLC programming, offering a pathway towards the realization of
truly intelligent and flexible manufacturing systems. The proposed framework not only
enhances the efficiency and adaptability of industrial processes but also significantly
reduces downtime and operational costs, marking a significant advancement in the field
of industrial automation (Lee et all., 2014: 3-8).

4. Through the development and implementation of this framework, the study
aims to demonstrate the feasibility and benefits of combining deep learning with PLC
technology. It explores the technical challenges involved in deploying deep learning
models on PLCs, the methodologies for real-time data processing and analysis, and the
practical implications of such integration in enhancing the adaptability and intelligence
of manufacturing operations (Zhou et all., 2015). In doing so, the research contributes
to the ongoing discourse on smart manufacturing, offering insights into the potential of
deep learning to revolutionize industrial automation in the age of Industry 4.0.

Materials and Methods

The experimental setup for this study involved a comprehensive testbed designed
to simulate real-world industrial processes, such as automated assembly lines, fluid
processing systems, and environmental control within manufacturing environments.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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Central to this setup were three modern Programmable Logic Controllers (PLCs),
chosen for their widespread use in industry and varying capabilities suitable for deep
learning integration:

1. Siemens SIMATIC S7-1500: Selected for its advanced computational capabilities
and integrated technology functions, the S7-1500 is ideal for complex automation
tasks. It supports high-level language integration, making it suitable for implementing
sophisticated deep learning algorithms directly on the PLC.

2.Rockwell Automation Allen-Bradley ControlLogix 5580: Chosen for its
high-performance processing, extensive memory capacity, and excellent network
connectivity options. These features facilitate the handling of large datasets and real-
time communication with external servers hosting deep learning models.

3. Schneider Electric Modicon M580 ePAC: Included for its open architecture and
Ethernet backplane, the Modicon M580 allows for seamless integration of real-time
data processing and is conducive to deploying distributed deep learning models across
industrial networks.

5.For this study, a Convolutional Neural Network (CNN) was developed for
spatial data analysis, and a Long Short-Term Memory (LSTM) network was utilized
for temporal data prediction. The CNN model processed image data from sensors and
cameras to identify patterns and anomalies in the production process. In contrast, the
LSTM model analyzed time-series data from various sensors to predict future process
states, enabling preemptive adjustments (Abadi et all., 2016: 265-283).

Data were collected directly from the PLCs through integrated sensors measuring
temperature, pressure, flow rates, and other relevant process parameters. Image data for
the CNN were captured using industrial cameras connected to the Siemens SIMATIC
S7-1500, due to its superior data handling capabilities. The data were then normalized
and structured appropriately for model training, with preprocessing tasks performed
using Python scripts for consistency across the different PLC platforms.

The deep learning models were initially trained off-line using historical data collected
from the PLCs, with a 70/30 split for training and validation. The TensorFlow framework
was employed to facilitate model development and training. Once satisfactory accuracy
levels were achieved, the models were deployed for real-time inference, with the
Rockwell Automation Allen-Bradley ControlLogix 5580 handling the bulk of real-time
data processing due to its high-performance characteristics.

A custom middleware layer was developed to integrate the deep learning models
with the PLCs. This middleware facilitated data exchange between the PLCs and the
external computational resources running the deep learning models. MQTT (Message
Queuing Telemetry Transport) protocol was used for real-time data communication,
chosen for its lightweight and efficient data transmission capabilities, crucial for timely
system adaptation.

Conceptual Model of the Research

The experimental phase of integrating deep learning algorithms with PLCs was
initiated by establishing a testbed that simulated an industrial automation environment.
This setup was designed to evaluate the feasibility, efficiency, and adaptability of our
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proposed system across three modern PLC platforms: Siemens SIMATIC S7-1500,
Rockwell Automation Allen-Bradley ControlLogix 5580, and Schneider Electric
Modicon M580 ePAC. Each PLC was chosen for its unique capabilities to address
the diverse requirements of implementing deep learning algorithms directly on or in
communication with PLC-controlled systems:

- Siemens SIMATIC S7-1500: Configured as the primary controller for high-
resolution image processing tasks, the S7—1500 was connected to industrial cameras for
capturing real-time visual data from the simulated production line. The PLC's advanced
computational capabilities allowed for preliminary image preprocessing directly on the
device before data transmission to the deep learning models for further analysis.

- Rockwell Automation Allen-Bradley ControlLogix 5580: This PLC was utilized for
its robust data processing and networking capabilities, managing a bulk of sensor data
collection and real-time decision-making processes. The ControlLogix 5580 processed
time-series data from various sensors, including temperature, pressure, and flow rates,
facilitating real-time analytics with minimal latency.

- Schneider Electric Modicon M580 ePAC: Leveraging its open architecture, the
Modicon M580 served as the integration point for distributed sensor networks across
the experimental setup. Its Ethernet backplane ensured efficient communication between
the PLC and the middleware, supporting seamless data exchange with the external
computational resources hosting the deep learning models.

Initial deployment of the Convolutional Neural Network (CNN) and Long Short-
Term Memory (LSTM) models demonstrated successful integration with the PLCs. The
CNN model, tasked with analyzing visual data for defect detection on the simulated
production line, showed a high compatibility rate with the Siemens SIMATIC S7-
1500, achieving real-time data processing and analysis capabilities. Meanwhile, the
LSTM model was effectively integrated with the Rockwell Automation Allen-Bradley
ControlLogix 5580, analyzing time-series sensor data to predict system behaviors and
adjust operational parameters dynamically.

The experimental setup's initial phase yielded promising results:

- System Response Time: The integrated system exhibited an average response time
of 1.8 seconds from data capture to action recommendation, underscoring the efficiency
of the PLC and deep learning model integration.

- Data Processing Throughput: Across the testbed, the system managed data
processing throughputs exceeding 10,000 data points per second, demonstrating the
capability of the PLCs to manage high-volume, real-time data in conjunction with deep
learning algorithms.

- Integration Stability: No significant downtime or integration issues were observed
during the initial testing phase, indicating robust communication and compatibility
between the PLCs and deep learning models.

The experimental setup phase of our study confirmed the feasibility of integrating
advanced deep learning models with modern PLCs across different hardware platforms.
The successful configuration and preliminary integration results provide a solid
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foundation for the next stages of the study, focusing on in-depth performance evaluation,
adaptive process management efficacy, and real-time system adaptation.

The response time is a critical measure of how swiftly each PLC system can process
inputs from sensors, analyze data through deep learning models, and execute the
necessary control actions to adjust the industrial process:

- Siemens SIMATIC S7-1500 demonstrated the fastest response time at 1.5 seconds,
indicating its superior processing capability and efficiency in handling complex data
analyses and making quick adjustments. This performance can be attributed to its
advanced computational resources and integrated technology functions, which are well-
suited for real-time data processing and decision-making tasks.

- Rockwell Automation ControlLogix 5580 followed closely with a response time of
1.8 seconds. This PLC's high-performance processing and memory capacity enable it
to manage substantial data volumes and communicate effectively with external servers
hosting deep learning models, thus ensuring timely system responses.

- Schneider Electric Modicon M580 had a response time of 2.0 seconds, the slowest
among the three. While still within a reasonable range for many industrial applications,
this reflects the Modicon M580's focus on open architecture and efficient networking
capabilities, possibly at the expense of raw data processing speed.

System Response Time Comparison
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Figure I - Response times among three different Programmable Logic Controllers (PLCs)

The Figure 1 underscores the importance of selecting the appropriate PLC based on
the specific requirements of adaptive process management in industrial settings. While
all three PLCs can integrate with deep learning models for enhanced process control,
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differences in their response times highlight the trade-offs between computational power,
networking capabilities, and system architecture. This analysis is crucial for optimizing
the overall efficiency and responsiveness of adaptive process management systems in
real-world industrial applications.

The nuances in response time among the Programmable Logic Controllers (PLCs)
used in the experimental setup have direct implications for the integration and
effectiveness of deep learning models in adaptive process management:

- Deep learning models, particularly those involved in adaptive process management,
rely on timely and accurate data to make predictions or decisions. The quicker a PLC
can process sensor data and communicate with deep learning models, the more up to
date the information that the models have to work with, enhancing the accuracy and
relevance of their outputs.

- The essence of adaptive process management lies in the system's ability to promptly
adjust operational parameters in response to changing conditions. A PLC with a faster
response time can implement adjustments suggested by deep learning models more
rapidly, enhancing the adaptability of the system to dynamic process environments.
This is critical in applications where conditions change quickly, and delays can lead to
inefficiencies, safety risks, or missed opportunities for optimization.

- The efficiency of the feedback loop between the PLCs and the deep learning models
is crucial for the continuous improvement and learning of the system. Faster response
times facilitate a more efficient loop, allowing the system to learn and adapt at a quicker
pace. This is particularly important for models that operate on incremental learning or
reinforcement learning principles, where the speed of feedback can significantly impact
the learning process.

- In scenarios where, deep learning models are deployed at the edge, close to where
data is generated, the PLC's ability to quickly process and relay data to these models
becomes even more critical. A faster PLC can better support edge computing paradigms,
reducing latency, and enabling more autonomous operational decisions without the need
for constant communication with centralized cloud servers.

- As industrial processes become more complex and generate larger volumes of data,
the demand on both PLCs and deep learning models increases. Faster response times
ensure that the system can scale effectively, managing increased complexity without
compromising on performance or reliability.

In general, the response time of PLCs is a critical factor that influences the
effectiveness of deep learning models in adaptive process management. It impacts the
timeliness and accuracy of data processing, the system's ability to adapt to changing
conditions, the efficiency of the feedback loop for learning and optimization, and the
overall scalability and performance of the system in complex industrial environments.
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Data Processing Throughput Comparison
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Figure 2 - Comparative capabilities of three different Programmable Logic Controllers (PLCs) in terms of
handling data for adaptive process management with deep learning integration

It measures the throughput in thousands of data points per second that each PLC can
process, reflecting their efficiency in managing the high-volume data streams essential
for real-time deep learning applications:

- Siemens SIMATIC S7-1500 shows the highest data processing throughput,
managing 12,000 data points per second. This high throughput indicates the PLC's
superior computational power and efficiency, making it particularly well-suited for
applications requiring intensive data analysis and rapid decision-making, such as those
involving complex image processing tasks with CNNs.

- Rockwell Automation ControlLogix 5580 demonstrates a throughput of 10,000
data points per second. While slightly lower than the Siemens model, this throughput
is still indicative of a robust performance, capable of supporting sophisticated deep
learning applications, including time-series predictions with LSTMs, where substantial
data processing is required.

- Schneider Electric Modicon M580 has a throughput of 8,000 data points per
second, the lowest among the three. Although it processes fewer data points per second,
this throughput is adequate for a wide range of industrial applications, especially where
deep learning models are used for less data-intensive predictive analytics and process
optimizations.

This throughput comparison is crucial for understanding the practical implications
of selecting a PLC for adaptive process management in conjunction with deep learning
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models. Higher data processing throughput allows for more complex and data-intensive
deep learning applications to be integrated effectively, enhancing the system's ability
to make timely and accurate adjustments to the industrial processes it controls. It also
underscores the importance of matching the PLC's data handling capabilities with the
specific requirements of the deep learning tasks envisioned, ensuring that the chosen
hardware can support the desired level of computational intensity and real-time
responsiveness.

Integration Stability Timeline Over 1 Month
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Figure 3 - Stability of the integration between Programmable Logic Controllers (PLCs) and deep learning
models over a one-month period

Stability is quantified on a scale from O to 1, where 1 signifies perfect stability with no
integration issues, and lower scores indicate periods of reduced stability, necessitating
adjustments or interventions.

Throughout the month, the stability scores hover above 0.8, suggesting a generally
robust integration capable of sustaining the operational demands of adaptive process
management. However, there are notable instances where the stability score dips below
0.9, marked on the timeline as "Adjustment" points. These moments reflect times when
either the PLCs, deep learning models, or their communication protocols encountered
issues that could impact system performance, requiring prompt attention to maintain the
system's effectiveness and reliability.

For instance, a dip in stability might occur due to:

- Data Communication Errors: Temporary disruptions in the data flow between the
PLCs and the deep learning server, possibly due to network issues or data formatting
errors.

- Model Performance Degradation: Situations where the deep learning models
produce less accurate predictions or control actions, potentially due to changes in the
process dynamics not previously encountered during training.

- Hardware Performance Limits: Constraints of the PLC hardware becoming evident
under high-load conditions, affecting its ability to process and act on the insights from
the deep learning models in real-time.
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Each "Adjustment" point on the timeline signifies a learning opportunity, leading
to modifications in the system configuration, updates to the deep learning models, or
enhancements in the communication protocols to address the identified issues. These
adjustments contribute to the continuous improvement of the integration, ensuring the
system remains stable, efficient, and adaptable over time.

This timeline underscores the dynamic nature of integrating deep learning models
with PLCs for adaptive process management. It highlights the importance of ongoing
monitoring and maintenance to address the challenges that arise as the system operates
in complex, real-world environments. Ensuring integration stability is crucial for
maximizing the benefits of this advanced technological constructive collaboration
in industrial settings, enabling more intelligent, responsive, and efficient automation
solutions.

The core of our experimental investigation centered on two deep learning models:
a CNN for spatial data analysis and an LSTM network for temporal data prediction.
Each model was tailored to leverage specific types of data collected from the industrial
process environment, aiming to enhance the PLCs' decision-making capabilities:

- Convolutional Neural Network (CNN): The CNN model was trained on a dataset
comprising thousands of images captured by industrial cameras connected to the
Siemens SIMATIC S7-1500. The model demonstrated a remarkable ability to identify
defects and anomalies with an accuracy rate of 96.5%. This prominent level of precision
is indicative of the model's robustness in processing spatial data, making it invaluable
for quality control and monitoring tasks within the simulated production line.

- Long Short-Term Memory (LSTM) Network: The LSTM model excelled in
predicting future states of the process based on historical sensor data, achieving a
prediction accuracy of 92.3%. This performance highlights the LSTM's efficacy in
handling time-series data, enabling proactive adjustments to process parameters before
deviations could escalate into inefficiencies or quality issues.

Model Insights:

- Both models demonstrated high adaptability, quickly adjusting to changes in process
conditions without requiring extensive retraining. This adaptability underscores the
potential of deep learning models to support dynamic and complex industrial processes.

- Integration with the PLCs allowed for real-time data processing and analysis, a
critical feature for maintaining continuous production without downtime. The models'
ability to process and analyze data in real-time significantly contributed to the overall
system's responsiveness and efficiency.

- The LSTM model showed potential for predictive maintenance applications.
By predicting future equipment failures, the model enables preemptive maintenance
actions, reducing unexpected downtime and associated costs.

Challenges and Adjustments:

- Ensuring high-quality, relevant data for model training was critical for achieving
accurate results. Adjustments in data collection and preprocessing techniques were
necessary to optimize model performance.

- Initially, the models struggled with generalizing to unseen data conditions. Through
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iterative training and the incorporation of a more diverse dataset, model robustness was
significantly improved.

- Seamless integration of deep learning models with the PLCs posed technical
challenges, particularly in terms of real-time data exchange and processing. Custom
middleware solutions were developed to facilitate efficient communication between the
PLCs and the deep learning server.

Fig. 4 visually contrasts the performance of the Convolutional Neural Network
(CNN) and Long Short-Term Memory (LSTM) models against a traditional baseline
model in terms of accuracy rates. This comparison is pivotal for highlighting the
effectiveness of deep learning approaches in enhancing adaptive process management
within an industrial setting:

- Baseline Model (80 %): Represents a conventional approach to process management
and anomaly detection, relying on simpler statistical methods or rule-based systems. Its
accuracy rate of 80 % serves as a reference point, illustrating the performance level
before the introduction of deep learning techniques.

- CNN Model (96.5 %): Demonstrates a significant improvement in accuracy,
achieving a rate of 96.5 %. This high level of accuracy underscores the CNN model's
capability to effectively analyze spatial data (e.g., images from industrial cameras) for
tasks such as defect detection or quality control. The model's performance highlights
its ability to capture complex patterns and features in visual data, far surpassing the
baseline model's capabilities.

- LSTM Model (92.3 %): Shows another notable enhancement in performance with
an accuracy rate of 92.3 %, focusing on the analysis of temporal data (e.g., sensor
readings over time). This model excels in predicting future states of the process, enabling
preemptive adjustments that can optimize operations and prevent potential issues. The
LSTM's success illustrates the power of deep learning in capturing and utilizing temporal
dependencies within the data, which are often challenging for traditional models to
manage effectively.

92.3%

Accuracy Rate (%)

Baseline Model CNN Model LSTM Model
Model Type

Figure 4 - Accuracy comparison: deep learning models vs. baseline
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By comparing these models against a baseline, readers can appreciate the quantitative
improvements in accuracy, which directly translate to enhanced operational efficiency,
reduced waste, and improved product quality in industrial contexts.

The superior performance of the CNN and LSTM models validates the hypothesis
that deep learning can significantly contribute to the adaptability and intelligence of
process management systems. It also supports the investment in developing and
integrating these models into existing PLC frameworks, offering a compelling argument
for the adoption of Al and machine learning technologies in manufacturing and other
industries.

Furthermore, this comparison not only showcases the effectiveness of individual
models in their respective domains (spatial and temporal data analysis) but also suggests
the potential for combining these models to create a comprehensive, highly accurate
system for managing complex industrial processes. The synergy between CNN and
LSTM models can provide a holistic view of the process, combining insights from
both spatial and temporal analyses to inform more nuanced and effective adaptive
management strategies.

In general, Figure 4 serves as a key piece of evidence for the paper, illustrating the
tangible benefits of integrating deep learning models with PLCs for adaptive process
management. This visual, backed by the detailed performance analysis, strengthens
the argument for leveraging advanced Al techniques in industrial automation, pointing
towards a future where manufacturing processes are more intelligent, efficient, and
adaptable.
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Figure 5 - Model training and validation loss epochs
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Fig 5. illustrates the evolution of training and validation loss for both the
Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) models
over 30 epochs. This graph is essential for understanding how each model learns and
generalizes from the training data to unseen data, which is critical for their application
in adaptive process management:

- CNN Training and Validation Loss: The blue line represents the CNN's training
loss, decreasing steadily as the model learns from the spatial data (e.g., images) over
epochs. The light blue dashed line shows the validation loss, which also decreases,
indicating that the model is improving its ability to generalize to new, unseen data. The
convergence of training and validation loss suggests that the CNN model is learning
effectively without overfitting to the training data.

- LSTM Training and Validation Loss: The orange line depicts the LSTM's training
loss, illustrating a similar downward trend as the model learns from temporal data (e.g.,
sensor time series). The yellow dashed line for validation loss decreases alongside
the training loss, demonstrating the LSTM model's growing proficiency in predicting
future states of the process based on historical data. Like the CNN, the LSTM model
shows good generalization capabilities, as indicated by the close tracking of training
and validation loss.

The training and validation loss graph offers valuable insights into the performance
and reliability of the deep learning models used in the experimental setup:

- The consistent decrease in both training and validation loss over epochs for both
models indicates an effective learning process. This suggests that the models are
successfully capturing the underlying patterns in the data, which is essential for their
role in adaptive process management.

- The parallel trends of training and validation loss imply that both models possess
strong generalization abilities. This is crucial for applying these models in real-world
industrial settings, where they must perform well on new, unseen data to make accurate
predictions and decisions.

- The convergence of training and validation loss also signals that the models are
well-optimized and balanced in terms of complexity. There is no significant divergence
between training and validation loss, which would have suggested overfitting (where
the model learns the training data too well, at the expense of its performance on new
data).

- Figure 5 also underscores the importance of continuous monitoring and adjustment
of model parameters during the training phase to minimize overfitting and underfitting.
This iterative optimization is crucial for developing models that are both accurate and
robust, capable of adapting to changing process conditions.
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Figure 6 - Predictive performance of LSTM model over 10 days

Fig. 6 showcases the predictive accuracy of the Long Short-Term Memory (LSTM)
model over a span of 10 days, focusing on a specific process parameter, such as
temperature. This is crucial for demonstrating the model's capability to forecast future
states of the industrial process, which is a cornerstone of adaptive process management.

The figure displays the actual values of the process parameter (in green) alongside the
predicted values generated by the LSTM model (in red). The close alignment between
these two sets of data points indicates the LSTM model's high degree of predictive
accuracy.

This predictive performance provides tangible evidence of the LSTM model's
effectiveness in contributing to adaptive process management:

- The proximity of the predicted values to the actual values illustrates the LSTM
model's ability to accurately forecast process parameters based on historical data. This
accuracy is vital for enabling proactive adjustments in the process, enhancing efficiency,
and preventing potential issues before they arise.

- The consistency in predictive performance across the observed period suggests
that the LSTM model is reliable over time, not just in isolated instances. This reliability
supports the model's integration into ongoing process management and decision-making
frameworks.

- The graph highlights the practical implications of deploying deep learning models for
predictive analysis in industrial settings. By accurately predicting future process states,
the LSTM model enables operators to make informed decisions, optimize operations,
and implement predictive maintenance strategies, thereby reducing downtime and
improving overall process efficiency.

- While the graph shows a general trend of high accuracy, any deviations between
predicted and actual values can prompt discussion on the challenges of predictive
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modeling. These might include dealing with variable process conditions, the importance
of continuous model training, and the need for robust data preprocessing to enhance
model performance.

- Fig. 6 also sets the stage for discussing future improvements in predictive modeling
within industrial automation. It suggests areas for further research, such as incorporating
additional data sources, exploring more complex model architectures, or applying
ensemble methods to improve predictive accuracy.
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Figure 7 - Real-time data processing efficiency

Fig. 7 illustrates the latency, in milliseconds, across three critical steps in the data
processing pipeline: Data Capture, Model Processing, and Action Execution. The CNN
Model is represented in sky blue, while the LSTM Model is depicted in light green:

- Data Capture latency is consistent across both models, reflecting the time taken to
collect data from sensors or cameras, indicating that this step is primarily dependent on
hardware capabilities rather than the model itself.

- Model Processing shows a slight difference between the two models, with the LSTM
Model taking longer (40 ms) compared to the CNN Model (35 ms). This difference can
be attributed to the LSTM's complexity, as it processes time-series data which might
involve more computational overhead than the spatial data processed by the CNN.

- Action Execution latency is quicker for the LSTM Model (10 ms) compared to
the CNN Model (15 ms), due to the nature of the actions derived from the models'
outputs. LSTM's actions, based on predictive insights, might be more straightforward
to implement by the PLC compared to the more complex spatial decisions informed by
the CNN.
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Table 1- “Real-time data processing efficiency for the CNN and LSTM models across different
process steps”

Process Step CNN Model Latency (ms) LSTM Model Latency (ms)
Data Capture 20 20
Model Processing 35 40
Action Execution 15 10

Source: authors

The experimental setup began with meticulous data collection from a simulated
industrial process environment, utilizing a range of sensors and industrial cameras
connected to our selected PLCs: Siemens SIMATIC S7-1500, Rockwell Automation
Allen-Bradley ControlLogix 5580, and Schneider Electric Modicon M580 ePAC. This
setup captured a diverse array of data types, including time-series sensor data and
high-resolution images, to reflect the complexity and variability inherent in real-world
manufacturing processes.

Preprocessing played a crucial role in preparing this raw data for deep learning
analysis. This stage involved normalization to scale the data, noise reduction to enhance
model accuracy, and augmentation techniques for images to increase the robustness
of the CNN model. Additionally, time-series data were segmented into sequences to
facilitate effective pattern recognition by the LSTM model, ensuring that the models
could learn from the temporal dynamics of the process data.

With preprocessed data, the CNN and LSTM models underwent rigorous training,
leveraging TensorFlow's powerful computational graph-based framework for efficient
learning. The CNN model, aimed at analyzing spatial patterns in images for defect
detection, and the LSTM model, designed for predicting future process states, were
both trained using a 70/30 split of the data for training and validation, respectively.
This approach facilitated the iterative optimization of model parameters to minimize
overfitting and maximize predictive performance.

Model training was characterized by a focus on achieving high accuracy while
ensuring the models remained generalizable to unseen data. Techniques such as dropout,
regularization, and early stopping were employed to enhance model robustness and
prevent overfitting, ensuring that the models could be effectively applied in the dynamic
industrial environment.

Table 2- “Training the Deep Learning Models”

Model Number of Batch Learning | Final Training Accuracy | Validation Accuracy
Type Epochs Size Rate (%) (%)
CNN 30 64 0.001 96.5 94.2
LSTM 30 32 0.001 92.3 90.5

Source: authors

The table 2 summarizes the training parameters and outcomes for the CNN and
LSTM models, providing a clear overview of the methodology employed in preparing
these models for their respective roles in adaptive process management:
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- The differentiation in batch size between the two models reflects the distinct nature
of their data inputs - images for the CNN and time-series for the LSTM - and the
computational considerations for training each model type efficiently.

- The uniform learning rate across both models indicates a standardized approach
to model optimization, balancing the need for convergence speed with the risk of
overshooting the global minimum in the loss landscape.

- The final training and validation accuracy rates underscore the effectiveness of the
models in learning from the dataset. Notably, the CNN's performance in image analysis
and the LSTM's capability in time-series prediction demonstrate the potential of deep
learning to significantly enhance process management and decision-making.

- The notes column provides additional context on the specific applications of each
model and the strategies employed to boost their performance and generalization capabi-
lities, such as data augmentation for the CNN and sequence segmentation for the LSTM.

Integrating the trained deep learning models with the PLCs was a pivotal phase of
the experiment, involving the development of custom middleware to facilitate seamless
communication between the computational environment and the PLC hardware. This
integration enabled the real-time analysis of process data and the execution of model-
informed decisions directly on the PLCs, embodying the core concept of adaptive
process management.

The real-time adaptation capabilities of the system were tested under various
simulated process conditions, demonstrating the models' ability to accurately predict and
respond to changes, thereby optimizing process parameters and enhancing operational
efficiency.

Results

The integration of deep learning techniques with Programmable Logic Controllers
(PLCs)represents a significant advancement in the field of adaptive process management.
This discussion delves into the key findings and implications of our study, highlighting
the transformative potential of this integration in industrial automation and smart
manufacturing.

The experimental results demonstrate the substantial improvements achieved in
process control and management through the application of deep learning models. The
utilization of Convolutional Neural Networks (CNNs) for image analysis and Long
Short-Term Memory (LSTM) networks for time-series data prediction has yielded
remarkable outcomes. These models exhibit exceptional accuracy rates, as evident from
the achieved accuracy of 95 % for image analysis and 90% for time-series prediction.
These high accuracy levels are indicative of the models' ability to capture intricate
patterns and dependencies within the data.

The findings align with prior research on the efficacy of deep learning in industrial
applications. Smith et al. (Smith et al., 2020) reported similar successes in defect
detection using CNNs in manufacturing environments. Furthermore, the predictive
performance of the LSTM model, with an accuracy rate of 90 %, aligns with the work
of Johnson et al. (Johnson et al., 2019), who demonstrated the predictive capabilities of
LSTM networks in time-series forecasting for industrial processes.
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One of the most remarkable outcomes of our study is the real-time adaptation
achieved through the integration of deep learning with PLCs. The system's response
time, measured at 1.5 seconds, exemplifies its ability to process incoming data rapidly
and execute model-driven decisions with minimal latency. This real-time adaptability
holds immense promise for industries where immediate responses to changing conditions
are paramount.

The results are in line with the vision of Industry 4.0, where cyber-physical systems
(CPS) play a pivotal role in enabling intelligent automation (Lee et al., 2015). The
combination of deep learning and PLCs realizes the potential of CPS, allowing for
dynamic adjustments to industrial processes, thereby optimizing efficiency and resource
utilization.

Another noteworthy aspect of our study is the scalability and data processing
throughput achieved. With a throughput rate of 12,000 data points per second, our
system can efficiently handle large volumes of data generated in industrial settings.
This scalability is crucial for industries dealing with massive datasets, as it ensures
uninterrupted data analysis and decision-making.

The work aligns with the principles of scalable manufacturing systems (Chen et
al., 2017), emphasizing the importance of adaptive and flexible systems capable of
accommodating varying workloads and data intensities. The integration of deep learning
with PLCs embodies the spirit of scalability, allowing industries to respond to evolving
demands seamlessly.

While the study showcases the immense potential of deep learning integration with
PLCs, it is essential to acknowledge certain limitations. First, the generalization of our
findings to diverse industrial contexts may require additional experimentation and fine-
tuning of models. Second, the real-time adaptability achieved in our experiments may
encounter challenges in complex and rapidly changing environments.

Future research directions could include the exploration of reinforcement learning
techniques for adaptive process management and the development of hybrid systems
that combine rule-based control with deep learning for enhanced reliability.

In conclusion, our study underscores the transformative potential of integrating deep
learning with PLCs for adaptive process management in industrial automation. The
achieved improvements in accuracy, real-time adaptability, scalability, and throughput
pave the way for more intelligent and efficient industrial processes, aligning with the
vision of smart manufacturing and Industry 4.0.
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Abstract. The authors of the article propose a methodology for testing and load
testing of computers with an emphasis on creating a graphical user interface (GUI) and
implementing a monitoring system. Two key components of the methodology include:
a computer component detection module and a computer performance monitoring
system. The component detection module provides an automated mechanism for
collecting information about computer components from various sources, allowing for
more accurate and relevant testing in different configurations. The implementation of
a graphical user interface for this module simplifies user interaction with the system,
providing convenient means of interaction and visualization of results. The monitoring
system provides continuous monitoring of the computer status in real time. This includes
collecting, analyzing and visualizing performance data to enable rapid response to
changes and provide greater insight into system performance during testing. Particular
attention is paid to data processing, ensuring stability and visualization of results. This
serves as a key resource for developers and computer testing professionals, providing a
detailed overview of the practical implementation of the tools needed to effectively test
and monitor modern computer systems.
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AHHOTaNUs. AKIAPATTHIK TEXHOJOTHSIAD MEH KOMITBIOTEPIIK JKylenep cana-
CBIHJIAFbl 3aMaHayH YpIICTep Heri3iHae TpaduKaIbIK MaigalaHynIsl HHTEepQEciH
(GUI) kypyra >koHe MOHHUTOPHHT XYHECiH iCke achIpyFa Oaca Hazap ayaapa OTBIPHIIL,
KOMITBIOTEPIIEpl ChIHAY JKOHE JKYKTEMeIK TecTiey ojicTemeci ycoiHbIIaabl. OcChl
3eprreyai "icke achlpy” OapbIChIHAAa OJICTEMEHIH €Ki Heri3ri KOMIIOHEHTIH d3ip-
Jey JKOHE CeHIi3y erKeH-TerKeWsIi CHIaTTalfaH: KOMIBIOTepAiH KOMIIOHEHTTEepiH
aHBIK Tay MOJYJIi )KOHE OHBIH >KYMBICHIH Oakpuiay xyieci. KoMmoHeHTTepai aHbIKTay
MO/ 9PTYPIi Ke3AepAeH KOMIBIOTEPIiH Kypamaac OediKTepi Typalsibl aKmapaTThl
KUHAy/bIH aBTOMATTaHIBIPbUIFAH MEXaHU3MIH KaMmTaMmachl3 eTedi, Oyi opTypii
KOH(HTYparysIap/a TECTUIEY/I JITipeK j)KoHe 03€KTi eTyre MyMKiHiK Oepeni.bepinren
MOIYJb YIIiH Tpadukanelk wHTepdENCcTI eHTI3y MainaJaHyIIbIHBIH KYHeMeH o3apa
OPEKETTECYiH KEHIICTE I, 03apa OPEKETTECY MEH HOTIDKEIIEP/Ii BU3yaTu3alsIIayIbIH
BIHFAWUJIBl KYpajJlapblH YChIHA/bI. MOHUTOPUHT XYHeci, 03 Ke3eriHje, HaKThl YaKbIT
PEKUMIHIIE KOMITBIOTEPIiH KYHiH yHeMi Oakpulayna ycraiinel.byFaH eHIMITK
JePEKTEPiH KHUHAY, TaJIay KOHE BU3yalu3alus Kipei, Oyi1 e3repicTepre skeiesn xxayar
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Oepyre MyMKIHZIIK Oepefi oHe TecTiJiey MpoLeciHie XYHEHIH KYMBICHIH TepeHipeK
TyciHyre MYMKiHZIK Oepeni."lcke aceipy" OeiliMi TEXHOJIOTHSI MEH apXHTEKTYPaHBI
TaHIaymTaH OacTam HETI3Ti TecTiiey JKyHeciMeH MHTETpamus Typajibl erKeiiHe neiin
OChl KOMIIOHEHTTEPAl KYPYAbIH TEXHUKANIBIK IIONYBIH YChIHAbL. JlepexTepai eHaeyre,
TYPaKTBUIBIKTBI KaMTaMachl3 €Tyre »OHE HOTIKeNepl BU3yalu3alusIIayFa epeKiie
Ha3ap ayaapbuiajbl. bys Tapay 3epTTeyliuiep, d3ipieyIliiep XoHE KOMITBIOTEPIIK
TECTiJiey MaMaHAapbl YIIIH HETi3ri pecypc peTiHAe KbI3MET eTeai, Kasipri 3aMaHFbI
KOMITHIOTEPITIK KYHeIepai THIMII TeCTUIey MoHe OaKpuIay YIIiH KaKETTI Kypanaapabl
NPaKTUKAIBIK €HT13yTe TONBIK IOy JKacaiIbl.

Tyiiin ce3aep: eHIMIITIK, )KYKTEMEHI TecTiey, OaKpiIay xykeci, rpaduKaibik
naananyubl nHTepQeci, KOMIBIOTEPIIIK Ka0IbIK
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AHHoOTauus. Ha ocHOBe COBpEMEHHBIX TEHACHILMH B 00acTH MH()OPMALMOHHBIX
TEXHOJIOTMH M KOMIIBIOTEPHBIX CHUCTEM, IPEIJIaraeTcs METOAMKA MPOBEACHUS HCIIbI-
TaHUH U HAarpy304HOr0 TECTHUPOBAHMS KOMIIBIOTEPOB C aKLEHTOM Ha co3/laHue rpadu-
YEeCKOT0 Mmostb3oBarenbckoro naTepdeiica (GUI) n peanmzaiinio cucTeMbl MOHUTOPHHTA.
ABTOpBl MOAPOOHO ONMCBHIBAIOT pa3padOTKy W BHEAPCHHE JBYX KIIOUEBBIX
KOMIIOHEHTOB METOJMKH: MOAYJIS OINpEleNIeHUs KOMIUICKTYIOUIMX KOMIIbIOTEpa H
CHUCTEMBl ~ MOHMTO-PMHIAa €r0  IPOU3BOAUTENBHOCTH. MoIyiab — omnpeneseHus
KOMIUICKTYIOLINX 00ecTIednBaeT
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ABTOMATH3MPOBaHHBIM MeXaHW3M cOopa MH(OPMALUK O COCTABISIOIIMX KOMIIBIOTEPA
13 Pa3IUYHBIX WCTOYHHMKOB, YTO I103BOJISIET Oo0Jjiee TOYHO IPOBOIUTH TECTUPOBAHUE
B Ppa3zIMyHBIX KoHQurypauusx. Peammzamusi rpaduueckoro moIb30BaTEIbCKOTO
uHTEepdeiica A7 JaHHOTO MOIYJS YNPOLIAeT B3aMMOJCHCTBUE IIOJIB30BATENs C
CHCTEMOH, MPEAOCTaBIsisl YIOOHBIE CpEICTBA B3aUMOJICHCTBUS W BHU3YaIU3aIHIO
pesynbratoB. Cucrema MOHHTOPHHTA, B CBOIO O4epellb, 00ECIICUMBAET MOCTOSHHOE
HaOII0IEHNE 32 COCTOSIHUEM KOMITBIOTEPA B PEKUME PEaIbHOTO BPEMEHHU. DTO BKIIIOUAET
B ce0st cOop, aHATM3 M BU3YaIM3alUIO TaHHBIX O IPOU3BOAUTEIBLHOCTH, YTO TIO3BOJISIET
OIIEPAaTHBHO pearupoBaTh Ha U3MEHEHHUs U o0ecreunBaeT 0ojee yOoKoe TIOHUMaHHE
paboThl CHCTEMBI B TpoIecCe IMPOBEICHHUS TECTOB. B crarbe maeTcst TEXHHYCCKHH
0030p CO3AaHUs 3TUX KOMIIOHEHTOB, HAYMHAS OT BBIOOPA TEXHOJIOTHIA U apXUTEKTYPBI,
3aKaH4MBas JETasIMU 110 HHTEIPAlMd C OCHOBHOM cucteMoii Tectuposanus. Ocoboe
BHUMaHUE yessieTcst 00paboTKe JaHHBIX, 00€CTIeUeHHIO CTA0MILHOCTH 1 BU3YaIU3alin
PE3YJIBTaTOB, YTO CIYXKUT KIIIOUEBBIM PECYpPCOM sl UccieqoBaresie, pa3paboTunKoB
U CIIEUAIUCTOB B OOJACTH TECTUPOBAHUSI KOMITBIOTEPOB, TPENOCTABISIA MOAPOOHBIH
0030p PaKTUYECKOHN peann3alui HHCTPYMEHTapHsl, HEOOXOIUMOTO 1715 3P PEeKTUBHOTO
TCCTUPOBAHUA U MOHUTOPHUHTA COBPEMCHHBIX KOMITBIOTEPHBIX CUCTEM.

KioueBble cjioBa: MpoM3BOAUTENHFHOCTh, HATPY304HOE TECTHPOBAHHE, CHCTEMa
MOHHTOPHWHTA, TpaQUUECKHil MOJIB30BaTEIHCKUI MHTEp(hENC, KOMITBIOTEpHOE 000py-
JIOBaHHE

Hduasi umrupoBanusi: ®@. bxar, H.A. Ceiinosa, B.B. Ilokycos. [IPOTPAMMHAA
PEAJIN3ALIVIS METOMKH I[TPOBEJIEHM I UCITBITAHUI UHATPY304YHOI'O
TECTUPOBAHU A KOMIIbIOTEPOB//MEXTYHAPO JHbBIN KYPHAII
MH®OP-MAILIMOHHBIX 1 KOMMYHUKAILIMOHHBIX TEXHOJIOI'MIA. 2024. T.
5. No. 17. Ctp. 29-47. (Ha pycc.). https://doi.org/10.54309/IJICT.2024.17.1.002.

Beenenne

CoBpeMeHHas 3aBUCHMOCTB OT HH(OPMALIOHHBIX TEXHOIOT U TpeOyeT o0ecrieueHus
CTaOMIBHOCTH, HA/ISKHOCTH 1 BEICOKOH IIPON3BOANTEIBHOCTH KOMITBIOTEPHBIX CHCTEM.
B koHTekcTe 5TOM 3a1aud, MPOBEACHHUE HCIBITAHUH U HArpy304YHOTO TECTHPOBAHHS
CTaHOBUTCSI HEOTHEMJIEMBIM 3TarioM, HAIIPABJICHHBIM HA BBISBICHUE M ONTHMHU3AINIO
MIPOM3BOICTBEHHBIX XapaKTEPUCTHK aIapaTHbIX KOMIIOHEHTOB. OiHaKo, 3 dekTuBHas
peanm3anys JaHHBIX METOAMK TPeOyeT KOMIUIEKCHOTO H CHCTEMHOTO TTOIX0/1a, BKITFOYast
WCTIOJIb30BaHUE CIIEIHATH3UPOBAHHBIX IIPOTPAMMHBIX HHCTPYMEHTOB.

B nannoit pabore oxyc HaXomMTTCS Ha CO3NAHHM MPOTPAMMHOIO OOECICUeHHUS,
NpeIHAa3HAYeHHOTO JUIA YHPOIIEHWS M aBTOMATH3AllMM IIpOLecca HCIBITAaHUH U
HArpy304HOTO TecTupoBaHusi kommbioTepoB (Afef et al.,, 2015). Ilpurumas Bo
BHUMAaHHUE COBPEMEHHbIE TPeOOBaHUsI, CBA3aHHBIE C MHOT03aJa4HOCTBIO M CIIO)KHOCTBIO
anmapatHeix KoH(urypammii (Randal et al., 2015), OpII0 pemieHoO HCIIONB30BAThH
OCHOBHBIE CPEJ/ICTBA, BCTPOCHHBIE B aITOPUTMUYECKUHN KOJI SI3bIKa IPOTPaMMHUPOBAHHMS,
a Take (YHKIHOHAIBHOCTH OMOMMOTEK onepanMoHHOM cuctembl Windows 10. D10
CTpaTernyecKkoe perieHrue HapaBiIeHo Ha 00eCIIeYCHNE ONITUMAITLHON COBMECTHMOCTH
C COBPEMEHHBIM MPOrPAaMMHBIM OKPYXCHHEM W MaKCHUMHU3AIMI0 3PPEKTUBHOCTH
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MIPOBOAMMBIX TeCTHpOBaHMH. TakuM 00pa3oM, mpeAcTaBIeHHOE TPOrpaMMHOe odecre-
YeHHEe TIPECTABIAET cOO0N MHHOBAIIMOHHBIN MOIXO/ K MCIIBITAHUAM KOMITBIOTEPHBIX
CHUCTEM, 06CCHG‘II/IB35{ TOYHOCTb, HAACKHOCTb W BBICOKYIO IPOU3BOAUTCIILHOCTL B
COBpPEMEHHBIX YCIOBHUIX HHPOPMAIIMOHHBIX TEXHOJIOTHIA.

[Iporecc nmiieMeHTaruu cucteMbl MoHUTOpHHTa (Lazareva et al., 2020), BxitouyaeT
B ce0st cOOp JaHHBIX C ONpeIeTICHHBIX KOMIIOHEHTOB € IIPOLLIOTO 3Tara, ¢ MOCICAYIOIIM
aHaJIM30M XapaKTePHCTHUK YCTPOWCTBA B OMPEACICHHBIA IEepPHOJ BPEMEHH WM Ha
MPOTSDKEHUH JIOBOJIBHO JUIMTENIBHOTO TIpoliecca padoThl. JTa CHCTeMa MOHHUTOPUHTA
OXBAaTBIBACT PA3IMYHbBIC ACTIEKTHI PAOOTHI YCTPOWCTBA, TAKUE KaK MPOM3BOAUTEILHOCTD
Mpoleccopa, HUCHOJIb30BaHUE ONEPATUBHOM MaMsATH, Harpy3ka Ha >KECTKUH JHCK,
TEMIIepPaTyPHbIC MapaMeTPbl U JIPYTHE XapaKTePUCTHKH. Takoil KOMIUIEKCHBIM aHaN3
MTO3BOJIIET ONEPATUBHO BBIABIIATH MOTCHIIMAIBLHBIE TIPOOJIEMBI, OTCIIEKHBATH N3MEHEHHUS
B pabOTE CUCTEMBI, a TAKIKE IPHHUMATH TIPSy TIPEUTEIBHBIC MEPBI JJIsl IPEIOTBPAIIICHUS
cOoeB wim yxyameHus npousponutenbHocTh (Turovec et al., 2022).

Jis  pa3paboTKM MPOrpaMMHOrO oOecrieueHus: WHGOpPMAIMOHHAs —CHCTEMa
Harpy304HOTO TECTHpPOBAaHMs ObUIa pasjelieHa Ha HECKOJIbKO KOMIIOHEHTOB. B
PE3YIbTATE JACKOMITIO3UIINN ObLJIM  BBLICTABIIEHBI CICAYOIMHUE CUCTCMHBIC 3aaayqu:
OmnpeneneHre KOMIUIEKTYIOIMIMX KOMITbIOTepa, OnpeaeseHne cuCTeMbl MOHUTOPHHTA,
OmpeneneHue CHCTEMBl HArpy304HOro TecTtupoBaHwms, OrmnpeneneHne TpaduuecKoro
MOJIb30BATEIBCKOTO HHTEpdeiica.

MarepuaJjibl 1 METOIbI

Jannbiii maparpad BKIIOYaeT B ce0si HECKOJIBKO ATAIOB B pa3paboTke COOCTBEHHOM
WHPOPMALIMOHHON CHCTEMBI Il HAarpy304HOTO TecTHUpoBaHus. Hmke mpencrapieH
JIeTaNbHBI 0030p MaTephalioB, HCIOIB3YeMBIX B XOJAE pealn3alid, W METOJOB,
MNPUMCHACMBIX U1 JOCTHIKCHM A TOCTABJIICHHBIX Heﬂeﬁ.

AH3bIK npocpammuposanus

Hcxonst u3 BTOpOM TIIaBBl MCCIIEAOBATEIHCKOW PAaOOTHI, MOCBAIMICHHOW MPOCKTH-
POBaHHIO, OBLIIO IPUHSTO CTPATErMYECKOE PELICHHUE B TIOJIB3Y S3bIKa IPOTPAMMHUPOBAHUS
Pure Basic. DToT BBIOOp OOYCIOBICH DPSIIOM KITIOUEBBIX MPEUMYIICCTB, CACIABIITHX
JAHHBIX S3BIK HWJCAIBHBIM WHCTPYMEHTOM JUIS peali3allii Hamield METOIUKU
WCIIBITAHUH W HArpy304HOTO TECTHPOBaHHUS KoMIibloTepoB. [Ipexne Bcero, crout
BBIJACIIUTG BBLICOKYIO IIPOU3BOAUTCIIBHOCTL O3TOIO sA3bIKa, YTO KpaﬁHC BaXXHO JJId
pa3paboTKu porpamMmm, TpeOYIOIIIX MaKCUMATBHOH 3 EKTHUBHOCTH BHITTOTHEHHS KOJIA.
BTOpBIM CYIIECTBEHHBIM IMPEUMYIICCTBOM SABJIACTCA IMOPTATUBHOCTDL, IMO3BOJIAIOMIAA
0e3 mpo0ieM NEepeHOCUTh Hallle NMPOrpaMMHOE OOeCHedeHHE MEXIy pasInYHbIMU
anmaparHbIMH KoH(uTrypanusMu. Kpome TOro, aBTOHOMHOCTH OT JOMOJHUTEIHHBIX
oubmmotek nenaet Pure Basic He3aBUcHMBIM 1 00JIeryaeT yrpasieHUE U pa3BePThIBAHHE
TECTOBBIX CTEHJIOB M MTPHIIOKESHUH.

Cucmema nacpy304Ho20 Mmecmupo8aHus

B xozme pa3zpaboTku MHPOPMALIMOHHON CHCTEMBI MCHONB3YIOTCS OCHOBHBIE Cpell-
CTBa, BCTPOEHHBIE B QJITOPUTMHUYECKHI KOJ f3bIKA IMPOTPAaMMHUPOBAHHS, a TaKKe
(hyHKITMOHABPHOCTh OMONHMOTEK omeparronHoi cucteMbl Windows 10. Dtot momxox
mo3BoNmT  3()()EKTHBHO MCIIONB30BaTh BO3MOXKHOCTH SI3bIKa TPOTPAMMHPOBAHUS,
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oOecrieunBasi THOKOCTh M ONTHUMH3AIUIO PA0OTHl CHCTEMBbL. BCTpoeHHBIE (QyHKIUU
SI3pIKa TIPOTPAMMHPOBAHHS TPEJOCTABHIN IMIUPOKUAN CIEKTP HWHCTPYMEHTOB ISt
00pabOTKH JaHHBIX, B3AaUMOJICHCTBUS C MOJB30BATCIBLCKIM HHTEP(EHCOM U IPyTUMH
KITFOYE€BBIMH ACTIEKTaMU pa3pabOTKH. B 1onoTHeHrE K TOMY, UCTIOIh30BaHHE OMOIHOTEK
omneparroHHol cucrembl Windows 10 oOecrieunBaia cTaOMILHOCTD U COBMECTUMOCTD
C OKpYKalollel cpenoil Moib30BaTelis, 4YTO SIBJISJIACh BaKHBIM (DaKTOpOM ISt
apexTuBHON pabOTHl WHPOPMAITMOHHOW CHCTEMBI B JITaHHOM OKpyKeHHH. BBIOOp
JaHHOTO METOJa XOPOIIO ONTHMHU3UPOBAJIO MPOLECC pa3zpadOTKH MPOrPaMMHOTO
o0ecrnieueHus, MOCKOJIBKY HCIIOJIb30BAHNE BCTPOCHHBIX CPEJICTB TIO3BOIMIIO M30EKATh
HEOOXOMMOCTH CO3JIaHHS CIIOKHBIX aJTOPUTMOB C HYJISl, © COCPEIOTOYHTh YCHIIUS Ha
PELICHUH OCHOBHOM 3a71a4i TECTOBOH CUCTEMBI.

I'paghuueckuit nonvzosamenvckuil unmepghetic

Cucrema rpaduieckoro MONb30BaTEILCKOI0 HHTEepdeiica mpeacTaBiseT coboi
HEOTHEMIIEMYIO YacTh, KOTOpasi IOJKHA 001a1aTh BEICOKOW CTETIEHBI0 HHTYUTHBHOCTH
Uit nojb3oBareneid. OHa BKItouaeT B ceOsi pazpabarbiBaeMoe MporpaMmHoe odec-
MIeYeHUE, MPEIOCTABISIONIee YIOOHBIA M MOHSTHBIM JOCTYNl K WH(OPMAIMH O KOM-
TUICKTYOIIHX ITOJIb30BATEILCKOTO EPCOHAILHOT0 KOMITBIOTEpa. Ba)KHBIM aCTIEKTOM A TOM
CUCTEMBI SIBJISICTCS HAJIMYKE 3apaHee COOPAHHOM U CTPYKTYpUPOBaHHOW HH(OpMAIUu
0 KOMIIOHEHTaX KOMITbIOTEpa, oOecIieurBas IOJIb30BaTelsi BCeH HEOOXOAMMOH H
aKTyanpHOH HH(popManueit o cocTossHIH cucTeMbl. Kpome Toro, cuctema rpaguyeckoro
MOJIL30BATEIILCKOTO ~ MHTEpdeiica B3aUMOJEHCTBYyeT €  HMMIUIEMEHTUPOBAHHON
CHCTEMOH MOHUTOPHHTA, IPEIOCTABIISIS MOJIB30BATENIO YIOOHBIH JOCTYI K JIAHHBIM O
MIPOU3BOIUTEIIEHOCTH, HATPY3KE U APYTHUX BAXKHBIX MTApaMeTpax.

Coop unghopmayuu o KomMniexmyouwux Komnvlomepa

JlaHHBI# npoliece BKIIIOYAET B ¢e0st MOIPOOHBIN aHAIN3 allllapaTHOM COCTaBJISIFOIICH,
TaKOW KaK MaTepUHCKas II1aTa, IPOIECCOP, JKECTKUH IUCK, OTIEPATHBHO 3aIIOMHUHAOIIEe
yctporictBo (O3Y) u mpyrue ycTpoicTBa. BakHO ydecTh TEXHUUYCCKHE MapameTphl,
TaKhe KaK CKOPOCTh IMpoIeccopa, 00beM OINEpPaTUBHOW MaMSATU, EMKOCTh JHCKOBOTO
MpoCTpaHcTBa M MHTEpdEiich moaKmodeHnd. B mporecce pa3pabOTKH KOMIIOHEHTa
cOopa uH(DOpMAIUKM MPUCYTCTBYET HECKOJIHKO BapHAHTOB BBIOOpA METOJOB 3axBaTa
anmaparHoil wHbopManmuy. DTOT ATall MPEACTaBIseT BaKHOE peIlIeHHe, MOCKOIBKY
OT BBIOOpA METOIONIOTHH 3aBUCHUT d()(PEKTHBHOCTD M TOYHOCTh COOMPAEMBIX AaHHBIX.
PaccmarpuBatoTcsi pa3nuyHbIE TEXHUKH, BKIIOYAs HCIIONB30BaHHME CTaHIapTHBHIX API
ONEPaLlMOHHON CUCTEMBI, B3aUMOJICHCTBUE C IpaiiBepamMu yCTPOMCTB, a TAKKE AHAIN3
JMaHHBIX, TpegoctaBisemMbix BIOS kommbroTepa. Kakaplii U3 3THX MOAXOIOB MMEET
CBOM IIPEUMYIIECTBA U OTPAHUYCHUS, U BBIOOP OCYIIECTBIIICTCS C y4ETOM KOHKPETHBIX
TpeOoBaHM MpoekTa. B maHHON peanu3anuy MCHONB3yeTCs ONTUMAIBHBIA METOI C
ydeToM OallaHCa MKy TOYHOCThIO JAHHBIX, IPOU3BOIUTEIFHOCTHIO U COBMECTUMOCTHIO
C pPa3NUYHBIMU KOHQUTYpalHsIMH 00OpYIOBaHUS. DTOT KOMILUICKCHBIH Ipoliece
00eCreunBaeT CUCTEMY HArpy304YHOTO TECTHPOBAaHUS HAJIEKHBIMH M aKTyaJIbHBIMHU
JMAHHBIMHU 00 anmapaTHON CTPYKType KOMIBIOTEpa, YTO B CBOIO OYepe/Ib COACHCTBYET
3¢ (EeKTUBHOMY TMPOBEJICHUIO TECTOB M 00JI€e TOYHOW OLEHKE MPOU3BOAUTEIHLHOCTH
cuctemsl (Utkin et al., 2009) B yclIOBUSIX TIOBBIIICHHOW HATPY3KH.
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Coop unghopmayuu wepes peecmp Microsoft Windows

Peectp mpescTaBmseT co0OW HEpapXHUUECKH TOCTPOCHHYIO 0a3y TaHHBIX, B
KOTOPOH XpaHATCS apaMeTphl U HACTPOIKH, KACArOIHUECs alllmapaTHOro o0ecneyeHus,
MPOrpaMMHOTO obecrieueHust, Mmpoduieii Tonb30BaTeNieii M MPeTyCTaHOBICHHBIX
KOMIIOHEHTOB. B HeM (GUKCHPYIOTCS OONBIIMHCTBO HM3MEHEHUM, COBEpIIAcMbIC B
CHCTeMe, TaKue Kak MOTU(HUKAINU B HACTpoikax [laHenu ymnpaBieHHUs, aCCONUAINN
(haioB, CHUCTEMHBIC TONUTHKH, a TaKKe MEePeYeHb YCTAHOBICHHOTO MPOTPAMMHOTO
obecrieuenust. TlomnepykuBasi NEHTPATU30BAHHBIA JOCTYN K OTHM JaHHBIM, PEECTp
obecreunBaeT CUCTEME OTNEPAIIMOHHOM CHCTEMBI CPeICTBO AP (GEKTUBHOTO yIIPaBICHUS
nmapamMeTpaMu, 4TO BAXKHO TS 00CCIEeUeHUs] CTAOMIBHOCTH M TPOU3BOJUTEIBHOCTH
KOMITBIOTEPHOM CHCTEMBI.

Ha pucynke 1, n300paskeHa mporpaMMHasi pean3aliys MoJIb30BaTeIbCKOH (QYHKITHH
cOopa undopmanuu u3 Peectpa Windows. beina coOpana nadpopmalus, kacaromascs
npoleccopa, a UMEHHO MapaMeTpOB UMEHH U BEHI0pa MPOU3BOIUTENS MTPOIIECCOpa.

; Bosmoxen bar, eciu 3ameHWTL npoueccop, To WHOOPMaLMA O npoueccope He obHoBuTCA (2007 roa)
IProcedure.s RegReadString(section, path$, key$)

#KEY_READ = 131097
#ERROR_SUCCESS = @
#HKEY_LOCAL_MACHINE = 2147483650

value.s = Space(9999) : datasize.l = 255
If RegOpenKeyEx_(section, path$, @, #KEY_READ, @tmp) = #ERROR_SUCCESS
If RegQueryValueEx_(tmp, key$, @, 0, @value, @datasize) <> #ERROR_SUCCESS : value="-1" : EndIf
RegCloseKey_(tmp)
EndIf
ProcedureReturn value
-EndProcedure

ProcessorLoc.s = "HARDWARE\DESCRIPTION\System\CentralProcessor\@"

Debug “"Processor name: " + Trim(RegReadString (#HKEY_LOCAL_MACHINE, ProcessorlLoc, "ProcessorNameString”)) ; Processor name
Debug "Processor vendor: " + Trim(RegReadString(#HKEY_LOCAL_MACHINE, Processorloc, “"VendorIdentifier")) ; Vendor name

Pucynox 1 — «Dyakuns nmomydeHus qaHHeIx u3 Peectpa Windows»

Ha PUCYHKE 2, npeaACTaBJICHbI JaHHBIC 0Tpa>1<a}01u1/1171 3alIpOIICHHBIC XapaK-
TCPUCTHUKH LICHTPAJIBHOI'O IIpOLECCOopa, TAKUC KaK €0 HAMMCHOBAHHWEC U ITPOU3-
BOAUTCIIb.

Z Debug Output - CPU_info.pb — O *

Copy all Save Clear

Processor name:  Intel(R) Core(TM) i3-9300H CPU @ 2.40GHz
Processor vendor Genuinelntel

Debug: vl Display

Pucynox 2 — «BriBoa undopmannu u3 peecrpa Windowsy»
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Yactp cobupaemoit uHdopmanuu u3 peectpa Windows npeacrtaBinsieT coboit
JJaHHBIE, KOTOPBIE AKKYMYJIHPYIOTCS IIOCIIE IIEPBOH YCTAHOBKH OIIEPALIMOHHOM CUCTEMBI
Microsoft Windows. PeecTp ciy’)XHT UEHTpajIbHBIM XPaHHWIUIIEM, TJIC XPaHATCS
KIIIOUEBBIE JTaHHbIE, HEOOXOAUMBIE Ul KOPPEKTHOro (yHKIHOHMpoBaHUS Windows.
W3BrnedeHne JaHHBIX M3 XPAHWIHIIA PEOCTABISIET UCUEPIIBIBAIOIINI 0030p CHCTEMBI,
BKJIIOYAsl €¢ HACTPOMKH, IPOrpaMMHOE 00eCIieueHIE U anmapaTHyo KOH(UTypauio.
Opnnako wHGOPMAITUS, KOTOpas XpPaHUTCSI B peecTpe, MOXKET OBITh, HE aKTyaJdbHa, TaK
KaK BO BpeMsl pa3pabOTKH ¢ MOMOIIBIO JAHHOTO METo/a ObLIa 3aMeueHa HelpreMiIeMoe
HecooTBeTcTBHE. Tak kak peectp Windows ycTaHaBIMBaeTCsl BMECTE C ONEPALIMOHHOM
cucremMoit Windows, aaHHBIE, KOTOpbIE COOMPAIOTCS M 3allUCBIBAIOTCS B PEECTp
MIPOMCXOAT Ha dTare YCTaHOBKH, YTO NPUBOAMT K TOMY, YTO CHCTEMa Ha HEKOTOPBIX
MOJIEIISIX MATEpUHCKHUX IUIaT 3allOMHUHAET IPOLECCOpP, KOTOPBIH ObLI YCTaHOBICH
BO BpeMs YCTaHOBKH OIEpaliOHHON cucTeMbl. U B cirydae, Korma mpoueccop Oyaer
3aMEHEH, €CTb LIAHC TOT0, YTO MH(OPMALIUI O HOBOM LIEHTPAIbHOM IIPOLIECCOPE BHYTPH
peectpa He OOHOBHTCS, YTO MPHUBEAET K MPoOIeMaM BO BpeMs cOopa HHPOPMAIHH.

Meron c6opa nnpopmanuu u3 peecrpa Microsoft Windows, XoTk 1 IpeaocTaBisieT
IICHHbIC JIAHHBIC, CTAHOBUTCS MEHEE AaKTyalbHbIM B KOHTEKCTE IIepEyCTaHOBKH
Wi MoAM(UKAIMK amapaTHOr0 00OpYAOBaHHA. JTO OOYCIOBJIEHO TEM, YTO MpH
TAaKUX W3MEHEHUSIX MHPOpMalMs B peecTpe He BCerna OOHOBIISETCS aBTOMATHUYECKH.
Tem He MeHee, 9TOT METOJl MPOJOIIKACT OBIThH MOJIE3HBIM AJisi cOopa MHpOopManuu o
IIPOrpaMMHOM OOECIIEUeHUH U W3MEHEHHBIX JAaHHBIX Ha YPOBHE I0JIb30BATEIBCKOTO
uHTEepdeiica.

Coop ungopmayuu wepez WIN32 API

B npouecce pa3zpaboTku OblIM 3a1€fiCTBOBAHBI [1Ba PA3IMYHBIX METO/A IOIyUEHHs
JaHHBIX ¢ obOopynoBanusi, ocHoBaHHBIX Ha WIN API (Marapulec, 2019). Ilepsbrii
MOAXO BKJIIOYAJI HCIIOJIb30BaHUE (PYHKIMH, KOTOpPbIE OOPAIIAIOTCS K MPOrPaMMHO-
anmapaTHbIM CPEJICTBAM, ITO3BOJISISI OCYIIECTBISTE 00Jiee HEOCPEICTBEHHBIN TOCTYII K
XapaKTepUCTHKaM 000pYIOBaHUsL, XOTh IOPOH M HE O4YeHb MOAPOOHBIN. BTopoii BapuaHT
BKJIIOUan B cebs umcmonmb3oBannme WMI (Windows Management Instrumentation),
npeaocTaBisisi Oojee adCTPaKTHBIH YPOBEHb JOCTYIA K CHCTEMHBIM pecypcam. WMI
npenocTaBiasier MHTEp(ENCc UIs B3aUMOAEHCTBHS C IAHHBIMH, NPEACTaBICHHBIMU
B popmare CIM (Common Information Model), BHYyTpH OIEepaniOHHON CUCTEMBI
Windows. WMI Brutogaer B ceds peanmzanuto cranaapra CIM s Windows cucrem,
KaK TPOTpaMMHBIM uHTepdeic g yhpaBiIeHWs KOMIIOHEHTaMH OIeparMoOHHON
cucrembl. O0a METOIa UMEIOT CBOM NPEUMYILECTBA U TPUMEHUMBI B 3aBHCUMOCTH OT
KOHKPETHBIX TPEOOBAaHUMN U 3a]1a4 B Pa3JIMUHBIX YacTAX HHPOPMALIMOHHONW CUCTEMBI.

B WIN32 undopmaius o6 anmaparHoM 00OpyAOBaHHM HAXOIUTCS B CIEIHATIBHO
BBIJICJICHHOM KOMIIOHEHTe Has3biBaeMbiIM WMI, 310 omHa u3 (yHIaMeHTalbHBIX
TEXHOJIOTUH, MPEIHA3HAYCHHBIX JUIS IICHTPAJM30BAaHHOTO KOHTPOJSI U MOHHTOPHHIA
JESITeNbHOCTH  pPa3lMYHbIX ~ KOMIIOHEHTOB  KOMIIBIOTEPHOH  MH(PaCTPYKTYpBHI,
paboTarmux MoJ yIpaBiIeHuEM onepannoHHoi cucteMbl Windows. WMI Bkirouaet
B cebs peammzanuio crangapra CIM ans Windows cucrem, Kak TpOrpaMMHBIH
uHTEpeiic sl ynpaBieHHs KOMIIOHEHTAMH ONEPALMOHHON CUCTEMBI.
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Ha ypoBHe mporpammupoBaHHs 5Ta KOHIENIUS Oblla BOIUIOIIEHA 4Yepe3 CO31aHHe
MOJIb30BaTENbCKON (DYHKLUH, KOTOPAs MO3BOJISIET OTHPABIATE 3alPOCHI C YKa3aHHBIMH
napameTrpamu. Peanmsanumsi Takoro (QyHKIHMOHaja cHocoOCTByeT Ooiee THOKOMY H
KOHTPOJMPYEMOMY B3aMMOJICHCTBHIO C CUCTEMHBIMH pECypcaMH depe3 MporpaMMHBIN
kox. Ha pucyHnke 3 mpuBeeH CKPUHILIOT TPOTPaMMHOTO KOJ1a, PeaTi30BaHHON (DyHKIINH.

Define.COMateObject objWMIService, SysMame
colSysNames .COMateEnumObject
strComputer.s = “."

objWMIService = COMate_GetObject("winmgmts:\\" + strComputer + "\root\cimv2", "")
If objWMIService
colSysNames = objWMIService\CreateEnumeration("”ExecQuery("Select * from " + CIM + "")")
If colSysNames
SysName= colSysMNames\GetNextObject()
While SysName
System_Name.s = SysName\GetStringProperty(CIM param)
SysName\Release()
SysName = colSysNames\GetMextObject()
Wend
colSysNames\Release()
EndIf
objWMIService\Release()
EndIf
ProcedureReturn System_Name

Pucyrnok 3 — «@yuxyus omnpasku 0aunvix 6 WM

[lpuBenennas Bblme (QYHKOUS [OPUHUMAET AapryMEeHTBl OT  Pa3IHYHBIX
MOJIB30BATENbCKUX QYHKIMH (K MpuMepy (YHKIUM MOMY4YeHHsl JaHHBIX Hpoleccopa
«getCPU()»), u otnpasisieT npopaboranusie nanubie 3 WMI oOparHo B Buae oTBeTa
BO3BPAIAEMOI0 3HAUEHUS TPOLELYPBI.

DYHKYUA NOTYYEHUs UHPOpMAYUL O NpoYeccope

Ha pucynke 4 n3o0pakena QyHKIuUs OIydYeHUS U 00paOOTKH JaHHBIX O POIIeccope
IIOCPENCTBOM OTIIpaBKH 3arnpoca B WML

#CIM_Processor = "CIM Processor™

#CPU_Name = "Name™

#CPU_Manufacturer = "Manufacturer"
#CPU_Socket = "SocketDesignation™

#CPU_load = "LoadPercentage"”

#CPU_Cores = "MumberOfCores™
#CPU_ThreadCount = "ThreadCount"
#CPU_CurrentClockSpeed = "CurrentClockSpeed”

Global Name.s = CIM Sys_MName(#CIM_Processor, #CPU_MName)

Global Manufacturer.s = CIM_Sys_HName(#CIM_Processor, #CPU_Manufacturer)

Global Socket.s = CIM Sys MName(#CIM Processor, #CPU_ Socket)

Global Cores.s = CIM_Sys_Name(#CIM Processor, #CPU_Cores)

Global Threads.s = CIM_Sys_Name(#CIM Processor, #CPU_ThreadCount)

Global CurrentClockSpeed.s = CIM_Sys_Name(#CIM_Processor, #CPU_CurrentClockSpeed)
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Ha pucynke 5 npencrasieH BBIBOA, OTPaKaIOLMIMK 3alpOIICHHBIE XapaKTEPUCTHKH
LeHTpalbHOro mpoueccopa u3 WMI, Takue Kak ero uMmsi, MPOU3BOAMUTENb, COKET
MaTEepPUHCKOM TIaThl sl MPOLECCOpa, KOJIMYECTBO SAEP, KOJMUYECTBO IMOTOKOB H
TEKYILyI0 CKOPOCTh MpOoLeccopa.

£ Debug Output - Computer_Info.pb — O >

Copy all Save Clear

CPU name: Intel(R) Core(TM] i3-9300H CPU @ 2.40GHz
CPU Manufacturer: Genuinelntel

Socket: U3E1

Cores: 4

Threads: 8

CurrentClockSpeed: 2400

Debug: - Display

Pucynox 5 — «BbiBoz MH(GOpMALINHK O TIPOLIECCOPE»

ANTOPUTM TONYYEHHS JAaHHBIX W3 JAPYTUX KOMIUIEKTYIONIUX KOMIIBIOTEpa
OCYIIECTBIISIETCS 110 TAKOMY K€ MPHUHIINITY, 32 UCKITIOYEHHEM TOTO, YTO JUI KaXJI0TO
KOMITOHEHTa pealln30BaHa OT/AEIbHAsl TONb30BaTeNbCKas (DYHKIHS, OTIPAaBIAIONIAS
B WMI 3ampoc ¢ ompeneicHHBIMA aTpuOyTaMy, KacaIONUMUCS 3aIlparinBacMoro
obopynoBanus. Hanpumep, a1 nonyyeHns nHGOPMAIIIH O TPOIIECCOPE UCTIONB3YETCS
dbysakms, kotopas dopMupyer 3ampoc kK WMI ¢ yueToM OCHOBHBIX XapaKTEPHUCTHUK
MpoIeccopa, TAKUX KaK TaKTOBAst 4aCTOTA, KOJIMYECTBO S/I€P U TIOTOKOB. AHAIOTHUYHBIE
(hYyHKIINK peayiM30BaHbl I cOOpa JaHHBIX 00 OMEpPaTHMBHOW MaMATH, TpadudecKoit
KapTe, )KeCTKHUX JINCKaX U APYTUX KIFOUYEBbIX KOMIOHEHTAX.

DT0 MOIYIIBHOE YCTPOMCTBO alropuT™Ma 00ecrednBaeT TMOKOCTh M PACITUPIEMOCTh
CUCTEMBI, TTO3BOJISIS JIETKO J00ABIATH M OOHOBIATH (DYHKIIMOHAIBHOCTH IS HOBBIX
TUTIOB 000pynoBanus. Takoi moaxox K cOOpy AaHHBIX 00 ammapaTHBIX KOMIIOHEHTax
KOMITBIOTEpa 00€CTIeYNBaET HE TOJIHKO BBHICOKYIO TOYHOCTH M HAICKHOCTD JTAHHBIX, HO
Y JIETKOCTh aJanTaliy K U3MEHEHHUSM B TEXHOJOTHYECKOM TPOTPECCE U IMOSIBICHUIO
HOBBIX BHUJIOB KOMIIBIOTEPHBIX YCTPOHUCTB. Tem cambIiM, pazpadoTaHHOE TPOTPaMMHOE
obecrnieueHue mpeacTasisieT co0oil ApGEeKTUBHBIA U COBPEMEHHBIN WHCTPYMEHT IS
MIPOBEZICHUSA HArpPy30YHBIX TECTOB M OICHKH IMPOW3BOIUTEIBHOCTH KOMITBIOTEPHBIX
CHUCTEM.

Q@yuxyus nonyuenus ungopmayuu o mamepunckou niame u BIOS

J111s Moy YeHus JAaHHBIX O MATEPUHCKOM IJ1aTe KOMITbIOTEpa ObllIa CO3/JaHa OT/IeNTbHAS
dbynakms n3oopakenHas Ha pucynke 6. [Iponenypa «getMainboard()» mpenHazHadena
JUTSL PETUCTPALIMN 3alIPOCOB O MATEPUHCKOM IUIaTe Ui MOCIEAYIONMIET0 OTTIPABICHUS
B ¢yskmuio «CIM_Sys Name()». B nanHOW ¢GyHKIMH co3maioTcsi TiioOaabHBIE
TepeMEHHBIC XPAHSAIINE MOMydYeHHbBIE pe3ynsTarhl u3 QyHkmuu «CIM_ Sys Name()».
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Taxxe B JaHHOM OTpe3Kke Koja ObLta monydyeHa nHpopManus o Mukpocxeme BIOS,
KOTOPasi pacoIOKE€HA HA MATEPUHCKOM IJ1aTe KAK0T0 KOMIIBIOTEPA.

BasoBast cuctema BBO#a-BeiBona (BIOS) mpencrasisier coboit (yHAaMeHTaIbHbIN
KOMIIOHEHT KOMITBIOTEPHOI CHCTEMBI, OTBETCTBEHHBIM 3a OCHOBHbIE (YHKIUH BO
BpeMms € 3arpy3Ku. DTOT BCTPOEHHBIH MPOTrpaMMHBII MOy Ib XPaHUTCS B TOCTOSTHHON
namsITd, OOBIYHO Ha MHKpocxeMme (uauI-namMsTd Ha MaTepuHCKOHM Iuiate. BHyTpm
BIOS conepxutcss HaOOp HHU3KOYPOBHEBBIX MHCTPYKLHMH M MapaMeTpoB, KOTOpBIE
HEOOXOOUMBI Il MHUIHMAIM3alUUd W TIPOBEPKH AaNlapaTHBIX KOMIIOHEHTOB IIpH
BKJIIOYEHHUHN KoMIbroTepa. Cpenn KIIIoUeBBIX JaHHBIX, KoTopble XpaHuT BIOS, Bxonsar
nHpOpMAIHS 0 KOH(UTypaIHH XKeJie3a, TaKasi Kak TUIIbI M XapaKTEePUCTHKH POLIECCOPOB,
namsTd ¥ nepudepuitpix yerpoiicts. Kpome toro, BIOS Bkiroyaer B ce0st Tadbnuiy
pas3zenoB KECTKOro TUCKa U 0a30Bble MapaMeTpbl CUCTEMHOI'O BPEMEHHU M JaThl. JDTH
JAHHBIC UTPAIOT BAXXHYIO POJIb B CTAOMIBbHOW M 3 PeKTHBHON paboTe MaTepUHCKOM
IUIaTBl U 00eCreYrBalOT HEOOXOMUMYIO CBS3b MEXAY amlmapaTHbBIM 00eCleYeHHEM H
MIPOTPaMMHBIM 00€CTICYCHHEM KOMITBIOTEpA.

;===== Motherboard =====
#CIM Mainboard = "Win32_BaseBoard"
#Mainboard_Manutacturer = "Manufacturer”

#Mainboard_Model = "Product”

Global MB_Manufacturer.s = CIM_Sys_Name(#CIM Mainboard, #Mainboard_Manufacturer)
Global MB_Model.s = CIM Sys_Name(#CIM_Mainboard, #Mainboard_Model)

;===== BI0OS =====

#CIM_BIOS = "Win32_BIOS"
#BTOS_Version = "SMBIOSBIOSVersion”
#BIOS Brand = "Manufacturer™
#BTOS_Date = "ReleaseDate”
s#BI0S SN = "SerialNumber™

Global BIOSBrand.s = CIM Sys Name(#CIM BIOS, #BIOS Brand)

Global BIOSVersion.s = CIM Sys_Mame(#CIM_BIOS, #BIOS Version)

BIOSDate RAW.s = CIM Sys Name(#CIM BIOS, #BIOS Date)

Global BIOSDate.s = RemoveString(BIOSDate RAW, "8", #PB_String_CaseSensitive, 6)
BIOSDate = RemoveString(BIOSDate, ".")

BIOSDate = RemoveString(BIOSDate, "+")

Pucynok 6 — «®yHKINS pETHCTPALIUH 3aIIPOCOB U 0OPAOOTKH OTBETOB JUISl MATCPHHCKOH TIIIATBDY

Ha pucynke 7, npeacraBieHbl JaHHbIE, MOIYYEHHbBIE B PE3yJabTaTe KOMIWIALUN
nporpaMMel. B dacTHOCTH, Ha HM300pakeHHM TNPEICTABICH BBIBOJ, OTPAKAIOLIUH
3aMpoLIeHHbIE XapaKTepUCTUKHU MaTepuHCKoH Tuiatel 1 BIOS. M3 MaTepuHCKol Tu1aThl
W3BJICKJIN MH(OPMALIUIO KaCAIOLICIOC MOJICIH U IPOU3BOAUTEINSI MATEPUHCKOM TUIATHI.
U3 ¢ namaru BIOS 6butn nosryueHs! 1aHHBIE O BEpCHH, Op3Ha U AaTe yCTaHOBKH
BHOCa.
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£ Debug Output - Computer_Info.pb — O =
Copy all Save Clear

Motherboard model: 83FB
Motherboard Manufacturer: HP
BIOS Version: F.11

BIOSBrand: Insyde

BlOSDate: 2019074

DEbUg: - [mgphy

Pucynox 7 — «BeiBog unpopmanun o MarepuHckoii miare u BIOS»

Dynxyus nonyyenus ungopmayuu 06 Onepamusno 3anomunaiowem Yempoiicmee

s coopa urdopmainu o OnepaTiBHO 3allOMUHAIOIIEM YCTPOHCTBE KOMIIbIOTEpa
Obu1a pazpaboraHa oTAenbHAsE (YHKIUS, WUTIOCTPUPOBAaHHAs Ha pUCYHKe 8. B pamkax
JAHHOH (YHKIIMM CO3/Al0TCs IVI00aJIbHBIC IEPEMEHHBIC, MpeIHa3HAYCHHBIC IS
XpaHEHUs Pe3yJbTaToB, mojydeHHbIX u3 QyHkuuu «CIM Sys Name()». B mporecce
BBITIOJTHEHUST (YHKIMH OCYIIECTBIISIETCS 3allUCh CcOOpaHHOH WHGOpMaUU JUIs
MOCIIETYIOIIETO HCIIOIb30BAHMS B APYTUX (QYHKIIUSIX.

B nmannoi#t QyHKIMM Tak e ObIT peann3oBaH HOBBIH MeTon cOopa mHopManuy,
JAaHHBIE 00 WCIIONB30BAaHUM OMNEpPaTHBHON MaMsTH. [ MoiMydeHus 3arpyKeHHOCTH
O3V, Opma cosmaHa CTPYKTypa MAaHHBIX «MmMemex», KOTOpas COJCPKUT CBEIACHHS
0 TEKyHIEM COCTOAHHUHN (1)H3I/I‘ICCKOI>'I u BHpTyaJ'IBHOfI namMsTu, NpeaoCTaBIsICMbIMA
CHCTEMHBIMH CITYK0aMH ONIepaIllHOHHOW CHCTEMBI. BHYTpH CTPYKTYpbI MBI 00paTHIIHCh
Kk vactn «dwMemoryLoad», KoTopasi B CBOIO OY€pellb COACPKUT HHPOPMAIHIO O
MIPOIICHTE UCTIONB3YyeMOH (PU3UUECKOHN MaMSITH.

3

Procedure getRAM()

e M ————

memex . MEMORYSTATUSEX

memex\dwlLength = SizeOf(MEMORYSTATUSEX)
GlobalMemoryStatusEx_(@memex)

Global RAM_usage.s = Str(memex\dwMemoryload) + "%"

1===== RAM info =====
#CIM_RAM = "CIM_PhysicalMemory"
#RAM_Manufacturer = "Manufacturer”

#RAM_Speed = "Speed”

#RAM_Capacity = "Capacity"

Global RAMManufacturer.s = CIM_Sys_HName(#CTM_RAM, #RAM_Manufacturer)

Global RAMSpeed.s = CIM_Sys_Name(#CIM_RAM, #RAM_Speed)

Global RAMCapacity.s = CIM_Sys_Name(#CIM_RAM, #RAM_ Capacity)

Global RAMMemoryALL.s = Str{MemoryStatus(#PB_System_TotalPhysical) / 1023 / 1823)

EndProcedure

>

Pucynox 8 — «@yHKIUS perucTparuy 3arnpocos 1 06padorku orBetoB st O3Y»

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License

40



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

Ha pucynke 9 mpencraBieHbl CBeEHUs, TOITYUYEHHbIE B PE3ylbTaTe KOMIIWIALUN
nporpaMMsel. B wacTHOCTH, Ha AaHHOM TpadUYecKOM MPEACTAaBICHUH OTOOpakaeTcs
pe3yNbTaT BBIMNOJHEHUS, NPEIOCTABISIIOMMA HMH)OpMALUI0 O XapaKTePHUCTHKAX
OmneparuBHo 3anomuHatomiero YcrpoiictBa (O3Y). beutnm u3BIeYEHBI JaHHEBIE,
OTHOCSIIMECS K MOJIENIU, YACTOTE U 00bEMY ONEepaTUBHON TTaMSITH.

Copy all Save Clear

RAM_Manufacturer 0174
RAM_Speed: 2667
RAM_Capacity: 16256
RAM usage: 73%

Debug: - Display

Pucynox 9 — «BeiBog uapopmarmu 06 OniepaTHBHO 3aroOMUHAIOLIEM YCTPOUCTBE»

DyHKyUs NOTYYEHUs UHDOPMAYUU O IHCECKUX OUCKAX

s coopa uHbopMaIMK 0 3apETUCTPUPOBAHHBIX JKECTKUX JTUCKAX OBLIO MPUHSITO
pEIIeHHE BOCIOJIB30BaThCSl BCTPOCHHBIMH  (DYHKIUSIMH  ONEPAMOHHON CHCTEMBI.
[Ipu pa3pa®oTke ObLIM 3aJCHCTBOBAHBI PA3JIMYHBIC METOJbI, BKJIIOUAs, HalpUMeED,
¢yskumo «GetDriveType()». DTa GyHKIHUS TO3BOJSET HONYYHUTh MOJIC3HBIC CBEICHHSI
0 THIIE KECTKOTO JMCKA, BKJIOUAs MH(POPMALIUIO O TOM, SIBJSCTCS JH JUCK ChEMHBIM,
(bMKCUPOBAHHBIM, KOMITAKT-AUCKOM, JUCKOM O3Y MK CETEBBIM JIUCKOM.

Kpome Toro, [yist mosrydeHust moapoOHONH HHGOPMAIIUU O JOCTYITHOM IPOCTPAHCTBE
Ha JUCKax M oOmieM oObeMe MaMsTH Oblaa 3aJeiiCTBOBaHA CUCTEMHAs (QYHKIUS
«GetDiskFreeSpaceEx()». Dta (GyHKIMS TpeoCTaBisSeT JaHHbIE O CBOOOIHOM WU
3aHATOM MPOCTPAHCTBE HA JUCKAX, YTO BKIIOYACT B c€OS Kak OOIIMH 00beM MaMsTH,
TaK U KOJIMYECTBO JOCTYITHOTO MECTa.

Takum oOpa3om, Ha pucyHke 10 u300pa)keHa mporpamMMmHasl peaiusaius B BUC
0JIb30BATEIbCKON (DYHKIIMM, KOTOpas BKJIFOYAeT B CeOs PasHOCTOPOHHHUH IMOIXOJ K
cOopy UH(OPMALIUHU O KECTKUX JUCKaX, o0ecrieurBas 0oJiee TOIHOE IPEACTABICHHUE O
XapaKTEPUCTUKAX CUCTEMbI XPAHEHUS JIAHHBIX.

[pouenypa «SSDHDDInfo()» BHyTpu mojeneHa aOCTpaKkTHO MOAEJCHA Ha TPHU
KpYMHBIX OJ0Ka Koja. B mepBod 4YacTH MPOMCXOIUT HHULMAIM3AIMS PECYPCOB U
JIAHHBIX, ¢ KOTOPBIMU OyJIET MPOU3BOIUTHCS JCHCTBUE, OOBSIBICHHUE THUIIOB KECTKHX
JIUCKOB, TICPEMEHHBIX, KOTOPbIC XPAHAT HHPOPMALIHIO C MOCICAYIONIEH TIepeaayn ux B
cucteMHbie (QPyHKIMH. BTopas yacTh Koja BKJIFOYAET B CeOsl IUKIMYSCKUN aJITOPUTM,
OTPENCIISIOIINN KOJTMYSCTBO HOCUTENCH HH(POPMALIUH, THII )KECTKOTO IUCKA U aTpUOyT
HAaUMEHOBaHUs JMCKa B cucteme. B Tperhbem Oyioke Koja ObLT MMIJIEMEHTHPOBAH
AJITOPUTM TMOJyUYeHUsI UH(OPMAIMK O pa3Mepe, U O OCTABIIUMCSI MECTE Ha JTUCKE.
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3
|Procedure SSDHDDInfo() ;Monyqeswe undopmaumu o auckax

Enumeration
#DRIVE_UNKNOWN
#DRIVE_NO_ROOT_DIR
#DRIVE_REMOVABLE
#DRIVE_FIXED
#DRIVE_REMOTE
#DRIVE_CDROM
#DRIVE_RAMDISK

EndEnumeration

Define.q BytesFreeToCaller, TotalBytes, TotalFreeBytes
ib=290
Dim drives.s(@i) ; pe3mMep MaccuBa OUHAMMYECKHM M3MEHABTCA

g MOMCK ANCKA
For vol=65 To 90:

vol$ = Chr{vel)+":\"

If GetDriveType_(vol$) = #DRIVE_FIXED
Debug vol$+" is a hard drive”
drives(i) = vol%
i=i+l

ElseIf GetDriveType (wol$) = #DRIVE_REMOVABLE
Debug vol$+" is a removable drive”
drives(i) = vol$

H CBOP MAMATH C JWCKOB
For volume = @ To (i-1):
If GetDiskFreeSpaceEx_(@drives(volume), @BytesFreeToCaller, @TotalBytes, @TotalFreeBytes) = @
MessageRequester(”", "Drive not ready!”, @)
End
EndIf

Debug "Disk: " + drives(volume)

Debug "Size: " + FormatNumber(TotalBytes/ (1824%1824), 8) + " GB"

Debug "Free: " + FormatNumber(TotalFreeBytes/ (1824*1824), @) + " GB"
Next

-EndProcedure

3

Pucynox 10 — «BoiBog nadopmannu 06 OnepaTnBHO 3aNOMHUHAIOMEM YCTPOICTBE)

B npencraBnenHom Ha pucyHke 11 rpadudyeckom oT4ETe IpeACTaBICHBI PE3YIIBTAThI
o0pabotku gaHHBIX Tocie Bbi3oBa (yHkuu «SSDHDDInfo()». B BeIBoZie qaHHOTO
OTYeTa MPOU3BOIUTCS MEPEUUCIICHUE 3aPETUCTPUPOBAHHBIX HAKOTTUTENEH HH(pOpMaIuu
C yKazaHWEM HX THUIA, PAa3IUYHBIX aTPUOYTOB, TaKMX KAaK HMMs JHCKA, a TaKKe
uHpopMmaru 00 0o0meM 00beMe TaMsITH U JOCTYITHOM MPOCTPAHCTBE Ha KaXKIOM
JKECTKOM JTUCKE.

Tak e B BBIBOZC MOXXHO 3aMETUTh, YTO MH(OpMalnOHHbIE HakonuTenu «C:\» u
«D:\» SIBIISIFOTCS CHCTEMHBIMU, U TO, YTO OHU OTHOCSATCS K THUITY )KECTKHUX JTUCKOB, TOT/IA
Kak TUCK «E:\» 3T0 (13111 HAKOITUTEINh, BCTABIICHHBIN B TOPT KOMITHIOTEPA, X TOMEYASTCS

C THIIOM - Ch€MHBII JUCK.
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£ Debug Output - Systeminfo.pb — O =

Copy all Sawve Clear

C:\is a hard drive
D:\ is a hard drive
E:% is a remowvable drive
Diske: C:\

Size: 243,563 GB
Free: 16,124 GB
Driskz D\

Size: 953,852 GB
Free: 53,479 GB
Disk: B\

Size: 7,386 GB
Free: 1,582 GB

Debug: ~ Display

Pucynox 11 — «BeiBox nHpOpMAIN 00 KECTKUX JHCKaX»

Pesynbrarsl

IIpomomun noivb306amenbCKo20 NPUONCeHUS

B 3aBepuiennu stana coopa nHpopManuu HadyMHAETCs (a3za arperaliy JaHHBIX O
KOMIUIEKTYIOIINX KOMITbIOTepa. B mpouecce pa3paboTKku MporpaMMHOTo o0ecieueHus
OPEANPUHAMAIUCH YCHIMS 1O ONTHMajlbHOMY HCIOJNB30BaHMIO (YHKIHOHATA,
MPEAOCTABISIEMOT0 ONepalnoHHON cucTeMOol. OCyIIeCTBICHHBIH BBIOOD OMpeaesst
TOYEYHOE BHUMAaHWE pealM3alii TpauyecKoro IONb30BaTEIbCKOTO HHTEpdelica,
C 4yeM OBUIO PELICHO BOCIMONB30BaThcs (yHKIHOHamoM Oubmmnorekn WIN API
(Korablin Yu et al., 2013). OtoT BBIOOp 0OOOCHOBBIBAJICS CTPEMJICHHEM K CO3JaHHIO
uHTEepdeiica, KOTOPBIA BBIACNSACTCS MHTYUTHBHOW IOHATHOCTBIO M YI0OCTBOM
WCTIOJIb30BAaHUS, YTO COBMECTHO oOecreunBaeT 3(QeKkTUBHOE B3auMOACHCTBHE
MOJIB30BATENS ¢ MPUIIOKeHNEM. Vcronb3ys BCTpoeHHbIe cpeacTBa u onbnunorexy WIN
API, mocturayra ycnemrHas MHTErpanusi COOpaHHBIX JaHHBIX, a TaKKe 00ecIedeHo
BBICOKOTIPOM3BOJIUTEIIBHOE W yCTOWYHMBOE  (DYHKUMOHUPOBAHUE TpauyecKoro
uHTepdeiica. [lpu 3amycke mporpaMmbl MPOUCXOIUT Mpoliecc coopa WHPOPMALMU C
MOCIEYIOUINM PacIpeieICeHUEM UX B OT/ICIIbHBIC YAaCTH MPUIIOKEHHUS.

3a coznanue okHa oTBeuaer cucteMHas QyHkiusa «CreateWindowEx()», B Helt ke
yKa3bIBaeTCs MICHTU(PHUKATOP OKHA, MOJOKEHHE, pasMep M IMapaMeTpbl, KOTOPBIMH
Oyzner obnagarh coszaBaeMoe OKHO. B KOHTeKcTe IaHHOH (yHKIMU OCYIIECTBISETCS
HE TOJIBKO (hopMaibHOE BBIJENICHHE aTpHOYyTOB, HO U CTpOTasi yCTaHOBKA MTapaMeTpPOB,
OTIPEICTSIOIINX BU3yaJbHbIE W (YHKIMOHAIBHBIC acleKThl okHa. Ha pucynke 12
JEMOHCTPHPYETCSl peau3anusi TONb30BaTeIbCKOM (YHKIMH, OTBETCTBEHHOH 3a
00paboTKy pa3IMYHBIX U3MEHEHHUH B OKHE. DTa (DyHKIHUS aKTHBHO B3aWMOACHCTBYET
C TIOJB30BAaTENbCKUM HHTEpdeiicoM, obecreunBas 00padOTKy COOBITHH, TaKUX Kak
Ha)KaTHs Ha KHONIKK BHYTPH OKHA, HABUTAIHIO TI0 CTPOKE MEHIO M OOHOBJICHUE JaHHBIX
B TI0JIC OKHA.
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5
|Procedure WindowCallback(hWnd, Msg, wParam, lParam)

Select Msg
Case #WM _CREATE
MainWndAddMenus(hlind)
Case #WM_ COMMAND
Select wParam
Case #0nMenuCPU
CPUMenu(hkind)
Case #0nMenuMotherboard
MainboardMenu(hWind)
Case #0nMenuRAM
RAMMenu( hlind )
EndSelect
Case #WM_CLOSE
DestroyWindow_(hWnd)
Case #WM_DESTROY
PostQuitMessage (@) : Result =8
Default
Result = DefWindowProc_(hWnd, Msg, wParam, lParam)
EndSelect

ProcedureReturn Result
‘EndProcedure

]

Pucynox 12 — «®yHkuusi, OTBEUAIONIas 32 aKTUBHOCTD B IPUIIOKEHUI

B OponecCcCce AaKTUBHOI'O BBIMOJHCHUSA MPUIOKCHUS OKHO

OCTacTCa B COCTOSAHHU

MOCTOSIHHOTO IMKJIMYECKOTO OOHOBJIEHUS, YTO MPEACTaBIsET COOOH MeXaHu3M,
oOecrieunBarOInil  OecnpepbIBHOE OTCICKUBAHUE TOJNB30BATEIbCKUX — JCHCTBUH.
OTOT OECKOHEUHBIH LHWKJ TapaHTUpPYyeT, 4To Jr000e M3MEHEHHE, 3a(QHUKCHPOBAHHOE
B BHJIE, HapUMep, Ha)XaTHsi KHOIKK B MEHIO, Oy/eT oOHapykeHO u oOpaboTaHo, ¢
MOCTIETYIOLINM BBIITOJTHEHHEM COOTBETCTBYIOIIETO €My alropuT™a. B ciyuae HaxaTus
kHonku MeHr «CPUy», ¢ynkums «WindowsCallback()» 3adukcupyer Haxarue B

obmactu OKHa, U ONpeaArnpuMET OTBETHLIC MCPLI, B TaHHOMY

Cllydac aJlfOpUTM KoAa

BBI30BET (YHKIIMIO, N300pakKeHHYIO Ha pUCyHKe 13a, KoTopasi B CBOIO O4epe/b HauHET

OTPHUCOBBIBATH MOJIAA B OKHE U 3alIOJIHUT €ro JaHHBIMHU.

Procedure CPUMenu(hhnd)
j===== CPU =====

CreateWindow_(" #WS_VISIBLE | #WS_CHILD, e, e,

Createlindouw_(" #WS_VISIBLE | #WS_CHILD, 5, 5,

Createlindow_(" pecification”, #WS_VISIBLE | #WS_CHILD, 35, 35,
CreateWindow_("static " + CPUName(), #WS_VISIBLE | #WS_CHILD | #wS_BORDER, 130, 35,
CreateWindow_(" lanufacturer”, #WS_VISIBLE | #WS_CHILD, 34, 65,
Createlindouw_(" , " " + Manufacturer,  #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 130, 65,
CreateWindow_("static", "Socket", #WS_VISIBLE | #WS_CHILD, 75, 95,
CreateWindow_("static", " " + Socket, #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 130, 95,
CreateWindow_("static”, "Cores”, #WS_VISIBLE | #WS_CHILD, 80, 125,
CreateWindow_("static”, " " + Cores, #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 138, 125,
Createlindow_("static”, "Threads”, #WS_VISIBLE | #WS_CHILD, 230, 125,
CreatelWindow_("static”, " " + Threads, #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 310, 125,

EndProcedure

500, 46@, hWnd, #Null, #Null, #Null)
100, 20, hWnd, #Null, #Null, #Null)
100, 20, hWnd, #Null, #Null, #Null)
350, 20, hWnd, #Null, #Null, #Null)
100, 26, hWnd, #Null, #Null, #Null)
350, 20, hiWnd, #Null, #Null, #Null)
100, 20, hWnd, #Null, #Null, #Null)
350, 20, hWnd, #Null, #Null, #Null)
100, 20, hWnd, #\ull, #Null, #Null)
35, 20, hWnd, #Null, #Null, #Null)
100, 20, hWnd, #Null, #Null, #Null)
35, 20, hWnd, #Null, #Null, #Null)

Pucynok 13a — «DyHKUIUS 3aMI0THEHUS] OKHA POLIECCOPAy

To ke camoe 0OTHOCHUTCA K PYHKIIUH OTPUCOBKH MaTepHHCKOH iatsl 1 O3Y, pucyHOK

1306 1 13B COOTBETCTBEHHO.
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Procedure MainboardMenu(hlind)
;===== Mainboard =====
Createllindow_("static™, ™", #S_VISTBLE | #WS_CHILD, @, @, 500, 480, hind, #Null, #Null, #Null)
Createblindow (" , "Motherboard", #NS_VISIBLE | #WS_CHILD, 5,5, 108, 20, hhind, #Null, #lull, #Null)
CreateMindow_ , “"Manufacturer”, #NS_VISIBLE | #WS_CHILD, 35, 35, 160, 20, hind, #Null, #lull, #Null)
Createlindow_ , " " + MB_Manufacturer, #iS_VISIBLE | #WS_CHILD | #4S_BORDER, 13@, 35, 350, 20, hknd, #lull, #Null, #Null)
CreateMindow (“static”, "Model”, #NS_VISIBLE | #WS_CHILD, 75, 65, 160, 20, hind, #Null, #lull, #Null)
Createlindow_("static”, " " + MB_Model, #WS_VISTBLE | #WS_CHILD | #4S_BORDER, 13@, 65, 350, 20, hkind, #lull, #Null, #Null)
;——— BIOS -
Createllindow_("static”, "BIOS”, #S_VISTBLE | #WS_CHILD, 5, 125, 18@, 20, hind, #Null, #Null, #Null)
Createllindow_("static”, "Brand”, #NS_VISIBLE | #WS_CHILD, 75, 155, 100, 20, hkind, #Null, #Hull, #Null)
CreateMindow_("static”, “ * + BIOSBrand, #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 13@, 155, 350, 20, hind, #Null, #Null, #Null)
CreateWindow_("static”, "Version”, #WS_VISIBLE | #WS_CHILD, 75, 185, 100, 20, hWnd, #Null, #Nlull, #Null)
CreateMindow (“static”, " * + BIOSVersion, #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 13@, 185, 350, 20, hind, #Null, #lull, #Null)
CreateWindow_("static”, "Date”, #WS_VISIBLE | #WS_CHILD, 75, 215, 180, 20, hWnd, #Null, #Nlull, #Null)
CreateMindow ("static®, " * + BIOSDate, #1S_VISIBLE | #WS_CHILD | #WS_BORDER, 130, 215, 3508, 20, hind, #Null, #lull, #Null)
EndProcedure
Pucynorx 136 — «DyHKIMSI 3a110JIHEHHS] OKHA MATEPUHCKOMN TIIAThI»
Procedure RAMMenu(hWnd)
j===== RAM
CreateWindow ("static”, "", #WS_VISIBLE | #WS_CHILD, e, @, 500, 400, hWnd, #Null, #Null, #Null)
CreateWindow_("static", "RAM", #WS_VISIBLE | #WS_CHILD, 5, 5, 108, 20, hWnd, #Mull, #Null, #Null)
CreateWindow_("static", "Manufacturer”, #WS_VISIBLE | #WS_CHILD, , 35, 100, 20, hWnd, #Null, #Null, #Null)
Createlindow_("static”, " " + RAMManufacturer, #WS_VISTBLE | #WS_CHILD | #WS_BORDER, 130, 35, 35@, 20, hind, #Null, #Null, #Null)
CreateWindow_("static”, "Speed”, #WS_VISIBLE | #WS_CHILD, 80, 65, 108, 20, hWnd, #Null, #Null, #Null)
CreateWindow_("stat " + RAMSpeed + " MHz", #WS_VISIBLE \ #WS_CHILD | #WS_BORDER, 130, 65, 350, 20, hWnd, #Null, #Null, #Null)
CreateWindow_("static", "Capacity"”, #WS_VISIBLE | #WS_CHILD, 65, 95, 108, 20, hWnd, #Null, #Null, #Null)
CreateWindow_("static™, ™ " + RAMMemoryALL+" MB", #WS_VISIBLE | #WS_CHILD | #WS_BORDER, 138, 95, 358, 20, hWnd, #Null, #Null, #Null)

EndProcedure

Pucynox 136 — «DyHKIUS 3aIIOTHEHNS OKHA ONIEPATUBHOM TTaMSTID)

I'padmueckuii monbp3oBaTenbCKUil MHTEpQENc peaqn3oBaH B BHIE MPOCTOTO, HO
WHTYUTHUBHO MOHSTHOTO CHUCTEMHOIO OKHA, MPEIOCTaBISIIOIIETO yTOOHBIH HOCTYN K
(YHKIIMOHAITY TPOrpaMMBbl. DTO OKHO COAEPIKUT 3apaHee CO3TaHHOE MEHIO, BKITIOYAIoIIee
B ce0sl TpU Pa3IMYHBIX KHONKH Ul Mepexoa MEXAY pa3HbIMU BKiIagkamu. Kaxnas
KHOTKa MEHIO WHHLUHUPYET OOHOBJIEHHE JKpaHa, OTOOpa)karouero WHGOPMAaLHIO O
BBIOpPaHHBIX KOMIUICKTYIOIINX, YKa3aHHBIX B HAa3BAHUSIX COOTBETCTBYIOIIUX BKJIAIOK.
Pucynku 14a, 146 u 14B cioyxaT WIIIOCTpaUMsSIMH Uil HAIIAJHOTO MPEACTaBICHUS
0TOOpakeHHsI BBIOPAHHBIX KOMIUICKTYIOUIMX 4epe3 rpaduueckuil Mojab30BaTeIbCKUN

uHTEpPENC B BUIE OKOH.

B | Computer Info
CPU  Motherboard RAM

Processor

Specification [Intel[R] Core[TM]) i5-9300H CPU @ 2.40GH=

Manufacturer |Genuinelntel

Socket [U3E1

Cores EI

Threads

Pucynox 14a — «OkHO ¢ uH(bOPMAIHEH O TPOIIECCOPE»
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® | Computer Info — 4
CPU  Motherboard RAM
Motherboard

Manufacturer |HP |

Model [85FB |

BIOS
Brand [Insyde |
Version [F.11 |
Date  [2019074 |
Pucynox 146 — «OxHo ¢ nH(OpMannei 0 MaTepPUHCKOH IIIaTe)

B | Computer Info — >

CPU  Motherboard RAM

RAM

Manufacturer [017A |

Speed [2667 MHz |

Capacity | 16256 MB |

Pucynox 146 — «OxHo ¢ nadopmarmeii o O3Y»

3akiarouenue

PCaHI/ISaHI/ISI MCTOOUKU HpOBCZ[CHI/ISI I/ICHI)ITaHI/Iﬁ n Harpy30qH0ro TGCTI/IpOBaHI/IH
KOMITBIOTEPOB, ¢ (POKYCOM Ha co3anue rpa)uuecKoro mojb30BaTe/IbCKOro nHTepderica
U CHCTEMbl MOHUTOPHUHTA, IIPEJCTABRISICT COO0M Ba)kHBIH 11ar B 001acTu oOeceueHus
HaJACXKHOCTU U 3(1)(1)CKTI/IBHOCTI/I BBIYHUCIINTCIIBHBIX CUCTCM. B XO4€ 3TOI'0 UCCJICAO0OBAHUA
6I>IJ'II/I HpeOZ[OJ'IeHI)I TCXHUYCCKHUEC BBIZOBBI U I[OCTI/II‘HYTI)I KJIIOYCBBIC IICIH, CACJIaB
aKIIEHT Ha CJIEAYIOIIUX KIIIOYEBBIX MOMEHTAX:
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ABTOMaTH3auusi M yOOOCTBO HCIOJNB30BaHMsA. Pa3paboTaHHBIH TpaduyecKuid
MOJIb30BaTENbCKUN UHTEp(ENC 3HAYUTENFHO YNPOIIAET MPOLECC MPOBEACHUS TECTOB
U aHaJIM3a pe3ynbraroB. [loap30BaTeslb MOXKET JIETKO B3aUMOAEHCTBOBATL C CUCTEMOM,
MOHHUTOPUTH HH(OPMALIUIO O KOMITBIOTEPHBIX KOMIUIEKTYIOIINX, HE 001a1ast TyOOKUMH
TEXHUYECKUMHU 3HAHUSIMU.

TOYHOCTP M aKTyaJIbHOCTb JaHHBIX. MOIynab ONPENENICHHsS] KOMILIEKTYHOIIHUX
KOMIIbIOTEpa 00ecleunBaeT TOYHBIH 1 aKTyalbHbIH cO0p naHHBIX. JIFoOoe n3MeHeHune
annapaTHON KOMIUIEKTalUU (QUKCUPYETCS U HE OCTAETCs He3aMEUCHHBIMU.

['mbkocTe m pacmmpsieMocTb. Peann3oBaHHBIE peHICHUS 00MaAal0T THMOKOCTHIO
U paclMpsieMOCTbIO, UYTO MO3BOJSIET JIETKO BHEAPSATH U3MEHEHHS, 100aBISTh HOBBIC
(YHKIMOHAIBHOCTH M aAalITHPOBATHCS K Pa3HOOOpa3HbIM TPeOOBaHUSIM TECTHPOBAHHS.

Hanpueiimee pasBute. JTa paboTa SBISETCS OTHPABHOM TOYKOW  JUIA
JanpHennero pa3Butus. JlanpHeine maru MOryT BKJIIOYaTh B ce0s ONTHMH3ALNIO
MIPOU3BOANUTENBHOCTH, pacinpenue ¢pynkunonana GUI, noGaBneHne HOBBIX METPHUK
JUIsi MOHUTOPHHTA U YCOBEPILICHCTBOBaHHE METOJOB 00Pa0OTKH JaHHBIX.
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Introduction

The degree of intercultural relations development in the modern era is characterized
by excessive speed and comprehensive scope. Now, science, sports, economics, politics,
and education have become the main spaces for strengthening intercultural ties. There
has been a global shift from a purely military or commercial relationship to the life of
people, encompassing all aspects of their being.

The problem arises in the building dialogue as a way of establishing and regulating
human relations in the context of the escalation of contacts between cultures. This
is because each culture has its own unique code. As a result, cultural codes fail to
understand each other’s true nature conflict. The communicative situation is modifying
with the change of cultural appearance. There are more and more barriers to establish
connections between people. In such situation, the paradox of globalization arises, on
the one hand, contributing to the instantaneous spread and interpenetration of cultures,
on the other, blocking the development of intercultural communication in its full sense.

The existence of individual values in each culture demonstrates the undeniable fact
that research within the homogeneous structure of a culture is no longer relevant. In the
context of studying only one culture, the following factors can be identified as shaping
cultural identity: social class, level of education, religious denomination, age, gender
and many others. There are also various subcultures, cultural groups, urban and rural
cultures, regional and family cultures, and so on. Thus, the concept of individual values
will always differ, regardless of whether people belong to the same nation, people,
or ethnicity. Accordingly, in today’s global world it is impossible to generalize at the
national and cultural level, especially for research of an intercultural character.

Materials and Methods

As the research methodological basis, the author used the conceptual apparatus of
social communicative theories, which focus on the problems of constructing social reality
through communication processes in the globalized world. Of particular importance
for this research is the methodology of ethical-axiological analysis of intercultural
communication.

Results and Discussion

To identify the most relevant and successful strategies of intercultural communication,
itisnecessary to define the conceptitself. So, the existence of intercultural communication
defined by the persons who conduct any communication and belong to different cultures,
as well as identify a feature that does not belong to their own culture as foreign and
alien. It is important to note that we only characterize various interacts as intercultural
when their representatives aim to familiarize themselves with the traditions, values
and customs of another culture, without referring to their own. This is the focus of
intercultural communication. The desire to learn about other norms of behavior and
specificities is fundamental to the design of successful intercultural contacts, it must
be noted that in this context, there is no call to adopt other cultural traits and values, as
many mistakenly believe.

Difficulties in intercultural communication arise from different prejudices and
images, which exist in one culture and not in another. In the process of communication
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there is an interpretation of received signals (gestures, words, facial expressions)
between communicators. The correct interpretation of the decrypted messages sent
between diverse cultures is very important here. If the meaning is distorted, there will
be tension and misunderstanding of the communicators, which will mean unrealized
intercultural communication.

Complementarity, tolerance, and empathy, which are fundamental to the building of
dialogue, must be applied in intercultural dialogue to avoid such failures.

The explanatory dictionary proposes the following definitions of the empathy word:
“Ability to enter into another’s emotional state, to empathize; Intellectual identification
of one’s own feelings with the feelings and thoughts of another person” (Efremova, 2006:
158). A key feature of empathy is the ability of an individual to look at an opponent’s
point of view not with their behavioral traits, but with another. Warning of confusion in
the concepts of empathy and sympathy, let us immediately denote that “sympathy uses
its own ways of interpreting the behavior of other people” (Grushevitskaya, 2003: 25).

“There is no need to argue that the use of sympathy in interaction with other
cultures inevitably leads to misunderstanding. Conversely, the use of empathy to
understand cultural differences from within and to find the necessary ways and means
to understand each other dramatically increases the likelihood that is a great path for
mutual understanding between partners. All you must do is remember and stick to the
basic characteristics of empathy:

— listen carefully to what you are told;

— strive to understand how other people feel;

— have a genuine interest in what others should say;

— show compassion for the needs of others;

— have an ability to understand the other’s point of view” (Grushevitskaya, 2003:
25-26).

Therefore, the ability to be sensitive to the state of communication opponent and
the desire to understand his intentions through his own prism is the most important
way to eliminate the phenomenon of ethnocentrism in the process of intercultural
communication and can also be considered as an essential element of tolerance.

Intercultural communication is a concept that encourages the identification of
cultural differences between communicators, through interaction between individuals
and between communities. The ability to recognize and perceive differences influences
the outcome of intercultural contact. The process of understanding communicators is
influenced by several factors, such as age, sex, profession or social status. That is why
the success of an act of intercultural communication depends directly on the level of
tolerance, as well as the presence of intercultural experience among its participants.

The global world has brought tremendous changes not only in economic and political
relations but has also had a significant impact on the consciousness of modern people.
The process of the so-called “extinction” of traditional forms of life activity contributed,
respectively, to “birth” of new ways of thinking, caused primarily by modern financial
conditions and the endless flow of “information cargo”. In the context of global
processes, it is not surprising that the intercultural contacts taking place online, thanks to
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a comprehensive Internet, have increased and intensified. This creates the phenomenon
of universal accessibility, whether we are talking about goods, cultural values, or human
relations. Local-level cultures, with their infinite interactions, create one unified global
model of a single image. Thus, the uniqueness and diversity of cultural images are being
destroyed. Moreover, the distinction between one’s own culture and another is being
blurred.

Thus, the field of the newest technologies in the context of communication systems
becomes an important part of modern human activity. The form of human dialogue,
along with the process of communication, is undergoing significant changes today,
incorporating the tools of mass communication.

In this connection, there is a philosophical aspect to the construction of intercultural
communication, namely the problem of the alienation of people from each other.
This concept was born out of the comprehensive and active development of online
communication tools, replacing the communication of real individuals. When avatars
replaced human faces and real emotions began to appear in emoji symbols.

There was a divergence of the essence of man, concluding in his creative beginning
and the world around him, consisting of indecent attributes. Communication relationships
have been transformed into communication skills and have lost their true purpose, which
is mutual spiritual enrichment of individuals. Moreover, man no longer feels himself to
be the center of his own universe, but only copies those patterns of behavior that are
signaled by society as proper, popular, efficient and effective. Thus, the individual is
alienated not only from the world and people around him, but also from himself. His
actions no longer belong to him, but are centralized on the idea of widespread success,
based on power, popularity, and financial solvency. And if the principles of human
activity go against the social modern values, the person turns out to be “beyond” the
concept of modern success.

Today’s world is conditioned by the rapid development of intercultural communication
processes, which facilitates the processes of human collaboration only on an external
surface level, but the spiritual level remains, unfortunately, underdeveloped to the
full. Moreover, individuals in a globalizing world, despite the opportunities for global
communication, remain divided and distant.

One of the ways to solve these existential problems in the way of full-fledged
intercultural interaction is to apply and develop a model of communicative interaction
based on dialogue in a global context. Such model fosters real communication with a
meaningful dialogue component and is also an absolute opposition to the previously
described concept of alienation.

What is the essence of true dialogue? Let us answer this question by addressing
the communicative concept of one of the most influential philosophers of the 20th
century M. M. Bakhtin. The thinker noted that intercultural communication, like any
communication, in principle, is the interaction of “speaking consciousnesses” (Bakhtin,
1998: 361). Language in this context must be seen as a set of symbols and signs that are
commonly interpreted in one way or another depending on which culture they belong
to. The concept of linguistic dialogue is researched by the philosopher as the main idea
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necessary for person because human life itself is a constant and infinite dialogue. It is
only in the process of dialogue that human existence acquires truth and significance.

The construction of intercultural dialogue, based on the dialogue model, seems
to be the only way to develop intercultural relations formed not on the external
attributes of modern society, but on the spiritual concept, capable of helping a person
overcome internal barriers to self-identification. In this context, there is a need for a
clear understanding that intercultural communication in the age of globalization has
significant capabilities that create and sustain dialogue on a planetary scale. That is why
it is particularly important to build a genuine dialogue based on incessance and aimed at
earnest interest in another culture to understand its values and characteristics.

The main principle of intercultural communication reflects the idea of cultural
dialogue, which can be conducted not only verbally or visually, but also, directly,
through live contact with other cultures. However, in today’s reality, many processes of
intercultural communication are conducted through electronic channels.

The manufacturability of the communication sphere determines new configurations
and types of both verbal and non-verbal messages. The development of international
contacts is now more shaped by the Internet. In the context of globalization, issues
of information security are receding, as the establishment of links with the culture of
others is paramount. For example, the Internet type of interaction has become a priority
for intercultural communication. Consequently, a new feature of the strategy in the
interaction between cultures is concluding in the ability of the modern person to enter
the foreign culture, adapt to other value and outlook paradigms of other cultures in an
online format. In such circumstances, the study of intercultural communication becomes
an essential and necessary component of information and communication society.

Therefore, the Internet has phenomenal resources for the formation and development
of intercultural communication and competences related to its implementation. The huge
flow of all the necessary information contained on the Internet does not limit the modern
individual both in the realization of his creative potential and in the establishment of
professional and personal intercultural contacts on a planetary scale. The promotion of
intercultural dialogue depends directly on the Internet’s ability to interact with diverse
cultures.

The cyberspace of the digital realization of intercultural communication requires
from a person, in addition to the theoretical knowledge, also the practical mastery of the
information communication space. The Internet has created a common field of action
and consciousness for communicators of completely diverse cultures, which has become
a symbol of modern intercultural communication on global level. The importance and
influence of information and communication technologies on modern man cannot be
denied, which in turn requires him to understand the essence of communication means
to self-preserve him as a person, as well as the ability to integrate organically into the
field of other cultural value-sense patterns and opportunities in the establishment and
promotion of a full-fledged intercultural dialogue.

“Modern information technologies not only allow but also provide a solid foundation
for intercultural communication in its appropriate forms. Intercultural communication
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in the context of the application and continuous development and expansion of
communication’s innovative means is becoming a full-fledged phenomenon, one of the
main phenomena of the new millennium” (Doskhozhina, 2015: 99).

During modern global processes, it is necessary to develop the skills and abilities
of intercultural communication that enable the modern individual to search and find
not divisive, but, on the contrary, uniting the principles of diverse cultural worlds and
consciousness. Skills of this kind help to create a global cultural space, considering the
uniqueness of each culture, without the trend towards uniformity.

Conclusion

Intercultural communication is a phenomenon of the modern world that is based
on the idea of equal treatment of cultures in their interaction. The main thrust of
intercultural communication is to build a common cultural space in which dialogue
between communicators is not burdened with difficulties and obstacles thanks to the
knowledge of interlocutors and is carried out on a moral human basis without the use of
manipulative tools.

Analyzing the above theories and arguments, we can come to the following theoretical
positions, which construct the structure of intercultural communication:

— A positive result of intercultural interaction is possible only if the received
messages are correctly interpreted by communicators based on the application of
empathy and tolerance principles;

— Comprehensive intercultural communication should be based on a fundamental
knowledge of the existential nature of the communicators engaged in the process of
interaction;

— In global processes, a correct interpretation of the concept of intercultural
communication is necessary to preserve cultural identity and the ability to respond
adequately to other cultures without viewing them as a threat to one’s own. The
establishment of a human outlook at this level of understanding of other cultures is a
priority for the intercultural process development.

This leads to the conclusion that the knowledge, skills, attitudes and strategies of
intercultural communication cannot be implemented without taking into account the
endless changes of certain cultural phenomena of our millennium. What is needed is an
integrated approach that looks at the structure of intercultural communication through a
synthesis of theories that promote understanding of cultures in the modern globalizing
world.
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AHHOTAIMs. OCKEpU cajla JKOHE XaJbIKApaJlbIK KaThIHACTA OCKEPH KYLITEp/i
KOJIJIaHy FaJIbIMJIap apachliH/a MiKipTagac TyabIpabl. Kel ramsiMaap KaKeTTIIIr )KOK e
caHaca, peaJiCT-FalbIMIap XaJlbIKapalblK )KYHeHH (KopIllaraH OpTaHbIH) aHAPXHSIIBIK
TaOWUFAaThl OCKEPH CallaHbl JKOHE MEMJICKETTEPIiH XalbIKapalblK casicaTTa KyII
KOJIZIaHYBIH ©T€ MaHBI3[IbI JKOHE €O3Ci3 eTe/i Jien caHaipl. COHIBIKTaH, OYJ1 MaKaiaza
Ka3ipri 3aMaHfbl XaJbIKapajblK Kayilci3mik KyHeciH TpaHchopMalysiayablH dcep
€Ty aCMEKTICIH TYCIHYIIH MaHbI3IbUIbIFbI alKbIHIAIbl. OChl CallaHbIH MIHJCTTEPIH
iCKe achIpy 9CKEepH KbI3MET apKbUIbI KY3ere achlpbUIaibl. ¥NTTHIK KayilCi3IiK 9CKepH
CaJIaChIHBIH JKaFJalbl JKEKe TYJIFAaHbIH, KOFAMHBIH JKOHE MEMIICKETTiH TaObICThI
JaMyblH/Ia MAaHBI3IbI POl arKapalbl JereH KOPBITHIHIBI >kacanaabl. OX YITTBIK
Kayinci3mik xKyHeciHeri xKyie KypayIibl KOMIIOHEHT PETiH/e OpeKeT eTe/Ii.

Tyiiin ce3mep. MemiiekeT, ¥YITTBIK KayilCi3[OiK, YITTBIK KayilCI3IIKTIH 9CKEpH
caJiachl, XabIKapaJblK KaTbIHACTAP
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Annorauus. IlpuMeHeHue BOEHHOW CHJIBI B MEXKIYHAPOMHBIX OTHOILIECHUIX
ObUIHM HMCTOYHMKAMH JUCKYCCUH cpeiau ydeHbiX. OJIHM CUMTAIOT, YTO B 3TOM HET
HEOOXOAMMOCTH, APYTHUe YTBEPKIAIOT, YTO aHAPXHUUYECKash MPHUPOAA MEXKTyHAPOIHOM
CUCTEMBI JIelaeT BOCHHYIO c(epy U MPUMEHEHUE CUJIbl B MEXK/yHAPOIHOH MOIUTHKE
n Hem30exHBIMU. B cTarbe paccmarpuBaeTcs BaXKHOCTh TIOHUMAHHS BIIHSTHHUS
TpaHcOpMaIii COBPEMEHHON CHCTEMBI MEXKTYHAPOTHOW O€30ITaCHOCTH - PeaTu3aIus
3a/1ad ATol chepbl OCYIIECTBISETCS ITOCPEICTBOM BOMHCKOM esATeNbHOCTH. [lemaercs
BBIBOJI, YTO COCTOSIHME BOCHHOU c(pephl HAITMOHATBHON 0€30ITaCHOCTH UTPAeT BAXKHYIO
PO B OJIATOTIOYYHOM Pa3BUTHH JIMYHOCTH, OOIIIECTBA U TOCYJAPCTBA. OHA BHICTYTIAET
CHUCTEMOOOPA3YIOIINM KOMIIOHEHTOM B CHCTEME HAIIMOHAIbHOM 0€301TacHOCTH.

KiroueBble cioBa: rocynapcTBo, HallMOHaJbHAs 0E30MacHOCTh, BOGHHas cdepa
HaIMOHATHHOU 0€30MaCHOCTH, MEKIYHAPOIHBIC OTHOIICHUS

Jast uutuposanus: V.P. Epamnes. BOEHHASI COEPA KAK COCTABJIAIOIIA A
MEXJIYHAPOJIHBIX OTHOLIEHHWH // MEXJYHAPOJHbBIN XYPHAJI MH-
®OPMAIIMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOTUI. 2024. T. 5.
No. 17. Ctp. 56-62. (Ha pycc.). https://doi.org/10.54309/IJICT.2024.17.1.004.

BBenenmne

ApxuTekTypa O0€30MacHOCTH CTPaHbl OCHOBBIBAETCS Ha €€ HalMOHAIBHBIX
WHTEpecax, a Takke Ha ee CTpaTermyeckoM IPOTHO3HPOBAHMH M pacueTax B cdepe
cBoeil nesrenbHOCTH. Cle0BaTeNbHO, ISl TOTO, YTOOBI HAIWS MMEJa CTaHIAPTHYIO
CUCTeMY HAIlMOHAJIFHOW 0€30MacHOCTH, OHa JOJDKHA YIENATh 0CO00€ BHHUMaHHE
YAYYIIEHUIO COIMAIbHO-DKOHOMHUYECKOTO W TOJUTHYECKOTO OJarormoiydnsi CBOHX
rpaxgad. OTo HeoOXomuMo W (PpyHIAMEHTAIBHO, IMOCKOJIBKY BHYTPEHHSS TOIHTHKA
BIIMSICT HA BHEIIHIOIO TOJIMTUKY JI000# Haruu. OgHako KOH(IMKTHI Ha TII00ATEHOM
YPOBHE BCEIJa BO3HHUKAIOT, KOTJAA WHTEPECHI TOCYIAPCTB CTAIKUBAIOTCS B KaKOM-
6o Touke. HanmoHaNMbHBIH WHTEPEC SBISCTCS KIIOUCBBIM TOHATHEM BO BHEITHEH
MOJINTUKE, TOCKOJIbKY OH TPEACTABISACT COO0OM COBOKYMHOCTH BCEX HAIMOHAIBHBIX
LICHHOCTEH HAlMA. Y UEHBIC YTBEPIKIAIOT, YTO BCE FOCYAPCTBCHHBIC IEATEIH U TUCPHI
PYKOBOJACTBYIOTCSI CBOMMH COOTBETCTBYIOIIMMH HAllMOHATHHBIMU HHTEPECaAMU,U
9TO 3aBUCUT OT BO3MOXHOCTEM Hauuu. Tpu BUJAa BO3MOXKHOCTEH: BOEHHBIE,
SKOHOMHUYECKHE U JIeMOTpauuecKkre, OCOOCHHO BaXKHBI JUIsl BHEIIHEH IOJIUTHKH,
u 6e3 XOTsi ObI MUHUMAIILHOTO YPOBHSI BO3MOXKHOCTEW HAIlHsl TEPSIET BO3MOXKHOCTh
3¢ (EeKTUBHO OCYIIECTBISITh CBOIO BHEUTHIOK IMOJUTHKY. TakuM 00pa3oM, KelaHue
u Oopbba 3a mpecieNoBaHUE, 3alUTY CBOMX HAIIMOHAIBHBIX HHTEPECOB B PaMKax
MEXTyHAPOTHONW CHUCTEMBI OOBIYHO MPHUBOAAT K KOH(IUKTY HICOJIOTHH U WHTEPECOB
Mexay rocygapcTBamu. CTOJIKHOBEHHE HWHTEPECOB, OCOOCHHO KOTJa pedb HJIET
O CTPaTerMyecKUX M >KU3HEHHO BaXKHBIX HALMOHAIbHBIX HHTEpecax IOCYdapcCTB,
roCy/apcTBa MOTYT IIONTH Ha BCE, BKIIIOYasi OOBSBICHNE BOWHBI IPYTHM TOCYIapCTBaM,
9TOOBI 3aIIUTUTH CBOH UMUK U HHTEPECHI.

st mocTmKeHus 1eIe MCCIIeOBaHUs CTaThs ObUTa pasleicHa Ha CICTYIOIIHe
pasnenbl: aHHOTAalMsI, BBEACHHUE, TCOPETUUCCKUE OCHOBBI, KOHIENTYaIbHBIN aHANu3,
BOeHHas cepa KaK COCTABIISAIONIAs MEKTYHAPOIHBIX OTHOIIIECHH: TIO3HUIINS OTJEIIbHBIX
YVYCHBIX, BHIBOJIBI.
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MarepuaJj 1 MeTObI

B uccnenoBannu B kauecTBe TEOPETHUECKOM OCHOBBI ObLIA IPUHATA PEAIUCTHYECKAs
TEOpHs, YTOOBI OOBACHUTD, IOUEMY KOH(IUKTHI ¥ TPUMEHEHHUE CHITBI SIBIISIOTCS 00TIeH
YepTO MEXIYHAPOIHBIX OTHOIICHHH.

Pesynbrarhl u 00cy:kaeHune

Teopemuueckas ocnosa. Teopun M KOHIEMIMHA HIPAIOT BAKHYIO POJIb B JIIOOOM
HayYHOM WCCIICIOBAaHUH; OSTO HCCJIEIOBAHNE ONMHUPAIOCh HA PEATUCTHUECKYIO
TEOPHIO, YTOOBI OOBSCHHUTH, MOYEMY HAIMW/TOCYAAPCTBA HACTAWBAIOT HA BOCHHYIO
chepy M NPUMEHEHHH CWJIBI B KaueCTBE MEXaHM3Ma pa3pelieHus] KOHQIUKTOB B
MEXTyHAPOIHBIX OTHOIIEHIX/TonuTHKe (Amadou, 2003). PeanncThl BepsIT, 9TO B MUPE
MIPOTHUBOIIONIOKHBIX HHTEPECOB U KOH(IMKTHI, MOpAJIbHBIE TPUHIHITEI HE MOTYT OBITH
MIOJTHOCTBIO PEaIM30BaHbl, TIOCKOJIBKY OHH OCOOEHHO 3aWHTEPECOBaHBI B M3YYCHHH U
ouepunBaHuu anapxudeckoro oomecrsa (College Press and Publishers Ltd.). [Toaromy
yUEHBIC-PEATTCThl YTBEPXKIAAIOT, YTO MHP U TOPSJOK HE MOTYT IOJJEPKUBATHCS
B MEKIYHAPOTHOM OOIIECTBE HH IOCPEACTBOM J(PPEKTUBHOTO TPUMCHECHHS
MEX/IyHapOJHOIO IpaBa, HU C MOMOUIbIO Mpollecca MEKIYHapOIHBIX OpraHM3aluit
JI0 TeX Top, IMOKa ATH WHCTHTYTHl HE oOecriedar ajleKBaTHbIE OTPAHWYCHHS IS
YMEPEHHOT0 MoBeIcH!s rocynapcrsa. [lo MHeHHIO peanucTa, Hanbonee PPEKTUBHBIM
PETYIUPYIOIIUM CPEIICTBOM JUISl YIIPABJICHUS BIACTHIO B MEXK/YHAPOAHOM OOIIECTBE
SBIIICTCS MexaHu3M Oaanca cui (Azinge, 2013). Teopwust OamaHca CHIT IPEAIIONAract,
YTO BOBJICUCHHBIE CTPAHBI CTPEMATCSI MAKCUMU3HPOBATh CBOIO MOIIIb M YTO MU HanboJee
rapaHTHPOBAH, KOTJa JTOCTUTAETCS COOTHOIIEHNE CHJI M WX Ka4eCTBO, M HAXOIUTCS B
HauOOJIBIIEeH OMacHOCTH, KOTJla paBHOBECHE HapylleHo. bamanc cui, 6e3 coMHeHus,
SIBIISIETCSl OOIIETIPUHSATON TEOpHUEH, KOTOpas HCIIONB30Bajach Il OOBSCHEHHS WIIN
OIpaBJIaHUSl HAIMOHAILHOW TIOJIMTHKH KOTOPBIE IMOOIIPSIIOT NMPUMEHEHHE BOCHHOU
cuibl Ha TobasbHOM ypoBHe (Bassey, 2005). OpHako OTAMYUTENBHOW 4YepTOH
peanncTUYEeCKO MapaurMbl SIBISETCS aKIEHT Ha HAIMOHAJIBHBIX TOCYJApCTBaX Kak
[JIaBHOM JICHCTBYIOLIEM JIMIIE M COUHUIE aHaimu3a. TakuMm o0pazoM, yueHble ITOH
IIKOJIBI MBICTH YTBEPXKIAIH, YTO IO TE€X TMOp, MOKa HAIMOHAIBHBIE TOCYIapCTBa
SIBIISIFOTCSL JIOMUHHpYIONIed (GOopMON MONUTHYECKOW OpraHW3alvy, MOJUTHKA OyneT
MPOJOJIKATECS, M TOCYIApCTBAM MNPHIETCS 3a00TUTBCSI O CBOEH O€30MacHOCTH H
TOTOBUTHCS K BOWHE TaM, TJe 3To Heobxomumo. [losTomMy OHM yTBep)KIaiw, 4TO
KaK JOMHHUPYIOIIMHA CYOBEKT MEKAYHAPOAHOW MOIUTHKH TOCYIAPCTBO SBISETCS
3aIIUTHAKOM CBOWIX TEPPUTOPHH, HACEIIEHWH, & TaK)Ke 00 WX CaMOOBITHOM M IIEHHOM
oOpase xwu3nu (Howard, 1979). [lns peanucra 1i1aBHas 00s13aHHOCTH TOCYyJapCTBa
BCET/a 3aKIIF0YaeTCsl B MOUCKE MPEUMYIIECTB U 3all[UTe WHTEPECOB CBOMX I'pa)</IaH,
a Takxke B 00eCIeUYeHUN WX BBDKHMBAaHUSA BO BpeMeHa kpusuca (Brodie, 1974). 3ro
OOBSCHSCT, MOYEMY PEATHCThl CUUTAIOT, YTO BOCHHAs cdepa U NPUMEHEHUE CHJIbI B
WHTEepecax BBDKMBAHUS TOCyIapcTBa HeoOXomauMbl. K cTopoHHMKaM peamncThydecKon
LIKOJIBI MBICITH OTHOCSTCs: Dasapn X. Kapp, Apnonsa Bonsdepce, xopmx Kennom u
Xanc Moprenray (1978) (Dike, 2011).

Konyenmyanoustit ananuz. KoHIennus Mupa W BHYTPEHHEH O€30MaCHOCTH
TaKkKe MO0-pa3HOMY paccMaTpuBaiach pasHBIMH y4YeHBIMH. HekoTopble yueHble
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MPUICPKUBAIOTCS MHEHHUS, YTO KOHLEMIHMS MHpa W Oe30MacHOCTH BCEraa acco-
LUMPOBajach € OE30IIaCHOCTbIO M BBDKMBAHHUEM TI'OCYHAapCTBA, €r0 HMHCTUTYTOB H
rpakJaH ot 1000i (GopMbl yrpo3sbl. [109TOMY yUeHbIE 3TO IIKOJIBI MBICIIN YTBEPKAAIOT,
YTO BONPOCHI, Kacarouecs: 0e30MacHOCTH 1 00OPOHBI, TOJDKHBI OBITH MPEPOTraTHBOM
rocyapcTBa U ero HHCTUTYTOB (Zabadi, 2005: 3).

Hnst noctoBepHOi MH(GOpPMALMM MOXXHO NPUBECTH MPHUMEP KOHCTUTYLHOHHYIO
dbopmy Hwurepun. B pasgeme 217 Koncrurymum Hwurepwwm 9eTKO TOBOPHUTCS, UYTO
KOHCTHTYLIMOHHBIE O00S3aHHOCTH BOOPY)KCHHBIE CHIBI (apMHUsi, BOEHHO-MOPCKOM
(JI0T 1 BOCHHO-BO3IyLIHbIE CHJIbI) OyIyT 3alIMIIATh CTPaHy OT BHEIIHEH arpeccud,
MOJICPKUBATh €€ TEPPUTOPUATIBHYIO IEIOCTHOCTh M 3alllUIIaTh €€ TPaHUIbl OT
H30JISIIMU HA CyLIe, MOPEe WM B BO3YyXE, CACPKUBAThH U MOJABIATH MITEXH, & TAKKE
JIeiCTBOBAaTh B OAJCPIKKY IPAXKJAHCKUX BJIACTEH [UIsl BOCCTAHOBIICHHUS ITOPSAKA, KOTa
K 3TOMY IMPU30BYT BJIACTH MPE3UJCHT M TaBHOKoMaHaytoumid (Kalama u gp., 2015).
B pasznmene 217 Koncrtutynuu 1999 roma Takke 4eTKO YKa3aHO, YTO BOOPY>KCHHBIE
ciiibl Hurepuu MOryT BBITIONHSATH JIIOOBIE JIpyrue (QYHKIMH, KOTOphle MOTYT OBITH
onpenenenbl Aktom HamumonaneHolt accambien. B tom ke myxe, paznmen 8(1) 3akoH
0 BOOPYXEHHBIX CHJIaX JOTMOJHUTEIBHO HAAENSeT MPE3NICHTA MOTHOMOYHSIMH I10
Pa3BEpTHIBAHUIO BOOPY)KEHHBIX CHJI JJIsi BHIIOJHEHUS JIIOOOTO 3afaHusl B MHTEpecax
HaI[MOHAJBHOTO MHpa M OezomacHOCTH (national interest). OgHaKO y4acTe BOCHHBIX
B Omepanuax Mo oOecleueHHI0 BHyTpeHHeW Oe3omacHocTH B Hurepuu KOHKpETHO
ykazaHo B Cratbs 217(c) Koncturymmm 1999 rona ¢ BHeCEHHBIMU B HE€ IMOIPAaBKAMH.
B Hem roBopurcs, 4TO: TOAABICHHE BOCCTAaHHWA M OKa3aHWE TOMOIIM TPaXIaHCKUM
BJIACTSIM B BOCCTAHOBJICHHUH MOPSI/IKA [0 TPEOOBAHUIO IPE3UACHTA, HO TIPH COOMIOACHUH
TaKUX YCJIOBHUH, KOTOpbIe MOTYT ObITh IIpeanucanbl Akrom HarmonansHOro coOpanust.
CrnenoBarenbHO, 3TO OYEBUAHO, YTO B Hurepuu KOHCTUTYLMS pa3periaeT BOEHHBIM
aKTMBHO Y4YacTBOBaTh B OIEPALMsIX 10 OOECIICUEHHMIO BHYTpPEHHEH Oe30MacHOCTH,
CJIeZIOBaTeNbHO, 3alliCH TOKa3aJld, YTO BOEGHHble B Hurepum axkTHBHO y4YacTBYIOT
B HECKOJBKHX OIEpalysiX, HalNpaBICHHBIX Ha TONABJICHHE BHYTPEHHHX MSTEKeH
W BOCCTaHUN B pa3HBIX "HacTAx crpanbl. Ot omeparuu "Jlapus Homre" ma Cesepo-
Boctoxke no onepanyu "Kpoxogun" (Edward, 1952).

Vnei0ka w Tamenm mmroHa B agensTe Hurepa m mHa lOro-Boctoke Hurepum,
COOTBETCTBEHHO, HUTEPUICKUE BOCHHBIE IPOJIEMOHCTPUPOBAIIN CIIOCOOHOCTH OBITH Ha
BBICOTE ITOJIOKEHHSI BCSIKHI pa3, KOIia BO3HUKAET yrpo3a HallMOHAIBHON 0€3011aCHOCTH
(Holsti, 1996).

Boennasa cgpepa xkax cocmagnarouias mexicoynapoonsvix omuouienuil. Heckonpko
y4eHBIX, BKIIOUas bymra (1988), obocHOBaNmM HCIONB30BAaHHE BOCHHOW MOIIH Ha
m106aabHOM ypoBHE. B cBoelt pabote «PazopykeHne M MeXIyHapoIHasl CHCTEMay
OH MOAUYEPKHYI, YTO JaXKe €CJIn Obl pa3opyKeHue ObIJI0 BO3MOXKHO, 3TO NMPHUBEJIO ObI K
pa3pyLIeHHI0 MEKAYHApOAHbIX oTHOMEeHHH (Berkowitz, 1969).

Cunzmep (1961) Tarke wuccienoBal B3aMMOCBSI3b MEXIY BOOPY)KEHHEM H
MOJUTUYECKONH HANPSKEHHOCThIO. TakuM 00pa3oM, OH IHPENCTaBU KOHLEIIIHIO
BOCIPUATHUSL YTPO3bI U MOMHTEPECOBAJICS, JIOJKHO JIM Pa3opyKEeHHE MPOUCXOIUTH 10
WJIM TIOCJIE IEPETOBOPOB O MOJUTUYECKOM YpETyIupoBaHUU. B cBoeM BKiajie roBopst o

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
4 £ International License

60



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

npeamete, boyaii (1968) ObuT OOIee OTKPOBEHEH, KOT/Ia J00aBHII, YTO MUHHMAIbHBIC
TpeOOBaHUs JJisi JOCTHIXKCHHSI OTPaHUYCHHBIX LEIeH SIBISIOTCS kecTkumu. [lo ero
CIIOBaM:

«Hu 00un naan KOHMpPOs HAO 600PYHCEHUAMU HE MONCEM OCMAaBamvcsl 3 ghex-
TMUBHBIM U HAOCHCHBIM, eClU OH He OYOem HpOoOOaNCANb CIYAHCUMb HAYUOHATLHBIM
unmepecam Kaxicoou u3 y4acmsylouux 6 Hew CIMopoH. Dmo ACcHO o3uadaem, umo 0714
moeo, 4mobvl 110601 Npoyecc Ul NOTUMUKA PA30PYAHCeHUsT ObLIU YCHEeUHbIMU HA
21004TbHOM YPOGHE, OHU OOJHCHBI CIYIHCUMb UHMEPECam 6CeX 806IEYEHHBIX CIMOPOH»
(Claude, 1971).

HexoTopslie KoHCEpBATOPHI W MACATUCTHI YTBEPKAAIHM, YTO MHUP U O€30MacHOCTb
MOTYT TMOIJCPKHUBATLCS C IOMOIIBIO JUIIOMATUH, MPUMEHEHUS MEXITyHAPOTHOTO
IpaBa U KOHBEHIMH 1 T.11. ClIe]0BaTeNIbHO, YUEHBIX, KOTOPBIC BHICTYIAIOT IPOTHUB ATON
IITKOJTBI MBICJTH, Ha3bIBAIOT PEAIMCTAMH; B ATOM Pa3Jieiie HCCISIOBAHUS PACCMATPUBAIINCH
B3IJISA/IbI M TIO3HMIIUU PEAIUCTOB TI0 IAHHOMY BOIPOCY (BOCHHAs cepa U MPUMEHEHUE
CHJIBI B MeXayHaponHoi nonutuke) (Green, 1966).

[IpuBeneHHBIN BBIIIC aHATIHM3 SCHO MMOKA3BIBACT, YUTO BOCHHAS MOIIb U MIPUMECHEHUE
CWIbI B MEX]IyHAPOJHOHN MOJIMTUKE UMEIOT CBOU JIOCTOMHCTBA M HEAOCTaTKU. TeM He
MEHee, YUCHbIC-PEATUCThI B CBOUX IMOCTYJIaTaX YTBEPHKIAIOT, YTO BOCHHAS MOIILb, €CIIH
€10 XOPOIIIO YIPABIATh M MPUMEHSTh, OyAeT rapaHTHPOBATh MEXYHAPOIHBIA MHP U
0e301acHOCTh, TIOCKOJIBKY HHM Y OJHOM HaUuu He OyIeT BO3MOKHOCTH JAEpKaTb MU
B 3aJIOKHMKaX. [0 MX cioBaM, ¢ MOMOIIBIO KOJJIEKTHBHOW O€30MaCHOCTH M JIPYTUX
PaMoK, KOTOpBIE YKPETAT MEKAYHAPOAHYIO KOAJHUIINIO, TAKOE 3a0IyaIIee ToOCyaapcTBO
WIM HAllMd MOXKHO IPHU3BaTh K TOPSAKY IyTeM MPUMEHEHUS CHIIBI/CICPKUBaHUS
(Clausewitz, 1976).

3akiouenne

MecTto BOGHHOW MOIIM B MEXKIYHApPOJHOH IOJUTUKE OCTAETCS HMCTOYHHUKOM
JMCKYCCHUH CPEAM YUYEHBIX U MCCIeoBaTeeil MEeXIyHAPOIHBIX OTHOLICHUH, TO3TOMY
B JIaHHOM WCCIIC/IOBAHUHM BOCHHAs cdepa paccMaTpuBaIaCh KaK COCTABIISIOIIAS
MEXTyHAPOTHBIX OTHOILICHU . ABTOPBI TPUIILTH K BBIBOJLY, UTO CJIO’KHAS M aHAPXHUYECKAS
MpUPOa MEXIYHAPOJHON CHCTEMBl B COUYETAHHWU C YPE3MEPHOH OTBETCTBEHHOCTBHIO
rOCYJapCTBEHHBIX CYOBEKTOB JelaeT BOCHHYIO MOIIb W NPUMEHEHHE CHJIbI B
MEXIYHAPOTHOW TOJUTHKE HEU30CKHBIMH ¥ HEOOXOMUMBIMU I 0O0eCIeUYeHUs
MEXIYHApOJHOTO MHUpa, CTA0MIILHOCTH U O€30MacHOCTH Ha BCEX YPOBHSX. Pe3ybrarsl
WCCIIC/IOBAaHUS TMOKA3aIM, YTO CIOXHAs M aHApXHUYECKas MPUPOJa MEXITyHapOTHON
CUCTeMBbI TpeOyeT MNPUMEHEHUs CHIIbL. XapakTep HEKOTOPhIX TOCYIapCTBEHHBIX
CYOBEKTOB TaKXe JieJaeT BOCHHYH MOIIb W MPUMEHEHUE CWIIBI IS CIEPKUBAHUS
arpeCcCUBHOIO TIOBEJCHUS BECbMa CYIIIECTBEHHBIMH U (DYHIaMECHTAIbHBIMHU.
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TEXHUKH B COBPEMEHHOM BHUJE B BEK IIOOAJBHBIX TEXHOJOrHWH. B 3akimoueHun
MIPOBEJICH aHAIN3 BIMSHUS TEXHUKU HA MBIIIUICHHE COBPEMEHHOTO YEIOBEKa HE TOIBKO
Kak HOTpe6I/ITCIDI TCXHOHOI‘I/IfI, HO M KaK JIMYHOCTHU, KOTOpas UIICT CC6SI BHEC BJIHNAHUSA
TEXHOJIOTUYECKUX TCHICHIIUN B COBPEMEHHOM MHUPE.

KuroueBble cj10Ba: TEXHOKpaTHs, TEXHOJIOTHH, DK3UCTCHIIUAIN3M, ITIOCTMOACPHN3M,
KOMITapaTUBUCTHKA
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5. No. 17. Ctp. 63-70. (Ha anr.). https://doi.org/10.54309/1JICT.2024.17.1.005.

Introduction

The question of engineering and technology in today's world is of utmost importance.
First, because the development of technology has led humanity to a new form of power
and influence over human minds — to technocracy. In view of this, there has long been
a problem of constant understanding of technology, since technology is constantly
developing, and therefore a person’s attitude towards technology, towards himself, and
towards the world as a whole is constantly changing. That is why humanity is so in
need of a more or less clear methodology for understanding the trajectory along which
to build its attitude towards this constantly changing issue of technology and the role of
man within the framework of this global issue.

Research Methods

Methods such as comparative studies and dialectics taken as a method for
understanding the main issue of this article.

- comparative method allows us to understand how different concepts interact
with each other in the field of consideration of the same subject of study. In this case,
comparative analysis is manifested in the way in which Heidegger’s ideas about
technology are examined by him in such works as Being and Time and The Question
Concerning Technology. A comparative analysis is also conducted between Heidegger’s
philosophy of technology describing a technocratic society within the framework of
modern postmodernist and poststructuralist concepts.

- dialectical method is aimed at identifying contradictions within the interaction of
humanity with developing technologies. The contradiction itself lies precisely in the
fact that man is the initiator of the creation and development of technology, and man
himself brought the state of technology to such an extent that technology at some point
in its essence went out of control and turned into self-sufficient the form of its existence
in the form of a technocratic era in the development and history of humanity itself.

Main Part

Heidegger originally published thoughts on technology in the form of a full-length
essay in 1954, in Vortrédge und Aufsdtze. However, before that he developed the themes
about technology and technology, as well as about the role of technocratic development
for all humanity in the lecture The Framework (“Das Gestell”), first presented on
December 1, 1949, in Bremen. This lecture was presented as the second of four lectures,
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collectively called Insight into what is. The other lectures were titled The Thing (“Das
Ding”), The Danger (“Die Gefahr”), and The Turning (“Die Kehre”) (Borgmann, 2005:
428).

At the beginning of his work Being and Time, M. Heidegger raised the question
of technology. The essence of ontological questioning is that a person, asking this
question, simultaneously puts himself inside this question. According to Heidegger, this
is the specificity of many philosophical questions. And this question is no exception. In
this Heideggerian question about technology, one asks first of all about the existential
relation of man to the whole technocratic time, the time of the total impact of technology
on human existence, the frailty of his petty existence in the face of powerful technology
and its growing strength and the increasing trends of loss of man within the framework of
a technocratic society. This is the era of global dominance of technology over humanity.
This is the era of the great confrontation between man and the products of his intellectual
development in the form of the rapid development of technological achievements.

For a greater understanding of the essence of human existence, Heidegger tries to
clarify the very term of being and existence. He writes: “On the basis of the Greeks'
initial contributions towards an Interpretation of Being, a dogma has been developed
which not only declares the question about the meaning of Being to be superfluous
but sanctions its complete neglect. It is said that 'Being' is the most universal and the
emptiest of concepts. As such it resists every attempt at definition. Nor does this most
universal and hence indefinable concept require any definition, for everyone uses it
constantly and already understands what he means by it. In this way, that which the
ancient philosophers found continually disturbing as something obscure and hidden has
taken on a clarity and self-evidence such that if anyone continues to ask about it he is
charged with an error of method” (Heidegger, 1962: 22). Heidegger also writes about
technology itself in his essay The Question Concerning Technology: “In what follows
we shall be questioning concerning technology. Questioning builds a way. We would
be advised, therefore, above all to pay heed to the way, and not to fix our attention on
isolated sentences and topics. The way is a way of thinking. All ways of thinking lead
through language in a manner that is extraordinary. We shall be questioning concerning
technology, and in so doing we should like to prepare a free relationship to it. The
relationship will be free if it opens our human existence to the essence of technology.
When we can respond to this essence, we shall be able to experience the technological
within its own bounds” (Heidegger, 1977: 4).

This is like the Aristotelian promotion of the idea that it happens that something is
more obscure in nature, but is clearer to us, but gradually everything moves towards that
which is clearer and more knowable in nature. In this sense, Heidegger emphasizes that
technology seems to be created by man but is endowed with its own nature. However,
because technology was created by man, initially it is understandable only to man.
Gradually, it becomes clear by its nature because it itself becomes an independent nature,
alienates itself from man, becomes an independent entity and, moreover, acquires a
certain power. The paradox and dialectical contradiction is that a person consciously
creates something to which he then voluntarily succumbs, gives up his own freedom,
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renounces great responsibility for himself in order to gain his relative peace of mind
for the fact that he was able to create something radically different from everything
that exists in nature. This something is something out of the ordinary, which could in
no way exist in nature itself, but now exists quite successfully thanks to the fact that he
deliberately created technology and immediately agreed to fall under the influence of
technology.

Tracing the Aristotelian discourse and using it in the explanation of technology,
Heidegger repeats: “For centuries philosophy has taught that there are four causes: (1)
the causa materialis, the material, the matter out of which, for example, a silver chalice
is made ; (2) the causa formalis, the form, the shape into which the material enters; (3)
the causa finalis, the end, for example, the sacrificial rite in relation to which the chalice
required is determined as to its form and matter; (4) the causa efficiens, which brings
about the effect that is the finished, actual chalice, in this instance, the silversmith.”
(Heidegger, 1977: 6). Here Heidegger explains the following in more detail. We are
accustomed to representing a cause as an active force, which means obtaining a result.
The efficient cause, causa efficiens, decisively determines the entire line of cause and
effect for obtaining a given result. But in the end, the final cause, causa finalis, is no
longer counted among causality at all. Everyone knows that the doctrine of four causes
goes back to Aristotle. However, in the sphere of Greek thinking and for Aristotle,
everything that subsequent eras seek from the Greeks under the concept and rubric of
“causality” simply has nothing to do with action and influence. What we call cause, and
the Romans call causa, the Greeks call aiziov: guilty of something else. Four reasons —
four interconnected types of guilt.

Heidegger argues that technology is not a simple means, but a certain type of
revelation of secrecy. If we keep this in mind, then a completely different area will
open in the essence of technology, that is, the area of derivation from a certain mystery
that leads to the realization of truth. However, Heidegger warns that the perspective
that opens up here in this understanding of technology can turn out to be alienating
and, in many ways, strange. This strangeness in subsequent comprehension and its own
implementation reaches a real paradox: technology is present in human existence to
the same extent and with the same force in which man, as Dasein, is present in the
implementation of technology itself, revealing the potential for the affirmation and
implementation of the technocratic era of the existence of humanity itself. And an
attempt to understand what place technology occupies in the life of all humanity leads
people to the idea that the essence of technology is located in the area where discovery
and its unconcealment take place, where al#0eio (or, truth) comes true.

Next, Heidegger gives an interesting explanation of the origin of the term technology,
reducing technology to two roots — poesis and techne. Poiesis is a specific word. In
general, it means production. However, there are diverse types of production. For
example, there is such a term as auto-poiesis, meaning self-production. Auto-poiesis as a
term was introduced into scientific and philosophical circulation in the 1972 publication
Autopoiesis and Cognition: The Realization of the Living by Chilean biologists
Humberto Maturana and Francisco Varela to define the self-maintaining chemistry of
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living cells (Maturana, 1972: 141). Regarding the topic of this study, poiesis means the
internal production or creation of an idea, which has a tendency and all the possibilities
for its external realization.

Techne comes from the Greek language. Teyvixkov means something relating to zéyvy.
Regarding the meaning of the word z£yvy, we must pay attention to two things. Firstly,
vy is the name not only of craftsmanship, but also of high art and fine arts. Such
vy refers to production, to zoiyoig; it is something “poetic”. Of course, contemporary
technology is something different than poiesis (Waddington, 2016: 568). In philosophy
and semiotics, poiesis (woinoic) is the process of the emergence of something that did
not previously exist (Polkinghorne, 2004: 115). However, here the connection between
these categories is such that poiesis is, as it were, the internal emergence or even the
creation of a certain idea of something that did not exist before but tends to be realized.
In other words, poiesis is potentially possible, but has not yet been realized. At the same
time, poetry is so realistic in its implementation that it encounters another category,
namely the category of techne. Precisely techne is the removal of poetry from the realm
of the potentially possible into the possible and therefore carried out in the material
world. In general, it turns out that the idea in the form of poiesis is already ready for
implementation, while techne is a set or system of methods that allow poiesis to come
out. Therefore, technology is a set of methods that help a person realize something
poetically conceived in the sphere of his imagination and bring it into the realm of what
really exists.

Of course, it may be objected that technology can never fully express what is poetically
formed in the imagination of the human mind. It is so, everything is correct. However,
technology is not only the technical means of implementing a person’s idea. Techne is
something related to the inner essence of poiesis itself. Techne acts as a certain stage in
the existence of poiesis precisely from the moment when the poetic idea approached its
real implementation. While the idea is too abstract, that is, while it is still far from being
even imaginable, the idea lives, one might say, an unreal, half-dead life. Nevertheless,
when the first tendencies appear towards realizing this idea, here the poiesis-idea enters
its new stage of being, that is, into the stage of internal fechine. All that remains is to wait
for the moment when the idea is technically removed from its potential existence into
the spaces of real existence.

Heidegger also discusses the relationship between technology and science. This
question is so open and lies on the surface that it may seem that science and technology
are inextricably linked. it is true that understanding these two products of human
civilization can have hugely different facets. Technology, in cooperation with science, is
the highest form of rational consciousness, striving for domination over the entire planet,
universe, humanity, and so on. The essence of technology, according to Heidegger,
is the so-called Framework (Gestell) which is a peculiar way of artificially ordering
existing things, due to which, on the one hand, existing things are revealed in their
actual existence, but, on the other hand, this leads to the closure of its other possibilities.

The ontology of Framework, according to Heidegger, is a paradoxical phenomenon.
He writes that the framework in its definition is a danger, which, as a being of technology,
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sent by being, is reality itself. The danger is that technology can never be brought
under control by willful human effort, even if technology has a positive or negative
attitude towards all of humanity as such. This is only one side of technology through
the prism of a person’s attitude towards it. The lack of human control over technology
is a more than natural way of developing the technological era; within which evolution
will lead to the complete hegemony of technology over all sectors of human life. As
a result, alienation occurs, complete oblivion, loss of human existence in the space of
technological achievements, of which there are more every year. Moreover, this is a
great danger not only for a person’s self-identification in the face of technology, but
also for himself. Man will soon not be able to determine his role, the degree of his
influence on technology, the level of control over technology, the depth of technocratic
civilization.

Of course, Heidegger does not try to portray the relationship between man and
technology only in a negative way. Describing the paradoxical nature of technology, he
quotes Holderlin, saying that where there is danger, there comes salvation. Heidegger
comes to a strange description of technology, when technology is a “saving danger”
or “dangerous salvation.” In addition, Heidegger leaves this paradox as a task of
philosophical understanding in the horizon of the future.

In general, Heidegger’s entire discourse regarding technology and man, as we have
gradually understood, is closely connected with the concept of Dasein. This concept is
particularly important in the correct understanding of what Heidegger calls for, stating
the necessity and essential importance of the issue of technology within the framework
of modern civilization. Dasein defines a person here and now. The whole problem, the
whole paradox according to Heidegger is that man has long been accustomed to living
by the values of the here-now; he has long been no longer bothered by the values of a
broader, planetary scale. The once broadest perspective for describing the world, the
universe, and nature with such tools as language, for example, the language of poetry,
has long lost its direct and immediate functionality, namely, to embrace the space,
although immense, but nevertheless lived by man. In Heidegger’s technical idiom,
Dasein is “Dasein-with” (Mitsein), which he presents as equally primordial with “being-
one’s self” (Selbstsein) (Inwood, 1999: 48). Today, a person no longer remembers the
past of global thinking, he does not care about this world, he no longer feels responsible
for his significant involvement in this world. Man was possessed by the desire to live
this world here, right now. Moreover, what is there in the future is all unknown. In
addition, man, as usual, is saved in the arms of what he himself has created. One of
those components that was created by man for his own protection is technology, which
gradually and inevitably grew first into technology, and then into the technocratic era of
human existence.

Thus, Heidegger poses the question of being through the question of technology.
Technology is both skill and a product of this skill, and the release of the poetic from the
human imagination, and the killing of poetic thinking as such. Many aspects of existence
lead a person to constantly rethink himself as a being who can now even live by technical
means. Without technical achievements in the human world, any achievements are no
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longer possible. If a person in the modern world does not own technical means, the
technique of obtaining information via the Internet, the technique of managing various
gadgets, then it will be difficult for such a person to achieve anything significant in his
life.

Therefore, the question of technology is at the same time a question of how correctly
and technically a person lives his life. This question is more than ontological, it is vitally
important. Before asking what exists, Heidegger contends that people must first examine
what “to exist” even means (Wheeler, 2020: 12). In this respect, Heidegger's ontology
has more than an existentialist character since it “is fundamental relative to traditional
ontology in that it concerns what any understanding of entities necessarily presupposes,
namely, our understanding of that by virtue of which entities are entities” (Carman, 2003:
10). Therefore, being-here (Dasein) is something that perfectly characterizes modern
person, his attitude towards himself, towards his own existence and his own attitude
towards everything that he has created and with which he has surrounded himself.

Conclusion

In conclusion, we note that Heidegger’s approach to technology is not something
negative, a pessimistic consideration of the essence of the issue of modern technologies.
He describes technology, technology, and the technocratic era in general from
the perspective of the natural development of humanity itself. Man would one way
or another come to the creation and further development of technological progress.
Man himself is a product of nature, and technology is a product of human activity.
Accordingly, technologies indirectly, through humans, are a product of the natural,
natural development of our planet. Therefore, since the earth is part of the universal
space, it would not be logically incorrect to believe that the emergence and further
development of technology in the form in which we have it today is part of a natural
plan on a vast scale.
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Abstract. This study is devoted to analyzing the performance ofthe YOLO-NAS (You
Only Look Once - Neural Architecture Search) object detection algorithm in comparison
with its predecessors from the YOLO family. The aim of the work is to evaluate the
performance of YOLO-NAS and to identify its advantages and disadvantages compared
to previous versions of the YOLO algorithm. The study is conducted in several key
performance aspects, including image processing speed, object detection accuracy,
and computational resource utilization efficiency. To achieve these goals, standard
datasets for training and testing object detection algorithms were utilized. The research
methodology includes the development of an experimental platform that allows to
benchmark the performance of YOLO-NAS and previous versions of YOLO under
identical conditions. Experiments are conducted on different hardware and software
configurations to evaluate the adaptability of the algorithms to different operating
conditions. The results of the study allow to draw conclusions about the advantages and
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disadvantages of YOLO-NAS compared to previous versions of YOLO in the context
of performance. These conclusions can be useful for computer vision developers and
researchers when choosing the most appropriate algorithm for the tasks.
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vision, deep learning, artificial intelligence
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Annorauus. byn zeprrey Yolo-nas 00bekTinepiH aHbIKTay adroputminig (you Only
Look Once - Neural Architecture Search) YOLO oTOachIHBIH TpelIeCTBEHHUKTEPIMEH
CaJIBICTBIPFAH/a OHIMIAUIrIH Tajnayra apHanrad. JKymbIcThIH Makcarbl-Y OLO-
nas THIMAUTTIH Oaranay xoHe YOLO anropuTMiHiH alAbIHFBl HYCKallapbIMEH
CaJIBICTBIPFAH/Ia OHBIH ApPTBHIKUIBUIBIKTAPHl MEH KEMIIUTIKTEPiH aHBIKTay. 3epTTey
OHIMJIUTIKTIH OipHelle Heri3ri acleKTiIepiHAe XKYPri3iieal, COHbIH IMIiHAEC KeCKiHJi
OHJICY JKbIIaMIBIFbI, HBICAH/IbI AHBIKTAY IO )KOHE eCenTey )KYHeCiHiH pecypcTapblH
naiinanany tuiMainiri. Ocbl MakcarTapra JKeTy YIUiH 0i3 OOBEKTUIepAl aHbIKTay
QITOPUTMJIEPIH OKBITY JKOHE TECTUIeYy YIIIH CTAaHIAPTTHl MOJIIMETTEP >KUBIHTBHIFBIH
KoaHambI3. 3eprrey opicremeci YOLO-nas eniMainirin xoHe Y OLO-HBIH aJIbIHFBI
HYCKaJlapelH Oipiedl mapTrapia caibICTBIpMalibl TajgayFa MYMKIHIIK OepeTiH
9KCIIEPUMEHTTIK IIaTQOPMaHbI 93ipieyni KaMTHIbl. AITOPUTMICPAIH OPTYPIl )KYMBIC
KaraainapbiHa OeiiiMaenyin Oarasay YIIiH SKCIIEPUMEHTTEP SPTYPJIi alnapaTThIK XKOHE
OarapiaMabIK KacakTaMa KOH(QUTypalysIapblHaa )KYprizijieni. 3epTrey HoTHxKenepi
eHIMAUTIK KoHTeKcTiHAe YOLO-HBIH aiabIHFBl HYCKaNapbIMEH CalbICTBIPFAaH/A
YOLO-NAS apThIKIIBUIBIKTAphl MEH KEeMIIUTIKTepi Typajibl KOPBITBIHIBI >Kacayfa
MYMKIHJIK Oepeni. by Ty KbIpbIMIap KOMIBIOTEPIIIK KOpY calaChIHIAFbI 93ipieyiIiiep
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MEH 3epTTeyIIIepre 63 MIHACTTEP] YIIIH €H KOJAMIbI allTOPUTM/II TaH Ay la Tai/1aibl
00JTybl MYMKIH.

Tyiiin ce3aep: YOLO-NAS, YOLO, HbIcaH[Ibl aHBIKTAY, HSUPOHIBIK, JKEJII MOJIEII,
KOMITBIOTEPIIIK KOPY, TEPEH OKBITY, )KaCaH/Ibl HHTEIICKT
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Annotanus. McciaenoBanue nocesImeHo aHaau3y NPOU3BOJUTENbHOCTH alrOpUTMa
obHapyxenust 00bektoB YOLO-NAS (You Only Look Once — Neural Architecture
Search) B cpaBaenuu c ero npeniectseHHrKamMu U3 cemeiictea YOLO. Lenpro paboTs
spisiercst oueHka d¢dexruBHocTH YOLO-NAS u BbIsSIBICHHE €ro NPEeHMyLIECTB
W HENOCTAaTKOB IO CPaBHEHHWIO C NPEeABIIyLIIMMHU Bepcusimu anroputma YOLO.
HccnenoBanue npoBOAUTCS B HECKOJIBKUX KIIFOYEBBIX ACTIEKTaX MPOU3BOAUTEILHOCTH,
BKJIIOYasi CKOPOCTh O0OPa0OTKH HM300pa’keHHH, TOYHOCTh OOHApYKeHHS OOBEKTOB, a
Takke APPEKTUBHOCTh HCIOIB30BAHUS PECYPCOB BBIYMCIUTENBHONH CHUCTEMBL. J{is
JOCTIDKEHHS ATUX LeJel, HCTIONb3YIOTCS CTaHAapTHBIE HA0OPHI JAHHBIX Ui O0yUeHHS
W TECTHPOBAHMS AITOPUTMOB OOHapykeHHs 0O0bekToB. MeToanka HccIeJOBaHUS
BKJIIOUaeT B ce0s pa3pabOTKy SKCHEPUMEHTAILHON MiIaT(OpMBbI, KOTOpasi MO3BOJISET
MIPOBECTH CPAaBHUTEIbHBIN aHanu3 npousBoautesbHocTH Y OLO-NAS 1 npensiaymunx
Bepcuil YOLO Ha 0AMHAKOBBIX YCIOBHSIX. DKCIIEPUMEHTHI POBOIATCSA HA PA3THYHBIX
KOH(QUTypalMax anmnapaTHOr0 M TNPOrPaMMHOTO oOecredeHus, 4ToObl OLEHHUTHh
aIalTUBHOCTh aJTOPUTMOB K PasHBIM YCIOBHSM pabOThl. Pe3ynbrarbl nccienoBaHust
MO3BOJISIIOT CAENaTh BHIBOABI O mpeumymniectBax M Hemocrarkax YOLO-NAS mo
cpaBHEeHHIO ¢ TpensiaymmMu BepcussMd YOLO B KOHTEKCTE MPOM3BOJUTEIBHOCTH.
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OTH BBIBOJIBI MOTYT OBITH MOJIE3HBI ISl Pa3pabOTYMKOB M MccieqoBareiell B o0nacTu
KOMIIBIOTEPHOTO 3pEeHHUsI NIPU BBIOOpE Hauboiee MOAXOASALIETO aITOPUTMa Uil CBOUX
3aad.

Kiouessie cioBa: YOLO-NAS, YOLO, obnapyxeHue o0beKTOB, HelpoceTeBas
MOJIeIb, KOMIIBIOTEPHOE 3PEHUE, UCKYCCTBEHHBIH HHTEIIICKT

Jnss nurupoBanusi: A. Maparyns, E.A. A6uOymrnaes. UCCIIEAOBAHUE
[IPOM3BOJAUTEJIBHOCTU U CPABHUTEJIBHBIMI AHAJIM3 YOLO-NAS
U [OPEJABIAYIIMX BEPCUM  YOLO/MEXJYHAPOJIHBIM  JKYPHAIJI
NHO®OPMAILIMOHHBIX 1 KOMMYHUKAIIMOHHBIX TEXHOJIOT'MI. 2024. T.
5. No. 17. Crtp. 71-83. (Ha pycc.). https://doi.org/10.54309/1JICT.2024.17.1.006.

Beenenne

OO6HnapyxeHne 00bEKTOB B PEajlbHOM BPEMEHH CTaJI0 BaKHEMIIMM KOMIIOHEHTOM
BO MHOTHUX MPUJIOKEHHSX, OXBATHIBAIOIINX Pa3IUYHbIe 00IacTH, TaKue KaK OeCIHIOT-
HbIE TPAHCIOPTHBIE CPEICTBA, POOOTOTEXHMKA, BHIACOHAONIONEHHE M JOMOJHEHHAS
peanbHOCTh. Cpenu pasiM4HBIX alrOPUTMOB OOHApyXEHUSI OOBEKTOB CHUCTEMa
YOLO (You Only Look Once) BbimensieTcs CBOMM 3aMeUaTelIbHbIM OallaHCOM
CKOPOCTH M TOYHOCTH, MO3BOJISASE OBICTPO M HAJEKHO MACHTU(PHUIHNPOBATH OOBEKTHI HA
n3zo0paxenusix. C MoMeHTa cBoero co3nanus cemeiictBo YOLO pa3BuBanioch uepes
HECKOJIBKO MTEepalyii, KaXKaasi U3 KOTOPBIX OCHOBBIBAJaCh HA MPEABIIYIINX BEPCHUIX
IUI. YCTPaHEHMs OTPAaHMYCHMH M TOBBIMICHHUS MPOU3BOAMTEILHOCTH (CM. pHC. 1).
Lenbio 3TOro TOKyMEHTA SIBIISIETCS MPEJOCTaBIEHHE BCECTOPOHHETO 0030pa pa3BUTHS
mwtatrgopmel YOLO, ot ucxonuoii Bepcun YOLOv1 no nocnenneit Bepcun YOLOVS, ¢
0OBSICHEHNEM KITIOUEBBIX HHHOBAIMHN, PA3IMUUi U yITy4LICHUH B KaXKI01 BEPCHH.

YOLOX
YOLOVL YOLOV3 YOLOR \'E?E?Hv.:s
PP-YOLOVZ

'!'QLD':A DAMD YOLO
YOLOS000 PR-YOLOE
PFP-YOLO
v YOLOWT
YOLOvS YOLOVE
YOLOwvE

Pucynok 1 — Xpononoeus eepcuii YOLO

[Homumo mnardopmer YOLO, B oOmacti oOHapykeHHS OOBEKTOB M 00pabOTKH
n300pakeHnH OBUTO pPa3paboTaHO HECKOJBKO APYTHX IMPUMEYATENbHBIX METO/IOB.
Takne metonsl, kak R-CNN (pernoHaidbHBIC CBEPTOYHBIC HEHPOHHBIE CETH) W UX
npeemHuky, Fast R-CNN u Faster R-CNN, cbirpanu KJII04eBYIO poJib B MOBBIIEHUH
TOYHOCTH OOHAPYKEeHUSI 00BEKTOB. DTH METOIBI OCHOBAHKI Ha IBYX3TAITHOM IIPOIIECCE,
B KOTOPOM BBIOOPOYHBIA TOWMCK T€HEPUPYET TPEAJIOKEHHUS PETHOHOB, a CBEPTOYHBIE

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
4 £ International License

74



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

HEHpPOHHBIE CETH KIACCH(PUUIUPYIOT M YTOUHSIOT 3T PernoHsl. Emie ofHUM Ba)KHBIM
ITOIXO/IOM SIBJISIETCST OMHOKpaTHEIN AeTekTop MultiBox (SSD), kotopsrit, kak 1 YOLO,
(hokycupyeTcst Ha CKOPOCTH U 3(PEKTUBHOCTH, YCTPaAHSIst HEOOXOAUMOCTh B OTJICIIBHOM
aTare npemiokeHus pernona. Kpome toro, Takue metonsl, kak Mask-RNN, obnanator
pacCiiMpC€HHBIMHA BO3MOXXHOCTAMU CEIMCHTALIMN SK3EMILIAPOB, oOecrieunBast TOYHYIO
JIOKaJIM3alrI0 OObEKTOB M CETMEHTALIMIO Ha YPOBHE MUKCENeH. DTH pa3paboTKu, Hapsiay
¢ npyrumu, TakuMu kak RetinaNet u EfficientDet, B cOBOKyITHOCTH BHECIIH CBOH BKJIA
B pa3HOOOpa3ue aIropuTMoB OOHapykeHHsi 00bekToB. Kakaplii MeTon mpencTaBiser
cO00if YHUKAIBHBI KOMIIPOMHCC MEXKIY CKOPOCTHIO, TOYHOCTBIO U CIOXKHOCTBIO,
OTBCUHAKOIIIUC Pa3siIMYHbIM HOTpeGHOCTHM HpI/IJIO)KeHI/Iﬁ u BBIYUCJINTCIBbHBIM
OTPaHUYCHHSIM.

HeoOxoammMo  W3y4nTh  OCHOBOIOJATAONINE KOHUENIMH M apXUTEKTYpPhI
opuruHanbHOi Momenu YOLO, koropast 3anokuia OCHOBY JJisl TMOCIEIYFOIINX
noctmxernid B cemeiictee YOLO. [ocie 3Toro Mel yrimyOHMcst B yCOBEPIIIEHCTBOBAHUS
W YIydIleHHs, MpecTaBleHHble B Kaxaoi Bepcud, oT YOLOvV2 no YOLOvVS. Otu
YAYYIIEHUS OXBaThIBAIOT Pa3JIMYHbIC AaCIEKThI, TaKHE KaK MPOCKTHPOBAHUE CETH,
MonmuuKay (PpyHKIIUH TOTEePh, aJanTanus MO MPUBSI3KH W MaciiTabupoBaHWe
BXOTHOTO paspemenus. M3ydas 5T pa3pabOTKd, MBI CTPEMHUMCS TPEIJIOKHUTDH
LIEJIOCTHOE TIOHUMAaHUE dBOIIOIHH CTPYKTYpbl Y OLO 1 ee 3Ha4eHUs 17151 0OHAPY)KEHUS
0OBEKTOB.

Tpumenenue YOLO 6 paznuunvix oonracmsax

Bosmoxknoctr YOLO 1o o0Hapy»)eHHI0O 00BEKTOB B PEKHME PeabHOTO BpEMEHHU
OKa3aJICh HEOLIEHUMBI B aBTOHOMHBIX TPAaHCIOPTHBIX CHCTEMax, MO3BOJAS OBICTPO
UICHTU(DUIUPOBATh U OTCIICKHUBATh Pa3IMUHbIe OOBEKThI, TAKUE KAaK TPAHCIIOPTHHIC
CPeICTBa, TMENIeXObl, BEJIOCUIIEAbl W JIPyrHe MpPemsaTCTBUA. IJTH BO3MOKHOCTH
NPUMEHSIOTCS BO MHOTHX 00NacTsAX, BKJIOYas paclio3HaBaHWE JCHCTBUH B
BH/ICOTIOCIIE0BATEILHOCTSX JIJIsl HAOFOCHHSI, CTIOPTUBHBIN aHAJIN3 M B3aUMOJICHCTBHE
YeIIOBeKa ¢ KOMITBIOTEPOM.

Mogemu YOLO wuCHONB3yIOTCS B CEIBCKOM XO3SUCTBE JJIsi OOHAPYXKECHUS U
KJIACCU(UKAIINH CEITCKOXO3SMCTBEHHBIX KYJIBTYp, BpeauTeneil u Oone3ne, moMmoras
MIPUMEHSTh METO/IbI TOUHOTO 3€MJICJICIINS K ABTOMATU3UPOBATh CEJIbCKOX03HCTBCHHbBIC
nporiecchl. OHU TaKke OBLIM aJallTUPOBAHBI TSI 3a/1a4 OOHAPYKEHUS JIUI] B CHCTEMAax
O6romeTpuu, 6€30MMACHOCTH 1 PACIIO3HABAHUS JIHII.

B menunmackol cdepe YOLO ucnonb3yercs aiisi 0OHapyKEeHUs paka, CerMEHTAIIUN
KOYKH ¥ HICHTU()UKAIINHY TAOJIETOK, YTO TPHUBOAMT K MOBBITIIEHUIO TOYHOCTH IUATHOCTUKH
u Oosiee 3PPEKTUBHBIM MpoOIECCaM JICUCHHS. B JIMCTaHIIMOHHOM 30HJIMPOBAHUU OH
WCTIONB30BAJICS [UIsi OOHApYKEHUS W KIacCH(UKAIUN OOBEKTOB Ha CITYTHHKOBBIX
1 a’po(OTOCHUMKAX, MOMOTasi MPH KAPTUPOBAHWHU 3EMIICTIONB30BAHUS, TOPOJCKOM
IJIAHUPOBAHUU ¥ MOHUTOPUHTE OKPYKAIOIICH CPEIIbI.

Cuctembl Oe3omacHOCTH HWHTETpupoBanyd momenun YOLO mms MOHHTOpPHHTA H
aHaJIM3a BUEOMOTOKOB B pPEaThbHOM BPEMEHH, YTO MO3BOJISIET OBICTPO OOHAPYKHUBAThH
MTOJIO3PUTENbHBIE JEMCTBHSA, COLMANTbHOE [WCTAaHIIMPOBAaHWE W  OOHapy)KeHHe
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Macok JuIs Juma. Mopenu Takke NPUMEHSIIOTCS NMPH KOHTPOJIE MOBEPXHOCTH MM
oOHapykeHHsI 1e()eKTOB U aHOMAJINH, yIy4llasi KOHTPOJIb KauecTBa B IIPOU3BOJICTBE U
MIPOM3BOJICTBEHHBIX MTPOLIECCAX.

B nopoxubix npunoxkenusix mMonenu YOLO ucnomnb3oBamuch A TakMX 3ajad,
Kak oOHapyXeHHE HOMEPHBIX 3HAKOB M pacllo3HaBaHHE IOPOKHBIX 3HAKOB, 4YTO
CIOCOOCTBOBAJIO pa3pabdOTKEe MHTEIUIEKTYaJIbHBIX TPAHCIOPTHBIX CHCTEM M PEIICHHUN
[0 YNPAaBICHUIO AOPOKHBIM ABMKeHHEM. OHHU HCTOJNB30BAIUCH ISl OOHAPYKEHHS
U MOHHTOPHHIa JAWKOW MNPHUPOABI A BBISABICHHUS MCUE3AIOIIMX BHUAOB C LEIBIO
coxpaHeHHs OMopa3Ho00pa3us 1 ynpasieHus sxkocucremamu. Hakonen, YOLO mmpoko
HCTIOJIB3YeTCSl B POOOTOTEXHUKE M OOHAPYKEHUH OOBEKTOB C MOMOLIBbIO IpoHOB. Ha
pHUCYHKe 2 TMoKazaHa OMOMMOMETpHYECKasl CeTeBasi BU3yaln3alusl BCEX JOKYMEHTOB,
HaiineHHbIXx B Scopus, co cioBoM YOLO B 3aronoBke U OT(QUIBTPOBAHHBIX IO
KITIOUEBOMY CJIOBY OOHapyKeHHUsI 0OBbEKTOB. 3aTeM Mbl BPYUYHYIO OT(QHIBTPOBAIN BCE
OyMaru, cBsi3aHHBIE C 3aSBKAMH.
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Pucyrnox 2 — Busyanusayus 6ubauomempuyeckou cemu 0CHo8HuIx npunodxceruii YOLO

Mempuxu obHapysicenuss 00beKmos u HeMakCUMAaibHoe N00de1eHue

CpenHsisi TOYHOCTH, TPAIAWIIMOHHO Ha3bIBaeMas CpETHEeH TOYHOCTHIO, SBISETCS
OOMIETTPUHATON METPUKOH sl OleHKH A((GEKTUBHOCTH MOJeNell oOHapyKeHUs
00bekToB. OHa W3MepseT CPEAHIOI0 TOYHOCTh TI0 BCEM KaTETOpPHSAM, TPEAO0CTaBISL
eIMHOE 3HaueHWe /I CPaBHEHHWs pa3iuyHbBIX Mozenedl. B Habope manapix COCO
HET pa3iuuuil MEXIy CpeOHEH TOYHOCTBIO U CpeIHEH TOYHOCThIO. B nampHeimem
MBI OyzieM Ha3bIBaTh 3Ty METPUKY cpenHell TouHocThio. B YOLOvV] u YOLOV2 mns
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oOydeHusl 1 OeHUMapKUHTa HMCIOb30BaIuch HaOopsl nanHbix PASCAL VOC 2007
n VOC 2012. Ognaxo, HaunHas ¢ YOLOvV3, ucnons3yercs Habop maHHBIX Microsoft
COCO (Common Objects in Context). CpeiHsisi TOU4HOCTh PACCUUTHIBACTCS [TO-PA3HOMY
IUIs 9TUX HaOOpOB AaHHBIX. B ciemyrommx pasgenax Mbl pacCMOTPUM O0OCHOBaHHE
Cpe/iHel TOYHOCTH M 0OBSICHUM, KaK OHA BBIYUCIISIETCS.

Cpennsis METpHKa TOYHOCTH OCHOBaHa Ha MeTpHuKe precision-recall, o6paboTke
HECKOJIBKUX KaTeropuil OOBEKTOB M ONPEAEICHUM IIOJIOKHUTEIBHOTO MPOTHO3a ¢
nomoipio Intersection over Union.

Tounocts 1 0T3b1B: TOUHOCTH M3MEPSET TOYHOCTD MOJIOKHUTEIIBHBIX MPEACKA3aHUM
MOJICTIH, & OT3BIB — JIONII0 (DAKTHUECKUX TOJIOKHUTENBHBIX CIy4aeB, KOTOPbIE MOJIENb
MPaBWIbHO HACHTUQHUUUpPYET. HacTo CyliecTByeT KOMIPOMHUCC MEXKIY TOYHOCTBIO
YU OT3BIBOM; HalpHWMeEp, YBEIWYCHUE KOJIMUYECTBA OOHAPYKEHHBIX OOBEKTOB (Oojee
BBICOKHI OT3BIB) MOJKET MPUBECTH K OOJbIIEMY KOJIUYECTBY JOKHBIX CpaOaThIBaHUH
(Oomee HU3Kas TOUHOCTD). UTOOBI y4€CTh ATOT KOMIIPOMHCC, METPUKA CPEIHEH TOYHOCTH
BKJIIOUYAET B Ce0sl KPUBYIO "TOYHOCTH-OT3BIB", KOTOpas IMOKa3bIBAET COOTHOIICHUE
TOYHOCTH Y OT3bIBA JUIsl PA3JIUUHBIX IOPOTOB YBEPEHHOCTU. DTa METPHKa 00eCIIeUrBaCT
cOaaHCUPOBAHHYIO OIEHKY TOYHOCTH M TPUIIOMHHAHHS, YYHTHIBAS TUIOIIAIb TTOJ
KpUBOM "TOUHOCTB-ITPUIIOMHUHAHUE".

PaboTa ¢ HECKOTBLKMMHE KaTerOpUsAMH OO0BEKTOB: Monenn oOHapyKeHHUS 00bEKTOB
JOJDKHBI MICHTH(OUIMPOBATh M JIOKAIM30BaTh HECKOJIBKO KaTEropuil OOBEKTOB Ha
n3o00paxeHnu. MeTpuka cpeHel TOUHOCTH pellaeT 3Ty 3a/1a4y, PACCUUTHIBAsI CPEAHIO0
TOYHOCTb KaXKIO0H KaTeropruu OTJEIBHO, a 3aTeM Oepsi cpeiHee 3HAYCHUE ITUX CPEAHUX
TOYHOCTEH 10 BCEM KaTeropusiM (II03TOMY €€ TakKe Ha3bIBAIOT CPEJHEH TOYHOCTHIO).
Tako# ToAX0M MO3BOJSAET ONEHUTH dYPPEKTUBHOCTE MOMSTH TSI KaKIOH KaTerophH
B OTICNBHOCTH, YTO JaeT Oojiee MOJHYIO OUEHKY oO0Imed >()(EeKTHBHOCTH MOJEIH.
[lepeceuenue Hax obovenuHeHnem: OOHapy)eHHEe OOBEKTOB HANpPaBJICHO Ha TOYHYIO
JIOKaJIM3alMI0 OOBEKTOB Ha M300paKEHHAX IyTEM IPEJCKAa3aHUsl OrPaHHYUTEIBHBIX
pamok. MeTpuka cpeHel TOUHOCTH BKIIIOUAET B ce0s mepeceueHue HaJl 00beIMHEHUEM
U151 OLICHKH KaueCTBa IIPeACcKa3aHHbIX IpaHull. Intersection over Union - 3T0 OTHOIIEHHE
IUTOIA/IM TIepeCceYeHus K TUIOMAan O0beIMHEHNUS IPEICKa3aHHOTO OTPaHUYUTEIBHOTO
[OJIs1 U UCTUHHOTO OTPAHUYUTENILHOIO MOJs (CM. PUCYHOK 3). OH M3MepseT CTENeHb
MEPEKPBITHS MEXIy UCTUHHBIMH M TPEICKA3aHHBIMH OTPAaHMYUTEIbHBIMU PaMKaMHU.
B sranone "OOmue oOBEKTHI B KOHTEKCTE" paccMaTpHBaeTCsl HECKOJIBKO ITOPOTOB
nepecedeHnss U OOBEIUHEHUS, YTOObI OIICHUTH IPOM3BOAMTENLHOCTh MOJICNIN Ha
Pa3HbIX YPOBHSX TOUHOCTH JIOKAJIH3ALINH.

YOLO: You Only Look Once. YOLO [Ixo3eda Peaqmona u ap. 0611 OIyOTMKOBaH B
CVPR 2016 (Penmon u ap., 2016: 779-788). OH BnepBble NPeACTaBUI KOMIIJIEKCHBIH
MOJIX0/] K OOHApYXEeHHI0 00BEKTOB B peasibHOM BpemeHn. HazBanme YOLO o3navaer
«BBI cMOTpHTE TOJNILKO OFIMH Pa3», UMesl B BHIY TOT (AaKT, 4TO OH OBUI B COCTOSTHHH
BBIMOJTHUTE 337a4y OOHApYy>KEHHUS 32 OAWH MPOXOJ CETH, B OTIMYME OT MPEIbLAYIINX
MIOAXO0B, KOTOpBIE JIMOO MCIOJIB30BAIN CKOJB3SIINE OKHA, 33 KOTOPBIMHU CJIEJOBal
KJ1accU(UKATOP, KOTOPHIN TOJHKEH OB 3aIyCKaTh COTHHU WIIH THICSIYH Pa3 ISl KasKI0TO
n3o0paxkeHus: win Oojiee MPOABHHYTHIE METOABI, KOTOpPBIC pa3ieiuid 3ajJady Ha
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JIBa JTamna, TAe MepBbIi Iar oOHapy>KUBAET BO3MOXKHBIE PETHMOHBI C OOBEKTaAaMH WJIH
MIPEUTOKEHUSIMU PETHOHOB, @ BTOPOW IIar 3alycKaeT KIAcCH(PHUKATOP MPEIIOKESHHIA.
Kpome Toro, YOLO wucnons3zoBan 0oiiee MpOCTON BBIBOJA, OCHOBaHHBINM TOJBKO Ha
perpeccun, Iy TMPOTHO3UPOBAHHS PE3yJBTAaTOB OOHApPYXKEHHs, B OTiIuM4Me OoT Fast
R-CNN, KOTOPBI# HCII0JIH30BAJI JIBA OT/ICJIBHBIX BBIBOJIA: KJIACCU(UKAIIMIO BEPOATHOCTEH
1 Perpeccuio Ajsi KOOpAHHAT OJIOKOB.

brmaromaps Bcem atuM yayumerusm Y OLOvV2 noctur cpenneit rounoctu (AP) 78,6
% B Habope nmanabix PASCAL VOC2007 no cpaBHenuto ¢ 63,4 %, momydyeHHBIMA
YOLOVI.

YOLOv?2

YOLOV2 6w omyonukoBan B CVPR 2017 (Penmmon u mp., 2017: 7263-7271)
Ixozepom Pemmonom n Anmm @apxaau. OH BKITIOYAT B ceOs HECKOIBKO YIYUIICHIH
0 cpaBHEHUIO ¢ opuruHaIbHBIM Y OLO, uToObI cienarh ero Jaydile, COXpaHUB Ty XKe
CKOPOCTb, a TaK)Ke CHIIbHEe — CIIOCOOHBIM 0O0HapyxuBath 9000 Kareropuii.

ViydieHus 3aKII09aiuch B CIEAYIOMIEM:

1. [TakeTHass HOpMalIM3allksl HA BCEX CBEPTOUYHBIX CIIOSAX YAyYIIMIa CXOJUMOCTh U
JEHCTBYET KaK Peryisipu3aTop, yMeHbIIIas mepeodyueHue.

2. Knaccudukatop Bricokoro paspemenus. Kak 1 YOLOvV], oHn npenBaputeiabHO
oOyumu Mofienb ¢ momotisio ImageNet. OqHako Ha ATOT pa3 OHW HACTPOWIIA MOJEIb
JUIs ecsiT amox B ImageNet, ymydIinB Npou3BOAUTEIBHOCTE CETH MIPH BBOJIE € Ooliee
BBICOKHM Pa3pelieHHEM.

3. IlomHOCTBIO cBepTOUHAs Monenb. OHM ynajauiv MJIOTHBIE CJIOW M UCTIOIH30BAIN
MOJTHOCTBIO CBEPTOUHYIO apXUTEKTYPY.

4. Vicrionb30BaHue TOMSI TPUBA3ZKH IS TPOTHO3WPOBAHUS OTPAHUIMBAIOIINX PAMOK.
OHM KCHONB3YIOT HAOOp MPEAIIECTBYIONIMX OJIOKOB WIIM OJOKOB MPUBS3KH, KOTOpPHIC
MIPEJICTABIAIOT cO00M OJOKH ¢ Tpenonpene’IeHHbIME (OPMaMHU, HUCIIOIb3YEeMBbIMU
JUISL COOTBETCTBHSI NMPOTOTUIHBIM (opmMaM 0OBEKTOB. [l KakKJOH SUEHKH CETKH
OTIpeeNsieTCs HECKOIBKO OJIOKOB MPHBSI3KH, U CUCTEMa MPOTHO3UPYET KOOPAUHATHI U
KJIACC JUTSI KaXKIbIH SKOPHBIN SIHK. Pa3zMep BBIXOAHBIX JAHHBIX CETH MPOTIOPIIHOHAICH
KOJIMYECTBY sYeeK NMPUBA3KH Ha STUEHKY CETKH.

5. Knacreps! m3mepennii. BeiOop XOpommx MpeamecTBYONX OJOKOB MOMOTaeT
CETH HAay4YHMTHCSl MPOTHO3UPOBATH 00JE€e TOUHBIE OTPAHWYMBAIONINE PAMKH. ABTOPBI
MPOBEJIM KJAcTepHU3aIiio K-cpemHuX 1O OOyYaromuM OTPaHHYUBAIONINM paMKaM,
YTOOBI HAWTH XOpOIIME anpHopHble 3HadeHus. OHHM BBIOpANH TATH HPEIBIAYIIHX
0JI0KOB, 00ECIIEUMBAIOIIUX XOPOLIMK KOMIPOMHUCC MEXKIY OT3BIBOM M CIOXXHOCTBIO
MOJIEJIH.

6. Ilpamoe mnpenckazaHue MECTONOJNIOKEHUs. B ominume oT Apyrux MeEToJOB,
npeckasbiBaromux cMerienus, Y OLOv2 cienoBan Toi ke Gpuitocodun v mpeacka3biBal
KOOPJIMHATHI MECTOTIOJIOKEHHSI OTHOCUTENIBHO TYEHKU CETKH.

7. bonee neranpHBIC PYHKIUU.

8. Muoromacmrabnoe obydenne. [Tockompsky YOLOV2 HE HCTIOIB3YET MOTHOCTHIO
CBSI3aHHBIC CJIOH, BXOAHBIC JaHHBIE MOTYT OBITh Pa3HBIX pa3MEpOB.

YOLOv3
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YOLOV3 (Penmon u ap., 2018) 6611 ommyonukoBan B ArXiv B 2018 roxy xo3zedom
Pemmonom n Amm @apxanu. OH BKIIIOYaT B ceOs 3HAYUTEIIbHBIE U3MCHEHUS U Oojiee
KpPYTHYIO apXUTEKTYPY, YTOOBI COOTBETCTBOBATH COBPEMEHHOMY COCTOSIHHIO, COXPaHSA
IIPH 3TOM MPOU3BOAUTEIHHOCTH B PEATTBHOM BpeMeHHU. Hike MBI onucan n3MEeHEeHUs
B oTHOIIEHUH Y OLOV2.

1. [Iporuno3upoBanue orpannunsaronieii pamku. Kak u YOLOV2, ceTb Iporuo3upyer
YeThIpe KOOPIAMHATHI U KaXI0M orpaHWuWBaroniei pamku. OZHAKO Ha 3TOT pa3
YOLOV3 nporHo3upyer OleHKY 00BEKTHOCTH ISl K&KIOW OrpaHUYHMBAOIICH paMKH
C TIOMOIIBIO JIOTUCTHYECKOW perpecchd. DTOT Oayur paBeH | g 1Mons MPUBS3KH
C HauOOJBIINM TIEPEKPHITHEM C OCHOBHOW HMCTHMHONW W ( a1 OCTadbHBIX OJIOKOB
npuBsizku. YOLOvV3, B ommume ot Faster R-CNN, Ha3HayaeT TOJNBKO OIUH OJIOK
MIPUBSI3KA KaXXIOMy OCHOBHOMY OOBEKTy HCTHHBI. Kpome TOoro, ecnmu oOBeKTy He
Ha3HAYCHO MOJIe TPUBSI3KHU, 3TO MPUBOIUT TOJIBKO K MOTEpe Kiaccu(UKaIMK, HO HE K
roTepe JTOKATU3AIUH HITH TTOTePE YBEPEHHOCTH.

2. [Iporuo3upoBanue kitaccoB. BMecto ncnosb3oBanus softmax s kiaccudukanum
OHHM WCIIOJIb30BAIH JIBOMYHYIO KPOCC-OHTPOMUIO JUIsi OOy4YeHHS HE3aBUCUMBIX
JIOTUCTHYECKUX KIACCU(PUKATOPOB M MPEACTABUIHN MPOOIEeMy KakK KIIACCU(PHUKAIIIO TI0
HECKOJIbKUM METKaM. DTO U3MEHEHHE M03BOJISIET Ha3HAYaTh HECKOJIBKO METOK OTHOMY
U TOMY € OJIOKY, 9TO MOXET IMPOU30UTH B HEKOTOPHIX CIOKHBIX HaOOpax JaHHBIX C
MEePEKPHIBAIOIIIMHUCST METKAMH.

3. Hogsrii koctak. YOLOV3 umeet Oosee KpYIHBIH AKCTPaKTOpP (PyHKITHI, COCTOSIINI
13 53 CBEPTOYHBIX CIOEB C OCTATOYHBIMH CBSA3SIMH.

4. OObenuHeHHE B MPOCTpaHCTBeHHYI0 mnupamuay (SPP). Xors 310 u He
YIIOMHUHAETCS B CTaThe, aBTOPHI TaKkke JOOABWIIA B OCHOBY MOIM(UIIMPOBAHHBINA OJIOK
SPP, xoTopelii 00BETUHSET HECKOIBKO MAaKCUMAaJbHBIX PE3ylIbTaroB OObeIWHEHUS
0e3 cyomuckperusanuu (mar = 1), 4To MO3BOJSAET YBEIUYUTHh BOCIPHUUMYHUBOE IIOJIE.
Ora Bepcusi HaszpiBaercsi YOLOV3-spp u siisiercsi camoil 3(h(heKkTHBHOM Bepcueit,
yayuwatomieit AP50 va 2,7 %.

5. MuoromacmTabuble mporHO3bl. [lomobHo cetsam mupamua dyakiui, YOLOV3
MpOTHO3MpYEeT TpH OJNIoOKa B TpexX pa3HbIX Macmrabax. B paszgene 6.2 MexaHH3M
MHOTOMAaCIITaOHOTO IMMPOTHO3UPOBAHUS OIMMCAH 0oJIee TTOIPOOHO.

6. OrpannunrensHas pamka npuopsl. Kak n YOLOV2, aBTOphI TakKe HCIIONb3YIOT
k-cpenHue nis onpe e ieHus apuOPHBIX 3HAYSHH OT PAHMYUBAIOIIETO TPSMOYTOJIbHIKA
TUIst 6710KOB TIpuBs3KU. Pazamima B ToM, 4T0 B YOLOV2 OHM HCIIONB30BAIA B OOIICH
CJIOKHOCTH ITSITh PEIIIECTBYIOIINX OJIOKOB Ha siueiiky, a B Y OLOV3 oHM Hcoinbp30Bain
TPH MPEIIECTBYIOMINX OIS JJIs TPEX Pa3HBIX IIKAJI.

Korma Obut Bemmymier YOLOvV3, sTajioH oOHapyXeHHs OOBEKTOB WU3MEHWIICS C
PASCAL VOCHaMicrosoft COCO. ITostomy ¢ aToro momeHnTa Bce Y OLO onieHnBatorcst
B Habope manapix MS COCO. YOLOvV3-spp noctur cpeaneii Tounocta AP 36,2 % mpu
20 xazpax B CEKyH/Y, UTO SIBISIETCS CAMBIM COBPEMEHHBIM Ha TOT MOMEHT ITOKa3aTelleM
1 B 2 pasa ObIcTpee.

YOLOv4

[Ipomo nBa roxa, a HoBoi Bepcuu Y OLO Tak u He nogBuiiocs. Jluie B arpesne 2020
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roga Anekceil bouxoBckwuii, L[3aup-fl0 Ban u Xyn-lOans Mapk JIsio onyOiukoBamu
B ArXiv crareto miusi YOLOv4 (bouxoBckuit u np., 2020). Ilonagamy moxaszaiock
CTpaHHBIM, YTO Pa3HbIC aBTOPHI IPECTABUIN HOBYIO «0(pHUIHaIbHYI0» Bepcrio YOLO;
teMm He MeHee, YOLOv4 coxpanun Ty xe ¢punocopuro YOLO — pabota B peaabHOM
BPEMEHH, C OTKPBITHIM HCXOAHBIM KOJOM, €IUHBIH CHUMOK M CTPYKTYypy AapKHETa
— W yIny4llleHus ObUIM HACTOJNBKO YAOBIECTBOPUTEILHBIMH, YTO COOOLIECTBO OBICTPO
TIPUHSIIO ATY Bepcuio kak odummanbayo YOLOV4.

YOLOV4 nbiTancst HalTH ONTUMAJIbHBIN OaJTaHC, SKCIIEPUMEHTUPYSI CO MHOKECTBOM
W3MEHEHHH, pa3/ielieHHbIX Ha Karteropuu bag-of-freebies u bag-of-specials. Ilaker
OecrIaTHBIX OAAPKOB — ATO METO/IbI, KOTOPBIE TOIBKO MEHSIOT CTPATETHI0 00yUESHHS
1 YBEJIMUUBAIOT CTOMMOCTh OOy4YeHHs, HO HE YBEIMYMBAIOT BpeMs BBIBOAA, Hanbosee
pacnpocTpaHeHHBIM M3 KOTOPBIX SBISETCS yBelnmdeHHe MaHHBIX. C qpyroil CTOPOHBI,
CHEIMATbHBIE METOJIbIl — 3TO METOABI, KOTOPhle HEMHOIO YBEIMYUBAIOT CTOMMOCTD
BBIBOJI2, HO 3HAYUTEIHHO MOBBIIIAIOT TOYHOCTH. [I[puMepaMu 3THX METOIOB SIBIISTFOTCS,
Cpe/y TMPOYEro, METOBI PACHIMPEHUS PELIENITUBHOTO OIS, KOMOMHUPOBAHUS (DYHKIHH
1 10cTOOPa0OTKH.

MeI pestomupyem ocHOBHBIE m3MeHeHus1 Y OLOV4 B crenyrommx myHKTax:

* YcOBepIIEHCTBOBaHHAs apXUTEKTypa C MHTErpalueil crelnualbHbIX MaKeTOB
(BoS). ABTopsl onpoOOBai HECKOJIBKO apXUTEKTYyp MarucCTpajbHON CEeTH, HallpUMep
ResNeXt50, EfficientNet-B3 u Darknet-53. Haubonee spekTuBHON apXUTEKTypoO
okazanack momuduranus Darknet-53 ¢ MeXdTamHBIMH YaCTUYHBIMHU COEIUHEHUSMHU
(CSPNet) n dyskmueit aktuBanuu Mwuia B KadecTBEe Maructpaiu. s 1mewm oHH
WCTIOJIB30BaIl  MOAW(UIMPOBAHHYIO BEPCUIO OOBEAMHEHHE IPOCTPAHCTBEHHBIX
mupamug (SPP) m3 YOLOv3-spp m MHOTOMacmrabHbIE MPOTHO3H, Kak B YOLOV3,
HO ¢ MoauduuupoBaHHOW Bepcueil cetn arperauun myterd (PANet) [70] Bmecto
FPN, a Taxke MoauuIMpPOBaHHBIM MOJAYJIEM MPOCTPAHCTBEHHOTO BHHMAaHUS
(SAM). Haxonemn, a5t TOJIOBKM OOHapy KeHUsI MCIIONIB3YIOTCS sIKOps, Kak B YOLOV3.
[Moaromy mozpens momyumna HazBanue CSPDarknet53-PANet-SPP. Mexcranuiinbie
gactuunable coequHeHust (CSP), moGaBnmenusie B Darknet-53, momoraroT cOKpaTuUTh
00bEM BBIUMCIICHHHA. MOJIENIN, COXpaHss IMpPU 3TOM Ty e TouyHOcTh. biok SPP, kak
u B YOLOV3-spp, yBeIUUHBAET PELENTUBHOE MOJE, HE BIUSAS Ha CKOPOCTh BBIBOJA.
MopaudunupoBannas Bepcusi PANet oObenuHseT QyHKIMH, a HE J00aBIISCT UX, KaK B
ucxoaHou crarbe PANet.

* Unrerpamnus makera nogapkos (BoF) mis moBeimenus xkBamudukanuu. [Tomumo
OOBIYHBIX JIOMIOJHEHUH, TaKUX KakK CllydaiHasi SpKOCTb, KOHTPACTHOCTh, MacIUTaOu-
poBaHue,00pe3Ka, TepeBOpOT M BpAIlIeHNE, aBTOPHI PEaTH30BaTM MO3aNYHOE YBETHUCHHE,
KOTOpO€ O0BETUHSIET YEThIPE U300paKEHHsI B OJTHO, TO3BOJISISI 0OHAPYKUBATh OOBEKTHI
BHE MX OOBIYHOTO KOHTEKCTa, & TaKXKe YMEHBIIIass HEOOXOIUMOCTh B OOJIBIIION pa3mep
MUHHU-TIAPTHN JUII HOpMaHM3alMy MapTuu. s peryisipu3aliid OHM HCIOJIh30BAN
DropBlock, kotopslit paboraet kak 3ameHa Dropout, HO Ui CBEpTOYHBIX HEHPOHHBIX
ceTeil, a Takke Ui CIIIAXMBAHUS METOK KiaccoB. sl meTexkTopa OHM I0OaBHIN
norepu CloU u Hopmanuzanuo Cross mini-bat (CmBN) myist cOopa craTucTuku co Bee
MapTHH, & HE C OTAENbHBIX MUHHU-NIAPTHI, KaK IPH OOBIYHOW HOPMaIH3aLUuH APTHH.
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* O0yuenue camornpotusieHuio (SAT). UToObl crenaTh Moaens Oosee yCTOHUMBON
K BO3MYLICHHUSIM, Ha BXOJHOE M300pa)kK€HUE OCYLIECTBIISIETCS] COCTs3aTe/IbHAs aTaka,
9T0OBI CO3/1aTh 0OMaH, 3aKJIFOYAIONIANCS B TOM, YTO OCHOBHOTO HCTHHHOTO 00BEKTa HET
Ha M300paXEHUM, HO COXPAHIETCS MCXOIHAsi METKa AJIsi OOHAPY)KEHHsI MPaBUIBHOTO
00BeKTa.

» OnTUMHU3aLKs THIIEPIIaPaMETPOB ¢ IOMOIIBIO TEHETHYECKUX aJlTOPUTMOB. UTOOBI
HalTH ONTUMAaNbHBIE THIIEpIIAPAMETPbIL, UCIIOIb3yEMbIE I 00yUEHHsI, OHU UCIIOIb3YIOT
TeHETHYECKHUE aIropuTMBbl AJis TepBbiX 10 % MepronoB U MIaHUPOBIIUK KOCHHYCHOTO
OTXKMIa sl U3MEHEHHMsI CKOpocTH oOydeHust BO BpeMmsi oOyueHusi. OH HaunmHaer
MEJIJICHHO CHM)KaTh CKOPOCTh OOy4YeHWs, 32 KOTOPOU CielyeT ObICTpOe CHIIKCHHE B
cepeinHe TPEHUPOBOUHOIO MPOLEecca, 3aKaHUYUBAaoLeecs HeOOIbIIUM CHIDKCHUEM.

YOLOvS5

YOLOVS (Moxep, 2020) 61 BEITyIIEH uepe3 mapy Mmecsaues nocie YOLOv4 B
2020 roxy I'menom [Ixouepom, ocHOBaTeeM U reHepaibHbIM aupekTopom Ultralytics.
OH wucmoNb3yeT MHOXKECTBO YiydIlIeHHH, omucaHHbIX B paszgene YOLOv4, Ho
paspabotannbix B Pytorch, a me B Darknet. YOLOVS Bkiroyaer B cesi alnroputm
Ultralytics mox Ha3zBannem AutoAnchor. DTOT HHCTpYMEHT IpeABapUTEEHOTO 00yIeHHUS
MIPOBEPSIET U KOPPEKTUPYET MO MPUBS3KH, €CIIM OHU HE MOAXOAAT 115l Habopa AaHHBIX
W HACTPOCK OOYy4YECHHS, TaKWX Kak pasMep m3obOpaxkenwms. CHadaga OH IPHUMCHICT
¢dynkuio k-cpeHUX K METKaM HaOopa JAaHHBIX, YTOOBI CTCHEPUPOBAaTh HadajbHbIC
yCIIOBHS UIsl ajdropuTMma reHerudeckoit ssomoruu (GE). 3arem anroputm GE mo
YMOJTYaHHIO Pa3BUBAET 3TH SKOPs Ha poTspkeHnHu 1000 mokoaeHnid, HCTOb3ys TTOTepr
CloU u Hanmmydmmid BO3MOXKHBIN OT3bIB B KauecTBE (PYHKUIMH MprcriocoOneHHocTn. Ha
puc. 13 nmokazana noapooHas apxutekrypa Y OLOVS.

YOLOv6

YOLOV6 (JIu u 1p., 2022) 6611 orryOninkoBaH B ArXiv B ceHTs10pe 2022 roa 0T/1einom
HCKYCCTBEHHOTO MHTEeIekTa Meituan Vision. [IpoekT cetn coctout n3 3 GeKTHBHOM
MaructpanbHoii cetn ¢ Onokamu RepVGG nmu CSPStackRep, men tononorun PAN
"1 3(QPeKTUBHON pa3BSI3aHHOW TOJIOBKH CO CTpaTermeil TMOpmmaHOTO KaHama. Kpome
TOTO, B JIOKYMEHTE TPEICTAaBICHBI yCOBEPILIEHCTBOBAHHBIC METOIbI KBAHTOBAHHSI C
HCIIOJIb30BAHUEM KBAaHTOBAHHMS IOCIIE OOyueHMs M MOKAHAJIbHOM AMCTHIUIALUM, YTO
MIPUBOIUT K CO3MaHUI0 Ooyiee OBICTPHIX M TOYHBIX nIeTekTopoB. B memom YOLOvV6
MIPEBOCXOIUT MPEIBIAYIINE COBPEMEHHBIC MOAEIHM IO IOKA3aTeIsiM TOYHOCTH H
ckopocTtH, Takue kak YOLOvS, YOLOX u PP-YOLOE.

YOLOv7

YOLOv7 (Banr, 2022) 6bu1 onyonmukoBan B ArXiv B utone 2022 roma TeMHu ke
asropamu YOLOv4 u YOLOR. Ha TOT MOMEHT OH MpPEBOCXOJWI BCE H3BECTHBIC
JETEKTOPbl OOBEKTOB M0 CKOPOCTH M TOYHOCTH B AMamnasoHe oT 5 mo 160 xaxpos B
cexkynay. Kak u YOLOvV4, oH 0611 00yU€H C HCITOJIB30BAHUEM TOJHEKO Ha00pa JaHHBIX MS
COCO 06e3 npenBapuTeIbHO 00YYEHHBIX MAaruCTpaibHbIX ceTeil. YOLOVT npemnoxun
napy U3MEHEHHUH apXUTEKTYPbI U PSII XAJISIBbI, KOTOPbIE YBEJINYHUIN TOUHOCTD, HE BIHSIS
Ha CKOPOCTh BBIBOJA, & TOJIBKO Ha BpeMsl O0y4eHHUSI.

YOLOvS
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YOLOVS (Hoxep, 2023) 611 BeimymeH B sBape 2023 roxa xommanueii Ultralytics,
paspaborasmreir YOLOvVS. YOLOVS mpegocTaBuiI mATh MacIITaOMPOBAHHBIX BEPCHI:
YOLOvV8n (nano), YOLOVSs (small), YOLOv8m (medium), YOLOVSI (large) u
YOLOVS8x (extra large). YOLOvVS8 mogep:krBaeT HECKOIBKO 33134 MAITHHHOTO 3PEHUS,
TaKUX Kak OoOHapy)keHHe OOBEKTOB, CErMEHTAIus, OIIEHKA T03bI, OTCIEKHWBAaHUE U
KJaccupuKanus.

YOLO-NAS

YOLO-NAS (Komanmga, 2023) 0but BoinymieH B Mae 2023 roma xommnanuein Deci,
KOoTOpasi pa3pabaThlBaeT MOJENW W HHCTPYMEHTHI TMPOMBIIUICHHOTO YPOBHS ISt
CO3aHMsI, ONTUMH3AIMU U Pa3BEPThIBAHUS Mojenell mrybokoro oOydenus. YOLO-
NAS npennasHaueH Ui oOHapy>KeHHsI HeOOJIBbIIUX OOBEKTOB, MOBBILICHUS TOYHOCTH
JIOKAJIN3allM{ U TIOBBIIIEHUS! COOTHOIIEHHS TPOU3BOIUTEIEHOCTH Ha KOMITBIOTED, YTO
JieNiaeT ero MOAXOISIINM JJIsl TPUIIOKEHH Ha Tepu(epUHBIX yCTPOHCTBAX B peabHOM
BpemeHn. Kpome Toro, ero apXuTekTypa ¢ OTKPBITBIM UCXOIHBIM KOAOM JOCTYITHA ISt
HCCIIEZIOBATENIHCKOTO UCTIOIb30BaHUS.

Hosuzna YOLO-NAS Bxitouaer cienyroniee:

* Mogymu ¢ momaepxkoil kKBaHToBaHUS, HaspiBaeMble QSP m QCI, koropsie
OOBEIUHSIOT TIOBTOPHYIO TMapaMETPU3alUI0 sl 8-OMTHOTO KBAaHTOBaHUS, YTOOBI
MUHUMHU3UPOBATH MTOTEPIO TOYHOCTH BO BpEMs KBAHTOBAHMUS 1TOCIIE O0yUCHMS.

* ABTOMaTH4eCcKOEe MPOEKTUPOBAHHE ApXUTEKTYpHI ¢ Hcmosib3oBaHueM AutoNAC,
coOcTBeHHO# TexHonorun NAS xommanuu Deci.

* Meroag THOPWIHOTO KBAaHTOBAaHUS, TIO3BOJSIOIIMN BBEIOOPOYHO KBaHTOBATh
OTIpe/IeNICHHBIE YacTH MOAECIH, YTOOBI cOalaHCHPOBATh 33aJePKKY U TOUHOCTh, BMECTO
CTaHIapPTHOTO KBAHTOBAHHUS, TIPY KOTOPOM 3aTPAruBalOTCs BCE CIIOM.

* PesxuM npenBapuTeTbHOM MOATOTOBKH C aBTOMATHUECKU Pa3MEUeHHBIMU TaHHBIMH,
CaMOOUYHUCTKOH 1 OOJBIIMMHU HAOOpAMH JTAHHBIX.

3ak/rouenmne

C wmomenra cBoero cosganusi ¢peiimBopk YOLO mperepren 3HauuTEIbHBIC
W3MCHCHUS, TPEBPATUBINNCH B CIOKHYI0O B d(PPEKTUBHYIO CHCTEMY OOHAPYKCHHS
00BEKTOB B peaibHOM BpemeHH. [lociennue ycosepmencTBoBanus YOLO, Bxmovas
YOLOVS, YOLO-NAS u YOLO c¢ tpanchopmaropaMu, IPOAEMOHCTPHUPOBAIIA HOBEIE
pyOexxu B oOHapykeHHUH OOBEKTOB U mokasainu, uro YOLO mo-npexxHeMy ocraercs
BaXHOW 00NacThio uccnenoBanuii. CoueTaHne apXUTEKTYPHBIX YIYYIICHUH, METOIOB
00y4eHHs 1 pacIIipeHns HAOOPOB TaHHBIX TIO3BOJIHIIO TIOBBICUTH ITPOU3BOIUTEIEHOCTD
cemerictBa YOLO. Kpome Toro, pemaronm akropom ycrexa YOLO cran monxoxn,
OCHOBaHHBIH Ha TpaHCPepHOM OOyYeHUH, KOTOPHIH TO3BOJIII aJalTHPOBAThH
(bpeiMBOPK K pa3IUMYHBIM 3a/iauaM OOHAPYKEHHS OOBEKTOB.

Hecmotps Ha ycmex YOLO, Bce eme cymiectByeT psii TpoOieM, KOTOpbIe
HEOOXOAMMO PELIUTh HPU OOHAPYKEHHUU OOBEKTOB B pEajibHOM BPEMEHH, TAKUX Kak
OKKJIIO3Ms, U3MEHEHHE MacmTada W oueHKa mo3bl. OJHON M3 BaKHBIX obnacrtel, B
koTopelXx YOLO MOkeT OBITh yiydIlleHa, SBJSETCS paboTa ¢ MEIKUMH OOBEKTaMH,
KOTOpBIE OCTAlOTCsl MPOOJIeMOil Uil OONBIIMHCTBA CHCTEM OOHApYKEHUS OOBEKTOB.
Kpome Toro, adpdexruBaocts YOLO nmocTuraercst 3a CYeT CHUKCHUS TOYHOCTH I10
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CPaBHEHMIO C HEKOTOPBIMU COBPEMEHHBIMU CUCTEMaMH, YTO TOBOPUT O HEOOXOAUMOCTHU
IIOKUCKA KOMIIPOMHUCCA MEXYy CKOPOCTBIO U TOYHOCTBIO.

B Oymymem Mbl MOXEM OXKHJIAaTh JaJbHEHIEr0 COBEPIICHCTBOBAHUS CUCTEMbI
YOLO 3a cuer uHTErpanuy HOBBIX TEXHOJOIHMH, TaKUX KaK MEXaHU3Mbl BHHUMaHUS,
KOHTpacTHOe OOy4eHHEe M TIeHEpaTUBHbIE COCTA3aTelbHbE ceTH. Pa3paboTka
YOLO nokasana, uTo oOHapykeHHe 00BEKTOB B PEaJbHOM BPEMEHU — 3TO OBICTPO
pa3BUBaroLIascs 001acTb, B KOTOPOH €CTh MHOIO BO3MOXHOCTEH Ui MHHOBALUi
n yayumenuit. CemelictBo YOLO 3amano MHTEpEeCHBIH OpPUEHTHP, U MBI MOXKEM
OKH/ATh, YTO APYTHe MCCIICA0BATENH, OMMPAsCh HA €ro ycrex, pa3paboTaloT Oosee
3¢ PEeKTUBHbBIC U TOUHBIE CUCTEMBI OOHAPYKEHUS 0OBEKTOB.
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AnHoramus. by makamaga akmaparTelk TexHonorusapapH (AT) xambikapaibik
KaThIHACTApJbl OpPHATYAAaFbl MaHBI3IBUIBIFBI KapacThIppuiaabl. Kaszipri omemme [T-
TEXHOJIOTHUSUIAP CasicaTka, SKOHOMHKAFa, JUTUIOMATHSFa )KOHE KOFaMJbIK KaObuIIayFra
9Cep eTeTIH XaJIbIKAPAJIbIK KaThIHACTAP CaJIAChIH/Ia MaHBI3/IbI POJI aTKapaibl. Makaiana
AIIEKTPOHIB! AUIIOMATHSHBI, BUPTYAJIIbI KOH(QEPEHIUSIIAP/IbI, SJIEYMETTIK Keliaepi
JKoHE T.0. KOJNIaHymbl Koca ajFaHma, opTYpili acrektimep TammaHansl. CoHmai-ak
seprreyae I T-rexHomorusIapIblH XalblKapaiblK KaThIHACTAPbl OPHATY MEH JIaMbITyFa
OCEepiH PaCTalTBhIH 3EPTTEYJICp MEH HAKThl OKUFaJIapibIH MbICANIAapbl KEITIPIITeH.
Makxkananaxanbslkapanblk KaTeiHacTapaal T-rexHomorustap b KoniaHyMeH OaiTaHbIC ThI
MYMKIHIIKTep 1€, KABIHIBIKTAp Aa aram eTiiedl skoHe IT-texmomorusmapmsl medep
naijanaHy THIMJIIPEK BIHTBIMAKTACTHIK TICH QJIEMIIK TOPTINTI jKaKCcapTyFa BIKMAI eTe
aJaJipl JIereH KOPBITHIH/IbIFA KEJIeI.

Tyiiin ce3nep: [T-rexHonorusnap, kubepumalyslinap, KOFaMIbIK kewi, big data,
AIIEKTPOH/IBIK, TTOTIITA, TUTUIOMATH,OKOHOMHKA

Hoiiexce3nep ymin: E.E. Myparxanos, E.A. JXan6abaeB. XAJIBIKAPAJIbIK
KATBIHAC OPHATY KE3IHJEI'T IT-TEXHOJIOITMAJIAPBIHBIH KAXETTI-
JIT'T/XAJIBIKAPAJIBIK AKITAPATTHIK XOHE KOMMYHUKAJIBIK TEXHO-
JIOTUAJIAP XXYPHAJIBI. 2024. T. 5. No. 17. 84-97 Ger. (opsic Tinminae). https://doi.
org/10.54309/1JICT.2024.17.1.007.
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Annoramus. B craree paccmarpuBaercss BakHOcTh (MT) wmHpOpMannoHHBIX
TEXHOJIOTMH B YCTAHOBJICHMSI MEXIYHAapOAHBIX OTHOILIEHUH. B cOBpeMEHHOM Mupe
NT-TeXHONOTUU HMIPAIOT BaKHEHIYIO poiib B cepe MEKIYHAPOAHBIX OTHOIICHHH,
OKa3bIBasi BIMSHUE HA TOJUTHKY, DSKOHOMHKY, IHUIUIOMATHIO H OOIIECTBEHHOE
BOCHIpUATHE. ABTOPHI aHATU3UPYIOT Pa3IUYHbIE ACTEKThI, BKJIIOYasl HMCIOJIb30BaHUE
ANIEKTPOHHOW AMIUIOMATHH, BUPTYAIbHBIX KOH(EPEHIMH, COUMAIBHBIX CeTeld U Ip
W TPUBOIST TPUMEPBI HCCIICAOBAHUN M pEANbHBIX COOBITUH, IMOITBEPIKIAOIINX
BiusiHue UT-TexHonoruil Ha yCTaHOBJIEHUE U PA3BUTHE MEKYHAPOJHBIX OTHOLICHU.
CraTbst MOTYEpPKUBAET BO3MOXKHOCTH U BBI30BBI, CBSI3aHHBIE C HcMoib3oBaHueM MT-
TEXHOJIOTUH B MEXIYHApPOAHBIX OTHOIICHHSAX. ABTOPHI MPUXOAAT K BBIBOAY, 4YTO
yMeroe ucroib3oBanue U T-TeXHOIornit MOKeT crioco0cTBOBaTh 0ojiee 3P PEeKTUBHOMY
MEKYHAPOJHOMY COTPYAHUUYECTBY U YIIyUILIEHUIO MUPOBOTO MOPSIIKA.

KuaroueBblie cinoBa: WT-texHonoruu, Kkubeparaku, CONUAIbHBIE CETH, MEXIyHa-
POMHBIE OTHOUICHUS, OOJbIIUE JIAHHBIC, AJIEKTPOHHBIC IJIATEXKH, TUILIIOMATHS, KO-
HOMMKA

Jast murupoBanusi: E.E. Myparxanos, E.A. JKaun6Gabaes. BAXKHOCTb IT-
TEXHOJIOI'MI B YCTAHOBJIEHMM MEXJIYHAPOJIHBIX OTHOILUEHMIA/
MEXIYHAPOJIHBI KYPHAJI MH®OPMAIIMOHHBIX Y KOMMYHUKA-
[IMOHHBIX TEXHOJIOI'MH. 2024. T. 5. No. 17. Ctp. 84-97. (Ha pycc.). https:/doi.
org/10.54309/1JICT.2024.17.1.007.

Beenenue

B coBpemennoM mupe mHpopMmanmonnsie TexHonoruu (IT) urparoT HEBEpOsSTHO
BAKHYIO DPOJb B YCTAHOBJIEHUM M Pa3BUTUM MEXJyHApOIHBIX OTHOLIEHUH. Bo3-
MOXKHOCTH, npenocrasisemple [T-TeXHOIOrMsMH, CTaad HEOTHEMIIEMON YaCTHIO
JUIIIOMATHUECKUX, JKOHOMHUYECKHX, OC30MaCHOCTHBIX M KYJIBTYPHBIX acCIIEKTOB
MHPOBBIX OTHOLICHUH.

Ha nmporsoxennn pecstunetnid, [T-TeXHONOTHMHM TPOHUKAIOT B pa3jindHbIe Ceph
MEXIYHAPOJHBIX OTHOIICHHWH, IPENOCTaBIsisi HOBBbIE HMHCTPYMEHTHI JJisi OOMeHa
uHpOpMaIed, KOMMYHHKAMH ¥ COTPYJIHHYECTBA MEXKAY TOCYJapCcTBaMU U
MeXIyHapOIHBIMHU OpraHn3aiuiIMi. CyTh COBPEMEHHBIX MEKIYHAPOIHBIX OTHOIIEHUH
W UX pa3BUTHE HEBO3MO)KHO MNPEACTaBUTH Oe3 yudera BozfieicTBus IT-TexHomorui.
OT HCrnoIb30BaHMS AIIEKTPOHHON MOYTHI JUII 0OMeHa O(QHUIMATEHBIMU JOKYMEHTAMHU
70 OpraHM3alliil BUPTYAIBHBIX MEXKIYyHAapoaHbIX KoH(pepeHumit, [T-rexHomoruu
PaCUIMPUIN BO3MOXHOCTH JUIJIOMAaTUU U MEXKIOCYIapCTBEHHOIO B3aMMOAECUCTBUS.
OHM TaKKe WTparoT BaXHYIO poib B chepe KuOEpOEe30MacHOCTH W yNpaBlieHHU
KPHU3UCAMH, YTO JIENIAeT UX HEOThEMIIEMOH YaCThIO 00ECIIeUeHHsI MHUPa B CTA0MIIBHOCTH
B MMPOBBIX OTHOLIEHUSX.
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MarepuaJjibl U METOAbI

B xome wuccienoBaHus OBbUIM HCIOJNB30BAHBI HAay4HbIE METOMBI aHAIU3A, LIS
TOro 4TOOBI MOHATH CYTh M BaXHOCTh IT-TexHONOrMH B cdepe MEKTyHAPOIHBIX
oTHoureHui. Taxke OBUTM PacCMOTPEHBI Kakue cephl KU3HEACITEILHOCTH KacaroTCs
IT-TexHoNOTNN, aHATU3UPOBAHBI U ONPENEIEHBl BO3MOXKHBIE YTPO3bl, KOTOPHIE MOTYT
OBITH OIACHBI MPH UCTIONIL30BaHNH [ T-TexHOMOTHH.

Pe3yabTaThl H 00cy:KIeHHE

Hcmopuueckuii 0030p pazsumus IT-mexnonozuil 8 MexcOyHapoOHbIX OMHOUEHUAX

Hcropus pazsutus IT-TeXHOIOrMi M KX BIMSIHUS HA YCTaHOBJICHUE MEK/TyHAPOIHBIX
OTHOIICHUI OepeT cBoe Havajo C MOSBICHHS MIEPBBIX KOMITBIOTEPOB B cepenune 20-ro
BEKa.

1970 - B rovges

I loanmciiiic MIfTepiicTn i

AR T

Pucynox I — ctopus passutus IT- TexHonoruu

1. 1950-1960-¢ roapl: 3apoxaeHne KOMIBIOTEPHON TEXHOJIOTHH

[lepBbie KOMMBIOTEPH! OBLTH CO3AaHbI B cepeanHe 20-ro Beka M HCIOIb30BAINCH
MPEUMYIIECTBEHHO B HAyYHBIX U BOCHHBIX LEJAX. DTH MAIIUHBI ObLITH TPOMO3KUMH
W JIOPOTOCTOSIIMMHU, HO OHHM CTalld OCHOBOH JUIsi pa3BUTH HH(MOPMAIMOHHBIX
TEXHOJIOTHH. B 3TOT mepron MexyHapoJHbIE OTHOIIEHHS BCE €Ile OMHPAINCh Ha
TpaJUIMOHHBIC JUTUIOMAaTHYCCKIE U MEXKTyHAPOTHbIC OpTaHU3aIHH.

2. 1970-1980-e ronpr: [TosiBIeHne MHTEpPHETA M PA3BUTHE KOMITBIOTEPHOM CeTH

B xonine 1960-x u Havane 1970-x rogoB ObLTa co3aaHa repBasi BEpCHs MHTEPHETA
— ARPANET. Drtor mpoekT (uHAHCHpOBajCS aMEPUKaHCKUMH BOCHHBIMH HCCIIC-
JIOBaTEIbCKUMHU OPTaHU3AIMSIMUA M TIO3BOJIMJI KOMITBIOTEpaM B Pa3HBIX YacTsIX MHpa
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O0OMEHHMBATHCS NaHHBIMH. HTEpHET cTan KIIOYeBBIM MHCTPYMEHTOM IJisi HAYYHOTO
COTpyIHHYECTBA 1 0OMeHa MH(OpMaIeil MeXIy CTpaHaAMH.

3. 1990-¢ roner: ['mobanu3zanus n nHGOPMALTMOHHAST PEBOITIOLIHSI

B 1990-x rogax, ¢ pazsutuem World Wide Web u pacripocrpanerrneM nepcoHambHbIX
KOMIIBIOTEPOB, HMH()OPMAIMOHHBIE TEXHOJIOTHH CTAIM HIMPOKO JOCTYIHBIMH H
[TOBCEMECTHO UCTIOJIb30BAIIMCH. DTO EPUO/ TAKIKE CBS3aH C TPOLIECCaMU [T100aIH3alny,
KOTOPBII M3MEHWJI SKOHOMUYECKUE, ONIUTHUECKUE U KYIbTYPHBIE OTHOLICHUS MEXIY
CTpaHaMHu.

4. 2000-e rogpl: ConmanbHbIE CETH U KHOEpOE30MacHOCTh

C mosiBIEHHEM COIUANBHBIX CeTeld M MOOWJIBHBIX YCTPOHCTB CTaJIM BO3MOXXHBIMH
HOBbIE (POPMBI 00LICHUST U 0OOMeHa HH(OpManKeil MeKay JIIOIbMHU B PAa3HBIX CTpaHaX.
OnHOBPEMEHHO, BOTIPOCH KHOEPOE30TaCHOCTH CTAIH KITFOUEBBIMHU JJIS TOCYIAPCTB U
MEXIyHApOJHBIX OpraHU3alnil.

5.2010-e roxe! u ganee: MckyccTBeHHBIN MHTEIUIEKT U OOJBIINE JaHHBIE

C pa3BUTHEM UCKYCCTBEHHOI'O MHTEIIEKTA, aHAIN32a OOJNBIINX JaHHBIX K HHTEPHETA
BelieH, HH(POPMALMOHHbIE TEXHOJIOTUH UIPAIOT BCe OoJiee BaXKHYIO POJIb B PA3IMUHBIX
acreKkTax MEXIyHApOIHbIX OTHOIICHHH, BKIIOYAs YKOHOMHYECKOE COTPYAHUYECTBO,
KnOepbe3omacHOCTh M Jjaske Bompochl miodanbHoro ynpasnenus (https://ya-znau.ru/
znaniya/zn/222).

Ponv IT-mexnonocuu 6 ouniomamuiecko KOMMYHUKAyUuu

ONeKTpoHHasE MOYTa M MOMEHTAJbHBIE COOOLICHHsT (MECCEHDKEPhI) HIparoT
(byHIaMEHTaIbHYIO POJIb B 00JIETYeHUH KOMMYHHUKAIMH U MHPOPMAIITHOHHOTO 0OMEHa B
MEXIYHapOJHBIX OTHOIIEHHAX. JaBaiiTe monIpoOHO pacCMOTPUM 3TOT acleKT, IPUBEAS
IIPUMEPBI U UCCIIEAOBAHNUS, TOATBEPKAAIOLINE UX BaKHOCTb.

OneKkTpoHHAss MoYTa SBJSIETCS OOHMM U3 Haubojee pacnpOCTPaHEHHBIX H
3¢ PEKTUBHBIX CPEIICTB KOMMYHHUKALIMH B MEXKIyHAPOIHBIX OTHOILICHUAX. OHA IO3BOJISIET
OTHPABIIATH W MOJYyYaTh COOOIICHUsI, IOKYMEHTBl U JTAaHHBIE MEXIy TOCYIapCTBAMH,
MEXIYHApOJHBIMM OpraHU3alMsIMH M AWIUIOMAaTHYECKUMU MHUCCHAMHU. BaXHbIM
[IPEUMYLIECTBOM 3JIEKTPOHHOI IOYTHI SIBIAETCS ObICTpast JocTaBKa HHGOPMALUU
U BO3MOXXHOCTH OOMeHa O(QHUIMaIbHBIMUA JOKyMeHTamu. [IpuMepsl HCIOIb30BaHHS
3NIEKTPOHHON MOYTHI B MEKAYHAPOAHBIX OTHOLIEHUSAX BKIIIOUAIOT:

1. lumuioMaTnveckyro mepenucky: ['ocyaapcrBa HCHONB3YIOT AIIEKTPOHHYIO TOYTY
i oOMeHa o(UIHMaIbHBIMU TIOKYMEHTaMH, MMCbMaMH U JJOKJIaJaMH. DTO TO3BOJISIET
murioMataM 3QQeKTHBHO 00CYKAAaTh BOMPOCHI, PEmIaTh CIOPbI M COIIACOBBIBATH
MO3HLIUH.

2. YBe#nOMJIEHHSI O BaXKHbBIX COOBITHSIX: DJIEKTPOHHAsl MOYTa MCIHOJIb3YeTCs VIS
ObicTporo MH(OPMHUPOBAaHUS O BaKHBIX MEXKIYHAPOAHBIX COOBITHSIX, TaKHX Kak
3acelaHusl MEXAYHAPOAHBIX OpraHu3aluii, BCTPEYM TOCYIApPCTBEHHBIX JHIEPOB H
JUIIIOMATHYECKUE HHUIINATHBBIL.

3. OOmenue c obmecTBeHHOCTHIO: IlocombcTBa M KOHCYIBCKHE YUPEKICHHS
HCIOJIB3YIOT 3JIEKTPOHHYIO MOUTY Ul OOIIEHMsI C IpakIaHaMU CBOEH CTpaHbl 3a
pyOexoM. DTo BKITIOUaeT B ce0s PE10CTaBICHUE KOHCYIILCKUX YCIIYT, HHPOPMUPOBaHHUE
0 BOKHBIX COOBITUSIX ¥ KOHCYJIFTHPOBAHHE 110 Pa3IMYHBIM BOIIPOCAM.
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ITpumeps! ucciaenoBaHui:

1. HccrmenoBanme JlumioMaTwdeckol — akameMuu — BemmkoOpuraHun®*: B
paMKax HCCIEAOBaHUsl OBUIO BBIICHEHO, YTO HCIIOJIB30BAHUE OSJICKTPOHHOM IOYTHI
BHYTPU IHUILIOMATHYECKAX CIY)KO 3HAYUTENBHO YCKOpSeT OOMeH uH(popMmalwend u
MPUHSTHE pPEHICHUH. DTO IMO3BOJSIET CHU3UTH BPEMEHHBIE 3allepKKH B 00padoOTKe
JUTIIOMAaTHYECKHUX 3aIPOCOB U YIIYYIITUTh KOOPIWHAIMIO MY JAUIIJIOMATaMHU.

2. UccnenoBanue lleHTpa cTparernyeckux W MEXKJIYHApPOIHBIX HCCIEOBAaHUN
(CSIS)**: HccrnenoBaHue BBISIBUWIO, 4YTO HCIONIB30BaHUE BHJCOKOH(EPEHIMA U
AJIEKTPOHHOW TIOYTHI CTAJI0 HEOTHEMIIEMOW YacThI0 COBPEMEHHOW JWUILIIOMATHH. DTH
TEXHOJIOTUU TI03BOJISIIOT JIMIJIOMaTaM OOCYXJaTh Ba)KHBIE BOMPOCHI W TPUHHMAThH
pemienns 6e3 HEOOXOAMMOCTH (DU3NYECKOW BCTPEYH, YTO COKpAIlaeT 3arparbl Ha
MepeMenIeHNe U YBEITHINBACT ONIEPAaTHBHOCTb.

MoMeHTalIbHBbIe COOOIIEHUS (MECCEHIKEPHI):

MomMeHTaITbHBIE COOOIIEHS Yepe3 MPHUII0KEHHUS U IIIaT(HOPMBI MECCEH/KEPOB CTATTH
B2)XHBIM CPEIICTBOM OOIICHUS] B MEKAYHAPOAHBIX OTHOIIEHHsX. OHU 00ecrednBaroT
MIHOBEHHBI OOMEH COOOIICHUSMH M IIO3BOJSIOT JWIUIOMAaraM, YWHOBHHKAM U
rpaxjaaHaM oOIIaThCcs B PEXHME PEallbHOrO BpeMeHH. [IpuMepbl HCIOIb30BAHHS
MECCEH/HKEPOB B MEXyHAPOJHBIX OTHOLICHHUSX BKIIOYAIOT:

Commaneueie cetu, Takume Kak Twitter, Facebook, Instagram wu LinkedIn,
MPEAOCTABISIOT JAUTUIOMATaM YHHKAIBHYIO IUIaTGOpMY JJisl OOIIEHHs ¢ TOOaIbHOM
aynutoprueii. BoT HecKonbko crmoco0OB, KaK COIMAbHBIE CETH HCIIONB3YIOTCS B
JIATIIIOMATHH:

1. IlyOnuuHble aHOHCHI M OQUUUaNbHBIE COOOImeHHus: [ocynapcTBEHHBIE
JeTapTaMeHThl W TPAaBUTEIhCTBA HCIIONB3YIOT COIUAIBHBIE CETH JUIs ITyONuKanuu
opumanbHBIX aHOHCOB M cooOmeHuid. Hanpumep, odunuanbHbIE aKKayHTHI
MPE3UCHTOB ¥ MHUHHCTPOB HWHOCTPAHHBIX Jied Ha Twitter HCIONB3yIOTCS st
pacrpoCcTpaHeHHs] BAYXHBIX HOBOCTEH M IIO3UIIHHN 110 aKTyaJIbHBIM MUPOBBIM COOBITHSIM.

2. Jlumnomarnyeckue OpuduHrH W KOMMeHTapuu: Jlurmuiomarsl aKTHBHO
KOMMEHTHPYIOT MHPOBBIE COOBITHS Ha COITMANBHBIX CETSIX. DTO MTO3BOJIIET UM BHIPA3UTh
MHEHHUE TI0 Ba)KHBIM BOIPOCaM, a TaKXKE YCTAHOBHTh KOHTAKT C JKypHAIHCTaMHU U
00IIeCTBeHHOCTHI0. [IpriMepoM MOXKeT CIyXUTh TBUTTep-akkayHT ['epmana Ipeda,
m1aBbl COepOaHKa, KOTOPBIA aKTUBHO KOMMEHTHPYET SKOHOMHUYECKUE U (PUHAHCOBBIC
BOTIPOCHI.

3. Ob6menne c TpaxgaHamMu u akTuBHcTamu: COIUATBHBIE CETH ITO3BOJISIOT
JUTIIOMAaTaM BCTYTATh B JUAJIOT C TPAKIAaHAMH U AaKTUBUCTAMH. DTO 0COOSHHO BAXKHO
B KOHTEKCTE COOBITHH, TaKWX KaK MAacCOBBIE MPOTECThl WJIM KPU3UCHL [IWmimoMars
MOTYT OTBEYaTh Ha BOIIPOCHI IPaXK/IaH, y4acTBOBATh B IMCKYCCHAX U IEMOHCTPHPOBATH
po3padHocTh B cBoel padore (https://cyberleninka.ru/article/n/tsifrovaya-diplomatiya-
kak-instrument-mezhdunarodnyh-otnosheniy-preimuschestva-i-riski).

[IpumepsI UCTIOIB30BaHUS COLUATBHBIX CETSH B JTUTLIOMATHH:

Jumnomarmueckue otHomenus Mmexay CIIA u Wpamom: B 2015 romy, mocie
monrux reperoBopos, CIIA n Mpan JOCTHIIN COTMAIIEHUS T10 SASPHON MporpamMme
Hpana, m3sectHoro kak "Cormamenue 5+1". Beck mporecc, HadumHAs ¢ TEPETOBOPOB,
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W BIUIOTH A0 TIOAMHUCAHUS JOKYMEHTa, ObLI aKTHBHO OTCJICKUBAEM M KOMMEHTHPYEM
Ha COIMAJBbHBIX CETSAX, YTO MO3BOJIMIIO YUaCTHUKAM JIEPKaTh TII00aIbHOE COOOIIECTBO
B Kypce W MOIYy4uTh 00paTHyo cBs3b. [umiomarus B anoxy nangemun COVID-19:
[Nangemus COVID-19 npuBena Kk ”3MEHEHUIO TUIUIOMATHYECKUX MPAKTUK. [IUmmoMaTsl
aKTHBHO HCIIOJB3YIOT COLMAJbHBIE CETH Uil oOMeHa WHpOpManueld 0 MEAUIUHCKON
[IOMOIIIM, OrPAaHMYEHUSAX Ha IyTELIECTBUS U MEXKIYHApOAHOM COTPYIHHYECTBE B
0oppOe ¢ manzemuield. JTO MO3BOJISIET CTPaHAM M MEXKAYHAPOAHBIM OpraHU3alHIM
KOOpAMHUPOBATh YCHJIUS M oOecneynBaTh CBOMX TpakaaH uHpopmarnmeit (https:/
cyberleninka.ru/article/n/tsifrovaya-diplomatiya-kak-instrument-mezhdunarodnyh-
otnosheniy-preimuschestva-i-riski).

[lo namneiM ortuéra, Facebook mo-mpexxnemy ocraércs Hamboree MOMYNSPHOM
mwiatgopmoii B Mupe ¢ 2,91 mipza moip3oBarenell Mo COCTOSHUIO Ha OKTIOpp 2021
roga. ExxemecsuHasi akTuBHas Oa3a Iojp3oBaTeiell IJIOMIAAKK BeIpocia Ha 6,2 %
(1a 170 mutn) 3a nocnenuuii roa. [Ipu aTom YouTube cokparuit oTcTaBaHHE OT COIICETH,
ayAUTOPHS BHICOCEPBHCA PACTET MOUTH B ABa pa3a ObicTpee, yeM y Facebook (Pucynok
2) (Global Digital, 2022).

JAN THE WORLD'S MOST-USED SDCIAL PLATFORMS
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PMCyHOK 2 — CrarucTrKa UCIIOIb30BaHHUS COILIMAJIPHBIX CETCH

Dxonomuueckoe compyoHu4ecmeo

HUcnonezoBanue nHGopMaunoHHbIX TexHoI0ruH (I T-TexHonoruit) B 5KoHOMHYECKOM
COTPYAHUYECTBE MEXIY T'OCYIapCTBAMH UTPacT 3HAYUTEIBLHYIO POJIb B COBPEMEHHOM
MUpe. DTU TEXHOJOTHH MOTYT OBITh MCIOJB30BaHbI Ul YIIyUYIIEHHs] KOMMYHHUKALNH,
yHpaBieHHsl JaHHBIMH, COBMECTHOM pabOThl U ONTUMH3ALUH IPOLECCOB B PA3IHMUHBIX
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ACIEeKTaX S3KOHOMHYECKOTO COTpyAHHYeCTBA. BOT Heckonbko crocoboB, kak [T-
TEXHOJIOTUU MOTYT OBITh IIPUMCHEHBI:

1. DnekrpoHHass Topromist: locymapcTBa MOTYT HCIIONB30BaTh HHTEPHET IS
MPOBEACHUS MEXKIYHAPOJAHBIX TOPTOBBIX ONEpaIfii. DJICKTPOHHBIE IIaT(GOPMbI U
OHJIAH-PBIHKU ITO3BOJISIIOT KOMIIAHHMSIM M3 Pa3HBIX CTPaH HAXOIUTh TApTHEPOB M
MOKyTIaTelieH, cokpaiias reorpadguyeckue 0apbepsl.

2. DJeKTpOHHbIE IUIaTexu: VICnonp30BaHUE 3IEKTPOHHBIX IUIATEKHBIX CHUCTEM
YIPOILALT MEePEBOABI JICHEKHBIX CPEICTB MEKAY TOCY/IapCTBAMU, CHUXKAET 3aTPaThl HA
0aHKOBCKHE KOMHCCUHU ¥ YMCHBIIIAET PUCKHU BAJIFOTHBIX KOJICOAHUN.

3. YnpapneHue nensMu noctaBok: [ T-TeXHOIOTuN MO3BONISFOT aBTOMATU3HPOBATh U
ONTUMHU3UPOBATh YIPABICHUE IEMSIMH TIOCTABOK, YTO yBeNNYHBaeT d(h(HEKTUBHOCTH U
CHIDKAET M3JICPIKKH B MPOIECCE JIOCTABKUA TOBAPOB U YCIIYT.

4. OOMeH aHHBIMU U MHpOpManueii: [ocynapcTBa MOTyT OOMEHUBATHCS JJAaHHBIMHU
U uHpOpMaNUEH, CBSI3aHHOH C HSKOHOMHYECKMMH TIOKA3aTeIIIMU, TaMOXXEHHBIMU
MPOLEAYPaMU U JPYTUMHU ACHEKTaMH TOPTOBJIH. DTO CIOCOOCTBYET MPO3PaYyHOCTH U
YAYyYIIaeT YIpaBlIcHHUE.

5. OOnaunble TexHONOruu: Mcronp3oBaHWE OONAYHBIX PEHICHHUA IO3BOJSET
roCy/IapcTBaM U KOMIIAHUSIM XPaHUTh U 00padarbiBaTh JaHHbIe Oosiee 3hdekTuBHO, a
TaKke 00eCIeyrBaeT A0CTYI K MH(OPMAIMH U3 JTF000H TOUYKHA MUpA.

6. DrnexkTpoHHOe mpaBuTenbcTBO (e-Government): MHoOrHe cTpaHbl aKTHBHO
Pa3BHUBAIOT AJICKTPOHHOE MPABUTEILCTBO, YTO MO3BOJSET MPEAOCTABIATh IPaXKTaHaAM
Y KOMIIAaHUSIM YCJIYTH OHJIalH, YMEHbIIIass OOpPOKPATHUIO U MOBBIMAs 3(PPEKTUBHOCTh
TOCY/IapCTBEHHBIX CITYXKO.

7. bnokueitH-TexHONMOrMK: biiokueitH MOXKeT ObITh UCIOIB30BAH JJIsi 00CCIICUSHUS
0€30I1aCHOCTH U ITPO3PAYHOCTH B MEKTYHAPOIHBIX CIIEIKAaX U (PUHAHCOBBIX ONEPaIHsIX.

8. AHanmuTHKa NaHHBIX: AHAIN3 OOJIBIINX JaHHBIX C UCTIOIb30BaHUeM | T-TexHOIOT 1t
MTO3BOJISICT BBISBIIATH TSHCHIIMU M TIPEACKA3bIBaTh OYAYIIHE IKOHOMUYESCKUE COOBITHS,
YTO MOXKET OBITh MOJIC3HO NIPU MPUHATHH PEIICHUN B MEXKTYHAPOIHBIX IKOHOMHYECKHIX
OTHOIIICHUSIX.

Ucnonw3oanue [T-TexHOIOTHIT B SKOHOMHYECKOM COTPYIHHUYECTBE CIIOCOOCTBYET
YBEJIIMYCHHUIO TIPOU3BOIUTEILHOCTH, CHUKCHUIO M3/ICPIKEK M YIYYIICHUIO JOCTYyMa K
nH(pOPMAIINH, YTO B KOHEYHOM HUTOI'€ MOXKET CIIOCOOCTBOBATH POCTY MEXIyHAPOTHON
TOPTOBJIM U YKPETJICHHIO SKOHOMHUECKHUX OTHOIIEHUH Mexay rocynapcreamu (https://
cyberleninka.ru/article/n/rol-it-tehnologiy-v-ekonomicheskoy-deyatelnosti).

4 NOMyJISIPHBIX COBPEMEHHBIX U MOMYJISIPHBIX HHCTPYMEHTA, KOTOPBIE HCIIONIB3YOTCS
B YCTaHOBJICHWU 3KOHMHUeCcKoro coTpyaauuectsa: (Pucynok 3) (https://Ipgenerator.ru/
blog/chto-takoe-internet-veshchej/], [https://xn----dtbhaacat8bfloi8h.xn--plai/iot).
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PuCyHOK 3 — Ucronp3oBanue HUHCTPYMEHTOB B COBPEMEHHOM SKOHOMUYECKOM COTPYAHUYECCTBE

KyabsTypHblii 1 00pa3oBaTeJbHbIi 00MeH

OOMeH KyabTypoil 1 00pa3oBaHHEM C HCIOJIb30BaHHEM HH()OPMALMOHHO-TEXHO-
JIOTUYECKUX CPEACTB SIBISETCS CErOHS HEOTHEMIIEMON YacThbl0 COBPEMEHHOIO MHUDA.
[T-TexHOMIOrMM TO3BOJISIOT JIFOASM B3aMMOACHUCTBOBAaTh, 00y4YaThCsi U OOMEHHBATHCS
3HAaHUSIMA M KYJIBTYPHBIMH aclleKTaMH 0e3 MPOCTPAHCTBEHHBIX OrpaHuueHuid. Bot
HECKOJIBKO IPUMEPOB U (PaKTOB, MILTIOCTPUPYIOIIUX 3Ty UICIO:

1. MaccoBsie oTKpbIThIEe OHMaiH-Kypebl (MOOCs): ITnardopmsl, Takue kak Coursera,
edX u Udacity, npenocTaBisioT ZOCTY K KypcaM OT BELYIX YHUBEPCUTETOB IO BCEMY
Mupy. CTyA€HTBI MOTYT M3y4aTh MPEAMETHI ¥ OTy4aTh 00pa3oBaHUe, HE IIOKUAsi CBOU
cTpanbl. Hanmpumep, kypcbl MaccadyceTckoro texHonorundeckoro uacruryra (MIT)
JOCTYIHBI OHJIAWH AJI CTYJEHTOB CO BCEr0 MUpa.

2. SI3bIKOBBIE MPUIOKEHHS W TAT(OPMBI: NPHIIOKEHHUs, Takue kak Duolingo u
Rosetta Stone, ucnons3ytor IT-rexHonornu anst oOy4yeHHs S3bIKaM. DTO TMO3BOJSET
JIIOISIM M3Y4aTh pa3HbIe S3bIKM M OOMEHUBATHCS KYJIBTYpHBIMH 3HaHUsIMHU. Hanpumep,
JIFOIX MOTYT M3y4aTh SIMOHCKUHN SA3BIK U Y3HABATH O AMOHCKOH KYJBTYpe, HE BbI€3Kas B
Snonuto.

3. CoumanbHble ceTH H MIAaT(GOpMbl Ui oOMeHa KynbTypoil: ColualibHbIe CeTH,
takue Kak Instagram m YouTube, MO3BONSIOT MIOASM JIENUTBHCS CBOEH KYJIBTYPOH,
HCKYCCTBOM M OIIBITOM C MUPOBOH aynuTtopueil. Hanpumep, Omorepsl MOTYT IeIUTHCS
KyJUHApHBIMU pelenTaMH, TAHIIAMHU U MY3bIKOH, IPENICTABIIAS KyIbTYPY CBOEH CTpaHbl
JPyTUM TIOJIb30BaTEISIM.
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4, BI/IpTyaJ'ILHaH PCaJIBbHOCT MU TEXHOJIOTUH JIOTIOJTHCHHOM PCaIbHOCTH:

sk

VR u AR m03BONSIOT JIOASM TOTPYKaThbCsl B Pa3iIUYHbIC KYJIBTypHBIE COOBITHA H
o0pazoBaTenbHbIE CLICHAPUH, OyATO ObI OHU HaXoAATCS TaM (usndecku. Hanpumep, Bbl
MOXETE MOCETUTh BUPTYyalbHBIH My3ell B TOKMO WM y4acTBOBaTh B MEKAYHAPOAHOM
KoH(epeHINH, HE TIOKUAasi CBOH I0M.

5. OOMeH KyInbTypHBIMH (HUIbBMaMH M My3bIkoi: C HCHONB30BaHHEM OHJIANH-
mwiatdopmM, Takux kak Netflix, Spotify u YouTube, nroau MoryT HaciaakxaaTbcs KHHO
U MY3BIKOH M3 pa3HbIX CTpaH. JTO CIIOCOOCTBYET OOOTalIeHUIO KyJIBTYPHOTO OTBITa
U TIOHUMaHHIO

vliyaniya).

Tabmuua 1yt CpaBHEHUS:
Tabmuua 1 — CpaBHenne ucnonb3yeMbix UKT

(https://nauchniestati.ru/spravka/soczialnye-seti-kak-instrument-

000TaIEHUIO KyIbTYPHOTO OIBITA.
- IlepconanusupoBaHHbIE PEKOMEH-
JAIlIK TIOMOTAI0T OTKPBIBAaTh HOBBIE
KyJIBTYPHBIE KEMUYKUHBI.

Tun IMpumepsr | OcobeHHoCTH udpst
TEXHOJIOTUH
1. MOOCs |Coursera, |- Kypcsr ot Benymux yausepcure- | ITo manusmv Class Central, k 2020
edX, TOB BCETO MHpa JOCTYIHBI ISt CTY- | roxy Gosiee 110 MHJUITHOHOB YEIOBEK
Udacity AEHTOB B JIF000I TOUKE IIAHETBL. 3apeructpuposaincs Ha MOOC-
- MHOXecTBO GecruIaTHEIX KYPCOB | kypepr.
TIO3BOJISIOT JTIOMSIM MONYIHTh 00pa-
30BaHKe 0e3 3HAYUTEIbHBIX (PHHAH-
COBBIX 3aTpar.
2. SI3piko- | Duolingo, |- Munmnons! mons3oBatened usy- | [lo manaeiM Duolingo, x 2021 romy
BbIe mpuiio- | Rosetta YaroT HOBBIE SI3BIKM M IOTpYKatoTcs | 6onee 500 MIIIIMOHOB YeIOBEK
KEHHS Stone B KYJIBTYPY Pa3HBIX cTpaH. - Mo- CKa4aH MPUIIOKEHNE, 1 TOIb30BaTEIH
OuIbHBIC PUIIOKEHUS obecte- TIPOBOAMIIN B HEM Oojiee 7 MHIUTHAPIOB
YHMBAOT JIOCTYITHOCTD ¥ yIOOCTBO | MUHYT B HEJIEIIIO.
00yueHust B I0OOM MecTe.
3. Conmans- | Instagram, |- biorepsl 1 KOHTEHT-CO3aTeNH ITo nanubIM Statista, Ha mapt 2021
uele cetn | YouTube | ensiTcst CBOMMU KyJIBTYpPHBIMHU 3Ha- | TOJIa HMCJIO aKTUBHBIX MOJIb30BaTeNeH
HHUSIMU U OIBITOM CO CBETOBOM ay- Instagram cocTaBisio 6onee 1 MUILIH-
JuTopHeii. - MHOKecTBO mardopm | aPAd UCTIOBEK.
MO3BOSIOT CO3AaBaTh coobmectpa | YOUTube cooduaer, uro Gonee 2 M-
1 0GMEHHBATCA MH(OPMAIIHEi JMap/IoB MOMb30BaTENeH BXOAT Ha
w1athopMy Kax bl MecsIL.
4. VR u AR | Bupry- - Bupryansnas peanbaocTth o3Bo- | [1o marnsmv IDC, B 2020 roxy
aJbHbIE JSIeT JTIOASAM "Iy TelecTBOBaTh" PBIHOK BUPTYaJIbHOH 1 JIOTIOJTHEHHOH
My3€H, Me- | M yJacTBOBATh B COOBITUSIX TI0 peanbHOCTH HocTur Gomee 12
PONIPHATHS | BCEMY MHPY, HE BBIXOJIS U3 JIOMA. MHJUTHAP/IOB JIONJIAPOB B BBIPYUKE.
B VR - AR-TeXHOJIOTMH pacIIUpSIOT pe-
QJIBHBIA MU HOBBIMU IU(PPOBBIMH
CJIOSIMH HH(OPMAITHH.
5. O6men | Netflix, - JIromu moryT Hacnaxkaarees pa3- | Netflix coobummn o 6osee yem 208
¢unbmamu | Spotify, HOOOpa3HOI My3bIKOH M KHHO U3 MUJITMOHAX MOANNCYUKOB 110 BCEMY
1 My3bikoii | YouTube | pa3sHbIX cTpaH, uTo ciocobcTByer | MHPY K KoHly 2021 roza.

Cornacuo oruery Recording Industry
Association of America (RIAA), mud-
POBOI PEIHOK MY3BIKH BEIpOC Ha 9,2%
B 2020 roxy, ¢ o0uieii BEIpy4Koii B
$12,2 muutnapna.
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Bosmooichvie yeposwi

Baxno ormeruts, uro IT-TexHojorMM Taxkke MPEJOCTABISAIOT MHOXECTBO
MPEUMYIIECTB B MEKAYHAPOAHBIX OTHOILEHHAX, BKIIouas Oorjee >PQEeKTUBHYIO
KOMMYHHUKAIMIO, JOCTYIl K HMH(OPMAalUM W BO3MOXKHOCTH PELICHUS MHOXKECTBa
MHUPOBBIX TIpoOneM. OgHaKo, MPH UX HCHOJIB30BAHUM HEOOXOIMMO YYHUTHIBATH H
YHPaBIATh YKa3aHHBIMU BBIILIE MUHYCAMH.

1. KubepOezonacHOCTh: YCHIIGHHWE UCHONB30BaHUs [T-TEXHOIOTUH MOXKET
YBEIMYUTH PUCKU KHOepaTak U KHOEPIITUOHAKA, YTO MOXKET YIPOKaTh HAIIMOHAIBHOM
0€30MacHOCTH M MEKIYHAPOAHBIM OTHOLICHUSIM.

2. HepaBeHcTBO B JocTyTE K TEXHOJIOTUAM: CTpaHbl C pa3IMuHbIM YPOBHEM Pa3BUTH
MOTYT CTOJIKHYTBCS C TpoOJieMaMu HepaBeHCTBA B AocTyne K [T-rexHomorusim, 4to
MOJKET CO3/1aBaTh HEPABHBIE YCIOBUSA /Ul yUaCTHsI B MEXKTyHAPOJHBIX OTHOIIECHUSX.

3. Hudposas anonumHocTh: Mcnonp3oBanue I T-rexHomoruii mo3Bomnsier aBTopam B
MEXTyHApOJHBIX OTHOLIEHUSIX CKPBIBATh CBOIO UCTUHHYIO MIEHTHYHOCTH, YTO MOXKET
YCIIOKHUTH YCTAaHOBJIEHNE OTBETCTBEHHOCTH 3a pa3IMyHble AEHCTBUSA U UHIUACHTHI.

4. Dckananus KOHQIUKTOB: B HEKoTOpBIX ciyyasx ncnonb3oBanue IT-TexHomoruii
MOXET CHOCOOCTBOBAaTh dCKANAIMK MEXKIYyHAPOTHBIX KOH(IMKTOB, HApUMeEp, yepes
KHOeparaku, 4TO MOJKET yCYTyOUTh HANPsKEHHOCTD U BPaX1eOHOCTh MEXKIY CTPaHAMHU.

5. [Iloreps aunnomarnueckoi Hopmbl: Hcnonb3oBanue IT-texHomoruii B
KOMMYHHKaIIUA MEXTy CTpaHaMU MHOTJA MOKET MPUBECTH K MOTEpE TPaJUIIMOHHBIX
JTUTIIOMaTUYECKUX HOPM M HETaTUBHOMY BIMSHUIO HA MEKIYHApOIHbIE OTHOILIECHUS.

6. Yrposa xoH¢uneHuuanpHocT: Buenpenne IT-rexHonoruii B MeXayHapOAHbIC
OTHOUICHHUSI MOXKET CO3/1aBaTh yrpo3bl Uil KOH(QUACHIMAIbHOCTH WHPOPMAIMH U
IIEPErOBOPOB MEXKAY CTPaHAMMU.

7. 3aBUCUMOCTD OT TeXHOJOTHIl: CTpaHbI MOTYT CTaTh CIUIIKOM 3aBUCUMBIMH OT ['T-
TEXHOJIOTUH, YTO MOJKET 03HAYaTh YSI3BUMOCTH B ClIy4ae cOOEB, aTak MM OTKIIOUCHHS
OT MHPOBOI HH(OPMAIMOHHOW UHPPACTPYKTYPBI.

8. Crnexymsitiuu u deiiku: Mcnonb3oBanue [T-TexHONMOTHI MOXET CIOCOOCTBOBAThH
CO3JIaHUIO U PACIPOCTPAHCHUIO JIC3UH(POPMAIINH, CTICKYJISIUI 1 (PEHKOBBIX HOBOCTEH,
YTO MOXKET 3aTPYAHUTH HOPMaTbHOE (YHKIIHOHHUPOBAHNE MEKTYHAPOAHBIX OTHOLICHUH.

9. Orpanuuenue venoBeueckoro 3ammopeiicTBus: [lepexon k Oornee udpOBHIM
(dopmaM OOIICHHUS] MOXKET OTPaHUYHThH JMYHOE B3aUMOJCHCTBHE U MEKKYIBTYPHOE
MMOHUMAaHUE, YTO BayKHO JUIs pa3pelIeHUs MEX/ Ty HApOIHbBIX KOH(DINKTOB M yCTaHOBIICHHS
MHUPHBIX OTHOILIEHUH.

10. CnoxHocTH ¢ ycraHOBIeHHEM JoBepus: [T-TexHonIOrmM MOTyT CO3/1aBaTh
CIIOXHOCTH B YCTAHOBJICHHU JIOBEPHS MEXKAY CTpaHaMH, OCOOCHHO B KOHTEKCTE
KnOep0Oe30macHOCTH U KubepaTax.

Hanpumep, cornacuo uccnenoBanusm komnanuu Positive Technologies 2021 81 %
KuOeparak ObUTH HalpaBJICHbl HA OPTaHU3AIIMH, OIS KOTOPBIX TIOKa3aHa Ha pUCyHKe 4
(Kubepyrpossl B pa3pese):
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3akaouenne
B zaxmouennn wHpopmanmonnele TexHomornu (IT) oxazamm tmiybokoe u

npeoOpa3oBaTeNIbHOE BO3/ICHCTBHE HAa MHPOBBIC OTHOIICHHS M MEXIyHapOIHYIO
aurutoMaruio. Passutre n naHoBanun B I T-cdepe m3meHnm cnocoOs KOMMYHUKaINH,
B3aUMOJICHUCTBHS M YNpaBieHUS B cepe MeXIyHapOAHBIX OTHOIIEHWH. OmHUM H3
HanOoJiee 3HAYMMBIX ACIIEKTOB HCIOIB30BaHUS |T-TeXHONOTHI B MEXIyHapOIHBIX
OTHOIIIEHUSX SBISETCS JIeKTpoHHas auruiomarus (e-diplomacy). Ona ympomaer
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0o0MEH O(UUHUANBLHBIMH COOOLICHUSMH, CO3/laHHE BHUPTYalbHBIX IIE€PETOBOPOB U
yIpaBlIeHHE IUIUIOMaTH4eckoil nokymeHtauuei. Ilpu 3Tom uccrnemoBaHus, Takue
KaKk aHajdu3 TPAaKTUKM UCIOJIb30BaHUS COLMANbHBIX ceTell locymapcTBeHHBIM
nenapramentom CIIA, monTBepknaroT 3PQEeKTUBHOCTh NAHHOTO HHCTPYMEHTa B
JOCTHKEHUH JIUIIJIOMAaTUYeCKUX uened. BaxubiM acnekrom ponu IT-texHomoruit
SIBIISIETCSl YIPOLICHUE OPraHU3alui BUPTYAIbHBIX KOHPEPEHLIUH 1 AUIIOMATHIECKUX
neperoBopoB. OCOOEHHO 3TO CTaJI0 aKTyaldbHBIM BO BpeMeHa manzemun COVID-19,
KOTJIa BUPTyaJlbHbIE IIIaTGOPMBI CTAIH OCHOBHBIM CPECTBOM BEACHHUSI MK Ly HAPOIHBIX
[IEPETOBOPOB, UTO MOAUEPKUBAET UX BaXKHOCTb.

ConuanbHble CETH TAK)KE UTPAIOT BAYKHYIO POJIb B TUTNIOMAaTHYECKOM KOMMYHUKAIUH,
oOecrieurBasl MpsIMOM AOCTYN IOUIJIOMAaTOB K MHPOBOW aynutopuu. OdunmaibHbIe
AKKayHTBI TOCYJapCTBEHHBIX JIMJIEPOB U MUHUCTPOB MHOCTPAHHBIX /1€ HA COLIMATIBHBIX
wiaThopMax MO3BOJSAIOT MM (OPMUPOBaTh 00pa3 CTpaHbl 3a pPyOeKOM M aKTUBHO
KOMMEHTHUPOBATH MHUPOBBIE COOBITHS, YTO Ba>KHO IS MOJACPKaHHS B3aHMOTIOHUMAHHS
U AManora.

Baxno orMeruth, 4TO HMH(pOpPMAUMOHHAs BOWHA W KHOEpOE30HMacHOCTh CTajH
KJIFOYEBBIMHU aCMEeKTaMH MEXIyHApOJHBIX OTHOLIEHWH. ['ocynapcTBa u opraHuszanun
aKTHMBHO y4YaCTBYIOT B yHpaBICHHU KHOEPIPOCTPAHCTBOM M Pa3pelieHUU
KHOCPKOH(IUKTOB. DTO MOAYEPKHUBACT HE TOJBKO BO3MOXXHOCTH, HO ¥ BBI3OBBI,
cea3anHble ¢ [T-rexHomorussMu B coBpeMeHHOM mupe. B coBpemenHom mupe IT-
TEXHOJIOTUU OO0ECIEUMBAIOT MEXIYHAPOJHBIM OTHOIIECHHSIM HOBBIE BO3MOXXHOCTH
1 BbI30BBL. VX yMmesoe MCHONb30BaHUE MO3BOJSIET TUIUIOMAaTaM M IPaBUTENbCTBAM
s peKTuBHEE B3aMMOACHCTBOBATh, PEarupoBaTh HA MUPOBBIE COOBITHS M YIyYIlaTbh
MHUPOBOH TOpAAOK. OnHaKo BMecCTE C OSTHM OHHM TakKXke TpeOyIoT YCHUIEHHBIX
ycuwauid B oOecriedeHUH KuOepOe30macHOCTH M YHPaBICHUH HH(POPMAHOHHBIMH
puckamu. [lognepxuBasi GanaHC MEKAY BO3MOKHOCTSIMH M BBI30BAMH, CBS3aHHBIMHU
¢ IT-rexHonmorusiMu, MEXAYHapOAHOE COOOILECTBO MOXET 3(PQEKTHBHEE pelaTh
[100aJIbHbIC BBI3OBBI U IOCTUTATh COTPYAHUYECTBA HA MUPOBOI apeHe.
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Abstract. The article contains a review of the research on the use of deep learning
in speaker identification. It examines the problems of voice identification, highlighting
the relevance and the need for effective methods in this area. The evolution of speaker
identification techniques from simple pattern matching to complex neural architectures
is traced to understand the technological advancements in this field. Modern methods
for speaker identification and the prospects for the development of such systems are
considered. The two aims set by the authors are: to make comparative analysis of
deep learning with traditional methods and to review the current state of technology.
First they highlight the key differences and advantages of deep learning compared to
traditional approaches to speaker identification, describe the challenges in deep learning
methods, such as the necessity for large datasets and computational resources, and
analyse how these issues are addressed by the research community. Then the authors
provide a comprehensive overview of the current deep learning methods used for
speaker identification, including the latest breakthroughs and innovations in neural
network architectures, training techniques, and feature extraction methods. The potential
of unsupervised and semi-supervised learning paradigms to further enhance speaker
identification systems is explored, offering insights into the future research in this field.
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AHHoTamus. Byl FbUIBIMA Makajla CIUKEp/i aHBIKTAy TalChIpMAaChlHAA TEPEH
OKBITYIBI TMaiifanany OOWBIHIIA 3epTTeyiepre moiy Oojbin Tabbuiaabl. Makanana
OCBI cajajarbl THIMJI SIICTEPIiH ©3CKTLIIr MEH KaKeTTiIiriHe Oaca Hasap aymapa
OTBIPBII, AYBICTHI AHBIKTAY MACeJeNIepi TaaKblIaHaabl. OChI caiagarbl TEXHOJIOTUSIIBIK
XKETICTIKTEp/Ii TYCIHY YIIIH KapanaibIM YITiHI COKecTeHAIpyIeH Kypaeal HEHPOHIBIK
apXUTEKTypara JIeHiH COWJICYIIHI aHbIKTAy O/ICTEPIHIH JBOJIIOLHUACH OaKbUIAHAIbI.
Ceiineymrini aHBIKTayABIH 3aMaHayH d/IicTepi, COHai—aK MYHJIal )Kyienep/i 1aMbITy
MEepCIeKTUBANAPEl KapacThipbiaabl. By MakamaHblH eki Makcatbl Oap: «Jloctypmi
QICTEPMEH CaJIBICTBIPMAJbl TaIay», « TeXHOIOTHSHBIH Ka3ipri jkarjaiblHa IOy,
«ocTypai omicTepai KOMAAHATBHIH CAJIBICTBHIPMAIIbI TAJAAY» CIUKEPJl aHBIKTAy/bIH
JOCTYPJIIl TOCUIEPIMEH CATBICThIPFAaH/Ia TEPSH OKBITYIbIH HETI3r1 aifblpMalIbUIBIKTAPbI
MEH apTHIKIIBUIBIKTaphlH Kepceteni. CoHmaii—ak o YJIKeH AEpeKTep >KUHAKTaphl
MEH €CCeITeY PEeCypCTapblHA JIETeH KAKETTUIIK CHSKThI TEPEH OKBITY OJICTEPIHIH
aJJIbIHJIA TYPFaH KUBIHIBIKTAP/IbI KOHE OYJI KUBIHJBIKTAP/Ibl 3EPTTCY KaybIMIACThIFbI
KaJlal IIEIII )KaTKaHbIH KapacThipajsl. State of the Art mony cnivkepi aHbIKTay YIIiH
KOJIJIaHBLJIAThIH TEPECH OKBITYbIH 3aMaHayH 9/IICTePIHE, COHBIH IIIIH/1E HEHPOHIBIK XKeIl
APXHUTEKTYPAChIHAAFbl COHFBI )KETICTIKTEp MEH HMHHOBALIMSUIIAPFA, OKBITY 9JIICTEPIHE JKOHE
MYMKIHJIKTEp/li IIbIFapy 9IICTEpiHE TOJBIK HIONY Kacaiiibl. bakplmaHOaWTBHIH JKOHE
KapTblUlail 0acKapbUIaThIH OKBITY MapaurMaiapblHbIH OCHl JMHAMHKAJIBIK Cajlaarbl
Oonamak 3eprrey OarbpITTapbhl Typasibl TYCIHIK OEpeTiH CIUKepAl COHKeCTeHAIpy
JKYHeJIepiH OfIaH opi kKaKCapTy YIIIH dJICYeTI 3ePTTEIIC/I.

Tyiiin co3nep: TepeH OKBITY, CIIUKEP/Ii aHBIKTaY, HEHPOH/IBIK JKeIIep, KalTataHaTblH
KabarTap, KOHBOJIOIIMOH/IBI Ka0arTap, JaybICThl TAaHY TEXHOJIOTHSIAphI

Hoaiiexceo3nep ymin: K.M. Illepraes, JI. Husz6aesa. CIIMKEPAI AHBIKTAY/IA
TEPEHOKY:3AMAHAYO/IICTEPX XOHEJIAMY BOJIAILLIAFbI//X AJIBIKAPAJIBIK
AKITAPATTBIK J)XOHE KOMMYHUKAJIBIK TEXHOJIOTUSJIAP JXKYPHAJIBIL
2024. T. 5. No. 17. 98-109 Oer. (arbutiibiH TimiHae). https://doi.org/10.54309/
LJICT 2024.17.1.008.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License == Y

99



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

INTYBOKOE OBYYEHHUE B UJIEHTU®UKALIUU CIIUKEPA:
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© K.M. Ulepraes, JI. Hus36aca, 2024

AHHOTauus. B crarbe mpeacraBieH 0030p MCCIEI0BAHHUHN [0 HCIONb30BAHUIO
IyOOKoro oOydeHWs] B WACHTU(UKAIUM TOBOPSIIEro, PacCCMOTPEHBI MPOOIEMBI
TOJIOCOBOM HICHTH(DHUKALINH, TOJJYEPKHYTA aKTYaIbHOCTh H HEOOXOIMMOCTh Pa3padoTKU
3¢ (HeKTUBHBIX METO0B. UTOOBI IOHATH TEXHOJIOTHUECKHE TOCTHKEHHSI B 9TOW O0JIACTH,
ABTOPBI MPOCTIEIMIHA IBONIONHS METO/IOB MIACHTU(GHUKAIIMH TOBOPSIIETO OT IMPOCTOTO
COTIOCTABJICHUSI MIA0JOHOB JI0 CIIOKHBIX HEHPOHHBIX ApXUTEKTyp W PacCMOTPENH
COBpPEMEHHBIE METONbI HICHTH(HUKAIIMHA TOBOPAIIETO, & TAKXKE TIEPCIEKTHBBI Pa3BUTH
TaKUX CUCTEM. ABTODBI CTaBST JBE LICJIH: POBECTH CPABHUTEIIBHBIN aHAIU3 METO0B
DTyOOKOTO OOYYEHHsSI C TPAJAMIIMOHHBIMH METOIAMU M CHCNIaTh 0030p COBPEMEHHOTO
COCTOSIHHSI TEXHOJIOTHH. J1J1s1 IOCTHIKEHUS TICPBO# 11K aBTOPBI OTIPEICIISIOT KITFOUEBBIS
pa3auurs U MPEUMYIIECTBAa ITYOOKOTro OOYYCHHsI 110 CPAaBHEHUIO C TPaJUIMOHHBIMH
MOJIX0JJAMH K HJCHTH(DHUKAIIMKA TOBOPAIINX, OIKMCHIBAIOT MPOOJIEMHBIC CTOPOHBI
METOZIOB TITyOOKOTO O0YYeHUsI, TAKKE KaK MOTPEOHOCTh B OOJNBIINX HA0Opax JaHHBIX U
BBIYHCIUTEIBHBIX pECypcax, a TAKKe aHATU3UPYIOT CIIOCOOBI PEIICHHS 3TUX MPOOIIeM
HCCIIEIOBATENILCKAM COOOIIeCTBOM. JIJIsl TOCTHMKEHUS TIEPBOMA 1IeITH aBTOPBI MIPOBOJISAT
BCECTOPOHHHUN 0030p COBPEMEHHBIX METONIOB TIIyOOKOTO OOYYeHHs, UCTOIb3YEeMBIX
JUTS. UISHTH(UKAIIMYA TOBOPSIINX, BKIIIOUAs TIOCIEIHUE JTOCTIKEHUSI M MHHOBAIIUH B
ApPXUTEKType HEHPOHHBIX CETeH, MeTOAax 00yUESHHS K METOIaX M3BJICYCHHUS TPU3HAKOB,
a Tak)Ke M3y4aroT MOTeHIINAaJ HEKOHTPOIMUPYEMBIX H TOIYKOHTPOINPYEMBIX TTapaurM
00yUCHHMS JIJI51 TaIbHEHIIIET0 COBEPIIICHCTBOBAHUS CUCTEM HICHTU(UKAIIUH FOBOPSIIHX,
YTO TO3BOJIMT MOJIYYHUTh MPEJICTABICHUE O OYAYIIMX HAINPAaBICHUSAX MCCIICIOBAHUN B
STOU JMHAMUYHOMI 00JIaCTH.

KiroueBsle ciioBa: ryOookoe 00ydeHne, HACHTU(PHUKALINS TOBOPSIIEro, HeHPOHHbIE
CETH, PEKYPPEHTHBIE CJIOH, CBEPTOUYHBIC CJIOH, TEXHOJIOTMH PACIIO3HABAHUS roj0ca

Jast uurupoBanus: K.M. [lepraes, JI. Husz6aesa. [JTYBOKOE OBYUYEHUE B
NAEHTUOUKALIMU CITUKEPA: COBPEMEHHBIE METOABIN TTEPCITEKTUBBGI
PABBUTHSI/MEXJIYHAPOJIHBIM  XYPHAJI HMH®OPMAIIMOHHBIX U
KOMMYHHUKAILIMOHHBIX TEXHOJIOI'MI. 2024. T. 5. No. 17. Ctp. 98-109. (Ha
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Introduction

In today's world, where technology is increasingly integrated into our daily
experiences, speaker identification tasks have become critical to ensuring safety,
efficiency and convenience in various fields. In this context, deep learning stands out as
a powerful tool that promises to revolutionize traditional voice identification methods.
An introduction to this area of research aims to review current methods and prospects
for the development of deep learning in the context of speaker identification. The
discussion begins with an overview of the problems and challenges faced by traditional
voice identification methods, highlighting the limitations and inefficiencies in today's
dynamic environment. The article then moves on to the technical aspects of deep
learning, introducing the basic concepts of neural networks, including convolutional and
recurrent layers, and examining their role in processing voice data. Current methods,
results, and prospects are highlighted, outlining the potential of deep learning to solve
current speaker identification problems.

Models for identifying a person by voice are widely used in various areas of modern
society, demonstrating significant advantages in ensuring security, user convenience and
personalization of services. The introduction of these technologies reflects the growing
need for reliable and effective biometric authentication methods that can adapt to the
dynamically changing conditions and demands of the digital age.

Voice identification is a non-invasive, convenient, and fast authentication method
that can provide a prominent level of security without significant inconvenience to
the user. Voice characteristics such as tone, intonation, rhythm, and accent make each
voice unique, allowing users to be effectively differentiated even in the face of changing
environmental factors.

The importance of these technologies in the modern world is due to the growing
requirements for the protection of personal data and security of access to information
resources. Voice identification reduces the risks of fraud, identity theft and unauthorized
access, strengthening user trust in digital services and technologies.

In addition, the integration of voice biometrics into various interfaces and services
helps create more intuitive and accessible user environments, making it easier for a wide
range of users to interact with technology, including people with disabilities.

In modern scientific and engineering practice, the problem of choosing between
neural networks and traditional models is especially acute in the context of solving
complex problems of data processing, pattern recognition and forecasting. This choice
is often determined by the requirements for accuracy, the complexity of the problems
being solved, as well as available computing and time resources.

Traditional models such as linear regression, decision trees, and machine learning
methods such as SVM (Support Vector Machine) have long dominated data analytics
due to their interpretability, ease of use, and efficiency in problems with insignificant
amounts of data. These methods rely on explicit rules and mathematical models, which
makes them easy to interpret, but also limits their ability to manage complex nonlinear
relationships and large volumes of data.

On the other hand, neural networks, which are the basis of deep learning,
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demonstrate outstanding results in tasks that require processing substantial amounts of
data and identifying complex nonlinear relationships. Neural networks are capable of
independently extracting features from data due to their deep and hierarchical structure,
making them a particularly powerful tool in areas such as computer vision, natural
language processing, and audio analysis.

However, the advantages of neural networks come with certain disadvantages,
including the difficulty of interpreting results, high computational requirements, and a
tendency to overtrain when there is insufficient volume or variety of training data.

Conventional Methods

Conventional speaker recognition methods such as linear analysis and basic
matching algorithms have long been the mainstay in this field. However, they have a
number of limitations that reduce their effectiveness in complex real—world conditions.
One of the main disadvantages is their linear and static nature, which limits the ability to
adapt to changing characteristics of voice data. These methods often rely on predefined
characteristics and parameters, making them less flexible in handling a variety of voices
and accents.

Conventional approaches face significant challenges in ensuring reliability and
accuracy, especially in environments where voice data is subject to noise and distortion.
Unlike deep learning, these methods cannot always effectively separate useful voice
characteristics from background noise or handle complex speech features such as
intonation, accents and emotional nuances. This results in reduced recognition accuracy
in real—world applications where voice recording conditions can vary greatly.

Also, these methods are often limited in their ability to learn and adapt, making them
less effective in dynamic environments where speaker characteristics may change. For
example, changes in voice due to age, health, or even emotional state can significantly
impact the performance of traditional systems.

Conventional methods include the following:

Gaussian mixture models (GMM) (Ouisaadane, 2022): These models are used to
model the probability distribution of various acoustic features of a voice. GMMs have
been a popular choice for modeling voice data due to their flexibility in describing a
wide range of voice features. An example of this model in Figure 1.
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Gaussian Mixture Model scatter plot
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Figure I — Gaussian Mixture Model clustering
Hidden Markov Models (HMMs) (Naresh Babu, 2023; Deng, Aksmanovic, 1994):
HMMs have been used to model temporal sequences and structures in voice data. They

made it possible to take into account the sequence and dynamics of speech features
when recognizing a speaker. An example of this model in Figure 2.
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Figure 2 — Hidden Markov Model
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k Nearest Neighbor (KNN) (Priya, 2012): It is also possible to use the K—Nearest
Neighbors (KNN) algorithm to identify the speaker, although it may not be as efficient
as some more advanced methods, especially in complex scenarios. An example of this
model in Figure 3.
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Knn with K=3
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Figure 3 — k Nearest Neighbor clustering

Modern methods of speaker identification. Modern methods of voice identification
include neural networks.

The task of speaker identification uses different types of neural networks, each of
which has its own unique characteristics and advantages (Tran, 2022; Ignacio Lopez-
Moreno, 2013; Khalid Saeed, 2020). Below are the main types of neural networks
widely used in this field:

Deep Neural Networks (DNN): These networks are used to extract complex features
from voice data. DNNs can be trained on large datasets and efficiently extract a variety
of voice characteristics, making them a powerful tool in speaker identification.

Convolutional Neural Networks (CNN): CNNss efficiently process audio data due to
their ability to perform local perception and analyze timing patterns in audio signals.
They are especially useful for analyzing spectrograms and mel—frequency cepstral
coefficients (MFCC) of voice signals.

Recurrent Neural Networks (RNN): RNNs and their variations, such as LSTM
(Long Short—Term Memory) and GRU (Gated Recurrent Unit), are especially effective
in processing sequences of data such as speech. They consider the temporal dynamics
of voice signals, which is important for recognizing the characteristics of different
speakers.

The speaker identification task often uses pre—trained neural networks that are
initially trained on large data sets to recognize human voices. These models are typically
trained on audio processing tasks such as speech recognition so that they can efficiently
extract voice features. Here are some of the most used pre—trained neural networks in
this field:

X—vector and d—vector systems:

X—vector and d—vector systems (Abdurrahman, 2021): These deep learning based
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systems are widely used in speaker identification tasks. They are trained on speaker
classification tasks and extract “voice fingerprints” (x—vectors or d—vectors), which
can then be used for identification.

In the field of biometric voice identification, special attention is paid to the
development and analysis of systems based on feature vectors, such as x-vector and
d-vector. These systems are advanced deep learning techniques that are used to extract
compact yet informative vector representations of voice recordings, providing highly
accurate speaker identification.

X-vector systems

X-vector systems typically use deep neural networks with temporal aggregation to
extract vectors from variable length audio recordings. The process involves several
key steps: audio preprocessing, feature extraction, neural network training, and finally
aggregation through statistical pooling layers to obtain a fixed size of vectors. These
vectors contain compressed information about the characteristics of the voice and are
used to identify the speaker by comparison with reference vectors in the database.
X-vector systems demonstrate significant advantages in speaker recognition due to their
ability to process large volumes of data and adapt to different recording conditions.

D-vector systems

D-vector systems, on the other hand, use recurrent or convolutional neural networks
to directly extract discriminative vectors from short voice fragments. These systems
are trained to minimize intra-class differences between vectors from the same speaker,
while maximizing inter-class differences between vectors from different speakers.
D-vector approaches are often used in speaker verification tasks, where it is necessary
to confirm or disprove the identity of a voice based on a pre-trained model. They adapt
well to systems with limited training data and can be effectively used in real-world
applications.

DeepSpeaker

DeepSpeaker: This is an example of a pre—trained model designed specifically for
the task of speaker identification. DeepSpeaker uses convolutional neural networks to
extract voice features and can be adapted for various applications. DeepSpeaker is part
of a broader class of deep learning systems that use deep learning techniques to analyze,
process, and classify audio data. DeepSpeaker was designed to provide highly accurate
speaker identification even in environments where limited or noisy audio recordings are
available.

DeepSpeaker is based on convolutional neural networks (CNN) and recurrent neural
networks (RNN), including variants with long short-term memory (LSTM) or decaying
memory (GRU). This allows the model to efficiently process sequential data and extract
temporal patterns in audio signals, which is critical for voiceprint recognition.

Feature Extraction

DeepSpeaker uses sophisticated mechanisms to extract features from audio data,
including Mel-Cepstral Coefficients (MFCCs) or spectrograms, which convert audio
signals into more manageable forms for analysis by the network.

Attention and Aggregation
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One of the key features of DeepSpeaker is the use of attention mechanisms that
allow the model to focus on the most informative parts of the audio recording in the
process of identifying the speaker. This provides improved separation of desired signals
from background noise and other distortions.

Training and Optimization

DeepSpeaker is trained on large volumes of audio data using supervised learning
techniques, where each audio recording is associated with a specific speaker. During
the training process, the model adapts to the characteristics of each speaker's voice,
optimizing its parameters to maximize identification accuracy.

DeepSpeaker is used in a variety of applications that require reliable speaker
identification or verification, including security systems, forensics, personal assistants,
and smart homes. The model demonstrates high resistance to changes in the audio signal
and is capable of operating in conditions of varying noise levels and acoustic distortions.

ResNet

Although ResNet is most often associated with computer vision, variants of it can
also be adapted for audio tasks. In the context of speaker identification, ResNet can be
used to learn complex patterns in voice data.

Advantages

Improving Deep Network Training: Using residual blocks and forward connections,
ResNet allows you to train networks that are significantly deeper than previously
possible, reaching hundreds and sometimes thousands of layers, without performance
degradation.

Solution to the Vanishing Gradient Problem: "Skip connections" provide an
alternative path for the flow of gradients, which facilitates backpropagation and helps
in training deep networks.

Versatility and Scalability: ResNet demonstrates outstanding performance on a
variety of computer vision tasks, including image classification, object detection, and
segmentation.

Variations and Development

With the advent of ResNet, many variations of it were developed, such as ResNet-50,
ResNet-101 and ResNet-152, where the numbers represent the number of layers in the
network. Each of these models has been tailored to solve specific problems, showing
high performance and improving results on standard datasets such as ImageNet.

VGGlox

This model is a variant of the famous VGG network, adapted for audio analysis.
VGGVox is trained on large datasets for voice recognition and can be effectively used
for speaker identification.

Architecture and Key Features

Convolutional Layers

VGGVox includes multiple convolutional layers that are sequentially applied to the
input audio data. These layers are capable of extracting important acoustic features at
various levels of abstraction, ranging from simple edges and endings of sounds to more
complex patterns such as phonemes and intonation contours.
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Pooling

Each or several convolutional layers are followed by a pooling operation, which helps
reduce the dimensionality of the feature space while preserving essential information
aspects. Pooling provides some degree of invariance to small-scale temporal artifacts
in audio signals.

Regularization

To combatoverfitting and improve the generalization ability of the model, the VGG Vox
architecture uses regularization methods, including Dropout and Batch Normalization.
This allows the model to better adapt to new data that was not encountered during the
training process.

Classification and Verification

The outputlayer of VGG Vox canuse both a softmax classifier for speakeridentification,
and a Siamese or triplet architecture for voice verification tasks. Verification involves
comparing the extracted feature vectors with reference ones to determine whether they
belong to the same speaker.

Comparison of pre-trained models

In comparing these models, it is important to emphasize that x-vector and d-vector
systems, as well as DeepSpeaker, specialize in processing audio data and are optimized
for voice biometrics tasks. ResNet, on the other hand, is a general-purpose architecture
focused on computer vision, but its principles can be adapted to audio tasks. VGGVox
represents a successful adaptation of a visual model to the audio domain, demonstrating
how approaches developed for one data type can be transferred to another. The choice
between these models depends on the specific requirements of the task, the availability
of training data, and computational resources.

It is important to note that while pre—trained models can be very useful, to achieve
the best results in a particular speaker identification task, they are often fine—tuned on
specific data sets specific to a particular task or application environment.

Neural Network vs Conventional models

To understand the advantages and disadvantages of neural networks compared to
traditional methods in speaker identification, let us create a table where we compare
these two approaches (Table 1).

Table 1 — Comparison of neural networks and conventional speaker identification methods

Criterion Neural Network Conventional models
Accuracy High, due to the ability to study Lower, limited to linear features and
complex and non—linear features less effective in complex scenarios

Noise and Distortion | Good robustness thanks to training on | Less immunity to noise and distortion
Processing diverse data

Learning from Capable of automatically learning from |Limited to simple or manually selected
complex features complex features (speech dynamics, features.
intonation)
Scalability High, easily adaptable to large data sets |Limited, difficult to scale to large data
sets.
Flexibility High, can be adapted to various tasks. | Low, usually specialized in specific
tasks
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Computing Requires significant computing Less dependent on computing
resources resources for training resources

Development and Can be time consuming due to training | OTHOCHTEIBHO OBICTpEE BHEIPEHUE,
implementation time | and setup required TaK KaK MEHBIIIC 3aBHCAT OT OOy4CHHS

Neural networks offer significant advantages in accuracy, complex feature processing,
scalability, and flexibility over traditional speaker identification methods. However,
they require large computational resources and time to develop and train. Traditional
methods may be more effective in scenarios with limited data and resources, but they
are less accurate and flexible in complex environments. The choice of approach depends
on the specific requirements and constraints of the project.

Based on a comparison of neural networks and traditional methods in speaker
identification, the following conclusion can be drawn:

High accuracy and flexibility: Neural networks are superior to traditional methods in
accuracy and flexibility. They are able to efficiently process complex features and adapt
to a variety of speaker identification tasks.

Better handling of noise and distortion: By training on large and diverse data sets,
neural networks demonstrate better robustness to noise and distortion compared to
traditional methods.

Resource Intensive: Despite their advantages, neural networks require significant
computational resources and training time, which can be a limiting factor in some
scenarios.

Applicability depending on project conditions: The choice between neural networks
and traditional methods depends on the specific requirements of the project. Neural
networks are ideal for complex problems and large data sets, whereas traditional
methods may be preferable in settings where data and resources are limited.

Potential for Future Innovation: Neural networks continue to evolve, offering
new capabilities to improve speaker identification, including integration with other
biometrics and improved processing of diverse voice characteristics.

Conclusion

The authors conducted a thorough comparative analysis of modern deep learning
methods and traditional approaches in speaker identification. Based on this analysis,
several key conclusions can be drawn.

First, deep learning technologies are significantly superior to traditional methods in
identification accuracy, flexibility in data processing, and ability to adapt to different
acoustic conditions. This is possible due to their ability to efficiently extract and process
complex features from voice data.

Secondly, a review of the current state of technology showed that modern neural
networks such as convolutional neural networks (CNN), recurrent neural networks
(RNN) open new possibilities in the field of speaker identification. They not only
provide increased recognition accuracy, but also offer improved noise tolerance and the
ability to work with large and diverse data sets.

However, despite the significant benefits of deep learning, it is worth noting some
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challenges, such as high computational requirements and difficulties in interpreting
models. These aspects highlight the importance of balancing the choice of method with
the practical constraints of a particular application.

Overall, the results of the analysis highlight that deep learning is a powerful tool in
the field of speaker identification, offering significant improvements over traditional
methods and opening new prospects for future research and development in this dynamic
field.
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Abstract. The article proposes to consider examples of studying complex systems
using entropy analysis. The interpretation of the adjacency matrix created when
analyzing a system, such as a channel matrix, is considered. It is proposed that
an example of applying such logic when calculating information entropy for
studying such a system be regarded as a model of individual requirements for the
competencies of project managers proposed by the International Project
Management Association (ICB IPMA). The approaches previously developed by the
authors to the analysis of systems of factors through visualization in the form of a
“system landscape” that arises when analyzing a Markov model, as well as through
simulation modeling of transient processes in a discrete Markov system, are proposed
to be supplemented with the logic of quantitative assessment of the properties of such
systems as “information” systems, using the concept of “entropy” as a measure of the
efficiency (organization) of internal information in the analyzed systems. An
interpretation of the obtained data is proposed when applying the entropy approach,
using the example of the ICB IPMA system under consideration. The presented
results are proposed to be considered along with other options (models) of analysis
from the point of view of one of the possible options for implementing the concept
of “systems engineering based on modeling” when analyzing knowledge systems
in various fields of professional activity. It seems likely to wuse the proposed
approach, including comparing different knowledge systems existing in the same
line of work, particularly in professional project management, where a whole
family of competing knowledge systems, competency models, and certification
systems has existed for a long time.
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AHHoTauusl. Makanaga SHTPONMAUIBIK TalJayAbl KOJIAHy apKbUIbI KypAeli
)KYI/IGJIep)Z[l 3epTTey MBICAJIAPbIH KapacThIPy YChIHbUIAAbL. APHA MaTPULACh! CHSKTbI
KYHeHi Tamjgay Ke3iHAe KypbUIFaH iprejec MaTpUIAHBIH WHTEPIPETALHSICHI
KapacTeIpbuabl. JKobanapasl GackapyabiH Xanblkapanblk KaybivaacTsirsl  (ICB
IPMA) YChIHFaH K002 MEHEUKEPIICPIHIH KyY3bIPETTEPIHE JKEKe TajlalTap/blH yJrici
peTiHAe MyHJai KyiieHi Taniay YUIH aKmapaTThIK SHTPOIMSHBI eCenTey KesiHuie
MYH/Ial JIOTHKaHbI KOJJIaHY IbIH MBICAIBIH KApacThIPy YCHIHBUIAIB. MapKoB MOJCTIH
Tangay Ke3iHae Taija OOJaThIH <OKYHEINiK J]aHI[ma(bT» TYpiHAeri BHU3YaIIH3aIHs
apKbUIbl (hakTOpIap KYHeCiH Tanjayra, CoHIai-ak auckperti Mapkos ikyliecinzeri
OTIeNll MPOLECTEPAl MOJICIbACY _APKBLIBI OypbIH aBTOpyIap d3ipiereH Taciiep
YCBIHBUIFAH.  TAIJAHATBIH  OKyHenepiaeri  imiki aKMapaTThiH TUIMALTITIHIH
(YHBIMIACTBIPBUTYBIHBIH) OJIIIEMI PETIHAE «IHTPONHA» TYCIHINIH Naii1anana OTHIpLII,
«aKNaparTelky OKyHenep CHAKTBI JKYHENEpAiH KacHeTTepiH caHAblK —Oaranay
JIOrMKACEIMCH TOJIBIKTEIPY. AJIBIHFaH nepeKTepzuH MHTCPIPETALHSCHI KaPACTBIPBUIBII
oteipFad ICB IPMA xyiieciHiH MbICAJIBIH TalialaHa OTBIPBIT, SHTPOMHU TOCiITiH
KOJIJaHy Ke3iHjae YCBIHBUTABL. ¥ CHIHBLIFaH HOTHXKEJIEPAl KCION KbI3METTIH epTypm
cajlaJlapbIHIaFbl OlTiM JKyHeciH Tajnay Ke3iHIe «MOAEbJAeyre HEeri3eNreH xKyneik
HMH)XEHEPUs» TYKbIPbIMAAMACBIH JKY3€r'€ achbIpylblH BIKTUMall HYCKaJlapbIHBIH Oipi
TYPFBICBIHAH TajayjblH Oacka HyCKalapbIMeH (YJrilepiMeH) KaTap KapacTbpy
YCBIHBUIAAbL. Y CHIHBUIFAH TOCULII MaljanaHy MYMKIH CHSIKTBI, COHBIH 1IIiH/Ae. KOHE
0ip >KyMBbIC JKOIIBIHIA Gap opTypii OlIM 3KyHenepiH caibiCTBIPY, aran alTKaHxa,
Oacekenec OiMiM KYHeNnepiHiH, KY3bIPETTUIK YATUICPiHIH >KOHE cepTUHUKATTay
KYWenepiHiH TyTac oTOachl y3aK YakbIT OoWbl Oap KociOm »xoOamapabl Oackapy
caJlacbIH/IA.

TyiiiH ce3mep: MOAETbICYre HETI3NEITCH J>KYHenep WHXKEHEPHsChl, MapkoB
MOJIENIbACP], TpapUKTEep TEOPHSCHI, aKNapaTThIK >KYWHe, MOJENbJCY, DSHTPOIHS,
KY3BIpeTTep, )K00aHbI 0ackapy

Moiiexces ymin: /. JlyxpsaHoB, A. Konecuukos. ICB 4.0 IPMA MbBICAJIbI
BOMBIHIIIA YXOBAHBI BACKAPY CAJIACBIHJAFBI BUIIM JKYMEJIEPIH
TAJIIAYIA DHTPOIIUA TOCUIAI TMANUIAJIAHY//AKnapaTTslk — koHe
KOMMYHUKAIVSUTBIK, TEXHOJIOTHSUTAPABIH XalbIKapaiblK KypHambl. 2024, V.5. Ne 17.
Ber 110-121 (arpummsia Timinae). https://doi.org/10.54309/1JICT.2024.17.1.009.
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AHHoTammsa. B cratee mnpemaraercs paccMOTPETh IPHUMEPHl HCCIETOBaHUA
CIOXHBIX  CHCTEM  HCIOJB3YysS  DHTPONMMHBIA  aHanmu3.  PaccmartpuBaetcs
HWHTEpOpETalrs MaTPULIbl CMEKHOCTH, CO3AaBAaCMOM IpHU aHANIM3€ TAKOW CHCTEMBI,
KaKk KaHajibHOM MaTpulbl. [Ipenmaraercs paccMOTpeTb NpPUMEP NPUMEHEHHS
MMOAOOHOW JIOTMKH TpH pacdeTe WHPOPMAIMOHHOW SHTPOIHU Ui aHAIM3a TaKOH
CHUCTEMBI KaK MOJENb WHIWBHIYAIbHBIX TPEOOBAHWN K KOMIIETCHIIUSM ITPOCKTHBIX
MEHEIKEPOB, NpeanaraeMbix MeXyHapoIHON accolMaluen YIpaBJIeHHs IPOEKTaAMHU
(ICB IPMA). Pa3paboranHble paHee aBTOPaMH IOAXOABl K aHAINW3y CHUCTEM
(hakTOpOB uepe3 BU3yaTU3aIUI0 B BUJE «CHCTEMHOTO JaHAIa(Ta», BOZHUKAIOIIYIO
[IpU aHAIM3€ MAPKOBCKOW MOJENH, & TAKXKE 4Yepe3 MMUTAUUOHHOE MOJCIMPOBAHUE
[EPEXOAHBIX IIPOLECCOB B JIUCKPETHOM MApKOBCKOM CHCTEME IpeaaraeTcs
JIOTIOJIHUTH JIOTUKOM KOJMYECTBEHHOW OIIEHKM CBOWMCTB TAaKOIO pOJla CUCTEM Kak
«MH()OPMALIMOHHBIX» CHUCTEM, HCIOJb3Yysl TOHSATHE <«OHTPOMMS» KaK MeEpbl
a¢hekTUBHOCTH (OPraHM30BAHHOCTH) BHYTPEHHEH WH(OpPMAIMUA B aHAIM3UPYEMbIX
cucremax. llpennaraercs HHTeprHpeTalysl MOJYUYCHHBIX JAHHBIX MPU HNPUMEHEHUH
SHTPONMHUHOIO TMOJX0Jla Ha mpuMmepe paccmarpuBaemoil cuctembl ICB IPMA.
IIpencraBneHHble pe3yJbTaThl IPEAJAracTcsl paccMaTpUBaTh HApsALYy € APYTUMHU
BapHaHTaMu (MOJIEISIMH) aHAIM3a C TOYKU 3PEHHUS OJHOTO U3 BO3MOYKHBIX BapHAHTOB
peain3anyy KOHLEMLNH «CHUCTEMHOI0 WHKMHUPHUHIA HAa OCHOBE MOJEITUPOBAHUS»
Ipy  aHAJM3e CHCTEM 3HaHMW B pa3iuyHbix cdepax mnpodeccnoHaabHON
nestenbHocTd.  IlpencraBnsieTcss BO3MOXKHBIM — HCIIOJIB30BAHUE — MPEIIAraeMoro
NOAXOAAa B T.U. M JJISl CPABHEHUS PA3IMYHBIX CHUCTEM 3HAHUN, CYIIECTBYIOILIUX B
OIHOM W TOM »JK€ HallpaBIIEHUH JeATeNbHOCTH, B YacTHOCTH, B cdepe
MPOoPEeCCHOHANTBLHOTO YIPABJICHUS MPOCKTAMH, TJIE CYIIECTBYET IIeJI0e CEMEHCTBO
KOHKYPUPYIOLUX CHCTEM 3HAHWU, MOJEICH KOMIICTCHIIUH U CUCTEM cepTU(UKAUN
Ha MPOTSKEHUU JJIUTEIBHOTO BPEMEHH.

KuiroueBble cj10Ba: CHUCTEMHBIA HMHXXMHUPUHT Ha OCHOBE MOJICIUPOBAHUSA,
MapKOBCKHE MOJIENH, TeopHusl rpadoB, MHPOPMAIMOHHAS CHCTEMa, MOJIEIHPOBAHNE,
SHTPOIUS, KOMIIETEHIIMH, YIIPABICHUE POEKTaMU

Jdas nuruposanus: JI. Jlykesnos, A. Konecuukos. MCIIOJIb3AOBAHME
SHTPOIIUIHOI'O HOI[XOI[A B AHAJIU3E CHUCTEM 3HAHWII B C®EPE
VIIPABJIEHUSA ITPOEKTAMU HA T[IPUMEPE ICB 4.0 [IPMA//MexayHapoaHbli
XKypHa1 HHPOPMALMOHHBIX U KOMMYHUKAMOHHBIX TexHonorui. 2024. T. 05. Ne 17.
Crp. 110-121 (Ha anr.). https://doi.org/10.54309/1J1CT.2024.17.1.009
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Introduction

The authors' works widely use the tools of graph theory and Markov methods in
analyzing various complex technical and socio-economic systems. Based on it, a
universal calculation template was developed using Microsoft Excel software
(microsoft.com/en-us/microsoft-365/excel, 2024) and guidelines for its wuse
(Methodology for carrying out analysis using the Markov model for ergodic systems,
2024). This approach was applied in several research (Kolesnikova et al., 2019: 455—
460; Gogunskii et al., 2017: 60-65; Lukianov et al., 2019: 506-512; Piterska et al.,
2018: 30-39), which made it possible to identify the corresponding mathematical
apparatus and its application areas as an "information system." During this time, the
authors developed a relatively large number of models, which made it possible to put
forward specific hypotheses regarding predicting the behavior of the systems they
modeled. To test some of these hypotheses, particularly regarding the properties of
structural connections of modern knowledge systems in professional project
management, the authors took alternative methods to obtain the properties they
studied. This approach is increasingly used in the world; on its basis, such a direction
as "simulation-based systems engineering" has been formed (What is MBSE, 2024),
which offers not just methods for analyzing a particular model describing a specific
system but also proposes the creation of many models for the analysis of the same
system. This inevitably led the authors to the need to evaluate information connections
and the information itself in the system models they considered. The proposed work
presents an experience for analyzing the model of individual competencies of project
managers — Individual Competence Baseline (ICB), proposed by the International
Project Management Association (IPMA) (ICB IPMA Individual Competence
Baseline 4th Version. ICB4, 2015).

Problem

The development of approaches to project management occurs at different speeds
in different fields of activity. This inevitably leads to their differences, attempts to
transfer approaches tested in some conditions to other situations, and, finally, to
competition. This applies to both “formal” knowledge systems and recognition of the
qualifications of specialists in this field, including those of the relevant professional
certification systems. This can also lead to uncertainty or a situation of conflict in
choosing one or another approach to managing a specific project - directly among
project team members who make particular decisions regarding the choice of approach
to managing projects in which they are involved as actors. This, ultimately, also
inevitably leads to the intersection and mixing of different approaches. In project
management, there is a corresponding well-established term for this type of situation -
“Blended project management frameworks” (Bushuev, 2020: 187-207). Accordingly,
all kinds of analytical materials appear to compare different approaches, carrying out
the so-called “mapping,” which is mutual “mapping” or “comparison” of such
approaches proposed by various standards (Caupin et al., 2004; Yao, 2016: 1677;
Crawford, 2013: 1-9; Ghosh, 2012: 1-77). However, what is quite strange is that
despite the abundance of this kind of analytics, it does not present such a type of
analysis (and, accordingly, a comparison of its results for different models) as
“entropy analysis”. Moreover, there is no such data for comparing different
approaches (standards) or versions of the same standard.

Material and methods

To solve the structuring problem, it is proposed to analyze the relevant sections of
the following elements of the mathematical apparatus, as well as the applied tools used
by the authors, including:

1. Competency model of specialists in the field of project management ICB 4.0
IPMA (ICB IPMA Individual Competence Baseline 4th Version. ICB4, 2015).
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2. Graph theory (Tutt, 1988)

3. Markov methods (Dynkin, 1960: 1-21)

4. Entropy analysis

5. Microsoft Excel software (microsoft.com/en-us/microsoft-365/excel, 2024)

When constructing their models, the authors use the principle "everything is
connected to everything" (Barry Commoner's first law (Kramarenko)). Guided by this
law, the constructed models always have the form of a square adjacency matrix,
translated into a matrix of transition probabilities according to Laplace's principle to
determine probabilities under conditions of uncertainty (or according to B.
Commoner's third law, "Nature knows best"). On the other hand, based on the logic of
B. Commoner's second law ("Everything must go somewhere"), they also introduce a
"measure" of interaction between the elements of the simulated systems in the form of
a "system landscape," taking into account the number of connections between the
components of the system based on the calculation of the matrix adjacency of order n
such that the corresponding matrix no longer contains "empty" (equal to zero)
elements. In this regard, such several connections (increasing like an avalanche with an
increase in the degree of the adjacency matrix) can be considered close to E.
Schrodinger's interpretation of the concept of entropy, who thought it as a measure of
disorganization of a system of any nature (Commoner, 1974: 280), which, accordingly,
can be considered as a measure of the organization of the system of any nature, which,
according to the authors, is their interpretation of the "system model" as a Markov
chain.

It is important to note that "entropy is qualitatively different from other
thermodynamic quantities, such as pressure, volume or internal energy, because it is
not a property of the system, but of how we consider this system" (Kaziev, 2024). This
is well illustrated by the well-known model of "Maxwell's Demon" (Entropy? It's
simple, 2024). About the "observation point," the following analogy can be drawn -
someone who is not in the "industry," for example, in the field of professional project
management, may have a rather vague idea (mainly due to lack of information) about
what specific competencies are required project participants for successful project
management. Anyone who has a different "observation point" may well "divide"
possible knowledge, skills, and abilities into, at a minimum, '"relevant" and
"inappropriate" acting, for example, as a project manager. At the same time, the task of
"distributing" responsibilities, solved by the project manager, in this case, can be
considered as an analog of the work of that same Maxwellian "demon." The
implementation of this kind of system at the physical level has proven to be very
interesting from the point of view of the potential use of such a mechanism (Cunning,
calculating and unreal: who is Maxwell’s demon, 2024); on the other hand, efforts to
reduce entropy in project management systems may be of no less interest and practical
significance. The qualifications of such a project manager, in turn, may need to depend
on a kind of block of "supra-system" competencies, including an understanding of the
very logic of the work of project teams and elements of assessing the competencies of
project team members. At the same time, one should not at all expect the emergence of
some "simple" system, which at the same time can be "good enough" for use in any
case, which, unfortunately, can be seen in attempts to "prescribe" some methodology,
set of methods or principles as the "only correct" one".

To assess the effectiveness of an information system, it is proposed to use entropy
methods, which are widely used in the study of complex systems (Fifth stage: 22). As
noted in (What Is the Markov Decision Process), the use of entropy methods in
constructing a theory of self-organization processes is especially effective.

When using entropy methods, a distinction is made between thermodynamic
entropy S and informational entropy H (Wilson, 1978: 246). Let us briefly consider the
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methods of thermodynamic entropy in the study of evolutionary processes and
the dynamics of hierarchical systems (Pereverzev, 2024).
As is known, the change in thermodynamic entropy dS is defined as

_40
as ==, ()

where

AQ is the change in heat during the process;

T — absolute temperature.

In the general case, the entropy increment dS can be represented as the sum of two
terms

dS=dSe+dSi, (2)

where

dSe  change in entropy due to exchange with the environment;

dSi is the increase in entropy caused by irreversible changes within the system.

By the laws of thermodynamics, dSe can take on both positive and negative values.
The increment dSi, by the second law of thermodynamics, can only be positive. For an
isolated system, dSe= 0, entropy can only increase in such a system.

Let's consider the use of the proposed tools by analyzing the system of
individual competencies of project managers ICB 4.0 IPMA.

As a starting point, we'll consider the adjacency matrix between elements.
This matrix is built on the basis of an analysis of the text of the standard [ICB 4.0
IPMA], which provides data on the presence of such connections (Fig. 1).

Based on the logic of K. Shannon, it is necessary to operate with the probabilities of
transitions from one state to any of those achievable from this state, where
the fundamental achievability (possibility) of such a transition is designated as "1", and
the absence of direct influence ("transfer of information") of one element to
another represented as "0". The amount of information presented by any source or
transmitted over a specific time through any channel is measured by the logarithm
of the total number (n) of different possible equally probable information options
that could be presented by a given source or transmitted over a given time
(including discrete-time as a specific time interval).

As is known, information binary entropy, in the absence of information losses, is
calculated using Hartley's formula (3).

7: = ].Og2 N
' 3)

where

N is the power of the alphabet,

1 is the amount of information in each message symbol.

For independent random events x with n possible states distributed with
probabilities

pi(i=1,2,..., n), Hartley’s formula transforms into Shannon’s formula (4)

H(z) = - f:% log; p; 4)
i=1
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Figure 1- “First order adjacency matrix ICB 4.0 IPMA”

IThis quantity is also called the average entropy of a message.

C. Shannon also suggested that the gain in information is equal to the loss of
uncertainty and set requirements for its measurement:

1. The measure must be continuous; that is, a change in the value of the probability
value by a small amount should cause a small resulting change in the function (from
this point of view, regarding project management, all project management activities
can be reduced to the activities of managing project risks, reducing the likelihood of
undesirable events and their consequences, and on the contrary, increasing the
probability of events favorable for the development of the project);

2. In the case when all options (elements of competencies in the example with ICB
IPMA) are equally probable, an increase in the number of options (elements of
competencies) should always increase the value of the function describing the rise in
information;

3. It should be possible to make a choice (in the example under consideration,
elements of competencies) in two steps, in which the value of the final result function
should be the sum of the tasks of intermediate results (which, from our point of view,
indicates the potential for further decomposition of the ICB IPMA model to the level
"finite elements" inherent only to the corresponding block of the model).

As can be seen further in the examples, particularly in the tables (numbers), all
these rules are fulfilled when analyzing the IPMA ICB model.
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To use Shannon's formula, it is necessary to convert the adjacency matrix into a matrix of
transition probabilities. To do this, in the case of an actual situation of uncertainty, you
can use logic similar to the logic of the Laplace criterion when calculating the Laplace
criterion in game theory - consider the probabilities equal, but in our case, we will make
some change - we will consider the probabilities equal not for all columns of the
"payment matrix," and for each row we define the values of transition probabilities in the
form of equal values, based on the number of non-zero values in the adjacency matrix,
but in such a way that the sum of the elements in each of the rows of such a matrix of
transition probabilities is equal to 1. It is possible to determine such values expertly or
based on historical data. In that case, this can also be done, and such logic in the "line-by-
line" application will correspond to the logic of determining the Bayes criterion. The
proposed version presents the logic of such a modified Laplace criterion (Fig. 2).
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Figure 2 - “Transition probability matrix for the first-order adjacency matrix of ICB 4.0 elements
based on the modified Laplace criterion”

This representation encapsulates all the necessary data for calculating the
information entropy for the presented system, as per K. Shannon's theory. Imagine
each element represented by the corresponding row of the transition probability matrix
as an element 'influencing' all other elements of the system. Rows are 'sources' and
columns are 'sinks' of information. All lines are elements, i.e.' elementary subsystems'
of the system under consideration. The entropy of the entire system is the sum of the
entropies for each of the available states of the system. To do this, you need to
understand the distribution of the random variable 'X' that describes the 'system' for
each of the finite number of values of the potential' system states'. This practical
approach to information entropy can be directly applied to project management,
making it a valuable tool in your professional toolkit.

At the same time, it is worth introducing a particular assumption that the "project"
itself as an object of management can be defined in terms, concepts, and states of the
system that manages it. This is not entirely obvious logic, but it is the same argument
when discussing the possibility of defining "mass" in terms of the "force" required to
move it. In our case, this "mass" is the project, and the "force" is the set of
competencies necessary to "move" the project to the desired state. It is assumed that
the random variable "X" as a kind of "total force" at a particular moment can only be in
one of the possible states. Suppose this "power" is in the "head" of a specific project
manager. In that case, we will accept that at any given moment, the bearer of this
"power" can be in one or only one of the states associated with using the corresponding
element of competence. This approach is consistent with determining entropy using
one's information (4).
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Using a similar logical approach, it's also possible to calculate entropy changes for
any nth step based on the calculation of the corresponding transition probabilities. The
entropy of the initial state of the system will be equal to 0, due to the values of
transition probabilities at the start of the simulation. For all except the 'start' one, these
values are equal to '1', indicating no uncertainty, and therefore the entropy is equal to
zero. This straightforward process of calculating entropy changes can be easily
understood and applied in your project management practices. The simulation data, as
shown in Fig. 3, further illustrates this.
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Figure 3 - “Information modeling data for a discrete model of the dynamics of transitions between
states for the transition probability matrix ICB 4.0 IPMA”
Accordingly, knowing the set of final states and the probability of the system being in them, it is
possible to calculate the entropy values for each of the steps (Fig. 4).

Figure 4 - “Data on the calculation of entropy based on information modeling data for a discrete
model of the dynamics of transitions between states for the transition probability matrix ICB 4.0 IPMA”

As can be seen from the model (shown on Fig. 4), starting from step (4), the value
of information entropy becomes constant. We can obtain similar results by calculating
the entropy values for adjacency matrices of orders two and higher. The elements of
these matrices represent the total number of connections between elements, including
both direct and intermediate connections through "post stations."

On the other hand, one can approach the calculation of the entropy of a system also
based on its entropy, but no longer calculate it as the probability of the state of the
“entire system,” but consider its calculation based on the entropy values of each
specific transition to a particular state available at the corresponding moment in the
system. To do this, one can calculate the conditional entropy and consider the first-
order adjacency matrix as a channel matrix.

As is known, conditional entropy of the first order (similarly for the Markov model
of the first order) is the entropy for the alphabet, where the probabilities of the
appearance of one letter after another are known (that is, the probabilities of two-letter
combinations). In our case, the “alphabet” is the ICB 4.0 IPMA model, and the
“letters” of such an “alphabet” are the elements of this model. Accordingly, you can
use the formula if you have an adjacency matrix.

Hy(S) ==Y _pi > _pi(i)logs pi(4), )
To calculate the conditional entropy, we need to use the previous symbol and the
probability of the current symbol given the previous one. We can form a matrix of
conditional entropy values based on the transition probabilities between states. The
row of the matrix corresponds to the current state, and the column corresponds to the
next state. We can calculate the probabilities of getting into a specific state using
information modeling data. With this information, we can calculate the conditional
entropy for any step n.
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It is known that information losses during data transmission in a channel with noise
are thoroughly described through the partial and general conditional entropies. So-
called channel matrices are used for this purpose. To explain the losses on the source
side (that is, the sent signal is known), the conditional probability p(bj | ai) of
receiving the symbol bj by the receiver, provided that the symbol ai was sent, is
considered. In this case, the channel matrix has the following form (Fig.5)

Figure 5 - “Channel matrix”

by by b; \ b
@ p(bi|a1) p(b2 | @) | .. ‘ p(bj | a1) | .. | p(bm | a1)
|az | p(bi|a2) | p(b2|a2) | .. p(bj|a2) .. p(bm|a2)
a; | p(bi|a;) pbz|ai) | .. pbjla) .. plbn]ai)
am | p(by | @) P2 | am) | . P(; |@m) || p(bm | am)

The sum of all elements of any row gives 1 (in the case of considering systems with absorbing states, it
is evident that the diagonal values will have to differ from 0). The losses per transmitted signal ai are
described through the partial conditional entropy (6).

m (6)
H(B|a;) ==Y p(b; | a;)log, p(b; | a;).
=1
To calculate the transmission losses of all signals, the general conditional entropy is
used (7).
H(B|A) = ZP(ai)H(B | a;). (7)
where

H (B | A) means the entropy on the source side,

H (A | B) is the entropy on the receiver side, and by summing the elements of the
line, we can get p(ai), and the diagonal elements mean the probability that precisely
the one was sent the symbol that is received, that is, the probability of correct
transmission. In our case, A and B are the same elements (states) of the ICB 4.0
IPMA system.

The matrix of transition states for the first-degree adjacency matrix of our system
fully corresponds to the logic of constructing a channel matrix, with the only
difference being that the diagonal elements, in this case, are taken equal to zero.
Based on it, it is possible to carry out a line-by-line calculation of the information
entropy values (Fig. 6).

Figure 6 - “Calculation of Shannon entropy based on the channel matrix as a matrix of transition
probabilities ICB 4.0 IPMA”
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Significantly, the entropy value for element 10 (“Leadership”) with the calculation
method presented in Fig. 6 corresponds to the entropy value of the system at the first
step, when at the zero steps (initial state), it was chosen to start from element 10. Of
course, for situations with other elements of competencies, it would be an ideal
management decision to know precisely at what point and at what step to “turn on”
this or that element with its tools and methods. In this regard, the PMBOK PMI
process model looks more advantageous, offering a precise sequence of actions from
forming the Project Charter to summing up the completed project. However, this is
precisely why such a prescriptive model will work well under a highly predictive task.

For example, consider ICB model versions 2, 3 and 4, for which we calculate the
“amount of information” based on (James Glick, 2024). Accordingly, the following
values can be taken for the models under consideration (Table 1).

Conclusion

In our case, if we use the definition of entropy, based on E. Schrodinger's
interpretation of the concept of entropy as a measure of system disorganization, for
information systems, we can accept the following definition: "Entropy is how much
information is not known about the system" (Entropy? It's simple, 2024), then a
reasonable question will arise about how to measure it (entropy). Here, we can build
the following chain of reasoning based on what is considered "known" and
"unknown." In the author's approach, the system reaches a complete understanding at
a certain level of its development, known as the "Markov process step" n. At this
stage, other aspects of the system influence every element in the system (represented
by the corresponding degree’s adjacency matrix). In other words, no single component
of the system does not affect different aspects of the entire system.

Accordingly, it is possible to calculate the number of missing connections in the
system (in particular, the authors do this based on constructing a reachability matrix).
The models developed by the authors are aimed primarily at use during the decision-
making process as a process of identifying problems, searching for alternative
opportunities and their formalization in a form suitable for analysis for, in fact, making
subsequent decisions related to eliminating problems and realizing opportunities
(Brazhnikov et al., 2012: 107).

Table 1- “Amount of information that can be transferred from elements of ICB IPMA competency

models”
Version of ICB Number of competency elements Amount of information, bits
ICB 2.060 5,907
ICB 3.046 5,524
ICB 4.028 (29) 4,807 (4,858)

According to the technological management cycle, making a management decision
is a critical aspect, and it involves a sequence of selection procedures that culminate in
a system of management decisions. In this regard, a proposal has been made for
an "information system" that can act as a "system" of management decision support in
an area where such a toolkit has not been proposed. According to the authors,
this proposal has at least the potential for practical application.
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Abstract. The article provides analysis of the increasing menace posed by voice
impersonation fraud in the era of digital technology. It emphasizes the progress
achieved in DeepFake and Real-Time vocal Cloning (RVC) technologies, which made
vocal impersonation not only feasible, but persuasive and easily accessible. The study
examines some incidents in which modern technologies were employed for fraudulent
purposes, emphasizing the gravity and potential ramifications of the offenses. The
paper explores the difficulties encountered in identifying and thwarting voice
impersonation fraud, analyzing the most recent advancements in cybersecurity and
digital forensics designed to address this problem. The authors highlight the
significance of creating strong defense plans and the necessity for continuous study
in order to cope with quickly advancing technologies and discuss the ethical and
legal consequences of voice impersonation, emphasizing the need for well-defined
norms and ethical principles in the utilization of voice synthesis technologies.
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AnHoTamus. «XKamraH mayeic oficTepiH Taljay: TOyeKelaep, Karmaiinap KoHe
KOpFay CTpaTersuiapbl» el aTajaThlH Makaliaaa HU(QPIbIK TEXHOJOTHS IoyipiHJe
JAYBICTBI EJIKTEY alasKThIKTAH TYBIHIANUTBIH Kayill-KaTep >KaH-)KaKThl TaJJlaHaJIbl.
Morin DeepFake xone Real-Time Boxannsr kimornay (RVC) cHSKTB TeXHOJIOTUSIIAPAA
KOJ JKETKI3UITEH IPOTPECKE epeKIne Hazap ayaapbliaabl, Oy MaybICTHI EIIKTEYIi
JKy3ere acelpyFa FaHa eMec, COHBIMEH Oipre CEeHIMIIIpeK XOHE OHAll KON JKeTKi3yre
MYMKIHAIK Oep/i. 3epTTey OChl KYKBIK OY3yIIBUTBIKTAPABIH ayBIPIbIFbl MEH BIKTUMAI
caigapiapbiHa Oaca Hazap aydapa OTBIPHIN, aJasKThIK MakcarTapla 3aMaHayH
TEXHOJIOTHSJIAp KOJJAHBUIFaH KONTEreH KOPHEKTI OKWFajdapabl 3eprreiai. by
Makajgaja KuOepKayimnci3mik MeH nudpiblK KPUMHUHAIMCTUKAIAFbl €H  COHFBI
JKETICTIKTepAl Taamail OTBIPBIN, OCHl MOCEJICHI IIeNTyre apHajdFaH HAYBICTBI CIKTEY
ANAsKTHIKTHI aHBIKTAY JKOHE allJIbIH anyJa Ke3/IeCeTiH KUBIHIBIKTAp 3eprreieni. by
KYIITI KOpFay >KOCHapiapblH KYPYIbIH MaHBI3IBUIBIFBIH JKOHE KbUIIaM JaMblll Keje
KaTKaH TeXHOJIOTUsUIapaaH xabapaap 00y YLIIH Y3/IKCi3 OKY KaXXETTUIIrH KepceTei.
CoHbIMEH KaTap, 3epTTey JAaybic CHHTE31 TEXHOJIOTHSUIAPBIH MaiilanaHyna HaKThl
AHBIKTAIFAaH HOPMaJap MEH JTHKAIBIK MPUHIIUOTEPIIH KAKCTTUIIMH aram Kepcere
OTBIPHII, AAYBIC UMHUTALNSACHIHBIH dTHKAIBIK KOHE KYKBIKTHIK CAJIJapbIH TaJIKbLIAN/IBI.
AHHOTaIusl MakaJaHblH Kayil-KaTepyiepii TYCiHyre, jKarnaiiapibl aHBIKTayFa JKoHeE
JAybIC eIIKTey aNasKTBIKICH KYpPeCyliH THIMJII TaKTUKACBIH KaJlbIITACTBIPYFa
apHaJIFaH HETI3Tr1 eKIHIH KUHAKTANIbI.

Tyiiin ce3nep: DeepFake TexHONOTHACH], HAKTHI yaKBITTAFbl JAayBICTHl KIOHAAY
(RVC), OuoMeTpwsuIbIK  ayTeHTU(UKANWS, JaybICTBl  TaHy  TEXHOJIOTHICHI,
ANasgKTBIKTAFbI )KacaHIbl HHTEIUEKT (Al), TaybICThI CHHTE3CYMIH KEHEHTINITeH o/1icTepi
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AnHoTanus. B pabore mpencraBieH aHaIU3 pacTyIlell yrpo3bl MOIIEHHUYECTBA C
BbIaued ce0st 3a JApyroe JHMIO B 3MoXy LUQpoBBIX TexHonoruid. Ilporpecc,
MOCTUTHYTBHIA B TaKWX TeXHONOTWAX, kak DeepFake m kimonupoBaHme Trojoca B
peansroM Bpemenn (RVC) coenan roinocoBoe 0MIETBOPEHUE HE TOJIBKO BO3MOKHBIM,
HO U Oojee yOeqUTENbHBIM U JIETKO JOCTYNHBIM. B nccrienoBannm paccmaTpuBaoTCs
W3BECTHBIC HHIUICHTHI, B KOTOPBIX COBPEMEHHBIE TEXHOJOTHH HCIIOJNB30BAINCH B
MOIIEHHUYECKUX LEeIsIX U TOAYEPKHUBAETCAd CEePbEe3HOCTh U  MOTEHIMAJIbHBIE
MOCIIEAICTBAS ATHX TpecTyIuleHuil. B pabote mccneayoTcss TpyIHOCTH, BOSHUKAIOIINE
[P BBISIBJICHUU U TPECCUYCHUU MOIIICHHUYECTBA C UCIOJIb30BAHUEM UMUTAIIUH TOJI0Ca,
AHANM3UPYIOTCS MOCTETHIE JIOCTHIKEHUS B 00J1acTH KuOepOe30macHoCTr U 1udpoBoi
KPUMHUHAIUCTUKY, TpEeIHA3HAYCHHbIE JUIA pEIIeHUs dSTOW TpoOJeMbl. ABTOPBHI
MOTYEPKUBAIOT BAYXHOCTH CO3/IaHUS HAJIC)KHBIX OOOPOHHBIX TUIAHOB M HEOOXOJAUMOCTb
MTOCTOSTHHBIX HMCCJIEIOBAaHUM, YTOOBI HATH B HOTY C OBICTPO pPa3BUBAIOIIUMUCS
TEXHOJOTHSMU. B uccrnenoBaHWM Takke OOCYKIAIOTCS STHYECKHE W IPaBOBBIC
MOCNIEACTBUAA TOAPAXKAHUS TOJIOCY, MOTYEPKHUBACTCS HEOOXOTUMOCTBH OIpPEISICHUs
YETKUX HOPM M JTUYECKUX MNPUHIUIIOB MPU HCHOJb30BAHMM TEXHOJOTMH CHUHTE3a
roJjoca.

KaroueBbie cioBa: texnonorus DeepFake, xioHupoBaHWe ronoca B peajbHOM
Bpemenu (RVC), Ouomerpuueckasi ayTeHTHU(PUKAIMS, TEXHOIOTHs PACIIO3HABAHUS T'O-
70 ca, ucKyccTBeHHbIN nHTeekT (M) B MomeHHnYecTBe, mepeioBble METOIbI CHH-
Te3a rojoca

Jas murupoBanus: I1.C. [TycrosoiitoB, H.A. CeitnoBa, A.C. I'natiok. AHAJIN3
METO-IOB TOJAEJIKM TOJIOCA: PUCKHU, CIYUAU U CTPATEI'UU
3AILATBI/MEXIYHAPOJIHBIN XKYPHAJI MHO®OPMAIIMOHHBIX 1 KOMMY
HUKA-LIMOHHBIX TEXHOJIOI'MIA. 2024. T. 5. No. 17. Crp. 120-134. (Ha anr.).
https://doi. org/10.54309/1JICT.2024.17.1.010.

Introduction
The swift advancement of speech synthesis technologies, such as DeepFake and
real-time voice cloning (RVC), has introduced a new era of digital communication
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capabilities. Nevertheless, technology has also spawned a significant and escalating
menace: identity fraud. The emergence of this phenomena, wherein advanced artificial
intelligence algorithms can accurately replicate individuals' voices, presents significant
concerns for personal safety, privacy, and overall cybersecurity protocols.

In this article, we delve into the world of impersonation fraud. We will examine
technologies capable of replicating certain human voices with remarkable precision.
Furthermore, it examines the ramifications of these technologies in both favorable
and unfavorable circumstances. Although they provide creative solutions in fields like
entertainment and accessibility for individuals with speech problems, their abuse for
fraudulent intentions is a significant peril. This article analyzes multiple documented
instances of voice impersonation fraud, emphasizing the simplicity with which
perpetrators can exploit these technologies to engage in activities such as identity theft,
financial fraud, and the dissemination of false information.

This article is to present a thorough examination of voice impersonation fraud,
encompassing extensive research on dangers, real-life instances, and emerging defense
techniques. Its objective is to offer a comprehensive picture of the landscape of this
fraudulent activity, its societal repercussions, and the ongoing endeavors to counteract
this intricate form of fraud. Cybercrime.

Risks of Biometric Data Leakage: Dangers and Implications

In the contemporary day, when technology assumes a progressively significant
role in our everyday existence, the widespread adoption of collecting, storing, and
utilizing biometric data has been prevalent. Biometric data include data pertaining to
an individual's physiological and biological characteristics, such as fingerprints, facial
traits, iris patterns, and vocal characteristics. These data serve as crucial tools in the
field of security and convenience, as they are utilized for biometric authentication and
identification. Nevertheless, the utilization of these capabilities also entails significant
hazards linked to the disclosure of biometric data.

In Kazakhstan, biometric data is legally defined as "information pertaining to
the physiological and biological characteristics of an individual that enables their
identification and is utilized by an operator for this specific purpose. This dataencompasses
fingerprints, facial attributes, iris patterns, and other biological parameters."

Biometrics serve two primary purposes: biometric authentication (verification) and
biometric identification. Biometric authentication entails confirming an individual's
identity by analyzing their biometric data. For instance, unlocking a smartphone
using a fingerprint or scanning a person's face to access a bank account. Conversely,
biometric identification involves recognizing individuals based on their biometric data.
Examples include timekeeping systems that utilize fingerprints or facial recognition
systems employed in public transport. Biometrics have become an essential aspect of
contemporary existence, yet their extensive application gives rise to significant concerns
regarding privacy and security.

Examples of the use of biometrics in various fields emphasize the relevance of this
topic:

1. Using DNA to determine appearance: Police in Australia are planning to use
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Massively Parallel Sequencing (MPS) technology to predict a person's gender, eye
colour and ancestry based on DNA. This raises questions about the privacy of biological
data and its use without consent.

2. Facial recognition from online photos: Professional criminals and law enforcement
agencies are actively using photos posted on the Internet for facial recognition. This
raises questions about the privacy and security of personal photographs.

The leakage of biometric data can have severe ramifications for individuals and
society at large. An illustrative instance of such a breach is the Central Election
Commission of Kazakhstan's loss of voter data in 2019. This incident impacted millions
of Kazakhstani citizens, exposing their personal information, such as names, surnames,
IINs, passport numbers, and addresses, to malicious entities. Consequently, this gave
rise to potential risks concerning personal safety and potential fraudulent activities
(Dana Buralkieva, 2022).

It is crucial to acknowledge that in such instances, the mere occurrence of a data
leak, regardless of whether criminals utilized the data, may constitute a violation of
human rights and necessitate legal recourse. Certain countries, such as those within the
European Union, have established legislation and regulations to safeguard individuals'
personal data and impose accountability for breaches of data security.

International evidence demonstrates that the unauthorized disclosure of biometric
data constitutes a grave infringement upon both the fundamental rights of individuals
and the security of citizens. A notable instance of this occurred in the United Kingdom,
where a significant breach of Suprema data occurred, resulting in the exposure of the
biometric information of over one million users. Consequently, those accountable, both
individuals and organizations, faced severe consequences such as terminations and
financial penalties.

Kazakhstan ought to draw lessons from the errors made by other nations and
implement measures to avert the unauthorized disclosure of biometric data. This entails
formulating stringent legal standards and regulations that oversee the acquisition,
retention, and utilization of said data, as well as mandating training and awareness
programs for the populace.

Material and Methods

Analysis of voice impersonation cases

In the modern era of digitalization, where information holds significant importance,
voice has emerged as a crucial component of communication and identification.
However, technological advancements have given rise to novel risks associated with
voice spoofing. "Deepfake" technology enables the fabrication of remarkably authentic
video and audio counterfeits, including voice spoofing, wherein the visages of public
figures and renowned individuals can be employed to create implausible situations and
utterances. This technology gives rise to grave concerns regarding the dissemination of
misinformation and the misuse of information. Presented below are notable instances of
voice spoofing that have impacted well-known personalities.

Fake Mark Zuckerberg video:

In 2019, a video surfaced depicting Facebook CEO, Mark Zuckerberg, endorsing
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the regulation of user data and asserting his influence over the future. This video was
generated using Deepfake technology and was so convincing that numerous social
media users mistook it for genuine (Queenie Wong, 2019).

Barack Obama's Fake Speech:

Another notable instance of a Deepfake video involved the manipulated speech of
former US President Barack Obama. This video, which was shared on social media,
depicted Obama uttering inappropriate and scandalous remarks. The video was produced
with the intention of spreading false information and generated significant fervor and
discourse in both the media and society (Vincent, 2018).

An artificially manipulated audio tape featuring the voice of Viadimir Putin:

In 2020, a highly authentic audio tape started spreading on social media, allegedly
featuring Russian President Vladimir Putin confessing to Russian involvement in the
2016 US election. The recording exhibited remarkable realism and said that Putin was
affirming Russian influence in the election (Hao, 2020).

The audio recording immediately aroused skepticism, prompting extensive
scrutiny from experts and journalists to ascertain its veracity. Evaluations of the vocal
characteristics and linguistic style of the statement led to the determination that the
recording was likely counterfeit. Subsequently, it was officially confirmed that the audio
recording featuring Vladimir Putin was indeed a forgery. Credible sources, including
Kremlin representatives, refuted its authenticity, and a subsequent investigation
uncovered that it was a product of Deepfake technology.

Advertisement featuring Scarlett Johansson:

Scarlett Johansson, an actress, has filed a lawsuit against the producers of Lisa Al:
90's Yearbook & Avatar, an app that utilizes artificial intelligence. As reported by Variety,
Johansson alleges that the developers unlawfully employed her name and likeness in the
product's web advertisements without obtaining her consent.

A promotional video lasting 22 seconds was shared on the social media page of
the application. The film utilized authentic footage of Johansson taken during the
production of Marvel's Black Widow, which was repurposed by a neural network.
Johansson explicitly said that she was not involved in the creation of the video and did
not provide approval for the utilization of her photos or voice.

According to Johansson's attorney, Kevin Yorn, they will take all necessary measures
to defend her legally. The promotional post was pulled down once the complaint was
initiated, while the app remains accessible on both the App Store and Google Play.

Tom Hanks likewise encountered a comparable issue when his likeness was utilized
for promotional purposes without his authorization, mirroring a previous incident (Roth,
2023).

Unauthorized disclosure and improper handling of Alyona Andronova's records:

Voice actress Alyona Andronova has filed a lawsuit against Tinkoff Bank, alleging
that her recorded voice, originally intended for training the bank's voice assistant,
was utilized without her consent for other projects. The incident dates to 2019, when
Andronova initially agreed to record text for the purpose of developing a neural network
specifically for the bank's internal operations.
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During the initial recording session, the actress was informed that her voice would
be solely utilized within the bank for the purpose of training a voice assistant for the
call center. However, after a few years, she became aware that her voice was being
employed in advertisements and other questionable endeavors without her consent.

The actress explicitly stated that her contract with the bank did not include any
references to fusion or neural networks. She also expressed that her attempts to
communicate with the bank's legal representatives were unsuccessful, and that the
compensation offered by the bank did not meet her expectations.

Tinkoff Bank refutes the accusations and asserts that they possess complete legal
authority to utilize the actress's voice in accordance with the contractual agreement.
Furthermore, they emphasize that the synthesized voices are employed for the purpose
of automating call centers and other corporate operations.

The issue has sparked significant public outrage, leading to the creation of a petition
on Change.org in support of Andronova. The petition calls for the legal acknowledgment
of the human voice as an intangible commodity, safeguarded against unauthorized use
without explicit authorization.

This text examines multiple instances of voice spoofing and highlights the
significance of public vigilance and awareness regarding emerging technological risks.
It also addresses ethical and security concerns in the era of digital advancements.
Enhancing techniques for identifying and protecting against voice spoofing is an urgent
task to establish robust safeguards against potential abuse and uphold confidence in
voice identification.

Analysing voice impersonation tools

The world has recently experienced a wave of fraud using an innovative technology
called Voice DeepFake. This technology involves manipulating audio recordings to
create fake speeches. By using specialized software, it is possible to generate a speech
using the recorded voice of a specific individual. The software can accurately replicate
the tone and quality of the victim's voice by analyzing the speech into phonemes or short
sounds, which are then combined to form new sentences. Any errors or inaccuracies in
the playback are typically attributed to external noise or low communication quality.

The utilization of this technology is currently prevalent among criminals worldwide,
and the identification of such fraudulent activities is becoming equally as difficult as
uncovering a deceitful plot within a financial institution. As an illustration, you might
receive a phone call from an individual claiming to be a "family member" with a familiar
voice, persuading you to transfer money to assist them.

The researchers from the Security Algorithms, Networks and Data (SAND) Lab
at the University of Chicago conducted a test on Voice DeepFake programs found on
the open-source developer platform GitHub. Their objective was to determine whether
these programs could bypass the voice recognition systems employed by Amazon
Alexa, WeChat, and Microsoft Azure. Among these programs was SV2TTS (Figure 1),
which, as claimed by its creators, can generate an accurate voice simulation with only
five seconds of audio sampling (Wenger et al., 2021).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
4 International License

128



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

reroronce——| Speaker spoaker
waveform Encoder embedding
log-mel
Synthesizer e SpectrogmEm
grapheme or
phoneme ——| Encoder [~ concat ~ Attention - Decoder Vocoder — waveform
sequence

Figure I - The general SV2TTS architecture

SV2TTS, a voice cloning toolkit, has been found to successfully deceive Microsoft
Azure systems approximately 30 % of the time. It is even more effective in bypassing
WeChat and Amazon Alexa systems, with a success rate of 63%. The program has also
proven to mislead individuals, as two hundred volunteers who were asked to differentiate
between a real voice and an SV2TTS fake were fooled half of the time. Experts have
discovered that DeepFake algorithms are particularly adept at imitating female voices
and speech in all languages except English. The reasons behind this phenomenon remain
unclear to researchers. These findings indicate that both humans and machines can
be deceived by synthetic speech, and current defenses are inadequate. Consequently,
criminals could potentially exploit modern voice clones to conduct various attacks on
both individuals and software systems (Wenger et al., 2021).

It is important to acknowledge that voice clones are not suitable for widespread use
or large-scale attacks. This technology is primarily designed for targeted attacks on
specific individuals. The likelihood of unintentionally becoming a victim of a DeepFake
voice clone is currently exceptionally low, particularly for private individuals. However,
for certain individuals, particularly those who are wealthy and subject to systematic
surveillance, such an attack could potentially occur.

It is crucial to acknowledge that technology has advanced, and the occurrence of
such attacks is no longer a fictional plot. Governments are now taking action to combat
the creation of clones. The United States has already enacted legislation to safeguard
its citizens from deceptive representations of their identity, which governs the use of
manipulated videos. Similarly, California has implemented a law that makes it a crime
to employ uncoordinated visual and audio clones for advertising and political purposes.
The problem of manipulated videos has also spurred the emergence of a new field of
study - the creation of digital forgery detection systems.

When discussing technologies associated with voice spoofing, there are three
primary components: speech generation, speech synthesis, and voice cloning. We
have previously examined speech generation and synthesis using SV2TTS (Speaker
Verification to Text-to-Speech) technology. However, it is equally important to consider
another technology called RVC (Real-Time Voice Cloning).

Let us go from SV2TTS to RVC:

SV2TTS has the capability to generate voice assistants, personal assistants, and
audio content of superior quality. Nevertheless, like with any potent technology, it may
be misused. The utilization of SV2TTS for voice spoofing can pose significant risks,
including fraud, social engineering, and the dissemination of misinformation.
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Real-Time Voice Cloning (RVC) is an advanced technology that utilizes neural
networks and deep learning to accurately replicate a person's voice. By capturing a
brief audio sample of the target individual's voice, RVC can generate text that will be
spoken in a voice that closely resembles the original. RVC enables the creation of highly
authentic voice replicas that are challenging to differentiate from the genuine voice.

Multiple methods and instruments exist for voice replication utilizing RVC:

1. Voice model training involves recording a substantial amount of audio data from
the target subject. This data is then utilized to train a neural network that captures the
distinctive characteristics of the voice.

2. Generating a vocal model: Following the training of the neural network, a vocal
model is produced, which may be stored and utilized for the purpose of speech synthesis.

3. Voice synthesis and spoofing involve the creation of artificial voices that can
be used to generate voice messages, audio files, and even mimic actual speech. This
technology allows for the possibility of misuse, such as engaging in deceit and fraud.

It is crucial to acknowledge that RVC has diverse applications, including benign ones
like generating synthetic voice actors or assistants. However, concerning dangers and
voice spoofing, this technology represents significant risks of misuse and infringement
on privacy.

To address the risks posed by voice cloning through RVCs, it is necessary to
implement more stringent laws, advance voice authentication and verification systems,
and enhance overall information literacy in society. It is crucial to acknowledge that the
emergence of voice spoofing technologies necessitates measures to safeguard personal
data and ensure online security.

The emergence of advanced technologies like SV2TTS (Speaker Verification to
Text-to-Speech) and RVC (Real-Time Voice Cloning) has significantly elevated the
complexity and risk associated with voice impersonation fraud. These tools empower
criminals to generate highly authentic counterfeit voices, enabling them to execute
criminal activities. Now, let us examine the various methods and instances of fraud that
involve voice impersonation:

Fraudsters can employ voice cloning (RVC) to replicate the voices of acquaintances,
such as family, friends, or coworkers. These counterfeit voices can then be utilized for
the purpose of deceiving others and obtaining monetary advantages. Deceptive phone
calls from financial institutions and establishments: Fraudsters may contact individuals,
assuming the identity of bank personnel, government entities, or other esteemed
organizations. Employing a fabricated tone, they may solicit personal information,
passwords, or even execute financial transactions in the name of the victims.

Social Engineering: Scammers can employ counterfeit voices to execute social
engineering schemes. They can persuade targets to conduct specific acts, such as money
transfers or divulging confidential information, by placing trust in a fabricated voice.

Through the utilization of RVC (Real-Time Voice Cloning) and SV2TTS (Speaker
Verification to Text-to-Speech) technologies, malicious individuals can generate
extensive audio recordings and voice messages with the intention of disseminating
misinformation and propagating falsehoods to vast audiences.
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These cases of fraud, highlight the seriousness of the problem of vote fraud:

1. In 2019, individuals engaged in fraudulent activities employed voice deepfake
technology to deceive a UK energy company into transferring a substantial amount
of money to a non-existent corporate account. By artificially generating the voice of a
senior staff member, they effectively executed the fraudulent scheme.

2.In 2020, perpetrators utilized speech deepfakes to illicitly appropriate millions
of dollars from a Japanese corporation. Specifically, a counterfeit vocal representation
was employed to perpetrate financial deception and facilitate the transfer of funds to the
criminals' accounts.

The prevalence and complexity of voice impersonation fraud are on the rise. Experts
and legislators are urging caution and implementing measures to counter this menace,
such as enacting legal frameworks to regulate the use of technology and providing
public education on safeguarding against voice impersonation fraud.

Result and Discussion

Defense Methods

Amidst the significance of information security, emerging fraudulent technologies
can endanger personal data and financial resources. Nevertheless, countermeasures
against these risks are advancing alongside the evolution of voice forgery technologies.
The most recent advancement in this domain is the AntiFake algorithm, devised by
American scientist Ning Zhang (Ogliore, 2023).

The AntiFake algorithm aims to increase the difficulty of producing persuasive
deepfakes. It utilizes an adversarial artificial intelligence (Al) technique, previously
employed by cybercriminals, to counteract their activities. The algorithm intentionally
distorts the captured audio signal, rendering it understandable to humans while becoming
incomprehensible to the Al. Consequently, the synthesized voice of the Al becomes
distinct from the human voice in the original sample.

n Perturbation

“Good morning!”

Public Platforms

N\ —t
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Generative “It's Alice, please
Attacker Model open the door for me!”

Figure 2 - Overview of how AntiFake works

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License == Y

131



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 1.

Evaluations have demonstrated the considerable efficacy of the AntiFake algorithm.
It successfully thwarts the production of persuasive deepfakes by an impressive 95%.
Consequently, any attempts to fabricate a deepfake using an altered recording would
result in an Al-generated voice that appears untrustworthy and unconvincing.

With the continuous advancement of voice authentication and voice spoofing
technologies, there is a constant emergence of new tools and features. However, the
effectiveness of countering fraudsters can still be achieved by employing strategies that
are specifically designed for this purpose. AntiFake technology serves as evidence that
modern developments can effectively safeguard against information security threats and
mitigate fraud associated with voice spoofing.

In the dynamic realm of technology and information risks, ensuring security and
safeguarding identities are crucial hurdles. Advanced solutions like AntiFake can
enhance voice authentication and deter fraudulent activities. Furthermore, it is imperative
to establish legislation and regulations to govern voice authentication and identification,
thereby fostering a more secure and dependable digital environment.

In addition to utilizing algorithms such as AntiFake, there exist several techniques
and strategies to enhance the security of voice authentication:

1. Multiparameter authentication refers to the process of assessing multiple biometric
data, including voice, fingerprints, and retinal scans, to enhance security. By requiring
attackers to mimic many biometrics, this method makes spoofing more challenging.

2. Implementing multi-factor authentication involves incorporating various
authentication factors, including but not limited to biometrics, passwords, pin codes, or
one-time codes.

3. Access Control: The integration of voice authentication systems with access
control methods is necessary to limit access to sensitive data exclusively to authorized
individuals.

4. Technological Advancement: Consistent updates to voice authentication
algorithms and systems can enhance their resilience against emerging attack methods
and fraudulent activities.

Conclusion

To summarize, voice impersonation fraud, as described in "Voice Impersonation
Fraud: Risks, Cases, and Defense Strategies," is a major and constantly changing issue
in the field of digital security and personal privacy. The progress made in DeepFake and
Real-Time Voice Cloning (RVC) technologies, although providing exciting possibilities
for innovation and imagination, also present a significant danger when exploited for
malicious purposes.

The article highlights the importance of addressing voice impersonation fraud
by examining several prominent cases. It is evident that conventional cybersecurity
measures are inadequate in dealing with the complexity of voice synthesis technologies.
Therefore, there is an immediate requirement for the creation of more advanced detection
tools, stronger legal frameworks, and greater public awareness to effectively combat
this type of fraud.

Furthermore, it is of utmost importance to emphasize the ethical and legal implications
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associated with the utilization of voice impersonation technologies. The article
underscores the need to establish explicit ethical principles and rigorous legislation to
regulate the application of these technologies, guaranteeing their responsible use while
respecting the privacy and consent of individuals.

To effectively combat voice impersonation fraud, it is essential to establish a
cooperative endeavor involving technology developers, legal specialists, cybersecurity
experts, and the general population. By remaining well-informed, watchful, and
initiative-taking in devising and executing comprehensive strategies, we can reduce the
dangers associated with voice impersonation fraud and protect the authenticity of our
digital communications in this constantly changing technological environment.
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