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AnHoTamus. bByn wmakanama OarmapiaManblk — KaMTaMachld3 €Tyl a3ipiey
KOOATAPBIHAAFBI KAl CHIIATTaMallap MEH HEri3ri 0acKapy TEeXHOJOTHSIAPBIH TANKbLIAY
JKaIFacaibl: KQKETTI KOPCETKIMITEP Il aHbIKTAY, )KOOAHBIH MAKCAThIHA JKETY/l KaMTaMachl3
eTyre OailJITaHBICTBI pYKCAT ETUITeH MIeKTepAiH YJITUIepiH o3ipiey. barmapmamaibix
KacaKTaMaHbl 93IpJiey MKOOACBIHBIH METPUKACHIH 0aCKaApYbIH IKaJMbl KOJAAHBICTAFbI
Tocinmepi, MeTpUKaHbl Oackapy KOHTEKCTiHJeri ko0a MEHeKepi MEH OHBIH
KOMaH/IAChIHBIH ~POJJIepi MEH TalchipManapbl OenekTenreH. Makanana KoOaHbBIH
eNmIeMJiepi MEH MopTeOeciH CcaHABIK Oaramay KaXXeTTUNrl TajuKbUIaHAAbI, SIFHU
OarmapiaMaiblK KaMTaMmachl3 €Tyl 93ipiiey VIIH TamnchIpblc Oepymr KoiraH OapiibiK
HET13T1 TalanTap/IblH KOKETTi dKoHE KETKUTIKTI ChBIHAKTAPBIH d3ipIIey.

Tyiiin ce3aep: IT-xo00anap, )o0aNBIK ToyeKenIep i dackapy, Taiuay, ecenke amy
MOHE OarIapaMalibIK JKacakrama )K0o0aChIHbIH TOYCKEIACPiH a3aiTy KOCHapbiH KYPY

Moaitexcozoep ywiin: 1T Anun. BAFJJAP/IAMAJIBIK KACAKTAMAHBI O3IPJ/IEY
JKOBAJIAPBIH FACKAPY: KOH®UI'YPAIL[UAHBI BFACKAPY, BAF/JAPJIAMAJIBIK
OHIMHIH HYCKAJIAPHbI MEH LIIBPIFAPBIJIBIMIJAPBIH BACKAPY//XAJIBIKAPAJIBIK
AKIIAPATTBIK JKOHE KOMMYHHUKAJIPIK TEXHOJIOTHAJIAP JKYPHAJIBI. 2024. T.
5. No. 19. 08-22 b6em. (opwic mininode). https://doi.org/10.54309/1JICT.2024.19.3.001.
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AHHoTanus. B nanHoii cTatee npomoinkaercst 00CyK1eHHE OCHOBHBIX HEOO0X0IUMBIX
TEXHOJIOTMH yIpaBJIeHHs B IPOEKTaX pa3pabOoTKH MPOrpaMMHOr0 00eCeueHHs: yIpaBIcHHE
KOH(QUIypauusiMM NPOrPpaMMHOIO IPOAYKTa, MPUMEHEHHE CHCTEM KOHTPOJISI BEpCUil U
PENU30B, HANPaBJICHHBIX Ha JOCTIKEHUE KOHEUHBIX LeNiel npoekTa. Boinenens! obmue cy-
HIECTBYIOLIME TTOAXObI K YIPABJICHUIO W3MEHEHUSIMH apTe(akTOB MPOEKTa MPOrpaMMHON
Pa3paboTKH, POIM W 33ha4M Pa3padOTUYMKOB MPOEKTa M €r0 MEHEIKMEHTA B KOHTEKCTE
yhOpaBJieHHsT W3MEHEHUSIMH. B crarbe paccMarpuBaercsi HEOOXOAUMOCTb IOCTPOCHHS
npolecca CTpOroro KOHTPOJI UK3MEHEHHH apTe(haKTOB IPOEKTA, T. €. BHIOOP M UCTI0JIb30BaHNE
HEOOXOJUMBIX M JOCTATOYHBIX MHCTPYMEHTOB JUIsl BHECCHMS W3MEHEHUH, paclpelesieHue
poJieli B TaHHOM IIPOLIECCE U €T0 OCHOBHBIE KOMIIOHEHTHI.

KiroueBble cjaoBa: IT-npoekTsl, ONTUMH3ALHUS IUTAHUPOBAHUS,
yhpaBiieHHe KOHQUTypalHusIMH HOPOrPaMMHOIO OOECIEUEHUs, CUCTEMa KOHTPOJSI BEPCHi,
M3MEHEHUH B Ipolecce pa3paboTKH MPOrpaMMHOI0 00eCIeUeHHs

Ana yumuposanusa: I'T. Anun. VIIPABJIEHUE IIPOEKTAMU PA3PABOTKHU
IIPOI'PAMMHOI'O  OBECIIEYEHHA:  VIIPABJIEHUE — KOH®UI'YPALIUAMU,
KOHTPOJIb BEPCHU U PEJIM30B I[IPOIPAMMHOIO  ITPOJVKTA/MEX/TY-
HAPOJIHBIH ~ )KYPHAJI HUH®OPMALIMOHHBIX U  KOMMYHUKAI[HOHHbBIX
TEXHOJIOTHH. 2024. T. 5. No. 19. Cmp. 08-22. (Ha pycc.). https://doi.org/10.54309/
LJICT 2024.19.3.001.

Beenenue
IIpouecc pazpabotku nporpammuoro obecreuenus (I10) ¢popmanbHO MOXKHO TIPEICTABUTH,
KaK I[103TalHbIHA (AUCKPETHBIIN) MPOLecC BHECEHUS! U3MEHEHUH B OCHOBHBIC JIOKYMEHTBI KOJa
U JIpyrue HeoOXoaumble apTedakTbl: rpaduuecKHe CXEMbl aJrOPUTMOB M HHTEpQeEicos,
JUarpaMMbl [IPOLECCOB OOpPaOOTKM MaHHBIX M T.I. € LEJNbI0 pealu3aluu TpeOOoBaHUH,
OIMCaHHBIX B JOKyMeHTe TexHndeckor cneruduranuu 110 (Yapnss u ap., 2008). OcHoBHas
npoOsieMa, CBsI3aHHAs C KOHTPOJIEM JAaHHOI'O Mpollecca, 3aKIo4YaeTcsi B TOM, YTO Haj
apredakTaMu padOTalOT HECKOJBKO pPa3pabOTYMKOB B KOHKYPEHTHOM pEXHME, T. €.
napamuienpbio. B (Tom [lemapko, 2018: 352) yrTBepkmaercs, 4YTO [UIs yCTpaHEHHS
BO3MOXKHBIX IIPOOJIEM M KOH(IINKTOB, a TAKXKE IS TOCTIKEHUs TpeOyemon 3 dexkruBHOCTH
BHECEHUS U3MEHEHUH HEOOX0ANMO:

1) Ilonnmanue npuHOMNIA paboThl, CTPYKTYPBI M COCTABIISIIOLIMX KOMIIOHEHT IpoLecca
BHeceHUs! n3MeHeHui;2) [IpaBuibHOE pacnpesneneHue posiell MeXIy HCIOIHUTEISIMH U

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e )
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paspernieHue KOH(IUKTOB;

3) [IpuMeHeHne aBTOMATH3MPOBAHHON CHUCTEMBI KOHTPOJISI Bepcuil apTredakToB U
PEIU30B MIPOEKTA.

B nenoM, 3T0 03Ha4YaeT cTporoe cieAOBaHHE MapajurMaM M HICOJIOTHU Ipolecca
ynpasieHust n3MeHeHusiMu. C JIpyroil CTOpOHBI, JaHHOE TpeOOBaHUE MOPOKAACT HAEM
HEOOXOIMMOT0 KOJHMYECTBA JOMOJHUTEIBHOTO IEPCOHANa, KOTOPBIA OyAeT 3aHMMaTbCs
TOJIKO BOTIPOCaMHU KOHTPOJISl BHECeHUsT u3MeHeHui (BanuTa u ap., 2014).

Kak e mpaBuibHO coOmocTH OajlaHC, CBSI3aHHBIM C TPOLIECCOM YIPaBJICHUS
n3MeHeHusiMu B pazpaborke 1107 Haumnate HeoOxomaumo ¢ BbIOOpa 0a30BBIX METOJOB
paspabotku 110 (MHCTUTYT ynpaBieHHs NMPOEKTaMH, CHPaBOYHHMK. PyKOBOACTBO K CBOIY
3HaHUU TO ympaBieHHro npoekramu. 19073-3299: 309), T.e. BEIOpaTh MEXIy METOJIaMHU
pa3paboTku 1o mocienpoBaTenbHoi TexHomoruu (Waterfall) u rubkoit texnonoruu (Agile).
B nocnennee Bpems 0osbII0e BHUMaHUE YAEISIETCS THOKON TexHonoruu paszpadorku 110 n
CBSI3aHHBIX C HEW MPaKTHYECKUX PEKOMEHIAIMU JUIsS poLecca YIpaBiIeHNsT U3MEHECHUAMHU
MPOrPaMMHBIX Pa3paboToK.

MarepuaJjibl 1 METOABI

OcHOBHBIE KOHIIETIIMH pOoLecca yIpaBIeHUI H3MECHEHUSIMH, €r0 MPUYHHBI U LIENb

Kak yxe 0buto ckazaHo BbIlIe Tpouecc pa3padorku 10 MoXKHO mpencTaBuTh, Kak
JMCKPETHYIO LIETIb [IEPEX0/10B U3 OTHOI'0 COCTOSHUS B ITOCIIEyIoLIee 00JIee COOTBETCTBYIOLICE
TpeOOBaHUIM M OXKUAAHUSAM KIMEHTA 10 TeX 0P, IOKa He OyIeT JOCTUTHYTO IpUEMIIEMOe
¢unansHoe cocrosnue (Hopman u ap., 2000). “SCM is the control of the evolution of com-
plex systems, for the purpose to contribute to satisfying quality and delay constraints.” —
Jacky Estublier.

Takum 00pa3om, ynpaBieHHE M3MEHEHMSMH SIBIISCTCS HEU30EKHBIM B IIpolecce
paspabotku [10, u ero pa3paboTUMKH BO TIaBE C MEHEKMEHTOM JIOJDKHBI (POKYCHPOBATHCS
Ha TOM, 4TOOBI 00€CTIeYnTh KOHTPOJIb KauecTBa ynpasieHus npouecca naMeHenuit (YIIN),
rze Heo0X0ANMOCTh TPOBEACHUS H3MEHEHNH 00YCIIOBIICHBI CICAYIOUIMMU IPUUYNHAMU:

- HoBble pbIHOYHBIC YCIOBUSI JAWKTYIOT HEOOXOIMMOCTb HM3MEHEHHH K
TpeOOBaHMIM MPOIYKTA WK NPaBUJI BeCHUs OU3HEcCa;

- HoBble moTpeOHOCTH KITMEeHTa TPeOYyIOT U3MEHEHUS IaHHBIX, (QYHKIOHAa
WM CEpPBHCA;

- BusHec peopranu3auy BBI3BIBAIOT H3MEHEHUS B IPOCKTHBIX MPHOPUTETAX
WM CTPYKTYpe KOMaH/bl pa3padOTUHKOB,;

- BropkeTHble MM BpEeMEHHbBIC OrPaHWYEHUS] TaKKe MOTYT MOTpeOOBaTh
nepecMoTp npouecca.lro emie BaxxHo moMHuTh B YIIU: 310 B epByto ouepens To, uto YIIN
ropaszzno Oosibllie, YeM cUCTeMa KOHTpOJs Bepcuil; Bropoe, YIIM He ToibKO 3aHMMAaeTcs
KOHTPOJIEM M3MEHEHUH Ko/a U padoTaeT He TOJbKO B dasze pazpadorku [10; TpeTbe, HO HE
nociegHee — BHIOOP MHCTPYMEHTOB pa3padO0TKH OueHb BaXKEH, HO BBIOOD AM3aliHA U CTPOroe
cnenoBanue npoueccy YIIM ropasmo BaxHee.

JlaBaiiTe paccMOTpHUM caMble IPOCTHIE IPUMEPBI, Koraa Heooxoaumo YIIU:

- Pa3paborunk A xuBer B Hero Jlenmn, Unaus, a pazpaborunk B xuBer boctone,
CILIA onu xotst paborars Ha onauM HelloWorld.java Bmecre;

- B nocnennem penmse Obula HaliieHa cepbe3Has npodiema u MeHemxep C xouer
MPOCIEANTD KAKME U3MEHEHHSI €€ BBI3BANIM, KTO CIENaN 3TH U3MCHEHHUS;

- Menemxkep C X0o4eT MONYyYUTh PENOPT O TEKYILIEM IpOrpecce MpPOeKTa 4TOObI
PELIUTh HYXHO JIM el HaHATh OoJblie pa3paboTYMKOB U 3a]iepXkath alpha penus.

@,{I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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Onucanne 0CHOBHBIX cocTaBisromux Y111

B npouecce VIIN Beiaenstor cnemytomye koMnoHeHTH! ((MHCTUTYT ynpaBiieHHS
MIPOEKTaMH, CIIPAaBOYHUK. PYKOBOJICTBO K CBOAY 3HAHUH 110 yNIpaBJIEHUIO poekTaMu. 19073-
3299: 124):

- IIpouecc KOHTPOIISI U3MEHEHUI

- Cratyc yuera U3MEHEHUI

- Aynut KoHQUTYpaLuit

- YmpasneHue pennzaMu

- [InanupoBaHue ynpaBieHUsI N3MEHEHUSIMH

KiroueBbIM KOMITOHEHTOM SIBIISIETCS IPOLIECC KOHTPOJISI U3MEHEHUIA.

C rtouku 3penus paszpaborumka IO cam mporiecc KOHTPOJIST M3MEHEHHUH MOKHO
MIPEJCTaBUTH B BUJE CICAYIONICH MTOCIEI0BATEILHOCTH:

- IlpobGnema oOHapyxena;- IlpoOnema oTpamopTOoBaHa KOMaHAE IO KOHTPOIIIO
koHpurypauuu;- Komanna o6cyxaaer npodnemy:

- SIBnsiercst mpoGiiema omuOKo?

- SIBnsiercs 1 ipobIIeMa HeOOXOTUMOCTRIO PACIIHpPEHHs PYHKIIMOHATA?

- Komy cnenyer nnatuts 3a ee pemeHue (KJIMEHTY WK KOMaH/Ie pa3padoTYnKoB)?

- Ha3nauute nmpobiaeMe mpropuTeT WK YPOBEHB CII0KHOCTH, M HA3HAYNUTh EPCOHAI
JUIs ee yCTpaHeHus ;- Pa3paboTuuK WM aHAJUTUK ONpPEACISieT Pecypchl Al yCTPaHEHHS
MPOOJIEMBI ¥ YTO HEOOXOUMO C/IeTaTh;

- Pazpaborunk paboraer BMecTe ¢ aepikaresieM OMOIMOTEK € LEIbI0 KOHTPOJIS
Ipoliecca yCTaHOBKHM I3MEHEHHH B OTIEPALlMOHHYI0 CUCTEMY M IOKYMEHTaLI0;- PazpaboTunk
3anuchIBaeT B (ailiibl panopra U3MEHEHUS, JOKYMEHTUPYSI BCE ClICIaHHbIC N3MEHEHUSI.

Ho nyume ero npeacraButh B 6onee o01eM Buae, OTPaXKEHHOM Ha AUarpaMme:

OnobpeHHe KROMHCTHH NO

3anpoc Ha MameHeHke (3H) KOHTPO/H HIMEHEHHI

Ouexka 3H ¥ aHANHZNOCNSACTEMH SR

WMHzsaHE pHEIH NPHKEE HIMEHEHHA,
exnaowmi (M)

ey BnoHMpoEka KOHEMIYPELHOHHDEX
SNEHMEHTOE M EHECEHHE

Ecnu M3MeHeHHA NPoXDaAT
KEPHTEPHH K34emed, To K3
pazG.NOHHPYIOTCR 80A
MCNONBIDESHHA HHEHE
EMNOMHAETCA NPOLESYPSE EOIEPSTE

- KpuTEpUi ANR DUEHKN KEHELTES MIMEHEHMIA ComacHo MK
CABNEHHBX HIMEHEHWIA

- Npouegypa eczepaTa

Puc. 1. lnarpamma nporiecca KOHTPOJIS H3MEHEHU I

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @1 o
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3nech KoH(UTypalMoHHbIH 31eMeHT (KD) — 3T0 yTBep)aeHHbIH 1 0J00pEHHBIN
pe3ynbTaT W3MEHEHWs, KOTOPBI HEOOXOJMMO IIPOBECTH IOCPEJCTBOM (HOPMAITBHOM
MIPOLEAYPHI.

B nmanHOW mumarpamme 3ampoc Ha HM3MEHEHHE MOXKET OBITh WHUIIMHPOBAH
none3oBaterieM 11O, KIMEHTOM WM MEHEKepoM. 3ampochkl Ha W3MEHEHHUE CIelyeT
TIIATETbHO aHANU3WPOBaTh KaK YacTh MpOIecca WU3MEHEHHs, TpPEeXae YeM IPOBOIUTH
MMIUIeMEHTaIui. HekoTopele 3ampockl TpeOYHOT CPOYHOTO HWCIONHEHHS BBHIY CBOCH
MIPUPOJIBL: HEOOXOAMMOCTD yCTPaHEHUS IPOOIIeMa, CPOUHBIE 3aITPOCKI OT OM3HECa, H3MEHEHUS
paboueii cpenp! 110.

B cocraB KoMaH/IBI TIO YIIPABICHUIO U3MEHEHUSIMU KaK TIPABUJIO BXOST aHAIUTHKH,
pa3pabOTUYMKKM W KOHTPOJUIEPHI TPOTPAMMHBIX OHMONHOTEK, B TO BpeMs KaK B COCTaB
KOMUCCHH 10 KOHTPOJIIO U3MEHEHHSIMH BXOJIAT MIPECTABUTEH KIMEHTA W YICHBI KOMaH/IbI
YIpaBIeHUS U3MEHEHUSIMHU.

Ha manHOM 3Tare J0KHBI OBITH OIIPEIEICHBI OTBETHI Ha CIIETyIOIINE BOTIPOCH:
Cunxponmsanus (Korga tpedyercs mpoBecTH n3MeHeHne?)
Unentudukanus (Kto Oyner npoBoanTs u3MeHeHue?)

Hazpanwue (Uto Oymer MEHSTPH B IpoIiecce N3MEHEHU?)

Ayrentudukanus (Kak mpoBepHTh, 9TO U3MEHEHHUE CJIEIaHO MMPaBUIIBHO?)
Asrtopuzanus (Kto OyneT o100psaTs 3T0 n3MeHeHne?)

MapmpyTusanus (Ko momken 0b1Th HHPOpMHPOBaH?)

Otmena (KTo MokeT OTMEHHUTH 3TO U3MEHeHHe?)

Heneranmss  (Bompockl AenerupoBaHus, €CIIM OTBETCTBEHHBIC JIHIIA

A SANENENENENENEN

OTCYTCTBYIOT)
Ouenka (Bonpocs! mpuopuTtera, €Ciii €CTh HECKOJIBKO 3aIIPOCOB)
Cmamyc yuema usmeHenutl
Cratyc yuera U3MEHEHUI — aIMUHUCTPUPOBAHUE OTCIICKHUBAHUS U PEIIOPTa
KOH(UTIYpaLMOHHBIX JIEMEHTOB B CUCTEME yNPABICHUS U3MEHEHUSIMU
[Tpumepamu MOTYT SIBIISITHCSL:

v Cratyc npe/uI0)KeHHBIX U3MEHEHN;

v Craryc 0100peHHBIX H3MECHEHUI;

v IIporpecc Texymei Bepcuu I1O: B COOTBETCTBHHU, C ONEPEKEHUEM HIIU C
OTI03/1aHUEM;

v OneHka pecypcoB, HEOOXOIMMBIX JJIs 3aBEPILCHHUS 33124,

v [Ipobaemsl, onpeneneHHbIe B IpoLecce ayauTa KOHGUrypamuu.

Kougpueypayuonnwiti ayoum

HesaBucumbie o0ciiefoBaHIe WIIH OLICHKA (haKTa COOTBETCTBUS MPOYKTA WIIH
nporecca 3asBICHHBIM CreU(UKaMIM, CTaHIapTaM, KOHTPAKTHBIM COTJIAIICHUSM WITH
APYTUM KPUTEPHUSIM

IIpumepamu mo2ym sA61smMuCs:

v Bepudukanus dakra, 4To KOHGHUTYPAITHOHHBIE YIEMEHTHI IIPOTECTUPOBAHBI
Ha COOTBETCTBHE (PYHKIIMOHAIBHBIM TPEOOBAHHUSM;

v Bepudukamus ¢dakrta, uYTOo TeKymas OIOOpEHHas BEPCHUsl COJCPIKUT
HE0OX0IMMbIEe 1 KOPPEKTHBIE BEPCUU KOH(DUTYpAIMOHHBIX SJIEMEHTOB;

v ITpoBepka (akra, 4TO M3MEHEHUs, CICNaHHBIE B TEKyHIel 0100peHHOH
BEPCHH, HAXOJSITCS B COOTBETCTBHU C PEIIOPTOM O CTaTyce KOH(UTypamuu.

Ha nanHoM 3Tamne 0ObIYHO OOpamniaeTcss BHUMaHUE Ha CIISTYIONINE MOMEHTHI:

@,{I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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v bouin m  w3MeHeHWs crenaHbl 0€3 OTKJIOHEHHH OT OZO0OpPEHHBIX
crieruQuKanmii?

v boulo 1 mpoBeneHO (YHKIHMOHANBHO-TEXHHUYECKOE 00CIeOBaHUE IS
OLICHKH TEXHUYECKOW KOPPEKTHOCTH?

v bbbt 1m cobmroneH onoOpeHHbIi npouecc pazpadotku [10 n npuMeHsUCh
JIM CTaHJApTHI IPOrPaMMHON pa3paboTKu?

v OTpaxxatoT 11 aTpuOyThl KOH(UTypauu 00beKTa 3asBICHHOEC U3MEHEHUE?

v bbumn nu coOmroeHbl CTaHAAPTHI 3allUCH M PernopTa NpH MPOBEACHUH
WU3MEHEHUI?

v Bce nu HeoOxonumble KOH(UTIYpalMOHHBIE 3JIEMEHTHI ObUIM MPABUIIBHO
0OHOBJICHBI?

Ynpaenenue penuzamu

[Ton ynpaBieHreM penn3aMu MOHUMAETCS CO3JIaHUE M IOCTYITHOCTh HOBBIX BEPCHIA
T1O st KITHEHTOB.
OcHogmnbie ampubymamu peausa ANAI0mcs e2o:

Dopmam:

v HcxomHbIi KO TTFOC CKPHIIT MOCTPOSHHSI(KOMITHUIISIIUN) TUTFOC HHCTPYKIINY;
v HcnonHsieMble MakeThl ISl OTPEICIEHHBIX TUIATPOPM;

v Hpyrue xkommnakTHeIe popMmaTel: Java Web cpena, IIaruHel;
v [MaTum 1 OOGHOBJICHUS: ABTOMATHUYECKHE, PyYHbIE;

U codeporcanue:

v Wcxonubie daitns! u/vunm OnHapHbIe;paiiibl TaHHbBIX;

v YCTaHOBOYHBIC CKPHUIITHI,

4 OMONHOTEKN;

v JIOKYMEHTAIIVS TI0JB30BaTENS H/MIIH pa3paboTINKa;

v MPOTpaMMBbI cOOpa OT3BIBOB, T.I.

[TnanupoBaHue ynpasieHuUsI KOHPUTYPATUSIMH

[TnanupoBaHue ynpasieHusI KOHPHUTYPAUSME TPOU3BOJIUTCS B COOTBETCTBHH CO
crannapramu [EEE Std 828-2012 (SCM Plans), ANSI-IEEE Std 1042 (SCM), u np.

Uro0bl CIIAHUPOBATh YNpaBlICHUE KOHPUTYpAIMIMH HEOOXOJUMO OTBETHUTh Ha
CJIC/IYIOIINE BOMPOCHL:

v Yem Mbl Oyaem ynpasisiTh? (criucok u opranuzanus K9)

v KT0 Oyner OTBeTCTBEHHBIM M 32 Kakue ornepanun? (PO 1 3aa4um)

v Kaxk cnenarts Te wian uHbIe onepanuu? (IU3aiH MPOIEeCCOB JUIS YIPABICHHS
U3MEHCHUSIMH, 33]]a4M AUCTIETYCPU3AIINI, MOHUTOPHUHTA, TECTUPOBAHUS, PEIN3a, U 1Ip.)

v Kakue 3ammcu HEOOXOAMMO COXpaHATh? (JIOTH, 3aMETKH, KOH(UTYpaIuH,
W3MEpeHHUs, U JIp.)

v Kakue pecypchbl HyKHBI 1 KaKk MHOTO? (MHCTPYMEHTBI, A€HBIY, JIIOAH, U Ap.)

v Kakue meTpuku HyKHBI Ul ©I3MEPEHHUSI IIporpecca u ycrnexa?

v Pe3yabTaThl U 00CyKAeHHE

OCHOBHBIE TEPMUHBI CUCTEMbI KOHTPOJIsl U3MeHeHu# 110

K 0CHOBHBIM TepMHHAM CHCTEM KOHTPOJIS U3MeHeHul otHocAT (MHCTUTYT
yIpaBJiIeHUs MPOEKTaMH, CIIPAaBOYHUK. PyKOBOJICTBO K CBOXY 3HAHUU IO YIPaBICHUIO
npoektamu. 19073-3299: 235):

v Kondurypaunonnsiii anement (K3);

v Bepcwust, BapuaHT M peBU3us;

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e )
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v Kouduryparps;
v BbazoBerit mopor (MpoMeKyTOYHBIH pe3ybTar);
v PaGouee mecro.

Kondurypanuonustii anement (K3)ITox KD noganmaercs 0100peHHbIN U TPUHSTHINA
pe3ysbTaT, MOCTHXKEHHE KOTOPOro MOJDKHO OBITH CHENaHO B CTPOIOM COOTBETCTBUHU C
¢dbopmanbHOI mponenypol, WHaue JI00OH apTedakT MpoekTa, 4yei cTaTyc HEoOXOIUMO
CTPOrO KOHTPOJIMPOBATH M IPOBOJUTH €r0 HW3MEHEHUS B COOTBETCTBHUHM C OJOOpPCHHEM
OTpeJICJICHHBIX YYaCTHUKOB IIPOEKTA

[Ipumepamu  SIBISIOTCS: IUIAH  YIPABJICHUS IPOEKTOM, CIHMCOK TpeOOBaHUM,
cneuuduKanys AW3aiiHa, UCXOAHBIM KOJX M HCIOJHSAEMBIH KOA, Crenu(HKanus TECTOB,
(bopmar 1aHHbIX, 3aITMCH, HTH()OpMALKs JIOTa, T0JIb30BaTebCKast JOKyMEHTALUs, OMOJINOTEKH
1 CONPOBOXKJAIOIINE TPOTPAMMBI, PEMIOPTHI OLIHOOK U T.1.

HawubGonee nonymsipasimu KO B cpene paspadorunkos 11O sBistrores:

v KOMHBIOTGPHLI@ nporpaMmabl: UCXOJHBIC KOJbI, UCIIOJTHACMBIC KObI;
v I[OKyMeHTaLII/IHI TEXHUYCCKaAs, IOJb30BATCIbCKAA,
v I[aHHLIeI BHYTPCHHUC, T.C. COACPIKAIIIUCCA B IpOrpaMMax U BHCIIHUC (T.e.

(haiinbl 1 6a3bl JAHHBIX).

Bepcuu, BapuaHThbI U peBU3NH

- ITon Bepcueii monnmaercss KD B onpenereHHOW TOYKe ero pa3padoTKH,
Biitouass Pesnmsun n Bapmantsrllon peusueil nmonumaerca KO cBsa3aHHBIN ¢ npyroi
Bepeueit KO mocpencTsom peBu3ny OTHOLICHHUH B yIIOPSAA0UYEHHOM MOPSAKE BO BPEMEHH;

- [lon BapuaHTOM MOHMMAIOTCS (YHKIMOHAIBHO SKBHBAJCHTHBIC BEPCHUH,
HO pa3paboTaHHBIE C Pa3InUHBIMU HACTPOMKAMU, HAIIPUMED, ISl Pa3JINUHBIX POrPaMMHO-
annapaTHbIX IATPOPM;

- [Tox BeTKOM MOHMMAaETCs MMOCIEI0BATEILHOCTL Bepcuii, pacnpeaenéHHbIX
BO BPEMEHHU.

Coxpansttorest Bepcnu cienyronmm criocodom:

[TonHas Konus KaXXJ0H BEPCUH IUTIOC JIesIbTa (Pa3sHULa MEXY ABYMsI BEPCHUSMH)

Bbinenstor Tpu BUAa A€bT:

- Hapacratomas ngenbra:

Puc. 2. Kontposs Bepcuii: Hapacraromuias Jeybra

—€©

Puc.3. Konrpouss Bepcuii: yObIBaromas aeiabra

- YObIBarowas aenpra:

@‘(}- This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

15



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

- CMerIaHHast IeNbTa NPEeACTaBIIsICT CMECh HAapacTaloUIel 1 yObIBaOLICH.

CucreMa KOHTpOJSI BEpPCHi, TAaK)KE HA3bIBACTCSl CHCTEMOM KOHTPOJS PEBH3MI
M HUCXOJHOTO KOJa, 3TO croco0 ympaBlieHHs HM3MEHEHHMSMH HaOopa (aijaoB C IeNblo
COXPaHEHHUS! HCTOPUH U3MEHEHHH.

Beironamu cucteMbl KOHTPOJIA SIBJISIIOTCS: BO3MOXHOCTB 3()(DeKTUBHOI COBMECTHOM
paboThI; OTYETHOCTh M MPO3PAaYHOCTh; paboTa B M30JUPOBAHHOW cpene; 0e30MacHOCTb U
BO3MOKHOCTB PaOOTHI U3 JIt000ro MecTa (13 oduca, U3 1oma, U3 OTENs U T.JI.)

Bbr1enstor TpH OCHOBHBIX THIIA CUCTEM KOHTPOJISL BEPCUH:

v JlokanbHas

v LentpanuzoBanHas

v Pacnpenenennas (mpumep Git)

Cuctemy Git MBI paccMOTPUM HHMXKeE B pazjene 4.

Kondurypanus

[Ton xoHdurypauueit nonumaercst Habop GpyHKIHOHaIBHBIX KO B cooTBeTCTBHU C©
UX IPUPOJION, BEPCUSIMU U JPYTUMH XapaKTEPUCTHUKAMU

Kondurypauus rapantupyer cozganue [1O ¢ 3agaHHBIMH YpOBHEM KauecTBa H
(hyHKIIMOHATA

YacTo koHpUrypanus Hy>KJaeTcsl B 3alUCH ACTaICH Cpebl OKPY>KEHHS, T. €. BEPCUU
KOMITWIATOpa, OMOJINOTEK, arnapaTHON IaTghOpMbl U Jp.

[Ipocteie mpumepsr: Ant buildfile, Makefile

Bba3oBeIil mopor — 3T0 KOJUIEKLMS 3JIEMEHTOB BEPCHHM, KOTOpas ObL1a (popManbHO
paccMoTpeHa 1 0JJ0OpeHa B KauecTBE BEPCUU KOH(PUTYpaLuu

bazoBas mopor cOOTBETCTBYeT ONpEAEICHHOW CTaAWU IMPOEKTa (Maiyl CTOyH) H
CIIy’KUT Kak 0a3a 115 JanpHelen pa3paboTku. ba3zoBblii mopor — 3To onpeaeseHHas cTaans
B rporiecce pa3pabotku [10, ormeueHHas noctaBkoi ogHOTO Wi 6onee KO. OH MokeT OBITh
M3MEHEH TOJIBKO mocie (GopMann3oBaHHOro npouecca uzmeHenus: (Kak tonpko 0a30BbIi
MOPOT JOCTUTHYT, KaXIbli 3aIIpOC HA U3MEHEHHE I0JKEH OBbITh OLIEHEH U BEpU(PULIUPOBAH,
NpeXJIe YeM JOMYIIEH /sl HCTIOJHEHHS. )

BazoBsIii mopor miItoc 3anpoc Ha K3MEHEHHUE CO3/1aeT HOBBINM 0a30BbIi OPOT

Pabouee mecto

[Tox pabounm MecTOM MOHUMAETCSl U30JMPOBaHHOE pabouas cpea, rie pa3padoTunK
MOXeT paboTaTh (PEAAKTUPOBATH, U3MEHATH, COOMpaTh, TECTUPOBATh) HE MeLIas APYTHM
paspaboTunkam

[Tpumeps! Takux paboOYMX MECT: JIOKaJIbHAsl JUPEKTOPA CUCTEMBbI KOHTPOJISI BEPCHIL;
NpUBaTHAs (JOMAILHSSA) AUPEKTOPHUS Ha cepBepe.

Haubonee oOmue onepanun, KOTOpble COBEPIIAIOTCS HAa padoueM mecrte: MMmopt
WIN 3arpy3ka rnocieiHed HMH(QOpPManuu M3 CHUCTEMbl KOHTPOJS BEPCHH B JIOKAIbHBIN
penosutopuii; OOHOBJIEHHE WM TOJyYCHHE IOCICAHUX OOHOBICHHH BEPCHUH W3 BETKH
penosutopust; bnoxuposka KD nans BHecenuss usmeneHwii; PasomokupoBka KD s
paspelIeHus] BHECCHUSI M3MECHEHUH

[IpuMmepsl HHCTPYMEHTOB, HEOOXOAMMBIX Pa3padOTUUKY:

v Jnist cucTeMbl KOHTPOJISI BEPCUH IPUMEHSIIOTCS CIICAYIOIINE HHCTPYMEHTBI:

RCS, CVS, Subversion, Visual Source Safe (Team Foundation Server), Rational
ClearCase, Bazaar, GIT

v Jnist Hax oK JIeHNsT OIMOOK U MPOOJIEM B KOJIE:

Bugzilla, Mantis Bugtracker, Rational ClearQuest
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v JI71st HOCTPOSHMS HCTIOJTHAEMOT0 KOAa:
GNU Make and many variants, Ant
v B 1enom aist ynpaBieHust IPOSKTOM:

Sourceforge.net, freshmeat.net, GForge, Basecamp

Cucremsl KoHTpoJIsl Bepcuil U GitHub kak naubonee nonynapuas cucmema KoH-
mpons eepcuil

Cuctembl konTponst Bepcuil (VCS) ABISIOTCS BaXXKHBIMM HMHCTPYMEHTaMH B
pa3paboTKe MPOrpaMMHOT0 0OecreueHHs, KOTOPhIe MMOMOTAIOT YNPAaBJISATh W3MEHEHUSMH
B MCXOJHOM KOZI€ ¢ TeueHHeM BpeMeHU. OHM 00ecreynBarOT OCHOBY Ul OTCIICKUBAHMS
W3MEHEHUH, COBMECTHOH paboTbl WIEHOB KOMaHIbl W 3(PQEKTUBHOIO yNpaBICHUS
HECKOJBKMMHU BepcusiMH Koa. CUCTEMBI KOHTPOJIS BEPCUH JCIATCS HA J]BA OCHOBHBIX THIIA
(Barape u np., 2019):

- HentpanuzoBanuble cucteMbl KOHTPOIIs Bepcuid (CVCS): 3TH CHCTEMBI HCTIONB3YIOT
LEHTPaJIbHBIN cepBep UIsl XpaHEHHs BceX Bepcuil mpoekTta. Pa3paboTuMku W3BIEKArOT
(aiinbl U3 HEeHTPAIBHOTO PEMO3UTOPHSL, BHOCIT U3MEHEHHUS, a 3aTeM (PUKCUPYIOT H3MEHEHUS
oOpatHo Ha cepBepe. [Ipumepamu asisirores Subversion (SVN) u Perforce;- Pactipenenennsie
cuctembl KoHTponst Bepcuit (DVCS): B 3Tux cucreMax KakAblii pa3pabOTUMK HMeEeT
JIOKaJIbHYIO KOITHIO BCETO PEMO3UTOPHS, BKIIOUAsl €r0 HCTOPHIO. DTO TO3BOJISIET padoTaTh B
ABTOHOMHOM pPEeXHUMeE U 0oJiee THOKO BETBUTHCS M 00benHATh. [Ipumepamu asisitotes Git,
Mercurial u Bazaar.

CucremMa KOHTPOJISL Jons Ha CraTtuctuka [IpuunHa nonynspHOCTH
BepcHit pBIHKE TIOJTE30BAHHMS
Subversion (SVN) 2-4 % Penxo nns crapbix IIpocrora Mozenu ¥ HEHTPANU30BaHHBIN
1 KOPHOPATUBHBIX | TMOAXOJ, KOTOPbIH HEKOTOPhIE OPraHH3aIIN
MPOEKTOB MIPEANOYNTAIOT U3-3a TIPOCTOTHI KOHTPOIIS

Joctyna 1 Haazopa. OTpaciy co CTpOruMH
TpeOGOBaHUAMH COOTBETCTBHSI HHOT /1A
otaarot npexanoureHue SVN us-3a ero

€IMHON TOUYKH KOHTPOJIS.

Mercurial <1 % OueHb peaKo s [IpocToTra 1 NpOU3BOAUTEIHHOCTD.
CTapbIX POEKTOB HekoTopbie POEKThI, TAKHE KaK
OpHTrHHAIbHBIE perno3uropuu i Python u
Mozilla Firefox, ncrons3osanu Mercurial 1o
nepexona Ha Git.

Git (GitHub, GitLab) 90-95 % ~93 % Pacripeznenennas 6a3a, CKOPOCTb,
BO3MOKHOCTb BETBJICHHUS U [IHPOKOE
pacrpoCTpaHeHNe Ha TaKUX KPYITHBIX

iatdopmax, kak GitHub, GitLab u
Bitbucket. 'u6kocTh Git mo3BosieT emy
00pabaThIBaTh MPOEKTHI JIFOOOTO pa3Mepa,
YTO JieNaeT ero (haBOpuTOM Kak Cpein
HEOOJBIINX KOMaH/I, TaK M CPEAN KPYITHBIX

MPENPUATHI.
Perforce 1-2% Koprnoparushas Bericokast Ipou3BOAUTENLHOCTD U HAZCKHAS
cneuuduxa 00paboTka 00IbIINX HAOOPOB JaHHBIX,

HIMPOKO UCTIONB3YETCS B pa3pabOTKe Urp,
1 (POBBIX MeHA U KOPIIOPATHUBHBIX CPEAX.
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Bazaar <1% Ouens penKo Hecmotps Ha 10, 4TO M3HAYabHO Bazaar
TI0JIB30BAJICS MOITYJIIPHOCTBIO 38 Y100CTBO
UCIIOJIB30BAHMS U JCLICHTPAIN30BaHHBIH
XapaxTep, OH He MOJYYHII CYIIECTBEHHBIX
OOHOBIICHUH, YTO MPHBEJIO K €r0 yNaKy.

Tabnuna 1. CpaBHUTETIBHAS XapaKTEPUCTHKA CUCTEM KOHTpoIs Bepeuii (2023 Developer Survey)

Pacnpenenennas cucrema koHTpodst Bepceuii (DVCS)

DVCS — 3710 01HO paHrosas Mozieib.

Peno3utopuii MOXET XpaHUTHCS B KIIMEHTCKON CHCTEME, HO OOBIYHO OH XPaHUTCS B
CIIy’K0€ XOCTHHTa PEHO3UTOPHSL.

B DVCS kaxiplii 4el0BEK MOXET OJHOBPEMEHHO padoTaTh C J0ObIM (aiiiom,
MOCKOJIBKY B pabouell KoMK U3MEHseTCsl JTOKaIbHbIN (aiin. CiegoBaTenabHO, OJOKHPOBKa
He TpeOyeTcs.

Korna pazpaboTunk BHEC M3MEHEHHUSI, OH OTIIPABIISICT (Paiil B OCHOBHOM PEIIO3UTOPHIA,
KOTOPBI HaXOJHUTCSl B CIIy>KOE pa3MEIICHUs] PEIO3UTOPUS, U CUCTEMa KOHTPOJISI BepCcHid
o0OHapyXHuBaeT J1I00bIe KOHPIUKTHI MEKAY U3MEHEHUsIMH (aiinoB. Ha pucyHke 4 (Loppu n
ap., 2015):

Computer 1 Computer 2
File system File system
T T . o m
BEEE o s . EENE
EkLG EELE
Version database
Version 3

Version database Version database

]

oz | ez
e | o |

Puc. 4. Pactipenenennas cucrema koHTposis Bepeuii (DVCS)

Git — 3T0 peanuzanms pacupeAeICHHONW CHCTEMbl KOHTPOJSI BEPCHH C OTKPBITBIM
UCXOJHBIM KOJIOM, KOTOpas Ha JaHHBIH MOMEHT SBISETCS MOcieaHeN TeHJIeHIHeH B
pa3paboTKe MPOrpaMMHOI0 00ECIIeUeHHS.

Kmment Git gomkeH ObITh YCTAaHOBJICH Ha KIMEHTCKOM KoMIlbloTepe. OH JOCTyIeH
s MacOS, Windows u Linux/Unix.

O/HUM U3 KITI0YEBBIX OTINYHN Mex 1y Git U IpyruMu CUCTEMaMH KOHTPOJISl BEpCHIA
sBIsieTCs TO, uTo Git XpaHHUT JaHHBIE B BUAEC CHUMKOB, a HE JIENBT (Pa3HHIIbI MEXKTy TEKYIIM
(aitnom u penpIAyIIEH Bepcrei).
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File view Version view
== File A (a1) a2 [oAz A3
Rleatupd A2 —3_ A3 FleB (1 | | Bl ) B2 B3
File B (81) ——— Bz = B3 Fecen) (G 0 e 10 el
File C ic1) Snapshot

Reference link

Puc. 5. OcobeHHOCTB cucTeMbl KOHTpOIIs Bepcuid Git

Ecnu daiin e m3mensercs, Git ICHONB3YET CChIIKY Ha ITOCIIEIHII CHUMOK B CHCTEME
BMECTO CO3aHUSI HOBOTO U HAEHTHYHOI'O CHUMKA.

Git opranr30BaH 10 NPUHIMITY TP 3Tala U TPU COCTOSHUSL.

Tpu sramna:

v Penosuropuii (karanor.git)Pabounii karaior
v [TpoMexyTOUHBII KaTanor

Tpu cocrostHuS:

v [Mepenannblii

v Mo audunpoBaHHbI

v [TpoMexyTOUHBII

Repository Staging Working
(.git directory) area directory

Get a copy of the repository (Clone)

Make changes

to the files

Add changes to stage

Update repo with changes
(Commit)

Puc. 6. Pabouue cocrosinus cucreMsl Git
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JlokanbHbIC M y1AJICHHBIC PETIO3UTOPUN
Git uMeeT JBa THIA PEHO3UTOPHUEB: JIOKAJIBHBIC U Y/IaJICHHBIC.

v JlokanpHBIA pPEMoO3UTOPHA XpaHHUTCA B (AilJIOBOH CHCTEME KIHMEHTCKOTO
KOMIIBIOTEpA, Ha KOTOPOM BBINOJHSAIOTCS KOMAaHIbl git; Y JaleHHbIH peno3uTopuit
XPaHHUTCS HE HA KIIMEHTCKOM KOMIIBIOTEpE, OOBIYHO Ha CepBEpe MU B CIykOe pa3MeIleHHs
peniosutopust; Y nanieHHblil perniozutopuii ¢ Git octaercss DVCS, mockonbKy yaaJeHHbIH
peno3uTopuil OyneT coxmepaTh HONHBIA PEMO3UTOPUH, BKIIOYAIOMIMKA KOA M HMCTOPHIO
(haiinoB;Koryna KIMEHTCKAN KOMIBIOTEP KIOHUPYET PEMO3UTOPUH, OH TOJIy4aeT MOJHBIN
penio3utopuii 6e3 HeoOX0IUMOCTH ero 0J0KupoBKH, kKak B CVCS (ueHTpasibHON cucTeme
KOHTPOJISI BEPCHIA).

[locne KIOHMPOBAaHUS JIOKAJIBHOTO PEMO3UTOPUS M3 YAAJICHHOIO PEHO3UTOPHS
WIN CO3JaHUSl YAAJICHHOTO PEHO3UTOPHS U3 JIOKAJBHOTO PEMO3UTOPUS J[BA PEIO3UTOPHUS
HE3aBUCHUMBI APYT OT APYTa J10 TeX NOP, IOKAa U3MEHEHUSI COIEPKUMOTO0 He Oy Iy T IPUMEHEHBI
K APYTOH BETKE MOCPEACTBOM BBIIIOJIHEHUST KOMaH bl Git Bpy4YHY!O.

[IpenmymectBa GitGit JOMycKaeT CIIOXKHbBIC CTPAaTErny BETBICHUS U CIMSHUS, YTO
JieNlaeT ero MOAXOASIINM Ul KPYIMHOMAacHITaOHbIX MPOEKTOB M HECKONbKHMX KoMmaHm;Git
uMeeT o0ImMpHOe coo0IIeCTBO, KOTOPOE BHOCHUT CBOM BKIJIAJ B €r0 MOCTOSHHOE COBEPILICH-
CTBOBaHME M OOIIMPHYIO JOKyMeHTauuio;VHTerpanys ¢ momyJsipHbIMH IaTgopmamu u
unctpymentamu CI/CD nenaer Git BBIOOpOM HOMEp OJHH Ul COBPEMEHHOHM pa3padoTKu
IPOrpaMMHOI0 00ecreueHHS.

[IpobnembiMontnbie Gynkaun Git TpeOyror oOydenusi. HoBbIM monb3oBaTessimM
KOMaHpl M paboune npouecchl Git MOI'yT OKa3aThCs CIOKHBIMH.

XoTsl CywecTBYIOT Takue HHCTpyMeHThl, kak Git LFS (Oombmoe daiinoBoe
XpaHWIHIIE), 00padOTKa OOJIBIINX JITBOMYHBIX (DAiJIOB HE SBISETCS OCHOBHOW CHIIBHOM
cTopoHoii Git, TOATOMY B HEKOTOPBIX CIIEHApUSX MPEANOUTUTEIbHEE HCII0Ib30BaTh Perforce.

TenaeHIu NCTIONB30BaHMS U aHAINTHKA

Habnronaetcs pactyiiee BHeIpeHUE pACIPEICICHHBIX CUCTEM YIPABICHUS BEPCUSIMU
(DVCS), tak kak nepexoxa k DVCS, Bosrnasisiemsii Git, 00ycnoBieH noTpeOHOCTbIO B Oosee
TECHOM COTPYIHHYECTBE, YJIYYIICHHBIX BO3MOYKHOCTSIX BETBJICHHS M CIMSHHSA, @ TaKKe
aBTOHOMHOH padote (Barape u ap., 2019). DVCS npennaraer 6onbliryto THOKOCTb 1 Oosee
YCTOWYHB K OTAEIbHBIM TOYKaM OTKa3a I10 CPABHEHMIO C LICHTPAJIM30BAHHBIMH CUCTEMaMU 1
npezanaraet jerkyto uarerpanuio ¢ DevOps u konseiiepamu CI/CD.

CucteMbl ymnpaBiCHHS BEPCHUSIMH SIBISIFOTCS HEOTHEMJIEMON YacThbIO IPAKTUK
DevOps u kouseitepoB CI/CD. boapmmHacTBO coBpeMeHHbIX HHCTpyMeHToB CI/CD, takux
kak Jenkins, CircleCI u GitLab CI, npemiaraior BcTpoeHHyo unrerpanmio ¢ Git, 9ro ere
Oomnbuie pacmupsier ero BHenpenue (Ctepmad u np., 2022: 1-25).

Taxue obmaunbie miardopmsel, kak GitHub, GitLab, Bitbucket u Azure DevOps,
eme Oonpuie yBenuuwiu mnomyisipHocts Git (Barape u np., 2019). Ot mnardopmbl
NPEAOCTABIISIIOT IOMOJIHUTEIbHBIE CEPBUCHL, TAKHE KaK OTCICKUBaHNE MpobieM, 0030p Koaa
U (YHKIUU COBMECTHOM paboThI, YTO JeNlaeT UX He3aMEHUMBIMH B COBPEMEHHBIX pabounx
npoleccax pa3padoTKH.

[Inarpopma GitHub nmeer 6onee 100 mummoHoB pa3zpaboTunkoB u Ooiee 330
MHUJUIMOHOB perno3utopueB (o cocrosHuio Ha 2023 rox 2023 Developer Survey), uTto
MOJUEPKHUBACT JOMUHHpYIoLIee nonokeHne Git 1 ero SKOCUCTEMBI.

[Inarpopma GitLab takke oueHp momynspHa Ojarofapsi CBoel yHHMBEpCaJIbHOU
wiatdopme DevOps, ona npemiaraetr cxoxue ¢ GitHub ¢ynkuuu ¢ naterpupoBanasimM Cl/
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CD u umeer pactyuyto 6asy Honb30BaTeseH.

[Ipenmpusarus Bce yaie oTAawT npeanodrenrne Git n3-3a ero MacmTadupyeMOCTH
u coBMmecTuMocTH ¢ agile- 1 DevOps-merononorusamu (2023 Developer Survey). Kpynnsie
OpraHW3allii, BKJIIOYas TaKWX TEXHOJIOTMYECKHMX THraHToB, kak Google, Facebook u
Microsoft, crangaptusuposanu Git (duuna u np., 2020: 1-9).

3akjioueHue

B 3akmrouenun otMmetmM, uto YIIM AocTaToOYHO CHOKHBIM W OTBETCTBEHHBIM
MIPOIIECC, OMPEIENIONN MOCTyaTeIbHY0 3(P(PEKTHBHOCT B IOCTUKEHHUH ITOCTABICHHON
nemn. B VI HeoOX0uMO BBIIEIHTD CIIEIYONINE THITOBBIC 3a1a4u:

Wnentndukanus — oTpakeHHUe U3MEHEHU B MHOTO CTYNICHYATON CHCTEME BEpPCHH
KDO;

KonTpoins Bepcuii — KOHTPOIMPOBaHUE H3MEHEHUH JI0 U TTOCIIE PETH30B KIUSHTY;

KonTpons m3MeHeHHs — aBTOpHW3alus OAOOpEHWH Ha W3MEHEHHS W KOHTPOJb
MIPHOPUTETOB €CITH OJTHOBPEMEHHO MOCTYIHIIO HECKOIIBKO 3aIIPOCOB HA M3MEHEHHE;

Aynut KOHQUryparuii — mpoBepka COOIIOICHHUS BBIITOJIHEHUS BCEX HEOOXOIUMBIX
I1aroB MpoIecca;

Brimaua pamoproB — wuH(DOpMHUpOBaHWE BCEX HEOOXOIAMMBIX YYaCTHHUKOB YTO
M3MeHeHue c/ienano. [ [pu BEITIOTHEHNH 3a]a9¥ TIOATOTOBKH PAIlOPTOB HEOOXOIMMO OTBETHTh
Ha cienyromue Bonpockl: Yto npoucxoaut? Kro sto caenan? Koraa sto npousouno? Uro
emre OyJleT 3aTPOHYTO TaHHBIM U3MEHEHHEeM?

Hns ontummsarmu YIIM Bcerma HeoOXOAMMO 3aayMaThesi HaJ MHHUMHU3ANMEH
konmuecTBa m3MeHeHu# (Kapom u mp., 2009):

v I[J'ISI IIpoOruo3a KOJIM4YECTBA HM3MCHEHHMI Tp€6yeTC$I IIOHUMAThb
B3aUMOOTHOIICHUSA MCKAY CHCTEMOMU U ¢¢ oxpyma}omeﬁ cpenoﬁ;
v JKecTko cBsI3aHHBIE CHCTEMBI Tp€6y10T HU3MCHCHUS IIPpHU JF000M U3MCHEHUH

OKpY’Karomei cpesl.
@DaKTOpHl, BIUSIOMINE HA OTHOLICHUS CUCTEM-Cpe/a:

v Yucnno u CII0KHOCTh HHTEP(EHCOB CUCTEMBI;

v Yucnno v BOJaTUIBHOCTE TPEOOBAHUI CHCTEMBI;

v Busnec-mporneccsl, rie HCHoNb3yeTcsl CHCTEMA.
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Abstract. Deep learning has garnered significant interest from researchers for per-
forming pattern recognition tasks. In particular, the detection of events based on
audio signals and the recognition of natural sounds in the environment stand out. The
DCASE challenge — Detection and Classification of Acoustic Scenes and Events —
has further highlighted the efficiency of deep learning in accomplishing these tasks.
This paper reviews the works of other researchers that applied various deep learning
techniques to detect emergency events based on audio signals. It focuses on the
complexity and specific challenges of recognizing polyphonic sound-based events. The
use and structures of neural networks are presented, with an emphasis on the
application of CNN and RNN for event detection based on audio signals. Evaluation
metrics and an overview of datasets are also provided.
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Annoramusi. TepeH oxpiTy (deep learning) ynrinepai TaHy TarcelpamaiapbiH
OpBIH/Aya 3EpTTEYLIJICPAIH YJIKEH KbI3BIFYIIBUIBIK He O0ibIn OThlp. COHBIH imIiHAE,
OKHFallapJpl ayJUOCUTHAIZAApP HETI3IHAC aHbIKTay >KOHE KOpIIaFraH OpTajarbl TaOuFu
JObIOBICTAapapl TaHyABl epekuie aran otyre Oomagsl. DCASE challenge — Detection and
Classification of Acoustic Scenes and Events mapackl TepeH OKbITYIbIH OYJ1 TaricblpManapbl
OpBIHIAY 1A THIMAUTITIH alKbIHAAH TycTi. By s>KyMbIcTa ay TMOCUTHAI AP HET131H e TOTEHIIIE
OKHFaJIap bl aHBIKTAY, OJ YILIiH TYPJIi TEPEH OKBITY 9A1CTEPiH KOJTaHFaH ©3re 3epTTEYIIIepIiH
JKYMBICTapblHA HIONY JKacalabl. Ocipece, MOTUPOHMSIIBIK ABIOBIC HETi31HAeTi OKUFaIap bl
TaHy TarlCBIPMACHIHBIH KYPAETIri MEH TalChIPMaHBbI eIy epeKIIeTIKTepl KapacThIPbLIa bl
HeifiponapIk sxeninepii KoiJaHy MEH KYpbUTBIMAAPHI KEATIpiIin, ay JHOCUTHAIAap HeTi3iHae
okuranapasl aHbikTay yirH CNN sxone RNN konmany Hazapra ajiblHajabl. baranmay
METpHKalap MEH MAJIIMETTEP ACPEKKOpIIapra IOy Kacalbl.

Tyiiin ce3gep: Ayanokiaccudukanus, TEpeH OKBITY, ayJHOCUTHAIAAP, HEHPOHIBIK
xkeminep, CNN, RNN
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Annotauus. ['1y6okoe oOyueHre BBI3bIBACT OOJIBIION MHTEPEC y MccieoBaTeNei
Ipy  BBIIOJHEHWH 3a/ad pacro3HaBaHWs o00pa3oB. B uacTHOCTH, CTOMT OTMETHTH
BBISIBICHHE COOBITUH Ha OCHOBE ayJAMOCHI'HAJIOB M paclo3HaBaHUE MPHUPOAHBIX 3BYKOB
okpyxaromieit cpenbl. Meponpusitue DCASE challenge — Detection and Classification of
Acoustic Scenes and Events — mnponemoHcTpupoBano 3((EKTHBHOCTh TITyOOKOTO
00y4eHHs B BBITIOJIHEHUH 9THX 3a7ad. B nanHoii pabore mpoBoauTcsi 0030p MCCleT0BaHUN
JPYTUX aBTOPOB, KOTOPBIC NMPUMEHSIIM pa3IMYHble METOABI TIyOOKOro oOyueHHs yis
OIIpeeNICHHs] Ype3BbIUaiHbIX COOBITHI Ha OCHOBE ayAnocurHanoB. Oco0oe BHUMaHHE
yIeNseTCsl CIOKHOCTH 3aJlaud paclio3HaBaHUsl COOBITHH Ha OCHOBE MOJIM(POHUYECKUX
3BYKOB W OCOOCHHOCTSIM peIIeHHs 3TOM 3amaud. PaccMaTpuBaeTcsi TpUMEHEHHE H
CTPYKTypa HEUpPOHHBIX ceTed, a Takke wucnonb3doBanue CNN u  RNN  gus
OOHapyXeHHUsI COOBITHI Ha OCHOBE ayAHOcHrHaiOB. [IpuBeseH 0030p METPUK OLECHKH U
0a3 JaHHBIX.

KawueBbie cioBa: ayauokiaccuukanys, riyookoe oOyueHHE, ayIuOCHUTHAIBI,
ueriponnsie cetd, CNN, RNN

s yumuposanusn: JK. Jlocoaes, JI. Ununbaesa, A. Cynuman. OBPHAPYKEHUE
COBBITHH HA OCHOBE AYJJUOCUTHAJIOB C IIPUMEHEHHUEM IJIVEOKOI'O
OBYYEHUA/MEXYHAPOIHbBIH JKYPHAJI HHDOOPMALIMOHHBIX u
KOMMYHUKAIJUOHHBIX TEXHOJIOTHUH. 2024. T. 5. No. 19. Cmp. 23-31. (Ha anz).
https://doi.org/10.54309/1JICT.2024.19.3.002.

Introduction

Deep learning is being advanced based on performing complex tasks such as recog-
nizing images, sounds, and speech text in various languages (Mohmmad et al., 2024: 1-43;
Jiang Y. et al., 2024: 1-16; Li, 2022: 994-999; Zhang et al., —2021: 107760). Deep learning
refers to artificial neural networks with multiple levels of abstraction and several learning
layers in data representation. It enhances efficiency in le arning complex structures in large
datasets by using backpropagation, determining how to adjust internal parameters to obtain
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the expected signal in the output.

The task of audio signal based event detection (ASED) involves classification and
recognition based on audio sounds in the natural environment, such as a baby crying, a person
walking, or a dog barking. In other words, the main goal of sound-based event detection is to
measure the start and end times of each event and provide a textual description alongside the
audio recording. ASED consists of two main tasks: monophonic and polyphonic sound event
detection. Monophonic sound event detection focuses on identifying the most prominent
sound event at any given time, while polyphonic sound event detection identifies overlapping
sound events occurring simultaneously with the primary sound event (Mesaros et al., 2016).
Compared to monophonic ASED, polyphonic ASED is a more complex task due to the neces-
sity of detecting all events happening at once and the presence of overlapping sounds. Figure
1 illustrates the polyphonic ASED task.

Currently, various methods are used to solve the ASED task. For instance, several
ASED systems employ non-negative matrix factorization and Gaussian mixture models with
hidden Markov models for polyphonic sound detection (He et al., 2021: 4160-4170; Wang,
2019; Heitola et al., 2013: 1-13). In recent years, many deep learning methods have been
proposed for performing ASED tasks, establishing themselves as advanced techniques. In
the work by Annamaria M. and other authors, a deep neural network architecture is utilized,
achieving high accuracy (Mesaros et al., 2015: 151-155). However, while this architecture
consists of several intermediate hidden layers, it is not particularly effective for processing
input temporal sequences like video and audio due to its reliance on short time windows and
instantaneous information.

To address this task more effectively, powerful neural networks such as convolu-
tional neural networks (CNN) and recurrent neural networks (RNN) have been employed
(Mesaros et al., 2015: 151-155; Jeong et al., 2017; Smailov, 2023; Al Dabel, 2024: 173-183;
Al Dabel, 2024: 173—-183; Momynkulov et al., 2024: 284-289; Lan et al., 2022). These have
demonstrated very high efficiency in solving the ASED task in subsequent research works.
Moreover, models trained using a combination of CNNs and RNNs have achieved outstand-
ing results.
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Fig. 1. Task of identifying polyphonic sound events

In this work, we will review the studies of other authors on the application of deep
learning to solve the task of sound event detection (SED).
Deep learning
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In this section, we describe deep learning, neural networks, convolutional neural networks
(CNN), and recurrent neural networks (RNN).

Neural Networks

The fundamental structure of neural networks is organized in layers, forming arti-
ficial neural networks. The layers consist of neurons with internal connections that consti-
tute the activation function. In turn, the connections between neurons have corresponding
weights. Each neuron receives inputs that are multiplied by the connection weights and then
calculated through a mathematical function. The mathematical function used determines the
activation of the neuron.

In simple neural networks, neurons within a single layer do not connect to each oth-
er, but neurons in two adjacent layers are fully interconnected. Such layers are called fully
connected layers. In many applications, at least three types of standard layers are required:
the input layer, hidden layers, and the output layer. The input layer consists of D neurons,
which is equal to the dimensionality of the input data. The hidden layer, positioned between
the input layer and the output layer, performs intermediate computations for the network. A
neural network is only called a deep neural network when it consists of multiple stacked hid-
den layers. As the number of hidden layers increases, the depth of the network also increases.
To train neural networks, a backpropagation algorithm is used to optimize the effectiveness
of neurons by adjusting the weights.

Although neural networks are found in many systems, they also exhibit drawbacks
when applied to spatial and temporal structured data, such as text, images, video, audio, and
sound text. Firstly, the structure of neural networks consists of fully connected layers with
multiple parameters, and the number of parameters rapidly increases during training. This
slows down the learning speed for spatial and temporal structured data. Secondly, each pair
of neurons between two adjacent layers of a neural network has its own parameters, which
hinders the ability to exploit the correlations in multi-dimensional spatial and temporal con-
texts. In contrast, CNNs and RNNs allow for the distribution of parameters among neurons,
which helps overcome this limitation.

CNN

CNNs are a type of neural network architecture designed to address the shortcom-
ings of neural networks when working with spatially structured data (LeCun, 1989). A CNN
consists of three basic components: convolutional layers, pooling layers, and fully connected
layers.

The convolutional layer performs convolution operations to obtain a set of linear acti-
vations. Each linear activation is then transformed into a nonlinear activation using functions
like ReLU or tanh. In convolutional networks, local connections are used to take advantage
of spatial-local correlations between neurons in adjacent layers. The size of these connections
is controlled by hyperparameters known as the receptive field. The receptive field is a tensor
with dimensions [w % h X depth] (w - width; h - height; depth - depth) that uses the same
parameters applied to previous layers. The shared parameters in convolutional layers reduce
the overall number of parameters in the network and improve computational efficiency.

Pooling layers are used after each convolutional layer to reduce the computational
complexity of estimating the proposed size of the convolutional output. The pooling function
divides its input data into sets of rectangles, with each piece providing the collective statis-
tical value of neighboring input data. Using pooling is very effective for extracting the most
informative data in a segment. There are several types of pooling functions: max pooling, L.2
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norm pooling, average pooling, and weighted average pooling. Among these, max pooling is
the most commonly used in pooling layers.

Following the CNN, several convolutional and pooling layers are succeeded by fully
connected layers. These layers in a CNN resemble the layers in standard neural networks,
where neurons in adjacent layers are fully interconnected, while neurons within the same
layer do not connect to each other.

RNN

Recurrent neural networks (RNNSs) are neural networks used for processing sequen-
tial and temporal data. While the strength of CNNs lies in their ability to efficiently work
with large spatially structured data with width and height, RNNs excel at handling very long
sequences. In recurrent neural networks, interconnected hidden layers act like memory, gath-
ering information from input sequences over time. Many recurrent networks can work with
sequences of variable lengths.

Given an input vector sequence X=(X, X,, ..., X,»a standard recurrent neural network
computes a sequence of hidden activations h=(h ,h,,...,h ) and a task vector y=(3,, 9,,..., ¥,):

h, = f(Wyphe + Wyphe—y + by,) (1)

where: s=1,2,..., n represents time steps;;

, , - are weight matrices for the connections between layers (input and hidden layer;
hidden to hidden layer; hidden and output layer);

, — are bias terms;

fand g are activation functions.

n deep recurrent neural networks consisting of multiple hidden layers, the first hidden
layer takes the input vectors as its input, while each subsequent hidden layer takes the output
of the previous layer as its input.

The recurrent connections between hidden blocks in standard recurrent neural net-
works allow the network to retain information from previous time steps. Therefore, recurrent
neural networks are very suitable for accepting input sequences. However, the complexity of
training recurrent neural networks to capture long-term dependencies arises from the tenden-
cy of gradients to vanish or explode across many layers. Exploding gradients can be easily
managed by clipping the gradients element-wise before updating parameters in a mini-batch.
In contrast, vanishing gradients are difficult to handle due to the long-term dependencies
problem.

Methods such as LSTM (Long Short-Term Memory) and GRU (Gated Recurrent
Unit) have been developed to address the vanishing gradient problem. LSTM and GRU ar-
chitectures extend standard recurrent neural networks by replacing simple interconnected
neurons with memory blocks that accumulate information. These memory blocks are better
at capturing long-term dependencies in data consisting of time sequences.

Materials and methods

This section discusses the metrics used to evaluate the effectiveness of ASED sys-
tems. Additionally, we will compare the effectiveness of deep learning models used to solve
ASED tasks and draw conclusions based on the methods. A brief description of the dataset
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provided by the DCASE challenge will also be given.

Metrics

In ASED tasks, evaluations such as segment-based error rate and segment-based F1-
score are used. The segment-based error rate is measured based on the number of errors in
insertions (I), deletions (D), and substitutions (S) during the specified periods. A substitution
is determined when an event in the given segment is detected but an incorrect label is provid-
ed. Once the number of substitutions in the segment is counted, the insertions are considered
false positives in the system output, while deletions are treated as false negatives. Further-
more, the number of active true events in the segment is determined. The overall error rate is
calculated as follows:

Yho Sk + BE D) + BE, 1K)

ERROR =
E&:lﬂ{k} (3)

The second evaluation metric, the segment-based F1-score, is calculated based on
three statistics: false positives, false negatives, and true positives. A false positive occurs
when an event in the given segment is detected, but it does not exist in the corresponding
segment of the labeled data; a false negative occurs when an event in the given segment is
not detected, but it exists in the corresponding segment of the labeled data; and a true posi-
tive occurs when an event in the given segment is detected and it exists in the corresponding
segment of the labeled data. These statistics are collected through the test data. Based on
the collected statistics, precision (P-precision) and recall (R-recall) are calculated using the
following equations::

oracicion — TP
reclsion = TP + FP H (4)
Recall= ——
T TP RN (5
| _ 2PR
~ P+Rp)

Discussion and results

Dataset

In recent years, the TAU Urban Acoustic Scenes 2020 Mobile, Development dataset
(Heittola et al., 2020) and the TAU Urban Acoustic Scenes 2020 3Class, Development data-
set (Heittola et al., 2020), introduced by Tampere University at the DCASE challenge 2020
event, have been widely used for ASED tasks. Additionally, the list of datasets is updated and
enhanced with new datasets every year.

The TAU Urban Acoustic Scenes 2020 Mobile, Development dataset contains data
collected in twelve cities across Europe, within ten different acoustic environments, using
four different devices. Based on the original recordings, synthetic data for eleven mobile de-
vices was created. The recordings were captured using four main devices: Soundman OKM II
Classic/studio A3, an electret binaural microphone, and a Zoom F8 audio recorder with 24-bit
capacity and a 48 kHz sampling rate. Additionally, commonly available devices such as the
Samsung Galaxy S7, iPhone SE, and GoPro Hero5 Session were used. The total duration of
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the dataset is 64 hours, comprising 23,040 segments, with 13,965 segments used for training
and 2,970 segments for testing.

Deep Neural Networks:

In (Mesaros et al., 2015: 151-155), the authors explore a multi-label feedback deep
neural network for polyphonic ASED (Direction of Arrival) tasks. The study considers three
different features: log mel-band energies, mel-band energies, and MFCC. The deep neural
network consists of two hidden layers and eight hundred classifier blocks. The model is eval-
uated using natural environmental sounds, achieving an accuracy of 63.8 %, demonstrating a
20 % higher efficiency compared to (Wang, 2019).

CNN

1. In(Heitolaetal.,2013: 1-13), the researchers apply convolutional neural networks
(CNN) for the ASED task. Long-term and short-term audio signals are used as input features
in the study. They employ a one-dimensional layer with sixty-four filters. The model shows
excellent results in terms of error rate and F1-score.

RNN

Several studies have been conducted to solve the ASED task using recurrent neural
networks (RNN) (Smailov, 2023; Al Dabel, 2024: 173—-183; Al Dabel, 2024: 173-183; Mo-
mynkulov et al., 2024: 284-289; Lan et al., 2022).). Almost all of them employ bidirectional
LSTM and GRU architectures. These architectures are powerful methods for reducing over-
fitting and capturing long-term dependencies. Compared to deep neural networks and convo-
lutional neural network architectures, recurrent neural networks show a clear advantage when
working with sequential input data.

CRNN

For the ASED task, audio signals are sequential data over time. Recurrent neural
networks (RNNs) are based on processing time series data. They can relate information from
previous time windows and, by moving backward through time, offer unlimited information.
However, audio input features are known to be represented in both time and frequency. While
RNNSs perform well along the time dimension, CNNs can apply linear convolutional filters
across both time and frequency. To leverage the advantages of both architectures, a combina-
tion of convolutional and recurrent neural networks (CRNN) is used (Heittola et al., 2020).
As a result, CRNN demonstrates higher efficiency compared to all previously mentioned
methods.

Conclusion

This work reviewed deep learning methods used to perform the ASED task. In recent
years, deep learning methods have been widely adopted for this task due to their ability to
achieve high accuracy. The features of standard neural networks, as well as CNN and RNN
architectures, commonly used for solving considered task. The main steps of deep learning
and the structural characteristics of neural networks were described by analyzing the works
of other researchers. The advantages, disadvantages and challenges of the methods were
discussed in the context of the ASED task. Evaluation metrics for the results obtained using
these methods were presented, along with their equations. A brief description of the datasets
presented at the DCASE challenge event in 2020, aimed at solving the ASED task, was
provided. Additionally, the results achieved by researchers for each method were presented.
The CRNN architecture, which combines recurrent and convolutional neural networks, was
identified as the most effective method for solving the ASED task.
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Abstract. Backpropagation isthe core part of a neural network. This method is used
to efficiently train a network using a chain rule that allows differentiation of complex func-
tions. In other words, after each pass through the network, the backpropagation method per-
forms a backward pass to adjust the model parameters, such as weights and biases. This
article highlights the importance of using the backpropagation method from the point of
view of mathematical formulas for neural networks. The importance of using the
backpropaga-tion learning algorithm to calculate the gradient (gradient descent) and the
need to use the activation function to minimize the loss function is mathematically
described and calculated by formulas, and also proven by calculating the matrix products of
vectors for each layer of parameters - weights and biases and applying complex differential
equations.

Keywords: backpropagation method; loss function; ANN (artificial neural network);
gradient descent, activation function; weights; biases; parameters

For citation: A.B. Yemberdiyeva, 1.C. Young, S.Ye. Mamanova, S.B. Mukhanov.
MATHEMATICAL APPROACH OF THE BACKPROPAGATION METHOD
FOR CONSTRUCTING ARTIFICIAL NEURAL NETWORKS//INTERNATIONAL
JOUR-NAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES. 2024.
Vol. 5. No. 19. Pp. 32—48 (In Eng.). https.//doi.org/10.54309/1JICT.2024.19.3.003.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 W
International License / ‘

32



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

"KACAH/Ibl HEMPOH/IBIK KEJILIEPJI KYPY YIIIH KEPI TAPAJIY
OICIHIH MATEMATHUKAUJIBIK TOCILJI

A.B. Embepoiesa’*, I.C. Young?’, C.E. Mamanoea', C.b. Myxanoe'
nternational Information Technology University, Almaty, Kazakhstan;
2Gachon University Seoul, Republic of Korea.

E-mail: s.mukhanov@edu.iitu.kz

Axnyp Em6epaueBa — Maructp, Xaiblkapablk aKNapaTThik TEXHOJOTUSIIAP YHUBEPCHTETIHIH KOM-TIBIOTEPIIIK
HHKeHepHs Ka(eapachIHbIH OKBITYIIBICHI

E-mail: a.yemberdiyeva@iitu.edu.kz;

I.C. Young — «Mudopmaruka» Feureimpapeiasir Kanannatel, [Ipodeccop, ['avon Yausepcureti, Ceyi, Kopest
PecmyOnmkacht

E-mail: yicho@gachon.ac.kr;

Cpimbat MamanoBa — «EcenTey TexHUKachD MaMaHIbIFbI OoibIHIIA TokTOopaHT (PhD), Xanbikapa-Jibik
AxnapatTelk TexHonorusiiap YHUBEPCUTETIHIH aFa OKBITYIIBICHI

E-mail: s.mukhanov@edu.iitu.kz;

Camar b. MyxanoB — OOK PhD JlokTopsl, XanbIKapanblK aKNapaTTHIK TEXHOIOTHANAP YHUBEPCH-TETIHIH ecenTey
TEXHUKACHI Ka(eaPaCchIHbIH JOICHTI

E-mail: s.mamanova@iitu.edu.kz

© A.B. Em6epmiesa, I.C. Young, C.E. Mamanosa, C.b. Myxanos, 2024

Annortauus. Kepi Tapany HeHpoH/IBIK KeTiHiH HeTi3ri Oeiri 0omysl MyMKiH. by oxic
KypJeli MyMKIHAIKTEp/Ii aKpIpaTa ajJaThlH Ti30€KTi epekeHi Mai anatblll )KeTiHI THIM/ OKBITY
YIIIiH KOJITaHbUTa bl backaria aiiTkana, el apKbUIbl apOip OTy/IeH KeWiH Kepi Tapaity 9Jici
callMaKTap MEH aybITKyJap CHSKTBl MOJENb MapaMeTpiepiH peTTey YLIH Kepi oTyxi
opbIHIaiAbl. byn Makana HEWpOHJIBIK KeNijep YIIIH MaTeMaTHKAaIbIK (dopmyiaiap
TYPFBICBIHAH Kepl Tapajy oJICIH KOJIaHYJbIH MaHBI3JIBUIBIFBIH KepceTei. MaTeMaTHKAIBIK
CUMaTTaJFaH >KoHe (opMyJaJapMeH EeCENTeNIeH, COHBIMEH Karap mapameTpiepiiH opOip
Ka0aThl YIIiH BEKTOPJIAP/bIH MaTPUIAIBIK TYBIHABUIAPBIH €CENTey apKbUIbl JONENICHIeH —
calMaKTap MEH KUFAIITBIKTap jKoHe Kypaenl auddepeHImaiianral TeHICYNEpi KOJJaHy)
rpaaueHTTi (TpaJHUeHTTIH TOMEH/IEYi) )KOHE ecenTey YLIIH Kepi Tapaily/bl OKBITY alTOPUTMIH
naiananyZplH ~ MaHbBI3IBUIBIFEI.  (YHKIMSHBIH ~KOFAIyblH —a3aiiTy yOIiH OelceHmipy
(GYHKUMSCBIH MaiiianaHy Kaxer.

Tyiiin ce3mep: kepi Tapany aaici; xxoranty pynkuusicel; ANN (JKacanasl HeHpOHIBIK
XKeJll); TpaIneHTTIiH Tycyi, OelceHaipy QyHKIUSCH; cajMaK; bIFbICYJIap; mapaMeTpiepi
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AnHoTanus. Metox o0paTHOTO pacmpOCTpaHEHUS! OUIMOKH, BEPOSTHO, SIBISIETCS
OCHOBHOM 4acThI0 HEHPOHHOH CeTH. DTOT METO/] MPUMEHSIETCs 1715 3PPEKTUBHOTO 00yUYeHHU s
CeTH, WCTONB3Ysl LIENHOE MPaBUIIO, KOTOpOe MO3BOJsieT AU((EpeHIHPOBATH CIOXKHBIC
¢yskuuu. [lpyrumm cioBamM, MOCJIE KaKAOTO MPOXoJa 4Yepe3 CeTh MEeTOoJ] 0O0paTHOro
pacnpocTpaHeHus] BBIIOJIHACT OOpaTHBIM MPOXOJ, YTOOBI CKOPPEKTHPOBATH MapaMeTphl
MO/JIeNH, TAKKE KaK Beca U CMelIeHHs. B TaHHOM cTaThe 0CBAIIACTCS BAYKHOCTH IPUMEHEHUS
MeTo/1a 00paTHOTO PAacHpOCTPaHEHHS OIIMOKH C TOYKH 3PCHUSI MaTeMaTHYeCKUX (OpMyIl
JUIE HEHpOHHBIX ceTedl. MaTeMaTH4YecKH OINMCaHa W JOKazaHa pacueTaMd MaTPUYHBIX
NPOM3BEICHUI BEKTOPOB ISl KAXKAOTO CJIOS TApaMeTPOB BaKHOCTh MPUMEHEHHS allTOpUTMa
o0yyeHus: mMeTojga OOpaTHOrO pacIpOCTPaHEHHUs] OIMUOOK Ui BBIYMCICHUS TPaJueHTa
(gradient descent) 1 HEOOXOIUMOCTb TPUMEHEHHS (QYHKIIMU aKTUBALWH A1 MUHUMHU3AIUN
(YHKIUH TOTEPB.

KuaroueBsble cioBa: MeToj1 00paTHOTO pactpocTpaneHust; loss function; ANN (Arti-
ficial neural network); rpagueHTHBIN crycK, QyHKIHUS aKTHBAaLlMH; Beca; CMEICHHS; apa-
METpBI

s yumuposanusn: A.b. Embepouesa, U.Yo. Ane C.E. Mamanosa, C.b. Myxanos.
MATEMATUYECKHUH TIOJXO] METOHA O5EPATHOI'O PACIIPOCTPAHEHUA 1A
IIOCTPOEHHUA MCKYCCTBEHHBIX HEHWPOHHbBIX CETEW/MEXIYHAPO/JHbBIA
JKYPHAJI MHDOPMALIMOHHBIX U KOMMYHHUKAIJMOHHBIX TEXHOJIOTHH. 2024.
T 5. No. 19. Cmp. 32—48. (Ha ane). https://doi.org/10.54309/1JICT.2024.19.3.003.

Introduction

Backpropagation is one of the well-known methods used for deep learning of feed-
forward neural networks, also called multilayer perceptrons. This method is related to super-
vised learning, which requires setting target values in training examples. In this article, we
will consider what backpropagation is, how it is implemented, and its pros and cons (Mukha-
nov et al., 2020: 31-37).

Modern feedforward neural networks are used to solve many complex problems. In
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training such networks using the backpropagation method, two types of passes are used: for-
ward and backward. During the forward pass, the input vector is fed to the input layer of the
network, after which the signals are propagated through the layers of the network, forming a
set of output signals, which are the network’s response to a given input image (Mukhanov et
al., 2023: 16-27).

At this stage, all synaptic weights are fixed. The backward pass involves adjusting
the synaptic weights according to error correction rules: the difference between the actual
and desired outputs is calculated and an error signal is formed. This signal is then propa-
gated back through the network, in the direction opposite to the direction of the synaptic
connections. That is why this method is called the backpropagation algorithm. The weights
are adjusted so that the network output signals are as close as possible to the desired values
(Mukhanov et al., 2023: 15-27).

Problem, relevance

There are several issues and relevance aspects to consider with backpropagation:

Issues of backpropagation:

Vanishing gradient problem:

In deep neural networks, gradients can decrease exponentially during backpropaga-
tion, especially in layers closer to the input. This makes it difficult to train these layers and
can lead to insufficient weight updates, which slows down or stops training (Kenshimov et
al., 2021: 44-54).

Exploding gradient problem:

In some cases, gradients can increase too quickly, which can lead to instability in
training and large fluctuations in weight values.

Dependence on hyperparameter selection:

The effectiveness of the method depends on the correct choice of hyperparameters,
such as learning rate, regularization, and initialization of weights. Incorrectly setting these
parameters can significantly worsen training results.

Time and computational resources:

Training deep neural networks using backpropagation is computationally expensive
and time-consuming, especially when working with large amounts of data and complex mod-
els.

Local Minima:

The loss function may have many local minima, and backpropagation may get stuck
in these local minima instead of finding the global minimum, resulting in suboptimal solu-
tions (Uskenbayeva et al., 2020: 1-6; Bazarevsky et al., 2019; Vidyanova, 2022).

Relevance of Backpropagation:

A Foundational Method for Deep Learning:

Despite its limitations, backpropagation remains a fundamental and widely used
method for training deep neural networks. Its efficiency and ease of implementation have
made it a standard in the field of machine learning.

Support for Modern Architectures:

Backpropagation is the basis for many modern deep learning architectures, such as
convolutional neural networks (CNNs), recurrent neural networks (RNNs), and transformers.

Development of new methods and improvements:

The problems associated with backpropagation have inspired the development of
new methods and improvements, such as optimizers (e.g., Adam, RMSprop), improved
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weight initialization methods, and architectural innovations such as layer-wise normalization
and dropout (Wang et al., 2020; Lee et al., 2020).

Importance to Practical Applications:

Backpropagation remains relevant due to its importance in practical applications of
deep learning, including image processing, speech recognition, and natural language recogni-
tion, making it a key tool in modern Al systems (Bilgin et al., 2019; Kudubaeva et al., 2016;
Liukai et al., 2022: 103364).

Thus, backpropagation plays a central role in training neural networks despite its
existing problems and remains relevant and in demand in modern research and applications
(Yuanguo et al., 2023: 103688; Baiju et al., 2023: 119042).

Materials and methods

A key stage in training neural networks involves using backpropagation algorithm,
which correct errors through a process known as backpropagation. This technique applies
gradient descent in multilayer feedforward networks. Its central idea is to efficiently compute
the partial derivatives of the network function F (w, x) with respect to each element of the
weight vector W, based on a given input vector X. The algorithm’s goal is to determine the
error gradient for all parameters in the model (Guoxiang et al., 2023: 118912; Laura-Bianca
etal., 2023: 84-90; Yeo et al., 2013).

We will focus on standard fully connected networks for the classification task. How-
ever, many of these principles are also relevant to other types of neural networks and to any
differentiable computational graphs in general. When computing within a single fully con-
nected layer, let us first consider working with row-oriented vectors instead of column-ori-
ented ones:

=[x x]
, (1
h=[h; h, hg]
, (2)
b= [by by bl
, 3)

Thus, the output vector h is calculated using the nonlinear activation function:

h=FExW+h) .

hy
To calculate, for example, first component (element) of the vector , you need to
perform the following steps:
X Xa Wqq Wy

1 .
and for and from the matrix:

i1 Wy Wyg
W= Wz1 Wiz W:a]
, (%)
We get
].11 = P{Xj_".-'l.’j_i + XoWaq + ]J*-J_}
, (6)

].'.I.ﬂ ].13
In the same way,  and are calculated.
Let us split the calculations of one layer into two stages: linear and nonlinear. Let us
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t
assume that after the linear part we get a vector . Then the nonlinear function applied to

o h t=xW+b h=F).
each element transforms it into the final vector then, , Let us break

this down into components for one element:
tl = EyWqq + HaWaq + bl

) (7)
hy = F(ty) ®)

In our case, it is important to realize that fully connected layers of a neural network
are just special cases of computational graphs. Let us look at an example of a graph visu-
alization for a fully connected layer in question. This will help us later understand how we
navigate the graph during backpropagation.

The computation graph for a fully connected layer look like this. Nodes with data

¥ tandh t ) wandhb
, and to compute node we need nodes with parameters

To optimize the parameters of a neural network using an optimization algorithm, we
need the error gradient vector for all trainable parameters of our model:

JE {BE JE JE }
on Bwy Bwy Bws'

, ©)

The number of elements in the gradient corresponds to the number of trainable pa-
rameters, and for convenience we can divide the gradient into groups corresponding to dif-

ferent unions of parameters. For example, if we have a weight matrix , we can consider it

as a separate object with its own set of parameters, and thegefore it is necessary to have a part
E

. . . . AW . . .
of the gradient of the same size for it. Let us denote it as  that is, as the partial derivative

w b
of the error  with respect to the matrix  for our current layer. Similarly, for a vector
JE

. . . éb . .
the corresponding part of the gradient is . For each layer and for each object, we train them
gE ZE JE

il db, 7 W 7 dba
with parameters: for it will be , for it will be , for it will be . Thus, it
is a scalar, a vector, a matrix, or a tensor.

It is important to realize that in most cases the learning algorithm, such as Stochastic
Gradient Descent, and the gradient computation algorithm (BACKPROP) can be completely
independent. The learning algorithm wants to get the gradient, and it does not care how it
was computed. In the process of computing the gradient, we do not care how it will be used
during training. So, Let us focus on computing the gradieélEt. Supggse that this layer is part of

. .. aw db .
a certain model that we are training, and we need to find ~ and . For this layer, we use the
dE

Chain Rule from calculus and work backwards. Let us assume that we are already given o

[@‘(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
; International License

37



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

2E

. . . . . . . . dh
in numerical form. That is, given the input to the network with given weights, we got . Its
dimension is the same as the vector h, that is, it is a row vector of three elements:

9E GE JE
8h, &h, ﬂhj
, (10)

JE

at’ . . .
Then we can calculate *- This will also be a vector of three elements, like the vector
dE dE fE

t P - an
. a2t i) &b .. .
. Now, understanding =~ we can calculate “and °, the quantities we need. These will have
B dE

. . .. . W . . &b .
the same dimensions as the original matrices and vectors. — will be 2x3 matrix,  —will

be a Vectog of three elements. Additionally, we can also compute the gradient with respect to
E

the input, ax.
This is necessary to propagate the gradient back to the previous layer and preform

X h
similar computations for its parameters. Here, VSCtOI‘ is the input to our layer, and is the
E

. . dx .
output from the previous layer. In this example, ~ consists of two-elements vectors.

Now, we need to compute and output these gradients in sequence.
dE 2E

El

SO -} S dh . . .
Let us start with ©" given that  is available. The most accurate approach is to track
2E

L

the individual components of the gradient vector. For instance, consider ~ which represents

E t;.
the partial derivative of the error function with respectto =~ We will utilize the fact that the

E h, h, ty.
error function depends on l', and ! depends on ! Therefore, applying the chain rule:

98 _ 3E oh,
#t, fh, &t

; (1)

It all comes down to numerical calculations. It would be beneficial to fully write out
the derivative using the rule for differentiating a complex function with multiple variables,

ty
considering the intermediate variables that link ~ with the error . However, from the dia-
111 11: ]-13
gram, it is evident that this connection is only through , while — and  are independent
51
of  .Therefore, no additional explanation is needed. Now, Let us examine the results we

have obtained:

98 _ 9B @hy _ 3E
#t, fh, ft. fh,
, (12)
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5hs 5hs
ary ar, - hy =F(ty)
What does . As shown, is connected through the scalar function
ah.,
. E o : t
. This means that is simply the derivative of the function F evaluated at
9 _ 25 oh; _ OE o,
gt, #h, &r, &h, F'(ty)
, (13)
subsequentlyé ina saimilar manner 5 ,
GE _ °E pr GE _°E pr
ft,  8hs F'(t2) Bty dhg F'(ts)
u , (14)
2E

.. . . at . .
This is sufficient for calculating the vector . However, this expression can be rep-
resented in a more compact form. In this case, we perform element-wise multiplication of the
two vectors.

E_[= o=
8h~ léh, #h, &h

, (15)
on a vector consisting of derivatives of the function at different points:

F'(ty) = [F(ty)" Flt2) "Fltg)"]

(16)
F'{t) t
This is equivalent to applying the function elementwise to the vector . The
resulting final vector then has the following gorm:
%=%@Pm
(17

This vector also has three elements. Such an element-wise multiplication is often

referred to as the Hadamard product. Thus, we have derived an expression for computing the
¢E

ft
vector

Next, Let us examine the gradient with respect to the matrix  .Similarly, we track

the individual elements of the matrix and apply the chain rule of differentiation. We start with
dE
Bwiy . Wi , X t , )
. The weight connects the input  to the output . Therefore, it does not contribute
tﬂ tﬂ

to or .Consequently:
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dE _8E A
dwryy - oty dwyy

, (18)
oty
LT . . . ty
What is . This represents the differential of
05 _0E Ou _ 0B
E'w-_-_ - Bt'_ E'w-_-_ - Bt'_ 1
, (19

Let us consider the derivative for another matrix element. We will start by changing
the first index, which means we will move downwards:

oz _om oy _om
E'w!,-_ - E't-_ E'w-_y_ - E't-_ z
, (20)

If we move along the columns and increase the second index, this weight now con-
tﬂ

nects the input to the output . Therefore, this derivative will be equal to:

JE @E 8t, OE
—_ — e Xl
E'w-_g, Btz E'w-_g, Btz
., (2D

dE

Similarly, we can apply the same approach to all other elements of the gradient aw.

w
It is important to note that there is a correlation between the weight index  and the indices
X

X
and . The first index corresponds to the index, while the second index corresponds to

the index. This process closely resembles matrix multiplication. In fact, we can compactly
dE

represent the final matrix " using matrix multiplication. Let us consider:

.
xT = Xi
s 22
o_rox oz o)
gt 0ty g t5:|
, o (23)
then 5 5
E T @E
_— X . —
ow EH:’ (24)

Now that we have the gradients with respect to the weight matrix, Let us look at the
2E
ab Lo b
vector . The contribution to the first element comes solely from the component in
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9B _9E 8y _ oE
b, &t, fb, &t

(25)
Similarly for the other two elements:
9E_9E 9E_3E
fb, 8ty dby Bt
2 z " 3 3’ (26)
then
o _oE
&b gt (27)

Both vectors consist of three elements.

Now, the most crucial step: computing the gradient with respect to the input. This
2E B

. N . 8t
process Wllé be more complex. We need to determine *  a two-element vector, given ~ We
E
. ax, X . t
start with ,as  contributes to all elements of the vector .
Next, we must apply the chain rule for differentiating a function of several variables.

This will result in a sum over intermediate variables.

fE _ FE ot JE Oiq dE g
fx, At, Bx, O dx, Hrg dxy

. (28)

Note that a sum over all elements has appeared, which includes the contribution from
dE

3%, w
. By using the same relationships, we can obtain the corresponding weights

oty
o = Wi,

fta W dtg w
ax, = Wiz, o~ = Wi

fx,

; (29)

X tl_.t: and ta:
These weights are precisely those that connect — to

dE B 2E B
— =Wyt Wy +— W
Ax, dn T an T2 T g, T3
. (30)
.. Xz . . w
Similarly, for  there will already be other weights
dE B 2E dE
— =Wy t— W+ — W
fx, Bty 1 gr, 2 gy, I8
, 31

Let us also note the hidden matrix multiplication here and express everything in a
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compact form:

9E_9E _ T

= W
ox at

(32)

Now we understand how to find gradients for the parameters of a fully connected
layer and, furthermore, how to propagate the gradients to the previﬂous layer to perform simi-
E

. . . &3 ..
lar computations for its parameters, etc. To do this, we calculated ¥, However, it is not clear
8E JE

. . ch dh
what assumptions we have made about knowing . If we have  for the final layer, we can
dE

sequentially compute all gradients for the preceding layers. So, how do we obtain ah, from

which we need to start? Since this is the last layer, its output is related to the final error . We
need to compute the corresponding derivative. In the final layer, we do not use an activation
2E

. . d . .
function, so our task reduces to finding t, and we will proceed from there. To do this, we
t
need to understand how the final is related to the error . After performing certain opera-

E
tions, we should obtain a one-dimensional array(scalar) , the error, which always represents
a single number, regardless of other factors. To start, Let us compute the final predictions of
our model:

Z = Softmax(t) = 8(t) = {EEH }

. E‘I.'i_

»(33)

We applied the exponential function to each element of the vector, mapping them
monotonically to the range from zero to positive infinity. We then divided by the sum to en-
sure that the final probabilities sum to one. Now that we have the probabilities provided by
the neural network as its output, we can calculate the prediction error. For this, we also need

the known correct answer, which we will denote as F. Recall that Y is a vector of zeros with
one in the position corresponding to the index of the correct class (in this case, 0,1 or 2). This
represents the true distribution we aim to match with the given neural network input. The
error can then be calculated as follows:

E = CrossEntropy(z,y) = — ¥;y;Inz;

; (34)
. z .
— is the correct answer, — is the output from Softmax.
Softmax CrossEntropy
Thus, we have a combination of and in this case we can

substitude one into the other, simplify, and the differentiation process will be simplified:
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.
E = CrossEntrophy(5(t),v) = —EJJH% =- Zlyi(ti —InJ; etl} = -yt + iy In Xef =
i

- ElYitl + 111 EJ E'tj
(35)

E t
We derived a straightforward relationship between and :

E = CrossEntropy(S(t),y) = — Xyt + In X;
, (36)

dE

. dt .
We can calculate the required vector ~ . Let us express one of its elements:

dE

B

1
— —}Fl{+ EJ & . E.tk
: 37)

If we examine closely, this corresponds to one of the Softmax elements:

BE 1
i .ok = —
. VRTT meTT S
; (38)
Now Let us express this for the entire vector:

gE
P St)—y=Z-y

) (39)

Activation Function: We will use one of the simplest and most popular functions,
RelLU

F(t) = ReLU(t) = max{o, t)
1,t=0 (40)
F'(t) = [ﬂ:t <0
, (41)

output

-5 0 5
Picture I — Activation Function ReLU
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Now that we have all the necessary information, we can put it together. Consider a
neural network with two fully connected layers. It there are more layers, the process would
be similar. Let us create a computational graph for this neural network- a feedforward graph.

X tl
The input to the network is , which is transformed into . For this transformation, we need
. W by
a matrix and a vector

tl = le + bl (42)

In this context, the index refers to the layer number rather then element number as
tl ].11
before. is transformed into , which is the output of the first layer. This output is then
i, Wﬂ IJ' -
fed into the second layer and transformed into ~ using the matrix  and the bias vector

111 = P{tl}

; (43)
t: = hj_W: + ]J':

(44)

In the final layer, no activation function is applied. Instead, we directly obtain the

Z Softmax CrossEntropy
probabilities using the function. We then compute the error using :

Z=5(ty) 4s)
E = CE(z,y) o

After computing the error, we proceed by calculating gradients in the reverse direc-
tion along the computational graph, which is the essence of the backpropagation algorithm.
2E

8E 2E
L ts . t . . wa
We know how to determine , —is the final vector in the last layer. Given
dE dE
abs ah,
, we can compute  , the two parameters of the second layer. We can also calculate ,
B

T

Bty
the gradientz at the Oéltput of the first layer, which allows us to find . From we can then
E E

. dwy IL
determine and . ;
E

. dx . ..
There is no need to compute * since it is not propagated further. Now, Let us sum-
marize everything we have derived so far:

fE
— =8{ty)—y=Z—y

dwn

(47)
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8E _ . 8E

=N
W 1 Oin

(48)

The next step is to calculate the derivative of the vector for the second layer:
JE 2E

b, ot
(49)
Next, we calculate the degivativae by multiplying by the weights for the first layer:
PE _°E wI
8h, 8t 2
1 ] (50)
Next, we calculate the derivative with the Hadamard product for the derivative of the

vector function t of the first layer:

2 _2m o
3h, — on, O F'(t)
(51)
Then, we calculate x transaposed by t}:‘le derivative for the second layer:
E_ 7 9E
Bwwg - Bts (52)

Finally, we complete the gast steap with derivatives for the second layer:
E E

;M. N 8ty
(53)

We have performed the calculations to determine the gradients using partial differen-
tial equations and the chain rule for complex functions, which involve computing gradients
for matrices and vectors. This intricate and extensive process is part of the backpropagation
algorithm. The upcoming chapters will cover the technical implementation of this algorithm
in Python using machine learning libraries, including for convolutional and recurrent neural
networks.

Next, we will visualize the results through graphs, starting with a depiction of the

loss function (Picture 2).
@
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Picture 2 — Loss function in the structure of neural networks
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The following graph shows the error function being found:

|

|
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|
w’ W
Picture 3 — Error function in gradient

E — is the error function (cross-entropy), w — weight.
Then we calculate the gradients descent using the following 3.61.
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Picture 4 — Gradient descent
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Where  — weights, - is the learning rate, — is the gradient of the error, —is

a vector.

Below are records of the mathematical calculations, equation formulas, and concepts
studied from textbooks on linear algebra, analytical geometry, mathematical analysis, statis-
tics, mathematical logic, and algorithm theory, all of which are applied in neural networks.
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Picture 5 — Calculations of complex architecture in layers of neural networks

In conclusion, all the mathematical calculations performed for each layer of neural
networks have been visualized. The theoretical and analytical studies conducted will be fur-
ther tested through experimental validation. Additionally, software for implementing recog-
nition tasks will be developed.

Conclusion

The advantages of the method include its ease of implementation and resistance to
outliers and anomalies in the data. However, there are also disadvantages:

. long training time;

. the possibility of “network paralysis”, when at large values the activation
function falls into the sigmoid saturation region, and its derivative tends to zero, which slows
down the weight update and slows down the learning process;

. a tendency to get stuck in local minima of the error function.

The introduction of this algorithm was an important step in the development of neu-
ral networks, as it is an effective method for training multilayer perceptrons from the point of
view of computational processes. However, it would be a mistake to think that the algorithm
offers an ideal solution to all possible problems.
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TUKJIBIK HICHIIM 93ipieHyne, Oyl SHeprusMeH KaOJbIKTayFa BIKMANX eTel jKOHE SHEPrus
HIBIFBIHAAPBIH a3alTabl.
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Backapy
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AHHoTanus. B craree paccmarpuBaeTcsi BKHOCTh BHEJPCHHUSI CHCTEM HHTEPHETA
BEILCH JIIs aHATM3a COCTOSTHHS SHEPTrOCHAOKECHUSI B TEKYIIIMX MecTaX. Pa3paborannas apxu-
TEKTypa CUCTEMbI 00€CIIEYHBACT MACIITAOUPYEMOCTh M THOKOCTB, 4TO MO3BOJISIET A HeKTHB-
HO COOMpPaTh, COXPAHSITh U AHATM3UPOBATh JaHHbIC. Pe3ysbTaThl HCCIIeIOBaHUH TTOITBEPIKIa-
0T THIIOTE3Y O LICHHOCTH CHHKEHHS KOHTPOJISI U ONTUMH3ALIH SHEPrONOTPeOICH S 3a CUET
aBTOMATH3MPOBAHHOTO MOHUTOPUHIA M KOMIICHCALMH PEaKTHBHOW SHEepruu. B Hacrosiee
BpeMsi pa3pabaThiBacTCsl MPAKTHUSCKOE PEIICHHE /IS aBTOMATH3allui MOHUTOPUHTa U Oa-
JAHCHPOBKH (Da3HBIX JNABICHUI, KOTOPOE CHOCOOCTBYET YHEPrOCHAOKEHHUIO M CHIKACT 3a-
TPAaThl Ha AIIEKTPOIHEPTHIO.

KioueBble ciioBa: Iartyuky, yrnpasieHHe dHepronorpednenueM, [oT - uHTepHET
Bemiet, CEM - cucrema ynpasnenus snepronotpediaenuem, AP - uarepdeiic npuknagHoro
nporpammupoBanusi, CRUD — (coznanue, uyrenue, oOHOBieHue, ynaienue), IDE - unrerpu-
poBaHHas cpena pa3zpabotku, [SO 50001 - MexayHapOAHBIH CTaHAAPT UL CUCTEM yIpaBiie-
HUs dHeproaddexTuBHOCTEI0, MDM - ynpaBiieHHe JaHHBIMUA CYCTYUKOB

Jna yumupoeanus: P Jlecnescxui, M. Inaoxka, C. burowuyxa. AHAJIN3
DHEPIOIIOTPEFJIEHUA B CETH C HCIIOJIb30BAHUEM 10OT-PELLIEHUN //
MEXKTYHAPOJHBIN JKYPHAJI MHDOPMAIIMOHHBIX U KOMMYHUKAIJUOHHBIX
TEXHOJIOTHH. 2024. T. 5. No. 19. Cmp. 49-59. (Ha awne). https://doi.org/10.54309/
LJICT 2024.19.3.004.

Introduction

The new solution to [oT in the context of monitoring and managing energy consump-
tion opens new horizons of possibilities for the place of their management. These technolo-
gies will ensure the automation of the processes of collecting data on stored energy, analyzing
it, and promoting approaches to its effective recovery. Sensors and intelligent healers, located
at various points in the energy infrastructure of a place, collect a large amount of data in real
time. This data includes information about the energy generated by residential buildings,
commercial facilities, and municipal installations, as well as energy management parameters.
Analytical platforms that collaborate with [oT allow you to collect data, see trends, identify
anomalies, and optimize the distribution and distribution of energy resources. Such in-depth
analysis encourages the development and promotion of innovative methods of energy saving,
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for example, adaptive control of street lighting, optimization of thermal measures, or auto-
mated control of energy consumption in households.

The stagnation of the Internet not only reduces energy consumption and saves money
on the local budget, but also has a positive impact on the quality of life of the population.
Through effective management of energy resources, the stability of energy supply will be
ensured, tariffs for terminal residents will be reduced and the comfort of living in the middle
class will be improved. In addition, the reduction in the vicinity of fossil fuels and the opti-
mization of energy consumption result in a decrease in greenhouse gas emissions, which is a
crucial step towards environmental safety and development.

Material and methods

Energy management is a vital component of the integrated management system at en-
terprises of any city and aims to optimize the use of energy resources. It covers the necessary
tools, structural organization, and strategies to implement energy saving in accordance with
corporate policy. The implementation of energy management systems at local enterprises will
help increase control over energy consumption and reduce its costs within the framework of
production cycles. Considering energy management as a set of management practices aimed
at improving energy efficiency is different from other approaches, such as engineering or
technical solutions. It is important to realize that the division into managerial and technical
measures is conditional.

Effective use of energy resources at the enterprise can be achieved only under the
condition of the interaction of management and technical measures, selected specifically for
the needs of each specific case. Engineering innovations and technical improvements will
certainly contribute to a more rational use of energy, but their integration into a structured
management system at the enterprise will ensure the long-term effectiveness of the energy
efficiency improvement process and the overall stability of the company’s work.

In the traditional approach, energy management includes a set of functions that en-
sure the collection of important data about the main energy consumers, the efficiency of the
use of resources in various processes and production lines, as well as about the possibilities
of reducing energy consumption. Modern methods of managing energy consumption at en-
terprises often turn out to be insufficiently effective and require optimization. The key role in
this process is played by the chief energy department, which, however, usually faces limita-
tions in the resources and organizational structure necessary for in-depth analysis and control
of energy consumption at all stages of production.

There is also a noticeable lack of technical means for comprehensive monitoring and
evaluation of the efficiency of energy use at production sites. The current system of energy
consumption management is characterized by the centralization of responsibility on one per-
son - the chief energy engineer, who, without proper tools and support, is unable to effectively
manage and optimize energy consumption processes. This emphasizes the need to develop
and implement a new, more efficient energy resource management system, based on modern
principles and technologies, capable of providing an organized and responsible approach to
energy consumption.

First, it is necessary to determine the basis for the development of an energy con-
sumption management system, to assess the current state of control over the use of energy in
cities, to identify weak points in the existing energy accounting system and to propose ways
to improve them. Energy consumption management includes the following steps:

- fixation of important parameters;
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- comparison of received data with target indicators;

- determination of actions to correct the situation.

This technique is also applicable in the field of energy management, as shown in the
practice of managing and regulating energy consumption at the global level (Voloshyn et al.,
2023).

This management approach demonstrates high efficiency and can be adapted for en-
ergy management at any type of enterprise. The main concept of building these systems is
based on the individual responsibility of department heads for the level of energy efficiency
in their departments. The development of the system, considering the unique features of a
particular enterprise, allows to achieve significant results in energy saving.

The fact that energy audits do not lead to significant improvements can be explained
by the fact that the review of energy consumption only provides a snapshot of the situation
and does not ensure long-term preservation of high energy efficiency. Practice shows that
only some of the recommended measures are implemented after the energy audit. Usually,
these are the initiatives that have a solid foundation and are the basis for the business of ener-
gy service companies (ESCOs), while other proposals lose their relevance over time and are
forgotten (Brych et al., 2023).

Changes in technologies, the introduction of energy-saving initiatives and the use of
more efficient equipment should lead to a decrease in specific energy consumption in CHPs.
Accordingly, it is necessary to adjust the planned indicators, considering these changes, toto
establish new target indicators that will reflect the actual situation in the management objects
(Dreshpak et al., 2023).

The management system is characterized by a closed loop, where the interaction
between the adopted measures for improvement and the object of management is ensured
through effective feedback. The development of effective mechanisms to provide this feed-
back is critical to the functioning of the system, and its absence can lead to its inefficiency.
The system involves the active interaction of personnel involved in its work, and not just
automated management.

The success of the implementation of the energy management system depends on the
support of the company’s management, where active participation and initiative determine
the direction of further actions, whether it will be the continuation of reforms or the limitation
of only formal documentation. However, the key role in this process is played by the energy
manager - the person responsible for managing and optimizing energy efficiency at the enter-
prise (Oryshchyn et al., 2016).

Energy consumption monitoring allows you to promptly track changes in energy
supply and assess the energy efficiency of production processes for accurate assessment of
achieved results. The transfer of responsibility for energy consumption to the level of the
company’s subdivisions strengthens control and expands its functions, contributes to timely
detection and correction of problems. The highest, fifth, level of control is achieved when
implementing full-fledged energy management, which is based on the principles of system
control and regulation of energy consumption, thereby realizing all its advantages (Logutova
etal., 2011).

The essence of the ISO 50001 international standard is to assist organizations in cre-
ating structured systems and procedures aimed at improving the efficiency of using energy
resources. This includes considering the intensity of energy consumption and the amount of
energy used. The use of this standard aims not only to reduce greenhouse emissions, but also
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to optimize energy consumption through a systematic approach to energy management. It
enables companies equipped with the necessary information about their energy consumption
to set goals, develop effective strategies and plans to optimize energy use, while considering
current legislation (Denisyuk et al., 2015).

In accordance with the requirements of the DSTU ISO 50001 standard, first of all,
it is necessary to identify all the main energy-consuming departments, processes, equipment
and mechanisms, and then to determine the energy base, which will be formed on the basis of
key energy and production indicators for the base period. The energy consumption manage-
ment system (EMS) should include documented confirmation of the process of developing
such an energy base (Danilkova et al., 2015).

To analyze the efficiency of energy use and the degree of achievement of the set
goals, it is necessary to establish energy efficiency indicators. These indicators should be
regularly updated and compared with previous indicators of energy consumption.

One of the effective approaches to energy consumption management is the use of the
target energy monitoring (TEM) method, which is widely implemented in large industrial
facilities in Western Europe and the USA and is part of their overall management structure.
According to the estimates of the British Energy Efficiency Agency, the implementation of
the CEM method can reduce energy costs by 10-20% without the need for additional invest-
ments in modernization. Implementation of CEM is often recommended as a primary step in
comprehensive energy efficiency improvement programs.

The relevance of research and deployment of energy consumption analysis systems
based on IoT technologies in modern cities is explained by a number of key factors. First,
global energy challenges require a focus on reducing the carbon emissions of human activity.
This applies not only to industrial production, but also to the everyday life of city dwellers.
Climate change and its consequences force us to reconsider approaches to the use of energy
resources, emphasizing the need for more efficient use of them.

The next factor that emphasizes the relevance of this issue is the growing need to
optimize the use of available energy resources. Every year, the demand for energy in cities
is growing, which requires city administrations and their residents to implement innovative
methods to ensure energy efficiency. Innovative solutions, such as loT, pave the way for
smart energy consumption management, allowing not only to monitor, but also to adapt en-
ergy consumption to actual needs.

Another important aspect is the modern development of technologies, which provides
unique opportunities for the creation of efficient and scalable energy consumption analysis
and management systems. These technologies allow not only to collect data on energy con-
sumption, but also to analyze them in real time, identify places of irrational use of resources
and take measures to optimize them. The implementation of such systems is of great impor-
tance for the urban economy, ensuring its efficiency and sustainability, as well as improving
the quality of life of residents.

Considering the above aspects, the importance of research and analysis of energy
consumption systems using [oT solutions for modern cities is indisputable. This will not only
increase energy efficiency, but also contribute to the sustainable development of urban areas,
ensuring a balance between the needs of the present and the future requirements.

Discussion and results

In the process of system development, the key is the selection of technologies that
best meet the needs of the project, guaranteeing its efficiency and adequacy. Such selection
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involves an in-depth review of the existing range of technologies, analyzing their function-
ality, limitations, and degree of compliance with the unique requirements and goals of the
project. Consideration should be given to aspects such as the scalability and flexibility of
the system, the efficiency of data processing, the intuitiveness of the interface, and the level
of personalization that the system can provide. In addition to technical parameters, the eco-
nomic feasibility of the chosen solution, its compatibility with existing systems and ease of
integration should also be evaluated. Attention to these criteria is a guarantee of high quality
and the ability of the product to compete in the information technology market.

The choice of programming language is a critical decision at the initial stage of de-
velopment of any project in the field of information technology. Each language has its own
unique features that make it ideal for certain types of tasks. This overview examines Python,
Java, and C#, focusing on their key features and applications. The choice of C# as the main
programming language for our research justifies itself due to its performance and ability to
work on different platforms with active support from Microsoft. This language is character-
ized by the ability to easily modulate and scale, which is key to developing programs that can
be reliably adapted to changing requirements. In addition, the extensive library of resources
and frameworks within the C# ecosystem provides greater efficiency in the development of
complex control systems.

Among software development tools, integrated development environments (IDEs)
play a key role in simplifying and optimizing the process of creating applications. They pro-
vide developers with powerful tools for coding, debugging, and testing applications, which
greatly improves the productivity and quality of the final products. Among the most popular
IDEs today are Microsoft Visual Studio, Visual Studio Code, and JetBrains Rider, each of
which has its own unique features and advantages.

The choice of Visual Studio as the main integrated development environment for re-
search was determined by its high adaptability and an expanded arsenal of tools that greatly
facilitate the process of creating a software product. With a large number of project templates
available, Visual Studio helps you get started and develop quickly, and code completion
features help improve programming productivity. Its comprehensive debugging and testing
capabilities help detect and eliminate errors in a timely manner, ensuring the high reliability
of the developed applications. Graphic design tools that allow you to intuitively create user
interfaces adapted to the specifics of construction and repair management are of particular
value in Visual Studio.

Choosing a database management system (DBMS) is a key decision for any research
that requires data storage, processing, and analysis. Each DBMS has its own characteristics,
advantages, and limitations that should be considered in the context of specific research re-
quirements. MS SQL Server, MySQL, and Oracle are three widely used DBMS that support
a variety of applications from simple websites to complex enterprise systems. In this study, it
was decided to use MS SQL Server as the key DBMS, due to its affiliation with Microsoft, a
leading company in the field of software development. The choice in favor of MS SQL Server
is due to its close integration with other Microsoft products, including Microsoft Office and
SharePoint, which is an important aspect for companies that have already implemented these
solutions in their business processes. In addition, MS SQL Server offers wide support for
various programming languages, high security standards and reliability, thereby ensuring the
stability of the system and protection against possible threats.

The Smart-MAIC sensor is a modern high-precision device designed to measure
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various parameters of energy consumption. The sensor can conduct constant monitoring of
energy consumption, which allows detecting anomalies and optimizing the use of energy re-
sources. loT Integration: Smart-MAIC easily integrates with other IoT devices and systems,
making it an ideal solution for building comprehensive energy management systems.

In the research process, the three-level architecture in Fig. 1 was used, which is
known for its high efficiency and adaptability in the distribution of various system functions.
This approach was chosen to provide the system with a harmonious balance between ease of
management, scalability, and performance.

The architecture divides the functionality of the system into three main levels: pre-
sentation, business logic and data access, where each level is responsible for its specific area
of work in the system. The presentation layer creates a user-friendly interface that allows
users to efficiently interact with the system while providing security by isolating user access
from direct interaction with the database.

The business logic level focuses on processing and analytical work with data, using
modern technologies and algorithms for analysis, which contributes to making informed de-
cisions. Thanks to its modular structure, this level allows flexible modification and updating
of algorithms without affecting the stability of the system.

At the data access level, the system’s interaction with databases and other sources of
information is managed, ensuring effective data collection, storage, and processing.

level of data : level of data data presentation
collection processing level

i

e

End user

Smart-MAIC D103-G3 : API MsSQL database |

Fig. I - Architecture of the energy consumption analysis system

The control scheme of the energy consumption analysis system consists of the fol-
lowing components:

- database. A central repository for storing all data received from the monitoring sys-
tem and the controller. The database serves as a basis for analysis, processing, and long-term
storage of energy consumption information;

- monitoring system. Responsible for collecting energy consumption data from the
electricity meter. The system analyzes the received data and sends it to the database for stor-
age. Also provides communication with a personal computer for management and monitoring
and cloud storage for data backup;

- controller (Smart-MAIC D103-G3). Receives information from the monitoring
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system and performs system control and analysis. Can accept commands to perform certain
actions based on data analysis. Also, it has direct access to the database to collect or update
information,;

- electricity meter. It measures the amount of electricity consumed and sends this
information via Ethernet to the controller. Next, consumption data is forwarded to the mon-
itoring system;

- a personal computer. It is used to manage and monitor the energy consumption
analysis system. Provides a user interface allowing viewing of reports, system settings, and
command execution;

The proposed research architecture demonstrates how system components interact
with each other to collect, analyze, store, and manage energy consumption data, providing
effective control and optimization of electricity use (Voronina et al., 2015).

Management of energy consumption analysis systems plays a key role in today’s
energy industry, helping to reduce costs and improve resource efficiency. In the context
of growing demands for economy and environmental friendliness, as well as the constant
growth of energy prices, accurate monitoring and management of energy consumption is be-
coming a decisive factor for businesses, residential complexes, educational institutions, and
other institutions. Traditional approaches to measuring and analyzing energy consumption
are often not flexible enough and do not provide the required granularity of data or agility in
responding to changes.

Using the developed system for researching the analysis of energy consumption in
the network, we obtain the data shown in Fig. 2.

Fig.2 - Current and voltage graph for three phases

Based on the analysis of the graph, it can be concluded that the voltage in the system
remains stable throughout the monitoring period, without significant deviations. The current
shows several peaks, indicating a short-term increase in power consumption, due to the start
of powerful devices or equipment. In general, the power supply system works reliably, with
a normal level of voltage stability, but possible fluctuations in current consumption require
additional control to prevent overloads. Such analyzes can be useful for monitoring the elec-
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trical system to identify potential problems or to determine when and why system loads are
increasing. Let us also examine the data from Fig. 3.

Fig. 3 - Graph with active and reactive energy in three phases

Fig. 3 shows the distribution of active energy between phases, with the largest load
on phase L1. This indicates the unevenness of the phase loads, which can lead to inefficient
operation of the power grid and possible overloads on individual components. Reactive ener-
gy has a relatively small value, but even such indicators can affect the overall efficiency of the
system. Optimizing the system through phase balancing and reactive power correction will
help improve performance and reduce losses. It is recommended to review the load distribu-
tion between phases and, if necessary, to implement reactive energy compensation measures
to achieve better energy efficiency.

To increase the efficiency of energy consumption and reduce losses in the system, it
is necessary to balance the load between phases, by redistributing the load and installing au-
tomatic balancers to avoid overloads and uneven energy consumption. Let us offer a general
assessment of the efficiency of the energy system:

E ... — overall efficiency of the energy system.
E .. load balancing efficiency.
E — effectiveness of reactive energy compensation

comp

monitoring — effectiveness of monitoring and control systems.
Assume that all these factors have the same weighting factor (can be adjusted de-
pending on importance). Overall efficiency can be calculated as an arithmetic mean:

Eload +Ecom +Emom'to'rin
Eoverall — % ‘

6]

The proposed model will provide a comprehensive assessment of the impact of var-
ious measures on the overall efficiency of the energy system. Depending on specific needs,
you can modify the model by adding additional factors or changing weighting factors. Im-
plement measures to compensate for reactive energy, through the installation of capacitor
banks or other compensating devices, which will increase the power factor and reduce losses.
systems. These actions will help to optimize the operation of the electricity grid, reduce elec-
tricity costs, and ensure the stability of its supply.
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Conclusion

The study highlights the importance of implementing IoT systems to analyze
energy consumption in modern cities, given the global energy challenges and growing
ener-gy demand. The proposed architecture of the energy consumption analysis system
provides scalability and flexibility, which allows efficient collection, storage, and
analysis of data. The results confirmed the hypothesis that the use of IoT systems
significantly improves the management and optimization of energy consumption. Data
analysis demonstrated voltage stability, but also revealed current consumption peaks and
phase load unevenness, highlight-ing the need for automated reactive energy monitoring
and compensation to improve energy efficiency. This confirms that such systems contribute
to more precise control and optimization of energy use in accordance with modern
requirements. The practical contribution of the work consists in the development of specific
solutions for the automation of monitoring, bal-ancing of phase loads and compensation of
reactive energy, which contributes to improving the quality of energy supply and reducing
energy costs.

Further research

For further research, it is recommended to study in detail the impact of different
types of loT sensors and data processing algorithms on the efficiency of energy
management systems, and to explore integration with other smart city systems, such as
smart lighting and transportation. The development of advanced energy management
systems using loT, cloud computing and artificial intelligence can make a significant
difference by automating the collection, analysis, and monitoring of real-time data to
quickly respond to problems and optimize energy consumption.
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Abstract. Technology is becoming vital in improving diagnostic accuracy in
modern medical field. The diagnostic process, like a production chain, consists of databases
(resourc-es), the diagnostic activities (production), and the ultimate diagnosis (outcome).
However, the intricacy of medical diagnostics has evolved due to the swift proliferation
of medical knowledge and immense amount of patient data. Physicians encounter the
complexity of handling huge volumes of clinical data,. To address these issues, the work
examines the use of automated diagnostic systems supported by sophisticated mathematical
models. The aim of the project is to investigate novel mathematical methods for disease
detection and predic-tion, with a specific emphasis on fuzzy set theory. Particularly when
dealing with imprecise or confusing initial data, such as medical histories and laboratory
results, these techniques are indispensable. The authors investigate the function of expert
systems and machine learning in the diagnosis of diseases such as gallstone formation and
the detection of the diseases like sclerosis using medical imaging algorithms. These systems
are specifically developed to as-sist medical professionals in making sound judgments,
thereby presenting a very promising prospect for medical diagnostics through the
integration of knowledge from several academic fields. The use of such technology will
enhance clinical procedures, optimizing both the pre-cision and effectiveness of diagnoses
while increasing healthcare accessibility .
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AnHoTamus. MHpopMaTHKa TEXHOJIOTUACHI Ka3ipri 3aMaHFbl MEJAMIIMHA CAJIAChIHIIA
JIMATHOCTUKAJIBIK JIQJUIIKTI apTThIPY YIIIH MaHBI3ABIPAK OONBIN Kejeni. OHmipic Ti0erine
YKCac JMAarHOCTUKAJIBIK MPOIECC MAIIMETTEp KOpBIHAH (pecypcTapiaH), JUarHOCTUKAIIBIK
opekeTTepieH (OHIpIC) KOHE COHFbI JIMATHOCTHKANaH (HOTWXKEIeH) Typaabl. OchklFaH
KapamMacTaH, MEIUIUHAIBIK JIMAarHOCTHKAHBIH KYPACIUIri MEAMIUHANBIK OUTIMHIH
JKBUIIAM TapalybIMEH >KOHE TAIIMEHTTEP Typalibl JEPEKTEP/iH YJIKCH KeJIeMIMEH KaTap
Jambinbl. opirepiep YiKeH KeJieMJeri KIMHHUKAJIBbIK ACPEKTEPMEH JKYMBIC iCTEYIiH
KYpJENUIITiHe Tan 00ja/bl, OYJI KaTeTKTep MEH KeMIIUIIKTePIiH ajJIbiH aly/la KHBIHJIBIK
Tyaeipagel. Ochl MocenenepAi Imemy YIIiH OyJl JKYMBIC KYpHedi MaTeMaTHKalbIK
MOJICTIBJICPMEH ~ KaMTaMachl3  €TUITCH aBTOMATTaH/IBIPbUIFaH JIUATHOCTUKAJIBIK
KyHenepal maipananynasl  3eprreii. YKoOaHBIH HETi3ri MakcaThl aHBIK €MeC YKHBIHIAP
TEOPUSIChIHA EPEKIIe Hazap ayjaapa OTBIPBIIN, aypyJiaplibl aHBIKTAy >XOHE OOJDKay YIIiH
JKaHa MaTeMaTUKAJBIK JIICTEp/Ii 3epTTey OOJBIN TaObUIA bl Ocipece, KIMHUKAJBIK TapuX
JKOHE 3EpPTXAHAJIBIK HOTHXKENEP CHUSKThI J9J €MeC HEMECe IIaTacThIpaThlH OacTarKhbl
JISPEKTEPMEH JKYMBIC ICTEreHzie, Oyl oJicTep ©Te KaeT. byJl KyMbIC ©T TacTapbIHBIH
naiijia OoJybl KOHE MEIUIIMHAJIBIK OCHHeNey aJrOPUTMJIEP apKbLIbl CKJIEPO3 CHSKTHI
aypyJiap/ibl aHBIKTAy CHSKTBI aypyJiapjbl JUarHOCTHUKajayJa capanTaMaliblK XKyhenep
MEH MAallIMHAJBIK OKBITYJBIH KBbI3METIH 3epTTeyre OarbITTaliFaH. by kylenep
MEJMIIMHANBIK ~MaMaHJapFa JKaKChl aKlapaTTaHAbIPbUIFaH IadbIMJayjap jKacayra
KOMEKTECY YIIIH apHaibl O3ipJICHI'eH, OChUIaiillia OipHElle aKaJeMUsUIBIK IOHAEPAeT]
OutiMaepi  OipiKTIpy apKbUIbI MEIUIMHAIBIK JUATHOCTUKAHBIH OTE MEPCIEKTUBAIBI
OoJjamarblH YChIHAJbI. MyH/Iall TEXHOJOTHSHBI KOJIJIAHY KIIMHUKAJBIK TPOIEIypatapiabl
JKaKCcapTyFa, JUAarHO3JIbIH JQJJIIrT MEH THIMIUIIH OHTaWIaHIbIpPYFa KOHE JICHCAYJIBIK
CaKTayAbIH KOJDKETIMALIITIH apTThIpyFa MYMKIHJIK Oeperi.

Tyiliin ce3mep: MeEAMIIMHAIBIK JMATHOCTHUKA, AHBIK €MEC JKUBIHIAD TCOPHSCHI,
ABTOMATTAH/IBIPBUIFAH XKYUENep, jKacaH/Ibl HeUPOH/IBIK XKeJiep, capanTaMalblK Kyhesep,
KIIMHUKAJIBIK IIENIM KaObuiaay
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Annortauus. MupopmaTtuka CTaHOBUTCS Bce Ooyiee Ba)KHOH JUISL MOBBIICHHS
TOYHOCTH JIMaHOCTHUKH B COBPEMEHHOW MEAMUMHCKOH cdepe. JnarHocTHUECKHUHA
nporecc, MoA0OHO MPOW3BOJACTBEHHOW ILIEMOYKE, COCTOMT W3 0a3 MaHHBIX (PecypcoB),
JUAarHOCTHYECKUX MEPONPHUATHI (IIPOMU3BOICTBA) M OKOHUATEIHLHOTO IMarHo3a (pe3yibTara).
Tem He MeHee, CIOXHOCTh MEAMIMHCKON JHAarHOCTHKK pa3BUBAIaCh BMECTE C OBICTPBIM
pacnpocTpaHeHHEeM MEJUIMHCKUX 3HaHUH ¥ OTPOMHBIM KOJIMYECTBOM AaHHBIX O MAI[HEHTAaX.
Bpaun crankuBaloTCsS CO CIOKHOCTBIO OOpaOOTKHM OrPOMHBIX OOBEMOB KIMHUYECKUX
JaHHBIX, YTO 3aTPyAHSET NpeAoTBpalleHHe OmHOOK. UTOObI pemmuTh 3TH MPOOJIEeMBI,
B paboTe paccMaTpuBaeTCs HCIOIb30BAHNE ABTOMATH3MPOBAHHBIX JWATHOCTHYECKUX
CHCTEM, IOJICPKUBACMBIX CIIOKHBIMH MaTeMaTHUECKUMH MojensMu. KiroueBol 1enbio
NPOCKTa SIBISICTCS HCCICAOBAaHHE HOBBIX MAaTEMaTW4YeCKUX METOJIOB OOHAPYXKEHHUS U
MPOTHO3UPOBAHMS 3a00JI€BaHUI C OCOOBIM aKIIEHTOM Ha TEOPHIO HEUYETKUX MHOXKECTB. DTH
METO/IbI He3aMEHHUMBI, 0COOEHHO TP paboTe ¢ HETOUHBIMU HJIHM 3aIlyTAHHBIMU HCXOAHBIMU
JAHHBIMH, TaKMMH KaK HCTOpHH OONIE3HH M Pe3yNbTaThl JTaOOPAaTOPHBIX HCCICIOBAHUI.
ABTOPBI HCCNEAYIOT (PYHKIIMK KCTIEPTHBIX CUCTEM M MAIIUHHOTO O0YYEeHHs B TUArHOCTHKE
Takux 3a00JeBaHNH, KaKk 00pa3oBaHHUE JKETYHBIX KaMHEH, 1 0OHAPYKEHUHU TaKUX HEIYTOB,
KaK CKJIEpPO3, C MCIOJIb30BAHUEM AITOPUTMOB MEIUIIMHCKONW BU3yaIH3aluU. ITH CUCTEMBI
CHECHUAIBHO pa3pabOTaHbl Ui TOTO, YTOOBI IMOMOYb METUIMHCKUM CHEIUAINCTaM
NPUHUMAaTh 0OOCHOBaHHBIEC PELICHUS, TEM CaMbIM MPEICTABISS BECbMa MHOT000CHIAIONIY IO
NEepPCIEeKTUBY A MEAWIMHCKON JMAarHOCTUKM IOCPEACTBOM HWHTETpallMi 3HAHUK U3
HECKOJIBKHMX aKaJeMHUYECKHX JAUCHMIUIMH. VIcronp30BaHME TakKoOH TEXHOJNOTHH HMEET
BO3MOXKHOCTh YJYUIIUTh KIMHUYECKHE MPOLENYpHl, ONTHMHU3HUPYS KaK TOYHOCTb, TaK U
3¢ PEKTUBHOCTH JUATHOCTUKH, OTHOBPEMEHHO yBEIMUUBAsI JOCTYITHOCTh 3PaBOOXPAHCHHS.

KioueBble ci10oBa: MeIUIMHCKAs JUArHOCTHKA, TEOPHsSl HEYETKUX MHOXKECTB,
aBTOMAaTH3UPOBAHHBIC CUCTEMBbI, HCKYCCTBEHHbIC HEHPOHHBIC CETH, SKCIIEPTHBIE CUCTEMBI,
NPUHATHE KIMHUYECKUX PEIICHHH

Jna yumuposanun: A. Muipzaxepimosa, A. Xuxmemos. MATEMATUYECKUE
MOJIEJIM B ME/JHUIHWHE: COBPEMEHHBIE 11O/4XO/[bl K ABTOMATH3ALIMN
HHUATHOCTHYECKOI'O IIPOLIECCA/MEXXYHAPOJHBIH JKYPHAJI
HUHDOPMAITHOHHBIX U KOMMYHUKALIMOHHBIX TEXHOJIOTHH. 2024. T. 5. No.
19. Cmp. 60-70. (Ha ane). https://doi.org/10.54309/1JICT.2024.19.3.005.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e )
International License T

62



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

Introduction

Nowadays information technology plays a vital part in a wide range of fields, in-
cluding medicine, where it is becoming an essential instrument for enhancing the accuracy
of diagnostic procedures. Modern medical profession is confronted with the difficulties that
come with the processing of enormous amount of information, which results in an increased
risk of making mistakes or overlooking crucial information. When faced with a situation like
this, automated systems that are based on mathematical models save the day. By analyzing
medical data and aiding physicians in the process of diagnosis, these systems are intended to
dramatically decrease the amount of work while simultaneously improving the precision of
conclusions.

The study explores innovative mathematical techniques for diagnosing and fore-
casting diseases. The newly devised mathematical diagnostic methods aim to support medi-
cal professionals in making sound decisions. Particularly, when faced with decision-making
challenges involving uncertain initial data, such as medical information (clinical history, lab
results, etc.), the use of fuzzy set theory appears to be the most suitable approach.

Materials and methods

Reviewed medical expert systems represent specialized software designed to assist
healthcare professionals in making decisions. These systems empower doctors to validate
their diagnostic hypotheses and to seek computer-based advice when faced with intricate di-
agnostic scenarios. Typically, the development of expert systems involves collaboration of a
proficient medical expert, a mathematician, and a programmer. The primary responsibility for
crafting such systems lies with the medical expert, as they have domain-specific knowledge
and insight into the process. Expert systems allow making early preclinical diagnostics, and
assessing the body’s resistance and predisposition to diseases, including cancer.

Self-learning intelligent systems: Among expert medical systems, a special place be-
longs to so-called self-learning intelligent systems (SIS). They are based on methods for
automatic classification of practical situations or learning by example. The most striking
example of SIS is artificial neural networks.

An Artificial Neural Network (ANN) is a computational framework designed to pro-
cess cognitive information by simulating the operations of the human brain. The basis of
every Artificial Neural Network (ANN) is a simple structure, mostly consisting of identical
components, like brain cells or neurons. Every individual neuron has a unique current state,
like the excitatory or inhibitory states of neurons in the brain (Soheila et al., 2020: 23-47).
A predictive approach for evaluating the probability of gallstone disease formation in per-
sons with obesity was developed by P.L. Liew (Soheila et al., 2020: 23—47). The researchers
performed a retrospective analysis that included anthropometric measures, medical histo-
ries, clinical evaluations, and laboratory findings from 117 individuals who had undergone
surgery due to obesity. The artificial neural network (ANN) was built and trained using the
backpropagation technique. The input dataset consisted of thirty variables comprising a range
of clinical parameters including gender, age, body mass index, prior health problems, labo-
ratory measurements, and histology. The objective of this strategy was to use artificial neural
networks (ANNS5) to systematically analyze complex patterns in the gathered data and finally
forecast the likelihood of gallstone disease in overweight persons.

In medical imaging Dohler F. and his colleagues utilized a neural network to clas-
sify MRI images to automate the detection of hippocampal sclerosis (Dohler et al., 2008:
324-331). Using a dataset of 144 example images, the neural network was trained to identify

@,{I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
— International License
63



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

changes in brain tissue that suggest the existence of sclerotic degenerations.

Juan G. and his colleagues devised an artificial neural network (ANN) to automate
the identification of bone structures. They evaluated the effectiveness of this approach in con-
trast to traditional methodologies (Juan et al., 2023:163—174). The Artificial Neural Network
(ANN) demonstrated superior efficiency by achieving circa ten times faster segmentation of
bone features compared to conventional methods. These findings emphasize the ability of
neural networks to completely transform the effectiveness and accuracy of medical imaging
analysis and diagnoses.

In neurology Tzallas A.T. and his colleagues utilized a neural network to predict ep-
ileptic episodes through the analysis of electroencephalograms (EEGs) (Tzallas et al., 2009:
703—710). This novel methodology demonstrated high precision, ranging from 98 % to 100
%.

Contemporary technological advancements enable a paradigm shift in representing
the progression of diseases, particularly through the utilization of automated expert technol-
ogies. These expert computer-based medical systems empower physicians to validate their
diagnostic hypotheses and seek guidance from computers, particularly in intricate diagnostic
scenarios. This synergy between medical expertise and computer technology may enhance
the accuracy and efficiency of disease prediction and diagnosis.

Diagnosing a disease is the process of finding out what is causing someone’s medical
symptoms. It is like solving a puzzle, where the doctor must gather information and put the
pieces together to have a complete picture (Coffin, 2015: 537-545).

There are several ways doctors can diagnose a disease, including:

o Physical examination: doctor will check your body for any signs of the
disease, such as rashes, lumps, or swelling;Medical history: doctor will ask about your
symptoms, when they started, and if you have any other medical conditions;Laboratory tests:
doctor may take samples of blood, urine, or other bodily fluids to be tested in a lab for any
signs of the disease;Imaging tests: doctor may use X-rays, CT scans, or MRI scans to see
inside your body and look for any abnormal structures or conditions;Biopsy: doctor may take
a small piece of tissue from your body to be examined under a microscope to confirm the
presence of a disease.

Once all this information has been gathered, the doctor will use it to make a diagno-
sis and recommend the best treatment plan. It is important to remember that getting a proper
diagnosis is a crucial step in treating a disease, so it is important to be open and honest with
the doctor about your symptoms and medical history.

Discussion and results

Mathematical models that are utilized in the field of medicine offer a variety of sig-
nificant benefits. However, in contrast to models that are based on biological, physical, or
chemical processes, these models are realistic and can be technically realized on computers
by making use of contemporary algorithms and software. This enables the processing of
enormous amounts of data, the execution of complex computations, and the analysis of the
findings while taking into consideration a wide range of factors, which eventually leads to an
improvement in the quality of diagnostic measurements. In addition, these kinds of systems
can include knowledge from a variety of medical specialties by employing artificial intelli-
gence, machine learning, and fuzzy set theory to develop adaptive models (Pi et al., 2021:
203-219). These models can learn from new data and continuously improve, which makes
them vital in a medicine that is currently undergoing rapid change. Automated diagnostic sys-
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tems can assess quantitative data and analyze qualitative information. This enables the build-
ing of complicated medical models that consider the unique characteristics of each patient.
Therefore, the implementation of mathematical models and automated systems in
medicine contributes to the enhancement of diagnostic accuracy and helps to optimize pro-
cedures in clinical practice, thereby rendering them more efficient and accessible to patients.
The structural model allows to trace the process of database transformation in a sys-
tem that is structured in a certain way and represents a matrix:

u, U ;,

u, ,,
U=

u., . U,

Ui =Um, @il v u, = p~ (%),
Where k
Diagnosis is conducted using various diagnostic models and the patient’s existing
symptom complex:

X=Juxnrx,
where X, €X and 4 (Xx,) -degree of membership X, for symptom set X
The process of diagnosis is the selection of the most probable disease (the result):

A=y  (a,))=maxyu _ (a,)

where p, ~(a;)=maxyu = (u)
Up

The implementation of automated systems for illness diagnosis enables the automa-
tion of the decision-making process during patient examination, diagnosis, and treatment
prescription, therefore enhancing the degree of qualification. Practically, the implementation
of automated systems has demonstrated a substantial enhancement in the quality of patient
diagnosis and treatment. Medical automated systems enable doctors to verify their own as-
sumptions and assist in problem-solving for challenging diagnostic scenarios. This informa-
tion system does not replace a doctor, but functions as a “competent partner” — a proficient
advisor in a certain field of expertise (Frank, et al., 2014: 105). Furthermore, they amass
the expertise and information of exceptionally skilled professionals. Hence, it is necessary
for automated systems to be able to adaptably define tasks, be applicable to all domains of
medicine, possess substantial information capacity and noise immunity, and rapidly process
medical data.

At present the professional capacities of doctors are being enhanced using sever-
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al automated diagnostic methods that rely on advanced computer technology. Employing
computer-based information systems for diverse research enables access to local and remote
resources, technologies, and databases, resulting in a decrease in material, energy, and finan-
cial expenses. The evolution of this diagnostic technique is essential for medical educational
institutions. Undoubtedly, there is a growing interest in medical issues today. The aspiration
to discover the fundamental principles of operation of these systems and to comprehend the
nature of life has become heightened. Development and application of mathematical diag-
nostic models are key components of future medicine (Naizagarayeva et al., 2023: 6673).
The automation of disease diagnosis involves several steps to ensure efficient and accurate
outcomes, illustrated in figure 1.

Data Collection and
Integration

U

Data Preprocessing

I

Model Development

2

Testing and Evaluation

2

Integration with Decision
upport Systems

2

Real-time Monitoring

T

Feedback Loop and
Refinement

Fig. 1. Key steps for disease diagnosis automation

The first stage in figure 1 involves gathering and combining various medical data
sources, such as patient case history, laboratory tests, and medical imaging. Finally, these
data are combined to provide a complete patient profile. Feature extraction is used to iden-
tify pertinent characteristics that are strongly associated with diseases, such as symptoms
and biomarkers. The acquired data is subsequently subjected to preprocessing techniques to
guarantee uniformity and dependability, which include cleansing and normalization methods.

At the heart of automation is the creation of predictive models, employing sophis-
ticated algorithms such as machine learning and statistical methods. These models are de-
signed to provide precise illness forecasts using extant data. The selection of the most rele-
vant features is crucial to improve the accuracy of these models. The primary objective of this
feature selection procedure is to enhance the performance of the model. The models undergo
comprehensive training and validation stages, during which they are trained on the data and
evaluated using validation sets to determine their ability to make accurate predictions. A
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thorough evaluation of the models is conducted using new data and diverse performance
measures to guarantee their resilience and efficacy. The incorporation of these models into
clinical decision support systems facilitates their practical implementation, offering health-
care practitioners prompt and well-informed diagnostic findings. The implementation of sys-
tems for real-time analysis of fresh data enables the timely detection of any changes in health
state, therefore facilitating continuous monitoring of patient health.

An essential component of this procedure entails the integration of a feedback loop.
The loop facilitates the continuous improvement of the system by incorporating new data and
insights obtained from clinical practice. Ensuring ethical, privacy, and regulatory consider-
ations is import for the deployment of automated diagnostic systems. Complying with health-
care regulations guarantees the conscientious utilization of sensitive patient information.

Finally, the process of clinical validation, conducted in partnership with medical ex-
perts, guarantees the precision and efficiency of the automated system in actual clinical sit-
uations.

Addressing Diagnostic Uncertainty

The field of medicine encounters the formidable burden of diagnosing many diseases
using intricate and frequently imprecise data. The diagnostic process entails the integration
and analysis of data of the patient, encompassing clinical observations, medical history, lab-
oratory test findings, imaging investigations, and other pertinent information. These datasets
may include potential uncertainties, variances, and ambiguity, therefore increasing the com-
plexity of the diagnostic procedure.

Thus, the utilization of fuzzy sets theory and the concepts of decision-making relying
on fuzzy information has emerged as a significant and urgent concern in the field of medicine.
The mathematical framework of fuzzy sets theory, invented by Lotfi A. Zadeh in the 1960s,
is designed to effectively manage imprecise and uncertain information (Smith et al., 2017:
155-166). The notion of fuzzy sets provides a useful tool for reasoning and decision-making
in medical diagnostics, where data typically contains vagueness and ambiguity. The devel-
opment of the automated system is expected to bring substantial improvements to the work
of medical professionals in diagnosing and predicting diseases affecting internal organs. By
utilizing the newly created information mathematical models, the system will empower doc-
tors with advanced tools and insights, enhancing their diagnostic accuracy and predictive
capabilities. The goal of the research is to deliver a highly efficient information system based
on these sophisticated models. By doing so, the system aims to address and reduce subjectiv-
ity that can occur during the initial checkup process. This reduction in subjectivity will lead
to more reliable and objective medical assessments, ensuring that patients receive accurate
diagnoses and appropriate treatment plans promptly (Wiharto, 2018).

Benefits and drawbacks of the presented automated system

The analysis of advantages and disadvantages of the system can be conducted to
automate and better diagnose the diseases of internal organs.
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Table 1. Analysis of advantages and disadvantages of the proposed system

Benefits Drawbacks

Automated system improves the decision quality | Errors in the knowledge base can lead to wrong decision

Cuts the expense of consulting doctors for diag- | The maintenance cost of the system is too expensive
nosing

It provides fast and efficient solutions in detecting | There is no flexibility and ability to adapt to changing
disease environments

Offers consistent answer for the repetitive process | Unable to work in an extraordinary situation
during

Automated Systems can work gradually without | Approbation of developed system is too long, to be sure
getting emotional, tensed, or exhausted like hu- | that everything works correctly
man

The process of differential diagnosis can be divided into three interrelated steps:
making a primary diagnosis (preliminary hypothesis), building a differential diagnostic series
(proposing additional hypotheses), and final diagnosis (substantiating the final hypothesis)
(fig 2).
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Fig. 2. Steps in Differential Diagnosis.

At the initial step, following a logical inference approach, the doctor acts based on
patient complaints, an evaluation of historical data (including the inception of initial disease
symptoms), and observed pathological indications to formulate a preliminary (primary) diag-
nosis. When formulating a hypothesis, potential underlying conditions are considered, where
symptoms could distort the presentation of the core ailment (Lin et al., 2016: 1152—116). This
process is automated through tests and questionnaires administered to the patient during their
initial clinic visit. The test outcomes are then conveyed either to the doctor or a machine for
analysis.

At the second step, the argumentation “for” is conducted, which ensures the involve-
ment of additional diagnostic hypotheses. A differential diagnostic series is being formed,
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i.e., a range of diseases in which there are signs determined by the patient and for which
similar initial manifestations may be characteristic. In other words, the potentially diagnostic
sequence is expanded for the subsequent adoption of the final one: the decision (Mardani et
al., 2019: 202-231). At this step, the doctor chooses examination methods: to confirm the
hypotheses (diseases). It is important at this step to optimize the choice and sequencing of
laboratory and functional examinations in terms of maximizing: increasing: probability and
speed, establishing a final diagnosis in conditions of minimizing cost.

Conclusion

The automated system is an interactive and reliable computer-based decision-making
system which helps doctors to diagnose efficiently. There are key components of an auto-
mated system: user interface, inference engine, and knowledge base, which form a system
shell. And some key participants in systems development: doctor, knowledge engineer, pro-
gramming engineer, end user. Better decision qualities, reliability, consistency, speed of di-
agnosing are key benefits of an automated system. An automated system cannot give creative
solutions during extraordinary situations and can be costly to maintain.

Diagnosis rises from the doctor’s intricate and imaginative grasp of the pathologi-
cal process, involving a holistic comprehension of the patient’s circumstances precisely ex-
pressed. It is crucial to strictly adhere to the principles governing the structure of the diagno-
sis. In practical terms, the doctor establishes a series of inferences regarding the correlation
of observed symptoms with a particular diagnosis. However, it is conceivable that essential
characteristics might be overlooked or disregarded in this process. Throughout the proposed
examination period, there is a risk of overdiagnosis due to the extensive observation and anal-
ysis of incoming data. Ensuring objective and high-quality diagnostics has become a critical
priority in the field of healthcare. The challenge lies in striking a balance thorough observa-
tion and avoiding the potential pitfalls of over diagnosing, which can have significant impli-
cations for patients’ well-being and treatment plans. Thus, the developed mathematical meth-
ods of diagnostics play a crucial role in addressing the challenges of subjectivity, both during
the examination and in clinical practice. These methods offer a more objective approach to
medical decision-making, reducing the potential impact of human bias and variability.
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Annortauus. byn makamaga Android-kochIMIIanapbiHIaFbl KONTANCHIPMAaIBUIBIK
Mocesieci KapacThIpbUIaibl KOHE KOPYTHHACPAI aCHHXPOHABI TalchlpMaliapibl OPbIHAAY
Kypasibl peTiHIe eHIMIUIriHe Tanjnay YChlHbUIaAbl. KopyTuHAEp MEH HICTypii oaicTep
(mpicansl, AsyncTask, Thread skone Handler) Tanceipmanapabl opbIHIaY YaKbITI, SHEPTUSHBI
TYTBIHY JoHE OacTbl aFbIHFa ocepi TYPFBICBIHAH CalBICTBIPMANbl Talldy JKacajFaH.
Herisri Hazap kopyTtuHzaephiH uHTepdeHCcTiH »xayam OepyiH Kanail jkaKcapTaTbIHbIHA
JKOHE aCHHXPOHJBUIBIKTBI 0acKapyAbl JAOWEKTI KOJ apKbUIbl KECHIUIJIETYyiHEe ayJapbUIFaH.
DKcnepuMeHTTep OapbIChIHAA KOPYTHHACPAIH OHIMILTIK TYPFBICHIHAH KOHE 0acThl aFblHFa
KYKTEMEHI a3alTyla apTHIKIWBUIBIKTAPhl aHBIKTaIbl. KopyTuHAEpAl KOJNAaHydarbl
BIKTHUMaJI MOceJieJiep MEH HIeKTeyJiep TalKplIaHbin, Android KOMIOHEHTTEPIHIH ©MipiliK
LUKITIH THIMJ1 OacKapyfa apHaJIFaH HICIiMICp YChIHBUTABI.

Tyiiin ce3nep: Android-KochIMITanapeIHAAFbl KOPYTHH
TEXHOJOTHsTIAphl,  ACHHXpOHABI  OarmapiaManay,  OHIMIUTIKKE  CaJbICTBIPMAJIBI
Tanjay, Android-Te aFrbIH/IaP/bl Oackapy, Kopytunaepaig THIMITIT
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KOPYTHUHAEPII KOJI/IAHY APKPIJIbI KOITAIICBIPMAJIBIJIBIKTHI
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AnHoTanus. B cratke paccmaTtpuBaercs npobiema MHOro3amaqyHocTd B Android-
MIPWIOKEHUSIX M TMPEAJIaracTcsl aHaju3 MPOU3BOIUTEILHOCTH KOPYTHH KaK COBPEMEHHOTO
WHCTPYMEHTa JUIsi aCMHXPOHHOW 00pa®oTku 3amad. [IpoBeneH CpaBHUTENBHBIN aHAU3
KOPYTHH C TPaJUIIMOHHBIMY TI0/1X0AaMu, TakuMu kak AsyncTask, Thread u Handler, ¢ Touku
3peHUsS] BPEMCHU BBITIOJIHEHUS 3ajay, SHEPTONOTPEOJICHNS. U BIMSIHUS HA TJIABHBINA MOTOK.
OCHOBHOE BHHMAaHHUE YJICIICHO TOMY, KaK KOPYTHHBI yIIyUlIal0T OT3bIBUMBOCTH UHTEp(Detica
W yIpOUIAIOT yIpaBlieHHEe aCHHXPOHHOCTBIO Oaroaapsi mociieioBaTeIbHOMY Koay. B xoxe
AKCIIEPUMEHTOB OBUIM BBISBICHBI MIPEUMYIIECTBA KOPYTHH B IJIAHE MPOU3BOJIUTEIEHOCTH
W CHIDKEHUS HAarpy3KH Ha TJaBHBIA TOTOK. OOCYKIAarOTCS BO3MOXKHBIE IMPOOJIEMBbI U
OTPaHUYCHHUS UCIIOJIb30BAHUS KOPYTHH, a TAKKE MTPEIararoTcs penieHus it 3 GEeKTHBHOTO
yIPaBJICHHS KU3HESHHBIM IIUKJIOM Android-KOMIIOHEHTOB.

KaroueBsble ci1oBa: KopyTUHHBIC TeXHOJIOTHU B Android pa3paboTke, aCHHXPOHHOE
MPOrpaMMUPOBAHUE, CPABHUTCIBLHBIM  aHAU3  MPOU3BOJUTEIHLHOCTH,  YIPABJICHUC
notokamu B Android, 3¢ pekTuBHOCTH KOPYTHH

Jna  uwumupoeanua: A.b. Hypeanvikos, A.M. Axum. OHNTUMH3ALIUA
MHOI'O34JJAYHOCTHU B ANDROID C ITOMOI[bFO KOPYTUH: CPABHUTEJIFHBIH
AHAJIM3  T[IPOHUBBOLUTEJIRHOCTH  //  MEXIVHAPOIHBIH  JKYPHAJI
HHDOPMAILJUOHHBIX U1 KOMMYHUKAILJUOHHBIX TEXHOJIOTHH. 2024. T. 5. No.
19. Cmp. 71-79. (Ha pycc.). https.//doi.org/10.54309/1JICT.2024.19.3.006.

Beenenne

B coBpemenHbix Android-npuiiokeHUSX MHOT03aJa4HOCTh SIBJIIETCS KPUTHYCCKH
BXHOW JUIsi OOECIIEUEHMsI ITUIABHOTO TIOJb30BATEILCKOTO OMBITa H 3()PEKTUBHOTO
WCIONB30BaHMsl pecypcoB. TpaaunuonHeie MeTobl, Takue kak AsyncTask, Thread, u
Handler, nonroe BpeMst HCIIOIB30BAITUCH JUTsI PealTU3aI[ii ACHHXPOHHBIX oneparuii. OaHako
C POCTOM CIIO)KHOCTU TPHIIOKECHUH U TPeOOBAHMSIMH K BBICOKOW MPOU3BOJUTEIHLHOCTH,
STH TOJXOJbl Hayalld JIEMOHCTPUPOBATH CBOM OTrPAHUYCHUS, BKIIOYAs TPYIAHOCTH B
YIPABJICHUN MOTOKAMH, YTEYKH MaMATH W 3HAYUTENIBHYI HArpy3Ky Ha TJIABHBIA IMOTOK.

B nocneiaue roip1 KOpyTHHBL, BHeIpeHHbBIE B Kotlin, mproOpenu monyaspHOCTh KakK
COBpPEMEHHBIN MHCTPYMEHT JUIsl YIPABICHHsI aCHHXPOHHOCTHIO. KOpyTHHBI 00ecieunBaroT
YIPOIEHHOE YIIPABICHHUE MApaICIH3MOM U MOBBIIIAOT TIPOU3BOIUTEIIBHOCTD TPUIOKCHHIA,
MO3BOJISIS TUCATh ACHHXPOHHBIN KOJI B CTHJIE TIOCJIEIOBATEILHOTO BEIMTOTHEeHUs. KopyTHHHBIC
TEXHOJIOTHH TIO3BOJISIOT pa3paboTunkaM 3PEKTUBHO YIPABIATh aCHHXPOHHBIMU 3a/1a4aMU
Y MUHUMU3UPOBATh OJIOKUPOBKH MHTEPQEiica, 4TO JIeIaeT UX MPUBJICKATSILHBIM BHIOOPOM
JUISL COBpeMeHHBIX npuiioskenuii (JetBrains Blog, 2023).

[@‘(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
A International License
73



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

Tem He MeHee, HECMOTPSI Ha OUYEBUAHBIC IPEUMYILECTBA, NCIIOJIb30BaHUE KOPYTHH
TpeOyeT TIATEIBHOTO MOAX0/1a K YIIPABICHUIO )KU3HEHHBIM IIMKJIOM Android-KOMIIOHEHTOB
JUTSL TIPEJIOTBPAILIEHUS] yTeUeK MaMATh U Apyrux mpodiem (JetBrains, 2024). B cBere aTux
M3MEHEHUH, Ba)KHO IMPOBECTH CPAaBHUTEIbHBIM aHANIN3 NMPOU3BOAUTEIBLHOCTH KOPYTHH U
TPaJULUOHHBIX METO/OB, YTOOBI OLEHUTh UX 3(P(PEKTUBHOCTH B COBPEMEHHBIX YCIIOBHUSX
pa3pabotku Android-mpuitokeHUH U BBISBUTH TOTEHIIMATBHBIC O0IACTH IS YITYUIICHHS.

Tunomesa

Lenplo maHHOTO HCCIEIOBAaHUS SABISETCS OLEHKA 3((GEKTUBHOCTH KOPYTHH B
CPaBHEHMU C TPaJULMOHHBIMA METOJaMH ACHHXPOHHOTO MHPOTrPaMMHUPOBAHUS, TaKHUMHU
Kak wucrnonp3oBanue MmotokoB (Thread), B koHTekcte Android-mpunoxkenuid. ['mmoresa
UCCIICIOBAHUSl 3aKJIIOYAaeTCsl B TOM, 4YTO KOPYTHUHBI TPEIOCTAaBIISIOT 3HAYUTEIbHBIC
NPEUMYIIECTBA 110 CPABHEHUIO C MOTOKAaMHU B IUIAHE NMPOU3BOIUTEIBLHOCTH U YNPABICHHUS
CHCTEMHBIMH pecypcaMu. MbI COCPEAOTOYNMCS Ha CPABHEHUH BPEMEHH BBITTOJIHEHHUS 3a/1a4,
a TakyKe Ha OLICHKE BIMSHUS KaKJI0I0 METO/1a HA IPOU3BOINTEIILHOCTD U SHEPronoTpedicHne
IpU yBEJIMUCHUM KOJIMYECTBa OJHOBpeMeHHBIX 3amay (Dimiduk u ap., 2021; Gray u np.,
2020). Koneunast meib pabOTBI — OIpENENnTh, B KaKOH Mepe KOPYTHHBI CIIOCOOCTBYIOT
YIIyUYIICHUIO OT3bIBUMBOCTH MHTEpdelica, CHIKCHUIO SHEPronoTpeOIeHNsI U YIPOIICHHIO
yOpaBJIeHUsT aCHHXPOHHBIMHM 3aJadyaMH B pPEajJbHBIX YCIOBHAX pa3paborku Android-
NPUIOKEHUH. DTO MCCIIe0BAaHUE HAIIPABJICHO Ha MIPEOCTABICHNE KOJIMUECTBEHHON OIICHKU
NPEUMYIIECTB KOPYTHH U BBIPAOOTKY PEKOMEHIAIMHI U151 UX TPUMEHEHUS B TPOMBILIJICHHON
pa3paboTke.

MatrepuaJibl 1 METOABI UCCIeTOBAHUS

[Totoku (Thread) B Java u Kotlin npeacraBistoT coboii oquH U3 caMbIX CTapbIX U
MPOBEPEHHBIX BPEMEHEM CIIOCOOO0B BHITOJIHEHU S ACHHXPOHHBIX 3a71a4. [ I0TOK MOXXHO onucaTth
KaK OT/ICJIbHBIN Iy Th BBIIOJIHEHHSI HPOTPaMMBbl, KOTOPBIN paboTaeT mapauieiabHO C APYTUMU
MOTOKaMU B CHCTEME. DTO HH3KOYPOBHEBBIH MEXaHM3M, KOTODBIM JaeT pa3paboTUHKy
MOJIHBIM KOHTPOJIb HAJ CO3JaHHWEM U yIpaBJICHHEM IOTOKaMH, 00ecreunBasi BO3SMOKHOCTh
BBITIOJTHATD 3a7a4yl NapajyieNIbHO C JPYTUMH MOTOKaMu B poHOBOM pexume (Bozovic u np.,
2021). Korma co3maercsi HOBBI MOTOK, OH paboTaeT HE3aBUCHMMO OT OCHOBHOTO ITOTOKA
porpamMmbI (OOBIYHO ATO TIIABHBIN MOTOK MOJB30BATENBLCKOTO HHTEpdeiica B Android), 4to
MO3BOJISICT BBINOJIHATH OINEPALM, KOTOPBIC MOTYT 3aHSATh MHOI'O BPEMEHH, HE OJIOKHPYs
OCHOBHYIO Pa0OTy NPHJIOKEHHS. DTO OCOOCHHO MOJIE3HO B CUTYaLUsX, IZle HEOOXOIUMO
BBITIOJTHATD 33/1a4M, TAaKHE KaK CETEBbIC 3aIpOChl, padoTa ¢ (aillaMi WIN BBIYACIUTEIHEHO
MHTEHCHUBHBIE oniepauru. OTHaKo, HECMOTPSI Ha OUEBUIHBIC IPEUMYIIECTBA, UCTIOIb30BaHHUE
MOTOKOB BJICUET 3a COOOMN Psifi CyIIECTBEHHBIX HEOCTATKOB. BpeMs BBINOIHEHUS 3a1a4u C
MCIIOJIB30BaHKUEM ITOTOKOB MOYKHO OMHCATh Ceaytoueld GopMynoi:

Trh:"ﬂnd = Tbﬁsa + P {TG?‘EIRE'EI + Tcmzmxr_swz’rh + Ts;.::'zc}(])

rjie: — oOIee BpeMs BHIITOHEHHUS 3a/1a4H C HCII0JIb30BaHHUEM ITOTOKOB, — 0a30B0e
BpeMsI BHITIOJTHEHUS 3a7a4 0e3 ydeTa HaKIaJHBIX PACXOIOB (BpPEMs YUCTHIX BBIYMCICHUH ),
— KOJIMYECTBO MOTOKOB, — BPEeMsI, HEOOXOTUMOE Ha CO3[aHNE OTHOTO IMTOTOKa, — BpeMs, 3a-
TpadyrMBaeMoe Ha MEePEKITI0YCHIE KOHTEKCTa MEX/Ty TOTOKaMH, — BPEMs Ha CHHXPOHHU3AIINIO
MeX]Ty TOTOKaMH{ TP COBMECTHOM HCTIOJIB30BAHUH PECYPCOB.

Kaknprit MOTOK B OTMEpanOHHON cHcTeMe TpeOyeT 3HAUYUTEIBHBIX PEeCypCcoB IS
cBOei pabOTHI. DTO CBS3aHO C TEM, YTO KaKJOMY TIOTOKY BBIIEISIETCS OTIECIBHBIA CTEK
MaMATH, W OIEpalMoHHasl CHCTEMa JOJDKHA CIEeIUTh 32 MX COCTOSHHEM, IUIaHHPOBATh

BBITIOJTHEHUE U TIEpeKITIoUeHne KoHTekcTa Mexxay Humu (Farrell, 2021; Zekovic, 2022). Uem
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0OJIbIIIE TOTOKOB CO34acCTCs, TCM BBILIC HAIrpy3Ka Ha CUCTCMY. HpI/I OOJIBIIIOM KOJIMYECTBE
IOTOKOB OII€pallMOHHAA CUCTEMAa HAYUHACT TPATUTDH OoJIbIIe BPCMCHU HaA YIIPABJICHHUC UMU,
4YTO NPUBOAUT K CHUIXCHHUIO ITPOU3BOJAUTCIIBHOCTH. 3aBUCHMOCTD MMPpOU3BOAUTCIIBHOCTH OT
KOJMNYCCTBA 3a/1a4 IIpH UCIIOJIB30BAHNU ITOTOKOB MOYKHO OIMUCATh CJIe,Z[YIOH_IGfI Q)OPMYHOIZZ

) _ Crom:
thread —

Trh:'*ann! + Grhrand (2)

20e: — obujee KOIUYeCMB0 BbINOIHEHHbIX 3a0ad, — HAKIAOHble PACX00bl HA
ynpasiexue nomoxKamu.

CozfaHrie 1 YHHYTOKEHHE MOTOKOB — 3TO JIOBOJBHO PECYPCOEMKHE OTEepaIliu.

[Tpn OGoybIIOM KOJIMYECTBE MOTOKOB BpEMs, HEOOXOAMMOE IUISi MX CO3JMAHMS, MOXKET
CYIIECTBEHHO 3aME/UIUTh BBINOJHEHHE IporpamMmbl. Kpome TOro, mocie 3aBepIiieHHs
paboTHI TTOTOKOB TpeOyeTcst BpeMsi Ha MX KOPPEKTHOE 3aBEPIICHHE M OYHCTKY PECYpPCOB.
Korza konmmuecTBO 3a1a4 BO3pacTaeT, M U KaKI0W U3 HUX CO3/IAeTCsl OT/ACNIBHBIH TTOTOK,
3TO MOJKET MPUBECTH K 3HAYUTENBHBIM HAKIAIHBIM pacxogaM. CucreMa HaYMHAET TPATUTh
00JIBIIIe BPEMEHHU Ha YIIpaBJIEHUE TIOTOKAMH, YTO CHIDKAET O0IIyI0 A (EeKTHUBHOCTH PabOThHI
npuioxenust. Hanpumep, npu 607IbI10M KOJIMYECTBE OTHOBPEMEHHO pabOTArONIMX TOTOKOB
MokeT Habmromatecs 2pdexT «thrashing» — curyarws, Koria mporeccop TPaTUT OOJbIIe
BPEMEHHU Ha IMEPEKIIIOYEHHE MEXK/Iy ITOTOKAMH, YeM Ha BBIIOJHEHHE CaMHX 3aj1ad. JTO He
TOJBKO YBEJIMUMBAET BPEMs BBIIOJTHEHHMS 33714, HO M BBI3BIBACT M3JIUIIHEE MOTpeOIICHNE
sHeprun (Akop u np., 2024).

MoOOMITBHBIX YCTPOICTBAX, TAKMX KaK CMapT(OHBI M IUIAHIIIETHI, SHEProNnoTpedIeHe
UTpaeT KI0YeBYI0 poib. Kakaplii HOBBIHM MOTOK TPeOyeT pecypcoB mpoleccopa U MaMsTH,
4TO TPUBOMUT K YBEIWYEHHWIO SHepro3arpaT. [Ipw WHTEHCHBHOH paboTe ¢ MOTOKaMH
OaTapest ycTpoiicTBa paszpspkaeTcs ObICTpee, YTO CHIKAeT od1iee BpeMs paboThl yCTpOHCTBa
6e3 momsapsaaku. B Android-pa3paboTke 3TO KpUTHYHBIA acTMEKT, TaK Kak IMOJb30BaTEIH
OXKHMJAIOT OT NPHIOKEHUH HE TOJIBKO BBICOKOW MPOM3BOIUTENHFHOCTH, HO U SKOHOMHOTO
pacxona 3apsaa 6arapen.

Pe3yabTathl u 00cy:x1eHue

VYnpapnenue OONBIIUM KOJHMYECTBOM IIOTOKOB TpeOyeT BBICOKOH TOYHOCTH
B CHHXPOHHM3AIlMM MEXAy HHMH. HecoriacoBaHHOCTB JOCTyma K OOMNM pecypcam
MOKET HPUBECTH K OMIMOKAaM, TaKMM KaK COCTOSHHS TOHKH, B3aHMHBIC OJIOKHPOBKH H
Apyrue mpoOiieMbl MHOTOITOTOYHOCTH, KOTOPBIE CI0KHO OOHApyXHTh U HCIPABUTH. DTO
JeaeT MPOIEecC OTIAAKH MHOTOMOTOYHBIX MPOTpaMM OoJiee CIOKHBIM M TPYIOSMKHM.
[Tpuoxenust, KOTOpbIe HHTEHCHBHO UCTIONIB3YIOT TOTOKU, MOTYT CTOJIKHYTHCS C IPOOJIEMaMH
CTaOMIIBHOCTH, OCOOCHHO Ha YCTPOMCTBaX ¢ OTrpaHMYEHHBIMH pecypcamu. Hampuwmep, Ha
YCTPOMCTBAX C HU3KUM 00BEMOM ONEPATUBHOM MaMSTH WU CIIa0BIM IPOLIECCOPOM OOITBIIIOE
KOJIMYECTBO OTHOBPEMEHHO Pa0OTAIOIINX TOTOKOB MOKET MMPUBECTH K 3aBUCAHUIO HIIH JJaXkKe
K aBapUIHOMY 3aBEpPIICHHIO IPOTPaMMBI.

Takum 00pa3oM, XOTS TOTOKHM TPENOCTABISIOT MOIIHBIH HHCTPYMEHT JUIS
ACHHXPOHHOTO BBINIOJHEHMS 3aJad, HX HCIOJIb30BAHHE CBS3aHO C MHOXXECTBOM
OrpaHMYCHHUI M PUCKOB. OHH MOTYT OBITH TOJIC3HBI /IS HEOOJBIIOr0 KOJIMYECTBA 3a/1ad,
OZIHAKO, NpU paboTe C MacIITaOMPyeMBIMH CHCTEMaMH WIHM 3aJadaMi, TPeOYIOIIUMH
BBICOKOH TPOM3BOANTEIBHOCTH ¥ SKOHOMHOTO SHEPronoTpeOIeH s, TPUMEHEHNE TOTOKOB
MOJKET OBITh HE CaMbIM 3(PQPEKTUBHBIM peIIeHHEeM. DTO CO3/1aeT HEOOXOAMMOCTh B Ooiee
COBPEMEHHBIX IMOJIX0JaX K aCHHXPOHHOMY IPOrPaMMHPOBAHHUIO, TAKHX KaK KOPYTHHBI B
Kotlin, koTopsle npeararor 6ojee JISTKOBECHYIO U YIPABISIEMYIO allbTePHATUBY.

@,{I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
A International License
75



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

Kopyrunsr B Kotlin mpeacraBistor co0oii OfMH M3 CaMblX COBPEMEHHBIX H
3G (PEKTUBHBIX MHCTPYMEHTOB Ui PabOTbl ¢ ACHHXPOHHOCTBIO M MHOTI'033JaqyHOCTBIO.
Onm pazpaboTaHbl A peUIeHUs] NpoOjeM, KOTOPble BO3HUKAIOT HPU HCIOJIb30BAaHUU
MOTOKOB, IIpeJyiarast 0ojiee JISTKOBECHBIH U BEICOKOTIPOU3BOIUTEIBHBIN CIIOCO0 yIpaBIeHUs
ACHHXPOHHBIMU 33JjauaMd. B oTiindyme OT MOTOKOB, KOPYTHMHBI 3HAYUTEIBHO MPOLIE B
yIpaBJICHUH U TOTPEOIISIOT TOpa3 a0 MEHBILE CUCTEMHBIX PECYPCOB.

? functionA Q :::;::S:d o functionA

functionA
suspended

functionB : ‘ functionB
functionB y
suspended [fo}

Puc. 1 — «[Ipuntn ¢pyskmonnpoBanus Kopytina»

Kak mokazano nHa Puc. 1, kaxnasi KOpyTuHa, B OTJIMYKE OT MOTOKOB, HE TpeOyeT
BBIJIEJIEHNA OT/IEIBHOTO CTEKA MTAMATH WX CO3AaHUSI HOBOI'O CUCTEMHOT0 MoToKa. KopyTiHsI
paboTaloT B paMKax OJHOTO MOTOKAa M MOTYT NPHOCTaHABJIMBAaTh M BO30OHOBISTH CBOE
BBITIOJTHEHNE, HE CO3/1aBasl JOTIOJIHUTENBHBIX HAKJIaIHBIX PACX0/I0B Ha YIIPABIEHUE UMH. DTO
03HaYyaeT, YTO NPHIIOKEHHE MOXKET 3aIllyCKaTh THICSYN KOPYTHH OJHOBPEMEHHO, 0e3 pHcKa
Neperpy3Ku CUCTEMBI, UTO JejaeT KOPYTUHBI Oojiee MaciiTabupyeMbIMUA MO CPAaBHEHHIO C
MOTOKaMH.

KopyTunsl TO3BONSAIOT NHCAaTh ACHHXPOHHBIM KOJ B CHHXPOHHOM CTWJIE, 4YTO
Jenaet ero 0osee YnTaeMbIM M y10OHBIM JUIsl HOHUMaHuUs. B oTaMume oT HOTOKOB, KOTOpPBIE
OJIOKMPYIOT BBIMOJIHEHHE JI0 3aBEPLICHU 312491, KOPYTHHBI TIO3BOJISIOT IPUOCTAaHABIMBATh
BBINIOJTHEHUE 3a/1a4d M BO30OHOBIIATH €ro, Kak TOJIBKO 3ajadya 3aBepllcHa, He OJOKHpYs
OCHOBHOM IOTOK MpOrpamMMmbl. DTO 0COOeHHO BaxkHo i Android-mpunoxeHui, ruae
OJIOKMPOBKA TJIABHOI'O MOTOKA II0JIb30BATEIbCKOTO HMHTEp(delica MOXKET NPUBECTH K
3aMEAJICHUIO PA0OTHI MPUIIOKEHUS M YXYIICHHIO [10JIb30BATEILCKOTO OTIBITA.

KopyTtunsl paboTtatoT Ha 6a3e myJI0B MOTOKOB M IJIAHWPOBIINKOB, YTO TIO3BOJISICT UM
3¢ GEKTUBHO paclpeensaTh 3aa4l MEX/Y JOCTYITHBIMHU TOTOKaMH, HE CO3JaBast U3IUIIHUX
HakJaJHBIX pacxonoB. Korzma KopyTWHa NPHOCTaHABIMBAETCS, €€ BBIMOIHEHHE MOXKET
OBITH MPOJOJKEHO Ha JAPYTOM MOTOKE, €CIIM 3TO HEOOXOJMMO, YTO MTO3BOJISIET ONITUMAIILHO
UCIIOIb30BaTh Pecypchl cucTeMbl. HanmpruMep, KopyTHHa, BBITOJHSIONAs CETEBOM 3arpoc,
MOXeT ObITh MPUOCTAaHOBJICHA, TTOKA HE MOJYYCH OTBET, U BO30OHOBIICHA HA APYTOM IOTOKE
Uil panbHedmell ob6paboTky maHHBIX. OIHUM W3 KIIIOYEBBIX IPEUMYLIECTB KOPYTHH
SIBIISICTCS TO, YTO OHU IO3BOJISIIOT MUCATh ACHHXPOHHBIM KOJ B JMHEHHOM BHUjE, M30deras
UCIIOJIB30BaHMsl CJIOKHBIX LEMOYeK KOJOAKOB M YNPABICHUS MOTOKAMU. DTO YHPOLIAET

OpoueCcC HallMCaHusd KoJda, ACJIACT €TI0 60.]'[66 TIOHATHBIM H JICTKO INOAACPXKHNBACMBIM. HJ’IH
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pa3pabOTYMKOB ITO O3HAYACT CHIDKCHUE BEPOSTHOCTH OINMOOK M YIy4IICHHE KadecTBa
KOHEYHOTO POyKTa. BpeMs BBINOIHEHHS 3a1a41 B KOPYTHHE MOKHO OITHUCATh CIIETYIOIIUM
oOpazoM:

Tsm‘ouﬁna = Tbﬁsa +n- Tsuspand_rasuma(3)

rje: — oOmee BpeMsl BBITIOJIHEHHS KOPYTUHBI, — KOJIMYECTBO MPHOCTAHOBOK M
BO300HOBJICHU, — BpeMsi, 3aTpauuBacMOe Ha MPUOCTAHOBKY W BO30OHOBJICHUE BBIMOITHE-
HUS KOPYTHHBI.

Korna Bl ucnons3dyere kopyTuHbl B Kotlin, Juis BBIMOTHEHUS JUIMTEIHHBIX
orepanuii, TAKHX KaK CeTeBbIe 3ampochkl WK padora ¢ 0a30d JaHHBIX, BBl MOXKETE JIETKO
MPUOCTAaHABIMBATh BBIMOIHEHUE KOPYTHUHBI C MOMOIIBI0 QyHKIMHU suspend. DTo Mo3BosieT
n30exkaTh OJIOKHPOBKA OCHOBHOTO TTOTOKA ITOJIB30BATEIILCKOTO MHTEpdelica M TOBBIIIACT
OT3BIBUMBOCTh MPHJIOXKEHUs. Hampumep, eciu Hy)KHO BBIOJHUTh ACHHXPOHHYIO 33Jauy,
TaKy¥o Kak 3arpy3ka JJaHHBIX C cepBepa, KOPYTHHBI TIO3BOJISIOT IPUOCTAHOBUTD BBHITIOJTHEHUE
JI0 TeX TOP, ITOKA JIAHHBIE He OYyT 3arpy KeHbl, a 3aTeM MPOJIOJKHUTh BRITOTHEHUE Kojia. Bee
3TO MPOUCXOAUT O3 HEOOXOIMMOCTH CO3JIaHHS HOBBIX IIOTOKOB M 0€3 HAKIIATHBIX PACXOJIOB,
XapaKTEePHBIX JIJISl TPAJUIIMOHHBIX TOTOKOB.

KopyTHBI ~ ONTUMH3MPOBAaHBI Ui OKOHOMHH pECypcoB, B TOM YHCIE
sHepronoTpedienus. [TocKoIbKy KOPYTHHBI Pa0OTAIOT B PAMKAX CYIIECTBYIOIINX MOTOKOB,
OHU MHHUMH3HUPYIOT KOJTHYECTBO MEPEKITFOUCHUI MEXK/TY IIOTOKAMH U PECYPCOB, UTO CHIKACT
Harpy3Ky Ha mpolieccop W 0arapero ycTpoiicTBa. 3aBUCHMOCTh TMPOU3BOJUTEIHLHOCTH OT
KOJIMYECTBA 33]1a4 MOYKHO OIHCATh CICAYIOIINM 00pa3oM:
total

Peoroutine =

Tcm'ou ting (4)

B omimume oT mMOTOKOB, KOTOpBIE TPEOYIOT BBINEICHUS PECYPCOB IS Ka)I0TO
HOBOTO TIOTOKA, KOPYTHHBI padOTai0T Ha 0a30BOM YPOBHE M MOTYT BBINOJHSTH THICSYU
3a/a4 OJHOBPEMEHHO, MPAaKTHYECKH He BIHASL Ha »Hepromorpebnerue. [ MOOMIBHBIX
MIPHUIIOKEHUH, T1Ie BpeMs pabOoThI OaTapeu ABISETCS KpUTHIECKUM (PaKTOPOM, UCTIOIH30BAHNE
KOPYTHH BMECTO ITOTOKOB MTO3BOJISIET 3HAUNTEILHO COKPATUTh YHEPTo3aTPaThl. ITO 0COOEHHO
BXHO JJISl TIPHJIOKEHUH C WMHTEHCHMBHOW OOpabOTKOM JaHHBIX, YaCTBIMH CETEBBIMU
3armpocaMu ¥ MHOT0331a9HOCTHIO.

Ilpouyedypa mecmuposanus:

B pamkax mccnemoBaHusi ObUIM TIPOBEACHBI TECTHI, CPABHUBAIOIINE BBHITTIOJHEHUE
Pa3IMYHBIX KOJMYECTB OJHOBPEMEHHBIX 3ajlad C HCroiib3oBaHMeM MoTOoKOB (Thread) m
kopytuH (Kotlin Coroutines). Kaxxmast 3a1aua ”MHTHpOBajIa MPOJOIKUTEIHHYIO ONEPAITHIO
¢ 3amepkkoid B 100 mMmummucekyHA. Bpemsi BBIMOTHEHUS U3MEPSIIOCHh C HCIIOIH30BAHUEM
¢ynaxmun measureTimeMillis, koTopas pukcrnpoBaa ob1iee BpeMs BHIITOTHEHHS BCEX 3a/1ad.
OKcnepuMeHTH mpoBoauuck st 100, 500, 1000, 5000, 10 000, 20 000 u 50 000 3amad, 9T0
MTO3BOJIMJIO OLIEHUTH BIIMSHUE KAXKIOTO METO/a Ha MPOU3BOIUTEFHOCTD MIPH YBEINICHUN
Harpy3ku. llomydeHHble AaHHBIE OBUIM HWCHOJB30BAHBI IS aHamn3a 3(P(GEeKTHBHOCTH
YIpaBIEHHS pecypcaMy M BBISBICHHUS MPEUMYIIECTB KOPYTHH HaJl IOTOKaMH, OCOOCHHO B
YCIIOBUSX MacIITaOMPyeMbIX aCHHXPOHHBIX OMEpaInii.
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Ta6HHHa 1- <<P83yJII>TaTI)I SKCHEPUMEHTOB IJId METO/Ja NUCIIOJIb30BaHUSL Thread»

Konnuecto 3anay Bpewmst BbInosiHeHNs (MUH) Bpems BbInosHeHUs (MaKC)
100 121 mc 137 mc

500 135 mc 148 mc

1000 160 mc 171 mc

5000 441 mc 536 mc

10000 888 mc 926 mc

20000 1703 mc 1827 mc

50000 4061 mc 4506mc

[Ipu ucnonp3zoBannu MOTOKOB (Tadauue 1) Bpemst BBINOIHEHUS 33124 3HAYUTEIbHO
YBEJIMUMBAETCS C POCTOM HX Koindectsa. /s HeGombmoro uncia 3aaad (100—1000) Bpems
ocraercs crabmibHbIM, HO pu S000 3a1auax oHO Bo3pacrtaeT 10 441-536 mc, a st 50 000
3agau pocturaetr 4061-4506 mc. T0 1EMOHCTPUPYET OTPaHUUYEHHYIO MAaCIITaOUPYEMOCTb
MIOTOKOB, IJI€ YBEIMYEHHUE 33Jad NPUBOAMUT K CYIIECTBEHHBIM HAKIAJHBIM pacxoiaM Ha

CO3JaHUC U YIIPABJIICHUC ITOTOKAMHU, UTO MEPETPYKACT CUCTEMY U YBCIUYUBACT 3aACPIKKH.
Ta6HI/IHa 2 - ((PC3yJ'ILTaTI>I OKCIICPUMEHTOB U1 METOAa UCIIOJIb30BAHUA KOpyTI/IH»

KonunuectBo 3anau Bpewmst BeImosHeHYST (MUH) Bpewms BeinonHeHus (Makc)
100 123 mc 140 mc
500 133 mc 147 mc
1000 146 mc 164 mc
5000 174 mc 185 mc
10000 192 mc 223 mc
20000 234 mc 245 mc
50000 284 mc 305 mc

KopyTuHsl 1eMOHCTpHUPYIOT CTa0MIbHOE M JI(PQPEKTUBHOE BBITIONHEHHE 3a]ad,
HE3aBHCUMO OT WX KOJMYECTBA. BpeMs BBIMONHEHHUS 33729 pacTeT MOCTETIEHHO, HAYWHAS OT
123—-140mc ns 100 3anau m nocturas 284—305 mc muist 50 000 3anay. Jlaxke npu 3HAYUTEIBHOM
YBEIMYSHUH YWCIIa 3aj7ad, MPUPOCT BPEMEHH BBHIMTOJHEHUSI OCTA€TCS MHHUMAIBHBIM. DTO
YKa3bIBaeT Ha BHICOKYIO 3(PPEKTUBHOCTh KOPYTHH B YIPABICHUH MHOT'033a/IA9YHOCTHIO, T/IE
acMHXpoHHas 00paboTKa 3a7a9 MPOUCXOIUT Oe3 CYIIECTBEHHOTO YBEIUYCHHUS HArpy3KH Ha
CUCTEMY.

t [ Thread [ Coroutines
5000 t - xecution time (ms)
n - number of tasks

4000
3000
2000
1000

0 n

L L O O N O &
O ) £ N N £
N < N & \QQ !],QQ VJQQ

Puc. 2 — «Cmenenv onmumuzayuu 3a0au»
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Pesynbrarsl sKCIepUMEHTOB moKa3anu (PucyHox 2), 94TO KOPYTHHBI 3HAYUTEIHLHO
MIPEBOCXOJIAT IIOTOKH 110 POU3BOIUTEIBHOCTH, 0COOCHHO IPH YBEIMYCHNUH KOJIMUECTBA 3a-
na4. KopyTHHBI 1€MOHCTPUPYIOT MEHBIINE HAKIIAIHbIC PACXOAbI Ha YIPABICHUE 3a/1a4aMH,
YTO MO3BOJISIET UM OCTaBaThCs 3P (HEKTUBHBIMU J1aKe MTPHU BBIOIHEHUH OOJIBILIOTO KOJIHYE-
CTBa aCHHXPOHHBIX onepaunii. [loToku xe cranoBsaTcs MeHee 3 (HEKTUBHBIMU ITPH YBEJINYE-
HUH KOJIMYECTBA 33/1a4, YTO IIPUBOAUT K 3HAYUTEIILHOMY YBEIMUCHHIO BPEMEHH BBIITOJIIHCHHUS
u sHepronorpeOienus. Takum obpas3om, 11t coBpeMeHHbIX Android-npunoXeHui ucroib-
30BaHUE KOPYTHH SBIISICTCS O0Jiee IPEeAIOYTUTEbHBIM MOAX0I0M JUIS Pealn3aluil MHOT03a-
JaYHOCTH U YIPABJICHUSI aCHHXPOHHBIMHU ONIEPALUSIMU.

BruiBoabl

B xome wuccnenoBanus Obula MOATBEPXKIEHA TUIOTE3a O TOM, YTO KOPYTHHBI
ABISIIOTCA  Oonee  3(h(PEKTUBHBIM HHCTPYMEHTOM [UIS  YHPABJICHUS aCHHXPOHHBIMH
3aJjayaMM 10 CPaBHEHHUIO C MOTOKAMHU. DKCIIEPUMEHTHI MOKAa3ajH, YTO C YBEIUYCHHEM
KOJINYECTBA 3a7jay MMPOU3BOIUTEIBHOCTD IIOTOKOB 3HAYUTEIILHO CHUKAETCS M3-3a BBICOKUX
HaKJIaJHbIX PAacXOJ0B HA CO3JaHUE M YNPaBJICHHE CHCTEMHBIMH MOTOKaMH. B To Bpems
KaK KOPYTHHBI JI€MOHCTPHPYIOT JIMHEHHOE YBEJIMYEHUE BPEMEHH BBIIIOJHEHUS, YTO
CBHJIETEIILCTBYET O JIy4lIeld MaclITaOMPYyEeMOCTH AAHHOI'O METOJA. DTO JeNlacT KOPYTHUHBI
MPEANOYTUTEIbHBIM BEIOOPOM IS 32,144 ¢ OOJIBIIMM KOJTMYECTBOM aCHHXPOHHBIX OIEPALHH.
B cpaBHeHMM ¢ MOTOKaMM, KOPYTHHBI MOKa3aJld HE TOJBKO JIy4lllee BPEeMs BBIIOIHEHHS,
HO U Oosee APQPEKTUBHOE MCIOIB30BaHUE CUCTEMHBIX PECYpPCOB, UTO MO3BOJISICT CHU3HUTH
SHEpromnoTpedIeHue.

[lepcneKkTrBbl AaNbHEHIIET0 Pa3BUTHs HMCIOJIb30BAHUS KOPYTHH BKIIOYAIOT HX
unTerpanuo ¢ Kotlin Multiplatform, uto mo3Bonut 3¢h(hekTHBHO UCTIONB30BaTh ACHHXPOH-
HOE MPOTrpaMMHUPOBAHUE HA PA3IUUHBIX IIaTdopmax, Takux kak iOS u BeO-puUIoKeHHUS.
Takske CTOMT OTMETHTB TOTEHIIMA KOPYTHH B codetanuu ¢ Jetpack Compose, rie oH1 MOTYT
VAYULIUTH YOPaBJICHHE aCHHXPOHHBIMH 33/1a4aMH M COCTOSHHE I0JIb30BaTEILCKOTO HHTEP-
¢eiica. OTH HaIIPaBIEHUS MOTYT 3HAYUTEIILHO MTOBBICUTD IPOU3BOAUTEIILHOCTD NPUIIOKEHUH
U YOPOCTUTH pa3paboTKy, OTKPbIBasi HOBbIE BO3MOXKHOCTH JUIsI CO3JaHus 00Jiee OT3bIBUMBBIX
1 MacCIITaOUPYEMbIX PELICHHH.
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Abstract. This paper researches the application of computer vision techniques in
concern with OSINT (Open Source Intelligence) investigations. It explores how state-of-
the-art algorithms and models in computer vision can be used to automate and enhance the
process of gathering, analyzing, and interpreting visual data from open sources. The research
focuses on the critical steps of image scraping, data preprocessing, and embedding generation
using advanced deep learning models such as CLIP. Additionally, the study examines the
challenges of managing large-scale visual data and implementing efficient search mecha-
nisms through vector databases like Faiss and Weaviate. By applying these technologies, the
paper illustrates how investigators can improve the accuracy and efficiency of image-based
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in OSINT investigations. The findings contribute to the growing field of computer vision
and intelligence gathering, offering practical recommendations for enhancing investigative
processes through the integration of computer vision methodologies.
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Annoramus. byn xymeicta OSINT (Open Source Intelligence) 3eprreynepiHiy
Oetiri peTiHjae KOMIBIOTEPIIK KOpy 9IICTEepiH KongaHy 3epTrenreH. O ambIK Ke3aepacH
KOpHEKi JepeKTepAl KHHaAy, Talaay XOHE MHTepIpeTanusiay MpoleciH aBTOMaTTaHAbIPY
KOHE KAKCapTy YLIIH KOMITBIOTEPIIiK KOpYyAeri 3aMaHayd alrOpUTMAEP MEH MOJeIbACpIi
KaJaii maiiananyra 6onarbiHbIH 3epTTeiiai. 3eprrey CLIP CHSKTHI TEpeHACTINTeH OKBITYIBIH
03BIK YJITUIEPiH Naiiiajgana OThIPBII, KECKIHACP Il KUIOIbIH, JEPEKTEPl aJlJIbIH aia OHICY/IIH
JKOHE SHIIPYIiH MaHbI3AbI Ke3eHaepine OarbiTtanran. COHbIMEH Kartap, 3epTTey AYKbIMIbI
BU3YaJ bl epeKkTepi Oackapy xoHe Faiss skoHe Weaviate CHAKTBI BEKTOPIIBIK AEPEKKOpIIap
ApKBUTBI THIM/I 1316y MEXaHU3M/IEPiH eHT13y Macenemepi 3epTTeiai. Ochl TeXHOIOTUsIaP bl
KOJIJIaHa OTBIPHIN, Makanajga tepreyminep KEMIHIPEK OSINT Tepreynepinie achIpblH
OaiimaHbICTap/IbI Allly )KOHE aKMapaTThl TEKCEPY YIL1H Mai1anaHbUIaThIH KECKiHTe HET13eNTeH
13Aeynepaid A9MAIr MEH THIMIUIITIH Kanald apTTeIpa alaTblHbl cypeTTenareH. HoTmxkenep
KOMIIBIOTEPIIK Kepy oaicTeMeliepiH OipiKTipy apKbUIBI Teprey MpOLECTEepiH KakcapTy
OOMBIHIIA TPAKTUKAIIBIK YCHIHBICTAP/Ibl YChIHA OTBIPBIN, KOMIIBIOTEPIIIK KOpYy KoHe Oapiay
JICPEKTEPiH KUHAY CaJaChIHBIH 6CYiHE BIKIAN CTe/l.

Tyiiin ce3aep: Oapiay MoNiMETTEPiH KUHAY, KOMIIBIOTEPIIIK KOPY, alllbIK O0acTanKbl
Oapray, aBTOMaTTaHABIPBUIFAaH TEPrey

Jatiexcos ywin: 0. Coxvipan, T babenko, U. [lapxomenxo, JI. Mupymenxo.
OSINT 3EPTTEVJIEPIH JKYPII3VIIH KOMIIBIOTEP/IIK KOPY OJICTEPI //
XAJIBIKAPAJIPIK AKIIAPATTBIK JKOHE KOMMYHUKAJIPIK TEXHOJIOI'HAJIAP
JKYPHAJIBL. 2024. T. 5. No. 19. 80—89 6em. (asvirwvin mininde). hitps://doi.org/10.54309/
LJICT 2024.19.3.007.
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AHHoTauusi. B  naHHON  cTaTthe  wWcciemyeTrcs  NPUMEHEHHE  METOJIOB
KoMIIbIoTepHOro 3peHust B pamkax uccienosanuii OSINT (Open Source Intelligence). B
HEM pPAacCKa3blBa-€TCS O TOM, KaK COBPEMEHHBIC JITOPHUTMBbI U MOJAEIH KOMIIBIOTEPHOTO
3pEHHs] MOTYT OBITh MCIIOJNB30BAaHbl Ul aBTOMAaTH3alUK M yIy4IICHHUs Ipolecca cOopa,
aHanM3a M MHTepOpe-TalM BHU3YAJIbHBIX JaHHBIX M3 OTKPBITBIX HCTOYHHKOB.
HccnenoBanne cocpeloTOUEHO Ha BaKHEMIIMX —dSTamax OYUCTKH — HM300pakKeHHH,
MpeaBapuUTeIbHONM 00pabOTKM JaHHBIX W CO3Ja-HUSL BCTpaMBaeMbIX (ailioB ¢
HCHONB30BaHUEM IEPEIOBBIX Mojenel riybokoro oOyuenus, takux kak CLIP. Kpome
TOr0, B HCCIIEIOBAHUM PACCMATPUBAIOTCA MPOOJIEMbl YIPABICHUS KPYHMHOMACIITaOHBIMU
BU3yaJbHBIMH JAHHBIMH M BHEApPEHHUS 3(P(QEKTHBHBIX MEXaHU3MOB MOUCKA C MOMOIIBIO
BEKTOPHbIX 0a3 JaHHBIX, Takux Kak Faiss m Weaviate. B cratbe mnokasaHo kak ¢
MIPUMEHEHUEM 3THUX TEXHOJIOTHH, HCCIeOBAaTeM MOTYT IMOBBICHTH TOYHOCTH M 3(deK-
TUBHOCTH IIOMCKa Ha OCHOBE M300pa’keHMH, KOTOPBIC BIIOCIEACTBUHM HCHONB3YIOTCS IS
BBI-SIBJICHUSI CKPBITBIX CBsi3e M mpoBepku HH(opmamuu B paccienoanusix OSINT.
[Tonmy4en-Hple pe3ysbTaTbl BHOCSAT BKJaJ B Pa3BUTHE KOMIBIOTEPHOTO 3peHUs U cOopa
pa3BeAJaHHBIX, Npeajarass MNPAaKTHUYECKHE PEKOMEHIALUU [0 COBEPLICHCTBOBAHHIO
MIPOLIECCOB PACCIICAOBA-HUS 3a CUET HHTETPALUI METOAOJIOTHI KOMIIBIOTEPHOT'O 3PEHUSI.

KiroueBble ci1oBa: cOOp pa3Be/IJaHHBIX, KOMITBIOTEPHOE 3PCHUE, PA3BEIAHHbIC C
OTKPBITBIM HCXOHBIM KOJIOM, aBTOMAaTU3HPOBAHHbIE PACCICI0BAHUS

Jna  yumuposanusn: 0. Cokupan, T Babenxo, HU. Ilapxomenxo, Jl.
Mupymen-xo. METO/[BI = KOMIIBIOTEPHOI'O 3PEHUA JIJI1 IIPOBE/[EHUA
OSINT-UC-CJIE[JOBAHUHU / MEXX/IVYHAPOIHbIU _ KYPHAJI
UHDOOPMAIIMOHHBIX U KOMMYHUKAIIMOHHbBIX TEXHOJIOI'MHU. 2024. T 5.
No. 19. Cmp. 80-89. (Ha ane). https://doi.org/10.54309/1JICT.2024.19.3.007.

Introduction

Computer vision is a branch of artificial intelligence (Al) that empowers computers
and systems to derive meaningful insights from digital images, videos, and other visual
in-puts, enabling them to take actions or provide recommendations based on this

information.
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Computer vision grants systems the capability to see, observe, comprehend and that allows
them to interact with the environment in a more advanced way (Yann et al., 2015).

Significant advancements in computer vision and multimedia processing over the
past decade have allowed many tasks to be performed with human-level accuracy, or even
surpassing it. These advancements are attributed to the vast amounts of data available for
training, which has enhanced computational capabilities. This processing power is applied
in various fields, such as autonomous vehicle navigation, security applications in video sur-
veillance systems, and the analysis of medical images for healthcare diagnostics. A common
application is image search, where users directly search for visual content (Radford et al.,
2021).

Despite the transformative impact of deep learning on computer vision, current ap-
proaches face significant challenges: organizing training datasets with labeled images is both
time-consuming and costly, especially when training is focused on a narrow set of visual
tasks. Moreover, standard vision models excel at a single task but require substantial effort to
adapt to new ones. Models that perform well on benchmarks often show disappointing results
in stress tests, raising concerns about the overall deep learning approach in computer vision.

OpenAl’s CLIP model seeks to address these challenges by learning from a diverse
range of images and their associated textual data, which is abundantly available online. The
CLIP model utilizes embeddings, which are numerical representations of data like text and
images (Radford et al., 2021). These embeddings are generated using a model trained on im-
age-text pairs, enabling the model to encode the semantic content of images. This approach
facilitates the creation of a search engine by following these steps:

1. calculate embeddings for all images in the dataset;generate the text embedding for
the user query (e.g., “helmet” or “car”’);compare the text embeddings with image embeddings
to identify relevant matches.

The closer the two embeddings are, the more similar the documents they represent.
To measure the similarity between generated vectors, statistical methods such as cosine sim-
ilarity, Euclidean distance can be used. Cosine similarity is widely used for text similarity.

In the context of modern OSINT investigations, researchers need to gather and pro-
cess large databases that include both textual and multimedia content—images, videos, and
more. An integrated image search system can greatly assist them by enabling searches based
on text queries and using embeddings to find images that correspond to a specific query. Ad-
ditionally, by incorporating a neural network capable of describing images, the system can
facilitate searches not only by image embeddings but also by their descriptions (Kermode et
al., 2020).

Material and methods

Data collection and preprocessing

Initially, the process involves conducting image scraping, which involves the utiliza-
tion of web scraping tools such as Scrapy, Selenium, or specialized image scraping libraries
to automate the collection of images from various online sources. Common sources for this
data include image-hosting websites, social media platforms (such as Instagram and Face-
book), messaging services (like Telegram), news sites, forums, and other web resources that
contain visual content. During scraping, it is important to follow exclusion rules (such as
robots.txt file) and the data usage policies of the respective websites. The collected images
are stored in appropriate formats (JPEG, PNG, etc.) in an organized structure on the disk
(Walkow et al., 2023: 402—409).
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Next, along with the collected images, accompanying metadata and textual data is
also gathered, such as textual descriptions, titles, tags, user comments, and more. This data
can significantly enhance the quality of vector embeddings and search accuracy by providing
additional context. At this stage, it is advisable to use various parsers and data scrapers to
extract valuable information from web pages, PDF files, documents, and other digital data
sources. Depending on the data format, HTML/XML parsing libraries, Regular Expressions,
specialized PDF parsers, and others may be used. The obtained textual data is stored together
with the images and can be used as additional data to improve and refine search results.

It is essential to conduct thorough data cleansing, which involves the removal of
noise, errors, and incorrect data from the set of images and associated metadata (Sohail et al.,
2023). This process may include the following steps:

- elimination of exact duplicates and near-duplicates of images with minor variations;

- removal of images that are of very low quality, blurred, or heavily noisy;

- correction or removal of evidently irrelevant tags and textual descriptions;

- filling in missing metadata with synthetic data generated through deep learning
models.

Data normalization is also conducted, which involves standardizing images and tex-
tual data into a unified format to facilitate further processing.

After data cleansing and normalization, the refined data is utilized to compute vec-
tor embeddings. Advanced computer vision deep learning models, such as CLIP, BLIP, and
VGQ, are applied to calculate vector embeddings for each image in the dataset. These embed-
dings will be employed for the efficient retrieval of similar images in the subsequent stages of
the algorithm (Yann et al., 2015).
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Fig. 1 —“The process of collecting, processing and populating the database”

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @ )
International License A

84



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

This process is portrayed in figure 1. Next part is selecting a database: The choice
of an appropriate vector database is crucial for ensuring efficient search operations based on
vector embeddings. Popular options include Faiss, Weaviate, and others (Kukreja et al., 2023:
231-236).

The selection typically depends on the following factors:

- the dimensionality of the vector embeddings (some databases perform better with
high or low dimensionality);

- the expected volume of data (certain databases are more efficient for very large
datasets);

- supported distance metrics and index types;

- performance requirements for search and data updates;

- scalability, distributed indexing capabilities, and fault tolerance;

- compatibility with selected libraries and frameworks (such as PyTorch, Tensor-
Flow).

Configuring parameters: the vector database is configured with parameters such as
vector dimensionality, index type, and distance metric (e.g., cosine similarity, Euclidean dis-
tance). The correct selection of these parameters can significantly impact the speed and accu-
racy of the search, especially when dealing with large volumes of data (Kukreja et al., 2023:
231-236).

Data loading: the calculated image embeddings and associated data are then loaded
into the vector database. This allows for efficient storage and indexing of the data for subse-
quent search operations.

Discussion and results

Application of vector databases in image search

Vector databases have numerous applications in image search and retrieval tasks,
making them an essential tool in modern data management. One prominent use case is con-
tent-based image search, where vector databases enable the search for visually similar images
based on their content, rather than relying solely on textual metadata. This capability allows
for more intuitive and accurate search results, particularly in situations where images lack
detailed descriptions or where the visual aspect is the primary search criterion (Kukreja et al.,
2023: 231-236).

Another significant application is image deduplication. By comparing embedded im-
ages, vector databases can efficiently identify and remove duplicates or near-duplicates from
large image collections. This is particularly useful in managing extensive datasets, ensuring
that storage is optimized and that search results are not cluttered with repetitive images.

Vector databases are also employed in visual product search, especially within e-com-
merce platforms. These systems allow users to search for visually similar products based on
a reference image, providing a more engaging and user-friendly shopping experience. By le-
veraging visual similarities, these platforms can recommend products that align closely with
what the user is seeking, enhancing the overall effectiveness of the search process (Kukreja
et al., 2023: 231-236).

Additionally, vector databases are widely used for image clustering and categoriza-
tion by grouping visually similar images into clusters or categories based on their embedding
proximity. This functionality supports the organization of large image datasets, making it eas-
ier to manage, analyze, and retrieve images according to their visual characteristics (Kukreja
et al., 2023: 231-236).
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Overall, vector databases, in combination with image embeddings, offer a powerful
solution for efficient and accurate image search. By utilizing both semantic and visual in-
formation, these databases support rapid and reliable similarity searches across large-scale
image collections. As the volume of visual data continues to grow, the importance of vector
databases in image search applications is expected to increase, highlighting their critical role
in various industries. The primary distinction between vector databases and traditional data-
bases lies in their approach to storing and processing data, as well as the types of queries they
are optimized to manage.

Query processing and post-processing

Receiving the query: the user’s query may be in the form of an image, text, or a com-
bination of both.

If the user provides a textual description or other accompanying data, the necessary
processing and cleaning of this data is performed (Kermode et al., 2020).

The following steps are taken at this stage:

- translation of the text into one of the languages supported by the model, if neces-
sary;

- removal of stop words, punctuation marks, HTML tags, and other “noise” from the
text;

- augmentation of the query with synonyms of key words and relevant terms from
semantically related topics;

- rephrasing the query to improve its compatibility with the embedding model.

If the user submits a query in the form of an image, deep learning models can be
applied to generate an additional description of the provided image.

Next, the query embedding is computed: using the same deep learning model as was
used for the image embeddings in the database, we calculate the vector embedding of the
user’s query.

Then nearest neighbor search is performed: efficient nearest neighbor search algo-
rithms (such as the k-nearest neighbors algorithm) are applied to find the embeddings in the
database that are closest to the query embedding.

Displaying results: the query image and the top k nearest images from the database
are presented to the user, ordered by decreasing similarity to the query. Alongside each re-
trieved image, a numerical value representing the distance or similarity metric to the query
may be displayed to provide a clearer comparison of relevance. The images can be presented
as thumbnails or with an option for full-size viewing.

Displaying metadata: optionally, if available, the system can display accompanying
metadata (such as textual descriptions, tags, titles, etc.) for each retrieved image, providing
the user with additional context and improving the clarity of the search results.

Navigation and filtering: the user may be provided with the option to view more re-
sults through pagination or infinite scrolling. Additionally, filtering results by various criteria
such as image size, file type, source, creation date, and more can be implemented. This allows
the user to refine search queries and focus on the most relevant results.
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Conclusion

In conclusion, the integration of computer vision technologies into OSINT investi-
gations has significantly enhanced the capabilities of analysts and researchers. By employing
advanced deep learning models such as CLIP and VGG, it is now possible to automate the
process of image analysis and retrieval, providing a more efficient and accurate method for
handling vast amounts of visual data. These models enable the extraction of meaningful em-
beddings from images, which can then be used to find relevant matches within large datasets.
This approach not only saves time but also increases the precision of search results, making
it an invaluable tool in intelligence gathering and analysis (Sohail et al., 2023).

The meticulous process of data scraping, cleaning, and normalization is crucial in
preparing the visual data for effective embedding and retrieval. Ensuring the removal of
noise, duplicates, and irrelevant information allows for the creation of high-quality datasets
that can be efficiently processed by machine learning models. This preparation stage is essen-
tial for achieving accurate embeddings, which are foundational to the success of any image
retrieval system. Moreover, the incorporation of metadata and textual information alongside
images provides additional layers of context, further refining the search and retrieval process
(Walkow et al., 2023: 402—409).

Selecting the appropriate vector database and configuring it with the correct param-
eters is another critical step in building an effective image retrieval system. The choice of
database and its configuration—such as vector dimensionality, indexing methods, and dis-
tance metrics—directly impacts the speed and accuracy of search operations. Tuned, these
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systems can manage large-scale data with ease, enabling rapid and reliable access to relevant
visual information, which is essential in high-stakes OSINT operations (Kukreja et al., 2023:
231-236).

The development and implementation of these systems represent a significant ad-
vancement in the field of OSINT. By leveraging state-of-the-art computer vision techniques
and technologies, analysts are better equipped to manage and interpret complex visual data.
This not only enhances their investigative capabilities but also contributes to more informed
decision-making processes, thereby strengthening the overall effectiveness of intelligence
operations in today’s increasingly data-driven world.

Ffurther research

Future research should focus on enhancing the adaptability and accuracy of image
search systems based on embeddings, particularly by refining the methods of query refine-
ment and user interaction. One promising area of exploration is the development of more
advanced techniques for query enhancement, where users can iteratively refine their searches
by adding new images, text, or a combination of both. This would enable a more dynamic
and interactive search process, allowing for a gradual narrowing of search scope and yielding
more precise results that better align with the user’s intentions.

Another critical area for further investigation is the design and optimization of user
interfaces that facilitate more intuitive and efficient interaction with the image search sys-
tem. Research could explore the most effective ways to present search results, including the
arrangement of thumbnail galleries, the display of relevant metadata, and the integration of
advanced filtering and navigation options. By improving the user experience, researchers can
help ensure that users are able to analyze results more effectively and make precise adjust-
ments to their searches, thereby enhancing the overall utility of the system.

Feedback mechanisms also present a significant opportunity for further research. De-
veloping more sophisticated methods for collecting and analyzing user feedback on search
relevance can provide valuable insights into the system’s performance. This feedback can
be used to continuously improve the algorithm by fine-tuning the parameters of embedding
models, adjusting similarity metrics, and optimizing search algorithms. Regular updates
based on user feedback could lead to more accurate and reliable search outcomes, ensuring
that the system remains responsive to the evolving needs of its users.

Finally, research should explore the broader implications of embedding-based image
search systems in various domains, such as healthcare, security, and social media. Under-
standing the specific requirements and challenges of these fields can guide the development
of tailored solutions that maximize the impact and effectiveness of image retrieval technolo-
gies. By addressing these areas, future research can contribute to the ongoing advancement of
computer vision applications and their integration into critical real-world contexts.
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Abstract. Unmanned aerial vehicles (UAVs) pose significant security challenges,
especially in sensitive areas such as government buildings, schools, kindergartens, and bor-
ders. Effective detection and identification of UAVs are critical to protect sensitive areas from
unauthorized access or hostile use. In terms of the ability to effectively detect the activity of
suspected UAVs in these critical areas, there are two frequency-based detection technolo-
gies: acoustic sensors and program-defined radio (SDR). This study presents a comparative
analysis of these technologies and evaluates their effectiveness in UAV identification. By an-
alyzing UAV acoustic signatures and radio frequency (RF) emissions, the authors attempted
to evaluate the strengths, limitations, and practical applications of each system. The findings
indicate that although both technologies are effective, the choice between them depends on
environmental conditions, UAV characteristics, and specific use cases. The researchers also
attempted to analyze their effective performance sides to combine both for reliable recogni-
tion.
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AHHOTauus. ¥ IIKIIICH3 yury anmnapartapsl (¥ ¥A) ocipece YKIMETTiK FUMaparTap,
MeKTenTep, Oanadakmanap >KOHE MLIeKapalap CHSKTHI ce3iMTal aliMakTapia MaHbI3IbI
Kayimnci3mik Maocesenepid Tyapipaasl. ¥ AA-H THIM/II aHBIKTAy JKOHE COMKEeCTEHIIpY ce3iMTall
aiiMakTapJarbl pyKcaTchl3 KipyAeH HeMece OYIINAaHABIK MaiiianaHyiaH Kopray YLIiH eTe
MaHbI3/bI 00JTBIN TaObLIaAbl. OChl MaHBI3IBI cajaiapia KyMiKTi ¥ ¥ A-HbIH OpEKeTIH THIMII
aHBIKTay KaOilneTi TYpFBICBIHAH JKUUTIKKE HETi3[eNTreH €Ki aHbIKTay TEXHOJOTHsapsl Oap:
aKyCTHKaJIBIK CEHCOpJIap JKoHe OarmapiamMaMeH aHbIKTalaTbiH paano-xyie (SDR). Byn
3epTTey OCHI TEXHOJOTHSUIAPABIH CaJBICTBIPMANbl TalJayblH YCHIHAJIBl KOHE OJapblH
VIIKBIIICHI3 YINYy anmnaparTapblH  aHbIKTaydarbl THIMAUIITH Oaranaiinel. ¥ ¥ A-HBIH
aKyCTHKaJbIK Oenrinepi MeH paguoxkuinik (PXK) coynenenynepin Tanaay apKbUibl opOip
KYHEHIH apTHIKIIBUIBIKTAPIH, MEKTEYJIEPiH KOHE MPaKTHKAJIBIK KOJJaHyJapblH Oaranayra
THIPBICTHIK. Bi3[iH KOPBITHIH/IBLIAPBIMBI3 HET131HIE €Ki TEXHOJIOTHUS Jia TUIMJIi OOJIFaHBIMEH,
OJIapIbIH apachblHJIaFbl TaHJdy KOpLIaFraH OpTa JKarjaiiapbeiHa, ¥ ¥ A-HbIH OHIMIiIriHe
JKOHE HaKTHI MalijaNany jkaraainapeina 6ainansicTel. COHBIMEH KaTap, CeHIM/I TaHy YUIiH
eKi JKylieH1 OipiKTipyre onapblH THIM/II OHIMALTIK )KaKTapblH TalAayFa THIPBICTHIK.

Tyiiin ce3mep: [ponapl aHbIKTay, OarnapiaMaMeH aHBIKTANATBIH paguo-KyiHe
(SDR), akycTukanblK ceHcopiap, YIIKbIIICH3 yiry anmapartapsl (¥ ¥A), curHamaapiasl
enzey, PXK coynenenyi sxone ¥ ¥ A tany
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AnHoTauus. becrmmotapie netatenbubie anmapatsl (BIIJIA) nmpeacraBisioT coboit
CYILIECTBEHHBIC MPOOJIEMbI 0€30IIaCHOCTH, OCOOCHHO B TAKUX YYBCTBUTEIIBHBIX 30HAX, KaK
NPaBUTEILCTBEHHBIC 3/aHUS, IIKONBI, JETCKUE cajbl W TpaHulpl. DPPEKTHBHOE
oOHapyxenue u wuueHTudukanus BITJIA umeroT peraroniee 3HAYCHHE YIS 3aIIHUTHI
YYBCTBHUTEIBHBIX 30H OT HECAHKIMOHUPOBAHHOIO JIOCTyIIa WU  BPaXJICOHOTO
ucrosb3oBanus. C TOUKH 3peHHust criocoOHOCTH A(PPEKTHBHO OOHAPYKUBATh aKTUBHOCTD
nojo3putenbHbix  BIIJIA B 3THX KPUTHYECKH BaKHBIX O0JIACTSAX, CYIIECTBYIOT JIBE
TEXHOJIOTMM YaCTOTHOTO OOHAPYKCHUS: aKyCTHYECKHE JIATYMKH M IPOrpaMMHO-
ompenensiemass  paguocBsizb  (SDR). B srom  wWc-ciemoBaHMM  TIPOBOIUTCS
CPaBHUTCJBHBIM aHalM3 OJTUX TEXHOJIOTHH M OlEHHBaeTCs WX JPQPEKTHBHOCTh B
unentudukamun BITJIA. Ananm3upys akycrudeckue curaatypsl BIUJIA u pagrodacToTHbIe
(PY) wsnydeHusi, Mbl TONBITAIUCH OICHUTH CHJIBHBIC CTOPOHBI, OTPAHWUYCHUS |
NPaKTUYECKOe TPUMEHEHHE KaXKI0W cucTeMbl. Hamu BBIBOJBI TOKA3bIBAIOT, YTO, XOTSI
00e TexHosoruu 3Q(HEKTUBHBI, BHIOOP MEXKIY HUMHU 3aBUCHT OT YCIOBHH OKpYIKArOIIEH
cpensl, xapaktepucTuk BIIJIA m KOHKpeTHBIX BapHMaHTOB HCHOJB30BaHM. Kpome Toro,
MBI TIOIBITAIUCH MTPOAHATH3UPOBATH WX I(D(EKTHUBHBIC CTOPOHBI MPOU3BOIUTEIBHOCTH JIJISI
o0BbeIHEeHHs 00eHX ISl HaJIe)KHOTO PAaCIIO3HABAHMS.

KiawueBble  ciioBa:  oOHapyXeHHWE  JIPOHOB, IPOTrpaMMHO-ONpeaessieMas
pamnocucrema (SDR), akycthyeckue maTYMKH, OECHWIOTHBIE JIETATENBHBIC arIapaThl
(BITJTA), oOpaboTka CUTHANIOB, PaAMOYACTOTHOE U3JTyUYeHUe U pacrniozHaBanue BITJIA

Jna yumuposanusn: /[. Ymebaesa, JI. Ununbaesa. CPABHUTEJIBHOE HCCJIE-
HOBAHUE XAPAKTEPUCTUK IIPOI'PAMMHO-KOH®OUTI'YPUPYEMOHW PAJ[HO-
CBA3H (SDR) U AKYCTHYECKUX JJATYUKOB JIJI1 OBHAPYKEHUA BIIA. //
MEXXVHAPOIHbBIN )KYPHAJI UHOOPMALIMOHHBIX U KOMMYHUKAILIUOHHBIX
TEXHOJIOTHH. 2024. T. 5. No. 19. Cmp. 90-98. (Ha ane). https://doi.org/10.54309/
1JICT 2024.19.3.008.

Introduction
Unmanned aerial vehicles, sometimes called drones, are becoming increasingly com-mon as
they can be used in many different aspects of our daily lives. But even with these
benefits, there are many risks and challenges associated with using UAVs, especially when
it comes to safety (Seidaliyeva et al., 2020; Taha et al., 2019). Unauthorized UAV use can
have serious consequences when it occurs close to highly sensitive locations like airports,
power plants, government buildings, and other vital infrastructures (Seidaliyeva et al.,
2024). It can also occur in populated areas like kindergartens, universities, and schools.

Cases of airspace
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incidents in critical facilities, including drone malfunctions, have increased in frequency in
recent years (Utebayeva et al., 2023; Seidaliyeva et al., 2024). In this regard, there is an ur-
gent need to create and develop effective UAV detection and identification systems. To ensure
a timely response to any threats, modern UAV detection systems aim to solve the problem of
early warning and detection of drones. It is essential to identify drones and accurately classi-
fy, categorize, and track them based on their type, flight path and range (Samaras et al., 2019;
Taha et al., 2019). When building such systems, it is necessary to use several strategies and
technologies that guarantee accurate, fast detection with a small number of false positives.
Smart acoustic sensors (Kashyap et al., 2023; Utebayeva et al., 2023) and software-defined
radios (SDR) (Chiper et al., 2023) are two prominent options among several UAV detection
methods based on frequency characteristics. Each of these two methods offers unique fea-
tures, advantages, and disadvantages in addition to different operating principles.

Intelligent acoustic sensors use the ability of microphones and neural networks to
recognize UAV sounds. Each model, their actions and UAV states have a unique sound sig-
nature, which depends on the rotation speed of the propellers, the number of engines and
aerodynamic characteristics. Using digital signal processing techniques such as Fast Fourier
Transform (FFT) and their time-frequency processing, these acoustic signatures can be ex-
tracted and the sound source can be identified as a UAV (Utebayeva et al., 2023). The advan-
tage of this approach is its passive nature: acoustic sensors do not emit any signals, which
makes them less noticeable to a potential intruder. In addition, acoustic sensors are inexpen-
sive and easy to install, which makes them available for widespread use. However, despite
the obvious advantages, intelligent acoustic systems also have several significant limitations.
First, their operation is highly dependent on the environment. In conditions of strong wind,
rain or in noisy urban areas, the effectiveness of acoustic sensors is significantly reduced due
to interference from extraneous sounds. In addition, acoustic sensors have a limited range,
which cannot offer their use in large open spaces or requires the repetition of installation of
several points. There is also a risk of false alarms, when the system can mistakenly identify
other sound sources, such as helicopters, motorcycles, or construction equipment, if these
sounds are not sufficiently trained in those systems.

UAUVs produce radio frequency (RF) signals (Tian et al., 2024) that can be captured
and analyzed by software-defined radios (SDRs), which are adaptive systems. Radio trans-
missions are used by most drones for GPS (global positioning system), as well as for control
and data transmission (Bisio et al., 2024; Chiper et al., 2023). By tuning the receiver to
different frequencies and communication protocols, SDRs can detect signals emitted by un-
manned aerial vehicles (UAVs) and then analyze them to find out various data points, such
as the type of device, the frequency of transmission, and the signal strength. The extended
detection range of the SDR is one of its key advantages. Since radio signals can be detected
at a greater distance than sound sensors, the SDR is especially useful in open areas and situa-
tions where drone detection must occur early. Additionally, the SDR can operate over a wide
frequency range, allowing it to monitor more complex, encrypted, or frequency-hopping data
transmissions in addition to regular UAV control signals. But SDRs also face some challeng-
es. Primarily we would like to consider the issue of radio spectrum congestion, especially in
urban environments where multiple devices (such as Wi-Fi, cell phones, and radios) generate
increased levels of radio noise that can interfere with the detection of UAV signals. Addition-
ally, drones can be difficult to identify using SDRs due to their use of secure communications
channels or frequency manipulation (Chiper et al., 2023; Gelman et al., 2019). There is also
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the fact that SDR systems can be more expensive to install and maintain than acoustic sensors
due to their greater need for complex and expensive hardware.

The aim of this study is to conduct a thorough analysis and comparison of two UAV
detection technologies: software-defined radios (SDR) and intelligent acoustic sensors. The
objectives of the study are to comparatively study their main advantages, disadvantages, and
areas of application. The results of the study will be useful in identifying the best circum-
stances for using each technology and in suggesting which one to use based on the specifics
of the task, such as border control, airport security, or urban safety.

Material and methods

Regarding drone recognition, intelligent acoustic and SDR sensors are
complementary in their own ways. The following will discuss the general operations
and steps of these two sensors individually:

Smart Acoustic Sensors

Intelligent acoustic sensors can recognize and analyze specific sound signatures gen-
erated by unmanned aerial vehicles (UAVs) using neural networks, complex signal process-
ing, and microphones. Propeller rotation and moving activity are the main sources of sound
produced by UAVs. The type of UAV, its flight speed, altitude, load, distance from the micro-
phone, and ambient noise can all affect these sound signatures. That is, to detect unmanned
aerial vehicles (UAVs) using acoustic sensors, various approaches to capturing, filtering, and
analyzing sound data are integrated to accurately detect and identify UAVs in real operating
conditions.

The development of intelligent acoustic sensor system consists of the following com-
ponents: Selection and placement of acoustic sensor microphones, Capture and pre-process-
ing of audio data, Extraction of acoustic features, Classification based on machine and deep
learning, and Performance evaluation and testing in real-world conditions (Utebayeva et al.,
2023; Dumitrescu et al., 2020; Shi et al., 2018; Sonain et al., 2020).

a) Selection and placement of acoustic sensor microphones: to record the UAV au-
dio signals, various microphones were used, including those built into laptops, which could
capture sounds in a wide range of frequencies (from 20 Hz to 20 kHz). This allows recording
sounds emitted by the drones’ engines and rotating propellers, which have distinctive acous-
tic properties. The placement of sensors considers the environmental conditions. To reduce
the impact of background noise and obstacles on the sound wave, microphones are located
either on the ground or at a height of approximately two to three meters above it. At the same
time, it was assumed that multiple sensors would be used to ensure accurate triangulation of
the sound source to determine the location of the UAV. Typically, the distance between sen-
sors to cover a large radius is fifty meters or 100-150 meters.

b) Capture and pre-processing of audio data: Audio signals are continuously recorded
and the information is stored for further processing on a sensor device.

¢) Extraction of acoustic features: after filtering the frequency domains of audio sig-
nals, the main elements of the UAV sound begin to be identified at the feature extraction
stage. That is, at the first stage, the spectral power density of the audio signal, frequency
peaks and time dependencies are processed. For this, signal processing methods are used:
fast Fourier transform (FFT) and further processing of frequency-time characteristics. These
methods allow identifying distinctive spectral features from the UAV sounds.

d) Classification based on Machine and Deep Learning: the accuracy of recognizing
the acoustic signatures of UAVs is improved by using machine learning or deep learning
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methods. The training process uses a database of the sound characteristics of different drone
models that have been captured. And Machine Learning and Deep Learning algorithms are
trained to identify different types of drones based on their acoustic properties. Real-time clas-
sification is performed for each sound event that the system senses.

e) Performance evaluation and testing in real-world conditions: The final stage of
development will involve testing the intelligent acoustic sensor system. To confirm the reli-
ability of the neural network-based model, experimental data is used to evaluate the system
performance metrics, such as overall recognition accuracy and classification accuracy report.
The percentage of correctly classified events indicates the UAV detection accuracy, which is
the main performance statistic.

Thus, intelligent acoustic sensors can provide better recognition capabilities through
Deep Learning and Machine Learning methods in recognizing UAV sounds, their payloads,
and their various states. However, its main limitation is the recognition range (Wang et al.,
2021; Jeon et al., 2017; Katta et al., 2022; Utebayeva et al., 2021).

Software-Defined Radio (SDR)

Unmanned aerial vehicles (UAVs) emit radio frequency (RF) signals that can be de-
tected and analyzed by software-defined radios (SDRs), which are incredibly versatile devic-
es. Most drone operations rely on these RF signals (Flak et al., 2023), as they are commonly
used for several mission-critical tasks such as data transmission, remote control, and GPS
navigation. With SDR technology, receivers can be easily tuned to different frequencies and
configured to support different communication protocols such as Wi-Fi, Bluetooth, or pro-
prietary RF protocols unique to specific UAV models (Wen-Tzu Chen et al., 2017; Chiper et
al., 2023).

SDR devices can use this adaptability to identify radio emissions from UAVs operat-
ing in different frequency bands, whether they are using GPS signals for autonomous naviga-
tion or are in direct communication with a ground station. SDR systems can obtain important
information about UAVs in addition to detecting their existence due to their ability to track
and interpret these radio frequency emissions. Thus, SDR technology is another effective
tool for UAV detection and identification due to its adaptability and flexibility. It provides
real-time intelligence in various operational scenarios (Chiper et al., 2023; Seidaliyeva et al.,
2024; Utebayeva et al., 2023).

Table 1 - Comparative Analysis for “Intelligent Acoustic Sensor” and “SDR Sensor” for UAV Detection Sys-

tems
Methods Advantages Limitations
Smart Acoustic - Since they do not emit any signals, acoustic | - The detection range of acous-
Sensor sensors are harder to detect. tic sensors is often llimited.
- They are not too expensive to use. - Ambient noises can impede
- Not requiring line of sight, passive detection | the precision of detection.
is advantageous in densely populated areas. - Similar noises coming from
other sources may cause false
alarms.
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SDR technology - Depending on the RF signal strength and sur- | - SDR systems need more
rounding conditions, SDRs can detect UAVs advanced hardware to process
for longer distances. and acquire data.

- SDRs are capable of being adjusted to many | - The RF spectrum is very
frequency bands and protocols, such as Wi-Fi, | crowded in urban settings,

GPS, and proprietary protocols. which can cause signal mask-
- More specific information about the UAV ing and interference.
- Certain UAVs employ fre-

quency-hopping or encrypted
communications, which makes
it more difficult for SDRs to
identify them.

Considering the advantages and disadvantages of these two methods, the following section analyzes the aspects

discussed in Table 1.

Results and discussion

We tried to consider the general capabilities of Smart Acoustic Sensor and
Software-Defined Radio approaches in terms of recognition area, accuracy, sensitivity to
the environment, response time and cost. The reason for this is that these characteristics are
crucial for the real-time functionality of the system.

Detection Range

In terms of detection range, the SDR system performed significantly better than the
acoustic sensor. This is consistent with the inherent limitations of sound waves propagating
through the atmosphere, as opposed to radio frequency transmissions.

Detection Accuracy

Both systems demonstrated high detection accuracy in quiet, controlled conditions,
but SDR performed better. However, the accuracy of acoustic sensors drops sharply in noisy
urban environments. The main reason for this discrepancy is that background noise obscures
the UAV’s audio characteristics due to acoustic interference.

Environmental Robustness

SDRs proved to be very robust in a variety of environments. Although densely
populated RF spectrums presented challenges in urban environments, sophisticated filtering
strategies allowed SDRs to successfully separate UAV transmissions. In contrast, background
noise significantly impacted the performance of acoustic sensors, especially when it came
from sources with identical frequency characteristics. These sensors also struggled to operate
in noisy environments. But these systems are very suitable for border areas.

Response Time

Both systems demonstrated real-time detection capabilities. Acoustic sensors
typically exhibit faster response times due to their immediate audio transmission and simple
signal processing. Due to the complexity of RF signal processing and decoding, SDRs have
slightly higher latency, although they can operate in real time.

Cost-effectiveness

Acoustic sensors, especially for close-range detection in controlled situations, are
significantly cheaper and easier to install than SDRs. SDR systems can cover larger areas and
provide more detailed information, so despite their higher cost, they are more suitable for
high-security facilities.

Conclusion

Comparative analysis shows that although their performance varies depending on the
specific application and environment, both acoustic sensors and SDR systems offer signifi-

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e )
International License T

96



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

cant capabilities for UAV detection and identification. SDRs perform better in large, complex
environments and provide more specific data on UAV properties, while acoustic sensors are
less expensive and more suitable for confined, monitored locations with little noise inter-
ference. The use of intelligent acoustic sensors for drones with payloads is becoming more
reliable. Thus, integrating these two approaches to create a complex framework is the best
solution for reliable real-time systems.

Future research could explore fusion systems that combine both acoustic and RF
detection methods, thereby capitalizing on the advantages of each technology to develop a
more comprehensive and adaptive UAV detection system.
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Abstract. In the context of modern high demands on the efficiency and reliability of
production processes, the security of industrial automation and control networks is becoming
extremely important. This article is devoted to the research and development of methods for
ensuring the security of industrial automation and control networks at enterprises, especially
in the view of the growing threat of cyberattacks and other risks. The main objective of the
work is to characterize industrial networks, their features and characteristics that affect ap-
proaches to ensuring security. The main threats are considered, including cyberattacks, physi-
cal interference and human errors, as well as their potential consequences for production. The
authors develop and document methods for ensuring the security of industrial automation and
control networks at enterprises. This includes analyzing current threats, identifying vulnera-
bilities and developing comprehensive solutions to protect industrial automation and control
networks from various types of attacks and risks, as well as recommendations for their im-
plementation and support. The results of the study emphasize the need for a comprehensive
approach to ensuring security, and continuous monitoring and adaptation to new threats in
a rapidly changing cyberspace. The project is aimed for specialists in the field of industrial
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automation and information security, as well as business leaders who are interested in pro-
tecting their production systems.

Keywords: industrial automation, security, control networks, cyber threats, protec-
tion methods, network segmentation, access control
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AHHOTAUMs. OHAIPICTIK TPOIECTEPMIH THIMIUIITT MEH CEHIMIUTIriHEe OYTiHTI
KYHHIH >KOFapbl TaJanTapbIMEeH OHEPKACINTIK aBTOMATTaHJIBIPY KoHE OacKapy KeniIepiHiy
Kayirmei3miri eTe  MaHbI3Ael  O00iapl. by k00a  KOCIMOPBIHIAPAAFB  ©HEPKACINTIK
aBTOMATTAHABIPY JKOHE Oackapy KeNJIepiHiH KayinCi3miriH KaMTaMachkl3 €Ty OmiCTepiH
3epTTeyTe JKOHE 93IpIIeyTe apHaJIFaH, ocipece Knoepmadypuinap MeH 0acka ga ToyeKeIIepaiH
ocCim KeJe KaTKaH Kaylli Karaaibiaaa. JKYMBICTBIH HETi3T1 MaKcaThl - OHMIPICTIK JKEIIepIi,
OJIapABIH ePeKIIeIiKTepl MCH KaYIICi3IiK TOCUIIEpiHe dcep eTEeTiH CHIIaTTaMaJIapBIH CUTIATTAY.
Kubepmabysuinap, Gu3ukansik Keaeprijiep sKoHe ajaM KaTesepi KoHEe OJIapIblH OHIIipICKe
BIKTUMAJI 9cepi CHUAKTHI HETI3rl Kayil-KaTepiep KapacThIpbLIaibl. bysl )KYMBICTBIH HETi3Ti
MakcaThl KSCIMOPBIHAApJArbl ©HEPKICINTIK aBTOMATTAHABIPY JKoHE OacKapy KeniIepiHiH
KayinCi3AiriH KaMTaMachl3 €Ty OJICTepiH a3ipiey XKoHe KyKaTTay OOJBI TaOBLIAJIbI.
byn arpIMmarel KayinTepAl Talgaynbl, OCAIABIKTAPIBI AHBIKTAYABl JKOHE OHEPKICINTIK
ABTOMATTAHJABIPYAbI XKoHE Oackapy >KeNiJiepiH opTypil malysuimap MEH ToyeKemlaepeH
KOpFay YIIiH KeMIeHI MeNTiMACepIl o3ipieyi, COHAai-aK oJapibl CHTI3y KoHE KOJaay
OOMBIHIIIA YCHIHBICTAPIBI KAMTHIBL. 3€PTTEY HOTHXKENEpl KayilCi3miKKe KemeH i Ke3Kapac,
COHJal-aK KbIJIaM ©3repeTiH KMOEpPKEHICTIKTE jKaHa KayilTepre TYpaKThl MOHHTOPHUHT
KoHe Oelimaeny KaKeTTumiriH kepcereni. JKoba eHEpPKACINTIK aBTOMATTaHABIPY >KSHE
aKMapaTThIK KayilNCi3MiK callachIHAaFbkl MaMaHAapFa, COHAAM-aK OJapIblH OHIIPICTIK
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AHHOTanus. B ycIoBUSX COBPEMEHHBIX BHICOKHX TPeOOBaHUH K AI(PPEKTUBHOCTH U
HaJIeKHOCTU [IPOU3BO/ICTBEHHBIX IIPOLIECCOB 0e30macHOCTh IIPOMBILICHHON
ABTOMATU3allMM U CETEeH yOpPABICHHUS CTAHOBHUTCS UYPE3BBIYAHHO Ba)XHOWU. OITOT
OPOCKT  TOCBSAIICH HCCIEAOBAaHMIO W pa3paboTKe  METOJOB  OOecredyeHus
0e30MacHOCTH TMPOMBIIIJICHHON aBTOMATH3allii M CETeH yNpaBlIeHHs Ha MPEATPHUSITHSIX,
0CcOOEHHO B YCIIOBHUSIX PacTyIIeH yrposbl knOeparak U Apyrux puckoB. OCHOBHOM LENbIO
paboThl SBISETCA XapaKTepUCTHKA IPOMBINUICHHBIX CETeH, WX OCOOCHHOCTEH W
XapaKTepPUCTUK,  BIMSAIONMX  HA  TOAXOABI K  o0ecredeHWr0  Oe30MacHOCTH.
PaccmarpuBaloTcst OCHOBHBIE YIpO3bl, BKJIIOUas KuOeparaku, pU3ndeckoe BMENIaTelIbCTBO
M YeIOBEYECKHWE OIMMOKHW, a TakKe WX [OTCHIHAIbHbIE TIIOCIEACTBHUS IS
NPOM3BOACTBA. ABTOpPHl pa3padaThIBalOT W JOKYMEHTHPYIOT METOIbl OOecreyeHus
0e30macHOCTH  MPOMBINUICHHOM ~ aBTOMAaTH3allMl W CeTel  ympaBlieHHsS  Ha
MPEINPUATHSIK. ITO BKIIOYAET B ce0sl aHaIN3 TeKYIIMX YIPO3, BEISBICHUE YS3BUMOCTEH U
Ppa3paboTKy KOMIUICKCHBIX PEIICHUH JIJIsl 3aIUThI CeTEH MPOMBIIICHHON aBTOMATU3aI[UU U
YOPABICHUST OT pPa3jIUYHbIX THUIIOB aTaK U PUCKOB, a TaKXKE PEKOMEHAAUMH IO HUX
BHEJIPCHUIO U TONJCP)KKE. Pe3ynbTaTbl MCCIENOBaHUS MOTYEPKUBAIOT HEOOXOAMMOCTH
KOMIUIEKCHOTO TIOJX0/Ja K o0ecreueHnio Oe30MacHOCTH, a TakKe IOCTOSHHOTO
MOHHTOPWMHTa ® aJanTallid K HOBBIM  yrpo3aM B  OBICTPO  MEHSOIIEMCS
kuOeprnpocTpancTBe.  [IpoeKT  OpHEHTHpPOBAaH Ha  CICIHMAIMCTOB B 00JacTh
MPOMBIIIUICHHOW  aBTOMAaTH3alli W WH(QOPMAIMOHHOW OE€30MacHOCTH, a TaKkKe
pyKoBouTeel OM3HECa, KOTOPBbIE 3aWHTEPECOBAHBI B 3AIMTE CBOMX IMPOM3BOJCTBEHHBIX
CHCTEM.

KiroueBble cjioBa: IIPOMBIIIJICHHASA aBTOMAaTU3alus, 6C3OHaCHOCTB, CCTH yIIpaBJIC-
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HUSI, KNOEPYTPO3bI, METOABI 3aLUThl, CETMEHTALNS CETH, KOHTPOJIb JOCTYIIA.

Mna wumuposanusn: H.T. [[y36aes, A. Maxees, E.E. Ocnanos. PA3PABOTKA
METOJOB OBECIIEYEHHA FBE3OINACHOCTH IIPOMBIIIJIEHHBIX CETEH
ABTOMATUSBAIIMU U YIIPABJIEHUA HA ITPEJIIPUATUAX// MEXIYHAPOJHBIU
JKYPHAJT HMHD®OPMAIJMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTHH.
2024. T. 5. No. 19. Cmp. 99-114. (Ha pycc.). https://doi.org/10.54309/1JICT.2024.19.3.009.

Beenenue

Bri6op tembl «Pa3zpaboTka MeTo10B oOecriedeHrs: 0€30MacHOCTH MPOMBIIUICHHBIX
ceTell aBTOMATH3allMd M YNOpaBJICHHs Ha MPEANPUATHAX» OOYCIOBIEH pacTyLIMMU
BBI30BaMH M MOTPEOHOCTSMH B 00JACTH 3alIMThl KPUTHUECKH BaXKHBIX MPOHM3BOACTBEHHBIX
CUCTEM B KOHTEKCTE€ COBPEMEHHOIO TEXHOJOIMYECKOro pa3BUTHA. [IpoMblnuieHHas
aBTOMATH3alUsl W YIPABISIOUIME CETH WIPaloT KIIOYEBYIO pOJib B BeleHHM Ou3Heca,
yOpaBJIeHUH TEXHOJIOTMYECKUMH TpoleccaMy, 00ECIeYeHUH KOHTPOJS M MOHHUTOPHHTA
MPOU3BOACTBEHHBIX omnepanuid. OJHAKO ¢ POCTOM CIOYKHOCTH M CTENEHHW WHTETPaldU C
KopriopatuBHbIMH WT-cucremaMu BO3pacTaeT M PUCK BO3HHKHOBEHHUS YTIpO3, KOTOpBIE
MOTYT HapyIIUTh (PYHKIMOHUPOBAHHUE 3TUX CHCTEM.

3aoauu pabomul:

- M3yunTh CTPYyKTYpY M BJIEMEHTBHI CeTedl NPOMBILUICHHOW aBTOMAaTH3alUH U
yHpaBJIeHHsI, BKIIOYas NCIIOJIb3yeMoe 000py0BaHHE M MporpaMMHoe obecrieyenue;- Onpe-
JENUTh KIIIOUEBbIC OCOOCHHOCTH M TPEOOBaHMS K OE30MacHOCTH, KOTOPBIE OTIMYAIOT MPO-
MBIIIJICHHBIE CETH OT KOPIOPATUBHBIX.

Buisignenue u oyenka yzpos bezonacnocmu:

- [Ipoananu3upyiite OCHOBHBIE YyTPO3BbI U YSI3BUMOCTH, CBsI3aHHBIE ¢ PSA, Takue kak
KnOepartaky, GU3NUECKOE BMEIIATENILCTBO U YeTIoBeuecKuil pakTop; OLeHnTe NOTCHINAIBHOE
BO3/ICHCTBHE 3THX yrpo3 Ha (PYHKIMOHMPOBAHME M OE30MaCHOCTb MPOM3BOACTBEHHBIX
MPOLIECCOB.

B crarpe aHamM3MpyIOTCS OCHOBHBIE METOABI OOECTeYeHUs] Oe30MaCHOCTH, TaKhe
KaK CerMEHTAls CETH, KOHTPOJb J0CTYMa, MH(POBaHHE AaHHBIX, MOHUTOPHHT U aHAIIN3,
0OHOBJICHHE MPOrPaMMHOT0 00ECIICUeHUsI U BHECEHHE MCIIPABJICHUI, a Taoke (uzndeckas
6e3onacHocth. [lompoOHO paccMaTpUBalOTCS NMPAKTHYECKHE AacleKThl BHEIPEHHUS 3THX
METO/IOB U UX MHTETPALMU B CYILECTBYIOIINE CUCTEMBbI IPOMBIIIJICHHOW aBTOMAaTH3aluu 1
CeTH YIIPaBJICHUSI.

[IpoexT BKmo4yaeT B ceds 0030p COBPEMEHHBIX PEIICHUN M TEXHOJOTUH, a TaKkkKe
PEKOMEHJIAIMHU 110 UX BHEAPEHUIO IJISl MOBBILICHHUS 0€30IaCHOCTH MPOMBIIUICHHBIX CETEH.
Baxxnas posb Takke 0TBOANTCS 00yUSHHIO IIEPCOHANA U pa3padOTKe HOIUTHK O€30IaCHOCTH,
YTO MO3BOJISIET HAM CO3/1aBaTh KOMITJICKCHBIM MOAXO/ K 3aIUTE IPOMBIIUICHHBIX CHCTEM.

B coBpeMeHHOM NPOMBILIIICHHOM MPOHM3BOJCTBE aBTOMATH3ALMS W YIpPaBICHHE
UTPAlOT KIIOYEBYIO poJiib B oOecrieueHUH >(PQPEKTUBHOCTH U CTAaOMIJIBHOCTH MPOLECCOB.
CeTy NPOMBILIIJICHHOM aBTOMAaTH3allMM M YIPABJICHUS BKIIOYAIOT B ce0si 00OpyaoBaHHE
U TporpaMMHOE 00ecHeueHHe, KOTOpble OO0ECHEeUMBAIOT KOHTPOJIb, MOHHUTOPHHIOBOE
W YOpaBisIoOLIee YIpaBICHHE TEXHOJOTMYECKMMH TpoueccamMu. OJHAKO C  poCcTOM
B3aMMOCBSI3aHHOCTH M MHTETPALMH Pa3INYHbIX CUCTEM BO3PACTaeT M PUCK BO3SHUKHOBEHHUS
yrpo3 0e30macHOCTH. BaKHOCTH NPOMBINUIEHHOH W YHpaBJICHYECKOW Oe30macHOCTH
BO3PAcCTaeT B CBSI3M C MOTCHUUAIBHBIMH KHOepaTakaMH, KOTOpPbIE MOTYT INPHBECTH K
CepBhE3HBIM IMOCIEACTBUIM, TAKMM Kak cOOM B MPOM3BOACTBE, YILEPO OKpy)Karollel cpese
WIN Ja’ke yrpo3a KHU3HU epcoHaia. B 1aHHOM cTaThe paccMaTpuBalOTCsl OCHOBHBIE METOIbI
()

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 e
International License /

102



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

oOecrnieueHus1 0€30MaCHOCTH MPOMBINIICHHBIX CETEeH, UX XapaKTEPUCTUKU U MPAKTUIECKOE
npuMmeHneHue. [IpemMeToM uccnenoBaHus SBISIOTCS METOABI U TEXHOJOTHH 00eCIeYeHus
0€30I1acHOCTH MTPOMBINUICHHON aBTOMATU3aI[UH U CETEH yIpaBiIeHNs. DTO BKIIIOYAET B ceOsl:
pa3paboTKy W BHEIPEHHE Mep IO 3alluTe OT KHOepyrpo3. TeXHONIOTHH W MPOTOKOIBI IS
oOecrnieueHus 3alUThI JTAaHHBIX U cucTeM. [10IX0/Ib K CeTMEHTAaIluU CETH, KOHTPOJIO JIOCTY-
na, mu(pPOBaHUIO TaHHBIX U MOHUTOPUHTY 0€30MaCHOCTH. MeTO/IbI 3aIUThI OT €CTECTBEH-
HBIX TIOMEX M YeJIOBeYeCKuX ommnOoK. [Ipeamer uccnenoBaHus: MpeaMeToM UCCIETOBAHMS
SIBIISIETCS TPOMBIIIUICHHAST aBTOMATH3AIINS ¥ CETH yIpaBIeHUs Ha peanpusaTusx. Croaa BXo-
IST: ”HPPACTPYKTYpa U KOMITOHEHTHI TIPOMBIIIITICHHON aBTOMATHU3aIliU U CeTeH YIpaBICHHUS,
Takhe Kak KOHTPOJUIEPHI, TaTYNKH, UCIIOTHUTEIbHBIE MEXaHU3MbI U CHCTEMBI YIIPABICHUS.
CereBbIe IMTPOTOKOJIBI M KAHAIIBI CBSI3U, MICTIONIB3YEMBIE B CETSAX ITPOMBIIIUICHHOW aBTOMATH3a-
WU ¥ YIIPABICHUS.

[Iporecchl U CHCTEMBI, KOTOPBIE B3aWMOJICHCTBYIOT C MPOMBIIUICHHBIMU CETSIMH
ABTOMAaTHU3allMU W yNPaBJICHUS, BKJIFOUasi KopropatuBHbIe [T-crucreMbl U oOllauHbIe TLTAT-
(hopMmBL.

MeTo07I0THH U IPaKTHKH 00ecriedeHnst 0€30MacHOCTH, IPUMEHSIEMbIE B KOHTEKCTE
MTPOMBINIUICHHBIX CeTel aBTOMATU3AIUH U yIIPABICHUS.

Takum 00pa3zom, UCCIIeZIOBaHUE COCPEAOTOUSHO Ha Pa3padOTKe M OIEHKE METOJIOB
0€30I1acHOCTH, HAIIPABJICHHBIX HA 3aIIUTY CIIOKHBIX U KPUTHUECKH BAYKHBIX TPOMBIIIUICHHBIX
CeTell aBTOMATH3alluy U YIPaBIEHUS, C IENbI0 00CCIICUCHHUS UX HAJEKHOCTH, 3allUTHI OT
YIpo3 ¥ MUHUMU3AIUH PUCKOB TSI TIPEATIPHUSITHS.

MarepuaJbl 1 METOABI HCCJIETOBAHUS

N3ydeHne MeXIyHApOAHBIX W HAIMOHAJIBHBIX CTaHAApTOB, Takux kak ISO/IEC
27001, IEC 62443, NIST Cybersecurity Framework, koTopsie onpenensitor TpeGoBaHUS U
Jy4IIne MPAKTUKHU I o0ecriedeHns 0e301acCHOCTH TIPOMBITIUIEHHBIX ceTeil. Hay4Hble cTa-
THbY U MOHOTpaduu: AHaJIN3 HAyYHBIX MTyOJUKAIIHA, TOCBSIIEHHBIX COBPEMEHHBIM METOIaM
Y TEXHOJIOTHSM 3all[UTHI IPOMBIIIUICHHBIX CETEH, a TaKKe TeHISHIUAM B 001acTu Kubepoes-
OIIACHOCTH M aBTOMAaTU3aIlHH.

Pe3yabTarthl

Ha ceronHsmnamii 1eHb CIIEIUAIMCTHI OTMEYAIOT YBEIMUEHHUE YUCIIA CIICIIHAJICTOB,
00na/1aloNMX COBPEMEHHBIMH HABBIKAMH B 00J1aCTH aBTOMATH3AIMH 3/JaHUH, U peaTn3aIliuio
MHO’KECTBA ITPOEKTOB B 3TO 001acTh. B TO 3%€ BpeMsi cyliecTByeT OCO3HaHHE HEOOXO0IUMOCTH
repexo/ia Ha HOBBIE CTaHIAPTHI.

B o0nactv mHQOpPMAIIMOHHBIX TEXHOJIOTHH HEOOXOIUMOCTH 3aIIUTHI OT KHOEPyTPO3
00JIbIlIe HE CTABUTCS IOJI COMHEHHE. DTa MOTPEOHOCTh CTAHOBHUTCS BCE OOJIee aKTyalbHON
JUTS TIPOMBIIIIJICHHBIX CHCTEM YITPaBIICHUS. Y CTIeITHAs KHOepaTaka Ha TAKYI0 CHCTEMY MOYKET
MPUBECTH K 3HAYUTEIHHBIM IPOU3BOJCTBEHHBIM IOTEPSM, HApyIIEHUSM O€301MacHOCTH
u ymepOy OKpyKamIlel cpeie, a TakkKe K YTEUKe WHTEIUICKTYalbHOH COOCTBEHHOCTH
(Adonun u ap., 2019). [IpombITniuIeHHBIE CETH, pabOTAIOIINE HETTPEPHIBHO K B COOTBETCTBUHU
CO CTPOTHUMHU IPaBHIIAMH, YaCTO UTHOPUPYIOT MHOTHE TIOJUTHKH 0E301IaCHOCTH, TPUMEHHU-
MbIe K HH()OPMAITHOHHBIM CETSIM.

Panee ocCHOBHOM MPUUHMHOM 3aLIUTHI TPOMBIIICHHBIX CETEH CUMTAIICS YEIIOBEUECKUI
¢dakrop miam cOom B ux pabore. B pesymprare aBTOMaTH3MPOBaHHOE OOOPYIOBaHUE
ObUTO pa3paboTaHo 0e3 ydera pHCKa HEKENAaTeIbHOTO WM HEMOJXOSIIEr0 CETEBOTO
Tpaduka. Yrpo3sl KuOepaTak, 0COOCHHO MEXJTYHApOJHOTO XapaKTepa, HaIleIeHHBIX Ha
MTPOMBIIIUICHHBIE CUCTEMBI, TPAKTHYECKHA UTHOPHUPOBAIIHCE.
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CoBceM HelaBHO B CHCTEMax yNpaBJeHHUs, KOTOPhIE HE UMENH NPsSMOro JOCTyIa K
MH(QOPMALIMOHHBIM CETSIM KOMIIaHUH 1 IHTEepHEeTY, NCIOIb30BAINCEH 3aKPITHIC TPOTOKOJIBI
nepefaud JaHHBIX. OJTO o0ecredmsno 0e30MacHOCTh MPOMBIIIJICHHOW CETH 3a CYEeT ee
m3osinuu. OpHako 3a nocnennue 10-20 net mpowusollen mepexoi OT 3almaTeHTOBAHHBIX
TEXHOJIOTHI M CTAaHAAPTOB K KOMMEPUYECKH TOCTYITHBIM PEIICHUSM B POMBIIUICHHBIX CETAX
(bapanoBa u mp., 2020). HeoOXonUMOCTh TMONyYeHUS] TEXHOJIOTMYECKUX JaHHBIX u3 MH-
TepHeTa TpeOyeT MOAKIIOYCHUSI TEXHOIOTHIECKUX ceTel K MH()OPMAaLlMOHHBIM CUCTEMaM U
m106anbHOH ceti. COBpEMEHHbIE TEXHOIOTHYECKHE CETH TPEOYIOT MOCTOSHHOTO YAaJICHHO-
ro JI0CTyna M OOHOBJICHHUS JaHHBIX, YTO JAEJIaeT HEBO3MOXKHBIM MX M3ossinuio. Hanpumep,
npombinuieHHbIH Ethernet crtan crangaproM B 00JacTH TEXHOIOIMYECKMX KOMMYHHUKALMH.
AmnmnaparHoe ofOecriedeHue Ternepb MCHONb3YeT MPOTOKoIbl Ha ocHoBe [P, Bkmtouas TCP /
IP u UDP, yHacnenoBaB ux ys3BUMOCTH. B CBsI3u ¢ HEOOXOIUMOCTBIO WHTETPAIIMHA CHCTEM
ynpasnenus mnpoussoactsoM (SCADA/DMS) ¢ BeicokoypoBHeBbIMH ERP/MES-cucremamu
M30JIMPOBAHHOCTH NPOMBILIICHHOM CETH yTpaTHuia cBoe 3HaueHue. Kpome Toro, HeoOoxoam-
MO YYUTBIBaTh BO3MOKHOCTh IIPOHMKHOBEHUSI BPEAOHOCHBIX ITPOrpaMM 4epe3 HHTepdencs
yaaneHHoro ynpasieHust 1 USB-noptsl pabodeii cTaHIMM, YTO yBETUUUBACT PUCKH AT O€3-
OIACHOCTH.

Koneunsle ycTpoiicTBa B TEXHOJOIMYECKOH ceTH (KOHTpOJJIephl) ObLIH
pa3paboTaHbl C aKLEHTOM Ha BBICOKYIO HalAeKHOCTb. OIHAKO CpPEACTBA 3aIIUTHI OT
HECaHKLMOHUPOBAHHOIO JJOCTYNAa K HUM CETOAHS HAaXOMSATCS HAa HA4aJbHOM YPOBHE M HE
MOTYT IIPOTHBOCTOSITH COBPEMEHHBIM KHOEpyIrpo3aM, TpeOysl COBEPLICHCTBOBAHMS. Mcnomnb-
30BaHKE METOOB kKuOepoOe3onacHocTu IT-ceTsimu He Bcerga BO3MOXKHO HM3-3a pa3idiuil B
apXUTEKType, THUIIaX 000PYIOBaHHs, CXeMax TpaduKa, BHCIIHUX YCIOBUSIX U YCTAHOBJICHHBIX
npaBuwiax (buprokos, 2020). Criektp yrpo3 takxke MeHsiercs. [losiBieHne crnennpuueckux
MPOMBIIUICHHBIX BPEJOHOCHBIX MPOTrpaMM TpeOyeT MCIOIb30BaHUS CIEIUATU3UPOBAHHBIX
METO/IOB M CPEACTB 3amuThl. 1103TOMY BaKHO MCIOJIB30BATh PELICHUs, pa3pabOTaHHBIC
CHELUAIBHO JJISl IPOMBILIIICHHOTO CEKTOPA.

Ceiiuac MOXHO yTBEP)KAATh, YTO COPMUPOBAIOCH HOBOE HAayYHOE HAlpaBiiCHHE
— 0e30MacHOCTh MPOMBILICHHBIX ceTeld. B ¢Bs3M ¢ 3TUM ObUIO MPOBEICHO MCCIEIOBaHUE
MHOTHX YSA3BUMOCTEH IPOMBIIUICHHBIX CHCTEM YIPABJICHUS U UCXOTHBIX KOJJOB BPEOHOCHBIX
IpOrpamMM.

Crannaptet ANSI/ISA99, xoropsie obecrieuynBaioT KHOEpOE30MacHOCTh CUCTEM
aBTOMAaTH3alUM W YOpPaBJICHHUS, O0OECIeYMBAaIOT XOPOLIYI0 OCHOBY Uil pa3padoTKu
MOJUTUKU 0€30MaCHOCTH, OPUEHTUPOBAHHOM Ha MPOMBIIIJICHHBIE CUCTEMBI. DTH CTaHIapThl
NPEACTaBIAIOT cO00M OOIIyI0 KOHLENIMI0O KHOepOe30MmacHOCTH, a TakKe MOJEeId U
OTJCIIbHBIC 3JIEMEHTBI CHCTEMbI O€30MaCHOCTU M SIBJISIOTCSl BaXKHBIMU JIOKYMEHTaMH ISl
crannapra IEC 62443 «be3onacHOCTh CHCTEM YIIPABICHUS.

B crammapre IEC 62443 omnmcaHbl MeTOABI TIOBBIINICHUS OE€30MACHOCTA B
NPOMBIIUICHHBIX CETSIX, OXBaTBHIBAIOIIME BCIO 00JAacTh NPOMBILIUICHHON Oe30macHoCTH
0e3 otpacneBbix orpanwueHuit (Buxmses, 2020). IIpombliieHHble OpaHAMaydpHI,
pa3paboTaHHbIC B COOTBETCTBUH C 3TUM CTAHIAPTOM, yIKe IPEJICTABIICHbI HAa PHIHKE, KOTOPbIC
MO3BOJISIIOT CO3/1aBaTh Oe3onacHblie 30HbI ¢ moMotbio [TJIK 1 OPC-ceprepos.

B HEKOTOpBIX OTpacisX MNPOMBILUIEHHOCTH CYLIECTBYIOT CBOM COOCTBEHHBIC
cneun(uUecKrue CTaHAapThl cereBoi OezomacHocTH. Hampumep, crangapr NERC CIP
paspabotan s sHepreTukn CeBepHoH Amepuku. B omnmmume ot crangapra IEC 62443,
ceprudukanus NERC CIP sBnsercs obs3arenshoii B CLLA, B To BpeMs Kak [Uisi CTaHAapTa
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IEC 62443 — 3710 10OpOBOIIBHEIH ITPOIIECC.

COBpeMEHHBIH PBIHOK IPOMBINUICHHON aBTOMATHU3allMd OTKPBIBAE€T OOJIBIIHE
BO3MOKHOCTH, HO €70 POCT 3HAYUTEIHHO 3aMEeJTSIETCS H3-32 SKOHOMHUYECKHIX H TTOJTUTHYECKUX
(akropoB. OUeBUHO, YTO aBTOMATH3AIUS SIBIISICTCS TJIABHBIM JIBHTATeNIeM TIporpecca U
JIOJDKHA TIPOJIOJDKATh pa3BuBathes (Boporios, 2019).

[IpoMbIniuTeHHAsT aBTOMATH3alUsA O0ECIeYMBAEeT BBICOKOE KAa4eCTBO MPOAYKIIWH,
CHIDKaeT (DMHAHCOBBIE 3aTPAThI, YBEIMYUBAET KOHKYPEHTOCIIOCOOHOCTh MHOTHX TOBapOB U
yIIydiaeT 0€30macHOCTh Ha TPOU3BOJICTBE JIJISl COTPY/THUKOB.

DTarbl IPOU3BOJICTBA PA3IMYHBIX MTPOAYKTOB HMEIOT CBOM OCOOSHHOCTH, TaKHE KaK:

o CJIOKHOCTD BBITIOJIHCHHA OTACJIBHBIX IMTPOLICCCOB;

o BBICOKas YyBCTBUTCIIBHOCTD K c00sIM U OTKJIOHEHUSIM B OIPEACICHHBIX
peKUMax;

° MNPUCYTCTBUC BPCAHBIX JICTYUYUX BCIICCTB B HpOHBBOHCTBeHHOfI 30HE.

Oty ¢pakTopsl MOTYCPKUBAIOT HEOOXOAMMOCTh NPUMEHEHHS COBPEMEHHBIX
TEXHOJIOTUN aBTOMATHU3AIUN KaK BaKHOW MEPBI 0€30MACHOCTH.

CHCZ[yeT OTMETUTH, YTO BCC CHUCTEMbI YIPABJICHHA Ha MNPOMBINIJICHHBIX
MMpeAINpUATUAX OCHOBAHBI Ha IMpOorpaMMHBIX KOMIIJICKCaXx, KOTOpPBIC  YUUTBIBAIOT
OCOOCHHOCTH  TPOM3BOJICTBEHHBIX  IPOIECCOB.  [lOCKOJIBKY  TPOHM3BOJICTBECHHbBIC
IpeaArnpuAaATrUsd OTHOCATCA K O6’beKTaM MMOBBIIIICHHOM 6630HaCHOCTI/I, JJIA TIOBBIIICHUA
HaACKHOCTHU CUCTEM BHCAPAIOTCA PE3CPBHLIC KOITUHN ¢)a1‘/'1ﬂ013 W JaHHBIX aBTOMAaTU3alluH.
CucreMbl aBTOMAaTHYECKOTO ynpaBJICHUA CO34ar0TCd IO MOAYJbHOMY IIPUHLOMILY,
YTO IIO3BOJISACT 6I)ICTpO 3aMCHATb HCUCIIPABHBLIC OJOJICMCHTBI M BOCCTAHABJIMBATL UX
¢dbyHKIMU.

CeroaHst 1enecooOpa3HOCTh aBTOMATH3AlWU JOJDKHA OBITH MPOJAEMOHCTPUPOBAHA
Ha TIpUMEpE YCIICNTHBIX TPOEKTOB C WCIOIh30BAHWEM NHU(POBBIX JJaHHBIX, KOTOPHIE
MOKa3bIBAIOT BAYXXHOCTh TPWIOKECHHS i1 KOHKpeTHOro OusHeca (MBanos, 2021). Baxuo
JIOHECTH 10 TIeJIEBOM ayIWUTOPHH, YTO ABTOMATH3AIUS TPOMBIIIICHHOTO MPEIPHITHS
00X0JIUTCS HE TaK JIOPOT0, KaK YCTAHOBKA TYPOWHBI HIIM CTPOUTEIILCTBO HOBOTO I1€Xa.

Cosznanue 3ayIIeHHON TeXHOIOTHYECKON CeTH OCHOBAHO Ha MPHHIIUIIE TITyOO0KOM
3amUThL. DTO 03HAYaeT, YTO 3alllTa CEeTH IMepeavyd JaHHBIX HE OTPAaHWYMBACTCS TOJBKO
NEepUMETPOM, HO U BKIIIOYAeT B ceOs (hparMEHTALMIO CETH C BBIJCICHHEM KPUTHUECKHX
obOnacteit B Oe3omacHble 30HBL. Kakmas 30Ha J0JDKHA OBITH 3allWIIEHA OTACIHHBIM
MPOMBIIIUICHHBIM OpaHIMay3poM, KOTOPbIH 00ECHeUUT BBICOKHU YPOBEHb OE30MaCHOCTH
U TOJAEPKHUT HEoOXOIWMbIE KOMMYHMKanuu. lIpomblmenasle  OpaHaMayspbl
ONITHUMHU3HUPOBAHKI JIJIs paboThI ¢ mpoTtokoiamu Modbus 1 OPC, a ux ycoBepiieHCTBOBaHUE
IMMO3BOJIACT OI'PaHUYUTD JOCTYII K KPpUTHYCCKH BAXKHBIM CCIMEHTaM CCTHU.

[TomuMO TeXHWYECKUX pelieHnid B 001acTh KuOepOe30macHOCTH, BAXKHO YACTSAThH
BHUMAaHHNE OPTaHW3allMOHHBIM aCTeKTaM, B YaCTHOCTH 00y4eHHI0 niepconana. CoTpyTHUKH
JIOJDKHBI OBITh 3HAKOMBI C TpaBWIAMH W CpeICcTBaMHU oOecrnedeHus WHGOPMAIMOHHON
0e30MmacHOCTH, a TakXKe C pa3padOTaHHBIMU TIOJIUTHKAMH W cTaHAapTamu. [loCKOIbKy
CIEIMAUCTBl M0 aBTOMAaTH3WPOBAaHHBIM CHCTEMaM dYacTo 0O0JalaloT OrpaHHYEeHHBIMU
3HAHUAMHU B 00J1aCTH KHOEpOE30TaCHOCTH, BAXKHO OOBSICHUTH UM BaYKHOCTH 3TOTO BOIIPOCA
¥ BBECTH 00s13aTEeNbHYIO TIporpamMmy obydenust ouznecy (Kamaes u ap., 2019). Paznuunsie
KaTeropuy COTPYIHUKOB, TAKHE KaK MOCETUTEIH, MOAPAIINKH, OTIEPATOPhI, HHIKEHEPHI, 00-
CITY’)KMBAOIINI TEPCOHANT U MEHEKEPHI, JOJDKHBI OBITH OCBEIOMIIEHBI O CBOHMIX POJISX U
0051-3aHHOCTAX, a TaKKe MOoaydaTh HWH(MOPMAIUI0 O Pa3pelIeHHbIX M 3alperieHHbIX
NEUCTBUSIX.
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B mpou3BoacTBeHHON 30HE TEXHUUYECKHH MEPCOHAN JODKEH YMETh 00pamiaThes ¢
OXpaHHBIM 000PYJOBaHHEM, MEHEIUKEPBl OJDKHBI 3HATH aJrOPUTMbI JCHCTBUHM B cilydae
BO3HMKHOBEHHS YIp03 0€3011aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM YIIPABJICHUSI.

B nactosimee BpeMss OCHOBHOM NpoOseMoil KuOepOe30MmacHOCTH MPOMBIIUICHHBIX
OPEANPHUATUN SIBISICTCS HEMOHMMAaHHWE CIHCHUAIMCTaMH aBTOMATHU3UPOBAHHBIX CHUCTEM
yOpaBJICHUsT Ba)XKHOCTH MPUMEHEHHUS] COOTBETCTBYIOIIMX HHCTPYMEHTOB, IaXe IPH
HAJIMYUU HEOOXOAMMBIX TEXHOJOTHH. Bragenbipl KpUTHUECKH Ba’KHBIX OOBEKTOB YacTO
HEI0OLCHNBAIOT HH()OPMALIMOHHBIE yTPO3BI 110 LIeJIoMY psity npuuuH. Habmronaercs 3ameTHas
HeXBaTKa HEOOXOANMMBIX NMPOLEAYP, TAKHX KaK MpoBepKa MH(OpMayu, TECTUPOBAHUE HA
MIPOHUKHOBEHHE, CKAHNPOBaHUE ysi3BUMOCTeH 1 00ydeHue nepconana (Kupcanos, 2021). Ha
CETOJHSIIHUN IHb HE YCTAHOBJICHO HUKAKHX 00S3aTENIbHBIX CTaHAAPTOB MPOMBILIJICHHON
KHOepOe30MacHOCTH.

Taxoke He CyIecTBY€eT €AMHOMN, TIOHATHON METOA0JIOTHH, B PAMKaX KOTOPOH 3KCIIEPTHI
no MH(GOPMALMOHHON 0E30MacHOCTH MOIJIM OBl PEKOMEHJIOBATH MEPHI MO AOCTHKCHHUIO
a/ICKBaTHOTO YPOBHSI 3l Thl aBTOMaTU3UPOBAHHBIX CHCTEM YIPaBICHHS.

Kpome Toro, Ha cuTyalMio HETaTHMBHO BIIHMSIET CIIOXKHBIA OIOPOKPATHUECKUM
NpOLIECC BHECCHHMS H3MEHEHHH B pPadOTy OTBETCTBEHHBIX TEXHOJOTMYECKHX LIEHTPOB.
Crporue BHYTpPEeHHHE MpaBWUIa KOMIIAHMHM HE JOIMYCKAIOT BHECCHUS M3MEHEHHMH B YK€
CepTU(PULUUPOBAHHBIC CHUCTEMBI, Ja)Ke €CIM Pedb HJCT 00 OOHOBJICHUSX ONEpaluOHHON
cucremsl. [Ipy npremMke cucTeM MeTO/Ibl TECTUPOBAHMS IPOTPAMMHOTO 00ECIICUCHHUS YaCTO
HE MPeArnojararoT MPOBEPKH BCTPOCHHBIX (QYHKUMH HHGOOpPMALMOHHOW Oe3011acHOCTH
(KnermkoB u ap., 2019). K coxanenuto, ypoBeHb 0€30ITaCHOCTH B OCHOBHOM 00€CTIeUMBACT-
Cs1 TOJIBKO 32 CUET OrpaHMYCHUS AOCTYyIa MOJIb30BaTeseH ¢ MOMOLIBIO Mapois, KOTOPHIN Ya-
CTO XpaHHUTCS B BHJE OOBIYHOTO TEKCTa B 0a3e JaHHBIX MPHIIOKEHUS WM Ha JIUCTKE OyMard,
NPUKJICCHHOM K 9KpaHy.

Ecnmu  roBOpUTR O  BBIUMCIUTEIBHOM  OOOpYAOBaHMH, HCIOJIB3YEMOM B
ABTOMAaTH3UPOBAHHBIX CHUCTEMax YMPaBJICHHUS TEXHOJOTMYECKHMMHU IPOLECCaMH, TO OHO
OOBIYHO HAYMHAET CBOIO PA0OTy € YCTAapeBLIEr0 BHYTPEHHETO HCIOJIHSAEMOTrO KOAa.
Hecmotps Ha Hanuume Ha caiiTe MPOU3BOAUTENS] OOHOBJICHHOH MPOLIMBKH, KOTOPAsk MOXKET
YCTPaHUTb U3BECTHBIE MPOOIEMbI ¢ HH(OPMALMOHHON O€30MIaCHOCTBIO, HUKTO HE POBEPSIET
ee JIOCTYITHOCTb JakKe€ Ha JTale pa3padOTKH CHCTEMbI, MOCKOJIBKY 3TO HE SBISETCS
PUOPHUTETOM.

Taxoke CTOUT yYUTHIBaTh, YTO aBTOMATH3alMsl TEXHOJIOTHYECKUX MPOLECCOB YacTO
OCYILECTBIISIETCS CTOPOHHUMH HOAPSAYUKAMH, KOTOPbIE B OCHOBHOM COCPEIOTOUYEHBI Ha
OTEPALMOHHBIX ACIEKTaX MPOEKTA, TIOCKOJIBbKY 3a 3TO OHM MoiyvaroT omiarty (Kmoes u np.,
2019). B saTom koHTekcTe BHeApeHue d(h(HEeKTUBHBIX Mep MH()OPMAIIMOHHOW 0€30MacHOCTH
MOXHO paccMaTpUBaTh Kak HEHY>KHbIC 3arparhl. [loaToMy 3akazunkamM HEOOXOAMMO 0CO3-
HaBaTh BAXKHOCTh KHOepOe30macHOCTH, (GOpMYINpOBaTh COOTBETCTBYIOLINE TPeOOBAaHUS K
HOAPSIIYMKAM M KOHTPOJIUPOBATH UX BBIMOIHEHHUE.

[IpompbliieHHast aBTOMATH3alMs — 3TO COBOKYITHOCTH METOJIOB M TEXHOJIOTHH, a
TaKXXe MPOrpaMMHOrO OOECIEeUeHHUsI, UCTIONIB3YEMBbIX IJISi CO3JaHMUs aBTOMATH3MPOBAHHBIX
CHCTEM YNPABJICHHUS M TEXHOJOIMYECKHX MPOLECCOB MPOU3BOACTBA 0e3 HEOOXOIUMOCTU
HETIOCPEICTBEHHOT'O y4acTus OnepaTopa.

ABTOMAaTH3aLUsl MPOU3BOJCTBEHHBIX IPOLECCOB MOMOTAaeT YJIYUIIUTh KadeCTBO
NPOLYKIMH, CHU3UTH 3aTPAThl M TOBBICUTH KOHKYPEHTOCIIOCOOHOCTb.

Hcnonb3oBaHne aBTOMAaTU3UPOBAHHBIX CHCTEM YNPABICHHUS TEXHOJIOTHYECCKUMHU
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IpoleccaMi CHMXKAeT 3aTpaThl Ha COJEepKaHHE MEHEe KBAJTH(PHULIUPOBAHHOIO MEPCOHANA,
4TO, B CBOIO OY€pE/ib, MMOBBIIIACT JOJATOBEYHOCTh 000OPYAOBAaHHS U HAZCKHOCTD MAILIUH.
CoBpeMeHHas! MPOMBIIUICHHAsT aBTOMATU3ALMs TaKKE CHOCOOCTBYET SKOHOMHHU
MaTEpHaJIOB, CBHIPbS U PECYpPCOB, a TAK)KE MOBBIIAECT OE30MACHOCTH MPOM3BOJCTBEHHBIX
MIPOIIECCOB U YCIIOBUS Tpyaa coTpynHukoB (Konmakos u ap., 2021). BHenpenue coBpemeH-
HBIX aBTOMaTH3HPOBAHHBIX KOMIIOHEHTOB TO3BOJISIET JOCTHYD CICAYIOLUINX PE3YJIbTaTOB!

1. CHIKEHHUE MPOcTost o0opynosanus Ha 10—15 %;

2. COKpallleHHe  MOTPeOJIeHUs]  UIEKTPUYECKOM  JHEPrMM W JIpYyrux
sHepropecypcos 10 35 %;

3. YMCEHBIICHHUE 3aTPaT Ha 00CTyKMBaHUE MPou3BoacTBa 10 30 %;

4. CHMKEHHE 00bEMOB OPaKOBAaHHOM MTPOAYKIHH.

Y4uTteIBas TeKyIee SKOHOMUIECKOE MTOJI0KEHHE, 3TH aCTIEKTHI CTAHOBSITCS OCOOCHHO
Ba)KHBIMH.

ABTOMATH3MpOBaHHAsE CHCTEMa BKJIIOYaeT B ce0S psAl  KOMIIOHEHTOB,
o0ecrnevnBarIuX yIpaBieHne 00beKTaMi U cOOp MHPOPMAIMH O TeKYIIHX MpoIleccax Ha
npennpustud (ITumuk, 2020). OCHOBHBIE KOMITOHEHTHI IPOMBIIINIEHHOW aBTOMATH3AIUN U
WX KJIaCCU(UKAIUS BKIIOYAOT:

1. YCTPOMCTBA AJIS 3ALUTHI OT UMITYJIbCHOTO MEPEHANPSIKEHUS B CHIIOBBIX U
MH(POPMALIMOHHBIX JINHUSIX;

2. OJIOKM MUTaHMsI, Pa3MellaeMble B IKa(ax ynpaBIecHUs;

3. MPOMBIIIICHHBIE CETEBbIE KOMMYTATOPBI, BBIIIOJHEHHBIE B IPOYHBIX
3alIUTHBIX KOPITyCaX, YTO AeTaeT UX MOAXOASLUIMMU sl IPOMBILIJICHHOTO IPUMEHEHMS;

4. YCTPOKMCTBA, BKIIIOUAIOLIHE HHTEpeiiCHBIE pelie Uil M3MEPEHUH U KOHTPOJIS;

5. MOJYJIM BBOZA U BBIBOJIA, KOTOPBIC OOBEANHSIOT CUCTEMbI cOOpa JaHHBIX

MOJTHOCTHI0 COOTBETCTBYIOT TPEOOBAHUIM PEIIAEMBIX 33]1a4, COBMECTHUMBI ¢ JF00bMu PLS
n IPC cucremamu.

braromapst ucnonap30BaHUIO HOBBIX KOMITIOHEHTOB aBTOMATH3AIUS TIPOMBIIIIEHHBIX
YCTaHOBOK CTaHOBUTCS 00Jiee MMOHATHON M MPO3PAYHOH, TaK KaK OCYIIECTBISETCS KOHTPOIIb
1 yIIpaBIlIeHUE Yepe3 eNHYI0 HH(POpMalnmoHHYI0 0a3y, K KOTOPOU MOKITFOYEHBI BCE OT/ICIIBI
(IToroBa u ap., 2019).

Takum 00pa3zoM, TPOMBIIIIEHHO-TEXHOJIOTHYECKAss aBTOMATH3aIUs IpejiaracT
MHOKECTBO MTPEUMYIIECTB, TAKUX KaK:

1. BEJICHUE ONEPATUBHOIO YUeTa MPOU3BOJICTBA;
2. yIpaBJIeHUE 3aTpaTaMd M CBOEBPEMEHHOE NPHHATHE YNPaBICHUYCCKUX
peLIeHui;

3 IUTaHUPOBaHUE PaOOTHI M pacIpeeICHNE TPYAOBBIX PECYPCOB M MOIIIHOCTEH];

4 OIIEPaTHUBHOE yNPaBJICHHE IPOU3BOACTBEHHBIM LIUKIIOM;

5. (bopMHUpOBaHKE TPOU3BOACTBEHHON OTYETHOCTH;

6 KOMITJICKCHBIM aHAaJIM3 U MOHUTOPUHT AEATEIbHOCTH NPEATIPUATHS;

7. pacuet ce0eCTOMMOCTH MPOU3BOAUMBIX TOBAPOB.

BaxHo oTMeTHTh, YTO OOJBIIMHCTBO CHCTEM IPOMBIIIJICHHOW aBTOMAaTHU3ALMH
OpPraHU30BaHBI IO TPEXYPOBHEBOM MOJIEIH:

1. Ha mepBoM ypoBHE HaxOAATCS CUCTEMBI KOHTPOJII M aBTOMAaTHYECKOTO
pEeryaupoBaHUsl  TEXHOJOTMYECKMX  IOJCHCTEM W OOBEKTOB, OCHOBAHHBIE Ha
MHUKPOTPOLIECCOPHBIX KOHTpoJiepax, a Takxe obopymoBanuun KUIInA, msmepurensx u
CUCTYHKAX.
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2. Bropoii ypoBeHb BKJIIOYAET KOMIIOHEHTHI [T KOHLIEHTpaluu, 00paboTKu U
nepeaadd HHPOPMaLK MEKAY HUKHAM M BEPXHUM YPOBHSIMH.
3. Bepxuuii ypoBeHb COCTOMT W3 YCTPOWMCTB JUId Iepelaud, XpaHCHUs,

HaKOIUICHUS ¥ NIPEIOCTaBICHU HHPOPMALMOHHBIX (DailyIoB, BKIIIOYAsl CPECTBA JOKAIBHON
BBIYMCIIUTEIBHON CETH, KOTOPask CBSI3bIBACT paboyre MOJCHCTEMBI.

ABTOMAaTH3aLUsl TPOMBIIUICHHBIX OOBEKTOB MO3BOJISET IOJYYUTHh MOJHOCTHIO
MEXaHU3UPOBAaHHbBIEC KIIOYEBbIC MPOU3BOACTBEHHbIEC U YIIPaBICHUYECKHE ON3HEC-TIPOLIECCHI.

Uro B CBOIO oOdYepenb 3HAYUTEIBHO YMEHBLIACT PYTHHY M IIOBBILIAET
MPOU3BOAUTEIBHOCTh TPYAa PabOUYMX HA MPOU3BOJCTBE, @ CAMO NPEANPHUATHE CTAHOBUTCS
KOHKYPEHTOCHOCOOHBIM, YBEJTMUMBAsI TEM CaMbIM Ha PBIHKE CBOIO CE0ECTOMMOCTb.

CeT MPOMBILIUICHHON aBTOMAaTU3aLMM U YHPABJICHUSI — 3TO CIJIOXHbBIC CHCTEMBI,
COCTOSIIINE W3 aNMNapaTHBIX M NPOrPAMMHBIX KOMIIOHEHTOB, KOTOpbIE O0ECIeYHBAIOT
yIOpaBJIeHHE TEXHOJOTMYeCKMMHU mpoueccamu Ha npeanpusatusx (Cenesuos, 2019). Otu
ceTH 00Na/laloT YHUKAJIbHBIMU OCOOCHHOCTSIMH, OTIIMYAIOLIMMHU UX OT OOBIYHBIX KOPHOpa-
TUBHBIX CETEH, KOTOPbIE TPEOYIOT 0COOBIX MOAXO0B K 0obeceueHuto 6e3onacHoctu. JaBaii-
TE€ PACCMOTPUM OCHOBHBIE BO3MOKHOCTH MPOMBIIIUICHHON aBTOMATH3aLUK M CETEH yrpasJie-
HUs OoJiee oPOOHO:

[Iporpammupyemblie  jorudeckne Kontposiepsl (PLC), wucnomb3yrorcss s
aBTOMATH3alUK 3a7ad yIpaBJICHUS W MOHHUTOPHHIA TEXHOJIOTMYECKUX MPOLECCOB.
PLC BomonnstoT ¢GyHKUMH cOopa JaHHBIX, OOpaOOTKM CHTHAJIOB W yHNPaBIICHHS
UCIIOJIHUTEIbHBIMA MeXaHu3MaMu. Pacnpenenéunsie ynpasisitomme cucrtemsl (DCS),
NPUMEHSIOTCS. U YNPaBICHUS CIIOKHBIMH IPOLECCAMH Ha KPYIHBIX MPEANPHUITHSX,
TakuX Kak HegrexuMuueckue 3aBobl. DCS 00bIMHO BKIIOYAIOT B ¢€0s1 HECKOJIBKO YPOBHEH
KOHTPOJIA U B3aUMOJICHCTBYIOT C pazianyHbiMu npoueccamu (CHbITHUKOB, 2020). CuctemMbl
ynpasieHusa Ha ocHoBe SCADA, npeocTaBiIsitoT MOHUTOPUHT U YIIPaBJIEHUE B PEAJIbHOM
BpPEMEHH, COOMpast AaHHBIC OT PA3IMYHBIX AATYUKOB M KOHTPOJUICPOB U MPEIACTABISIS UX B
yaoOHOI Gpopme 11 oneparopoB. VcoNHUTEIbHbIE MEXaHN3MBI, BKITIOUAIOT B ¢€0s1 HACOCHI,
KJIallaHbl, TBUTATEIN U JIpyTue YCTPOUCTBA, KOTOPBIC BHIMOIHAIOT PU3HMUECKOE BO3ACHCTBHE
Ha TEXHOJIOTHUYECKUI mpouecc. Jlarunku u n3MepuTenbHble TPUOOPHI, CiryKar i coopa
JAHHBIX O COCTOSIHMM TEXHOJIOTMYECKOrO Tpoliecca, TAKUX Kak TeMIeparypa, AaBjleHUE,
YPOBEHb U pyrue napamerpbl. KOMMyHHKaIIMOHHbBIE YCTPOICTBA U IPOTOKOJIBI: KOMMYTATO-
PBl M MapLIPyTU3aTOPBl: 00ECIICUNBAIOT CBSI3b MEXK/Y Pa3IUYHBIMU KOMIIOHEHTaMH CETH U
nepeaavy JaHHBIX MEKAY KOHTpOJIJIEpaMH, JaTYMKAMHU U UCTIOJIHUTEIbHBIMUA MEXaHU3MaMH.
[IpoTOKOIIBI CBSI3H, BKIIOYAIOT B ce0sl CHIELUATM3UPOBAHHBIC IPOMBIIIICHHBIE TPOTOKOJIBI,
takue kak Modbus, Profibus, Ethernet/IP, OPC, xoTopsle mpeqHa3HaueHbl JUisi 0OOMEHa J1aH-
HbIMU Mexay koMmnoHeHTaMu [ICAY u uMeroT ocobeHHOCTH B 001aCTH HAJEKHOCTH U pe-
anbHoro Bpemenu (Ctpenbios, 2019).

[IpomblIITIeHHBIE CETH ABTOMAaTH3allMM M YHPABJICHUS JOJDKHBI 00eCleunBaTh
pabdoTy B peabHOM BPEMEHH, YTO O3HA4aeT HEOOXOJMMOCTb HEMEAJICHHOTO OTKIHMKA Ha
M3MEHEHUS B TIpoLiecce U MoAaepKaHus OecriepeOoiHOr0 KOHTPOIIL. DTO TpeOyeT BEICOKON
HaJIe)KHOCTH U HU3KOW 3aI€PKKU Tepeadu JaHHbIX.

[IpombllTIeHHBIE CETH aBTOMATU3ALMM W YNPABICHHUS JOJKHBI OBITH BBICOKO
0TKa30yCTOHYMBBIMHU, 00ECIIEUNBATh HEMPEPHIBHYIO PA0OTY aXke B Ciryyae cO0sl OTACIbHBIX
KOMITIOHEHTOB. DTO JIOCTUTACTCS 3a CUET PE3EPBUPOBAHUS KPUTHMUECKHX KOMIIOHEHTOB U
peanu3anuy MEXaHU3MOB aBapUIHOTO BOCCTAHOBJICHUSI.

[IpombllITIeHHBIE CETH aBTOMATH3ALMKM W YIPABJICHUS YacTO HHTETPUPYIOTCS C
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JOPYTUMH CHCTEMaMH, TAKUMH Kak KopropatuBHele U T-cuctemsl, 00maunbie miaatdopmsl 1
cUCcTeMbl OM3HEC-aHATIMTUKU. DTO TpeOYyeT BOZMOKHOCTH MacIITA0MPOBAHUS U MHTETPaLliu
C pPa3IMYHBIMH TEXHOJIOTHYECKHMH pemieHusiMu (Xopes, 2019).

ITpoMblIIIEHHBIE CETH aBTOMATH3AIMU U YIPaBJICHUS TPEOYIOT CTPOTOro KOHTPOJIS
J0CTyNa, YTOOBI MPEJOTBPATUTh HECAHKIIMOHUPOBAHHOE BMEIIATEILCTBO. DTO BKIIOYACT B
ce0s1 ayTeHTH(HKALMIO U aBTOPU3ALMIO TTOJIb30BATENICH, a TAKXKe yNpaBICHUE TOCTYIIOM K
KPUTUYECKUM KOMIIOHEHTAM CHCTEMBI.

st obecnieueHns 6€30MaCHOCTH JaHHBIX U MPEIOTBPALLCHUS YTEUEK HCIIOIb3YETCs
mu(poBaHUE JAHHBIX W 3alIUTHBIE MEXAaHU3Mbl JIS1 KOMMYHHMKALMOHHBIX KaHaJOB
(UepuoOpories, 2019). DTo BaXKHO 1171 3aIIUTHI OT TIEPEXBaTa JaHHBIX U UX MOTU(DUKAIIH.

[IpoMbIUIEHHBIE CETH aBTOMATH3allMU YIPABJICHHUS JOJDKHBI HMETh CHCTEMBI
MOHUTOPMHI2 W YOPABJICHHUS COOBITMAMH JJIi CBOEBPEMEHHOTO OOHAapyKeHHs H
pearupoBaHus Ha HHIUACHTBI 0€30MaCHOCTH. DTO BKIIOYAET B c€0sI HCIIOIb30BaHUE CHCTEM
oOHnapy>xenus Bropskenuit (IDS), cuctem ynpasnenus coobitusMu 6e3onacHoctl (SIEM) n
JAPYTUX UHCTPYMEHTOB.

ITpoMbIIUIEHHBIE CETH WUTPAIOT KJIIOYEBYIO POJIb B aBTOMATH3ALMU U yNPaBICHUU
MIPOU3BOJCTBEHHBIMH TPOLECCAMH. DTH CETH O0ECIICUMBAIOT CBSI3b MEXKIY Pa3IUYHbIMU
YCTPOHCTBAMH, TAKMMH KaK KOHTPOJUIEPHI, NATYUKU M CUCTEMBl YNPaBICHHS, MO3BOJIS
3¢ deKTUBHO OOMEHUBATHCS JAaHHBIMU U KOOPAWHUPOBATH JEHCTBUS B PEaJbHOM BPEMEHH.
BaxHO mOHMMAaTh MX XapaKTEPUCTUKH, KOMIIOHEHTBI M IPOTOKOJIBI, HCHOJIb3YyeMbIC B
npoMmblIIeHHOH cpene. Hmke npexacraBneHa Ttabnuia, KOTOpas 00OOIIAaeT OCHOBHBIC
aCTeKThl NPOMBILIUICHHBIX CETEeH, BKJIIOYAas UX THUIIBI, YCTPOHCTBA, MPOTOKOJBI CBSI3H U
Mepsl 6e3onacHoctd. Mudopmanus, npencrasiaeHHas B Tadnuie 1 moMoKeT riry0ke MOHSTh
CTPYKTYPY U (PYHKIIHOHAJILHOCTD MPOMBIIUICHHBIX CETEH.

Ta6J'II/ILIa 1. HpOMBIH_IJ'IeHHLIe CCTHU U XapPaKTCPUCTUKA UX KOMIIOHCHTOB

KomnonenT unu Onucanue IIpumepsr
XapaKTepUCTHKA
Turm cetn Certn, UCIONB3yeMbIe Ethernet, Profibus, Modbus.

JUISL yTIpaBIIeHUS
ITPOMBIIIIEHHBIMH
MIpoLECCaMU.

YecrpoiicTea OCHOBHBIE YCTPOICTBA, PLC, SCADA-cucremsl, JaT4uKy.
MO/IKITIOUCHHBIC K CETH.

[IpoTokoibI CBSI3U [IpoToKOIBI, HCHIONIB3yEMBIE TCP/IP, MQTT, OPC UA.
UL TIepejauyl JaHHBIX.

Tunonorus cetu CTpyKTypa, B KOTOpOi 3Be3a, MIMHA, KOJIBLIO.
OpraHU30BaHbl COCAUHCHHUSL.

BeszomacHOCTB ceTn Mepsl, TprHUMAaEMBIE TS Cuctemsl IDS/IPS, mudpoBanue TaHHBIX.
3IUTHI CETH OT YTPO3.

VYnpasiieHue 10CTyIIOM MexaHu3MbI KOHTPOJISt

AyTeHTH(UKAIUS O  POJISIM,
JIOCTyTIa K CETH.

VPN.

MOHUTOPUHT ceTH Wucrpyments! 1uist koutpois | SNMP, NetFlow.
COCTOSTHUSI CETH.
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PesepBupoBanmue Mertonbt obecriedeHust Jy6mupoBanue 000pyaOBaHHUs, TOPSTIHIE
HETIPEePBIBHOCTH PAOOTHI CETH. | pE3ePBYaphI.

Wuterpanus c IT- CBsI3b MEXIY Hcnons3zoBanue API, nimro3os.

cHCTeMaMu MPOMBIIIUIEHHBIMH U

nH(OpPMaIMOHHBIMA
CUCTEMaMHU.

[Tonnepxka ctangapToOB CoOTBETCTBHE OTPACIIEBBIM ISA/IEC 62443, ISO 27001.
CTaHJapraM U HOpMaTUBaM.

be3onacHOCTh TPOMBINIIIICHHBIX CETEH SBISCTCS BAXKHBIM aCIIEKTOM, YIHTHIBAIOIIIAM
YIpO3bl W YS3BUMOCTH, KOTOpPBIE MOTYT IOBIHUATH Ha CTAaOMIBLHOCTH M 0O€30MaCHOCTH
MIPOU3BOJICTBCHHBIX TPOIECCOB. MeEXaHU3MBI YIPaBICHUS JOCTYIIOM W MOHHTOPHHTA
COCTOSTHHSI CETH TIOMOTAIOT 3aIIUTUTH CUCTEMBI OT HECAHKITMOHUPOBAHHOTO JOCTYTIA U aTaK.

Kpome Toro, mommepskka oTpacieBbIX cTaHaapToB, Takux kKak ISA/IEC 62443 u ISO
27001, ciocobCTBYET CO3/MaHMIO0 HAICKHBIX U OE30MaCHBIX MH(PACTPYKTYP, UTO SIBISIETCS
HEOOXOIMMBIM YCIIOBHEM IS YCIICIITHON paOOTHI B YCIOBHUSIX COBPEMEHHOTO TTPOU3BOJICTBA.

BakHbIM acmeKTOM SBISETCS 3amuTa (U3UIECKOTO IOCTyNa K KPUTHYECKUM
KOMITOHEHTAaM IMPOMBIIIUICHHBIX CETEH aBTOMATHU3AINH U YIIPABJICHHSI. DTO MOKET BKIIFOYATh
B ce0sl KOHTPOJIb TOCTYIIa B CEPBEPHBIC TTOMEIICHHUS, UCTIOIL30BaHNE BUICOHAOTIONCHUS U
CHUCTEMBI CUTHATH3AITHH.

Pazsutne texnomnoruit loT u Industry 4.0:

Buenpenne texnonornii arepuera Bemeit (IoT) n xonnenmmii Industry 4.0 uzme-
HSICT CTPYKTYPY MPOMBIIIICHHBIX CHCTEM aBTOMATH3AIMH W YIIPABICHHS TO0ABIISIST HOBBIC
YCTPOUCTBA H y3JIBI. DTO TPeOyeT MOMOTHUTEIHHBIX Mep 0€30TaCHOCTH M HOBBIX ITOIXOOB
K 3aIlnTe.

YBenuueHne uynciaa KHOepaTak W ySA3BUMOCTEH B CHCTEMax YIIpaBJICHHUS TpeOyeT
MTOCTOSTHHOTO OOHOBJICHHS M afanTaruu MeTonoB 3amuthl ([umos, 2021). HoBeie BUIBI
yIrpo3, Takue KaK aTaku Ha IMPOMBIIUICHHBIE WHTEPHET-MPOTOKOJBI, TPEOYIOT 0CO00TO
BHUMAaHHUSI.

st cuctemMatu3auy TOIX00B K 00€CIIeUeHUI0 Oe30TacHOCTH MPOMBITIUICHHBIX
ceTell aBTOMATH3allMd W YIPAaBICHUS, B TaONWIEC 2 TPEACTABICHBI KIIOYEBHIC METOIBI
U TEXHOJOTHUW, TPUMEHSEMbIC I 3aIlUThl MPOMBINUICHHEIX ceTei. Tabmmma 2
OXBATHIBACT pA3JUYHBIC AaCIEKThI OE30MMacCHOCTH, BKJIIOYAs YIpPaBICHHE JOCTYIIOM,
CETEBbIE W KOMMYHHUKAIIMOHHBIE MEPHI, IPOTPaAaMMHBIC W alllapaTHBIC CPEICTBA, a TAKKE
OpraHu3alnoOHHBIC Mephl. Kaxmas kareropus BKIIOUAeT B ce0s KOHKPETHBIC METOIBI, MX
IEJTH ¥ IPUMEPHI TPUMEHEHHUS.

Tabmuia 2. Metoas! obecrieueHus 0€30MaCHOCTH MMPOMBIITUICHHBIX CETeH aBTOMATH3AINH U
YIpaBICHHS
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(OHHBIE MEPbI

7151 OrpaHUYEeHUS

[PACIpOCTPaHEHHUS yrpo3.

BO3CHCTBUS aTaK.

areropus eron/Texnonorus [Onucanue Tenu PHUMEPBL
[.YnpaBnenueAyrentuukanusa u [ [pouenypst ais pouenypsl CII0JIb30BaHUE
ImocTynom ABTOpU3ALUS MPOBEPKU UJCHTUUHOCTU|UIS IPOBEPKH MBYX(haKTOpHOU
[OJIb30BaTENICH U UX MICHTUYHOCTU @y TeHTH(OUKAIIIH
[paB AOCTYyIIA. [0JIb30BaTENCH U UX [POJIEBOrO KOHTPOJIS
paB ocTyna ocTyIa
npasieHue npaBamu|OnpeseneHe u apaHTUs, YTO TOJIbKO [CUCTEMBbl KOHTPOJIS
moctyna [yIIpaBJIE€HHE IPABAMU  [ABTOPU30BaHHbIE noctymna (IAM),
IocTyma Mojb30BaTesel [0JIb30BATE/IM UMEIOT  [yIpaBJICHHUE IIpaBaMH.
1 TPy ITOCTYI K KpUTUYECKUM
lcucTeMam
2.CereBble nCermeHTanus ceTu a3JIeJIEHUE CETU Ha Ulokanusanus u UpTyalibHbIC
KOMMYHHKAIlU- ITOrMYecKrue CErMEHThl  [MUHUMU3ALMS ITOKabHbIC

cetu (VLAN),
MEKCCTEBBIC KPAHBI
(firewalls)

VSI3BUMOCTEN

[TudpoBanue CIT0JIb30BaHHUE alUTa JaHHBIX portoxoisl SSL
ITaHHBIX KpUnTorpaguyecKux T TIepexBara 1 TLS, mmdposanue B
METOJIOB ISl 3aIIUTHl  [HECAHKI[MOHUPOBAHHOT O 00IaKe.
ITaHHBIX MPYU Mepeaye U [T0CTyIa.
PAHCHUU
OHUTOPHUHT CrexeHue 3a (O0Hapy>xeHune u Cuctembl
1 yrIpaBiIeHHue CceTeBBIM TPAHUKOM U [IPEJOTBPAILCHHE aTaK B|yIIpaBICHHS
rpaduxom BBISIBIICHUE aHOMAJIUH, [pEaTbHOM BPEMEHH. COOBITHSIMU
MOTEHINAIBHBIX YyIPO3. 0e30macHOCTH
(SIEM), IDS/IPS
3.IlporpamMmm- |[AHTHBUDPYCHBIEC H AHTHBPCIOHOCHHE aH.[I/I”I:Ia OT BUPYCOB, IAHTUBUPYCHBIC
HBIE U amIapar- AHTHBPEJOHOCHBIE e ———— MepBel n IPyTux [EIIEeHMS, CHCTEMBI
HBIE MEPBI [pOrpaMMBbl BPEZIOHOCHBIX 0OHapYKEeHHs
1o ast | [mporpamm. BPEIOHOCHBIX
oOHapyXeHU4, pOrpamMm.
yJlaneHust u
npeaoTBpalleHNus
BpenonocHoro I10.
aT4u U OOHOBIIEHUS [PeryiisipHoe 0OHOBIIEHME Y CTpaHEeHUE [ABTOMaTU4YECKOE
[IPOrPaMMHOTO ySI3BUMOCTEH o6HoBnenue I10,
OGeCHequl/lﬂ JUIS 1 YJIy4YlICHUE IYIIpaBJICHUEC IaTYaMU.
[yCTpaHEHHS U3BECTHBIX [0€30MACHOCTH.

M1 TCXHOJIOTHUH

OOHapyKEeHUS U
MpeIOTBPALCHHS
BTOpskeHui (IDS/IPS)

0OHApYKEHUS U
MpeIOTBPAICHHS
MOTIBITOK

JIOCTYIIa U aTak.

[HECAHKIIMOHUPOBAHHOT' O

Ha Yrpo3bl 1
MpeJOTBpPAICHHE aTaK.

Duznueckas epBlI 110 3allKTe amura oT pu3nueckoro[KoHTposb gocTyna B
6e30MacHOCTb 00opyioBaHus 1 BMEILIATEICTBA U cepBepHbIE KOMHATBI,
MH(PACTPYKTYPHI OT KpaXu. BHICOHAOTIOICHHUE.
(hU3HYECKOr0 TOCTYIIA
4.Opranuzanu- [[lonutuku u IPazpaboTka 1 CrangapTu3anus u OJINTUKU
OHHBIE METO/IbI [[IPOLIEYPBI BHEIPEHNE BHYTPEHHUX [yNPOIICHHUE IIPOLECCOB [0€3011aCHOCTH,
GezonacHOCTH MOJIMTHK U IIpOLEeNyp  (oOecreueHus POy PbI
1St oOecrieueHust 0€3011aCHOCTH. MHIIUIEHT-
0€30I1aCHOCTHU
OGyuenue u O0y4eHne COTpyHUKOB [CHMIKEHUE PHUCKa W
[OBBILICHUE [IPUHIATIAM OLINOOK YeI0BEYECKOro [00yUeHHs 110
OCBEZIOMJICHHOCTH  [KHOepOe30macHOCTH (baxTopa. 0€30IaCHOCTH,
n MeTonaM [TPEHUHTH 110
[PeOTBPAILCHHS YTPO3. [pearpoBaHUIO Ha
IMHIITNJICHTBL
5. MuctpymeHTH]CHCTEMBI CucTeMsl 171t earnupoBaHue neapenue [IDS/IPS B

CeTH MPeATIPUSITHSL.
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CucteMsl ynpaBieHUS[IHCTpYMEHTHI 11 ObecneueHue emenus SIEM,
COOBITHAME cOopa, aHaM3a H LICHTPAIU30BaHHOT'O rakue kak Splunk,
0e3omacHOCTH KOpPEISIIUY JaHHBIX ypaBieHus 1 aHanu3a |[ArcSight.
(SIEM) 0e3011aCHOCTH 13 0€3011aCHOCTH.

Q3JIMIHBIX HCTOYHHKOB.

Urak, B Tabnuue mokasaH KOHTPOJb AOCTYNa, KOTOPBIH BKJIIOYAET B ceOsI MEpHI
ayTeHTU(UKAIMKA U aBTOPHU3ALMH, YIPABICHUE MPaBaMH JOCTYIa, KOTOPble HEOOXOAUMBI
Uil o0ecreueHus TOro, YToObl TOJIBKO aBTOPH30BAHHbBIC MOJB30BATENN MOIJIN IOJIYyYUTh
JOCTYI K KpUTUYECKU BaXKHBIM CUCTEMaM 1 JaHHBIM. CeTeBble 1 KOMMYHHUKAIIHOHHBIE MEPBI,
OXBATbHIBAIOIME TaKHE TEXHOJOTMU M MPUEMUYUKH, KaK CErMEHTaLusl CeTH, mu(ppoBaHHE
JAHHBIX ¥ MOHUTOPHHI Tpaduka, HallpaBJICHHBIC Ha 3alUTy JAHHBIX BO BpeMs IEpeaadu
U TPEeJOTBpALICHUE HECAaHKIMOHMPOBAHHOrO pgocTyna. llporpamMmHble M amnmaparHbie
MEphl BKJIIOYAIOT HCIOJNb30BAaHUE AHTHBHUPYCHBIX PELICHUH, peryyisipHble OOHOBICHHS
IPOrpaMMHOr0 00ecIieueHHs], a TAK)KE Mephl M0 00ECTIeYeHNI0 0e30MacHOCTH (HU3UUECKOTO
000pyI0BaHMS, KOTOPBIE IOMOTAIOT 3aLIUTUTHCS OT BPEJOHOCHBIX TPOrpaMM U GU3UUECKOT0
BMeInaTenbeTBa (1308, 2019). OprannzainoHHbIC MEPBI YKa3bIBAIOT Ha BAXKHOCTH Pa3padOTKU
Y BHEAPCHUS MOJUTHKUA B 00JIACTH O€30MAacHOCTH, a TAaKXkKe OOYUEHHs] COTPYIHHUKOB, YTO
CHOCOOCTBYET YCTAaHOBJICHHIO CTAaHIAPTOB OE30MaCHOCTH M MOBBILLICHHUIO OCBEAOMIICHHOCTH
COTPYAHUKOB. MHCTpYMEHTBI W TEXHOJOTHMH, HCIOJIB30BaHUE CHEIHATU3UPOBAHHBIX
CHCTEM OOHapyKEeHHUS U NMPEIOTBPAICHUSI BTOPIKEHHM, a TAK)KE YIPaBICHUE MHIUACHTAMU
Oe3onacHocTH, 4TO obecnieunBaeT 3(h(HEeKTUBHOE pearnpoBaHue Ha YIPO3bl U MHLIUACHTHI.

Orta Tabnuua npeHa3zHaueHa AJ1s TOro, YTo0bI 1aTh HCUEPIIBIBAIOLINI 0030p METOI0B
oOecrieueHus1 0€30MaCHOCTH JJIsl TPOMBILIUICHHON aBTOMAaTH3alMKd U CETeH yNpaBlICHMS,
KOTOpble MOTYT OBITH aJanTHPOBAHBI M BHEAPEHbI B COOTBETCTBUU CO CHELU(PHUKON
U TOTPEOHOCTSAMH KOHKPETHOTO TPEANpPUATHs. BxitoueHne pasmuuHbBIX —KaTeropui
METO/IOB U TEXHOJIOTHIl B TaONHIly TO3BOJIICT B MOJIHOM Mepe MOHSTh MOAXObI K 3alUTe
MPOMBIIUIEHHBIX CETEH M CIIOCOOCTBYET CO3aHNI0 3P PEeKTUBHON cHCTEMbI OE30MTaCHOCTH.

Obecneuenne 0e30MacHOCTH NPOMBILUICHHBIX CETEH aBTOMATH3aLNHU U YIIPABICHHUS
Ha MPEANPHUITUSAX NPEACTaBISAET COOOH KOMIUIEKCHYIO 3a/ady, TPeOYIOIIyI0 MHTErpanun
Pa3JIMYHBIX AaCHEKTOB — TEXHUUYECKHX, OPraHM3alMOHHBIX M YeJOBEYECKUX. BakHo
NPUMEHATh COBPEMEHHBIE TEXHOJIOTUH, TAKHE KaK MU(PPOBAHUE U CUCTEMbI OOHApYKEHHUS
BTOP’KEHHH, a TAKKE YACIATh BHUMaHUe 00yUeHHIO epCoHaa.

BpiBoabI

ApanTanys K HOCTOSHHO MEHSIOIEMYCS JaHAmadTy yrpo3 sBIseTcs KIIOYEeBbIM
3JIEMEHTOM 3aIIUTHI, YTO MOJPA3yMEBAET PETYJSIPHYIO OLIEHKY PUCKOB U OOHOBJICHHE Mep
0e30MacHOCTH B COOTBETCTBHU C HOBBIMHU BBI30BAMHU. YUET CYIICCTBYIOIIMX CTaHAAPTOB U
pexomennanuid, Takux Kak ISA/IEC 62443, nomoraer BbIpaboTaTth 3(QQPEKTHUBHbIC
MOJUTUKU 0€30MacCHOCTH U MUHUMHU3HPOBATh PUCKH.

C yueroMm pacTymiero B3auMOJCHCTBUS HMH(POPMALMOHHBIX U OIEPALMOHHBIX
TEXHOJIOTMH HEOOXOAMMO pa3padaThiBaTh METOABI, KOTOpbIE OOecledyaT COBMECTHYIO
0e30MacHOCTh 3THUX CHCTEM, YUMTBHIBAas MX YHUKAJIbHBIC XapaKTEPUCTHKU. DPPEeKTHBHBIC
CHCTEMBbl MOHUTOPHHIA M OBICTPOrO pearupoBaHMs HAa MHLUUACHTHI UTPAIOT KPUTUUECKU
B)XHYIO POJIb B MUHUMM3ALUH MOCIEACTBUN MOTEHIMAIBHBIX aTaK, YTO TpeOyeT HaIN4us
YETKUX MIPOTOKOJIOB AEHCTBUI.

bezonacHocTh mOKHA CTaTh MPUOPUTETOM HAa BCEX YPOBHAX OPraHM3alUH — OT
PYKOBOJCTBa /10 ONepaunoHHOro nepcoHana. Co3panue KyJlbTypbl 0€30MaCHOCTH, II€ BCE
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COTPYIHHUKH BOBJICUCHBI B MPOLECCHI 3aLIUTHI, CIIOCOOCTBYET CHIDKECHHIO PHUCKOB. BaxHo
TaK)Ke aKTHBHO HCCJIEIOBATh W BHEIPATH HOBBIC TEXHOJIOTHMH, TAKHE KaK MCKYCCTBEHHBIN
WHTEJUVICKT ¥ MallMHHOE OOy4yeHHe, YTOObl MOBBICUTH YPOBCHb AaBTOMATH3alUU U
3¢ GEeKTUBHOCTH  3alIUThl MPOMBIIUICHHBIX ceTed. Takum o0pa3om, 0e30macHOCTh
MPOMBIIUICHHBIX CEeTeH TpeOyeT MOCTOSHHOTO COBEPUICHCTBOBAHHS METOAOB M CTPATETHH, a
TaKXKe B3aUMOACHCTBHS BCEX 3aMHTEPECOBAHHBIX CTOPOH Uil oOOecreueHHs HaJeKHOU

3alllHTHI.
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Abstract. Security systems have become an integral part of the existence of modern
industrial enterprises. For such a system to function smoothly, it is necessary to create better
conditions and automate this process. Trends in the development of modern security systems
are directly related to extensive automation and integration, which affect not only security
systems, but also other processes at the enterprise, for example, the automated enterprise
management system. Design process and comprehensive study play an important role in the
creation of an automated security system, since at this stage all the qualitative characteristics
of the future security system are laid down. The author analyzed modern trends and challeng-
es in the market related to the implementation of automated security systems, as well as their
impact on the level of security at an industrial enterprise. The main focus of the article is on
the concept of integrating monitoring, control, and threat prediction technologies, which can
significantly improve the effectiveness of risk management. The results of the study demon-
strate that the implementation of automated systems helps to reduce the number of incidents,
and increases the overall discipline and level of responsibility of employees.
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Annoramus.  Kayincizmik = okyienepi  Kazipri  3aMaHFbl  ©HEPKICINTIK
KOCIOPBIHIAPBIH OMip CYpyiHiH axbIpamac Oedririne aitHanpl. MyHmai xyiie OipKaJbIIThl
JKYMBIC iCTeyl YIUIH >KakChl >KaFfail >kacar, Oyl MpoIecTi aBTOMATTaHABIPY KaKeT.
3aMaHayW Kayinci3ik KyHelepiHiH JaMy TeHICHLMSUIapbl TeK Kayilci3mik sKylenepine
FaHa eMec, COHBIMEH KaTap KocilopblHaa 6ap 6acka J1a mpolecTepre, MbICallbl, KCIMOPBIH/IBI
OackapyAblH aBTOMAaTTaHABIPBUIFAH KYHECiHE ocep eTEeTiH KeH TapalfaH aBTOMATTaHIBIPY
MEH WHTErpalusFa TikeJlel OalnaHbICTHl. ABTOMATTaHABIPBUIFAH KayilCi3diK KyHenepin
KypyJla MaHbI3/Ibl peiijii kobanay »oHE Oap HIoaHCTapAbl JKaH-KaKThl 3€pTTEY Mpoleci
aTKapaJibl, OUTKEHI JIOJI OChl Ke3CHJe OoJalak Kayirci3iK jKyHeCiHiH OapiblK carajbIK
CHUIaTTaManapbl OeiriieHei. ABTOp aBTOMATTaHbIPbUTFaH KayilCi3aiK xKyHenepin eHrizyre
0alilaHBICTBl HAPBIKTAFbl aFbIMJIAFbl YPAICTEp MEH KHUBIHIBIKTapAbl, COHJIAl-aK OJapIbIH
OHEPKICINTIK KOCIMOPBIHIAFbl KAYITICI3/IIK JIeHreliHe ocepiH TanjaraH. MaKanaHbIH HETi3ri
OarpITHl TOyeKemaepai Oackapy THIMIUIITIH alTapibIKTail apTThIpa aJaTblH MOHUTOPHUHT,
Oakpulay JKoHE KayinTepli OoJpkay TEXHOJOTHSUIApPBIH OIpIKTipy TYKBIpBIMIaMachlHa
apHasFaH. 3epTTey HOTHKENepi aBTOMATTaHAbIPbIIFaH XKYHeNIep/Ii €HT13y OKBIC OKUFaTapIbIH
CaHbBIH a3aiiTyFa KOMEKTECETIHIH, COHBIMEH KaTap KbI3METKEpJCpAiH >Kalmbl TOpTiOi MeH
JKayarnKepIIiIiriH apTThIPaTbIHBIH KOPCETTi.

Tyiiin ce3mep: aBTOMaTTaHABIPY; MHTErpamys; KayilcCi3miK XKykeci; KOCIMOPHIH;
OHEPKACIMNTIK KOCIMOPBIHHBIH MpoLecTepi
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AnHotamus. Cucrembl oOecrieueHUs O€30MACHOCTH CTall HEOThEMIIEMOMN
YacThI0 CYIIECTBOBAHHS COBPEMEHHBIX TPOMBINUICHHBIX mpeanpustuit. Jus Toro,
4TOOBI Takas CUCTeMa (pyHKIMOHHMpOBaja Oecriepe0OiHO, HEOOXOUMO CO3/aTh JyUIlIne
YCIIOBUSI M aBTOMATHU3MPOBATH JAaHHBIM Mpolecc. TEHACHIUU Pa3BUTHS COBPEMECHHBIX
CUCTeM O0€30MaCHOCTH HamNpsSMyl HWMEIOT CBSI3b C IIMPOKOW aBTOMAThU3alued u
WHTETpaluel, KOTOPhIE 3aTParuBaloT HE TOJILKO CHUCTEMbI O€30MaCHOCTH, HO M OCTaJIbHBIC
CYIIECTBYIOIIME HA MPEIIPUATHU TPOIECCHI, HATIPUMEDP, aBTOMATU3UPOBAHHBIC CHUCTEMBI
yIpaBJiCHUS TPEANpusATUsS. BaxkHyto poJib MpU CO31aHUU aBTOMATU3HPOBAHHON CUCTEMBI
obecrieueHus: 0E30IMaCHOCTU MIPAET MPOLECC MPOSKTUPOBAHUS U BCECTOPOHHETO U3yUCHUS
CYIIECTBYIOIIUX HIOAHCOB, IIOCKOJIEKY IMEHHO Ha 3TOM 3Talle 3aJI0’)KEHbI BCE KAaUCeCTBECHHBIC
XapaKTEePUCTUKU Oy TIyIIeH CUCTEMBI O€30MacHOCTH. ABTOP MPOaHAIU3UPOBAl COBPEMEHHBIC
TEHJCHIIMM W BBI30BBI HAa pPBIHKE, CBS3aHHBIC C BHEJAPCHHEM aBTOMATH3MPOBAHHBIX
cUcTeM oOecrieueHusl Oe30MacHOCTH, a TaKKe MX BJIMSHUE HA YPOBEHb 0€30MacCHOCTH Ha
MIPOMBINIUICHHOM npeAnpusTiHr. OCHOBHOE BHUMAHKE B CTaThe HAIPABJICHO HA KOHIICTIIIUIO
WHTETPAIlMA TEXHOJIOTHI MOHUTOPHHIA, KOHTPOJIS M MPEABUJICHUE yrPO3, YTO MO3BOJISIET
CYIIECTBEHHO MOBBICUTH 3(DPEKTUBHOCTh YIPaBIICHHs PUCKaMU. Pe3yibraThl Ucclie10BaHUs
JIEMOHCTPUPYIOT, YTO BHEJPEHUEC aBTOMATH3HPOBAHHBIX CUCTEM CIIOCOOCTBYET CHHXKECHUIO
YHClia UHIUICHTOB, a TAKXKe MOBBIIIACT OOIIYI0 AUCIUIUIMHY U YPOBEHb OTBETCTBEHHOCTH
COTPY/IHHKOB,

KaroueBble cJioBa: aBTOMaTHM3alMs;, WHTETPAlUs; CUCTEMa OOCCIICUCHHS
0€30I1acHOCTH; MPEATPUSITHIE; MTPOILECCHl TPOMBIIIICHHOTO TIPS IPUSTHS

Hna  uyumuposanusn: A. Maxees. ABTOMATU3UPOBAHHAA CHCTEMA
OBECITIEYEHHA BE30IIACHOCTHU IIPOMbILIJIEHHBIX ITPEJITPUATUM // MEX-
JIVHAPOJHBIN JKYPHAJI HHDOPMAIJHOHHBIX U KOMMYHUKAIIMOHHBIX
TEXHOJIOTHH. 2024. T. 5. No. 19. Cmp. 115-127 (Ha pycc.). hitps://
doi.org/10.54309/1JICT.2024.19.3.010.

BBenenne

AKTyaJIbHOCTh JIAHHOU TE€MbI O0OYCJIOBJIICHA TEM, YTO B TIOCJICIHUE TO/IBI TOCTOSIHHO
BO3pacTaeT YMCIIO MHIUJCHTOB, CBSI3aHHBIX C HAPYHICHUSIMH 0OE30MacHOCTA Ha KPYITHBIX
MTPOMBINUICHHBIX TPEATNPUATHSIX. DTO BKIIFOYACT B CEOSI KaK PU3NICCKHUEC yTPO3bI 0€301aCHOCTH,
TaK M CHCTEMAaTHUYECKUE KNOepaTaKy, a TAK)Ke UHBIC pa3iInuHbie pUCKU. [[o3TOMY co3maHue
3¢ (EeKTUBHOM aBTOMATH3UPOBAHHON CHCTEMBI JJIsi 00ecTieueHus] 0€30MaCHOCTH CTAHOBHUTCS
O0COOCHHO Ba)KHBIM. YBEIIMYCHUE YHCIa KHOEPyrpo3 U (pU3MUECKOi MPEeCTyMHOCTH CTaBUT
MTPOMBINIUICHHBIC TIPENPHUSATHUS TTepei HEOOXOUMOCTHIO BHEJIPEHUSI COBPEMEHHBIX CHCTEM
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0e30macHOCTH, @ B CBOIO OYepe/b, aTaKd Ha MPOMBIIIJICHHBIE OOBEKTHl MOTYT HPUBECTU
K 3HAYUTEIbHBIM SKOHOMHYECKHUM MOTEPSM W IIOCTaBUTh IO/ YIpO3y JXHU3HM JIIOJCH.
BHeapenue Takux TEXHOJIOTHH B CHCTEMY O€30MaCHOCTH HMPOMBILUICHHOTO HPEANIPUSTHS,
KaK MCKYCCTBEHHBI MHTEJJICKT M MAIIMHHOE OOydeHHE, OTKPHIBAET HOBBIE BO3MOXHOCTU
JUIS1 TIOBBILICHUS YPOBHSI 0€3011aCHOCTH Ha MPEANPHATHSIX.

Lenbto cTaThy HAa TEMY «ABTOMATH3UPOBaHHAsI CUcTeMa oOecTiedeHns 0e30acHOCTH
NPOMBIIUICHHBIX HPEANPHUATHID BBICTYHAET NMPOBEACHUE aHAIN3a HanOoJIee aKTyaJbHbBIX
TEXHOJIOTMA W METOJAUK, KOTOpPHIC HCIONB3YIOTCS TMPEkKAE BCEro Aisl 00ecreueHHs
0e30MacHOCTH Ha NPOMBILIUICHHBIX OOBEKTaX, C ILEJIbI0 BBIIBICHUS ONTHUMAJBHBIX U
aKTyaJbHBIX PEIICHUH /ISl aBTOMaTH3aLUH CUCTEM 0€30MacHOCTH.

Hcxons U3 1enu cTaThy, BBITEKAIOT CIIEAYIOLINE OCHOBHBIC 3a/1a4H:

1. HccnenoBanue CyHIeCTBYIOUIMX CHCTEM obecreueHHs Oe30MacHOCTH Ha
MPOMBIIUICHHBIX TPEANPHATHSIX;

2. Omnpenenenue  KJIIOYEBBIX TpeOOBaHMH K  aBTOMATHU3ALUMM  CHCTEM
oOecrieueHus1 0€30MacHOCTH;

3. Pa3paboTka pekoMeHIauni 10 BHEAPEHUIO aBTOMAaTH3UPOBAHHON CHCTEMbI
oOecrieueHus1 0€30MaCHOCTH.

['unore3a nccnepoBanms 3aKII0YAETCS BO BHEAPEHUH aBTOMATU3UPOBAHHON CHCTEMBI
oOecrieueHus1 0€30MAaCHOCTH HA NPOMBILUICHHBIX MPEANPHUITUSAX, YTO B CBOIO OYepenb
MO3BOJISICT 3HAUYUTENIBHO CHU3UTh PUCKHM MHIHMJCHTOB, CBS3aHHBIX C IPOU3BOACTBCHHBIMU
aBapusIMHM, KUOEpyrpo3amMd W JPYTMMH HETaTHMBHBIMU (AKTOpaMH, KOTOPBIE MOTYT
BO3HHMKHYTb B ()YHKIIMOHUPOBAHUH MIPEANPHUTHS, OJ1arojapsi aBTOMaTH3aluU U HHTETpalun
COBPEMEHHBIX TEXHOJIOTUIl MOHUTOPHHTA, aHAJIN3a JaHHBIX U ONIEPATUBHOTO PEAarnpoBaHMsI.

Pa3zpaboTka rumoTe3sl B JaHHOM cCllydae OCHOBaHa Ha IPEIMOJIOKEHHH O TOM,
YTO aBTOMATHU3UPOBAHHAsl cUCTeMa OE30MacHOCTH HE TOJBKO CHOCOOCTBYET YIYUIICHHIO
KOHTPOJIS HaJ MPOU3BOJICTBEHHBIMH IPOLECCAMU Ha NMPOMBILUICHHOM MPEIIPUSTHH, HO
TaKke crnocodcTByeT Oosiee 3(PPEKTUBHOMY HCIIOJIB30BAHUIO PECYPCOB NPEANPUATHH, a
BMECTE C TEM U ONTHMHU3ALMH 3aTPAT U TOBBILICHUIO YPOBHS 3aLUThI APYTHX €TO CHCTEM.

MeToabl M MaTEpHAJIbI

B cratbe wucnonbp3oBaH TakoW METOA, KaK AaHaJIM3 CYLIECTBYIOIIUX CHCTEM
0e30MacHOCTH Ha MPOMBIIIICHHBIX NPEANPHUATHI MOCPEACTBOM H3Y4YEHHUS JIUTEPATyphl
[0 TeMe, a TaKKe HPOBEICH CPAaBHUTEIBbHBIM aHATN3 B BHIC OLECHKHU PAa3HBIX IOAXOAOB
K oOecredeHn0 ©O€30MacHOCTH IPOMBIIIICHHBIX mnpeanpustuil. Cpeau MarepuaioB
UCIIOJIb30BaHbl: HAYYHbIC CTAThU U )KypPHAJIBI 10 TeMe; Y4eOHbIe T0coOusl.

OcHoBHasg yacTb. Ha gaHHBIE MOMEHT COBPEMEHHBIC KPYIHBIE NMPOMBIIIJICHHBIC
OPEANPHUATUST CTAJIKUBAIOTCS C OTPOMHBIM KOJIMYECTBOM YIpo3, KaK BHYTPEHHHX, TaK U
BHEIIHUX. DTU YIpo3bl MOT'YT UMETh Pa3HbIM XapakTep, HauMHas OT HECYACTHBIX CIydacB
U yTeueK MH(OpMaluu 10 TEPPOPUCTHUECKUX AKTOB M aTaK HA KOMIIBIOTEPHBIC CHCTEMBI.
[losToMy Ha ceroaHsMIHMI JAEHb BO3pPAcCTaeT peanbHas HEOOXOJUMOCTb CO3/aHHE
Haubousee 3(h(heKTUBHOIM cUCTeMBbI oOecrieueHus] Oe30MacHOCTH, KOTopast OyAeT TpaMOTHO
aBTOMAaTH3UPOBAaHA M MHTETPUPOBaHa Ha TpeAnpusTiy (Abanmazos, 2023). B stoM koHTEKCTE
ABTOMAaTH3UPOBAHHbIC CUCTEMBI 0OecIieueHHs 0€30MaCHOCTH MPEICTABISIOT CO00M BaXKHBIN
MHCTPYMEHT, KOTOPBIA MO3BOJISIET MHTEIPUPOBATH PA3IUUYHBIC ACIEKThl O€30MAaCHOCTH U
YIpPaBJIsATh JAaHHBIMU aclleKTaMM B €IMHON MH(POPMALMOHHOH cperie.

ABTOMaTH3MPOBAaHHbIE CHCTEMbI oOOecreueHus Oe30MacCHOCTH MPOMBIIUICHHBIX
OPEANPHUATUI MPEICTaBISIOT COOOM LEIOCTHBIH KOMILIEKC TEXHHYECKHUX M MPOTrPaMMHBIX
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CPEACTB, MpPEAHA3HAYCHHBIX MJISI 3allUThl OOBEKTOB OT PA3IMYHBIX YIPO3, BKIIOUYAs
HECaHKLMOHUPOBAHHBIN 1OCTYTI, TI0KapPbl, aBAPUHU, TEPPOPUCTHUECKHUE AKThI M JPYTUE PUCKH.
Taxue cucteMbl IpeAHA3HAYCHBI TSI TOBBILICHUS YPOBHS 0€3011aCHOCTH, 3aLLIUThI IEPCOHANA
1 UMYILECTBA, a TAKXKE sl 00ECTIeUCHNUS BHIIIOIHEHHSI HOPMATUBHBIX TPEOOBaHUH.

[TonHoneHHast cucTeMa OEe30MaCHOCTH MPOMBIIUICHHOTO HPEANPHUATHS BKIIOYACT
B ce0s B TOM YHCIEC U MEPONPHITHS, KOTOpPbIE OOECIEUMBAIOT 3aIIUTYy HE TOJIBKO
KOH(pUICHINAIFHOH MH(pOpManuu, HO U Ou3Hec-mpoueccoB. [loaToMmy crozma ke BXOZIST
COXPaHHOCTh B@KHBIX JOKYMEHTOB, OOecIieueHHE KOHTPOJS AOCTyIa Ha MpEeIupHUsTHE,
MIPOTUBOJICHCTBIE HE3aKOHHOMW JEeSITeThHOCTH, HanpuMep kpaxe u T. 1. (byd u np., 2018).

B cBs3um ¢ 3TMM, aBTOMAaTH3MPOBaHHAs cHUCTeMa oOecredeHus: Oe30MacHOCTH
3aKIII0YaeTCs HE TOJBKO B MH(POPMALIMOHHON 0€30MacCHOCTH M MPOTHBOACHCTBUU YIpo3aM
XaKepoB, HO U B TIOAJCPKKE BCEX MEPOIIPUATHH, KOTOpPBIC HE CBSI3aHbI C HHPOPMALHEH.

[TpoMbIIUIEHHBIE CETH ABTOMAaTH3alUM W YHPABJICHUS WUIPAIOT KIIOUEBYIO POJIb
B COBPEMEHHBIX MPOM3BOACTBEHHBIX Mporeccax. OHM 00ecreurBalOT CBSI3b MEXKIY
Pa3IMYHBIMU 3JIEMEHTaMH CHCTEMbl YHPABJICHUS, TAKUMHM KaK JaTYMKH, KOHTPOJUIEPH U
HCIIOJTHUTEIbHBIE MEXaHN3MbI. OTHAKO C YBEJIIMYEHHEM CIIOKHOCTH ATHX CETe BO3pacTaeT
1 PUCK BO3HUKHOBEHUSI Pa3JIMUHBIX YTPO3, KaK BHELIHUX, TAK U BHYTPEHHHUX.

K MeTomam oGecrieueHus! TPOMBILIICHHBIX CETEH aBTOMAaTH3alM1 U YIIPABJICHUS Ha
OPEANPHUSITUN MOKHO OTHECTH!

1. Hcnonb3oBanue B paboTe MPOMBILIJICHHOTO MPEANPHUSITHS COBPEMEHHBIX
MIPOTOKOJIOB Oe30macHOCTH [uIsl 3amuThl cerei, Hampumep: TLS/SSL; VPN; mexanu3msl
ayTeHTU(HUKALUN U aBTOPU3ALIUH;

2. [lonHonenHast paspaboTaHHasi CHCTEMa MOHUTOPHMHIA, KaueCTBEHHO
BHE/IPEHHAs B PadOTy MPEANPUATHS C LIEIbI0 CBOEBPEMEHHOTO 0OHApPY>KECHHS MCTOUYHHKOB
YIPO3 U PUCKOB, BBISBIISAS aHOMAJIUH B PEAIbHOM BPEMCHH;

3. BHeapenune B paboTy IpeAnpUATHS HCKYCCTBEHHOTO MHTEIUIEKTa, KOTOPBIH
B pabOTe MOXKET ChIrpaTh KIIOUEBYIO POJIb, TOCKOIBKY TAKUM CIIOCOOOM aHann3 OOJIBILIOTO
KOJINYECTBA AaHHBIX Oy/AET IPOXOAUTH ObICTpEE, OTCI0A CIICAYET U TO, YTO ITOTEHIMAIbHBIC
YIpo3bl Uil MPOMBILUICHHOTO MNPEANpUATHs OyOyT HalAeHbl Tropa3fo ObIcTpee.
Taxke ¢ IMOMOILBIO HCHONB30BAaHUS HMCKYCCTBEHHOTO HHTEIJIEKTa MOXKET HPOM30HTH
3a0J1IarOBpEMEHHOE MPEAOTBPAILCHIE BO3MOXXHBIX HHIUICHTOB;

4. OOyuenue nepcoHaa, moCKOIbKY UMEHHO YeJIOBEUECKUH (PaKTOP BBICTYIIACT
KaK OCHOBHasI IPUYMHA WHIUJICHTOB 0€30IMIaCHOCTH, U MOITOMY 00yueHHE COTPYAHUKOB Ha
PETYJISApHON OCHOBE MIOMOKET 3HAUYMTENLHO CHU3NTH pucku (["amarenko, 2019).

Hns toro, 4roObl 00eCHEYUTh HAa MPOMBIIIJICHHOM MPEIIPUSATHN IOJHOLECHHYIO
0e301acHOCTb, OOJBLUIMHCTBO PYKOBOAWTENCH HCIOJIB3YIOT LEJBIH KOMILJIEKC PECypCOB,
KOTOpbIC BKJIIOYAIOT B Ce0s: MaTepHuaibHble Pecypehl; Kaapbl; HHOOPMALMOHHBIE PECYPCHI;
TEXHUYECKHE PECYpChl; MPAaBOBbIC M HOPMaTUBHBIC pecypchl. Ha pucynke 1 paccMoTpum
OCHOBHBIE MOMEHTBI 00€CTICUEHUSI CHCTEMBI 0€30I1aCHOCTH Ha TPOMBIIITICHHOM ITPEIPHUSTHH:
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MHTSFPMPOEEHHEH cucTema BesonacHocTu obbkekTa 1 cnaboTouyHbie cucTeMb!

a / Opranuaaumna
/' BesonacHocTh Ha

[bimoypanetive u T obbekTax rasoBoro
NPOTHEONOKAPHAA {
asTOMAaTHMKa

BupeoHabniogenve ( 5 y 1 ' )
€ YAANEeHHbIM = = - E ~"_/  Yacopwmkaums u

TOuHOe Bpems

Tenedonus,
ABTomaTtuzauma o KOMMEIOTePHBIE 1
yrnpasneHus = 2 CAAGOTOMHbIE CETU

VIHAEeHe DHBIMW
cucTeMamu

BHYTPeHHAA CBA3b,
OMOBOHbI, o=
; BUACO-AOMOGOHD! ¢ : AOCTYNOM 1 YHeTOM
< MoxapHaa = paboyero BpeMeHn
CUrHanusauma . y. i
" Cpepcrea oxpaHsl
nepumerpa

Puc.1 — Cucrema 6e3omacHoCTH 00BEKTA

K KoMIoHeHTaM aBTOMAaTH3WPOBAHHOM CHUCTEMBI OE€30MIACHOCTH MPOMBIIUICHHBIX
MPEeINpUATHH MOKHO OTHECTHM TPU OCHOBHBIX KOMIOHEHTa. llepBbIii KOMIOHEHT — 3TO
¢usnueckas 6e3onmacHOCTh. B He€ BXOIAT Takve KOMIIOHEHTHI, KAK KOHTPOJb JOCTyHa, a
TaKKe CHTHaJIM3auusi W BUAeoHaOmroaeHue. KoHTponb JocTyma — 3TO HMCHOJIb30BaHHE
CIIOKHBIX WJIM MPOCTHIX OMOMETPHUYECKUX CHCTEM, MPOIYCKOB M BHICOHAOIIONEHHS IS
YIOpaBIEHHUsST BXOJOM Ha TEPPUTOPHUIO MPOMBIIIJIEHHOTO mpennpustud. CurHanuzanus
U BUACOHAONIIOJCHUE — 3TO COBOKYIHBIE CHUCTEMBI, KOTOPBIE MO3BOJISIOT OTCIEKHBATH
MIOTIBITKH TOCTYTIa TOCTOPOHHUMU JIFOJIbMH, a TAK)KE OCYILECTBIISITH MOHUTOPUHT TEPPUTOPUN
MPEINPUATHS B PEKUME PEaIbHOTO BPEMEHH.

Bropoii KOMIOHEHT — 3TO MH(QOPMALMOHHAS 0E30MaCHOCTh, B KOTOPYIO BXOIUT
3alllUTa CeTU U YNpaBJIeHNE JAaHHBIMU. 3alllUTa CETH — 3TO UCMOJIb30BAHUE AHTUBUPYCHBIX
OporpaMM M CHCTEM OOHapy)KEHHUsl BTOPXKEHHUH Al oOecriedyeHus KuOepOe30macHOCTH
MH(QOPMAMOHHBIX CHCTEM NPEANPHUATHS W MPENOTBPALICHUE B3JIOMa C IENbI0 3axBaTa
uHpOpManMK. YmpaBlieHHE JaHHBIMH — 93TO 3aluTa KOH(pHUICHUMATbHOH MH(OopManmn
OPEANpHUATHS, a TakKe [MU(PpPOBaHUE BaXXKHBIX JAaHHBIX W BHEAPEHHE IPOTOKOJIOB
0€30MacHOCTH.

Tpetnii KOMIOHEHT — 3TO MPOW3BOJACTBEHHAS 0€30MACHOCTb, B KOTOPBIH BXOJHT
MOHHUTOPUHI TEXHOJIOTUYECKMX TMPOIECCOB MPEANPUATHS M HaJIAKEHHBIE CHCTEMBI
ONOBEIICHNA. MOHHUTOPUHI TEXHOJOTMYECKHMX MPOIECCOB — OTO HCIONb30BAHUE
CHEIUAIBHBIX  JAaTYMKOB UM  aBTOMATH3MPOBAHHBIX CHUCTEM JUId  KOHTpPOJsS  3a
MPOU3BOACTBEHHBIMHU MPOLECCAMH C II€NbI0 MPEJOTBpAIIECHUs aBapuil U Pa3IUYHBIX
HECaHKI[MOHUPOBAHHBIX HMHUUJAEHTOB. CHCTEMBI OIOBEIEHUS — 3TO aBTOMAaTHYECKHE
CUCTEMBI OIMOBEIEHHS O YPE3BBIYAMHBIX CUTYAlHsIX, C TOMOLIbI0 KOTOPBIX MPEICTaBIIETCS
BO3MOXKHBIM OBICTPO MH(POPMHUPOBATH COTPYAHUKOB O BO3HUKIIMX Yrpo3ax 0e30MacHOCTH
Ha npeanpusatun (Jomapes, 2020). Ha pucynke 2 paccMOTpuUM NoJcucTeMy OOHApYKEHHUs

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 W
International License A

120



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

aTakK aBTOMaTH3I/IpOBaHHOﬁ CHCTEMBI 0€30MaCHOCTH:

CucTame
oBHapy#eHUA aTakK

CHCTembl aHanuaa CucTemel oBHapywaH WA CHcTEMEl DBHApYHEHWA
SELUMLLEHHOCTH aTaK B NPOLUECCE WX COBEPLUEHHBIX ATaK
peEsAMIa LMK
[
[ ]
DfMaHH bie CHCTEMBI CucTemel
CUETEMBI aHanuaa KOHTRONA
WYPHanNoE LB NOCTHOCTH
PEFUC TR ALK

Puc. 2 — [loxcucrema oOHapyKEeHHUsI aTaK aBTOMATU3MPOBAHHON CUCTEMBI 0€30MACHOCTH

Hcxons u3 prcyHKa 2, BBIICTHM KIIIOUEBbIC MPEHMYIECTBA aBTOMATU3UPOBAHHON
CHCTEeMBbl 0E30MacHOCTH Ha MPOMBIIUICHHOM MPEINPUSITHN: HWHTErpanus HH(opMarmy,
YTO TIO3BOJISIET 3HAYUTEIHHO MOBBICUTH dP(PEKTUBHOCTh PabOYMX MPOLECCOB U U30EkKaTh
NyOJMPOBAHUST YCHIIUI; CHIDKEHHE PUCKOB Ha MPEIIPHUSITHH, MMOCKOJIBKY aBTOMATH3AIIHs
MO3BOJISIET TOPa3 0 OBICTPEE pearnpoBaTh Ha HIHICHTHI B PEATbHOM BpEMEHU, MUHUMH3HPY ST
MpU 3TOM PHUCKH JUIsi 00OpYIOBaHUSI M TIEpCOHANA; yNYyYIICHHE MOHHTOPHHIA Yrpo3 H
PHCKOB, TIOCKOJIbKY aBTOMATH3UPOBAHHBIE CHUCTEMBI OE30MACHOCTH MPEANPHSITHS W HUX
COBPEMEHHBIE AIIEMEHTHI TTO3BOJISIFOT COOTBETCTBYIOIIUM OTJIENIaM MPEIIPUSATHS TPOBOAUTH
aHaJM3 BOZHUKIINX paHee MHIUICHTOB, 2 BMECTE C TEM BBIABIISATH HauOolyiee ysS3BUMBIC
MecCTa, CIIOCOOCTBYSI MOCTOSIHHOMY YITYYIICHHIO CHCTEMbI 0€301IaCHOCTH; CHUKEHHUE 3aTpar
Onarojapsi aBTOMaTH3allMK MIPOIIECCOB CUCTEMBI OE30MACHOCTH, YTO B Pas3bl COKpPAaIIalOT
pacxojibl Ha 6e3omacHocTh (3unbdepOypr u ap., 2020).

Taxke cnenyer oOpaTUTh BHUMaHWE Ha OOJBIIOE KOJMYECTBO BUAOB CHUCTEM
obecrieueHust Oe3onacHocTH mpennpustus. CucTeMa KOHTPONS JOCTyHa, B KOTOPYIO
MOYKHO OTHECTH OMOMETpPHYECKHE CHCTEMBI, KapThl AOCTyNna. Takue CUCTEMbI IOMOTAIOT
MpeJoTBpallaTh HECAHKIIMOHUPOBAHHBIA BXOJ HA MPEANPHUSITAE W TPOBOIUTH yYeT
nocemaeMocTy. Takke OHU KOHTPOJIUPYIOT IOCTYIT COTPYAHUKOB MPEINPHUSTHS U TOCTEH B
ompenenennsie 30061 (MBamenko u mp., 2019).

CucteMbl ~ BUJICOHAONIONEHMS, KOTOpbIE  BKIIOYAOT B ce0s  Kamepsl
BUICOHAOIIIOJICHNS, CUCTEMBI 3BYKOBOW 3alllCH M TIepe/iaur JIaHHBIX, YTO B CBOIO Oo4Yepe/ib
MO3BOJISIET 00JIee TOUEYHO KOHTPOIMPOBATH MPOUCXOASIIECE Ha TEPPUTOPHHU MPEIIPUSITHS.
Takast cucTemMa ITOMOTAeT BBISIBIATH COBEPIICHHBIC MPABOHAPYUICHUSX, WHIUACHTOB H
CIIy’aT JI0Ka3aTeJIbCTBOM B CJIy4ae YpEe3BbIUANHBIX CUTYALU.

CucTeMbl CHTHAM3allMd, KOTOPbIE B CBOIO O4Yepe]b IMOMOTAIOT OOHAPYKHUTh
HECaHKIIMOHUPOBAHHBIC MPOHUKHOBEHHSI HA TEPPUTOPHIO MPOMBINUICHHOTO MPEIIPUSITHS
W MOTYT BKJIIOYATh B ceOsi M JATYUKHU JBIDKCHHS, Pa3OUTHs CTEKOJ, TaK W HOBEHIIHH
WHTEJUIEKTYaIbHBIC TEXHOIOTHUH. biiarogapst mogo0HbBIM cHCTEMaM MTPOUCXOIUT MTHOBEHHOE
YBEIOMJICHHE OXPaHbl O BO3MOYKHOH yIrpo3e MPEeANPUSTHIO U €r0 UMYIIECTBY.

CucteMbl MOHHTOPHHTZ M YIIPaBJICHHUS, KOTOpPbIE IOMOTAIOT KOHTPOJIUPOBATH
BHYTPEHHEE COCTOSIHUE 000PYIOBAHMS U BCEX MPOM3BOJCTBEHHBIX MPOLIECCOB, TAKKE TAKHE
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CHCTEMBl MOTYT BBINOJIHATh MHTETPUPOBaHHbIC (YHKLIUHM O€30mMacHOCTH mpoueccoB. Mx
M0JIE3HOCTH 00YCIIOBJICHA ONIEPATUBHBIM pearupoBaHUEM Ha TEXHUYECKUE COOU U aBapHuH.

CucteMbl TOXapHOH 0€30MaCHOCTH, KOTOPBIE COCTABISIIOT OCHOBY O€3011aCHOCTH
Mr000r0 KpyMHOTO MPOMBIIUICHHOTO Npennpusitus. Briodaror B ce0s Takue BaXKHbIC
CHCTEMBI, KakK: OOHapyXeHHE JAbIMa, aBTOMAaTHYECKOE TYLICHHWE OTHs, ONOBEIleHHE 00
HKCTPEHHOM 3BaKyaunu. Takue CUCTEMBbI 3aLUIIAI0T NPEIIPUSITHE OT CEPHE3HBIX YTPO3, IPU
3TOM MUHHMU3UPYS PUCKH JUIS )KU3HEH JI0/IeH, a TakKe MaTepHaIbHbBIX IIEHHOCTEH.

CucteMbl knOepOE30IacCHOCTH BHEAPSIOTCS € LEJIBI0 00ECTICUEHUS 3alUThI OT aTakK
CO CTOPOHBI XaKepOB, a TAKXKe MPOBOJSIT MOHUTOPHUHI CETEBOM aKTUBHOCTH M TEM CaMbIM
NPEAOTBPAILAIOT BO3MOXKHYIO YTEUKY BaKHbIX AaHHBIX. [loib3a OT momoOHBIX cucTeM
3aKJII0YAETCSl B TOM, YTO OHM SIBJISIOTCSI BaYKHBIM SJIEMEHTOM 3aIWUThl BaKHBIX JaHHBIX,
cucteM u uHpopmanmu npeanpusatus (Msamkun, 2020).

CornacHo otdery mo Oe3omnacHocTd Ha padounx mecrax or MOT, 30 % Bcex He-
CUACTHBIX CIIyyacB Ha MPOM3BOACTBE MOXKHO MPEAOTBPATUTH C ITOMOLILIO COBPEMEHHBIX
TexHoorui 6e3onacHoctu. MccnenoBanue komnannu «Gartner» mokasano, YTO KOMIIaHUH,
BHEJIPSIOLIIE aBTOMAaTH3UPOBAHHbBIE CUCTEMbI O€30MIaCHOCTH, MOTYT COKPATHTh PACXOAbI Ha
Oe3onacHOCTb 10 25 % B TeueHHE TpeX JICT.

Bo Bpems aBToMaTH3anMu CHCTEMbI 0€30MaCHOCTH MPOMBIILIIIEHHOTO TPEATIPUSTHS,
NPEACTaBIACTCS BO3MOXKHOCTH KOHTPOJSI BCeH pabOThl OTHENOB KOMIIAHMH. Taroke
ABTOMATH3aLUs MO3BOJISIET 3HAYMTEIBHO COKPATUTH KOJIUYECTBO PAaOOTHUKOB, MOCKOJIBKY
Oonee omacHble M €MKHE ONEpalyy IO NMPEeIOTBPALICHNI0 PUCKOB U yIrpo3 0e3011acHOCTH
MOYKHO BO3JIOKUTb Ha MAIIMHBl U MEXaHU3MBbl C DJIEMEHTAMH aBTOMATHKH, IOBBIIIAs
npu 3TOM 0€30HacHOCTh W MPOM3BOJAMTENBHOCTh Tpylda y paboTHHKOB. B memowm,
CYLIHOCTb HCIIOJIb30BaHUSI aBTOMAaTH3MPOBAHHBIX CHCTEM OOECIeYeHHUs] 0e30M1acCHOCTH Ha
MPOMBIIUICHHOM MPEINPUATHA MOXKHO TPOAEMOHCTPUPOBATH Ha PUCYHKE 3:

—01 Haysewnne cneumudnim obnewTa ‘
I Buspneswe npobremi |
s  DopmupoRaHLe LSNSR peeHA npofaens ‘

-I Nocranooxa npobneme I— L

Onpegesesine 2NsTEPHATHEHEX NMyTEH
AOCTHHEHHA LLENH

MocTpoesine MOIENEH

Pacyer No mogenam

Puc. 3 - CyH_(HOCTL HCHOJIb30BaHU aBTOMATU3UPOBAHHBIX CUCTEM obecrieuenus 0€30MacHOCTH

Ha MMPOMBINUICHHOM NPEAIPUATHA

Ecnu paccmoTperh mpuMeEphl 10 peaiu3alld aBTOMATH3WPOBAHHBIX CHCTEM
Oe3zomacHOCTH, TO 31IeCh MOXHO paccmoTperh kommanmio OOO «Ceepcramb» -
TUTaHT, KOTOPBIM BBIXOAUT Janeko 3a mnpenensl Poccuiickoit ®denepanuu. Mcnonb3ys
ABTOMATH3UPOBAHHYIO CHUCTEMY OOHAapy)KEHUsI MoXapa, KOMIIAHHs cyMmella 3HAYUTEIbHO
CHU3UTH KOJUYECTBO JIOKHBIX cpabaTeiBaHuid, a UMeHHO Ha 40 %, 9TO MO3BOIMIIO B Pa3bl
COKpaTUTh BpeMs peakliuy Ha Oojiee peanbHbIe YIPO3bl.
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Hpyras kommnanusi, Ford, kotopas Haxogutcs B KpakoBe, BHeIpHiIa CHCTEMBI BU-
JICOHAOIIOICHHS C TOJHBIM aHAJIN30M JaHHBIX. DTO MO3BOJMIIO PYKOBOJCTBY YMEHBIIUTh
B pa3bl KOJIMYECTBO KPaX W MOpYM MMyllecTBa komnaHuu Ha 30 % Bcero 3a mepBblid rox
IKCILTyaTaIH.

Ha HekoTOpbIX 3apyOeKHBIX IPEANPHATHSX, HanpuMmep, Bosch, naBHo BHeapeHBI po-
OOTU3MPOBAaHHBIE CHCTEMBI 0E30IIACHOCTH KOMITAHHUH C LEJIbI0 MOHUTOPHUHTA OKPYKaroIIeH
Cpeibl B TOTEHIMAIBHO OMACHBIX 30HAX, YTO MO3BOJIMIIO CHU3UTD Kazychl Ha 20 % (Mudop-
ManuoHHasi 0e30MaCHOCTh ABTOMATH3UPOBAHHBIX CHCTEM: MTOHSITHE, METO/IBI 00ECTICUCHYSI)

ABTOMaTH3HPOBaHHBIE ~ CHUCTEMbl ~ OOECIeYeHUs  OE30IacCHOCTH  CTaHOBSTCS
HEOOXOIMMBIM SJIEMEHTOM B JICSITEIILHOCTH TIPOMBIIUICHHBIX NPEANPHATHIA. VX BHeapeHue
MO3BOJISIET HE TOJBKO 3alIUIIATh PECYPChl, HO U ONTUMH3HPOBATH TPOIECCHl YIPABICHUS U
MOBBICUTH 00111Y10 3(h (heKTUBHOCTH paboThL. C yueTOM pacTyIuX yrpo3, aBTOMATH3UPOBAHHBIC
CHCTEMBI 0€30MAaCHOCTH SIBJISIFOTCS] BAKHEHIIIMM acIIeKTOM CTPATErn4ecKOoro IIaHUPOBAHHS
M pa3BHUTHs OM3HECAa COBPEMEHHOT'O TIPOMBIIIIEHHOTO TPEIIPHUSTHSL.

Cuctema 6€301acHOCTH NPEeINPUSATHS JOKHA Pa3BUBATHCS BMECTE C TIPEANIPUATHEM
M aJICKBaTHO pearupoBaTh Ha pa3HOOOpa3HbIe yrpo3sl n3BHE. Ha ocHOBe riry0okoro ananmmsa
MU3MEHEHNI OM3HEC-TIPOLECCOB MPOMBIIIICHHOTO MPEANPUATHS, a TAK)KE BHEIIHEH Cpepl,
JO0JKHA MEHSTHCS M MOJICPHU3UPOBATHCS U CHCTEMa ero OezomnacHocTtH. [IpoaHanmsupoBas
COBPEMEHHBIE YIPO3bI M PUCKH, KOTOPBIM MOJBEPTAOTCS MPONU3BOICTBO HA IPOMBIIUICHHOM
HpEeANPUSATHH, TOKA3aJI, 9TO TPAIUIIMOHHBIE ITOIXO0/IbI K 00€CIICYCHU IO CUCTEMBI 0€301TaCHOCTH
He Bcerna spisitores dhdexruBabiME (Kysnenos, 2019) B ycnoBusix ObICTpOro pa3BHTHS
TEXHOJIOTHI M HapacTaHMs CIIOKHOCTH MOTEHIMAIBHBIX YTPO3 BO3pacTaeT HEOOX0IUMOCTh
BHEJPEHHSI ABTOMATH3HPOBAHHBIX CHUCTEM, CHOCOOHBIX OIIEPATHBHO pearupoBaTh Ha
M3MEHEHHS B OKpYKaIOIIeH cpejie 1 o0ecriednBaTh 0€30IMaCHOCTh Ha BCEX YPOBHSIX.

Pe3yabTathl u 00cy:x1eHue

Pe3ynbraTtel JaHHOTO HCCIEIOBAHMS JIEMOHCTPUPYIOT TOJIOKHTEIBHOE BIHMSHHE
Ha MPOMBIIUICHHOE TPEINPHUATHE BHEIPEHHS aBTOMAaTH3UPOBAHHBIX CHCTEM 00ECTICYCHUS
0e30macHOCTH. DTO MOBBIIACT MPOU3BOANTEIBLHOCTD U CIOCOOCTBYET MOBBIILICHHUIO KAYeCTBA
MOHHTOPHHTA M KOHTPOJIS 0€30IIaCHOCTH.

Ha ceromHsmiHuii eHb MHOTHE NPOMBIIUICHHBIC TPEIIPHATHS CTATKUBAIOTCS C
HEJIOCTaTOYHOU 3(P(PEKTUBHOCTBIO TPAJUIIMOHHBIX METOIOB O0ECHEYCHHUs] 0e30MacHOCTH
KaKk BHYTPEHHEH, TaKk W BHENIHEH, YTO TMOAYEpPKHBACT HEOOXOIMMOCTH BHEAPCHUS
aBTOMAaTH3MPOBAHHBIX CHCTEM, CIIOCOOHBIX 00ECIeunTh 0oJiee BHICOKHH YPOBEHB 3al[HThI
JTaHHBIX MPENpUATHA. B Xoze nccnenoBanus ObIIH paCCMOTPEHBI KIFOYEBbIE KOMIIOHEHTEHI,
NPUHLUIB U TEXHOJOTUH, TPHMEHSIEMble B aBTOMATH3MPOBAHHBIX CHCTEMax, BKIFOUas
aJlaNTUBHBIE CHUCTEMBl MOHUTOPHMHIA, AHAJMTUYECKHE HWHCTPYMEHTBI, a TAaKKE CHCTEMBI
paHHEro pearupoBaHusL.

B xoz1e 00cyk/eHns OCHOBHBIX Pe3yJIbTaTOB UCCIIEIOBAHUS Ba)KHO OTMETHTH, YTO
aBTOMATH3aIHs TPOIIECCOB 0OecTIeYeH s 0€30MaCHOCTH Ha TIPOMBIIILICHHBIX MPEATIPUSTHIX
UMEEeT psJI 3HAYUTENBHBIX IpeuMyIlecTB. [Ipexae Bcero, 5TO MOBBIMIACT YpPOBEHb
0€30MacHOCTH 32 CYeT OBICTPOro pearupoBaHMs HA HHIIMACHTHI U CHIDKCHUS YeI0BEYECKOTO
(akropa. Pa3paboraHHBIE alTOPUTMBI TMOKa3alu CBOK 3()(PEKTHBHOCTH B OOHApPYKEHUHU
AaHOMAJINi{, YTO TTO3BOJISET 3apaHee IPHHUMATh MEPBI CUCTEMbI O€30IIaCHOCTH MPEATPUATHS
npotus yrpo3 (Gartner, 2021).

OpHako, MOMHUMO NPEUMYIIECTB, CYLIECTBYIOT W YIPO3bl HpH peau3alyu
aBTOMAaTH3MPOBAHHOI CHCTEMBI 0OecriedeHus 0e30acHOCTH. Bo-mepBhIX, 3TO BO3pacTaHue
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KHOepyTpo3, KOoTopas OOyCIIOBIEHAa TeM, YTO CHCTeMa, KOTopas paboTaeT Ha OCHOBE
UG POBBIX, TO ECTh IEPEIOBBIX, TEXHOIOTHIA, MOKET CTAaTh TJIABHOM MUIIICHBIO aTaK XaKePOB,
a 3TO OIMMACHO B CIIy4ae C MPOMBIIUICHHBIM MPEANPHUITAEM, TTOCKOJIBKY MOXKET TMOJI0OPBaTh
BECh TPOM3BOJICTBEHHBIN Tporiecc. IMEHHO MOATOMY HEOOXOJMMO Y4YEeCTh IOCTOSHHOE
OOHOBJICHUE CHCTEMBI U TIOJJICPIKKH aKTYaIbHOCTH €€ 3aIllUThI OT yTPO3.

Bo-BTOpBIX, 3TO 3aTpaThl Ha 00y4YeHHe mepcoHana. [lockobKy HOBas BHeApEeHHas
cuctema TpeOyeT OT COTPYIHHKOB COOTBETCTBHS IO YACTH 3HAHHIA, TO BECbMa 3aTpPaTHO
HE TOJIBKO B MaTepUAIBHOM IUIaHe, HO W B TulaHe BpeMeHHU. [103ToMy Ba)XHO HaXOIWUTh
3¢ (eKTUBHBIE TPEHWHTH W TPOTPAMMBI 110 TOBBINICHUIO KBATH(DHUKAIMA C IEJIbI0
KauyeCTBEHHOU 1 0€301MacHOM AKCIUTyaTalluy BBEJICHHON CHCTEMBI.

B-TpeTbnux, TpPOMCXOMUT TIOCTOSHHAS WHTETPalds YXKe C CyNIECTBYIOIUMHI
CHUCTEMaMU. JTO CBSI3aHO C TEM, UTO HA MHOTMX MPOMBIIIICHHBIX MPEANPUATUAX YKE TaBHO
CYIIECTBYIOT OTIpeielICHHbIE CUCTEMbI 0€30ITaCHOCTH, U TIO9TOMY BO3HHKAET HEOOXOTMMOCTh
B o0ecrieueHNH OOBEIWHEHUS, WIM WHTETPallid, HOBOW aBTOMATH3MPOBAHHON CHCTEMBI
0€30IMacHOCTH C CYIIECTBYIOIINMHU paHee MOICIISIMHU.

B-TpeTbux, CyIIecTBYIOT W MOpajJbHO-3TUYECKHE acleKThl. K HHM OTHOCSTCS
TaKWue COpPHBbIE MOMEHTBI, KOTJ1a, HAIPUMEp, UCIIOIh30BAHNE HOBBIX aBTOMATH3MPOBAHHBIX
TEXHOJIOTHA MOHUTOPHHTA MOTYT BBI3BaTh BOIIPOCHI 0 CBO00 1€ TPY/Ia COTPY/THUKOB U TO3TOMY
BO3HUKAET TOHKAs TpPaHb MEXKIy HapyIIeHHEeM IpaB COTPYJHHKOB M WCIIOIH30BAHUEM
HOBEWIITMX aBTOMAaTH3UPOBAHHBIX CHCTEM 0€30MTaCHOCTH.

[IpencraBineHHble  pe3yJabTaThl  HCCIENOBAaHHUA  IMOMYCPKUBAIOT  3HAYMMOCTH
ABTOMAaTH3AIIUH MPOIIECCOB 0OecreueHus: 0€30NaCHOCTH Ha IMMPOMBINUICHHBIX MPEATPUATHIIX
W OTKPBIBAIOT HOBBIE TOPU3OHTHI JUIsI JAIBHEHIINX HAyYHBIX HCCIENIOBAaHUA U
MPAaKTHYECKUX pa3paboTok B 3TOH oOmactu. BHeapeHue 3(pPeKTHBHBIX M COBPEMEHHBIX
ABTOMATHU3UPOBAHHBIX CHUCTEM CTaHET 3aJ0rOM IOBBIIICHHS YPOBHS OE€30MaCHOCTH,
YCTOHYMBOCTH W KOHKYPEHTOCIIOCOOHOCTH IPOMBINUICHHBIX TMPEANPHUITHA B YCIOBHUSIX
JTUHAMHYHO Pa3BUBAIOIIETOCS PHIHKA.

JlaHHOE KOMILIEKCHOE MCCIIeI0BAaHUE TIOKA3aII0, YTO ABTOMATH3UPOBAHHBIE CUCTEMBI
oOecrniedeHus: 6€30MaCHOCTH, TaKWe, HalpAMep, KaK CHCTEMBI BUIICOHAOIIOICHHSI, KOHTPOJIIS
JIOCTYTIA, a TaK)Ke CUCTEeMbl OOHAPYKEHUsI BO3TOPAHHUN U yTEUYEK, CIIOCOOHBI 3HAYUTEIHLHO
MOBBICUTHh YPOBEHb 0€30MMaCHOCTH Ha MPOMBIIUIEHHBIX 00BEKTaX, P ATOM TMOBBICUB €0
MIPOU3BOANTEIBHOCTh. KpoMe TOro, WHTErpamus JaHHBIX CHCTEM B €IUHYIO ILIATQOpMY
MO3BOJISIET ONTHMH3HPOBATh MPOIECCHl MOHUTOPHHTA U YIIPABJICHHUS, YTO B CBOIO OUYEpe.lb
CHIDKAET PUCK OIMUOOK, CBA3aHHBIX C YEIIOBEUSCKUM (haKTOPOM.

Ha ocHOBe mpoBeneHHOTO aHaMM3a MOXHO CHelIaTh P PEKOMEHIAIMHA 10
JANTbHEHTIIEMY ~ COBEpIICHCTBOBAHUIO aBTOMATH3MPOBAHHBIX CHCTEM OE30MacHOCTH.
BaxxHbIMH HampaBICHUSMHU SBISTIOTCS: pPa3BUTHE aJalTHBHBIX CHCTEM, CIIOCOOHBIX K
CaMOHACTPOIKe B 3aBUCUMOCTH OT MEHSIOIIUXCS yCIIOBHIA;, MCTIOIH30BAHNE HCKYCCTBEHHOTO
WHTEIUICKTA JTsI TIOBBIIIEHISI CKOPOCTH aHAJTN3a U IPUHSTHS PEIIeHNH; a TAaKKe 00ecIiedeHre
BBICOKOT'O YPOBHS KHOEP3aIIUTHI IS 3aIIUTHI CUCTEM OT BHEUTHHUX YTPO3.

3akioueHue

B 3axmroueHuM Xo4eTcsi OTMETHUTh TO, YTO aABTOMAaTH3WPOBAHHBIE CHUCTEMBI
obecnieyeHnst 0€30MaCHOCTH B HACTOSIIMM MOMEHT CTAaHOBSATCS HEOOXOAMMOCTBHIO IS
COBPEMEHHBIX MTPOMBIIIUICHHBIX MPEANPHUITUNA. [[pOMBIIIIICHHBIE TTPENPUATHS BBICTYIIAIOT
KaK KIII0YeBble OOBEKTHI B SKOHOMHKE, OJTHAKO 3a4acTyI0 OHH MOJIBEPIKEHBI Pa3THYHBIM
BUJIaM PUCKOB. TpaJuIIMOHHBIE METOIbI 00ECIIeYeHUsT OE30ITaCHOCTH HE BCET/a BHICTYIIAIOT
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Kak J(QQEeKTUBHBIE CMOCOOBI OOecTeueHNs] YPOBHS O€30MacHOCTH, WMEHHO I03TOMY
aBTOMAaTH3MPOBAHHBIC CUCTEMBI MOTYT 3HAUUTEIBEHO MTOBBICUTH YPOBEHb 3aIUTHI, YITyYIIUTh
pPEaKIMI0O Ha WHIUJICHTHl M ONTHMHU3MPOBATH MPOIECCHl YIPaBICHUS OE30MaCHOCTHIO.
OHM NO3BOJISAIOT HE TOJBKO 3AIIMIIATH AKTHUBBI MPEANPHUITHS B LIEIOCTHOCTH, HO TAKXKE U
CHU3UTH PHUCKH, CO3/1aBast IPU STOM Hanbojee Oe30MacHy0 IMPOU3BOACTBEHHYIO CpeLy JUIs
COTPYAHUKOB Pa3JINYHBIX OTJEIIOB. B yCIOBHUSIX COBpPEMEHHBIX BHI30BOB M YIPO3, BHEIPEHHE
aBTOMATH3MPOBAHHBIX CHUCTEM 0E30ITaCHOCTH Ha MPOMBIINIICHHOE MPEANPUSITHE SBISICTCS
CTPATETHYECKUM IIaroM, TIO3BOJISIOIINM COBPEMEHHBIM MPEANIPUSTHSIM YBEPEHHO CMOTPETh

B Oymy1iee.
OCHOBHBIE BBIBOJIBI Pa0OTHI MOYKHO C(HOPMYIHUPOBATH CISAYIONIIM 00pa3oM:
1. ABTOMAaTH3HPOBAHHBIE  CHUCTEMbI ~ OOecrieueHUss  OE30MacHOCTH  Ha

MIPOMBIILIIICHHOM NPEINPUSTHHA CIIOCOOHBI 00ECTICUNTh 00Jiee BBICOKMI YPOBEHb KOHTPOJIS
1 YOPaBJICHUS 110 CPABHEHMIO C TPATUIMOHHBIMU CUCTEMaMH 0€30IIaCHOCTH, YTO MO3BOJISIET
3HAYNUTEJIFHO CHU3UTh PUCKH MHINMACHTOB M aBapHid Ha IPOU3BOJICTBE, TEM CAMbIM ITOBBILIAS
MIPOU3BOJUTENBHOCTD TPYAR;

2. Bueapenne Takux cucteM oOecredeHusi O€30MaCHOCTH CIIOCOOCTBYET
MOBBILCHUIO 3()()EKTUBHOCTH YyIpaBieHUs] O€30MacHOCTbIO Ha MPENNpPUSTHH 3a CYET
MHTETpali Pa3INYHBIX BHUIOB CHCTEM OE€30MacHOCTH M AHAJIMTHYECKUX HHCTPYMEHTOB,
MO3BOJISIIOLIMX B PEalbHOM BPEMEHHU OTCIICKMBATh CUTYalUIO M MPUHUMATH ONEpaTHBHBIC
peLIeHHUS;

3. BaxHo yunThIBaTH YenoBeUeCKUH (akTop M oOecrieynBaTh HEOOXOANMYIO
MOJTrOTOBKY MEPCOHANA Ul padOThl C HOBBIMU TEXHOJIOTUSAMH, YTO SIBJISCTCS] KPUTHUECKUM
YCIJIOBHEM YCIIELUIHOTO BHEAPCHUSI aBTOMATU3UPOBAHHBIX CUCTEM;

4. [lepcnekTHBbI AaMbHEHIINX HCCIEIOBAHUM BKIIOYAIOT pa3paboTKy Ooiee
CJIOKHBIX aJITOPUTMOB MAIIMHHOTO OOYYEHHUS Uil MIPOTHO3a BO3MOXKHBIX YI'PO3, a TAKKe
MHTETPalMIO C CUCTEMaMM YIPAaBJICHHUS MIPOM3BOJACTBEHHBIMHU MPOLECCAMU JUISI CO3JaHMs
€IMHOM cpeJibl yIpaBieHHs 0€30IaCHOCThIO HAa IPOMBILIUICHHOM MPEANIPHUSITHH.

Taxoke Hy’)KHO OTMETUTH TO, YTO B COBPEMEHHBIX YCIOBUSIX PHIHOYHON 3KOHOMUKH,
MIPOMBIILICHHBIE TPEANPUSATHS CTAIKUBAIOTCSI ¢ MHOTOYHCICHHBIMH YTPO3aMH, BKIIOYast
yrpo3sl (husznveckoil Oe30macHOCTH, KMOEpyrpo3bl M 3KOJIOTHUECKHE PHUCKH. B naHHOM
CTaThe TpEACTaBlICHAa pa3paboTKa AaBTOMATU3UPOBAHHOW CHCTEMBbI  OOECIIEUCHUS
0€301acHOCTH Ha NPOMBILIICHHOM HNPEANPHITHH, KOTOpas CIIOCOOHA HMHTErpUpOBaTh U
JIOBECTH JI0 aBTOMATH3allMH COBPEMEHHBIC TEXHOJIOTUHU ISl IPEIOTBPAIICHUS HHIUACHTOB
W MUHUMM3ALUHU JTIOOBIX BO3ZHHKAIOIIUX YIPO3, PUCKOB M TMOCHEACTBHHA. ONMUCHIBAIOTCS
KIIIOUEBbIE KOMIOHEHTBI CHCTEMBbI, METO/IbI aHAJIN3a PUCKOB, & TAKXKE IIPUMEPHI BHEAPEHNUS C
HCTIOJIb30BaHUEM peasIbHBIX JAHHBIX.

Taxoke cineyeT OTMETUTD TOT (aKT, YTO aBTOMATU3UPOBAHHBIE CUCTEMBI 00€CTICUCHHUS
0€301acHOCTH MMEIOT MOTEHIHAN 3HAYUTENbHO YIYULIMTh CUTYyalldd Ha MPOMBILUICHHBIX
npeanpusiTusax. OAHAKO yCHELIHas peaan3anus TpedyeT KOMIUICKCHOTO TTOAX0/a, BKII0Yast
TEXHUYECKHE, OPraHU3alMOHHBIC U MOPAJILHO-3THYECKUE acIeKThl. [IpencTont nanpHeiimee
HCCIIeIOBAHNE U aIalITALIUS CUCTEM K MECHSIOLIMMCS YCIIOBHAM U TPEOOBAHUSIM.

Obecneuenne 0€30MaCHOCTH M HAJISKHOCTH POMBIIIUICHHBIX CETeH aBTOMAaTU3ALMN
W YNOpaBlICHHS SBJSIETCS CIOKHOW 3ajavyei, TpeOylomeld KOMIJIEKCHOTO II0X0Aa.
Hcnonb30BaHuEe COBPEMEHHBIX TEXHOJIOIWH, BHEIPEHHUE CHCTEM MOHHUTOPUHIA, a TaKXkKe
o0y4eHHe MepcoHana MOTYT CYLIECTBEHHO IOBBICHTH YPOBEHb 3AIIUTHI MPEANPUATHHA OT
MOTEHIHANBHBIX YIpo3. lIpoMBIIUIEHHbIE CETH aBTOMAaTHU3alUM M YIPABICHUS HIPAIOT

@,{I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
A International License
125



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2024. Vol. 5. Is. 3.

KIIFOUCBYIO POJIb B COBPEMCHHBIX ITPOU3BOJACTBCHHBIX IPOIECCaX. OHM 00eCIIeunBarOT CBIA3b
MCIKAY PA3JINYHBIMU 3JICMCHTAMH CUCTCMbI YIIPABJICHU A, TAKUMH KaK JaTYUKH, KOHTPOJJICPBI
1 UCITIOJTHUTCIIBbHBIC MECXaHU3MBbI. OILHaKO C YBCJIIMUCHUCM CJIIOKHOCTU DTUX cereit BO3pacTacTt
" PUCK BOSHUKHOBCHUA PA3JINYHBIX YI'PO3, KaAK BHCIIHUX, TAK U BHYTPCHHUX.
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