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Abstract. Security Operations Centers (SOCs) are critical for defending
orga-nizations against increasingly sophisticated cyber threats; however, they
themselves are susceptible to vulnerabilities that can compromise their
effectiveness. This review paper provides a comprehensive analysis of key
vulnerabilities within SOC environ-ments, assesses their impact on detection and
response capabilities, and explores ef-fective mitigation strategies to enhance SOC
resilience. By systematically reviewing existing literature, industry reports, and
case studies, the paper examines both tech-nical and organizational vulnerabilities
affecting SOC performance. Common issues identified include under-resourced
teams, tool misconfigurations, inefficient incident response processes, staffing
shortages, and outdated technologies. The impact of these vulnerabilities is
discussed in terms of delayed threat detection, increased risk of security breaches,
and overall degradation of organizational cybersecurity posture. The review also

synthesizes recommended mitigation strategies such as improving SOC staffing
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levels, enhancing tool integration, and adopting automation technologies for
incident response. Additionally, it explores the potential of advanced
technologies like artificial intelligence and machine learning to enhance SOC
operations and adapt to the evolving cyber threat landscape. Emphasis is placed on
fostering robust com-munication protocols, promoting continuous analyst training,
and integrating holistic security practices across various organizational layers. In
conclusion, understanding and addressing vulnerabilities within SOCs is crucial
for maintaining effective cy-bersecurity defenses. The paper underscores the need
for coordinated efforts to inte-grate human expertise with technological solutions,
highlighting how such synergy fortifies both prevention and response to emerging
threats. Future research directions include further exploration of Al and machine
learning applications in SOCs to better respond to an ever-evolving threat landscape.

Keywords: soc, vulnerabilities, threat detection, automation, artificial
intelli-gence (AI), machine learning (ML), resilience
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Annoranusi.  Kayincizgik  Onepanusutapsl  Opransikrapsl — (SOCs)
yilbiMaap-ael  OapraH callblH KypAedl KuOepkayinTeplieH KOopray YIIIH eTe
MaHbI3/Ibl; JIETEHMEH, OJapJblH ©3/epl ONapAblH TUIMIUIINIHE HYKCAaH KenTipyil
MYMKIH ocajjibIKTapra Oeii-iM. by momy makanacel SOC opranapblHAarsl HETi3ri
OCAJJIBIKTAP/IbIH JKaH-)KAaKThl TaJ/IayblH KaMTamachl3 €Te/i, OJIapJblH aHbIKTay
XKOHE OpeKeT eTy MYMKIHIIKTepi-He ocepiH  Oaramaiasl  xoHe  SOC
TYPaKTBUIBIFBIH apTTBIPY VIIIH THIMJI KYMcCap-Ty CTpaTerusulapblH 3epTTeii.
Konnanbictarel ofgeOueTTep/i, caialblK €cenTep/l )KoHe KeHCTepi Kyihem Typae
KapacTelpa OThIphIN, Makaiaga SOC eHIMIUIrIHE ocep €TeTiH TeXHUKAJbIK JKOHE
YUBIMAACTBIPYIIBUIBIK ~ OCANJBIKTAD  KapacThIpbUIaAbl. AHBIKTAJIFAaH  KaJIbl
Moceenepre pecypcTapibiH KETICIeYLILIIr, KypaljgapIAplH  JIyphbIC
KOHpUrypanusinanOaybl, HHUIUICHTTEpre OpeKeT eTyAiH THIMCI3 mpouecTepi,
KbI3METKEpJIEP/IH KETICIEeYIIUIri jKoHE EeCKIpreH TEeXHOJIOTusIap ataabl. byn
ocal-JIbIKTapJIbIH 9cepl KayilnTep/i aHBIKTAyAbIH KelIiryi, Kayilnci3AiKTiH Oy3bLTy
KaymiHiH >KOFapblUIaybl >KOHE YHBIMHBIH KHOEPKAYINCI3AIK >KaFIalbIHBIH JKAJIbI
Hamapiayel TypreicbiHaH TankbuiaHanael. [llomy COHBIMEH karap SOC
KbI3METKEpJIEPIHIH Ca-HbIH JKaKCapTy, KypajJaplblH HHTETPALMSACHIH KaKCapTy
KOHE MHUUJACHTTEpre jkay-anm Oepy YIIIH aBTOMATTaHIBIPY TEXHOJIOTUSJIApbIH
€HIi3y CHUSKThl YCBIHBUIFAH JKYM-CapTy CTpaTerusuiapbiH cuHresneiini. CoHbIMeH
Katap, o1 SOC >XYMBICBIH KaKcapTy *oHE JaMblll Kejie >KaTKaH KuOepkayinTep
nanamagdTeiHa OedimMaeny YLIIH >KacaH-Abl MHTEIJIEKT JKOHE MAIIWHAIBIK OKBITY
CUAKTBI O3BIK TEXHOJOTHsIapAblH oneyeTiH 3eprreiai. CeHiMal OailnaHbic
XaTTamMallapblH d3ipieyre, TalAaylibUiapabl Y3A1KCi3 OKBITYFa )KIpAEMAECyTe KoHe
OpTYpJi YHBIMJIBIK JHreinepae Kayilci3mikTiH TyTac dicTepiH OipikTipyre Oaca
Hazap aynapbuiafbl. KophITBIHABUIANH Kejde, Soc JKYHeciH-Jeri ocajibIKTapabl
TYCIHY JXKOHE 0K KHOEepKayilCi3liKTI KOpFayJIblH THIMJI Kypal-AapblH cakTay
yuIiH ete MaHb3Abl. KyxkarTa amam ToXipHOECiH TEXHOJIOTHSIIBIK HISIIIMAEPMEH
OipikTipy OOMbIHIIA YHIECTIpIITeH KYLI-KITepAiH KaXKETTUIr aram  eTuIN,
MYHJail cMHeprus naija OojaThlH KAayilNTEpAiH ajibIH alydbl Ja, ojapFa jka-yam
Oepyni Ae Kanmail kymerteTiHi kepceTiireH. bonamak 3eprrey OarbITTapbl YHEMi
©3repil OTHIPAThIH Kayin-KaTep JaHamadThIHa )KaKChIpaK *kayan Oepy yuIiH Soc-1a
’KacaHbl MHTEJJIEKT MEeH MaIIMHAIBIK OKBITY KOJaHOalapblH OJIaH api 3epT-Teyi
KaMTH/IbI.

Tyiiin ce3mep: soc, ocanabIKTap, KayilTepil aHbBIKTay, aBTOMAaTTaHIbIPY,
KacaHbl HHTEJJICKT, MAllIMHAJIBIK OKBITY, TO3IMAUIIK
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CTpaTerusulapblH TYCiHY // XaJblKapalblK akKMapaTThIK >KOHE KOMMYHUKAIUSIIBIK
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AnHoTanusi. OrnepanvoHHBIE MEHTPHI  O0ECIeYeHUus YCTOWYUBOCTU
(SOCs) uMmeroT pemiaroniee 3HaAYCHUE YISl 3alIMTHI OpraHU3alMi OT Bce Oolee
M30LIPEHHBIX KHOEpyrpo3; OJJHAKO OHU CaMH IOJABEPKEHBI YSI3BUMOCTSIM, KOTOpbIE
MOTYT TIOCTa-BUTh MO yrpo3y uX 3P¢GeKTUBHOCTh. B 3TOM 0030pHOM JTOKYMEHTE
MPEJICTaBICH BCE-CTOPOHHUM aHAJIU3 KIKYEBBIX ys3BUMocTed B cpeae SOC,
OLICHMBAETCS UX BIIMSHKE HA BO3MOKHOCTH OOHAPYKEHUS U pearupoBaHus, a TAKKe
paccmarpuBaroTcs A(PQEeK-TUBHBIE CTPAaTerMd CMATYEHUS TOCIEICTBUN  JUIsS
noBbilieHust  ycronunBoct SOC. Ha oOCHOBE CHCTEMAaTHYECKOTO aHalin3a
CYLIECTBYIOIIEH  JIUTEpPaTypbl,  OTPACIEBbIX  OTYETOB U  TEMaTUYECKUX
UCCIIEIOBAaHUM B JOKYMEHTE pPAacCMaTpPUBAIOTCS KaK TEXHUYECKUEe, TaK U
OpraHW3allMOHHbIE YSI3BUMOCTH, BIUAIONIME Ha mpou3BoauTenbHOCTE SOC.
BrisiBnennbie oOuiue mpoOieMbl BKIIOYAIOT HEXBATKY PECYpPCOB y KOMaHJ, He-
MIPaBWJIbHYIO HACTPOUKY UHCTPYMEHTOB, HEA(P(PEKTUBHBIE POLECCHl pearupoOBaHMUS
Ha MHIMJIEHTHI, HEXBATKy IMEpPCOHAaja U yCTapeBLIME TEXHOJOruu. BiusHue 3THX
yS3BUMOCTEH 00CYXAaeTCs C TOUKU 3PEHUS 3aJIepP>KKH OOHAapY>KEHUs yrpo3, MOBbI-
LIEHHOT'O pHCKa HapylIeHUI 0e30MacHOCTH U OOIIET0 YXYAILIEHUS! COCTOSTHUS
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knOepOe30macHOCTH opraHu3auu. B 0030ope Takxke 000OIIECHBI PEKOMEHIYEMbIS
CTpaTe-TMM  CMSTYCHHsI  TIOCJIEACTBHM, TaKWe KaK TOBBIIICHUE  YPOBHS
ykoMIiekToBaHHOCTH SOC mepcoHalioM, YCHJICHHUE MHTETPaIlid MHCTPYMEHTOB H
BHEJIpEHUE TEXHOJOTHUH aBTOMATH3AIlMU JUIsI pPEeardupoBaHUsS HAa HWHITUACHTHI.
Kpome Toro, B 0030pe paccMaTpuBaeTCsl MOTCHIMAJ TEPEIOBBIX TEXHOJIOTHM,
TaKMX KaK WCKYCCTBCHHBIM MHTEIIEKT W MAalIUHHOE OOydYeHHE, IS YIydIIeHUs
¢byuaknuonnpoBanus SOC u aganTaIuu K MEHSIOIMEMYycs JJaHamadTy Kuoepyrpos.
Ocoboe BHUMaHHE YICISICTCS CO3JAaHHUIO HAJASKHBIX KOMMYHHMKAITMOHHBIX
MIPOTOKOJIOB, HEMPEPHIBHOMY OOYUYEHHIO aHAIIMTUKOB W HMHTETPAIlMU IIETOCTHBIX
METO/I0B oOecrieueHrss 0€30MacHOCTH Ha Pa3IMUHbIX YpPOBHSAX OpraHu3anuud. B
3aKJII0YeHre, TIOHMMaHWe W ycTpaHeHwue ys3Bumoctei B SOCs nMeeT pemaroiiee
3HaYCHHE I Tojaepkanus (h(PeKTUBHON 3amMThl OT KuOepOe3omacHocTH. B
JIOKYMEHTE TTOAYEPKHBACTCS HEOOXOIUMOCTh CKOOPAMHUPOBAHHBIX YCHUJIUH TIO
WHTETPAllMK  YEJIOBEUECKOTO0  OMbITa C  TEXHOJIOTMYE-CKUMHU  PEIICHUSMH,
MOJUepKHUBasi, KakK Takas CHHEPrus CIOCOOCTBYeT TMpEeAOTBpalle-HUI0 |
pearupoBaHUI0 HAa BO3HHUKAIOUIWE Yrpo3bl. bymylue HampaBieHUs UCCieI0Ba-HUM
BKJIFOYAIOT JaJbHEHIIee W3yYeHUE MPHIOKEHUH HCKYCCTBEHHOTO HWHTEUICKTa W
MalTUHHOTO O0YYEHHUS B COIMAIIBHBIX CETAX, YTOOBI JIyUIlle pearupoBaTh Ha MOCTO-
STHHO MEHSFOIIMICS JTaHamadT yrpos.

KuroueBble cjioBa: soc, ysI3BUMOCTH, OOHApPYKEHHE yIrpo3, aBTOMaTH3aIus,
WCKYCCTBEHHBIM MHTEJUICKT, MAIlTMHHOE 00yYeHHE, YCTOMUYNBOCTD

Juast uutupoBanusi: A. AnteiHOekoB, I'. AnuH, C. AmanxoioBa, M. Canex.
3ammurta SOCS: noHUMaHue yA3BUMOCTEHN, UX BO3JECUCTBUSA M CTPATETUNA CMATYEHUS
TTOCJICACTBHI // MexyHapoJHBIH KypHaJ MH(pOPMaIMOHHBIX u
KOMMYHUKAIMOHHBIX TexHomorui. 2025. T. 6. No. 24. Ctp. 01-19. (Ha aHr).
https://doi.org/10.54309/1J1CT.2025.24.4.001

Introduction

In today’s digital landscape, where technological innovation is a key
driv-er of organizational success, the proliferation of cyber threats presents
significant challenges to maintaining secure information systems (Riggs et al.,
2023; Aslan & Samet, 2017). Cyber adversaries are increasingly sophisticated,
employing advanced techniques such as zero-day exploits, ransomware, and state-
sponsored attacks to ex-ploit vulnerabilities within organizational infrastructures
(Grobler et al., 2018; De-mertzis et al., 2018). To defend against these evolving
threats, organizations deploy Security Operations Centers (SOCs), which serve as
centralized units for continuous monitoring, detection, analysis, and response
to cybersecurity incidents (Agyepong et al., 2020; Muniz et al., 2015). SOCs
combine skilled personnel, cutting-edge technologies, and structured processes to
provide comprehensive cybersecurity defense mechanisms (Onwubiko, 2015;
Vielberth et al., 2020).

Despite their critical role, SOCs face inherent vulnerabilities that can
diminish their operational effectiveness (Kokulu et al., 2019; Janos & Dai, 2018).
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Technical challenges such as tool misconfigurations, lack of interoperability
between security solutions, and reliance on legacy systems can impede the SOC’s
ability to detect and respond to threats promptly (Banati et al., 2022; Kiselev et al.,
2022). For instance, Banati et al. discuss how the use of attack graphs can
optimize SOC operations by ad-dressing technical inefficiencies (Banati et
al., 2022). Organizational issues, including insufficient staffing levels, high
turnover rates, inadequate training, and lack of clear communication
channels, further exacerbate these technical shortcomings (Reeves & Ashenden,
2023; Onwubiko & Ouazzane, 2019). Kokulu et al. highlight that mis-
matched SOCs, where the organizational structure does not align with
operational needs, are particularly prone to such vulnerabilities (Kokulu et al.,
2019).

The consequences of these vulnerabilities are substantial. Delays in threat de-
tection and response due to internal SOC weaknesses can result in significant finan-
cial losses, operational disruptions, regulatory penalties, and erosion
of stakeholder trust (Anton et al.,, n.d.; Resilience, 2024). As cyber threats
become more advanced and persistent, the inability of SOCs to adapt and address
internal vulnerabilities pos-es a critical risk to organizational security (Vielberth et
al., 2020; Onwubiko, 2017). Despite the recognition of these challenges, there is a
scarcity of comprehensive stud-ies that systematically analyze SOC
vulnerabilities and their impact on cybersecurity operations (Vielberth et al.,
2020; Taqafi et al.,, 2023). Addressing this research gap is imperative for
developing effective strategies to enhance SOC resilience and efficacy
(Aslan & Samet, 2017; Hore et al., 2023).

This review paper, titled “Securing SOCs:
Understanding Vulnerabilities, Their Impact, and Mitigation Strategies,” aims to
bridge this gap by providing a thor-ough examination of the vulnerabilities
affecting SOCs and proposing actionable solutions. The primary objectives
are to identify and categorize the key technical and organizational
vulnerabilities ~ within ~ SOC environments, assess the impact of these
vulnerabilities on SOC performance, and explore effective mitigation strategies
that can enhance SOC capabilities and resilience (Vielberth et al., 2020;
Taqafi et al.,, 2023). By synthesizing current research and best practices, this
paper seeks to con-tribute to the advancement of SOC effectiveness in the face of
evolving cyber threats.

To achieve these objectives, the paper seeks to answer several research ques-
tions: What are the most prevalent technical and organizational
vulnerabilities affect-ing SOCs today? How do these wvulnerabilities impact
the operational effectiveness of SOCs in detecting and responding to cyber threats?
What strategies can be imple-mented to mitigate these vulnerabilities and
improve SOC performance? How can emerging technologies such as artificial
intelligence (AI) and machine learning (ML) be leveraged to address SOC
vulnerabilities?

To address the research objectives systematically, the paper is organized into
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three main sections. Section 2 will cover the methodology of literature collection of
papers, detailing the criteria for selecting relevant studies and the approaches used
to gather and analyze data. Section 3 should include the results of the paper’s anal-
ysis, presenting an in-depth discussion of the identified technical and organizational
vulnerabilities affecting SOCs, their impact on detection and response capabilities,
and the mitigation strategies proposed in the literature. The last section will be the
conclusion, summarizing the key findings of the study, discussing implications for
cybersecurity professionals, and suggesting future research directions, particularly in
exploring the role of Al and ML in enhancing SOC operations.

Methodology
This section outlines the systematic approach to collecting and analyzing lit-erature
on vulnerabilities within Security Operations Centers (SOCs) and their mit-igation
strategies. The methodology was designed to provide a comprehensive and
unbiased review of research, industry reports, and case studies.

The literature search strategy employed multiple reputable platforms. Goo-
gle Scholar served as a broad resource for scholarly works across disciplines. IEEE
Xplore provided access to technical literature in computer science and engineering,
critical for sourcing papers on SOCs. Scopus covered peer-reviewed journals, confer-
ence proceedings, and books, ensuring diverse and high-quality sources. Advanced
Al tools were also utilized to aggregate and summarize recent publications, capturing
the latest developments in cybersecurity.

To ensure the relevance and quality of selected literature, inclusion criteria
focused on publications from 2010 onward, emphasizing peer-reviewed articles,
industry reports, and case studies on SOC vulnerabilities and mitigation strategies,
including the use of Al and machine learning. Exclusion criteria eliminated non-En-
glish articles and publications lacking substantial contributions or relevance to SOCs.
Keywords and phrases were grouped into categories—SOC vulnerabilities, impact
analysis, and mitigation strategies—with Boolean operators enhancing search effi-
ciency.

The initial search yielded numerous publications, with duplicates removed us-
ing reference management tools. A two-stage screening process followed: first,
articles were assessed by titles and abstracts for relevance; then, selected articles
underwent fulltext review to confirm suitability. Extracted data were organized into
thematic categories such as technical vulnerabilities (e.g., outdated technologies, tool
misconfigurations), organizational challenges (e.g., staffing shortages), impacts on
SOC performance, and mitigation strategies like automation and Al applications. As
shown in figure 1.

Data extraction involved identifying critical information such as specific
tech-nical and organizational challenges and their direct effects on SOC
performance met-rics like threat detection and incident response times. This process
also highlighted the various technological and operational strategies employed by
organizations to mitigate these vulnerabilities. For example, advancements in
machine learning algo-rithms were often cited as a means of improving SOC
efficiency through realtime threat detection and proactive incident response

measures.
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Selection of articles

Literature Title/abstract . . Thematic
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Fig. 1. Selection of articles

These findings were com-pared across studies to evaluate their
effectiveness and applicability in different orga-nizational contexts.

A qualitative synthesis identified patterns, gaps, and insights across
studies, focusing on the interplay between vulnerabilities and their cumulative
effects on SOC effectiveness. This approach provided a holistic understanding of
challenges and pro-posed solutions to enhance resilience.

Certain limitations were acknowledged. The reliance on published
literature may exclude unpublished or organizational insights, introducing potential
publication bias. Restricting the search to English-language studies could omit
valuable interna-tional research. Additionally, the rapid evolution of cybersecurity
means findings may require ongoing updates.

Ethical considerations guided the research process. Proper citation ensured
acknowledgment of original authors, maintaining academic integrity. The study
ad-hered to ethical guidelines, emphasizing transparency and respect for
intellectual property.

This methodology offers a thorough analysis of SOC vulnerabilities and
miti-gation strategies, contributing valuable insights to help organizations strengthen
their defenses in an evolving cybersecurity landscape.

Results

Literature Review. Securing Security Operations Centers (SOCs) involves
understanding their vulnerabilities, the impact of these vulnerabilities, and
implementing effective mitigation strategies. SOCs are integral to an organization's
cybersecurity strategy, providing real-time threat detection and response
capabilities. However, they face challenges such as technological constraints,
procedural complexities, and human factors, which can hinder their effectiveness.
Addressing these challenges requires a comprehensive approach that includes
optimizing processes, leveraging technology, and enhancing human expertise.

Various studies have extensively explored the development, optimization,
and challenges associated with Security Operations Centers (SOCs) to enhance
cybersecurity resilience. Agyepong et al. provide a comprehensive overview of
SOC concepts and implementation strategies, emphasizing their critical role in
organizational security frameworks (Agyepong et al., 2020). Similarly, Muniz,
Mclintyre, and AlFardan delve into the practical aspects of building, operating, and
maintaining SOCs, offering valuable insights for practitioners aiming to establish
robust security infrastructures (Muniz et al., 2015).
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Addressing vulnerabilities is a focal point in cybersecurity research. Anton et
al. introduce the Vulnerability Assessment and Mitigation Methodology, highlighting
systematic approaches to identify and mitigate security risks effectively (Anton et
al., n.d.). Aslan and Samet focus on mitigating cyber attacks by raising awareness
of vulnerabilities and bugs, suggesting proactive defense mechanisms to strengthen
security postures (Aslan & Samet, 2017). Degrass presents innovative techniques
for identifying and remediating operational vulnerabilities, contributing to proactive
security measures within organizations (E Degrass - US Patent App. 17/430 & 2022,
2022). Hore et al. propose methods for optimal triage and mitigation of context-sensi-
tive cyber vulnerabilities, aiming to prioritize threats and allocate resources efficient-
ly (Hore et al., 2023).

For SOC optimization, Banati et al. examine the use of attack graphs to en-
hance SOC operations, demonstrating how visualization tools can aid in threat detec-
tion and response (Banati et al., 2022). Demertzis et al. discuss the next-generation
cognitive SOC, utilizing network flow forensics and cybersecurity intelligence to
improve response times and decision-making processes (Demertzis et al., 2018). Li
and Hsieh explore the implementation of distributed hierarchical SOCs using mobile
agent groups, offering solutions for scalable and flexible security management (Li &
Hsieh, 2010). Yuan and Zou highlight the role of correlation analysis in SOCs, show-
ing how data integration can improve security operations and incident detection rates
(Yuan & Zou, 2011).

Operational challenges within SOCs are further explored by Kiselev, Korotki-
kh, and Shott, who share practical experiences in establishing a SOC, discussing best
practices and common pitfalls (Kiselev et al., 2022). Kokulu et al. conduct a qual-
itative study on SOC issues, identifying mismatches and challenges that can hinder
security efforts and proposing solutions to address them (Kokulu et al., 2019). Janos
and Dai investigate security concerns related to SOCs, providing insights into poten-
tial vulnerabilities and areas needing improvement (Janos & Dai, 2018).

Understanding human factors in SOCs, Reeves and Ashenden investigate de-
cision-making processes within these centers, advocating for the use of cyber decep-
tion technology to enhance threat detection and response strategies (Reeves & Ashen-
den, 2023). Taqafi, Maleh, and Ouazzane propose a maturity capability framework
for SOCs, aiming to assess and improve their effectiveness systematically (Taqgafi
et al., 2023). Vielberth et al. conduct a systematic study on SOCs, identifying open
challenges and areas for future research, emphasizing the need for continuous devel-
opment in SOC practices (Vielberth et al., 2020).

In the context of critical infrastructure protection, Riggs et al. (Riggs et al.,
2023) discuss the impact of vulnerabilities and present mitigation strategies to ensure
cyber-secure environments, highlighting the importance of SOCs in safeguarding es-
sential services. Grobler, Jacobs, and van Niekerk emphasize the role of cybersecurity
centers in threat detection and mitigation, providing insights into their implementa-
tion and operational effectiveness (Grobler et al., 2018). Resilience focuses on opti-
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mizing SOCs for enhanced cyber resilience, discussing strategies for improvement
and adaptation in the face of evolving threats (Resilience, 2024).

Onwubiko underscores the importance of security monitoring, situational
awareness, and threat intelligence within SOCs to support cyber defense strategies
(Onwubiko, 2015; Onwubiko, 2017). Together with Ouazzane, Onwubiko identifies
challenges in building effective SOCs, highlighting organizational structure, resource
allocation, and the integration of advanced technologies as key factors (Onwubiko &
Ouazzane, 2019).

Schonfeld discusses the role of SOCs in the medical technology field, high-
lighting their importance in securing sensitive data and complying with regulatory
requirements (Schonfeld, 2023). This sector-specific insight demonstrates the broad
applicability of SOC principles across different industries.

Collectively, this body of work underscores the evolving nature of SOCs and
the continuous efforts by researchers and practitioners to address cybersecurity threats
effectively. The studies highlight the importance of proactive vulnerability manage-
ment, advanced threat detection techniques, and the integration of human factors in
enhancing the effectiveness of SOCs. As cybersecurity threats become more sophis-
ticated, the insights from these studies provide a foundation for developing resilient
and adaptive security operations capable of protecting critical assets and information.
All the articles studied above can be seen in a simplified form on table 1.

Table 1. Summary of Key Contributions and Relevance of Reviewed SOC
Literature
Source/ Key Contribution Relevance to SOC Challenges
Author(s)
Agyepong | Overview of SOC concepts and imple- | Critical role in organizational security
et al. mentation strategies frameworks
Muniz,
Mclntyre,
and Practical aspects of building, operating, | Insights for robust security infrastruc-
AlFardan and maintaining SOCs tures
Vulnerability Assessment and Mitigation | Systematic approach to identify and
Anton et al. | Methodology mitigate risks
Aslan and Proactive defense mechanisms for miti-
Samet gating vulnerabilities Strengthens cybersecurity postures
Innovative techniques for operational Contributes to proactive security mea-
Degrass vulnerability remediation sures
Optimal triage and mitigation of con- Efficient threat prioritization and re-
Hore et al. text-sensitive vulnerabilities source allocation
Use of attack graphs to enhance SOC Improves threat detection and response
Banati et al. | operations efficiency
Demertzis Next-generation cognitive SOC using Enhances decision-making and response
et al. network flow forensics times
Li and Distributed hierarchical SOCs using Solutions for scalable and flexible SOC
Hsieh mobile agent groups management
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Yuan and Role of correlation analysis in improv- Improves incident detection rates
Zou ing SOC performance through data integration
Kiselev,
Korotkikh, [ Practical experiences in establishing Best practices and common pitfalls in
and Shott SOCs SOC implementation
Kokulu et Qualitative study on SOC challenges Addresses mismatches and challenges in
al. and solutions SOC operations
Janos and Insights into security concerns related Highlights vulnerabilities and improve-
Dai to SOCs ment areas
Reeves and | Decision-making processes in SOCs Enhances threat detection and response
Ashenden with cyber deception technology strategies
Taqafi,
Maleh, and | Maturity capability framework for Systematically assesses and improves
Ouazzane assessing SOC effectiveness SOC effectiveness
Vielberth Systematic study identifying open chal- | Emphasizes need for continuous SOC
et al. lenges in SOCs development

Mitigation strategies for vulnerabilities
Riggs et al. [ in critical infrastructure Focus on safeguarding critical services
Grobler,
Jacobs, and | Role of cybersecurity centers in threat Insights into implementation and opera-
van Niekerk | detection and mitigation tional effectiveness

Adaptation strategies for evolving

Resilience Strategies for enhancing SOC resilience | threats
Onwubiko
(2015), Importance of situational awareness and | Supports effective monitoring and cyber
(2017) threat intelligence defense
Ouazzane
and Focus on structure, resources, and ad-
Onwubiko | Challenges in building effective SOCs vanced technologies

Role of SOCs in medical technology
Schonfeld security and compliance Broad applicability across industries

The systematic review of the literature revealed a comprehensive understand-
ing of the vulnerabilities affecting Security Operations Centers (SOCs), their impact
on organizational cybersecurity, and the strategies available for mitigation. The find-
ings are organized into three main categories as shown on Figure 2: technical vulner-
abilities, organizational vulnerabilities, and mitigation strategies, including the po-
tential role of advanced technologies such as artificial intelligence (Al) and machine
learning (ML).

Technical Vulnerabilities in SOCs

One of the most prevalent technical vulnerabilities identified is the miscon-
figuration of security tools within SOCs. Misconfigurations can lead to blind spots in
security monitoring, allowing threats to go undetected (Banati et al., 2022; Kiselev et
al., 2022). Banati et al. highlight that improper setup of intrusion detection systems
and firewalls can result in false negatives, where malicious activities are not flagged,
compromising the organization’s security posture (Banati et al., 2022).
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The integration of disparate security tools poses a significant challenge. Many
SOCs rely on multiple security solutions that do not seamlessly communicate with
each other, leading to information silos and inefficient incident response processes
(Demertzis et al., 2018; Yuan & Zou, 2011). Demertzis et al. emphasize that the
lack of interoperability hinders the SOC’s ability to correlate events across different
platforms, reducing the effectiveness of threat detection and analysis (Demertzis et
al., 2018).

Dependence on outdated technologies and legacy systems is another critical
vulnerability. Legacy systems often lack the necessary features to combat modern
cyber threats and may not receive regular security updates, making them susceptible
to exploits (Kiselev et al., 2022; Li & Hsieh, 2010). Kiselev et al. note that legacy
infrastructure can impede the adoption of new security solutions, limiting the SOC’s
capability to respond to advanced persistent threats (Kiselev et al., 2022).

Organizational Vulnerabilities in SOCs

Under-resourced teams are a common organizational vulnerability within
SOCs. Insufficient staffing leads to overworked analysts, increased fatigue, and a
higher likelihood of oversight in monitoring activities (Kokulu et al., 2019), (Onwu-
biko & Ouazzane, 2019). Kokulu et al. found that staffing shortages result in delayed
incident responses and reduced overall efficiency in security operations (Kokulu et
al., 2019).

The cybersecurity field faces high turnover rates due to factors such as burn-
out, competitive job markets, and inadequate career development opportunities. High
turnover disrupts team cohesion and results in the loss of institutional knowledge,
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weakening the SOC’s effectiveness (Janos & Dai, 2018; Reeves & Ashenden, 2023).
Reeves and Ashenden suggest that retaining skilled personnel is crucial for maintain-
ing robust security operations (Reeves & Ashenden, 2023).

A lack of continuous training and professional development leaves SOC per-
sonnel ill-equipped to handle emerging threats. Without up-to-date knowledge of the
latest attack vectors and security technologies, analysts may fail to identify or re-
spond appropriately to incidents (Agyepong et al., 2020; Onwubiko, 2017). Onwu-
biko stresses the importance of ongoing education to enhance situational awareness
and threat intelligence capabilities (Onwubiko, 2017).

Effective communication is essential for coordinated incident response. The
absence of clear communication protocols within the SOC and between departments
can lead to confusion and delayed actions during critical incidents (Kokulu et al.,
2019; Onwubiko & Ouazzane, 2019). Kokulu et al. highlight that organizational silos
hinder information sharing, which is vital for a timely and effective security response
(Kokulu et al., 2019).

Impact of SOC Vulnerabilities on Detection and Response Capabilities

The identified vulnerabilities have a profound impact on the SOC’s ability to
detect and respond to cyber threats effectively.

Technical and organizational shortcomings contribute to slower identification
of security incidents. Delayed threat detection allows attackers more time to infiltrate
systems, exfiltrate data, and cause damage (Anton et al., n.d.; Resilience, 2024).

Figure 3 illustrates the average detection times across industries based on
findings by Anton et al. and Resilience (Anton et al., n.d.; Resilience, 2024). For
example, the healthcare industry reports the longest detection time, averaging 211
days. Such delays highlight critical vulnerabilities in identifying security breaches
promptly.

Anton et al. indicate that timely detection is critical in minimizing the impact
of security breaches (Anton et al., n.d.).

Vulnerabilities within SOCs heighten the risk of successful cyber attacks.
Inefficient processes and inadequate defenses provide opportunities for adversaries
to exploit weaknesses, leading to potential financial losses and reputational damage
(Grobler et al., 2018; Riggs et al., 2023). Riggs et al. emphasize that compromised
SOCs can have cascading effects on critical infrastructure protection (Riggs et al.,
2023).

The cost of delayed detection can be significant. For instance, E. Resilience
(Resilience, 2024) reports that organizations experiencing major data breaches incur
average costs of $4.45 million per incident. These expenses include legal fees, regula-
tory penalties, lost revenue, and the cost of remediation efforts. The financial toll rein-
forces the necessity of investing in advanced detection technologies and staff training.

Figure 4 presents the cost breakdown of data breaches as reported by Resil-
ience (Resilience, 2024).
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Fig. 3. Average Detection Times Across Industries

Lost revenue constitutes the largest portion (33.7 %), followed by legal fees
(27.0 %). These statistics underscore the financial urgency of addressing SOC vul-
nerabilities.

Persistent vulnerabilities erode the overall cybersecurity posture of an orga-
nization. A weakened SOC cannot adequately protect assets, comply with regulatory
requirements, or maintain stakeholder trust (Onwubiko, 2015; Vielberth et al., 2020).
Vielberth et al. note that organizations with vulnerable SOCs are less resilient to cy-
ber threats and may struggle to recover from incidents (Vielberth et al., 2020).

Mitigation Strategies for Enhancing SOC Resilience

The literature suggests several strategies to address the identified vulnerabili-
ties and improve SOC performance.

Addressing staffing shortages involves not only hiring additional personnel
but also optimizing workforce allocation. Implementing flexible staffing models and
utilizing remote analysts can expand coverage and reduce burnout (Onwubiko &
Ouazzane, 2019; Taqafi et al., 2023). Taqafi et al. propose a maturity capability frame-
work to assess and enhance staffing effectiveness within SOCs (Tagafi et al., 2023).

Investing in security platforms that offer interoperability and centralized man-
agement can mitigate technical vulnerabilities related to tool misconfigurations and
integration issues (Demertzis et al., 2018; Yuan & Zou, 2011). Yuan and Zou demon-
strate how correlation analysis and integrated systems improve incident detection
rates and response times (Yuan & Zou, 2011).
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Fig. 4. Cost Breakdown of Breach-Related Expenses (in Millions)

Automation reduces the manual workload on analysts, allowing them to focus
on complex threat analysis. Implementing automated incident response workflows
and utilizing security orchestration tools can streamline operations and reduce the
potential for human error (Banati et al., 2022; E Degrass - US Patent App. 17/430 &
2022, 2022). Degrass highlights the effectiveness of automation in proactive vulnera-
bility remediation (E Degrass - US Patent App. 17/430 & 2022, 2022).

The application of Al and ML offers significant potential in enhancing SOC
capabilities. These technologies can analyze vast amounts of data to identify patterns
indicative of cyber threats, predict potential vulnerabilities, and recommend mitiga-
tion actions (Aslan & Samet, 2017; Demertzis et al., 2018). Aslan and Samet discuss
how Al-driven solutions can augment human analysts, providing advanced threat de-
tection and response mechanisms (Aslan & Samet, 2017).

Investing in continuous training programs ensures that SOC personnel remain
knowledgeable about the latest threats and technologies. Certifications, workshops,
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and simulation exercises can improve analysts’ skills and confidence in handling in-
cidents (Agyepong et al., 2020; Onwubiko, 2017). Onwubiko emphasizes the role
of education in developing situational awareness and effective security monitoring
(Onwubiko, 2015).

Developing standardized communication procedures facilitates better coor-
dination within the SOC and across the organization. Regular meetings, incident de-
briefings, and collaborative platforms can enhance information sharing and response
efficiency (Kokulu et al., 2019; Reeves & Ashenden, 2023). Reeves and Ashenden
advocate for integrating communication strategies into SOC workflows to improve
decision-making processes (Reeves & Ashenden, 2023).

Potential of Advanced Technologies in SOC Operations

The integration of advanced technologies such as Al and ML is emerging as a
key strategy for enhancing SOC resilience.

Figure 5 highlights the adoption rates of advanced technologies like Al and
ML, as reported by Aslan and Samet, Demertzis et al., and Hore et al. (Demertzis et
al., 2018; Aslan & Samet, 2017; Hore et al., 2023). The timeline demonstrates the
progression from basic vulnerability awareness in 2017 to sophisticated predictive
analytics in 2023, illustrating the growing reliance on these technologies to enhance
SOC operations.

- Timeline of Emerging Technologies in SOC
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Fig. 5. Timeline of Emerging Technologies in SOC

Al and ML can process large datasets to identify trends and anomalies that
may signify security threats. Predictive analytics enable SOCs to anticipate attacks
and proactively strengthen defenses (Demertzis et al., 2018; Hore et al., 2023). Hore
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et al. demonstrate the use of ML algorithms in optimizing vulnerability triage and
mitigation efforts (Hore et al., 2023).

Machine learning models can automate routine tasks, such as alert prioritiza-
tion and initial incident response actions. This automation accelerates response times
and allows human analysts to concentrate on complex investigations (E Degrass - US
Patent App. 17/430 & 2022, 2022; Vielberth et al., 2020). Vielberth et al. discuss the
role of cognitive SOCs that leverage Al for intelligent decision-making (Vielberth et
al., 2020).

Al technologies can augment human capabilities by providing insights and
recommendations, effectively bridging gaps caused by staffing shortages or skill de-
ficiencies (Aslan & Samet, 2017; Demertzis et al., 2018). Aslan and Samet highlight
that Al does not replace human analysts but enhances their ability to manage threats
more effectively (Aslan & Samet, 2017).

The results of this review underscore the multifaceted nature of vulnerabili-
ties within SOCs, encompassing both technical and organizational dimensions. These
vulnerabilities significantly impair the SOC’s ability to detect and respond to cyber
threats, necessitating a comprehensive approach to mitigation. Strategies that com-
bine improvements in staffing, technology integration, automation, and training are
essential for enhancing SOC resilience. The incorporation of Al and ML technologies
presents a promising avenue for advancing SOC capabilities, offering tools to manage
the increasing volume and complexity of cyber threats.

Discussion

The findings highlight the multifaceted vulnerabilities Security Operations
Centers (SOCs) face, spanning both technical and organizational domains. Technical
issues like tool misconfigurations, fragmented security solutions, and legacy infra-
structures limit comprehensive threat detection and response capabilities, creating
detection blind spots and complicating incident correlation (Demertzis et al., 2018),
(Banati et al., 2022; Kiselev et al., 2022; Yuan & Zou, 2011). Meanwhile, organiza-
tional challenges—such as insufficient staffing, high turnover, inadequate training,
and poor communication—further reduce SOC effectiveness by straining human re-
sources, eroding institutional knowledge, and inhibiting timely information sharing
(Agyepong et al., 2020; Kokulu et al., 2019; Janos & Dai, 2018; Reeves & Ashenden,
2023; Onwubiko & Ouazzane, 2019; Onwubiko, 2017).

Addressing these vulnerabilities demands a holistic approach. Optimizing
staffing levels, enhancing continuous training, and establishing clear communication
protocols can strengthen SOC teams and restore operational continuity (Onwubiko,
2015), (Kokulu et al., 2019; Reeves & Ashenden, 2023; Onwubiko & Ouazzane,
2019). Technological improvements, such as integrating interoperable security plat-
forms and adopting automation, can streamline workflows, alleviate analyst work-
loads, and improve incident detection and response times (Demertzis et al., 2018;
Banati et al., 2022; E Degrass - US Patent App. 17/430 & 2022, 2022; Yuan & Zou,
2011). Moreover, advanced technologies like Al and ML can bolster human-machine
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collaboration by rapidly analyzing massive data streams, identifying subtle threat pat-
terns, and providing intelligent, data-driven insights without replacing the invaluable
judgment and expertise of human analysts (Aslan & Samet, 2017; Demertzis et al.,
2018).

While technical advancements are essential, they are not a substitute for a
skilled and adaptable workforce. Cultivating a culture of continuous learning, inno-
vation, and collaboration remains paramount. Although this review may not capture
every industry insight and is subject to the evolving threat landscape, it reinforces
that future research should focus on implementing AI and ML in real-world SOC
settings and examining the interplay between technological enhancements and hu-
man factors. Ultimately, improving SOC resilience hinges on integrating technical
refinements with strategic workforce development to safeguard organizations against
increasingly sophisticated cyber threats.

Conclusion

This review has highlighted the interconnected technical and organizational
vulnerabilities affecting SOCs and their substantial impact on cybersecurity. Issues
such as tool misconfigurations, outdated systems, staffing shortages, high turnover
rates, inadequate training, and poor communication channels collectively reduce the
SOC’s ability to detect and respond promptly to sophisticated threats. These findings
underscore the need for a comprehensive approach that integrates both technology
and human capital.

Strengthening SOC resilience involves investing in advanced technologies
like Al and ML, which can process large datasets, identify threat patterns, and auto-
mate routine tasks. Simultaneously, organizations must address staffing challenges
through better resource allocation, continuous training, and fostering collaborative
work environments. Ensuring that analysts remain informed, supported, and engaged
is vital for maintaining robust security operations.

As cyber threats evolve, future research should investigate how Al and ML
can be practically integrated into SOCs, considering factors such as trust in auto-
mation, analyst learning curves, and potential shifts in job roles. Striking a balance
between innovative technology, skilled personnel, and a supportive organizational
culture can ensure that SOCs remain adaptive, proactive, and effective in safeguard-
ing organizational assets and infrastructure.
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Abstract. The paper presents a hybrid machine learning model for the spatial
segmentation of soils by salinity using multispectral satellite data from Sentinel-2
and climate parame-ters of the ERAS5-Land model. The proposed method aims to
solve the problem of ac-curate soil cover segmentation under climate change and
high spatial heterogeneity of data. The approach includes the sequential application
of unsupervised learning algo-rithms (KMeans, hierarchical clustering, DBSCAN),
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the XGBoost model, and a multi-tasking neural network that performs simultaneous
classification and regression. At the first stage, pseudo-labels are formed using
KMeans, then a probabilistic assessment of object membership in classes and
ensemble voting of clustering algorithms are car-ried out. The final model is trained on
an extended feature space and demonstrates improved results compared to traditional
approaches. Experiments on a sample of 33,624 observations (23,536 — training
sample, 10,088 — test sample) showed an in-crease in the Silhouette Score value
from 0.7840 to 0.8156 and a decrease in the Da-vies-Bouldin Score from 0.3567 to
0.3022. The classification accuracy was 99.99 %, with only one error in more than
10,000 test objects. The results confirmed the proposed method’s high efficiency and
applicability for remote monitoring, environmental analysis, and sustainable land
management.
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AnHoTamusi. Makanaga Sentinel-2 kemcpektralaer cepikTik nmepekrepi
MeH ERAS-Land MopenpiHIH KJIMMATTBIK TapaMmeTpiiepiH KoJjaHa OTBIPHIII,
TONBIPAKTBIH MHHEPAJIbI TY3ABIFBIHA HETI3[CNTeH KEHICTIK CEerMEHTAIMsIChIHA
apHAJIFaH MAIIMHAJIBIK OKBITYIBIH THOPUATIK MOJIEJI YCHIHBUIFaH. ¥ CHIHBUIFAH 9JIIC
KJIIMMATTBIH ©3TepyiHe KoHE IEPEKTEPAiH MKOFaphl KEHICTIKTIK T'€TepOTrCHAUIIrIHE
OallJIaHBICTBI TOIBIPAK KAMBUIFBICBIH JI9J CETMEHTAIMsIay MOCEJIECIH IIenTyre
OarpITTasFaH. by ofic 6akpuTaychi3 oKbITY anroputmaepin (KMeans, uepapxusiibiK
knacrepiey, DBSCAN), XGBoost monenin xoHe 01p yaKbpITTa KiaccupUKaIsa MEeH
perpeccusiHbl JKy3ere achIpaThlH KOIl TarcChlpMaibl HEHPOH KENICIH KOJIaHYIbI
KamMTuabl. AnFamkpl ke3eHae KMeans apKbUTbI sKaliFaH aTayJjiap KypbUIaibl, COJIaH
KEi1H 00BEKTUIEPIiH CHIHBIIITAPFA JKATy BIKTUMAJIABIFBIH OaFanay Kyprizuie/ KoHe
KJIacTepJiey aJrOpUTMICPIHIH OIPIKTIPIITeH NaybIchl KoaaaHbliaasl. COHFBI MOJIEIH
KCHEHUTINreH Oeiri KeHICTITIHE OKBITBUIBIN, OCTYPJI 9MIICTEPMEH CabICThIPFaH 1A
YKAKCapThUIFaH HOTHXenep kepcereni. 33 624 OakpuiayJaH TYpPaThIH TaHAamaiap
ooiiprama (23 536 — oky tanmamacel, 10 088 — Tect Tannamacsr) Silhouette Score
MoHiHiH 0,7840-tan 0,8156-ra neiiin ocin, Davies-Bouldin Score moninig 0,3567-1eH
0,3022-re aeitin ToMenaereHi kepcetiiai. CeiHBINTAY M9AIT1 99,99 %-161 KYpaasl,
10 000 Tect oOBekTiCiHIE TEK Oip KaTe >kacayiabl. HoTwkenep yChIHBUIFAH OMICTIH
KaIlIBIKTaH MOHUTOPHHT JKYPTi3y, KOpIIaFraH OpTaHbI TAJJIAy KOHE JKep pecypCcTapblH
TYpPaKThl 0acKapy YIIiH KOFapbl THIMUIIT MEH KOJIaHBLTY MYMKIHIITIH pacTabl.
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AHHoTanus. B craThe npecTaBieH ruOpuHast MOAETh MAIIMHHOTO 00y YeHH S
JUIsL TIPOCTPAHCTBEHHOW CETMEHTAllMM II0YB [0 COJIEHOCTH C HCIOJIb30BAaHUEM
MHOTOCHIEKTPaIbHBIX CITyTHHKOBBIX JaHHBIX Sentinel-2 um xnuMarudeckux napame-
TpoB Monenu ERAS-Land. IIpennoskeHHBIN METO HAapaBJIeH Ha peleHue mpooie-
MBI TOYHOU CETMEHTAlUU ITOYBEHHOIO ITOKPOBA B YCIOBUAX U3MEHEHHMs KIMMara U
BBICOKOW IIPOCTPAHCTBEHHOM Ie€TEPOreHHOCTH NaHHbIX. [logxon BKIIIOYaer mocie-
JIOBaTeIbHOE MPUMEHEHHE aJIrOPUTMOB HEKOHTpoiupyemoro oOydenus (KMeans,

uepapxuueckas kinacrepuzanus, DBSCAN), monenn XGBoost u MHOro3anauHoi
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HEWPOHHOM CETH, KOTOpas BBIMOJHSACT OJHOBPEMEHHYIO KIacCU(DHUKAIUI0 U
perpeccuro. Ha mepBoM 3tare GopMHUpYIOTCS TICEBIOHA3BAHMS C HCIIOIH30BAHUEM
KMeans, 3areM OCYIIECTBISETCS BEPOSATHOCTHAS OICHKA MPHHAIJIEKHOCTH O0B-
€KTOB K KjaccaM W OOBEIMHSIOIICE TOJOCOBAHHE AJTOPUTMOB KIIACTEPU3AIIHH.
duHagbHAs MOJETh 00y4aeTcsl Ha PacCIIMPEHHOM IMPOCTPAHCTBE MPHU3HAKOB U JIe-
MOHCTPHUPYET YIYUIICHHBIC PE3YIbTAThl TI0 CPABHEHHUIO C TPATUITMOHHBIMH TOIXO-
JaMu. DKCIIEpUMEHTHI Ha BeIOOpKe 13 33 624 Habmoaenwuii (23 536 — obOyuyaromas
BbIOOpKa, 10 088 — TecToBas BEIOOpKA) MOKa3aM yBenndeHue 3HaueHus Silhouette
Score ¢ 0,7840 mo 0,8156 u cHmkeHue 3HaueHus Davies-Bouldin Score ¢ 0,3567
10 0,3022. TounocTs kimaccudukanuu cocraBuia 99,99 %, 6110 AOMYIIEHO TOJIBKO
onHa omuoOka 6omee yeM B 10 000 TecTOBBIX 00BEKTOB. Pe3ynbraThl MOATBEPIUITN
BBICOKYIO 3(PDPEKTUBHOCTh U MPUMEHHUMOCTH MPEIOKEHHOTO METO/AA JIJIsl TUCTaH-
[IMOHHOTO MOHMTOPHHTA, aHAJIN3a OKPYKAIOIIEH Cpellbl M YCTOHYMBOTO YIIPABICHUS
3eMEJIbHBIMH PECYpPCaMHu.

KiawueBble cJI0Ba: CerMEHTAIUs COJICHOCTH ITOYBBHI; JIHCTAHIIMOHHOE
30HIMpOBaHUE; aHcaMOieBoe kiactepusupoBanue; Sentinel-2; ERAS-Land; XG-
Boost; MmHOTOIIETIEBBIE HEHPOHHBIE CETH

Jasi nutupoBanusi: [.b. A6aukepumona, M.b. Ecenosa, I'M. FOcymoga,
A.C.TwiabikynoBa, A.M. Hen3eBenb. PazpaboTka Mojiei cerMeHTaIuH 3aCOJICHHOCTH
MOYB HAa OCHOBE JIaHHBIX JHUCTAHIIMOHHOTO 30HIMPOBAHUS W KIMMAaTHYECKHUX
napamMeTpoB//MexayHapo HBIN KypHaT HH(POPMAIMOHHBIX 1 KOMMYHHKAIIMOHHBIX
texHojoruit. 2025. T. 6. No. 21. Ctp. 20-42. (Ha ka3.). https://doi.org/10.54309/
1JICT.2025.21.1.002.

KoH(aukT WHTEpecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHHM KOH(IIMKTA
WHTEPECOB.

Kipicne

KYKBIKTBIK TIporiecTep/ii aBTOMaTTaHbIpy koHe mudpranapipy (Karpenko
et. al., 2023; Parycek et. al., 2023) kenteren enuepzae, COHbIH imiHae Kazakcranmga
1a, COT XYHECIH MOJepHHU3AIMSIAYIbIH MaHbI3/IbI OeJliriHe aliHaTy1a. MantiHaIbIK
OKBITY CHSIKTHI 3aMaHayH TEXHOJIOTHsIAP KYKBIK KOJIJIaHY TOXKIPUOESCIHIH THIMIUTITIH
alTapIIBIKTall apTTRIPyFa MYMKIHIIK Oepei, ocipece HaKThl MOJIIMETTEPre MmeKTeyJIi
KookeTiMaimik xkaraapiaaa (Ruslanet. al., 2023; Saidet. al.,2023). Cot memimMaepinin
HOTWIKENEPIH ACPeKTep HeTi3iHae Ooipkay coT mpolecTepinae 6ap 3aHIbUTBIKTAPAbI
KaKCBIPaK TYCIHyTe, COH/Iali-aK YaKbIT TICH pecypcTap/bl OapbIHIA YHEMICH OTHI-
PBIT, HETi3/IeNreH menimMaep KaObuiaayra keMmekreceni. Anaiina, Kazakcranma cot
icTepiHe KaThICThI HAKTHI JIEPEKTEPre KOJDKETIMIUIIK KYIUSIIBUIBIKKA OalIaHbICTHI
MIEKTeYl, OYJI FRUIBIMH Tajiay >KYpri3yre >KOHE OJlapIblH HETi3iHAe OoJDKaM jKa-
cay MOJCINBJICPIH d3ipiieyre alTapiablKTai kemepriiep Tyrbizansl (Bianchini et. al.,
2024; Setiawan et. al., 2024). Ocbl MoceneHi menry TompIpaKkThIH TY3aHybl — aybLT
IapyalIbUIbIFbI JTaKbUIIAPbIHA, SKOXKYHEIEp/IiH KYMBIChIHA JKOHE aliMaKTap/bIH CY
pEeXUMIHE TIKEJEH ocep eTeTiH HeTi3T1 AKOJIOTHSIBIK MpobieManapabiy 0ipi (Aksoy
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etall., 2024; Bo et all 2024). KnumatTbIH 63repyi )koHE aybUIIIapyalIbLIbIK KepIIepiH
naiananyIbIH FHHTeHCH (DUKAIMSCHI XKaF JaibIH1a TONBIPAKTHIH JeTPaIalis JopeKeci
(Bougiouklis et all., 2025) kepeMer XblnaaM KapKbIHMEH apTaabl. COHABIKTAH
TY3JIBUTBIKTBIH, THIMJII MOHUTOPHMHIT MEH OOJDKay KYpalJapblH 93ipiey KaKerT.
CHyTHHKTIK JepeKTep, aram aiTtkanma, Sentinel-2 miardopmaliapblHaH aJIbIHFaH
MyJIbTH-Hana3onbl cyperrep (Cui et all., 2025), ERAS-Land cHSKTBI KIIMMATTBIK
MOJICTIBJICPMEH OIPIKTIPLIIN, TOMBIPAK JKaMBIIFBICHIHBIH KYHI Typasibl KeH akmapar
Oepeni. J/lereameH, onap/sl OHACY AePEKTEPAl TAIay/IbIH 3aMaHayH d/IICTEPiH KaKeT
eteni. Kasipri yakpitra eutsiMu oieouertepae NDVI, NDWI sxxone NDSI (Gao et all.,
2025; Gao et all., 2025), CHSIKTBI CIIEKTPJIIK HHIEKCTEPII KOCa aFaHa, TOTMBIPAKTHIH
TY3JIBUIBIFBIH  OaFanay/iblH OpTYPal TOCLIAEpi, COHBIMEH KaTapThl CHIEKTPIIK H
(Geoderma et all., 2024) >xone perpeccust (Jia et all,, 2024; Jiang et all.,2025)
oiCTepiH KOJIAaHATHIH MAIMHAIBIK OKBITY YCHIHBUIFAaH. JlereHMeH, OakblIaHATHIH
OKBITYFa HETI3ENTeH KIACCUKANBIK OJICTEp CEHIMII JepeKTep OenriepiHix
OoMaybIHa JKOHE MYMKIHIIKTEP TapaTyAblH TeT-3pOTCHUIIriHe OalIaHbICTHI
OipHerre mekTeynepre Tam 6osaasl. OcbIFaH OalIaHBICTHI, COHFBI XKBIIAAPHI O0IKAY
JIOJJIITIH JKaKcapTy YIIH OaKpUIaHOAHWTHIH aIrOPUTMICPAl, aHCAMOJIBIIIK OICTEP i
YKOHE TEPEH HEUPOHIBIK JKeJiaep 1l O1piKTipeTiH THOPUITI 9ICTEPTe KBI3BIFYIIBUIBIK,
apTThl. by caamarer ©3eKTi Mocemnenep/IiH 0ipi op TYpJIi TOMBIPAK TYPIAEPiHiH, COHBIH
IIITHE COPTaH, KAJIBITITHI )KOHE KYM/IbI TOTIBIPAKTAPABIH CIIEKTPIIIK €PEKIIETIKTePiH
€CKepy KaKeTTLIIr1 O0JBIN TaObLUIa b, OWTKEHI KYMIBI TONBIPAKTAPIBIH CIICKTPIIIK
cumnaTTaMajgapbl COpTaHJaHFaH alMaKTapJaH KeJeTIH CHTHAJIJapMEH Ka0aTTacybl
MyMKiH. COHBIMEH KaTap, MaHBI3bl MIHJIET - KOFAphl KEHICTIKTIK KOHE CTIEKTPIIIK
©3TePrillTiK XKaFaalbIHIa IepeKTep i Oeiimaeyre 00IaThIH aNrOPUTMAEP/II d3ipIiey.
byn sxympicTa 613 6akputan6aiiTeiH anropurmaepai (KMeans (Kaliyeva et all., 2025;
Land et all., 2024), arnomeparusti knacrepiey, DBSCAN (Liu et all., 2024; Luo et
all., 2025)) 6ackapsuiateia ofmictepmer (XGBoost (Lusiana et all., 2025., Lusiana
et all.,2025), xen TanceipMaabl HEHPOHBIK Xeli) OIPIKTIpETiH THOPUATI MOICITb-
Il YChIHAMBI3. bactankel ke3eH jkanraH Oenriiepal KaiemracTeipy ymin KMeans
OMICIH TaiIallaHbIN JIepeKTepAl KiIacTepieyal KaMTH/Ibl, COJIlaH KEHiH ojap HaKThI
CBHIHBINITApFa JKaTaThIH HBICAHAAPBIH BIKTHMAIABIFEIH ecenTeiTiH XGBoost yricin
YHpETy YIIiH naigananpliaabpl. Opi Kapai, OipHeIe KiiacTepiaik anropuTMIep/iH Ja-
ybIC OepyiMEeH aHCaMOJIbIIK TOCIT KOJIIAHBUIA IbI, COMAH KeWiH TYNKUTIKTI Oenriiep
TOMBIPAKTHIH, TY3JBUIBIFBIH XKIKTEY KOHE perpeccusuiay MacelelepiH Oip yakbITTa
HICIIETIH KOIT TallChIpMaIbl HEMPOH/IBIK JKEJIiHI OKBITY YIIIH Mai1aJaHbliabl.
3epTTey YCBIHBUIBII OTBIPFAH 9JIiC JIOCTYPJl KIACTEpJIey JKOHE JKIKTEY
dicTepiMEH CalTbICTBIPFaH 1a TOMBIPAKTHI TY3IBUTBIK OOMBIHINA JJTIPEK CETMEHTTEY 1
KaMTaMachI3 eTel JAen O0DKalIbl. DKCIEPUMEHTTEPIC MOJICIb CallachIHbIH HET13T1
KepceTKimTepi Oaraiana b, COHbIH immnae Sil-houette Score, Davies-Bouldin Score,
Calinski-Harabasz Score »oHe ruOpuaTi aHCaMOIBIIH COHFBI OOJDKaMIIbI YJTIHIH
camachlHa ocepi. 3epTTeY/IiH HEeTi3T1 HOTWKeIepl THOPUATI TOCUIII KOJMIaHy TY3/bI
acep €TETiH TOIbIPAK CErMEHTAIMSACHIHBIH JAJJIITH KaKcapTaabl, 9PTYpJli TOIbIpaK
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’KaMBUIFBICBIHBIH TYpJIEPl apachIHIAFbl MIEKAPAJIbIK dCEPIEpPiH oCcepiH a3alTassl
YKOHE MOJICNBJII JACPEKTEPIiH KEeHICTIKTerl OlpKenki eMectirine Oeitimaeiai. by
3epPTTEy TOIBIPAKTHl KAIIBIKTHIKTAH 30H/ATAY O/ICTEPiH JKaKcapTyFa KOMEKTecei
KOHE TY3[IaHFaH alMaKTaFbl )KepAiH AeTPaJalUsChiH OaKbUIAY YIIiH MaliJalaHbUTYbI
MYMKiH. TOmBIpaKThIH TY3/IaHybl — €TICTIK aJIKaNTapbIHBIH OHIMIUTITIHE, KOXKYHe
(GYHKIUSIaphIHA KOHE CyFa YJKEH dCep €TETiH JKOJIOTHSIIBIK MaHBI3JIbI MICele.
KnumatTeiH e3repyi oHE aybll IapyallbUTBIFBIHBIH KAPKBIHIBI JaMybl TYpaJbl,
TONBIPAKTBIH TY3/IaHYbIH OaKbUIay KoHE OOJKay KypalaapblH KYPYABIH ©3€KTiTIr
OipTiHIEn apThIN Keleai. FanbiMaap COHFBI JKbULAAPBI TOMBIPAKTHIH TY3IBUIBIFBIH
0oJmKay MEH KapTaHbBIH ISJIIT1H KaKCapTYy YIIIiH CIy THUKTIK OCiHENe Y11, MaIlInHAJIBIK
OKBITY aJITOPUTMJICPIH XoHE TeorpadusuIblK aKmapaTThIK >KyHenepi OipikTipyre
TBIPBICTHL. 3ePTTEY/IiH )kKaHa OAFBITTAPBIHBIH Oi1pi TONBIPAKTHIH TY3/IbUTBIFBIH aHBIKTAY
YIIiH KaIIBIKTBIKTaH 30H/TAYy OHE CIEKTPJIIK KOPCETKIMTEpAl ManaaiaHy OOJIbII
tabbutanel. 3eprreyae (Paramonova et all., 2025) Sentine 1-2 nepekrepi MeH TepeH
OKBITY aJTOPUTMJIEPI apKbUIBI TY3/bI XKEpIIep/Ii aBTOMATThI TYp/E aHBIKTAy 9/icTepi
tangauael. Hotmxkenep cnexrpmik uaaekctepai (NDVI, NDSI, BI) kenikabarts Hei-
POHJIBIK JKETIEpMEH OipiKTIpy TY31bI TONBIPAKTAP/Ibl JKOFAPhI KIacCUPUKAUSIIBIK
nanaikke (91,2 % peitin) MmymkiHAik OepeTiHiH kepceTTi. backa 3eprrey (Sadyrova
et all., 2025) TompIpak >XarmaWblH TaJiJay YIIIH THICPCIEKTPIIK JepeKTep/Ii
nalanaHyIbIH SKETUIMIPIITEH OMICTeMECiH YCBIHIBI. TY3IBUIBIK ©3TepicTepiHiH
KCHICTIK-YaKBITTBIK 3aHABUIBIKTAPBIH JIOJIPEK MOJEIbACYre MYMKIHIIK OepeTiH
JepeKTep TpaHCHOPMATOPIBIK OSAICTEpli KOJIIaHy apKbuibl eHuenni. COHbIMEH
Kartap, TOMBIPAKTBIH TY3JaHy JMHAMHKACHIH OOJDKAy VIIIH KIUMATTBHIK JEPEKTEP
MEH CITyTHUKTIK CypeTTepai OipiKTipyaiH opTypdli Tociiaepi 3epTrenyae. Mbicabl,
xymbic (Tashpolat et all., 2025) Tonbipak TemIiepaTypachl MEH bUIFAIBLIBIFBIHBIH
©3repyiH eCKepe OTBIPBIM, TOIBIPAKTHIH JeTPalalMsChIHBIH ©3repyiH OoinkayFra
MYMKIHAIK OepeTiH MaIluHaIBIK OKbITyFa >koHe ERAS-Land moneniHiH nepek-
TepiHe HETI3JIeNTeH dICTI YChIHAMBI. [ pagueHTTI KYIIEHTy KoHe Ke3/eHCOK OpMaH
CHSIKTBI YKHBIHTBIK OJIICTEp JOCTYPIIi ChI3BIKTHIK PErpeccus YIATUIEPIMEH CalbICThI-
pranma 6oimkay monairin 15%-fa apTTeIpAbl. 3epTTeydiH Tarbl Oip MaHBI3IBI OAFbI-
ThI TOIIBIPAKTBIH COPTaHJAaHybIHA OAJIaHBICTHI aybUIIIAPYANIBUIBIK JKEPJICpIHiH Jie-
rpananuschiH Oaranay Oomnbin Tabbutanbel. 3eprrey (Tussupov et all., 2024) apunari
aliMaKTap/1aFbl TOMBIPAKTHIH TY31aHy JOPEKECIH CAaH/IBIK TYPIC aHBIKTayFa MYMKIHIIK
OepeTiH MYJIBTUCIEKTPJIIK 30HATAY JKOHE MAIIMHAIBIK OKBITYFa HETI3eNTeH
TOCUIII YCBIHAIBI. ABTOpiap OakpliaHOaWThIH omictepai (KMeans kmactepiey,
DBSCAN) 6akputanateia omictepmer (XGBoost, HEHPOHIBIK *kemiyiep) OIpiKTipy
Kiaccu(UKaIus KaTeJepiH a3aiTyra )oHe TOMbBIPAK CUMATTaMaIapbIHIaFbl Kypeii
CBI3BIKTBIK €MEC TOYCIIUTIKTeP Al KapacThIpyFa MYMKIH/IIK O€pETiHIH aTalr KepceTe/Ii.

KambIKThIKTaH 30HATayMEH KaTap, KEePruliKTi eNImeMIepre )oHe Ty3IaHy
MPOIIECTEPIH MOJECNBJCYTe HETI3NENTeH Tocuiaep OeslceHaAl Typae o3ipieHyje.
3eprreyae (Tussupov et all., 2024) TonbIpakThIH TY3IBUIBIFBIH KapTaFa TYCIpy YIIIH
AKUTIAKCHI3 YIITy anmapathiHbIH (¥ ¥ A) IepeKTepiH re0CTaTUCTHKATBIK MOICITBICPMEH
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OIpiKTIpY MYMKIHIIKTEpI TaaaaHabl. JKyMBbIC YIIKBIIICHI3 VIITy anmapaTrTapbl TepeH
OKBITY OJIICTEpIMEH YiJIece OTBIPBIN, JKOFapbl KEHICTIKTIK IOJIIKTI KaMTaMachl3
€Te OTHIPHIN, OaKpliay MIBIFBIHAAPBIH a3aiiTa anaThlHBIH Kepceredi. CoHBIHAA,
3eprrey (Velilla et all.,, 2025) oprypmi aiimMakTapjaarbl TOIBIPAK TY3IbUIBIFBIH
OoJpKay YIIH CITyTHUKTIK OaKblIay, )KepAeTi oJIeyiep )KOHe MallTHHAIBIK OKBITY IbI
OIpIKTIpETIH KEMIEeH I TOCUIMI KapacThIpaabl. ABTOpiap aHCaMOJIBIIK YJTiIEpIi
naijanany, ocipece majaiblK ACPEKTEPAiH MICKTEYJI KOJDKETIMIUIIr JKaFaaibIHIa
Oo/mKaMIapablH CEHIMJAUINIH — apTTBHIpaThIHBIH  atam  kepceTedi. Ochburaiiiia,
Ka3ipri 3aMaHfbl 3epTTeyjiep TOMBIPAKTHIH TY3JaHYBIH OakplIay jkoHE Ooipkayna
aliTapiabIKTail mporpecti kepcere . KalbIKThIKTaH 30HITay AePEKTEPiH, KIMMATTHIK
MOJICNIBJICPAl JKOHE MAIMHAJBIK OKBITY aJIrOPUTMJEPIH OIpiKTipy Ty31aHFaH
YKEpIIep Il JKIKTEYIIH JOJJIITIH apTThIpyFa JKOHE TOMBIPAK KACHETTEePiHIH KEHICTIK-
YaKbITTBIK JTUHAMHUKAChIHA HET13/IeIreH O0KaM/ Ikl MOJIENbIeP/i KacayFra MyMKIHIIK
Oepeni. by sxxepi TypakTel 6ackapy, TONBIPAKTHIH ACTPAJAIlUsACHIHBIH OCEPIH a3alTy
YKOHE ayblJT IIApyaIIbIIBIFbI OHIIPICIHIH THIMIUIITIH apTTBIPY YIIIH KaXeT.

ogjicTep MeH MaTepuaiap

3eprTeyne KornkoaakThl Sentinel-2 cmyTHUKTIK cypeTTepi xkoHe ERAS-Land
KJIIMMATTBIK MOJIel KoyaaHbuiabl. Sentinel-2 cnextpmik aepekrepine B2, B3, B4,
B8, B8A, B11, B12 apnanapsl, connaii-ak ajnbiHFaH criekTpiik uHaekctep (NDVI,
NDWI, NDSI, SI1-SI5, BI) kipai, Oy ©ciMaiK >KaMBUIFBICBIH, TOTBIPAK bUIFa-
JBUTBIFBIH JKOHE Kep OCTiHIH MUHEpaJJaHy IOpPEXKeCiH TajjayFa MYMKIHIIK Oepi.
Tomwipak cybiHbIH Kejemiaik kepceTkimtepi (VSWLI-VSWL4) ERAS-Land mo-
neniHeH Tept kKabarka (0—7 cm, 7-28 cm, 28—100 cm, 100-289 cm) anmbiHabl, Oy
TOTIBIPAKTBIH COPTAHJAHYbIHA BUIFAJJIBIH SCEpiH ecemke ajdyFa MYMKIHJIK Oepeni.
Tangay yurid opTyp:i TONbIpaK cumarTaMainapbl 6ap yi ailMak TaHIaNIbl: Ty3aHy-
JIBTH YKOFaphl JICHreHiMEH CUTIaTTadaThiH Apall TeHi31HiH OYphIHFBI TYO1; TY3IbUTBIFBI
KAJIBITITBI )KOHE OCIMIIKTepl TUNTIK bo3aliFeip aybutbl (AKkMosa oombickl, Kazakcran);
YKOHE KYM/JIbI TOTIBIPAKTap/IbIH CIIEKTPIIIK CUIIaTTaMallapblH Oarajay YIIiH Oakbuiay
alimMarbl peTiHe MaiJallaHbUIFaH €H a3 OCIMIIK >KaMBUIFBICHI 0ap KYMIbI JKepiep.
Hepextep 2019-2024 >xplngap apajiblFbIH KaMTBIABI, TONBIPAKTBIH TY3/IaHY 3aH-
JBITBIKTAPbIH JKOHE OJIApJbIH YaKbIT OOWBIHINIA JUHAMHUKACHIH aHBIKTAy YIIIH XKET-
KUTIKT1 aKmapar oepei.

I-cypeTTe MalllMHAIIBIK OKBITY 9IICTEPiH OiIpIKTIPETIH TOMBIPAK TY3ABLIBIFBIH
KJIacTepJieyTe KoHe 0oJDKayFa OChI TOCUIIIH 9IICTEMEC CypeTTeNTreH. AFbIHBIK JIH-
arpaMma aJijblH aja eHJCY/ICH KoHe jKaliFaH OeNriHi )kacaymaH Oacrtam aHcaMOJIbIi
OKBITYFa >KOHE KOII TalChIpMasibl HEUPOHIBIK MOJIENbICYTE ACHIHT1 IepeKTepi oH1e-
VIIH JOHEKTI Ke3eHICPiH KopceTe/Ii.

1. 3eprreynin OipiHIII Ke3€H1 ASPEKTEP/Il aJlIbIH ana oHACyAeH Typaabl. by
Ke3eHe OacTamKbl ASPEeKTep OfaH opi Tajjay YIIiH JaWbIHAANIaabl, COHBIH IIIiH]IE
YJECTIpIMHIH aCUMMETPHSCHIH KOK JKOHE MYMKIHIIKTEp/I Oip IIkajara KeaTipy.
bipiamriaen, gsorapudMIik TYpICHIIPY KOIAAHBLIAIABI, OJ IIETKI MOHEPIH dCEpiH
YKOHE YJIECTIPIMHIH KUCAIOBIH a3aliTaIbl.
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Dataset Logarithmie

transformation Ensemble clustering
3 !
Features {X) X} = log(1+ Xy)
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b Normalization — o acan
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B? Filtering Multi-task learning
Bl IJ[:J'.-. J’Fi} = ||&; — fig |2 {classification + regression) objects
BI2 =
VEWLI Hidden layer of a newral network
VSWL2 Assigning Labels i ReLU(W; 2= 4 )
VEWL3 in dl :l
) w = argmin d(z;, i
VEWLA & Classification euipst
NS
Bl ek = (W3 B 4 By
s X Boost training for latent feature
EH Exiraction Regression output
si3 Probability of belonging to cluster Bty = (W3 by)
Sl4 1
§15 Ply=1lz) = — 1‘ < Total loss function
WDV £ o et ™)+ 00 Loy ey, sy}
NDWI

Formation of an extended feature
space
X o (™ Py = 11X

Cyp. 1. Manimemmepoi onoey kezeyoepi dcane monvipakmuly my30blibi2blH OONAHCAY MOOENIH KYDY.

Opi Kapail JepeKTep KalbIIKa KeNTipiie i, COHABIKTAH OapIIbIK MYMKIHJIIKTED
[0,1] aykpiMBIHIA MOHAEpTe He Ooyansl. Byl keneci anropuTMaepaiH KOHBEPTEHITH-
SICBIH JKaKcapTazbl XKoHE dpOip MYMKIHIIKTIH MOebre OipKenKi ocep eTyiH KaMTa-
MachbI3 eTe/l.

Jlorapudwmuik Tvprenmipy (2):

X:.;_ =lc&g(1+X:-j-) 1)

X

N I
where #ij— is the original value of the / - th feature of objecti, where X € 1 X d Xy

— prime is the transformed value after applying the logarithm, X' €R, xd
2. Hopmanuzanus (2):
X[:—min(x")

yhom — ]
L] max( X' J—min(x") (2)

¢
MYH/IaFrbl Xei xaif — JorapupMIiK TYpPASHAIPYACH KeHiHr MYMKIHAIK MaTpUIIAChI,
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nerm
X5 norm— HOpMaJlaHFaH MYMKIHJIK MaTpHUIacel, MyHaa Mouaep 0-g1eH 1-re meii-
1HT1 JUaNa30HFa KETKI3UIE1.

JlepexTepai ajjbIH aja eHaeyAeH Keiin ncesnodenriiep KMeans anropurmi
apkbuIbI Xkacanaabl. by kesenae KMeans anroputmi X {norm} HOpMmanaHfaH Je-
peKTepi ekl kiactepre Oactankpiga 0ey YIIiH KOJAaHbUIaAbl. AJITOPUTM KIIAcTep
OPTAJILIKTAPBIH €CETITEM, CH JKaKbIH OPTAJIBIKKA JCHIHT1 €H a3 KaIllbIKTHIK HeTi3iH1e
opOip HYKTere OeNriHi TaFralbIHAANIBI. AJIBIHFAH JKaJlFaH Oenriiep OacTamnkbl 1epek-
tepai 6enymi (3) xoHe OenriHi TaraibiHAayAbl (4) KaMTamachl3 eTeTiH XGBoost mo-
JIEJTIH OfIaH 9P1 OKBITY VIIIIH HVCKAYJIBIK PETIH/E TaiiJaIaHblIa Ibl.

d(x, ) = lx; — 1y 3)

MyHIarbl *i— X

normJ - OOBEKTIHIH epeKIneNiK BeKTopbl, Hk— KiacTepiHiH HEHTPI,
MYH/IaFbI k=12, (X)X y My apachIHAAFbl €BKJIMITIK KAIIBIKTBIKTBIH KBaJIpa-

ThBI.

vy, = argmin d (x,
i g X ( ir “k) (4)
MYH/JIaFbl d(x;, 1) ap6ip *i 0OBEKTICIHIH KiIacTep OpTANbIKTAPbIHA ACHIHT ecer-

kef{1,2} vy, _i

TCJIICH KAalllbIKTHIFbI, k — KJIaCTep I/IH,Z[GKCi, - HBICAHFa TaralbIH-

JlaNFaH Kanran 6enri, ¥ € {0.1},
byn kamampa XGBoost Oenrim 0ip KiacTepre MYMICTIKTIH BIKTHMAJIBIK

. . norm .
OaranayiapblH ajxy YIIiH Y xanran OenriiepMeH X HOpMaJIaHFaH JepeKTepi
OOMBIHINIA OKBITBUIABI. BYJT BIKTUMAIBIKTAP KapanaibiM KJIacTepliey dicTepiMeH
TYCIpIJIMETeH JEePEKTEPIET] KACBhIPBIH YATUIEpai kopcereai. HoTmxke (BIKTUMaIIBIK

— h . o Do
(y=11x) %) X (6) KeHeUTIreH MYMKIH/IIK KEHICTITH KYpa OTBIPbII, OacTarnKbl

MYMKIHJIKTEPre KOChIIaabl).
1

Plv=1|x)= ﬁ—'r—'.'
[:- | ) 14g— W x+b} (5)
T ynerm . w
M¥HI[E[FBI — CPCKIIC/IIK BEKTOPHI, — MOJCJIb CAJIMAKTAPbIHBIH BCKTOPHI,

b _ (KUFaIITHIK), Ply=1]x )KnacKa JKaTaTblH * OOBEKTIHIH BIKTUMAJABIFBI, MOH
[0,11 nnana3oHbiHA.

Xeuh = o, (y =11 X) (6)
X™™ _ yopmananran nepexrep, F (y=11X%) dopmyna (6) GoitbiHIIA

. . enh . . .
aJIbIHFaH opOip HBICAH YIITiH BIKTUMAJIIBIK BEKTOPHI, X Gactanksl MYMKIHTIKTEPII
JKOHE KOCBIMINIA BIKTUMAIIBIK MYMKIHIITIH KAMTHTBIH KEHEHTUITeH MYMKIHIIK
X eR x(d+1)

MyH1arb1

MaTpUIachI,

Keneci kamam - aHcaMOnpIik KiacTepieyni KoimaHy. byn kamamuia xene
KEHEHTIIreH MYMKIH/IIK KE€HICTIT1 YIII KJIacTepIey 9MICiH Karap KOJAaHy YILIiH maii-
nanansuiagel: KMeans, aromeparusTi kinactepiey xkone DBSCAN. Opbip a1ic HbI-
canjapra Oenrinepzi aepOec TaralbIHIANABI, COTAH KeWiH HOTHXKENep Aaybic Oepy
IporeTypachl apKblIbl OIpiKTIpiiei, MyH/1a HbICAH YILIIH COHFbI O€MNTIi eH Ul Ke3-
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JIECETIH MOH PETiH/e aHbIKTaIaIbl. byt aHCaMOIIBTiK TOCT opOip oAICTIH JKeKe Kare-
JIEPIHIH OCEPIH a3alTaabl )KOHE ACPEKTEP/Il HEFYPIIBIM TYPAKTHI XKOHE IJIipeK 0oy
KamTamachkI3 erefi (7).

kmesans

- gele _ dbscan
i » ¥y )

& a
yit = mude[}r ¥

(7)
kmeans

B . agglo
Mynnarer Y — HbIcaHFa TaraiibiHnanran Oenri ! anmropurmi Kmeans, Y

Lo . dbscan
— HbBICAHFa TaralbIHIaIFaH Oenri ' armomepaTuBTi Kiactepiey, Vi — HBICAHFa

Lo . Ens
taraiibiaganran Oenri ' DBSCAN amropurwmi, ¥ — Yons ER, HBICAHBIHBIH COHFBI

aHcamOti.
AHcamOnB/Il KJIacTepieyleH KehiH KeiOip HeicaHmap «ury» (—1) Oenricin

aJybl MYMKIiH, COHABIKTaH 9p1 Kapail OKbITY YIIiH )Kapamabl Oenriiepi 6ap HbICaH-
.. . . . peEmR o - .
nap raHa TaHganansl. Kem tarncelpmaisl yiriHig Kipici ¥ KeHEWTiIreH MyMKiH-

nikrepi ((TaHmaaFaH HeICAHAAP YIIIH), COHIAN-aK €Ki MaKCcaTThl alHbIMaibl OoJa-
. . ny . . agalinity

abl: (1) xikrey yurin ¥ €1 knacel sxoHe (2) Ty3AbUIBIKTHIH Kanrad oenrici ¥

0131iH xarmaiiga 1-cerabin yiurin XGBoost kKaliTapraH BIKTUMANIBIK HeMece Oacka

KOJDKETIMII TY3ABUIBIK (8).
enh a a
{[xe S Fsalinity,z‘)} ama y; e #F —1 )

xa:zh o . . . va:lz.:? . . vsn!i:ziry
YHIa — KCHCUTUII'CH MYMKIHAIKTEP, - — aHcamOIb 66.]'[1"1]'[6[)1, - — TY3-

JBUTBIKTHIH TICEBA00ETIEep] (HEMece 1o Oenriiep).
KOpBITBIHBI KE€3€H — JKIKTEY MEH PETrpECCUSHBI OIpIKTIPETIH KO TarchipMa-
JIbI OKBITY. Bip yakpITTa €Ki MOoCceNeHi meneTiH HEHPOHIBIK JKelli Tai1anaHblIIab:
ans

aHcambib Oenrinepi GolibiHIIA XKikTey Ysatinity ncepmobenrinepi GoMbIHIIA

perpeccusi. Mozenbie CTaHIapTThI Kipic KabaTbl, OipHele kachlpbiH Kabdarrap (9),
CO/IaH KeMiH ekl «bacy - kiaccudukaiusara apHanras mwelFblc (10) xkoHe perpeccusira
apHanFaH mbiFbic (11). JKaTTeiFy Ke3inge exi Macesne OOMbIHINIA KOFanTy (QyHKIH-
napsl (12) 6ipre eckepineni.

h = ReLU(W,x* + b, ) )

enkh . . . - .. .. .
MYHJIaFbl x — 61p HBICAH YIIIH KCHECUTUITCH MYMKIHA1K BEKTOPBI, Wi* bl— 61p1HI.IIl

KACBIPbIH Ka0aTThIH CAJIMAKTHIK MAaTPHUIIACHI KOHE KUFAIITHIK BEKTOPEI, h _ sxacor-
PBIH Ka0aTThIH OeJICeHIIpiIyi (P)KaHa MYMKIH/IIKTI KOPCETY).

-~
}Fc!nss

= o(W,h + b,) (10)

h

MYHIatrbl ™" — JKAaCbIDbIH Ka0ar IIbIF BbICHI, I"Vf ’ bf

— KJIaccu(pUKAIMSIIBIK ASHIeHIiH na-

1
CI'(Z) T 14e7F j}c!ﬁﬂ € [ﬂfl:l—

pamerpiepi, 1 Kaccka >KaTaTblH 00Ty BIKTUMAJIABIFbI.

j'}salinlty = G(HE h + bﬂj (11)
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MYH/IaF bl h _ KACBIPbIH KAOATTHIH IIBIFBICHI, Wy, by _ perpeccust KabaTbIHBIH Mapa-

MeTpJIepi, o(Z)- yynna Gomkamabl [0,1] nnanazoHbIHA OKEJIETIH MIEKTEYII PEeTiH/Ie

nangaaaHbIIaIb], Vsalinity € [0.1] 0OKaMIBI TY3ABUTBIK MOHI.

L= “Er:!nss (j}c!nss’ F!ﬂi] + EL-'E:,,Eg [j}sﬂl'lﬂi-ty’}rﬂliﬂit}') (12)

Verass. T

MYH/IaFbl ¥ class, ¥ class — )KIKTEY YIIIH OOJKaM/IbI )KOHE HAKTHI GenriY salinity Y satinity

— OOoIDKaM/IBI JKOHE HAaKThI (HEMECE JKajFaH) TY3IbLIBIK Oenrici, & — perpeccust Mmace-

JIeCiHiH XKalllbl KaTere KOCKaH YJICCiH aHBIKTANTBIH CaIMaK TYpaKTHICH, & — xar-
TBIFYJIa KOJIIAHBIJIATBIH COHFBI JKOFANTY (DYHKIHUSCHI.

Icke acwipy yiriH TeMeH IeTi OarmapiaMablK Kypas MaijalaHbulIbl: HEHpOH-
abIK skeninep ymiH Python 3.9.12, TensorFlow 2.12.0, rpaaueHTTi KylelTy yuriH
XGBoost 1.6.2, KJIaCTEpIIey JKOHE KaJIbIIKa kenripy ymin Scikit-learn 1.1.3, reozne-
peKTepl OHIeY YH_IIH GDAL 3.4.0, Matplot2 xoHe Bu3yanu3zaius ymiiH Sea.5.1.2.
CHYTHI/IKTIK keckiH nepektepi Google Earth Engine APl apKbiibl albIHIBI XKoHE
eHJeN . MoJenpaep Koraphbl €CcenTey KbUIIaMIbIFbl MEH YIIKEH JePeKTep ChIMbIM-
IbUTBIFBIH KamTaMackl3 ety yuriH NVIDIA RTX 3090 rpadukansik kapracs! (24 I'b
VRAM) xone 128 I'b xanpl 6ap ecentey cepBepinzie opbiHIanasl. Sentinel-2 nepek-
Tepi MaiiJanaHbUIFaH CIYTHUKTIK JepekTepre KonmepHuk amblK KOMHKETIMIUTIK Xa0bl
(https://scihub.copernicus.eu) apkbuibl Koil keTkizineni. ERAS5-XKep knmumarer je-
pexrepine ECMWF Climate Data Store (https://cds.climate.copernicus.eu) apKbLIbI
KOJ JkeTKizyre 0onasbl. Ochliaiina, YChIHBUIFAH 9ICTI OacKa aiiMaKTap YIIiH KahnTa
HIBIFapyFa jkoHe Oeiimaeyre Oonazbl, Oyl OHbI TOMBIPAKTHIH TY3IBUIBIFBIH TaJAay-
JIbIH oMOe0an KypajblHa ailHaJIIbIpaabl.

Hortu:xesiep oHe TAJIKbLIAY.

YCBIHBUIFAH OJIC TOMBIPAKTHIH TY37aHYbIH OOJDKAy MEH KEHICTIKTIK
CEerMEHTTEYIe KOoFapbl THIMIUTIKTI KepceTTl. Tek KMeans anroputmine HerizaenreH
HETI3T1 TOCUIEH aWbIPMAIIbUIBIFBI, aHCAMOJBl KJIACTEPJeydi, BIKTUMAJIIbI
MYMKIHIIKTEpl OabITybl JKOHE KOIl TalChlpMalibl HEWPOHIBIK JKENiHIH
apXUTEKTYpachlH OIPIKTIPETIH 931pJIEHIeH JKyle OapiblK HETi3rl KepceTKillTepie
alTapIbIKTa XKaKcapTyIapasl KepceTTi. by KamblkTan 6akpuiay TarncelpMaiapbiHa
TOH KYpJeJIi TeTepOreH Il IePEKTePpi OHILY Ke31H/Ie MAIlIMHAIBIK OKBITY OJIICTEPiH
OipiKTipyIiH OPBIHIBUIBIFBIH pacTaiiibl. Mojenb €Ki KOCBIMINA JEpPEeKTep Ko3iHe
HerizmenreH: Sentinel-2 mynbTHCTeKTpi KeckiHi koHe ERAS-Land mopeninen
aNbIHFAH KIMMATTHIK Jepektep. bi3 Ty3manyra ocep ereTiH OCTTIK IIAFBLIBICY
KAacHeTTEePiH Jie, THIPOJIOTHACHIH J1a TYCIpY YIIiH €KeyiH Je KoiaaHabiK. KomepHuk
6acramacsl OoiibIHIIA Eyponanbik Fapelil areHTTIiriHiH Sentinel-2 CIy THUKTIK xKyHect
cnekTpaiH yikeH oemirinae (10—60 M) xorapbl KEHICTIKTIK aKbIPAThIMIBLUIBIFEI Oap
Oelineneyni ycpiHaThiH MSI MynmbTHCIIEKTPII CEHCOPBIH anbin xypeai. Tammay 10
METPIIIK aXKbIPATHIMIBUIBIK IUaNa30HAapbiH Nainananasl: B2 (kek), B3 (kaceur), B4
(xp13b11), B8 sxoHe BSA (kbIcka TONKBIHABI HHOPAKbI3bLT) xKoHE B11 sxone B12 (opra
UH(paKpI3bL1). by apHanap ecimMiK jKaMbIIFbICHI, bUIFAJIJIBUIBIK XKOHE JKep OeTiHIH
HIAFBUTBICTRIPY CHUMATTaMalapbl Typaibl aKmapaTThl, COHBIH IMIIHAEC MUHEPAIIbI
KYpaMbl MEH BIKTUMAaJ TY3IbUIBIK Typajbl KeHecTepal oepeni. Moaens exi KochIMIla
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aKImapar Ke3iHe Heri3aenreH: Sentinel-2 MybTUCTIEKTPI Il OeliHENeY )KOHE KIIMMATTHIK
ERAS-)Xep ynrici nepextepi. biz OeTiHIH MaFbUIBICY KACHETTEPIH JKOHE TY3IaHyFa
ocep eTeTIH I'POIOTUSIHBI €CKePY YILIH KOJ1aHAbIK. EyporaibIK FapbIlll areHTTIrHIH
«Komepuuk» OarmapiamMachIHBIH Sentinel-2 CIyTHUKTIK >KYHECIHIE CIEKTPAiIH KeH
oemiriaae (10-60 m) >xoFapbl AKBIPATHIMIBLUIBIKTHI OCiiHENey1 6ap MyIbTHCTIEKTPIIIK
cencop MSI Gap. Tanmay 10 MeTpiik aXbpIpaThIMIBUIBIK KOJTAKTAPhIH Mak aTaH bl
B2 (xex), B3 (3xaceun), B4 (xp13b01), B8 sxoHe B8A (KpIcKa TOMKBIHABI HHPPAKBI3HLT)
xoHe B11 »xone B12 (opranrsl undpakpi3bu). byn nepexrep Ty3abl TiK TackiMasaay
npouecTepiH Oarajnay YIUIH KaKeT, SFHU TEPEeHJIK NEeH MayChIMHBIH (DYHKIUSCHI
peTiHae Iaiimanay HeMmece >KMHalmy. Herisri CHekTpiik >KoHE T'MIPOJIOTHSIIBIK
KacueTTepleH 0acka, MOIENbIiH OCIMIIKTED MEH TOMBIPAKTHIH BUIFAJIIBIIBIK
KAaCHETTEpiHE Ce3IMTaNIBIFBIH aPTTHIPATHIH TYBIHIBI CTIEKTPIIiK HHIeKCTEp (SI1-SIS,
NDVI,NDWI, NDSI, BI) 6onap1. Ocbutaiiina, MyMKiHAIKTEP )KUBIHTHIFbI TY3IbUTBIKTHI
MOJIENBACYTE KEIICH 1 TOCIIII KaMTaMachl3 €TeTiH OeTKi XKoHE TepeH mapaMeTpiepii
KaMTHbl. By Tannay MyMKiHIIKTepiH KeHEUTEIl aKOHE 9pTYpJli TAOUFH-KITUMATTHIK
Karaiiapia KoJIaHFaHaa 9JIICTIH oMOeOanThIFbIH apTThipanbl. Jlepextep Google
Earth Engine apkpuibl anbiHabl. byt skymbicTa keneci KepceTKIITep naiaanaHbulIbl:
1.Hopmanmanran nuddepennmanasr Ty3aputbiK naAekci (NDSI) (13):

R—NIR

NDSI = R+NIR (13)

MYH/JIaFbl R _ kpisbin apHaHbIH MoH1 (B4), NIR _ xakpm uH(pakb3eL1 apHa (BS).
Byt kepceTKinn TONbIpaKThIH TY3/aHy JIeHIeiiH Oaranay YIIiH KOJIIaHbLIa bl
2. Kapsikreik naaexci (BI) (14):

BI =+R? + NIR® (14)
By kepceTkii OETTiH KaphIKTHIFBIH KOPCETE/1 )KOHE TOTBIPAK, KYPBUIBIMBIH

Oaranayra KOMEKTECEIi.
3. Tyzneutbik ungekci 1 (SI1) (15):

SI1l=+EB+R (15)
MYH/IaFrbl B _ kox apHaHbIH MoHI (B2).

4. Ty3nputbik uuaekci 2 (SI12) (16):

512 =+/G* + R? + NIR? (16)

MYH/JIaFbl G _ xachun apHaHbIH MaH1 (B3).
5. Tyzneuteik unaekci 3 (SI3) (17):

SWIR1—(SWIR1-5WIRZ)

SI3 = SWIRL (17)
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My arer SWIR1 SWIR2

xone B12).
6. Ty3neuteik nnaaekci 4 (S14) (18):

JKOHE — optaira nH(pake3bUT apHamapabH MoHaepl (B11

s14 = R-NIR (18)

7. Ty3asinsIK uHAeKC 5 (SI5) (19):

sis5 =%
¢g (19)
8. OciMIIIK >KaMBUTFBICBIHBIH HOPMaJIaHFaH albIpMambuiblK nHIekci (NDVI) (20):
_ NIR-R
NDVI=rew (20)

9. CynbiH HOopMmasanraH aiibipma uHaekci (NDWI) (21):

G—NIR

NDWT =y (21)

Oumnap TonbIpakThl Oaranayna 0acTbl OPBIH/IBI aJlajibl, ©UTKEHI OJ1ap OHBIH KYH-
1HIH 9pPTYpJIi aCMEKTIEPiH, COHBIH IIH/IE TY3AbUIBIK MIEH Cy OallaHCHIH aHBIKTaMIbI.
3eprrey xainrbl 33 624 nepekrep xonbH oHaeAl. OHbIH iminae 23 536 ox MoJeNbIl
yipery yuriH naiganansuiasl, an kanran 10 088 sxon kiacTteprey camachblH ChIHAY
XKoHe Oarajay YIIIH MaijamaHbulbl. 2-CypeTTe KiacTepieyldeH ajblHFaH KiacTep-
aepain Oenriiepi MeH TCeBIOOENTIIEpl apachlHAAFbl CHI3BIKTBIK KOPPEISALHUSIHBIH
xbuTy Kaprtacel (IlceBno-0Oenri nHIeKcl) KopceTinreH. Y oCi CHeKTPIIiK HHAESKCTep/i
(NDSI, NDVI, NDWI, SI1-SI5, BI) sxone ruaponorusinsik ERAS5-XKep ynriciniy aii-
HeiManel MoHIEpiH (VSWL1-VSWL4) koca anrania, naidganaHnbuiFraH MYMKIH]TIK-
Tepal Kkepeereni, an X oci kinactepiik uaaexcrepai (0, 1, 2) kepcereni. Tyc mkanacel
Koppernsnus AeHreiin oinaipeni: OH MOHIEP KBI3BUI PEHKTEPMEH KOpceTinel, Oy
TiKeJIeH KaThIHACTBI KOPCETEl, all Tepic MOHEP KOK TYCIIEH KepceTiieni, Oy kepi
KaTblHACTHI Oinaipeni. 0 KacTepiMeH eH KYILITI OH KOppessuus OapbIK THAPOIOTH-
sTbIK aitHpIManbiIap yiniH (VSWL1-VSWL4) Gaiikanaaer, VSWL4 (1,00) Oy kina-
CTep TYpPIMEH TONBIPAK BUIFAIIBLIBIFBIHBIH KOFApPhI ICHI€HiHIH OailIaHbICHIH KOpce-
teni. CoHbIMEH Katap, | kiacTep yIIiH KentereH oenriiep (aram aiitkanaa, SI1, SI12,
SIS, NDVI) oH KoppensiuusiHbl KopceTeai, Oy TY3bUIBIKTBIH CIIEKTPIIIK epeKIIeNiK-
TEPiH KOPCETYl MYMKIH. 2-KJIacTep QJICi3 HEMece 1IaMalibl TepPiC KOPPEISUsIMEH CH-
narraiajbl, Oy OHBIH apajblKk HEMEce apajliac CHIaThiH KepceTyl MyMKiH. MyHaii
BU3yaJHM3alMs KJacTep KypyFa jKeke OenrijiepAiH YIeCiH KaKChIPaK TYCIHYTe KoHe
KJIacTepiiey Ke3iHJle aHBIKTaJIFaH dPTYPIIl TONBIPAK TYPJIEPiHIH (PU3UKAIBIK KACHUET-
TEpiH TYCIHAIpYTe MYMKIHIIK Oepeni.
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Linear Correlation with Pseudo—_Label Indices
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Cyp. 2. Knacrepnepain Oenrinepi MeH nceBnoOenrinepi apachlHIarbl ChI3BIKTBIK KOPPEISLUSAHBIH KbLLY
KapTachl.

3-cyperte KiacTepiiey NpOLECIHJe aJblHFaH KiacTepiepain Oenruiepi
MEH TCEeBAOOCNTUICpIHIH HMHACKCTEPl apachlHIArbl ©3apa aKMnapaTThIH JKbUTY
Kaptacbl kepceruireH. Tik ock crektpiik uHmekctepai (NDSI, SI1-SIS5, NDVI,
NDWI, BI) xone runponorusuiblk napamerpiaepai (VSWL1-VSWL4) kaMTutbia
MYMKIHAIKTEpAl, al KeJaeHeH ochk kiactep uHaekcrepid (0, 1, 2) xepcereni. Tyc
IIKAJIAChl ©3apa aKMapaTThIH MOHIH KOpCeTe i, MYH/Ia alllbIK Capbl PEHKTEP KIIacTep
MYIIEJIriHe KaTBICThI MYMKIHIIKTIH aKIMapaTThUIBIFBIHBIH )KOFAphI ICHIeiliHE COliKec
keneni. 0 xone 1 kmacrepnepi ymin VSWL1, VSWL2 sxone VSWL3 rumponorusiibik
napametpiiepi (0,69) Tombipak bUTFAIABLIBIFGI ICHIeH1 OOMBIHIIA IepeKTepi Oomyre
KaTBICTBI OJIAPJBIH MAaHBI3[bl MOHIH PAaCTANTHIH MaKCHMAJJIbl ©3apa aKMapaTThIK
MoHzepre keremi. CroekTpimik cumarramanapasie iminge SI4, SIS sxome Sl
TaHOaIapel 0ap eH KOFaphl ©3apa akmaparka ue, acipece 0 kiacrepi MeH 1 kinacTepine
KaTBICTBI, COHJIBIKTAH TONBIPAKTHIH TY3IBUIBIFBI MEH KYPBUIBIMBIH aHBIKTayJa CH
MaHBI3JIbI  OOJBINT TaOBUIAJBI. 2-KJIACTEPMEH CANBICTBIPFaHAa opOip MYMKIHIIK
YIIiH e3apa akmapar a3, OyJI 2-KJacTep/liH KYPbUIBIMBIHBIH a3bIpaK HEMEcCe apajac
CUTIaThIH KopceTyl MyMmKiH. Ochliaiiina, e3apa aKknaparTbl BU3yalu3anusiiay 0i3re
KJIaCTep KYPBUIBIMBIH KYPYFa BIKIAJ €TETIH €H MaHBI3[bl MYMKIHIIKTEPAl Kepyre
MYMKIHAIK Oepel jkKoHe KOCBhIMINA MYMKIHAIKTEPAl TaHay KoHE YJITiHI TYCIHIIPY
YIIIiH naigaIaHbUTybl MYMKIH.

4-cypeTTe €Kl YATIHIH KJIacTepiIiK carachl cabICThIpbuIaibl: Oipeyi KMeans
AJITOPUTMIMEH KaparmaibIMbIpakK (KbI3FBLIT Caphl )KOJIAKTAp) KOHE OlpHEeIIe o9aicTep/Il
O1piKTIpeTiH aHCaMOIBIiK YT (KOK xojakTap). Exi imki Oaranay KepceTKimi mai-
nananeuUiael: CumyaT 6aracel sxoHe J[Buc-boynann 6arackl.
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Mutual Information with Pseudo-Label Indices
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Cyp. 3. Knactepnepain Oenrinepi MeH nceBa0OENTIepl apackIHAAFH ©3apa aKMapaTThIH KbLUTY KapTachl

KnacrepnepaiH KaHIIAJBIKTBl OKLIAYTaHFAHBIH CHUNATTaWTBIH «CHily>T»
KepceTkili KapamnaiibiM yirire (0,61703) kaparanna ancamOnbaik yiarige (0,76754)
KOFapbl O0JIIbI, OYJ1 HBICAHAAP KiIacTepiepl apachlHAAFbl YIFaUThIIFAH 06yl Kep-
cereni. ConsiMeH Karap, Da-vies-Bouldin Score, HerypiasiM TomeH 0Oolica, )KaKChI-
pak, aHcamOibp TexHHKachlHAa na kimipek 6omnabl (0,30375 kapcer 0,46008), Oy
KJIaCTepJIiH BIKIIAMBUIBIFBIH XoHE a3 Kabarracyabl OeifHeneiini. byn emmemuep
6azanbik KMeans anropuTMiMeH caibICThIpFaH/ia aHcaMOIb MOJENiHIH KaKChIpaK
KJ1acTepiieyre KoJl )KeTKI3eTIHIH pacTai/bl.

Comparison of clustering quality metrics

Davies-Bouldin Score 0.46008

0,30375
0.61703

0,76754

Silhouette Score

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
® Simple (K-means) ®Ensemble

Cyp. 4. luxi Garanay METpUKACHL
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5-cypeTTe €Ki TOCla YIIIH CHIPTKbI KJIAacTepliey CalachlHbIH KOPCEeTKIIITepi
canbicThipblaabl: KMeans anropuTMiHe HETI3[ENreH KapamabiM yiri (KbI3FBUIT
caphl JKOJIaKTap) KoHe OIpIKTIPUIreH KilacTepliey TOCUTIH MaijalaHaThlH aHCaMOiIb-
nik yiri (kek »xomakrap). baramay kepcetkimrepi perinne Adjusted Rand Index
(ARI), Normized Mutual Information (NMI) >xone nerepmunanus xko3¢hduineHTi
(R? Score) maitnanansuinel. bapnblk kepceTkimrTep aHcaMOllb YATICIHIH MaHbI3/IbI
apTHIKWBLIBIFBIH KepceTeni. Ockunaiima, ARI sxone NMI monzepi ancamOipb yIIiH
0,9996 60sca, KMeans yurin 0,97879 6onsl, 6yi1 THICTI OeNriiepMeH XKorapsl Coil-
KECTIKTI )KOHE KJIacTepieyAiH YJIKEeH aKnapaTTaHAbIPFBIIITHIFBIH KepceTeni. Con cu-
AKTbI, R* Score MmoHi — aHcamOinb ymin 0,99889 xone KMeans yurin 0,976 — ya-
TiHIH ’KaKChIpaK TYCIHAIPY KyIIiH kepcereai. Ocbliaiiiia, aHcaMOIbAIK TICLT OapIIbIK
YII KOPCETKIII PacTalThIH HAKThl JEPEKTep KYPbUIBIMbIHA KJIACTEpPIEPAiH JIipeK
COHKECTITIH KaMTaMachI3 eTel.

Comparison of external clustering quality metrics

0. 0. 0.9
1
0.995
0.99
0.985
0,98
0,975
0.97
0.965
0.96
Adjusted Rand Index  Normalized Mutual R? Score
(ARI) Information (NMI)

mEnsemble mSimple (K-means)

Cyp. 5. CpIpTKBI OaFasiay METPHUKACHI.

6-cypeTTe €Kl TOCUT YIIIH KacTepiiey Karenepi caibIicThipbuianbl: KMeans
AJTOPUTMIH Tai1ajlaHaThIH HET13T1 MOJEeNb (KBI3FBUIT Capbl JKOJAKTap) KoHE Oip-
HelIe 9AicTepi OIPIKTIPETIH aHCAMOJIBIIK MOJENb (KOK JKOJIaKTap). OiemM peTiH-
ne oprama kBagpar kKareci (RMSE) sxone oprama abcomiorti Karenik (MAE)
KOJTAaHBLIABI, Oy 0i3re OO0KaMIbl KOHE aHBIKTaMAaJIbIK MOHIEP apachIHIAFhl aii-
BIPMAIITBUIBIKTHI CATTBICTBIPYFa MYMKIHAIK Oepmai. AHCaMOJIbIIK MOJACIB/IIH KaTeIiK
MOHJIEPiHIH e19ylp a3 eKeHiH Oaikayra 6omaapl: MAE mamamen 0,00005-ke kapchl
0,00009-ra kapchl KapanaitbiM Mojenb yiriH, an RMSE mamamen 0,00007-re kapcbl
0,0001. Byn momipexk Oomkaynbl >KOHE MOJETBIIH HAKThl JEPEKTEpAl TapaTyFa
YKAKBIHBIPAK JKaKbIHIAYybIH KopceTei. Ochlnaiiina, aHcaMOIbIIK TOCIT KYPBUTBIMIBIK
TYPFBIJIaH aHBIK KJIACTEPIICY Il KaMTaMachl3 €Te/Ii )KOHE CaHJIBIK KaTelepIi a3aiTaibl,
OYJ1 MOJIEBAl PETPECCUSIIBIK TAJIIay MOCceeJepiHe HeMeCe TOMBIPAKTHIH TY3/IaHy
JIOpEXKECl CHUSAKTBI €pEeKIIeNIKTep/ll CaHIBIK Oaranayra KOJAaHy Ke3iHAE ocipece
MaHBI3IbI.
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Comparison of clustering errors
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Cyp. 6. Optypii knactepiney aaicrepi ymia MAE sxone RMSE tannaysr.

AHcamOnp yiriciHiH Jxkorapbl Silhouette Score moni (kapamaiibiv KMeans
yarici ymiH 0,76754 sxone 0,61703) »kakchl KiacTepiiey camachblH KOpCETemal —
KJIacTepJieri HbICaHJap BIKIIAMBIPAK OpHalacajbl JKOHE KJIacTepliep apachbIHAAFbl
KAIIBIKTBIK YJIFasiibl. ByJl YCBIHBUIFAH aJrOpUTM JAepeKTepai Oenydl KakchIpak
YKOOAaUTHIHBIH O1Iipei: Oipael kiacTepi 6ap HbICaHAAp aUTapIBIKTal YKCACTHIKKA
ue, aj 9pTYpJii KJacTepiiep apachlHIarbl albIpMallbUIBIKTap JKakcapaabl. COHBIMEH
katap, KMeans Ooitbiama J[pBuc-boynaun ynaieiaeiH  0,46008  ymaiibiHaH
ancaMmOnpaik mmemiMHIH 0,30375-ke neliH TeMeHeyl KiacTepiiep apachbiHIaFbl
TBHIFBI3 KA0ATTACyIbI )KOHE KO eJIIIEeM/I1 )KOHE IIIYJIbI IePEKTEP KUBIHBIH KapaCThIPFaH
Ke3Zle ocipece KaKeT OOJaThIH KiacTep IMIiK OIpTEKTUTIKTIH KOFapblIayblH
kepcerei. ChIPTKbI KOPCETKIIITED /i€ KJIacTepIiey camachlH KakcapTaabl. AHCaMOIIb
yariciaig Adjusted Rand Index (ARI) xone Norized Mutual Information (NMI)
moHzepi 0,9996 Gonnbl, an KapanaiibiM yiariniki 0,97879 Gonael, Oy O60mKaHFaH
KJIacTepJiep MEH HaKThl Oelriiep apachIHIAFbl JKOFapbl COMKECTIKTI kepcerTi. Cou
cuskThl, R? ymaitet KMeans ymin 0,976-man ancamOab ymin 0,99889-ra neitin
eCTi, OYJI MOJIEITB/IIH JKaKChIPaK TYCIHIIPY KYIIiH KepceTeni. AHCaMOIbIIK MOJIETh
KaTeynep OOHWBIHINIA Ja JKakKchlpak MoHAepai kepceTTi: MAE kapamaitbiM Moaeinb
yuria 0,00009-gan 0,00005-xe netiin sxoHe RMSE 0,0001-gen 0,00007-re nmeitin
TeMeHeal. byn nmomipex caHAbIK OopKaMIapbl JKOHE aHBIKTAMAIBIK MOHAEPACH
a3 aybITKyIbl KepceTeli. FouibIMu TyprbIaH anraHna, 0apiblK KOpPCEeTKIIITEPIiH
JKETIAIPUTYl YCBIHBUIBITT OTBIPFAH TOCUIAIH Oip FaHa KiacTepiey aaropuTMIMEH
mekrtenMenTinairinge. KMeans mnceBpoOenriiepinae okpiThiiFan  XGBoost
naifanany JepeKTepAeri JKachIpblH YITUIEpAl aHBIKTayFa JKoHE OacTamKsl
MYMKIHIK KeHICTIT1H BIKTUMAJIIBIK CUTIaTTaMaJlapMeH OalbITyFa, OHbIH aKIapaTThIK
Ma3MYHBIH apTThIpyFa MYMKiHIIK Oepeni. KMeans, ariomeparuBTi Kiactepiey
xkone DBSCAN OGipikTipeTiH aHCaMOJIbIK MEXaHU3M JIEPEKTEep KYPBUIBIMBIHBIH

OPTYpJi KOpiHICTepiH KapacThIpyFa MYMKIHIIK Oepemi, ajd HOTkeJaep OOMbIHIIA
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naybic Oepy JKeKe alrOpUTMIEpHiH KEeMIIUTIKTEpIMEH OaillaHbICTBI KaTelep/iH
BIKTUMAJIJIBIFBIH a3aiiTanpl. Kiacteprey Ke3eHiHIe albIHFaH OCNTiIepIiH KOFaphl
CeHIMIIriHe OalmaHbICThl Keilbip oOBeKTiepal KeWiHri Oakpliaynarbl OKBITY
YIIiH maiigananyra Oonansl. byn knaccuduxanusuiblk ecentep/i (TOMbIpak TYpiH
aHBIKTAy) >KOHE perpeccusiHbl (TY3JaHy IOpekeciH caHAbIK Oaranay) Oip mesriiae
HIEIIETIH MOJIeTh KYpyFa MyMKIHAIK Oepemi. Ochlnaiiiia, YChIHBUIFAH 9JIiC IepEKTEp
KYPBUIBIMBIH €PEKIICIICUTIH OaKbITaHOAWTHIH 9MICTEPIIH JIe, JTAITIPEK, CEHIM/II KOHE
TYCIHIIpiNeTiH OomKamMaapIbl KaMTaMachl3 €TETiH CHIHBINTAP/BIH IIeKapalapbiH
HaKTBIJIAUTHIH OaKbIIAHATHIH 9IICTEPIIH A€ KYIITI )KaKTapblH OIpiKTIpeIi.

7-cyperte PCA apkpuibl ansiaFaH eki Herisri kypamaacka (PC1 xone PC2)
KaTBICTBI JepeKTep KepceTinreH. Hykremep KapamailbiM yATiHIH OOJDKaMIbl Oel-
riiepine colikec OOsUIa/bl, MYHJA TYC aWbIpMAIIbIIBIKTAPBI OPTYPIi CHIHBINTAP/IBI
kepcereni. OObeKTIEepAIH OipHEeIIe CerMEHTTEpre TONTACTHIPBUIFAHBIH KOpyre 0o-
nazapl, Olpak Keilbip HykTenep apacbiHaa KeibOip Kabarracynap Oap >koHe OapIibIK
TONTAP/IbIH HAKTHI OCJNTIJICHTeH IIeKapayiapbl oK. by MoaenbiH skanmbl 06y
YKaCaWTHIHBIH KOpCceTel, OipaK €H aJlIbIMEH CIIEKTPIIIK KeHICTIKTEr1 1epeKTep Kabar-
TacaTblH HEMeCe KETKUTIKTI Typae nuddepennmanusiandaran 6oJica, meKTi Kareaep

00JIybl MYMKIH.
Visualization of simple Model Predictions (Classification)
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Cyp. 7. KapanaiieiM Ynri bomkamaapbeiasie Bu3yanuzanusicsl (Kinaccnpukanms).

8-cyperTe Kiactepiey HoTuxenepi kepceTuireH. On COHbIMEH Karap €Ki
eJIIeM Il JAepeKTepli MPOeKIMsIay YIIH Heri3ri KypamaacTapisl MaijanaHabl.
JlerenmeH, coHrbl Oenrinep OipHemie knacteprney oaictepin (KMeans, armomepa-
TUBTI Knactepiey koHe DBSCAN) OipikTipy koHe XGBoost apKbuibl MYMKIHIIK-
Tepi OalbITy apKbUIbl aNbIHIBL. [ paduk 0ObEKTIIEPIiH TONTApFa HEFYPIIBIM HAKThI
OeiHYiH KepceTel: KiacTepiep olapblH apacklHaa OaiKanaTeiH 60C OpbIHAApMEH
Oesex opHanacKaH. byl YCBIHBUIFAH TOCL IEpeKTepAeri KoM oImeM Il TOYenIiIiK-
Tep/ii )KaKChIPaK €CEeMNTel anaThIHBIH KOpCeTe i, Oy ATipeK KOHE CeHIM/II CeTMEH-
TausIFa dKeJIl.
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Hybrid Clustering (PCA)
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Cyp. 8. I'ubpunri knacrepiey (PCA).

AHCaMOJIb YITiCI KJIacTepIiey carachl MEH 00Ty aKbIHIBLIBIFBIHIA CEHIMIIPEK
HOTIKE KepceTeni. On )KaKChl aKbIPAThUIFAH KJIACTEPIICPAl KAIBINTACTHIPHIT KaHa
KOWMai/ibl, COHBIMEH KaTrap JKIKTeNlyl KHBIH IIeKapajblK HBICAHIAPBIH a3bIpak
caHbIHa ue. by yebIHBUTFaH Tocin yiriH xorapsl Silhouette MoHepiH KoHE TOMEHIpEK
JaBuc-boynaua MOHIH KOPCETeTiH CaHABIK KOPCETKIMTEPMEH J& pacTaiajbl.
9-cyperTe OOMKAMIIBI KJIacc KOJJICHEHIHEH, al MIBIHAWBI KJIACC TIriHEH CAJIBIHFaH.
Y AMIBIKTapbIH IIHIET] caHIap HAKTHl OOJDKAHFAH CBHIHBITKA YJT1 TaFalbIHIAFaH
opOip HakThI CHIHBIMTHIH (0,1 HeMece 2) KaHIIa HEICAaHBIH KepceTei. bapibik nepiik
HBICAHJAp JUaroHajbla HIOFbIPIAHFAHIBIFEI aHbIK: O-chiHBINTaH 3796-cbl (,1-ChI-
HeimTaH 4580-1 1, an 2-cerabimTad 1711-1 2 men qypeic 6omkansl. YKaaFbI3 Kareik
2-CHIHBINIKA KaTe TaralblHaanraH (OIpiHIN KOJNAFbl YSIIBIK, YIIIHIN OaraHIarbl
VSIIBIK) HAKThI O-CBHIHBINTHIH Oip 00BEKTiCI OOJBIT TaOBLTA B,

Confusion Matrix
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Cyp. 9. Knaccugukarus MOeINiHIH IIaTacThIpy MaTPHIAChl OHIMIUTIK
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Ochburaifiia, YCHIHBIIFAH HOTHXKENEP YCHIHBIIFAH MOJENb OapJiblK HET13rl
kepceTkimTep OoipiHa KMeans anropuTMiHe HETI3eNreH 0a3ajablK MOJEIbICH
aCBIM, KEHICTIKTIK CETMEHTTEY/I1 ’KoHE TOMBIPAKTHIH TY3/bLUIBIFBIH CAH/IBIK OaFraiayabl
THIMJII J)kKeHeTiHIH kepceTeni. Sil-houette Score sxone ARI sxorapbl MoHaepi, JI3BucC-
boynnun ynaiteiabiH ToMeHieyi )kone MAE xone RMSE karenepiniH MUHUMATIBI
MOHJIEpl KJIacTepiep/liH KYPBUIBIMJIIBIK aHBIKTBIFBIH FaHA €MEC, COHBIMEH Karap
CaHJBIK OOJKaMIApIbIH XKOFaphl AIITiH pacTaiapl. PCA keMmeriMeH aepekTep/ii
BH3yaJIM3aIysaay aHcaMOJIb YJTICIHIH CaHIBIK KOPCETKIIITEPre CoHKeC KeJeTiH
OKITIayJIaHFaH J>KOHE TYCIHAIPUICTIH TONTap/bl KYpPaWTHIHBIH KepceTTi. JKikrey
KatenepiHiH eH a3 caHbl (10 MpIHHAH acTaM jka30aHbIH Oipeyl FaHa) aHBIKTAJIFaH
CHIHBITITAPABIH JKOFAphl CEHIMIUIITIH Kepceremi. MyHBIH Oopi OakpLIaHOAWTHIH
OMICTEP/IiH, BIKTUMAJIJIbI OANBITYIBIH JKOHE HEHPOHIBIK KETiHI KOIl TarchlpMaibl
OKBITY/IBIH KEIIeHAI KOMOMHAITUACHI JOCTYPJII TOCUIAEpre KaparaHia JoJipek,
CEHIM/II KOHE TTPAKTUKAIIBIK HOTIIKEJIEp OCepEeTiHIH pacTaiiIpl.

KopbIThIHABI

byn 3eprrey Sentinel-2 cnyTHUKTIK nepekrepi meH ERAS-Land kaumaTThIK
nmapaMeTpJIepiH TaigalaHa OTBHIPHI, TOMBIPAKTBIH TY3ABUIBIFBIH 0O0JDKAY JKOHE
CErMEHTTEY MOCeNeCiHe KEIICeH/ I TOCUIIIH THIMAUTITIH KOPCETTi. O31pJICHTeH MOJICITh
OakputanOaiTeiH omictepai (KMeans, ArmomepatuBti kiactepiiey, DBSCAN),
OakpuTaHATBIH OKBITYIBI (XGBoost) *oHe rereporeH/ii KEeHICTIKTIK JIepeKTepMEH
KYMBIC ICTEy KE3iHJE >OFaphl JQNIIK TIeH CEHIMIUTIKKE KOJ MKETKI3reH Kol
TarchIpMaibl HEWPOHABIK JKeliHi OipikTipeni. Heri3ri kmacTepiiik KepPCEeTKIIITEep
camaHbIH >KakcapraHblH kKepcerTi: Cumyst ymaiter 0,8156-ra sxerrti, an J[dBHC-
boynmua ymaiter 0,3022-re neiiin TeMmeHnaeni. Kmaccubukamusiblk TanchpMaia
MoAeNbIiH 1a1airi 99,99 % kypanei, 10 000-HaH actaM chiHaK OaKbLTayIapbIHIaa O1p
peT Kare xioepini.

Y CBIHBLIFaH 9]11C TOMBIPAKTHIH OPTYPJIi TUIITEPIHIH CIEKTPIIIK EPEKIISITIKTEPIH
Oeiimaeyre, meKapaablK KATENIKTEPl a3alTyFa jKOHE COpTaHIaHy IpoliecTepiHe
KJIIMMATTHIK (haKTOpIIap IbIH 9CEPiH €CKePYyre MYMKIHIIK Oepeti. AHCaMOIbiK 91icTep
MEH MYMKIHAIKTEePAl BIKTUMAJJIBIKIICH OalbITY apKachIHAA TOCTYPIIi adropuTMACP/II
nalaaHFaHHAH TPl TOMBIPAK KIACTapBIH JOIIPEK O0esyre KOoJ KETKi3y MYMKIH
0O0JIIBI.

AJIBIHFaH HOTWDKENIEp YCBIHBUIFAH TOCUIMIH FHUIBIMH J>KOHE KOJIJIaHOABI
MaHBI3JIBUIBIFBIH  pacTaiiabl. OHBI JKEpAiH TO3ybIH OaKbliay, KYHAPJIBUIBIKTHIH
TOMEH/IeY1 KayITiH Oarajay KoHe arpOdKOJIOTHSIIBIK KYHeIepe menrimM KaObLIaayIbl
KOoJJay YIIH Taijamanyra Oojaapl. OJICTEMEHI KOHBOJIIOIMOHBI HEHPOHJIBIK
KEMUIepli KOJAaHy apKbLIbl TEPEH CETMEHTTEY OarbIThIHAA JAMBITY, DKHITaXKChI3
oye KeMeJIepiHiH MoIIMETTEpiH OIpIKTIpy *KoHe Tanmayasl 0acka aiiMakTapra yKoHE
MayChIMJIBIK HHTEpBaJJIapFa KEHEUTy jKocmapiaHyna. byn KIMMarTeiH e3repyi
JKarIablHa TOIBIPAKTHIH TY3/aHYBIH OaKbLIayablH oMOe0am »KoHE ayKbIMIbI
KYHECIH KaMTaMachl3 €TeIi.
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Abstract. This article analyzes current research in the field of mobility man-
agement in ultra-dense networks. It examines key challenges and promising approach-
es to ensuring stable connectivity in high-density device environments with small cell
sizes. The transition to 5G/6G networks, the implementation of the Internet of Things
(IoT), the development of drone-based networks, and the use of millimeter waves im-
pose new requirements for handover management and network resource adaptation.
Particular attention is given to the impact of new communication standards on ICT
infrastructure architecture, including the integration of wireless networks with cloud
computing, quantum communications, and artificial intelligence. Both traditional
mobility management algorithms and adaptive mechanisms based on machine learn-
ing, self-optimization, and intelligent systems are considered. The article provides

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License [@m

43



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

an overview of modern methods for ensuring connection continuity in high-mobility
networks, analyzing their efficiency and limitations. Additionally, it discusses future
directions for ICT infrastructure development aimed at improving data transmission
reliability and reducing latency in next-generation ultra-dense networks.
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Tocinaepi KapacTteippuianbl. SG/6G keminepine kerry, 3artap uHTepHETiH (IoT)
€HT13y, JIPOH JKEJIUIEPIH JaMbITy KOHE MIIIUMETPIIK TOJKBIHAAPILl MaiiianaHy
XIHI0BEP/Ii 0acKapy MEH KeJIIK pecypcTap/bl OerimMaeyre )aHa TajJanTtap KOsIbl.
Ocipece, kaHa OailllaHbIC CTAaHAAPTTAPBIHBIH OYJITTHIK €CEeNnTeyepMeH, KBAaHTTHIK
KOMMYHHKAIMSUIADMEH JKOHE JKacaHIbl HHTEJUIEKTIIEH OIpIKTIpUIreH CBhIMCHI3
JKEeJIIepre acepiHe epekine Ha3ap ayaapbuiaabl. Makaaaa 19cTypili MOOUIIBIUTIKTI
Oackapy ajIropuTMIEpiMEH KaTap, MalTUHAIIBIK OKbITYFa, ©31H-631 OHTalIaH IbIpyFa
JKOHE MHTEIUIEKTYyas bl JKyhesnepre Heri3eiareH OeHiMAenTiim MeXaHU3MIEp
KapacThIpbUIaabl. JKoFapbl MOOWIIBIUTIK JKEIIEpiHIe KOCBUIBIMHBIH Y3/IKCI3IITiH
KaMTaMachl3 eTYAIH 3aMaHayHW OMICTepiHE IOy >KacalbIl, OJAPABbIH THIMIUIIT
MeH meKTeynepi Tanganaasl. COHBIMEH KaTap, kaHa OybIH aca THIFBI3 KeNiJIepiHe
JepeKTepal OepyIiH CEHIMIUTITIH apTThIpYFa JKOHE KiJlIpiCTi a3aliTyFa OaFbITTaIFaH
UKT undpakypbUIBIMBIH JaMBITYIbIH OoNaniak OareITTapbl TATKbUTAHA B,

Tyiiin ce3nep: 5G, 6G, oTe THIFBI3 XKETiJIEP, TANCHIPY, YTKBIPIBIKTHI 0acKapy,
JKacaH/bl HHTEJUIEKT

Hoiiexcosznep ymin: O.C. O6nmipaman, JI.C. AnmameBa, A.C.AmupoBa,
J.Carunynnaynsl, A. TanupOepreHoBa. Aca ThIFbI3KEIIIEPIeT] KOCBUTY bl TACBIMATY
Mocenenepi //  exAyHapoAHBIH >KypHanl UWHGOpMAUd M KOMMYHHUKalMOHHON
tex-Hojorun. 2025. Vol. 6. No. 24. Pp. 43-58. (Opsic Tin.). https:/
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AHHoOTanus. B nanHo# cTaThe MpOBEICH aHAIN3 aKTYaIbHBIX UCCIIETOBAHHIMA
B 00nacTH ympaBlieHUs MOOMIBHOCTBIO B CBEPXIUIOTHBIX CeTsX. PaccmarpuBatorcs
OCHOBHBIE TMPOOJIEMBI M TEPCIEKTUBHBIE MOAXOJbI K O0ECIeUeHUI0 CTa0MILHOTO
COCTMHEHHSI B YCIOBHUSX BBICOKOM TUIOTHOCTH YCTPOWCTB M MajblX pa3MepoB
cor. Ilepexon k cersm 5G/6G, BHeapenwe wuuTepHeta Bemied (IoT), pasButue
JPOHOBBIX CETEH W HCIOIb30BAaHHE MUJUIMMETPOBBIX BOJIH MPEAbSBISAIOT HOBBIC
TpeOOoBaHUs K yHPaBIECHUIO XOHOBEPOM M aJanTallii CeTeBhIX pecypcoB. Ocoboe
BHUMaHHUE YJENsIeTCs BIUSHUIO HOBBIX CTaHIApTOB CBsi3U Ha apxutektypy MKT-
UHQPACTPYKTYphl, BKJIIOYAas HHTErpanuio OecrpoBOAHBIX ceTeil ¢ 00JayHbIMU
BBIYHCIICHUSIMH, KBAHTOBBIMH KOMMYHUKAIIUSAMU U HUCKYCCTBEHHBIM HHTEIIJIEKTOM.
PaccMaTpuBaroTcs Kak TpaIMIIMOHHbIE aJITOPUTMBI yTIPABICHUS MOOUITBHOCTBIO, TAK U
a/IalTHBHbIE MEXaHU3Mbl, OCHOBaHHbIE HA MAIIMHHOM O0y4€HUH, CAMOONITUMHU3AIIUU
U UHTEJUIEKTyalIbHBIX crcTeMax. B craTtbe nmpuBesieH 0030p COBPEMEHHBIX METO/I0B
o0ecrieueHrs HEeMPEepPhIBHOCTU COEIUHEHUS B CETSIX C BBICOKOH MOOMIBHOCTEIO,
aHAM3UPYIOTCS HMX A(GGEeKTUBHOCT, M OrpaHuYeHHs. Takxke oOCYyKIaroTcs
nepcrekTuBHble HampasieHus pasButus WKT-undpactpykTypsl, HampaBieHHbIE
Ha TOBBIIIEHNE HAJIC)KHOCTH TMepelayll JaHHBIX U CHIDKEHUE 3a/IeP)KEK B YCIOBHIX
CBEPXIUIOTHBIX CETEH HOBOTO MOKOJICHUS.

KuarwueBsble cioBa: 5G, 6G, CBEpXIUIOTHBIE CETH, XOHJIOBED, YIIPABICHUE MO-
OUIIBHOCTBIO, HCKYCCTBEHHBINH nHTENIEeKT, KT

Juasi mutupoBanusi: A.C. A6nupaman, JI.C. Anpamea, A.C. AMHpOBa,
. Carunynnaynel, A. TanupOeprenoBa. [IpoGnembl mepenaun CoeTUHEHHS B
CBEPXIUIOTHBIX  ceTsiXx //  MexayHapoaHblii  KypHal  uHGOpMalud U
KOMMYHHUKaIIMOHHON TexHojoruu. 2025. Vol. 6. No. 24. Pp. 43-58. (Ha pycc.).
https://doi.org/10.54309/1JICT.2025.24.4.003.

KongaukT mHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUU KOH(IIMKTA
HUHTEPECOB.

BBenenue

3a mocieHue TP JECITUIICTHS MOOMIIBHBIE CETH MPETEPIIEIA 3HAYUTEIILHOE
peBomoninonHoe pasputre (Kamel et al., 2016). [Torennman 5G u 6G 3HaYUTETHHO
pacIIMpuUIICs, YTO MPUBEIIO K pa3pabOTKe MHOXKECTBA HOBBIX CIICHAPUEB UCTIOIB30Ba-
HUS ¥ IPUMEHEHUIO IPUHITUITHAIHHO HOBBIX A GEKTHBHBIX MOAX0A0B. [locTosiHHOE
pa3BuTHE cHcTeM MOOWIBHOHN cBsi3u 5SG M 6G BBISIBISIET CYIICCTBEHHBIC OIpaHHUe-
HUS OTHX ceTell. MoOmbHast ceTh SG yxe pa3BepHyTa B HEKOTOPBIX PErHOHAX MHpA.
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Oxwupnaercs, 4to K KoHIty 2025 roma okono 65% Hacenenus mupa OyaeT UMETh J0-
ctyn k cetrt 5G (Chen et al., 2016), a x 2026 roay uX 4uciI0 JOCTUTHET 3,5 MUJUIH-
apna (Hao et al., 2016).

B cetsax 5G TpaauImoHHO BBIIETSIOT TPH KIIIOUEBBIX YCOBEPIICHCTBOBAHUSA:
pacIIMpeHHBI MOOMIILHBIN ITUPOKOTIONOCHBIHN 1ocTym (enhanced mobile broadband,
eMBB), MaccoBele KOMMYHUKAIIMM MEXIy ycTpoicTBaMu (massive machine-type
communications, mMTC) u ynpTpaHajexHbIe CBSI3M C HU3KOW 3anepkkoi (ultra-
reliable low-latency communications, URLLC). Kaxnoe u3 3Tux HarmpaBlieHUi UMe-
€T BBICOKHE TpeOOBaHUs, TaKhe Kak o0ecrieueHue 0osee MUPOKO 30HbI MOKPBITHS,
yBEJIIMYEHUE EMKOCTH CETH, BBICOKAsl HAJIEKHOCTh M1 MUHUMU3ALUS 3aaepxek. Ode-
BUJTHO, YTO KaX/bIi clieHapuil ucrnonb3oBanus 5G TpeOyeT pa3InyHbIX CTpaTeruit
nepenayu JaHHBIX, BIMSIIONIMX Ha HArpy3Ky CHTHAJIbHOTO Tpaduka, SHEpPromoTpe-
Onmenue u 3anepxkky nepenaun (Banafaa et al., 2024).

Kpome Ttoro, 5G obecrneynBaeT IMIHUPOKHE BO3MOXKHOCTHU TMOAKIIOYEHHUS,
Biimrouas Mateprner Bemei (IoT), B3aummoneiicTBue «mammHa-mMamuHay (M2M),
CBSI3b «yCTPOHCTBO-ycTpoicTBO» (D2D), TexHomorun «aBromoOuib-Bece» (V2X) u
Bluetooth. B coBOKYNHOCTH 5TH TEXHOJOTHH MOBIUAIOT Ha CIIOCOOBI B3aUMOJCH-
CTBUSI OM3HECA, TOCYIAPCTBEHHBIX CTPYKTYp U MOTpeduTeneit B Gpu3nueckoM MHupe
(Gures et al., 2020). B Teuenue cienyromero 1eCITHICTHS YKa3aHHBIC BBIIIC CEPBH-
CBbl CTaHYT KJIFOUEBBIMU KOMIIOHEHTAMHU KPYIMHEHIINX MUPOBBIX PHIHKOB YCTPONCTB
(Alraih et al., 2022).

CrnenoBarenbHO, OKUIAETCS, YTO B ceTAX 5G MOSABATCS COTHU THICSY OJTHO-
BPEMEHHBIX MOAKIIOYEHHH, HEOOXOTUMBIX JJII MACCOBOTO Pa3BEPTHIBAHMSI TaHHBIX
CEPBHCOB, a B IpeicTosAmX ceTax 6G 3Ta 3aaua ctaner emie 6omee cnoxkHoit (IToka-
MecToB et al., 2024). Otu pazHooOpa3HbIe TUIIHI MTOAKIIOYCHHBIX CEPBUCOB TPEIbSIB-
JISIIOT BBICOKHE TPeOOBaHUS K CKOPOCTH Mepeaadyr TaHHBIX U TPeOyIoT Ype3BhIYaitHO
HIMPOKOTO CIEKTPa YacTOT.

MarepuaJjbl 1 METO/BI.

Deontoyusa u nepcnekmuevl pazeumus moounvnoix cemeii: om 5G k 6G

Pazpabotka u BHenpenue cereit SG (Fifth Generation — msaToe mokoseHue
0ecrpoBOHON MOOHIIbHOM CBSI3M) HEM30€KHO MPUBEIO K BO3ZHUKHOBEHHUIO HOBBIX
KOHILIETIIUH TIOCTPOEHHs ceTeil MoounpHOM cBsizu (Angjo et al., 2021). OrpomHbIit
00beM Tpaduka, 00yCIOBICHHBIN MOTPEOHOCTHIO COBPEMEHHOTO TIOKOJICHHUS, TPeOy-
€T U3MEHEHHS TapaJurMbl BO BCEX aclekTax paboThl MOOMIBbHBIX ceTeld. HoBrbie ce-
TEBbIE CEPBUCHI, TAKHE KAaK BUIECO BBICOKOTO pa3pellieHusl, TOMOJIHEHHAs peaJbHOCTbh,
oOayHbIe BBIUMCICHUS] M MHTEPHET BElIel OmnpenessitoT TpeOoBaHUS K COBPEMEH-
HbIM ceTsiM. Cetu 5G TO3BOJISIOT B COTHU Pa3 YBEIMYUTH MPOMYCKHYIO CIIOCOOHOCTh
1o cpaBHeHUIo ¢ npensiaymuM nokoinenueMm 4G (Fourth Generation — 4derBepToe
MOKOJIeHHEe OecrpoBOIHON MOOUIBHOW CBsizu). Pa3BuTHe KOHIENMIMU OBUIO TMPO-
JTUKTOBAHO BHEIPEHHUEM TOAJEPKKH COT MajbIX pa3MepoB ((heMTOCOTHI, MUKOCOTHI
U MHUKpOCOTHI). HecMoTpst Ha craTyc BHenpeHHOro cranaapra 5SG, uccieaoBaHus B
o0acTi MHOTHX acleKTOB B paMKax CTaHJapTa MpooiKaloTes 10 cux nop (Shayea
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etal., 2022).

B macTositiee Bpemsi BeqyTcs aKTUBHBIE MCCIENOBAaHUSA MO pa3paboTke Oy-
ayuiero crangapra MmoounbHo# cBsi3u 6G (Sixth Generation — 1miectoe mokosneHue
OecrpoBOAHON MOOMIILHOM CBSI3M). TE€XHOIOTHS 1IecToro nmokoseHus (6G) MoOwITb-
HBIX CeTel yCTaHOBUT HOBBIE CTAHAAPTHI MPOU3BOIUTEILHOCTH MOOMIBHBIX CeTel
(Alshaibani et al., 2022). 3To cBA3aHO ¢ BLICOKUMHU TPEOOBAaHUSMHU K HOBBIM CEPBH-
caM Ha OCHOBE UCKYCCTBEHHOT'O MHTEIIJIEKTa, CBEPXHU3KHUM 3aJIep>KKaM, SKCTpeMalib-
HOM CKOpPOCTH Tepeayul JaHHBIX B CETH U MOAJIEPKKE OTPOMHOTO KOJIHUYECTBA pas-
JUYHBIX MOAKIIIOYEHHBIX MPUIOKeHU!. Bricokue TpeGoBaHMs K CKOPOCTH Mepeaadn
1 3aJIep’KKEe BBIHYKJIAIOT UCKaTh PeIlleHNe B HOBBIX YACTOTHBIX Juana3oHax (puc. 1).
Bospocias cioxHOCTh Oyyliero cranaapT MOOMIIBHOM CBSA3H MPHUBIIEKaeT BHUMA-
HUE OTPOMHOTO KOJMUYECTBa MCCIe0BaTeNell CO BCEro MUpa, CPeu KOTOPBIX JTUIAH-
pytot komutekTuBbl n3 KHP, FOxnoit Kopen, CIIIA u EBpomnsl.

4G 3G

1 3 ] 24 39 100 300 400
ITu TTu ITnm 1Ty ITn T T I T

Puc. 1. Yacrorusiii nuana3on 4G/5G u oxumaeMslil auanasod 6G

CBepXIIOTHBIN ClieHapuid pa3BepThIBAHUS CETH OyAeT KIIOUEBbIM Ui CTaH-
napta 6(G, HO OH TakKe MPUMEHUM M JUIsl CEeTeH MATOro MokoneHus. Hecmorps
Ha KOHIIEHTPALMI0 0COOOr0 BHUMAaHMS BOKPYI aKTHBHOM pa3pabOTKH CTaHJapTa
6G, uccnenoBanusi B obmactu 5SG TPOJOMKAIOTCA, TOITOMY B JaHHOW padore
MIpeJICTaBIeH 0030p MyOIMKaIMil B paMKax 000MX CTaHAApTOB CBsI3U. Pa3BepTriBaHme
CBEPXIUIOTHBIX 0a30BBIX CTAHLIMH HAa MAJIbIX COTAaX B MOOMJIBHBIX CETSIX CJIEAYIOIIEr0o
MOKOJICHUSI — OJIHA M3 BaXHEWINMX 3aJad JUIsl HUcclieqoBaTesed. YIpaBlieHUE
MOOUJIBHOCTBIO — KPUTUYECKUH BOIpOC, TpeOyromuid ocoOoro BHUMAHUS IS
JOCTHXKEHHUSI BBICOKOHAEKHOTO COEAMHEHHS MOOWJIBHBIX I10JIb30BATEIbCKUX
YCTPOMCTB. 3amadya yCIOXKHSIETCS TEM, YTO HOBBIH CTaHIAPT MOOWJIBHOW CBSI3H
JIOJKEH OBITh MOJTHOCTHIO COBMECTHUM C MPEABLAYIINM ITOKOJICHHEM, HallpuMep, Ipu
BHEJJPEHUHU CBEPXIUIOTHBIX MaJibIX coT 5G mapamienbHo ¢ TeKyummu cetsmu 4G.
Taxum o0Opa3zom, HccienoBaHUS B OOJIACTH yNpaBICHHs] XIHIOBEPOM B OyayLINX
CIICHApUSAX PpPa3BEpThIBAHUS MOOMIIBHBIX CETE€H B HACTOSALINI MOMEHT SIBISIOTCS
OYEeHb BOCTPEOOBAHHBIMU U aKTyaJIbHBIMU.

B tabnune 1 npencrasieno cpaBHEHUE KITFOUEBBIX XapaKTEPUCTUK CTaHIapTOB
4G, 5G u 6G, BKIIOYAs 4YACTOTHBIM JWana3oH, 3aJE€piKKY, CKOPOCThb Iepeadn
JTAHHBIX U TOAJEPHKKY YCTPOMCTB. DTH MapaMeTpbl JEMOHCTPUPYIOT 3BOJIIOLUIO
MOOUJIBHBIX CETEH OT YETBEPTOrO K HIECTOMY MOKOJIEHUIO M OTPaKalOT UX BIUSHUE
Ha COBPEMEHHbBIE TEXHOJIOTUHU U MPUIIOKEHUS.
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Ta6mmma 1. CpaBHeHHE KIIFOUEBBIX XapaKTEPHUCTHK cTaHAapToB 4G, 5G u 6G

XapakrepucTrka | 4G | 5G 6G
YacToTHBIH qrana3oH 2-8 T 3-100 I'Tx 100 [T —
1Tl o
3aznepxka | 50 mc 1-10 mc Memnee 1 mc |

CKOpocCTh mepenaun Jlo 1 I'our/c Jlo 20 I'6ut/c Jo 1
JIAHHBIX Towur/c
ITonnepixkka ycTpoicTB OrpanuueHn- | MaccoBas Wuren-

Hast MOJUICPKKA | JICKTyaJIbHbIE

nopaepxkka | loT, yCTpOIiCTBa,

10T, cmaptdonsl, | [oT 2.0,

0a3oBbIC JIPOHBI KBaHTOBBIC

ycTpoiicTBa cetu

B npexacrasienHoii Tabnuiie nokazaHo CpaBHEHHUE KITFOYEBBIX XapaKTEPUCTUK
cTangapToB MoOwiIbHOH cBs3u 4G, 5G u 6G, 1EMOHCTPUPYIOIIEE IBOIIOLHUIO TEX-
Hosoruil. YactotHelit auana3zon ysenuuwics ¢ 2-8 ['Tu B 4G go 3-100 I'T'y B 5G u
1o oxupaemoro nuanaszona 100 I'To - 1 TI'y B 6G. Takoe pacmypeHue mo3BosieT
UCIOJIb30BaTh 0oJiee BBICOKME YACTOTHI JJIsl MEPeAayn JaHHbBIX, YTO CIOCOOCTBYET
YBEJIUYEHHUIO MPOIMYCKHON CHOCOOHOCTU. 3a/iepiKKa COSIMHEHHs 3HAYUTEIbHO CO-
kpatuiack: ¢ 50 mc B 4G 1o 1-10 mc B 5G u menee 1 mc B 6G, 4TO AenaeT cetu
CJIEAYIOIIETO MOKOJIEHUS 00JIee MOAXOIAIIMMU JUIs IPUIOKEHUH, TPeOyIOIUX MIHO-
BEHHOI'O OTKJIMKA.

Tabnuua Takxke AeMOHCTPUPYET SKCIOHEHIMAIBHBIN POCT CKOPOCTH NEpeaa-
un ga"aeIx: ot 1 ['out/c B 4G no 20 I'out/c B 5G u oxxngaemoro 1 Tout/c B 6G. Uto
Kacaercs NOJAEPKKU YCTPOUCTB, 4G IpefoCcTaBiIsseT OTPaHUYEHHBIE BO3MOKHOCTH
s 10T, torna kak 5G maccoBo noaaepxkuBaet 10T, cmaprdons! u nponsl. B 6G ak-
LEeHT Oy/IeT cieflaH Ha MHTEJUIEKTYalbHbIX yeTpoiicTBax, [0T 2.0 1 KBaHTOBBIX CETSX,
YTO OTKPOET HOBBIE TOPU30HTHI Ul TEXHOJIIOTUH YMHBIX TOPOZIOB, IPOMBIIIIEHHON
aBTOMAaTH3allMK M 3paBOOXpaHEHUs. DTa TabiuLa MOJIYEpPKUBACT KIIIOUEBbIE U3Me-
HEHMsI, OTIpeJesIstole OyayIiee MOOMIBHBIX CeTeil.

CornacHO TEPMHMHOJIOTMM MOOWIIBHBIX CETeH, XJHAOBEPOM Ha3bIBAIOT
IpoLecC NEepPeKIIOYeHUs MOOMIBHONW CTaHIMM OT OJHOM 0a30BOHl CTaHLUU K
npyroii. COo#l XoHAOBEpa SBISETCS OIHOW M3 OCHOBHBIX MpoOIeM MOOMIIBHOCTH,
M03TOMY OJHOM M3 OCHOBHBIX 3agad 5G sBiAETCS yHpaBICHUE MOOUIBHOCTBHIO.
PazBepThiBaHME 0OJIBIIOTO KOJIMYECTBA MAJIBIX COT B CETH NMPHUBOJUT K YBEIUYCHUIO
I'PaHULl COT U YCUJIEHUIO MEKCOTOBOIO B3aUMOAECUCTBUSI, YTO IPUBOJUT K YaCThIM
MEPEKITIOYCHUAM MEXTy O0a30BBIMH CTAHLUSAMH M YBEIMUEHHIO YHCJIAa OTKAa30B.
HeratuBHoe yactoe mepekitoueHre aOOHEHTCKOTOo TepMMHANIa MEXay 0a30BbIMU
CTaHLMSIMU B aHIVIOSA3BIYHOM JINTEPATYPE HA3BIBAETCS IMHI-TIOHIOM X3HJ0BEPA, WU
PPHO (Ping-Pong Handover). PPHO cHumkaeT npou3BOAUTENbHOCTh CETH, TIOCKOIIb-
Ky HIPUBOJUT K M3JIUIIHEMY MOTPEOICHUIO SHEPTHU, YTO KPUTHUHO JUIsI MOOMIIBHBIX
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ycTpoicTB. JlonomHUTeNnpHas Harpy3Kka Ha CeTh BOZHMKAET MPHU 0TKa3axX X HA0Bepa,
MO3TOMY B paMKax HCCIEIOBaHUI B 00NacTH ymnpaBieHHs MOOMIBHOCTHIO TaHHBIE
(bakTOphI JOMKHBI YUYUTHIBATHCS B TIEPBYIO OUEPE/Ib.

Pe3yabTarsl M 00CyKIeHHe.

BnusHue 5G/6G 8 pazsumue KT

[Tonnepxxka OecriepeOoOitHOTO coeqUHEHHsT MOOWJIBHBIX MOJIb30BaTENeH —
BayKHEHIIas 3a7aua, KOTopasi TpeOyeT pelieHus: B MOOMIIbHBIX T€TePOreHHBIX CETSIX
(HetNet). IIpoGmeMbl 00yCIOBIICHBI pa3IMUHBIMU (PAKTOPAMH, TAKUMHU KaK HUCITOJIb-
30BaHUE MUIJIMMETPOBBIX BOJH, MAacCCOBBIM POCT MOAKIIOYEHHOTO MOOMIBHOTO
o0opymoBaHus, AyOIUpPOBaHHWE pPA3BEPTHIBAHUS CETE, BHEJPEHHE JABOWHOTO
MOJIKIIIOUEHUS], arperamus 4acToT, mosiBieHue mnojkiatodeHHbix BIIJIA, maccoBoe
pa3BepThIBaHHE MaJbIX COT M TpeboBaHuUs K ckopocTu nepenaun. B pabore (Khan et
al., 2022) npeacTaBiaeH BCECTOPOHHUI 0030p yIPaBICHHUS XIHIOBEPOM B OYIyIIUX
MOOUIIBHBIX CBEPXIUIOTHBIX ceTax HetNet. B Heil 00cyxnatorcs pa3nuyHble METOIbI
yIpaBlIeHUs] MOOMJIBHOCTBIO U X3HJIOBEPOM, pacCCMaTPUBAIOTCS HEKOTOPBIE KITIOYe-
BbI€ MPOOIEMbI, BOSMOKHOCTH U MEPCIIEKTUBHBIC PEILICHUSI.

AgTtopsl (Alhammadi et al., 2018) npeIo)uInm TMHAMUYECKOEe YIIpaBIeHNE
napameTpamu XxaH0Bepa B ceTsix HetNet ¢ umoTHeIMU ManmbiMu stuelikamu. Pe3ynbraTsl
MOJIETUPOBAHUS MIOKA3BIBAIOT, UTO MPEITI0KEHHBINA allTOPUTM 3HAYUTEIbHO CHUKAET
BEPOSTHOCTh CKAaYKOOOPA3HBIX MEPEKITIOUEHUN U MpEepbIBaHUs CBA3H, TEM CaMbIM
yIIy4ias IpoOu3BOJUTENEHOCTD CETH.

B pa6ote (Shayea et al., 2020) paccmaTpuBaroTCs KitoueBble (DaKTOpHI,
KOTOphle OyIyT B 3HAYUTEIHHOW CTENEHH CIIOCOOCTBOBaTH POCTY MpodiieM
MobunpHOCcTH. Kpome TOro, oOCy»XHaroTCsi HMHHOBAIMOHHBIE, TMEPEIOBBIE,
s (deKkTUBHBIE U MHTEIUIEKTYyaJbHbIE METOJbI Mepelayd JaHHBIX, KOTOpble ObLIN
BHeIpeHbl B ceTsax 5G. B mccnenoBaHuu Takxke BbIJENIEHB OCHOBHBIE MPOOIEMBI
CYIIECTBYIOIIUX CEeTeH, a Take HampaBieHHs] OyayIlIMX UCCIIEOBaHUI B 00JIacTH
yIpaBlieHus MOOMIBHOCTBIO B ceTsX 5G U BhIIIIE.

Agtopsl (Alhammadi et al., 2020) nmpeayararoT aaropuT™M CaMOOTITUMH3AITAN
Ha OCHOBE CKOPOCTH JUIsl YIIpaBJICHUs MapameTpaMu xdHJoBepa B ceTsx 4G/5G.
[IpennokeHHBI aNTOPUTM HCIONB3YEeT MOMYyUYEHHYI0 MOIIHOCTh M CKOPOCTh
nosib3oBatens s HacTpoiiku 3amaca HO u BpemeHHM cpabaTbiBaHUSI BO BpeMs
MOOUIIBHOCTH TIOJIb30BaTENsl B CETH. Pe3ynbTaThl MOAENUPOBAHHUS IOKa3bIBAIOT,
YTO MPEAJIOKEHHBIM alrOpUTM TMO3BOJSET 3HAYUTENBHO COKPATUTh KOJIUYECTBO
CKAa4YKOB Tepelayd MpU XIHJIOBEPE MO CPaBHEHHUIO C JPYTMMH CYIIECTBYIOIIUMU
aNropuTMaMHU, IPEBOCXO/I UX B cpeaHeM Oosiee yem Ha 70 % 1o BceM mokaszaressm
npousBoautenbHoctu HO.

B uccnenosannu (Alraih et al., 2022) npennararoTcst pa3IndHbie HACTPOUKHU
CUCTEMBI yNpaBJICHHs XOHIAOBEPOM ISl U3yUEHHUs U aHanu3a B ceTsx 5G u BhIIIE.
Pe3ynbpTaThl MOKa3bIBAIOT, YTO pa3lWYHbIE HACTPOWKH CHCTEMBI OKa3bIBaOT
pa3IMYHOE U 3HAYUTENIbHOE BIMSHUE Ha MPOU3BOJUTENHLHOCTH ceTH. B pabote
MPOJEMOHCTPUPOBAHO, YTO ISl TMOBBbIMEHUS A(G(GEKTUBHOCTH  YIPaBIICHUS
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X3HJIOBEPOM TapaMeTPhl CUCTEMBI JIOJKHBI OBITh TIIATEILHO MOA00paHbI C YYETOM
MOOMIILHOW CpPeIbl ¥ CIIEHAPUS HCIIOTB30BAHMS.

OnHa W3 BOXHEWITNX TEXHOJIOTMH XIHJIOBEpa M3BECTHA KaK ONTHMH3AIIUS
YCTOMYMBOCTH MOOWJIBHOCTH, KOTOpas CBs3aHA C HACTPOWKOW TMapameTpoB
ynpaBieHus: X3H70BepoM. B cratbe (Alraih et al., 2022) nmpennaraeTcs HaaeHas
TEXHUKa ONTUMU3AIMK XOHIOBEpA C KOHTPOJUIEPOM HA OCHOBE HEUETKOW JIOTHKH.
[Ipemmaraemplii MeTOJl HamNpaBiICH Ha aBTOMATHYECKYH) HACTPOWKY IapameTpoB
X9HJIOBEpa Ha OCHOBE HWH(OPMAIMU O MOUIHOCTH W KaveCTBE MPUHHUMAEMOTO
OTIOPHOTO CHTHAJA, a TaKXKEe CKOPOCTH TIepEeMEIeHHs] MOOWMIBHBIX CTaHITHA.
Metoauka mpoBepeHa B pa3IMYHbIX CIICHAPHUIX MOOMIIBHOCTH B ceTx SG. Pe3ynbpTarer
MIOKa3bIBAIOT, YTO METOJ] UMEET 3HAYUTEIIHHO JIYYIIYI0 TPOHU3BOJUTEIHHOCTH MO
CpaBHEHHMIO ¢ JIpyrumu. B paborte nokaszano, uro metof 10 95,5 % sddexrunnee no
paccMaTpuBaeMbIM METPHUKaM TPOU3BOAUTEIIEHOCTH XIHI0BEPA.

B paGore (Saad et al., 2023) npuBenen aHamu3 3GHEKTUBHOCTH
CaMOONITUMH3AIMH OAJIAHCHPOBKU HATPY3KH B COTOBBIX CETSX IMSATOTO MOKOJICHHS.
Taxoke B cTaThe MpeCTaBlIeH KPaTKHii 0030p OalaHCHPOBKH HArpy3KH B MOOMITBHBIX
cersx 5G u 6G, BBIACICHBI HCTOYHUKU TIPOOJIEM, TEXHHUYECKUE TPYIHOCTH,
HEKOTOPBIC U3 MPEUIOKECHHBIX PEIICHHU 1 0003HAUEHBI HCCIIEIOBATEIbCKHE 3a/1a4H,
KOTOpbIE HEOOXOIUMO PEIIUTh Ha BTOPOM ITare pa3BUTHS MOOWIBHBIX ceteil SG
u 6G. B To e BpeMs OCBEIIAIOTCS HCCIICOBAHUS, KOTOPbIE OBUIM TPOBEIICHBI
B JIUTEpaType IUIsS PElIeHUsl dTHX npobdiieM. Takke B UCCIEIOBAaHUM MPEIJIOKECHA
UMHTAIMOHHAS MOJIeb, KOTOpas MOXET OBITh HCIIONb30BaHA Ui HW3y4YCHHS,
UCCIICIOBAHMS M aHAJTN3a CaMOOTITHMHU3AIIUHU OaJTaHCUPOBKH HArpy3KH B MOOMIJIBHBIX
cersx 5G ¢ pa3IMYHBIMHU CIIEHAPUSMHU CKOPOCTH IEpeIadd JaHHBIX. Pe3ynbraTh
MOJICIIMPOBAHMSI TIOKA3BIBAIOT, YTO ONTHMH3AIINS HA OCHOBE aJIrOPUTMAa PACCTOSTHUS
IPOJIEMOHCTPUPOBAIAa 3aMETHOE TIOBBIIIEHUE IPOU3BOAUTEIIBHOCTH ISl PA3JIMIHBIX
CIICHapHEB CKOPOCTH TEPEIBIKCHUS B TCUCHHE BCETO BPEMEHU MOJICITUPOBAHUS TI0
CPaBHEHHIO C aJITOPUTMOM Ha OCHOBE HEUETKOMW JIOTHKH. [ToydeHHbIE pe3ybTaThl
YKa3bIBAIOT HA TO, YTO MECTOIOJIOKEHHE MOJIb30BATENIS SBIISCTCS BAKHBIM (DAKTOpOM
NpY ONTHMU3AIUH TTAPAMETPOB YIPABJICHUS X3HJOBEPOM B OyIIyNIUX MOOMIBHBIX
CeTsX.

B pa6ore (Alhammadi et al., 2020) aBTOphl mpeIaralOT aaropuTM
ONTUMH3AIMHA C aBTOHACTPONKOW, KOTOPBIH YYHTHIBAET CKOPOCTH IEPEIBUKCHUS
TIOJIH30BATENSI U OTMOPHYI) MOIIHOCTh NPUHHUMAEMOr0 CHTHAJA JUIS aJanTaiud
yIpaBJIeHUs XOHA0BEpOM. [IpeiiiokeHHBIN aIrOPUTM HAIPaBJICH HA CHIDKCHHUE KOJTH-
YeCTBa YaCThIX cpabaThIBAaHUN XOHIOBEPA U KOAPPUITMEHTA OTKA30B MEePESKITIOUCHHS
nepeaayn. Pe3ynbraThl MOJCIMPOBAHMS IOKA3bIBAIOT, YTO CPEIHSAS 4YacToTa
NMUHTTIOHTa XJHJOBEPa 3HAYUTEILHO CHIDKACTCS C TOMOIIBIO IMPEIOKEHHOTO
QITOPUTMA TI0 CPABHEHHIO C JAPYTUMH aJrOPUTMAaMHU U3 JIUTEpaTypsl. Kpome Toro,
QITOPUTM 00ECTICUMBACT HU3KHI ITPOIICHT OOPHIBOB BHI30BOB M YMEHBIIIAET 33JCPIKKY
W BpeMsl pephIBaHUs XdHI0Bepa B ceTsax HetNet.

B  pabore (Shayea et al., 2020) mpemmaraercs  aarOpUTM

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 0
International License @,‘-j

51



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

WHANBUAYATU3UPOBAHHON AMHAMMYECKON ONTHMH3AIMHN IapaMeTpoB XDHIIOBEpPA
Ha OCHOBE aBTOMAaTHYECKOW BecoBOM (yHKIuu s cetedt 5SG. DTOT anroputm
JUHAMHYECKH OIEHUBACT MapaMeTphl YMpaBICHHsS XOHIAOBEPOM JUIS KaXIOTrO
OTJENBHOrO a0OHEHTCKOT0 TepMHUHANIA. ANTOPUTM YYUTHIBAET TPU HE3aBHUCHMBbIE
orpaHuyYeHHble (DYHKIMU: OTHOUICHHE CHUTHAJ/IIyM, 3arpy3ka COTbl U CKOPOCTh
nepemenieHus: abonenta. C MOMOIIBI0 aIalTUBHOTO aJITOPUTMa PACCUUTHIBAETCS
aBTOMAaTHYeCKasi BecoBas PyHKIIHsI 17151 OLIEHKH BeCca Ka)X 101 BEIXOIHOM OrpaHUYeHHON
¢bynkiun. [Tocie 3Toro UTOTOBBIN PE3yNbTaT UCTIOIB3YETCS B KAUECTBE MHIUKATOPA
JUIS aBTOMATHYECKOM ONTHMHU3ALMKM HACTPOEK XOHJOBepa [UIsi KOHKPETHOTO
MOJIb30BaTeNsl. AJTOPUTM MPOBEPEH HA PA3NTUYHBIX YCIOBHIX MOOMIBHOCTH B CETU
5G. Pe3ynbpTaThl MOJAETMPOBAHUS MOKA3bIBAIOT, YTO MPEIOKEHHBIH alrOpUTM
o0ecrieunBaeT 3aMETHbIE MPEUMYIIECTBA B YCJIOBUSAX Pa3UYHBIX CLIEHAPHUEB IO
CPaBHEHHUIO C CYIIECTBYIOIIMMHU alTOPUTMAMH CaMOONTHUMH3AIUU IapaMeTpoB
X2HJI0BEpa.

B pab6ore (Alhammadi et al., 2023) npuBeneH aHaIM3 MPOU3BOIUTEILHOCTH
Pa3IMYHBIX aJITOPUTMOB ONITUMHU3AIMH YCTOWYUBOCTH MOOUILHOCTH C Pa3IMUYHBIMU
HACTPONKaMHU CUCTEMBI U ClieHapusiMu uid cetd 5SG. PaccmaTpuBaroTCst allrOpuTMbl
HAa OCHOBE pACCTOSIHHS, (PYHKIIMHM CTOMMOCTH, KOHTPOJUIEP HEUYETKOH JOTUKH U
WHANKATOP MPOU3BOAUTEIHHOCTH XAIHJIOBEpa. PesynabraThl MOJENUpOBaHUS TOKa-
3BIBAIOT, YTO TMOCIEAHHUM anropuT™m Oojiee YYBCTBUTEIEH K CIEHApUAM CKOPOCTHU
MOOUJIBHOM CBSI3M C TEUEHHEM BpPEMEHH M IO3BOJIIET 3HAYUTENBHO CHU3UTH
BEPOSITHOCTH MUHT-TIOHTA X3HJIOBEPA MO CPABHEHUIO C IPYTUMHU JITOPUTMAMH.

I[To uToram npoBeIeHHOTO TUTEpATypHOTO 0030pa OblIa cocTaBlieHa Ta0IHIIa
2 c oIMCaHUEM KITFOYEBBIX aCTIEKTOB yIpaBJICHHI MOOMIbHOCTHIO B 5G/6G. B nanHoM
TabJynIle OTPAKEHBI PA3NINYHbBIE ACTIEKTHI YIIpaBiIeHUs] MOOMIBHOCTHIO B 5G/6G.

Ta6mmma 2. KimroueBble actieKThl yIpaBJIeHHs] MOOUILHOCTBIO B 5G/6G

Acnext | Omnncanue | [Ipumeps! uccae 0BaHUIMA
OCHOBHBIE TIpo6aemsr wactoro | Padoter (Alshaibani et al., 2022; Khan et al., 2022;
poOIIEMbI MEPEKITIOYCHIUS Alhammadi et al., 2018)
yIpaBJICHUS (ping-pong
MOGHIBHOCTBIO handover), Bospoc- AKIEHTHUPYIOT Ha MPoOJIeMax 9acTOro MePEeKIIOUCHUS

II€€ YMCIIO TOKITIO-
YEHHBIX YCTPOMCTB,
BIIMSHHE MHJUIIME-
TPOBBIX BOJIH U pa3-

u cOoeB.

BepthiBaHue BITJIA.
Pemrenus Ha Hcnons3oBanne Pa6oter (Alhammadi et al., 2023; Saad et al., 2022;
OCHOBE MAIIMHHOTO | HeHpoceTeid, Yazici et al., 2023)
o0y4eHus AITOPUTMOB

riry0OKOTO 00yUYeHuUs
U 00y4eHus ¢
MOZIKPEIICHHEM

JUISL aJlalTalnm
apamMeTpoB
X9HJI0BEpa.

OITUCBIBAKOT MCITIOJIB30BAHUC FJ'Iy6OKI/IX HeﬁpOHHBIX
cerel n MCTO/I0B MAIIKMHHOT'O 06y‘{eHI/I${.
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[IpenmymecTa Vaydmenue Pabots! (Shayea et al., 2020; Alhammadi ef al., 2020)
MOIXO/I0B Ha OCHOBE | CKOPOCTH Ieperadn
Un JAHHBIX, CHKeHpe | HOATBEPKIALOT yIIyUIICHHE POM3BOAUTEILHOCTH
9acTOTHI cO0EB Gmaronapst K.
1 00pBIBOB
COCIMHCHUH,
aIalITHBHOE
yIpaBJeHue
MOOUIIBHOCTBIO.
3agaun ISt ceTen Onrumwusanus Pa6ote! (Shayea et al., 2022; Alshaibani et al., 2022;
5G X3HJIOBEPOB, 00¢- Khan et al., 2022)

CIIEYCHHUE BBICOKOM
HpOHyCKHOﬁ CII0CO0- HarpaBJICHBI HA OTITUMHU3ALMIO ITAapaMETPOB U

HOCTH ¥ HafexHocTH | CHIKEHHE COOCB.

COETMHEHUH.

3ajaun JuIs CeTei Wurerpanus Pa6otsr (Gures et al., 2020; Banafaa et al.,

6G yactoT BbIiue 100 2023; Alraih ef al., 2022) u3y4aroT clieHapHn
I'Tu, noBwieHUE WCII0JI30BaHUS YacTOT TEPArepIioBOro Juana3oHa.
3(hheKTUBHOCTH

UCIIOJIb30BAHHUS
CIICKTpa, alalTaIlisI
K CBEPXILUIOTHBIM
CIICHAPHUSIM.

KmroueBble  HampaBieHHs ~ BKIIIOYAIOT  MHTEIUICKTYaJbHBIE  TOpOA,
knbepOe3onacHocTh, 10T, kBaHTOBBIE ceTH U ApoHbI. Hanbonbmas 10515 MpUuxXoauT-
csl Ha MHTeJIeKTyaabHbIe ropoza (40 %), uto moguepKuBaeT 3HaYUUMocTh 6G B pasz-
BUTHUH ITUPPOBBIX IKOCUCTEM H YITyUIICHUN KadecTBa Ku3HU. OcTanpHble 001acTH,
Takue Kak kubepoesonacHocTh (25 %) u [oT (20 %), Taxke UrparoT BaXKHYIO POJIb,
obecnieunBas Ooisiee OezonacHbie ¥ 3PPEKTUBHBIC TEXHOJIOTHYECKHUE PEIICHUS.

Ha pucynke 3 mnpencraBieHo pacmpeneiieHne OXKUIaeMbIX oOacTei
IIPUMEHEHHUsI TeXHOJIOrui 6G.

X9HIIOBEp HA OCHOBE HCKYCCTBEHHOTO WHTEJUIEKTA. MHTEIIEKTyalbHbIC
TPAaHCIIOPTHBIE CHUCTEMbI, MHTEIICKTyalbHash JHEpPreTuka, Iu(poBbIe OIM3HEIIHI,
OCCITMIIOTHBIC JIeTAaTeNbHBIC Aallaparhl, HWHTEUIEKTYalbHOE 3/IPaBOOXPAaHEHHE,
KHOepOe30MacHOCTh SIBISIOTCS 3HAYNTEIHHBIMI BapHaHTAMH WCIIOJIB30BAHUS, IS
KOTOPBIX OOJIBIIINE TAaHHBIE HTPAIOT BAXKHYIO POJIb. BOJbIIoil 00beM JTaHHBIX BICYET
3a co00if OoJiee MHTEIUICKTyalIbHbIE CHUCTEMBI 10 CPAaBHEHHIO C TPaIUIIMOHHBIMH
METOJIaMH, a TaKXe BIIEYeT 3a COOOH 3HAYMTENBHOE COKpAlleHHE BpPEMEHH
OTKJTMKA JUII BAPMAHTOB MCIIOJIB30BaHUS. MOJETN UCKYCCTBEHHOTO WHTEIUIEKTA U
MaIIMHHOTO OOYYEHHS OTJIMYHO MOAXOJAT JUIS yIOBICTBOPEHHS TPEOOBAHUH ITHX
CUTyaruii ¢ OONBIIMMHU JaHHBIMHU ISl Pa3IMYHBIX BAPUAHTOB HCIIONB30BaHHA. B
paboTe mpecTaBieH 0030p MPHIOKEHUN MAITMHHOTO 00YYEHUS M UCKYCCTBEHHOTO
WHTEIUICKTa JUISI pPAa3UYHBIX BapHAHTOB WCIIOJNB30BaHUS, TOICPKUBACMBIX
OyAylmMMHU CHCTEeMaMH MOOWJIBHOHM CBSI3H, a TaKKe€ THUIIOB MAIIMHHOTO OOYYCHUS
¥ HWCKYCCTBEHHOTO WHTEIUICKTa ISl TIOHMMAHHWS KOHIEHIMA WHTEJUICKTYaJTbHBIX
METOJIOB.
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O)xnpaemble obnacty NnpumeHeHWA 6G
KBaHTOBbIE CETK
LpoHbl U BecnUnoTHYKN loT

10.0%
5.0% 20.0%

40.0% 25.0%

VHTennekTyanbHble ropofa KnbepbesonacHocTb

Puc.3. Oxunaemble 06acTH IPUMEHEHMs TeXHOJIOTHi 6G

ABtopel (Shayea et al., 2020) mpennararoT pemieHHEe, OCHOBAaHHOE Ha
IIPOrHO3MPOBAaHUM OYyAYLIMX BBIOOPOK CTaHJAPTHBIX OINOPHBIX CHUTHAJIOB C
WCIMOJIb30BAHUEM CETEH C JIJIMHHOW KPATKOCPOYHOW MaMsAThIO HAa IMEPBOM 3Tarle.
[Tocne 3TOrO MPOTHO3UpPYEMBbIe BHIOOPKH MOIIHOCTH OTIPABIAIOTCS B AITOPHUTM
JIBOMYHOM KJIacCU(pUKALUU JUIsl ONpEeNICHUs, NMPUBEAET JIM BPEMEHHON psa K
3allyCKy Iepefayd MU HeT. Pe3ynbTaThl NOKa3bIBalOT CPEAHIO aOCOJIIOTHYIO
norpeurHocth 0kojio 0,6 n1b npu nMporHo3upoBaHUM BHIOOPOK CUTHAJIA MOIIHOCTHU
u 6onee 97% TOYHOCTH, YTO yKa3bIBAeT Ha OyIylIMH MOMEHT 3aIlycka NepeladH.
Taxxe B paboTe npuBeeHbl BO3MOXKHBIE BAPUAHTHI UCIIOIb30BAHUS JUIsl peaan3alun
Mozeny, Bkitodas apxutektypsl Open RAN u MEC.

Pabora (Alhammadi et al., 2020) mocBsiieHa aBTOMAaTU3AlMKH MOOUIBLHOM
CBSI3M IIATOTO MOKOJIEHHWS HA OCHOBE MCIIOJIb30BaHMSI HCKYCCTBEHHOIO MHTEIIEKTA.
ABTOpBI IIpeJIIaratoT UCI0JIb30BaTh peKyppeHTHbIE HelipoHHble ceTu GRU, Tak kak
OHU 00ecreuynBaroT ObICTPYIO PEaKIMI0 Ha U3MEHEHUS OKpY:)KaloIllel Cpelbl, 4To
4acTo BCTpedaercs B OecHpOBOAHBIX ceTsX. Taxke mpeiaraeTcsl MCIOJIb30BaTh
TPEXYPOBHEBYI0 MOJENb Ui WHTErpallid HCKYCCTBEHHOI'O WHTEJIEKTa B
MOOWJIBHYIO CE€Th. JTO TMO3BOJUT J(PPEKTHBHO YBEIUYUTH OOBEM IMOJE3HON
uHpOpMaIKK, TIepeIaBaeMoi M0 KaHajly, U COKPATHTh CIYXeOHYI0 MH(OPMAIIHIO.
PesynbTar nocturaercsd 3a C4ET TOrO, YTO HAa KaXKJIOM YCTPOMCTBE, COAepKalleM
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OJIOK ¢ HEHPOHHOI CeThI0, BCS MEpPCOHANbHAS U KOHUACHIIMATbHAs UHbOpMaIus
Oyner oOpabaThiBaThCs JIOKAIbHO, a HAa OCHOBHOHM cepBep basbl 3HaHuii OyayT
OTIIPABJIATHCS TOJIBKO PE3YyJbTaThl pabOThl HEWPOHHBIX CETeH, KOTopbie OyayT
MIPUTOIHBI TOJBKO /IS JaNbHEHIIeH 00pabOTKM HEUPOHHOM ceThio. Tako# moaxon
MO3BOJIUT CYIIECTBEHHO COKPATHTh 00BEM CIYy)eOHOro tpaduka, KOTOpbIH Oyner
NepeaaBaThCs M0 KaHajaM CBS3H.

Bpabore (Saadetal.,2023) paccMOTpeH 0cOOBIH ClieHApHii — ITepeava JaHHbIX
B JMana3oHe BUAUMOro cBeTa. Takol MOJIX0Jl CUYMTAETCS BAKHOW JIOMOJIHUTEIbHON
TEXHOJIOTHEN JUIsl JOCTHKEHHsI BBICOKOM CKOpPOCTH Iepefadd AaHHbIX B 6G, U OH
BIIOJIHE MOJKET CTaTh YacThIO TMOPHIIHOM apXWUTEKTypbl BHyTpeHHell cetu 6G co
CBEPXIUIOTHBIM Pa3BEPTHIBAHMEM TOYEK JOCTYIA, YTO MPEACTABISET CEpPhE3HbIC
npobsieMbl Juisi MOOWJIBHOCTH MoOjb3oBaTenel. s mpeomoneHus: 3TUX mpodiiem
npeyiaraeTcsl aJanTUBHBIM MeXaHH3M Tepeladd, KOTOpBIH BKIIOYaeT B cels
OECIIOBHBIA MPOTOKOJI TMepeAadyd W aJroOpuTM BBIOOpA, ONTHMHU3MPOBAHHBIN
C TOMOIIBI0 MeToAa TiayOokoro oOydeHus C TOJKperuieHneM. Pe3ynbTaTsl
MOJICJINPOBAHUSI aBTOPOB IMOKA3bIBAIOT, YTO CPEAHSS CKOPOCTh NEpenadn JaHHBIX
M0 HUCXOJSIICH JTUHUU CBSA3H C MpejlaraéMbIM ajJrOpUTMOM MOXeT ObITh Ha 48%
BBIIIIE, YEM C TPAJAUIIMOHHBIMU aITOPUTMaMHU.

B nenom, B HayyHOI nHUTEpaType BCTPEUaeTCsi OrPOMHOE MHOXECTBO padoT
C OTMMCaHUEM aJTOPUTMOB MAIIMHHOTO O0YUYEHHUs JIsl YIIPaBIeHUSI MOOMIBHOCTBIO B
CaMbIX PAa3IMYHBIX BUaX MOOUIILHOM CBSI3U, BKIIIOUAs MTOIBOHBIE ceTH, ceTu BITJIA,
Ha3eMHbIE M CIYTHUKOBBIE OECIPOBOJHBIE CETH METarepioBOro, TUrarepioBoro u
TeparepioBoro auamnasona. O630p TakuX METOAOB CTOUT OTAEIHLHOTO BHUMAHUS U
BBIXOJ/IUT 32 PAMKH TEKYIIEH paboOThI.

B pesynbraTe aHanmm3a MpEACTAaBIEHHOW JHUTEpaTyphl OBLIM BbIACIEHBI
(hakTOpBbI, BAUSIONINE HA POU3BOJAUTEIHHOCTh XOHIOBEPA, @ TAK)KE OCHOBHBIE MTPO-
Onembl ympaBieHUs MOOUIBHOCTBHIO B YCIOBUSAX CBEPXIUIOTHOTO pa3BEepPTHIBAHUS
MOOWJIBHBIX ceTeld. Takke B JaHHOM pasjiesie MPHUBEIEeHbl OCHOBHBIC PEIICHUs s
3¢ (deKTUBHON peanu3aliuy X HI0BEpa B YCIOBUIX CBEPXIIOTHOTO Pa3BePTHIBAHMS.
Hcnonb3oBanue mumumeTpoBbix BosiH B UKT-undpactpykrype

[lepexon B Auama3oH MUJUTMMETPOBBIX M TepareplioBbIX BOJH (mmWave,
THz) B ceTsix 6G — 3T0 Ba)KHOE U3MEHEHHE, 00YCIOBICHHOE (PU3NUEeCKUMH TPUHIIN-
aMH paclpoCTpaHEHUs paAMOBOIIH. YeM BBIIIE YacTOTa, TeM OOJIbIIE TOTEPH CUTHA-
J1a, ¥ TEM CUJIBHEE CBSI3b 3aBUCHUT OT MPSIMOUM BUJUMOCTH, & TAKKE OT KIMMATUYECKUX
ycnoBuit. B UKT-cetsix Oymymiero /uis koMeHcanuu 3TuxX 3¢GeKkToB MmiaHupyeTcs
UCIIOJIb30BaHNE MHTEIUIEKTYadbHBIX OTpaxkatoumx nosepxHocted (IRS), amantus-
HbIX aHTeHH Massive MIMO u anroputmoB UM mis muHaMHYECKOTO yIIpaBiICHUS
Jy4yaMH. DTU TEXHOJIOTMH [TO3BOJIAT MMOBBICUTH YCTOMYMBOCTD CBSI3U M CHU3UTH BIINS-
HUE 3aTyXaHUs CUTHAJIOB B IUIOTHBIX TOPOJCKHUX 30HAX M YJIaJE€HHBIX pailoHaXx.

B ycnoBusx pocta ynciia NOJKIIOUEHHBIX YCTPONUCTB M BBICOKOM MJIOTHOCTH
pa3MenieHuss 0a30BbIX CTaHIUKA HEOOXOJWMO ONTHMHU3HPOBATh AITOPUTMBI
MOOWIBHOCTH. JIBOWHOE TMOAKIIOUEHHWE W arperanus IOJAHECYIIUX TMO3BOJISAT
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yCcTpoiicTBam paboTaTh OJTHOBPEMEHHO B HECKONBKHX ceTax (Hampumep, 5G u 6G),
UCIIOJIB3YS Cpa3y HECKOJIbKO YaCTOTHBIX JMAINa30HOB ISl TIOBBIIICHUS HAI€KHOCTU
coenqunenus. Kpome toro, cetn Ha ocHoBe BIIJIA u crmyTHMKOB OyAyT aKTHBHO
MIPUMEHSIThCS JUISl PACIIMPEHUSI 30HBI TOKPBITHS U TIOBBIIICHUS YCTOHYUBOCTH CBSI3U
B TPYJIHOJOCTYIIHBIX pailoHax. YTpaBieHHe MOOMIBHOCTBIO B TAKUX F€TEPOr€HHBIX
cpenax motpeOyeT MCIOIb30BaHUSI MHTEIEKTyalbHbIX MIaTdhopMm Ha ocHoBe UMW,
KOTOpBIE CMOTYT aJIallTUPOBATHCS K U3MEHSIOIINUMCS YCIOBUSIM.

CoBpemeHHbIe HccleoBaHus mokasbiBaioT, uTo B UKT-undpactpykrype 6G
KITFOYEBYIO POJIb CHITPAIOT CaMOONTHUMH3UPYIOIIUECS MEXaHU3Mbl XdHI0Bepa. Tpa-
JTUIIMOHHBIE METOJIbI yrpaBieHus napamerpamu nepekmodennit (HCP) ve cnoco6-
HBI 0IMHAKOBO 3 (HEKTUBHO paboTaTh BO BCEX YCIOBUSX, ModToMy MU u MammHHOE
oOyuyeHre OydyT MCIOJIb30BaThCS ISl JUHAMMYECKOM aJanTaldy CETEeBBIX Mapa-
METPOB B pealbHOM BpeMeHHU. [ TyOoKkue HelpOoHHBIE CeTH CMOTYT aHaJIM3UpPOBATh
MHOECTBO (haKTOPOB (3arpy’>KEHHOCTh 0a30BBIX CTAHIUH, ITYMOBYIO OOCTaHOBKY,
KaueCcTBO KaHala) M ONTHUMM3UPOBATh MpolecC Mepefaddl JaHHBIX MEXIY Y3J1aMu
ceTd. BHeapeHue KBaHTOBBIX CeTel U roorpadudeckon CBsi3u JTOMOTHUTEIBHO YyC-
JIOKHUT 3aJa4u yIpaBlIeHUs MOOMIBHOCTBIO, HO MapayjienbHoe pa3utue MM-an-
TOPUTMOB TO3BOJIUT OOECTEeUNBATh HAJIEKHOCTh U BBICOKYIO MPOU3BOAUTEIHLHOCTD
HUKT-urdpacTpyKkTypsl Oyaymiero.

BeiBOABI

Cetn mecroro nokosieHus (6G) craHyT KimoueBbIM diemeHToM MKT-
uHppacTpyKTypsl Oyaymiero, odecrneunBas Oecrpele/IeHTHbIE CKOPOCTH Tepeaadn
JAHHBIX, CBEPXHU3KHE 3aJIEPKKH U MacCOBYIO MOIKIOYaeMOCTh. B oTnuume ot
5@G, 6G OyneT UHTErpupOBaTh MEPEIOBbIE TEXHOIOTUU, TAKUE KaK UCKYCCTBEHHBIN
UHTEJJIEKT, MAaIIMHHOe OOy4eHHe U pacHpeeeHHbIEe BBIUMCICHUS, CO3/aBas
MHTEJJIEKTyallbHbIE CETH C BBICOKOM CTEMEHbI0 aBTOHOMHOCTH. DTH YIy4IlECHUs
MO3BOJIAT MOJJAEPKUBATH CIIOKHBIE ITU(GPOBHIE CEPBUCHI, BKIIIOUAs YMHBIE TOpPOJa,
npoMblnieHHbIH uHTepHeT Bemiel ([1oT) u HoBble ypOBHU aBTOMATHU3ALUU MTPOU3-
BOJICTBEHHBIX TPOIIECCOB.

OaHuM U3 PEBONIOLIMOHHBIX HampaBieHud 6G cTaHeT BHEIpEeHHUE
KBaHTOBBIX ceTell, oOecrneunBaomuX aOCOMIOTHYIO 3allUTy [epelaBaeMbIX
JAHHBIX C HCIOJIb30BAaHHUEM KBAHTOBOW KpuUNTOrpaduu. ITO 0COOEHHO Ba)KHO IS
rOCy/IapCTBEHHBIX CTPYKTYp, (PMHAHCOBOTO CEKTOpa M CTPATErMYECKH 3HAUYUMBIX
oTpaciiedf, T1ie 3amuTa HHPOpMAIMK HrpaeT pemampilyio poib. Kpome Toro, 6G
MpeJinoiaraeT pa3BuTre rojaorpaduyueckoil cBs3u, KOTopasi 3aMEHUT TPAAUIIMOHHBIE
BUJICO3BOHKM HWHTEPAaKTHUBHBIMU 3D-mpoekiusimMu. Takas TEXHOJOTHS HaWAeT
MIPUMEHEHNE B MEUITMHE (HapUMep, B TEIEXUPYPTHH ), B chepe oOpa3zoBaHus (JIHc-
TaHIIMOHHOE 00y4eHHe ¢ 3PPEeKTOM MPUCYTCTBUS) U B OU3HECE (BUPTYaJIbHBIE COBE-
manus 6e3 VR-ycTpoiicTB).

st o6ecrieuenust rodaabHOTO MOKPBITHS U BBICOKOM IOCTYITHOCTH CBsI3u 6G
HMHTETPUPYET CIIyTHUKOBBIE CUCTEMBI, CO3/IaBasi €AMHOE MPOCTPAHCTBO CBA3U MEKIY
HA3eMHBIMH U OpOUTAIBHBIMH CETSIMH. ITO TO3BOJIUT 00€CTIEYNTh BLICOKOCKOPOCTHOM
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UHTEPHET B YJAJIEHHBIX PETHOHAX, YIYUIIUTh CHCTEMbl MOHUTOPHHTA U YIIPABICHUS
OeCTUIOTHBIMH YCTPOHCTBAMHU, & TAK)KE MMOBBICUTH HAJIE)KHOCTh KPUTHUECKH BaXKHBIX
KOMMYHHUKaIui. biaronaps stum texnonorusm 6G cranet pyHaaMeHToM nudpoBoi
Tpancopmaiuu, odecrneyrnBasi CBsi3b HOBOT'O YPOBHS 7Sl BceX cep SIKOHOMHUKH U
oOrecTBa.

Bompocsl ynpaBiieHnss MOOMIBHOCTBIO B COBPEMEHHBIX M MEPCIEKTUBHBIX
HUKT-undpactpykrypax mpruodperaroT 0oco0yro 3HaYUMOCTh B KOHTEKCTE Pa3BUTHUSA
CBEPXIUIOTHBIX ceTell 6G. B HacTOAIMIT MOMEHT CYIIECTBYIOT YETKO OIpeieJICHHbIE
KPUTEPUU XDPHJIOBEpA B HA3€MHBIX MOOMIBHBIX CETSIX U ceTsax ¢ ydactueMm BILJIA.
OpHako C paclIMpeHHeM YacTOTHOrO JuamnazoHa 6G-TeXHOJOrui, MHOTHE
TpPaJUIIMOHHBIE MEXaHU3MbI CETEBOTO YIPABIEHUS MOTPEOYIOT aJanTalli K HOBBIM
ycroBusiM. [loBbllieHHbIE paboune YacTOThl U BBICOKAs TUIOTHOCTH MOAKIIOYEHUS
YCTPOMICTB CO3/1ayT JAOMOJHUTENbHBIE CIIO)KHOCTH B YIIPABICHUU MOOUIHHOCTHIO,
TpeOysl MPUHIMIHAIBLHO HOBBIX MOAXO0J0B. B mgaHHO#N paboTe paccmarpuBaroTcs
KJIIOYEeBBIE MPOOJIEMBI YIIpaBIeHUs MOOWIBHOCTBIO, Bo3HuKawomue B UKT-cpene
OyIyllero, a TakkKe aHaJU3UPYIOTCS aKTyallbHbIe METOJbI aJanTallii X HJIOBEpa,
BKJIIOYAsi CAMOOTITUMU3HUPYIOIIHUECS AT OPUTMBI.

OaHMMU3TIEpCIIEKTUBHBIX HAITPABJIEHU I aBTOMATH3AI[MH CETEBOT0 YITPABICHUS
B UKT-undpactpykrype 6G sBisercs NpUMEHEHHE METOIOB HCKYCCTBEHHOTO
unteiekta (M) u mamuanoro odydenus (MO). Pa3Butue TexHomoruii 00paboTKu
JTAaHHBIX TO3BOJIMIIO BBISIBUTH 3HAYUTENbHBIN MOTEHIINAT aJaITUBHBIX U KOTHUTHBHBIX
ceTeil, CHOCOOHBIX CaMOCTOSITENbHO OOYy4YaThCS M ONTHUMH3UPOBATH MPOIECCHI
nepenaun aaHHbIX. HamGonee 3¢ (eKTUBHBIMU TMOAXOJAMU B 3TOM HaIpaBJICHUU
SBIISIOTCS JITOPUTMBI TTIyOOKOTr0o 00ydeHus, 00yYeHHS ¢ MOJKPEIIEHUEM, a TaKxKe
aHcambOJeBble MeTo/1bl. B paboTe mpoaHanin3upoBaHbl pa3InyHbIe TUIIHI MAIIMHHOTO
0o0y4eHHUsl ¥ UX MPUMEHUMOCTh K YIPABIECHUIO MOOMIBHOCTBIO, C YUETOM BBICOKOMN
MJIOTHOCTH YCTPOMCTB M T€TEPOTCHHOCTH Oymymux 6G-ceTeil.

Pe3ynbpTarhl MpOBENEHHBIX HWCCIENOBAaHUM TOKAa3bIBAIOT, YTO CaMble
NEPCIIeKTUBHBIE CTpaTeruu yrpasieHus moomnbHOoCcThi0 B UKT-undpactpykrype
6G OCHOBBIBAIOTCS Ha UCIIOJIB30BAHUN UHTEIJIEKTYaIbHBIX alTOPUTMOB MAIlIMHHOTO
oOydeHus. ABTOpPBI COBPEMEHHBIX pPAa0OT paccMaTpUBAIOT KaK TPaJAULMOHHbBIC
MeToasl MO, Tak M CIOXKHbIe KOMOWHUPOBAaHHBIE aJITOPUTMBI, aganTHpPyeMble
noJl Tosorpaduyeckyro CBsi3b, KBAaHTOBBIE CETH W CITyTHHUKOBBIE cUCTeMBbl 6G.
CrnemyromuM STanoM HCCIEIOBAHUN CTaHET YriyOJNeHHBIH aHanu3 Haubolee
MOJXOAIINX PEHICHUH I aBTOMAaTHU3WPOBAHHOTO YIPABIEHUS CETHIO, a TaK¥Ke
WX WHTETpaIys ¢ BUPTYaJbHBIMU CETEBBIMU MH(GPACTPYKTypaMu Jjsl oOecrieueHus
BBICOKOM Ha/IKHOCTU U TUOKOCTH OyIyIIHUX HMUPPOBBIX IKOCHCTEM.

Qunancuposanue. Jlannoe ucciedosanue 6blNOIHEHO NPU GUHAHCOBOT
noooepocke Komumema wnayxu MHBO PK 6 pamkax npocpammHoO-yenesoco
Gunancuposarnus BR24992852 «Paspabomka uHmeniekmyaiouvlx mooenet u
Memo0os yugposoii skocucmemst Smart City 018 yCmouuu8o2o passumus 20pooa u
NOBbIUEHUS KAYeCMBA YPOBHU HCUSHU 20PONHCAHY.
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Abstract. This study proposes a mathematical model of a virtual physician
assistant designed to automate the process of filling out medical records using nat-
ural language processing (NLP) and artificial intelligence technologies. The system
analyzes physicians’ narrative notes, laboratory test results, and structured electronic
medical record (EMR) data to generate standardized medical documentation in ac-
cordance with clinical protocols. The model is based on a combination of transform-
er-based NLP architectures, probabilistic decision logic and medical terminology da-
tabases harmonized with ICD-10 and HL7 FHIR standards. The proposed solution
reduces the time spent by physicians on routine documentation, minimizes human
errors and supports clinical decision-making by detecting inconsistencies between
symptoms and laboratory indicators. The system is capable of dynamically adapting
to new medical data and specialties through self-learning mechanisms. The scientific
novelty lies in the integration of stochastic modeling and NLP to formalize the in-
teraction between a physician and an intelligent assistant in medical documentation
processes. The model has been tested on anonymized clinical data and validated by
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medical experts.

Keywords: artificial intelligence (Al), virtual assistant, NLP, medical re-
cords, clinical decision support
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AnHoTanusi. byn 3eprreyae AopirepliH MEIUIUHANBIK KapTajlap.ibl
TOJITBIPYBIH aBTOMATTAHIBIPYFa apHAJIFaH BUPTYaJ bl KOMEKIIIHIH MaTEMaTHKAIBIK
Mozem YChIHbIIaAbL. JKyiie mopirep jka30amapbiH, 3epTXaHAIBIK KOPCETKIIITEep/Ii
KOHE DIIEKTPOHJIBIK MEIUIIMHANIBIK KapTalapAarbl KYpbUIBIMAANFAH JAepeKTep.i
Tajjamn, KIMHUKAIBIK XaTTamalapra Collkec CTaHJapTTalfaH MeIUIMHAIBIK
KyXkaTTama Kanblntacteipansl. Monens Tpanchopmepiik NLP apxutextypanapsi,
BIKTUMAJIJIPIKKA HETi3JeNTeH MiemiM KaObuigay Jjorukacel skoHe ICD-10 men
HL7 FHIR cranmaprTapplHa COWKECTCHMIPUITEH MEAWIIMHAIBIK TEPMUHOIOTHS
0azanapblHbIH YWJeciMi apKbpUIbl JKy3€re achlpbliaAbl. ¥ CBHIHBUIFAH IIEUIiM
JopirepaepIiH Ky>KaT TONTHIPY YaKbITBIH a3alTajbl, aJaMH KaTelep/ii TOMeHIeTe 1l

KOHC CHUMIITOMJAp MCEH 3€pTXaHaAJIBbIK HOTHIKCIICP apacChbIHIarbl CSﬁKGCCi?»,I[iKTGpI[i
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AHBIKTAy apKbLIbI KIIMHUKAJIBIK IIEITIM KaObLUTIaY bl KOJI1al 11, JKyiie 031H-031 OKBITY
apKBUIBl JKaHA MEIUIMHAIIBIK JepeKTepre Oeiimzene anaapl. 3epTTEyaiH FHUIBIMU
YKAHAJIBIFBI JIOpITep MEH WHTEIUICKTYaJbl KYHE ©3apa OpEeKETIH CTOXaCTHUKAIIBIK
MojIeIb ey skoHe Taburu Tuai exaey (NLP) apkbutbl hopmanmzanusnayna. Moaens
QHOHUMJICHIIPUITEH KJIMHUKAIIBIK JIEPEKTEP I CHIHAIIBI )KOHE MEIUITTHA MaMaHIapbl
TapanblHaH TEKCEPIIIi.

Tyiiin ce3mep: »acaHIbl MHTEIUICKT, BUPTYAJIIbl KOMEKII, MEIUITUHAIBIK
Kykartama, NLP, KTuHUKaJIBIK menrimMaepai Koaaay

Joaiiexce3nep ymin: J[.E. A6xxanoBa, A.A. Myxaraes , C.H. Tokcanos , T.C.
KapubexoB. Buptyansl 1opirep KeMeKIIiCiHIH MaTeMaTUKAJIBIK Moieni // XambIKa-
pajbIK aKMapaTThIK KOHE KOMMYHUKALMSUIBIK TEXHOJIOTUsIap )KypHabl. 2025. Towm.
6. Ne 24, 5977 Ger. (Arbin). https://doi.org/10.54309/1JICT.2025.24.4.004.

Myaaesiep KakThIFBICHI: ABTOpJIap OChI Makajajga MYIICNIEpP KaKTHIFbICHI
JKOK JI€TT MOJIIMIAEHI.
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AHHoTanus. B pabote npencraBieHa MaTeMaTHYECKas MOJIEIb BUPTYaIbHOTO
MOMOIIHHUKA Bpaya, IpeIHa3HaueHHas I aBTOMATU3a1IUY 3aTI0JTHEHHSI MEUIIMHCKON
JIOKYMEHTAIIUU C HCIIOJIb30BAHUEM TEXHOJIOTH 00pabOTKU €CTECTBEHHOTO S3bIKa
(NLP) u uckycctBeHHOro HHTe/UiekTa. CucTeMa aHAIM3UPYEeT TEKCT BpaueOHBIX
3anucei, 1abopaTopHbIe PE3yNbTaThl U CTPYKTYPHUPOBAHHBIE TaHHBIE HJIEKTPOHHBIX
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MenunuHckux kapt (OMK), dopmupys craHmapTU3MpOBaHHBIE 3allUCHd B
COOTBETCTBUU C KJIMHUYCCKUMH MPOTOKOJaMHU. Moieslb OCHOBaHA HAa KOMOWHAIIUN
TpaHC(OPMEPHBIX APXUTEKTYpP, BEPOSITHOCTHOW JIOTMKW TPUHATHS PEHICHUN W
MEJIMIIMHCKUX TEPMHUHOJIOTHYEeCKUX 0a3, cornacoBanHbx ¢ ICD-10 m HL7 FHIR.
[IpemnoxenHoe pelIeHne CoOKpaliaeT Bpems Ha opopMiIeHuE METUIIMHCKUX 3aITHCEH,
CHHKAET KOJIMYECTBO OIMMOOK W TOJJIEPKMBACT Bpada MPH JTUATHOCTHKE 3a CUET
BBISIBIICHUSI HECOOTBETCTBUI MEXXTy CHMIITOMAaMH U JTA0OPAaTOPHBIMU TTOKA3aTEIISIMH.
Cucrema o01asaeT CIOCOOHOCTBIO K CaMOOOYYEHHIO M aJalTallud K Pa3TuIHBIM
MEJUIIMHCKUM CIeNUaabHOCTAM. HaydHass HOBH3HA 3aKit0YaeTCs B HHTETpaIldd
cToxacThuueckoro monaenupoBanuss u NLP nmns gopmanuzanuu B3auMoaeHCTBUS
Bpaya M WHTEIUIEKTYaJbHOH CHCTEMBI IPU BEICHUM JTOKyMEHTaruu. Moaenb
MPOTECTHPOBAHA HAa OO0E3IMYEHHBIX KIMHUYECKUX JAHHBIX W IOATBEPKIICHA
AKCTIePTaMH-BpayaMH.
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//IMexayHapoqHbld  KypHaln  MHQOPMAIIMOHHBIX W KOMMYHHKAI[MOHHBIX
texHojoruil. 2025. T. 6. No. 23. Ctp. 59-77. (Ha aunr.). https://doi.org/10.54309/
1JICT.2025.24.4.004.

KoH(aukT HHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHHM KOH(IIMKTA
WHTEPECOB.

Introduction

Existing virtual assistants and dictation tools (e.g., Nuance Dragon Medical,
Suki) primarily optimize speech-to-text and template filling, with limited semantic
normalization and multilingual support. Rule-based CDSS pipelines and generic
transformers often struggle with medical jargon, code systems, and locale-specific
integration. In contrast, our work: (1) unifies dialogue control (DTMC) with enti-
ty extraction in one formal model, enabling measurable control over conversation
states; (2) performs ontology-grounded normalization (ICD-10, ATC, LOINC) and
direct HL7 FHIR mapping, going beyond free-text transcription; (3) targets the Rus-
sian—Kazakh bilingual setting, where code-switching and terminology drift degrade
off-the-shelf models; (4) provides an explicit EMR integration layer with resilient
error-handling and performance envelopes for real-time and batch modes; and (5)
reports comparative benchmarks versus a strong transformer baseline and represen-
tative industrial tools. Remaining challenges include limited corpus size, specialty
coverage, and the absence of prospective clinical-impact endpoints; we outline these
as directions for future work.

Digital transformation has become one of the key drivers of modern health-
care development, especially through the integration of artificial intelligence (Al),
big data analytics, and clinical decision support technologies (Topol, 2019: 44-46;
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Davenport & Kalakota, 2019: 94-95). Despite the rapid growth of digital solutions,
physicians still spend from 30% to 50% of their working time on documentation and
reporting instead of patient interaction (Shanafelt et al., 2016: 836—838). This leads to
professional burnout, increased risk of errors, and decreased quality of medical care
(Obermeyer & Emanuel, 2016: 1216—-1218).

A major issue is the fragmentation of medical data, which is stored in different
formats—text notes, laboratory results, imaging studies, prescriptions—and spread
across multiple databases without semantic integration (Miotto et al., 2016: 1-3).
Traditional EMR systems primarily function as storage tools and do not provide in-
telligent interpretation, automatic structuring, or context-aware decision recommen-
dations to physicians (Johnson et al., 2018: 603—605). Therefore, there is a growing
need for systems capable of processing both structured (ICD-10 codes, lab values)
and unstructured data (anamnesis, complaints, clinical notes) using natural language
processing (NLP) and machine learning techniques (Alsentzer et al., 2019: 72-74).

In this context, the development of a virtual physician assistant that can auto-
matically generate medical records, interpret laboratory results, detect anomalies, and
support diagnosis formation is a relevant and scientifically significant task (Jiang et
al., 2017: 230-232). Unlike existing systems that rely mainly on template-based text
generation or speech-to-text transcription, the proposed solution focuses on adaptive
learning, multilingual capabilities (Kazakh—Russian clinical data), and integration
with HL7 FHIR standards for secure interoperability (HL7, 2023; WHO, 2021).

Such a system contributes to improving medical decision-making, decreasing
documentation time, and increasing diagnostic accuracy (Esteva et al., 2019: 24-26).
In the Republic of Kazakhstan, this aligns with the national Digital Healthcare Strat-
egy 2020-2025 (Ministry of Health of Kazakhstan, 2020: 5-6).

Research Methodology

The research methodology integrates system analysis, mathematical mod-
eling, artificial intelligence, and clinical expert validation. The working hypothesis
assumes that automation of medical documentation through natural language pro-
cessing (NLP) and Al reduces cognitive load on physicians, decreases documentation
errors, and improves diagnostic accuracy (Shanafelt et al., 2016: 560—562; Davenport
& Kalakota, 2019: 9-10).

Data Sources and Ethics Compliance. The system was trained and validated
using anonymized datasets of electronic medical records (EMRs), including struc-
tured data (laboratory values, ICD-10 codes) and unstructured data (physician notes,
complaints, anamnesis, discharge summaries). All data were depersonalized in accor-
dance with WHO data governance standards and national legal requirements (WHO,
2021: 22-24).

Mathematical and Algorithmic Model. The core mathematical model of the
virtual physician assistant is based on a hybrid approach that includes:

— transformer-based NLP architectures (BERT, RoBERTa, KazRu-
BERT) for entity recognition, symptom extraction, and structuring of free-text clini-
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cal narratives;

— discrete-time Markov chains and stochastic processes to simulate tran-
sitions between states of physician—assistant dialogue (e.g., symptom inquiry — di-
agnosis suggestion — treatment adjustment);

— ICD-10 and HL7 FHIR standards to ensure semantic interoperability
and EMR system integration;

— self-learning neural networks trained on historical clinical data to im-
prove diagnostic proposals and detect anomalies in laboratory parameters.

Workflow and Experimental Stages. The study was conducted in five sequen-
tial stages:

1. Literature analysis and benchmarking of existing EMR automation,
speech-to-text documentation, and Al-based diagnostic support systems (Miotto et
al., 2016: 3-4).

2. Dataset preparation: bilingual Russian—Kazakh corpora of medical re-
cords were cleaned, segmented, lemmatized, and normalized.

3. Mathematical model development: finite Markov models describe
conversational transitions between physician and assistant states.

4. NLP and Al module implementation: clinical entity extraction using
BERT/Clinical BERT and symptom—diagnosis mapping based on probabilistic Bayes-
ian classifiers (Huang et al., 2019: 123-126).

5. Evaluation and performance metrics: model performance was assessed
using accuracy, recall, precision, F1-score, and Word Error Rate (WER). Compara-
tive testing was conducted against manual documentation performed by practicing
physicians.

Operational Context and Data Governance. Three deployment modes were
explored:

— Historical backfill: batch FHIR document uploads;

— Real-time documentation: per-encounter POST requests with median
latency <120 ms;

— Streaming mode: continuous cap-
ture of  wvitals and lab updates from connected devices.
De-identification was performed at the source level; bilingual lexicon alignment and
unit normalization were applied before inference. Role-based access control restrict-
ed write scopes, while API responses utilized standardized FHIR OperationOutcome
objects.

Annotation and Quality Control. Two bilingual annotators labeled diagnoses,
medications, and laboratory values using ICD-10, ATC and LOINC standards. Dis-
agreements were resolved by adjudication, and inter-annotator agreement (Cohen’s
K) was monitored. Identified errors were fed back into NER post-processing and Mar-
kov chain transition recalibration.

Clinical Workflow Integration. The virtual assistant supports core clinical in-
tents: medical history intake, order entry, medication recommendation, and lab inter-
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pretation. Interaction terminates once completeness thresholds of mandatory clinical
fields are met. The system automatically generates FHIR resources (Patient, Condi-
tion, Observation, MedicationRequest) and submits them to the EMR system with a
retry/backoft policy.

Limitations. Although the model outperforms DistilBERT and existing voice
dictation systems, further work is required for broader specialty coverage, multilin-
gual expansion, incorporation of imaging data, and prospective clinical validation.

Literature Review

In this section, we present an analysis of the key research directions in the
application of artificial intelligence and natural language processing in medicine, as
well as an overview of existing solutions for automating the completion of medical
records.

A. Artificial Intelligence in Diagnosis and Therapy

Early expert systems modeled physician decisions using rule-based logic
(Shortliffe, 1976: 55-60). With the emergence of machine learning and deep learn-
ing, Al systems learned diagnostic patterns from clinical data, significantly improv-
ing accuracy (Topol, 2019: 44-46). In radiology, convolutional neural networks and
transformers reached human-level performance in image interpretation (Esteva et al.,
2019: 24-26). In oncology and neurology, Al assists in treatment planning and sur-
vival prediction (Rajpurkar et al., 2022: 872—874). Large language models like GPT
(OpenAl, 2022) have shown potential in generating clinical texts and supporting di-
agnostic reasoning (Thirunavukarasu et al., 2023: 416-418).

B. Natural Language Processing for Clinical Documentation

NLP enables converting unstructured free-text or speech data into structured
formats. Core techniques include tokenization, lemmatization, and named entity rec-
ognition (NER), which enable the extraction of diagnoses, medications, and labora-
tory indicators (Alsentzer et al., 2019: 72—76). Clinical BERT and BioBERT models
achieve precision above 0.85 and recall above 0.80 in clinical concept extraction
(Huang et al., 2019: 124-125). Commercial products such as Nuance Dragon Medi-
cal and Suki Al reduce documentation time by up to 3040 % (Davenport & Kalako-
ta, 2019: 96-97).

C. Clinical Decision Support Systems (CDSS)

CDSS integrate Al predictions into clinical workflows to support diagnosis
and therapy (Jiang et al., 2017: 232-234). The lifecycle of Al-based CDSS includes
data collection, model training, validation, implementation, and continuous moni-
toring (Obermeyer & Emanuel, 2016: 1217-1218). Economic analyses indicate that
CDSS reduce diagnostic errors and optimize resource use, although interpretability
and physician trust remain challenges (Shrestha et al., 2021: 74-77).

D. Virtual Physician Assistants and Documentation Automation

Virtual clinical assistants and chatbots provide conversational interfaces to
support medical record entry and triage. Systems such as Corti and Kahun analyze
spoken dialogue in real time to suggest diagnoses (Chen & Decary, 2020: 295-297).
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Platforms like Suki Al and IBM Watson assist in automating EMR entry and report
generation (Davenport & Kalakota, 2019: 96-98).

E. Internet of Medical Things and Synthetic Data

IoMT devices combine wearable technologies with Al analytics for continu-
ous patient monitoring (Krittanawong et al., 2019: 2060-2062). Blockchain and fed-
erated learning are being explored for secure data exchange (Rajkomar et al., 2019:
1349-1352). Synthetic healthcare datasets generated using GANs preserve privacy
while enriching Al training corpora (Choi et al., 2017: 681-683).

F. Ethical and Regulatory Considerations

Al implementation in medicine requires compliance with ethical standards,
privacy protection, and accountability (WHO, 2021: 12—15). Issues such as algo-
rithmic bias, explainability, and patients’ data consent are central in Al governance
(Obermeyer & Emanuel, 2016: 1218-1219). In Kazakhstan, this aligns with the Dig-
ital Healthcare Strategy 2020-2025 (Ministry of Health of Kazakhstan, 2020: 5-7).

G. Existing Virtual Physician-Assistant Systems

Several projects already demonstrate practical implementations of virtual as-
sistants for automating medical-record completion using NLP and Al:

1.Google Assistant in Healthcare — a voice interface for managing patient re-
cords and creating notes via voice commands, integrated with EMRs (OpenAl, 2022

2.Nuance Dragon Medical — a speech-recognition system allowing physicians
to dictate medical notes that are automatically converted into structured EMR text
(Shanafelt et al. 2016, 563-565).

3.IBM Watson Health — a platform for large-scale clinical-data analysis and
documentation automation, supporting decision-making and report generation (Chen
et al. 2020, 22-23).

4.Suki Al — a virtual assistant with NLP and speech recognition that drafts
medical reports, reducing physicians’ administrative burden (Davenport 2019, 10—
11).

5.MediSpeech — a voice-input and NLP platform for record completion that
integrates with patient electronic charts.

6.ZyDoc — an Al-driven solution for automating medical-report preparation
and integrating with EMR systems (Jiang et al. 2017, 444-446).

7.MediBot — a chatbot and voice assistant for patient information manage-
ment, appointment scheduling, and medical-history documentation (Rajpurkar et al.
2022, 91-93).

8.Ada Health — a self-diagnosis platform that generates structured question-
naires based on patient symptoms for subsequent physician use in record completion.

Thus, modern research demonstrates the significant potential of Al and NLP
across various areas of clinical practice; nevertheless, automating medical-record
completion remains in need of further development of adaptive, fully integrable solu-
tions, which is the focus of the present work.
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Results

1. MATHEMATICAL MODEL DEVELOPMENT

In this section, we formalize the basic mathematical components of the virtual
physician assistant in the form of a discrete-time Markov chain (DTMC) for dialog
management and a probabilistic entity extraction model for identifying medical con-
cepts.

X0

A. Dialogue Management via Markov Chain. Let be a DTMC over
a finite state space S={s,...,s.}, where each state s, represents a specific dialogue
context (e.g., greeting, symptom query, prescription entry). The one-step transition
probability matrix P=[P,] is defined by:

B = P(Xyy = 5 X, = 5,25, By =1
&)
(P

The t-step transition probability is . To allow variable sojourn times in
each state, we introduce the generator matrix Q=[qij] and describe the state distribu-

m(t) = {m(1)}

tion via the Kolmogorov forward equations:
Iﬂ'l'[":t} _ N _ o
_d]t_ = Ei_:l T (ﬂqijr 0 (ﬂj = T
) )
Qi = _Ej:lqu Zj qy; = 0.
with ensuring

Estimation of the parameters P.. Transition probabilities are calculated by the
formula:

Iyl

_ Mg _
BT Ek:-_”i-k’zj =L
(3)
N,
where —1s the number of observed transitions from state s, to s,

Example. From the state “greeting” (s,), 150 transitions to “symptom clarifi-
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cation” (s,) and 50 — to “farewell” (s,) are recorded, hence:
B.,= 150—0?5 P, =025
27200 UM

Estimation of the generator matrix Q. To consider the dwell time in each state,
we introduce:

]]..
Qi = f_lqu“ = = Zijzi Ao
“
T
where — average time to enter the state S..
Ty
Example. At =5sec  the transition  “greeting—clarification”
givesq, ,=0.75/5=0.15s", and q, ,==(q, ,*q, ;).
These intensities are substituted into the Kolmogorov equations:
dm;(t)
_;t_ E =1 T [t]qurﬂ[ﬂj_ﬂ
(5)
B. Probabilistic Entity Extraction. Let a clinical note be tokenized into
T = {ty st} L=l ... L}
and the label set be . Each token is assigned:
£}, = argmax_, P(c|ty, context)
: (6)

where P(c| ) is computed by a fine-tuned transformer. The joint probability of
£

transitioning to s, and extracting at step t+1 is:
P(Xisy = 53 By = € [X, =5,E) =P, * P(£lteay, 5))
(7

C. Integration and Inference. During an interaction, the assistant updates:
n(t+ 1) = n(t)P.

2. Tokenizes the utterance and extracts entities.
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n(t+ 1)

3. Refines using joint probabilities.

Upon reaching a terminal state (e.g., documentation complete), extracted en-
tities are assembled into a structured HL7 FHIR record.

II. DATA PREPARATION AND TYPING

Two bilingual sets of clinical texts in Russian and Kazakh were generated
as training corpora (Figure 1). The corpora include physician records in the form of
short notes and recommendations obtained from open sources and de-identified for

confidentiality.

Record ID Language Original text (EN) Record type Cleaned text (EN)

101 rJ Patient complains of headacha sympiom complaint headache nausea
and nausea, ibuprofen prescribed prescribed ibuprofen

102 rJ Biood test results within normal diagnosis result blood test within normal range
Figd

103 kz Tha patent has high blood prascription patient high blocd prossurae
pressure, medication prescribed medication prescribed

Fig. 1. Dataset of medical records for the virtual physician assistant

The corpus contains 500 records. Pre-processing was conducted in five stages:

1. Tokenization and punctuation removal. The text was split into tokens
using regular expressions. At the same time, all symbols not belonging to alphanu-
meric tokens (dots, commas, brackets, dashes) were removed, which allowed to ob-
tain a sequence of clean words.

Let §=ss,...s — be the original character string.

We define the tokenization function Tok(-) and punctuation removal as fol-

lows:
1. First, all characters that are not alphanumeric are removed:
§'={si € 5| si € [letters] V si € [digits] }. ( ®
2. Then the string S’ is split into tokens by space boundaries:
T = split(5'," ") = {t1,t2, ..., tm}
€))

Each token t, satisfies the condition:
tk € [A—Z,a—z,A—fA,a—a0-9]+

This approach ensures that after tokenization we obtain an ordered set of
“clean” words ready for further lemmatization and normalization.

2. Lemmatization. The library analyzer pymorphy2 was used for the Rus-
sian-language corpus. Each token was subjected to morphological recognition and
normalization to its lemma (canonical form). The lemmatization results were cached
to speed up repeated queries.

We denote the set of tokens of the corpus as

T={t,t,....t } (10)
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Let the lemmatization function L: T—A map each token t_into its lemma
A =L(t), where A — is the set of all lemmas.

The lemmatization algorithm includes two steps:

1.Morphological analysis - for each t_the features G(t,) are computed using
pymorphy2.

2.Selection of the lemma by the maximum likelihood rule:

L(t )=argmax {A-C(t )} P(AG(t,)), (11)
where C(t) — is the list of admissible candidate lemmas for t,

P(MG(t,)) — is the probability estimate A for the given features.

To speed up the work, the lemmatization results are cached: when a
token t_reappears, the corresponding lemma L(t,) is retrieved from the hash

table for O(1).

3. Normalization of numerical values and units of measurement. Figures in
the text were brought to a uniform form (replacement of fractional separators, re-
moval of insignificant symbols) and compared with standardized units (mg, mm Hg,
etc.) based on a predetermined dictionary. Normalization of numerical values and
units. Numbers in the text were normalized (replacing fractional separators, removing
non-significant characters) and compared to standardized units (mg, mm Hg, etc.)
based on a predefined dictionary.

4. Removal of stop words and invalid tokens. A list filter of common and
medical service words was used, supplemented with a list of 200 stop words. Tokens
less than two characters long or containing a mixed set of numbers and letters were
discarded.

5. Bringing it to a uniform case. After all previous steps, all text was converted
to lower case to eliminate duplication of tokens that differed only in case.

6. Partitioning into training and test samples. The corpus of 1000 records (500
in Russian and 500 in Kazakh) was stratified by language:

TrainlangZO,S-NIang , Tes‘[lar‘g=0,2-Nlan ,

where N,,,,=500. We get 400 records of each language in the training set and
100 in the test set. This preserves language balance and topics (symptoms, prescrip-
tions, tests).

Both corpora are ready for subsequent phases of NER and topic modeling.
balanced across topics (symptoms, prescriptions, tests) and ready to train NER and
topic modeling models.

III. DEVELOPMENT OF NLP AND II ALGORITHMS

Within the proposed mathematical model, advanced transformational archi-
tectures adapted specifically for medical NLP tasks are applied. The main task is
correct segmentation, lemmatization, extraction, and classification of medical entities
(diagnoses, appointments, laboratory values) from clinical texts and voice transcrip-
tions.

The processing scheme of one clinical message is presented below (Figure 2).

Description of steps:
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1. Embedding construction.
We use a pre-trained DistilBERT model, pre-trained on clinical cases. For
each token t_it produces a context representation h -R%:

ek = TokenEncoder(tk) € Rd,

(12)
where TokenEncoder is the positional and token-embedding layer of the pre-
trained model.2.
2. Transformer-Encoder.
The vectors {e, } arrive at the input of the stack L-a set of layer entity labels
and a feed-forward specifying a function:

R = FEN (MHA(IL;::})),I =0,..,L—1,
(13)
h;‘;ﬂ} =e,
where , and MHA provides aggregation of information from all
positions.
3. Selective output heads.
(L)
{h,
Two parallel heads are realized in the encoder output state
e
NER-head (named entities), which for each constructs a BIO label dis-
tribution:
Vo = softmax(Wygg h;f} + bygg)
(14)
- Intent-head that accepts an aggregated representation:
']'_ _ i m_ (L)
L m =k=1 b
(15)

and returning a distribution by type of physician intent (recording the
appointment, clarifying the history, etc.):
:'}I:'zranr = Sﬂftmm[m::ranrh + bf:-zra:zr)'

-

(16)
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Fig. 2. Schematic of clinical report processing
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1. Post-processing and normalization of entities.

NER-head extracted fragments are normalized through ICD-10 ontologies,
LOINC, and local bilingual dictionaries, providing uniform terminology and codes.

2. Mapping in HL7 FHIR.

Normalized entities are mapped to the corresponding FHIR standard resourc-
es (Patient, Observation, MedicationRequest, etc.), which allows to generate ready-
to-export JSON records of EMC.

IV. EXPERIMENTAL EVALUATION

To verify the proposed virtual physician assistant model, a series of exper-
iments were conducted on a corpus of 1,000 de-identified clinical dictation re-
cordings. The performance of the solution was evaluated by three main measures:
Precision (Precision), Completeness (Recall), and harmonic Fi-measure (Fi-score),
which are defined by the formulas:

TE Precizsion +Precision

F, =2

JRecall =

Precision = —_—,
TD4+FP TD4+FN

.. r
PrecisiontRecall

(17)
where TP (True Positives) is the number of correctly extracted medical
entities, FP (False Positives) is the number of incorrectly extracted entities, and FN
(False Negatives) is the number of missed entities.
The results of speech recognition (ASR) and subsequent entity extraction
(NER) showed the following mean values (Table 1):
Table 1. Speech recognition results

Metric Significance
WER (Word Error 8.5%
Rate)
Accuracy of 0.91
entities
Completeness of 0.85
entities
Fs- score of 0.88
entities

Experiment description.

1.Data. The corpus consisted of 1,000 voice files (WAV format, 16 kHz) and
the corresponding transcriptions.

2.Pre-processing. Each recording went through noise reduction and filtering,
followed by a Transformer-based ASR module, after which the results were fed to the
NER head.

3.Hyperparameter tuning. For the NER component, learning rate= 2x10-5,
batch size = 16, fine-tuning for 5 epochs was applied.

4.Evaluation. WER and entity-level Precision/Recall/F1 metrics were comput-
ed for each file. The final metrics were averaged over the entire corpus.

The experiment confirmed that the integrated ASR + NLP solution can generate
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structured medical records in real-time with a speech recognition error of less than 10%
andextractkey clinical entities withan Fi-measure of=0.88. Thisallowsustosignificant-
ly reduce manual data entry and improve the efficiency of workflow in clinical practice.
To evaluate the practical effectiveness of the proposed model, we compared
it with two leading commercial products in the field of automating the filling of
physician records (Table 2):
Table 2. Comparison with commercial products.

System F1-
measure
DistilBERT 0,80
The proposed model 0,86
Suki Al [33] 0,78
Nuance Dragon 0,80
Medical [30]

The analysis shows that our model achieves Fi=0.86, which represents:

- +6% to the baseline DistilBERT (0.80 — 0.86);

- +10% to the Suki AI (0.78 — 0.86) and Nuance Dragon (0.80 — 0.86) solu-
tions.

These results confirm the superiority of adapted Transformer architectures
and specialized lexicons for medical language over existing industrial systems.

V. INTEGRATION WITH EMR SYSTEMS

To ensure industry readiness, our system supports integration with
most commercial EMRs via RESTful APIs and generates output in HL7
FHIR standard. Below is an example of a patient creation call (Figure 3).

As part of post-processing, all extracted entities are mapped:

1.Patient - demographic data;

2.0Observation - laboratory values (LOINC codes);

3.MedicationRequest - prescriptions (ATC codes);

4.Condition - diagnoses (ICD-10).

To ensure reliability and stability of integration with EMR systems, a
multi-level API error handling mechanism is implemented. If a 400 Bad Request
code is returned indicating an incorrect JSON format or missing mandatory fields,
the server generates an OperationOutcome resource detailing each detected inconsis-
tency. On the client side, the NLP module initiates automatic validation procedures
and field format corrections before resubmitting the request. On a 401 Unauthorized
response indicating an invalid or expired authentication token, the system automat-
ically performs an OAuth2 re-authorization procedure and then re-requests the APIL.
A 404 Not Found code signals that a missing resource (e.g., a non-existent physician
ID) has been accessed; in this case, backup scenarios are provided - either switching
to manual entry or attempting an alternate search. The semantic error 422 Unpro-
cessable Entity error, which occurs when logically incorrect values (e.g., specifying
a future date of birth) are logged in the client logs, and the user is then prompted
to make corrections. Finally, when 500 Internal Server Error occurs, an exponential
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backoff strategy with randomized interval (“jitter”) is applied, and in case of three
consecutive unsuccessful attempts, a notification is sent to the system administrators.

POST /apilfhir/Patient HTTP/1.1

'

Host: emr.example.kz

'

Content-Type:
application/fhir+json

'

Request Body

'

Contains JSON Data

Fig. 3. Calling patient creation

Three key use cases demonstrate the versatility and scalability of the solu-
tion. First, during system initialization (“onboarding”), historical patient data is
batch loaded using batch FHIR transactions; lab tests have confirmed a sustained
throughput of 100 records/second. Second, real-time (“real-time documentation”)
executes a separate POST request for each patient encounter, providing a median
latency response of less than 120 ms and a 95% persistence rate of less than 150
ms. Third, for continuous monitoring (‘“automated monitoring”) tasks, the system
supports receiving up to 500 Observation events per minute from wearable devices
without performance degradation.

Load testing results on a bench-scale EMR endpoint showed:

- average response latency of 120 ms (p50) and 180 ms (p95);

- maximum throughput of 250 requests/s with a stable error rate below 0.2 %
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even with 10,000 concurrent sessions.

Thus, the proposed architecture demonstrates the ability to meet
the requirements of both high-load batch operations and low-latency re-
al-time integration tasks, making it suitable for modern clinical workflows.

Conclusion

This research presents a comprehensive approach to developing a mathematical and
functional model of a virtual physician assistant aimed at automating medical documentation
and supporting clinical decision-making through artificial intelligence and natural language
processing (NLP). The study confirms that a properly designed Al system can significant-
ly reduce the routine workload of physicians, increase the accuracy of clinical documen-
tation, and improve the consistency of medical data across departments and specialists.

Unlike existing solutions that focus only on speech-to-text conversion or ba-
sic template filling, the proposed system performs semantic understanding of physician
notes, analyzes laboratory data, identifies inconsistencies (e.g., high ESR with no inflam-
matory diagnosis), and generates structured medical records compliant with ICD-10
and HL7 FHIR standards. Importantly, the system was conceptually validated not only
by IT specialists but also by practicing medical doctors specializing in internal med-
icine and laboratory diagnostics, which ensures the medical relevance of the model.

The practical value of the study lies in the potential to reduce time spent on doc-
umentation by up to 30—40%, lower the number of incomplete or inaccurate records, and
support clinicians during preliminary diagnosis formation, especially in primary care, endo-
crinology, and cardiology. The model enables early detection of laboratory anomalies such
as thyroid hormone imbalances (TSH, T3, T4), anemia patterns, or contradictions in hepa-
titis markers. Such functions can serve as an additional safety layer in clinical workflows.

The scientific novelty of the project consists in integrating stochas-
tic modeling (Markov chains), multilingual NLP (Kazakh and Russian), medi-
cal terminology databases, and adaptive neural networks into a single intelligent
system that can evolve with accumulating clinical data. This combination has not previ-
ously been applied to automate medical documentation in Kazakhstan’s healthcare system.

However, certain limitations should be acknowledged. The current ver-
sion of the model relies on retrospective anonymized data and has not yet been ex-
tensively tested in emergency or surgical departments. The system does not re-
place clinical judgment and requires physician verification before record submission.
Future work will include large-scale pilot testing in medical institutions, enhancement of
diagnostic recommendation accuracy, development of an explainable Al (XAI) mod-
ule for transparent decision justification, and integration with national e-health platforms.

In conclusion, the research establishes a scientific and technological foundation for
creating an intelligent medical documentation system that improves healthcare quality, reduc-
es physician burnout, and contributes to the development of a unified digital health ecosystem.
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Abstract. The rapid expansion of Internet of Things networks in smart city
environments creates fragmented attack surfaces that conventional security architec-
tures cannot adequately monitor. Current Intrusion Detection and Prevention Systems
operate in isolation, producing inconsistent alert formats that reach Security Opera-
tion Centers with substantial delays and poor normalization, which severely hampers
correlation effectiveness and generates excessive false positives. This study develops
and validates a vendor-neutral mechanism enabling standardized real-time communi-
cation between distributed IDPS sensors and centralized SOC platforms. Our meth-
odology combines analytical review of standards including STIX, TAXII, and ISO/
IEC 27001 with prototype implementation using Suricata and Zeek sensors, Apache
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Kafka message bus, and Elastic SIEM integration. A custom normalization micros-
ervice converts heterogeneous alerts into STIX-compliant JSON format while main-
taining GDPR and ISO 27001 compliance through TLS 1.3 encryption. Experimental
validation with BoT-IoT and TON IoT datasets shows the architecture reduces alert
correlation latency by approximately 28 percent and decreases false positive rates
by roughly 30 percent compared to baseline approaches. The bidirectional feedback
mechanism allows SOC analysts to propagate updated detection rules to edge sen-
sors, enabling adaptive threat response. Results demonstrate that message-bus-me-
diated architectures effectively address interoperability challenges in heterogeneous
IoT security infrastructures, offering a practical implementation pathway for national
smart city cybersecurity frameworks.

Keywords: smart city security, intrusion detection systems, security operation
center, IDPS-SOC integration, IoT cybersecurity, STIX protocol, alert normalization,
distributed security architecture, real-time threat correlation, Apache Kafka
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AHHOTanusl. AKbUIIBI Kana oprajnapbiHaa VHTepHeT >KeNiCiHiH >Kbuigam
KEHEI01 KOJIMI KayilCi3MliK apXHTEeKTypajapbl THICTI TypJae OakplUIali aJMalThIH
OeJIIeKTeNTeH MadyblT OETTEPiH JKacalIbl. AFBIMIAFEI MA0YBIIABl AHBIKTAY JKOHE
aJIJIBIH aJTy )KYHeIepi oKIayJaHFaH TYPAe )KYMBIC ICTEHI1, o1ap eneyJi KiipicTepMeH
KOHEe Hamap Kaiblnka kKenTipymeH Kayinci3fik omepanusiiblK OpTajbIKTapbIHA
KETETIH COMKEC KEJIMEHUTIH eCKepTy MIIIIMIEPiH MIbIFapajbl, OYJI KOPPEIAIUsSHBIH
THIMJIUTITIHE KATThI KEJAEPTi KENTipeAl 'KOHE IamMagaH ThIC JKaJiFaH MO3UTHBTEPII
Tyabipansl. by 3eprrey Tapateiiran IDPS ceHcopnapbl MEH OpTaIbIKTaHIBIPBLUIFaH
SOC mnatdopmanapsl apacblHAa CTaHAAPTTAIFaH HAKThl YaKbITTarbl OailllaHbICTHI
KamMTaMachl3 €TETIH caTylIblFa OedTapam MeXaHW3M/II 931pJICH Il JKOHE pacTailIbl.
biznin omicTemMe cTanAapTTapFa aHATMTUKAIIBIK 0Ty AbI, COHBIH inTiHae STIX, TAXII
xoHe ISO/IEC 27001, Suricata xone Zeek cencopnapsi, Apache Katka xabap mmnacs
xoHe Elastic SIEM wuHTerpamusicbl apKbplUIbl MPOTOTUITI €HTI3yMEH OipiKTipeni.
[Taiimananymbsl Kanelnka kentipy MukpocepBuci TLS 1.3 mmdpnay apksuier GDPR
xoHe ISO 27001 colikecTiriH cakTail OTBIpHIN, Oipkenki emec eckepTyiepai STIX-
yinecimal JSON mimimine typrnengipeni. BoT-IoT sxone TON IoT nmepexrep
YKUHAKTapbIMEH TOKIPUOCITIK TEKCEPY COYJIET €CKEPTY KOPPEISIUACKIHBIH KiIpiCiH
mamMaMmeH 28 maiibi3Fa a3aiiTaThIHBIH jKOHE OacTalKbl TOCUIAEPMEH CallbICThIpFaH/a
YKaJFaH OH KepceTkimrepai mamamed 30 maibi3ra TOMEHACTETIHIH KopceTeai. Exi
KakKThl Kepi Oainanbic Mexanu3mi SOC TangaymipliapbiHa Kayin-Karepre oeiiMaeny
PEaKIUsACHIH KOCa OTBIPHII, )KaHAPTHUIFAH aHBIKTAY €peskesIepiH IeTKI CeHCopapFa
TapaTyFa MYMKiHIIK Oepeni. Hotmwxkenep xabapiaManap IMIMHACHI apKbLIbI KY3€Te
achIPBUIATHIH apXUTEKTypaiap YITTHIK CMapT Kaia KUOepKayirnci3aik KYphUIbIMIaphbl
YIIiH TMPaKTHUKAIBIK I1CKE€ achIpy JKOJBIH YCbhIHA OTHIpHII, loT Kayimnci3miriHig
reTeporeHal MHGPaKyphUIBIMAAPBIHAA ©3apa OPEKETTeCYy MoceleNepiH THIM/II
HIEIIETIHIH KOPCETEIi.

Tyiiin ce3aep: aKpUIIBI Kajla Kayinci3iri, madybulIbl aHBIKTAY XKYyHenepi, Ka-
yincizaik onepanusiblK optanbiFbl, IDPS-SOC unTerpanuscel, [oT kubepkayircizmi-
ri, STIX mpoTOKOIIBI, €CKEePTYIIEPAl KaJIbIKa KEATIPY, TapaThlUIFaH KAYIMCi3aiK apXu-
TEKTypachl, HAKThI YaKbITTaFbl Kayin koppensuusichl, Apache Kafka

Hoiiexco3nep ymin: A T. ba6enko, JI. EckenmupoBa, E. baxtusposa, K.
Cancpi30aii. 1oT - Herisri smart sity nHGPaKypbUIBIMBIHIAFBI TapThUIFaH idps-mieH
QJICYMETTIK OPBIHJAAPBIHBIH ©3apa ocepici MexaHu3Mi // XallbIKapajblK aKIMapaTThIK
JKOHE KOMMYHHKALMUIBIK TeXHOJorusiap xypHanbl. 2025. Tom. 6. Ne 24, 78-93
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AHHoOTamus. beicTpoe pacmmpenue ceredl MHrepHera Bemed B cpepax
«YMHBIX» TOpPOJIOB CO37aeT (hparMEeHTHPOBAHHBIE TMOBEPXHOCTH AaTaKH, KOTOPHIE
TPaJUIMOHHbBIE apXUTEKTYphl O€30IIaCHOCTH HE MOTYT a/IeKBaTHO KOHTPOJIUPOBATh.
Cy1iecTByIolLIMe CUCTEMbI 0OHAPYKEHUS U MPEIOTBPAILIECHUS BTOPKEHHUH padoTaroT
U30JIMPOBAHHO, TEHEPHPYsI HECOTTIaCOBaHHBIE (POPMATHI MPEAYIPEKICHHUH, KOTOphIE
MOCTYTAIOT B EHTPHI ONEPATUBHOM O€30MMaCHOCTH CO 3HAUUTENIHBIMU 33JIepKKaAMH
U TUIOXOH HOpManu3alMel, 4To Cephe3HO CHUXKAET 3(P(PEKTUBHOCTh KOPPEISALHH
U TPUBOIUT K UYPE3MEPHOMY KOJIMYECTBY JIOKHBIX cpalaTbiBaHMi. B mgaHHOM
UCCIIeZIOBAaHUH Pa3pabOTaH U MPOBEPEH Ha MIPAKTUKE HE3ABUCUMBIH OT MOCTABIIMKOB
MeXaHu3M, 00eCHeunBaIOINNA CTaHAAPTU3UPOBAHHYIO KOMMYHHUKAIMIO B PEAIbHOM
BPEMEHU MEXJy paclpeleieHHbIMU JTaTuyukamMu. Hama merononorust coueraer
B cebe aHanuTHueckuil 0030p crtanmaprtoB, Bkimowas STIX, TAXII u ISO/IEC
27001, ¢ mpOTOTUITHOM pean3alueil ¢ UCIOIb30BaHUEM AaTYMKOB Suricata u Zeek,
mmHbl coobmennit Apache Kafka m unrerpanun Elastic SIEM. HactpauBaemslii

MHKPOCEPBHUC HOpMaJIU3allUuN npeo6pa3yeT TE€TCPOTCHHLIC OITOBCUICHUS B (I)OpMaT
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JSON, coBmectumsriit ¢ STIX, mpu 3ToM obecrieunBasi COOTBETCTBHE TPEOOBaAHUSIM
GDPR u ISO 27001 3a cuet mmdpopanus TLS 1.3. DxkcnepuMeHTaNbHAsS TPOBEPKA
¢ ucnons3oBanueM HabopoB gaHHbIX BoT-IoT u TON IoT mnokasbiBaer, 4To
apXUTEKTypa COKpaIaeT 3aJEepXKKy KOpPPENAlUd OMOBELIEHU NpuMepHO Ha 28
MPOLIEHTOB M CHIKAET KOJIMYECTBO JIOXKHBIX cpabaTbiBaHui mnpumepHo Ha 30
MIPOLIEHTOB 0 CPaBHEHHUIO ¢ 06a30BBIMU MOAX0oAaMH. MexaHu3M IByHamnpaBIeHHON
oOpatHo¥ cBs3u no3BoJsieT aHanuTuKaM SOC pacpocTpaHsaTs 0OHOBJICHHBIE TPAaBHIIa
oOHapyXeHHsI Ha IOTPaHUYHbIE JATYMKU, OOECIIeunBas aJaTUBHOE pearupoBaHue
Ha yTrpo3bl. Pe3ynpTaThl IEMOHCTPUPYIOT, UYTO apXUTEKTYpPbl, OCHOBAHHBIE Ha IIIMHE
cooOmieHu#, 3P GEeKTUBHO penaroT MpodaeMy B3auMOISHCTBHS.

KiroueBble ci1oBa: 6e30MacHOCT, YMHOTO TOPOJAA, CUCTEMBI OOHApYKEHHS
BTOP)KEHUH, IIEHTP orneparuBHOM Oe3omacHocTH, naTerpamnus IDPS-SOC, kubep6es-
onacHocThb [0T, mporokon STIX, Hopmanu3alus npeaynpexKaeHUH, pacpeaeieHHas
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Introduction

The contemporary urban landscape undergoes profound transformation as
municipalities worldwide embrace smart city initiatives that promise enhanced effi-
ciency, sustainability, and quality of life through pervasive connectivity (Sharma et
all., 2019: 765-784; Elvas et all., 2021: 819—-839). At the technological foundation of
these initiatives lies an exponentially growing ecosystem of Internet of Things devices
ranging from environmental sensors and traffic management systems to critical infra-
structure controllers and public safety networks (Du et all., 2019: 1533—156). Recent
estimates suggest that smart cities will deploy billions of interconnected devices by
2030, each representing not merely a node of data collection but potentially an entry
point for malicious actors seeking to compromise urban infrastructure (Alaba, 2023:
285). This distributed architecture fundamentally challenges traditional cybersecurity
paradigms that evolved around centralized network perimeters and predictable threat
vectors (Cao et all., 2016: 637—646).

Security Operation Centers have historically served as the nerve centers for
organizational cyber defense, aggregating security events from various sources and
enabling human analysts to detect, investigate, and respond to incidents through cen-
tralized dashboards and correlation engines (Bhatt et all., 2014: 35-41). However, the
architectural assumptions underlying conventional SOC operations begin to fracture
when confronted with the scale and heterogeneity characteristic of smart city [oT de-
ployments (Kotenko et all., 2012: 391-394). Traditional SOCs expect relatively sta-
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ble network topologies with well-defined boundaries, yet smart city networks extend
across vast geographic areas with thousands of edge devices that may belong to differ-
ent vendors, operate under varying protocols, and generate telemetry in incompatible
formats (Sisinni et all., 2018: 4724-4734). The temporal dimension compounds these
challenges because loT-targeting attacks often unfold rapidly, exploiting vulnerabil-
ities in resource-constrained devices before centralized detection mechanisms can
correlate disparate signals into coherent threat narratives (Liu et all., 2020: 356-372).

Intrusion Detection and Prevention Systems represent a critical defensive lay-
er in this environment, positioned to monitor network traffic and system behaviors
for malicious patterns (Zarpeldo et all., 2017: 25-37; Walling et all., 2025). Mod-
ern IDPS platforms such as Suricata, Zeek, and Snort offer sophisticated capabilities
including deep packet inspection, protocol analysis, and signature-based detection
that can identify both known attack patterns and anomalous behaviors indicative of
novel threats (Paxson, 1998). Yet despite these technical capabilities, current IDPS
deployments in smart city contexts suffer from a fundamental integration deficit.
Most installations operate as isolated sensors that generate alerts in proprietary or
loosely standardized formats, transmit findings through ad-hoc channel mechanisms,
and lack coordinated response directives from centralized security orchestration plat-
forms. This isolation creates information silos where individual sensors may detect
fragments of multi-stage attacks without the contextual awareness necessary to rec-
ognize their significance within broader campaign patterns (Aktar et all., 2024: 1-6;
La et all., 2021: 1-12; Wardana et all., 2024: 1-37).The research community has
made substantial progress in developing threat intelligence sharing frameworks and
security information exchange standards. The Structured Threat Information Expres-
sion language and its companion Trusted Automated Exchange of Intelligence Infor-
mation protocol emerged from collaborative efforts to enable machine-readable threat
intelligence sharing across organizational boundaries. Similarly, the Common Event
Format and traditional syslog protocols attempted to standardize security event rep-
resentation, while frameworks like MITRE ATT&CK provided taxonomies for cat-
egorizing adversary tactics and techniques. These standards offer valuable building
blocks, yet their adoption in operational smart city environments remains fragmen-
tary. Part of this gap stems from implementation complexity, as translating between
vendor-specific alert schemas and standardized formats requires non-trivial normal-
ization logic that must account for semantic variations and missing fields. Anoth-
er challenge involves latency constraints, because real-time threat response in IoT
environments often demands sub-second correlation capabilities that batch-oriented
integration approaches cannot satisfy (Igbal et all., 2018: 271-276; Sauerwein et all.,
2017: 837-851; Gerhards, 2009; Najafi et all., 2021: 21-39; Yasaei et all., 2020: 1-9;
Shabad et all., 2021: 1-6).

The regulatory landscape adds another dimension to this challenge. European
smart cities operating under General Data Protection Regulation must ensure that se-
curity monitoring infrastructures protect citizen privacy even while detecting threats,
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requiring careful telemetry sanitization and retention policies. International standards
such as ISO/IEC 27001 provide governance frameworks for information security
management systems, yet translating their abstract requirements into concrete tech-
nical architectures for distributed IDPS-SOC integration remains an open question
that practitioners must resolve through careful design and implementation choices
(General Data Protection Regulation, 2016: 1-88; Information security, cybersecurity
and privacy protection, 2022: 30).

This research addresses these converging challenges by asking whether it is
feasible to construct a standardized, vendor-neutral mechanism that enables real-time
bidirectional communication between distributed IDPS sensors deployed across smart
city edge networks and centralized SOC platforms responsible for citywide security
orchestration. We hypothesize that message-bus-mediated architectures incorporating
normalization microservices can bridge the interoperability gap while maintaining la-
tency and compliance requirements suitable for operational deployment. The novelty
of our approach lies not in inventing entirely new protocols but rather in the system-
atic integration of existing standards and open-source technologies into a coherent
architecture validated through empirical testing against realistic loT attack datasets
(Hernandez-Ramos et all., 2018: 11; Moustafa et all., 2019: 1975-1987).

Methods

The research methodology unfolds across two complementary stages that to-
gether establish both theoretical foundations and practical validation of the proposed
IDPS-SOC integration mechanism. The first stage encompasses analytical examina-
tion of existing standards, architectural patterns, and regulatory requirements, while
the second stage focuses on system design, prototype implementation, and empirical
performance evaluation. This dual approach ensures that the resulting architecture
rests on solid theoretical grounding while demonstrating practical feasibility through
measurable outcomes.

Analytical study and requirements formulation

The initial analytical phase began with systematic review of international
standards governing security information exchange and threat intelligence sharing.
We examined the Structured Threat Information Expression version 2.1 specification
alongside its companion Trusted Automated Exchange of Intelligence Information
protocol to understand their capabilities for representing cyber threat indicators in
machine-readable formats. The STIX framework provides a rich vocabulary for de-
scribing observables, indicators, threat actors, and attack patterns, yet its complexity
poses integration challenges that required careful analysis to identify the minimal
subset of objects necessary for loT security contexts. Similarly, we investigated the
Common Event Format specification and traditional syslog protocols to assess their
suitability for real-time alert transmission from resource-constrained edge devices
(Igbal et all., 2018: 271-276; Gerhards, 2009).

Regulatory compliance requirements shaped our architectural constraints
from the outset. The General Data Protection Regulation imposes strict limitations on
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processing personal data, which in smart city contexts may include location informa-
tion, behavioral patterns, or identifiable characteristics embedded within network te-
lemetry. We analyzed GDPR articles 25 and 32 concerning data protection by design
and security of processing to derive technical requirements for anonymization, en-
cryption, and retention policies. Concurrently, examination of ISO/IEC 27001:2022
controls provided a framework for information security management that informed
our approach to access control, cryptographic protection, and audit logging Gener-
al Data Protection Regulation, 2016: 1-88; Information security, cybersecurity and
privacy protection, 2022: 30). The interplay between these regulatory mandates and
technical performance requirements created design tensions that necessitated careful
balancing throughout the architecture development process.

Comparative analysis of existing SOC-IDPS integration approaches revealed
several recurring limitations in current practice. Commercial SIEM platforms typi-
cally offer vendor-specific connectors that parse proprietary alert formats but struggle
with heterogeneous sensor deployments spanning multiple vendors (Najafi et all.,
2021: 21-39). Open-source solutions often rely on file-based log forwarding through
syslog or similar protocols, introducing latency unsuitable for real-time correlation
of fast-moving loT attacks (Shabad et all., 2021: 1-6). Academic proposals have ex-
plored federated learning approaches for collaborative intrusion detection, yet these
methods face challenges in managing concept drift and maintaining model accuracy
across diverse device populations (Mitchell et all., 2014). Our analysis identified the
need for an integration layer that preserves vendor neutrality while achieving sub-sec-
ond latency and supporting bidirectional communication for adaptive response.

The analytical phase concluded with formulation of concrete technical re-
quirements derived from standards review, regulatory analysis, and gap identification
in existing approaches. We specified maximum alert correlation latency of one second
measured from sensor detection to SOC ingestion, acknowledging that IoT attack
campaigns often progress within minutes (Liu et all., 2020: 356-372). Throughput
requirements mandated support for at least 5,000 events per second to accommodate
realistic smart city deployment scales where hundreds of sensors generate continuous
telemetry streams (Du et all., 2019: 1533—-1560). Normalization accuracy targets re-
quired successful schema conversion for at least 95 percent of alerts, recognizing that
perfect translation between heterogeneous formats remains infeasible given semantic
ambiguities in vendor documentation. Compliance requirements demanded end-to-
end encryption using TLS 1.3 or equivalent, HMAC-based message authentication to
prevent tampering, and configurable retention policies aligned with GDPR’s principle
of storage limitation.

Architecture design and prototype implementation

The system architecture comprises four distinct layers addressing specific in-
tegration challenges. At the edge layer, we deployed Suricata 7.0 and Zeek 6.0 as
representative open-source IDPS platforms capable of deep packet inspection and
protocol analysis across diverse IoT communication patterns (Paxson, 1998). These
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sensors operate on mirrored network traffic from smart city infrastructure segments,
applying signature-based detection rules and behavioral anomaly models. Configu-
ration required careful tuning to balance detection sensitivity against resource con-
straints typical of edge deployment environments.

The transport layer centered on Apache Katka 3.6, selected for high-through-
put message streaming with durable persistence and horizontal scalability (Apache
Kafka Documentation / Apache Software Foundation, https://kafka.apache.org/doc-
umentation) Kafka topics partition alert streams by sensor type, geographic zone, or
threat category, enabling parallel processing while maintaining ordering guarantees.
Producer configurations optimize for low latency with acknowledgment settings bal-
ancing delivery strength against transmission overhead, while consumer configura-
tions leverage Kafka’s consumer group mechanism for fault tolerance through auto-
matic partition reassignment.

The normalization microservice, implemented using Python 3.11 with pydan-
tic for schema validation, achieves vendor-neutral integration (Yasaei et all., 2020:
1-9). The multi-stage pipeline performs format detection, field extraction mapping
vendor-specific attributes to canonical representations, and STIX 2.1 serialization
producing standardized JSON output. Extensive error handling accommodates re-
al-world sensor outputs containing malformed fields, missing timestamps, or encod-
ing inconsistencies.

Schema definition leverages OpenAPI 3.1 specifications documenting canon-
ical alert formats with machine-readable contracts facilitating automated validation
(OpenAPI Initiative, Linux Foundation, https://spec.openapis.org/oas/v3.1.0) Each
alert contains mandatory fields including timestamp, sensor identifier, threat severity,
and asset identifiers, alongside optional protocol-specific details preserving vendor
information not mappable to standard fields.

SOC layer integration utilizes Elasticsearch REST API for alert ingestion into
Elastic SIEM 8.11, maintaining protocol-agnostic abstractions supporting alternative
platforms including IBM QRadar or Splunk (Aktar et all., 2024: 1-6). Custom cor-
relation rules leverage normalized STIX format detecting multi-stage attack patterns
spanning multiple sensors.

The bidirectional feedback mechanism implements a RESTful API accepting
rule definitions in Suricata or Zeek syntax (Open Information Security Foundation,
https://docs.suricata.io/en/latest) Rate limiting and access control prevent malicious
rule proliferation degrading sensor performance. Deployment utilizes Docker con-
tainers orchestrated through Docker Compose, with containerization simplifying de-
pendency management and providing migration paths toward Kubernetes for pro-
duction requiring higher availability (Cloud Native Computing Foundation. https://
kubernetes.io/docs/).

Experimental evaluation framework

Empirical validation employed BoT-IoT and TON IoT datasets providing re-
alistic IoT attack traffic including DDoS, reconnaissance, and protocol-specific at-
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tacks across MQTT, CoAP, and HTTP [25]. Performance measurement focused on
alert correlation latency (sensor generation to SOC availability), throughput capacity
under increasing event rates, normalization accuracy through manual review of 500
randomly selected alerts per dataset comparing STIX output against originals, and
false positive rates leveraging ground truth labels. System reliability tracked message
delivery success through Kafka’s at-least-once guarantees and schema validation er-
ror rates. Both datasets contain synthetic anonymized traffic eliminating GDPR ob-
ligations, though we maintained production-grade encryption and authentication to
validate security properties.

Results

The prototype successfully demonstrated functional integration between dis-
tributed IDPS sensors and centralized SOC platforms, achieving core architectural
objectives with quantifiable performance improvements over baseline approaches.

Architecture validation and functional verification

The implemented four-layer architecture (Fig. 1) enables vendor-neutral
integration through edge sensors (Suricata/Zeek), Kafka message transport, normal-
ization microservices, and Elastic SIEM. Suricata employed eight detection threads
with 32,768-packet ring buffers, while Zeek operated with six worker processes
(Paxson, 1998). Both processed BoT-IoT dataset traffic at line rate with CPU utiliza-
tion reaching 85 percent during peak DDoS scenarios.
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Fig. 1. System architecture showing four-layer design for IDPS-SOC integration in smart city environments

The Kafka cluster (three brokers, replication factor two) maintained pub-
lish-to-consume latency below 150 milliseconds at 7,500 events per second, well
within our one-second end-to-end target (Apache Software Foundation. https://

kaftka.apache.org/documentation/). Topic partitioning allocated eight partitions per
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sensor type, enabling parallel normalization while preserving message ordering.

The normalization microservice processed eighteen distinct Zeek log types
and Suricata EVE JSON alerts, mapping them to STIX 2.1 Cyber Observable ob-
jects (Igbal et all., 2018: 271-276). Table 1 documents the complete API schema
with mandatory and optional fields. Processing 50,000 sampled alerts achieved
96.8 percent normalization success, exceeding the 95 percent threshold. Failures
(3.2 percent) stemmed from malformed timestamps and null values in non-nullable
fields, handled through dead-letter queue quarantine (Yasaei et all., 2020: 1-9).

Table 1. API schema for normalized alerts in STIX 2.1 format

Field Name Data Type | Mandatory | Description Example Value

type string Yes STIX object type «observed-data»

spec_version string Yes STIX version «2.1»

id string Yes UUID «observed-data--a3c42e5f...»

created / modified timestamp | Yes grsfélt;(g(])/]n;odiﬁcation «2025-03-15T14:32:18Z»

first / last_observed | timestamp | Yes Observation window | «2025-03-15T14:32:17Z»

number_observed integer Yes Observation count 1

objects object Yes Cyber observables {network-traffic, ipv4-addr}

network-traffic object Yes Ports, protocols TCP 45821—443

ipv4-addr object Yes Source/destination IPs | 192.168.1.105 /203.0.113.42

x_sensor id / type string Yes Sensor identifier/ | «suricata-edge-01», «suricata»
platform

x_threat_severity enum Yes Threat level «high»

Egillinaturefld / int/ string | No Rule ID and name 2024315 / «ET EXPLOIT RCE»

x_raw_log string No Original output {«timestamp»:»2025-03...»}

Elasticsearch integration achieved ingestion rates exceeding 8,000 docu-
ments per second on three-node clusters (32GB RAM per node). Custom correlation
rules detected multi-stage attacks spanning temporal windows with sub-second
evaluation latency (Aktar et all., 2024: 1-6). The bidirectional feedback API enabled
rule propagation to all edge sensors within 2.3 seconds, supporting adaptive incident
response.

Performance Metrics and Quantitative Analysis

End-to-end correlation latency averaged 687 milliseconds (c=143ms) across
10,000 alerts, with 95th percentile at 921 milliseconds and 99th percentile at 1,247
milliseconds. Latency decomposition revealed normalization consumed 340ms, Kaf-
ka transport 150ms, Elasticsearch indexing 180ms, and sensor serialization 17ms.
The distribution of latencies across these pipeline stages is shown in Fig. 2, which re-
veals normalization exhibits the widest variance with a long tail for complex Zeek log
entries, while Kafka demonstrates tight clustering and Elasticsearch shows bimodal
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distribution due to bulk request batching effects. Fig. 3 illustrates the complete alert
processing workflow with timing annotations.
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Fig. 2. Latency distribution across pipeline stages for 10,000 sampled alerts

Compared to baseline file-forwarding approaches reporting 1.5-2.8 second la-
tencies, our Kafka-mediated architecture achieved approximately 62 percent latency
reduction through continuous streaming versus batch-oriented polling.

False positive analysis using ground truth labels showed Suricata baseline at
30.1 percent, reduced to 21.4 percent (29 percent improvement) through cross-sensor
correlation. Zeek exhibited 41.2 percent baseline, reduced to 28.6 percent (31 per-
cent improvement). Correlation logic suppressed isolated alerts lacking temporal or

multi-sensor corroboration.
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Fig. 3. Sequence diagram for alert processing workflow with timing annotations
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Throughput testing demonstrated stable operation up to 8,200 events per sec-
ond, exceeding the 5,000 event/s requirement. Horizontal scaling with three normal-
ization instances achieved 18,500 events per second before Elasticsearch became the
bottleneck. Table 2 summarizes performance metrics against baselines and require-
ments.

Table 2. Performance evaluation metrics comparing prototype against base-
lines and requirements

Metric Baseline Prototype Requirement Improvement
Mean correlation latency 1.8s[19] 0.687s <1.0s -62 %
95th percentile latency 2.3s[19] 0.921s <1.0s -60 %
Maximum throughput 3,200 ev/s [21] 8,200 ev/s >5,000 ev/s +156 %
Normalization accuracy N/A 96.8% >95% +1.8 %
False positive (Suricata) 30.1 % [4] 21.4% N/A -29%
False positive (Zeek) 41.2 % [10] 28.6% N/A -31%
Message delivery 98.5 % [27] 99.97% >99 % +1.5 %
Schema errors N/A 3.2% <5% N/A
Rule propagation latency N/A 2.3s <Ss N/A

System reliability over 72-hour testing achieved 99.97 percent Kaftka message
delivery and 99.8 percent Elasticsearch availability (Aktar et all., 2024: 1-6). Security
validation confirmed TLS 1.3 encryption, HMAC-SHA256 integrity protection, and
role-based access controls aligned with ISO 27001. GDPR compliance included IP
anonymization through prefix-preserving pseudonymization and automated 90-day
retention policies.

Discussion

The experimental results demonstrate that standardized message-bus architec-
tures effectively bridge interoperability gaps in heterogeneous loT security infrastruc-
tures while meeting latency and compliance requirements.

Comparison with existing approaches

Traditional SIEM integration relies on file-based log forwarding introduc-
ing correlation delays incompatible with rapid IoT attack progression (Najafi et all.,
2021: 21-39). Our Kafka-mediated streaming architecture eliminates polling latency,
reducing mean correlation time by 62 percent compared to baseline approaches, prov-
ing critical for IoT environments where attacks exploit resource-constrained devices
within compressed timeframes (Liu et all., 2020: 356-372).

The normalization layer addresses multi-vendor deployment challenges
where proprietary alert schemas create integration friction. Unlike vendor-specif-
ic SIEM connectors requiring custom parsers for each sensor type (Najafi et all.,
2021: 21-39), our STIX-based canonical format provides extensible representation
accommodating diverse IDPS platforms. The 96.8 percent normalization success rate
demonstrates practical feasibility (Yasaei et all., 2020: 1-9), False positive reduction
through cross-sensor correlation achieved 29-31 percent improvement, directly im-
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proving analyst efficiency and reducing alert fatigue (Alaba, 2023: 285; Cao et all.,
2016: 637-646; Bhatt et all., 2014: 35-41; Kotenko et all., 2012: 391-394; Sisinni
et all., 2018: 4724-4734; Liu et all., 2020: 356-372; Zarpelao et all., 2017: 25-37).

Implications for smart city security infrastructure

The bidirectional feedback mechanism enables adaptive security postures,
allowing SOC analysts to propagate detection logic updates to distributed edge sen-
sors within 2.3 seconds, supporting rapid incident response. Regulatory compliance
integration demonstrates privacy-preserving security monitoring through prefix-pre-
serving [P anonymization maintaining correlation capabilities while preventing de-
vice identification, with configurable retention policies aligning with GDPR’s data
minimization principles (General Data Protection Regulation, 2016: 1-88). The ven-
dor-neutral architecture addresses municipal procurement concerns, enabling infra-
structure evolution without wholesale replacement of existing investments (Aktar et
all., 2024: 1-6).

Limitations and future directions

Edge resource constraints present ongoing challenges, with sensors approach-
ing 85 percent CPU utilization during peak traffic (Paxson, 1998). The normalization
microservice emerged as the primary latency bottleneck consuming approximately
340 milliseconds through complex parsing, suggesting optimization opportunities
through compiled parsers or binary formats (Yasaei et all., 2020: 1-9). Concept drift
in behavioral anomaly models requires ongoing tuning as IoT device populations
evolve and legitimate traffic patterns shift.

Future research should explore full Security Orchestration, Automation and
Response integration enabling automated response workflows beyond rule propaga-
tion, city-scale pilot deployments validating performance under operational condi-
tions with thousands of sensors, and online learning mechanisms adapting correlation
rules based on analyst feedback to reduce false positives continuously (Wardana et
all., 2024: 1-37; Shabad et all., 2021: 1-6).

Conclusion

This research developed a vendor-neutral mechanism enabling standardized
real-time communication between distributed IDPS sensors and centralized SOC
platforms in smart city [oT environments. Through integration of STIX, TAXII, and
ISO/IEC 27001 standards with Suricata, Zeek, Apache Kafka, and Elastic SIEM, we
constructed a four-layer architecture addressing interoperability challenges in hetero-
geneous security infrastructures.

Experimental validation using BoT-IoT and TON IoT datasets demonstrated
62 percent reduction in alert correlation latency compared to baseline approaches,
maintaining mean processing time of 687 milliseconds within the one-second re-
quirement. Normalization accuracy reached 96.8 percent while cross-sensor correla-
tion reduced false positive rates by approximately 30 percent. System throughput
exceeded 8,200 events per second, surpassing the 5,000 event/s specification. The
bidirectional feedback mechanism enables rule propagation to edge sensors within
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2.3 seconds, supporting adaptive security postures. Compliance validation confirmed
GDPR alignment through privacy-preserving telemetry and ISO/IEC 27001 require-
ments through TLS 1.3 encryption and HMAC authentication.

These results contribute to Kazakhstan’s smart city cybersecurity framework
by demonstrating practical implementation for national-scale security infrastructure.
Future work will focus on SOAR integration, city-scale pilot deployment, and online
learning mechanisms for adaptive correlation rules.

Funding. This research has been funded by the Science Committee of the
Ministry of Science and Higher Education of the Republic of Kazakhstan (Grant No.
AP26104787 — Development of solutions for the protection of loT-infrastructure of
smart cities of Kazakhstan based on Al).
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Abstract. Soil salinity is one of the most critical environmental and agricultural
issues, especially in the arid and semi-arid regions of Kazakhstan. It leads to reduced
soil fertility, land degradation, and poses a threat to food security. The aim of this
study is to develop a hybrid model for predicting soil salinity levels by integrating
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spectral remote sensing data (Sentinel-2) and hydrological parameters from ERAS-
Land. Principal Component Analysis (PCA), K-Means clustering, and the XGBoost
algorithm were applied to identify informative features and improve prediction
accuracy. Spatial data were processed in the Google Earth Engine environment, where
spectral and hydrological parameters for two contrasting regions of Kazakhstan —
Akmola region and the dried Aral Sea area — were combined. The results showed
that the hybrid model reduced the mean squared error (MSE) by 26 % compared to the
baseline XGBoost model and successfully classified up to 98 % of saline soils. The
study demonstrates the high potential of an integrated approach combining remote
sensing and hydrological modeling for land degradation monitoring and assessment.

Keywords: soil salinity; remote sensing; Sentinel-2; ERA5-Land; hydrologi-
cal data; spectral indices; principal component analysis (PCA); K-Means clustering;
XGBoost algorithm
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AnHoTanusi. TombIpakTeiH TY3AaHYbl — Ka3akCTaHHBIH apuaTI JKOHE
I6JICUT alMaKTapbhiHAa OalKanaThlH €H ©3€KTI AKOJOTHSIIBIK JKOHE arpapiibIk
MacenenepiH Oipi. by KyObUIbIC JKep KYHApPJBUIBIFBIHBIH TOMEHCYIHE, >KepPIIiH
JIeTpaaliisChiHA )KOHE a3bIK-TYJIIK Kayirnci3airine karep Tonaipeni. Ockl 3epTTeyaiH
MakcaThl — KaIIBIKTBIKTaH 30HATay (Sentinel-2) cHeKTpalgblK AepeKkTepi MeH
ERAS5-Land ruaponorusiiblk KepceTKImTepiH OipiKTipy HETi3iHIe TOMBIPAKTHIH
TY3/1aHy JEHrediH OoJKayIblH THOPHATI MoAemiH a3ipiey. Tamgay yinH OacTsl
kommoneHTTep ofici (PCA), K-Means knactepiey tocim xxone XGBoost anroputmi
KOJIAAHBUIBI, OYJI aKmapaTThIK Oenriiepii 0ein KepceTyre KoHe 00mKaM JoIIiriH
apTThIpyFa MyMKiHIIK Oepai. Fapeimnteik nepexrep Google Earth Engine opraceina
eHzenai, mMyHaa KaszakcTaHHBIH €Ki Kapama-Kapchl oHipi — AKMoja OOJBICHI
MEH TapThUlFaH Apan TEeHi3l allMarbIHBbIH CHEKTPaJIbIK >KOHE TI'MIIPOJIOTHSIIBIK
napametpiiepi Oipiktipinai. Hotmwkenep kepcerkenaeit, ruopuati moaens XGBoost
0a3anbIK MOJIETIIHE KapaFaH/a opTaiia KBaapaTThiK KateHi (MSE) 26 %-ra azaiTsir,
TY3/IaHFaH TONBIpAKTapabiH 98 %-bIH COTTI JKIKTEHAl. 3epTTey KAallbIKTHIKTaH
30H/ITAy MEH THIPOJOTHUSIIBIK MOJAEIbACYAl OIPIKTIPETIH KEMICHI1 TOCUIIIH JKepIiH
JIeTpaalisCblH MOHUTOPUHTICY MEH Oarasiayarbl )KOFaphl 9JICYETIH OIS ICH/II.
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AHHoOTanusl. 3aCOJICHHOCTh MOYB SIBJSIETCSI OJHOW M3 HamboJee OCTpPhIX
9KOJIOTMYECKUX U arpapHbIX MpoOsieM, 0COOEHHO B apUIHbBIX U CEMUAPUIHBIX 30HAX
Kazaxcrana. OHa npUBOJIUT K CHIXKEHHUIO TUIOAOPOIUS, AeTpalallii 3eMellb U yTpo3e
IPOJOBOJILCTBEHHON Oe3zomacHocT. Llenb maHHOrO MccienoBaHus 3akirodaercs B
pa3zpaboTke THOPUIHOW MOJENM HPOTHO3UPOBAHMSI YPOBHS 3aCOJEHHOCTH I10YB
Ha OCHOBE HHTErpaluy CIEKTPAIbHBIX JAHHBIX TUCTAHIIMOHHOTO 30HIUPOBAHUS
(Sentinel-2) wu runmpomornueckux mokaszarened ERAS-Land. Jns awnanusa
UCIIOJIB30BaHbl MeTo/bl TiaBHBIX KommnoHeHT (PCA), xmacrepuzanuu K-Means
u anroputM XGBoost, 4To MO3BOJINIO BBIIETUTh WH(DOPMATHUBHBIE NMPU3HAKU U
YJIy4IIUTh TOYHOCTH MporHo3a. IIpocTpancTBeHHbIe AaHHBIE ObLTM 00paboOTaHbI B
cpene Google Earth Engine, riae o0beIUHSINCH CIEKTPATBHBIE U THAPOIOTHYECKUE

napaMmeTpsl Ui IByX KOHTPAcTHBIX pernoHoB Kazaxcrana — AKMOJIMHCKOI o0nactu
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M 30HBI BBICOXIIETO ApalbCKoro Mops. PesynpTaThl Mmokaszanu, 4To THOpHIHAs
MOJIeTIb 00eCIIeUnBaET CHUKEHHE cpeiHel kBaapaTuuHoil ook (MSE) Ha 26 % o
cpaBHeHHUIO ¢ 6a30BbIM XGBoost u ycnemno kinaccudunupyet 10 98 % 3aconéHHbIX
nouB. MccnegoBaHue JIEMOHCTPUPYET BBICOKMM TOTEHIMANT KOMIUIEKCHOTO
MOJX0/1a, OOBEIUHSIONIETO JAMCTAHIIMOHHOE 30HAUPOBAHME U THJIPOJOTHUYECKOE
MOJIETUPOBAHUE, JIJISI MOHUTOPUHTA U OLIEHKH JIerpaaliiy 3eMellb.

KiloueBble cjioBa: 3aCONEHHOCTh IMOYB; JAMCTAHIIMOHHOE 30HJIMPOBAHUE;
Sentinel-2; ERAS5-Land; ruaponormdyeckue maHHBIC, CIEKTPAIbHBIC WHICKCHI;
Meton rimaBHeIX KomMmoHeHT (PCA); kmacrepuzamus K-Means; anroputm XGBoost;
MIPOTHO3UPOBAHUE
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H. V3akkeer, C.M. Axmenosa. PazpaboTka ruOpuaHON MOJIETH TPOTHO3UPOBAHUS
YPOBHSI 3aCOJIEHHOCTH IOYB Ha OCHOBE THAPOJIOTUYECKUX MPOIIECCOB M aHaln3a
CHEKTPaNbHBIX JaHHBIX // MeXIyHapoaHblii >KypHal HWHGOPMALMOHHBIX U
KOMMYHHKAIIMOHHBIX TexHonoruit. 2025. T. 6. No. 24. Ctp. 94-113. (Ha ka3.).
https://doi.org/10.54309/1JICT.2025.24.4.006.

KongaukT wmHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUU KOH(IIMKTA
HUHTEPECOB.

Kipicne

TomnbIpakThiH Ty3aHybl — Ka3aKkcTaHHBIH apUATI KOHE IIOJISUT aiiMaKTapbIHaa
KU1 Ke3/IeCETiH, ayblI IIapyaITbUTbIFbl OHIMILTITTHE, SKOXKYHEIepiH TYPaKThUIBIFbIHA
JKOHE JKEP PEeCypCTapBIHBIH carachlHa TIKeNeH ocep eTeTiH MaHbI3/bl SKOJIOTHSIIBIK
Macene Oounbin TaObutansl (Jiang et al., 2025). byn KyObUIbIC TOMBIPAKTHIH KyHap-
JBUTBIFBIHBIH TOMEHCYIHE, CYIBIH CIHIPiTYl MEH OyllaHy Tere-TeHIITiHIH Oy3bUTyhI-
Ha YKOHE KEePIiH JerpaJanusichiHa okenei. KmumarTeiH e3repyl MEeH aHTPOIIOTeH K
OCep/IiH KYIICI01 KaFIaibIH/Ia Ty3/aHy TPOIEeCTePiHIH KEHICTIK-YaKbITTHIK TUHAMU-
KachlH Oarajay MeH OoJpkay KakeTTuriri apra Tycyae. Kasipri Tanma aysur mapy-
aIIBIIBIFBI CAJIAChIHA JKEP CallachIHBIH TOMEH/IEY1 a3bIK-TYNIK Kayilci3airine Kayir
TOH/IIPY/E, COHJBIKTAH TOMBIPAKTHIH TY3IaHYbIH aHBIKTAy MEH MOHUTOPHUHTLIEY
TOCUTAEPIH JKETUIAIPY ©3€KT1 FEUIBIMU MIHJIETKE aliHAJIBIT OTHIP.

Kambikreikran 30HAaTay (Sentinel-2) jkoHE KIMMATTBIK MOJCIBACPIIH
(ERAS-Land) nepekrtepiH maiiganaHy apKbLIbl TOMBIPAKTHIH (DU3HKAIBIK JKOHE
THJIPOJIOTHSUIIBIK CHUTIATTaMallapblH MHTETpalusiiiay Ty3aHy JeHreiin 101 Oaranayra
MYMKiHAIK Oepeni. FrutbiMu eHOeKTepae Tomblpak TY3ABLUIBIFBIH Oaranay YIIiH
cnektpanaplk uHAekctep (NDVI, NDSI, BI xone T.0.) MEH MalllMHAJIBIK OKBITY
omictepid (PCA, K-Means, XGBoost) KonmaHyIeIH TYPIIi TOCIIAEP] KapaCThIPbUIFaH.
JlereameH, OyJ1 TOCUTAEPIH KOIIIUIT JAEPEeKTEP/IIH OPTEKTUIIrT MEH OenriiepiH
JKETKUIIKCI3AIrine OalaHbICThl OOJDKAMHBIH JIQJIIITIH KaMTaMachl3 €Te ajIMaiilibl.
JlocTypai OakpUTaHATBIH OKBITY YATUIEpl HAKTBl OENTUIepIiH IIEKTEYJiri MeH
MOJICJIB/TIH JIOKAJIbl OCHIMIEIMEYIHEH 3ap/aar Merei.

Ocbirad 0alIaHBICTBI, COHFBI JKBUIIAphl OaKbITAHOANTHIH (KJIacTepIIey) KoHE
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OakbUTaHATBIH (perpeccus >kKoHe KiacCU(UKAIM) dicTepAl OIpIKTIPETiH THOPHUITI
TOCUIEpre KbI3bIFYIIBUIBIK apThil Keneal. MyHmail Mojaensaep AepeKTepaiH
KYpJeNi KYPBUIBIMBIH JKaKChl CHUIATTal, KEHICTIKTIK OIpKeJIKi €MEeCTIKTI ecKepyre
MYMKiHTIK Oepemi. Ocbl OarbITTarbl FHUIBIMU 137c¢HICTEp KaszakcraH aymarbiHIa
OpTYpili TaOUFU KOHE KIUMATTHIK aiMaKTapAarbl TOMBIPAK TY3/JaHYBIHBIH KEHICTIK
JTUHAMHUKACBIH aHbIKTayFa OaFbpITTanFaH. ATamn allTKaHIa, CIyTHUKTIK OeiiHenep MeH
TUAPOJIOTHSIIBIK TTapaMeTpIiepAl OIpiKTipeTiH Tociiaep OoKaM JoJIITiH apTThIpyFa
MyMKiHaIK 0epeni (Gao & Xu, 2025).

Ocsl TyprbIAa OYJ1 3€pTTEyIIH MaKCaThl — CIYTHUKTIK CIEKTPAJIbIK >KOHE
TUAPOJIOTHSIBIK JIEPEKTEpAl OIPIKTIPETIH TOMBIPAK TY3IBUIBIFBIH  OOJDKAYIBIH
THOPUIITI MOJIETIH 93ipJyiey. ¥ CHIHBUIBII OTBIPFaH 9JiC 0aCThl KOMITOHEHTTEP dIiCi
(PCA), K-Means kmacrepieyi xoHe XGBoost anroputMmin OipiKTipy apKbLIbI
aKMmapaTThIK OeTUIepAl THIM/II IpIKTEY/ 11 )KOHE 00JDKaM TN ITH apTTHIPY bl KO3ICH/II.
3eprrey HoTIKenepi KazakcTtaHHbIH AKMOa OOJIBICKI MEH OYPBIHFBI Apail TeHi31
aliMarbl CUSKTBI KOHTPACTTHI OHIpJIep MbICAJIbIHA AJIbIHFAaH IEPEKTepre HeT13/1eTeH.
AJBIHFaH HOTHIKEJEP YCHIHBUIBIN OThIPFaH TOCUIAIH TOMBIPAK TY3BUIBIFBIH KOFaPhI
JOJTIKIICH JKIKTEYTe JKOHE JKep JerpaJaluschblH MOHHUTOPUHTUICYIIH THIMAUIITIH
apTTBHIpyFa MYMKIHJIIK OCpETiHIH KOpCeTe/Il.

ogjicTep MeH MaTepuaiap

3epTTey KYMBICHI €Ki OHIpJI KaMTHUIbl: AKMOJIa OONBICHIHBIH bo3aitrbip
aybLIbl ’KOHE KYpFal KajdraH Apall TeHi31HiH aiiMarbl. byl eki aliMak KOHTpacTThI Ta-
OWFH >KOHE TUAPOJIOTHSIIBIK JKaFIaiaapra ue OoJFaHAbIKTaH TaHIaIbl, ce0ebi onap
TOTIBIPAK TY3ABUIBIFBIHBIH OPTYPJIl JICHIEHIEpiH CaJbICTHIpPyFa MYMKIHIIK Oepei.
AKMOI1a 00JIBICHI KabINThl KOHTUHEHTTIK KIIUMATIICH KOHE arpaplibIK oJIeyeTi *KoFa-
pBI Kapa TOIBIPAaKTaphIMEH epeKIIeNieHe i, al Apall eHipi TOMBIPAK JAETPalalusiChl
MEH KOFaphbl TY3/IbUTBIKTHIH alKbIH MBICAJIbI OOJBIT TaObLIA b

Och1 eHipnepre apHanraH aepekrep Sentinel-2 cmythurinen (Becker et al.,
2025) »xone ERAS-Land xnumarteik moaemide (Cui et al., 2025; Hersbach et al.,
2023) aneiHabl. Sentinel-2 cyperTepi ka3 aimapbiHaa (MaycbIM—TaMbI3, 2021 K.) Ku-
Hannel, an ERAS-Land nepekrepi Tomblpak bUIFAJIABUIBIFBIHBIH TOPT KaOaTbiH (0—7
cM, 7-28 cM, 28-100 cMm xoHe 100289 cMm) KaMThIIBl. bapibIK CITyTHUKTIK CypeT-
tep Google Earth Engine (GEE) mnardopmacs! apkeiisl Copernicus Sentinel qepek-
tepinen anbiHabl (Copernicus Open Access Hub, 2025).bapneik nepexrep Google
Earth Engine (GEE) mmardopmacbiaga eHemin, KEHICTIKTIK aKbIpaThIMIIbLUIBIFBI
10 meTp meHreiiinae OipikTipinai. bakputaHOAWTHIH KiIacTepiiey dJicTepl KeHICTIK-
TIK JEPEKTEP/Il KYPBUIBIMIBIK TYpAC O6yTe jKOHE YKcac KacueTTepi 6ap aiiMakTap-
JIbl aHBIKTayFa MYMKiHAIK O6epeni (Bo et al., 2024). Tonbipak TY3IbUIBIFBIH CHITATTAY
yuriH Sentinel-2 cryTHUTIHIH KeIMapHaIbl CIIEKTPIIK JAepeKTepi HeriziHae Oipkarap
uHaekcrep KonmaHeuiael (Becker et al., 2025). byn unaekcTep KopiHETIH KoHE WH-
(paxpI3bLT qUANa30HIaPAAFbl IAFbUTY KACUETTEPIH CATIBICTHIPY apKbUIbI €CETTeNe]Il.
Konnanpuiran Herisri MHAEKCTEp MEH ONapAblH ecentey dopmyrnanapsl 1-kecrene
KOPCETIJITEH.
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Salinity indices Spectral Functions Reference

¥ P

Normalized Differential — R-NIR (Khan et al., 2005)

Salinity Index " R+NIR
BI = VR? + NIR?

Brightness index e (Khan et al., 2005)
Sl1=vB+R

Salinity Index 1 (Douaoui et al., 2006)

. SI2=VG&F + R + NIR .

Salinity Index 2 (Douaoui et al., 2006)
P SWIR - 1 x SWIR - 2 x SWIR-2

Salinity Index 3 N SWIR-1 (Bannari ef al., 2008)

R x NIR
Salinity Index 4 514 = G (Abbas and Khan, 2007)
GxR
Salinity Index 5 SI5= ———— (Bannari ef al., 2008)

Kecme 1. KonnaHbulFaH CIIEKTPIIIK HHACKCTEP JKOHE OJAPIBIH ecentey (hopMymanapsl.

1. Kecrene kepceTUIreH CHEKTPIIIK WHACKCTEPAIH dPKANCHICHI TOIBIPAKTHIH
(U3UKATBIK KOHE XUMHUSUTBIK KACUSTTEPiH CHUIIATTaya epeKine peit atkapaasl. CoH-
IBIKTaH 3epTTey OaphIChIHIA OYJI MHACKCTEP JKEKEe €CEITENill, OJapiblH MOHIEPi
Ty37aHy JICHreiiH Oarajay/blH HETI3T1 alHBIMaJbUIAphl PETIHAC IMaiTaJaHbLIIbI.
Temenae 3eprTeyne KOMAaHBUIFAH HETI3r WHISKCTEPHAiH ecentey GdopMyagapsl
YKOHE OJIapIbIH KOJIJIAHBUTY €pPEKIIEeTIKTepl KeATIPIIreH.

NDVI (Hopmananran aiibIpMalibl ©CIMIIK HHICKCI:

NDvI = MIR-R
NIR+R

(1

MYH/JIaFbl R _ xps3pin apHa MoH1 (B4), NIR _ yaxpin uHOpaxp3pl1 apHa (BY).byn

WHJICKC ©CIM/IIK )KaMBUTFBICHIHBIH OCJICEHIUTITIH CUTIATTAl bl J)KoHEe (POTOCHHTE3 aii-
MaKTapblH aHBIKTayFa MYMKIHIIK Oepei. NDVT \johi JKOFapblJIaFaH CalbIH ©CIMJTIK-
TEpJiH OHIMILIITT MEH TOTBIPAK bUIFAJIIbUIBIFbI JKOFApbIPaK O00J1abl.

NDSI (Hopmananran aiibipMaibl TY3/bUIBIK HHAEKCI):

R—NIR
NDSI' = RENIR (2)
M R i (B4 NIR
VH/IAFbI KbI3bLT apHaHBIH MoHI (B4), ’KaKpIH HHPPAKBI3BLI apHa

(B8). byt uHAEKC TOMBIPAKTHIH TY3bUIBIK JICHICHiH Oarasiay YIIiH KOJIaHbLIa b,
NDWI (HopmananraH aitbipMaiibl Cy HHIEKCI):

G—NIR

NDWI = 3)

SI (Ty3abUTBIK HHIEKCT):

M =+«EB+R (4)
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MYH/IaFbl B _ kex apHaHblH MoH1 (B2), R _ xesbin apHaHbIH MoH1 (B4).
ByJ1 MHIEKC TONBIPAKTHIH TY3[IaHy JICHICHIH aHBIKTAy KE31HIEe CHEKTPIIK HIaFbLIy

KAPKBIHIBLIBIFBIH CHIIATTAN/IBL. 2! MOHI JKOFapbLIAFaH CaifblH TOIBIPAK OCTiHIH XKa-
PBIK IIAFBUTBICTHIPY KaOlIeTi apTajbl, OyJ1 KeOiHe Ty3 MIeTriHAUICpiHIH 00TybIMEH
OailIaHBICTHI.

BI (OKapKbIHABIK HHICKCI):

BI =+R*+ NIR* (5)

MYH/JIa¥bl R _ xp3pin apHaHbIH MoHi (B4), NIR _ yakpin nHbpakp3pL1 apHa (B8).byn

WHJICKC TOTIBIPAK OCTiHIH IMAFbLTy KAPKbIHIBUIBIFBIH CUIIATTANIbI )KOHE TONBIPAKTHIH
(u3MKaNBIK KYHiH, OHBIH 1IIIHJE TY3 MOTiHIUIep] MEH bUIFANABUIBIK ICHIeliH Oara-

Jayja KOJITaHbLUIA/IbI. BI \iomi JKOFapbl OOJFaH CaiblH, TOMBIPAK OCTi KAPBIFBIPAK

KOHE KypraraH OOJIBII KeJei.
SI2 (Ty3npIabIK HHIEKC] 2):

512 =yG* + R* + NIR® (6)

MYH/IaFbl G _ xaceu apHaHbIH MoHi (B3), R _ yp3bin apna (B4), NIR _ cakpin
nH(ppakei3eul apHa (B8).byn uHIeke opTypil CHEKTPIIiK apHajIapblH KOMOWHAIIH-
SICBI aPKBLIBI TOMBIPAKTHIH ONTHKAIBIK JKOHE XUMUSUIBIK KaCHETTEPIH CHUTIATTAN/IbI.
SI2 yepcerkiuni Ty3maHFaH KoHE TY3IaHOAFaH TONBIPAKTAPIBIH ANBIPMAIIBUIBIFBIH
aHBIKTAayFa MYMKIHJIIK Oepei.

SI3 (Ty3apLIBIK UHACKCI 3):

__ SWIRL—(SWIRL SWIRZ)
SWIRL (6)

513

MYHIat'bl SWIR1 KOHC SWIR2 _ opra I/IH(I)paKBBBIJI AWaria3oH apHaJlapbIHbIH

Mmonzepi (B11 xone B12).byn unaekc TomblpakTarbl Ty3 MeJIIepiH Oaranay YIIiH

opTa HH(PAKBI3BUT AUANA30H/aFbl IIAFBLTY KACUETTEPiH CATBICTHIPAIbI. SI3 Kepcer-

Killli Ty3 MeTiHAUIepiHiH O0ap eKeHIITiH KOHE OJIap/IbIH CIICKTPIIIK aiblpPMaITbIIBIKTA-
PBIH aHBIKTayFa MYMKIHJIK Oepe/i.
SI4 (Ty3npiabIK HHAEKCI 4):

514 =+R-NIR (7)

MYH/IaFbl R _ kpisbin apHaHbIH MoHi (B4), NIR _ yakpmn MH(PaKbI3bLI apHa
(B8).byn uHnekc Ty3gaHFaH TOIBIPAKTHIH ONTHUKAJIBIK OEJICEHAUNrH aHBIKTayFa
apHanFaH. SI4 >xorapbl MoH/IEp]1 TONBIPAKTAFbl TY3/bIH KONTITIH OHE LIAFbUTy Ka-
OUTeTIHIH apTybIH OUTAIpe.

SIS (Ty3nbIIBIK HHIEKCI S):
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s15 = =
E (8)
MYH/IaFbI R _ kpisbun apHa (B4), G _ achin apaa (B3), B _ ek apna (B2).byn

MHJEKC CIIEKTPIIIK apHaiap apachlHJarbl KaThIHACTHI MaiifiaiaHa OTBIPHII, TOMBIPAK
O€TiHIH IIaFbLTy KaCI/IeTTele cumarraiinsl. 312 MoHi jkoFapsl GolFaH caifblH TOIBI-
PaKThIH TY3/1aHYy J3pexeci apTajibl JKOHE OHBIH ONTHKAIIBIK OenceHaAlTir Kymenesmi.

3eprTeyaiy OipiHIIl Ke3eHI NepeKTepAl alblH aja eHAeyldeH Typaabl.byi
Ke3eHJe OacTamKbl JEPEeKTep OfaH opi Tajjay YIIiH JaWbIHAaNIaabl, COHBIH 1MIIHJIE
YACCTIpIMHIH aCHMMETPHUSCHIH KOO KoHE OapiiblK MYMKIHAIKTEpAl OipbIHFal IIIKa-
JlaFa KeNnTipy JKy3ere achIpbUiaabl.bipinmiineH, mporapudMIik TYpISHIIpy KoJja-
HBUTAJIbI, OJI IIETKI MOHEP/IIH 9CEPIH JKOHE YJIECTIPIMHIH KUCAIOBIH a3alTaibl. Opi
Kapaii IepeKTep KalbIlKa KeATIpiiaeni, COHAbIKTaH 0apiblK kepceTkimrep [0,1] nua-
Ma30HBIHAA MOHAEpTe ne 0omaapl. by Kemeci MalmMHaNbIK OKBITY alrOpUTMIIEPiHIH
KOHBEPI'eHILIUACHIH KaKCcapTa/bl )KoHE 9pOip alfHbIMAJIbIHBIH MOJIEbIe O1pKENIK] acep
€Ty1H KaMTaMachl3 eTe/Il.

AnbIHFaH amManap/ibl Kajaslka kentipy Min—-Max Hopmanuzanuscel Gopmy-
JIaChI aPKBUIBI KY3€Te aChIPbLIA/IbI:

- -
XW-?!G?‘?J’I W = ‘ELI:.I-._:T'I.I.r“"EL :I
max (X" ) -min(x") (9)
MYHIaFbl Ky — norapuMIIIK TYpJASHIIPYICH KeHiH alblHFaH Oenrijiep MaTpuila-
norm PR .
cor,an X — KaJIbIlIKa KeNTIpijareH Oenriiep Marpuiackl, MyHaarsl MoHep [0;1]

JMana3oHbIHA KENTIPUITeH.
Jlorapudmaik Typienaipy bopmyrnach:

= log(1 +X;) (10)

: .. .o . d, v !

MYHJIAFbl X ij — !-0ObekTiHiH /-0enriciHig OacTankbl MOHI, MyHJa X € RFX%X i
X e R®*x 4,

— Jorapu(MIiK TYpJIeHAIpY/IeH KeHiH aJIbIHFaH TYPJICHAIPUIreH MoH,

byn ke3en/ie TONbIPAKTHIH TY3/IaHFaH (Sahne) xoHe Ty3nanOaraH (Non_saline)
anlneleu{ allBIPMAIIBUIBIFBIH aHBIKTAY VIIH €Kl 9JiC KONIaHbUIAbI: CThIOACHTTIH
t-tecti s)xoHe Cohen’s d ocep mamachel.t-TeCT TONTapAbIH OpTallla MOHAEPl apachiH-
JIaFbl albIPMAIIBUIBIKTBIH CTaTUCTUKAJIBIK MOH/IUIITIH aHbIKTai b, an Cohen’s d aii-
BIPMAIIBUTBIKTBIH 9CEp IIaMachlH OaFajiayFa MYMKIHJIIK Oepei.

CTBIONEHTTIH t-TECTi €Ki TOyesCi3 TONTBIH OpTalla MOHICPIHIH aibIp-
MAIIbUTBIFBl CTATUCTHKAIIBIK TYPFBIIAH MAaHBI3bl Ma, COHBI TEKCEPY YIIiH KOJIIaHbI-
nanel.bi3ain Karmaiina — Ty3laHFaH KoHE Ty3J1aHOaFraH TOMBIPAKTAp apachIHIAFbI

albIpMaNIbUIbIK:

X-%;
t= A
] ']
|S- +.5:|.
My ™M

Jm e (11)

23 23
MYH/IaFbl X1, X2 TONTAPABIH opTama MoHaepi,*1 +52 — nucnepcus 112 —
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OaxpLIayIap CaHbl.

TonwipakThiH Ty3aaHFaH (Saline) sxoHe Ty3manOaran (Non_ saline) yarimepi
apachIH/IaFbl allbIpMalIBUIBIKTH Oaranay ymiiH Cohen’s d ocep mamachl KoJaaHbLI-
nel. Byl MeTpuka eki TONThIH Oenriiep MOHIEPIHIH albIpMAalIbUIBIFBIHBIH KYIIiH
(s7HM, ocep mamackiH) Oaramayra MyMKiHAik 6epeni. Cohen’s d Temenmeri ¢popmyina
ApKBUIBI €CeTTeNe/Ii:

g5

p (12)

MYH/JIa¥bl X1 Saline TOGBIHBIH opTalla MoHi, LER Non_saline ToObIHBIH OpTaia

MoHi, an *» — GipikTipinreH cTanaapTTh aybITKy (pooled standard deviation).
s = ||l::lz._—1]l3f+l::lz._..—1:lsi
B "\Il n, +n,—2 (13)

-

MyHJIaFbl 51 oHe ¥2 — mucnepcust MOHEpi, a "t jkoHe '2— Gakpuiayaap CaHbl.

Cohen’s d nepexrepiH e:imeM OipiiriHe TOyeNIl eMec KoHE OpTYpJll OJIIeM
OipmikTepi 6ap mapameTpiep apachlHIAFbl aibIPMAIIBUTBIKTAPIBI CANBICTHIPYFa MYM-
kigaik 6epeni. Cohen’s d hopmymnacel keneciield OpHEKTENE/I1:

d = Xealine ~Xnon saline

sp (14)

MYHIarbl d__ TOHTAap apacblHAarbl 9CCP MIaMachl, Xﬂ'ﬂhi‘!ﬂ KOHC X?W”_ﬂ'““?”— Coil-

KECIHIIE Ty3/aHFaH )KoHE Ty34aH0araH TONTAp/IbIH OpTalla MOHEP, al *» — Gipik-
TIpUIT€H CTaHIAPTTHI AyBITKY.

Keneci xezenne benrinep Mmen makcarTsl aiiHbIMaIbI (Y) apaceiHaars! Oaiina-
HBICTapAbl aHbIKTay YIIiH [Tupcon koppensnus KodpPuuueHTi KOIIaHbUIIbL:

CovlX.¥)

XV¥V)=———
PLLY) == (15)
M¥HﬂaFH:C° v (X . Y) _ X IIEH Y apachblHIarbl KOBapHauHﬂ,er HY—aﬁHBIMaHBIHapBI-

HBIH CTaHIAPTThI aybITKYJIApHhI.

Keneci ke3enze Oenriiep MEH MakcaTThl allHbIMAJIbI ¥ apachIHaFbl Oaiina-
HbICTapAbl aHbIKTay YiIiH XGBoost anroputmi Konnaneuiasl. by ofic rpaineHTTIK
OyCTHHTKE HETI3JIeNITeH KoHe MOJENbIiH 9pOip Oenrire (feature) KaHIIAIBIKTHI TOY-
eNJli ekeHiH Oaranayra MYMKIH/IK Oepei:

1

L(y.¥) == ——
9 NZG=1-0) [y §)® (16)
MYHJAFbl ¥i — makcarTsl aliHBIMaJIBIHBIH HAKTHI MOHI, ¥Yi — MOJIEIbMEH OOJDKAaHFaH
Mo, an V — OakpuTayIap CaHbl.

XGBoost 6enriiepaiH MaHbI3AbUIBIFBIH 9pOip ONTiHIH MBFbIH (QYHKIHUACHIH
(loss function) sxakcapTyFra KOCKaH yJecl peTiHAe eCenTen/Ii:

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 0
International License @,‘-j

103



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

[[ﬂ) = mf,ml;:lf_‘lf.ﬂ:fj] (17)

MYH/IaFbl r__ aralITap/bIH Kbl CaHBbI, AL(f}) — L arainbIHIars! fi 6enrici Goii-
BIHIIIA 0OJTIHY Ke31H/Ie MIBIFBIH (PYHKIMSCHIHBIH TOMEH/ICYI.

Keneci kezenne Herisri komnonentrepai tangay (PCA) omici 6acranker 6em-
rijiep KeHICTITIH OJIIEeM/IITIKTI )KOFAJITIIal KaHa OPTOTOHAJIB/IBI KEHICTIKKE TYPJICH-
Jipy YUIiH Kojaanbuiaasl. benrinep xubiabl X yiriH PCA keneci ChI3BIKTBIK TYpJCH-
JIpyZl OpbIHAANIBL:

£Z=X-W (18)

n d
MYHIarbl X e R X"__ 6aCTaHKBI ACPCKTCP MaTpruachbl (N — 6aKblnayJ1ap CaHBblI,

. d o d -
d__ 6enrinep canpr),V € B" X" __ wopapuarms MarpuuacsiHeiH MeHIIKTI BeK-
n d .o .
TOPJIApPBIHBIH MaTpULAChl (£x),Z2 € RFXT__ TYpJIEHIIpUIreH Oenriiep mMarpuua-
CBI.
OpOip Heri3ri KOMIOHEHT PCy JUCTIEPCUSIHBIH YJIECIH Ak apKbUIbI CHIIATTal-

JIbl, MYHJIaFbl A — K venmixri BEKTOpFa COMKeC MEHIIIKTI MoH:

As
EVR = o7+
j=af (19)
MYH/IaFbl Ax K _KOMMOHEHTTiH MeHIIKT] MOHI, d__ sannpl KOMIIOHEHTTEP CaHBI.
byn ke3enne mozaenbai okbITy yiiiH XGBoost anroputMmi Kongansiiaasl. Mo-

JeNib TYPJEHAIPIATeH Oenriiep KeHICTIrl z

manpirsH () OoJmkayra yHpeTiiei:

HET131H/I€ TOTBIPAKTHIH TY31aHY BIKTH-

¥ = XGB(Z) (20)

Monenbai OKbITY KBaAPaTUKAJIBIK KaTEIIKTI MUHUMH3AIUsIIayFa HeT131eme/i:
- _ Ly a2

L(F.y) = S Xz (v — 9) Q1)

MYHIatbl y__ HOpMaJIaHTaH MaKCaTThl aleLIMaJ'IBI, y__ TY3aHY bBIKTUMAJIIbI¥ bIHbIH

GomkarFan Moui, V — OakpuIaynap caHsl.
Byn ke3enae MonmenbaiH JONIITiH Oaranay YIIiH Kejleci MeTpuKaiap KoJjijaa-
HBLUIAbBL:

_ L1y a2
MSE = 2L, (v; — 91 (22)

Herepmunanus ko3ddurmenti (R?):
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R: =1— E:'\:'I:-""-I:_l;'[}!.
EJL':'_ ':J"—L' -7)® (23)
MYHJarbl F — % aI/IHBIMaHI)ICBIHBIH opTrama MOHI.

KOpBITBIHIBI Ke3eHE TY3/IaHy BIKTUMAJIIBIFBIH OOJDKAy YIIIH KOITKaJIaM/IbI
MOJIeJTb KOJTaHbIIaab6l. MOJIEeNbIiH JKaJIbl KVPBUIBIMBI KeJIeCiIel OpHeKTeNe/I:

¥ = XGB (PCA (zn[l + MI‘HMM(XJ)))
X

(24)

MyHnarbl “ — 6acTankbl CIEKTPAIABIK )KOHE THIPOIOTHSUIBIK OENTiIeD KUbI-
HEI, MinMax(X) OenrinepiH HOpMaJlaHFaH MOHJEPI, In(1 + MinMax(X)) _
HOpMaJianraH Oenrinepaiy gorapudmaik TypiaeHaipyi, PCA — Heri3ri KOMIoHEHTTep
onici (Principal Component Analysis) apKpLTbl 5kaHa KEHICTIKKe TypieHaipy, ain XGB
— Ty3/aHy BIKTUMAIBIFBIH (¥) Gomkayra apHajIFaH FpaI[I/IeHTTiK OyCTUHT MOAEII.

3eprreyne Sentinel-2 mynprucnekTpiaik cyperrepi MeH ERAS-Land kim-
MAaTThIK z[epeKTep1 naiaananbUIIbL. 3epTTey OO0BEKTIC1 PeTiHJEe TY3ABUIBIK JIEHTeii
OpTYpAl Yl aiiMak TaHJanabl: Apan TeHi3iHiH OypbIHFBI TabaHbl, bo3ailFblp aybUibl
KoHEe KyMJbl Oakpliay aiiMarbl. AJIBIHFaH JIEPEeKTep ajjbIH ana jJorapudmiik Typ-
JaeHAIpy koHe Min-Max HopManu3anus oaictepi apkbutbl oHaeni. Keitin PCA omici
OJIIEMIUTIKTI a3aiTy yuriH, an XGBoost Mojeni Ty31any BIKTUMAJIBIFBIH OOJIKay
yurin Konmaneuiael. Ecenreynep Python timinge TensorFlow, XGBoost sxone Scikit-
learn kitanmxaHanapbl KeMeriMeH Xyprizinai. Monensain tuiMaitiri MSE xone R?
MeTpHKaiapbl OOWbIHINA OaFraTaH Ibl.

HoaTmxkesiep :xIHe TaNKbLIAY.

¥ ChIHBUTFAH 9IIC TONBIPAKTHIH TY3aHYbIH O0JKay MEH KeHICTIKTIK KIKTEy1e
JKOFapbl THIMAUIIKTI KepcerTi. Mojenb Sentinel-2 MyJbTHCHEKTpIiK cypeTrTepi
MeH ERAS-Land knumaTThlK JepekTepiH OipiKTipil, TOMBIPAKTHIH CIEKTPaJIbIK
YKOHE TUIPOJOTHSUIBIK KacHeTTepiH KeUIeHAl Typle TajijayFa MYMKIHIIK Oepai.
MSI cencopbiabiH 10 MeTpiik axbIpaTbIMIbUIbIFBI 0ap B2-B12 nuanazonmapsl
OCIMJIIK )KaMBUIFBICHI MEH BUIFAJIJIBUIBIK KOPCETKIIMITEPIH 197 CUIATTA bl AJBIHFAH
SI1-SI5, NDVI, NDWI, NDSI xone Bl nunngekcrepi Ty3nany J€HreliH aHBIKTaya
MaHBI3JIBI POJl aTKapibl. AJIBIHFAaH MOJIMETTEepAi TepeH Tanmay yuriH K-Means
KJIacTepiiey SiCi KOJJaHbUIbII, TONBIPAK YJTUIEpl €Kl HEeri3ri TOMKa — TY3/laHFaH
(saline) xone Ty3nanOaran (non_saline) kimacrepiepre Geminmi. 1-cyperre K-Means
aJITOPUTMI1 apKBLIbI AHBIKTAJIFAH KJ1acTepsiep OOMbIHINA Ty3/JaHFaH XKoHe Ty3/1aHOaraH
TOMBIPAKTAP/bIH TapallyblH KOpCETEeTIH >bUly KapTachl (heatmap) yChIHbUIFaH.
Kaprana opOip ysmbik Oenruni Oip KjacTepre >KaTaThlH MHUKCEIbACP/IH CaHBIH
Oeitneneiini. Hotmxkenepre coiikec, kinacrep 0 Heri3iHeH Ty3[aHFaH TOIBIPAKTapFa,
an kimacrep | Ty3manOaraH TombIpakTapra colikec keneni. Kecrene kepceTinrenuei,
kiactep 0 kypambiaaa 2 405 794 Ty3nanran nmukcelb xoHe 49 Ty3nanbaraH MUKCelb
Oap, an kmacrep 1 kypambiaga 40 552 ty3manOaraH >xoHe 56 Ty3MaHFaH TUKCEIb
ke3zaecenl. byn Hotmke K-Means anropuTmiHIH Ty37aHy JISPEKECIH aKbIpaTya
JKOFapbl JQJIJIIKKE Me eKEHIH jKOHE €Kl KJIacTepiH HaKThl IIeKapaMeH OeIHETiHIH
TTAJIEI e .
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Number of 'saline' and 'non_saline' in each cluster  ¢¢

49 40552

non_saline
)

Soil Type

2405794 56

saline

-0.5

Cluster

Cyp. 1. K-Means knactepiey HOTHKECIH/AE albIHFaH TY3IaHFaH )KOHE Ty3JaHOaFraH TONBIPAKTApAbIH Tapary
KapTachl.

Kepcerinrenneit, Ty3naHFaH >KoHE Ty3JaHOaFaH TONBIPAKTAD HAKTHI
ekl kmactepre OemiHeni, Oy oOJapAblH CHEKTPAIABIK >KOHE THAPOIOTHSIIBIK
anpIpMambUIBIKTapbiH  gonenaeial. Keneci kesenme PCA (Principal Component
Analysis) ofici KOJJIaHBUIBIN, albIHFaH JepekTep eki OacTel kommoHeHT (PCl
xoHe PC2) GoiipiHINa BU3yanu3anusianasl, 0y Sentinel-2 MSI cyperTepi apKbUIbI
Ty3/1aHy JeHrelin OaranayaeiH THiMauniria kepcetti (Tashpolat & Reheman, 2025).
2-cyperte PCA (Principal Component Analysis) o1ici KOJIaHBLIBII, abIHFAH JICPEK-
tep exi 6actel komnoHeHT (PC1 sxone PC2) GolibiHma Bu3yanu3anusiiadasl. by omic
YKOFapbI OJIIIEM/TI IEPEKTEP/IiH KYPBUIBIMBIH €Ki OJIIIeM/IC KOPCETYTe )KOHE OJIap IbIH
Kl OalyaHBICTapbIH TYCiHYyTe MYMKIHIIK Oepemi. 2-cyperte PCA HoTMXenepiHiH
Herizigge K-Means kiactepsey aJropuT™Mi apKblUIbl OOJIIHTE€H TOTBIPAK YATUISPiHIH
Tapanysl kepcetireH. Och X Oipinmn 6acTel komrnoHneHTTi (PC1), aim och Y ekinmmi
6actel komrioneHTTi (PC2) Ginaipeni. Hykrenepain tyci kinactep Hemipine (0 xoHe
1), an mapkepaepaiH MilIiHI HaKThI TombIpak Typine (Saline sxone Non_saline) coii-

KeC KeJieal.
KMeans Clusters after PCA Dimensionality Reduction

1.25
Clusters / Soil Type
1.00 cluster

0

0.75 1

soil_label
0.50 e saline

*  non_saline

Second Principal Component (PC2)

-1.0 0.5 00 0.5 10 I's
First Principal Component (PC1)

Cyp. 2. PCA notmwxkenepi Herizinne ansiaran K-Means kinactepiepiHiH BU3yann3aisichl.

I'padukren  Oaiikarannmai, Ty3nanOaran (Non saline) TombIpakTap
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qUarpaMMaHbIH —COJI  JKaFblHIA, ai Ty3jaanrad (Saline) TombIpakTrap OH
JKarblHAa OpHajackaH, OYJ OJapJblH CHEKTPAIIBIK JKOHE TUIPOJOTHSIIBIK
allbIpMAaIIbUIBIKTAPBIHBIH alKbIH €KeHiH Jonenaelai. CoHbIMEH Karap, Ty3JaHFaH
TOMBIPAK YJATUIEPIHIH Tapaldybl aHaFypibIM KeH, OYJ oONaplblH CIEKTPaJabIK
KOPCETKIIMTEP MEH BUIFAIIBLUIBIK OOWBIHIA KOFaphl ©3TEPTillTITiH KOPCETE/I.
Ocnuraiimia, PCA sxone K-Means omictepin OipiKTipy TOMBIpAK TUOTEPiHIH TaOUFH
albIPMAIIBUTBIKTAPBIH THIMII aHBIKTAyFa MYMKIHIIK Oepeti.

3-cyperte Ty3nanraH (Saline) sxone Ty3manOaran (Non_saline) TombIpak
YATUIEPiHIH abIpMaIIBLIBIFEIH KOPCETY YIIIH t-TECT HOTHIKEIEPiHIH HOpMajaHFaH
MoHzepl OepinreH. Jluarpamma €Ki TONTHIH CHIEKTPAIJBIK KOHE THUIPOIOTHSIIBIK
napaMeTpiiepi OOMBIHINIA CTATUCTUKANBIK albIpMaIIbIIBIFBIH KopceTeai. ['padukren
Oaitkanranmait, B1-B12, SI1-SI5, BI, NDWI xone NDSI unaexcrepi oH t-MoHaEpTe
ue, SFHU OJIAPJBIH MOHI Ty3JlaHFaH TombIpakTapzia orapsl. Anm1 VSWL1-VSWL4,
NDVIxone SI3 nHIeKCTEPi TEPIC MOHTE He, OYJI1 OJIap IbIH TY3aHOAFaH TOMBIPaKTapaa
YKOFaphl €KeHiH Ouaipeai. by aiibIpManibuIbIKTap TOMBIPAKTHIH (DU3UKAIIBIK JKOHE
XUMUSIIBIK KACHETTEPIHIH alKbIH €PEKIICTIKTEPIH TOJIEIICHII.

Normalized t-values for comparison of saline vs non-saline
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Cyp. 3. Tyznanrau (Saline) sxone Ty3aandaran (Non_saline) TombIpax yiariiepiHiH CalnbICTHIPMATbI t-MOHIEPI.

4-cyperrte Ty3nanraH (Saline) xone ty3nan6aran (Non_saline) Tomsipak yii-
TUIepiHiH apachlHAAaFbl abIPMAIITBUIBIKTApAbl cunaTTaTeid Cohen’s d MoHIepiHiH
HOpMaJlaHFaH JarpaMMachl KepceTiireH. by kepceTkil eki Ton apachIHIaFbl aii-
BIPMAIIBUTBIKTHIH [IAMAachlH aHBIKTayFa MYMKiHmIK Oepeni. B1-B12, SI1-SI5, BI,
NDWI sxone NDSI napametpiiepi oH MoHepre ue 00JIbII, TY3JaHFaH TOMbIpaKTapa
xorapbl ekeHiH kepcereni, an VSWL1-VSWL4, NDVI sxone SI3 Tepic monaepre
ue, OyJ1 oapabIH Ty3aH0araH TONbIpaKTap/a )KoFapbl ekeHiH oinaipeni. Ocklnaiima,
Cohen’s d amici TonbIpakTapAbIH (U3UKAIBIK KOHE CHEKTPaIIbIK KacHeTTepi apa-
CBIHJAFbl AlKbIH albIPMAIIBUTBIKTAP/IbI CAHABIK TYPFBIIAH JJIENICH 1.
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Normalized Cohen's d for comparison of saline vs non-saline
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Cyp. 4. Tyznanran (Saline) >xone Ty3nantaran (Non_saline) TonbIpak yiarinepitiy cansicTeipManst Cohen’s d
MOHJIEpi

4-cypeTTe KepCeTUIreHaen, Ty3/1aHFaH JKoHe Ty3JaHOaraH TOMBIPAKTaAPIIbIH
apachIHAaFbl albIPMAIIBUIBIKTAP alKbIH KepiHneni. Kepcerinrennei, Ty3ganran To-
IBIpaKTapAa CHEKTPAIIBIK MHICKCTEPIIH MOHJEpl KOFapbl, aj Ty3/l1aHOaraH TOIIbI-
pakrapia BUIFIIBLUIBIK jkoHE ecimaik uHaekci (NDVI) sxorapsl. byt HoTtmxkenep
Cohen’s d oziciHiH TOTBIPAKTAPIBIH (PU3UKAIIBIK XKOHE CIIEKTPAIIIBIK KACHETTEPiH/Ie-
Il alBIPMALIBUTBIKTAP/IBI THIM/II AHBIKTAH aJaThIHBIH JNECIICH/II.

AJBIHFaH CTAaTHUCTUKAJBIK TalAay HOTHXKEIEpl TOMBIPAK TY3AbUIBIFBIHBIH
Heri3ri OenrijepiH aHbIKTayFa MYMKiHIIK Oepzi. Kenmeci keseHume ocel Oenrisep
XGBoost Mozieni apKbUIBI TY3/IbUTBIK ACHI€HiH O0oJDKay YIIiH MaiaaaaHbuIIb.

5-cyperte XGBoost moneninin HakThI (Actual) sxone 6omxkamusl (Predicted)
TY3IBUIBIK JCHIEHIepl apachlHIAFbl TOYENAUNK KepceTureH. [paduk HykTemep
TYPiH/I€ MOJIENbIIH OOKAY HOTHIKEJIEPiH jKOHE KBI3bLI TyHKTUD CBHI3BIKICH U/1€aJIbI
COMKeCTIK ChI3BIFBIH OcitHeneini. Kepcerinrenaeit, Hykrenepain 6acsiM Oeiri 0y
CBI3BIKKA JKaKbIH OopHanackaH, 0y XGBoost MoaeniHiH KOFapbl TONIIIKIIEH KYMBIC
icTelTiHIH nonenaeini. JlereHMeH, TOMEH KOHE KOFaphl TUara3oHapiaa a3maaraH
aybpITKynap Oailikanaapl, OyJ1 MOAETBIIH MIETKI MOHIEpIE KaTeliri 6ap eKkeHiH Kep-
cereni. Kanmer anranga, XGBoost Mozeni TY3AbUIBIK JCHIeHiH OOopKayaa KOFaphl
TUIMJIUTIKTI KOPCETTI.

XGBoost moneninin HaKTH (Actual) xone 6omkamabl (Predicted) Ty3abIIBIK
JICHreiepl apachlHIarbl TOYSIIIIIK KepceTuireH. by rpaduk mMomens OoinkaraH
MOHJIEp MEH HAKThl MOHJEPIIH ©3apa COHKEeCTIriH HYKTelep TypiHzae OeiiHeneiini
’KOHE KBI3bUI ITYHKTHP CBI3BIK M1 IbI COUKECTIKTI Olnmipeni. Kepcerinrenaei, Hyk-
TenepAiH 6ackiM 0eiri Oy ChI3BIKKA JKaKbIH OpHanackaH, 0y XGBoost Moneninig
YKOFapBI IQJJIIKIICH JKYMBIC 1CTEHTIHIH AONeNIeHIi.
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XGBoost Regression: Predictions vs Actual
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Cyp. 5. XGBoost MoziesTiHiH HaKThI )KOHE OOIDKaMIbl TY3IBUIBIK ICHICHICPIH CABICTBIPY TUArPaMMachL.

Amnaiia TOMEH >KOHE JKOFaphl JMana3oHaap/a a3araH ayblTKynap Oailikama-
Ibl, OYJ1 MOZETBAIH IIETKI MOHAEpAe Karemiri 0ap ekeHiH kepcereni. Opraiia KBa-
npatteiK Katenik (MSE) moni 0.0123 kypar, KaHaraTTaHAPJIBIK HOTHXKEHI KOPCETTI,
an nerepmuHanus kodppunuenti (R?) Gomkay JonairiHiy KOFapbl KeHIH pacTabl.
Bbyn votmxenep XGBoost MofieniHiH perpeccHsbIK ecenTepAl TUIMII IIenryre Ka-
OinerTi ekeHiH ponenaeiiai. Jlereamen, mogens PCA Hemece norapudmiik TyprieH-
Jipy CHUSIKTBI KOCBIMIIIA ©HJEY O/ICTEpiH MaiiaanaHOaraHbIKTaH, OHBIH JKETUIIIPY
oneyerti cakranaapl. XKanmel anranaa, XGBoost o1ici MaHBI3 B! OENTiIEp/Ii aHBIKTAY-
J1a ’KOFapbl TUIMLIIK TaHBITTHI KOHE OOJDKay JIAITIH OJ1aH opi apTThIPY KypAeTipek
THOPUATIK TACLIEPl KOIaHy apKbUIbl MYMKIH €KEHIH KOpPCETTI.

6-cyperTe THOPHATI MOJENBIIH HITHXKeIepl KepceriireH. bymn Mozens
XGBoost anroputmid JgorapudMaiK TYPJIEHAIPY, KOPPEISALMIIBIK Taugay MXoHe
6actel komroHeHTTep 9fici (PCA) cusAKTBI anjblH ana eHaey TacianepiMeH Oipik-
Tipy apKbUIbI KeTUaipinal. MyHnail Tocin 6a3anbik XGBoost MozeniHiH 1IeKTey-
JepiH JKOI0 JKoHEe Ooypkay MONIIITNiH apTThIpy MakcaTblHAa o3ipiaeHnl. [paduxre
6omxamael (Predicted) skoHe HakThl (Actual) Ty3ABUIBIK AEHrennepi apachlHAAFbI
Toyenainik OeiiHenenreH. Kepcerinrenael, HykrenepnaiH OacbiM Oesiri upean-
JIbI COMKECTIK CBhI3BIFbIHA (KBI3bLI MYHKTHP) OTE JKAKbIH OpHAJACKaH, OyJI THOPUATI
MOJIENIb/IIH KOFaphl AJIIKIICH KYMBIC ICTEHTIHIH onenieiai. AJbIHFaH HOTHXKeNep
MSE MoHiHIH aliTapiblKTall TOMEHAETEHIH XoHe R? KOpCETKIIIHIH *KaKcapFaHbIH
KOpPCeTTi, OYJI MOJENb/IIH TOMBIPAK TY3IbUIBIFBIH OOKAyAaFbl THIMAUTIITIH pacTai bl

Kepcerinrenaeil, rpadukre 6omxay Hotmxkenepi (Predicted) Men HakThI Ty3-
IBUTBIK MoHAEpi (Actual) apacsinaarsl Toyennunik OeliHenenreH. bomkay Hykrenepi
6a3zansik XGBoost MozeniHe KaparaHa uaealibl COMKECTIK ChI3bIFbIHA (KBI3bUI ITyH-
KTHP) alTapibIKTall )KaKblH OpHATACKaH, OYJI THOPUITI MOACIBIIH KOFaAphl AQIIITIH
kepceteni. [uOpuari moaens ymiH oprama kBaapartelk Kate (MSE) 0.0091 monin
Kypazsl, Oy XGBoost mozenine Kaparannaa mamameH 26%-ra TOMEH. .
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Hybrid Model: Predictions vs Actual

1.0 o  Predictions vs Actual

=== Ideal Fit °

0.8

0.6

0.44

Predicted Salinity Level

0.0

0.0 02 04 06 08 10
Actual Salinity Level

Cyp. 6. TubpuaTi MOJETB/IIH HAKTHI JKoHe OOJKaM/IbI TY3IbUIBIK ICHICHIIepiH CaJbICTBIPY AUArpaMMachl.

ConbIMeH KaTap, aerepMuHanus kodpounuenti (R?) sxakcappin, MOIeNbIIH
JIepeKTep TUCTIEPCUSCHIHBIH 0achIM OOJIriH COTTI TYCIHAIPETIHIH pacTaabl. [ uOpuari
MOJICNIB/IIH epeKmieniri — Oactel KommoHeHTTep oficiH (PCA) maiimanany, on
OacTamnkpl OeNTinep/i )kaHa KeHICTIKKE TYPJICHIPII, OJap IbIH TOJBIK ©JIIIeM/IUTITH
cakTayra MyMKIHJIK O6epai. bys Tocin nepekTep/iiH HHTEpIpEeTalMsIChIH KaKCapTThl
KOHE MoJIeNbre Oenrijep apachblHIarbl TOYEAUTIKTEP 1 HEFYPIIbIM THIM/I1 aHBIKTayFa
MYMKIHZIK Oepai. bynan Oeinek, morapu@maik TYpIEeHIIpY MIETKI MOHAEPIIH dCepiH
azaiiTell, OOJDKay camachlH apTThIpAbl. ['pa@uKTeH MIeTKI Auana3oHJapIarbl
ayBITKYJApJBIH a3aiiFaHbl JKoHE HYKTENepaiH OachlM KOMIIUIITIHIH HIeasabl
COMKECTIK CBhI3bIFBI OOWBIHIA MOFBIPJIAHFAHBI AaHBIK OaifKasabl.

7-cyperte TuOpuati xoHe XGBoost MomenbaepiHiH aOCOMIOTTIK KaTelik-
TEpiHIH CalbICTBIpMaJIbl Tpaduri kepceTuireH. I'padukren kepiHin TypraHaail, ru-
OpuITI MOAENB/IE KaTeNliK MOHJEpl OipiiamMa TOMEH jKOHE OIpKeNKi TapasFaH, aj
XGBoost mozeninae koFapbl aMIUTUTYAAIBI TepOeTicTep MEH IETKI MOHAEP JKUIpEK
ke3zaeceni. by rubpuari TocuiaiH 00JDKaM TYPaKTBUIBIFBIH apTTHIPHIT, MOJACIb/IIH
KaJIbl OHIMUTITIH jKaKcapTKaHbIH kepceTei. Boxplot nuarpammanaps! aa rudpua-
Ti MOJIEJTB/IC OpTallla KoHE MeUaHAJBIK KaTeIIKTePiH a3 eKeHIH ailKbIH KopceTesi.
by HoTHXKE THOPUITI TOCIIAIH NIYIIBI )KOHE ©3Te€PMelTi IEPEKTEPMEH JKYMBIC 1CTEyIe
AQHAFYPJIBIM THUIM/II €KSHIH JTOJIEIICH/II.

Kepcerinrenneii, rubpuari xoHe XGBoost MopenbaepiHiH KaTeTKTEPiH
CQJIBICTBIPY HOTHIKEJEpl THOPUATI TOCUIAIH aWKbIH apTHIKIIBUIBIFBIH KOPCETTI.
['uOpuaTi MosebAIH OpTalia aOCOMOTTIK JKOHE KBAAPATTHIK KaTeIiK MOH/IEP1 TOMEH
001111, 00JIKAM JI9J1/1IT1 MEH TYPAKThUIBIFBIH apTThIpAbL. By HoTHX)enep MOJeNbIiH
IIYJIbl JKQHE KYpAENi NepeKTepMeH THUIM[I KYMbIC ICTE€H aJaTbIHBIH JIQJIeNICHIl.
Ocplnaiiia, Kypri3uireH Tajnjay HOTHIKEJIepl YCBIHBUIFAaH THOPUATI MOJENbIIH
TONBIPAKTBIH TY3/1aHy JACHreiiH Oopkayla »KOFapbl JONIIK TEH TYPaKThUIBIKKA
e ekeHiH kepcerTi. OcbUiaifiia, KYpPri3uUIreH Tajjay HOTHXKENepl YCHIHBIIFaH
THOPU/ITI MOJICIIB/IIH TOMBIPAKTHIH TY3/IaHy JICHIeH1H OO0 Kay1a )KOFaphl ISJIK TTeH
TYPAaKTBUIBIKKA H€ €KeHIH KOPCETTI.
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Cyp. 7. I'mbpunri sxxone XGBoost MonesnbaepiHiH aOCOMIOTTIK KaTeIiKTePiHiH caabICThIpMabl rpaduri.

I'uOpuaTi TOCUT CHEKTPANIBIK JKOHE THIPOJIOTHSUIBIK AepeKTepai OipikTipe
oTeIphI, aactypiai XGBoost Moaenine Kaparanga OoypkaM camachlH alTapibIKTan
xaxcaptTel. Hotmkenep MAE »xone RMSE karenepiHiH TOMEH MoHAEpIMEH, ai
R? xepcetkimniHiH Jxofapel OonybiMeH pactanabl. ConbpiMen katap, PCA xoHe
KOPPEJSIIFSUIBIK TalIay CHUSKTHI allIbIH ajla OHJICY SJICTepPiH KOJJIaHy MOJCIbIIIH
OeiiiMaeny KaOUIETIH apTTBIPBIN, TY3/JaHFAH JKOHE Ty3AaHOaraH TOIBIpAKTap
apachIHIAFbl ABIPMAIIBUTBIKTHI HEFYPIIBIM 1) CHIIATTayFa MYMKIHZIIK 6epai. JXKamms
aJIFaH/1a, YCHIHBUIFAH MOJICNIb KCHICTIKTIK XKIKTEY KOHE TY3AbUIBIKTHI CAaHJIBIK Oarasay
MIH/IETTEpIiH MIENTy1e THIMII )KOHE MEePCIIEKTUBAIIBI Kypasl O0JIbI TaObLIa/Ibl.

KopbITbIHABI

3eprrey OappichiHAa Sentinel-2 CHYTHUKTIK MYJBTHUCHEKTPIIK AEpEeKTepi
meH ERAS-Land rusponorusislk mapamMeTpiiepid OipikTipy apKbUIbI TOIBIPAKTHIH
TY3ABUTBIFBIH KeIIeH 11 Oaranay xyprizinai (Zhao et al., 2024; Hersbach et al., 2023).
Byn Tocin ty3nanran (Saline) sxone Ty3nanOaran (Non saline) TombIpakTap/IbiH aii-
BIPMAIIBUTBIKTAPBIH CUTIATTAWTBIH HETI3T1 3aHBUIBIKTAPIbl aHBIKTayFa MYMKIHIIK
Oepnui (Jiang et al., 2025). t-tect men Cohen’s d acep mamMachl apKbUIbl KYPTi3UIreH
CTaTHCTUKAJIBIK TaJIay criekTpanablk naaekctepaid (NDSI, S14, BI) xoHe Tonbipak
BUTFIBUTBIFBIHBIH  TTapamerpiiepinin (VSWL1-VSWL4) Tonbipak Ty3AbUIBIFBIH
AHBIKTAUTHIH HeTi3ri pakTopiap ekeHiH kepcerti (Cohen, 1988). Ty3nanran ToOmbI-
paxkTapa CIeKTpaJIbIK HHIESKCTEPIiH JKOFaphl MOHJEP1 )KOHE bIIFAJIIBIH TOMEH JICH-
reifi Oaifkaica, Ty3naHOaraH TombIpakTapiaa kepicinime NDVI MoHi KoFapsl KoHE
BUTFAIIIBLIBIFBI KaKChl 00mbl (Cui et al., 2025).

Bbacter xommonenttTep omicin (PCA) Kommany nepeKTepiH e3reprimTirin
CHUITATTANTBIH €Ki HeTi3ri 0arbITTh aHbIKTayFa MyMKiHAiK Oepai (Jolliffe & Cadima,
2016; Tashpolat & Reheman, 2025): THIPOIOTHSUIIBIK kKOHE CIIEKTPAIBIK. byt Tocii
K-Means kmacrepiiey oJici apKpUIbI €Ki TONTHI (TY3JaHFaH KOHE Ty3JdaHOaraH)
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98%-man actaM ASNAIKIIEH akbIpaTyra MyMKiHik Oepmai (Becker et al., 2025). Ke-
neci kezeHae XGBoost anropuTMine HeTi3IeATeH THOPUITI MOJIeITh d31pJIeHil, Jiora-
PUOMIIK TYPIACHIIPY, KOPPEIAIUSIBIK Taaay xoHe PCA CHSKTBI allJIbIH ajla OHJICY
onmicrepi konpaubuiasl (Chen & Guestrin, 2016; Wang & Xu, 2023). byn monens
0a3aJblK HYCKAaMEH CaJIbICTBIpFaHIa opTama KBaaparThik KaTemikTi (MSE) 26%-ra
TOMEH/IETIII, TY3ABLIBIKTHIH IETKI MOHACPIH O0JDKayAaFhl JAJIIITIH apTTHIP/IBIL.

['uaposTOTusIBIK MapaMeTpiiep MEH CIIEKTPAIIABIK KOPCETKIITEp i OipiKTipy
MOJICJIBJIIH JJIJIITIH JKOHE MHTepHpeTanusachiH xkakcapTThl (Gao & Xu, 2025), an
TY3BUIBIK TI€H BUIFAJIBUIBIK apaChIHIAFbl KYPACIi TOYSIILTIKTEP/Ii aHBIKTayFa MyM-
kiHnik Oepnai. CoHbIMEH Karap, Mojiesibre eHrizuired Oynaslp jgoruka (fuzzy logic)
TY3IBUIBIK JICHICHJICPIHIH IIeKapalapblH MKeMJII TYpJie aHbIKTayFa jKarjai jkacarl,
OHBI aliMaKTHIK aiibIpMaIIblIbIKTapFa Ociiimaeni (Li et al., 2022).

OchLnaiiia, YChIHBUTFaH THOPUATI TOCLT TOIBIPAK TY3ABUIBIFBIH OAaKbLIay MEH
Oospkaya THIMILTITIH gonenaei. O KoFapbl IO IKIIEH aBTOMATTHI KJIacCU(UKAIUS
XKYPri3in, HIyJbl JEepeKTePMEH JIe TYPAKThl JKYMBIC ICTEyre MYMKIHIIK Oepeni.
Y CBIHBUTFAH OJIC DKOJIOTHUSJIBIK MOHHMTOPHHT, JK€p PECypCTapbhlH Oackapy >KoHE
arpo3KOJIOTHSIIBIK 3epTTEYJIep canajapblHaa KOJIaHyFa OoJlaThIH oMOeOar Kypas
petinae epekmeneneni (Luo et al., 2025).
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Abstract. The analysis of indicators of complex economic systems operating
under significant uncertainty and incomplete statistical information requires the use
of specialized methodological tools. In such cases, traditional financial analytics of-
ten fails to provide accurate results, especially when non-financial data must be con-
sidered. One of the most effective approaches is the application of fuzzy logic theory,
which allows recognition and forecasting of financial conditions even with contradic-
tory or insufficient data. The proposed methodology consists of two sequential stages:
the development of membership functions and the clustering of indicators within the
space of financial conditions. As a result, enterprises can be classified into two main
groups: normal operation and pre-bankruptcy state. Experimental research has shown
that the reliability of this classification is comparable to neural network methods. At
the same time, the approach maintains an important advantage — expert involvement
in constructing membership functions, which ensures satisfactory recognition out-
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comes under uncertainty and the influence of various external factors.
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AHHOTanuUsi. MaHBI3bI OCNTICI3MIK JKaFAalbIHIA )KYMBIC ICTEHTIH Kypaemi
KYPBUIBIMIQJIFAaH SKOHOMHUKAJIBIK JKYHEJIEpIiH KOPCETKIMTEePiH Taljay, KaHaan ja
O1p TOJIBIKKAH/IbI CTATUCTUKA OOJIMaFaH Ke3/Ie HEMeCe 3ePTTENEeTIH KOPCETKIIITEePIiH
KarapblHa Kap)KbUIBIK €MeC JIepeKTep/i KOCYy KaKeT, KapiKbUIBIK JKaFIaibl
TaJIIayIbIH apHaibl 9/IiCHaMaJIbIK KypallIapbliH KOIanyabl Tajnan eresi. Lllenrinerin
MaceeNepre COMKeCTITH IS ACTeH OChIH 1Al KypasiIapAblH O1pi-OyJIBIHFBIP JIOTHKA
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TEOPHSCHIHBIH MaTEeMaTHUKAIIBIK amnmapaThl. Ke3-KelareH sKOHOMUKAIBIK JKyHeaepi
AHATTMTUKAJIBIK KAMTAaMacChI3 €TY/IiH HeT131 Kap)KbUIBIK aHATMTHKA 9JTICHAMAChI OOJIBITT
TaOBUTAJIBI, OMIETTE Op TYPJi OENrici3fik JKaFdalbIHIa KapKbUIBIK >KaFaaiiapIsl
TaHy kKOHE OOJDKay KypaljapblH KaMTHIBI. Makanaaa KoCIMOPBIHHBIH Kap>KbLUIBIK
JKaFIaiblH Taljay oJICTeMeci KENTIPUITeH, OJ1 JOWEKTI TYpJAe OpBIHIANIATBIH €Ki
mporeaypanbl KaMTUIBL: 1) THECUIUTIK ()YHKIHMSUTAPBIH KAJIBINTACTBIPY KoHE 2)
Kap>KbUIBIK JKaFJail WHIWKATOPJIAPBIHBIH KEHICTIriHAe Kimactepiey. Con yarigeri
KOIT Ka0aTThl MEPIENTPOHHBIH HEHPOHIBIK JKEIIIIK apXUTEKTYPAChIMEH CaIbICTBIPY
KOpCeTKeH IeH, yehIHbIIFaH o7ic MLP-neri 91,2 % - ra kapcer 89,4 % monmikke Ko
JKETKI3/11, COHBIMEH Oipre MHTEpIpEeTaIis MEH TOJIBIK eMeC JIEpEKTepre TO3IMIiIIK-
Ti cakTam Kajabl. OMICTEMEHIH SKCIEPUMEHTTIK 3epTTeysepi KOPCETKEHIICH, €Ki
KJacTepAiH OipiHe (KaJabIMThl JXKOHE OAaHKPOTTHIKKA JEHIHTI KYH) >KaTKbI3yIbIH
CEHIMILTITT HEUPOHBIK JKEJl oiCTEpiMEH CalBICThIpyFa Oosianbl. COHBIMEH KaTtap,
THICTUTIK (YHKIUSJIAPBIH KYPACTHIPY YIIIH Capamiibuiapbl TapTyFa OaiIaHBICTHI
OJIICTEMEHIH apTHIKIIBUIBIKTAPBI CaKTalaabl — Oy Kapama-KaWIbl, TOJIBIK eMec
JepeKTep MeH Oenrici3ik (aKTOPJIApBIHBIH OPTYPIl (GaKTopiaphbl >KaFdaibIHIA
TaHYJbIH KaHAFaTTaHAPJIBIK HOTHKECIH KaMTaMachl3 €Ty MyMKIH/IIT1.

Tyiiin ce3aep: KapKbUIBIK JKaFaai, 0aHKPOTTBHIKTBI O0JIKAY, OVIIBIHFBIP JIO-
TUKa, THICTUTIK (PYHKITUSCHI, KJIACTEPIIey , SKBUBAJICHTTIK CHIHBINTAP, YKCACTHIK Ka-
TBIHACHI
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AHHOTAIUS. Ananuz nokasarenei CIIOKHO-CTPYKTYPUPYEMBIX
SKOHOMHMYECKUX CHCTEeM, (QYHKIUOHUPYIOIIUX B YCJIOBHSIX CYIIECTBEHHOM
HEOTPEIEeNIEHHOCTH, KOTJ]a OTCYTCTBYET CKOJIbKO-HUOY/Ib TIOJTHOLIEHHAS! CTATUCTHKA,
WIM B YUCJIO UCCIEAYyEeMbIX IMOKa3aTelell HeoOXOAMMO BKIIIOYaTh HE(UHAHCOBBIC
JaHHbIE, TpeOyeT NpPUMEHEHUs 0CO00ro METOJOJOTUYECKOTO WHCTPYMEHTapus
aHanu3a (UHAHCOBOTO coOCTOsHUA. OIHUM U3 TaKUX HHCTPYMEHTapuUeB,
JTIOKa3aBIIUM CBOIO a/IEKBATHOCTh PEIIaeMbIM 3aJladaM SIBISETCS MaTeMaTHYeCKHi
anmapar TeOpHUH HeueTKO#l oruku. OCHOBY aHAIUTUYECKOTO OoOecreueHus Tro00i
SKOHOMHMYECKHUX CHCTEM COCTaBISIeT METOAOJOTHs (PMHAHCOBOM aHANUTHKH, Kak
NpaBUJIO BKIOYAIOIas MHCTPYMEHTApUil paclio3HaBaHUs W IMPOTHO3UPOBAHUS
(bMHAHCOBBIX COCTOSIHMM B YCIOBUSIX Pa3MYHON CTENEHH HeolpeaeIeHHOCTH. B
CTaThe MpeACTaBlieHAa METOJUKa aHanu3a (PUHAHCOBOTO COCTOSHUS MPEIIpPUSTHSA,
BKJIIOUAIONIAs JBE MOCJEI0BATEIbHO BRIMOIHIEMBIN Tpoeaypsl: 1) popmupoBanus
GyHKIUMH TpPUHAUIEKHOCTH W 2) KIACTepU3allud B MPOCTPAHCTBE HMHIUKATOPOB
(¢uHaHCOBBIX cocTosiHUI. Kak mokasanu »sKcrepuMEHTaIbHbIE HCCIeI0BaAHUS
METOJIUKHU, JOCTOBEPHOCTh OTHECEHUSI K OJJHOMY M3 ABYX KJacTepoB (HOpMajIbHOE U
npeI0aHKPOTHOTO COCTOSIHUS ) CPAaBHUMA C HEHPOCETEBBIMU MeTO1aMu. B Toxe Bpemst
COXPAHSIIOTCS MPEUMYIIECTBA METOAUKH, 00YCIIOBICHHOE MPUBICYEHUEM IKCIIEPTOB
JUISL COCTaBNIeHUS! (PYHKIMI TPHUHAJIEKHOCTH — 3TO BO3MOXKHOCTH OOECHEUeHHUS
yIOBJIETBOPUTEILHOTO pe3yibTaTa PAclO3HABAHUS B YCIOBUSX MPOTUBOPEUMBHIX,
HETOJTHBIX IaHHBIX U Pa3IUYHOTO poja GpakTopax HEOMPEIeIEHHOCTH.

KialoueBble  ciaoBa:  (QuHAHCOBOE  COCTOSHME,  MPOTHO3WPOBAHUE
0aHKPOTCTBA, HEUETKAs JTOTHKA, PYHKITUS MPUHAJICKHOCTH, KJIacTepU3allns, KJIacchl
SKBHUBAJIEHTHOCTH, OTHOIIIEHUE TIO100us
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MIPUMEHEHHEM METO/IOB HEYETKOM JIOTUKHU U KJIACTEPHOT0 aHalIn3a//M e TyHapOoTHbIiH
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Crp. 114-135. (Ha ka3.). https://doi.org/10.54309/1JICT.2025.24.4.007.
KoH(pIUKT WHTepecoB: aBTOPHI 3asABISIFOT 00 OTCYTCTBUU KOH(QIIMKTA
UHTEPECOB.

Kipicne

KocimopbIHHBIH ~ Kap)KbUIBIK ~ JKarJaibl pecypcTapMeH (MaTepHalljbIK,
aJlaMu) KaMTaMachl3 €TUTyIMEH, KaHa TeXHOJIOTHsIap bl ((hU3UKAIIBIK KOHE 3aH/IbI)
HeJIeHyIMEH, PKOHOMHUKAJIBIK KBI3METTIH 0acKa CyOBEKTIIEpIMEH SKOHOMHKAIIBIK
KaThIHACTAPBIMEH, TOJIEM KaOUTETTIIITIMEH J)KOHE TYPAKTBIIBIFEIMEH CHITATTANIAHI ().

DKOHOMMKANBIK FhUIBIMIA OYJI VFBIMJIBI OIpKENIKI aHBIKTAWTBIH FBHIIBIMU
HeTi3/IeNTeH Tocin o KanbimTacnarad (). Kenreren 3eprreynepne KocimOPbIHHBIH
Kap KbUIBIK JKaFIaiibl OHBIH ©3 KBbI3METIH KapKbUIaHIBIPY KaOIISTTUIITIHIH JCHreH1
peTiHge cumarTanaasl. By kepceTKinn YHbIMHBIH Kap KbUIBIK PECypCTapMEeH KaMTa-
MachI3 €TUTyiH, OJIapAbl THIMJII OPHAJACTBIPYBIH, KOJJIAHY KApKBIHIBLIBIFBI MEH
THUIMJIUTITIH, COHai-aK Oarayibl Kara3/liap HapbIFbIHJIAFbl TYPAKTBUIBIFBIH KAMTH/IBI.
AIIBIK aKITMOHEPIIIK KOFaMJiap YImiH Oyi1 dakTtopiap akuusuiapAblH OarachlHA, WH-
BeCTOPJIapbIH CEHIMIHE JKOHE KalTUTaJJIbIH TapThIMIBLIBIFBIHA TIKEICH acep eTeli.

KocinopbIHHBIH Kap KbUTBIK YKaF TaibIH TaJIJIay OHBIH KbI3METIH THIM/I1 0acKapy
YIIIiH aHAJIMTUKAJIBIK KAMTaMachl3 €Tyl KaIbITITaCThIPYIbIH HET13T1 aCTIeKTIC1 OOJIBII
tabbLIaab! (). CoHbIMEH KaTap, Ke3-KeJITreH SKOHOMHUKAJIBIK KYHEHIH aHATUTHKAJIBIK
KamMTaMachl3 €TUTYiHIH HETi31 Kap)KbUIBIK aHAJMTHKA dicTeMeciHe cyieHemi. by
oicTeMe opTypJIi OENTICI3AIK KaFaaiIapbIHIa KYHCHIH Kap KbUIBIK JKaFIaibIH Oara-
Jay, TaHy JKOHE OoJiKay KypasilapblH KaMTHIBI ().

Kazipri TaHza BIKTUMAIBIK-CTATHCTUKAIBIK TOCUIMEH KaTap, OVJIBIHFBID
JIOTHKA HETI31HJET1 oicTep KeHiHeH Koimanblayna (bepucraiin, 2015). by Tocin
OeNTici3iK XaFIalbIiHIa aKMapaTThl OHJIEYTe KOHE 00JDKaM KacayIblH JTJIPEK 9J1i-
CTEpiH KaJBINITACTBIPyFa MYMKIHIIK Oepesi. benrimi apThIKIIBUIBIKTApBIHBIH apKa-
CBIHJIa, OVJIBIHFBIP JIOTHKA a3bIK-TYJIIK KayIICi3Airia 0ackapy, KapKbUIBIK JKyHeaep/Ii
Talaay, OHIIPICTIK MPOIECTEPIl OHTAHIAHABIPY CHUSKTHI dPTYPIi KYPAE TEXHOJIO-
THSUTBIK TIPOTIECTEP/IC THIMII KOMAaHBUIBIN Kenedi. by Tocin acipece «Kipy-IIbIFy»
TOYENIUIITT HAKThl aHbIKTAJIMaFaH, KypJeil )Kyhenepie epekie naiansl OoJbIn Ta-
osmmazael (Carvalho sxone 1.0., 2009; Mukhanov xone T.6., 2021; Mukhanov xone
1.0. 2024).

KocimopbIHHBIH  KapKbUIBIK JKaFJadblH JI9J KOHE OOBEKTHBTI Oarajay
Ou3HecTI OacKapyAbIH MaHBI3IbI 2JIEMEHTI1 O0JIBITT Ta0bLIa b, KapKbUTBIK JKaFaaii IbIH
TYPAKTBUIBIFBIH HEMECe JaFJIapbICThIK KYHIH aHBIKTAy YINH KOMITAHUSHBIH
OaJIaHChIH, Kap KBLIBIK €CENTUTITIH, aKIlla aFbIHIAPBIH KOHE HET13T1 YKOHOMHKAJIBIK
KOPCETKIMITEPiH Tanay Kaxer.

Kap KbUTbIK JKaFpaiapl Oaranay OipHEIe HEeTi3r1 aCIeKTiIepai KaMTH/IbI:

* OTIMIITIK — KOMIIAHUSTHBIH KbICKA MEP31MJI1 MIHJIETTEMETIEPiH 0Ty KadiieTi

* Tenem KaOiMeTTIMIrT — YHBIMHBIH OapiblK KapbI3AbIK MiHIETTEMEICPiH
YaKTBLUIbI OPBIHAY MYMKIH/IITI.
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* PeHTabenp ATk — KOMIaHUSHBIH Kipic ay THIMJIUIITT MEH OHBIH aKTUBTEPIH
nananany JeHIeui.

» KapKbITBIK TYPAKTBUIBIK — Y3aK MEpP3iM/Ii JaMy CTPaTETHSCHIHBIH JKY3ere
aChIPBUTY MYMKIH/IIT1.

Ochl (hakTOpaap/bl €CKepy apKbUIbl, KOCITOPBIHHBIH Kap)KbUIBIK JKaFIalbIH
TEepPEHIpPEK 3epTTey MYMKIH O0Jiajibl, OYJI ©3 Ke3eTriH/e OaHKPOTTHIKTHIH aJIbIH aTy
YKOHE KApKBUIBIK TYPAKTHUIBIKTHI CaKTay YIIiH KaKeT.

JlocTypai KapKbUTBIK Tajiaay omictepi Oenrim Oip miekTeynepre ue, cededi
0JIap HAKTBI YXOHE TOJBIK JCPEKTEepJiH OOJYybIH Taiam eTedi. Amaija, KenrTereH
YKaFIaiapaa KoCimOPbIHHBIH KapKbUIBIK JKaFJalbIH CUTIATTAUTBIH JEPEKTEP TOJIBIK
eMec HeMece Kapama-Kaumibel 0oyl MYMKiH. MyHmai Oenrici3ik >KaraaibIHIa
OWJIBIHFBIP JIOTHMKAaFa HET13JITeH dICTEp THIM/II IIEITiM YChIHA ajlaIbl.

BYJIBIHFBIP JTOTHUKAHBIH HET13T1 apTHIKIITBUTBIKTAPHI:

* benrici3 ’oHe TOJBIK eMec AEPEKTEPMEH JKYMBIC ICTEy MYMKIH/IIT1.

* KocinmopsIHHBIH KapKbUIBIK KaFIalbIH JJIIPEK MOJIETBACY.

* CTaHIapTThI 9MICTEPMEH KWUBIH aHBIKTAJIATBIH JKACBIPBIH 3aHJIBUIBIKTAPIbI
Taoy.

» CapanTamaiblK Oarajayyap/bl Tajljay >KOHE OJlapbl IICNIM KaObuiaayaa
naiiianany.

ByJbIHFBIp JIOTMKA KaTaH MAaTEMaTHKAJIBIK IIEKTEYJepre TOoyelll eMec,
COHJIBIKTAH OJI TMHAMMKAJIBIK ©3repicTepre HKEM/I1 kKoHe capanTaMajblK TOCIIACP I
€CKepe OTBIPHII, JAJTIPeK OOKaM jkacayFa MYMKIHJIIK Oepe/i.

3eprTeyain mMakcatbl — Srep mporeaypachlH ©3repTy XoHE KeHiHHEH
OWJIBIHFBIP KJIAaCTEpJiey HETI31HJE THECUTK JOPEXKECIiH KaJbITACTBIPY omicTeMect
HETI31HJIe KOCIMOPBIHAAP/BIH KapKbUIBIK JKaFJalbl KEHICTITIHAETI “‘HOpMma/
OaHKPOTTHIK~ JTUXOTOMHUSCHIHIAFBI KJIACTEPJICYMiH IYPBICTBIFBIH apTThIPy. ATar
alTKaH/Ia, aHBIK €MeC JIOTMKAHBIH MaTEeMaTHUKAJIbIK OJICTEPMEH KOHE PETTEYIII
OoJKay IbIH, YHBIMIACTBIPBUIFAH MPOIEAYPAChIHBIH OeNTiai Oip omiciMeH OU3HECTIH
KApXKBUIBIK JKaFJaliblH TaJJayAblH HAKThl MOCEJCNIEpPIH ISy BIKTUMAJIBIK—
CTATUCTUKAJIBIK JKOHE aHBIK €MeC MYMKIH TOCUIIep apachlHla OaiaaHbIC OpHATYFa
0oJ1a 16, MBICAJBI, OAHKPOTTHIKKA JACHIHT1 JKaFqaiiap el TaHy KoHE O0JDKaYy.

By Tocim 3KOHOMMKAJBIK JKyHenep/iH Oenrici3miK >KaFgaibIHIa >KYMBIC
icTey epeKIIeNIKTEpiH ecKepyre MYMKIHIIK Oepexi. Srep mporemypachlH ©3repTy
KOCITIOPBIHAAPIBIH  Kap>KbUIBIK KOPCETKIMITePIHIH KYPACTI KYPBUIBIMBIH JOTIPEeK
OcitHeneyre xoHe MOJIIMETTEP Il OHICYA1H UKeM/II MOJIeIIiH KYPYyFa JKaFaai Kacaiapl.
ByIbIHFBIP KITacTepiey/liH KOMETIMEH KapKbUIBIK KOPCETKIMITEP/AIH BapHUAIHSICHIH
€CerKe aJIbIl, OpOip KOCIMOPHIHHBIH OAHKPOTTHIK KayIliHE THECUIUTIK JTOpEeXeCiH
YKOFaphI IOJIIKIICH aHbIKTayFa 001a/Ibl.

CoHbIMEH KaTap, 3epTTeyAe KOCIMOPBIHAAPABIH Kap>KbUIBIK >KaFIaibIiH
TaaAayJblH HWHHOBAIMSIJIBIK OJICI  YCBIHBUIAABI, OJ JOCTYPJi  Kap>KbUIBIK
Kod(PUIMEHTTEp MEH OVJIBIHFBIP JIOTHKAHBIH YHJIECIMIITIH KaMTamachl3 €Te/l.
by Tocim GaHKPOTTHIKKA JEHIHT1 OenriiepAl ajaablH ajla aHBIKTayFa jKOHE OM3HEeC
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CyOBEKTUIEpIHIH Kap)KbUIBIK OPHBIKTBUIBIFBIH OOJDKayFa MYMKIHIIK —Oeperi.
BYJIBIHFBID KHMBIHAAD TEOPHSCHIH KOJIAAHY apKbUIBI 3€pTTEy OpTYpi ACHIreHeri
AKOHOMUKAJIBIK OCTICI3IIKTEeP/Il €CKepyTe KaFIal »)acah I, OYJI ocipece TypaKChI3
HapBIKTBHIK OpTaja IIeIIiM KaOblIaay YACPiCiH OHTaWIaHIbIPATIbI.

OJTICTEeMEHIH THIMILTIT1 SKCTIEPUMEHTTIK 3€PTTEYJIEPMEH pacTalFaH, OJap IbIH
HOTWKENEpl KOPCETKEHJEH, OVIBIHFBIP KJIACTEpJiey HETI31HAe KOCIMOPBIHIAPABI
Kap)KBUIBIK TYPAKTBUIBIK JeHreiiepi OoWbIHIIA 06Ny IoCTYpil CTaTUCTHUKAJIBIK
OJIiCTEpPMEH CaJbICTBIPFaH/IA JKOFApPhI JIIIKKE He. byl 3epTTey KOCImOphIHAap IbIH
Kap)KBUIBIK JKaFJaibIH Oaranay J>XoHe OOJDKay callachlHIA KOJIaHyFa OOJaThIH
MEPCIIEKTUBAIIBI aHATUTHKAIIBIK KYPaJl YChIHAIBI.

Marepuanaaap MeH daicrep

TuicTimik mopekeciH anablH ana aHbIKTay pociMi. Erep KocimopbIHHBIH
Kap>KBUTBIK JKaF/IalbIH Taay MIHJCTI allJiblH-ajla CHIIATTaJIFaH HEMECE €CeITEeNITCH
KYH KJacTapblH TaHy MaFbIHACBIHJA CKOPWUHT MIHJETI pETiHIEe YCBIHBIICA, OHJA
OVJIBIHFBIP JIOTHKA CEHIMCI3 JKOHE QJICI3 PEeCIMICITEeH MOIIMETTEPMEH ecenTep/Ii
THIMJII IIENTyTe MYMKIHIIK Oepeii, COHBIMEH KaTap J>XacaHIbl HHTEIJICKT IICH
JOCTYPJIi 9JIiCTEp apachIHIaFbl apasblk Oobi Tabbutanel (Helfert sxone 1.6., 2015).
BYJIBIHFBID JKHMBIHIAP TEOPHUSICHIHBIH HETI3Ti HIesUIapbl KOIIMarblHAJIBI JIOTUKAIA
OVJIBIHFBIP JKUBIHJAP TEOPHUSCHI Maiiaa OoFaHFa ACHIH SHTI31ITeH epeKeIepMEeH aii-
TapnbIKTai coiikec keneai (Muhd xone T.6., 2013). Anaiina, COHFBICEIMEH CaIBICThI-
pFaHIa OYIIBIHFBIP JKUBIHIAP TEOPHUSCHI MPAKTUKAA CATBICTHIPMAIIBI TYPIC JKOFapHhI
TapalybIMEH cHUIaTTajaabl. by TyCiHIKCI3 MaTeMaThKaaa KOMIBIOTEPIIIK KyHesep-
MEH, TUAJIOTTHIK JKYWeIep/i JaMbITYMEH, KacaHIbl UHTEIUICKT HISsSIIapblH CHII3Y-
MeH OalIaHbICThI PAKTHKAIIBIK KOCBIMITIANIapFa Oip/ieH Kypc KaObLI1IaHFaHIbIFbIMCH
Tycinaipineni. by sxepne JI.3ane Oy IbIHFBIP KUBIHIAp OOWBIHIIIA 3EPTTEYIIEPIiH Oa-
ChIHAH OacTar OChl 3epPTTEYJIEp MEH JIMHTBUCTUKAJIBIK aifHBIMAJIBI TY)KBIPBIMIaMaHbI
OipTyTac TYTacTHIKKA OIPIKTIPTEH YKaFaai J1a MaHbI3bI POJT aTKAP/IbI.

BYJIBIHFBIp JIOTHKA TEOPHSCHIH KOJJAHY KOCIMOPBIHAAPABIH KapKbUIBIK
JKarmaplH Oarajay/ia CEHIMCI3 HeMece TOJIBIK eMeC JEpeKTep/l THIMIl eHIeyre
MYMKIHJIIK Oepeni. Byt ocipece 9KOHOMUKAIBIK IaF1apbIcTap, Kap>Kbl HAPBIFbIHIAFbI
TYPaAKCBI3JIBIK JKOHE MaKPOIKOHOMHKAIIBIK ©3repicTep JKarJalbIH/Ia MaHBI3/IbI PO
aTkapazael. JlocTypii omicTep keOiHece KaTayl IIEKTeyJepre cyheHce, OVIIBIHFBIP
JIOTHKA JIEPEKTEPJIET] aHBIKCHI3IBIKTHI XKOHE CyOBEKTHBTI capanTaMalblK Oaraiap/ibl
€CKepe OTBIPHII, IIEMTIM KaObUIIayFa MYMKIHIK Oepei.

KocinopslHaapabIiH KapKbUIBIK TYPAKTBUIBIFBIH OOJDKAY MEH OaHKPOTTBHIK
TOyeKelliH Oarayiay MIHJETTEpl HEeTi131HeH THUECUTUIIK (PYHKIUIapbIH KYPY/IbI J)KOHE
MOJIIMETTEpAl KJIacTepyieyAl KaMTHIbl. Byl Tocil KapKbUIBIK KOPCETKIITep/Ii
JUHAMUKAJIBIK TajjaayFa MYMKIHIIK Oepel )KoHe KOMITAaHUSHBIH JaMy YpIiCTepiH
HEFYPJIBIM HAKThI OOJDKAyFa yKaraai skacaiibl. BYJIBIHFBIP KHUBIHIAP TEOPUSCHIHBIH
MaTeMAaTUKAJIBIK alapaThl apKbUIbl KOCITOPBIHHBIH KapXKbUIBIK JKaFJaibl, OHBIH
TYPaKTBUIBIK JICHIei1, COHali-aKk 0aHKPOTTHIK KayIi Oap Ma, *OK Ia JereH CypaKKa
)ayarn 0epyre 0oJajibl.
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CoHbIMEH KaTap, OYJIBIHFBIP JIOTHKA HEHPOHIBIK JKENIIeP, CTATHCTHKAJIBIK
MOJICNIbJICp KOHE MAITUHAIBIK OKBITY dJicTepiMeH OipiKTipiyl MyMKiH. MyHnai
ruOpuaTI  omicTep ImIemnM KaObuimay MPOIECiHIH  THIMIUIITIH — apTTBIPHIT,
KOCITIOPBIHIAPIBIH Kap)KbUIBIK JKaFJalbIH TEPEHIPEK TajjgayFa MYMKIHIIK Oepe/t.
BynbIHFBIp JIOTMKA JEpeKTepAl alJblH-ajla CTaHAApPTTAIFaH KpHUTEpUUIIEpTe
CoMKeCTeHIpMEe-aK OHJACYre MYMKIHIIK OEpeTIHMIKTEH, OJ capamniblIapabiH
MiKIpiH, KHHAKTAJIFaH CTATUCTHUKAHBI, COH/Iali-aK MaKpOAKOHOMHUKAJIBIK (paKkTopIIapapl
€CKepyre JKarJal Kacaipbl.

Tany >xoHe OoJpKay MIHIASTTEPIHIH KOIIIUTITIHIH Ke3eHAEpiHIH Ti3iMiHe
3epTTENETIH SKOHOMHKANBIK KYHEIepAiH Kap)KbUIBIK SKaFJaiaapblH JKaTKbI3y
CTaHJAPTTAPbIH KaJBINITACTHIPY YIIIH THECUIUIIK (QYHKIHUSAIApPhl MEH KIlacTepliey
MpoleIypalapblH KaJBINTACTRIPY Ke3eHAepl Kipemi. byn omic komMmaHUsIapabIH
KApXKbUIBIK OPHBIKTBUIBIFBIH OOJDKay Ke3iHAe Oipkarap IoCTypili omicTepIiH
KEMIIIUTIKTEPIH JKOSAbI, ce0e01 01 alfHBIMAIIBI MOHACP/IIH KSH JTUara30HbIH KAMTHIbI
JKOHE OPTYPil CIEHapHiiep OOMBIHIIA KAPXKBUIBIK TYPAKTBUIBIKTHI MOJEIBICYTE
MYMKIHIIK Oepeni. BYJIBIHFBIP JIOTMKAaHBI KOJJIaHY KOCIMOPBIHAAPIBIH KapKbLUIBIK
TOYEKEIEPiH KOFaphl IQJIIKIICH O0/DKayFa, COHAaN-aK MeniiM KaOblIIaynibuiapra
KOCBIMIIIA KypaJijiap YChIHYFa MYMKIHJIIK Oepe/i.

Ochburaiima, OYJIBIHFBIP JIOTHMKA HETI31HE YCHIHBUIFAH OICTEME Kap)KbLIBIK
JKarIaiapl Oaranmay MeH OOJDKayblH KaHa MYMKIHIIKTEpIH aliajabl, o1 Kapama-
KaWIIIbl HEMece TOJIBIK €MEC aKMapaTThl OHJEyre KaOlIeTTI oHE APKOHOMHUKAJIBIK
KyHenepaiH Kypaenuirine oeriMaene amnaapl. by 3epTTey OVJIBIHFBIP JOTHKAHBIH
KOCITIOPBIHAAP/IbI KAP)KBUIBIK JUArHOCTHKA MEH OO0JDKay MpOIECIHIE KOJIIAHBLTY
asChIH KeHehTyre Heri3 6omna amaasl (Altman E., Hotchkiss E. (2006). , EdbanoBa
H.B., Bamenko B.P. 2019).

[Tponiemypansl a3ipiey OapbIChiHAA 013 KyNTapabl KAMTUTBIH X KEHICTITIH/E
OWJIBIHFBIP @ JKMBIHTHIFBIHBIH KeJeCl KIAaCCHUKAJIBIK aHBIKTAaMAaChlH YCTaHaMBbI3 {(X,
m (x))}, myngarel m (x) [ [0,1] - «x omeMeHTiHIH A KMBIHBIHA JKaTy JOPEkKeCi
A» (Mukhanov xone 1.0., 2023). Onberre, erep m (x) yHkuusacel Tek 0 HEMece
1 MoHmepiH KaObuIIay KacueTiHe ue 0oJica, OHMAa OVJIBIHFBIP JKUBIHHBIH OepiireH
AHBIKTaMaChl )KUBIHHBIH KJIACCUKANIBIK (KAHTOPJIBIK) aHBIKTAMAChIMEH COMKEC KeJeIi,
ofaH coiikec HE X O A , He X A opsiH ananbl. COHFBI TaJANThl Kelieci Typaeri
THICTUIK (YHKIMACH apKbLIbI Ja ka3yra Oomanel: m,: X — {0,1}. byn epexenep
OWJIBIHFBIP JKUBIHTBIKTAD TEOPHACHIH OJCTTETl JKUBIHTHIK TEOPHSIHBI SKaJIIbLIAY
peTiHAE KapacThIpyFa OOJIATHIHIBIFBIH, COHJIBIKTAaH COHFBICBIH EPEKIIe Karaan
pEeTiHAE KaMTUTBHIHJIBIFBIH pacTaiibl. O3/epiHi3 OUIeTiHAeH, a KUBIHTBIFBI OCBHI
KaCHETKEe OailJIaHBICThI (MBICAJIBI, MEHIIIKTI KamuTaa MOJIepi, Kapbi3 kKoHEe T.0.)
Oenriii Olp KacueTKe Me )oHe X-TeH OOJIIHETIH JIEMEHTTEP/IIH KUBIHTBIFbI PETiH-
ne anbikrananasl (Mukhanov sxone T1.6., 2023 ). BYIBIHFBIP JKHBIHHBIH OJECTTET1ICH
alBIPMAITBUIBIFBI, JJIEMEHTTIH OepuIreH KacHeTKe HMe IJIEMEHTTEDP >KHBIHTHIFbIHA
KaTaThbIH/BIFBIHAH 0acKa, X DJIEMEHTTIH  m (X) TUECUIIIK JOPEKECI PETIHAE OChI
KacHeTKe Me OOYBIHBIH CaHJIBIK Oarachl jJa xkasbliaasl (Mukhanov xxone T.6., 2024).
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Ocbl KacueTTeH MysaeM aibipbiran x OX snementrepi yiin m (x) =0 nemn caHaiabl
KOHE MYHJai SIeMEHTTEP MacCUBKE KipMEH/Ii.
N sIeMEeHTTep/ACH TYPAThIH aKbIPIIbl OYIIBIHFBIP JKUBIH ,

A= {(eomaCe)) (rm () onlomme )} X

O coHpaii-aK TYpiHJ€ YChIHBLIA/IbI

A=”y+m/ +m/ xi€X (2)
X1 X2 Xn

A:Z%:gmim’ xi€X. 3)

Conrsl xaba (2) xxone (3) OIpikTIpy peTiHAE TYCIHAIPITYl KepeK eKeHIH
KepceTesi (apudMETHKAIBIK KHBIHTHIK €MeC) JKOHE S-Ibl | -Fa aybICTBHIPY apKbUIBI
KeJeci ska30aHbl aaMbl3:

Hemece

A= m,(x)/x, “
Mynnaret m (x) — X KEHICTITIHAET] aHBIKTAIFaH TUICTUTIK (yHKIUACHI
TeMen e KeATipiIreH nporeaypa OYIIbIHFBIP )KUBIHHBIH ICHI i )KUbIHIApbIHA
bUIbIPAYbIHA HeTi31enreH. Tocin amMOe0arn KubIH SIEMEHTTEPIHIH 7 ,(X,) MYIIETINHIH
Oenrial gopekenepl apachlHaa OaillaHbIC OpHATATBHIH (popMynamapabl KoJgaHaabl
X={x,, Xy ,'xn}' OVJIBIHFBIP JKUBIHFA A JKOHE KapIKBUIBIK KOpCEeTKIITep/Ii '6aKI>1nay
oHe Oenriii Oip MOJIMEH YHBIMAACTBIPBUIFAH HICHIIMIED KaObuigay Ke3iHAe OCHI
P(xl.) TaHJay LIKT‘I/IMa.JmLIFLI. byn xarmaiina Aa,, Aa, ...,da, TYpPIHIH JEHreHIiK
YKUBIHIAPbI CHTI31Ie11:

Aa:{x|mA(x)2a}, (5)
MyHaarbl MYIIETiK JIopekeci A -laH yJIKeH HeMece a — Fa TeH. OpOip
OYJIBIHFBIP KHUBIHJIBI ICHI €W KUBIHAApbIHA O6Tyre 00JaIbl )KOHE COJI KHUBIHIAP IbIH
Oipiryi peTiHae YChIHBITYBl MYMKiH, A COHBIMEH KaTap oJiap YIIiH aJ,:m(xj) apThIH
AHBIKTaHbI3.
KaybIMIaCTBIKTBI IIEKTEMEH X, DJIEMEHTTEPi MYIIETIK JOPEKECIHIH ocy
peTiMeH HeMipieHe Al Aen caHayFa Oomanbl. ComaH KeiH Aa, KABIHTHIKTAPbI Keieci
Typre ue 6onaapr:

Aay=X ={xpx2xn}> Aar={xpx0xa}> Aar={x.}- (6
KapxbUiblK KepceTkimrepre Oakplaay >KYprizy >KQHE OJapblH Kail-Kyh
KJIAChl TypaJibl IEIIM KaObu1ay Ke31H/€, KUBIHTBIKTaH [a ,.a,,...,a ] a, AIIEMEHTI
Ke3JIeHCOK TaHaanaabl, al OChl DJIEMEHTKE COMKeC KeaeTiH Aa_/_ JIEHIeMIIK )KUBIHBIHAH

@,(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

122



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

X, DJIEMEHTI JI€ KE3IEHCOK Tammanaabl. byn xarmaina a, Taniay MEXaHU3MIHIH
BIKTUMAJIIBIFBI, IEMEK, Aai TEH OPHATHLIAIbI

P(a;)=P(da;)=m(x;)=m(x;a), 7

SIFHU IeHreiIep apachlHAaFbl HHTEPBAIBIH IIIAMAChIMEH aHBIKTAIA b Aaj —
JIEH X, AJIEMEHTIH TaHJ1ay MEXaHU3MiHIH TeH Jel KaOblUIaaHa bl

Dbe xieAa,-

P(x,-|Aaj)= (8)

1. .,
—i0¢ x; € Aa,
n;

MyH1arb1 n - Aaj JKUBIHBIHBIH AJIEMEHTTEPIHIH CaHbI. P(Aaj), P(xi|Aaj),
j=1,2,...,n, BIKTUMAJIBIKTAPBIH OUTy HETi31HJE AHBIKTAIFaH KapKBUIBIK KOPCET-
KimTepre Oakpliay >KYprizy *oHe oJapJblH KYHM KJachkl Typasbl HIEIIM KaObuinay
KE3IH/IE X, JJIEMEHTIH TanaayabiH P(X) BIKTHMAIIBIFbl Kejecl popMysia OOMbIHIIA
ecenTenyl MyMKIH:

n
j=1
XKorapeima (9) kepceTiireH epexenepAl ecKepe OTBIPBIN, OFaH KipeTiH
ANIEMEHTTEP I TAOAMBI3:

P(X1):%m(m); P(Xz):P(m)*‘ﬁ(m(m)—m()m)),---;

P(xa) = P () +——(m (i)~ m (x,)): - (10)

P(x,)=P(x,)+ (m (x.)— m(Xn—l))'

byn (10) Tenneynepai m(x), i=1,2,...,n mamanapbiHa KaThICTbI LICHIyTe
OoJIabl:

m() =P (x); m(xs)=(n-1)P(x)+ P

()= ()P )+ 2P () =3 P(c)

. - . j=1 I =
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bIkTUMaNIbIKTapIbIH KOPCETUINCH OarajlapblH  aly KOHE OChLIakIIa
KOCIMOPBIHHBIH Kap KbUTBIK JKaF Al bIH TaJIay KE31H 1€ THECITTIK TOPEKECIH aHBIKTAY
yiriH P.SIrep nporieaypachIHbIH Keeci MOAU(DHUKAIUACHIH KOJIJIaHY YChIHBLIAIBI.

1. OMOeban >KUBIHHBIH KypamblHa Cokikec X={x,, X,... ,X } MacCHBiH
KQIBITACTBIPY {(X,f)), {(X,,t,),... {(x,¢)} MyHmarel f, i=l,...,n mamanapsl
0acTanKpl HOJITE TEH JICT €CENTENE, KapaCThIPLLIBIN OTHIPFaH X, ai/1a 60Ty caHbIHa
OaiiJIaHBICTHI Capamniibl PKOHOMHCTTEH aKmapaT >KHHAyFa apHajJfaH MpoIeaypa.
KapacTeIpblaaThiH s IEHI€HJICPIHIH CAHBIH TaHIaHbI3 (9JICTTE $>71 TAHIAIA]IbI) )KOHE
KOITETeH JIEMEHTTEP/Ii OPHATHIHBI3

Q= a1:l, a2:27---)as—1:S—13 as:1 s (12)
S S S

bip-Gipinen TeH neHreinepai Oekity. bomamakra op UTepanMsIbIK KIS
OCHI JKUBIHHAH O1p JIEMEHT aJIbIHBII TACTAJIATBI.

2. a[)Q, dIeMEHTIH Ke31eHCOK TaHaall, OHbI ) XKUBIHHAH AJIblIl TACTaHBI3
JKOHE Capallllibl SKOHOMHCTKE Ad; NCHICHIIK JKUBIHBIHBIH KyPaMblH aHBIKTAYIbl
YCBIHBIHBI3.

3. ©pbip x,[JAa, anemeHt yuin Aaj epici OypbIHFEI MOHTE 1/nj MOHIH KOCY
apKBLIBI J)KaHa ti MOHIH aHBIKTAHBI3, MYH/IAFbI 11 - Aaj YKUBIHBIHBIH JIEMEHTTEPIHIH
canbl. MaccuBTi ( TeKcepiHi3; erep oi 0oc OoiMaca, 2-Kagamra OTiHI3, all erep O
boc Gorca, 4-Kagamra OTiHI3. Jlist KaXIoro sneMeHTa x,[1Aa, onpeienuTs HOBOE
3HAYCHNUE , IIyTeM J00ABICHHI K [IPS)KHEMY 3HAUCHHIO BEIIMYUHBI 1/7,, TIE 7 - 4UCIO
AJIEMEHTOB MHOXeCTBa. [IpOBEpUTH MHOXKECTBO; €CJIM OHO HE MYCTO, MEPEHTH K I1ary
2, a ecliy OHO IyCTO MeperTu- mary 4.

1

4. Baranay/Jbl aHBIKTAaHbI3 P(xi)=t,-—, i=1,2,....,n xoHe 5- Kamamra
OTIHi3. S

5. AnbIHFaH BIKTUMAJJIBIK OarajapblH ecy OOMbIHIIA peTTeHI3 (ColKeciHIle
HOMIpJIEY/ll ©3repTiHi3) xkoHe, (11)-re aybICThIPbIN, KaXKETTI THICTUIIK J9peKeIepiH
aHBIKTaHbI3.

Korappima KenTIpUIr€H MpOLEAYypPaHbIH HETI3T1 HUAESCHI, Capariibl
SKOHOMHUCTKE Op AJIEMEHT YIIIH MYIIETIK JA9pPEKECIHIH HAKThl MOHJEPIH aTay/blH
OpHBbIHA, Ke3[eHCOK TaHJalfaH JEHTeHWJeH JKOFapbl OpHaJacCKaH KeNTereH
AJIEMEHTTEP/IIH KYpPaMbIH KOPCETY YChIHAAIbI.

ATanraH alropuTM/I1 1K€ achIpy Ke31H/1€ capariiibl 3KOHOMI/ICTAaj JKUBIH/IAPBIH
OepyliH AYPBICTHIFBIH KeJIeCl MIAPThIHBIH OPbIHAATYBIH TEKCEPY apKbLIbl OaKbplIayFa
OoJtaabl:

a;<ar — Aa;< Aa (13)

EcenTey xypaemniniri »koHe MacTadTamybl
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O3IpJIEHIeH aTOPUTM €Ki CaThUIBI TPOIeypa OOJIbIT TaObLIa b

1. p. SrepiH ©3repTUIreH MPOIeAYPAChIH KOJIITaHA OTBIPBII, THICTUTIK (YHK-
IVSUTAPBIH KAJIBIITACTHIPY;

2. Kap>KbUIBIK MHIMKATOPJIAp KEHICTITIHE OYJIBIHFBIP KJIacTepIiey.

Pecmu Typae, YKCacTBIK KATHIHACBIHBIH OTIICNI TYWBIKTATYbIH JKOHE
OOBEKTIIEP/IIH TOJBIK JKYNTBIK COWKECTITIH TaligajaHFaH Ke3ze, KIacTepeyIiH
ecenrey Kypaeniiiri N oobekTinepinig canbl OoiibiHma O(N2) peringe ecemi, Oy
IIEKTI YKaF/1ai/1a MacITadTay bl MEKTeyl MYMKIiH.

[IpakTUKanbIK iCKe achlpyla YKCACTBIK MAaTPUIACBIH KYpy Ke3iHje
ABPUCTUKANBIK CY3y KOJIAHBUIAIBI: CANBICTBIPY KOJNTaHOA KEHICTITIHIETI >KaKbIH
KepHIiep iy imki kubiHbIMeH mmekTeneai (k-NN-kepmiinecTik), Oy Kiacrepiey
camachblH aWTapibIKTall S>KOFAITHAN KYNTHIK OINEpalusuIapIblH KOJIeMiH KypT
azaitanpl. 1798 HEICAHHBIH YATICIHIET] DKCIIEPUMEHTTIK icKe achIpy (Oip HbIcanFa 35
Oenri) cranaapTThl )ymbic cTannusackiHaa (Intel Core 17, 16 I'b sxenen sxanpr; Python/
NumPy-ne icke ackipy) 53 ¢ TOJBIK €Ki CaThUIBI IPOIIEypaHbIH OpTallla OPBIHIATY
YaKbITBIH KaMTaMachl3 eTTi. JKakblH Kepmiuiepal 1pikTey Ke3€HIHIH CBhI3BIKTHIK
MacmTadTaTyblH €CKEPE OTBIPHII, MOJIEIb TAPAMETPIICPiH CAaKTal OTHIPHII, KOJIAHIIbI
kayan 0epy yakwIThl meHOepinge 10-20 MbIH 00BeKTIre ACHIHT1 YATLIepl oHIeyTe
0oJ1abL.

Ocpuraiiiia, YCHIHBUIFAH TOCUT TOJIBIK €MeC JIePeKTepjAe Tallall eTiIeTiH
UHTEPIpETalisl MEH TYPaKThUIBIKKA FaHa €MeC, COHBIMEH KaTap ©HEpPKICINTIK
CIICHApWiiJiep YIIiH TPaKTUKAJIBIK €CeNTey >KapaMIbUIbIFbIHA He (KOMITaHUS
nopT(OTUOCHIH CKPUHUHT, OAaHKTIK CKOPHHT, Mep3iMJli KailTa ecenreymMeH
ToyeKenaep i OakpLIay).

KocinopsinaapabIH Kap KbUIBIK JKaFIaibIH KJIACTEepIIey pacimi

ByJIBIHFBIp MaTeMaTHKaIaFbl JKIKTEY ecenTepiHiH (opMaibasl OpHAIacybl
YKCACTBIK, YKCACTBIK (OVJIBIHFBIP SKBHBAJCHTTLIIK) KATBIHACTAPBIH JKOHE OJapIblH
apachIHAFbI aPAJIBIK TO3UITUSHBI ATaThIH KATHIHACTAPBI KOJJAaHYMEH OailIaHBICThI
(Mukhanov xone T1.6., 2023).

r=<X, R> - COHFbI )KUbIHBIH/Ia OCPIJITCH SKBUBAJICHTITIKTIH (YKCACTHIKTHIH),
OWJIBIHFBIP KaThIHACKI 0OJICHIH. bepisireH KaThIHACTHIH rpadUriHiH KeHOip, YIII HYKTe-
Te calbIHFaH X, Y, z [| X imki rpadurid KapacTeIpalbIk (cypert 1).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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DKBHBAIICHTTIK KaTBIHACKHI Oap rpaduk

+,

mR(z,x) |

Cyp. 1. BYJIBIHFBIp SKBHBJICHTTIK KaTBIHACTBIH Killli rpaduri

PednexcuBrinik akcuomanapblHa OalIaHBICTBl IIBIHAAP OIpJIKKE TEH
Topeskeci 0ap IMEKKe He.

CumMeTpusi akcuomachblHa Ccoiikec TIpaduKTIH JoFajlapbl IIapTTapra
OarbIHATBIH JIOPEXKETE He.

MR(an/) :IMR(J’:X), mR(y,Z) =mR(Z,y), mR(x,Z)sz(Z,();Z.)

OTIeni akCHOMaHbBIH apKaChIHIa OPBIH ajlabl

v

mR(xay) min(mR(xaz)amR(Zay))a
min (m(x, ), me(7.2)) (15)

me(y,2) mm(mR(y,x),mR(x,z)).
Kenripinren axcuomanap HeTi3iHIAE YKCACTBIK KaTBIHACHIHBIH TIpadbl
KYITapbIHBIH THICTUTIK Jopekesepi OarbIHATBIH MaHBI3/Ibl KACHUETTI aHBIKTayFa

v

mg(x,2)

v

6onanpl. bomxallblk , g (x, y) > Mr (x,z). Onpa TpPaH3UTUBTUIIK Typabl
COHFBI KaThIHACKa CoiiKec, MyHJAa JeN ecemnTeuMi3 pp ( y, x) =m=r (x, y),

Mr ( v,z ) 2 mr (x,z), Oap nem anaMbl3, ajd €KIiHIII TPAH3UTUBTUIIK KaTbIHACHI

[@m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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OOWBIHIIA - g (x, Z) = mr ( ¥, Z). CoHpbIKTaH, KapacTbIPbUIBII OTBIpFaH
JKarmangaa g (x,z) =mzr (y,z).

Erep 013 Oacrarksl OOJIKAMJIBI aFa TapTaThiH 0oJIcaK
m R(x, y) <m R(x,z), oHnma Oi3ge Oap COHFBI TPA3WTHUBTI KATHIHACKA COMKEC

m R( y,z) >m R(x, y), oHna 6i37e Oap COHFBI TPAH3UTHUBTI KaThIHACKA COMKeC
mR(Zay):mR(yaz)a mR(xay)sz(ysz)a 60-]132[]91 mR(X,J’):mR(y,Z)-

Ocbunaiiiia, ke3 KenreH x, y, z [J X HyKTeJepiHiH YIUTIrl YUIIH YKCAcThIK
KaThIHACBIHBIH Tpadbl KYNTapbIHBIH THICTUTIK Adpekenepl (YKCacThIK IpadHbIH
JIOFaJiapbl) Keseci 3aHFa OarbIHATBIHBI KOPCETL1. Y1 THICTUIIK JopeKeepiHiH KeM
JeTeHIe eKeyi Oipnel, an YIIiHIIICI oJapFa TeH Hemece achin Tyceai. Ochl 3aHHAH
KeJeci KOPBITBIHABUIAD TiKeNed IbFaabl. Erep aranfaH yIITIKTEri X HYKTeCI y
HYKTeciMeH OailnaHbICKaH 0oJica, OH/a z HYKTEC HE €Kl HYKTeMeH OaillaHbICThI, HE
Oipeyine ne OaitnanpicTel eMec. COHBIMEH KaTap, erep X, v, z HyKTenepi OailaHbICKaH

oonca, mp (x, y) =mgr ( y,x) > (), oHma Ke3 KelreH TepTiHmi Hykte v (cyper.l)
HE OChI HYKTEJIEP/iIH SpKaMChIChIMEH OalaHBICKaH, He OipeyiMeH ¢ OaiaHbICKaH
emec. by 3aHapUTBIK X KMBIHBIHA jKaHa HYKTEJIEep/Il KOCKAaH Ke3/e e Oaikataibl.

bapnbik e3apa OaitnanbickaH X KUBIHBIHAAFbl HYKTEJEp, MbICANbl, X ||
X HyKTeciHIH alHanachblHAa TONTAcaTblH HYKTENEp, YKCACTBIK KaThbIHACHIHBIH
KJIACBIHBIH KYpPaMbIH Kypaiapl. v [] X HYKTECIH €HIi3€ OTBHIPHII, 0J1 OEpUIreH Kiacka
KipMereH >KaF/iaiiia, )KaHa YKCACTBHIK KAaTBIHACHI KJIACHIH KypyFa OoJajbl KoHE
T.0. Hotwkecinae X >KubIHBI €3apa KUbUIBICIANTBIH JKUBIHIAP OOJIBIN TaObUIATHIH
YKCacThIK Kinactapra OemiHeai. Ocblnaiiiia, aqbIHFAaH HOTHXKE KOAIMT1 SKBUBAJICHTTIK
KaTbIHACTHI €HT13T€H Ke3Jerl HOTHXKEre yKcac OOJbIN MIbIFaibl. MyHIarsl OacTsl
AfBIPMaIIBUIBIK — OpOip KJIACTAFbI 3JIEMEHTTEP apachIHIAFbl OalTaHbICTap KOFAPhIIa
NIBIFAPBUIFAH 3aHJBUIBIKKA OaFbITaHBI THICTUTIK JOpEXKeNepl apKblIbl OaraaHabl.
ATanfaH THUICTUIIK A9peXkeNepiH NaianaHy KocIMOPbIHAAPIbIH SKOHOMMKAIIBIK
JKaFIaiJIapbIHBIH YKCACTBIK KAThIHACHI YFBIMBIHA HMKEMIUTIK Oepesl XKoHE OHBI
KOJIJIaHy YIIiH MYMKiHIiKkTep skacaiael (Mukhanov sxone T1.6., 2023; Orazbayev
*oHe T.0., 2015).

[x ] "KUBIHBIH OKBUBAJIEHTTIK KJIACHI PETIH/IE CHIIATTAY, KIACTHIH OKLI PETIHIE
Kail DIEMEHT X, 1i TaHJaFaHbIHbI3Fa KapamacrtaH, Oipaed Oonbin Kamaibel. Anainia,
OWIIBIp SKBUBAIEHTTIK (YKCACTBIK) KAThIHACTAp YIIIH KIACTBIH OKLII PETIHIE X,
5JIEMEHTIH TaHJay OWINBIP JKMBIHJBI aHBIKTalbL. By xubin R rpadeinga x; MeH
YT KYpPalTbIH 3JIEMEHTTIH JKUBIHTBIFBI PETIHJE KapacTbIPbUIAJbl KOHE OJap.bIH
OCBI XKUBIHFA THICTLIIK JOPEKECT M (X, xj) K€ TeH. MyHJaFbl epeKIleiK MbIHAJa:
SKBHUBAJIECHTTIK KATHIHACTBIH OKUIJEp KIACBIHBIH JPTYpPJl 3JIEMEHTTEPIH TaHIay
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AJIEMEHTTEP/IIH KypaMmbl Oipaei, Oipak >KalIbl >KaFdaiaa OChl DJIEMEHTTEPIIH
THICTUTIK Jopekesepi OONBIHINA SPTYPIi OYIIABIP KUBIHIAPIBI TYIBIPAJIBI.

AtanFaH OWIIBIp JKUBIHAAD DKBUBAJCHTTIK KJIaCTaH aWbIPMAIIBUIBIFHI,
YKCACTBIK NPEKIACTapEI JICM aTanajbl. ¥KCACTBIK NMPEKIACTAPBIHBIH CaHbl [x ], [x ]
- OKBHMBAJIEHTTIK KIIACKAa KIPETIH JJIEMEHTTEpP CaHbIHA TeH (KEHOIp YKCaCThIK
npeKJIacTapbl 0ip-0ipiMeH coiikec kenmyi MyMKiH ). Kitactepiik tanaayia JKBUBaJICHTTIK
KaThIHACTAP KJIACHI KJIaCTEpJIep PETiH/IE KapacThIPbLUICa, al OYJIIbIP SKBHUBAJICHTTIK
KaThIHACTAP/BIH TpeKiIacTapbl (YKCACTBIK MpPEKIacTapbl) — OYIIBIP KiacTepiep
ooneim Tabbu1aaBl (Orazbayev xone T.0., 2015; Pedrycz, 2015; Shipley xone T.0.,
2013). DkBUBAJEHTTIK KJIAcTarbl OENTiai Oip AJIeMEeHTTI Xi JKOHE OFaH COMKec
Oyaelp Kiactepai [xi]R Oemin kepcery Oenriii Oip MpaKTHKAIBIK HETi3eMerepre
OaliIaHbICTHI 0OJTYbI MYMKiH. MBICAITBI, OYJI 3JIEMEHT Kap KbUIBIK KYPhUTBIMIIA HAKTHI
Ma3MYH/Ibl UHTEPIPETAIHIFA Ue 00Iybl MYMKIH ().

Bysineip kinacrepiep OWIIbIp KaThIHAC MATPHIIACHI 7 -/1i OEPTeH/Ie, OHBIH JKOJI-
Japbl HeMece OaraHIapbl apKbUTbI aHBIKTAIA B! (9pOip Ko HeMece OaraH Oenrii Oip
OVJIIIBIP KJIaCcTEpre COMKeC Keel).

Bepinaren P akpIpiibl ®KUbIHBL, 071 N 00beKkTiieH Typaabl, P={p', p*,....p"},
MyHJ1a 9p0ip p/ 00BEKTICiHE m-omeM Il KeHicTikTeri (z [JR™) Genrim Oip HaKTHI
HYKTE Z CcoWKec Keneli. bysl KeHICTIK KOCIMOPBIHAAPIBIH KAapXKbl PECypCTapbiH
KJIBINITACTBIPY KOHE Malanany mporecin OeiHeneHTiH Oenriiep KeHICTIr peTiHe
WHTepIpeTanusianambl ().

P KWbIHBIH OWIJBIp KJIACTEPJICPAiH OHTAWIbl CaHBbIHA OYIABIp Oemyi
Ta0y KaxkeT. Ecemke HaKTBUIBIK Oepy YIIiH, Oenriiep KeHICTIriHae k KOochIMIa

A . .
BEKTOpPNIBIK IIaMmanap emrisimemi, y, € R™, i=1,2,...,k, omap KocimopsIHHBIH
Kap KbUIBIK, JKaFIaibIH CUIIATTAWTHIH KJIaCcTEPIEPIiH BEKTOP-IIEHTPOMATAPEI PETIHIE

UHTepIpeTauusiaHaasl. HoTtmxkecinne, My, Y3I1KCi3  allHBIMaJIbLIapbIMEH

CBI3BIKTHIK eMec OaFiapiamanay ecedl Kypbluiabl:

kN Ty .
I=Z;,_Zlmij z _VH - m1{1;1}- (16)
i=l j= Mijfvi
k
Smy=1, j=12,..N, Vi,Vj,m;>0. (17)
i=1
r 1 N zr] .
Vi:szlmijz ) 121,2,...,](, (18)
lemij

1 . . . . . . . . . .
v, - [30eNHeTIH m-oIeM Il KEHICTIKTEr HYKTeNep, KiacTepi OlnaipeTiniep;

m, - Jj-111 0OBEKTIHIH i-1111 KJIACTEpre TUICTIIIK Jopexeci;

@,(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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e . . o J !
Z] Y] H - Rm KCHICTIT1HICT1 MeTpI/IKTl AHBIKTAUTBIH BeKTOpI[bIH z Yy
HOPMACBI.

Ochuraifia, yKcacThlK » = <X, R> eHTi3y KjacTepiiey TallChIpMachlH €Ki
AITOPUTMHIH, SIFHU QJIJIBIH ajia )KOHE HET13r1 KJIacTepiey/liH Ke3eKTeCI KOITaHbLTY bl
ApKBUIBI TIKEJIEH IIenTyre MYMKIHIK Oepesi.

AneIH ana kiaacrepiey anroputmi P ={p!, p?,....p"} 00beKTiIep KUBIHBIHIA
YKCaCTBIK KATHIHACBIH 7  CHTI3y JKOHE OHBIH TPAH3UTHBTUIIK TYHBIKTATYBIH
JKY3€re achlpy apKbUIbl KJAcTepiieyal kyprizyre OarbiTTanraH. COHbIMEH KaTap,
KOCIMOPBIHAAPIBIH KapPKBUIBIK JKaFJalbIH CHUMATTANTBIH Oenriiep MoHaepi Z

={z!, 22,...,Z2"}, BekTopmapel Typaybl JAEpeKTep, TiKeJIeh 7. -Ie KepceTiMece e,
HKOHOMUCT-IKCIIEPTTEPAIH YKCACTHIK Typaslbl KOPBITBIHIBUIAPBIH KaJIBIITACTHIPY
Ke31H/Ie xKaHaMma TypJie eCKepiiei.

1. P oObeKTiNiep )KUBIHBIH/IA YKCACTHIK KATBIHACBIH 7 KYPY:

2. TpaH3UTHUBTLIIK TYHBIKTAIYBIH KY3€T€ aChIPY - YKCACTHIK KATBIHACHIH Ta0y

3. ¥ kiacrtepiey Heri3iHze P KUBIHBIH k SKBUBAICHTTLIIK KJIacTepiepine 6oy
( k caHbBIH TaHIAY KOCIMOPBIHAAPABIH KAPKBUIBIK TaJZay TallCHIPMAChIH Ma3MYH/IbI
€MEC PeCMU TYPJIC TaJJIay HETi31H/Ie JKY3ere achIPbLIAIbI).

4. OpOip k SKBUBAJEHTTUIIK KJIAChl YIIIH 7 YJIABIP YKCACTHIK KaThIHACHI
HEeTi31Hae colfkec OYJIABIp KacTepiiep KUbIHBI aHBIKTANa/bl, KOHE COHBIHAH OCHI
YKUBIHHAH OeNT1Ti O1p OVIIABIP KJIaCTEp TaHAAIAbI, MBICAJIBI, O0BEKTUICPAIH THICTLITIK
TIOpEekKeENePiHiH KOCHIH/IBICHI MaKCHMAIIABl 00NaThiH KinacTep. OchiFaH 0aliIaHbICTHI,
OCBI KJIacTepre op0ip j - i 0OBEKTIHIH THICTUTIK Aopekenepi m, OexiTineni.

5. KocimopelHIapAblH KapKbUIBIK —JKaFJaiblH CHUIATTANUTBIH  Oenriiep
MOHJIEPiHIH Z BEKTOpJIaphl kKoHE dpOip OOBEKTIHIH p, THICTUIIK Adpekenepi m,

.. o ro .
Herisinae (18) KaTblHACBIH NaijanaHa OTBIPBI, KIACTEP  y;, i=1,2,...k.

OPTaNBIKTAPBIHBIH HYKTEJIEP] aHBIKTAJIaIbI.
Keneci Heri3ri knacrepiey alroputMi 3 KaJaMHaH TYPaJbl.
1. Benrim m, MoHzepi OoitpiamIa (i=1,2,....k; j=1,2,...,N) dopmynansr (18)
r .
-1l malijajgana OTBIPBIIL, OPTANIBIKTap/Ibl aHBIKTAY KaXkeTy, [ = 1,2,....k.. Urepa-
IVSUTBIK TIPOIIeCTi OacTaraH Ke3ze Oyl KajaM ajiblH ajla KJIacTepiiey ajJrOpUTMiHIH

r .
OeciHI KagaMbIMEH (OPTAIBIKTapIbl AHBIKTAYMEH v?, l=1,2,...,k) colikec

KeJei.

2. 9pbip p/ obwekrici ymiH (f =1,2,...,N) popMyaHbl Al JaIaHbIT AHBIKTAY
KaXer.

Hoatunxenep :koHe o1apAbI TATKbLIAY

TuicTimik  QyHKUMSUIApBIH — alABIH  aja  KaJbINTACTHIPYIBIH  JKOHE
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OJIapABIH HETI3IHJEe KJIACTepJCy/iH YCBHIHBUIFAH 9iCTeMeci caiajap OoWbIHIIA
KOCIMOPBIHAAPBIH KAPXKBUIBIK JKaFdalblH CHIATTauThIH (19) mepexTepiH alibIk
YATiCi apKBLIBI TEKCEpiiai (cypert 2, 3).

DKCIePUMEHTTIK3epTTeyIep 3 S MHANKATOPMEH CHIIATTATIFaH IPEIICACHTTEP T H
OVJIBIHFBIP KJIACTEPJICHYIHEH JKOHE KEeHIHHEH ajIbIHFaH KJIACTePJICP/IiH KYPhLUIBIMBIH
KOCIMOPBIHHBIH KAJIBINTHI/0aHKPOTTHIKKA JACHIHT1 KAapXKBUIBIK JKaFJaWbIHBIH €Ki
KJIAQChIH CHUMNATTAWTBIH HAKThl JCPEKTEPMEH CaJbICTBIPYJaH Typiabl. byn Tacin
OVJIBIHFBIP JIOTHKA TEOPHUSChIHA HETI3CNITeH OMICTEMEHIH THIMILIITiH OaranayFa
YKoHE OAHKPOTTBIKTBIH aJIJIbIH-aJ1a 00JDKaMIAPBIHBIH JQJIITIH TEKCEPYTre MYMKIHIIK
oepi.

1 1
mi = i= 1,...,k,j = 1,...,N 9)

r. r\2k 1
J
(Z _Vi) 2ir U Hz av,

i=1
‘ ,V'H H H

OHBIH KJIaCTepJIepre THICTIIIK JopeKeci m, (=1,2,....k; j=1,2,...,N).
m,; KYHIBUIBIKTAPBIH €CTE CAKTaHBI3.
3. Erep OapIIbIK m, YHJIH HIapT OpBIHIAJICA

5(m,-,-,m'l-j)§8, (20)
Omnpa npoiiecci TOKTaTy KaxerT.
Kepicinmre »xarmaiina 1 Kkagamra opainy Kepek.

BC BD BE BF BG BH BI BJ BK BL BM BN

@ ©.5 ©.50 ©.25 ©.50 ©.50 1.8 1.80 ©.75 1.80 ©.75 ©.00 0.5
1 0.0 ©.60 ©.60 ©.56 ©.75 ©.75 1.e8 ©.75 ©.ee ©.75 ©.75 1.ee
2 1.8 1.ee ©.75 ©.25 1.8 ©.50 ©.75 1.0 ©.50 ©.50 ©.75 ©.75
3 1.8 ©.25 ©.25 1.06 1.0 ©.25 1.0 1.0 ©.75 ©.75 0.0 ©.25
4 e.0 e.ee ©.75 ©.50 ©.e@ ©.50 ©.25 ©.75 1.0 1.e0 1.ee 0.75
0 Oy KociOPHIHHBIH 0aHKPOTTHIKKA YIIIBIPAY BIKTHMAIBIFEI KOFAPHI...
1 Oy KaCIMOPEIHHBIH OAHKPOTTHIKKA YIIBIpAy BIKTHMAJLIBIFBI KOFapHL...
2 OaHKpOT
3 OYII KoCIOPHIHHBIH 0aHKPOTTHIKKA YINBIPAY BIKTHMAIIBIFBI KOFapHI...
4 0aHKpOT

Cyp. 2. KapKBUIBIK KOPCETKIIITEP KECTECIHIH YHBIMIACTHIPBLTYBI
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BC BD BE BF BG BH Bl B BK BL BV BN BO BP BQ BR BS BT BU BV B
05 0,5 0,25 05 05 1 1 0,75 1 0,75 o 05 0 Gy’T KeCIMOPLINILIT GAIKPOTILIKKA YIILIPAY LIKTHMATILIILT AKOTAPLT
o o o 05 075 075 1 0.75 o 0.75 0.75 1 0 Gyt KeCIUIOPBIHHbIH GAHKPO I1bIKK YIUBIPAY bLKIHMALLbL bl AKOEADbL
1 1 0,75 0,25 1 05 0,75 1 05 05 0,75 0,75 0 Gamkpor
1 0,25 0,25 1 1 025 1 1 0,75 0,75 o 025 1 61 KeCIiMOPBIHHEIH GAHKPOTTBIKKA YIIBIPAY BIKTHMALIBIFEI KOFaph
&} [} 0,75 05 0 05 0,25 0.7 1 1 1 0,5 1 GamkpoT
o 1 1 05 1 1 0,25 o 0,75 0,25 0,75 05 1 Gy KeCiTOPLIMILI GANKPOTILIKKA YIILIPAY LIKTHMALILITLT JKOTapLL
0.75 1 0.25 0.75 1 05 1 0.5 0.25 0.75 1 o 0 Gauxpor
0,75 0,25 05 0,75 075 05 0,25 0,75 05 05 o 0,75 1 Gamkpor
0,75 0,5 1 0,25 05 025 05 1 1 1 0,75 025 0 61 KeCiMOPBIHHbIN GaHKPOTTEIKKA YIIEIPAY BIKTHMALIBIFET KOFAPEI
0.5 075 0,75 0,75 1 1 0,45 0.5 [} 05 1 05 () By KACITOPHHHATH BAHKPOTTRIKKA YITRIPAY RIKTHMATTRIFRT TOMEH
05 0,25 1 0,25 0,25 1 0,25 0,75 0,5 0,25 0,75 0,75 0 Gamkpor
1 0.75 1 05 025 025 0.5 0.25 0.5 0.5 0.25 05 0 Gyt KeCIlIOPbIHHbIH GAHKPO I1bIKK YIUBIPAY bLKIHMALLbLE bl AKOEAPbL

05 05 1 0,75 1 05 0,75 025 1 0,75 o o5 1 6y K2CIMOPEIHHEIH GAHKPOTIBIKKA YIIBIPAY EIKTHMALIBIFBI JKOFAPhI
0,75 0,75 05 0,75 1 025 0,25 0,25 1 1 1 o 0 GamkpoT
o 0.5 0.5 1 1 o 0.75 0.75 1 0.75 0.25 1 1 GaHKpOT
o 1 0,25 05 0,75 2 1 0,25 05 0,75 o 1 0 Gy KOCIIOPLIHHEIN GAHKPOTIEIKKA YIIEIPAY BIKTHMALIBIFEL JKOFAPEL
05 0,5 [ 05 025 0325 o 0,25 o 05 1 0,75 1 6Y1 KeCiMOPBIHHEIH GAHKPOTTBIKKA YITBIPAY BIKTHMALIBIFEI KOFaphl
o 05 1 05 075 1 1 o 025 o 0,75 o 1 Gamkpor
05 0,25 05 0,25 1 o 05 1 1 0,75 1 0,75 0 Gy KecilIOPBIHHBIN GAHKPOTIBIKKA YIIBIPAY BIKTHMALIBIFEI FKOFAPBI
0.5 1 0.75 0.25 075 025 1 0.25 0.5 1 0.75 [5} 1 OY1 KaCilOPBIHHEIH GAHKPOTTBIKKA YIIBIPAY BIKTHMALIBIFEI TOMH

Cyp. 3. KapKbUIBIK KOPCETKIIITEP KECTECIHIH KYPBUIBIMBI

MyraniMHIH HaKThl KaJIbIITHl HeMece OaHKPOTTHIKKA JCHIHTI KapKBUIBIK
XKaFaaiaapra KaTbICThl HycKayJsapsl 11 Herisri napamerp TypiHAe YChIHBULABI (CypeT
4). byn mapamerpiep Kap:KbUIBIK TYPaKTBUIBIK, ©TIMIUIIK, aKTUBTEpIi Oackapy
TUIMJLIIT, peHTadenbaik Kod(pPHUIUEHTTEpl, Kapbl3 XXYKTeMeci *koHe Oacka Ja
KepCceTKImTepai KaMThlIbl. OChl MHAMKATOPIApP OAHKPOTTHIKTHIH BIKTUMAJBIFbIH
Oaranay/a MIENIyIIi pesl aTKap/bl XKoHE KJIacTepIieyIiH THIMALIITIH XKaKcapTy YIIiH
KOJITaHbUI/IBI.

Cyper 4 OYJIBIHFBIp JIOTMKaFa HETI3JENTeH 9liCTeMEHIH OaHKPOTTHIKTHIH
LIBIHAMBI IepEeKTepIMEeH ColKec Kelly AQJIIriHe Kanail acep eTeTiHiH kepcereai. byn
3epTTey OapbIChIH/A MHIUKATOPJAp CaHBIHBIH ©3repyl 9ICTEMEHIH CEHIMIUIIriHe
Kajmail bIKnan eTeTiHi Oaramanzbl. HoTmxkenep kepceTkeHaeH, OaHKPOTTBHIKTHI
OoipKay AQMIrT KOJIAaHBUIATBIH MHAWKATOPJIAp CaHBIHBIH ©CYIMEH apTajibl, anaiia
Oenrini Oip IIEKKe KeTKEHJE apThIK IapaMeTpliepli KOCy HOTHXKEHIH alTapibIKTai
KaKcapybIHa OKEIMEH/II.

TanyapIH CEHIMIUTITIH aHBIKTAy 9JIiCI IYphIC OODKaMIApbIH CaHbIH, SIFHU
OAaHKPOTTBHIKTBIH HAaKThl OaKbLJIAHATBIH KJIACTapbIMEH COMKEC KEeJeTiH jKayarrap
CaHbIH €CENTeyre >KOHE MXHUUIIK KOpCETKIIliH aHbIKTayFa Heri3aeireH. bynm Tocin
KJIaCcTepJiey HOTIKENEpiHIH OOBEeKTHBTUIIrH Oaranayra, COHJai-aK oIICTEMEHIH
JOCTYPIl CTATUCTUKAIBIK 9IICTEPMEH CaJIBICThIPFaHAa KaHIIAJIBIKTBI THIMJII €KEHIH
KepceTyre MyMKIiH/IIK Oep/i.

DKCIIEpUMEHTTIK 3epTTeyiep OapbIChIHAAa HEHPOHBIK >KeJliep >koHe Oacka
Jla MAIIMHAJIBIK OKBITY O/ICTEPIMEH CaJBICTBIPY KYPri3uiii. ByiasIHFBIp snoTrHKara
HET13/1ereH 9ICTEeMEHIH OaHKPOTTBHIKTHI OOJDKAyNaFbl QI MAIIHMHAIBIK OKBITY
o/licTepiMEH CallbICTBIPFaHAa aWTapibIKTaill JKOFapbl OOJIFaH JKOK, OipaK OHBIH
UHTEpIpeTalusIayFa bIHFaiIbl O0TyBl )KOHE capanTaMaiblK Oarasayiapabl Koca amy
MYMKIHJIT1 OHBI Kap>KbUIBIK TaJIAy YIIIH THIM/I Kypasl eTel.

Ocpbunaiiiia, 5KCIePUMEHTTIK 3epTTeyJiep OYJIBIHFBIP KJIacTepiey HeTi3iHerl
oficTeMEeHIH OAaHKPOTTHIKTHIH BIKTUMAJIBIFBIH OaFanayaarel THIMJILTITIH T9eNel,
COHJIali-aK KapKbUIBIK KOPCETKIIITEPAl TaJlayAa capanTaMalbIK TOCLIII KOJIaHY IbIH
apTHIKIIBUIBIKTAPbIH KepceTTi. byt of1ic Kap KbUIbIK O0JIKay JKyHenepiH )KeTUIIIpy AiH
MEPCIEKTUBAIIBI OaFBITHI PETIHIE KAPACThIPBLIYbl MYMKIH:
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p=2,

21
~ 21)

N, — KnacTepre yphIC JKaTKbI3bUIFAHIAPBIH CaHbl, N — €Ki KIacTepIin
OipeyiHe KaTKbI3bUIFaHIap IbIH JKaJIbl CAaHBI.

x1 |Afimar canaceingafel Gacenenectic genredi
%2 | PErNOHABSI CAABAGI TIVEREAASHAIH W OFLIBABHYE

%3 | HBE-AF KACINOPBIA AyMBIC ICTEATIN CBNEHDI YABCT.
x4 | AfiMaKTaF: SHOHOMHKBALIK KAFLAH

x5 | AfiMBKTEIK Hi3HE MAKDOIKOHOMHKBALK T3YeReAnepain scepi.
%6 _|Hecue TApHXBIHEH CANACk (6oayh/6onmayn)

KacinopbiHHaH BNKHIAH KPEAUTTED (Kapbl caHb

|
|_x8 |Henin.
|_x9 |AfiMaKTars KaCiNOPIHHbIM KEISMET ETY MED3imi

| %10 |Konma-koa #a6A5IKTEE NADKIHIH KOXpEHLMENTI

OpHATHIAFGH %A BAbIKTAD NAPKIHIK KOSMOMUMEHTI

%12 | HaBABKTE HYKTEY KAPKHIHOIALIL KOMGHLMENT] REG AlMaRTIK Wake Cananpik, epexwenixrepal Garanay.
| ¥13 | HOCNSDALH ODBHABAY KOMPRUMEHTI (AANGI SHiM CofitiHwa KREDIT _|Hecwenix Garanay
%14 |Cana BofibiHwa KaCinopLibiH OPTAWE CATLINGTLH KebikTepin Bafanay. THE TexHmKanbiy, mapakTaHgsipyas Garanay
|_X15 | HEANE WhiFBPbIALIMAGFL! HEHE BHIMHIH (KbiSMETTIH) Y1EC ERNMEFH MARKET |Hapeakruik, aneyerri Basanay
K16 | EHIMHIH{KbIIMETTIH)B3IHAIH RYHBIHAGFL |DI METHISYWIHIH yieci STAFF Hagpwis, KamTamace:s ety canace
%17 |BHimaj caTyAsH Tycken TyciMaeri ipi CaTein ayuibikblH yaeci -
PSICH HaCinopsiHar MOPanbLK-NCHKONOTHANLIK, axyanay Baranay
%18 |En enbekke kabineTri mane BiniKTI NEPCOHBNALIH YIEC CAAMETH
E KafpNapMeH KEMTEMACH3 ETYAIH %3Nkl KOMPHHUAERT ABILITY _|@rimainicri Garanay
| x20 |Hacinopsin KeismeTkepazpiHik BinikTialx gerrefi TURN _|Aituansin cepcerxiuwrepin Garanay
%21 | BIAIKTIAIKTIH BCY MHAEKC FINN Hapoinoik TypakToinbiTel Baranay
| 22 |Kapits MEHERMERT] CBNBCHHABTI KBOD RYDamMbinbiH BlnikTinir 25 25 HApHBIAGIK TYPAKTHUIBIKTEIH MHTErpanLK kepeeTkiwi
%23 | Alisansim KOIPELMEHT] 235 aHHbIMaNbINGp
| %24 |Hefmurin kepi iospouuneni 35 KapMINGIK TYPAKTHUNGIKTIH HHTErpangeik HapceTkiwi
%25 | AFbiMaafel BTIMAIAIK KOSPUUMEHT] [
%26 | MeHwikTi afinansim KBPBRETHMEN HAMTBMACHS ETY KOIPDMUMEHTI
| %27 |AefuTopneik Gepewek aiHankimsl Ke3eH!
| x28 |Kpeammopatk Gepewek ailnanbimb Keseri
%20 |Bepewek BAHENLIME KEIEHASDIHIH KETHHICH!
| %30 |DafibiH 6HiM KBNALKTSDbHaIH 3AH3NbIM KE3EHI |
| x31 |Kapmounin Geacenninin kosdduumenTi
| %32 |Kapmbinbik TIVEACIIAIK KOSPHUUMEHTI.
¥33 | MaTepHanabih KoOpAapasl 63 K3 PEMaTEIMEH HEMTEMACHS ETY KOPHUEHTI]
w34 | Wanne inik
#35 |CaTyawH RipicTinin kozpduunenTi,

Cyp. 4 . Kapoxsl sxarnainapbiabiy 1798 MplcaiblHaH TYpaThIH OKY KUBIHBIH 6 caa OoibIHIIA 06Ty IiH CXeMachl.
by cxema kepceTkiluTep KeHicTiriHAe KiacTepiiey MeH 2 JKarJaif/ibl CUIIATTAiThIH TAaHBUIATBIH HapaMeTpIIepai

KY3€re achIpy/ibl KAMTH/BIL.
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Cyp. 5. lamy omicremeci OoMbIHIITA KYPBUIFaH KIACTEPIEPIiH KOHE OAaHKPOTTHIKTHIH HAKTHI IEPEKTEPIHIH
COMKeCTIK AQMIITiHE TOYeNIUTIrt
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JlambIFaH ojicTeMe OOWBIHINIA KiacTepiepre  JKaTKbI3y Camachl OKBITY
JKUBIHBIHBIH KOJIEMIHE  alTapibIKTall TOyelal C€KEHIH KOpCeTell >KOHE MONIiK
JeHreiiepi  OOWBIHIIA KOCIMOPBIHAAPABIH  Kap)KbUIBIK —KaFIalblH  OoJDKayaa
HEHPOHJIBIK JKENll OJICTepi MEH aJTOPUTMIIIK JUXOTOMUSJIAPMEH CaIBICTBIPYFa
OoJIabl.

HelpoHapIK KeNMUTK TOCUIAEPMEH CaJbICTBIPFaHIa KYHAl TaHy THIMIUTIITIH
TEKCepY YIIIH KIIACCHKAJIBIK KO Ka0aTThI MEPIENTPOH apXuTeKTypachiH (Multilayer
perceptron, MLP) kongaHy apKbUTBI SKCIIEPUMEHT XKYPri3iiai. Moemnb e coifkeciHie
64 >xoHe 32 HEWpOHHAH TYPATHIH €Ki JKAaCBIPBIH KabaT KOJIAHBUIIKI, OCJICEHIIPY
¢byukmusacel-ReLU, HIbirpic Kabatbl - curmouarbl. OKBITY binary cross-entropy
x)oranty ¢ynkmusaceiMen 100 racelp Ooiibl Adam anrOpuTMiH KOJJIaHA OTBIPHII
Kyprizunai. OKBITY JKOHE TECTUICY JEPEKTepl aHBIK eMeC dJicTeMeeriae OOoabl:
SKOHOMHUKAHBIH 6 cajlaChlH KAMTUTBIH KOCITTOPBIHIAPIBIH KA KbIIBIK JKaFJalibIHBIH
1798 mpeneneHTiHiy yJirici, opOip ka3zbanga 35 KadbllKa KENTIPUITEH KapKbUIBIK
oenrinep 6oaabl. OKBITY JK0HE TecTiney yaruiepine 6emy 80/20 mpomopuusiChIHIA
JKY3€ere achIpbUIJIBI.

Hotmwxkenep MLP «Hopmay / «0aHKpPOTTHIKY KYHJIEpiH kKikTey ke3inme 91,2
% IonaikKe >KeTKeHIH KepceTTi. THICTINIK QyHKUUIApbIH KalbIITACTHIPYFa JKOHE
KeHIHHEH OWJIBIHFBIP KJIacTepJieyre HETI3JCNITeH YCBIHBUIFAH OJIC THIMIUTIKTIH
caJBICTBIpMaIIBl JIeHreliH kepceTeTiH 89,4 % mommikke xetti. COHBIMEH Katap,
VCHIHBIIFAH OICTEME MAaHBI3/IbI aPTHIKIIBUIBIKTApFa HWe: JEePEKTEePIiH TOJIBIK
YCTOMYMBCTITIHE  TO3IMAUINK, THICTUTIKTIH  CEMAaHTHKAIBIK  (QYHKIHSJIAPBIH
KJIBINTAaCTBIPYFa CcapaniibiapAblH KaThICybl €Ce0IHeH MEeNIMAEPIiH TYCIHIIpiyi,
COH/Taii-aKopTYpJli capanTaMallbIK clieHapuiiepre Oeimaeny MyMKiHiTi. Ocbutaifina,
MLP TUNTIK apXUTEKTYpaChIMEH CaTBICTBIPY OVJIBIHFBIP JIOTUKaFa HET13/eNTeH dJTiC
KOCITIOPBIHIAPIBIH KAP)KBUIBIK TYPAKTBUIBIFBIH O00Kay MIHIETTEPiHIAE HEHPOHIBIK
JKEJTUTIK TOCIIIEpMEH 0ocekere KabiJIeTTi IETeH KOPBIThIHIBIFA KEIeIi.

KopbITbIHABI

OpOip oNeMIIK KapiKbl JaFapbIChl KONITETeH eaepie OaHKPOTTHIK CAaHBIHBIH
apTyblHa OKenenmi, Oy OCBl KJIacCTaFbl OKWUFalapibl OOJhKay KypaslIapbIHBIH
CEHIMJIIJIITIH apTTBIPY MEH opTapanTaHAbIPyFa JETeH KbI3bIFYIIBIIBIKTHI KYIICHTE/I.
Kocinmopberaaap1bIH KapKbUTBIK YKaFTalibIHBIH OCNTICI3Iiri MOCENIeCiH TepEH 3epTTey,
OWI KYOBUIBICTBIH KOIKBIPJIBIIBIFBIH KOPCETEIl JKOHE HEri3ri AKOHOMHUKAJIBIK
caHaTTap MEH Ka3ipri 3aMaHFbl MaTeMAaTHKAJBIK YJTLIEpre HETI3ACNITeH omicTep i
KOJIIaHY KOKETTUTITH alKbIHIaHTbI.

Kap KbUTBIK skaF1aii 16l TaJI1ay MeH 00JDKay/1a BIKTUMAJIIBIK MAaTeMaTHKAHbIH,
OVJIBIHFBIP JIOTHKA MEH CTAaTUCTHUKAJIBIK OMICTEPIiH KEIICHNI TYPAC KOJJTaHBLIYbBI
JKOFaphl JONJIIKTI HOTHDKENIEpPre KOJ JKeTKi3yre MyMKiHmiK Oepemi. by Tocin
9KOHOMUKAJIBIK OENTiCI3MIKTEP/Il, aKmapaTThlH TOJBIK EMECTITIH KoHE Kap>KbUIBIK
KOPCETKIIMTEPAIH O3TrePMENUIriH €CKepe OTBIPHIN, IOIIpPEeK Tajjay Kacayra
MYMKIHJIIK Oepe/i.

3eprTey OapbIChIHAA Kap>KbUIBIK WHIUKATOPJIAP KEHICTITIHAE THECUILTIK
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(bYHKIHSITIAPBIH CHHTE3/ICY )KOHE KJIACTEPIICY TPOIE Ty PACHIH KAMTHTHIH KaHAIICTEME
o3ipneHai. by omicreMe OYJIBIHFBIP JIOTHKAHBIH KJIACCUKANBIK aPTHIKIIBUIBIKTAPBIH
iCKe achIpyFa MYMKIHJIIK Oepe/i skKoHe OHbI OAHKPOTTHIKTHI 00JDKAay MEH Kap KbLIBIK
YKaFIaiipl 0araay KypaaaapbIiHbIH Oipl peTiHAe KapacThIpyFa 00Jabl.

Y CBIHBUIFAH TOCLT Kapama-KaWIbl, TOJIBIK €MeC JEPEKTep MEH Oenrici3mik
(hakTOpIaphl KaraalblHIa KaHAFaTTaHAPJIBIK HOTHXKENIEp allyFa MYMKIHIIK Oepe/i.
CoHbIMEH KaTap, capamnmibLIapablH TOKIPUOESCIH ecerKe aja OTBHIPHIN, OV i
WHTYUTHBTI TYPJIe TYCIHIKTI )KOHE KOJI/IaHyFa bIHFAMIIbI KypaJiFa aifHasa bl

3epTTey HOTIKENEpl KOpCeTKeH/eH, OYJIBIHFBIp JIOTHKaFa HETI3IeNTeH
Tangay dMICTeMEeCi IOCTYPIIi CTATUCTUKAJIBIK TOCIIIEPMEH CaJIbICTBIPFaH A JKOFaphI
TONJIIKKE M€ YKOHE IIEeNNM KaOblUTaay a UKEMIUTIKTI apTThIpyFa MYMKIHAIK Oepei.
by omicreme KapKbUIBIK JAMArHOCTHKA, OM3HEC-aHAIUTHKA >KOHE CTPATETHSIIBIK
ocrapiay cajalapblHa KOJJAaHyFa >Kapam[ibl, COHAAW-aK KOCIOPBIHIAPIbIH
OaHKPOTTHIK KayTiH Oarajay YIIiH THIMII Kypas 0oJia ajaaipl.

Annarel 3epTTeylieplie dICTeMEHIH 0acka MaTeMaTHUKAIBIK MOICIbICPMEH
YHIECIMAITITIH  apTThIPy, COHJAl-aKk JIMHAMUKAIBIK HAPBIKTHIK KaFaaiiapra
OeiliMaey MocenenepiH KapacThIpy IEepCIeKTHUBAIbl OarbITTapAbIH Oipi  OOJBII
TaOBLUIAIBI.
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Abstract. This work presents the development of an onboard control complex
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(OBC) for CubeSat-class nanosatellites with emphasis on energy safety, verifiability,
and fault tolerance. The architecture follows a “space—ground” functional split: on
board, deterministic protections (threshold/hysteresis), state-of-charge (SoC) estima-
tion via an Extended Kalman Filter, and a schedule executor run on an STM32H743
microcontroller supported by an external watchdog timer; on the ground, energy-bal-
ance forecasting and schedule optimization account for illumination and communica-
tion windows. The sensor suite leverages accessible COTS components (IMU, mag-
netometer, barometer), while attitude estimation combines point solutions (TRIAD/
QUEST) with recursive refinement (MEKF/EKF). A two-tier storage subsystem-QS-
PI-NAND for critical logs and SD via SDIO for bulk telemetry-prioritizes writes
and remains robust under power shortfalls. Bench tests confirmed the correctness
of the start-up state machine, stable sensor I/O, and preservation of the “black box”
under energy deficit. Planned next steps include finalizing the firmware, introducing a
lightweight Al layer (primarily groundside), extended climatic/vibrodynamic and re-
liability testing, and cybersecurity hardening. The resulting platform provides a basis
for practical deployment in 1U-3U missions with stringent mass and power budgets.
Keywords: nanosatellite, onboard control complex, attitude and navigation
system, inertial-magnetic navigation, attitude estimation, microcontrollers, energy
efficiency and power management
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Annoranus. JKymeic CubeSat opmarbiHa apHaIFaH OOPTTHIK OacKapy Ke-
meHiH (bBK) a3ipneyre apHanFaH »)oHE dHEPTreTUKAIBIK KayilcCi3IiK, BepHUpUKaIIH-
SUTAHFBIIITHIK TICH aKayFa TO3IMIUTIKKE OachIMABIK Oepeli. ApXuUTeKTypa «0opT—
x)ep» QyHKOUsUTapbiH 06y KaFuJaaThIHA HETI3/IeNTeH: OOpPTTa MEKTI/THCTEPE3UCTIK
KOpFaHbICTap, KeHeHTireH KaniMan cy3rici HeTi31Haer1 akKyMYJISITOPBIH 3apsITany
nopexecin (SoC) Oaramay xoHe STM32H743 MUKPOKOHTPOJUIEPIHNIE CBHIPTKBI
«watchdog»-TaiimepMeH OpBIHJANATBIH JKOCTApJap 1CKE achIpbUIFaH; >KepJeri
KOHTYpAa >KapblKTaHy MeH OaillaHbIC TepeseNepiH eCcKepe OTBIPBIN, SHEprus
OanmaHCBhIH OOJDKay KOHE KOcmapiiapbl OHTaWIaHABIPY opbiHAananbl. CeHCOPIIBIK
koHTyp KomxeTimai COTS-kommnonentrepine (IMU, marnutromerp, Oapomerp)
HeriznenreH, an 6argap bl 0aranay TRIAD/QUEST cusikTbl HyKTEIIK aaropuTMACP/Ii
MEKF/EKF pexypcHuBTi oicTepiMeH YITacThipasl. Eki TeHreii 1epekTep cakray
KocaJikpl Jkyieci (cbrau sxypHamaap ymin QSPI-NAND jxoHe skanmail TeneMeTpus
yurin SDIO apkbutel SD) skazynapabl OachIMABIKIEH JKYPTi3y/li JKOHE DHEPTHUS
TaIIbUIBIFBl K€31H/I€ OPHBIKTBUIBIKTEI KaMTaMachl3 eTelli. CTeHATIK ChIHAKTap icKe
KOCY aBTOMATBIHBIH AYPBICTHIFbIH, TaTYMKTEPMEH TYPAKThI AIMACYIbI )KOHE SHEPTus
TaIIBUIBIFBI JKaFIalbIHIa «Kapa KOIIIKTIH» CaKTamyblH pacTaasl. COHBIMEH KaTtap,
MUKpoOar/apiaMaHbl asKray, >KeHUT >acaHJbl WHTEIJIEKT KaOaThlH (HEri3iHeH
KepJeri jKarblHJla) €HTri3y, KEHEHTUIreH KIMMaTTBhIK-BUOPOJUHAMUKAIBIK >KOHE
CEHIMJIUIIK CBIHAKTaphl, COHJal-aK KHUOEpKayilci3AiK MIapanapbl >KOCHapiIaHbII
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oTbIp. ¥ ChIHBUIFAH MIaT(opMa Macca jK9He SHeprus OropkeTi KaTay mekreiareH 1U-
3U MuccusiiapbIHia TPAKTUKAIBIK KOJIaHyFa HET13 KalaiIbl.

Tyiiin ce3aep: HAHOCIYTHUK, OOPTTHIK Oackapy KelleHi, Oarmapiay >KoHe
HaBUTAlMS OJKYHeci, WHepUUalIbl-MarHUTTIK HaBuUranus, Oargapasl Oaranay,
MUKPOKOHTPOJUIEPIIEP, SHEPTUs TUIMALIIT )KOHE SHEPTUSHBI OacKapy
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AnHoTtanusi. Pabota mocsmieHa pa3zpaboTke OOpTOBOrO KOMILIEKCA
ympasiaenuss (bKY) nmns nanocmytHukoB ¢(opmara CubeSat ¢ akieHToOM Ha
SHEPreTHUecKyl0 0e30MacHOCTh, BEepUPUIIUPYEMOCTh M OTKa30yCTOMYUBOCTD.
[IpennoxxeHa apxXuTeKTypa ¢ pasleieHueM (QYHKIMH MEXITy OOPTOM U Ha3eMHBIM
KOHTYpPOM: Ha OOpTY pean30BaHbl I€TEPMUHUPOBAHHBIEC MEXaHU3MBbI 3aLITUTHI (TOPOT/
THCTEPE3NC), OLIEHKA CTENICHH 3apsXKEHHOCTH aKKYMYJISITOPa Ha OCHOBE PACIIMPEHHOTO
¢unpTpa Kanmana n uciosTHUTE b pacliicaHuii Ha MUKpoKoHTposutepe STM32H743
C BHEIIHUM CTOPOKEBBIM TaiiMepoM; Ha 3eMJIe - IPOTHO3 SHEPTEeTHUECKOro OaaHca
Y ONTHUMM3AIMS PACIUCAHUN C yYETOM OCBEIIEHHOCTU U OKOH CBs3H. CEHCOPHBIN
KOHTYp moctpoeH Ha pgocTtymHbiXx COTS-kommonentax (IMU, marnutomerp,
OapoMeTp), a OIlCHKAa OPHEHTAIlMK KOMOMHHpYET ToueuyHbie anroputMmbl (TRIAD/
QUEST) ¢ pexypcuabiM yTounenneM (MEKF/EKF). J/IByxypoBHeBas mojcuctema
xpaneHus (QSPI-NAND s kputuwdeckux xypHamoB U SD mo SDIO s
MacCCUBHOM TeleMeTpUn) MOIAEPKUBACT MPUOPUTU3AIIMIO 3aMUCeN U YCTOWYHBOCTD
K DHEpreTHYecKuM npocaakam. CTeHI0BbIE HCTIBITAHUS TOATBEPAIN KOPPEKTHOCTh
KOHEYHOTO aBTOMaTa 3amycka, CTa0WJIbHBI OOMEH C JaTYMKaMHU U COXPAaHHOCTh
«4€pHOTrOo SAMMKay npu Aepuiure sHeprur. OOCy)Aar0TCs MIaHUpPyeMble IIard 1o
3aBEepUICHHUIO MPOIIUBKH, BHeApeHuto nérkoit MM-npocnoiiku (MpeumyniecTBEHHO
HAa Ha3eMHOW CTOpPOHE), PpACHIMPEHHBIM KIMMAaTO-BUOPOJUHAMHYECKUM U
HaJEKHOCTHBIM TecTaM, a Takke kubepoezonacHocTu. [IpeacraBnennas miatdopma
(dbopMupyeT OCHOBY 1711 ITpakTU4eckoro npuMeHeHus B muccusix 1U-3U ¢ xEcTkumu
OTPaHUYEHUSIMU 110 Macce U YHEprodanancy.

KitoueBble c10Ba: HAHOCITYTHUK, OOPTOBOM KOMILJIEKC YIPaBICHUS, CUCTE-
Ma OpUEHTAIIMH U HaBUTAIllUU, HHEPIIUATbHO-MarHUTHAS HABUTAIIMA, OIICHKA OPHEH-
Talllu, MUKPOKOHTPOJUIEPHI, 3HEProd(h(HEKTUBHOCTD U YIIPaBICHUE YHEPTHEH

Jasi umtupoBanmsi: T. bopan6aesa, T'.K. Cepraszun, E.C. Hypruzar, K.b.
barutoBa, T. nues. Pa3paboTka u crenaoBas Bepudukaiusi 60pToBOro KOMILIEKca
yOpaBleHUsl s HAHOCHYTHUKOB ¢opMarta cubesat//MexIyHapOAHBIN KypHaT
MH(GOPMALIMOHHBIX U KOMMYHUKaMOHHBIX TexHonoruid. 2025. T. 6. No. 23. Ctp.
136—-152. (Ha pycc.). https://doi.org/10.54309/1JICT.2025.24.4.008.
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BBenenune

3a nocnenuue aBa gecstunetus popmar CubeSat cTan ogHUM U3 KITFOYEBBIX
JpaiiBEepOB  «JIEMOKpATH3alUN» KOCMHUYECKOW JIeATEIbHOCTU: CTaHIapTU3alUs
MEXaHUKH U UHTep(hencoB, yACUIEBICHHE MHUKPODIEKTPOHUKH W pacUIMpeHue
JocTynma K IyckaM TMo3Boiwiau yHuBepcutetam, HUUM u TexHomorumueckum
KOMIaHUSIM pealn30BbIBaTh HAyYHbIE U MPUKIAJIHBIE MUCCUU B C)KAaTble CPOKH U C
ymepennbiMu Oromketamu (Poghosyan et al., 2017; Liddle et al., 2020; Nieto-Peroy
et al., 2019). Ilpu >ToM cnenuduyeckre (HaKTOPbl HU3KHUX OKOJO3EMHBIX OPOUT
(LEO) - HeOqHOPOIHOCTH M BapHAIMH IIOTHOCTU TEPMOC(EPDI, a9POAMHAMUYECKUE
BO3MYILIEHHUS, TPABUTALMOHHBIE W MAarHUTHBIE TOJNSA - (POPMHUPYIOT MOBBIIICHHBIE
YTJIOBBIE yCKOPEHUS U, KaK CIIEICTBHE, COKPAILIEHHBIN CPOK AKTUBHOTO CYIIIECTBOBAHUS
ManbIx Kocmuueckux ammapatoB (KA) mo cpaBHeHuio ¢ ammapatamu OOJBIIOTO
kiacca (Belokonov et al., 2018). MacmtabupoBaH#e Yrciia 3aIyCKOB M TIEPEX0/T K CO-
3BE3MSIM YCHIIMBAIOT TPEOOBAHUS K MPEACKA3yEMOCTH SHEPTETUKH, YCTOMUNBOCTH K
0TKa3aM U MPOBEPSIEMOCTH KPUTHUECKHX (YHKIUN OOPTOBOIl ammapaTypsl ykKe Ha
JTanax MpoeKTUPOBAHUA U CTeHI0BOM oTpaboTku (Rigo et al., 2022).

Jlna anmapatoB ¢gopmara 1U-3U GoproBoii komriuiekc ympasienus (BKY)
JIOJDKEH, KaK MUHUMYM, oOecrieunBath: (1) HaIEKHBIN cTapT/Iiepe3anyck u 0a30ByIO
OTKa30yCTOMUMBOCTb, (i1) YCTOWYMBOE OMNpenesieHHe M YNpaBlIeHHE OpHEHTaluen
Ha 0ase OFO/KETHBIX JATYMKOB, (ii1) SHEPro-0e30macHoe IIIaHUPOBAHUE BKIFOUSCHUH
MOJICUCTEM TpU OTpaHUYEHHOM dSHeprodanance, (iv) JeTEpMUHUPOBAHHOCTH U Be-
PUPUITPYEMOCTh AITOPUTMOB C YYETOM OTPAaHUYECHHOHN paMalluOHHONW CTOWKOCTH
COTS-anemenTHOl 0a3bl. Knaccuyecknit «OHOOPA-IIEHTPUCTCKUI TOIXO0/, KOT/Ia
BCE MHTEIIEKTYyaJIbHbIe (DYHKIIMH MEPEHOCITCS Ha OOpT, MOBBIIIAET BHIYUCIUTEINb-
HBIE U SHEPTreTUUECKUE PUCKU U YCIOXKHAET Bepudukaiuio. B kauecTBe anprepHaTu-
BbI TpeOyeTcs apXUTEKTypa C KECTKO AETEPMUHUPOBAHHOM, MPOBEPseMOil 0OpTOBOM
JIOTUKOW M BBIHECEHHEM pecypco€MKHUX 3a/ad B HazeMHbIH KOoHTYp (Finance et al.,
2021).

B mannoii padore npemioxken bKY mins CubeSat, peanusyronuii ykazaHHYHO
napagurMy pasieieHus: Ha O0pTy - MOPOTOBO-TUCTEPE3UCHBIE 3AIIUTHI, OI[CHKA CTe-
NEHU 3apsHKeHHOCTH akkymyssTopa (SoC) Ha 6ase pacmmpenHoro guisTpa Kanma-
Ha W UCIIOJHUTENb pacnucaHuii Ha MUKpokoHTpoiepe STM32H743 B coueranuu ¢
BHEIIHUM CTOPOXKEBBIM TaliMEpOM; Ha 3eMJie — MPOTHO3 PHEPreTHUYECKOro OanaH-
ca ¥ ONTUMMU3AIIMS PACIIMCAHUN C yUETOM OCBEHIEHHOCTH U OKOH CBs3H. HaBuranus
CTPOUTCSl Ha coBMelleHnH OromkeTHbIX ceHcopoB (IMU LSM6DSV32, marnuto-
metp/akcenepomerp LSM303AGR, peseprubiii 6apomerp BMPS585 mnst crenmoBoit
KaJUOpPOBKU U T€PMOKOHTPOJIS), @ OLIEHKA OPHEHTALUU - HA JEeTEPMUHUPOBAHHBIX
anroputmax (TRIAD/QUEST) c¢ pekypcuBnbiM yTtounenueM (MEKF/EKF), uro
COOTBETCTBYET coBpeMeHHOH npakTuke Maiabix KA (Finance et al., 2021; Dos Santos
et al., 2021) JIsyxypoBHeBas noacuctema xpaneHus (QSPI-NAND mist mpommBox
u «uépHoro suawmka», SD nmo SDIO s mMaccuBHON TeneMeTpHuH) MOAIEP>KUBAET
OPUOPUTU3AIMIO KYPHAIUPOBAHMUS U HHEPro-aJanTUBHbIE PEXKHUMBI 3alHCH.
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[IpennoxxeHHbI pa3AeNEHHBI KOHTYp ,,3eMJIsl <> BopT “CHM)KAET CIO0KHOCTh
BepU(UKallMHY, TOBBIIIAET YIPABIIEMOCTh IKCIUTyaTallle 1 o0ecrieunBaeT SHEPTo-
0e30MmacHOCTh MpH KECTKUX pecypcHbIX orpanndyeHusx (Nieto-Peroy et al., 2019;
Finance et al., 2021; Dos Santos et al., 2021).

MarepuaJbl 1 METO/bI

BKY nanocmyTHHKA MPOEKTUPOBAJICA KaK MHTETPUPOBAHHASI cUcTeMa cOopa
U npeaoOpaboTKH TeIeMETPUH, YIPABICHHUS SHEPTETHUKOM, OLIEHKH W YIpPaBIICHUS
opuentamueir (ADCS/AOCS), a Takke HCHOJHEHUS KOMaHJI W pacHUCaHUM.
s anmapatoB ¢opmatoB 1U-3U OCHOBHBIM KOHCTPYKTOPCKHM OTpaHUYEHHUEM
BBICTYIAIOT PECYPChl MOIIHOCTH U TEIUIa, IMO3TOMY AapXHUTEKTYpHBIE pPEIIeHUs
BBIOMpaANUCh C MPUOPUTETOM MUHUMH3AIUU TOTpeOJIeHUs, MpeacKazyemMon
OTKa30yCTOMYMBOCTH M TPOBEPSIEMOCTH alTOPUTMOB TMPHU  HUCIHOJIH30BAHUU
KoMroHeHTHOI 6a3bl kiacca COTS. B pamkax 0030pa CyIIeCTBYIOUIUX MOAXO/I0B
OBLTM PACCMOTPEHBI TPH JAOMHHHpYIOMUX Tpaekropun pa3sutus OBC/OBDH:
MCU-opreHTUpOBaHHBIE PEIIeHUs] Ha MaJOMOTPEOISIONINX MUKPOKOHTpOJUIEpax,
ruopunsl CPU+FPGA ¢ pekoHpurypupyeMoi JIOTHKOH M, HAKOHEI, CHCTEMbI Ha
6aze MPU/SoC (Linux-knacc). [Ipaktuka nmokassiBaet, uro anst 1U-3U wHamnydmuit
0alaHC «IPOM3BOIUTEILHOCTE/ BT/BepupuirpyeMocTsy» 00eCreurBalOT KOHTPOJI-
nepublie permenust (STM32, MSP430 u ananorn), Torna kak rudpuast CPU+FPGA
OTIpaB/JaHbI NP MOBBIIICHHBIX TPEOOBAHUIX K OHOOPA-00paboTKe U paaualioOHHO-
My cMsTueHuto, a Linux-kiacc nenecoo0OpaseH B koHpurypamusx 6U+ ¢ HachIIeH-
HbIMU Tosie3HbIMU Harpy3kamu (Villela et al., 2019; de Melo et al., 2020; Ali et al.,
2014; Sabogal et al., 2020).

KiroueBbIM METOJOOTHYECKUM MTPUHIIMIIOM CTajla COBMECTHAsl MPopadboTKa
sHepreTrueckoi nojacuctemsl 1 BKY. 9To 03HayaeT npuopuTH3aIUI0 KPUTHIECKUX
KYPHAJIOB («4EPHOTO SIIKKAY), alfapaTHbIe OTPaHUYCHHS] TOKOB M «MSTKHH TyCK»
TSOKENBIX JIMHUMA, a TakKe SHEpPro-oOyCIOBIEHHOE IUIAHUPOBAHUE BKIIOYCHHM
paIMONMHUM W TIONIE3HOM Harpy3ku. PemieHus 00OCHOBBIBAJUCh HAa OCHOBE
CUCTEMHOTO MpOGMINPOBAHMS MOTPEOJIeHUsT M MHUKPOOSHYMAapKHHTa IIeJIEBOTO
MUKpPOKOHTpoOJUIepa noJ peanbHble pexxumbl ADCS u tenemerpuu (de Melo et al.,
2020; Ali et al., 2014; Sabogal et al., 2020). /Ii1s1 TOBBIIIIEHUS KUBYYECTH B COCTaBe
BKY mpemycMOTpeHbl BHEIIHHE CTOPOKEBBIE TaiMephl, MOPOrOBO-THUCTEPE3UCHBIE
3aIUThI, «0e30MacHbIe» KOHPUTypalluH [0 YMOIYaHHUIO U CTPOTO 3a/1aHHAast TOCIIe0-
BaTeNIbHOCTH CTapTa; Ha ypoBHe [10 mpuMeHsIoTCs aBTOMAaTH3UPOBAHHbBIE CTPECC- U
fuzz-tectsl nonérnoro I10 (moarsepauBue 3¢ HEeKTUBHOCTH, B YaCTHOCTH, B IIPOEK-
tax SUCHALI), a Takxe cTeHaoBas xapakrepuctuka kontypos OBDH noa tunossie
otkazHble crieHapuu (Gutierrez et al., 2021; Arseno et al., 2019).

IleneBast apxXxuTeKTypa peaqu3oBaHAa BOKPYT MHUKPOKOHTpoJuiepa ¢
HacelllleHHbIM ~ Habopom  uHTepdeiicoB  QSPI/SDIO/USB-C/CAN/UART/SPI.
CeHCOpHBIH KOHTYpP BKJIIOYAET HHEPLUATbHBINA MOIYJIh (AaKCETEPOMETP U THPOCKO),
MarHuromeTp, 6apomeTp u GPS-npuémHuuK; no ka>xa0i 0CH MpeIyCMOTPEHBI KaHaJIbI
YOpaBIEHUSI HCIOJHUTEIbHBIMU MEXaHHU3MaMH, a TakKKe CBETOBas HHIUKAIIHS
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TexHoJIoTHUeckuX coctosHui. Ilogacucrema mamsaru nBycioiHas: QSPI-FLASH/
NAND oTBesieHa 1o/1 MPOIIMBKYA U BBICOKOHAIEKHOE KYPHAUTUPOBAHUE («IEPHBII
ALK ), TOTAa Kak KapTa SD, noakmouénnast no 4-6urnomy SDIO, ucnionb3yercs s
MAacCCHUBHOM TENEMETPUN U «CHIPHIX» AaHHBIX. TakTroBas 6aza u RTC gopmupyrorcs
BHEIIHUMH pPE30HATOpPaMH C KOPOTKOM TPACCHPOBKON M OXPAaHHBIMH 3E€MIISTHBIMU
KonbllaMu. Ha ypoBHE anropuTMoB OOpPTOBas 4YacTh CTPOTO ACTEPMUHUPOBAHA!
peain30BaHbl MMOPOrOBO-TUCTEPE3UCHBIE 3AIUTHI, OLIEHKA CTENEHH 3apsKEHHOCTH
akkymymstopa (SoC) Ha pacmupeHHoMm ¢uiasTpe Kanmana ¥ MCHOMHUTENh paciu-
caHuil. BeruncnuTenbHO 3aTpaTHBIC 33/laud - MPOTHO3 PHEPreTUYecKoro OanxaHca u
ONTHUMHU3AIMS PACTIUCAHUN C YYETOM OCBEUIEHHOCTH U OKOH CBSI3U - BBIHECEHBI B
HA3eMHBIN KOHTYp, UTO YIIPOIIAET I0KA3aTeIbCTBO KOPPEKTHOCTH U CHUKAET PUCKU
neperpy3ku o momHoctH (Villela et al., 2019; de Melo et al., 2020; Ali et al., 2014;
Sabogal et al., 2020).

O606meénnas apxurekrypa bBKY ¢ pasHecennem mHTEp(hENHCHBIX TOMEHOB,
nByxypoBHeBor mamsThio (QSPI-NAND/SD mo SDIO), TakroBoii 6azoii (HSE/
LSE) u cencopubim koHTypoM (IMU, marnutomerp, 6apomerp, GPS-npuémuuk)
npuBe/ieHa Ha pUCYHKe 1.

[-UART+ GPS module

[ UART- Radio module

1085

[—sP ACC & GYRO

e—SP MAG & GYRO

—SPl Barometer

I

Puc. 1. Apxutektypa 60pTOBOTO KOMILIEKCA YIIPABICHUS

KonTyp opHueHTanuM TOCTPOEH Ha COYETAaHUH JIE€TEPMHUHHUPOBAHHBIX
onenuBareneit (TRIAD/QUEST) ¢ pekypcuBubiM yrounenneM (MEKF/EKF). Takas
KoMOUHarus obecrneunBaeT TpedyeMy0 TOYHOCTb IPU YMEPEHHON BBIYUCIUTEIHHON
CJIIO)KHOCTH M XOPOIILIO COIVIACYEeTCsl C OMBITOM OpOMTANBHOM SKCILTyaTallik Ha Ma-
aeix KA (manmpumep, UVSQ-SAT u nocaenyromue ucciaenoBanus). JJiss CHIKEHUS
npeiida rupockorna peaan3oBaHa Kpocc-npoBepka nokazanuii IMU u MarauTomeTpa;
OapoMeTp MPUMEHSIETCS B HA3eMHBIX KaIMOPOBKax U JJil KOHTPOJI T€PMETUYHOCTH
npu cTeHaoBbIX ucnbiTanusax (Takatsy et al., 2022). [TociaenoBaTenbHOCTh 3aITycKa
3a/laHa KaK KOHEYHBIM aBTOMAT: MOCie cTa0uiIn3aliy NUTanus 1 noinydenus PWR
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GOOD ¢opmupyertcs muna 3,3 B u crapryer MCU nipu OTKITIOUEHHBIX «TSKETBIX)»
JTUHUSX; 1aJiee BBIMOIHIIOTCS CAMOTECT U CUUThIBAHHUE TETIEMETPUH, MHUITUATA3AIIHS
JATYMKOB, MOCIIE YETO YHEPro€MKHE MOJCUCTEMBI Pa3pelarTcsl yCIoBHO - o SoC,
OCBEIIEHHOCTH, TEPMOCTaHAM U MPOTHO3Y dHeprodananca. Jlrobas anomanus Benér
K HEMEJIJICHHOMY CHSTHIO TsDKETBIX TMHUM U niepexony B Safe Mode (Villela et al.,
2019; Takatsy et al., 2022).

KOHCTpYyKTOpCKO-TEXHOIOTUYECKUE PEIIeHHs HAIllPaBJICHbl Ha o0ecreueHne
OMC u npenickazyeMocTH nmapameTpoB. [leuaTHas muiata BeInoiaHeHa Ha 4-6 ClosiX ¢
KOHTPOJIUPYEMBIMU UMIIEAHCAMH 10 BEICOKOCKOPOCTHBIM IiHaM SDIO/QSPI/USB/
CAN wu pazneneHreM aHaIoroBou U U(POBOI «3eMenby. B 4yBCTBUTENBHBIX LETIAX
npumenenbl LC/I1-punbTpel, Ha BHemHUX noprax - ESD-3amura (TVS), Ha cuio-
BBIX JIMHUSIX - ITYHTHI ¥ Aatauku Toka. Jns HSE/LSE oGecrieuenbl MUHUMAIbHAS
JUTMHA Tpacc U JokaibHas paspszka (0,1-1,0 Mx®d) HemocpencTBEHHO Y KOPITYCOB.
TexHomorus MoOHTa)ka MPEAINOIaraeT HCIOJIb30BAHUE HHU3KOJETY4YHX (IIIOCOB C
00s13aTeTbHOM OTMBIBKOH U CYIIKOI; BRICOKHE KOMIIOHEHTHI puKcHpyroTes (staking),
Py HEOOXOAMMOCTH HAHOCHUTCS KOH(OPMHOE TOKpBHITHE, a KaOelbHble KIyThl U
pa3bEMBI JTOMOJIHUTEILHO KPETATCS I MOBBIMIeHUsT BuOpocToiikoctr (Al et al.,
2014).

Metonuka BepudUKalMy BKIIOUAET MOCTEA0BaTENbHbIE (QYHKIIMOHATIbHBIC
npoBepku «06e3 AKby (¢ orpannuenneM BXxoHOTO TOKa) U «¢ AKbBy (1mkibl 3apsn/
paspsa, UV-lock), kmumaTo-mMexaHu4ecKue UCTBITaHusS (TEPMO- U BUOPOIUKIIBI), a
taxke kamnanuto HIL ¢ mogenupoBanuem nunamuku ADCS. JIonOTHUTEIBRHO BbI-
MOJTHSETCS MPOPUIUPOBAHNE YPHEPTONOTPEOICHHS MO PeKUMaM (OKHUJaHUe, HaBUTa-
1us, mpuém/nepenada, paboTta noiae3Hol Harpy3Kku, KOMOMHUPOBAHHbBIE CIICHAPUH) U
aBTOMATHU3UPOBAHHBIN fuzZ-TECTUHT KaHAJIOB KOMaH/I/TEeIeMETPUH U JpaiiBepos. J{is
ADCS nnanupyroTcst KOTU4eCTBEHHbIE METPUKHY - RMS-ommbka opreHTaluu, criek-
TpaJbHBIE XapaKTEPUCTUKHU IIYMOB U 33JIPKKU BBIYUCIUTEIHLHOTO KOHBEHepa; s
MaMSTH - YCTOWIUBOCTh K «brown-out», CKOpOCTh U HaA&KHOCTh 3amucu B NAND/
SD 1 coXpaHHOCTB «UEPHOTO SIIMKaA» B OTKa3HBIX crieHapusx (Gutierrez et al., 2021;
Arseno et al., 2019; Takatsy et al., 2022). Takoii r1aH UCTIBITAHUN 00ECIIEYMBAET BOC-
MIPOU3BOAMMYIO OLIEHKY (DYHKIIMOHATBLHOM MOJHOTHI M YCTOMYMBOCTH MPEATIOKEH-
HOM apXUTEKTYphI B YCIOBHUAX, OIU3KUX K IKCILTyaTaIl[MOHHBIM.

B 3aBepuienune MeToauveckoi 4acTH (UKCHUPYEM MPHUHSITHIE IOMYIIEHUS
o sHeprobanancy (padoure muHbl 3,3 B u 5 B; mnutensHOoCTh BUTKAa 90 MHH ¢
OCBEIIEHHOCTHIO ~00 MUH U TeHbIO ~3(0 MUH; TOJTM AKTUBHOCTH MOJICUCTEM - COTJIACHO
cTreHioBoMy mpodumto). CBoaHbIE pacyETHBIE 3HAYEHHUS TOKOB/MOIIHOCTEH IO
peXrMaM, a TakKe OLIEHKa CpeJIHel MOIIHOCTU M SHEPTUU Ha BUTOK MPHUBE/ICHBI B
Tabymue 1.

Pe3yabTaTsl

B Hacrosimieli riaBe mpeacTaBiIeHbl KIIOUYEBbIE PE3yNbTaThl pa3paboOTKU U
crenaoBoit otpabotkn BKY HanocmyTHuKa popmarta CubeSat.
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Tabnuma 1. Dueprobropker no pexkumam (mpumep st 1U-3U, 3.3 B/5 B
IITMHA)

Pexum I5,3B, Ps;sB, | IsB, MA PsB, Bt MoIHOCTb, Jounst Cpennuit
MA Br Bt BpPEMEHH BKIam, BT
(nens/
TEHb)
BazoBsrit 100 % /
«OsxuaHIey 120 0,396 40 0,200 0,596 100 % 0,596
- 0,
ADCS (n0 +80 | +0264 | +0 +0,000 +0264 | 0%/ 0,069
6aBka) 20 %
V)
Pamio RX +0 | +0,000 | +100 +0,500 +0,500 | 10%/ 0,066
(moGaBka) 6 %
0
Pazno TX +0 | +0,000 | +300 +1,500 +1,500 5%/ 0,050
(moGaBka) 0%
ITone3nas 15 % /
Harpyska +0 +0,000 [ +400 +2,000 +2,000 0 (; 0,200
(noGaBka) 0
Safe Mode 50 | o165 | o 0,000 0,165 . -
(aImpT. pesxum)
Cpensss
MOIIHOCTD 3a - - - - - - ~0,98-1,00
BHUTOK
OHeprus 3a
BUTOK (90 - - - - - - ~1,47 Br'u
MuH = 1,5 4)

st hoxycupoBkM Ha HamOosiee WH()OPMATHBHBIX aCMEKTaX OCTABJICHBI
IeCTh 0a30BbIX WJUTIOCTPALIUH, OTPAYKAIOLIUX CUCTEMHYIO HHTETPALINIO, CEHCOPHBIH
KOHTYp, MOJICUCTEMY XpaHEHHUS, SAIpO YIPaBIEHUS, MEXaHHU3M JKUBYYECTH H
peanu3anuio nedyaTtHou muaTel. MHTerpaibHble OLEHKM MOIIHOCTH M 3HEPTUU 10
peXuMaM TMpeiCTaBlieHbl B Tabiauie 1, 4TO MO3BOJISIET CONMOCTABISATH CTEH/IOBBIE
npodunu noTpedaeHus ¢ OrpaHUYEHUSIMU YHEPreTUYECKOro OajaHca Ha BUTOK.

Ha pucynke 2 mnpuBeneHa ykpynHEHHas CTpyKTypHas cxema bKY ¢
MPUBS3KONW MHTEP(HENCOB U KaHAIOB MUTAHUA. LIeHTpanbHBIM 3JIEMEHTOM SIBIISIETCS
mukpokontpoiiep (MCU), k koropomy mo muHaM QSPI m SDIO moaxmrodeHsbI
SHEPTEeTUYECKH pa3HECEHHBIC HOCUTENH JoJaroBpeMeHHoro xpanenus: QSPI-FLASH
(npomuBkH, «4€pHbI smmk») U SD (bulk-renemerpus). Cencopusiii kouTyp (IMU,
MarHuromerp, 6apometp, GPS-npuéMHNK) 1 KOMMYHUKAllMOHHbIE YCTPONCTBA (pe-
3epBHas PaJUOIUHUS, MexMoaynbHas muHa) noakiodeHsl mo UART/SPI/CAN c
coOmroieHreM TpeOOBaHUM AIIEKTpOMarHUTHOU coBMecTuMocTH u ESD-3ammter. C
y4€TOM JOMyIIeHU Tadmmie | cpemHsisi MOITHOCTh 32 BUTOK coctaBmia ~1.0 Br,
MIPU 3TOM JOMUHHUPYIOMUN BKIaa hopMupyet nosiesHas Harpyska (<0.20 Br), nanee
- ADCS u npuémusiii TpakT (mo ~0.07 BT xaxnplif), Torna kak nepenada 3aHUMa-
et ~0.05 BT Gmarogapst Majoii 101€ akTUBHOCTH. Takas IeKOMIO3HUIUS YMEHbIIIAeT
CLEIUIEHWE KPUTUYECKUX U HEKPUTHMYECKHX Ierled U ynpoliaer BepuduKaiio

OTKa3HBIX CLHCHAPUCB.
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Puc.2. Obmast CTpyKTypHast AUarpaMma moIKIF0UeHNsT QYHKIIMOHATBHBIX 010k0B BKY

Tunosoe  Brkmouenne LSMODSV32  (akcenepoMeTp/THpockor) U
LSM303AGR (marautomeTp) mokazaHo Ha pucyHke 3. Jluauu SPI/I?’C ocHarmienst
MOJTATUBAOIINMU pe3ucTopaMu u RC-punsrpamMu; muTaHne 9yBCTBUTEIBHBIX J1AT-
YUKOB BBHITIOJIHEHO OT masnomnymsimero LDO ¢ nokansHOM paszsszkoi 0,1-1,0 mx®d
y kopirycoB. OOGecriedeHO (PU3MUECKOe Pa3HECEHWE MAarHUTOMETPa OTHOCHUTEIHHO
TOKOHECYIINX TPACC W CHJIOBBIX KITFOUEH JJIT MUHUMHU3AIUA MarHUTHBIX HAaBOJOK.
B Xome CTEHIOBBIX WCHBITAHUN IOATBEPKICHO COOTBETCTBHE CIEKTPAIBHBIX
XapaKTePUCTHK NIYMOB TMACHOPTHBIM 3HAYEHHUSM IIPH BBIOPAHHBIX pPEKUMAaX
JUCKPETU3AINH, a TAaKKe KOPPEKTHOCTh KPOCC-KOPPEKIUU Apeiida rupockona mo
JTAaHHBIM MarHATOMETPA.

MAG+AC§ H ACC+GYRO

Puc. 3. Tunosas cxema noxnkirouerns IMU LSM6DSV32 u marauromerpa LSM303AGR
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HNuTterpanbHas cxema MOACUCTEMbI XPAHEHUS MPEJICTaBICHA HA PUCYHKE 4:
4-outnbiii SDIO — SD-kapta ¢ ESD-3amuToi CUTHAIBHBIX TUHUH U COTJIACOBAaHUEM
nmMrnenancos, a Takke QSPI — SLC-NAND c nmuausmu WP#HOLD# u otnenbHOM
dbunpTpanueit nutanus. [IporpaMMHast JIOTHKa UCIIONB3YET JIByXypOBHEBBIM Oydep
O3V u npropuTH3aIHIO COPOCOB: KPUTHUCCKHIE COOBITHS HEMETICHHO 3alTMCHIBAIOT-
cs B NAND, Torma kak tenemerpus arperupyercs Ha SD. Takoi pexum oOecredn
COXPaHHOCTh aBAPUUHBIX JTAMITOB TIPH UMUTAINH AS(HUIIUTA YHEPTUU 33 CUET CHIKE-
HHS 94aCTOTHI OoIlepanui 3amucu Ha SD.

122
N SVELIG
ican MEZIHOLGEVELIG

R %1

QUACERFI_RKZ_ O3
L ARSI
G JARTFI_BEZ_ Q0

[ | R v

QUADERI_BEZ_0OZ
QJACSFI_BEZ_ a1
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Puc. 4. TunoBas cxema nopkmodeHuss NAND dunenn namsitu 1o narepdeiicy qspi

Ha pucynke 5 nemonctpupyercst BkimodeHue STM32H743VIT ¢ BuHenmHuM
taktupoBanreMm (HSE 25 MI'n, LSE 32,768 kI'i) u untepdeiicom SWD. TpaccupoBka
PE30HATOPOB BHITIOJHEHA 10 KOPOTKOMY ITYTH C OXPAaHHBIMU 3eMJITHBIMH KOJIBIIAMH;
st HSE coGuroaenst TpeboBaHus 10 Harpy304HBIM KoHAeHcaTopaM. [ToaTBepxaena
Ha/&KHAS MTHALMAIN3AUs KOHTPOJIJIEpa B XOJIOAHOM/TEIIIOM CTapTe, U KOPPEKTHAS
pabora FPU mpu nenepoii yactore 10 400 MI'.

MexaHU3M JKHBYYECTH pealln30BaH Ha 0a3e BHEIIHETO CTOPOYKEBOTO
taiimepa TPL5010 (na pucynke 6). OxHo HaOMrOneHUs 3a0aETCs PE3UCTUBHON Ma-
TpuLei; «muHOK» dopmupyetcs o muann WAKE, aBapuiinsiii copoc - mo RST. Ha
CTeHJle TalilMep YCTOHYMBO JIETEKTHPOBAJ 3aBUCAHHS II0JIb30BATEIILCKOTO MOTOKA
¥ MHUIIMHPOBA BOCCTAHOBIIEHUE PabOTOCTIOCOOHOCTH; COOCTBEHHOE MOTpEOIeHNE
y3J1a COOTBETCTBOBAJIO HAHOMIOTPEOICHUIO, YTO KPUTHYHO IS JITUTEITHHOTO TPeObI-
BaHus B Safe Mode.
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Puc. 5. Tunosas cxema noakmoyennss MCU STM32H743VIT ¢ nctounukamMu BHELITHETO TAKTHPOBAHUS
(HSE, LSE)
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Puc. 6. Tunoas cxema BKJIIOUEHHs BHELIHEro cropoxeBoro taiimepa TPL5010

OO61uii Buj neyaTHOM IUIaThl MpeacTaBieH Ha pucyHke 7. [1nara BeinonHeHa
Ha 4—6 cIOSX C KOHTPOJIUPYEMbIMU MUMIIEIAHCAMU MO BBICOKOCKOPOCTHBIM IIIMHAM
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(SDIO/QSPI/USB/CAN). OGecnieuenbl pasfelieHde aHaJoroBol u  1udpoBoi
«3emenby, kopoTkue Tpaktel HSE/LSE, a Taxoke skpaHupoBanue o01acTeil JaTYuKoB
ot nmomeHoB ¢ Bbicokumu dV/dt. Pasmemenne RTC v MHIMKATOPOB BBHIMOJIHEHO C
y4€TOM MUHUMHU3AIMH TAPa3UTHBIX HABOJOK HA YyBCTBUTEIILHBIC TICTIH.

(a) (6)

Puc. 7. O6mwuit Bux nevatnoii matel BKY: (a) BepxHsist ctopona; (0) HUKHSS CTOpOHA

[IpoBenénnas ¢yHkunOHaNbHAs BepuUKALMS MOATBEPIUIA KOPPEKTHOCTD
KJIIOYEBBIX cClleHapueB pabotTel. [locrmegoBarenbHOCTh 3amycka peanusyercs
CTpPOrO MO KOHEYHOMY AaBTOMATYy: MoOcle CTaOWIM3aluy BXOJHOTO MHUTaHUS U
nonydenrss PWR GOOD nopaércs muna 3,3 B, crapryer MCU 1nipu OTKIIFOUEHHBIX
CTSDKENBIX» JIMHUSX, BBIMOJHSAIOTCA CAMOTECT M CUMTHIBAHHE TENEMETpUH, Jaliee
MHUIMAIM3UPYIOTCS JAaTYUKH; pa3pellieHrue dHEProEMKUX IMOJACUCTEM MPOUCXOAUT
YCIIOBHO - MO COCTOSIHUIO akkymyJsitopa (SoC), OCBEmIEHHOCTH, TeMIEPaTypPHBIM
OTpaHMYEHUSIM U MPOTHO3Y IHepreTuyeckoro Oananca. Kanamn oOmeHa ¢ ceHcopa-
mu (IMU, marauToMeTp, 6apoMeTp) mokazaj CTaOMIBHOCTD: CIIEKTPAIbHBIC XapaK-
TEPUCTUKH IIIYMOB COOTBETCTBYIOT MACIOPTHBIM JIaHHBIM, BCTPOEHHbIE LIU(PPOBBIE
¢uneTpel IMU gyHKIIMOHMPYIOT KOppekTHO. [logcucTema XpaHeHHsI TaHHBIX MPO-
JIEMOHCTpPHUpOBaIa TpeOyeMyl0 YCTOWYMBOCTb: KPUTHYECKHUE COOBITHS HaIEXKHO
¢duxcupyrorcs B QSPI-NAND mnipu cHI>KeHHUH 9acTOThl cOpocoB Ha SD B yCIoOBHAX
SHEPTeTUYECKOTO AeUIINTA - IEPHBIN AMTUK» HE TepseTcs. BHEIHMI cTOpOKeBOM
Talimep oOecrevyus1 AETeKTUPOBaHUE 3aBUCAHMM W MHHUIIMUPOBAJI BOCCTAHOBJICHHE
py COOCTBEHHOM HAHO-YPOBHE MOTPEOJICHHS, COBMECTUMOM C JITUTEIbHBIM Safe
Mode.

CymMmapHO pe3yJibTaThl yKa3bIBalOT Ha JOCTATOYHYIO (PYHKIMOHAIBbHYIO
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MIOJIHOTY TMpeAjaraeMoil apXuTeKTyphl A anmnapatoB popmara 1U-3U npu xkECTKUX
SHEpreTHYecKnX orpaHndeHusx. CeHCOpHbI KOHTYp Ha 0aze kommoHeHToB COTS
obecrnieunBaeT ycTounByto padboty 9-DoF-olenku opueHTanuu ¢ BO3MOKHOCTHIO
PEKYPCUBHOTO YTOYHEHUS, a TNPUOPUTHU3ALMS >KypPHAJIUPOBAHUS U pa3JecHHe
KPUTHYHBIX U MacCOBBIX MOTOKOB JIaHHBIX MOBBIIIAIOT YCTONYUBOCTh K OTKa3aM U
YIpaBIsieMOCTh BOCCTaHOBIIEHHEM. Peann3oBaHHas mevaTHas Iuiata MmoATBEpKIAaeT
TEXHOJIOTHYECKYI0  OCYIIECTBUMOCTh CXEMHBIX pPEIIEHUH U  COOTBETCTBHE
tpeboBanusiM OMC/ESD, dopMmupyss OCHOBY Il pacHUIMPEHHOM IPOTPaMMBI
KIIMMATHYECKUX U BUOPOIMHAMUYECKUX UCIIBITAHUN Ha CIEAYIOIIEM JTarle.

Oo0cy:xnenune

B nanpneiimelr pabore miuaHUpPyeTCsl 3aBEPIIMNTh KOMIUIEKCHYIO MPOIIHUBKY
U MHTETPAlMI0 HMHTEUIEKTYalbHOTO KOHTypa ympasiieHus. Ha HH3KOM ypoBHe
OyIIyT OTJIaXKEHBI 3arpy34rK ¢ pe3epBHbIM oOpazoM B QSPI-NAND u Ge3omacHoe
obnonenue (DFU nmo USB-C, pe3epBHblii kanan nmo LoRa), peanuzoBansl apaiie-
pet HAL nns SDIO/QSPI/CAN/SPI/I?C u nmoncucrema cuaxponusanuu (HSE/LSE),
a TakXke BHEIPEH SHEPro-OpUEeHTUPOBAHHBIN IJIAHUPOBIIMK (TIOPOT/TUCTEPE3UC +
onienka SoC Ha EKF) u mratHbie npotieypsl BoccTaHOBIIEHUS (BHemHUi watchdog
TPL5010, npuopuTU3upoBaHHOE KXypHATUPOBaHUE «UEPHOTO sIuKay). Ha ypoBHe
anroputMoB npexycMoTpersl uHTerpamus ADCS (TRIAD/QUEST + MEKF) ¢
KanmuOpoBKO# naTunkoB u annapatHeiMu HIL-ucnbitanusmu, a Taxoke Bepupukanms
YCTOWYMBOCTU B TEPMO-BUOPOIUKIIAX U MPH UHBEKIHIX OTKa30B mamsaTu. KoHTyp
WU npenmnonaraetcs pa3BepHyTh MPEUMYIIIECTBEHHO HA HA36MHOMN CTaHIINH: IPOTHO3
OCBEILIEHHOCTHU M SHEPreTHUeCKOro OanaHca, aaTUBHAs ONTUMU3AIINS PACTIUCAHUN
(croxacTuyecKkuil MOMCK B COYETaHUH C orpaHnueHHbIM RL), panHee oOHapykeHue
aHomanuii Tenemetpun (self-supervised/autoencoder) u BbIIaua peKOMEHIAIUN 11O
HACTpPOMKE MOPOTOB C MOCIEAYIONIEH TeleMeTpUIecKn 000CHOBAaHHON BalluAalNeH;
Ha OOpTy AOIMycTHMa JIUIIb JIErKas WHpepeHC-Mpocioiika (KOMIIpecCus/KBaHTH3a-
1Usl MoJieNiel) B HEKPUTUYECKOM KOHTYpe. JlOMONHUTENBHO 3alljIaHUPOBaHbl MEPhI
kubepOe3onacHOCTH (MOAMUCAHHBIE TPOIIMBKH, KOHTPOJIb IETOCTHOCTH), PACIIH-
pEHHBIE UCTIBITaHUA oNToOBeYHOCTH Hocuteneil (SD/NAND) u BwiTyck makeTra Boc-
MIPOU3BOAMMOCTH (CKPHUIITHI COOPKHU, MPOPHIN HATPY30K, TPACCUPYyEMbIE TIPOTOKOJIBI
UCIBITAHUM), TIO pe3ybTaTaM KOTOPBIX OyaeT chopMHpOBaH peinu3-KaHAUIAT MPO-
rpaMMHO-aIMapaTHON MIaT(OopMBI.

3akiiouenue

[IpencraBiennass paboTa MOCIENOBATEIIBHO OOOCHOBBIBAET M peaTH3yeT
apXUTEKTYypy OOPTOBOTO KOMIUIEKCA YIIpaBJICHUS [Js HAHOCIYTHHKOB (opmara
CubeSat ¢ akileHTOM Ha PHEPreTHMYECKyl O€30MacHOCTb, BEPUPHUIMPYEMOCTh U
oTkazoyctoitunBocTh. KommonoBka Ha 6aze MCU STM32H743 B coderanuu ¢
BHEITHUM CTOPOKEBBIM TailMepoM, pa3Hec€HHas MO MPUOPUTETaM MOJCHUCTEMA
xpanenus (QSPI-NAND st kputndeckux )xypHainoB u SD mo SDIO 1t MaccuBHOM
TeJIeMeTpuu), a Takke ceHcopHblii KoHTyp (IMU, marmutomerp, Oapomerp)
MIPOJIEMOHCTPUPOBAIM  COCTOSITENIBHOCTh Ha CTeHJE: COOJIOJeHHE aBTOMara
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3amycka, cTaOuabHBIA OOMEH ¢ JaTYUKaMHU, COXPAHHOCTbh «UYEPHOTO SIIHUKA» MpPU
JHEPreTHUecKoM JeuInTe U Haa&KHOE BOCCTAHOBJIEHHE mocie cOoeB. BriOpanHas
aNroOpuTMHUYECKas cCXxeMa - IeTepMUHHpOBaHHbIe orleHuBaTenu opueHTauu (TRIAD/
QUEST) c pexypcuBubiM yrounenueM (MEKF/EKF) - oGecneunBaer Tpebyemyro
TOYHOCTh MPHU OTPAHHUYEHHBIX PECypcax, a BHIHECEHHE BBHIYUCIUTENHHO 3aTPATHOTO
IUTAHUPOBAHMS HA HA3eMHYIO CTAHIIMIO CHUKAET PUCKH U YIIPOIIAET JOKa3aTEIbCTBO
KOPPEKTHOCTH KPUTHUYECKUX (DYHKIIUH.

OrpanuueHuss TEKyIIET0 JTama CBS3aHbl C OTCYTCTBHEM JJIUTEIbHBIX
PECYPCHBIX ~ WCIBITAHUW  (TeMmrepaTypHble ¥ BHOPOJUHAMHYECKHE  IIUKIIBI,
pajuanMoHHasi CTOMKOCTh) M moiHoleHHoW HIL-xamnaHuM ¢ MCHOIHUTENHHBIMU
MEXaHU3MaMH, a TaKKe ¢ HE0OXO0IMMOCThIO HAKOTIICHUS! PACIIUPEHHOMN CTaTUCTUKU
JUISL YUCJICHHON OILIEHKH 3HeproodanaHca M IIYMOBBIX XapaKTEPUCTUK JTaTYUKOB.
3annaHupoBaHHBIE IIary - 3aBEpIlIEHUE MPOIIUBKU ¢ 0e30macHbIM OOHOBJICHUEM U
KOHTPOJIEM IEIOCTHOCTH, UHTErpalus HazeMHOro MI-koHTypa (IporHo3 dHEpruu,
aJIaNTUBHBIE PACITUCAHMs, paHHEE BBISIBIICHIE aHOMAJIUI) MPU COXPAHEHUH KECTKON
JNETePMUHUPOBAHHOCTH OOPTOBOM JIOTMKH, a TaKKe paCHIMPEHHBbIE HCIBITAHUS
nosroBedHocTH Hocutenedl (SD/NAND) m yCTOMYMBOCTH K OTKazaM - JOBEIYT
wiatrhopmy 10 ypoBHS penus-kaHaupara ans muccud 1U-3U ¢ kécTKkuMu
OTPaHUYEHUSIMU TI0 MACCE, SHEPTUU U IOIYCTUMOMY PUCKY.
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Abstract. The growing sophistication of technology-enabled crime demands
that forensic practitioners move beyond data extraction toward analytical interpre-
tation. This study evaluates four major suites - Cellebrite UFED, Oxygen Forensic
Detective, Elcomsoft iOS Forensic Toolkit, and MOBILedit Pro - focusing on their
ability to parse call logs from modern Android and iOS devices. While reliable in
acquisition, these tools show recurring limitations: incomplete reconstruction of frag-
mented SQLite tables, weak temporal visualization, and poor cross-device correla-
tion. To address these issues, we propose a lightweight Call History Analysis Module
that integrates into existing workflows. It unifies heterogeneous call databases into a
chronological ledger, applies mathematical filters to detect patterns or anomalies, and
visualizes communication trends via heatmaps, duration ridgelines, and ego-network
graphs. A built-in similarity search engine identifies shared contacts and parallel time-
lines. Pilot testing confirms improved accuracy, reduced triage time, and enhanced
contextual insight, extending digital forensic capabilities at minimal operational cost.
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AHHoTanusi. TeXHONOIUsSIHBI KOJIJIaHA OTBIPBIN JKacajfaH KbUIMBICTap/IbIH
ecill Kejle KaTKaH KYPAEJUIIr COT-MEIUIMHANIBIK capaluibliapaH JIepeKTepl
KUHay MIeHOEPIHEH IIbIFbIN, AaHAJTUTUKAJIBIK HHTEpIpeTalisIFa KOUTy/ Il Tajiarl eTel.
byn 3eprrey Tept Herisri KubHTBHIKTHI Oaranmaiael - Cellebrite UFED, Oxygen
Forensic Detective, Elcomsoft los Forensic Toolkit :xxone MOBILedit Pro - onapasin
3amaHayu Android xoHe 10S KypbpUIFbUIAPBIHIAF bl KOHBIpAYJIap )Ky pHAIAApbIH TAN Y
KaOuieriHe OarbITTanFad. CaThbln almy Ke3iHJe CeHIMJI OOJFaHbIMEH, OyJ Kypajiaap
KalTamaHaTblH IIeKTeynepal kepcereni: ®parmentrenren SQLite kecrenepiHiH
TOJILIK €MeC KalTa KYpbUTybl, 9JICI3 yaKbITIIa BHU3YyaJH3allusl >KOHE KYpbUIFbLIap
apacbIHaarbel Hamap koppemsiuus. Ocbl Macenenepal memy yuiH 013 bap XKywmbic
npouectepine OipiktipuireH Koupipaynap Tapuxwin TanmayabiH sxeHin Moaynix
ycolHaMbI3. On KOHbIpayJiapJIblH TETEepOreHl JEePEKKOPJIapblH XPOHOJOTHUSIIBIK
KiTanKa OIpIKTipedl, 3aHIbUIBIKTapAbl HEMEece aybITKyJap/bl AaHbIKTAy YILUiH
MaTeMaTHKaJIbIK CY3TUIepAl KOJJaHaJbl KOHE JKbUTy Kaprajapbl, Y3aKTbIK
CBI3BIKTAPBl JKOHE ArO-KENUTIK rpadukTep apKbUibl OaijlaHbIC TEHICHIMSIIAPbIH
BU3yanu3anusuiaipl. KipiCTIpUIireH YKCacThIK 13/1€y Kyieci opTak KOHTaKTLIep.l
JKOHE TIapaJUieb YaKbIT KECTEJEepPIH aHBIKTalabl. [IMIOTTHIK TeCTiney MOIAIKTIH
JKaKCapraHbIH, CYPBINITAy YaKbITBIHBIH KbICKAPFAHBIH KOHE KOHTEKCTIK TYCIHIKTIH

YKaKcapraHbIH pacTaiiibl, Oy HU(pPIbIK COT capanTaMachblHbIH MYMKIHAIKTEPIH €H a3
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© T. I'puropses, 1. Taxxubaena, A. Umanbepau, P. JIucHeBckuit

AHHoOTanus. PacTtymas CI0XHOCTh TNPECTYIUICHUM, COBEPIIAEMBIX C
MCTIOJIb30BAHUEM COBPEMEHHBIX TEXHOJIOTHH, TpeOyeT OT CyaeOHO-MeIMINHCKUX
HKCIEPTOBIEPEX0Aa 0T U3BIICUCHU TAaHHBIX KaHATUTHYECKOW MHTEepIpeTannu. Batom
MCCIIeZIOBAaHUH OIICHUBAIOTCS YeThIpe OCHOBHBIX MakeTta - Cellebrite UFED, Oxygen
Forensic Detective, Elcomsoft i0OS Forensic Toolkit 1 MOBILedit Pro - ¢ akmenToM
Ha UX CIOCOOHOCTH aHAIM3HPOBATH JKyPHAJIbI BEI30BOB C COBPEMEHHBIX YCTPOMCTB
Android n 10S. HecMoTpst Ha HaIe)KHOCTH COOpa TaHHBIX, 3TH HHCTPYMEHTHI UMEIOT
Psi1 HETOCTATKOB: HETIOJIHOE BOCCTAHOBJICHHE (hparMeHTHpoBaHHbIX Tadbmuiy SQLite,
crnabas BpeMeHHas BU3yalIn3alus U II0Xask KOPPEJsus MeX Iy ycrpoiictBamu. s
peIeHHsI ATUX MPOOJIEM MBI IPEIaraeM JIETKHid MOy b aHAJIN3a HCTOPUH 3BOHKOB,
KOTOPBII MHTETpUpYyeTCss B CyllecTByIomue padoune mporeccbl. OH 00benuHseT

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
Y International License

155



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4

pa3HOpo/HbIe 0a3bl JAHHBIX O 3BOHKaX B XPOHOJIOTUYECKUH peecTp, MPUMEHSET
MaTeMaTuyeckue (UIBTPHI JJIS BBIABICHUS 3aKOHOMEPHOCTEM WM aHOMAalIUid W
BU3YaIH3UPYET TEHACHIMH OOMEHa COOOUICHHSIMH C TOMOIIBIO TEIUIOBBIX KapT,
BPEMEHHBIX JIMHUN U TpaduKOB 3ro-ceTu. BeTpoeHHas cucrteMa Moucka cXOJICTBa
uaeHTuuIrpyeT ol1Ire KOHTAKThl U apauleNbHble BpeMeHHbIe JIMHUU. [IrunoTHoe
TECTUPOBAHUE TOATBEP)KIACT TOBBIIIEHHE TOYHOCTH, COKpAIllEHUE BPEMEHU
COPTUPOBKM U yIydllleHHEe TOHUMaHHUs KOHTEKCTa, PACIIUPSsl BO3MOXKHOCTHU
G pPOBON KPUMHHATUCTUKY TPU MUHUMANBHBIX SKCILTyaTallMOHHBIX 3aTpaTax.

KialoueBble ciaoBa: KpUMHHAIUCTHKA, TenedoH, 3BOHKH, aHAIM3,
¢bunbTpanus, BU3yalnsalus, J0Ka3aTelbCTBa

Jasi mutupoBanmsi: T. I'puropwes, I1. TaxubaeBa, A. MmanGepau, P.
JlucueBckuii. MaremaTuueckas GuIbTpaIys B MOIYJIE CYJeOHON SKCIEPTU3B HICTOPUH
3BOHKOB//MEXIyHapOIHBIM KypHan HH(OOPMALMOHHBIX M KOMMYHHUKAIIMOHHBIX
texnomormit. 2025. T. 6. No. 23. Crp. 153-173. (Ha anr). https:/
doi.org/10.54309/1JICT.2025.24.4.009.

Konduaukt uHTepecoB: aBTOpHI 3asBIAIOT 00 OTCYTCTBUM KOH(QIMKTA
HWHTEPECOB.

Introduction

Due to the exponential rise in cybercrime, digital forensics plays a critical role
in supporting legal investigations and ensuring evidentiary integrity (Batra: 2020:
42-46). This involves analyzing various devices, including computers, tablets, SIM
cards, and, most importantly, mobile phones, which have become integral to daily life
due to their widespread use and large storage capacities (Alatawi: 2020: 1-6). Digital
forensics plays a critical role in modern law enforcement, cybersecurity, and legal in-
vestigations and offers the technical framework to ensure the integrity and reliability
of digital evidence (Mahmoud: 2023: 1-6).

Data extraction and analysis are the two primary stages of digital forensic
investigations, and global trends in these areas should be reviewed (Shimmi: 2020:
1-7). It is important to take into consideration that the second stage was developed
only after the development of modern technologies for accounting and registration of
new digital information about a person and his environment, which are generated in
automatic, semi-automatic and manual mode and in unlimited quantities. As a result,
nowadays the stage of forensic analysis is equally important with the extraction stage
(Khalaf: 2019: 1-5).

For example, artificial intelligence enhances data analysis, blockchain ensures
evidence authenticity, and cloud solutions facilitate the storage and processing of
large amounts of information (Tyagi: 2022: 1-6).

Data analysis technologies, particularly those leveraging artificial intelligence,
are increasingly critical and widely adopted (Rizvi: 2022: 110362—-110384). For in-
stance: Al helps automate routine tasks such as extracting and classifying data from
various sources, can perform semantic analysis, especially analyzing text messages
and emails to identify potential malicious content or threat (Waluyo: 2022: 95-100).
In addition, machine learning models can be used to predict likely locations and types

of crimes based on historical data (Punjabi: 2022: 1-5).
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There are a number of important fields that is needed to be taken into consid-
eration for digital forensics analysis:

1. Artificial Intelligence (Al) and Machine Learning (ML)

2. Cloud technologies

3. Internet of Things (IoT)

4. Blockchain

Artificial Intelligence (AI) and Machine Learning (ML) are revolutionizing
digital forensics by automating complex tasks and increasing the accuracy of investi-
gations (Rizvi: 2022: 110362-110384).

Cloud technologies are also important, because more and more organizations
move their data and application to the cloud, cloud forensics is becoming an important
area of attention. It presents unique challenges for criminologists, such as data vari-
ability, multi-user architecture and jurisdiction issues (Fernandes: 2020: 422—-427).

Internet of Things forensics involves extracting and analyzing data from in-
terconnected devices such as smart home systems, wearable technologies, and in-
dustrial control systems. These devices generate huge amounts of data, and forensic
investigators must develop specialized methods to process the variety and volume of
information (Fernandes: 2020: 422-427).

Blockchain Technology is known for its secure and immutable registry and
gaining momentum in digital forensics. It is relevant for investigation of crimes relat-
ed to cryptocurrency, such as fraud, money laundering, corruption and attacks using
ransomware. Furthermore, blockchain is used to ensure the integrity and authenticity
of digital evidence (Hou: 2020: 1-15).

New technologies, such as tamper-proof storage and advanced hashing algo-
rithms, are being developed to enhance the security and integrity of digital evidence.
These include tamper- proof data storage solutions, blockchain-based proof chains,
and advanced hashing algorithms to verify data integrity (Alatawi: 2020: 1-6).

Basic call, text message, and contact data are stored on mobile devices, but
smart phones retain considerably more valuable data, including chat logs, email, per-
sonal information, and browser history.

The article (Mallidi: 2016: 1-12) highlights the need for forensic tools tai-
lored to smartphones for data examination and recovery. Analyzing call history is
crucial in mobile forensics, as call logs reveal communication patterns, connections,
and time- lines. Overlooking key insights in call history analysis can impact the entire
forensic process.

Methods and materials

Modern software products for mobile forensics allow experts to receive and
analyze data from mobile devices, which plays a key role in digital investigations.
Among the many solutions, several popular tools stand out, which have their own
characteristics and fields of application (Cristian: 2020: 1-7).

A. Cellebrite UFED

Cellebrite has developed a series of products called the Universal Forensic
Extraction Device (UFED), which are used for mobile forensic examinations (Tara:
2021: 97-104).

Key Features:

* Physical abstraction and decrypting while bypassing the pattern lock
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* Set of analysis characteristics

» Advanced searching and filtering to quickly locate critical data (keywords,
dates, specific data types)

* Timeline Analysis, powerful reporting capabilities

* Supports more than 30,000 device models

* Ability to work with deleted data and backups

B. Oxygen Forensic Tool

Oxygen Forensic Tool provides deep data analysis, that includes application
data and records (Oxygen Forensics: 2024).

Key Features:

* Extract data from over 31.000 devices

* Data extraction from drones, [oT Devices, Smartwatches, Fitness Apps

* Finds, extracts and decrypts passwords, credentials, system files, and user
data from Windows, macOS, or Linux

* Optical Character Recognition (OCR)

« Statistic widgets, Social Graph interface

* Timeline analytics

* Identification of frequently visited places, specify time periods, common
locations and animate travels

* Face categorization and analytics (gender, race, age)

C. Elcomsoft 10S Forensic Toolkit

Elcomsoft IOS Forensic Toolkit is a program for extracting data from iOS
devices, including physical extraction from locked phones, as well as working with
1Tunes and iCloud backups (Lahaie: 2015: 1-50).

Key Features:

* Passcode unlock: Brute-forces 4-digit and 6-digit screen lock passcodes via
DFU exploit.

* Full file system extraction and keychain decryption for many devices run-
ning i0S 12 through 16.5.

» Media extraction, shared files, and advanced logical acquisition for iOS de-
vices running versions that the extraction agent does not support.

* Has the ability to extract saved files and crash/diagnostics logs from many
apps. Extract documents locally stored in Adobe Reader and Microsoft Office, access
the Mini-KeePass password database, and much more.

D. MOBILedit Pro

MOBILedit Pro is a forensic tool that is designed for phone and cloud ex-
traction, data analyzing and report generating, uses both physical and logical data
acquisition methods (Hermawan: 2020: 233-238).

Key Features:

* Security bypassing — acquires physical image even when phone is protected
by a password or pattern

 Physical data acquisition (extract physical images and have exact binary
clones) and analysis (open image files created by this process)

» Advanced application analysis (adaptive and in-depth methods to ensure re-
trieving the most data available).

Focus on timeline as a note, a photo, video or a flow of messages

» Walkthrough for applications, photos, accounts, contacts, messages, emails,
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calls and organizers

* Malware detection

* Scientific image analysis

*» Has photo recognizer and photo matcher

A comparative analysis reveals that, although all four forensic tools excel in
specific areas, they also exhibit notable weaknesses. Some of them are great in data
extraction others in data analyzing. They all have shortcomings where other tools per-
form better. One main common problem is a wide range of devices under study, that
happens because of constant changes and updates of devices (Delija: 2021: 1231—
1235).

Additionally, challenges vary depending on the task, including gaining access
to or unlocking devices, searching and filtering data, analyzing specific elements, and
generating reports. Furthermore, none of them provide a comprehensive solution for
the deep call history analysis.

Each tool has their own strength, but when it comes to detailed examination
of call logs they all fail. Even though, they all support general call extraction, none of
the tools specifically focus on those points:

1. Comprehensive analysis of call metadata, that includes: frequency of calls
between specific users and call duration patterns

2. Identifying call trends through visualization and reporting on call interac-
tions

3. Advanced filtering call related data that includes missed or rejected calls(-
can be helpful during forensic investigations)

Recent research emphasizes the necessity of specialized modules for analyz-
ing call history, focusing on mathematical filtering, semantic search, and statistical
visualization, which traditional forensic tools still lack (Rzayeva: 2025: 66—74).

According to everything that is written above, it follows that there are no uni-
versal methods for solving these problems in the market within the framework of the
tasks being solved.

To thoroughly analyze a mobile device, relying on two to three (or even five)
programs is often insufficient. The organization that provided some of these tools and
test data asked to combine all the useful functions of analyzing and tracking phone
calls in one module.

Below is a table of functions and a list of tested applications. Unfortunately,
the data used in the tests is personal data that is used in the investigation. According
to the law of the Republic of Kazakhstan, these data cannot be published.

Table 1. «Comparison of forensic analysis tools»

Feature UFED 4PC MOBILedit Pro Oxygen forensic
Average call duration + - +

Call types (incoming, outgoing) + + +

Call apps used + - +

Top 10 contacts + - +

Activity periods

Total calls periods + + +
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International calls location detection

Kazakhstan city calls detection - - -

Results

The proposed Call History Analysis Module enables investigators to efficiently filter
and analyze large datasets of call records using phone number and timestamp conditions. Key
features such as phone number filtering, duration statistics and app usage analysis helps to
give a comprehensive picture of communication patterns. Furthermore, the module provides
insights into important contacts, call durations, and active communication periods, which are
visualized through charts. This method not only makes call history analysis easier, but it also
improves investigators’ capacity to swiftly pinpoint important contacts and communication
patterns. In the future, functions will be developed to determine the locations of international
calls and cities in Kazakhstan. All tested tools do not have this feature.

A. Call history analyzer

The following functions are demonstrated on dataset D = { dy , d; ) e dy, }, where
each element @i has the following attributes:

e &; number: The phone number involved in the call..

+ @i cimestamp : The timestamp of the call in ISO format.
. d; type:, which can be either “incoming” or
“outgoing”.

« & guration: The duration of the call (in seconds).

« Diapp: The application used for the call.

Let:

* N be the given phone number filter (optional).
« &5 be the given start time (optional).
« s be the given end time (optional).

« ISO(t) pe a function that converts a timestamp string t to an ISO datetime object
for comparison.
The filtered dataset F can be expressed as:

F= (1)
{d.eD|(N = OV d,.number = N)A(t, = OVt, = OVt < IS0(d,.timestamp) < t,)}

\W% h e r e
. N="? means no phone number filter is applied
. t; = 0 or t: = O means no time boundary is set.

Explanation

1) Phone Number Filtering:

. If N is provided, only records where d;.number =N are included.
. If N is not provided, all records are included.

2) Time Range Filtering:

. If both &= and &e are provided, the records must satisfy:

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 0
International License @,‘-j

160



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

. t, < I50(d,.timestamp) < t,

. If only one boundary is given (either Zs or f&), the records are filtered accord-
ingly.

1) Total Call Counts: The number of incoming and outgoing calls. The total

number of incoming and outgoing calls in the filtered dataset is calculated. To do this,
iterate over each call record and increase the increment responsible for each type of
call:

Incoming calls: Calls whose type has been marked as ’incoming”.

Outgoing calls: Calls whose type has been marked as ”outgoing”.

Mathematical Representation of get_incoming_outgoing calls

Let:
. Cinrepresents the total number of incoming calls.
. Cous represents the total number of outgoing calls.

The function calculates:

C..= Z 1(d;. type = "incoming")
d;ED

(2)

Formula (2) calculates Cin by adding 1 for every call record whose
type is “incoming,” giving the total count of inbound calls.

Coe = Z 1(d;. type = "outgoing")
d; €D

Formula (3) determines Cour by adding 1 for each record labeled “outgoing,” pro-
ducing the total number of outbound calls.

where:

_ (1if Pistrue (4)
1(P) = {D if Pis false

Formula (4) defines the indicator function 1(p ], which returns 1 when condition £ i

true and 0 when it is false.
Explanation:

N

1) Incoming Calls:

C., = Z 1(d;. type = incoming)
d;eD

(5)

counts all records where the call type is “incoming”.
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Formula (5) sums the indicator l(di-t}’pe =incoming) over every re-

cord & €D , yielding the total number of incoming calls Cin-

2) Outgoing Calls:

Coue = Z 1(d;. type = "outgoing")
d;ED

(6)

counts all records where the call type is “outgoing”.

Formula (6) sums the indicator 1(dz" t¥Pe=outgoing”) over every record d; €D
yielding the total number of outgoing calls Cour

The function returns the tuple (Cin , Cour), representing the total counts of incoming
and outgoing calls, respectively.

2) Call Duration: Detailed statistics on the duration of calls have been calculated to
assess the duration and patterns of communication. The statistics included:

Total number of calls: the total number of analyzed calls.

Average duration: The average duration of calls calculated by summing all call dura-
tions and dividing by the total number of calls.

Maximum and minimum durations: The longest and shortest of the observed call
durations.

Calculations are performed for all calls in aggregate and separately for incoming and
outgoing calls.

Mathematical Representation of “get call duration_statistics”

Let:

o Cin is the total number of incoming calls.

«  Cour is the total number of outgoing calls.

* n =|D| is the total number of calls.
The function computes the following statistics:
a) Total Calls Statistics:
Total Amount = n

n (7)
1

Average Duration= — E d;.duration
n

=1
Formula (7) finds the overall average call length by dividing the sum
of all call durations by the total number of calls ».

Max Duration = max{d,.duration|d, € D} (8)
Formula (8) returns the single longest call duration present in the entire data set D.

Min Duration = min{d,.. duration|d; € D} (9)
Formula (9) returns the single shortest call duration present in D.

b) Incoming Calls Statistics:
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Incoming Amount = C,, (10)

Formula (10) simply states that the total number of incoming calls

equals Cin
n
I3 v 1 v
Average Incoming Duration = — Z d;. duration
in i=1
d.type="incoming"
(11)

Formula (11) computes the mean duration of incoming calls by averaging only
those records whose type is “incoming.”

Max Incoming Duration = max{d,. duration|
d;.type = "incoming"}(17)

Formula (12) selects the maximum duration among all incoming
calls.

Min Incoming Duration = min{d,. duration| (13)

d,.type = "incoming"}
Formula (13) selects the minimum duration among all incoming
calls.

¢) Outgoing Calls Statistics:
1 n (14)

Average Outgoing Duration = —— E d,. duration
outgoing i=1
ditype="outgoing"

Formula (14) computes the mean duration of outgoing calls by averaging only those
records whose type is “outgoing.”

Max Outgeoing Duration = max{d,. duration| (15)
d,.type = "outgoing"}

Formula (15) selects the maximum duration among all outgoing calls.
Min Outgoing Duration = min{d,.duration| (16)
d,.type = "outgoing"}
Formula (16) selects the minimum duration among all outgoing calls.

d) Handling Special Cases:
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« IfD =9, all statistics are set to 0.
o [fmin{d;.duration|d; € D} = 0, j{ s reset to 0.

3) Application Usage: In some systems, the applications (Telegram, WhatsApp, etc.)
used for the call may be present in the call history. In this case, for each application registered
in the call data, the number of incoming and outgoing calls made using this application is
calculated.

Mathematical Representation of get call apps

Let:

. A ={aya5...,a,} be the set of unique apps in the dataset.
o calls(% T be the number of calls for app % € A and

« typet € {“incoming”, “outgoing”}.
The function computes the following:

n (17)
caﬂs[a}- ,t) = Z 1
i=1
di.app= aj
ditype=t
Formula (17) counts how many calls of type tt are handled by ap-
plication %
Where:
t € {"incoming","outgoing"} (18)

Formula (18) specifies that tt can be either “incoming” or “outgo-
ing.

The result is a dictionary:
app calls = (19)

incoming: calls(a;, incomin
. — g [ I g) |a; € A
I outgoing: ca!!s[aJ-, Dutgcring) 1

Formula (19) builds a dictionary that maps every app @ to its total incoming and
outgoing

call counts.

4) Key Contact Ildentification: Determining the most frequent contacts using the

longest duration:
Number of calls on contacts: The total number of calls associated with each phone
number.
Ranking of contacts: Sort contacts in descending order based on the duration of calls.
Mathematical Representation of “get key contacts”
Let:

. €(P) be the number of calls for a given phone number P
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The function calculates:

n (20)
= ) 1
i=1
d;. number=p
Formula (20) counts how many call records reference the phone
number pp by adding
1 for every entry where d;.number =p
The result is a dictionary:
contact calls = {p — C(p)|p € P} (21)

where P is the set of all unique phone numbers in the dataset D.

The contacts are then sorted by the number of calls in descending order:

sorted contacts = sort(contact calls, key = C(p), reverse = True)

5) Active Periods: A function “get most_active periods” analyzes call data by

categorizing it into predefined time periods (morning afternoon, evening, and night).
It processes timestamps from the input data, counts the number of calls for each period on a
given day, and returns the results sorted by total daily activity in descending order.

Mathematical Representation of “get most active periods”

Define the time periods as:

morning calls : (6, 12) (6 AM to 12 PM)
afternoon calls : (12, 18) (12 PM to 6 PM)
evening calls : (18, 24) (6 PM to 12 AM)
night calls : (0, 6) (12 AM to 6 AM)

The function calculates the activity counts for each day and period.

a) Activity Count for Each Period: For each call d:‘, determine the
call hour:

hour(d;) = hour(I50(d,.timestamp)) (22)

Formula (22) extracts the hour component (0 — 23) from the ISO-formatted time-
stamp of each

call 9.
and assign it to a period P where:

P = {(s,e)|s < hour(d,) < e}or(s = 0 A hour(d,) < e) (23)

Formula (23) assigns a call to the time interval P=(s,e) whenever

its hour value lies within /s,e).
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The number of calls for a specific period P on day t is:

C.(P) = Z 1 24

i=1
day(d; )=t
hour (d; ) EF

Formula (24) counts the calls that fall into period PP on day tt by summing one
indicator per qualifying record.

b) Daily Total Calls:: The total number of calls for a given day ¢ is:

total calls(t) = Zcr[P] (25)

v

Formula (25) obtains the total call volume for day ¢ by summing

the counts Cr(F) over aﬂl periods P. . .
¢) Sorted Activity: The result is a dictionary of days sorted by the total number of

calls:
sorted activity = sort({t +— totalcalls(t) |t € T },rex (26)
True)
where 7 is the set of all days in the dataset.
Discussion

After collecting all the statistics, a json is created, which is sent to the data
visualization block, where the collected statistics are shown in various charts.

Incoming vs Outgoing Calls: A bar chart (Figure 1) compares incoming and
outgoing calls, showing a slight dominance of outgoing calls. This distinction helps
determine an individual’s role in a communication network-more outgoing calls sug-
gest planning or coordination, while more incoming calls indicate receiving instruc-
tions. Understanding this is crucial for identifying roles in a criminal group.

1) Call Duration: The system visualizes the average duration of incom-
ing and outgoing calls (Figure 2). Call duration provides insights into the significance
of communications, enabling investigators to prioritize key interactions. Short calls
suggest quick exchanges, while long calls may signal important discussions or nego-
tiations, aiding investigators in focusing on critical communications.
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Incoming vs Outgoing Calls
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Fig.1. «Incoming vs Outgoing Calls »
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2) Call App Usage: A chart (Figure 3) displays call activity by app, dis-
tinguishing incoming and outgoing calls. Different apps offer varying privacy levels,
making usage analysis crucial in digital forensics. Encrypted apps like WhatsApp
and Telegram may indicate an attempt to conceal communication. This insight guides
investigators in data extraction and prioritizing metadata, message content, and logs
for deeper analysis.
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Fig.3. «Call App Usage»

default

Top 10 Key Contacts: The top 10 contacts, based on the frequency and

duration of calls, are highlighted in a bar chart. (Figure 4) Identifying key contacts
is crucial in forensic investigations. This chart highlights the suspect’s most frequent
contacts, potentially revealing important figures in a criminal network. Prioritizing
these communications helps investigators establish patterns, build timelines, and un-
cover links between individuals.
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Fig.4. «Top 10 Key Contacts»

Call Activity Heatmap: A heatmap (Figure 5) visualizes call activity

by time and date, aiding timeline reconstruction. Peaks in call volume may correlate
with key events like crime planning or emergencies. Investigators can align these pat-
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terns with other data (e.g., transactions, GPS) to build a cohesive narrative, narrowing
down critical communication moments for deeper analysis.
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Fig.5. «Call Activity Heatmap»

5) Total Calls per Day: A line chart (Figure 6) tracks daily call volume,
highlighting trends over time. It helps identify key dates of increased or decreased ac-
tivity, potentially correlating with critical events. Spikes may indicate crime planning,
while drops could suggest efforts to avoid detection or disruptions in communication
patterns.
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C. Search for connections in multiple devices
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The ability to process data from multiple sources simultaneously can also be
useful in digital forensics. This section describes methods and algorithms that allow
to track possible coincidences in the history of phone calls recorded from multiple
devices simultaneously.

Let € be the set of call objects, where each call € € Cisa
mapping from keys to values. Define the set of keys to ignore

as

S = {"field,","field,","field,"}. (27)

For each key f (with [ €5 ) and for each value ¥ such that there exists a call
¢ € Cyith €(f ) = ¥, define the group

G(fv) = {c € Clc(f) = v} (28)

Next, define the set of sources for the group G(f,v) as

Z(f,v) = {c("source”) | c € G(f.v)} (29)

The function returns the groups for which the key-value pair is shared by calls
from at least two different sources. Formally, the output is

Resu|t={(frur6(fru))|f € Sand |Z(f,v)| = 1} (30)

After generating the result, the received objects can be filtered by a special
field or value.

Conclusion

After a thorough review of existing digital forensic tools and their capabil-
ities, it becomes evident that most commercial and open-source platforms remain
limited when dealing with complex patterns embedded in call history data. Suites
such as Cellebrite UFED, Oxygen Forensic Detective, and MOBILedit Pro provide
dependable extraction and parsing of call logs, yet they tend to focus on static re-
cord reconstruction rather than analytical interpretation. In contemporary investiga-
tions, where communication is increasingly fragmented across multiple applications
and devices, this limitation can obscure vital links between suspects, witnesses, and
events. To overcome these challenges, the development of the Call History Analysis
Module represents a decisive step toward a more intelligent and interpretive approach
to mobile forensics.
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The proposed module introduces a unified workflow that normalizes hetero-
geneous call-record databases into a consistent analytical format. By using mathemat-
ical filtering, the system can isolate key behavioral indicators such as repeated contact
frequencies, sudden communication gaps, or abnormal call durations. These features
allow investigators to move from simple data retrieval to contextual understanding.
Moreover, the embedded statistical engine correlates multiple parameters - such as
timestamp intervals, geolocation markers, and contact density - to create a holistic
picture of user behavior over time. This analytical depth is rarely achieved with tradi-
tional tools that rely on manual sorting or keyword searches.

Another major contribution lies in the module’s advanced visualization
capabilities. Instead of presenting lengthy tabular outputs, the system employs dy-
namic heat-mapped calendars, duration ridgelines, and ego-network diagrams to rep-
resent the flow of interactions between users. Such visual analytics enable examiners
to detect hidden clusters of communication, recurrent call cycles, or significant de-
viations in activity timelines. For instance, the color-coded temporal plots can high-
light bursts of contact before or after a crime event, while ego-networks reveal the
centrality and influence of specific individuals in a suspect’s communication sphere.
This visual clarity translates raw call logs into an intuitive narrative that supports both
technical and legal decision-making.

Equally important, the Call History Analysis Module strengthens data
provenance and integrity, ensuring that every transformation or visualization remains
traceable to its original dataset. The inclusion of an embedded similarity-search engine
allows forensic analysts to compare call sequences across multiple devices, exposing
parallel routines and shared interlocutors that often elude conventional examination.
This cross-device correlation mitigates common issues such as timezone drift, dupli-
cated contacts, and inconsistent labeling between Android and iOS platforms. As a
result, the accuracy of extracted intelligence improves while the overall triage time is
significantly reduced.

From an operational standpoint, the module does not attempt to replace es-
tablished forensic ecosystems but rather complements them. It can be seamlessly
integrated into laboratory workflows as a lightweight analytical layer. Investigators
gain an additional interpretive stage between extraction and reporting, enabling faster
identification of relevant communication threads. The module’s modular architec-
ture also ensures compatibility with future extensions, including plug-ins for chat-log
parsing, SMS analysis, and app-specific metadata correlation. This flexibility is cru-
cial for maintaining relevance as digital communication evolves toward more decen-
tralized and encrypted platforms.

The implications of this advancement extend beyond immediate casework. By
augmenting investigators’ analytical capabilities, such tools contribute to the transpar-
ency and reliability of digital evidence presented in court. Enhanced visualization and
mathematical reasoning help reduce human bias, offering objective representations of
communication behavior. Moreover, the automation of pattern recognition supports
scalability in high-volume forensic environments where thousands of records must be
processed within limited time frames. Consequently, the Call History Analysis Mod-
ule not only streamlines technical processes but also elevates the evidential quality of
mobile data analytics.

Looking ahead, future research will focus on expanding the module’s intel-
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ligence through integration with machine learning and artificial intelligence tech-
niques. Predictive analytics could, for instance, forecast communication behaviors
or detect anomalies suggesting collusion or identity spoofing. Another prospective
direction involves extending coverage to additional data channels such as encrypted
messaging applications, multimedia exchanges, and social media call logs. Combin-
ing these diverse communication layers within a single analytical framework would
provide investigators with unprecedented situational awareness.

As the landscape of digital communication continues to evolve, forensic sci-
ence must adapt accordingly. The Call History Analysis Module exemplifies how tar-
geted innovation - grounded in mathematical filtering, visualization, and behavioral
analysis - can fill existing gaps in forensic practice. It transforms call history from
a static archive into a dynamic source of actionable intelligence. As digital forensic
tools evolve, modules like this will remain vital for strengthening investigative capac-
ities, ensuring evidential integrity, and ultimately guaranteeing justice in the digital
era.
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Abstract. The article explores the optimization of task distribution in IT ser-
vice systems using mathematical models and multi-criteria optimization methods.
The main objective is to develop and evaluate effective approaches for allocating
tasks under limited resources and conflicting performance criteria such as execution
time, energy consumption, and service quality. Three optimization techniques were
implemented and compared: the Pareto Method, the Weighted Sum Method, and
the Genetic Algorithm. Experimental results demonstrated that the Pareto Method
achieved the best balance between speed and quality (0.000194 sec), the Weighted
Sum Method showed moderate efficiency (0.010478 sec), while the Genetic Algo-
rithm provided higher solution quality at the cost of slower performance (0.013633
sec). The study concludes that the Pareto Method is most suitable for real-time and
resource-constrained systems, whereas the Genetic Algorithm is recommended for
complex large-scale optimization tasks.
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AnHoranusi. Maxkanaga [T-kpi3MeTTep canachblHIa TarnChlpMalap/ibl
yJIecTipy/i OHTaIaHABIPY MOCeNeci MaTeMaTHKAIBIK MOJIENbIEP MEH KOIIKPUTEPU I
OHTaWJAHABIPY SIICTEpPIH KOJAAHY apKbUIBI KapacThIPbLIAAbl. 3epTTEYIdiH HEri3ri
MakcaThl — IIEKTEYJIl pecypcTap MeH KapaMa-KaWIibl KepCeTKIIITep >KaFaaibIiHaa
(opbIHIAy YaKbIThI, SHEPTHUS TYTHIHY YKOHE KbI3MET carachl) TarncbipMaiapAbl TUIMIL
YIECTIpY TOCUIACPIH 3ipiiey KoHe Oaranay. Y I OHTalIaHIbIPY 9/1iC1 KapacThIPBLIIBI:
[TapeTo omici, camMaKTaIFaH KOCBIHIBI 9/TICI )KOHE TeHETHKAIBIK aJiropuT™M. EcenTey
Toxipuoenepi [Tapero omiciHIH KbUIIAMIBIK IIEH cara apachlHIaFbl €H JKaKChI TeTe-
TeHaikTi KamTamachkl3 eteTiHiH (0.000194 cek) kepceTTi, calMaKTaIFaH KOCBHIHIIBI
omici oprama Hotmkenep o6epai (0.010478 cex), an reHETUKABIK aJTOPUTM KOFaphl
camnaJibl EeNTiMIe KOJI )KETKI3T€HIMEH, OpbIHAATY YaKbIThI y3arbipak 601161 (0.013633
cek). 3eprrey HotmxkeciHae [lapeTo ozici HAKTBI yaKbITTarbl KOHE peECypcTapbl
MICKTEYJ1 JKyHhenepre, ajl TeHETUKAIBIK aJIrOPUTM KYPHAEi, ipi ayKbIMJIBI ecernTepre
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€H KOJIAIIbI JIeTl aHBIKTAJI/IbI.

Tyiiin ce3naep: TamnceipManapabl 0eily, KONKPUTEPHIUN OHTaWJIaHIBIPY,
[Tapero anici, reHeTUKaNBIK anropuT™, AT-KpI3MeTTep, MaTeMaTUKAIIBIK MOJEIIB/IEY,
ecenTey THIMIUTIT

Hoitexco3nep ymin: H.C. Ecmyxamenos, b.K. CunueB, C.3. Canakosna,
O.AyenbexkoB. WT-kpi3MeTTep canachlHAAFbl JKYMbICTapabl Oeiy OolibIHIIA
KOMIKPUTEPUIATIT OHTAWIAHIBIPYABIH MaTEMaTUKAIBIK MOJENIbACPl MEH OMICTEepiH
3eprrey // XanblKapalblK aKmapaTThIK KoHE KOMMYHHKAIUSIIBIK TEXHOJIOTHSIIAP
xKypHanmel.  2025. Tom. 6. Ne 24, 174-189 oOGer. (Arbur). https://
doi.org/10.54309/1JICT.2025.24.4.010.
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TUH.
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KoH(pIMKT WHTepecoB: aBTOpPHI 3asBISIIOT 00 OTCYTCTBUU KOH(QIIMKTA

HUHTEPECOB.

Introduction

In recent decades, there has been a rapid development of IT services driven by
the increasing volume of processed data and the growing number of tasks requiring
the distribution of computing resources. In the context of modern hybrid cloud and
cluster computing systems, the need for efficient task allocation among resources has
become critical, necessitating the use of optimization methods. Multi-criteria opti-
mization is particularly important, as it allows for the simultaneous consideration of
various factors such as response time, resource utilization costs, energy consumption,
and other parameters. The complexity of the task allocation problem in IT services
lies in the necessity of balancing multiple optimization criteria, making traditional
methods insufficiently effective. This highlights the need for the development and
implementation of multi-criteria optimization methods capable of accounting for nu-
merous constraints and parameters specific to distributed c omputing systems. The
relevance of this issue is reinforced by the increasing demand for new mathematical
models and algorithms that enable real-time process optimization while considering
the unique characteristics of IT services. The aim of this study is to develop math-
ematical models and multi-criteria optimization methods for the efficient allocation
of tasks in IT services, considering factors such as performance, cost, response time,
and energy consumption. The primary objective is to create a model that incorporates
these criteria and propose effective optimization methods that will significantly en-
hance the quality of task distribution and computing resource management.

Task allocation and computing resource management in the IT services sec-
tor is a rapidly evolving research area, primarily focusing on optimization methods
aimed at improving system efficiency. A significant body of work has been dedicat-
ed to multi-criteria optimization, particularly within distributed computing systems.
While linear and nonlinear programming techniques have traditionally been used,

they often fail to capture the full spectrum of necessary criteria and constraints, ne-

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
Y International License

177



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4.

cessitating more advanced approaches. Among these, multi-criteria methods such as
the Pareto method and evolutionary algorithms have gained popularity due to their
ability to generate solutions that simultaneously satisfy multiple objectives. Recent
advancements in simulation modelling further enhance these approaches by enabling
the consideration of complex interactions within real-world computing systems. Re-
search highlights that, although these methods contribute to more efficient task allo-
cation, there is still room for improvement in terms of processing speed and energy
consumption. One key study examines the risks and opportunities of task distribution
in global software development, identifying that decisions are frequently driven by
cost factors, especially the costs related to labor, while overlooking critical elements
like employee qualifications, regional innovation potential, and cultural differences.
The research proposes multi-criteria distribution models based on empirical data, em-
phasizing the lack of these models in software development. A comparative analysis
of existing models from diverse fields is presented, with recommendations for future
research directions (Lamersdorf, Miinch and Rombach, 2014). Further advancing
task allocation, another study discusses the optimization of distribution systems, par-
ticularly under multi-objective decision-making conditions. By utilizing a special-
ized solver to identify non-dominated solutions, the authors illustrate the trade-offs
involved in optimization. Their proposed method, underpinned by Decision Theory,
is demonstrated through a case study on a test network, showing its effectiveness in
identifying compromise solutions for decision-makers (Mazza, Chicco and Russo,
2012). In addressing the complexity of task scheduling within IT projects, one work
introduces an optimization model that integrates both internal and external personnel
with varying efficiency levels to minimize costs. The authors propose a metaheuristic
approach, dividing the problem into scheduling and staffing components, which sig-
nificantly enhances computational efficiency and results in faster solutions compared
to traditional solvers for mid-sized problems (Kolisch and Heimerl, 2012). Similar-
ly, the challenge of efficient Task Scheduling (TS) and Resource Allocation (RA) in
Cloud Computing (CC) environments is explored, with an emphasis on optimization
methods like Multi-objective Ant Colony Optimization (MACO) and Adaptive Se-
quence Dynamic Allocation (ASDA). These techniques improve task scheduling by
adapting to dynamic workloads, ensuring optimal resource allocation in cloud sys-
tems (Hemanth et al., 2024). A study addressing multi-criteria employee assignment
problems proposes a novel solution method that combines the Pareto principle with
logistic mapping for transforming categorical parameters, followed by linear scalar-
ization of efficiency and cost criteria. The paper emphasizes the practical relevance of
these assignment problems across various domains, especially in dynamic economic
environments (Novozhylova and Karpenko, 2024). In the context of technological
systems, a paper develops a cyclical work distribution model in stochastic environ-
ments. The model incorporates multiple quality indicators and considers the uncer-
tainty of input data, addressing the inefficiency of traditional assignment models. By
utilizing optimization methods, mass service systems, and statistical modelling, the
study offers a more effective approach to work allocation in such environments (Bez-
korovainyi and Cholombytko, 2024). Another work highlights the development of dy-
namic multi-criteria optimization models for IT project management, focusing on the
allocation of human and material resources throughout the project lifecycle. The au-
thors emphasize the complexity of IT enterprise modelling, proposing a verbal model
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for IT project distribution that incorporates time factors. Several studies emphasize
improving optimization methods and implementing practical models (Ivchenko et
al., 2024). Gupta and Gupta (2024) propose a fuzzy-based multi-criteria evolutionary
algorithm for automating bug triage in Bug Tracking Systems, enhancing precision,
recall, and accuracy. In cloud computing, the WOA-Scheduler optimizes cost, time,
and load balance, outperforming traditional methods (Gupta and Singh, 2024). Hao
et al. (2024) address multi-objective DAG scheduling using a hybrid of graph neural
networks and evolutionary algorithms, reducing makespan and energy use while in-
creasing revenue.

These studies collectively highlight the diverse approaches to task allocation
and resource management in IT services and cloud computing. The evolution of op-
timization models from linear programming to multi-criteria and simulation-based
approaches demonstrates significant progress in addressing the complexities of re-
al-world systems, though there remains a need for continued refinement in efficiency,
processing speed, and energy consumption.

The proposed algorithm is aimed at optimizing the distribution of tasks in the
field of IT services, considering multi-criteria constraints.

The proposed algorithm allows considering various efficiency criteria when
distributing computational tasks, ensuring a balance between performance, cost and
resource loading. The use of multi-criteria optimization methods helps to increase the
efficiency of distribution in dynamically changing conditions of the IT infrastructure.

In the next section outlines the mathematical model for the multi-criteria opti-
mization problem of task allocation in IT services, along with the optimization meth-
ods and algorithms employed to solve the problem.

Models and methods

Description of the Mathematical Model

The mathematical model for task allocation to computing resources in IT ser-
vices utilizes multi-criteria optimization, considering multiple factors (criteria) si-
multaneously. The goal is to allocate tasks to the available computing resources in
an optimal manner, while accounting for various constraints and preferences across
different criteria (Mazur, 2023; Eremina et al., 2021; Nikolaev and Saenko, 2024).
The model formulations are as follows:

Variables:
. %;j- a variable that takes the value 1 if the task fis assigned to the resource J,
and 0 otherwise.
. ti- task completion time t.
. %j- resource capacity /(for example, processor speed or channel bandwidth).
. Pi- the cost of completing a task ! on a resource /.
2. Objective function: A multi-criteria objective consisting of several functions,

for example:

min(a, T +a, - C+ay- E), (1)
where:
r=ZXi 23 1 Xijti_total time to complete all tasks.

C=EL EJ =1 *i;%_ total cost of completing tasks.
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— TN TM
E =2 L= X8 total energy consumption associated with task execu-

tion.
&1, @2: X3 weights for each of the criteria, where the sum of all weights must
be equal to 1{ay +az +az =1)

Restrictions:

Each task 13 assigned only one resource:
Z x; =1,vi €{1,2,..,N}. (2)
i=1

The resource cannot be overloaded, that is, the total load on each resource
must not exceed its capacity:

N

Z xt; <€, ¥j €{1,2,...,M}. (3)
i=1
Tasks must be completed within the given time limits:
t €T, ..¥iE{12, .. N} (4)

Thus, the main goal of the model is to minimize the weighted sum of time,
cost, and energy consumption, subject to the constraints described above.

Optimization Methods

To solve a multi-criteria optimization problem, several methods are used, each
of which is applied depending on the specifics of the problem and the requirements
for the solution.

1. Pareto Optimality Method: This method is fundamental for multi-criteria
optimization, since it allows finding compromise solutions that cannot be improved
by one of the criteria without worsening the others. The method consists of finding a
set of Pareto optimal solutions, where each solution does not dominate the others by
all criteria.

2. Evolutionary Algorithms: Evolutionary algorithms, such as genetic algo-
rithms (GAs), can efficiently search for solutions in a multi-objective problem space.
These methods are used to find multiple optimal solutions by simulating the biologi-
cal processes of natural selection.

In this context, a modification of genetic algorithms is used, aimed at achiev-
ing an optimal distribution of tasks considering several criteria, such as execution
time, cost and energy consumption.

3. Weighted Sum Method: This method allows you to transform a multi-cri-
teria problem into a single optimization problem by assigning weights to each of the
criteria. The essence of the method is to reduce several criteria to a single objective
using weighting. The problem is then solved as a normal optimization problem, for
example using linear or nonlinear programming.

4. Simulation modelling: Simulation methods such as Monte Carlo simula-
tion can be used to evaluate and analyze the effectiveness of different task allocation
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strategies in IT services. Simulation modelling evaluates the effectiveness of task
allocation under conditions of uncertainty and dynamics of computing resources.

Algorithm for Solving the Problem

The algorithm for solving the problem of multi-criteria optimization of task
distribution can be presented as follows:

1.Step 1: Initialization: The task parameters are set, such as the number of
tasks N, the number of computing resources M, time and resource constraints. The
weights for each of the optimization criteria o 1, a 2, a 3 are determined.

2.Step 2: Applying the selected optimization method: One of the optimization
methods (for example, a genetic algorithm or the Pareto method) is used to find a set
of optimal solutions. During the optimization process, various options for distributing
tasks across resources are assessed, considering time, resource and other constraints.

3.Step 3: Evaluation and selection of the optimal solution: After generating a
set of possible solutions (for example, in the case of a genetic algorithm), the optimal
solution is selected based on a set of criteria. It is important that the chosen solution
satisfies all the constraints of the problem.

4.Step 4: Implementation and analysis of results: An analysis of the obtained
results is performed, including execution time, cost and energy consumption. Evalu-
ation of the quality of a solution in the context of practical application.

5.Step 5: Finishing: After selecting the optimal solution, a final check and
assessment of its application in practice is carried out.

Methods of multicriterial optimization

1.Pareto-Optimality Method

Pareto Optimization is used in multi-criteria problems where several conflict-
ing objectives must be taken into account [13]; a solution is considered Pareto op-
timal if improving one criterion is impossible without worsening at least one other,
which makes it useful for optimizing the distribution of tasks to resources taking into
account execution time, cost and energy consumption, as well as for choosing several
alternative solutions, among which the most suitable one is then determined.

Formal Definition

Let there be a set of solutions £ and criteria f1(¥):f2 (%), ) fi [x]’ where
. , . . . .
. A solution * is called Pareto-optimal if there is no solution such * that:

fi(x) = fi(x)vi=1,.. .k, (5)

xe X

and at least one inequality is strict.

Algorithm method

-Formation sets possible solutions X

-Calculation of objective function values for all * € X

-Finding a Pareto-optimal set - eliminating all dominated solutions

-Selecting a compromise solution from a set of Pareto-optimal solutions

2.Weighted Sum Method

Weighted sum method (Weighted Sum Method) transforms a multi-criteria
problem into a single-criteria problem by combining all functions into one scalar ob-
jective function, but requires pre-set weights, which is not always obvious, and is not
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capable of finding all Pareto-optimal solutions, so it is most effective in cases where
clear priorities are established between criteria, for example, when the speed of task
execution is more important than its cost.

The mathematical model of the weighted sum method is presented in the form
of a general objective function:

k

F() = ) afi, (6)

i=1
where:
. @;- weight of the criterion (usually Tioy a; = L,
. fi(x). 4 separate target function.
Algorithm method
1.Definition of weights a 1 a 1 for each criterion
2.Solution of the optimization problem of one combined objective function
3.0btaining an optimal solution for given weights

3. Genetic Algorithms (GA) in Multi-Criteria Optimization

The genetic algorithm is a heuristic method based on the principles of evo-
lution (mutation, crossbreeding, natural selection), which is well suited for complex
nonlinear problems and is used in cases where the solution area is huge and there are
no strict restrictions.

Algorithm of work

-Generation of initial populations solutions

-Fitness assessment function) - all criteria apply

-Selection (selection) the best solutions)

-Crossbreeding and mutation - formation of a new generation

-Repeat steps 2 —4 until a stop is reached (for example, by the number of it-
erations)

Table-1. Selecting a Method for Allocating Tasks in IT Services.

Method Fits For tasks with... Advantages Flaws

Pareto optimality | Some contradictory criteria AHIOV‘{S get  set | Foralongtime is calculated

Weighted amounts | Clear priorities between g?rr;J;Ig,r‘fs;ast counts Need to in advance ask weights
criteria

Genetic algorithms | Big space solutions g‘:ks For  complex | Long execution

The selection of a multi-criteria optimization method depends on the specific
characteristics of the problem: the Pareto method is used when multiple solutions
are needed; the Weighted Sum method is appropriate when there are clear priorities
among criteria; Compromise Programming is applied when the criteria are incom-
mensurable; Genetic algorithms are effective in the absence of a clear mathematical
model; and Simulation modelling is ideal for complex systems that require the repre-
sentation of real-world processes (Nikolaev and Saenko, 2024).
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Results and discussion
Statement of the Problem

In modern IT systems, especially in the field of cloud computing and dis-
tributed services, a critical task is optimal distribution of computing work between
resources considering many conflicting criteria, such as execution time, cost, energy
consumption and infrastructure load.

This task is complicated by the following factors (Mazalov et al., 2020; Xia,
Zhou and Liu, 2023):

1. Input data uncertainty — the load on the system changes dynamically,
and incoming tasks may differ in the volume of calculations and resource require-
ments.

2. Limited computing power — it is necessary to use available resources
efficiently, minimizing server downtime and avoiding overloads.

3. Conflicting optimization criteria — Speeding up task execution may
result in increased cost or energy consumption.

4. Scalability — algorithms must ensure distribution not only under cur-
rent conditions, but also when the number of nodes in the system changes.

5. Task Migration Restrictions — moving computing processes between

servers requires additional data transfer costs.

Formalization of the Task

The problem is formulated as a multi-criteria optimization model, where:

. A set of tasks T = {t1, tzs s }, each with requirements for proces-
sor, memory, power consumption and execution time.

. A variety of resources & = {rio 7 o T} with different performance,
cost and load.

. The assignment function ¥, where *ij — Lifthe task &i is assigned to

resource 77, and Xi; = O otherwise.

The objective function is a compromise between:

1. Minimization time execution:
mlnz Z (7)
i=1l =1
2. Minimization cost execution:
mlnz Z (8)
i=1l =1
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3. Minimization energy consumption:
m T
minz E;- Z x;;:° Py |- (9)
i=1 i=1

Efficient task distribution in IT systems is achieved through multi-criteria optimiza-
tion methods. The Pareto method balances execution time, cost, and energy; the Weighted
Sum Method applies when priorities are clear; Compromise Programming handles incompa-
rable criteria; and the Genetic Algorithm suits complex, uncertain problems. Simulation mod-
elling validates results under varying loads, ensuring optimal balance between performance,
cost, and energy efficiency (Jafarova et al., 2024).

Figure 1 shows the sequence diagram of the task distribution process showing the
step-by-step interaction between the system components — including the task distribution sys-
tem, optimization module, solution generator, evaluation module, and performance metrics.
The diagram illustrates how input task data are processed, initial solutions are generated and
refined through optimization and evaluation stages, and the final optimized task distribution
result is produced for the user.

Task Distribution Process

User Task Distribution System Optimization Module Selution Generator | | Evaluation Module Performance Metrics | | Evaluation System

[ Tack Dictribution Process L
Task Process

Stage 1: Input Task Data _J
Input Task Data
SrellamRem

Parse Input Data

Select Optimization Method

Stage 2: Task Assignment and Distribution )

Generate Initial Solutions
e e e

Return Solutions
s

Evaluate Solutions

Return Evaluated Solutions

Stage 3: Optim and
Refine Solutions Based on Criteria

| Re-evaluate Refined Solutions

Return Refined Solutions

Stage 4: Final Evaluation /.

Execute Evaluation of Solutions

Return Performance Metrics
e

Final Evaluation Result

Stage 5: Task Distribution Result
Provide Optimized Task Distribution
P L
Provide Final Task Distribution Result
o oVICe TN oSk e TaRon fesnt

User

Task Distribution System Optimization Module Solution Generator = Evaluation Module Performance Metrics | | Evaluation System
Fig. 1. Sequential diagram of the stages of the algorithm execution

X axis shows the task size Fig.2, the Y axis shows the execution time in sec-
onds. The genetic algorithm (green line, circles) is the slowest for large tasks, the Pa-
reto method (blue line, squares) demonstrates the best execution time, and the weight-
ed sum method (orange line, triangles) occupies an intermediate position. Analysis of
the graph allows you to choose the optimal algorithm depending on the task size and
performance requirements.
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Comparison of Execution Time for Different Algorithms with Varying Task Sizes

100 | —@— Genetic Algorithm
—— Pareto Method
Weighted Sum Method

80 -

60 -

40
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20 A

100 150 200 250 300 350 400 450 500
Task Size (Number of Elements)

Fig.2. Comparison of Execution Time for Different Algorithms with Varying Task Sizes

Figure 3 illustrates the execution time of the three algorithms — Genetic Algo-
rithm, Pareto Method, and Weighted Sum Method — as a function of the number of
iterations. The X- axis shows the number of iterations (from 100 to 500), and the Y-
axis shows the execution time in seconds. The Genetic Algorithm (green line, circles)
shows the longest execution time, increasing with the number of iterations.

Comparison of Execution Time for Algorithms Based on Number of Iterations

25 1 —@— Genetic Algorithm
—— Pareto Method
Weighted Sum Method

20

15+

10

Execution Time (Seconds)

T T T T T T T T T
100 150 200 250 300 350 400 450 500
Number of Iterations

Fig.3. Comparison of Execution Time for Algorithms Based on Number of Iterations

The Pareto Method (blue line, squares) shows the shortest execution time, and the
Weighted Sum Method (orange line, triangles) is in between. The graph helps to evaluate how
the number of iterations affects the performance of the algorithms.
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Cumulative Distribution of Execution Time for Different Algorithms
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Fig.4. Cumulative Distribution of Execution Time for Different Algorithms

Figure 4 presents the cumulative distribution function (CDF) of execution
times for the Genetic Algorithm, Pareto Method, and Weighted Sum Method. Each al-
gorithm’s 100 normally distributed execution times were sorted to compute the CDF.
The X-axis shows execution time (s), and the Y-axis shows the proportion of complet-
ed tasks. The Pareto Method performs fastest, the Genetic Algorithm moderate, and
the Weighted Sum Method slowest.

Experimental Setup and Input Parameters

To evaluate the efficiency of different optimization algorithms, we define a set
of input parameters that influence the computational performance of each method.
The experiments simulate task allocation and optimization in IT systems by varying
the number of tasks while assessing execution time.

Table 2. Algorithm-Specific Parameters.

Algorithm Input Parameter Description
Genetic Algorithm | n: Population size Number of individuals in each generation
d: Feature vector size Each individual is represented as a d -dimensional vector
T: Generations Number of iterations before convergence
Pareto Method n: Number of candidate The size of the solution space
solutions
d: Number of objective Used to determine dominance in Pareto front
functions
Weighted Sum n: Number of alternatives Number of potential solutions evaluated
Method
w: Weight vector Defines relative importance of criteria

Experimental Procedure

To ensure consistency, the following steps were followed:
1.Problem Initialization: A dataset of n candidate solutions were generated
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randomly to simulate real-world scenarios. Each solution was defined in a d -dimen-
sional space.

2.Algorithm Execution: The three optimization algorithms were applied to the
dataset:

- The genetic algorithm evolved solutions over T generations.

- The Pareto Method extracted a Pareto-optimal set.

- The weighted sum method computed scores based on predefined weights.

1. Performance Measurement: Execution time was recorded for each al-
gorithm, and results were averaged over multiple runs to ensure robustness.
2. Comparison and Analysis: Execution time, scalability, and efficiency

of the methods were analyzed across different values of n.

Execution Time for Genetic Algorithm: ©.©015610 seconds
Execution Time for Pareto Method: ©0.002013 seconds
Execution Time for Weighted Sum Method: ©.010582 seconds

The results show that the Genetic Algorithm has the longest execution time (0.013633
s) due to its iterative, stochastic nature. The Pareto Method is the fastest (0.000194 s),
making it suitable for rapid solutions, while the Weighted Sum Method (0.010478 s)
demonstrates moderate complexity. These differences highlight the trade-off between
computational cost and solution quality — simpler methods run faster, whereas com-
plex ones yield higher-quality results.

Conclusion

The research conducted showed differences in the efficiency of multi-criteria
optimization algorithms applied to the distribution of tasks in the field of IT services.
The analysis of time characteristics demonstrated that the Pareto Method provides the
best balance between the speed of work and the quality of solutions, which makes it
preferable when it is necessary to find many alternative solutions. The weighted sum
method showed average results, but requires pre-set weights, which limits its appli-
cation in conditions of changing priorities. The genetic algorithm, although effective
for complex nonlinear problems, turned out to be the least fast, which limits its use
when working with large volumes of data and strict time constraints. The experimen-
tal results reveal significant differences in execution times for various optimization
methods:

- Genetic Algorithm exhibited the longest execution time, at 0.013633 sec-
onds. This is expected, as genetic algorithms typically require higher computational
resources due to their iterative process involving mutation, crossover, and natural
selection.

- Pareto Method was the fastest, with an execution time of only 0.000194
seconds. This method does not involve complex calculations and efficiently identifies
a set of optimal solutions in multi-objective problems, making it ideal for tasks with
limited computational resources.

- Weighted Sum Method had an intermediate execution time of 0.010478 sec-
onds, which is faster than the genetic algorithm but slower than the Pareto method.
This is because the weighted sum method involves computing a scalar function for
each solution, which is less resource-intensive than the genetic algorithm but more
demanding than the Pareto method. Thus, the choice of optimization method depends
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on computational resource constraints and the desired solution accuracy. The Pareto
method is recommended for quickly finding optimal solutions with low computation-
al overhead, while the genetic algorithm may be more suitable for complex problems
with large solution spaces where more intricate optimization is required.
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Abstract. The article discusses methods for calculating and analyzing un-
wanted components of the light flux that hit the detector of a catadioptric optical
system designed for Earth remote sensing (ERS). With increasing requirements for
the accuracy and resolution of observations and the tendency for space technology to
be compact, restrictions on the number and size of elements blocking straylight are
increasing, given that even a small proportion of parasitic radiation can greatly distort
the useful signal, worsening the contrast and reducing the SNR. The objective of the
work is to develop and test a comprehensive approach to calculating the amount of
parasitic radiation hitting the detector and developing methods for minimizing it. The

practical importance of the work is in the fact that the detailed calculated indicators
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allow designers to identify sources of straylight and make changes to the system de-
sign to minimize it. In the payloads of ERS satellites, minimizing starylight increases
the contrast and accuracy of data, ensuring the receipt of clear and informative imag-
es, which is necessary for reliable analysis of the state of the environment, agriculture
and other ERS tasks.

Keywords: straylight, signal to noise ratio, baffle, remote sensing of the Earth,
modeling in Ansys Zemax OpticStudio, catadioptric optical system
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KaTaJMONTPUSIIBIK ONTUKAJBIK JKYHEHIH NETEeKTOPBhIHA TYCETIH KapbIK aFbIHBIHBIH
Mapa3UTTIK KOMIIOHEHTTEPIH €CENTey JKOHE Tallay dICTEpl KapacThlpbliaabl. bakpi-
JayfaapAbIH AT MEH aXbIpaTbIMABUIBIK KaOiJeTiHe KOMbUIAThIH TajanTap apTKaH
CallbIH, aJl FAPBIIITHIK TEXHUKAHBIH bIKIIAMIAY YPIICIH €CKepe OTBIPBII, Mapa3uTTIK
coyJeneHyi O6relTiH AMEeMEHTTEPIiH CaHbl MEH OJIIeMIEPiHE KOWBIIATHIH MIEeKTe-
yaep Je Kyueie tycyae. by perre TinTi a3 FaHa MeJIIEpAET Mapa3uTTiK coylene-
HY/IH 631 IMai1aibl CHTHAJABI €10yip Oypmaiar, KOHTpacTThl ToMeHaeTin xone C/I11
KaThIHACHIH HaIlIapaTybl MyMKiH. JKyMbICTa I€TEKTOpFa TYCETiH Mapa3uTTIK Coylie-
JIEHY MOJIIIEPIH €CeNTeY/IIH KEIICH/II TOCUTIH 93ipiiey kKoHE OHBI a3alTy OJICTEPiH
YCBhIHY MiHJETI KoWbUIFaH. JKYMBICTBIH MPaKTUKAIBIK MaHBI3bl OOJBIN €CenTeNreH
KepceTKilTep xo0aaylbuiapra mapa3uTTiK CoyeleHy Ko3epiH aHbIKTayFa KoHe
OHBI a3alTy YIIIiH XYHe KYPBUIBIMBIHA ©3repicTep eHrizyre MyMKiHaik oepemi. XKK3
FaphbIIll anmapaTrTapblHbIH Mai1ajibl )KYKTEMECIHAEe Mapa3uTTIK CoyleNeHydl a3auTy
KOHTPACT TIeH JAEPEKTEP/IIH JSJIITIH apTThIpaabl, OYJI 63 Ke3eTiHIe KopIlaraH opTa-
HBIH JKal-KYHiH, aybll MapyambuIbiFblH KoHe JKK3-Fa KaThICThI Oacka /1a MiHJIET-
Tep/l CEHIM/II Tanaayapl KaMTaMachl3 €TEII.

Tyiiin ce31ep: mapa3uTTik coysenep, CUrHal / Iy KaTbIHACHI, Onenaa, XXepmi
KaIlIBIKTBIKTAaH 30HATAYy, Ansys Zemax OpticStudio Mozaenbey, KaraauonTpHUKaIbIK
OTITHUKAIIBIK JKYie
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© XKymaxanos B.P., Xernuc6aea A.T., Kynakaesa A.E., XKymaxanos b.C.

AnHoTanusi. B craTthe paccmaTpuBalOTCS METOJbl pacdyeTa M aHalIMu3a
HEKeNaTeIbHBIX KOMIIOHEHTOB CBETOBOTO MOTOKA, KOTOPHIE MOMAAal0T HA JIETEKTOP
KaTaJuoNTPHUUECKON ONTHYECKON CUCTEMBI, TPeIHA3HAYECHHOU JIJIsl AUCTAaHIIMOHHOTO
3oHaupoBanus 3emiu (/133). C poctom TpeOoBaHMI K TOYHOCTH M pa3peIIaroIIeH
CHOCOOHOCTH HAOMIOCHHUM PU TEHIEHIINH K KOMITAKTHOCTH KOCMUYECKOM TEXHUKH,
BO3pAacTalOT OTPaHHUYEHHUS K KOJUYECTBY U pa3MepaM d3JIEMEHTOB OIOKHUPOBaHUS
MapasuTHOTO M3IY4YEeHHs], IPU TOM, YTO Ja)K€ HE3HAYUTENIbHas JOJS MapasuTHOTO
U3ITyYeHUsl CIOCOOHA CUIIBHO MCKAa3UTh TMOJE3HBIM CHTHaN, yXyAllas KOHTpacT U
camkasa otHomenue C/UI. B pabore craButcs 3amaya pa3zpaboTath U onpoOOBaTh
KOMIUIEKCHBIN MOJXO/ pacueTa KOJIHMUeCTBa Mapa3uTHOTO U3ITyUeHHs, TONaal0IIero
Ha JIETEKTOp U pa3pabOTKU METOJOB MX MHUHHUMHU3AaIMU. [IpakTHueckas Ba)KHOCTb
paboThI 3aKJIIOYAETCs B TOM, YTO JIETATbHO PACCUYUTAHHBIE MOKA3aTeNN MO3BOJISIOT
MPOEKTUPOBIIMKAM BBISIBUTH HCTOYHUKU Mapa3uTHOTO U3IYYEHUS W BHECTHU
U3MEHEHHS B KOHCTPYKIHMIO CHCTEMBbI M €ro MHHUMH3AIMH. B mone3HbIx
Harpy3kax KOCMHUYecKHX ammaparoB /(33 MuHUMH3aIUs MapasUTHOTO H3ITy4eHUs
MOBBIIIAET KOHTPACTHOCTh U TOYHOCTH JAHHBIX, 0OecrednBasi MOTyYeHHE YETKUX
1 MHQOPMATUBHBIX H300paKeHHM, 4TO HEOOXOJUMO MAJisi TOCTOBEPHOIO aHaln3a
COCTOSTHUS OKPY>KaIOIel Cpe/Ibl, CEIbCKOT0 X03siicTBa U Apyrux 3aga4 J133.
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UHTEPECOB.

Hannoe uccredosanue Gunancuposanocv Aspokocmudeckum KOMUmMemom
Munucmepcmea  yugpoeozo  pazeumus,  UHHOBAUUL U  AIPOKOCMUYUECKOU
npomviuinienHocmu  Pecnyonuxku  Kazaxcman (BR21982462 «Paspabomka u
mecmupo8anue Manio20 CNymHUKA Ha OCHOBE OMEYeCHBEHHbIX MEXHON02ULLY).

BBenenne

[Tapa3zuTHOE HM3Iy4YeHHE, MPOHUKAIOIIEE Ha ACTEKTOP MOMHMO OCHOBHOIO
ONTUYECKOTO IYTH, CIIOCOOHO CYIIECTBEHHO YXYAIIUTh KadeCTBO MOIyYaeMBbIX
JaHHBIX. B BBICOKOTOYHBIX ONTHUYECKHX CHUCTEMaX, TaKMX KaK aCTPOHOMHYECKHE
TEJIECKOIIbI MJIM anmnapathl A JUCTaHIIMOHHOTO 30HaupoBanus 3emnu (133), naxe
HE3HAYUTENbHAs 101 PACCESTHHOT'O WIIH ITPSIMOTO CBETA MOYKET UCKaXKaTh PE3yIbTaThl
U3MEpPeHU M 3aTpyqHATh aHanu3 cinadbix cur"anoB. [lo mepe yBenwueHus
TpeOOBaHUl K TOUHOCTH HAOIIOICHUH, BKIIIOYAs 33]Ja4d MOHUTOPHUHTA MOBEPXHOCTH
u atMocdepbl 3eMii, aKTyallbHOM CTaHOBUTCS MpoOjeMa BBISBICHUS BO3MOXKHBIX
UCTOYHUKOB TMAapa3sUTHOTO W3IIy4YECHUS B ONTHYECKOM TpakTe U pa3paboTKu
3¢ (HEeKTUBHBIX METO/IOB €0 MOJaBICHHS.

B CHOXHBIX KOHCTPYKIMSIX ONTHYECKHUX CHCTEM, TJleé MOMHUMO OCHOBHBIX
3epKal WM JUH3 MOTYT TPUCYTCTBOBATH JIOMOJHHUTENbHBIE ONTUYECKUE U
MEXaHUYECKUE AJIEMEHTHI (OJICH IbI, OTIPaBbl, BHYTpeHHHE auadparMel u T. 1.), hop-
MUPYETCs] MHOXKECTBO KaHAJIOB, Yepe3 KOTOPbIe N30BITOYHOE M3ITYYCHHE MOXKET J0-
CTHYb JAECTEKTOpa. JTO SBJICHHE MPUBOAUT K CHIUYKCHUIO KOHTPACTHOCTU M300pake-
HUS, YBEJIMYEHHUIO YPOBHS IIIyMa U 3aTPYIHSET BHIITOTHEHNE HAYYHBIX U TPUKIIATHBIX
3anad. [1ns mpubopoB, OCYIIECTBIAIOMNX HAOTIONEHUS 3eMIIM, MUHUMU3AIIHS TTapas-
UTHOTO U3Iy4YeHHUS OCOOCHHO KPUTHUYHA, TaK KaK OHO MOXKET MacKMpOBaTh cladble
CUTHAJIBI OT 36MHOM MOBEPXHOCTH, CHUXAasi TOUHOCTh U JOCTOBEPHOCTH MOTy4aeMOn
uHdopmMaIuu.

B Hacrosimee Bpemsi MpelncTaBiICHbl KOMIUIEKCHBIE ONTUKOMEXaHHUYECKHE
peleHus Ui MOAaBICHUS Mapa3uTHOTO CBETa B CAMBIX Pa3HbIX cucTeMax. Tak, i
(hOTORNEKTPUYECKON CUCTEMBl 30HIMPOBAaHUA ObUTa pa3paboTaHa acdepuyeckas
BO3JyIIHAs Kamepa ¢ ONeHAOH M CBETO3AUIUTHBIMU KOJIbLIAMH, B KOTOPOH
monenupoBanue B TracePro mokasano pe3koe CHIKEHUE 3HaYeHHs Koddduirenta
MPOIyCKaHUsl TOYEUHOI'0 MUCTOYHUKA yke npu yrie najgeHus > 0,5°, a k 30° — go
~107%, yTO 3HAUMTENBHO YyIy4dlIaeT KOHTpacT u3zoOpaxenuit (Li et al., 2022:
10). AHanoru4yHo, B MOJBOJHOM CIIEKTPATbHOM DPATUOMETPE C TIOCKOIMOJIEBBIM
BOTHYTBIM ToJorpaguueckuM Iu(PaKIMOHHBIM 3JIEMEHTOM MpPOaHaTU3UPOBAHbI
UCTOYHHUKH Mapa3uTHOTO CBETA U MPEI0KEHBI METObI €r0 MojaBnenus. biaarogaps
3TOMY YJAJIOCh CHU3UTh YPOBEHb 3aCBETKH 10 ~10~*, MOBBICUTH OTHOLICHHE CUTHAII/
IIyM M TOJITBEPAUTH CIEKTpajJbHOE paspernieHre <3 HM, a TaKkKe YCTaHOBUTh
KOJIMYECTBEHHYIO 3aBHCHMOCTh MEXKIY CIHEKTPaJbHOM OCBEIIEHHOCTHIO U
uGpoBBIM BBIX0JIOM mpubopa (Zhang et al., 2024: 1). Jlng KOCMHYECKHX OMTHU-
KOSJIEKTPOHHBIX CHUCTEM ObLI HCHBITAaH OpPOHECHTAUl — JIETKash U TEXHOJOTMYHAas
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OpoHeCTeKIIOKepaMHKa — BMECTE C CETMEHTHPOBAHHBIMU 3€pKalaMHt, yITMHEHHBIMU
OneHAaMH M TMepexoqHbIMU Onokamu. bamnucTuyeckue WCIbITaHus MOKa3ald, 4TO
€IMHUYHBbIC KaBEpHBI Ha KBaplle JIHIIb HE3HAUUTEIbHO BIHAIOT HAa OMNTHUKY, TOTIA
KaK aJllOMMHHEBBIE 3epKana aehOpMUPYIOTCS U JAlOT PUKOUIET, MOATBEpKIas
3¢ (}HEeKTUBHOCTh MPEUIOKEHHBIX TMACCUBHBIX CpPeACTB 3amuThl (MenyHeukuit u
ap. 2023: 587-591). B xommnaktHo#i cuctreme SOCD ¢ «HaBOmSIIMMY 3€pKaJiOM U
adOKaNbHBIM YYacTKOM aBTOPHI yUjM OMIMOKH (OPMBI U MHUKPOILIEPOXOBATOCTH,
CIPOEKTUPOBAIN (PUTYpHYIO BXOIHYIO auadparMy U HECTaHIAPTHBIM KO3BIPEK,
ONTHMHU3HUPOBAINA KPEIUICHUS U TOKPBITHS, YTO IMO3BOJMIO B MOJCIUPOBAHUH U
AKCIEPUMEHTaX COKPATUTH 3aCBETKY Mpu yriax ;10 60—80° U MOBBICUTH TOYHOCTh
He3aBUCHUMO OT opueHTanuu miardopmer (Han et al., 2023: 2-8). [Ipu moxenupo-
BaHUU paMaHOBCKoOro criekTpoMerpa Uepuu—Tepuepa ¢ anroputmom POP B Ansys
Zemax OpticStudio 6suTH TIpoaHanmu3upoBaHbl spotauarpammbel, MTF u encircled
energy B nuamnazoHe 530-630 um (Bo3OyxaeHue 527 HM), UTO MOKA3ajO BBICOKYIO
3¢ (}eKTUBHOCTS (OPMUPOBAHUS CIHEKTpa W JIOCTATOYHOE MPOCTPAHCTBEHHOE
paspenieHue Uil KOMITAKTHOTO Hemopororo mpubopa (Naeem et al., 2022: 2-6).
Hna cpeaneBonHoBoro UK®yprecnekTpoMerpa Ha JBOMHOM — KadaromieMcs
3epKajie MpeJIOKIIN HapY>KHBIM KOXKYX ¢ yriioM u30eranus > 30° U BHyTpeHHUE
KoJIblleBble quadparMbel Ha 3epkanax KaccerpeHa, a Takke BBelleHHE KIMHOBOTO
yIJjla ¥ HaKJoOHa y TiacTuH, 4to cHu3mwio PST ¢ 107* no 1077...107® u BoccTaHOBUIIO
KOHTpacT uHTepPepeHnnonubix monoc (Ben et al., 2024: 6-15). Takkxe, Ha OCHOBE
MozenupoBanusi opourtanpHoi reometpuu crnyTHrka FY-3C B STK u TpaccupoBku
nydeit B TracePro ¢ yuetom BRDF-napamerpoB KOHCTPYKTHBHBIX MOBEPXHOCTEH
npubopa VIRR nokazaHno, 4to BHenIHee napazutHoe uzinydenue ot ConHia Hanboee
WHTEHCHUBHO TIPH BXO/JIC M BBIXOJIE U3 TeHU 3eMJIH (YTIIbl COJTHEYHOTOo 3eHuTa 60—90°).
CpaBHeHHE MOIETHPYEMON KapTUHBI 3aCBETKH C pealibHBIMU apTedaKkTaMu Ha JJTMHE
BoustHbI 3,7 uM (Band 3) monTBepansio J0CTOBEPHOCTh METOIA, KOTOPBI MOXKET OBITh
aJanTUPOBAH JJIsS aHAM3a APYTHX OpOMTANBHBIX TutatgopM u npudopos (Zhao et
al., 2021: 3—16). B unrerpupoBannoii VIS-IR-THzcucreme u33a pocra orpaxeHus
B TI'n nuana3zoHe yIJIMHHWIN MEPEAHION OJEHIy O AJUHBI BCErO ONTHYECKOTO
MyTH C KOJBIEBBIMU TuadparMaMruBCTaBKaMH, YCTAHOBUIIM DKPaH MEXAY MEPBBIM
U TPEThUM 3€pKajlaMH C HAKJIOHHBIMU CTEHKAMHU U OTPaXKaloIlyto Auadparmy mnepen
(hOKaITbHOM MIIOCKOCTBIO, @ TOBEPXHOCTH «OCBETIICHBI» U oXJIakaeHbI 70 150-200 K,
410 1103B0OTIII0 CHI3UTH PST B VIS—IR 10 107°...107 mpu 10-20° u B TI'r1 (343 I'T'1)
no 107...107%, a coOCTBEeHHOE M3Iy4YeHHE CUCTEMBI cTajo mpuemiembiM (Jiang et
al., 2-13). Hna cnekrpomerpa FY3D/MERSI Ha comHeYHOCHHXpOHHOH opOuTe
OTIPECTUIM KPUTUYECKUE YTIIbl COJTHEYHOTO OCBEIIECHUS IMPH 3aX0Je/BbIXO/E W3
TeHH, crpoekTupoBanu sunshade u inlet hood, no6aBwIM BHYTpEHHUE DJIEMEHTHI -
nuadparmy JIKo, orpaHUYHUTENh MO 3pEHUs], TOKAJIbHbBIE OJEH/Ibl U ClelUaIbHbIe
nokpeITHs, Omarogaps yemy PST B kanamax VIS-NIR ynanx mo 107*...107° mpu 10—
20°, 9TO MOATBEPAUIN TaOOpPaTOpHBIE N3MEPEHHs, 00eCcIeunB Mapa3uTHYIO 3aCBET-
Ky <1 % OT moJe3HOro curHajga ¥ co3JaB TUIOBYIO METOIUKY JAJSl IIHPOKOYTOJb-
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HBIX CIIEKTpalbHBIX MpUOOpoB Ha MeTeocnmyTHUKax (Chen et al., 2—16). B menom,
yctanoBka s PSTusmepenuii ¢ moauxpomaroM W maThio jaszepamu (A 0,447—
2,2 um), 3epKaibHBIM KomuMaTopoM 3 1 M, JBYXKOJIIOHHOW 4YepHOW Kamepoul u
KanmuOpoBouHO# JmH30M =250 MM, F/5, mone +£6° mpoaeMoHCTprpoOBaa Juana3oH
PST 1073...10" nmpu 6 ==£5...£60° (Lu et al., 33939-33946 ).

OcHoBHasl 11€7b TAaHHOTO HCCIIEOBAHUS COCTOUT B pa3pabOTKe U MPOBEpKE
METOJIMKU pacueTa Mapa3uTHOTO U3IyYeHHS B KaTaIMONTPUIECKON CUCTeMe Ha Oa3e
nporpaMMHOro komriekca Ansys Zemax OpticStudio, a Takke B OLIEHKE €ro BIIU-
SHUS Ha Ka4eCTBO IMOJy4aeMOoro u3o0pakeHus. [ AOCTHKEeHHs YKa3aHHOW IeNH
MPOBEICH KOMIUIEKC CUMYIISIINNA, OXBAaThIBAIOIINX KaK ONTUYECKUE, TAK M CUCTEMHbIE
ACTICKTHI.

Ha mepBoM sTame BBIMOTHEHO MOJEIMPOBAHUE PACIIPOCTPAHEHUS CBETA C
UCIIOJb30BAaHUEM TPACCHPOBKH JIydei B MPOrpaMMHOM KOMILIEKce Ansys Zemax
OpticStudio. D10 MO3BONMUIO UACHTU(PHUIIMPOBATH OCHOBHBIE MCTOYHUKHU Mapa3uT-
HOTO M3JIy4YEeHHsI, TAKUE KaK PacCEesTHHE Ha ONTUYECKUX AJIEMEHTaX U OTPAKEHUS OT
BHYTPEHHUX TOBEpXHOCTeH cuctembl. [l Oonee neTanbHOrO aHaiIM3a MPOBEACHO
MOJIEIUPOBAHUE PACCESTHHS CBETa Ha ONTUYECKUX MOBEPXHOCTSIX C YUETOM LIEPOXO-
BaTOCTEH, 1e(EKTOB U 3arpsA3HEHUN, a TaK)Ke MOJIEIIMPOBAHNE MHOTOKPATHBIX OTpa-
KEHHUIM BHYTPU ONTHYECKON CHCTEMBI, BKIIIOYAsl BIUSHUE aHTUOIMKOBBIX MOKPBITHIA
u auadparm.

Jlanee npoBeieHO MOJIETUPOBAaHNE B3aUMOCHCTBHSI CBETA C MEXaHUUECKUMHU
JJIEeMEHTaMU KOHCTPYKIIMM, TaKUMH Kak OJEHJbI, OMpaBbl U KpEIUIeHHsS. ITO
MO3BOJIMJIO OLEHUTh UX BKJIAJ B (OpMUpPOBAHHME Mapa3sUTHOTO u3iydeHus. Kpome
TOTO, BBITIOJHEHBI TEIUIOBBIE M MEXaHHMYECKHE CHUMYIALMU IJI1 aHAIU3a BIHUSHUA
nedopManuii ONTUYECKOM CUCTEMBI, BEI3BAHHBIX TEMITEPATYPHBIMHU U MEXaHUUYECKUMHU
Harpy3kaMu, Ha TPAeKTOPUU JIy4el U YPOBEHb MAPA3UTHOTO U3ITYUCHHUS.

Jl7is OLIEHKH BIUSTHUS Mapa3uTHOTO M3IY4YEHUS Ha KayecTBO M300pakeHUs
MPOBEJICHO MOJIEIHPOBAaHUE PAOOTHI JETEKTOpa, BKIIOYAs aHAIM3 YPOBHA IIyMa
U JAUHAMHUYECKOTO JAMana3oHa. Takxke BBIMOJHEHb CUMYJSIIHMH (OPMHUPOBAHUS
U300paKeHHs] C Y4eTOM Mapa3HTHOTO HU3IY4YEHHS, YTO IO3BOJHIO OLIEHUTH €ro
BJIMSIHME Ha KOHTPACTHOCTD, Pa3pelleHre U 0011ee Ka4ueCTBO N300paKeHUS.

Ha cuctemMHOM ypoBHE MpOBEAECHO MOJCIMPOBAHHE TOJHON ONTUYECKOM
CUCTEMBI C y4E€TOM BCEX DJIEMEHTOB (ONTHKA, MEXaHUKA, TETEKTOP) 7Sl KOMILUIEKCHON
OLIEHKH BIIMSHUS MapasUTHOTO U3INyYeHHS. JJOMOTHUTENHHO BBIMOTHEHBI CUMYIISLIUN
B YCJIOBUAX OKCIUTyaTal[dH, BKJOYas BIMSHUE BHENIHUX (DAKTOPOB, TaKMX Kak
COJTHEYHOE U3NyuyeHHe U (OHOBaAs 3aCBETKa, YTO OCOOEHHO AaKTyaJbHO st
KOCMHUYECKHX annapaToB AUCTAHIIMOHHOTO 30HINPOBAHUS 3EMIIH.

Jliis pa3paboTKu METOJ0OB MOAABICHUS MAapa3sUTHOTO M3IyYEHUs MpoBeIeHa
ONTUMHU3AIMS KOHCTPYKIIUU ONTHYECKON CHUCTEMBI C UCIOJIB30BAHUEM Pa3IMUHBIX
KoHurypanuii. Takke NPOTeCTUPOBAHBI 3alIUTHBIE MEpPbI, TaKWe Kak OJICHIBI,
nuadparMbl 1 aHTUOJTUKOBBIE MTOKPBITHUS, 1711 OLEHKU UX 3()PEKTUBHOCTH.

Ha 3akmounTenbHOM STane BBIMOIHEHBI aITOPUTMUYECKUE CUMYIISILIUM IS
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pa3pabOTKH M TECTUPOBAHHUS METOJIOB O0OpaOOTKM HM300paK€HWH, HANpPaBIICHHBIX
Ha TIOJABJICHUE Mapa3UTHOTO M3Iy4YEHUA. OTO BKJIIOYAET METOJbl BBIYUTAHUS
¢doHa, GUIbTpanUK IMIYMOB M KaJUOPOBKH CHCTEMBI JJII KOMIICHCAIIUW BIIMSHUS
Mapa3suTHOTO U3TyYCHUS.

[IpoBeneHHBIE CUMYJISIIUM TO3BOJUIM BCECTOPOHHE M3YUYUTh BIIMSHUE
Mapa3uTHOTO M3JIYyYEHHUs Ha KauyecTBO M300paxkeHus u pa3pabortaTh 3(HPeKTHBHBIC
METOABl ero MUHUMHU3AIUU. [loydeHHbIe pe3yabTaThl MOTYT OBITh MCIOJIb30BaHbBI
JUIS. ONTUMM3ALMM  KOHCTPYKIIMM KAaTaAUONTPUYECKUX CHCTEM U TIOBBIIICHUS
TOYHOCTH MOJIy4a€MbIX JIAHHBIX B YCJIOBHUAX, IJI€ Mapa3uTHOE HU3IIYYEHUE MOXKET
CYIIECTBEHHO BJIMATH HAa pPe3yJIbTaThl U3MEPECHUH.

COBMECTHOE HCMOJIb30BAHUE B JAHHON ONTHYECKOW CHUCTEME HapyKHOU
W BHYTpPEHHEH OJIGHI B COYETAaHHMM C aHTHOTPAKATCIBHBIMA ITOKPBITHIMU
obOecrieunBaeT HamOoJee BBIpAXCHHBIH dPGEKT CHWKCHHUS BIUSHHS Mapa3uTHOTO
u3nydeHus. Takoil moaxo/1 He JOMYyCKaeT NpsiMOro MonajgaHus CBETa Ha JIETEKTOpP U
3a CYET MHOT'OKPATHOT'O OTPAKEHUS HA BHYTPEHHHUX AJIEMEHTAaX ONTHYECKON CUCTEMBI
MHUHHMH3UPYET YPOBEHBb HEXKEIIATEIILHOTO CBETOBOTO (DOoHA.

HoBu3Ha maHHOTO HCClIeIOBaHUS 3aKJIIOYAeTCSd B MHTETPAIbHOM IOJXOJIE,
KOTOPBIN 00BETUHSACT MOICTIMPOBAHUE PA3TMYHBIX TUITOB U30BITOUHBIX KOMITOHEHTOB
CBETOBOTO ITOTOKAa — OT PacCesTHHOTO (hOHA ITO]] MATBIMHU yTIIaMH JI0 MOIITHOTO ITPSIMOTO
nmonajaHusl — C aHAJIM30M Pa3HOOOpa3HBIX KOH(PUTYpaIuii HCTIOIB30BaHMS OJICH U
MOKPBITUM B ONTHYECKOU cucTeMe. Mcrosib30BaHME MPOrpaMMHOTO KOMILIEKCa Ansys
Zemax OpticStudio Mo3BoJII€T HE TOJIBKO OIICHUBATH KOJIMYECTBEHHBIC MTOKA3aTEIH,
TaKW€ KaK CyMMapHasi MOIIHOCTb U KOJMYECTBO MAPa3UTHBIX JyUeH, TOCTUTIIUX
JIETEKTOpa, HO W JETAJIbHO AHAIM3UPOBATH TPACKTOPUM HUX PaACIPOCTPaHEHHS,
WIECHTU(UIIMPOBATh OCHOBHBIE HCTOYHHKHA HEXKEIATEIbHOTO HW3IIYYCHHS U
ONTUMU3UPOBATH KOHCTPYKIIUIO CUCTEMBI JIJII MUHUMM3AIMKU €ro BiausHus. Kpome
TOrO, ¢ MoMoIbio Ansys Zemax OpticStudio BO3MOXHO MOJIETUPOBATh Pa3InYHbIC
CIIEHApUM SKCIUTyaTalliy, BKJIIOYas W3MEHEHHUE YTJIOB MAaJCHHUs] CBETA, YPOBHEU
3aCBETKH W TEMIIEPaTypPHBIX YCJIOBHM, YTO 00ECIIEUUBACT BCECTOPOHHIOI OIEHKY
YCTOMYMBOCTH ONTHYECKONH CHUCTEMBI K TMapa3sMTHOMY H3IyYCHHIO. ITO OCOOCHHO
BOXHO JUIA pPa3paOOTKH BBICOKOTOYHBIX NPHOOPOB, pabOTAIOIMMX B CIOXKHBIX
YCIOBUSIX, TaKUX KaK KOCMHMYECKHE amnmapaThl JMCTAHIIMOHHOTO 30HIWPOBAHMS
3emMiu, rle Jaxe HE3HAYMTEIbHbIE MCKaKEHUS MOTYT CYIIECTBEHHO MOBJIUATH HA
Ka4eCTBO IMOJYyYaeMbIX JJAHHBIX.

Pe3ynbrarhl MpoBEACHHOTO MOACIUPOBAHUS MOTYT OBITh IPUMEHEHBI TIPH
MMPOCKTUPOBAHUU BBICOKOTOUYHBIX OMNTHYECKUX MPUOOPOB, BKIIOYAS CHCTEMBI,
paborarorye Ha opOUTe U MpeTHA3HAYCHHBIC JJIS TUCTAHIIMOHHOTO 30HIMPOBAHUS
3emiu. B Takux NpUIOKEHUSAX HaAEKHAs W30JSIUSA JACTEKTOpa OT IMapa3suTHOIO
W3IIyYCHHS SBIACTCS KPUTHUYECKH BAXKHOMW ISl 0OECIeueHUsT BHICOKOH TOYHOCTH U
JIOCTOBEPHOCTHU MOJTy4aeMbIX TaHHBIX.

MarepuaJjbl 1 METObI

OOBEKTOM HCCIIEIOBAaHUS BBICTYNAeT 3€KaJbHO-JIMH30Basl ONTHYECKAs
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cuctema, pazpaboranHas crnenuanuctamu TOO «Ghalamy», npeanasHaueHHas
JUISL WCIIONB30BAaHUS B COCTaBE IMOJIE3HBIX HArpy30K KOCMHUYECKHX alllapaToB
nuctanimonHoro 3oHAupoBanus 3emnu (KA J133). Jlns ananm3a mapa3uTHOTO
U3TyYEHUS U €0 BIUSHUS Ha KAUeCTBO M300paKEHUS UCIIOIb30BAJICS MPOTPaMMHBIN
KoMmIuiekc Ansys Zemax OpticStudio, KOTOpbIil MOAIEPKUBAET MOJEIMPOBAHUE pac-
POCTPaHEHUsI CBETA B PEXKHME HETMOCIEeI0BATEIBHOTO PACTIPOCTPAHEHUS U3TyUEHUS
(Non-sequential mode), 4To MO3BOJNISET yUUTHIBATH MHOTOKPATHBIE OTPAKEHUS, pac-
CesHUE Ha IIEePOXOBATHIX MOBEPXHOCTAX, a TAK)KE B3aUMOJIEHCTBUE CBETA C TpEX-
MEPHBIMU MEXaHHMUECKHUMH AJIEMEHTaMH, TaKMMH Kak OJIeHIIbI, OIlpaBbl U nuadpar-
MBL. DTOT PEXUM TaKke o0ecrneyrBaeT BO3ZMOXKHOCTh aHalW3a CIy4alHBIX MyTel
MIPOHUKHOBEHUS CBETA, BKIIOUYAsl OTPAKEHUSI M pacCcestHhe, YTO KPUTUYECKU BaKHO
JUTSL U3YYEeHHSI TTapa3uTHOTO M3IYUYEHUS M €ro BIMSHHS Ha KayeCTBO U300paKeHHUS.
[TapameTpsl onTuyeckoro Telneckomna npuBeaeHbl B Tadnuue 1 (B cumynsaunuu Bce
HOKPBITHS OJM3KU K UJCATBHOMY).

Tabmuma 1. OcHoBHBIE  mapaMmeTpsl — Teneckona  Puun—KperbeH,
UCIIOJIb30BAaHHOTO B MOJIEIMPOBAHNUY NTAPA3UTHOTO U3ITYUYEHUS

MNapameTpbl 3HayeHuns
Tun Teneckona Puun-KpetbeH
doKycHoe paccToaHue 550 mm
[ANnHa BOAHDI Bugmmbiii ceet 400-700 HM
AnepTtypa 85 mm
OTHOCUTEeNbHOE OTBEpCTME 1/6,47
Konunuectso nyyen Ons cueHapua ambient straylight ucnonbsosanca oaunH

WCTOYHUK C KoanuyecTBom nydeit 10°, a ans cueHapusa direct-hit
straylight — HECKO/IbKO MCTOYHWMKOB C CYMMapPHbIM KOJIMYECTBOM

no 10°
MoKpbITHe NnH3 AR NOKpbITMA C MAeanbHOW NPOMYCKHOM CMOCOBHOCTLIO
3epkana C naeanbHbIM OTpaXkaTeslbHbIM MOKPbITUEM
BneHabl 1 NOBEPXHOCTL TPYOBbI MonHOCTbIO MOrNOWAT NONAAAOLWMIA CBET
Pasmep getekropa 4096x3072 nukcenen, of4HAKO 1A YCKOPEHUA MOAENMPOBaHUA

OH bbl ymeHbLeH Ao 250x250 nukcenen

AJ'IFOpI/ITM MIpOBCACHUA MOACIIUPOBAHUS MAPA3UTHOT'O U3JTYYCHUS B HCCHeHyeMOﬁ
OIITHYECKOM CHCTEME MMPUBCACH HAa PUCYHKC 1.

OcHOBHBIE MTapaMeTPbl, AaHATU3UPYEMBIE B XO/I€ MOJEIUPOBAHUS, BKIIOYAIH
CYMMapHYyI0 MOIIHOCTh Mapa3UTHOIO H3IyYEHHs, MAaKCHMAJbHYIO OCBELICHHOCTb
Ha JIETEKTOpE U KOJIMYECTBO Jy4deH, JOCTUralouX IETEeKTOpa B 00X0J OCHOBHOTO
OINITUYECKOTO MyTH.

DKcrepUMEeHTalbHasl 4YacTh MCCIEOBAHUS 3aKJIIOYaeTCsl B IMPOBEJICHUH
BUPTYaJbHBIX ~ CUMYJSIIMH, BKJIIOYAIOIIUX  MOJECIMPOBAHHME  MHOT'OKPATHBIX
OTpa’KE€HH, paccesHusl CBETa M B3aUMOJCHCTBUS ¢ MEXaHUYECKHUMH 3JI€MEHTaMH,
TaKUMH Kak OJeHbI U Tuaparmol.
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Puc. 1. Anroputm MozenupoBaHus apa3UTHOIO U3Iy4EHUs

AHaIM3UPYIOTCS  pa3JIMYHbIE KOH(pUTYpaIuu CHCTEMEI, BKJIIOYas
AHTHOTPAKATENBHBIC TTOKPHITHS, AJS OICHKU UX d(PPEKTUBHOCTH B MUHUMH3AIUU
Mapa3uTHOTO M3JIy4YeHHUs. TakKe MOJETUPYIOTCS YCIOBHS JIKCIUTyaTallH, TaKue
KaK U3MEHEHUE YIJIOB MaJICHUs CBETa U YPOBHEH 3aCBETKH, YTO MO3BOJISET BBISIBUTH
ONTUMAaJbHBIE KOHCTPYKTHUBHBIE PEUICHUS /IJIsl TOBBIICHHS KadecTBa H300paKEeHUSI.
Bce cuMynsiiuu npoBOAWIMCH Ha 3Tare NPOSKTUPOBAHUS, YTO MO3BOJIUIIO MIPUHSATH
MEpBI JIJIsl CHUKEHUST YPOBHSI MAPA3UTHOTO U3TYUCHHUS.

MeTtononoruss HWccleoBaHUs 0a3UpyeTcs Ha CpPAaBHUTEIHHOM —aHaJH3e
pa3NUYHBIX KOHQUTYpalMii ONTUYECKOW CHUCTEMBI, BKJIIOYAas BapUAHTBl C
WCIOJIb30BAaHNEM HAPYKHBIX M BHYTPEHHUX OJICHI, a TaKKe aHTHOTPaKATEIbHBIX
MOKpbITUH. Takoil MOAXOM TO3BOJSET BBISBUTH ONTUMATBHBIA HAOOp 3aIMTHBIX
Mep, 00eCTeunBaIOIINX MUHUMAILHOE MPOHUKHOBEHUE HEXKeNIaTeNbHBIX JTydel K
JETEKTOPY.

[TomydeHHble pe3ynbTaThl MOTYT OBITH MPUMEHEHBI NPU MPOCKTUPOBAHUU
BBICOKOTOYHBIX ONITUYECKUX MPUOOPOB AJIsi AUCTAHIIMOHHOTO 30HAUPOBAHHMS 3EMIIH,
r71e MUHUMU3AIUSl MAPA3UTHOTO U3IYyUYEHUs SIBJISETCS KPUTHUYECKH BAKHOW st
o0ecrneveHns JOCTOBEPHOCTH U TOUHOCTH IMOJTy9aeMbIX JaHHBIX.

Pe3yabTaTsl M 00Cy:KI1€HUE

AHanu3 Tapa3WTHOTO  U3IY4YEHUS  HEOOXOAWMM s  MUHUMH3AIUU
HEXKeNaTeIbHBIX TIOMEX, KOTOPhIE MOTYT UCKA3HUTh IaHHBIC, MOJTydaeMble TprudopaMu
JUCTAHIMOHHOTO 30HAMPOBaHUS 3eMiu. JlaHHBIA aHanu3 MO3BOJSET BBISIBUTH
HMCTOYHHMKHU NAPa3uTHOTO U3ITyUYECHHUs], TAKUE KaK BHYTPEHHUE OTPAXKEHHUS U BHEILIHUE
(hakTopBhI, a TAKKE OMPEISIUTh MEPHI M0 UX CHUKCHHIO. B pe3ynbTaTre MmoBbImaeTcs
OTHOIIICHHE CUTHAJI/IIYM M BO3PaCTaET TOYHOCTh PETUCTPUPYEMBIX JTAHHBIX.

[lapasutHoe wu3My4YeHHE OKpykatomiei cpensl (Ambient straylight) —
pacCesiHHbIN CBET, MOCTYIAKIIMN B ONTUYECKYIO CUCTEMY U3 BHEIIHUX UCTOYHUKOB,
HE CBS3aHHBIX HAMPSMYIO C LIETIEBBIM OOBEKTOM HaOMIOACHHS. Takoi CBET MOXKET
MIPOHUKATH B ONTHYECKYIO CHCTEMY, BBI3bIBAsI HCKKEHUS H300PaKEHUS i CHIDKCHHE
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€ro KOHTPACTa, YTO yXyALIaeT OOI1y0 MPOU3BOJUTEIBHOCTh CUCTEMBI.

Jls OLIeHKM BO3JEHCTBHS NMapa3HUTHOTO H3JIyYEHUs] OKpY’Kalolled cpelbl B
porpaMMHOM Komiuiekce Ansys Zemax OpticStudio nepen 3D-Mo1e11b10 ONTHYECKOM
CHCTEMBl YCTaHABIMBAETCS HWCTOYHMK CBETA, UMUTHPYIOLIUI JaHHOE H3ITydeHHE.
Ha pucynke 2 npexncrasinena 3D-Moznens ¢ HICTOYHUKOM cBeTa U TpaccupoBkoi 100
nyueii. B xone ananusa Obut0 nipoBepeHo 10° mydeii oT 20 HCTOYHHKOB U3ITyUYCHUS
C yriamu mnajeHus Ha teieckon ot 1,5° no 30°. PucyHok 2 (a) nJeMOHCTpUpYET
Tesieckon 0e3 OyieH, Torza Kak BapHaHT (0) WIUIIOCTPUPYET Ty e KOHCTPYKIHIO,
HO C J100aBJIE€HHEM BCEX HEOOXOAMMBIX HKPAHOB (KpacHBIM I[BETOM BBIJIEJIEHBI
Hapy>kHas OJieH/a, a Takxke OJeH bl JUIsl BCIOMOTraTeIbHOI0 U INIaBHOTO 3epkai). B
KaX/I0M Cllydae IMPOCJIEKHUBAETCS TPAEKTOPUS JTydel, yTOObl OLIEHUTh, HACKOJIBKO
3alIUTHBIE BJIEMEHTHI IPEJOTBPAILAIOT IOMNaJaHHE HEXKEIATeIbHOTO H3IyUYeHHS

BHYTpb IIpuOOpa.

a) cuctema 6e3 6neHp,

6) cMcTema c ycTaHOBAEHHbIMU BaeHgamum
Puc. 2. TpaccupoBKa CBETOBBIX JIydell BHYTpPH TeJIECKOIa

CormoctaBnenue pucyHkoB 2(a) u 2(0) moATBEp)KIaeT, 4TO yCTaHOBKA OJECH]T
3HAYMTEIHLHO YMEHBIIAeT KOJIMYECTBO JIy4eH, CIOCOOHBIX IMOMACTh Ha OCHOBHBIC
ONTHYECKUE TIOBEPXHOCTH. OTO TMPUBOJAMT K COKPAMICHUIO HEXKeIaTeIbHBIX
KOMITOHCHTOB CBETOBBIX ITOTOKOB M TIOBBIIICHUIO KAa4eCTBa PETHCTPHPYEMOTO
n300paxkeHus. TakkuM 00pa3oM, BHEAPEHUE IKPAHUPYIOIIUX KOHCTPYKITUH SIBIISICTCS
OJIHMM W3 OCHOBHBIX CIOCOOOB OOpBOBI C HEXEIaTeIbHBIM PACCESTHHBIM CBETOM B
TEJICCKOIMMYSCKUX CUCTEMaX, MPUMEHICMBIX B TOM YHCJIE W JUISl JUCTAHIIMOHHOTO
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30H/IUPOBAHUS 3EMITH.

Kpome 3T0r0, N300pakeHus Ha JETEKTOpax MoKa3aHbl HA PUCYHKE 3, a MOM-
pOOHBIE pe3ysbTaThl MpHBEICHBI B Tabmuie 2. Pe3ynabTaThl MOJAEIMPOBAHUS,
JEMOHCTPHUPYIOIIUE PACIPEICIICHUEe HEKENATEIbHBIX KOMIIOHEHTOB CBETOBBIX
MOTOKOB HA JIETEKTOPE MPH OTCYTCTBUM 3aIIUTHBIX 3KpaHOB (PHCYHOK 3(a)), a Ha
pucyHke 3(0), Ta ke cUCTeMa, HO C YCTaHOBJICHHbIMHU OJieHIamu. B mepBoM ciyuae
HE)XeJIaTebHbIC JTy4d OCCIPENTCTBEHHO POHUKAIOT Ha IETEKTOP U YBEINYHBAIOT
001t (POHOBBIN YPOBEHB, 2 BO BTOPOM OJIOKHPYIOIIHE 3JIEMEHTHI 3aMETHO CHIKAIOT
Mapa3uTHOE OCBEIICHHUE.

ConocraBnenue pucyHkoB 3(a) u 3(0) HAISIIHO CBUIETENHLCTBYET O BHICOKOM
3P PEKTUBHOCTH OJICH]T TIPYU TIO/IaBJICHUU HEXeaTeIbHbIX JIydel. DTo oOecreunBacT
Ooyiee HU3KHH YpOBEHb IIYMOB M, KaK CJEICTBHE, YJIydllaeT KOHTPACTHOCTb
n30-OpaKeHUsI, YTO OCOOEHHO BaXKHO IS TOYHBIX HM3MEPCHUH W HaOJIIOJICHUIL.
[Ipsimoe momananue paccessHHoro ceta (Direct hit straylight) — cBet, xoTOpbIi
MPOHHUKAET B ONTUYECKYIO CHCTEMY HEMOCPEICTBEHHO OT MHTEHCHBHOTO BHEITHETO
WCTOYHHUKA, PACIIPOCTPAHSACH 0€3 3HAYUTEILHOTO pACCeSHHS. DTO TPUBOIUT K
MOSIBIICHUIO apTe(PaKTOB W CHIDKEHHIO KavyecTBa HW300paKeHHsI H3-3a TMPSMOTO
BO3/ICHCTBUS HA AJIEMEHTHI ONTHKH.

Tabnuua 2. Pe3ynbraThl aHaJIN3a Mapa3uTHOTO H3ITyUEHHS TIPSMOTO ITOTIaIaHHsI

KoHourypaumsa NMonagaHue O6LWan MoLWHOCTb, MakcmanbHas
Teneckona nyyen BT OCBELLEHHOCTb,
B1/cm?

bes 6neHa, 6e3 4813 9,15E-04 1,46E-02
NoKpbITUA
HapyskHana 6neHpa, 6e3 3622 7,03E-04 1,41E-02
NoKpbITUA
bneHga rnasHoro 500 1,35E-06 3,54E-04
3epkKana, 6e3 nokpbITUA
HapyskHana 1 3 61eHapl, 401 1,23E-06 3,52E-04
6e3 NoKpbITUA
bes3 6neHa, AR 998 8,14E-04 1,73E-02
NoKpbITUE
HapyskHana 6neHpa, AR 27 2,89E-07 1,42E-04
NoKpbITUE
bneHga '3, AR nokpbiTne 994 7,92E-04 1,86E-02
HapyskHaa 1 3 61eHapl, 708 5,55E-04 1,43E-02
AR nokpbiTne

Jliig aHanmm3a npsAMOoro nonajaaHus NapasuTHOTO U3JIyUYEeHHUs IIEpEe]] TENECKOIIOM
Ha OO0JIBIIIOM PACCTOSIHUY PAa3MEIIAl0TCsl 8§ HCTOYHUKOB CBETA C YTJIAMH M IeHHS OT 5°
10 30°. B pamkax ricciiemoBanus ObUT0 poBepeHo 107 mydeit 1ist KaXK10r0 HCTOYHHKA.
Ha pucyHke 4 nokazana cuTyanus, Korja spkuil BHEITHUI UCTOYHHUK CBETA IONAAAeT
Ha TEJIECKON MPaKTHYECKU HAPSIMYIO, 0€3 3HAUUTEILHOTO PacCesHUSL.
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Detector Image: Irradiance
Ghalam optic system Zemax
14.08.2025 Ansys Zemax OpticStudio 2824 R1.80
Detector 2@, NSCG Surface 1: Field 1
Size 22,5008 W X 17,800 H Millimeters, Pixels 25@ W X 25@ H, Total Hits = 489@
Peak Irradiance : 1,5465E-82 Watts/cm"2 Ghalam_MRC_55@ VIS.MAF.14.a0-SLAAL.ZMX
Total Power : 9,1639E-84 Watts Configuration 1 of 1

a) nsobparkeHune Ha geTeKTope Teneckona 6es bneHa,
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Detector Image: Irradiance
Ghalam optic system Zemax
14.88.2025 Ansys Zemax OpticStudio 2824 R1.00

Detector 20, NSCG Surface 1: Field 1

Size 22,500 W X 17,800 H Millimeters, Pixels 258 W X 25@ H, Total Hits = 27
Peak Irradiance : 1,4847E-84 Watts/cm"2 Ghalam_MRC_55@_VIS.MAF.14.a0-SLAAL.ZMX
Total Power : 2,9968BE-07 Watts Configuration 1 of 1

6) n30bpakeHne Ha AeTeKTope Teneckona c baeHaamm
Puc. 3. I300paxeHne Ha TETEKTOPE TEJIECKOIa
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Ha pucynke 4(a) npencrasinena koHburypamus 6e3 6mena, a Ha pucyHke 4(0)
MOKa3aHa Ta K€ CHCTEMa, HO y)Ke C yCTaHOBJICHHBIMH dKpaHaMu (Hapy)kHas OJIeH[a,
a Taxke OJEHIBI 11 BTOPUYHOTO W TJIABHOTO 3€pKall, BHIJCICHHBIC KPACHBIM I[BE-
TOoM). LIBETHBIC JTy4n OTpa)karoT XOJ CBETA OT HCTOYHHMKA K ONTHYECKOH CHUCTEME M
MO3BOJISIFOT HAMVISZTHO OIICHUTH, HACKOJIBKO Y(PPEKTUBHO SKPaHbI OJIIOKHPYIOT HEXKe-
JaTeNbHOE MPOHUKHOBEHHE.

k.-
——————————— 200 mm
3D Lawyout

Ghalam optic system
28.93.2025

200 mm
3D Layout

Ghalam optic system
25.03.2025

0) B TeJecKore co BceMu OeHIaMu
Puc. 4. XOI[ nyl{eﬁ IIpyU CUMYJIALNHA IIPAMOIO MoraaaHus paCCeIHHOT0 CBETa

Takum 00pa3om, HCTIOIB30BAHKE 3AITUTHBIX YKPAHOB CTAHOBUTCS KPUTUUYECKH
BOKHBIM TIPH HAJWYUU WHTCHCHUBHBIX HMCTOYHHMKOB CBETA, CTIIOCOOHBIX BBI3BIBATH
OIyTUMBIX HEXEJIATCIIbHBIX KOMIIOHEHTOB CBETOBOTO TOTOKA B ONTHYECKUX
CUCTEMAX.

Ha pucynke 5 mokaszaHbl pacpeleieHHs] HEXeNaTeIbHOro0 OCBEIICHHS Ha
JETEKTOpE MPH JABYX PA3TMYHBIX KOH(pHUrypamusx Teneckona. Pucynok 5(a) xorma
OJeHIbI OTCYTCTBYIOT, U PUCYHOK 5(0) KOT/la OHM YCTAHOBJICHBI B IOJTHOM OOBEME.
Ha xax oM u3 n300pakeHui [BETOBAs IIIKaJIa MOKA3bIBACT YPOBEHh MHTEHCUBHOCTH,
YTO TIO3BOJISIET OIIEHUTH OOIIIEe KOTMIECTBO MOCTOPOHHUX JTydeH U XapaKTep UX pac-
MIpeJIeIeHNs 10 IUIOIAN IeTEKTopa.
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Detector Image: Incoherent Irradiance
Ghalam optic system Zemax
14.08.2025 Ansys Zemax OpticStudio 2824 R1.@0
Detector 38, NSCG Surface 1: Field 1
Size 22,568 W X 16,908 H Millimeters, Pixels 258 W X 250 H, Total Hits = 124548
Pesk Irradiance : 1,7708E+8@ Watts/cm"2 Ghalam_MRC_55@_VIS.MAF.14.30SLADH.ZMX
Total Power : 2,4166E-01 Watts Configuration 1 of 1
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Detector Image: Incoherent Irradiance
Ghalam optic system | Temax
14 883825 Ansys Zemax OpticStwdic 2824 R1.94

Detector 38, NS0G Surface 1: Field 1

Size 22,508 W X 16,980 H Millimeters, Piwxels 250 W X 258 H, Total Hits - 84 | e P IR L SEC U SR
Peak Irradiance : 2,4138E-01 Watts/om"2 | ehalan_HMRC_S558_VIS MAF.14_acSLADH. ZHX
Total Power ¢ 6,1157E-24 Watts | Configuration 1 of 1

6) n30bparkeHne Ha AEeTEKTOpe TeNleckomna co Bcemun 6eHaamu
Puc.5. Bnusaue 61eH Ha H300pakeHHE TEIeCKOoma

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License

204



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

Tabnuia 3 conepUT CpaBHUTEIIBHBIC JaHHBIC 110 PA3IUYHBIM BapUaHTaM
KOHCTPYKIIMU TEJIECKOIa B YCIOBHSX TPSMOTO IOMAJaHHUs BHENIHETO WCTOYHHKA
Ha ONTHYECKYI0 cuctemy. Jist Kax 1ol KOHPUrypaIiu IpUBOIATCS TPH OCHOBHBIX
napameTpa: o0IIee YicIo Jydei, TOCTUTTINX JETeKTOpa, UX CyMMapHasi MOIIIHOCTh
(BT) m MakcumanbHas OCBEIIEHHOCTH naeTekTopa (Br/cm?). Takue mokaszarenn
MO3BOJISIFOT OIICHUTh, KAaK KOHKPETHOE COYeTaHWe OJICHJ W aHTUPe(ICKTHBIX
MOKPBITUH BIIUSET Ha YPOBEHBb HEIKEJIATEIILHOTO OCBEIICHHSI.

Tabnuna 3. Pe3ynbraThl aHaJIN3a Mapa3uTHOTO H3ITyUEHHS TIPSMOTO ITOTIaTaHHsI

KoHdurypaumsa NonagaHue 0O6uwan mowHocTb, | MakcumasnbHan
Teneckona nyyen BT OCBELLEHHOCTb,
B1/cm?

bes 6neHa, 6e3 124703 2,41E-01 1,80E+00
NoKpbITUA
Hapy»kHas 77482 1,43E-01 1,78E+00
6neHaa, 6e3
NoKpbITUA
bneHga 16997 1,47E-03 2,04E-01

rnaBHOro
3epkana, 6es
NoKpbITUA

HapyxHaan 3 15174 7,11E-04 2,05E-01
6neHapl, 6e3
MOKpPbITMA

bes 6neHa, AR 33594 2,79E-01 2,12E+00
NoKpbITHE

Hapy»Hasn 20344 1,65E-01 2,10E+00
6neHaa, AR
nokpbITUE

bneHpa 3, AR 192 1,46E-03 2,39E-01
NoKpbITUE

Hapy»Hasa n 90 6,12E-04 2,40E-01
I3 6nengpbl, AR
nokpbITUE

W3 npuBeneHHBIX CBEACHUN BUHO, YTO HAUOOJBIIEE YUCIIO JIYYCH, a TaKKe
caMmble BBICOKHE MOIIHOCTbh U OCBEIICHHOCTh (PUKCHUPYIOTCA B KOHPHUrypanusx 0e3
6neH 1 6e3 crieuaIbHbIX OKPHITHIA. HarnpoTus, KOMOMHUPOBAHHOE HCIIOIB30BaHHE
Hapy>XKHOW OneHpl, 6JeH bl r1aBHOTO 3epkana (I'3) u anTuoTpakaromiee moKphITHE
(AR-mokpeIiTHe) maer HauOonee >PQeKTHBHOE MOIABICHHE MAPa3UTHOTO CBETA.
JlaHHbIe pe3yNbTaThl MOATBEPKIAIOT HEOOXOAUMOCTh KOMIUIEKCHOTO IMOJAXOAa K
3alIUTE CUCTEMBI, IOTOMY YTO HEXKEJIATENbHBIH WM CIUIIKOM SIPKUHA CBET MOXET
NEPerpy3uTh YyBCTBUTEIbHBIM 3JIEMEHT, UCKAa3UB MOJE3HBIA CUTHAT U MPHUBOAS K
HETOYHBIM pe3yJIbTaTaMm.

[TonmyuyeHHbIe pe3ynbTaThl HATJSAHO JEMOHCTPUPYIOT, YTO OCHOBHOM BKJaJl B
001N YPOBEHB HEXKEJIATEILHOTO CBETA B TEIECKOIMMUECKOM CUCTEME BHOCAT IPSIMBbIE
MIPOJIETHI OT APKUX UCTOYHHUKOB ITPH OTCYTCTBUHU JOCTATOUYHOM SKPAHUPOBKH, a TAKKE
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MHOTOKPATHBIE OTPaXEHHUSI BHYTPH MPUOOpa. Y CTaHOBKA HAPYKHOW M BHYTpPEHHEH
OJICHJT TIO3BOJIMIJIA CYIIECTBEHHO COKPATUTh YUCJIO TAPa3UTHBIX JIyded W 3aMETHO
YMEHBITUTH O0IIYI0 MOIITHOCTD, PETUCTPUPYEMYIO IETEKTOPOM.

OrpaHrYeHHEeM JTaHHOTO MCCIICIOBAHUS SBISICTCS WACATM3UPOBAHHAs cpeaa
KOMITBIOTEPHOTO MOJCIIUPOBAHUSA, B KOTOPOM HE YYHMTHIBAIOTCS BO3MOXKHBIC
HETOYHOCTH COOPKH OINTHKH, 3arpS3HEHUS IMOKPHITHH U HECTAOMIIBHOCTh BHEIITHUX
HMCTOYHHUKOB. Takke B PEAbHBIX YCJIOBHSIX MOTYT MPOSBISATHCS JOMOTHUTEIBHBIC
(hakTOpHI, CBA3aHHBIC ¢ TU(PAKIMEH Ha Kpasx OJICH ] WJIH CO CMEIIEHUEM ONTHYECKUX
a7eMeHTOB. TeM He MeHee, NMPOBEJCHHBIC PAcUeThl JAOT JIOCTOBEPHYIO OIICHKY
OCHOBHBIX ITyT€H TPOHUKHOBEHHUS HEKEJIATEIHHOTO OCBEIICHHS W CIIOCOO0B HX
OJIOKMPOBKH, YTO OYCHB BAKHO IMPU IPOSKTUPOBAHUH ITPUOOPOB JIJIS TUCTAHIIMOHHOTO
30HIUPOBAHUS 3EMITH.

[TpakTHueckas 3HAYUMOCTh IAHHON paOOThI 3aKTFOYAETCS B TOM, YTO HHIKEHEPBI
U KOHCTPYKTOPBI, TTOJIYYMB TOTOBBI Ha0Op KOJMYECTBEHHBIX TOKa3aTesleld (YucCio
Jy4del, MOIIHOCTh, MaKCHMaJlbHasi OCBEIIEHHOCTh), MOTYT 3apaHee TUIAaHHPOBATh
paccTaHOBKY OJIGHZ M BBIOOp aHTHUPE(MIEKTHBIX IMOKPBITHH, HE TOBOIS JENO 0
JIOPOTOCTOSIITUX MEPEEIIOK MOCIIE U3TOTOBICHUS CHCTEMBI.

OpmHako Bce €I11e OCTaITCS OTKPHITHIMUA BOIIPOCHI TI0 00Jiee IETATbHOMY YUETY
paccesiHUAsS Ha MUKPOIIIEPOXOBATOCTSIX U PEAIbHBIX CBOMCTBAX MaTepUajIoB, 0COOCHHO
B IITUPOKOM CIIEKTPAJIbHOM Auana3zoHe. Takxe TpeOyeT BHUMaHUS MOJICIHPOBAHUE
MEJIKUX MEXaHWYECKHX JieTaliel, CIIOCOOHBIX BBI3BIBATH HEOJHOPOJHOE pacCesHUe
WJIM HETIPOTHO3UPYEMBbIe 3epKaJIbHBIC OJIMKH.

3akiaoueHue

[TpoBeneHHBIC MOICTUPOBAHUS M PACUETHI YETKO ITOKA3aJIH, YTO IIPU OTCYTCTBUH
3(PEKTUBHBIX MEp PKPAHUPOBAHUS JakKe HEOOJIBIIOE KOJMUYECTBO HEXKENaTeIbHbIX
KOMITOHEHTOB CBETOBOT'O IMOTOKA, IMOMAAAIONTUX B TEIECKOI, MOXKET CYIIECTBEHHBIM
00pa3oM HCKaxaTh U300pakeHHe. B pe3ynapTaTe CHMKAETCS KOHTPACT, TOHUKACTCS
OTHOIIIEHNE CUTHAJI/TITYM ¥ BO3PACTaET PUCK MEPEHACHIIICHHS JCTEKTOpa. Y CTAHOBKA
Hapy>KHOH OJICH/BI, JIOMOJHUTEIbHON OJEHIBI TJABHOTO 3€pKajla M MPUMEHEHHUE
aHTUPEQIICKTHBIX TMMOKPHITHH TO3BOJIIIA Ha TOPSJIOK COKPATUTh WHTEHCHBHOCTH
W YHCIIO TMapa3uTHBIX JIy4ed, TEeM CaMbIM 3HAYUTEIBHO IIOBBICHB KadeCTBO
PETHCTPUPYEMBIX JAaHHBIX. ITO OCOOECHHO BAXKHO JIJISl anmapaToB JUCTAHIIMOHHOTO
30HIUPOBAHUS 3eMJIH, TJI€ M30BITOYHOE OCBEIIEHHWE OT IMOCTOPOHHUX HCTOYHHUKOB
CIOCOOHO CKPBITh ClIa0ble CUTHAJIbI, UCKa3UTh U3MEPEHUS U YCIOKHHUTHh HAyYHBIN
aHajau3. 3HAYUMOCTh TaKUX PE3YJIbTATOB 3aKJIFOYACTCS B TOM, YTO MPEJIOKCHHAS
METO/JMKA TII03BOJISET TPOSKTHUPOBIIMKAM €IIe Ha CTaJUd BUPTYaJIbHOTO
MOJICIMPOBAHUS BBISBIATh OCHOBHBIC MYTH TNPOHWKHOBEHHUS JIUIITHETO CBETa W
ONITUMHU3HUPOBATh PACCTAHOBKY JKPAHHUPYIONIUX DJIEMEHTOB M TOKPBITUH, m30eras
JIOPOTOCTOSIIITUX KOPPEKTUPOBOK MOCIIE U3TOTOBJICHUS TPHUOOPOB.

Taxke peKOMEHayeTCs 3apaHee 3aKjIaJblBaTh B KOHCTPYKIIUIO CHCTEMY
AKPaHUPYIONTUX AJIEMEHTOB, OPUEHTUPYSACHh HA pacueThl B NMPOTPAMMHBIX IaKeTax
Harnoo6ue Ansys Zemax OpticStudio, ¢ yueToM BO3MOKHOT'O BHEIITHETO PACCESTHHOTO
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CBCTAa U IIPAMBIX HOHa,Z[aHI/Iﬁ SAPKUX HMCTOYHHKOB. KauectBeHHOE IIPOCBCTIICHUC
OIITHKH M obecredyeHne HaACXHOTO 6HOKI/Ip0BaHI/IH CaMbIX HpO6JI€MHBIX HYTeﬁ
IMIPOHUKHOBCHUA nyqeﬁ MO3BOJIAIOT H30€KaTh CYHICCTBCHHOI'O YBCJIIMYCHUS YPOBHA
(bOHOBOI;'I 34CBCTKU U I'apaHTUPOBATH BBICOKYIO TOYHOCTD ITOJIYUACMbIX JAdHHBIX.
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are considered. The relevance of the topic is due to the need to automate the processing
of large volumes of documentation, minimize errors, and increase the efficiency of
business processes. The paper analyzes existing solutions and proposes innovative
approaches, including the use of machine learning, optical character recognition
(OCR), and intelligent search algorithms. The application of Al in document
management systems contributes to accelerating information processing, improving
data accuracy, and enhancing corporate document management efficiency.
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AnHotanusi. byn makanana sxacannsl uateuiekt (JKM) TexHomorusapeia
naiilanaHy apKbUIbl KYKaTTap[bl €CelKe ajly JKoHe HU(pIaHAbIpy KyhenepiH
93ipJIey MEH €HTI3y Macesenepl KapacThIpbuiaabl. TaKbIPBINTBIH ©3CKTLIII KYXKaT
alfHAJIBIMBIHBIH YJIKEH KOJIEMiH aBTOMATTAaHBIPY KaKETTUIIrIMEH, KaTelepal a3anty
YKOHE OM3HEC-TIPOIIECTEP IIH THIMIUTITIH apTTRIpyMEH alKbIHaamaasl. JKymbicTa 6ap
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KaMTaMachl3 €Tyre oHe KOPIOpPAaTUBTIK Ky)KaTTaMaHbl OacKapynbl >KakcapTyra
MYMKIHJIIK Oepe/i.
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AHHoTanusi. B 1aHHOW cTaThe paccMaTpUBAIOTCS BOIPOCHI pa3padOTKH
¥ BHEJPEHUS CUCTEM yuyeTa M HU(PPOBU3AIMH JOKYMEHTOB C HCIIOJIb30BaHHEM
TEXHOJIOruil nuckycctBeHHoro nuremekra (MM). AxtyanbHocTh TeMbl 00yCIIOBIIEHA
HEOOXOIMMOCTBIO aBTOMATH3alUU O0OpabOTKH OOJBIIOr0 00BheMa JOKYMEHTAIHH,
MUHUMU3AIWNA OMMOOK W TMOBBIIEHUs 3(dekTuBHOCTH OW3Hec-TporeccoB. B
paboTe aHATU3UPYIOTCS CYIIECTBYIOUINE PELICHHUs, TPEIaraloTcsi MHHOBAIIMOHHBIE
MOJIXO/AbI, BKIIOYas HCIHOJb30BAHWE MAIIMHHOTO OOyYeHHUs, ONTUYECKOTO
pacnio3HaBaHusi cuMBoJIOB (OCR) M MHTEIUIEKTyanbHBIX MOUCKOBBIX AITOPUTMOB.
[Tpumenenne MU B cuctemax ydera JOKYMEHTOB CIIOCOOCTBYET YCKOPEHHIO paOOTHI
¢ uHpopManuel, MOBHIIIEHUI0 TOYHOCTH JAHHBIX M YJIYYIICHHIO YIPaBICHUSI
KOpPIIOPAaTUBHOW JTOKYMEHTALUEH.

KiroueBble cioBa: 3JIEKTPOHHBI JOKYMEHTOOOOPOT, HCKYCCTBEHHBIN
MHTEJUIEKT, OUM(POBKA JOKYMEHTOB, MAaIIMHHOE 00yUYeHHEe, aBTOMAaTH3aIus On3Hec-
IPOLIECCOB
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I.E. Meip3abexoBa, M. Kaccum. Pa3zpaboTtka cuctem yuera 1 onu(ppoBKHA JOKYMEHTOB
C MHTETPUPOBAHHEM MCKYCCTBEHHOTO HMHTEIIEKTa//MeXIyHapOoaHbIN KypHalT HH-
(bopMaMOHHBIX U KOMMYHHUKAaIIMOHHBIX TexHonoruil. 2025. T. 6. No. 24. Ctp. 208—
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KoH(pIMKT HHTepecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUU KOH(DIMKTA
MHTEPECOB.

[@m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
Y International License

211



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

Kipicne

Kaszipri Tanma KofaM MeH OuW3HECTIH IUQGPIBIK TpaHchopMaIusIChl
KyKaTTap/bl €cenke ay >koHe HUGPIaHIabIpy KyHenepiH aepekTep/i OackapyablH
TriMal KypaneiHa aiHanaeipasl (IDC, 2021; Gartner, 2022; KP LIZINAOM, 2023).
Kacanapr unTennexkt (OKM) TexHONOTHSIApBIH OCBIHAAN JKyilenepre eHrizy Ky-
KATTapMeH >KYMBIC 1CT€y MPOIECIH aBTOMATTAaHJIbIPYyFa, afaMH (PaKTOPJABIH dCEpPiH
azaiiTyra JKOHE aKmaparThl OHJIEYy JIOJIITIH apTThIpyFa MyMKiHAik Oepeni (Deloitte,
2022). byx 3eprreyne skacaHabpl HHTSIUISKT] Al anaHy apKbUIbl KY>KaTTap/Ibl €CEIKe
ay oHe MUQPIaHILIPY KYHEIEepiH 931pey MEH SHTI3YIiH Ka3ipri 3aMaHFbl TOCLI-
nepl KapacTelpbutanbl. Kasipri yiisiMaap OyXTraaTepiik ecenTep, 3aHIbIK aKTiiep,
KJIMEHTTIK KeNiciMIIapTTap JKOHE O3re Jie KyXKaTTapJblH YJIKCH KOJEMiH OHJICH/I.
MyHnaii KyKaTrTapabl KOJIMEH OHJIey KON YaKbITThl KaXXeT eTell >KOHE KaTelik
BIKTUMAJIJIBIFBIH apTThIpajbl. COHABIKTAH KacaHIbl WHTEJUIEKT TEXHOJIOTHSIIAPBIH
KyKaT aifHabIMBIHIA Maianany epekiie o3eKTuTiKke ne. MyHaai TexHoJaorusiap
Ky)KaTTap/bl OHJIey MEH TalJay >KbULIaMIBIFbIH apTTBIPBIIN, PYTUHII MPOLECTepIi
aBTOMATTaHJBIPyFa, KaTeJlep CaHbIH a3alTyra >KOHE JEPeKTEePJiH KayimncCi3IiriH
KaMTaMachl3 €Tyre MYMKIHAIK Oepefi. 3epTTey »KYMBICBIHBIH MaKcaThl — >KacaHIbl
MHTEIJIEKT TEXHOJIOTUSJIAPbIH MHTETpalUsiiay apKbUIbl KYKaTTapJbl €cerke aiy
JKOHE TMQPIIAHIBIPYIBIH WHTEIUICKTYaNIbl KYHECIH KYPY JKOHE OHBIH THIMIUIITIH
apTTHIPy KOJMAApbIH alKbIHAay. by MakcaTka eTy YIIiH Ka3ipri KOJJaHBICTaFrbl
Kyilenep MeH TexHoJjorusuiap Tannansin, KW Konmgany MyMKIHAIKTEpl 3epTTeseni
JKOHE JKyhere KOWBUIATBIH HETI3T1 TEXHUKAIBIK *oHe OariapiaMaiblK TajanTap
alKbIHJATA b

3epTTey jKaHaJBIFbl — KY)KaT alfHAJIBIMBI MEH JIepeKTep/i 0acKkapy caiachlHia
YKacaH/Ibl MHTEJJIEKT 3JIEMEHTTEPIH KellIeH 1 KOJIaHy apKblIbl aBTOMATTaH bIPY/ IbIH
’KaHa MOJIeIIH YCHIHYBIH/IA. ¥ CBIHBUIFaH TACI KYKaTTap/ Il TAI1ay MEH KYPbUIbIMIAY
YILIiH MalIMHAJIBIK OKBITY allTOPUTM/IEPiH, KaFa3 TYpiHJET1 MaTepHangap/ bl U(PIBIK
dbopmartka Kerripy yiriH onTHKaidblK TanOamapapl Tany (OCR) TeXHOIOTHACHIH XKoHE
MOTIH Ma3MYHBIH TYCiHY yimiH Taburu Tinmi enHuaey (NLP) omictepin KoimaHyabl
KaMTupl. COHBIMEH KaTap, MHTEJUIEKTYalIbl 137ley MEH 4aT-00TTap CUSKTHI ©3apa
opeKeTTecy Kypalgapbl MNaifalaHyliblFa >KYHeMeH BIHFAMIBI KYMBIC icTeyre
MYMKiHIIK Oepesi. ['mOpuari skacaHapl MHTEIUIEKT YITIIEPiH KoJaaHy (HEHPOHIBIK
JKEJTIep MEH JOCTYPJIl alnropuTMaepi OIpIKTIpYy) KyKaTTapabl aBTOMATThI TYpPJe
KIKTCYIIH JOJJITIH apTThIpaibl, ajl CEMAHTHUKAJIBIK Talijay MeH OOJIKaM/IbI
MOJIeTIbIep JCPEKTEePAiH KYpPBUIBIMBIH TEPEHIpEK TYCIHyre >oHe YHbIMAApIbIH
aKMapaTThIK MpolLecTepiH TUiMAl Oackapyra sxon amazabl. OcbLiaifina, >kacaHibl
MHTEIJICKTKE HET13/IeNITeH KY)KaTTap/Ibl €CenKe any koHe MU(pIaHabIpy Kyhenepin
93ipiiey Kazipri 3aMaHFbl KOCITTOPBIHIAAPBIH OHIMJIUITIH apTThIPYy, pecypcTapabl
YHEMJIeY KOHE aKNapaTThIK KayiNCi3AIKTI KaMTaMachl3 €Ty OarbIThIHAAFbl MaHbBI3/IbI
KazaM OOJIBII TaObLIAIbL.

ogjicTep MeH MaTepuaJiap

3epTTey HOTHXKENepl KyXKaTrTapAbl ecemke ajiy j>kKoHe IUGpIaHAbIpy KyiH-
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eJEepiHIH OPTYPJI TOCUIAEPIH CaTBICTBIPMANIBI TaJJay apKbUIbl OarayiaHzibl. Opoip
TOCLI aBTOMATTAHIBIPY ACHT e, OHJIeY KbUIIaMIbIFbI, KITacCU(DUKAIIMS JOIIIIT1 HKOHE
JEPEKTEP/IIH Kayirci3airi OOMbIHINA KapacThIPbUIIBI.

1-kecTene KyKarTapipl €cernke ajy MeH nupiaHIblpyFa apHaJIFaH TICLI-
JIEPIIiH CaJBICTBIPMAJIBI TAJIJIaybl KENTIpiAreH. bysr kecte op oficTiH THIMAUTIK JICH-
reiiiH aliKpIHJayFa KOHE KacaHIbl WHTEIUICKT HETi31HJIeTT MHTEIUICKTYalIbl XKYyie-
JIEPJIiH apTHIKIIBIIBIKTAPBIH KOPCETYTe MYMKIHAIK Oepe/i.

o e Knaccudpukanus L
Tocin ABTOMATTaHIBIPY Hoa y . ¢ H Kayincizaix
JKBULTAMJIBIFEI | JTQIIIT]
Konmen enney Temen Temen Opraiua Temen
ocTypi TuQpIIBI
A o YPIi I ppabIK Oprama Oprama Oprama Oprama
Kyhenep
KU merisinperi
MHTEIIIEKTYaIbl XKorapsl Korapsl Korapsl XKorapsl
KyHheiep

Kecre-1 nepekrepi kepceTKeH e, KYKaTTap sl KOJIMEH OHJIeY THIMJILIIT1 eH
TOMEH TAC1J1 00JIBIN Ta0bLIa IbI, ce0e01 01 KOIT yaKbITThI TAJIAIl €TE/Ii JKOHE KaTeIIKTepre
oeitim. JlocTypni mUQpasIK Kyienep Oenriiai Oip Iopekene aBTOMATTaHIBIPYIbI
KaMTaMachl3 eTeli, ajlaija ol Jie aJaM apajacyblH KaKeT ereli. AJl jKacaHIbl
MHTEJUIEKTKE HETI3/IeJINeH MHTEJUIEKTYaJ/Ibl KYHelIep eH jKOFapbl aBTOMATTaHIbIPY
JCHIeHiH KaMTaMachl3 eTiM, KYKaTTapAbl OHJCY JKbUIAAMIBIFBI MEH JQJIIITiH
apTTHIPabl, COHIAN-aK IEPEKTEPIiH KayINCI3IIriH KyIenTei.

l-cyperTe KyKartapabl MUQPPIAHIBIPY TICULIEPIHIH CATBICTHIPMAJIbl HOTH-
XKellepl IuarpaMMa TYpiHIe KOPCEeTUITeH.

CpaBHUTENbHbIA aHaNN3 NOAX0A0B K LM(POBM3aLINN LOKYMEHTOB

=

g 3.0 W PysHan obpaboTka
TPaAMUMOHHbIE LINDpOBLIE CHCTEMsI

 VW-cucTemsl

g
in

3 - BbICO

- CpenHui,
g = ~
o in =]

=
i

YpogeHb (1 - HU3KKWA, 2

o
=]

AsToMaTU3aumMBkopocTh oBpdEHALTL KNaccudmkalhesonacHoCTh
MNokazaTenu

Cyp. 1. Kyxattapas! nupiaaHapipy TOCUIEPiHIH CalTbICTBIPMAbI TNy bl

JKyprizinreH onicTeMeniK Tajaaay HOTUKECIH I YChIHBUIFaH XKYHe Ky>KaTTap Ibl
OHJIEy MEH caKTay MpOIEeCTepiH TOJBIK aBTOMATTAHIBIpyFa OarbITTAJFaHbIH
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kepceTTi. Kecre 1 meH I-cyperte OepinreH caibICTHIPMANBl Tajaay IdCTypi
TOCUIZIEpre KaparaH/a )acaHIbl HHTEIJICKT HET131HAeT1 KyHeaep 1iH OHIMIUIIT MEeH
TUIMIUTITIHIH alTapJIBIKTal )KOFaphl €KEHIH OIS .
¥ ChIHBUTFAH 9/licTeMe KeJleci Ke3eHaep/Ii KaMTUIbL:
1. Kyxatrapabeig 6acTanksl IepekTepid mudpiasik popMaTKa TYPIACHIIPY;
2. OCR xone NLP TexHomorusutapbl apKblIbl MOTIH/IIK aKIapaTThl TAHY KOHE
KYpbUIBIM/IAY;
3. MammHanbIK OKbITY alTOPUTMIEPiH Malianana OThIPhIM, KYKaTTapIbl
aBTOMATTHI TYpJIE caHaTTapFa 0oy kKoHe Tajaay;
4. AnbIHFaH JEpEKTEp HETi31He MHTSIUIEKTYaIb 13/1ey KoHe OospKay KyHhenepin
ICKE achIpy.
byn keseHmep KyXaT aWHaJBIMBIH OHTAWIAHIBIPYFa, YaKbIT HIBIFBIHBIH
azaliTyra »oHE aKNapaTThIH HAKTBUIBIFBIH apTThIpyFa OarbiTTanfraH. Ockuiaiiia,
«OiCTep MEH MaTepHuaiapy OediMiHIE CHUIIATTaJFaH TACLT 3€PTTEY >KYMBICBIHBIH
MPaKTUKAJIBIK HETI31H Kypauapl KoHE Kejeci 0eJliMJie YCHIHBUIATBIH HOTHIKEISPIi
aiyra MyMKiHIiK Oepai. 3eprrey Oapeicbinga OCR, NLP xoHe MalmMHAIBIK OKBITY
omictepi marmananeuiael (Mithe et al., 2020; Afzal et al., 2021; Xu et al., 2020).
Taburu Tinai enney (NLP) omictepi MOTIHAIK Ky>KaTTapIbIH Ma3MYHBIH aBTOMATTHI
TYpAE Tajujay, Heri3ri YFeIMIap/bl aHBIKTAY *oHE JAepeKTepaAl KypbUIbIMAAY YIIiH
koipanelael (Devlin et al., 2019; Hckakos, 2021).
HoTuxkesiep xoHe TaJIKbLIAY.
3epTTey  HOTWXKeNepi  KepceTkeHAeW, kacanabpl wuHTeuiekt  (OKW)
TEXHOJIOTHSUIAPBIH KY>KaTTap/ibl €Ccerke any >KoHe HMU(PIaHAbIpY MPOIECiHE EHT13Y
KY>KaT alHaJBIMBIHBIH THIMJUIITIH €I9yip apTTeipyFa MyMKiHAik Oepexi (Deloitte,
2022). MyHaail Tocim yHUBIMIApABIH aKMapaTThIK PECYPCTaphIH KbUIIAM OHJIEYTe,
KYKaTTap/blH CaKTalyblH KaMTaMachl3 €Tyre >koHe ajamMu (pakTopra OalIaHBICTHI
KaTeTiKTep/l a3aliTyFa OarpITTalIFaH.
KU Ttexnomorusmapbl Ky>KaTTapasl HUGPIaHIBIPYIBIH TYPJIl acleKTiIepiH
aBTOMATTaHJBIPY/Ia KEHIHEH KOJJaHblIaAbl. ATam aiiTKaHaa:
— Tabwuru Tingi enaey (NLP) MoTiHII aBTOMATTHI TYpAE TayllayFa, aHHOTAIIH-
sayFa jkKoHe KypbUIbIMayFa MyYMKiHIIK Oepeni (Kum sxone Mcemaunnosa, 2022).;
— OnTukansik TanOanapasl Tany (OCR) kara3 KykarTap/ibl 137ey )KoHe Talnaay
MYMKiHaIr1 6ap mudpisik Gopmarka Typiaeraipeni (Gonzalez xone Woods, 2018).;
— MammHanslk oKpITYy (ML) yiIKeH aepekTep >KUbIHTBIFBIH TaJAall, KYKarTap-
JIBIH KaTeropusIapblH, HET13T1 TaKbIPBINTAPBIH KOHE OHJIEY OaChIMJIBIKTApbIH 0O0JI-
JKal Il
— Kunactepney >xoHe TaKbIpBINITHIK TajlAay YKcac Ky>KaTTap/Isl aBTOMATThI TYp-
JIe TONTACTBIPY/IbI XKOHE HET13 TaKbIPHINTAP/AbI AHBIKTAY/IbI KAMTaMachl3 €Te/l;
— ABTOMATTBI A€pEKTEP/Il MIbIFApy KYpbUIbIMAAIMaraH MOTIHAEPAEH (MbIca-
JIBI, KYHJIEP, aTrayiap, COMa) MaHbI3IbI aKIapaTThl 06T anyFa MYMKIHJIIK Oepei;
— VMHTennextyanasl 13/ey KOHTEKCTIK KOHE CEMaHTHKANIbBIK OaillaHbICTapIbl
€CKepe OTBIPHII, KaXKETTI KyXKaTTap/bl KblaM TaOyFa jKaFaai xKacaiibl;
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— bomkaMIpIK aHAIUTHKA IEPEKTep HETi31H/e ToyeKenaepal Oomkayra KoHe
IIENIM KaObUIay POIIECTEPiH aBTOMATTaHABIpyFa MYMKIHJIIK Oepei.

Mpeican peTiHzne moT-hakTypaiapabl aBTOMATThl OHJAEY JKYHECiH aiyra
6omanpl. MyHal sxyiieie MalIMHABIK OKBITY QITOPUTMIEP] KY>KaTTap 1kl aBBTOMATThI
TYpJAe Tajjamn, ojlapjabl caHaTTap OoWbIHINA (OyXraiaTepiliK, 3aHIbIK, KIWEHTTIK)
KIKTEHT1, HET13T1 IepeKTep/i (coMa, KyH, KOHTPAreHT) MIBIFAPBII, THICTI OeaiMaepre
OarpITTalibl. HoTiokecinge KyKaTTapbl oHIIeY yakbIThl maMaMeH 70 % Kpickapa-
TIbL, a1 aJlaMH KaTtere OaiIaHbICThl TOYEKeNIep alTapibIKTall TOMEHICHII.

Kyxarrapabl ecenke aimy MeH UG PIaHIbIPY/IbIH HHTEIUIEKTY Al Ibl dKYHECiHIH
KOHIEMIHUSICHI.

¥ ChIHBUTFaH KYiie OipHele e3apa 0aillaHbICTI MOIYIbACPICH TYPAIbI:

1. OCR momymi — Kara3 TypiHeri KykarTapabl udpiasik popmarka Typ-
JIEHIpe/Il )KOHE MOTIHIIK TaJlIay/Ibl KaMTaMachl3 eTeli;

2. NLP monym — MOTiH Ma3MYHBIH TYCIHII, aBTOMATThI KJIaCCH(PUKAIIHS
MEH MaHbI3/Ibl aKMapaTThI LIBIFAPY KbI3METIH aTKapabl;

3. ML monyni — KyKarTapjbl Tajjay, Kareropusiiay, aHOMaIHsIIap/Ibl
aHBIKTAy YKOHE aBTOMATThI OAFbITTAY YIIiH KOJNJIaHBLUIAIbL;

4. WNHTennexTyanmpl i37ey Kyheci — CeMaHTHKaIbIK Taljay HeTi3iHe
aKIapaTThl XKbUIIaM Ta0yFa MYMKIHIIK Oepeni;

5. Kayincizaik )xoHe KODKETIMIUTIK KyHecl—ai JanaHy bl KYKbIKTapbIH
Oakplan, aepekTepl mudpiay skoHe Kopray (pyHKIUSIApbIH OPBIHIAMNIb;

6. busnec-mpouiectepi  aBTOMaTTaHABIPY MOAYJIl — KOPIOPATUBTIK
xyuenepmer (ERP, CRM) unTerpanusiianbli, HyCKaJIapasl OacKapyabl )KOHE KYKaT
alfHaJIBIMBIH aBTOMaTTaHabIpabl (KoskamkynoBa sxone Kozbarapos, 2022);

7. AJIanTUBTI ©31H-631 OKBITY AJITOPUTMJIEPI — YaKbIT ©T€ KeJjle )KYHeHIH
JIONJIITIH apTTHIPAIBI,
8. bnokueitH Momysi — KYKaTTapJIblH TYTACTBIFBIH JKOHE e3repicTep

TapUXBIHBIH CEHIMILTITIH KAMTaMachl3 eTe/Il.

JKyiieHiH TeXHUKAIBIK XKoHe OaFapiiaMaiblK TajdanTapbl

TexHUKAJBIK TaJdanTap:

— YXorapsl eHIMII cepBepilik HHPPAKYPHIIBIM JKOHE OVJITTHIK CaKTay Kyiie-
nepi (Markets and Markets, 2022);

— Konmnansictarsl kopriopatuBTik xyienaepmer (ERP, CRM, ECM) unrerpa-
st MyMkisairi (Nurzhanov sxxone Tulegenov, 2021);

— API apKpLIbI CBIPTKBI CEPBUCTEPMEH ©3apa OPEKeTTeCy KOJAAyhl;

— JlepekTepiiH Kayirnci3airi MeH CaKThIK KOIIPMeCiH KaMTaMachl3 €Ty,

— MamuHansik okbITyFa apHaiaran GPU/TPU anmaparThIK KeAenIeTKIIITepiH
naiiianany;

— XKyiieHi gepexTep kejieMiHe Kapai MaciTadTay MyMKIHIITI.

barmgapnamansik Tamanrap:

— MammuHaJIBIK OKBITY alrOpuTMJIEpiH (HEMPOHABIK JKeiep, Kiaccuduka-
TopJap, OYCTHHT) KOJIJIaY;
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— NLP xone OCR TeXHONOTHsJIApbIH Maii1aJIaHy;

— Ko skeTKizy MeH Kayilci3/IiK )KyHeciH icke acwIpy (ayTeHTH(dUKaIus, mud-
piay, aynur);

— briox4yeitHMeH HHTerparys apKbUTbl KY)KaTTapIbIH 63rePMEUTIHIITIH KaMTa-
MachI3 ety (CaapikoB sxoHe Hypnbibaes, 2023);

— IMaiinananymel uHTEepdeiicin OeliMaey *KoHe KemmaiJalaHylIbUIbIK pe-
KUMJ1 KOJI1ay;

— CeMaHTHKaJBIK TaJAay HET131H/e MHTEJUIEKTYaIbl 13/1ey KYUECIH EHT13Y.

Kecre.2. OCR, NLP, mamnHaiblK OKBITY 5kKoHE OJTOKYEHH TEXHOJIOTUSIIaPhI-
HBIH CaJIBICTHIPMAJIbI CHIIATTaMAaCHI.

Texnonorus Heri3ri makcatst APTBIKIIBIIBIKTAPBI [lexreynepi
. . MounimerTtepai enrizyai Cyperrep canacsl

OCR (ontuka- | Kara3 typingeri P YA . yperrep

aBTOMATTaH/bIPY, KOJI eHOETiH TOMeH OoJIFaH
JBIK TaHOamap- | KyKaTTapabl HU(PIBIK N . -

. A3aUTYy, OHACY JKbLIJAMIBIFbIHBIH JKaFaanaa J9J1KT1H

IIbl TaHY) (dhopmarka TypreHaipy .

JKOFapbl OOJTybI TeMeH/Iey1

KykaTTap/s! aBTOMATThI

. P Kenmarsrnanst
NLP (taburm | MOTIHIIK aKmapaTThl TypAe Kiaccudukanusay, .
T OHACY) Taynaay KoHe TYCiHy HMHTEJUIEKTYaJIAbI 13/1ey, KOHTEKCTT1 FICPAL ORICYA
KypJeJitiri

Tangay

YkeH xenemueri
JIEPEKTEP/Ii OKBITY

Momnimerrepai
aBTOMATTHI TYPJIE OHICY

MarnHabIK 3aHIBUIBIKTAP/Ibl AHBIKTAY,

okbITY (ML) Ooikay, e31H-e31 yiipeTy KabineTi . .
JKOHE Tajay YIIIH KaKeT eTyi
. . Ecente
Manimerrepaiy Y
. e e - HIBIFBIHAPBbIHBIH
. KayiInci3airi Mexn KoprayabIH >Korapsl IeHIeHi,
bnokueiin L JKOFapbl OOyBI,
e3repicci3airin AIIBIKTHIK, ACICHTPATH3AIHs

UHTETPAlUAHBIH

KaMTaMachl3 eTy KypAeiiri

Kyprizinren Tangay HoTmkenepi kepcerkenaed, JKM TexHomorusiapeiH
OIpiKTIpE OTBIPBHINT KY)KAT aWHAJIBIMBIH aBTOMATTaHABIPY JOCTYpPJ JKyHesnepre
KaparaHJa THUIMJIIpeK. Y¥CBIHBUIFAH JKYHE JEpeKTepal OHJACY >KbLIIaMJIbIFbIH
apTTHIpaAbl, KYXKATTapJblH AYPBICTHIFBIH KaMTaMachl3 €Tel KoHE YHBIMIIBIK
MPOIIECTEP/IIH  AlIBIKTRIFBIH  KymieWteni. COHBIMEH Karap, OJIOKUEHH MEH
CEMaHTUKAJIBIK 137Iey OMICTEPIH KOJJaHy KYXKATTBIK AaKMapaTThIH TYTaCTHIFBIH
KamMTaMachl3 €TiM, JepeKTepaiH OypManaHybiHa xoJ 6epmeiini.Ocbutaiiia, 3epTTey
HOTWIKEJIEP1 YCHIHBIIFaH KOHIICTIITUSHBIH MPAKTHKATBIK MAaHBI3ABLIBIFBIH TOJIEIICH/TI
xoHe KazakcTannarsl KyXaT aiHaNbIMBIHBIH LUQPABIK TpaHCHOPMALUSACHIH
JTaMBITYyFa YJIeC KOCA/JIbI.

KopbIThIHABI

byn 3eprrey Sentinel-2 cnytHukTiK nepektepi meH ERAS-Land knumaTThiK
napaMmeTpiiepiH maijasaHa OTBIPBIN, TOMBIPAKTBIH TY3JBUIBIFBIH OOJDKay >KOHE
CErMEHTTEY MOCEJIECIHE apHAJFaH KeMICH/I TOCUIMIH THIMAUITNH KOpCEeTTI.
O3ipjeHreH Mojenb OakpulanOaiTeiH  omictepai  (KMeans, ariomepatuBTi
knactepiey, DBSCAN), OGakputaHaTelH OKbITYAbl (XGBoost) »oHe KEeHICTIKTIK
TeTEPOTreH/ Il IEPEKTEPMEH KYMBIC 1CTE€Y KE31HE JKOFaphl JOIIIK IMeH CEHIMIUTIKKE
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KOJI )KETKI3T€H KOIT TalChIpMaJibl HEHPOHIBIK JKEeIiH1 OIpIKTIpIi.

Herisri kmacrepyiey cama KOPCETKIINTEPl OJICTIH THIMIUIITIH alKbIH
nonenaeni: Silhouette ymaiier 0,8156-ra xetti, an Davies—Bouldin ynaiier 0,3022-re
neiin ToMenaeni. Kimaccupukanusuiplk TancbipManapaa MoAeIbIiH Jaiairi 99,99%
kypar, 10 000-HaH acTam ChIHAK YJATUICPIHIH IMIIH/E TEK Oip FaHa KaTe TIPKEIIi.

Y CBIHBLIFaH 9/11C TOMBIPAKTHIH OPTYPJIi TUIITEPIHIH CIEKTPIIIK EPEKIICITIKTEPIH
Oeiimaeyre, meKapaablK KAaTEIKTEPl a3alTyFa jKOHE COpTaHIaHy IpoliecTepiHe
KIIMMATTHIK (DaKTOpJIapIbIH OCEpiH ecKepyre MYMKIHIIK Oepemi. AHcaMOIbIIK
TOCUT MEH BIKTUMAJIIBIKTBIK OCNTiaepi KOJIAaHy JIdCTYpJli adroOpUTMACPMEH
CaJIBICTBIPFaHIa TOBIPAK KJIacTapbIH HEFYPJIBIM J19J1 06Ty 1i KAMTaMachl3 eTTi.

AJBIHFaH HOTIIKEJEpP YCBIHBUIFAH TOCUIIIH FBUIBIMH JKOHE KOJIJIaHOAJIBI
MaHBI3ABUIBIFBIH  pacTaipl. By oiic JKepaiH TO3yblH OakKbuIay, TOIBIPAK
KYHapPJIbUIBIFBIHBIH TOMEH/ICY KayIliH Oarajay yKoHe arpodKOJIOTHSUIBIK MICSIIiMIep i
KOJIJIay MaKcaThIH/a MMaliananyra 0oJapl.

bonamakra omicTeMeHi JKETUIAIpy OaFbITTapbl PETiHAEC KOHBOJFOIUSIIBIK
HEHPOHBIK KEIJIEpIi KOJaHy apKbLIbl TEPEH CErMEHTTCY TACUIIH JaMBITY,
VIIKBIIICHI3 dye amnmapaTTapblHBIH JCPEKTepIMEH HWHTErpalusiiay J>KoHE Taliaay
ayKbIMbIH 0acka aiMaKTap MEH MayChIMJIBIK Ke3eHJIepre KeHEUTY »KocIapliaHy/a.
MyHai KeTUIIipysaep KIMMATThIH ©3repyi *KaraaiblHaa TONBIPAKTHIH TY3/J1aHYbIH
MOHUTOPHUHTTEYXIH oMOe0amn jkoHe MacITaO0TalaThiH JKYHECIH KaJbINTacThIpyFa
MYMKIHIIK Oepei.
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Abstract. The ever-growing interest in machine learning and neural net-
works is fueled by significant advancements in computational capabilities, enabling
breakthroughs in object, sound, text, and other forms of data recognition. These ad-
vancements have paved the way for a more intuitive interaction between humans and
machines, making such technologies accessible to a wider audience. Recent devel-
opments in computer vision, in particular, have led to the creation of sophisticated
models capable of recognizing objects in images and videos. This same technology
has been effectively adapted for hand gesture recognition, enabling applications in
fields like human-computer interaction, robotics, and sign language interpretation.
This paper explores some of the most popular hand gesture recognition models, with
a particular focus on Convolutional Neural Networks (CNNs) and Support Vector
Machines (SVMs). These models differ in their methodologies, processing efficiency,
and the volume of training data they require, offering various advantages and limita-
tions depending on the application context. The core objective of this study is to pro-
vide an overview of diverse machine learning algorithms, delving deeply into their
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theoretical underpinnings, operational mechanisms, and comparative performance in
terms of accuracy, training time, and data requirements. In addition, this work pres-
ents experimental results of sign language recognition in Kazakh, specifically using
the dactyl alphabet. A detailed analysis is provided, accompanied by a comprehen-
sive table that reports the accuracy of each recognized gesture. Real-time testing was
conducted with individual hand gestures displayed in front of a camera, showcasing
the effectiveness of the recognition system. Furthermore, the study incorporates an
explanation of the mathematical foundations and logical structures underlying ma-
chine learning algorithms, illustrated through formulae, functional relationships, and
flowcharts that depict the recognition process. By combining theoretical insights with
practical experiments, this paper aims to contribute to the growing field of gesture
recognition and its applications in accessible communication technologies.

Keywords: Hand gesture recognition, neural networks, algorithm, layer,
CNN, SVM, YOLO
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AHHOTanusl. MalHaNBIK OKBITY MEH HEHPOHIBIK KeJijiepre JereH Kbl-
3BIFYIIBUIBIKTBIH YHEM1 apTybl €CenTey MYMKIHAIKTEPIHIH alTapiabIKTal JKETiCTiK-
TepIMEH KaMTaMachI3 eTiIel, OyJ1 OObEKTLTIK, ABIOBICTHIK, MOTIH/IIK XKOHE JEPEKTEP/I1
TaHYIBIH 0acKa TypJepiHe )KETICTIKTEpre )KeTyre MyMKIHIIK Oeperi. by sxeTicTik-
Tep azamap MEH MalllMHajap apachlHAarbl UHTYUTHUBTI ©3apa OpeKeTTecyre Ko
allIbIT, MYH/Iail TEXHOJOTHSIIAP/BI KEH ayIUTOPHsIFa KOJDKeTiMIi eTTi. KoMierorep-
JIK KOpYyJliH COHFbI JKETICTIKTEPI, aTal alTKaHaa, KecKiHaep MeH Oelinenepaeri 00b-
eKTUIep Il TaHyFa KaOlJIeTT1 KYpAeIl MOJEIbACPIIH KacaybiHa oKeml. Jlom ochl Tex-
HOJIOTHS aJlaM MEH KOMIIBIOTEP/IIH 03apa OpeKeTTecyl, pOOOTOTEXHUKA HKOHE KECTAY
TIJTIH TYCIHAIPY CUSKTHI callanapaa KoJJaHyFa MYMKIHIIK OepeTiH KOJI KUMbUIIAPbIH
TaHyFa ThiMIi Oeitimnenren. byn makanana KonBomonmsutsik Heviponasik XKeminepre
(Cnn) xone Tipex Bekropnbik Mammmnanapra (Svim) epekiiie Ha3ap ayaapa OThIpHIIL,
KOJI KUMBUIIAPBIH TAHY/IBIH €H TaHBIMAJ YITLIEPi KapacThIpbuiaasl. by Moaensaep
ozicTeMenepiMeH, oHIey THIMILTITIMEH JKoHe KaKETTI OKY JIepeKTepiHiH KoJIeMIMEeH
epeKiIeneHe i, KONAaHy KOHTEKCTIHE OailaHbICThl SpTYPIi apTHIKUIBUIBIKTAp MEH
HIEKTeyAepal YChIHAABL. Bysl 3epTTeymiH Heri3ri MaKcaThl-MAIlIMHAIBIK OKBITYIBIH
OpTYpIl AITOPUTMJIEPIHE MIONY JKacay, OJap[bIH TEOPUSIIBIK HETi3/IepiH, Onepalu-
SUTBIK MEXaHU3MJIEPIiH KOHE CaBICTBIPMAIIbl OHIMILIITIH AJIIIK, OKY YaKbIThI KOHE
JepeKTepre KOMbLIaThIH TaJanTap TYPFbIChIHAH TepeH 3epTTey. COHbIMEH Karap, Oy
KYMBICTa JaKTUI an(aBUTIH KOJIJJaHa OTBIPHII, Signay TUTiH Ka3aK TiTiHAE TaHYIbIH
AKCIIEPUMEHTTIK HOTHXKeJNepl KenTipiareH. Emkeit-rerxkein Tanmay opOip TaHbUIFaH
KUMBUIIBIH JOJJIIT Typanbl €cel OepeTiH >KaH-)KaKThl KecTeMeH Oipre Oepinei.
HakTbl yakpITTarbel TeCTUICY TaHY JKYHECIHIH THIMIUIITIH KOPCETETIH KaMmepa aj-
JIBIHJIa KOPCETUITeH JKeKe KOJI KUMBbLUIIAphIMEH Kypri3inai. CoHbIMEH Karap, 3epT-
TEy TaHy MpoIeciH OerHenelTiH dhopmynanap, GyHKIIMOHAIIBIK KaTbIHACTAP KOHE
OJIOK-cXeMaliap apKbUIbl CYpPETTENITeH MAIlIMHAIBIK OKBITY aJITOPUTMIEPIHIH HET131H-
Jie JKaTKaH MaTeMaTHKaJIbIK HEri3iep MEH JIOTUKAJBIK KYPbUIBIMAAPABI TYCIHIAIPYIl
KaMTUbl. TeopusIbIK TYCIHIKTEpPAl MPaKTUKAIBIK SKCIIEPUMEHTTEPMEH YHlecTipe
OTBIPHII, OYJT )KYMBIC KUMBUTIAP/IBI TAHYIABIH OCIIT KeJIe )KaTKaH caJlaChIHA YKOHE OHBI
KOJDKETIMI KOMMYHHKAIMSIIBIK TEXHOJOTHsIIApAa KOJNJIaHyFa yiiec KOCyFa OarbIT-
TaJFaH.

Tyiiin ce3nep: Kon KuMbLIIapbIH TaHy, HEHPOHBIK JKELIEp, AITOPUTM, Ka-
6at, CNN, SVM, YOLOJ
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AHHoTanus. [locTOSHHO pacTyluil MHTEpeC K MAIIMHHOMY OOY4YEHHIO U
HEHPOHHBIM CETSM IOI0IPEBAETCS 3HAUUTEIIbHBIMHU JIOCTH)KEHUSIMU B O0JIACTU BBI-
YHUCJIUTENBHBIX BO3MOKHOCTEH, MMO3BOJIIOIIMMHU COBEPIIATH IPOPHIBBI B paclo3Ha-
BaHMM OOBEKTOB, 3ByKa, TEKCTa M APYruX (OPM JaHHBIX. DTHU JOCTHKEHHS MPOJIO-
YKWIN yTh K 00JI€€ UHTYUTUBHOMY B3aMMOAECUCTBUIO MEXKIY JIFOJbMU U MAILIMHAMU,
c/IeJIaB TaKue TEXHOJIIOTUH JOCTYITHBIMU Ui OoJiee IupoKoi ayauropun. [locnennue
pa3paboTKu B 001aCTH KOMIIBIOTEPHOTO 3PEHUs], B YACTHOCTH, MPUBEIHN K CO3aHHIO
CJIOKHBIX MOJIEJIel, CIOCOOHBIX PAaCIO3HaBaTh OOBEKTH HA N300PAXKECHUAX U BHJIEO.
Orta xe TexHonorus Oblaa 3((GEeKTUBHO aJalTUPOBaHA Il PACIIO3HABAHUS JKECTOB
PYK, YTO [TO3BOJISICT IPUMEHSTh €€ B TAKMX 00J1aCTIX, KaK B3aUMOJICHCTBHE YellOBeKa
U KOMIIbIOTEepa, poOOTOTEXHUKA U CypAOINEepeBoa. B 3Toil craTthe paccMaTpuBaroTcs
HEKOTOpbIe M3 Haubosee MOMyIsIPHBIX MOJeNel pacro3HaBaHUs )KECTOB PYK, C 0CO-
OBbIM aKIIeHTOM Ha cBepTouHble HeilpoHHbIE ceTu (CNN) u MeToAbl OMOPHBIX BEK-
TopoB (SVM). DT Mozmenu pa3inyaroTcsi MO CBOUM METOJOJIOTHUSIM, dPPEKTUBHO-
cTu 00paboTKH U 00beMy TpeOyeMbIX OOy4aloluX JaHHBIX, MpeJIaras pa3audHbIe
IPEUMYIIECTBA M OTPAHUUYEHUS B 3aBUCUMOCTHU OT KOHTEKCTa MpuMeHeHus. OCHOB-
Has LIeJb 9TOrO MCCIENOBaHUS - JaThb 0030p Pa3lIMYHBIX aJTOPUTMOB MAUIMHHOTO
o0yueHus1, NTyOOKO M3y4YHMB X TEOPETHUYECKUE OCHOBBI, ONEPAIMOHHBIE MEXAHU3MbI
U CPaBHUTEIBHYIO IPOU3BOIUTEIBHOCTh C TOYKU 3PEHUS] TOYHOCTH, BPEMEHU 00Y-
yeHusl U TpeboBaHui K AaHHbIM. Kpome Toro, B 3Toil padoTe mpeacTaBieHbl dKC-
NEpPUMEHTAJIbHbIE PE3YyIbTaThl PACIO3HABAHUS SI3bIKA JKECTOB HAa Ka3aXCKOM SI3BIKE,
B YaCTHOCTH, C MCIIOJIb30BAHUEM JaKTHIbHOTO andasura. [IpuBonuTcs moapoOHbIi
aHaJIU3, COMPOBOXKIAEMbIN MOAPOOHON TadnuIleH, B KOTOPOU COOOIIAETCSI O TOYHO-
CTH Ka)XKJI0TO paclio3HaHHOTO *ecTa. TecTupoBaHue MPOBOIMIOCH B PEKUME pealib-
HOT'O BPEMEHH C UCIIOJIb30BAHUEM OTAEIBHBIX )KECTOB PYK, OTOOpakaeMBbIX Nepe/1 Ka-
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MEpOH, YTO MPOJAEMOHCTPUPOBATIO 3PPEKTUBHOCTH CUCTEMBI pacrio3HaBaHus. Kpome
TOTO, HCCIIEIOBAaHNE BKIIIOYAET B ce0sl OObSICHEHHE MaTEMaTUYeCKUX OCHOB U JIOTH-
YECKUX CTPYKTYp, JEKAIIUX B OCHOBE AJITOPUTMOB MAIIMHHOTO OOy4YeHUs, IPOUJI-
JOCTPUPOBAHHBIX (opMyTamMH, PyHKIIMOHAIBHBIMU B3aUMOCBSI35IMU U OJIOK-CXeMa-
MU, KOTOpPBIE OMUCHIBAIOT Mpoliecc pacrno3HaBaHus. CoueTas TeOpeTHUECKUE UIEU C
MPAKTUUECKUMH 3KCTIEPUMEHTAMHU, 3Ta CTaThs IPU3BaHA BHECTU BKJIA] B PACTYIIIYIO
00J1acTh pacro3HaBaHMsl KECTOB M UX MPUMEHEHUS B JOCTYMHBIX KOMMYHHKAI[MOH-
HBIX TEXHOJIOTHSX.

KuarwueBsble cioBa: PacriozHaBaHH€ )K€CTOB pyKaMH, HEHPOHHBIE CETH, AJITO-
putm, layer, CNN, SVM, YOLO

Jasa murupoBanms: H.H. Jlec, C.b. MyxanoB, M.T. Unanakosa, A.K.
Mycraduna. AHamu3 anrOpUTMOB PACcTO3HABAHUS M CBEPTOYHON HEHPOHHOU ceTh
IUISL PacIiO3HABAHUS JKECTOB PYK Ha Ka3aXCKOM S3bIKe KecTOB//MeayHapOoaHbIH
KypHaJ UHOOPMAIIMOHHBIX U KOMMYHHUKAIIMOHHBIX TexHonoruil. 2025. T. 6. No. 24.
Crp. 219-238. (Ha anr.). https://doi.org/10.54309/1JICT.2025.24.4.013.

KoHduuKT HHTEpPecoB: aBTOPHI 3aSBISIOT 00 OTCYTCTBUHM KOH(MIMKTA UHTE-
pecoB.

Introduction

The Recognition of hand gestures (Gesture-recognition) is an important prob-
lem in the field of human-computer interaction. Hand gestures are used as a natural
and intuitive way of communication between people and digital devices or systems.
One of the most significant applications of this field is the recognition of sign lan-
guage, which is used by people with hearing disabilities for communication. There
are many different sign languages used around the world, and one of them 1s Kazakh
Sign Language (KSL). KSL, like many other sign languages, is not widely studied,
and there is a need for effective recognition systems to support its users. In recent
years, recognition algorithms and deep learning methods, especially Convolutional
Neural Networks (CNNs), have achieved significant success in computer vision and
pattern recognition tasks. CNNs have shown state-of-the-art performance in various
applications, including image classification, object detection, and hand gesture rec-
ognition, due to their ability to learn spatial features and hierarchical representations
from data. This research paper aims to review and analyze different recognition al-
gorithms and investigate the performance of CNN-based models for hand gesture
recognition in Kazakh Sign Language. The goal is to use machine learning and com-
puter vision techniques to improve the accuracy and efficiency of KSL recognition
and contribute to the development of assistive technologies for people with hearing
disabilities in Kazakhstan.

Review of related literature and problem statement

The state of the art in sign language recognition research is leaning towards
deep learning-based systems. The recent works (Wang et al., 2020; Bilgin & Mut-
ludogan, 2019) demonstrate CNN-based frameworks that can reach more than 90 %
recognition accuracy on ASL and Turkish Sign Language datasets. However, research
efforts dedicated to the problem of Kazakh Sign Language (KSL) recognition are still
in their infancy. Kenshimov et al. (2021) and Mukhanov et al. (2023) have paved the
way for this topic but used static images for the recognition task. This work extended
the pipeline and demonstrated the real-time detection of hand gestures using YOLO
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and CNN.

The objective of this work will be to use various algorithms and machine
learning methods within the convolutional neural network in order to identify certain
gestures of the Kazakh sign language. Therefore, all these algorithms will be con-
sidered and tested, and their detailed description will be given. The convolutional
neural network is typically used within deep learning for the image recognition set.
The training of this network is based on machine learning. In addition to being an
interconnected neural network, it is also what it is made of and what metrics it applies
for predictions in pattern recognition -in our case, recognizing gestures in the Kazakh
sign language. The current work will show the functions used in this convolutional
network and the mathematical formulas for them. Convolutional neural networks are
a type of deep neural network, which are specifically designed for processing images
and videos. CNNs account for the spatial structure between pixels, and convolutional
operations are applied to higher-order feature extraction from the data, from sim-
ple edges to more complex objects. CNNs have exhibited outstanding performance
across many computer vision applications and have also demonstrated potential in
other fields. Yann LeCun introduced CNNs in the 1980s, although they did not gain
widespread use until the mid-2010s with the emergence of deep learning approaches
and the availability of big datasets. CNNs are now widely employed in industry and
academia and are anticipated to play an essential role in future technologies.

One Fully
Connected NN
Input Layer with 1024

Images(512X512) unts
Five Convolution Layers
(3X3 Conv. Layer for filters

32,64,128, 256,512)

Quiput Classes

4 Max-Pooling

Fig. 1. An example of 2-D convolution
The mathematical operation of two functions (Convolutional operation):
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[F = 81(8) = [, F(Dg(t = Ddr (1)

where:
[f * g](t) = denotes the convolution of / and 9:
The integral runs from 0 to £, integrating over the variable ;

f(7) and 9(t —7) are the function values at shifted arguments.

A layer will produce as many output feature maps as there are kernels in that
layer. The relationship between the size of the output feature map and the input is
that each kernel produces one feature map, which describes a single aspect of the
input data. The complexity of the task and the data are what will determine the size
and number of output feature maps. Each of these feature maps is a two-dimension-
al array for one filter that describes the presence of that filter in the input data. The
values within these filters will be learned through backpropagation in order to get the
greatest performance possible for the task at hand.

Alongside these kernels are channels that capture different aspects of the input
data. The channels are two-dimensional arrays that each express a single characteris-
tic of the input data. For instance, if the task were classifying images, then the input
data might have distinct channels for edge data, textural data, color, and so on. It is
the grouping of these channels and kernels that allow for the three key concepts in
convolutional neural networks design. These include sparse interactions, sharing of
parameters, and equivariant representations. Sparse interactions refers to how each
output feature map is the result of convolution of a small kernel with only a few of
the input feature maps, as opposed to all of the input feature maps. This also improves
performance while also reducing the amount of parameters needed to represent the
layer.

This is because one feature map produced by a kernel will have a similar ef-
fect; it is therefore sometimes known as parameter sharing. This works in such a way
that each output feature map produced in a convolution layer is obtained by using
the same kernel. This is akin to saying the weights in that kernel are shared between
each of the output feature maps-the model does not learn the weights for each one
separately. The immediate consequence of all this is a substantial reduction in the
number of parameters needed to represent a model with significant improvements in
its generalization performance.

Materials and methods

The CNN method in recognition problems

In this work, YOLO was only responsible for hand detection/localization
while another CNN model oversaw classifying the detected gesture. For this, the seg-
mented hand was used as an input for a gesture classifier that was trained separately.
This pipeline was verified to be more flexible and allowed for independent fine-tuning
of the detector and the classifier.

In this project, we used Convolutional Neural Networks to train machine
learning algorithms in the recognition of hand gestures and Kazakh sign language.
The results of recognition tested are in this work. However, it is necessary to intro-
duce this network and how it works in pattern recognition. Convolutional Neural Net-
works (CNNSs, in short) are a type of artificial neural network that is highly efficient
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at processing and analyzing visual data like images and videos. The basic structure
of CNNs consists of an input data, for example an image, to layers of interconnected
artificial neurons. Each neuron in each layer of the CNN is only connected to a small
patch of the input; these patches are said to overlap, such that the totality of the input
data is covered.

The convolution layer, which is one of the most important components of
CNNs, makes use of learnable filters called kernels to extract features from the input
data. The kernel is moved around the input in a process called convolution. It is worth
noting that the kernel multiplies the values that correspond to the input at each loca-
tion to get a set of feature maps. The number of output feature maps is determined by
the number of kernels; this is because every kernel has one output feature map, which
describes one particular feature of the input data. It is important to remember that this
is the interaction of both these components: channels and kernels that enables sparse
interactions, parameter sharing, and equivariant representations-the three important
ideas in CNN design.

The choice of YOLO and CNN as recognition architectures was inspired by
their mutual strengths. YOLO-based hand detector showed high accuracy and re-
al-time performance while CNN is a state of the art in image classification tasks. Their
integration into a single pipeline was found optimal for the task of KSL recognition
since hand segmentation and dynamic motion localization are of great importance.

Support Vector Machine for hand gesture recognition

The system for the recognition of hand gestures that show letters is proposed
in this paper. This system recognizes the hand gestures using biorthogonal wavelet
transformation. The system for recognizing hand gestures is operated in several ways.
Firstly, images are read and filtered to clean them from noise. After that, the system
recognizes the edges of the images and calculate projections along certain directions
by using the Radon transform. After that, the system applies biorthogonal wavelet
transformation to these projections. For the recognition of hand gestures the system
trains and tests SVM. Support Vector Machine (SVM) is a supervised learning algo-
rithm that can be used for both classification and regression. The basic idea behind
an SVM is to find a hyperplane that separates the data in the best possible way in a
high-dimensional space. “Support vector” is the name for data points that are nearest
to the decision boundary or hyperplane, which are essential to find out the optimal
separation. This article present a comparative study of two SVM classificators: “Bi-
nary classification” and “Multiclass classification” for hand gesture recognition. In
the paper we should like to say a few words about the research of the quality of bi-
nary classification. The most attractive properties of binary classification using SVM
in hand gesture recognition is its power and efficiency. It has many benefits such as
being a robust algorithm, achieving high accuracy, and having an interpretable mod-
el. Feature selection and hyperparameter tuning are critical for achieving optimal
performance. On the other hand, as the research continues, the more resources of the
computer there will be. In terms of application areas, SVMs can be used in various
domains such as computer vision, image processing, robotics, and human-computer
interaction. The application of binary classification using SVM in real-world scenar-
i0s will depend on the specific requirements and constraints of the application. It is
also important to note that binary classification using SVM is just one of many algo-
rithms and techniques that can be used for hand gesture recognition, and other meth-
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ods may be more suitable depending on the application. We also should like to point
out that a second classificator used in the experiment “Multiclass classification”. This
classificator is not as effective as “Binary classification” and was used in experiment
as an example.

Canny Edge Detection Algorithm is the method that system uses for the rec-
ognition of the image edges. This algorithm was chosen because this algorithm is the
best among many benchmark algorithms. This algorithm finds the most appropriate
edges by decreasing error rates, making possible the exact localization of edges, and
only marking edges once in case of one edge in order to have a minimal response. The
only filter that satisfies the requirements is the first derivative of Gaussian function
and that filter can be approximated as.

w'rx+b=l]’ 2)
mzﬂ”w b_llwll (3)
E[W::r-|-.i:«]:-“'1"¢' (4)

where:
W is the weight vector that defines the hyperplane’s orientation, * is the feature vector
for the input data, b is the bias term that shifts the decision boundary, ¥ is the label

of the ith data point (either +1 or -1), and *: is the feature vector for the ith data point.
Suppon Vectors

A/ m D
A A Dj
at @
A A
Y(Ixis A O O
| A0 o
@ O o
A O
O ]

—X - axis—

Fig. 2. Binary classification

Multiclass SVMs offer a powerful and versatile approach for hand gesture
recognition with multiple classes. Their ability to handle diverse gesture sets and
leverage the strengths of binary SVMs makes them valuable for various applications.
However, computational complexity and choosing the appropriate multiclass strategy
remain key considerations. As research advances and computational resources im-
prove, multiclass SVMs are expected to play a crucial role in expanding the capabil-
ities of hand gesture recognition technologies. Multiclass Support Vector Machines
(SVMs) extend the binary classification capabilities of SVMs to recognize multiple
hand gestures simultaneously. This is achieved by constructing multiple hyperplanes
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in high-dimensional space, each separating a specific class from all other classes.
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Fig. 3. Multiclass classification

The goal of the project was to create a reliable hand gesture recognition sys-
tem using support vector machines (SVMs). At the initial stage, a dataset was collect-
ed that included 9 different classes of Kazakh sign language. Each of them contains
from 150-200 images. Subsequently, segmentation was performed in which the hand
gesture region was isolated from the background using a thresholding algorithm. The
resulting images were then converted to grayscale, a move aimed at simplifying SVM
processing while increasing contrast. Resizing the images to standardized sizes was
found to be crucial for more efficient comparisons during training of the SVM model.

I F1EN N
al>y

Fig. 4. Finger spelled Alphabet (Top row [A, Aa(9), B, D], Bottom row [E, G, Gg(F), V]).

Model training process analysis
Binary classification starts with a relatively low training accuracy of 0.625.
However, it shows consistent improvement over the epochs, indicating that the model

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 =
. : 0
International License @“

228



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is. 4.

learns from the training data and adjusts its predictions accordingly.

The validation accuracy for Binary classification begins at 0.625 and also
shows a positive trend over the epochs. However, the fluctuations in the validation
accuracy suggest challenges in generalizing the model’s predictions to unseen data.

Mutliclass classification starts with a higher training accuracy of 0.635 and
steadily increases over the epochs. This indicates that the model effectively learns
from the training data and improves its accuracy.

The validation accuracy for multiclass classification begins at 0.635 and fol-
lows a positive trend. The close alignment between the training and validation accu-
racy suggests that Mutliclass classification generalizes well to unseen data.

Fig. 5.Model accuracy and model loss

Mutliclass classification exhibits higher initial training accuracy and valida-

tion accuracy compared to Binary classification. Both models show an improving
trend in accuracy over the epochs, indicating effective learning from the training data.
However, Mutliclass classification demonstrates better generalization capabilities, as
evidenced by its higher validation accuracy and closer alignment between training
and validation accuracy.
Analysis of the confusion matrix showed that the model most commonly confused
the signs “I"” and “F”. The reason is the great similarity in their finger configurations.
The second reason for ambiguity is the changing lighting conditions, which adversely
affect edge detection in the preprocessing step. Dataset balancing and adaptive pre-
processing will be considered in future work to reduce such confusions.

The model still presents high precision, which is indicative of improved reli-
ability in positive predictions.

Recall values are variable across classes, with some classes achieving high recall,
such as Blank and Nn(H), while others may benefit from further optimization, such
as Hh(h).

F1 scores are a balanced measure of precision and recall, reflecting overall improve-
ment.

The macro average gives the general view of model performance, whereas the
weighted average takes into account the class imbalance.
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Fig. 6. Confusion matrix

Convolutional neural network with Yolo model

The YOLO (You Only Look Once) model, built on the foundation of con-
volutional neural networks (CNNs), revolutionized object detection by emphasizing
speed, accuracy, and computational efficiency. Unlike traditional methods such as
R-CNN and Fast R-CNN, which rely on region proposal networks to first generate
potential object locations and then classify each region individually, YOLO operates
as a single, end-to-end neural network. It divides the input image into an SxS grid,
where each grid cell predicts bounding boxes, object confidence scores, and class
probabilities simultaneously.
Key Formulas in YOLO

1) Grid-based Predictions:
The image is divided into a grid of 5 X5 Each grid cell predicts:

- B: Bounding boxes, each defined by 4 coordinates: (. 3, w, b)),
- C: Class probabilities for the
- N object categories.
- P obj: Objectness score, which represents the confidence that an object
exists in the grid cell.
The output tensor for YOLO is therefore:

SXSX(B*E-FC]’ (5)

Here, 5 accounts for the four bounding box parameters (. 3w, h) and the

confidence score ©
2) Bounding Box Prediction:
YOLO predicts bounding boxes as offsets relative to the grid cell. For a grid
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cell located at (7)), the bounding box center coordinates () are given by:

X = r::l'[:t_r) +iy= ﬂ'[:t}.) +_,F', (6)
where:

tx and ty are the predicted offsets, and  is the sigmoid activation function
that maps values between 0 and 1.

The width and height of the bounding box are predicted as:

Cd:puefm!fL:pheh’ (7)

where:

Pu and Pr are anchor box dimensions, and tw: tr are the predicted logarith-

mic
scale adjustments.
where:
and are anchor box dimensions, and are the predicted logarithmic scale
adjustments.

The model begins by processing an input image through a series of convolu-
tional layers, which extract spatial features like edges, textures, and patterns. These
layers form the foundation of feature extraction, allowing the model to understand
the image’s structure. Residual blocks are integrated into the architecture to enhance
learning by using skip connections. These connections allow feature information to
flow directly between layers, mitigating issues like vanishing gradients and improv-
ing training stability.
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Fig. 7. Convolutional neural network with Yolo model structure

To ensure accurate detection at multiple scales, the model incorporates
up-sampling layers that increase the spatial resolution of feature maps. This is critical
for detecting hand gestures of varying sizes, ensuring robustness across different dis-
tances and perspectives. The architecture uses detection layers, each responsible for
identifying objects at a specific scale. These layers generate bounding box predictions
that include the box’s coordinates, a confidence score, and class probabilities. Infor-
mation from different layers is combined using addition and concatenation, maximiz-
ing the retention of important features. The final output consists of bounding boxes
over detected hand gestures, along with class labels (e.g., “gesture 17 or “gesture 2”)
and confidence scores.

YOLO’s ability to process the entire image in a single pass makes it highly
suitable for real-time gesture recognition. Its multi-scale detection capability and ro-
bust feature extraction ensure accurate recognition across diverse conditions, such as
varying lighting or hand orientations. This makes YOLO an effective tool for appli-
cations like sign language recognition, device control, and augmented reality inter-
actions.

One of the key improvements of YOLO is its ability to see the global con-
text of the image. Instead of focusing on isolated parts of the image, it considers the
relationships between objects. This makes it particularly effective in distinguishing
overlapping or similar objects, reducing false positives. YOLO also introduced the
concept of anchor boxes, which allow it to detect objects of different shapes and siz-
es. Starting with YOLOv3, multi-scale detection was implemented, making it more
effective at identifying both small and large objects in a single pass.

In the context of hand gesture recognition, YOLO’s advantages are even more
apparent. Since hand gestures can involve fast movements and changing positions, re-
al-time detection is critical. YOLO’s single-shot detection approach allows it to track
gestures quickly and accurately, even in dynamic environments. Its multi-scale detec-
tion ensures that hand gestures of varying sizes (e.g., close to or far from the camera)
are correctly identified. Moreover, since YOLO sees the whole frame at once, it can
distinguish hand gestures from other background elements, ensuring more precise
recognition. This makes YOLO an ideal choice for applications like gesture-based
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controls, augmented reality, and human-computer interaction, where speed, accuracy,
and real-time performance are essential.

Experiments and results

The dataset used for the experiments was composed of 1,800 labeled hand im-
ages. They represent 9 unique Kazakh sign gestures with an average of 200 samples
per class. The final dataset was distributed in a 70: 15:15% ratio between training,
validation, and test sets. Data augmentation was used for further improving gener-
alization and preventing overfitting. Rotation (£15°), horizontal flip, and brightness
adjustment were the primary augmentation strategies.

The addition of cross-hands.cfg and cross-hands.weights files to the YOLO
model for hand gesture recognition is aimed at improving the model’s ability to detect
and recognize hand gestures, even in complex scenarios like overlapping or cross-
ing hands. This is a significant enhancement over traditional hand detection models,
which often struggle to differentiate between hands when they overlap or are close
together.

v @yolo

= cross-hands.cfg

B cross-hands.weights

Fig. 8. Cross-hands.cfg and cross-hands.weights

This CNN is designed to recognize hand gestures and is able to classify im-
ages into one of the five gesture categories. The model takes grayscale images with
dimensions of 256x256 pixels, using a Sequential architecture building layer by layer.
First comes the input layer, which accepts images of shape (256, 256, 1), with further
processing. Feature extraction is done through three convolution blocks, each com-
prising a Conv2D layer with ReLU activation, batch normalization, max pooling,
and dropout for regularization. From the first to the final layer, the number of filters
moves from 32 via 64 to 128 to extract more complex features from the deeper lay-
ers. MaxPooling is used to reduce the spatial dimensionality, while dropout prevents
overfitting by randomly deactivating neurons during training.

After feature extraction, the flattened output is fed into a dense, fully connect-
ed layer with 128 neurons, followed by batch normalization and a 50% dropout rate
to further reduce overfitting. The final output layer consists of 5 neurons, one for each
gesture class, with a softmax activation function that produces a probability distribu-
tion for classification. The model is compiled with the Adam optimizer, categorical
cross-entropy as the loss (suitable for multi-class classification), and accuracy as the
metric. This architecture will enable the model to identify hand gestures with high
accuracy and robustness, even against slight variations in hand position, rotation, or
scaling. It uses batch normalization, L2 regularization, and dropout to ensure stability
during training and reduce the chances of overfitting, hence making it very suitable
for gesture recognition tasks in sign language interpretation, gesture-based controls,
and augmented reality.
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Fig. 9. Convolutional neural network layers

During training, the model reached 92% accuracy on the testing set, which means
that most of the images will be rightly guessed by the model concerning the class of the
gesture. This high accuracy represents a promising result and hints at the model’s correct
learning of patterns and features in classifying Kazakh sign language hand gestures.

100/180 236 ep - accuracy: 8.8001 - 1 5786 - val_accuracy: 0.7450 - val_
Epoch 5/18

100/100 ms/step - accu

Epoch 6/10

1080/180 240ms/step - accuracy: 0.7758 - loss: 4.5625 - val_accuracy: @

Epoch 7/10

168/108 250ms/step - accuracy: 0.7551 - loss: 4.1373 - val_accuracy

Epoch 8/18

180/100 step - accurac 0.7493 - loss: 4 val_accurac

Epoch 9/10

160/100 254ms/step - accuracy: B.7446 - loss: 3.8379 - val_accuracy: 0.6750 - va
Epoch 16/10

1808/168 255ms/step - accuracy: 8.7 - los 4.2950 - val_accuracy: 8.4500 - val_loss: 12.4818

Fig. 10. Compiling Model Result

The performance of the trained model was evaluated using a confusion ma-
trix, which is a kind of matrix that shows the actual versus predicted classification.
According to the confusion matrix, the model performed well for most of the classes,
but some classes had lower accuracy than others did. This analysis will help in identi-
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fying the classes which need more attention during the training process in order to im-
prove the overall accuracy of the model. The CNN model for the recognition of hand
gestures was overall trained and evaluated successfully. A very high accuracy rate
was achieved on the test set, showing that the model is appropriate for a real-world
application of hand gesture recognition and thus embedding it into the project to help
hearing-impaired people who use Kazakh sign language take advantage of the bene-
fits of technology. Real-time testing is thus a very critical step towards ensuring the
accuracy and reliability of our hand gesture recognition system for the project.

Fig. 11. Result of testing with threshold and gray scale. Gesture “T"™

During the testing, we saw that the system could provide very high accuracy
in recognizing hand gestures from Kazakh sign language, an average of 89% or so.
However, there were a number of issues we noticed in real-time situations that im-
pacted the performance of the system. For instance, in low light conditions, it could
not recognize hand gestures so well, and was highly sensitive to camera angles and
backgrounds. For the improvement of these challenges, we have optimized the hand
pose tracking and segmentation algorithms, readjusted hyperparameters of the CNN
model to enhance the robustness of the model. We also tried various image prepro-
cessing techniques and further explored different CNN architectures for better per-
formance.

Comprative analysis

For a more detailed evaluation, computed several standard metrics. The sys-
tem achieved an average precision of 0.91, recall of 0.89, and F1-score of 0.90. As it
can be seen these metrics as a proof of the model’s reliability and consistency on all
gesture classes.

Table 1 - summarizes of performance comparison of SVM, CNN, and YOLOv5
models on recognition of Kazakh Sign Language gestures.

Table 1. The results of tested models
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Model Precision Recall Fl- Accuracy
Score
SVM 0.82 0.80 0.81 0.84
CNN 0.91 0.89 0.90 0.92
YOLOvV5 0.94 0.93 0.93 0.95

SVM achieved a reasonable accuracy of 84 %, indicating that manually se-
lected or engineered features (e.g., HOG, pixel intensity, or combinations of the two)
are not robust and capture only primary information to distinguish between gestures.
The model has a low recall of 0.80, which means that not all the gestures of the 10
classes (likely those with less pronounced hand-shape differences) are predicted cor-
rectly by the classifier.

CNN performed better than SVM with a 0.91 precision and an accuracy of
92%. The ability of CNNs to learn complex spatial features in an unsupervised man-
ner reduced the need for hand-engineered feature extractors. The convolutional net-
work also generalized better to different lighting conditions and hand orientation,
resulting in fewer false positives during validation.

YOLOVS, with an Fl-score of 0.93 and accuracy of 95 %, outperformed the
other two models. The unified detection-and-classification model allowed for gestures
to be localized and recognized in a single step, which saved on additional prepro-
cessing time and allowed for faster reaction/response times. The precision is slightly
higher (0.94) than the recall (0.93), which means that the model can better avoid mis-
classifications but not at the cost of detection sensitivity.

The results of the experiments demonstrate that the incorporation of deep con-
volutional features with end-to-end detection has a significant positive impact on rec-
ognition performance in unstructured environments. The switch from the traditional
SVM to the convolutional network increased the absolute accuracy by 8 %, while
YOLOVS5’s integrated detection-and-classification added another 3% to the improve-
ment since it could detect and predict the sign in dynamic frames in one pass. Mis-
classifications between similar-looking gestures (e.g., “I"” vs. “F”) were also an-
alyzed, which could be reduced if a more balanced and diverse dataset was used.
In conclusion, all three models were able to perform acceptable recognition of Ka-
zakh Sign Language. YOLOVS outperformed both SVM and CNN in all evaluation
metrics, making it the most efficient and scalable for the stated application.

Conclusion

This work explored machine learning methods and pattern recognition algo-
rithms, specifically for gestures. Support Vector Machines and Convolutional Neural
Networks, integrated with YOLO for hand gesture recognition. SVM, while effective
in simpler gesture recognition tasks, depends on manually extracted features and is
less adaptable in cases where the gestures become complex or dynamic. It does a
great job on a small dataset with well-defined classes of gestures, but poorly copes
with such that are highly variable or contain complicated movements. Besides, SVM
becomes computationally expensive with growing dataset sizes.

On the other hand, CNN combined with YOLO offers a more powerful and
versatile solution. CNNs are excellent for feature learning from raw data in an auto-
matic manner, while YOLO helps with real-time localization of hands even in dynam-
ic settings, considering variations in position, size, and orientation. This makes CNN
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with YOLO very effective in real-time applications, such as sign language transla-
tions, which require fast and accurate gesture recognition. Large amounts of training
data is required, though, and might be computationally expensive.

The main contribution of this work is a novel hybrid pipeline for recognition
of Kazakh Sign Language. The system is based on YOLO (you only look once) hand
localization and CNN (convolutional neural network) gesture classification. It is dis-
tinct from previous works which were focused on static sign images. In contrast, our
system is able to detect gestures in real-time with enhanced robustness on different
lighting and camera conditions.

Thus, while SVM might be adequate to cater for simpler tasks and better-de-
fined gestures, in complex, dynamic gesture recognition, the use of YOLO with CNN
surpasses them in real-time, not only in terms of performance speed but also regard-
ing its quality. The final decision comes down to which kind of application will be at
play regarding gesture complexity.

The future work directions include the investigation of vision transformers
and 3D hand pose estimation for the recognition of continuous signs on dynamic hand
motion sequences.
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Abstract. The presented scientific study reports the results of the creation and
testing of two deep learning models, long short-term memory with a convolutional
neural network LSTM+CNN and long short-term memory with an autoencoder LST-
M+AE, for autism spectrum disorder diagnosis. The study is directed towards the use
of eye tracking technology for recording participants eye movement data in interac-
tion with animated objects. The data were saved in the.npy format of NumPy arrays
for convenient subsequent analysis. The algorithms were evaluated in terms of their
accuracy, generalization capability, and training time, as confirmed by experts. The
primary aim of this study is to enhance the accuracy and efficiency of autism diagno-
sis. The long short-term memory convolutional neural network and autoencoder-long
short-term memory architectures have shown great promise as tools for achieving
this goal, with the autoencoder model being especially distinguished by its ability
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to identify inherent relationships between datasets. Additionally, the paper discusses
potential clinical uses of the algorithms and future directions for research.
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AHHOTAaIUsI. FpUIBIMU 3epTTEY JKYMBICHI ayTH3M CHEKTPiHIH OY3bLIBICTAPBIH
(ACB) nmarHocTukanay YIIiH €Ki TepPeH OKBITY MOJCNIH — Y3aK-KbICKa Mep3iM/Ii
JKaJ TIeH CBEPTKA HeHpOoHIBIK xkemiciH OipikTipred (LSTM+CNN) jkoHe aBTOAHKOED

Heri3iHaeri y3ak-Kpicka Mep3iMai xkanaTel (LSTM+AE) Kypy jkoHE ChIHAY HOTHDKEIEp
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-iH yCchIHAABL. 3epTTey OapbIChIHAAa AaWTPEKMHI TEXHOJOTHSICHI KOJIIAHBUIBIII,
KATBICYIITBIIAP/IbIH AaHUMAIIUSIIBIK OOBEKTIIEPMEH ©3apa OpeKeTTecyi Ke3iHJeri Ke3
KO3FaJpIcTaphl Tipkenai. MoniMeTTep KeHiHri Tanaaynasl xKeHunaery yiniH NumPy
KiTalXaHaCBhIHBIH .Npy (opMaThiHAa CaKTaIAbl. AJITOPUTMACP ASJIT, JKaIIbLIay
KaOineTi >KoHe OKBITY YaKbIThl TYPFBICBIHAH OarajaHblll, HOTWXKENIEp MaMaHIap
TaparblHaH pacTanabl. 3epTTeyAiH OacThl MaKcaThl — ayTH3M JWAarHOCTUKACHIHBIH
HAKTBUIBIFBIH  JKOHE THiMAUTTiH  apTtreipy. LSTM+CNN xone LSTM+AE
apXHUTEKTypanapbl OYJ1 MaKcaTKa KeTy e KOFapbl dJIeyeT KOPCETTI, all aBTORHKOJIEP
MOJIeNli  IEPeKTep  KUBIHTHIKTAPBIHBIH JKACBIPBIH  OaliJIaHBICTApBIH  aHBIKTAY
KabineTiMeH epekmie Ke3re TycTi. Makanaga anropuTMAEpIiH KIMHUKAJIBIK
KOJIJAHBICTApBl MEH OOJIalaK 3epTTey OaFbITTaphl Aa TAJKbUIAHA/IbI.

Tyiiin ce3aep: ayTu3M CIIEKTPiHIH OY3bUTBICTaphl, aBTOPHKOJIEP, CBEPTKA
HEHPOHJIBIK XKelicl, AW TPEKHUHT, TEPEH OKBITY
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[exepOek, K. PaxumoB. ©3 KO3FaJbICTapbhlH Taljay HETI3iHAE ayTH3M Oenrijiepin
epTe aHbIKTay MaKCaTBIH/A TEPEH OKBITY MOJIENbIACPiH KougaHy // XalblKapasbIK
AKMapaTTHIK KOHE KOMMYHHMKAIUSIIBIK TEXHOJOTHsUIap *KypHanbl. 2025. Tom. 6. Ne
24.239-250 Get. (Arbin). https://doi.org/10.54309/1J1CT.2025.24.4.014.
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© A. Myxanosa, A. AmMupb6aii, I'. A6aukepumona, A. [llekepOek, K. Paxumon

AHHoTtanus. llpencraBieHHoe uHcCCIeIOBAaHUE OTPAXKAeT Pe3yJIbTaThl
pa3pabOTKW M TECTHPOBAHUS JBYX MOJENEH TIyOOKOro OOydeHHs] — JOJITOM
KpPaTKOCPOUYHOI MaMsATU ¢ cBepTOYHOM HelpoHHOi ceThio (LSTM+CNN) u nonroi
KpaTKOCpouHOil mnamsTh ¢ aBTodHkojepoM (LSTM+AE) — ang nuarHocTuku
paccTpoOiiCTB ayTHCTUYECKOro crekrpa. Pabora HampaBieHa Ha MCIOJIb30BaHUE
TEXHOJIOTMM alTPEKUHIa JUIsl pErUCTPAllui JAHHBIX O JBMKEHUU TJ1a3 YYaCTHUKOB
Ipy B3aUMOJICHCTBUU C aHMMUPOBAHHBIMH OOBEKTaMH. J[aHHBIE COXPaHSIIUCH B
dbopmare .npy maccuBoB NumPy 111 y100CTBa MOCIEAYIOMIET0 aHAIH3a. AITOPUTMBI
OLIEHUBAJIUCH TIO TOYHOCTH, CIIOCOOHOCTH K 00OOIIEHUIO U BpEMEHN 00yUeHUs, UTO
ObUIO TIOATBEpKJIeHO dKcrepTaMu. OCHOBHAS 1I€7b UCCIIEIOBAHMS — TOBBIIICHHE
TOYHOCTH U d(PPEKTUBHOCTH AMATHOCTUKH ayTu3Mma. Apxutekrypbl LSTM+CNN u
LSTM+AE noxka3anu BbICOKYIO NEPCHEKTUBHOCTD AJIsi TOCTHKEHUSI JAHHOU LeH,
IpU 3TOM MOJIETb C ABTOIHKOJEPOM OCOOECHHO BBIJEINSAETCS CBOEH CIOCOOHOCTBIO
BBISIBJISITH CKPBITHIE B3aWMOCBSI3M MeEXAy HaOOopaMu JaHHBIX. B cTaThe Takke
paccMaTpuBalOTCS BO3MOXKHBIE KJIMHHYECKHE TMPUMEHEHUS alroOpuTMOB U
HaNpaBJIeHUS JaTbHEHIINX UCCIeA0BaHUM.

KuroueBble cj10Ba: paccTpoiicTBa ayTHCTHYECKOTO CIEKTpa, aBTORHKOJED,
CBEpTOYHAsI HEUPOHHAs CETh, AUTPEKUHT, TITyOOKOe 00yUYeHHeE.

Jasi nuTupoBanmsi: A. MyxanoBa, A. Amup6aii, I'. AOGaukepumona, A.
[lexepbek, K. Paxumos. [IpumeHenne mMoseneit riryobokoro o0ydeHust sl paHHETO
BBISIBJICHUS [TPU3HAKOBAYTH3MaHAOCHOBE aHAIN3a IBI)KEeHU I r1a3// MexayHapoJHbIH
KypHaJ MH(OPMALMOHHBIX M KOMMYHUKAalUMOHHBIX TexHojoruil. 2025. T. 6. No.
24. Crp. 239-250. (Ha anr.). https://doi.org/10.54309/1J1CT.2025.24.4.014.

Konduaukr uHTepecoB: aBTOphl 3asBISAIOT 00 OTCYTCTBUM KOH(QIIMKTA
UHTEPECOB.

Hannoe uccneoosanue unancupyemesa Komumemom nayku Munucmepcmea
Hayku u evicuieco oopazosanus Pecnyonuxu Kazaxcman (I panm Ne AP26105045
«Pazpabomra moodeneu u aneopummos UcKyCCmEeHH020 unmeniekma Oas aHaiu3a
COYUANILHBIX CUCHATI08 Y Oemeli C AyMU3MOM).

Introduction

Autism spectrum disorders (ASD) represent complex neurodevelopmental
conditions that impair communication, social interaction, and behavior (Hirota et all.,
2023:157-168; Wang et al., 2023:1819). Early diagnosis is crucial for timely inter-
ventions and improved quality of life. However, conventional diagnostic methods
remain subjective and time-consuming (Sohl et al., 2023:177-184).

Recent advances in deep learning have enabled the development of algorithms
capable of analyzing behavioral and physiological markers of ASD with higher accu-
racy (Jiang et al., 2023; Zhao et al., 2023). Eye-tracking technology, which captures
visual attention and oculomotor patterns, is increasingly recognized as a promising
biomarker of autism (Wei et al., 2023; Rahal, et all., 2019:103842). Fixations and sac-
cades provide insights into cognitive and affective processes and can be transformed
into features for computational models (Carette et al., 2019:103—112; Oliveira et al.,

2021).
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Importantly, several studies have demonstrated that computational methods
applied to eye-tracking data can achieve competitive diagnostic performance. For
instance, Oliveira et al. (2021) reported classification accuracy above 90 %, while
Carette et al. (2018) achieved an AUC of 81.9 % using logistic regression on scanpath
patterns. More recent work by Ahmed et al. (2023) explored deep learning classifiers,
reaching AUC values up to 92 %. These results underline the feasibility of integrating
eye-tracking biomarkers with advanced machine learning for ASD detection.

Building on this foundation, the present study investigates hybrid deep learn-
ing approaches—CNN-LSTM and LSTM-autoencoder—for the classification of
ASD based on eye-tracking data. The models were evaluated in terms of accuracy,
generalization, and training efficiency, and validated by clinical experts. Both frame-
works demonstrated promising diagnostic potential, with LSTM—-autoencoder show-
ing particular strength in capturing complex temporal dependencies.

The findings highlight the value of combining eye-tracking biomarkers with
hybrid deep learning techniques for enhancing ASD diagnostics and support their
potential integration into medical practice.

Materials and methods

A unique application was developed during the study to collect eye-tracking
data. This application features an animation of a ball that moves randomly across the
screen (Figure. 1). This approach provides standardized conditions for data collection
and allows for reliable information about the eye movements of the study participants.

Fig.1. Eye tracking application

The use of eye-tracking technology in our study makes it possible to record the
eye movement trajectories of the subjects while observing a dynamic visual stimulus,
implemented as an animation of a moving ball. The pupil movement is recorded in
real-time using cameras installed on the user’s computer. The ball’s movements on
the screen do not follow a specific pattern, creating conditions for complex testing of
the participants’ visual attention.

Figure 2 shows an example of data obtained from the developed eye-tracking
application during the observation of a dynamic visual stimulus. The table presents
three key parameters: time, indicating the moment of fixation or saccade in seconds;
the type of movement, including fixations (Fixation) and saccades (Saccade); and the
distance reflecting the movement of the gaze between fixation points. Analysis of these
parameters allows us to identify the features of the visual attention of the participants,
as well as to detect potential anomalies characteristic of various cognitive conditions,
including autism spectrum disorders.
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1 Time Type Distance

2 | 0,135204 Fixation 1
3 | 0,201022 Saccade 12,16552506
4 0,2637 Saccade 5
5 | 0,333925 Saccade 5
6 | 0,407285 Saccade 24,0208243
7 | 0,464845 Saccade 6
8 | 0,535155 Saccade 29,01723626
9 | 0,601356 Saccade 8,062257748
10 | 0,676652 Saccade 9,055385138
11 | 0,740531 Saccade 30,01666204
12 | 0,802902 Saccade 6,08276253
13  0,864424 Saccade 4
14 | 0,912248 Fixation 1,414213562
15 | 0,965789 Fixation 1
16 | 1,031916 Fixation 2
17 | 1,102685 Fixation 1
18 | 1,17047 Saccade 9
19 | 1,232872 Saccade 4
20 | 1,302409 Saccade 3,605551275
21| 1,356559 Saccade 22,56102835
22 1,43087 Saccade 5,099019514
23 | 1,499512 Saccade 3,16227766
24 | 1,574805 Saccade 14,86606875
25 | 1,659765 Saccade 4,123105626
26 | 1,731125 Saccade 10,44030651
27 | 1,790107 Fixation 2
28 | 1,865616 Saccade 4,472135955
29 | 1,932846 Fixation 1,414213562

Fig. 2. Collection of eye-tracking data while observing a dynamic stimulu

The study recruited participants previously diagnosed with ASD and a control
group, whose data were used to classify the subjects into the appropriate categories.
Using deep learning algorithms, including convolutional neural networks CNN for
spatial data analysis and recurrent neural networks RNN for temporal sequence
analysis, the study aims to identify eye movements characteristic of ASD. The main
goal is to classify eye movements that are either normal or may indicate the presence
of ASD.

Figure 3 shows the architecture of the deep learning model, which combines
convolutional neural networks CNN and recurrent neural networks with long short-
term memory LSTM. The input layer accepts high-dimensional data.

x1
—  CNNwithReLU LST™M

LSTM 3
E‘ LSTM —

Pooling
LSTM Flattened

Fig. 3. LSTM + CNN model architecture

Input data

This diagram shows the architecture of a hybrid CNN-LSTM network.
High-dimensional input data x_1, x 2, ..., x _n are first processed by CNN layers
with ReLU activation, which extract nonhnear spatial features and reduce dimension-
ality through pooling. The resulting feature maps are then passed to LSTM layers,
which capture both short- and long-term temporal dependencies. Finally, the multi-
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variate output of the LSTM is flattened and directed to a fully connected classification
layer, enabling prediction of the final class labels.

Figure 4 illustrates the LSTM—Autoencoder model. The autoencoder first
compresses the input sequence x 1, x 2, ..., X_n into a lower-dimensional represen-
tation, preserving essential features, and then reconstructs the data. The compressed
sequence is processed by LSTM layers, which capture temporal dependencies over
short and long intervals. The final output is flattened into a one-dimensional vector
and fed to the classification or regression layer. This architecture effectively combines
the autoencoder’s ability to reduce dimensionality with the LSTM’s strength in mod-
eling sequential patterns, enhancing performance in biomedical and other data-driven
domains.

x_1 — — LSTM
% 2 LSTM
— — | LSTM —>
X 3
X n — —
- LSTM
Input data Autoencoder QOutput

Fig. 4. LSTM + Autoencoder model architecture

The advantages of integrating LSTM with an autoencoder include learning la-
tent representations, optimizing the training process, and extracting detailed temporal
features. Autoencoders effectively extract key features from the data, which are then
used by LSTM layers to improve the accuracy of data processing, resulting in more
accurate pattern recognition and prediction. Data compression by an autoencoder sig-
nificantly reduces the amount of information required to process, speeds up model
training, improves its generalization ability, and reduces the risk of overfitting. The
models were evaluated using AUC, Recall, and Precision metrics, which are import-
ant for medical diagnostics. AUC demonstrates the ability of a model to distinguish
between classes, Recall evaluates the accuracy of identifying cases of autism, and
Precision reflects the probability that an autism diagnosis will be correct. The perfor-
mance of LSTM with an autoencoder in these metrics shows significant promise for
accurately identifying autism disorders, offering new directions for clinical research
in machine learning.

Results and discussion

In the study, two deep learning-based models, LSTM+CNN and LSTM+Au-
toencoder, were developed and evaluated. According to the presented results, both
models demonstrate high accuracy, sensitivity, specificity, and AUC significance.
The LSTM+CNN model, as shown in Figure 5, showed promising results. Such data
indicate significant potential for these approaches for further application in clinical

practice and research related to autism spectrum disorders.
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Training History of LSTM+CNN Model
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Fig.5. Accuracy of the considered LSTM+CNN models

Figure 5 shows the training history of the LSTM+CNN model. Training and
validation accuracies quickly reach high levels, with only minor fluctuations, indicat-
ing good generalization. The loss steadily decreases for both training and validation
sets, confirming stable learning. The AUC-ROC curve approaches 1, reflecting strong
discriminative power, while recall remains consistently high across both training and
validation data, demonstrating the model’s robustness in detecting true positives. The
LSTM+Autoencoder model in Figure 6 shows good performance, stable accuracy,
and sensitivity throughout the training process and its potential for identifying autism
behavioral features. The area under the ROC curve is close to 1, indicating the mod-
el’s high diagnostic ability. The accuracy plot of the model shows that both training
and validation accuracies quickly reach high levels in the initial epochs of training.
Good model generalization is shown by the validation accuracy, which varies some-
what but stays at a level that is comparable to the training accuracy. As the number of
epochs increases, the loss plot shows a notable drop in both training and validation
losses, indicating the effectiveness of the training procedure and preserving a low
validation loss during training, so validating the model’s stability. The model’s strong
discriminatory capacity to differentiate between classes is demonstrated by the area
under the receiver AUC-ROC being near to one, which is essential for diagnosing
autism spectrum disorders. The model’s robustness in detecting real positive cases is
demonstrated by its strong recall on the training set and nearly identical performance
on the validation set.

In the process of comparative analysis of two deep learning algorithms for
classifying data related to ASD, we examined LSTM+CNN and LSTM+AE models,
evaluating them according to such criteria as accuracy (Accuracy), AUC-ROC, com-
pleteness (Recall) and losses (Loss).
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raining History of LSTM+AE Model
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Fig.6. Accuracy of the considered LSTM-+AE models

The degree of agreement between model predictions and actual data labels
was higher for the LSTM+AE model, which demonstrated up to 95 % accuracy on
the training set and up to 93 % on the validation set, than for the LSTM+CNN mod-
el, which demonstrated up to 90 % accuracy on the training set and up to 85% ac-
curacy on the validation set. Standing out for its high accuracy in class distinction,
LSTM+CNN achieved AUC-ROC values of up to 0.90 in training and up to 0.85 in
validation, while LSTM+AE achieved AUC-ROC values of up to 1.00 in training and
up to 0.98 in validation.

The recall rate for LSTM+CNN was up to 90 % on the training set and up to
85 % on the validation set, and for LSTM+AE the recall reached up to 95 % on the
training set and up to 92 % on the validation set, indicating a higher ability of the
model to identify ASD cases correctly. The LSTM+CNN model showed a loss of 0.2
in training and 0.3 in validation, while the LSTM+AE model showed a lower level of
loss: 0.1 in training and 0.2 in validation, indicating a more stable and accurate pre-
diction of the model. To summarize, the LSTM+AE model demonstrated superiority
over LSTM+CNN in all metrics considered, which makes it preferable for SAD di-
agnostic tasks. High accuracy and recall, as well as lower loss and higher AUC-ROC,
indicate that LSTM+AE is better at identifying complex patterns and nuances inher-
ent in time sequences of SAR data, making the model especially valuable for clinical
use where both high accuracy and the ability to avoid false positives.

As a result, the resulting images provide data that can be used for analysis in
autism spectrum diagnosis using eye tracking technologies. To analyze this data, we
can develop a mathematical model that will calculate the distance between the eye
path (represented by dotted lines) and the ball path (represented by straight lines).
The norm condition is defined as finding the gaze trajectory within a given range from
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the ball’s trajectory. Euclidean distance was used to calculate the distance be-
tween two trajectories. Let P, = (x,y,) denote a point on the gaze trajectory, and Q,
= (a, b)) denote the closest point on the ball’s trajectory. Then the Euclidean distance
between P, and Q, is calculated by (1):

d(P,Q)= \/(xi —a)y+ (y, by

(D
For every point on the gaze trajectory, the distance to the closest point on the
ball’s trajectory is computed. If all distances d(Pi, Qi) are within the defined range of
0 to 50 pixels, the gaze trajectory is deemed normative. If any distance exceeds these
restrictions, the gaze trajectory is categorized as indicative of the autistic spectrum.
The distance calculated between the gaze and ball trajectories is a critical parameter
in determining the possible presence of autism. This approach allows not only to
quantification of deviations in visual attention but also to identification of unique eye
movement patterns that may be associated with ASD. A thorough diagnosis system
with a variety of biomarkers and behavioral traits can incorporate this paradigm. It
should be noted, therefore, that accurate classification necessitates a comprehensive
strategy. Gaze trajectory analysis by itself might not be enough; other clinical infor-
mation and the specifics of each case should be taken into account. This technique
is an extra tool in the hands of doctors for early diagnosis and the development of
customized interventions. Various eye movement trajectories are shown in Figure 7
as alternating dots and lines that form intricate overlapping patterns. The paths ex-
tend throughout the image, covering a wide range of motion. Due to the organized
nature of these pathways, it can be assumed that they exhibit gaze behavior typical of
healthy individuals, where the gaze follows an object with a certain consistency and
concentration. The pathways likely represent normative eye movement trajectories
in individuals without autism spectrum disorder, who are typically able to focus and

follow visual stimuli in a more orderly and coherent manner.

Fig.7. Eye movement trajectories in individuals without ASD

In Figure 8, a complex of eye movement trajectories is observed, character-
ized by sharp angles and unpredictable changes. Dots connected by jagged lines cre-
ate an image of complex patterns that are distributed throughout the image without
a clear sequence or direction. These trajectories may indicate that the individuals
whose visual perception they represent have difficulty concentrating on a single ob-
ject, which is common in individuals with autism spectrum disorders. The patterns
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express differences in visual tracking and may reflect problems in maintaining focus
and following objects of visual stimulation.

—g v v wvvvvewvere—gy v v v v v v v w v = v = v % v v owwws
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00060060 0o 0 o o % 0. 0. o a 2 a a o s » 2

Fig. 8. Eye movement trajectories in individuals with ASD

The analysis of the obtained results allows us to conclude that the model is
highly effective in classifying eye movement trajectories, representing a significant
potential for improving ASD diagnostics. The presented data confirm the ability of
the model to accurately distinguish between normative and abnormal gaze trajecto-
ries, which can significantly reduce the time and effort spent on diagnostics. How-
ever, despite progress, potential areas for improving the model are discussed. In par-
ticular, the possibility of integrating additional behavioral parameters, such as speed
and response to stimuli, is considered for a more complete visual perception analysis.
Optimization of learning algorithms is also discussed to improve performance and

increase classification accuracy.
Conclusion

Extensive analysis of eye trajectories using deep learning models long short-
term memory with a convolutional neural network and long short-term memory with
an autoencoder confirmed their significant effectiveness in diagnosing ASD. Accura-
cy, AUC-ROC, and recall scores reflect the high ability of both models to distinguish
between normative and anomalous gaze patterns. The LSTM+Autoencoder model
demonstrates superior performance with consistent levels of accuracy and less vola-
tility during the validation process, indicating its robustness and potential for clinical
application.

The observed results highlight the value of integrating complex eye-tracking
data into comprehensive diagnostic systems. Given the high generalizability of the
LSTM-+Autoencoder model, future studies may include additional behavioral mea-
sures to understand ASD further. Improvements in learning algorithms and integra-
tion of different data modalities will strengthen diagnostic capabilities and pave the
way for the development of personalized therapeutic interventions.

Data collected using specialized eye- tracking software provides a meaningful
basis for achieving these goals. Visualizations of model training results confirm their
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adequacy and provide a basis for optimizing classification problems. Overall, the
results achieved are a promising step towards improving the diagnosis of ASD and
confirm the potential of machine learning to improve medical practice.
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Abstract. The proliferation of digital devices and platforms has significantly
complicated cybercrime investigations. Traditional forensic tools struggle with
fragmented evidence across heterogeneous data types and storage systems. This
research presents the Forensic Digital Analyzer, an Al-powered system using
modular architecture with deep learning algorithms. Key components include
Sentence Transformers for textual embeddings, convolutional neural networks for
image analysis, and Whisper models for audio transcription. The interactive web
interface provides visualization of file structures, similarity detection, and evidence
relationship graphs. The system offers scalable pipelines for entity recognition,
metadata extraction, and Al-aided reporting. Experimental results on forensic datasets
showed substantial improvements in precision and recall compared to conventional
methods. While computationally intensive and occasionally generating false positives
in noisy modalities, the system reliably links paraphrased texts, modified images,
and compressed audio files. This embedding-based automation represents significant
advancement in digital forensic investigation with strong real-world deployment
prospects. Future enhancements include multilingual processing, integration of
localized large language models, explainable Al frameworks, and domain-specific
model optimization.
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AnHotauus. udpneik KypeUFbuiap MeH IutatdopManapabliH  Keberoi
KHOCPKBUIMBICTBIK ~ TEepreysiepli alTapibIkTail KypaeneHxaipai. Joctypmi coT-
MEIMLMHAIBIK KYpalgap OpTYpii JIepeKTep Typiepi MEH cakTay KyHemnepiHpae
OOJIIIEKTeHIeH JIQJIEIEMEIEPMEH JKYMBIC iCTEy/e KHUBIHABIKTapFa Tam OoJajbl.
Byn 3epTrey TepeH OKBITY aJIrOpUTMACPIMEH MOMAYJIBIIK apXUTEKTYpPaHBI
KOJIJTAaHAThIH >KacaHIbl MHTEIUIEKTKEe HerizfaenreH xyihe — CoT-MeIuIuHabIK
UG PIBIK aHATU3aTOPAbl YChIHAABI. Heri3ri KOMIOHEHTTepre MAOTIHIK €Hri3yJepre
apHanraH Sentence Transformers, keckiHJepAl TanjayFa apHaJFaH KOHBOIIOLUSIIBIK
HEHPOHIBIK JKeJiiep )KoHe ay 1o TpaHCKpUIIIUsChIHA apHainFaH Whisper Mozenbepi
kipeai. HTepakTuBTi BeO-uHTepdeiic (aiin KypbUlbIMIAPbIH BU3YyaIU3alUsIayabl,
YKCACTBIKTBI aHBIKTAY/Ibl )KOHE JIoJIeNIeMeNiep apachbiHaFbl OaiaHbIC TpapUKTepiH
ycbiHabl. JKylie HpIcaHap/Ibl TaHy, METaIepeKTep Il ally JKOHE KacaH bl HHTEIJICKT
apKbUIbl ecell Oepyre apHajfaH MaclITa0TajgaTblH KOHBEWepep YChIHAJBL.
CoT-MeUUUHANBIK ~ JI€PEKTEP JKUBIHTBIFBIHAAFBl OKCIEPUMEHTTIK HOTHXKeNep
JOCTYPIIl OIICTEPMEH CaNIBICThIpFaHIA JOJIK MEH €CKe TYCIPYIiH aWTapJIbIKTai
YKaKcapraHbIH KopceTTi. EcenTey i KaKeT €TeTiH KoHe KEHe IIYJIbl MOIATbIITIKTEe
KallFaH T[O3UTHBTEp TyJblpaThblHbIHA KapamacTaH, JKyle mnapadpasanaHraH
MOTIHIEPl, ©3repTUINeH KECKIHIEPAl KoHE KBICBUIFaH ayauo (hauagapabl CeHIM/II
OaimanpIcThIpanbl. EHri3yre HerizaenreH OyJ aBTOMATTAHIBIPY HAKThI QJIEMJIC
EHT13yJIIH KYIITI MepcrHeKTUBajIapbIMeH HU(PIbIK COT-MEIULUHANBIK Tepreye
alfTapiabIKTai Urepiaey kT Ouiaipeni. bonamak sxeTinaipynepre KenTiial eHaey,
JIOKaJIM3alMsJIaHFaH YJIKEH TULAIK MOJAENbIAEpl OIpIKTIpY, TYCIHAIPIIETIH KacaH bl
WHTEJUICKT JKYHenepl )KoHe IOMEHTE TOH MOJICTIbACP/l OHTAMIAHBIPY KIPE/I.

Tyiiin ce3aep: mudpIBIK KPUMHUHATHCTHKA, KO KYPBUIFBUIBIK KOPPEIISLINS,
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AnHoTauusi. Pacnpoctpanenne UUGPOBBIX YCTPOMCTB U miatdopm
3HAYUTEIBHO YCJIOXKHUIIO paccieloBaHus KuOeprpecTymieHuid. TpaaunuoHHbIe
KPUMHMHAIMCTUYECKAE WHCTPYMEHTBl HCIBITBIBAIOT TPYJHOCTH INpu padore ¢
(bparMeHTUPOBaHHBIMH I0Ka3aTEILCTBAMHU B Pa3HOPOIHBIX THIIAX JTAHHBIX M CUCTEMAX
xpaHeHus. /lanHoe uccrnenoBanue npeactaBisier KpumuHanuctuueckuii nudponoi
aHaM3aTOp — CHCTEMY Ha OCHOBE HCKYCCTBEHHOT'O HMHTEIUICKTa C MOJYJIbHOU
ApPXUTEKTYpOH W aNroOpuTMaMH TIyOOKOoro oOydeHus. KirtoueBble KOMITOHEHTBI
BKIo4YaroT Sentence Transformers uisi TEKCTOBBIX BCTpaMBaHUMN, CBEPTOYHBIC
HEHPOHHBIC CETH JUIS aHAIM3a N300pakeHui u Moienn Whisper sl TpaHCKPUTIIHA
aynuo. MHTepakTUBHBIN BeO-uHTEpdeiic odecreuynBaeT BU3yanu3amuio (HanaoBbIX
CTPYKTYp, OOHapykeHue cxozactBa W rpadsl cBszedd ynuk. Cucrema mpejyiaraet
MaciTabupyemble KOHBEHEpHI [UIS PACIO3HABAHUS CYNIHOCTEW, W3BICUCHHUS
MeTaJaHHBIX U (opMupoBaHUS OTUETOB ¢ momormibio WH. DxcrnepruMeHTalbHbIe
pe3yabTaThl Ha KPUMUHAIMCTHYECKUX HAOOpaxX TaHHBIX TOKa3ald CYIIECTBEHHOE
YIIy4IIeHHe TOYHOCTH W TIOJHOTHI 1O CPAaBHEHHUIO C TPAJAWIIMOHHBIMH METO/IaMHU.
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HecmoTps Ha BBIYMCAUTENbHY O HHTEHCUBHOCTB U CITy4aiHbIE JIOXKHBIE CPaOaThIBAaHUS
B 3aIIyMJIEHHBIX MOJIAJIBHOCTSIX, CUCTEMA HAJIe)KHO CBSA3bIBAET Nepepa3supoOBaHHbIE
TEKCThl, U3MEHEHHbIC M300paKEHUS U CKaThle ayAuodailiipl. DTa aBTOMaTH3aLMs
HAa OCHOBE BCTpaWiBaHUW TMPEJCTABISET 3HAYMTENBHBIA mporpecc B HU(PpOBOH
KPUMMHAIUCTUKE C CHJIBHBIMU NEPCHEKTHUBAMM pEabHOIO BHEApeHus. bynymiue
yIyYIICHUS] BKJIFOYAIOT MHOTOSI3BIYHYIO 00pab0TKY, HHTETPAIHIO JIOKATH30BaHHBIX
00JBIINX A3BIKOBBIX Mojenei, o0bsicHumble MU-dpeiiMBopkr U ONTHUMM3AIMIO
JTIOMEHHO-CTIeIU(UIHBIX MOICIICH.

KiroueBbie cjioBa: nupoBasi KpUMUHAMCTHKA, KOPPEISIHS MEKIY YCTPOii-
CTBaMH, TpaHC(HOPMEPHI MPEIIOKEHUH, CEMAaHTUYECKOE CXOJICTBO, BHU3YaJIM3alUs
yIIUK, KpUMUHAJIMCTHYECKAs] aBTOMATH3aLUs, CBSI3bIBAHUE CJIC/IOB
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Introduction

The work of digital forensic investigators has become much more difficult due
to the quick growth of digital devices, cloud computing, and online communication
platforms. Traditional forensic tools have become less effective at c apturing the
complete context of evidence as digital traces are increasingly dispersed across
heterogeneous sources, such as computers, smartphones, messengers, cloud services,
and external media (Alenezi, 2022). Static image acquisition, file hash comparisons,
or simple keyword search are the mainstays of legacy solutions, which frequently
fall short in situations involving semantically similar content or multimodal evidence
dispersed across devices.

Natural language processing (NLP) and artificial intelligence (Al) approaches
have become strong substitutes for automating and improving forensic work in
response to these constraints. Even when texts have been paraphrased or obfuscated,
contextual similarities can be captured by deep learning models like Sentence
Transformers, which allow semantic comparison between text artifacts (Bai, 2020).
Similarly, convolutional neural networks (CNNs) can recognize compressed or altered
images and analyze visual content. Advanced automatic speech recognition (ASR)
models such as Whisper aid in the transcription and comparison of audio clips in the
field of audio forensics, even in the presence of noise or poor quality (Burkart, 2021).

Despite these developments, unified forensic systems that integrate explainable
Al, multimodal analysis, and semantic similarity into a single workflow are still
lacking. Numerous tools currently in use concentrate on discrete tasks or necessitate
manual correlation by analysts, which lengthens investigations and raises the
possibility of missed connections (Callegati, 2022). Additionally, not many platforms
provide trace interpretation with user-friendly visual interfaces, which is crucial for
non-technical stakeholders like investigators or attorneys.

The Forensic Digital Analyzer is a modular Al-powered system that automates
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the extraction, analysis, and cross-device correlation of digital traces to address these
issues. In addition to supporting explainable semantic matching and integrating
cutting-edge Al models for various data types, the system provides an interactive
graph-based interface for visualizing the relationships between evidence items.

The present study aims to: (1) analyze the shortcomings of existing forensic
methods; (2) create an adaptable architecture for automated trace correlation; (3)
incorporate semantic models for audio, image, and text data; and (4) assess system
performance on experimental datasets. The findings are intended to show that
embedding-based analysis expedites the entire research process while simultaneously
increasing accuracy and recall.

Literature Review

The growing complexity and diversity of digital evidence sources has led to
a significant evolution in digital forensics methodologies. The efficacy of traditional
forensic tools like EnCase and FTK is limited in situations involving multiple devices,
cloud services, and multimodal data because they mainly use static disk imaging and
simple file hash matching (Alenezi, 2022). Evidence that is fragmented, encrypted, or
semantically changed is especially difficult for these traditional approaches to handle.

To enhance forensic analysis, recent developments highlight the integration
of natural language processing (NLP) and artificial intelligence (AI). Even when
content is paraphrased or partially altered, machine learning models—particularly
transformer-based embeddings, like BERT—have improved the capacity to correlate
semantically similar textual evidence (Bai, 2020). Like this, perceptual hashing
techniques and convolutional neural networks (CNNs) offer strong visual similarity
detection, which is essential for connecting altered or partially obscured images
across devices (Burkart, 2021).

By facilitating efficient transcription and semantic correlation of audio
evidence, even in compromised or noisy environments, automatic speech recognition
(ASR) technologies—particularly OpenAl’s Whisper—significantly improve forensic
audio analysis (Callegati, 2022).

Even though current Al-based methods yield encouraging outcomes, they
frequently stay conceptual or isolated and are not integrated into real-world forensic
workflows. Although they show promise, systems like «SpeechToText» (Guo, 2022)
and frameworks investigating joint semantic analysis (Hu, 2021) have limitations
regarding scalability and operational deployment.

The limitations of traditional forensic tools and isolated Al-based studies must
be addressed, and there is a clear need for comprehensive forensic solutions that
integrate semantic analysis, multimodal correlation, and intuitive visualization.

Methods and materials

This study presents a structured methodology for design and implementation
that comprises of both technical development and literature-based theoretical
underpinning and an empirical substantiation. The research instance comprises of
the five main phases: literature review; requirements elicitation; architecture; system
development; and evaluation. Each phase was important to show that the proposed
system is feasible, scalable, and forensically sound.

A. Literature Review and Theoretical Grounding

The first phase involved an extensive review of academic and industry literature
to form the conceptual foundation for cross-device forensic investigations. Recent
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studies since 2019 have highlighted significant limitations in traditional forensic
tools when it comes to identifying and linking textual artifacts across multiple digital
environments.

Particularly relevant is the growing use of graph-based approaches in digital
forensics. For example, Wang et al. (2022) proposed a method of tracking digital
traces using graph correlation models to link fragmented evidence across devices.
Similarly, Lo et al. (2022) investigated the use of explainable Al in forensic detection
of cross-platform botnets, showing how interpretable graph neural networks can
support legal standards for evidence admissibility.

Another key source was Navanesan et al. (2024), who emphasized the lack
of automation and contextual linkage in forensic investigations involving text-based
artifacts. Their work identified the need for combining machine learning, natural
language processing (NLP), and metadata analysis to detect and correlate textual data
fragments in dynamic environments.

Through this literature review, the study established a theoretical model that
integrates Al- driven semantic analysis, entity recognition, and graph-based data
structures to correlate digital evidence across two or more devices. These insights
directly informed system design, especially in ensuring both operational effectiveness
and legal robustness.

B. Requirements Gathering

To ground the system design in real-world use cases, requirements were
gathered from cybersecurity professionals and digital forensic practitioners. These
included discussions with forensic analysts working in corporate cybersecurity, who
highlighted frequent issues such as:Fragmentation of evidence across user devices
and cloud platforms;

Inconsistent metadata due to file manipulation or time-shifting;

Lack of automation in linking semantically related documents;

The need for evidence to remain interpretable and defensible in legal settings.

From these consultations, a clear set of functional and non-functional
requirements was developed. These included support for diverse text formats (docx,
.pdf, .txt), automated metadata extraction, semantic similarity detection, graph-based
trace correlation, and role-based access control.

C. Architectural Design

The system was designed with modularity and scalability in mind. The backend
was developed in Python using the Flask framework. A graph database (Neo4j) was
used to model and visualize relationships between forensic elements such as files,
devices, and users.

Core components included:

NLP engine for extracting named entities, timestamps, and semantic patterns;

Graph engine for modeling relationships and detecting cross-device
correlations;

* Metadata analysis module for file attributes like hashes, timestamps, and
origin;

* Secure user management system with role-based access and audit logging;

* Web interface for visualization and interaction.

All components interact through RESTful APIs to allow for future extensibility.
The use of cryptographic hashing (SHA-256) ensures integrity of the analyzed content.
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D. System Development

During this phase, all modules were built and integrated. The system supports
uploading forensic dumps, parsing text files, extracting relevant metadata, and
analyzing semantic content. After preprocessing, each file is represented as a node
in the graph structure, and potential links are generated based on content similarity,
timestamps, authorship, and origin device.

Graph visualizations allow forensic experts to explore relationships and infer
behavioral patterns across devices. For instance, in a simulated case of corporate data
leakage, the system successfully identified a confidential report shared via email and
later modified and re-uploaded from a mobile device, even after the filename had
changed.

Security considerations were addressed through encrypted storage, input
validation, and continuous audit logs tracking system usage.

E. Testing and Evaluation

The final phase involved thorough testing of system functionality, security,
and performance. Unit and integration tests verified data flows, processing pipelines,
and Ul components. A series of real-world inspired scenarios were used to evaluate
system effectiveness. In one test case, document fragments from two devices (a laptop
and a smartphone) were analyzed. Despite differing filenames and altered metadata,
the system correctly identified links

based on semantic similarity and residual metadata (e.g., author field, creation
timestamp).

-Key evaluation metrics included:

-Precision and recall of trace correlation;

-Time efficiency for data ingestion and graph generation;

-System usability (assessed through expert feedback);

-Legal transparency, judged by the explainability of Al results.

Results indicated that the system significantly reduced the time and effort
required for multi-device forensic investigations while improving the consistency and
accuracy of traceability findings.

Foundations of Digital Forensics and Evidence Handling

In digital forensics, evidence is collected, preserved, examined, and presented
in court (Alenezi, 2022). Digital evidence includes any electronically stored or
transmitted information that may support a legal hypothesis (Bai, 2020). In multi-
device investigations, evidence is often scattered across local files, cloud platforms,
and messaging apps, making it difficult to reconstruct (Burkart, 2021).

The growing complexity of digital environments requires working with
large volumes of data, varied file types, and fast-evolving technologies, including
mobile devices, [0T, and virtual machines. Advanced methods, such as live system
examination and memory capture, are necessary to preserve volatile data. According
to the Daubert standard and ACPO guidelines, evidence must be preserved securely
and accurately for legal admissibility.

Distributed evidence often resides in dynamic, encrypted, or proprietary
systems. Understanding data privacy laws (GDPR, CCPA) and maintaining forensic
readiness is crucial (Callegati, 2022). Metadata—TIlike timestamps, access logs, and
user IDs—helps trace activity. Machine learning now assists in detecting forged data
and anomalous behavior (Guo, 2022).
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Automation accelerates forensic procedures: disk imaging, system data
extraction, and keyword searches can occur with minimal manual input. It also reduces
error rates in large-scale cases, but to be legally accepted, tools must be validated and
documented (Hu, 2021). Cybercriminals employ anti-forensic techniques such as file
deletion, data tampering, and disappearing messages, requiring anomaly detection
and entropy analysis (Jain, 2023).

Digital forensics lies at the intersection of law, data science, and computer
science. Experts from all three fields are required to manage volatile data and self-
deleting messages. Cloud sync features like versioning and auto-deletion add further
challenges (Kim, 2023).

Aligning timelines from devices with inconsistent clocks and missing
timestamps is difficult, and data ownership in shared environments can be unclear—
sometimes inferred through usage patterns or biometrics (Lo, 2022).

Triage-based approaches prioritize key artifacts (apps, messages) before
deeper analysis. Standard methods should be combined with modern forensic tools
(Mannino, 2021). Investigations must be timely, thorough, rule-compliant, and well-
documented to ensure legal defensibility.

For example, when a user creates a file on a laptop and later opens it on a
smartphone, the system aims to automatically trace and associate all digital footprints
across both devices. It analyzes file systems, app data, user history, metadata, and log
files to track the document’s lifecycle using hash comparisons and event correlation.
Sensor data is centralized for effective timeline reconstruction.

Automation reduces human error and investigation time. Devices are analyzed
systematically, and reporting is centralized. The system’s architecture (Figure 1) is
scalable, supporting additional users and network environments.

AUTOMATED SYSTEM-ASSISTED PIPELINE FOR FORENSIC ANALYSIS

FEATURE
EXTRACTION

content
lem beddings

DATA TRACE > EVIDENCE
INGESTION LINKING ANALYSIS

Lo

SCORE R SCORE REPORT
CALCULATION CALCULATION — GENERATION
transparent transparent transparent
ou?pu! output output

Fig. 1. System architecture for automated detection of digital traces of text files across two devices

Automatically detecting text files on computers by tracing their signatures calls for
a smooth blend of both forensic methods and automation. Due to having two devices
that use different systems, artifact examination is not always simple—for example,
Windows and Android both require different methods for parsing managed files, MFT
records and databases (ext4, SQLite, caches) (Marturana, 2020).

Because devices use more than hash matching (for example, SHA-256), files
are regularly renamed, changed a little or part of them are deleted; for these reasons,
metadata comparison, entropy analysis and content fingerprinting are necessary to
discover near-duplicate files (Narayan, 2020). Since the clocks on devices are not
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usually synchronized, having the right timeline is essential; this is why event deltas
and contextual logging are used in fixing time stamps (Navanesan, 2024).

The system avoids wrongly linking artifacts when a given context—such as
the source of the document, controls on who can access it and the way it is called—
points to a testing file or script (Samek, 2021). Steps are recorded, every artifact is
hashed, and a complete audit track is created to confirm the evidence’s integrity, per
guidelines from ISO/IEC 27037:2012 and Daubert (Schneider, 2020).

Automation assists with, but does not take the place of, expert evaluation,
screens and sorts data quicker, minimizes common mistakes and arranges initial
details for further look-over. The increasing difficulty of digital evidence requires
investigators to have dependable tools for examining multiple devices (Sha, 2022).

To classify artifacts, effective systems regard primary as those only in the
main folder, secondary as items associated with the main files such as autosaves and
contextual as logged records both by the system and the user. With this taxonomy,
profiles can be used to easily choose and review the most useful digital evidence in
any case, making both analysis and results more accurate and quicker.

Table 1. Classification of Digital Traces Related to Text Files

Trace Type | Example Artifacts Forensic Relevance

Primary File hash (SHA-256), | Direct evidence of file presence and content
physical file copy,
Word document in
Documents folder

Secondary | Auto-saved versions | Indicates usage, editing, or viewing activity
(.asd), recent file
lists  (jump lists),
thumbnails in cache

Contextual | System logs, app | Supports timeline reconstruction, user
launch logs, user login | attribution, and intent verification
sessions, USB device

records
Residual Deleted file traces | Confirms prior file existence, even post-
in unallocated | deletion

space, shadow copy
remnants, log

fragments

Derived Filename  similarity, | Used for fuzzy matching or inference when
entropy analysis | full data is unavailable
results, partial

content matches

Combining many different forms of trace evidence under a single analysis
method is key in this field. Such systems must find matches by comparing traces
with their counterparts, even when the exact files are not available, by reviewing
their filenames, structures and logs. Time- sensitive tasks make the system depend on
certain, reliable traces, while every detail in a trace is brought out in an interactive
window for in-depth studies.

This system makes it possible for time-ordered narratives by classifying,
arranging by priority and listing evidence in order of use, making it easy to view file
histories on various devices. Every artifact identified in the pipeline is labelled with
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its device, the date and time and a confidence score, so trace pairs can be ranked using
similarity, timing and context.

With this approach, certain artifacts (like duplicate SHA-256 hashes or
matching file structures for renamed/edited files) are correlated by computing
similarity coefficients based on previous casework (Narayan, 2020; Stelly, 2020).
By applying event deltas, like a boot or login, devices’ clocks are made equal for
correct event timeline reconstruction (Navanesan, 2024). With behavioral inference,
the application type, the directory and peripheral activity are used to help distinguish
accidental matches from real association (Samek, 2021).

All correlation forms can be traced and explained which aids in bringing
them into a courtroom and makes them easy for investigators to check (Schneider,
2020). Combing different following and contextual data, the system can draw strong
conclusions, even when information is lacking.

Common forensic tools can’t combine evidence from many devices and
usually overlook important connections when files don’t have exact copies. Reasoning
using partial matches, edit distances or close times is not possible with these tools, so
analysts rely on manually — analyzing the observations (Narayan, 2020). Dispatchers
must deal with different proprietary formats between platforms which makes both
automation and standardization of data difficult (Sha, 2022). Without complete
support and accurate links, high-stakes cases are vulnerable to operational and legal
issues.

Such traditional systems cannot adjust to advanced situations such as cloud
storage, encrypted containers or instant file movements (Samek, 2021). Most systems
do not track origins of items, resulting in static reports which limited the ability to
visually connect evidence across anywhere, anytime moments (Schneider, 2020). In
addition, they are not able to guess the intentions behind anti-forensic methods or
follow the complete history of each artifact closely (Yang, 2021).

Using modular parsing, trace scoring and tracking several correlations, the
system is designed to link evidence together, regardless of its partial, unstable or
fragmented state. This approach is shown in Figure 1.2 to solve the main problems
seen with older forensic tools in multi- device investigations.

By using Al in digital forensics, organizations are changing from relying on set
rules to drawing inferences from data. Al methods such as machine learning and deep
learning help investigators examine large amounts of varied data, discover patterns
and use probability to make decisions. This way of working is especially appropriate
when evidence has been split across devices and cannot be organized.

In comparison to hash or name-based methods, AI models can successfully
link traces by detecting matching information and meanings on different devices. Both
TF-IDF and BERT algorithms allow the linking of file names, document content and
messages; clustering methods organize events that happen at different times (Wang,
2022). Using neural network architecture, it is possible to detect unusual activity and
intentional changes made to user traces.

Because of Al, a working model in one case can be used to speed up
investigations in different contexts. However, being able to interpret models is crucial
for courts, so systems built from both transparent models and scores of confidence
are commonly chosen. Since training forensic Al needs expert data, these data can
sometimes by limited by the additional rules and regulations.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 0
International License @,‘:1

260



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4

The new system includes Al at the first, second and third stages: (1) feature
extraction by learning semantic/contextual meanings from filenames, content and
logs (2) identification of related artifacts between devices and (3) choosing the most
promising paths to explore. The layered and modular design meets forensic standards,
encourages transparency and you can see it in Figure

1.3. As a result, Al works alongside forensic reasoning and provides
intelligence designed for the

demands of today’s crime investigations.

So that Al is legitimate when used in forensics, each Al decision is logged
with proof of its inputs, model reliability and a clear, human-friendly explanation
of how that decision was made, supporting Daubert compliance. Because forensic
information is highly sensitive and often spread out among many sources, building
good real-world datasets is a key obstacle. It therefore produces synthetic traces in
test conditions and adds data to ensure the training dataset is well- balanced and
covers a variety of examples.

Diverse data sets, various techniques and constant updates minimize bias and
reduce the chances of malware detectors missing new or changed threats. It means
both efficiency and deeper understanding, as in the case of using different devices:
previously, distinct artifacts would be the focus, whereas Al allows the reconstruction
of a document’s use by pointing out similar evidence. When it comes to corporate
incident response, Al helps identify suspicious sessions and therefore reduces the
chances of missing anything important and shortens the time spent on investigations.

Al helps show connections between several types of information: even many
small details, when organized with other evidence, can create a meaningful description
of the document’s role in a lawsuit. The modules used are artifact clustering, looking
for anomalies, scoring traces and reconstructing history. These modules produce
the same results repeatedly which makes evidence more reliable. Human-in-the-
loop design allows analysts to set up boundaries and make the final calls, using their
experience in combination with the scalability of Al

Figure 2 provides a representation of the architectural aspects of how we
propose artificial intelligence to be integrated into a credible and reproducible forensic
investigative pipeline. The forensic pipeline is made up of three layers of analytics:
feature engineering to extract traits; correlation of artifacts across devices; and
evaluating investigative hypotheses. In the first layer, Al will add value to raw data
by producing semantic vectors and contextual embeddings; in the next layer, artifacts
with differing formats, naming, or provenance will be linked using models which will
be identified through machine learning; and finally the investigation will conduct a
ranked hypothesis based on the collected trace level inferences of objective timelines
which can be used for data-informed decision making for ranking of investigative
actions. Each investigative layer of the proposed pipeline is modular, which will
promote explanations and audit trails, and compatible with forensic standards.

systematically, and reporting is centralized. The system’s architecture (Figure
1) is scalable, supporting additional users and network environments.

In forensics, decision trees are used for static artifact evaluation, temporal
models such as RNNs, LSTMs and TCNs are used for analysis of behavior and deep
learning with BERT and RoBERTa is used to detect similar contents (near-duplicates).
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Fig. 2. Automated system in forensic pipeline

Graph Neural Networks (GNNs) study the way that user actions are linked to

ranking

the things they interact with (Stelly, 2020).

Al researchers can change architecture to adapt different models to specific
jobs or the volume of information, using both artificial and real but anonymous data
during training. Checking if the system is still accurate, detecting any deviations
and updating it when needed keep the system reliable. Table 2 shows how different

FORENSIC
ANALYSIS

|

TRANSPARENT
OUTPUT

forensic tasks match different AI model types, features, outputs and scenarios.

Table 2. Alignment of Digital Forensic Tasks with AI Model Types, Features,

and Outputs
Forensic Al Model Type Input Features | Output Application
Task Scenario
Artifact Decision Trees, File metadata: | Relevance label (e.g., | Triage and evidence

classification

Gradient Boosting

timestamps,
size, path
depth

suspicious/benign)

filtering

app messages

Anomaly LSTM, TCN, RNN User activity Anomaly score, Insider threat and

detection sequences, session risk level behavioural deviation
access logs, analysis
file
operations

BERT, RoBERTa Filenames, Semantic similarity Matching renamed/
) document score, trace linkage modified files and
Trace correlation content, in- strength detecting

hidden duplicates

(nodes, edges)

Timeline Seq2Seq models Event logs, Chronologically Multi-device timeline

modelling device ordered events with )
timestamps reconstruction

confidence scores

Relational Graph Neural Artifact Inferred links, path Reconstructing usage

inference Networks interaction strengths chains and indirect
graphs

(GNNs) relationships
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Narrative Ensemble models | Combined Ranked hypotheses | Ambiguous case
evaluation (RF, SVM) trace features, | of user behaviour or | resolution and decision
contextual file intent support
indicators

The proposed system features a dedicated visualization layer designed to bridge
the cognitive gap between machine inference and human reasoning. The interface is
grounded on three core principles: transparency of Al outputs, traceability of decision
logic, and task-specific interactivity. Outputs from Al modules—such as artifact
relevance, anomaly detection, and trace correlation—are rendered via interactive
timelines and graph-based views. Artifacts are represented as nodes annotated with
metadata, timestamps, and confidence scores, while Al- inferred relationships (e.g.,
file transfers or session overlaps) are shown as directed edges with contextual tooltips
(e.g., “93.1% semantic similarity to previous edit”).

To ensure consistent relevance scoring across heterogeneous data types, the
system employs a weighted feature aggregation model:

Relevance(a,) = a(X}i-, wy-fi.(a;)+ b) (1)

where fk(ai) denotes forensic features such as temporal locality, metadata
entropy, or document structure; wkare learned weights, and \sigma is the sigmoid
activation function. These relevance scores support both triage and downstream
correlation tasks.

Artifact-to-artifact associations are computed using a similarity function
combining semantic, temporal, and structural proximity:

Ca:r".r"[:ai, c:,-) =" SiMopm [ai,a,-) + 8 - simy, [ai, a,-) + ¥ simy g [ai,ai) )

The semantic term simtext leverages cosine similarity between document
embeddings:

—_—
I.‘E'xt I.‘E'xt‘

sim text [ﬂ'f’ ) text textl

)

This enables the identification of paraphrased documents and functionally
similar artifacts.

The final hypothesis score aggregates relevance and correlation across linked
artifacts:

.

HypothesisScore(H, ) = .— ™, Relevance(a,)- Carr‘[ai,a}-) @Al

hypotheses and user decisions are audltable. The interface also supports cognitive
load management via collapsible views, confidence-based filtering, and behavioral
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heatmaps. Explainability is embedded in context: investigators can inspect which
features triggered an inference without needing to interpret raw model internals. This
architecture enables legally defensible, interpretable, and scalable digital forensic
workflows aligned with investigative reasoning rather than replacing it.

System Architecture and Component Design

The Forensic Digital Analyzer (FDA) has been conceived as an end-to-end,
web-based framework that automates the extraction, enrichment, and correlation of
digital artefacts collected from two independent device images or archive dumps.
Immediately after uploading, each evidence set — whether an EO1 forensic image or
a conventional ZIP/TAR archives mounted or unpacked inside an isolated container.
Every file discovered is hashed, its path is normalized, and a record is inserted into
a PostgreSQL repository together with basic size and timestamp metadata. This
“cradle-to-grave” capture of provenance data guarantees that subsequent analytical
claims can always be traced back to the exact byte sequence from which they were
derived, thereby satisfying evidentiary requirements of repeatability and authenticity.

The server-side stack is implemented on Django but deliberately subdivided
into three co- operating functional loops. The first loop, preprocessing, is responsible
for assigning a modality label to every file and applying the appropriate extractor.
Text documents (TXT, DOCX, PDF) are parsed directly; scanned pages are processed
with Tesseract OCR; audio recordings are transcribed by the Whisper automatic-
speech-recognition model; images are normalised, re- scaled, and then forwarded to a
convolutional encoder. Each extractor produces raw content, low-level metadata, and
at least one fixed-length vector representation. On the textual branch,

SentenceTransformer generates 384-dimensional embeddings; on the visual
branch, a ResNet derivative outputs deep visual descriptors, while perceptual hashes
capture pixel-level duplicates. Extracted text is further enriched with named entities
provided by a fine-tuned BERT model, and topic labels are requested from an external
LLM (Gemini) under a rate-limited, audited connection. All outputs—including raw
text, transcripts, embeddings, hashes, entities, and topics—are committed to the same
relational store, preserving a coherent, queryable view of each artefact.

The second loop, analysis, performs cross-device correlation. For every file
pair spanning the two evidence sets, the system consults the relevant vector spaces,
time stamps, and directory structures to decide whether a substantive link exists.
Similarity is measured by cosine distance for embeddings and by Hamming distance
for perceptual hashes; temporal offsets and path patterns serve as secondary cues
that either reinforce or penalise a tentative match. Whenever the computed similarity
exceeds a modality-specific threshold, the pair is promoted to a “match” instance
that records the two file identifiers, the similarity score, the detected match type
(duplicated text, paraphrased paragraph, visually altered screenshot, and so forth),
plus any contextual details that may help an investigator understand the linkage. The
entire decision path— including thresholds, model versions, and feature weights—
is saved alongside the match, ensuring that every automated inference can later be
reconstructed or challenged if necessary.
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Fig. 3. Login interface of the Forensic Digital Analyzer.

The third loop, visualisation and reporting, translates raw machine inference
into human-readable evidence chains. In the File Explorer panel, the two directory
trees are displayed side by side; selecting a file shows its preview, embedded
metadata, named-entity snippets, and the provenance of the embedding itself. A
separate Matches Board lists cross-device hits with filters for modality, confidence,
or time window. For more complex cases the analyst can switch to an interactive
Plotly network: files appear as color-coded nodes, and similarity relations are drawn
as weighted edges whose thickness is proportional to match strength. Hovering over
an edge reveals in plain language which features triggered the link and how strong
each contributing factor was.

When the analysis is complete, the Report Builder compiles a court-ready PDF
that weaves together graphics, statistics, excerpted text, and explanatory commentary.
If narrative prose is required, the system can also produce an Al-assisted summary—
again via Gemini—while embedding a full audit trail of every external call.
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Fig. 4. Device-image upload wizard with real-time integrity checks.
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Fig. 5. Case workspace showing file trees, cross-device matches, and an interactive similarity graph.

The system architecture is organized into modular components, each
responsible for a specific stage of the forensic pipeline. Table 3 summarizes the core
modules and their primary functions.

Table 3. Core Modules of the Forensic System Architecture
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Module Description

ingest Uploads device dumps (ZIP, TAR,
EO1) and extracts them using
format-aware tools. Registers
decompressed files with full
metadata.

processing Performs file classification, text
extraction, OCR/ASR, metadata
parsing, embedding generation,
and topic classification.
Operates asynchronously for
scalability.

analysis Computes pairwise similarity
across devices. Supports
text, image, audio, and video
comparisons. Records matches
with scores and context.

visualization Generates an interactive graph
representing file relationships.
Enables filtering and exploration
by type, score, or cluster.

reporting Produces structured PDF and
Al-enhanced forensic reports
with metadata, matched
content, and visual summaries.

disk_analysis Supports low-level processing
of disk images. Uses external
mounting tools to enable
forensic integrity during
extraction.

Internally, the data model adheres to strict modularity. The device object binds
each dump; the file object stores paths, the MIME type, the original contents, and one or
more attachments, each accompanied by a model identifier and a parameter checksum.
A Match entity captures every detected linkage, while a Session entity groups all
ingest, processing, analysis, and reporting events under a single investigative run. The
separation of concerns makes bulk querying efficient and permits new file formats
or similarity measures to be added without schema surgery. To meet performance
targets, embedding matrices are streamed into memory and processed in batched
vector operations; where archives exceed ten thousand files, horizontal task queues
keep latency within interactive bounds.

A notable virtue of the FDA design is its openness to extension. Because
extraction, embedding, similarity, and visualization are exposed as discrete plug-ins,
forensic laboratories can integrate support for volatile-memory captures, encrypted
containers, or proprietary document types by supplying only the new extractor and
registering a handler class. Switching to a domain- specific language model, lowering
or raising similarity thresholds, or adopting approximate- nearest-neighbor indexing
likewise requires no change to the user interface or database layer. Such adaptability
is crucial in real-world casework, where evidence formats, regulatory constraints, and
analytical priorities vary from one jurisdiction to another.

The prototype has been validated on a synthetic benchmark that mirrors typical
smartphone—laptop investigations. Approximately one thousand files per device were
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curated to include paraphrased documents, cropped and recompressed screenshots,
and compressed voice notes recorded in varying acoustic conditions. Against
baseline heuristics—bag-of-words cosine, perceptual hashing alone, and transcript
string matching—the embedding-based pipeline achieved markedly higher recall and
precision without sacrificing specificity. Remaining weaknesses concentrate on very
short textual snippets, monotone high-resolution images, and multilingual material,
indicating the need for fine-tuning and hybrid scoring in those domains.

Taken together, the three loops form a cohesive flow in which raw evidence
is transformed into defensible analytical statements, yet every intermediate artefact
remains available for inspection. The result is a scalable, researcher-friendly, and
legally robust platform that keeps human investigators at the center of the interpretive
loop while delegating the most laborious correlation tasks to transparent, version-
controlled AI modules.

The figure above shows the simplified forensic processing pipeline present
in the system. Once two (for example, device dumps from a smartphone and laptop)
are acquired fully, we move on to file system extraction. This is where we unpack
archived formats and organize files to a single file storage format, so that all files can
be organized for logical analysis and linking. The next step is critical to all incident/
forensics processing in the pipeline is, the file processing module will process each
artifact and assign a content-type label; run integrated data extraction (OCR/ ASR)
and metadata parsing; create embeddings using Sentence Transformers (this is
slightly different than the other models); and lastly, assign meta topics to the content
(object). All the embeddings are then passed on to a similarity analysis component
which allows for comparison of the different modalities of file representations - this
similarity analysis module computes semantic similarity using cosine metrics and
allows for very broad detection of approximate matches.

While similarity analysis was performed on the embedding and metadata, an
embedded entity extraction was being performed separately on the textual information.
Was able to find and store structured spans like named entities (e.g., people, dates,
places etc.) using NER process. Thus, all entities enhanced and presented transitional
representation of each file and contributed to the overall analysis stage. The summary
of the final analysis, including similarity scores and metadata, similarity scores and
NER tags are sent and passed on to the reporting/ documents.

The report module consolidates the findings into a single PDF/HTML document
in which the investigators may navigate the detected links, source files, the extracted
text, and the topic/NER tags. The modular pipeline is a scalable and interpretable Al-
assisted analysis platform that supports real-world forensic investigations.

Results and discussion

The Forensic Digital Analyzer evaluation shows that embedding-based
forensic automation greatly increases the precision and effectiveness of cross-device
evidence correlation. The system continuously outperformed traditional methods like
hash comparison and simple keyword matching across a variety of test cases involving
paraphrased documents, modified images, and compressed audio files. Interestingly,
even when artifacts were altered or decontextualized, the combination of Sentence
Transformers, CNN-based visual embeddings, and Whisper ASR produced good
results in identifying visually or semantically related content.
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Fig.6. Architecture of the forensic correlation pipeline.

The system effectively found connections between documents that had been
renamed, slightly altered, or rewritten through textual matching. For example, despite
the lack of identical metadata, two versions of a corporate incident report—one saved
on a laptop and one modified on a smartphone—were matched through semantic
similarity. This demonstrates how effective contextual embeddings are at capturing
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meaning that goes beyond lexical features. Similarly, CNN-based embeddings made
it possible to identify modified screenshots with ease, and Whisper-based embeddings
were dependable when it came to matching recompressed or trimmed voice notes.

But there were problems with the system. When artifacts had phonetic or
linguistic similarities but were semantically unrelated, this resulted in false positives.
This was especially noticeable in text-heavy settings where vocabulary from formal
templates or legal disclaimers overlapped, as well as in audio samples where phrases
that were phonetically similar but contextually different were connected. To reduce
overmatching, these findings point to the necessity of hybrid decision models that
incorporate embeddings with rule-based filters or domain-aware classifiers.

Scalability also posed a concern. While the system handled datasets up to
5,000 files with minimal performance degradation, larger dumps resulted in increased
processing times, particularly during embedding and similarity computations.
Although mechanisms such as caching and batch processing helped alleviate this,
future iterations would benefit from integrating approximate nearest neighbor (ANN)
search libraries like FAISS and leveraging GPU acceleration to support real-time
investigations at scale.

Another issue was scalability. Larger dumps led to longer processing times,
especially during embedding and similarity calculations, even though the system
managed datasets up to 5,000 files with little degradation in performance. Even though
this was mitigated by techniques like caching and batch processing, future versions
would profit from incorporating ANN search libraries like FAISS and utilizing GPU
acceleration to facilitate large-scale real-time investigations.

There were also operational limitations mentioned. Gemini-based APIs
improved topic classification and report summarization, but they also raised issues
with data privacy and jurisdiction, particularly in settings that handle sensitive or
classified evidence. Using open-source language models to localize inference would
improve independence and security.

Notwithstanding these drawbacks, user reviews praised the platform’s
user-friendly interface and straightforward visualization features. The match table
provided traceable scoring and provenance information for every file pair, and the
interactive graph made it simple to understand artifact relationships. More precise
control over timeline filtering, team-based annotations, and legal audit logs to support
admissibility in court were among the suggestions for enhancement.

The findings support the system’s fundamental assumption, which is that
Al-driven forensic correlation across text, image, and audio modalities is not only
possible but also demonstrably beneficial. The Forensic Digital Analyzer provides
a strong basis for scalable, interpretable, and investigator-focused digital forensic
workflows, even though handling edge cases and maintaining forensic rigor still
present difficulties. Its value as a useful investigative tool will be further reinforced
by upcoming improvements in model localization, explainability, and compliance
readiness.

Conclusion

This research successfully developed and evaluated an automated Al-based
system for detecting and correlating digital traces of text files across two independent
devices—a critical challenge in modern digital forensics. The Forensic Digital
Analyzer addresses fundamental limitations of traditional forensic tools by integrating
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state-of-the-art deep learning models within a modular, scalable architecture that
accommodates heterogeneous data types and fragmented evidence scenarios.

The system’s core contribution lies in its multi-modal analytical pipeline. By
employing Sentence Transformers for semantic text embeddings, convolutional neural
networks for visual artifact analysis, and Whisper-based automatic speech recognition
for audio transcription, the platform achieves robust cross-device correlation even
when evidence has been deliberately obfuscated through paraphrasing, file renaming,
compression, or format conversion. Experimental validation on synthetic forensic
datasets demonstrated substantial improvements over baseline methods: precision and
recall metrics exceeded conventional hash-matching and keyword-search approaches
by significant margins, while the system maintained acceptable performance even
with noisy, incomplete, or deliberately altered artifacts.

The interactive web interface represents a significant advancement in forensic
usability. Unlike static reporting tools, graph-based visualization enables investigators
to explore complex relationships between artifacts, users, devices, and temporal
patterns through an intuitive, drill-down interface. Each correlation is accompanied
by explainable confidence scores and feature attributions, ensuring that Al-driven
inferences remain transparent and legally defensible. This alignment with forensic
standards such as ISO/IEC 27037:2012 and Daubert admissibility criteria is essential
for real-world deployment in criminal investigations and civil litigation contexts.

However, the research also identified several limitations that warrant further
attention. Computational intensity remains a concern: processing large-scale evidence
collections (exceeding 10,000 files) requires substantial GPU resources and optimized
indexing strategies such as approximate nearest-neighbor search. False positive rates,
while lower than baseline methods, still present challenges in high-noise scenarios,
particularly when analyzing short text fragments, monotone images, or multilingual
content with limited training representation. The current reliance on external large
language model APIs (e.g., Gemini) for topic classification and report generation
introduces dependencies that may conflict with data sovereignty requirements in
sensitive investigations.

Future research directions should prioritize several key enhancements. First,
integration of localized, open-source language models would eliminate external
API dependencies while improving support for low-resource languages prevalent in
Central Asian and post-Soviet contexts. Second, explainable Al frameworks must be
expanded beyond feature attribution to include counterfactual reasoning and causal
inference, enabling investigators to understand not only what the system detected but
why specific correlations emerged. Third, the system should incorporate adversarial
robustness mechanisms to detect and mitigate anti-forensic techniques such as
adversarial perturbations, steganography, and format-preserving encryption. Fourth,
longitudinal studies with practicing forensic examiners are needed to validate the
system’s effectiveness in operational environments and refine the user interface based
on cognitive workload assessments.

From a methodological perspective, this work demonstrates the viability of
combining graph-based knowledge representation with embedding-based similarity
metrics for multi-device forensic correlation. The hybrid approach—wherein
structured metadata, temporal analysis, and semantic embeddings are jointly
optimized—offers a template for addressing analogous problems in fraud detection,
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insider threat analysis, and intelligence fusion. The decision to prioritize modularity
and API-driven extensibility ensures that the platform can accommodate emerging
data types (e.g., [oT sensor logs, blockchain transactions, augmented reality artifacts)
without requiring fundamental architectural redesign.

In conclusion, the Forensic Digital Analyzer represents a significant
step toward bridging the gap between cutting-edge Al research and operational
forensic practice. By automating the most laborious aspects of cross-device trace
correlation while preserving human oversight and legal accountability, the system
has the potential to substantially reduce investigation timelines, improve evidence
quality, and enhance the fairness and transparency of digital forensic processes. As
digital evidence continues to proliferate across increasingly diverse and distributed
platforms, tools capable of intelligent, explainable, and legally robust analysis will
become indispensable components of the criminal justice infrastructure. This research
provides both a functional prototype and a conceptual framework for realizing that
vision, while clearly delineating the technical and institutional challenges that must
be addressed to achieve widespread adoption in law enforcement, corporate security,
and regulatory compliance contexts.
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Abstract. In rapidly urbanizing Astana, where glass towers rise beside aging
Soviet structures, urban greenery is more than decoration, it is vital for climate bal-
ance and sustainability. This study focuses on developing precise, automated tree
mapping systems using two remote sensing methods: high-resolution drone imagery
and satellite data. Training datasets and annotations were created through the Robo-
flow platform, and a YOLO-based neural network was optimized for local vegetation
detection. The comparison emphasized not only detection accuracy but also process-
ing efficiency and scalability. Drone imagery, captured from 100 meters with a reso-
lution of about 5 cm per pixel, achieved 70 - 80% accuracy, revealing fine details of
individual tree crowns and canopy texture. Satellite imagery, at roughly 50 cm per
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pixel, reached 50 - 60% accuracy but provided faster processing and broader spatial
coverage, making it more suitable for regional monitoring. All detections were geo-
referenced and visualized through ArcGIS and Folium, creating an interactive map
of Astana’s green infrastructure. The results show that drone imagery is ideal for mi-
cro-scale analysis, while satellite data is effective for macro-level observation. Com-
bined, they form a complementary framework for urban ecological planning, biomass
estimation, and sustainable city management through intelligent GIS systems.
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AnHotauusi. JKenen KapKbIHMEH ypOaHHM3aIMSUIaHBIN KaTKaH AcTaHaja,
OlfHEK MyHapanap MeH KEeHECTIK [dyipJeri Fumaparrap Katap TYpFaH oOpTaja,
KaJaJbIK KerajJaHIblpy TeK COH YIIIH eMeC, COHbIMEH KaTap KIMMATTHIK Tere-
TEHJIIK TEeH TYPAKTBUIBIKTHI CaKTayjaa MICHIylI pes aTKapanabl. byn 3eprrey eki
KAIIBIKTaH 30HJITAy 9MIICIH — YKOFaphl IOPEXKEIET] JPOH CypeTTepl MEH CITyTHUKTIK
JepeKTepAl maianaHa OTBIPBIM, aFalTap/bl A9 KOHE aBTOMATTHI TypJe KapTara
TYCipy JKyHeciH a3ipieyre OarpiTTanFal. OKpITY IepeKTepi MEeH aHHOTanusuiap Robo-
flow murardopmaceiHaa TalbIHAAIFAH, Al )KePriUTIKTI ociMaikTepai Tany yiriH YOLO
HEHPOHIBIK JKeTICIHIH Mo (UKAIMSIIIAHFaH HYCKACHI KOJTaHBUIABL. CalbICThIPY TEK
aHBIKTAY JIJI/IIr1HE eMeC, COHBIMEH KaTap oHAeY KbUIIaMIbIFbl MEH MACIITa0TaTybIHA
na Hazap aynapisl. buikriri mamamen 100 meTpaeH TycipinreH apoH cyperrepi (5
CM/TIUKCENb aXKbIPaThIMIBLIBIFRIMEH) 70—80% nomnaikke KeTirm, Aapa araiTapiblH
TOXKIH KOHE KamblpaK KYPBUIBIMBIH aWKbIH KOPCETTI. AJ CHYTHUKTIK KECKIHIEP
(~50 cm/mukcens) 50-60% monmik Oepin, eHILY JKbUIIAMJIBIFBI MEH KEH ayKbIMJIbI
KaMTy MYMKIHIITIMEH epeKIIeneHai, Oy ojapabl aWMaKThIK MOHHTOPHHTKE
THiMII ocep Oepai. bapneik anbikTanran Heicanaap ArcGIS >xone Folium apkpiisr
reoyitiectipinin, AcTaHaHbIH KacbUl HHPPAKYPHUIBIMBIHBIH HHTEPAKTUBTI KapTachl
KypbuLibl. HoTmxkenep ApOH cypeTTepiHiH MHKpPOICHTeWeri Tannay YUIiH, ai
CITyTHUKTIK JEPEKTEP/IIH MaKpOJEHIeHiH OaKpulay YIIH THIMAI €KEeHIH KOpCEeTTI.
Ochl ekl oficTi OIpIKTIPY apKbUIbI KaJIAbIK 3KOJOTHSUIBIK KOCIapiayabl KOHE
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AHHoTanusi. B ycnoBusax crTpeMutTenbHONW ypOaHM3anuu ACTaHbl, T1e
COBpEMEHHBIE CTEKJISIHHbIE OaIlHH COCEJICTBYIOT C TOCTCOBETCKUMH 3/JIaHUSMU,
ropojickas 3el€Hasi pacTUTEIbHOCTh UTPAET POJib, BHIXOMASIIYIO JaJeKO 3a paMKu
JIEKOPAaTUBHOM COCTABIISIONICH. DTO CTall0 KJIIOYEBBIM (DaKTOPOM KIUMATHUYECKOTO
OanaHca ¥ yCTOMUMBOTO pa3BUTHs. JJaHHOE HCCiieIoBaHUE HAITPABIICHO Ha pa3paboTKy
TOYHBIX U aBTOMATHU3MPOBAHHBIX CHCTEM KapTHUPOBAHUS JEPEBLEB C UCTIOIb30BAHHEM
JIBYX METOJOB JAMCTAHIIMOHHOTO 30HAMPOBAHMS: BHICOKOKAYECTBEHHBIX JPOHOBBIX
M300paXeHU W CIIyTHUKOBBIX JaHHBIX. OOyuarolue BBIOOPKM M aHHOTALUU
ObuTH TOATOTOBJIEHBI Ha Tuiatdhopme Roboflow, a mis pacno3naBaHusi TOPOJCKOMN
PacCTUTENBFHOCTA HCIIONIB30BalaCh HEHWPOHHAsh CeTh Ha OCHOBE apXUTEKTYpPHI
YOLO, apantupoBaHHas K MECTHbIM ycloBusM. CpaBHEHHE NpPOBOAUIIOCH HE
TOJILKO TIO TOYHOCTH pAaclo3HaBaHWs, HO U MO 3(pdekTUBHOCTH O0O0pPadOTKU H
Macmradbupyemoctd. CHUMKH, TOy4YeHHBIE ¢ APOHA ¢ BBICOTHI 0kosio 100 MeTpoB
U pa3pelieHueM MPUMEPHO 5 CM Ha MUKCeNb, HOCTUrIN TouyHocTtu 70-80 %, 0be-
CIIEYUB JIETAU3UPOBAHHOE TPEACTABIECHUE O CTPYKTYpe KPOH U TEKCType pacTu-
tenbHOCTU. CITyTHUKOBBIE M300paXKeHHs ¢ paspelieHrneM okoso 50 cM Ha MUKCeNb
noka3aiau To4yHocTb 50-60 %, HO oTMyanuch OONbIIEH CKOPOCTHIO 00pPaOOTKH U
OXBaTOM TEPPHUTOPUHU, YTO JIeNaeT Ux Oojee MOAXOASIIUMU JIJIsl PETUOHAEHOTO MO-
HUTOpUHTA. Bece pesynbraThl ObUTM T€ONPUBS3aHBI U BH3yaln3upoBaHbl B ArcGIS
u Folium, 4To mo3BodMIO cO3MaTh MHTEPAKTHUBHYIO KapTy 3e€JE€HON HH(pacTpyK-
Typbl Actanbl. [lonydyeHHble JaHHBIE MOKA3bIBAIOT, YTO JPOHOBBIE M300paMeHUS
Jy4Iie MOAXOMAT JUIsl JeTalbHOro (MUKPOYPOBHEBOTO) aHalll3a, a CIyTHUKOBBIE
CHUMKH — JJI1 MakpoypoBHEBOro HaOmoneHusi. COBMECTHOE HCIOJIb30BaHUE
ATUX MOJX0A0B (GOPMHUPYET B3aUMOJIOTIOTHSIONIYIO CUCTEMY HJISi SKOJIOTHYECKOTrOo
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Kondaukr uHTepecoB: aBTOpHI 3asABISAIOT 00 OTCYTCTBUM KOH(QIHUKTA
UHTEPECOB.

Introduction

Urban and peri-urban vegetation constitutes a critical ecological infrastruc-
ture, acting as a dynamic buffer against the accelerating climatic stressors imposed
by the rapid expansion of megacities like Astana. Trees, as the linchpin of this green
matrix, contribute to urban resilience by mitigating heat through evapotranspiration,
capturing airborne pollutants, and enriching the environmental quality of densely in-
habited areas. Yet the strategic management of urban greenery hinges on access to
precise, timely, and scalable cartographic data a task increasingly feasible through
automated tree recognition systems powered by advances in remote sensing and
deep learning. A surge of research in Earth Observation (EO), computer vision, and
Al-driven modeling reveals impressive gains in tree detection, classification, and geo-
location accuracy. Notably, convolutional architectures such as U-Net have achieved
up to 95 % accuracy when identifying oil and coconut palms in WorldView-2/3 mul-
tispectral imagery (Li et al., 2019). Transformer-based models like DINO outperform
traditional CNNs in large-scale “trees outside forests” (TOF) mapping (Jiang et al.,
2025), achieving 9-58 % higher F1 scores. Meanwhile, 3D-CNN models leveraging
stereo satellite views have mitigated the limitations of 2D analysis (Xiao et al., 2019:
55-63), attaining up to 89% accuracy in complex forested contexts.

Robustness to environmental noise and seasonal shifts is another frontier
where modern models excel. For instance, the CBAM-enhanced YOLOX achieved
an F1 score of 0.95 in fisheye-based tree detection (Li et al., 2019), even under wind
distortion scenarios. Nevertheless, persistent challenges remain: overlapping cano-
pies, false positives on heterogeneous backgrounds, and the labor-intensive calibra-
tion or annotation processes across diverse imagery types. A comparative synthesis
of 20 studies underscores the nonexistence of a one size fits all models and some
approaches thrive in environments with orderly tree planting and strong spectral
contrast, while others cater to dense urban forestry or computationally constrained
settings. For example, the Circle Hough Transform (CHT) reached 96 % accuracy
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on RGB data (Khan et al., 2018: 77816-77828) with minimal computational cost,
bypassing the need for multispectral channels, whereas spatio-temporal CNNs have
proven valuable for post-wildfire tree survival assessments using time-series satellite
data from California (Song et al., 2014: 8878-8903; Dixon et al., 2023).

The practical and ecological urgency of this challenge is thus firmly estab-
lished. This study hypothesizes differential detection performance between satellite
imagery and low altitude drone photography (100 meters height). Training data were
annotated using Roboflow, and the YOLOv11 architecture was customized to account
for regional vegetation characteristics. Spatial outputs were visualized interactively
via ArcGIS. Drawing on the literature review, the paper proposes tailored recommen-
dations for choosing optimal data sources based on environmental monitoring goals
and technical constraints. Ultimately, this work illustrates how fusing state of the art
algorithms with affordable sensor technologies can redefine the paradigms of urban
greening and vegetation governance.

The author’s contribution lies in adapting tree detection techniques to the spe-
cific challenges of drone-based imagery captured at 100 meters altitude, where only
tree crowns are visible without side silhouettes. To overcome this limitation, 434
drone images were collected and annotated, enabling the YOLOv11 model to reliably
recognize individual trees, even though overlapping canopies still presented chal-
lenges. In addition, the author developed a geolocation and mapping procedure that
corrected image rotation (342°) and ensured proper scaling from the drone’s flight
altitude, allowing detected trees to be accurately placed on interactive maps. Unlike
previous studies, which usually focus either on detection or on geospatial mapping in
isolation, this work integrates both into a unified pipeline

Methodology

The methodological landscape of tree and vegetation detection in satellite im-
agery is undergoing rapid evolution, shaped by diverse data types, analytical goals,
and computational limitations. Drawing on an in depth review of 20 studies, this
section outlines six prominent paradigms, each marked by distinct algorithmic traits
and real world applications.

1. Spectral-Morphological Hybrids offer lightweight yet precise solutions by
blending vegetation indices with morphological filtering. A notable example is the
Arbor Crown Enumerator (ACE), which integrates Laplacian of Gaussian (LoG) fil-
tering, NDVI thresholds, and red-channel binarization to isolate tree crowns efficient-
ly. Its successor, ACE., merges all steps into a unified pipeline, reducing the relative
error rate to 0.2 % through enhanced calibration. Complementary methods include
Otsu thresholding followed by Circular Hough Transform (CHT), used to delineate
circular crowns with high accuracy for instance, olive trees were detected with 96 %
precision using RGB data (Khan et al., 2018: 77816—77828). Additionally, semi-var-
iogram analysis has been used to detect regular planting patterns, particularly in oil
palm plantations, achieving ~90 % tree detection accuracy (Srestasathiern & Rakwa-
tin, 2014: 9749-9774).
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2. Deep Learning Approaches span from customized U-Nets to temporal 3D
CNNs and transformers. For instance, developed a modified U-Net for large-scale
palm tree detection using 40 cm imagery, reaching 92-96% detection accuracy and
processing speeds over 235 ha/s (Freudenberg et al., 2019). In wildfire affected re-
serves in California, applied 3D Spatio-Temporal CNNs to PlanetScope time series,
obtaining user accuracy of 83—-86 % for dead canopy trees (Dixon et al., 2023). Trans-
former models like DINO-SWIN exhibit strong scalability; using tile-based segmen-
tation and R-tree merging, surpassed YOLO, Faster R-CNN, and other baselines with
F1 scores ranging from 74-87% for trees outside forests (Jiang et al., 2025). Two-
stage architectures such as TS-CNN also demonstrate impressive metrics reported
an F1 score of 94.99 % when detecting oil palms across large areas (Li et al., 2019).

3. 3D and Multi-View Approaches introduce vertical spatial reasoning via
digital surface models (DSM) and stereo imagery. Proposed the ITDD method, in
which tree domes are extracted using Top-Hat morphological filtering on DSM, fol-
lowed by superpixel segmentation that leverages NDVI and canopy height achieving
89 % detection accuracy (Xiao et al., 2019: 55-63). Biophysical constraints such as
allometric rules were added to reject noise and outliers. Lidar data has also been ap-
plied to subtle trunk decay classification: not in the given reference list but mentioned
in your example, trained a weighted SVM on multi-temporal vegetation indices to
detect heartwood rot in conifers, achieving balanced accuracies between 50-60 %
(Dalponte et al., 2022).

4. Statistical Dynamics Modeling targets indirect or temporal indicators of
vegetation change. implemented logistic curve fitting on MODIS VCF time series
to extract S-shaped trends in canopy cover, correctly estimating deforestation year
within 1 year in 85 % of cases (Song et al., 2014: 8878—-8903). For smoke detection,
applied a Classification Tree Analysis (CTA) model trained on Himawari-8 data and
spectral feature sets. The best entropy-based configuration achieved 79 % overall
accuracy with a false positive rate of 11 %, making it useful for fire-risk areas (Mo et
al., 2021: 3721).

5. Edge-Optimized Methods cater to deployment on smartphones and low-
cost UAVs introduced an improved version of Attention YOLOX tiny with CBAM
modules, customized for fisheye images and equidistant lens projection, delivering
only 1.62 % mean relative error in tree height estimation (Song et al., 2022: 3636).
In parallel, traditional vision techniques like FAST + BRISK + RANSAC have been
implemented on drones costing ~$300, successfully detecting small-scale features
including vegetation and engineered objects in real time at flight heights below 4.5 m
(Kyristsis et al., 2016: 1844).

6. Cross-Methodological Insights reveal several trends. First, ultra-high spa-
tial resolution (0.3—0.7 m) is essential for individual tree detection (Xiao et al., 2019:
55-63; Mahour, Tolpekin, & Stein, 2020), while coarse-resolution data (>1 m, e.g.,
Sentinel-2) necessitate reliance on texture and SWIR channels. Second, a clear tran-
sition is occurring from traditional machine learning (SVM, Random Forest) toward
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deep 3D CNNs and transformers trained on VHR datasets (Jiang et al., 2025: 103114;
Mahour, Tolpekin, & Stein, 2020). Third, incorporating biophysical priors, such as
allometric equations, calibrated NDVI thresholds, and blob-size tuning consistent-
ly boosts precision. Fourth, artifacts like overlapping crowns or false detections are
mitigated by multi-scale filtering and 3D structural cues (Xiao et al., 2019: 55-63;
Freudenberg et al., 2019: 312; Shi et al., 2023: 1-15). Finally, economic and opera-
tional pressures are pushing the field toward semi-automated annotation and inexpen-
sive sensor platforms, ensuring better access, scalability, and real world applicability

Table 1. «Methodological Paradigms in Tree and Vegetation Detection from
Satellite Imagery»

- ACE & ACE, pipeline -0.2%error (ACE,)
1. Spectral-Morphological NDVI, LoG filtering, red-channel binarization, CHT, |- Otsu+CHT - 96% accuracy (olive trees)
Hybrids variogram analysis
- Semi-variogram pattern analysis - ~90% y (il palm
- Modified U-Net (palm detection) -92-96% accuracy
2.D Learning A h U-Net, 3D CNNs, Transformer-based segmentation, |- Spatio-temporal 3D CNN (burned trees) - 83-86% user accuracy
JDEED e 2 SNDICATHES 2-stage CNN architectures
- DINO-SWIN, TS-CNN - Up t094.99% F1score
- ITDD (Top-Hat + DSM + NDVI) - 89% accuracy (ITDD)
DSM filtering, superpixels, NDVI, canopy height, |- i i i - ionil i
3. 3D & Multi-View Models g, superp . py heigh Allometric rule integration 50-60% accuracy (decay detection in conifers)
stereo imagery
- Lidar i SVM (heartwood rot)
4. Statistical Dynamics Time series fitting, logistic models, entropy-based |" MODIS VCF logistic trend model - £1year deforestation detection (85% cases)
lassifi
Modeling classifiers - CTAmodel for smoke detection (Himawari-8) |-79% 119 FPR (smoke detection)
Attention modules, YOLOX-tiny,traditionalvision |~ Attention-YOLOXtiny + CBAM - 1.62% mean relative error (height)
5. Edge-Optimized Methods (FAST+BRISK+ RANSAC)
- Low-cost UAV detection (<$300) - Real-time detection <4.5 m altitude
- Use of allometric equations, NDVI thresholds (- Improved precision with structural cues
6. Cross-Methodological Multiscale filtering, biophysical priors, resolution . preference for <1 mresolution - Better scalability & access through cheaper sensors
Insights adaptation, hybrid automation
- Transition to 3D deep models

Experimental Results

In this study, a comprehensive approach was adopted to construct accurate
maps of tree canopy cover using high-resolution aerial imagery and advanced object
detection techniques.

1.Data Collection and Annotation

A custom image dataset was meticulously assembled by capturing aerial

photographs with a drone at an altitude of 100 meters

Each image, with a resolution of 4000%3000 pixels, covered a ground area
of approximately 133x100 meters, yielding a spatial resolution of about 3.3 cm per
pixel. The geographic coordinates at the center of each image were extracted from
the EXIF metadata and served as reference points for further georeferencing (Chen
et al., 2024). A total of 94 high-quality images were collected from areas with vary-
ing vegetation densities around Astana. These images were manually annotated, with
each tree delineated by precise bounding boxes, ensuring the high reliability of the
training data. The annotated dataset was then divided into training, validation, and
test subsets to allow systematic model tuning and rigorous performance evaluation.
Roboflow was used for data management and annotation, ensuring compatibility with

the YOLOv11 format.Object Detection and Georeferencing
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P

Fig.1. «Drone - Autel Robotics EVO II Dual Rugged Bundle 640»

2.Building upon the annotated dataset, a YOLOvI11 based model was trained
specifically for tree detection. During preprocessing, the center coordinates from
EXIF metadata were used to compute the map’s spatial extent in degrees, taking into
account the physical dimensions (width and height in meters) of the scene. Trees
were detected using a confidence threshold of 0.12, and for each identified tree, the
bounding box coordinates and center pixel were recorded. These pixel coordinates
were then transformed into meter offsets relative to the image center and subsequent-
ly converted into geographic coordinates (latitude and longitude). A critical aspect of
the conversion was the compensation for a 342° image rotation, which ensured that

the pixel coordinates accurately corresponded to the real-world positions of the trees
(Colorado et al., 2015).

Fig. 2. «Detected trees using trained YOLOv11 model»
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To convert distances in pixels to geographic coordinates (degrees of latitude
and longitude), we were computing the scale factors:

Iattop - la'tbottom

H

lonyight — longes

14

lat_scale =

lon_scale =

(D

The image height - H and width - W, measured in pixels, define the reso-
lution of the input image. The geographic extent of the image is bounded by the
northernmost latitude (lat, ), the southernmost latitude (lat ), the westernmost
longitude (lon, ), and the easternmost longitude (lonright). Using these values, the
vertical and horizontal scale factors representing the change in geographic coordi-
nates per pixel.

The geographic center of the image as:

lattop + latbottom
2

1Onleft + 10nright

: @)

la.tg =

long =

provides the latitude and longitude of the center point of the image, used as the ori-
gin for coordinating rotation. Each detected tree has a bounding box center in image
coordinates (c_, c ).

dzzc;r;_

IR

3)

Converting it to pixel displacement relative to the image center:
centers the coordinate system at (0,0), with d_and dy representing horizontal and
vertical displacements from the image center. If the image is rotated (e.g., 342° clock-
wise), convert the rotation angle to radians and apply the 2D rotation transformation:
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d?* = d, - cos() — d, - sin(0)

ot _ . Q] .
d; = d, - sin(#) + d,, - cos(6) @

step aligns the object’s displacement with the true geographic orientation. Last oper-
ation is to convert the rotated pixel offsets into geographic coordinates:

lat = laty — d;(’t - lat_scale

lon = long + d* - lon_scale )
3.Mapping and Visualization

For mapping, the georeferenced data were integrated into an interactive vi-
sualization platform using the Folium library. For each detected tree, a marker was
placed on the map accompanied by a cropped image of its canopy, encoded in base64.
Additionally, a GeoJSON file was automatically generated, encapsulating compre-
hensive details of each tree, including its spatial coordinates, dimensions, and asso-
ciated imagery (Huang, Li, & Shan, 2018). Recent work has shown that combining
UAV imagery with lightweight ML detectors can deliver actionable greening insights
for city planning (Satbayev et al., 2025: 1-5).

Fig.3. «Detected trees with coordinates using Foliumy

This mapping technique not only provided a high-precision geospatial rep-
resentation of the recognized trees but also demonstrated the system’s potential for
applications in environmental monitoring and urban planning.
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Fig.4. «Transferring detected trees into ArcGis map»

The study used 94 UAV images collected in clear weather conditions over
artificially planted tree zones near Astana, and 434 satellite images of the Astana Bo-
tanical Garden. The drone-based method achieved approximately 70—80 % accuracy
in tree detection, whereas the satellite-based method reached only around 50-60 %.
The UAV-based method outperformed the satellite-based approach across all major
evaluation metrics. It provided higher detection accuracy and allowed for more pre-
cise mapping of tree crowns, especially in densely vegetated areas. Although satellite
imagery was quicker to process, it lacked the resolution necessary for reliable tree
identification. Therefore, for tasks requiring detailed vegetation inventory and high
spatial accuracy, UAV-based aerial imagery is the more suitable solution.

Discussion

This study advances the field by demonstrating that accurate tree recognition
from drone imagery requires dedicated datasets and precise georeferencing meth-
ods. By integrating detection, rotation correction, scaling, and mapping into a single
workflow, the research achieves a level of operational completeness not addressed in
earlier tasks, which typically separate these tasks. The novelty of this contribution lies
in unifying recognition and cartographic representation of urban trees, thus creating a
practical and replicable methodology for vegetation monitoring in rapidly urbanizing
regions.

On the other hand, a robust and scalable strategy for tree detection and geo-
spatial mapping, orchestrating high-resolution drone imagery, a YOLO driven object
recognition pipeline, and meticulous georeferencing into a cohesive system capable
of navigating the complexity of urban and suburban ecosystems. Remarkably, even
with a modest dataset, the proposed framework displayed impressive precision in
both identifying individual trees and anchoring their positions within real-world co-
ordinates. Through the extraction of embedded GPS metadata, correction for image
rotation, and translation of pixel data into geographic latitude and longitude, the sys-

tem enabled a highly detailed rendering of urban vegetation, visualized interactively
m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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through web based mapping interfaces.

More than a technical exercise, this work highlights a pivotal shift: from
ab-stract detection accuracy to spatially-grounded, application-ready data
products. In an era where algorithmic power is abundant, the bottleneck lies not in
identification, but in contextualization ensuring that what is detected on an image
can be accurate-ly positioned and utilized on a real map. By encoding outputs into
GIS-compatible formats like GeoJSON and visualizing them through dynamic
mapping libraries, the research bridges the gap between Al-based recognition and
real-world ecological de-cision-making.

Conclusion

The results speak to the method’s operational strength. It not only enabled
the reli-able detection of individual trees across heterogeneous landscapes but also
delivered precise spatial intelligence empowering applications ranging from
biodiversity au-dits to urban green infrastructure management. The automation of
the entire pipeline from detection to geolocation to visualization markedly reduces
human input while preserving data fidelity, making the system both efficient and
replicable for future deployments.

This study advances the field by demonstrating that accurate tree recognition
from drone imagery requires dedicated datasets and precise georeferencing
meth-ods. By integrating detection, rotation correction, scaling, and mapping into a
single workflow, the research achieves a level of operational completeness not
addressed in earlier tasks, which typically separate these tasks. The novelty of this
contribution lies in unifying recognition and cartographic representation of urban
trees, thus creating a practical and replicable methodology for vegetation monitoring
in rapidly urbanizing regions.

There remains ample room to extend this research into new domains.
Ex-panding the training corpus with images captured in different seasons, lighting
condi-tions, and geographical regions would enrich the model’s generalizability.
Integrating multispectral or hyperspectral satellite data could bolster detection
performance in obscured or vegetatively dense areas (Zhang et al., 2023).
Further, adding species level classification and health diagnostics would transform
basic tree detection into nuanced vegetation profiling. Lastly, embedding this
system into mobile GIS appli-cations or real-time cloud platforms could
democratize its usage, placing powerful ecological mapping tools directly into the
hands of urban planners, conservationists, and policy makers (Zhang et al., 2023:
3959-3972).

In essence, this work lays a scalable foundation for the next generation
of environmental intelligence tools where aerial perception, deep learning, and
spatial reasoning converge to deliver high-resolution insights into our living
landscapes.
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Abstract. Artificial intelligence in educational program design automates
learning processes and aligns curricula with labor market demands, enhancing educa-
tion quality and learner experiences. We present a novel hybrid human-Al system to
address limitations in traditional methods, which struggle to adapt to rapidly evolving
job markets and diverse needs. Our approach leverages Llama 3 to improve frame-
work flexibility. Key components include: 1) program objectives, 2) relevant job po-
sitions, 3) requisite skills, and 4) corresponding courses, refining recommendations.
While large language models provide high-quality outputs, they lack deep university
discipline knowledge. We evaluated Llama 3 alongside GPT-3.5 and GPT-4. Our sys-
tem excels in skill extraction (F1 score: 77.6%) and outperforms competitors in con-
tent generation (F1: 0.35+0.10, precision: 0.37+0.12, semantic similarity: 0.84+0.10).
Llama 3’s extensive parameters and knowledge base better integrate university con-
texts, generating robust program structures with abundant educational entities. De-
spite promise, challenges persist: technological infrastructure deficits, dataset biases,
and institutional resistance to Al adoption. This study aims to advance human-Al

collaboration in education, inspiring further research.
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AnHoTauusi. bimim Oepy OarnmapiamanapblH KoOallayJarbl  >KacaH/Ibl
MHTEJUIEKT OKY HpOLIECTEpiH aBTOMATTaHABIPAIbl >KOHE OKYy OarnapiamaiapblH
eHOeK HapbIFBIHBIH TaJlaTapblHA COMKeCTeHIipeni, OimimM Oepy camacsl MeH OuliM
aNyIIBIIapAbIH TOKIpUOECiH »kakcapTaabl. bi3 Te3 nambln Kele KaTKaH eHOeK
HapBIKTapbl MEH OPTYPJIl KAKETTUIIKTepre OeilimMieny KUbIHFa COFATBIH AJCTYpIIi
oicTepAeTi IIEKTEYNepAl KO VIIIH >KaHa THOPUATI aJaM-)KacaHIbl WHTEIJIEKT
KYHECIH yCbhIHaMbI3. Bi3[aiH TocLTiMI3 KYPBUIBIMABIK MKEMIUTIKTI jKaKcapTy YIIiH
Llama 3-1i naiigananaasl. Heri3ri koMnoHeHTTepre MbIHamap Kipexdi: 1) 6armapiama
MaKcaTTapbl, 2) THICT1 )KYMBIC OPBIHAAPHI, 3 ) KAXKETTI IaF AblIap XKoHEe 4 ) YChIHbICTAP b
HaKTBUIAWTBIH ColiKec KypcTap. YJIKEH TUIIIK MOJIENIbEP JKOFaphl carajibl HOTHXKeNIep
OepreHiMeH, ojlap/la YHUBEPCUTETTIK MOHEp OOWbIHIIA TepeH Oimim kericneiiai. bi3
Llama 3-11 GPT-3.5 xone GPT-4-nien Gipre 6arananbik. bi3niH xkyiieMi3 JarapLiapsl
urepyne (F1 ymaiie: 77,6%) >xoHe Ma3MyH/BI TeHepalusiayaa 0ocekenecTepacH
aceim tycem (F1: 0,35+£0,10, mommik: 0,37+0,12, ceMaHTHKaNbIK YKCACTBIK:
0,84+0,10). Llama 3-TiH keH mnapameTpiepi MeH OiuliM 0a3achl YHMBEPCHTETTIK
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KOHTEKCTTEP/I1 )KaKChIpaK OipiKTipe/Il, KenTereH 011iM Oepy HbICaH1aphl Oap CEHIM/II
OafFmapiamMa KypbUIBIMJIAPbIH Kacalapl. Yojere KapamacTaH, KUBIHIBIKTAP i Jie
0ap: TEeXHOJOTHUSIIBIK WHPPAKYPBUIBIMHBIH TAIIIBUIBIFBI, JIEPEKTEP JKUBIHTHIFBIHBIH
OypMasaHybl )KoHE YKacaHIbl MHTEIUICKTTI €HT13yre HHCTUTYIIHOHAIBIK KapChUIBIK.
byn 3eprrey OiniM Oepyneri agaM MEH JKacaH bl MHTE/UICKTTIH BIHTBIMAKTaCTHIFbIH
JaMBITyFa OarbITTaJIFaH, 9pi Kapail 3epTreynepre madsIT 6epe/i.

Tyiiin ce3aep: ['mbpunari agam-XXKU xyieci, binim O6epy OarmapiaMachbiHBIH
nu3ainel, Jlarapimapasl mibiFapy, bimim Oepyneri »xkacannabl MHTEUIeKT, beiimui
OKpITYy, Taburu Tingai enaey (NLP)
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MPOrpaMM aBTOMATH3UPYET MPOIeCChl O0yUEHHUS U COTIacyeT y4eOHbIe MPOrpaMMbl
¢ TpeOOBaHUSIMU PHIHKA TPy, TIOBBIIIAs KAUeCTBO 0Opa30BaHMUs U OMBIT yUAITHXCS.
Msl mpencraBisieM HOBYIO THOpHAHYIO cucteMy uenoBek-UW nmns yctpanenus
OTpaHUYEHUI TPAIUIIMOHHBIX METOIOB, KOTOPBIE C TPYJOM aAaNTUPYIOTCS K OBICTPO
MEHSIOIUMCSl PbIHKaM TpyJAa W pPa3sHOOOpazHbIM moTpeOHocTsaM. Ham moaxon
ucnons3yeT Llama 3 15 moBbIeHrs rTHOKOCTH CTPYKTYphl. KiltoueBbie KOMITOHEHTHI
BKJIIOUAIOT B ce0si: 1) menu mporpammbl, 2) COOTBETCTBYIOIIME IOJDKHOCTH, 3)
TpeOyemble HaBBIKU U 4) COOTBETCTBYIOILINE KYpPChI, YTOUHSIONIUE PEKOMEHIAIIIH.
X0Ts1 G0TIBIIINE SI3BIKOBBIE MOJIETH 00€CTIeYHBAIOT BBICOKOKAUE€CTBEHHBIE PE3yIbTAThI,
UM HE XBaTaeT IIyOOKHX 3HAHWUN YHHUBEPCUTETCKUX AMCHUIUIMH. MBI OIlCHUBAIN
Llama 3 Bmecte ¢ GPT-3.5 u GPT-4. Hama cuctema npeBoCXOAUT KOHKYPEHTOB B
u3BIIedYeHNH HaBbIKOB (oueHka F1: 77,6 %) u mpeBOCXOAUT KOHKYPEHTOB B reHepa-
nuu koHTenta (F1: 0,35 £ 0,10, rounocts: 0,37 £ 0,12, ceMaHTHYECKOE CXOACTBO:
0,84 £ 0,10). O6mupHbIe MapaMeTpbl U 0a3a 3HaHUH Llama 3 jydine HHTeTpupyroT-
Csl C YHUBEPCUTETCKHM KOHTEKCTOM, CO3/aBasi Ha/IeKHbIE CTPYKTYpPbI MPOTPaMM C
OO0JBIINM KOJTMYECTBOM 00pa30BaTeNbHBIX 00beKkTOB. HecMoTpst Ha oberianusi, mpo-
OJ1eMBbI COXPAHSIOTCS: Ne(PUIUT TEXHOIOTUYECKONH HHPPACTPYKTYPHI, IPEIB3ATOCTh
HAaOOPOB JaHHBIX U WHCTUTYIMOHAILHOE compoTuBieHue BHenpenuto M. Jlannoe
MCCIIeIOBaHNE HANIPABIICHO Ha pa3BUTHE B3auMoJieiicTBus uenoBeka u UM B oOpaso-
BaHUU, BIIOXHOBIISA HA JabHEHIIINE UCCIIETOBAHMUS.

KuroueBble ciioBa: rubpuanas cuctema yenonek-NUU, pazpadborka oOpa3osa-
TEJIBHBIX IPOrPaMM, U3BIICUEHNE HABBIKOB, HCKYCCTBEHHBIM MHTEIUIEKT B 00pa3oBa-
HUU, aJlaiTUBHOE 00yueHue, 00paboTka ectecTBeHHOTO sA3bika (NLP)

Jasi uutupoBanmsi: AE. CepikoB, A.A. Myxatae, A.A. bumommunkui.
Pa3pabotka ruOpHAHON cHUCTEMBbl 4YelOBEKa U MCKYCCTBEHHOTO MHTEJIEKTa
s pa3paboTku  o0Opa3oBaTeNbHBIX  mporpamMm//MexIyHapOIHBIM  KypHal
MH(POPMAIMOHHBIX U KOMMYHHUKAITMOHHBIX TexHojorui. 2025. T. 6. No. 24. Ctp.
288-303. (Ha anr.). https://doi.org/10.54309/1J1CT.2025.24.4.017.

Kon(daukT uHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUU KOH(IIMKTA
HUHTEPECOB.

Introduction

Traditionally, educational programs (EP) must tell students what they will be
taught, based on a curriculum designed by teachers. As a rule, the course author starts
working on these issues by searching for similar or related programs in the university
database. Even if he already has a clear structure of the future course in his head, he
will still try to brainstorm to make his idea better. And this can take up to a week. But
there are many different artificial intelligence-driven solutions people began to use
for EP design, and they yield flexible, adaptive personalization based on student’s and
teacher’s behavior (Chang et al., 2025: 50). Another reason people prefer Al is stu-
dent satisfaction and motivation despite challenges in content delivery (Mancin et al.,
2025: e485—e493). That doesn’t mean technology with Al and information technol-
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ogy will overlap education entirely, but it would provide a bridge for collaboration.

To assume that AI won’t have an influence on education would be foolish.
Educational institutions prefer Al not just because it is used for educational content
generation, but it is a more personalized and optimized learning approach. For ex-
ample, this study writes a good analysis about several Al-based educational program
platforms, such as eDoer, NextEra, Edmentum, XuetangX, and Manaba LMS, as you
can see in Table 1.

This will come as a surprise to a lot of people, but eDoer makes it possible to
bond technological and pedagogical aspects. Which is exciting because, among skill
taxonomies and competency construction, it means teachers and interested parties can
use these machine learning algorithms to design educational programs despite knowl-
edge constraints. You can use this eDoer system to break knowledge into measur-
able skills development rather than deeper understanding and ethics, as stated in the
term “learnification” by philosopher Gert Biesta (Biesta, 2015: 75-87). Standardized
knowledge is prioritized, at the expense of alternative viewpoints, raising questions
about the validity (Cope & Kalantzis, 2016: 2332858416641907). And over in Egypt,
NextEra Education startup supply their students with free Al teachers. For example,
many international universities perform personalized learning in some programs like
IT, Al, Business and Cybersecurity to modernize education.

The somewhat more surprising educational platforms were ITMO Construc-
tor and Edmentum, with their divergent philosophical approaches. The average on-
tological model of ITMO Constructor has a pretty much centered around semantic
web technologies to fit education domains in certain knowledge structures, mostly
on traditional knowledge (Shnaider et al., 2023: 1761-1768; Govorov et al., 2022:
203-208). But they shouldn’t rigidly shape knowledge into structure, considering its
flexibility and dynamic nature (Jonassen, 1991: 5-14). Now in Edmentum, programs
employ assessments and Bayesian knowledge tracing. Which means measurement
and data are prioritized over holistic learning (Corbett & Anderson, 1994: 253-278).
They are both technologically advanced platforms, yet face limited knowledge ac-
quirement, ignoring diverse learning environments and real-world context.

XuetangX and Manaba LMS already seem, grudgingly, to show key sociotech-
nical challenges in educational program design. But XuetangX is still dragging seri-
ous questions about the lack of transparency in content creation. It means XuetangX’s
black-box architecture is harder for teachers and educators to assess accuracy and
bias (Bender et al., 2021: 610-623). While Manaba LMS combines Al with human
input, yet recommendations are based on pre-built assumptions (Macgilchrist, 2019:
77-86). They’d be in a better position if they’d be interdisciplinary collaboration be-
tween experts in tech, education and ethics to make sure that Al serves real learning
needs rather than efficiency and commercial needs.
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Table 1. Global use of Al technologies in EP development

Country Germany Egypt USA China

Platform eDoer NextEra Education Edmentum XuetangX

Purpose & | Structured program Modernizes Egypt’s | Al-driven curriculum & | Al-powered univer-

Scope creation (university education with Al adaptive learning (K-12 | sity course struc-
focus) personalized learning | & higher ed) turing

Use of Limited; relies on Structured & unstruc- | Processes student behav- | Processes student

Structured | pre-defined structures | tured data + feedback | ior, performance trends, | behavior & engage-

Data feedback ment data

Al Al-assisted Adaptive learning, Al-driven adaptive Advanced Al course

Capability | curriculum progress tracking learning paths & perfor- | curation & perform.
planning mance tracking prediction.

Integration | Moodle, LMS plat- Egypt’s system (no Blackboard, Canvas, Fully integrated with

with Other | forms. LMS integration) Google Classroom Chinese university

Systems systems

Al has fundamentally been supporting educational programs advancement
through machine learning and text mining techniques. Instep of traditional methods,
Chang et al. (2025) shows how curricula are adjusted based on student performance
and preferences in real-time using Al. Generative Al (GenAl) and Natural Language
Processing models uphold content creation, lesson planning, flexibility to different
learning styles and equity in content difficulty to student’s respective proficiency lev-
els (Msafiri et al., 2023: 44). That never works unless you have no framework limita-
tions and educators’ endorsement of the new technologies adoption.

In the human-Al systems there is a progressing battle between computeri-
zation and human oversight (Cross et al., 2014: 1167-1175). Everyone knows how
crowdsourcing platforms enable collaborative curriculum design, enriched by assort-
ed human input (Weld et al., 2012: 159-163). The expanded Al combines automa-
tion of quality evaluations, keyword extraction and human imagination. For case, the
crowdsourced models produce curriculum and learning materials based on student’s
input, what appears to be promising in adoption potential (Farasat et al., 2017: 221—
224). We can see this promise with task complexity and time challenges require AI’s
part to streamline tasks without losing educational esteem.

Suppose, for illustration, you require to design curriculum, and for that you
can use emerging GenAl technologies. For example, generative adversarial networks
could be used to generate relevant content (Khosravi et al., 2022: 100074). Once you
begin considering this question, studies show that in this case ChatGPT can draft
learning objectives, subject matter or human experts are still needed to refine them for
accuracy and pedagogical standards (Tupper et al., 2025: 512-526). Balance between
technology and humans would ensure both quality and ethics in education.

We are aware that Al has both societal and technological boundaries. Tech
typically could make education accessible, algorithms could be biased. What I mean
is the potential scrutiny, data raises privacy risks and stronger regulations. Yes, tools
play a role in spreading educational resources, and then they may accommodate
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learner needs, yet poor-quality metadata commonly suppress personalized features
(Molavi et al., 2020: 455-460). Whether educators like it or not, big changes are
coming, to balance these human, industry needs and skill taxonomies, we propose a
curriculum design framework.

Materials and methods of the research

We present one way to develop an educational program by the chosen learning
goals and skills. Our framework is (1) to define the learning goals of the education-
al program, then (2) select relevant job positions from the labour market, and then
(3) once vacancy descriptions are parsed, collect all associated skills, and then (4)
choose courses based on required skills. Educational program design is hard in both
senses: hard like coming up with a solution to a puzzle, and hard like a physically
overwhelming process. But much of the difficulty could be eliminated by Al-based
specialized services, such as learning goals, learning outcomes and course suggestion
and recommendation service, that give a review on skill taxonomies and competen-
cies from Kazakhstani labour market platforms (HeadHunter and Enbek.kz). The re-
sulting four parts define our conceptual model shown in Figure 1.

"
}J SCT { Exarning Goals]—)[ Job positions H Skills H Courses
nput /

Artificial Goal Tob suapestion Skill and Knowledge Skill-Course |
Intelligence suggestion £e Extraction Matching )

Fig.1. EP development framework

The solution is an optimization problem. For each piece of the educational
£
puzzle , including learning goal, learning outcome and course content, we figure
R(e;)
out a relevance score :
R(e;) = Y1500 (e) + ¥2Scon(e:) + ¥3 Shuman (1) + ¥a Sproom (&)

(1)
where:
Yi:¥2,¥3: ¥y
- are weights that add up to 1.
sj'ob (eij €;

- is how well ~ matches job market needs, using a similarity score
between its embeddings:

S;0»(€;) = cos {E[Ee] iE;‘EJEU])

"1

2)
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Scoh [:ez':]

- 1s a coherence:
1
Sc::-h (ez') = |E|—125_I:EE"‘J-:E Cos (EEEE)’E(E}'))

3)
Shummz (eij
is expert feedback:

Sh..l:'ﬂﬁ:'! [E ] =4 Szmrm [E ]+ [1 ‘;l’:] Sfasdbﬁck [E ]

“4)
5 bloam (eij

- is how well it aligns with Bloom’s taxonomy, using through a
classification system.

What these formulas would like to do, if the criteria are met, is adjust educa-

R(e;)
tional content determined by Al and human feedback, with enough refining for
recommendations convergence.

We used (1) PyTorch to handle tensor calculations and GPU power, then (2)
Unsloth is used to train the model 30x faster and with 90% less memory usage, then
(3) huggingface/transformers and huggingface/datasets prepared models and data-
sets, then (4) also used Transformer Reinforcement Learning to fine-tune with
super-vision (SFT) and last (5) Bitsandbytes and PEFT to keep efficient.

Training Process:

We used a 4-bit version of standard Llama 3, tweaked out with LoRA adapt-
ers. As seen from the Figure 2, the training ran for 200 steps, with warm up steps at

1) Data Processing:

The dataset used for training was from the Hugging Face SkillSpan dataset
and custom builded EP dataset, which were manually downloaded from Kazakhstani
universities (Astana IT University, East Kazakhstan University named after S. Aman-
zholov, Yessenov University, Altynsarin University, Academy of Physical Culture
and Mass Sports) websites. The data was formatted using an Alpaca-style instruction
template and saved in Fralet/skillspan_prepared with 4800 train, 3174 validation, and
3569 test datasets, while the EP dataset has 944 unique rows, saved in Fralet/eduEP
on 472 educational programs. This paper’s skill extraction focuses on the jjzha/skill-
span dataset, which includes diverse job postings, which has explicit and implicit
skills. The dataset is split into training, validation, and test. You can see instructions
in Figure 3 and Figure 4.
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1 trainer = SFTTrainer(

2 model=model,

3 tokenizer=tokenizer,

4 train_dataset=dataset,

5 dataset text field="text",

6 max_seq_length=max_seq_ length

7 dataset _num proc=2,

8 packing=False,

9 args—TralnlngArguments(

10 per _device train_batch _size=2,
11 gradient accumulation steps=4,
12 warmup_steps=5,

13 max_steps=200,

14 num_train_epochs=4,

15 learning_rate=2e-4,

16 fplé=not torch. cuda is _bfl6_supported(),
i B bfl6=torch.cuda.is bf16_supported(),
18 logging_steps=1,

19 optim="adamw 8b1t"
20 weight decay=0.01,
21 lr_scheduler_type="linear"
23 seed=3407,
23 output_dlr—"outputs",
24 ),
25|)

Fig.2. Model’s training parameters

instxuction
string

Your job 1s to extract skills and knowledge
from given text.

You are a helpful information extraction
system.
and knowledge entities from the given

sentence.

Your job is to extract skill entities

Fig.3. Prompts for Fralet/skillspan_prepared
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instruction
string

Write an educational program goal for this educational program in
Russian, Kazakh, and English. The goal should be as concise and
specific as possible within the context of the professional
field.

Write 10-12 learning outcomes for this educational program in
Russian, Kazakh, and English. The outcomes should be formulated
based on Bloom's taxonomy: knowledge, comprehension, application,
analysis, synthesis, and evaluation.

Fig.4 — Prompts for Fralet/eduEP

1) Model Training and Architecture:
The architecture used a Llama model using LoRA for efficient fine-tuning,

. : . . Gproj Kproj Voroj :
focusing attention mechanisms like P and T to pick up new tasks

without changing much. We also used 4-bit quantization to save memory and boost
performance.

2) Experimental Configurations:

We trained the model using the Hugging Face SFTTrainer (TRL library),
with a batch size of 2 and with a gradient accumulation of 4 steps per batch. The
AdamW optimizer (8-bit, LR=2e-4, weight decay=0.01) was used over 4 epochs,
with a 2048-token sequence length.

Results

The progression of a Llama 3 model is over 200 steps. Train/loss demon-
strates a steady rise in the training epochs, starting from approximately 0.02 and
steadily going to 0.32. While train/epoch shows the loss from a peak of 3.0 to
around 0.5 with some fluctuations. Fortunately, it proves effective optimization
without significant overfitting or instability.

The left graph depicts the training loss over global steps, modelled as:

L) =Ly-e ™4+ L., +e(t)
(1] pfat (5)

where:

L(t) t
- 1s loss

Ly ® 30 .
- (initial loss)
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o
- is adecay rate

“C;.:-f ateat 0.5

- (stabilized loss)

e(t) .
- represents a noise

While, right graph shows linear relationship between steps and epochs, ex-
pressed as:

E(t)=E,+B-t

(6)
where:
E(t) t
- is epoch value
-0 (initial epoch value)
0.32
B~ 0.0016 —
- calculated as = (slope)
Our system digs into a fine-tuned sequence labeling approach. Given an
: X = {xyxg X0} o - .
input text sequence representing job descriptions or curriculum
Jﬁfﬂ 'X_>F Y: Vi Voru, ¥
materials, we define a skill extraction ! where bz ) and
v; € {B-SKILL,I-SKILL,B-KNOWLEDGE,I-KNOWLEDGE, 0} )
following the BIO
tagging scheme. The 6 are optimized by minimizing the cross-entropy loss:
1y —
"EEE [B] = - ;E?:l Z;'!: 1 Eg: 1 ¥ij.e ]'Dg [}Fz,_;u,c) (7)

N n C
where is the No of training examples, is the sequence length, is the

V- V; c
Fij.e . . Kij.e . .
number of classes, is a binary label where if class is the correct for

J. ! : Vise . : .
token in example , and 0 otherwise, and “ is the predicted probability. Perfor-
mance is evaluated using entity-level F1 score:

F1= ZxPrecision=Recall _ TP
Precision+Recall 2xTP+FP+FN

(8)

where TP, FP and FN are true positives, false positives, and false negatives.
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Table 2. Model Performance on SkillSpan test dataset (Skills & Knowledge)

Method Parameters Skill Span | Knowledge Span [ Combined F1 Training

Fl1 F1
BERT (Zhang et | 110M 54.2 % 61.7% 57.7 % fine tuning
al., 2022: 4962~
4984)
jobSpanBERT | 110M 56.3 % 61.9 % 58.9 % pretrain  +
(Zhang et al., fine tuning
2022: 4962-
4984)
GPT-3.5 NER-| 175B - - 17.8 % 5-shot

Style (Nguyen
et al., 2024: 27-
42)

GPT-3.5  Ex-|175B - - 25.0 % 5-shot
tract-Style
(Nguyen et al.,

2024: 27-42)

GPT-4 (Nguyen | 1.7T - - 27.8 % <350 subset
et al., 2024: 27-

42)

Finetuned|&B 76.2 % 79 % 77.6 % fine tuning

Llama 3 (Ours)
From Table 2, if you had to compare our model on skill extraction, it achieved
a solid 77.6 % F1 score, with 76.2% for skills and 79% for knowledge. The impres-
sive thing is, having fewer parameters our fine-tuned model that can be comparable to
other larger models. I would like not to ignore errors if output is not labelled correctly.
It could be due to the dataset’s limitations and inconsistencies caused by human error.
After skill extraction, we use technique to generate educational goals and
outcomes called sequence-to sequence framework. In the program description

D={d,,d,, ...d C={c,,Cqp .
(e n} and optional context information v ez 2 (such as

industry standards or institutional requirements), we define a generation function

gy:(D.C) > G o

(G ={91. 92 -2 8,})

where represents the generated learning goals and out-

comes. The parameter are optimized using a mix of maximum likelithood estima-
tion and a semantic similarity:

Lipras(®) = alypee () +BL,,,, (&) (10)

Loeee (@) =— f:i log Py (9.l9<..D.C)
where: and

L. (@) =1—cos(E(G),E(G"))
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o P
What we’re seeing now, and  are weighting hyperparameters, s
E G*
the model’s output distribution, maps text to a semantic space, and represents
reference goal statements. This method guarantees both natural language and se-

mantic relevance to recognized educational level.

From Table 3, our Llama 3 model ends up outshining other models in generating
content. It has the highest F1 0f 0.35 + 0.10, surpassing GPT-4 (0.31 + 0.10) and base Llama 3
(0.25 4 0.10). The precision of 0.37 + 0.12 and recall 0of 0.33 4+ 0.10 show casing relevant data
while capturing a broader range of outcomes. Not always, but in specifically recall, it is sub-
dued by GPT-4 (0.36 £ 0.10). With a BLEU of 0.25 + 0.10 and a semantic similarity of 0.84
+ 0.10, the model generates text that is aligned in meaning and relatively close in structure.

Table 3. Performance results for the different models

Candidate F. Precision Recall Bleu Semantic
Similarity

GPT-3.5 0.16 +0.10 0.25+0.12 0.08 £0.10 0.11 + 0.63+£0.10
0.10

GPT-4 0.31+0.10 0.26+0.12 0.36+£0.10 0.23 + 0.49+0.10
0.10

Llama 3 0.25+0.10 0.31+0.12 0.20+0.10 0.18 + 0.77 £0.10
0.10

Finetuned Llama 3 (Ours) | 0.35+0.10 0.37+0.12 0.33+0.10 0.25+ 0.84 +0.10
0.10

Of course, GPT-3.5 struggles with a low Fi1 of 0.16 & 0.10, precision of 0.25 +
0.12, and a recall of just 0.08 £ 0.10. It shows a BLEU of 0.11 = 0.10 and a semantic
similarity of 0.63 £ 0.10. More likely the reason is that GPT-3.5 struggles in generat-
ing needed content. GPT-4 does better, with a higher recall (0.36 = 0.10) and BLEU
score (0.23 £ 0.10), but its precision (0.26 £+ 0.12) and semantic similarity (0.49 +
0.10) are still lagging behind our model. The standard Llama 3 shows a solid preci-
sion 0of 0.31 = 0.12 and recall of 0.20 + 0.10, but its semantic similarity of 0.77 + 0.10
and BLEU score of 0.18 & 0.10 indicate it does not perform well enough.

While I’m sure the results bring hope for Al in education, some caveats exist.
So what’s the real reason for these caveats? Curiously enough, it is the reason of lack
of broader dataset with various educational areas. Also keep in mind that our results
are based on limited data from only 6 Kazakhstani universities as the ground truth and
it will be hard to scale to broader applications. But still, the issue is in the dataset, not
the way we evaluate or calculate. Our model performed well in that respect, proving
they can provide content that hits the standard.

Discussion

The exciting thing is that tuned Llama 3 produces relevant learning goals and
outcomes. This is colossal, since it does surpass at different assessment metrics, out-
flanking GPT-3.5 and GPT-4. For case, our model’s Fi of 0.35 + 0.10 outperformed
the standard Llama 3 (0.25 £0.10) and GPT-4 (0.31 £ 0.10). And so, it is in this case,
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discoveries demonstrate self-evident that fitting the model to specific instructions
makes clear and relevant results. Also, semantic similarity of 0.84 + 0.10 implies the
outcome aligns with the referenced content and there is a near relationship between
texts. ChatGPT-4 performed well - worse than standard Llama 3 in semantic similar-
ity, but way better than in other measurements and ChatGPT-3.5. So, we can recom-
mend it for budget information sharing in universities and colleges. Models with less
parameters produced more shallow results and coped worse. GPT-3.5 often “got lost”
when working with the educational program design context. It requires more precise
fine-tuning to successfully work in such assignments.

The first configurations I tried were directed to supervised fine-tuning. And yet
as it gets adapted to subtleties of EP design, more values of evaluation metrics rise. It
was affirmation of its prevalent execution, that it was able to (1) recognize semantic
similarity, (2) identify different cognitive skills and (3) distinguish Bloom’s taxono-
my. This model is not designed just for academics, it has real-world operations. In
human resources it could be used to smooth hiring by extracting skills from resumes.
This human-Al model can boost decision-making in all sorts of areas, from streamlin-
ing corporate workflows to configuring Al super assistants from predefined skill sets.

The other thing we see are limitations. The less sure you are about the dataset’s
domain areas, the more problems you will collect in generalizability. There’s still a
need for further research with more diverse datasets and varying real-world contexts.
Generally, most limitations are tied to the dataset rather than evaluation or training
techniques. There is a lot of future research on exploring the effect of new data sourc-
es and nailing configurations and parameters. Most such work would help better un-
derstand potential in designing educational settings. And thus the root of great work
is in gaining a deeper understanding of the scope of the study.

Conclusion

To sum up, this work pushes the frontier of hybrid human-Al approaches for
educational program design, solving old problems of conventional methods, which
can’t pace to fast evolving world of job market and student needs. Thanks to integra-
tion of our fine-tuned Llama 3 with human experience, our structure provides flexible
and data-informed decisions on educational program design, including program pur-
pose, job vacancies and their corresponding skill sets. Model’s skill extraction perfor-
mance is evidenced by F1 score of 77.6 % (76.2 % for skills and 79 % for knowledge)
and for text generation by F1: 0.35 + 0.10, precision: 0.37 £ 0.12, recall: 0.33 £ 0.10,
BLEU: 0.25 £+ 0.10, semantic similarity: 0.84 = 0.10, that surpasses popular models
like ChatGPT 3.5 and 4.0, on SkillSpan and custom-collected Kazakhstani university
based datasets. These underscores fine-tuned Llama 3 model’s parameters and deep
knowledge base in educational environment.

The result of this work is not only academia but fostering collaboration between
human and Al. In education sector, Al typically used to automate routine tasks, like
grading assessment, attendance tracking and aligning courses, which in turn helps
educators and professors to concentrate on creative and ethical improvements of the
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system. This is also observed in global trend with education and Al, where hybrid sys-
tems enhance human capabilities, instead of replacing it. For example, similar hybrid
educational settings demonstrated promising opportunities for effective management,
increasing student engagement and fostering inclusivity. In Kazakhstan, we have
national initiatives as Al Development Concept 2024-2029, which make accent on
countries that are developing various policies to strengthen human capital, including
through the development of educational programs and courses and the creation of Al
innovation centers. Some of the above-mentioned measures, such as the integration
of Al into educational programs and funding and grants for Al, are applicable to the
current situation in the country.

On other hand, challenges must be addressed to ensure sustainable integration.
Need for technological infrastructure, especially regions with limited computeriza-
tion access, shows scalability problematic. Dataset biases and subjective content from
sources such as HeadHunter and Enbek.kz may lead to inequality, which can be solved
only through diverse and inclusive data collection methods. Institutional hesitation,
often fueled by fears of job loss and human control loss, makes adoption difficult. In
Central Asia, ethical and legal concerns, especially with the data confidentiality and
algorithmic biases, aggravate existing problems. More general global barriers as lack
of funds and Al specialists parallel Kazakhstan’s situation, where only a few research
centers as ISSAI under Nazarbayev University lead research innovation. These lim-
its underscores need for interdisciplinary collaboration between educators, technical
specialists and ethical experts over mere efficiency.

Moving forward, future works ought to center on growing datasets to cover
more differing educational sectors and global standards-based settings, subsequent-
ly improving generalizability. Research on progressive strategies, such as support
learning or generative fine-tuned systems, can advance content generation whereas
reducing bias. Integration of new services, such as Al tutors or virtual reality-based
simulations, as shown in pilot projects demo in Kazakhstan, can grow the scope for
adaptive learning. Policymakers in Kazakhstan and around the world ought to con-
tribute to Al education programs, ethical rules, and foundation to encourage broad
selection, steady with UNESCO’s accentuation on the responsible use of Al in in-
struction. Eventually, this research not only advances the part of Al in education but
motivates to use hybrid solutions to make imaginative learning environments that
will plan understudies for an Al-powered future.
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Abstract. The article presents the implementation of an acoustic monitoring
system based on the Raspberry Pi microcomputer, which provides local signal pro-
cessing in real time. The developed algorithm combines methods of acoustic data
preprocessing, statistical and spectral-wavelet analysis, as well as event detection
based on the short-term to long-term energy ratio (STA/LTA). The system was imple-
mented using Python libraries (NumPy, SciPy, PyWavelets, SQLite3) and tested on
both synthetic and real acoustic datasets. Experimental results confirmed the stable
operation of the Raspberry Pi device during more than two hours of continuous re-
cording without memory leaks, with an average CPU load not exceeding 30 %. The
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obtained results demonstrate the potential of the proposed architecture for develop-
ing autonomous bioacoustic and seismoacoustic monitoring stations operating under
limited computational and power resources. In the future, the system is planned to
be enhanced by integrating wireless communication modules and machine learning
algorithms for intelligent classification of acoustic events and further expansion of its
functionality.

Keywords: acoustic monitoring, Raspberry Pi, digital signal processing, STA/
LTA, wavelet analysis, bioacoustics, seismoacoustics
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AHHoTauusi. Makanana Raspberry Pi MUKpOKOMIBbIOTEpiHE HETi3JeNreH
AKyCTHKAJIBIK MOHUTOPHHT KYWUECIHIH Y3ere achIpbUIybl KapacTelpbuiraH. JKyiie
CUTHAJIapAbl HAKTHl YaKbIT PEeXIMIHAE KEePTuliKTI TypAe eHACyIl KaMTaMachl3
eteni. JlaiiplHganraH alropuTM aKyCTHKANBIK JEpeKTepAl alaplH aja OHIEY,
CTAaTHCTUKAIIBIK JKOHE CIIEKTPAJIbI-BEUBIETTIK Tauaay oOIICTEpiH, COHJAaN-aK
KbICKAa KOHE Yy3aK Mep3imai 3HeprusHbiH KaTbiHacbiHa (STA/LTA) HeriznenreH
OKHWFaNappl aHBIKTAy TocUTiH OipikTipesni. XKyite Python kitamxanamapel (NumPy,
SciPy, PyWavelets, SQLite3) keMeriMeH iCKke achIpblIFaH oHE CUHTETUKAJIBIK TICH
HAKThl aKyCTHUKAJBIK JIepeKTepae ChiHamabl. JKyprisiared ceiHakTap Raspberry Pi
KYPBUIFBICBIHBIH €Ki CaFaTTaH acTaM Y3/I1KCI3 yKa30a Ke31H/Ie JKaIThIH aFbIl KETYIHCI3
JKOHE TPOIIECCOPIbIH opTaria )ykremeci 30 %-1aH acmallThIH JKaFgaia TYPaKThI
JKYMBIC ICTEUTIHIH pacTajbl. AJIBIHFAH HOTWKENIEP YCHIHBUIFAH apXUTEKTYpPaHBIH
€CernTey XKOHE DPHEPrusi pecypcTapbl MIEKTEYJl >KaFaaiia OMOaKyCTHKAJBIK >KOHE
CEHCMOaKyCTHUKAIBIK MOHUTOPHHTTIH aBTOHOM/JIBI CTAHIMSUTAPBIH KYPYFa Kapam bl
eKeHiH KepceTTi. bonamakra xyheHiH (yHKIMOHAIABIK MYMKIHIIKTEpiH KEHEUTY
MaKCaThIH/Ia CHIMCBHI3 OaillaHBIC MOJYJIBJCPIH JKOHE aKyCTUKAIBIK OKHUFalap/Ibl
MHTEJUICKTYaJ/Ibl )KIKTeyTe apHaJFaH MAIIMHAIBIK OKBITY alTOPUTMAEPIH OIpiKTipy
XKocnapiaHy/a.

Tyiiin ce3aep: akycTHKalblK MOHHUTOPHHI, Raspberry Pi, curnammapisl
uudpasik exney, STA/LTA, BeiiBier Tanaay, 0MoaKkycTuka, CEHCMOAKyCTHKA
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AHHoTanusi. B craThe mpezcTaBieHa peanau3anus CUCTEMbl aKyCTHYECKOTO
MOHHUTOpPHHTA Ha 0a3e MukpokommbioTepa Raspberry Pi, obecnieunBaronieii 1okanb-
HyI0 00pa0OTKy CUTHAJIOB B PEXKHMME peaJbHOro BpeMeHU. Pa3zpaboTaHHBIN anro-
PUTM 00BETMHSAET METOBI MPET0OPaOOTKH aKyCTUYECKUX JAHHBIX, CTATUCTHYECKO-
rO ¥ CHEKTPaJIbHO-BEHBIETHOTO aHAIN3a, a TaKXke JETEeKIMI0 COOBITHI Ha OCHOBE
OTHOIIEHUS KpaTKOCpo4dHo u monrocpouHoit sHeprun (STA/LTA). Cucrema
peanu3oBaHa ¢ ucrnoyib3oBanueM OmoOmmotek Python (NumPy, SciPy, PyWavelets,
SQLite3) u mporecTpoBaHa Ha CHUHTETHYECKHX U PEabHBIX aKyCTHMYECKHX IaH-
HbeIX. [IpoBenéHHbIE HCMBITAHUS TOATBEPIWIM CTaOWIbHYIO pPabOTy ycCTpoiicTBa
Raspberry Pi B Teuenne 60ree AByx 4acoB HEMPEPHIBHOI 3anucu 0e3 yTeueK maMsTH,
npu cpeAHeil 3arpyske mporeccopa He Oonee 30 %. [lomyueHHble pe3ynbTaThl
JEMOHCTPUPYIOT BO3MOXXHOCTh MPUMEHEHUS TMPEIVIOKEHHON apXUTEKTyphbl s
CO3/1aHHS AaBTOHOMHBIX CTaHIMM OHMOAKyCTHUYECKOTO M CEeWCMOaKyCTHYECKOTO
MOHHUTOPHHTA, PYHKIIMOHUPYIOUIUX B YCIOBHUSIX OTPAHUYEHHBIX BRIYUCIUTEIBHBIX U
SHEPreTHUECKUX pecypcoB. B mepcnekTuBe mianupyeTcs HHTerpalys 0eCIipOBOIHbIX
MOJYJEH CBSI3U M QITOPUTMOB MAIIMHHOTO OOYyYeHMs ISl MHTEJUIEKTyajlbHOU
KIacCUpUKALUA aKyCTHUYECKUX COOBITUH H paciupeHuss (QyHKIIMOHAIbHBIX
BO3MOYKHOCTEH CHCTEMBI.

KiroueBble ciaoBa: akycTuueckuii MoHuTOopuHr, Raspberry Pi, nudposas
obpabotka curnanos, STA/LTA, BeiiBier-aHanu3, OM0aKyCTHKA, CEHCMOaKyCTHKa
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toBa, II. HOiicso, A.A. XoxmoB. Edge-cucrema akyCTHYeCKOTO MOHHMTOPHHTA
MPUPOJHBIX CUTHAIOB Ha 0asze raspberry pi U MeTOIOB IM(POBON 00pabOTKH
CUTHaJIOB //MeXIyHapOIHBIN KypHal WH(GOPMALMOHHBIX M KOMMYHHUKAIIHOHHBIX
texnosoruit. 2025. T. 6. No. 24. Crp. 304-319. (Ha anr). https:/
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Introduction

The study of natural time series - such as seismic vibrations, acoustic noise, or
bioacoustic signals - is an important area of modern science and technology. Analysis
of such data allows for a deeper understanding of environmental dynamics, the pre-
diction of anomalous events, and the development of early warning systems (Mousa-
vi et. al, 2020, MacHado et. al, 2013). However, such signals typically exhibit a high
degree of noise, non-stationarity, and complex structure, requiring the use of special-
ized digital processing methods (Elbouchikhi et. al, 2021).

In recent years, the concept of edge computing has been rapidly developing.
This approach involves offloading computational procedures to peripheral devices lo-
cated in close proximity to data sources. This approach reduces the load on data trans-
mission networks, decreases latency, and enables the rapid detection of changes in
observed processes (Shi et. al, 2016, Satyanarayanan, 2017, Deng et. al, 2020). This
paradigm is becoming especially relevant in remote or hard-to-reach areas, where the
stable transmission of large data sets to the cloud is limited (Varghese, 2016).

Among inexpensive and energy-efficient computing solutions, Raspberry Pi
occupies a special place. This single-board computer combines compactness, low
cost, and sufficient resources to implement basic signal processing algorithms. It has
been used as the basis for bioacoustic monitoring systems for forest ecosystems (Hill,
2019), platforms for recording seismic vibrations and Raspberry Shake networks
(Hughes et. al, 2025, Zaharia et. al, 2023), as well as distributed solutions for vibra-
tion analysis and monitoring the structural health of engineering structures (Farrar et.
al, 2012).

The methodological basis for such studies traditionally relies on classical dig-
ital signal processing tools. The key tool is spectral analysis based on fast Fourier
transform (FFT), which allows identifying the dominant frequency components of
signals. Wavelet transforms are actively used to analyse non-stationary data, provid-
ing localisation of events in time and frequency (Addison, 2017). Statistical features
such as mean, variance, or entropy provide a compact description of time series.
These approaches are complemented by digital filtering methods and correlation
analysis, which are used to reduce noise and identify hidden relationships between
signals (Bendat et. al, 2011).

Alongside classical methods, increasing attention is being paid to the detection
of anomalies and events based on audio and seismic signals. Research shows the effec-
tiveness of combining spectral and statistical features in technical system monitoring
tasks (Munko et. al, 2025), the use of wavelets to detect rare events (Gul et. al, 2024),
and the development of lightweight algorithms based on discrete wavelet transform
for edge devices (Lo Scudo et. al, 2023). In the field of acoustic analysis, methods for
detecting anomalies in industrial and natural sounds (Pan et. al, 2025, Harandi et. al,
2025) are being actively researched, as well as new hybrid architectures that combine
classical features with machine learning.

Thus, the integration of affordable hardware solutions based on Raspberry Pi
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with classical methods of time series analysis opens new opportunities for creating
effective monitoring systems. This work aims to develop and test a universal acous-
tic signal processing pipeline based on Raspberry Pi, including test data generation,
pre-processing, feature extraction, and automatic event detection.

Methods and materials

The acoustic monitoring system utilises the concept of edge computing. A Rasp-
berry Pi single-board computer equipped with an external microphone for recording
acoustic data was selected as the hardware platform.

The general scheme of the algorithm’s operation is shown in Figure 1. It in-
cludes the following main stages: acoustic signal registration, its pre-processing, di-
vision into time windows, feature calculation, and event detection.

preprocessing
(filtering)

event detection
(STA/LTA, RMS)
feature extraction

|

saving fragments
(WAV)

Recording features
(SQLite/CSV)

Local database Data transfer
(SQLite/CSV) (Wi-Fifserver)

Fig. 1. Architecture of an acoustic monitoring device based on Raspberry Pi.

Synthetic modelling was used to verify the correctness of the data processing
algorithm. The signal included a background component and added synthetic events,
which made it possible to simulate real acoustic conditions. The background com-
ponent was low-amplitude Gaussian white noise, simulating natural environmental
noise. To create events, harmonic bursts with limited duration and an envelope in the
form of a Hanning window were used, which allowed the model to be approximated
to real short-term acoustic pulses.

Figure 2 shows an example of a synthetic test signal. Here you can see back-
ground noise distributed evenly throughout the recording and pronounced harmonic
spikes corresponding to artificially added events.
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Synthetic Test Signal

Amplitude

6 é 4 6 8 10 12
Time (s)

Fig. 2. Synthetic test signal with background noise and harmonic spikes.

After generating the test signal, the next step was to pre-process it in order to
eliminate slow trends and suppress unwanted frequency components (Figure 3). In
practice, this allows the informative part of the recording to be isolated and improves
the efficiency of subsequent analysis. To do this, two sequential transformations were
used: first, linear trend subtraction, and second, bandpass filtering in the 5-200 Hz
range.

Preprocessing of the signal

Raw signal
—— Detrended + Band-pass filtered

Amplitude

0 2 4 6 8 10 12
Time (s)

Fig. 3. Example of signal preprocessing: trend subtraction and bandpass filtering.

Figure 3 shows the result of preprocessing. The original signal (grey) is com-
pared with the processed signal (blue), where smoothing of low-frequency fluctua-
tions and suppression of high-frequency noise are visible, which facilitates the detec-
tion of short-term events in the recording.

After preprocessing, the signal was divided into overlapping time windows of
fixed length. This technique allows the signal to be analysed in the time-frequency
domain and informative features to be extracted for local intervals. In this work, a
window length of 1 s with a step of 0.5 s was used, which provides a balance between
time and frequency resolution.

A set of basic statistical characteristics was calculated for each window:

-root mean square (RMS) value, reflecting the signal energy;

-mean and standard deviation (Mean, STD), characterising the level and spread
of amplitudes;

-skewness and kurtosis coefficients (Skewness, Kurtosis), describing the distri-
bution shape;

-crest factor (Crest Factor), showing the ratio of the maximum value to the
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RMS.

Figure 4 shows an example of signal division into windows: the first five time
intervals are highlighted in red. Statistical characteristics were calculated for them
and are presented in Table 1.

Framing of the signal (example)

1.0 —— Preprocessed signal

0.59

0.04

Amplitude

—0.54

-1.0

0 2 4 6 8 10 12
Time (s)

Fig. 4. Example of windowing signal segmentation and basic feature extraction

Table 1. Example of Calculated Basic Features for the First Five Signal Windows

Frame Ne | RMS Mean STD | Skewness | Kurtosis | Crest Factor
1 0.0882 | -0.0028 | 0.0882 -0.062 0.156 3.25
2 0.0873 | 0.0002 | 0.0873 -0.117 -0.054 3.18
3 0.3396 | 0.0004 | 0.3396 0.084 1.545 3.06
4 0.3396 | -0.0005 | 0.3396 0.092 1.550 3.06
5 0.0895 | 0.0011 | 0.0895 0.115 0.211 3.84

The table shows that windows 3 and 4 demonstrate significantly higher RMS
and Kurtosis values, confirming the presence of an acoustic event in these intervals.
For comparison, windows 1, 2, and 5 contain only background noise, which is reflect-
ed in low RMS values and an increased Crest Factor in the fifth window. These basic
characteristics allow for reliable differentiation between noise and event segments of
the signal.

To highlight the informative characteristics of the signal, spectral features and
energies of wavelet decomposition were calculated.

The spectral centroid was defined as the centre of gravity of the spectrum and
reflects the ‘weighted average’ frequency at which the window energy is concentrat-
ed. Spectral entropy characterises the uniformity of power distribution across fre-
quencies: low values indicate the dominance of narrowband components, while high
values indicate a more uniform spectrum.

In addition, discrete wavelet transforms (DWT) with Daubechies-4 basis and
decomposition depth up to 4 levels was used. For each subband (details D1-D4 and
approximation A4), the total energy of the coefficients was calculated. This approach
allows localising the contribution of different frequency ranges and identifying the
characteristics of the event.

Figure 5 shows the results of spectral analysis of one of the signal windows.
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On the left is the amplitude spectrum, where the position of the spectral centroid is
marked with a dotted red line. On the right is the distribution of energies across wave-
let subbands (D1-D4 and A4).

Spectrum of the frame Wavelet band energies
T
1 --- Centroid = 107.1 Hz 3.0
1
8 25
s 6 2.0
a 15
£ 41 &
<
1.0 A
Z o
0.5+
1
1
04 1
T L T T T T 0.0+ T T
0 100 200 300 400 500 D1 D2 D3 D4 A4
Frequency (Hz) Wavelet subband

Fig. 5. Spectral characteristics and distribution of wavelet energies for a single signal window.

A classic STA/LTA (Short-Term Average / Long-Term Average) detector was
used to automatically identify abnormal sections in the signal. This method is widely
used in seismology to detect P and S phases, but its simplicity and effectiveness allow
it to be used in acoustic monitoring tasks as well.

The idea behind the algorithm is to compare the energy ratio in a short win-
dow (STA) to the energy in a long window (LTA). When an event occurs, the ratio
value increases sharply, which is recorded as exceeding the threshold. After that, a
drop in the indicator below the off-threshold is tracked, which allows the event to be
correctly terminated.

Figure 6 shows an example of how the STA/LTA detector works: the upper part
shows the pre-processed signal, and the lower part shows the STA/LTA ratio curve.
The moments when the threshold is exceeded (red line) correspond to automatical-
ly detected events, which confirms the effectiveness of the method in conditions of
acoustic noise.

Applying the STA/LTA detector to the pre-processed signal allowed us to iden-
tify two local events. The first event was recorded in the interval 1.537-2.123 s, the
second in the interval 5.919-6.429 s. These segments correspond to moments when
the ratio of short-term and long-term energy significantly exceeded the threshold val-
ue, indicating the presence of acoustic disturbances in the signal.

The results of automatic event detection are shown in Table 3.
Table 2. Automatically Detected Events Using the STA/LTA Method

Event Ne Start time (s) End time (s) | Duration (s)
1 1.537 2.123 0.586
2 5.919 6.429 0.510
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Preprocessed signal

1.0+

0.57

0.0+

Amplitude

-0.54

-1.04

0 2 4 6 8 10 12
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Fig. 6. STA/LTA detector operation: pre-processed signal and STA/LTA ratio with highlighted events.

A comparison of these results with the baseline characteristics (Table 1) shows
good agreement between the methods. Thus, for the interval 1.5-2.1 s, corresponding
to the first event, windows of 3-4 s with elevated RMS and Kurtosis values were
previously observed, indicating acoustic activity. Similarly, the second event (5.9-6.4
s) coincides with the section where a harmonic surge at a frequency of 120 Hz was
added to the synthetic signal.

Thus, the STA/LTA detector confirmed the results of the analysis of basic and
spectral-statistical features, ensuring automatic and reliable localisation of events
even in conditions of background noise.

After verifying the operation of individual modules on the workstation, a com-
plete cycle of feature extraction was implemented for all time windows of the signal.
For each window, the following were calculated:

e Basic energy and statistical characteristics (RMS, Mean, STD, Skewness,
Kurtosis, Crest Factor);

o spectral indicators (Spectral Centroid, Spectral Entropy);

o wavelet features (energy of discrete coefficients at four levels of decomposi-
tion and approximating coefficient).

Thus, all modules of the algorithm were tested on synthetic data and combined
into a single processing pipeline. At the final stage, the system was transferred to a
Raspberry Pi microcomputer, which allowed its performance to be tested under lim-
ited resources. Detailed results of the experiments are presented in the next section.

Results

At the final stage, all developed algorithmic modules were integrated into a
[@‘(I This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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unified software system and deployed on a Raspberry Pi 5 Model B microcomputer.
An external USB microphone with a sampling rate of 16 kHz was used as the primary
data source. The software was implemented in Python, utilizing the NumPy, SciPy,
PyWavelets, and SQLite3 libraries.

The implemented system performs a continuous processing cycle consisting
of acoustic signal recording, preprocessing, feature extraction, event detection, and
result storage. Parameter visualization is carried out locally, while processed data are
saved in both CSV and SQLite formats to enable further statistical and machine-learn-
ing analysis.

Figure 7 shows the assembled prototype of the acoustic monitoring device. The
setup includes a Raspberry Pi board, an external microphone, a power supply mod-
ule, and a storage card containing the software environment and database of results.
The connected touch display demonstrates the real-time visualization of the recorded
signal, confirming the correct functioning of the system.

Fig. 7. Prototype of the Raspberry Pi-based acoustic monitoring device.

Performance and Event Detection Quality

The system was tested under continuous recording for a total duration of 10
minutes, using an analysis window of 1 s and a step size of 0.5 s. The average process-
ing time per window was 0.12 s, ensuring real-time operation with sufficient compu-
tational margin. A four-level discrete wavelet decomposition increased CPU load up
to 26-30 %, while memory usage did not exceed 220 MB. These results confirm that
the proposed algorithm can be implemented on resource-limited edge platforms such
as the Raspberry Pi 4.
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To illustrate the detection capability, Figure 8 shows a 5-second fragment of
the recorded acoustic signal. Two distinct impulsive events can be clearly observed
against a low-amplitude background noise, indicating successful signal acquisition
and preprocessing.

Recorded audio signal

0.2 1

0.1

0.0 A

Amplitude

—0.1 1

_02 -

Time, s

Fig. 8. Five-second fragment of the recorded acoustic signal captured by the Raspberry Pi microphone.

Figure 9 presents the result of the STA/LTA-based event detection for the same
signal fragment. The gray regions correspond to intervals where the STA/LTA ratio
exceeded the threshold. The detected segments accurately coincide with the acoustic
impulses observed in Figure 8, demonstrating reliable operation of the event detector.

Signal and STA/LTA-marked regions

0.10 A

0.05 A

0.00 A

—0.05 A

Amplitude

—0.10 A

—0.15 A

Time, s

Fig. 9. STA/LTA-based event detection for the same signal fragment; gray areas indicate threshold exceedance
intervals.

Overall, the implemented system demonstrates stable performance in real-time
operation, reliably detecting short-duration acoustic events even under background
noise. These results validate the feasibility of deploying the developed edge-based
acoustic monitoring system for environmental or seismological early-warning appli-
cations.

The results of automatic event detection are summarized in Table 4. For each

detected event, the system provides the start time, end time, and total duration, calcu-

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

315



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4.

lated in real time on the Raspberry Pi platform.
Table 3. Automatically Detected Acoustic Events Using the STA/LTA Method
on Raspberry Pi.

Event Ne | Start time (s) | End time (s) | Duration (s)
1 1.1069 1.6657 0.5588
2 3.0542 3.5779 0.5237

Both events were detected with a timing deviation below 0.02 s from the ref-
erence intervals, confirming the stability of the algorithm and the accuracy of the
selected threshold parameters.

These results demonstrate that the Raspberry Pi-based system can reliably iden-
tify short-term acoustic disturbances in real time, validating its suitability for field
deployment in environmental and emergency monitoring applications.

The system demonstrated stable continuous operation for more than two hours
without errors or memory leaks. The obtained results confirm that the proposed ar-
chitecture can serve as a foundation for autonomous bioacoustic or seismo-acoustic
monitoring stations, particularly in environments with limited power supply and net-
work connectivity.

Discussion

The experimental results show that using the low-power Raspberry Pi platform
for acoustic monitoring of natural signals is not only technically possible, but also
a practically effective solution. Despite the limited computing resources, the device
consistently performs real-time signal analysis, demonstrating low processing laten-
cy and stability during long-term operation. This is especially important for systems
operating offline, where there is no permanent access to cloud services.

The choice of digital analysis methods — wavelet transformations, calculation
of RMS, asymmetry and kurtosis, as well as estimation of spectral entropy - allowed
us to achieve a balance between recognition accuracy and computational load. Unlike
more heavy-duty neural network solutions, the approach based on digital filtering and
statistical features does not require large resources, which makes the system suitable
for deployment on low-cost sensor nodes.

A comparison with existing studies shows that the proposed architecture reduc-
es data transmission latency by about 30—40 % and eliminates dependence on a stable
Internet connection. Thus, the transition from cloud computing to edge computing
opens up the possibility of creating local sensor networks that can function inde-
pendently of the infrastructure.

The obtained results also indicate the prospects of using the system not only for
laboratory experiments, but also for field tasks, for example, in bioacoustics, seismic
and acoustic monitoring, or environmental observations. At the same time, the proto-
type can be scaled by integrating it with other sensors (vibration, infrared or radar),
as well as combining data into a single IoT network.

Nevertheless, the work has certain limitations. So far, the device processes data
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from only one channel and at a fixed sampling rate. In the future, it is planned to im-
plement an adaptive filtering system for variable noise conditions, as well as imple-
ment a machine learning module for classifying events by types of acoustic signals.

Thus, the proposed system demonstrates the potential for a transition from tra-
ditional signal processing to intelligent peripheral solutions and can become the basis
for creating a new generation of distributed monitoring systems.

Conclusion

This study presented the design and implementation of an edge-based acoustic
monitoring system utilizing the Raspberry Pi microcomputer as a compact and ener-
gy-efficient platform for local signal processing in real time. The proposed architecture
combines preprocessing, statistical and spectral-wavelet analysis, and event detection
based on the short-term to long-term energy ratio (STA/LTA) method. Through the
integration of these techniques, the system successfully achieves a balance between
computational efficiency and detection accuracy.

Experimental evaluation demonstrated that the developed prototype reliably
identifies impulsive acoustic events, maintaining low latency and stable performance
during continuous operation. The combination of statistical indicators such as RMS,
skewness, and kurtosis with spectral entropy analysis enables effective feature ex-
traction under noisy environmental conditions. This confirms the feasibility of using
lightweight digital signal processing methods for real-time acoustic monitoring on
low-power embedded systems.

The hardware and software implementation on the Raspberry Pi platform
proved to be stable and energy-efficient, with minimal processing delays and accept-
able CPU utilization. This makes the system suitable for deployment in autonomous
networks, particularly for seismo-acoustic, bioacoustic, and environmental monitor-
ing tasks where low power consumption and local processing are essential.

The presented work contributes to the growing field of edge computing by
demonstrating that real-time acoustic monitoring can be achieved without reliance
on cloud infrastructure. Such an approach improves system reliability, reduces data
transmission costs, and enhances privacy by processing signals directly at the sensor
node.

Future research will focus on extending the system with wireless communica-
tion modules (Wi-Fi, LoRa, or 5G) and integrating machine learning algorithms for
the classification and prediction of acoustic event types. The incorporation of adap-
tive signal processing and deep learning techniques—such as convolutional neural
networks (CNNs) or attention-based models—will further enhance detection perfor-
mance and enable the creation of distributed intelligent monitoring systems for envi-
ronmental safety and early-warning applications.

Funding Information: This research was funded by the Science Committee of
the Ministry of Science and Higher Education of the Republic of Kazakhstan (Grant
No. AP23488521).
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Abstract. The paper presents the development of a real-time recognition and
classification model for unmanned aerial vehicles (UAVs) and birds based on the
YOLOV10 neural network. This research is highly relevant due to the increasing use
of UAVs in various domains and the associated security challenges. A dataset of 7580
images was compiled from both proprietary UAV flight footage and open sources
such as Roboflow, Ultralytics HUB, and Kaggle. The data were annotated, augment-
ed, and split into training, validation, and testing sets using the Roboflow platform.
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Model training was performed on an NVIDIA GeForce RTX 4080 GPU using the
Ultralytics framework. The resulting model achieved high accuracy, with mAP50
and mAP50-95 scores exceeding those of previous YOLO versions. The network
also demonstrated strong capabilities in object segmentation and tracking, making
it a promising solution for optoelectronic surveillance systems. The findings of this
study may be valuable for developers of UAV and bird detection technologies and
contribute to enhanced safety in sensitive environments.

Keywords: neural networks, classification, recognition, o ptoelectronic sur-
veillance channels, UAVs, YOLO, convolutional neural networks
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anmapatTapbl (¥¥A) MeH KycTapiabl TaHy XoHe d>kikrey wmomenin YOLOvIO
HEHWPOHJIBIK JKEJIiCl HeTi3iHAe 93ipiiey KapacThIpbLIabl. 3€PTTEY TaKbIphIObI ¥ Y A-
HBIH OPTYPJTi caayiapjia KeHiHEH KOJIJJaHbLTY bIHA )KOHE COFaH 0aiJIaHbICThI KAYITICI3/TIK
MOCEJIeNepiHiH  ©3CKTLIIriHe OalIaHbICTBI MaHBI3ABl OOJBINM  OTHIp. Mojaenbi
OKBITY yiIiH 7580 OeitHeneH TYpaThiH JEPEKTEp >KUBIHBI KYpbUIAbl. by Oeitnenep
aBTOpJbIK ¥¥A ymry ka30anapbiHaH >koHe Roboflow, Ultralytics HUB, Kaggle
CUSIKTBI allIbIK Ke3AepJeH KHUHaIAbL. [lepekTepail aHHOTaLuMsAIay, ayrMEeHTalusIay
JKOHE OJIap/bl OKBITY, TEKCepy KOHE TecTUIey JKHUBIHThIKTaphiHa 0oy Roboflow
maTdopMackl apKbuTbl JKy3ere acweipbuiibl. Monens NVIDIA GeForce RTX
4080 rpadukansik mporeccopsl HeriziHme Ultralytics KypbUIBIMBIH Tali1aaHbIIT
OKBITBIIABL. HoTmkecinae ansiaran Mmoaenb mAPS0 sxore mAPS50-95 kepcetkimrepi
ooiipiama YOLO-HBIH anabIHFBl HYCKAJapblHAH aChIl TYCETIH KOFApbhl JOJIKTI
kepceTTi. COHBIMEH KaTap, OyJI MOjellb OOBEKTUIep/li CETMEHTTEY JKOHE OaKbLIay
TaIChIPMaJIapbIH JKOFapbl THIMIUTIKIIEH OpBIHAAM ajJaThIHBIH KOPCETTI, OYJI OHBI
OTITHKAJIBIK-3JICKTPOHIBIK OaKblIay >KyHesnepi YIIiH MepCreKTHUBAIbI MEHTiM eTe/I.
3eprrey HoTkenepl ¥ YA MeH KycTap/bl aHBIKTAY JKYHeJIepiH da3ipiaeymiiep yiiiH
naiianel 00BN, CTPATErHsUTBIK MaHbBI3Ibl HbICAHAAPAFbl KAYITICI3IIKTI apTThIpyFa
BIKITAJ €Tyl MYMKIH.

Tyiiin ce31ep: HEHPOHIBIK JKEIIEP, KIKTEY, TaHYy, ONTUKAIIBIK AJICKTPOHIbI
6akputay apHanapbl, UAV, YOLO, KOHBOMIOIHUSIIBIK HEHPOHIBIK YKETIep
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Kypmamesa, A.E.Anuns6exoB. YOLOV10 Helipaik >KENUTITiHIH HETi31HJe HaKThI
yaKbITTa YIIKBIIICHI3 aBUAIMSHBI TaHY MOJIENIH d3ipiey // XalbIKapalblK akiapar-
TBIK KOHE KOMMYHUKAIUSJIBIK TeXHOJIOTHsIIap >kypHaibl. 2025. Tom. 6. Ne 24, 320—
332 oet. (Arbun). https://doi.org/10.54309/1J1CT.2025.24.4.019.
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AnHoTanusi. B ctathe mpeacraBineHa pazpaboTka MOJENH PaclO3HABAHUS
u Kinaccupukauu OecnmUIOTHBIX JeTartenbHbiXx ammapatoB (BIIJIA) u nrum B
pexuMe peaibHOro BpeMEeHH Ha ocHOBE HeiipoHHOM ceth Y OLOV10. AkTtyanbHOCTb
uccienoBaHus OOyclOBIeHAa pacTymuM wucnonb3oBanueM BIIJIA B paznuuHbIx
cdepax U BO3HUKAIOLIUMHU, B CBSI3H C 3TUM BOMpocaMu obecreyeHus: 6€30MacHOCTH.
Hnsa obydyenust monenu Obim chopmupoBaH natacer u3 7580 wu300pakeHMid,
COOpaHHBIX Kak M3 COOCTBEHHBIX apxuBOB MonétoB BIIJIA, Tak M U3 OTKPBITHIX
UCTOYHUKOB, BKkItouas Roboflow, Ultralytics HUB u Kaggle. Annotuposanue,
ayrMeHTalusl U pa3OueHne AaHHBIX Ha OO0yYarollylo, BAIUJAIIMOHHYIO U TECTOBYIO
BBIOOPKHU OBUIM BBIMOJHEHBI C UCTHoOdb30BaHuEM Iuiatdopmbl Roboflow. OOyuenue
MoJienu npooauiiock Ha rpadudeckom mnporeccope NVIDIA GeForce RTX 4080
c npumeHeHneMm (peiimBopka Ultralytics. [TonyuenHnas mojenb mokasana BBHICOKYIO
TOYHOCTb, ITpeB30K s npeapiaymue sepcun Y OLO no merpukam mAP50 u mAPS50-
95. Takke ObUTa IPOAEMOHCTPUPOBAHA BHICOKAs 23PPEKTUBHOCTH B 3a7a4aX CErMEH-
TallMd ¥ TPEKUHTa OOBEKTOB, UTO JeNaeT €€ MEPCIEeKTUBHBIM PEIICHUEM Jsl CH-
CTeM ONTHKOXJEKTPOHHOTO HabmoneHusi. Pe3ynpTaTsl MccneaoBaHus MOTYT ObITh
MoJIe3HbI pa3padorunkaM cucteM obHapyxkeHus BIUJIA u ntun u cnocobcTBOBaTH
MOBBILICHUIO YPOBHs 0€30MaCHOCTH Ha OXPaHSAEMbIX O0BEKTaX.

KiloueBble ciioBa: HEHpOHHBIE CETH, KiaccU(HKAIMs, pacro3HaBaHHE,
ONITHUKOANEKTPOHHBIE KaHanbl Habmonenus, BIIJIA, YOLO, cBepToyHble HEHPOHHBIE
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Introduction

Real-time recognition of unmanned aerial vehicles (UAVs) through surveil-
lance cameras using neural networks and visual detectors is an urgent area for sci-
entific research. This is driven by the need for public and state security, as UAVs
are now being actively used for illegal activities including espionage, smuggling de-
livery, and combat raids. UAV recognition detection systems are designed to detect
such threats in a timely manner and respond appropriately to neutralize them. They
also play a significant role in protecting critical infrastructure such as airports, power
plants and government buildings where there is a substantial risk of potential attacks.

Real-time drone recognition helps enforce flight regulations and control re-
stricted areas. This is especially important when there are strict requirements and re-
strictions on the use of UAVs in certain areas, such as military bases and private terri-
tories. Modern neural networks and machine learning algorithms can process copious
amounts of data, which provides high accuracy recognition and opens new opportu-
nities for developing effective monitoring systems. Such systems can be integrated
with existing video surveillance systems, making them more affordable and efficient.
The algorithms used as software modules for UAV detection and recognition in opto-
electronic surveillance channels are YOLO, Faster R-CNN, and SSD. In (Alkentar et
all., 2021: 19-31), the authors found that single-stage YOLO detectors and two-stage
Faster R-CNN algorithms compared to SSD provide better accuracy of UAV recog-
nition, while the latter algorithm is also effective in target detection tasks. However,
according to the research results presented in (Seidaliyeva et all., 2020; Singha et all.,
2021). trained YOLO models outperform Faster RCNN in terms of accuracy metrics
and speed (frames per second - FPS), which makes the former algorithm more prom-
ising for real-time UAV and bird recognition and classification tasks. Considering the
recent advances in the improvement of UAV recognition models based on the YOLO
algorithm, we should mention the works (Seidaliyeva et all., 2020; Muzammul, et
all., 2024: 1-1). In (Seidaliyeva et all., 2020), the authors prepared a dataset in the
form of UAV images for training the YOLOV2 neural network. As a result of training,
the model reached the maximum value of mAP50 (average accuracy at the threshold
of intersection of bounding boxes 50 %) - 0.75. In (Alsanad et all., 2022), the authors
studied the features of UAV recognition by YOLOV3 neural network models. By
evaluating the qualitative performance of the trained experimental model, it is pro-
posed to introduce densely connected modules to improve the inter-layer connectiv-
ity of convolutional neural networks, thereby improving the accuracy and FPS. As
a result, the proposed model demonstrated mAP50-95 values of 0.36 and 60 FPS,
which outperform the original YOLOV3 model by 0.03 and 24.45 FPS, respectively.
The mAP values presented in (Seidaliyeva et all., 2020; Alsanad et all., 2022) are not
equivalent, as mAP50-95 (Alsanad et all., 2022) defines the average accuracy at the
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95 % bounding box crossing threshold, which implies comparatively lower values
compared to mAP50. A better model of the YOLO architecture, YOLOV4, is used
in (Singha et all., 2021), where the authors achieved mAP50 values of 0.75, which
is consistent with the results of (Seidaliyeva et all., 2020). However, the YOLOv4
models can be considered preferable to the YOLOv2 algorithm primarily due to its
higher FPS, which is important for recognizing small objects such as UAVs in real
time. In (Al-Qubaydhi et all., 2022; Aydin et all., 2023), YOLOvVS5 was used as a pre-
trained neural network, which is currently considered to be the most popular model
of the YOLO architecture for solving the problems of recognizing and classifying any
objects from a user’s dataset, with training and inference available on the CPU. The
neural network from the first paper (Al-Qubaydhi et all., 2022; Aydin et all., 2023),
achieved a mAP50 value of 0.947, while the authors from trained the model to a
mAPS50 value of 0.904. The paper (Zhai et all., 2023) presents the results of training
more advanced versions of YOLO:

- YOLOvVS5: mAP50 - 0.912;

- YOLOX: mAP50 - 0.887;

- YOLOV7: mAP50 - 0.524;

- YOLOv7-tiny: mAP50 - 0.85;

— YOLOVS - 0.953.

However, the authors [7] did not provide the performance of the mAP50-95
metric, which can provide more reliable information about the quality of UAV recog-
nition and detection. In 2023, Ultralytics presented an improved algorithm, YOLOvV9
(Li et all., 2024). By incorporating programmable gradient information (PGI) and an
efficient layer aggregation network into the architecture, this model will limit the loss
of information in successive layers of a deep neural network. YOLOV9 like previous
versions utilizes a non-maximal suppression (NMS) algorithm in the post-processing
stage, designed to remove unnecessary object bounding boxes. Its use often discards
useful predictions and increases computational cost, which is detrimental to the detec-
tion and recognition performance of small and maneuverable objects such as UAVs
and birds. In this paper, a YOLOv10 model will be trained, which by incorporat-
ing new post-processing techniques from the DETR architecture (Muzammul, et all.,
2024: 1-1), is hypothesized to increase the recognition and classification accuracy of
UAVs and birds. As an analytical accuracy parameter that guarantees the effective-
ness of the developed model, mAP50-95 is chosen.

Materials and methods

A more advanced model for real-time recognition and classification of UAVs
and birds is based on the YOLOvV10 algorithm. YOLOvV10 is a neural network based
on two key principles: training the model without NMPs and designing based on ef-
ficiency and accuracy. The first concept is provided by integrating the advantages of
neural networks of the DETR architecture, namely the use of dual label assignment
and a consistent metric for matching predictions (Figure 1).
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Fig. 1. Concept of the YOLOvV10 Model

The dual purpose of labels is defined by the architectural solution of using
two Heads, where the first Head performs One-to-One matching (provides only one
prediction to each benchmark from the user dataset without the use of NMPs) and the
second Head performs One-to-Many matching. By utilizing the One-to-Many branch,
comprehensive and tight control is provided to ensure that accuracy is maintained.
Throughout the training phase, both Heads are used simultaneously, except for the
Inference (prediction) phase. At this stage, only the One-to-One branch is used, this
decision is made to reduce computational cost while maintaining the accuracy and
efficiency of the model. To guarantee the coincidence of the forecasts of the two
branches, a consistent metric (or matching metric) is used. The principle of operation
of this metric is described by equation (1):

m(a,b) =d -p®-loU(B,B)” (D

where m is the corresponding accuracy metric (“One to One” or “One to
Many”), d is the degree of localization of the prediction reference point within the
instance, p is the classification score, a and b are the parameters defining the classi-
fication and localization tasks, respectively, IoU is the parameter defining the area
of overlap between the predicted and actual frames, is the bounding boxes of the
prediction and the instance, respectively. Matching the metrics of both branches
ensures that the best samples are matched, thus comprehensive learning control is re-
alized. Designing a performance-based model involves facilitating the classification
channel by using two depth-separable convolutions followed by a 1x1 convolution
(point convolution). The point convolution allows increasing the number of channels,
while the depth convolution reduces the spatial dimensions, such a solution allows
reducing the computational cost, as well as preserving more useful information in the
downsampling stage. The accuracy orientation of the model is ensured by increasing
the dimensionality of kernels in deep convolution layers, as well as by using the par-
tial self-awareness module (PSM).
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YOLOVI10 supports 6 scales depending on the limitations of the computational
resources of the hardware. The YOLOv10m version, which represents a medium ver-
sion for universal use, is chosen for the experimental study. The training dataset used
for the YOLOv10m model consists of 7580 images, comprising two balanced classes:
UAVs and birds. The dataset was assembled from a combination of open-source re-
positories (Roboflow, Ultralytics HUB, Kaggle) and proprietary UAV flight footage
collected in field conditions. The selection process deliberately incorporated diverse
environmental conditions, including different lighting levels, backgrounds, and ob-
ject scales, to ensure the model’s robustness and generalizability. To further improve
variability and mitigate overfitting, a custom Python-based augmentation script was
developed. It performed operations such as horizontal and vertical flipping, rotation,
blurring, contrast and brightness adjustments, noise addition, and scaling transfor-
mations. These augmentations were applied selectively based on class and environ-
mental context. The dataset was then annotated, augmented, and split into training,
validation, and test sets in a 70/20/10 ratio using the Roboflow platform.

Training, validation and testing of the model (Fig.2) YOLOvIOm is real-
ized based on AD103 graphics processor of NVIDIA GeForce RTX 4080 graphics
card with support of CUDA Toolkit 12.1. The program code in Python language is
implemented in PyCharm 2024 environment using Ultralytics framework, which
allows using the open-source resource of pre-trained YOLOv10 models. The follow-
ing hyperparameters are set for training the neural network on the user set: number
of epochs: 300; packet size: 16; learning rate: 0.001; momentum: 0.9; weight drop:
0.0005 and image size: 640. The trained YOLOv10m model has a file size of “best.pt”
of 101 MB. To determine the FPS, the trained neural network is tested on inference
using two test videos of UAV and bird flights.

To compare the accuracy of the experimental neural network with the previ-
ous versions, the YOLOv8m and YOLOv9m models corresponding in purpose were
also trained on the user dataset. The mAP50-95 metric was chosen as the comparative
accuracy parameter to evaluate the ability of visual detectors to recognize and local-
ize small objects.

Results

Figure 3a-d shows the accuracy metrics of the YOLOv10m model trained on
a custom dataset of UAVs and birds.

The frames of testing the trained model on the inferno using two videos of a
DJI F450 UAV flight and a bird are shown in Figure 4a,b.

Figure 5a, b shows the comparison plots of mAP50-95 accuracy metric and
fast performance (FPS) of YOLOv8m, YOLOv9m and YOLOv10m neural networks.

As a result of the diagrams analysis, we can conclude about the effectiveness
of using the trained YOLOv10m model in the tasks of recognition and classification
of UAVs and birds in optoelectronic surveillance systems.
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Fig. 2. Testing of the Trained YOLOv10m Neural Network Model
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Fig. 3. Metrics of Training Results of the YOLOv10m Neural Network: a - Precision; b - Recall; ¢ - mAP50;
d - mAP50-95.
Discussion

A dataset of 7580 UAV and bird images is prepared for training the exper-
imental model of YOLOv10m neural network. After annotation and augmentation
stages, the user dataset using Roboflow.com service is distributed in the percentage
of 70/20/10 for training, validation and testing tasks, respectively. The training of
experimental neural network resulted in the following maximum values of accuracy
metrics (Fig. 4a-d):

- Completeness: 0.883;

- Accuracy: 0.907;

- mAP50: 0.953;

- mAP50-95: by 0.628.
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Fig. 4. Inference Frames of the Trained YOLOv10m Model: (a) Frame from the DJI F450 Flight Video; (b)
Frame of a Bird (Seagull) Flight

In terms of mAPS50 metric, this model outperforms detectors from (Seidali-
yeva et all., 2020; Alsanad et all., 2022; Singha et all., 2021; Al-Qubaydhi et all.,
2022; Aydin et all., 2023; Zhai et all., 2023). Comparing the mAP50-95 metrics (Fig.
5a), YOLOv10m outperforms YOLOv8 by 0.058 and YOLOV9 by 0.031 in terms of
accuracy, which proves the greater efficiency of the first model to recognize and lo-
calize small objects such as UAVs and birds in the far-field surveillance area. In terms
of FPS, YOLOv10m is second only to the trained model YOLOv8m, which proves
that the first model can be used in real-time in optoelectronic surveillance channels,
combining the segmentation and tracking functions of small objects such as UAVs
and birds.
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The results of the experiments indicate that the trained YOLOv10m model
demonstrates strong robustness to varying environmental and operational conditions.
The dataset included images captured under different weather scenarios (cloudless
sky, partial cloudiness, low light, and fog-like conditions), various camera angles, and
dynamic backgrounds. As a result, the model maintained high detection performance
across these variations, confirming its adaptability to real-world deployments in out-
door optoelectronic surveillance systems. Furthermore, this opens avenues for future
research focused on expanding the model’s capabilities in more complex environ-
ments, such as night-time recognition, detection under severe weather disturbances,
and integration with radar or infrared sensor data for multi-modal UAV classification.
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Conclusion

1) In order to develop a new efficient model for UAV and bird recognition and
classification, the YOLOv10m model is selected, which bypasses the Non-Maximal
Suppression (NMS) algorithm in its architecture by introducing the concepts of dual
label assignment, consistent metric for prediction matching and focus on accuracy
and efficiency in design. A user dataset of 7580 images is prepared to train the experi-
mental models, of which 5306 (70 %) are specifically designed for training, 1516 (20
%) are oriented for validation and the remaining 758 (10 %) are used in the testing
phase of the neural network.

2) YOLOV10m training is implemented based on AD103 GPU of NVIDIA
GeForce RTX 4080 video card with CUDA Toolkit 12.1 support. As a result of eval-
uation of the obtained accuracy metrics, YOLOV10 outperforms the known visual
detectors YOLOv2, YOLOvV3, YOLOv4, YOLOvS, YOLOvV7, YOLOX and YOLOvVS
described in (Seidaliyeva et all., 2020; Alsanad et all., 2022; Singha et all., 2021;
Al-Qubaydhi et all., 2022; Aydin et all., 2023; Zhai et all., 2023) by mAP50.

3) To compare the efficiency of recognition and localization of small objects
using the mAP50-95 metric, previous versions of the YOLO algorithm: YOLOvS8 and
YOLOV9 were trained on a user dataset. YOLOv10m was 9% more accurate than the
former and 5% more accurate than the latter.

4) As a result of testing the trained YOLOv10m neural network on inference,
it is found that this model can recognize and classify UAVs and birds in real time with
high accuracy and efficiency. According to the high FPS values (average 196 FPS),
this model is capable of segmenting and tracking localized objects, combining the
classification task.

5) The results of this study will be useful to the developers of UAV and bird
detection, recognition and classification systems.

REFERENCES

Alkentar, Saad & Alsahwa, B. & Assalem, A. & Karakolla, D. (2021). Practical comparation of the accura-
cy and speed of YOLO, SSD and Faster RCNN for drone detection. Journal of Engineering. — 27. — 19-31.
10.31026/j.eng.2021.08.02.

Alsanad, Hamid & Sadik, Amin & Ucan, Osman & Ilyas, Muhammad & Bayat, Oguz. (2022). YOLO-V3
based real-time drone detection algorithm. Multimedia Tools and Applications. — 81. — 1-14. 10.1007/s11042-
022-12939-4.

Al-Qubaydhi, Nader & Alenezi, Abdulrahman & Alanazi, Turki & Senyor, Abdulrahman & Alanezi, Naif
& Alotaibi, Bandar & Alotaibi, Munif & Razaque, Abdul & Abdelhamid, Abdelaziz & Alotaibi, Aziz. (2022).
Detection of Unauthorized Unmanned Aerial Vehicles Using YOLOVS and Transfer Learning. Electronics. — 11.
—2669. 10.3390/electronics11172669.

Aydin B., Singha S. (2023). Drone Detection Using YOLO v5. Eng. — 4. DOI: 10.3390/eng4010025.

Li, Jun & Feng, Yongqiang & Shao, Yanhua & Liu, Feng. (2024). IDP-YOLOV9: Improvement of Object De-
tection Model in Severe Weather Scenarios from Drone Perspective. Applied Sciences. — 14. — 5277. 10.3390/
appl412125277.

Muzammul, Muhammad & Algarni, Abdul & Ghadi, Yazeed & Assam, Muhammad. (2024). Enhancing UAV
Aecrial Image Analysis: Integrating Advanced SAHI Techniques with Real-Time Detection Models on the Vis-
Drone Dataset. IEEE Access. — Pp. 1-1. 10.1109/ACCESS.2024.3363413.

Seidaliyeva U., Alduraibi M., Ilipbayeva L., Almagambetov A. (2020). Detection of Loaded and Unload-
ed UAV Using Deep Neural Network. In Proceedings of the 2020 Fourth IEEE International Conference on

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
Y International License

331



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4.

Ro-botic Computing (IRC), Taichung, Taiwan. — November 9-11. — 2020. — Pp. 490-494. DOI: 10.1109/
IRC.2020.00093

Singha S., Aydin B. (2021). Automated Drone Detection Using YOLO v4. Drones. September —2021. DOI:
10.3390/drones5030095.

Zhai X., Huang Z., Li T., Liu H., Wang S. (2023). YOLO-Drone: An Optimized YOLOvVS Network for Tiny
UAV Object Detection. Electronics. — 12. —3664. DOI: 10.3390/electronics12173664

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License [@m

332



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025. Vol. 6. Is.4.

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)

ISSN 2708-2040 (online)

Vol. 6. Is. 4. Number 24 (2025). Pp. 333-350

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2025.24.4.020

MPHTH 28.23.37

DETECTING DUPLICATES IN KAZAKH TEXTS: A COMPARISON OF
TF-IDF, WORD AND SENTENCE EMBEDDINGS

A.O. Tleubayeva’, S.V. Biloshchytska, O. Kuchanskyi,
A.A. Mukhatayev, A.B. Nugumanova
Astana IT University, Astana, Kazakhstan.
E-mail: bsv@astanait.edu.kz

Arailym Tleubayeva — PhD student, senior lecturer at the School of Artificial
Intelligence and Data Science, Astana IT University, Astana, Kazakhstan

E-mail: a.tleubayeva@astanait.edu.kz, https://orcid.org/0000-0001-9560-9756;
Svitlana Biloshchytska — Doctor of Technical Sciences, Professor at the School of
Artificial Intelligence and Data Science, Astana IT University, Astana, Kazakhstan
https://orcid.org/0000-0002-0856-5474;

Oleksandr Kuchanskyi — Doctor of Technical Sciences, Professor at the School of
Artificial Intelligence and Data Science, Astana IT University, Astana, Kazakhstan
https://orcid.org/0000-0003-1277-8031;

Aidos Mukhatayev, Candidate of Pedagogical Sciences, Professor at the School of
General Education Disciplines, Astana I'T University, Astana, Kazakhstan
https://orcid.org/0000-0002-8667-3200;

Aliya Nugumanova— PhD, Head of the Scientific and Innovation Center «Big Data
and Blockchain Technologies», Astana IT University, Astana, Kazakhstan
https://orcid.org/0000-0001-5522-4421.

© A.O. Tleubayeva, S.V. Biloshchytska, O. Kuchanskyi, A. A. Mukhatayev, A.B.Nugumanova

Abstract. This paper presents a comprehensive comparison of TF-IDF, word,
and multilingual sentence embeddings for automatic duplicate detection in Kazakh
texts. Experiments use the KazakhTextDuplicates dataset with labels for exact,
paraphrase, contextual, and partial duplicates. All models were evaluated within a
unified setup featuring standardized preprocessing, L2-normalized vectors, and
validation-based threshold tuning. The Word2Vec model with TF-IDF weighting
achieved the highest performance (F1 = 0.996; ROC-AUC = 0.9999; PR-AUC =
0.9999). The TF-IDF (1-3-grams) method remained competitive for exact and
partial overlaps (PR-AUC = 0.932; ROC-AUC = 0.775), while FastText provided the
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and Snowflake Arctic achieved the best PR-AUC (=0.614). In retrieval, the BM25
followed by dense re-ranking pipeline produced a small but consistent improvement
over dense-only search (Recall@10: +0.04—0.12 pp; nDCG@10: +0.10-0.13 pp),
confirming the effectiveness of combining lexical and semantic features for duplicate
detection in morphologically rich, low-resource languages such as Kazakh.
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sentence embeddings; semantic similarity; BM25; dense retrieval; hybrid reranking;
low-resource NLP
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AHHOTanusi. Makanaaa Ka3ak TUTIHJET1 MOTIH JTyOJMKaTTapblH aBTOMATTHI
typae anbikray yurH TF-IDF, ce3nmik skoHe xenTinmi ceijeM SMOEITUHTTEpI Ke-
meHAl Typae calbICThIphUIAbl. DkcriepuMentTep KazakhTextDuplicates nepekrep
KUHAFBIHJIA JKYPTi3UIli, MyHJa JKYITap «HAKThI», «mapadpas», «KOHTEKCTIK»
KOHE «imIiHapa» AyOauKarT peTiHjae TaHOalaHraH. bapiblk Mojaenbaep OipbIHFal
HKCIIEPUMEHTTIK OpTaja OaranaH[pl: CTaHAAPTTAIFaH aljblH ana eHjey, L2-Hop-
MajlaHFaH BEKTOpJIap JKOHE BallMJaIlvs apKbpUIbl meK MoHiH Oamrtay. TF-IDF-nen
canmakranran Word2Vec Mozem eH skorapbl HoTmxkenepre sxerti (F1 = 0.996;
ROC-AUC = 0.9999; PR-AUC = 0.9999). TF-IDF (1-3-rpamMma) ofici HaKThI K9HE
imriHapa coiikectikrep yurin tuimai 6omael (PR-AUC = 0.932; ROC-AUC = 0.775),
an FastText xorapsr TonbIKTHIK (R = 0.99) kepcerti. KenTinmi Moaenbaep apacbiHaa
BGE-m3 xone Snowflake Arctic PR-AUC OGoiibiaima y3zik HoTHREepre (<0.614)
xeTTi. [31ey MmingeTinae BM25 jxoHe KeHiHT1 THIFbI3 KailiTa paHXUPJIEY TOCUII THIFbI3
13/IeyMEH caJbICThIpFaHIa a3 Oosca na TypakThl ociM kepcerti (Recall@10: +0.04—
0.12 1.6.; nDCG@10: +0.10-0.13 11.6.), OYJT JIEKCUKAJIBIK JKOHE CEMaHTHKAJIBIK OeJI-
rijepai OIpiKTIpyIiH THIMAUTITIH TS I

Tyiiin ce3aep: nyonmukarTapasl anpikTay; Ka3ak tim; TF-IDF; ce3nik amben-
JUHTTED; COUIIEMIIK IMOCTMHTTEP; CEMaHTHKAJBIK YKCACThIK; BM25; THIFBI3 137y
(dense retrieval); THOpUATI KaliTa paHXHUPIILY; PECypChI MeKTey: Tuiaep yuria NLP
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AHHoTanus. B cTathe nmpeacTaBieH BCECTOPOHHUN CPaBHUTENbHBIN aHAU3
mMeTonoB TF-IDF, cioBapHBIX MU MHOTOSI3BIYHBIX SMOEIIMHTOB TPEIIOKCHUN IS
aBTOMAaTUYECKOTO OOHapyXeHHs TyONHMKaTOB B Ka3aXCKHUX TEKCTaX. DKCIEpUMEH-
ThI ipoBesieHbl Ha Aaracere KazakhTextDuplicates, BkirouarorieM mapsl ¢ METKaMH
«TOYHBIIY, «Tapadpas», «KKOHTEKCTyalIbHBII» U «9acTUYHBINY TyOnukar. Bce mone-
JIM OLIGHWBAJUCh B €IUHON SKCIIEPUMEHTAILHON cXeMe ¢ YHU(DUIIMPOBAHHOHN Tpe-
no0paboTkoii, L2-HOpMUPOBAHHBIMU BEKTOPHBIMH MPEJCTABICHUSIMHA U MOJ00POM
nopora 1o BanuaanonHou Beioopke. Monens Word2Vec ¢ TF-IDF-B3pemmBanuem
nokazana Hawryumue pesyisrarsl (F1 = 0.996; ROC-AUC = 0.9999; PR-AUC =
0.9999). Meton TF-IDF (1-3-rpamMMbl) MpOIEMOHCTPUPOBAII BBICOKYIO TOYHOCTH
JUTSL TOYHBIX 1 9acTHYHBIX coBranenuid (PR-AUC =0.932; ROC-AUC = 0.775), Tor-
na kak FastText obecneunn makcumaibHyto moHOTY (R = 0.99) mpu ymepeHHOM
ToyHOCTU. Cpenr MHOTOSI3bIUHBIX Mojeneil pydmue nokazarenn PR-AUC (=0.614)
nonyueHsl 11 BGE-m3 u Snowflake Arctic. B 3agadue noucka qy0nukaToB ruOpui-
Has cxemMa BM25 ¢ nmocnenyronym mioTHBIM NepepaHkupoBaHUEM oOecreymnia He-
00JIBI110#1, HO CTAOUITBFHBIN IPUPOCT 110 CPABHEHUIO C TIOTHBIM TonckoM (Recall@10:
+0.04-0.12 n..; nDCG@10: +0.10-0.13 m.1.), yto moaTBep:xaaeT 3hHEeKTUBHOCTD
COYETaHMSI IEKCHYECKUX M CEeMAHTUYECKUX MPU3HAKOB Ui MOP(POIOTHUECKH CIIOXK-
HBIX, HU3KOPECYPCHBIX SI3BIKOB.

KioueBble cjioBa: oOHapyXeHHE TyONHMKAaToB;, Ka3aXCKWil s3bIK; TF-
IDF; sM0enauuru cioB; SMOEIIUHTH TPEIVIOKEHUN; CEeMaHTHYECKOE CXOJCTBO;
BM25; mnotHeiit mouck (dense retrieval); ruOpuanbiii mepepanxupuar; NLP s
HU3KOPECYPCHBIX SI3BIKOB
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KongaukT mHTepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUU KOH(IIMKTA
HUHTEPECOB.

Introduction

The rapid expansion of digital text corpora has intensified the demand
for effective tools in information retrieval, plagiarism detection, and large-scale
document management. A fundamental challenge in this area is duplicate detection,
which refers to identifying exact or near-exact repetitions of text fragments across
collections. While this task has been extensively studied for high-resource languages
such as English, Russian, and Chinese (Wang et al., 2020; Li et al., 2021), there
remains a considerable gap for low-resource languages, including Kazakh. Kazakh
poses unique challenges for duplicate detection due to its agglutinative morphology,
rich inflection, and free word order (Mussiraliyeva et al., 2024). Small variations
in affixes or syntax often alter surface forms without affecting semantic meaning,
complicating the design of robust detection systems.

Traditional statistical approaches, particularly term frequency—inverse
document frequency (TF-IDF), have proven effective for identifying near-exact
duplicates but struggle with paraphrased or contextually similar fragments (Cheng
et al.,, 2020). Advances in neural embeddings have significantly expanded the
scope of text similarity modeling. Word embeddings such as FastText can capture
subword information and morphological patterns, which is especially beneficial
for agglutinative languages (Bojanowski et al., 2017). Building upon this, sentence
embeddings trained on large multilingual corpora (e.g., LaBSE (Feng et al., 2020),
E5 (Wang et al., 2024), BGE (Chen et al., 2024), GTE/mGTE (Zhang et al., 2024),
Snowflake Arctic (Yu et al., 2024), and Alibaba GTE) enable robust comparison
of entire sentences or paragraphs, encoding both syntactic and semantic similarity.
These models have recently achieved strong performance in multilingual semantic
similarity and retrieval tasks (Xu et al., 2025; Mansurova et al., 2024).

Despite these advances, Kazakh remains underrepresented in large-scale
pretraining datasets, and the applicability of embedding-based approaches to duplicate
detection in Kazakh has not been systematically investigated. Prior work in Kazakh
NLP has focused mainly on morphological analysis, corpus construction, and part-
of-speech tagging (Akhmed-Zaki et al., 2021; Mansurova & Rakhimova, 2025), with
only limited exploration of semantic similarity or duplicate detection. To the best of
our knowledge, no comparative study has benchmarked statistical, word-level, and
sentence-level representations on a dedicated Kazakh duplicate detection dataset.

This study addresses this gap by conducting a comparative evaluation of TF-
IDF, word embeddings, and sentence embeddings for duplicate detection in Kazakh
texts. We employ the KazakhTextDuplicates dataset (Tleubayeva, 2025), which
includes labeled examples across categories such as exact duplicates, paraphrases,
contextual duplicates, and partial overlaps. Our research is guided by the following
questions:
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1.Which representation methods provide the highest accuracy for duplicate
detection in Kazakh texts?

2. How robust are these methods to preprocessing and parameter variations?

3.Does a hybrid re-rank strategy improve retrieval-oriented recall compared
to standalone methods?

Based on prior findings, we formulate the following hypotheses:

HI1: Sentence embeddings will significantly outperform TF-IDF and word
embeddings on paraphrased and contextual duplicates, as they capture semantic
equivalence beyond surface similarity (Feng et al., 2020; Wang et al., 2024; Chen et
al., 2024; Yu et al., 2024; Zhang et al., 2024).

H2: Character n-gram TF-IDF will remain competitive on exact and partial
duplicates, where surface overlap dominates, even if its performance degrades on
semantic cases (Cheng et al., 2020; Bojanowski et al., 2017).

H3: A hybrid BM25 followed by dense re-ranking strategy will achieve higher
Recall@k than standalone BM25 or dense models, providing a balanced approach to
both lexical and semantic similarity (Xu et al., 2025; Mansurova et al., 2024).

By systematically evaluating these approaches, this paper contributes to
the development of duplicate detection systems for Kazakh and provides insights
applicable to other morphologically rich, low-resource languages.

Materials and methods

Dataset and Preprocessing

We employ the publicly available KazakhTextDuplicates dataset (Tleubayeva,
2025), created specifically for duplicate detection in Kazakh. The corpus consists of
pairs of text fragments annotated as duplicate or non-duplicate, with fine-grained
duplicate categories that include exact, paraphrase, contextual, and partial overlaps.
This label design enables separate analysis of surface-level and semantic similarity
cases.

For fair comparison, we split the data into train/validation/test=70%/10%/20%
using stratified sampling by duplicate type, preserving the proportion of each category
across subsets. Stratification is especially important to maintain balanced coverage of
both trivial exact matches and more challenging paraphrased/contextual examples.

For the word-embedding baselines reported in this paper, we use an operational
subset stored at kk pairs_with nondup.csv, derived from the original dataset. Each
record contains the source text A (content), the modified text B (modified content),
and a label type duplicate € {exact, paraphrase, partial, nondup}. In this subset,
contextual duplicates from the source corpus are not included, to keep a consistent set
of positive types for per-type F1 versus the non-duplicate class used as the negative
reference.

Given the agglutinative morphology of Kazakh, preprocessing was crucial for
improving model robustness. The following steps were applied consistently across
all methods:

1. Text normalization: lowercasing and Unicode normalization.
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2. Stop-word removal: using a curated list of Kazakh stop-words.

3. Lemmatization/Stemming: leveraging available Kazakh morphological
analyzers to reduce words to canonical forms.

4. Segmentation: texts were segmented into sentences or short paragraphs to
form candidate fragments for comparison.

This uniform preprocessing ensured comparability between statistical, word-
level, and sentence-level approaches.

Representation Methods

This study employed three main approaches to text representation: the
statistical TF-IDF method, distributed word embeddings, and sentence embeddings
(Table 1). Each of these techniques was implemented and tested within the task of
duplicate detection in a corpus of Kazakh texts.

The TF-IDF (term frequency—inverse document frequency) method was
used to construct vector representations of text fragments based on term frequency
distributions. Several configurations were tested, including unigram, bigram, and
trigram models, as well as character-level n-grams (char_wb) ranging from three to
six characters. The latter was particularly relevant for Kazakh, a morphologically
rich language with complex affixation. To improve representation quality, frequency
thresholds were applied: extremely rare and overly frequent terms were excluded
using min_df and max_df parameters. This setup enabled a direct comparison
between lexical and character-based features, especially in detecting exact and partial
duplicates (Li et al., 2022; Bakiyev, 2022).

Distributed ~ word  representations were built  using  pre-
trained FastText and Word2Vec models adapted for multilingual and Kazakh
corpora. Each word was mapped into a vector space, and fragment-level vectors were
obtained by aggregating individual word vectors. Several aggregation strategies were
considered: simple averaging, TF-IDF weighted averaging to highlight informative
terms, and max pooling as an alternative baseline. These methods provided an
intermediate level of representation between surface-level statistical features and
context-sensitive sentence-level embeddings (Biloshchytska et al., 2025; Ayazbayev
etal., 2023).

To capture semantic and contextual information at the sentence or paragraph
level, several modern multilingual encoders from Hugging Face were evaluated.
Specifically, the models included LaBSE (Feng et al., 2020), intfloat/multilingual-e5-
base (Wang et al., 2024), BAAI/bge-m3 (Chen et al., 2024), Snowflake Arctic (Yu et
al., 2024), and Alibaba GTE/mGTE (Zhang et al., 2024). Each fragment was mapped
to a single vector, which was subsequently L2-normalized to ensure consistency in
similarity computation. Where appropriate, dimensionality reduction was applied
to standardize the representations. These models offered a more robust means of
identifying paraphrased and contextual duplicates compared to purely statistical
approaches.
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Table 1. Summary of Methods and Hypotheses Tested.

Method Representative Models / | Target Related Expected Role in Results
Group Settings Duplicate Hypothesis
Types
TF-IDF Word n-grams (1-3), Exact H2 Strong baseline for surface
min_df=3-5, max_df= | duplicates, similarity; char wb expected
0.85-0.95; Partial to remain competitive on near-
overlaps exact cases
char_wb n-grams (3—6)
Word FastText, Word2 Vec; Partial (bridging Better than TF-IDF for
Embeddings | pooling strategies: mean, | overlaps, some | case morphologically rich
TF-IDF-weighted, max paraphrases between fragments; less robust than
HI1 and sentence embeddings
H2)
Sentence LaBSE, multilingual-E5, | Paraphrases, H1 Expected to outperform TF-
Embeddings | BGE-m3, Snowflake Contextual IDF/WordEmb on semantic
Arctic, GTE duplicates similarity tasks
Hybrid BM25 — Dense rerank All categories | H3 Expected to improve
Retrieval (cosine similarity on (retrieval Recall@k compared to
embeddings) scenario) standalone BM25 or dense
retrieval

Evaluation Metrics

All sentence vectors are L2-normalized prior to similarity computation.
The primary similarity measure is cosine similarity; for robustness, we additionally
evaluate using Euclidean and Manhattan distances.

When using distances, either (1) convert them to a “pseudo-similarity” s=1—d,
or (i1) tune the threshold directly in the distance scale over a meaningful range. On
the validation split, the decision threshold 7 is selected over a uniform grid (for co-
sine, 1€[0.00,0.99] with step 0.01). The optimal threshold t* is determined by maxi-
mizing the F1-score:

o
T' = argmax F, (1) 0

where F1(t) denotes the F1-score computed at a given threshold 7.

To rigorously evaluate the performance of the duplicate detection methods, we
employed both classification-oriented metrics and ranking-oriented metrics. These
measures were chosen to capture complementary aspects of model performance:
precision of duplicate detection, ability to retrieve all duplicates, robustness across
thresholds, and performance on imbalanced data.

Precision quantifies the proportion of text pairs predicted as duplicates that are

actually correct. Formally:
TP
" TB+FP

(2)

where TP is the number of true positives (correctly identified duplicates), and
FP is the number of false positives (non-duplicates misclassified as duplicates).
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We use precision because in real-world scenarios (e.g., plagiarism detection or
document management), false alarms can undermine trust in the system.
Recall measures the proportion of actual duplicates that were successfully

retrieved by the model:
TP

TE+FN (3)

where FN denotes false negatives (missed duplicates).

Recall is critical in our experiment because missing true duplicates reduces
the effectiveness of applications such as information retrieval and knowledge dedu-
plication in Kazakh corpora.

The F1-score balances precision and recall by computing their harmonic mean:

— 5. ER
F1=2 P+R 4)

This metric is particularly suitable for our task, as it penalizes extreme trade-
offs (e.g., high recall but very low precision). It provides a single score to compare
methods under varying thresholds.

The area under the Receiver Operating Characteristic curve (ROC-AUC)
evaluates the model’s ability to discriminate between duplicates and non-duplicates
across different thresholds:

ROC — AUC = f:TPR(FPRj dFPR )

where
TPR=—=_ FPR=—
TE+FN FR+TN (6)

ROC-AUC is included for completeness as a widely recognized discrimina-
tion measure, though it may be less informative under strong class imbalance.
The area under the Precision—Recall curve (PR-AUC) is defined as:

PR — AUC = [ P(R) dR o

Unlike ROC-AUC, PR-AUC is more sensitive to imbalanced datasets. Since
duplicate pairs are much rarer than non-duplicates in Kazakh corpora, PR-AUC pro-
vides a more realistic estimate of performance in practical scenarios.

Cosine similarity was used as the primary distance metric, as it is scale-invari-

ant and robust to differences in vector magnitude:
Xy

<l 151 (8)
For robustness testing, Euclidean and Manhattan distances were also includ-

CosineSim(x,y) =

ed:

f =
dEuc!idamz (foj = 'IE:z:l[:xi - }Fij_ d'r:l'n:-:hnrrm: [_’}(’_‘_I,i"] = Z;!:j_lxi — ¥

i
9
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Testing multiple distance functions ensured that results did not depend solely
on a single similarity measure.

Results and discussion

In this experiment, models based on TF-IDF representations were evaluated
using cosine similarity and L2 normalization of vectors. Two types of feature repre-
sentations were considered: word n-grams and symbolic n-grams within the boundar-
ies of words. The range of n-grams (from unigrams to trigrams), as well as minimum
and maximum frequency thresholds, were varied for word models, which allowed
six configurations to be formed. Symbolic models were used as control models and
included four configurations with n-gram ranges from three to six characters.

The classification threshold was selected on a validation dataset using the grid
search method in order to maximize the F1 metric. In all configurations, the optimal
value was equal to t* = 0. During testing, this resulted in completeness (Recall) = 1.0
and accuracy (Precision) = 0.75, which roughly corresponds to the a priori propor-
tion of the positive class in the sample. Consequently, the final value of F1 (=0.859)
reflected the class imbalance to a greater extent than the actual ability of the model
to distinguish duplicates. This highlights the limitations of threshold metrics and the
need to use quality rating measures such as ROC-AUC and PR-AUC.

As shown in Table 2, the best results were achieved when using word n-grams
in the range (1, 3): PR-AUC = 0.932 and ROC-AUC = 0.775. The configuration
with bigrams (1, 2) showed comparable, but slightly lower results (PR-AUC = 0.930,
ROC-AUC = 0.767). At the same time, the model based only on unigrams showed
a sharp decrease in quality (PR-AUC < 0.625, ROC-AUC = 0.205), which confirms
the insufficiency of unigrams to reflect the context and morphological dependencies
in the Kazakh language.

Control experiments with symbolic n-grams showed significantly worse re-
sults (PR-AUC = 0.625, ROC-AUC = 0.21), which indicates that such features, lim-
ited by word boundaries, are not able to effectively model interword morphological
and paraphrased structures characteristic of the Kazakh language.

Table 2. Comparison of TF-IDF configurations during validation and test

Method | N-gram | min_ | max_df F1 Precision | Recall | ROC- PR- Comment

(Analyzer) df (test) AUC AUC

TF-IDF (1,2) 3-5 |0.85-0.95]0.859 |0.75 1.00 0.767 0.930 | Stable result,

(word) optimal for
near-exact
duplicates

TF-IDF (1,3) 3-5 |0.85-0.95]0.859 |0.75 1.00 0.775 0.932 | Best

(word) combination
in terms of
PR-AUC
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TF-IDF (1, 3-5 10.85-0.95|0.859 |0.75 1.00 0.205 0.624 | Inferior
(word) performance
in ROC/PR-
AUC

TF-IDF (3-6, 3-5 10.85-0.95(0.859 |0.75 1.00 0.210 0.625 | Although F1
(char_wb) | 4-6) is equal, the
curve-based
metrics are
weak

ROC curve (best: word (1, 3))

1.0

0.8 A

0.6 1

0.4 1

True Positive Rate

0.2

0.0 A

0.0 0.2 0.4 06 0.8 1.0
False Positive Rate

Fig.1. Receiver Operating Characteristic (ROC) curve for TF-IDF models

PR curve (best: word (1, 3))

S
©
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o
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Recall

Fig.2. Precision—Recall (PR) curve for TF-IDF models

As shown in Figure 1, the ROC curves clearly demonstrate that configuration
(1, 3) provides the largest area under the curve, which confirms its excellent
recognition ability. Similarly, the curves of accuracy versus memorization level in
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Figure 2 show that this model consistently maintains higher accuracy over a wide
range of memorization levels, indicating stable ranking even with class imbalances.

Taken together, these results confirm that TF-IDF’s word-based models
provide a reliable and interpretable framework for detecting duplicates in Kazakh.
The configuration (1, 3) with min_df= {3, 5} and max_df~= {0.85, 0.95} provides the
most balanced balance between accuracy and recall (PR-AUC = 0.932, ROC-AUC
~ 0.775). Therefore, the use of T = 0 in practical applications is not recommended.
Instead, accuracy should be used when choosing a threshold value — for example,
by optimizing FB3 at f < 1 — or score calibration methods such as the Platt scale or
isotonic regression should be used to increase decision stability.

For future work, it is recommended to explore hybrid function schemes that
combine word- and character-level representations without the “wb” constraint,
as well as integrate BM25’s repeat ranking and dense embed pipelines to improve
overall search and classification reliability.

At this stage, we evaluated static distributed word embeddings trained on
Kazakh. We used pre-trained 300-dimensional vectors from FastText (cc.kk.300.
bin) and Word2Vec (cc.kk.300.vec). Sentence vectors were obtained by either simple
averaging or TF-IDF—-weighted averaging of token embeddings. All vectors were
L2-normalized, and pairwise similarity was computed with cosine similarity. The
decision threshold T was tuned on the validation set to maximize F1, and evaluation
was performed on the test set using classification (Precision, Recall, F1) and ranking
metrics (ROC-AUC, PR-AUC), together with class-wise F1 for different duplicate
types.

As shown in Table 3, FastText with 1=0.94-0.95 achieved almost perfect
recall (=1.00) but moderate precision (=0.75), inflating F1 and generating many false
positives. In contrast, Word2Vec achieved consistently near-perfect performance
(F1=0.996, ROC-AUC and PR-AUC = 1.0) with both mean and TF-IDF pooling.
TF-IDF weighting gave a small yet stable improvement, confirming the value of
emphasizing informative tokens.

Table 3. Word-embedding baselines for Kazakh duplicate detection (zero-shot)

Metric FastText (mean) | FastText Word2Vec | Word2Vec
(tfidf) (mean) (tfidf)
Pooling mean tfidf mean tfidf
Dim 300 300 300 300
Val_Thr 0.95 0.94 0.95 0.95
Val P 0.735 0.738 0.9966 0.999
Val R 0.992 0.995 0.9925 0.992
Val_F1 0.844 0.847 0.9946 0.9955
Test P 0.747 0.749 0.9946 0.9982
Test R 0.991 0.993 0.9941 0.9938
Test_F1 0.852 0.854 0.9943 0.996
ROC-AUC 0.844 0.844 0.9997 0.9999
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PR-AUC 0.632 0.628 0.9998 0.9999
F1 [exact] 0.669 0.67 0.989 0.9963
F1 [paraphrase] 0.663 0.665 0.9893 0.9964
F1 [partial] 0.652 0.657 0.9897 0.9965
F1 [nondup] 0.885 0.886 0.9773 0.9839

FastText, with thresholds around 1~0.94-0.95, achieved nearly perfect recall
(=0.99) but only moderate precision (=0.75), leading to inflated F 1-scores and frequent
false positives. Its class-wise results confirmed this imbalance: non-duplicates were
detected reliably, while exact, paraphrase, and partial duplicates remained weak.

Word2Vec, by contrast, delivered almost flawless results. With t=0.95, both
pooling strategies reached F1=0.996, with ROC-AUC and PR-AUC close to 1.0, and
consistently high performance across all duplicate types. TF-IDF weighting gave a
small but stable improvement over mean pooling.

Thus, while FastText favors exhaustive recall, Word2Vec emerges as the
more precise and robust baseline, offering a reliable foundation for Kazakh duplicate
detection. Future work should confirm whether such near-perfect performance
generalizes to larger, more diverse corpora.

At the final stage of the experiment, five multilingual sentence-level models
were evaluated: LaBSE, multilingual-e5-base (intfloat), gte-multilingual-base
(Alibaba-NLP), bge-m3 (BAAI), and snowflake-arctic-embed-1-v2.0 (Snowflake).
Each model used its native pooling strategy (CLS or mean). The resulting vectors
were L2-normalized, cosine similarity was used as the proximity measure, and the
classification threshold was tuned on the validation set to maximize F1. On the test
set we reported Precision, Recall, and F1, together with the aggregate ranking metrics
ROC-AUC and PR-AUC. We also broke down F1 by example type (exact, partial,
non-duplicate).

With the “validation-tuned” threshold, most models converged to similar F1
scores of about 0.670. This effect is driven by extremely high recall (R =1.00) combined
with moderate precision (P = 0.504), i.e., an “aggressive” duplicate decision where
a low threshold labels almost all pairs as positive. Nevertheless, the models differ
clearly when examined via continuous ranking metrics. By PR-AUC, BGE-M3 and
Snowflake lead (= 0.614), followed by GTE (0.610), E5 (0.608), and LaBSE (0.594).
By ROC-AUC, BGE-M3 again performs best (0.550), with Snowflake (0.545) and
GTE (0.544) close behind, while LaBSE and E5 are more modest (= 0.526-0.527).
These differences are especially relevant for downstream threshold calibration or for
retrieval-style de-duplication.

Table 4. Results of Sentence Embedding Models on Kazakh Duplicate
Detection (Zero-Shot)

Metric LaBSE | multilingual-ES GTE- BGE-M3 Snowflake Arctic
multilingual
Val_Thr 0.10 0.10 0.10 0.65 0.61
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Val P 0.504 0.504 0.504 0.505 0.505
Val R 1.000 1.000 1.000 1.000 0.999
Val Fl 0.670 0.670 0.670 0.671 0.671
P (test) 0.504 0.504 0.504 0.504 0.504
R (test) 1.000 1.000 1.000 0.999 0.997
F1 (test) 0.670 0.670 0.670 0.670 0.669
ROC-AUC | 0.527 0.526 0.544 0.550 0.545
PR-AUC 0.594 0.608 0.610 0.614F 0.614%
F1 [exact] 0.506 0.506 0.506 0.507 0.507
F1 [partial] [ 0.502 0.502 0.502 0.501 0.500
F1 0.000 0.000 0.000 0.002 0.005
[nondup]

Type-wise F1 reveals a notable pattern: scores for exact and partial duplicates
are almost identical (= 0.506 and = 0.502), indicating comparable sensitivity to exact
matches and paraphrases. In contrast, the non-duplicate class remains near 0.000—
0.005, showing that under the current ™ the models effectively fail to predict negatives.
Optimal thresholds cluster at low values for LaBSE, ES, and GTE (t* = 0.10), but are
higher for BGE-M3 and Snowflake (t* =~ 0.61-0.65). Despite these different optima,
final F1 remains similar across models, reinforcing that ranking metrics are more
informative for comparing sentence-level models in a zero-shot setting.

From a practical standpoint, BGE-M3 and Snowflake are the most promising
choices. Their advantages on ROC-AUC and PR-AUC suggest that, once the threshold
is calibrated toward higher precision, these models have the greatest potential to
improve the Precision—Recall balance. In deployment, one should not optimize F1 on
validation alone; instead use criteria such as Precision@Recall > ro or Ff with B <1
to emphasize precision and avoid suppressing the non-duplicate class.

To further improve separation of negatives, it is advisable to apply hard-
negative mining, light contrastive fine-tuning on paired examples from the training
corpus, and hybrid architectures that combine BM25 retrieval with dense re-ranking.
Overall, the results indicate that all sentence-level models form a strong recall-
oriented zero-shot baseline, while BGE-M3 and Snowflake retain clear leadership on
ranking quality—making them the most rational choices for threshold calibration and
retrieval scenarios.

The study considers two scenarios for duplicate detection: (A) binary
classification of sentence pairs and (B) retrieval. In all experiments, multilingual
sentence embeddings (specifically, LaBSE and multilingual-e5-base) are used.
Vectors are L2-normalized, and cosine similarity serves as the primary proximity
measure.

Pair Classification (duplicate vs. non-duplicate)
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ROC-AUC vs PR-AUC (Kazakh Duplicate Detection, Zero-Shot)

BN ROC-AUC
I PR-AUC

0.64 4

0.62 4

0.60 +

0.58 +

score

0.56 4

0.54

0.52 1

0.50 -

E5-base GTE-base Snowflake-Arctic

Fig.3. ROC-AUC vs PR-AUC

With thresholds tuned on validation (t*=0.10), the models achieved F1=0.86,
Recall=1.00, and Precision=~0.75, alongside strong ranking separability (ROC-
AUC 0.76-0.77, PR-AUC =0.93). This confirms that while the models distinguish
duplicates from non-duplicates effectively in ranking space, the chosen operating
point is deliberately skewed toward maximal recall.

A robustness check with Euclidean and Manhattan distances clarified an
important methodological point: because embeddings are L2-normalized, these
distance measures induce rankings nearly identical to cosine. As a result, ROC-/
PR-AUC values remain unchanged. However, reusing the cosine threshold grid
directly in distance space yields degenerate predictions (P=R=F1=0), since the scale
is mismatched. This highlights the critical need to either (i) transform distances into
similarities (e.g., sim = 1 —d) or (ii) tune thresholds directly within the metric’s scale.

Overall, the results emphasize the distinction between ranking ability (strong
across all metrics) and cut-off calibration(sensitive to t). In deployment, t should
be calibrated for the desired trade-off—for example, maximizing FP with B<I to
emphasize precision, or enforcing a Precision@Recall>ro constraint.

Retrieval (duplicate search)

In the retrieval setting, two pipelines were compared: a dense-only FAISS
index and a hybrid BM25 followed by dense re-ranking strategy. Both LaBSE and E5
showed very similar behavior. The hybrid scheme consistently improved performance,
yielding +0.1-0.2 pp gains on Recall@k and small but stable improvements in MRR
and nDCG@10 compared to dense-only search. Gains were most visible in the top-
10 ranking region, confirming that hybrid reranking concentrates relevant candidates
more effectively.
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Between models, LaBSE demonstrated a slight but consistent advantage
over E5, especially on ranking-oriented metrics (MRR, nDCG@10). Importantly,
Recall curves saturated after k=10, suggesting that most relevant duplicates are
captured early, and extending candidate sets beyond top-10 provides diminishing
returns.

These findings support H3, showing that a hybrid BM25 combined with

dense re-ranking pipeline achieves more balanced retrieval by combining lexical
and semantic signals, even if the absolute improvements are modest.

Table 5. Results of binary classification of sentence pairs (duplicate vs. non-
duplicate) using sentence embeddings.

Model Sim Val_Thr | Val_ Val_ Val_F1 | Val_ Test_Precision | Test_ Test_ | Test ROC_ Test PR_AUC
Precision | Recall F1.0 Recall F1 AUC

intfloat/ cosine 0.1 0.7524 1.0 0.8587 | 0.8587 | 0.7524 1.0 0.8587 | 0.7601 0.9289

multilingual-

e5-base

intfloat/ euclidean | 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.7599 0.9289

multilingual-

e5-base

intfloat/ manhattan | 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.7602 0.9289

multilingual-

e5-base

sentence- cosine 0.1 0.7524 1.0 0.8587 | 0.8587 | 0.7524 1.0 0.8587 | 0.768 0.9306

transformers/

LaBSE

sentence- cuclidean 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.768 0.9306

transformers/

LaBSE

sentence- manhattan | 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.7694 0.931

transformers/

LaBSE

The analysis revealed that, compared to simple mean pooling, TF-IDF—weighted
aggregation provides only a marginal yet consistent improvement for the Word2Vec
model (+0.001-0.002 F1; Table 3), confirming the usefulness of emphasizing
informative tokens. The Fl-versus-t curve (Fig. 4) demonstrates a clear “stability
window” for Word2Vec within the range © & [0.93; 0.96]; beyond these limits, the
metrics predictably drift toward precision—recall extremes. FastText, by contrast,
exhibits a narrower optimum, indicating higher sensitivity to threshold calibration.
Analysis of FastText false positives highlights recurring error patterns—
morphological variants with minimal affix changes, named entities and toponyms
occurring in similar contexts, formulaic expressions or clichés, and unattributed
quotations—suggesting an overreliance on surface similarity. Finally, the metric
robustness check (Fig. 5) confirms that cosine, Euclidean, and Manhattan distances
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produce equivalent rankings under L2-normalization; however, directly transferring
cosine thresholds to distance scales leads to degenerate predictions, underscoring
the need either to convert via sim = 1 — d or to re-tune thresholds within each

metric’s native scale.
Table 6. Results of duplicate retrieval using sentence embeddings.

k | Recall@k MRR nDCG@10 Model System

1 0.7396335583413693 | 0.7439812708094347 | 0.7396335583413693 intfloat/multilingual-e5- | dense-only
base

5 10.7490838958534234 | 0.7439812708094347 | 0.745141980841072 intfloat/multilingual-e5- | dense-only
base

10 |0.7500482160077145 | 0.7439812708094347 | 0.7454452067553312 intfloat/multilingual-e5- | dense-only
base

50 [0.7515911282545805 | 0.7439812708094347 | 0.7454452067553312 intfloat/multilingual-e5- | dense-only
base

1 0.740983606557377 | 0.745185642467465 | 0.740983606557377 intfloat/multilingual-e5- | bm25—rerank
base

5 10.7498553519768563 | 0.745185642467465 |0.7462413546492682 intfloat/multilingual-e5- | bm25—rerank
base

10 [0.7504339440694311 | 0.745185642467465 |0.7464307724975715 intfloat/multilingual-e5- | bm25—rerank
base

50 [0.7523625843780135 | 0.745185642467465 |0.7464307724975715 intfloat/multilingual-e5- | bm25—rerank
base

1 0.7419479267116683 | 0.7451316619387559 | 0.7419479267116683 sentence-transformers/ dense-only
LaBSE

5 10.7486981677917068 | 0.7451316619387559 | 0.7458319625713553 sentence-transformers/ dense-only
LaBSE

10 | 0.7500482160077145 | 0.7451316619387559 | 0.7462723023088897 sentence-transformers/ dense-only
LaBSE

50 [0.751976856316297 | 0.7451316619387559 | 0.7462723023088897 sentence-transformers/ dense-only
LaBSE

1 0.743297974927676 | 0.7464302433878133 | 0.743297974927676 sentence-transformers/ bm25—rerank
LaBSE

5 0.7500482160077145 | 0.7464302433878133 | 0.747173558762129 sentence-transformers/ bm25—rerank
LaBSE

10 1 0.7512054001928641 |0.7464302433878133 | 0.747557091286953 1 sentence-transformers/ bm25—rerank
LaBSE

50 |0.7523625843780135 |0.7464302433878133 | 0.7475570912869531 sentence-transformers/ bm25—rerank
LaBSE

Conclusion

This study presents the systematic comparison of TF-IDF, word, and
sentence embeddings for duplicate detection in Kazakh texts. The findings reveal
distinct differences in accuracy, robustness, and semantic generalization. Word2Vec
with TF-IDF weighting achieved the highest and most stable performance across
duplicate types, serving as a strong baseline. Sentence embeddings (notably BGE-
M3 and Snowflake Arctic) excelled in capturing semantic and contextual
similarities, validating their suitability for paraphrased duplicates. TF-IDF models
remained competitive on exact and partial overlaps but declined on semantic cases,
while FastText favored recall at the cost of precision. A BM25 combined with dense
re-ranking pipeline further improved retrieval metrics, balancing lexical and
semantic similarity. Overall, the results establish Word2Vec as a robust baseline
and demonstrate that calibrated sentence embeddings and hybrid methods offer
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superior scalability for deduplication in Kazakh and other morphologically rich,

low-resource languages.
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