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Abstract. This study explores the development and application of machine
learning (ML) techniques to enhance the efficiency of logistics operations in the con-
text of smart cities. Focusing on clustering methods and shortest path algorithms, the
research aims to optimize courier delivery logistics in Astana, Kazakhstan. The study
integrates K-means clustering and Dijkstra’s algorithm to address challenges in urban
logistics, providing actionable insights into route optimization, resource allocation, and
operational scalability. By leveraging geospatial data and advanced clustering meth-
odologies, this research offers a framework for improving logistics operations while
contributing to broader smart city goals. Experimental outcomes prove the efficiency of
the suggested method: K-means clustering and Dijkstra algorithm worked on the routes
enablement and decreased the operation time. In particular, K-means took 1.12 seconds
and Fuzzy C-means indicated a higher speed in clustering of 0.023 seconds. Dynamic
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visualization, optimization of delivery routes within logistic clusters was the couple use
of the K-means and the Dijkstra routing that was used to make decision-making and
minimize the travel distances.

Keywords: machine learning, logistics optimization, smart city, K-means clut-
ering, Dijkstra’s algorithm, route efficiency, geographic information systems (GIS), ur-
ban planning, transportation management
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AnHOTanus. byn 3eprrey “akbuiapl Kajaiap” KOHTEKCTIHAC JIOTHCTUKAIBIK
OTepauusUIapAblH TUIMAUIITIH apTThIpy VIIH MammHAIbIK OKbITy (ML) omicrepin
o3ipyiey MeH KOoJmaHyael 3eprreiimi. Kiactepney omicTepiHe »oHE €H KbICKA JKOII
QITOPUTMEpiHEe Hazap ayaapa OTHIPHIN, 3epTTey KazakcraHHBIH AcTaHa KajachblH/a
KypbepJlik  KETKi3y JIOTMCTHUKAChIH OHTAaWJIaHIABIpyFa OarpITTaliFaH. 3eprrey
MapUIpyTTap/sl OHTAMIAHABIPY, peCypCTapAbl 061y KOHE ONEPALUSIIBIK ayKbIM/IBLIBIK
TypaJibl HaKTBl TYCiHIK O€pe OTBIPHIN, KaJaJbIK JOTMCTUKAAAFBl MACEIeNepl HIenry
ywin K-means kiacrepneyin skone JleiikcTp anroputmin OipikTipesai. ['eokeHICTIKTIK
JEpeKTep/l KOHE KIacTepIICYAiH 03bIK dIiCTEeMEIIEPiH MaiilaaHa OTHIPHII, OYJI 3epTTey
“aKpUIIbl KaJlaJapJblH’ KEHIPEK MaKcaTTapblHA KOJ KETKI3yre BIKMAJI €T€ OTBIPHIIL,
JOTHCTUKANBIK OTepanusiapAbl KaKcapTy YIIiH HeTi3 YChIHAABIL. DKCHEPUMEHTTIK
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HOTIDKEJIEpP YCBIHBUIFAH OMICTIH THIMAUNITIH monenaerai: K-means xmacreprieyni
Oinaipeni xkoHe JIefKCcTp anropuTMi MapIpyTTapasl KOCY Ke3iH/Ie all TapIIbIKTal AKYMBIC
icTe/Ti KOHE YKYMBIC YaKbITBIH KBICKAPTThI. ATan aiTkanaa, K-means 1,12 cekyHIThI
annel, an Fuzzy C-means kmacrepiieyaiH >KOFaphl KburmaMabiFbiH 0,023 ceKyHITHI
KepcerTi. JIMHAMHKANBIK BH3yallu3allvs, JOTHUCTHKAIBIK KIIACTEPIEPIeri KeTKi3y
MapUIpyTTapblH OHTAMJIAHIBIPY MICHIM KaObUITAy XOHE KOJ JKYPY KAIIBIKTHIFBIH
azaiity yuriH maiiganansuiraH K-means MeH JlefKCTp MapmipyTTaybIHBIH KYITHIK
KOJIIAHBLTYbI OOJIJIBI.

Tyiiin ce3aep: MalIMHAIBIK OKBITY, JOTUCTUKAHBI OHTAWIAHABIPY, AKbUIIABI
Kama, K-means xmactepney, JlefikcTp anroputmi, MapmipyTTapAblH THIMIUIIT,
reorpadusuIbIK akmapatTsIK xkyihenep (I"”AXK), Kkama KypbUIbICH, KOTIKTI OacKapy

Joaniexcesaep ymin: A.b. JKanrac, E.H. Kannakos, b.E. Amupranues (2026).
AKBUIIBI KaJlaJlap1aF bl JIOT UCTHKAHBI MAIIMHAIIBIK OKBITYFa HET13/1e/ITeH OHTaIaHIBIPY :
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texHonorusiap xypHansl. T. 7. Ne 25. B. 13-27. 9-23 Ger. https://doi.org/10.54309/
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JIETT MOJIIMIEH.

OIITUMM3AIUA JIOTUCTUKHU B YMHBIX 'OPOIAX HA OCHOBE
MAIINMHHOT'O OBYYEHUA: HA IPUMEPE ACTAHBbI

A.b. Kaneac*, E.H. Kannaxos, b.E. Amupzanues
Astana IT University, Acrana, Kasaxcras.
E-mail: aidana.zhalgas@astanait.edu.kz

Kanrac Aiinana bo3kyaankoBHa — PhD cTyzneHT, 3aMmecTuTens 1ekaHa o BOCIUTa-
TenpHOU padote, Astana IT UniversityE-mail: aidana.zhalgas@astanait.edu.kz, https://
orcid.org/0000-0003-1091-8483;

Kamnakos Ep6oaar HypoeprenoBuu — PhD, 3amectuTens nekaHa 1o akajgemMmuye-
cKkoit pabote, Astana IT University

E-mail: y.kalpakov(@astanait.edu.kz, https://orcid.org/0000-0002-8898-7190;
AmupranaueB beiiOyr EnmixaHoBuu — KaHIUAAT TEXHUYECKHX HAYK, mpodeccop,
JeTiapTaMeHT KOMIbIoTepHOU nHkeHepuu, Astana IT University-

E-mail: beibut.amirgaliyev(@astanait.edu.kz, https://orcid.org/0000-0003-0355-5856.

© A.b. XKanrac, E.H. Kannakos, b.E. Amupranues

AHHOTanusi. DTO HCCIEA0BAHUE IIOCBSIICHO pa3paboTKE W NPUMEHEHHIO
METO0B MaInHHOTO 00y4yeHus (ML) st mossIitenus 3pPpeKTUBHOCTH JTIOTUCTHUECKUX
ornepanuii B KOHTEKCTE YMHBIX TopogoB. OCHOBHOE BHUMaHHE B MCCIEIOBAHUU
yAENSeTCsl MEeToJaM KJIAacTepu3alud W alroOpuTMaM KpaTyalIlero myTH, a TaKxke
ONTHMHU3ALMU JIOTUCTUKHU KypbepcKol noctaBku B Actane, Kasaxcran. MccnenoBanue
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o0beauHseT knacrepusanuio K-means u anroput™m JledkcTpbl Ui peuieHus 3aj1ad
TOPOJICKON JIOTHCTUKH, TPEIOCTABIISISI TOJE3HYI0 HHQPOPMAIUI0 00 ONTHMH3AIUN
MapIIpyTOB, pacIpe/leIEeHUH PECYpPCOB M MaclITabupyeMocTH ornepaunuid. Mcnonb3ys
TEONPOCTPAHCTBEHHBIE JAHHBIE M IE€PENOBbIE METOJOJIOTUM KJIacTepU3allu, 3TO
UCCJIEIOBAaHNE IIpeaaraeT OCHOBY Ul YJIyYIIEHHUS JIOTUCTUYECKUX OIlepaiuii,
CHOCOOCTBYSI TIPH 3TOM JOCTIKEHHIO OoJjiee IIUPOKUX MeJNeld YMHOTO Topoja.
Pe3ynbraThl SKCIIEPUMEHTOB MOATBEPKAAIOT 3(PPEKTUBHOCTD MPEATIOKEHHOTO METOAA:
kiactepuzanud no K-means u anroputm JleHKCTphl 3HAUUTENBHO YJIYUIIMWIA paboTy
C MapHipyTamMH M COKpaTWiIU BpeMs pabotel. B wactHoctn, K-means 3ansmo 1,12
cexkyHabl, a Fuzzy C-means nokasano 0Ooyiee BBICOKYIO CKOPOCTb KJIACTEPU3ALUU —
0,023 cexyHapl. JluHaMuyeckas BU3yalu3alys U ONTUMHU3ALUS MAPLIPYTOB JOCTaBKU
B JIOTUCTUYECKUX KJIacTepax — ATO COBMECTHOE McHoJbp30BaHue K-means u anropurm
Dijkstra, KOTOpBIE HCITOIB30BATUCH IS IPUHATHUS PEIICHUH 1 MUHUMH3AIMHA PACcCTOs-
HUU B IIyTH.

KuroueBble ciioBa: MaliMHHOE OOydyeHUE, ONTHUMM3ALUS JIOTUCTUKH, YMHBII
ropox, kiacrepuzauuss K-means, anroputm JleWkcTpsl, 3((EeKTUBHOCTH MapIipy-
TOB, reorpaduueckue nHpopmarmonnsie cucreMsl (['MC), roposackoe miaHUpOBaHUE,
yIpaBjIe€HUE TPAHCIIOPTOM

Jas umtupoBanusi: A.b. Xanrac, E.H. Kammakos, b.E. Awmwupranues
(2026). OnrTumuzanys JOTUCTMKM B YMHBIX TOpOJaX Ha OCHOBE MAalIMHHOIO
oOyueHHs: Ha TpuMepe acTaHbl // MexayHapoIaHbBIH KypHal WHPOPMAIMOHHBIX H
KOMMYHHKAITMOHHBIX TexHomoruid. T. 7. No. 25. Ctp. 9-23. (Ha anr). https://doi.
org/10.54309/1J1CT.2026.25.1.001.

KoH(pauKkT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIMKTa
UHTEPECOB.

Introduction.

In today’s globalized world, coordination systems play a key part in guaran-
teeing proficient transportation of merchandise. This segment may be a foundation for
both residential and worldwide exchange, and its significance has expanded due to the
issues that have emerged amid the COVID-19 widespread (Barabasi et al., 2004). These
challenges have highlighted the pressing have to make coordination frameworks that
combine unwavering quality, adaptability and tall productivity. Such frameworks are
critical for the quick conveyance of merchandise, keeping up financial soundness and
expanding strength to worldwide stuns. The logistics systems in the modern environ-
ment are not limited to pre-conditioning the operational continuity only but should also
help the decision-makers to act in a flexible and delays-free reaction to the changes.
These frameworks are fundamental to the speedy transportation of items, maintains fi-
nancial viability, and grows might to global shivers. As cities ended up “smart cities”,
errands and openings emerge for optimizing coordination forms, particularly through
the development of ideal courses for coordination companies and dispatch administra-
tions (Bezdek et al., 2020). This process involves the absorption of artificial intelligence,
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IoT and big data analytics into urban logistics to act in accordance with rising needs and
infrastructural limitations. Astana, the capital of Kazakhstan, may be a prime illustration
of such urban change, advancing into an energetic center of financial and innovative
improvement. The urban demography and the expanding numbers of the city population
necessitated by the ever-increasing business activity and functions requires a change in
approach to the automatic control logistics modelling that is intelligent enough to adjust
to the changing forces in urban environments.

The urban landscape of Astana is characterized by its rapid growth and increas-
ing complexity, necessitating the adoption of innovative logistics and transportation
strategies. The city has a serious logistic issue connected with traffic jam, space dis-
equilibrium in service delivery, and absence of comprehensive digital infrastructuring.
The city’s trajectory towards becoming a smart city makes it an exemplary model for
applying the unsupervised ML techniques to improve logistics operations’ efficiency
(Bradley et al., 1998). This further qualifies Astana as a research topic as well as a place
to test scalable smart logistics technology which would subsequently be applied to the
other urban settings of Kazakhstan and Central Asia.

The objectives of this research are carefully designed to address the intricacies of
enhancing logistics efficiency in an urban context. These objectives include:

1. Extensive Analysis and Assessment of Routing Efficiency Techniques: This
requires a careful investigation of current coordinations industry approaches pointed at
moving forward directing viability. With the assistance of a wide extend of sources, this
examination looks for to supply a strong hypothetical system for the consider.

2. Identification and Exploration of Routing Efficiency Challenges: The inves-
tigate will examine the challenges to accomplishing high directing productivity inside
Astana’s urban system. This examination will consider different components, counting
activity clog, framework imperatives, and the spatial dissemination of conveyance fo-
cuses.

3. Formulation of Strategic Solutions to Enhance Routing Efficiency: Leveraging
the knowledge from the explanatory stage, the research will propose imaginative tech-
niques pointed at overcoming the distinguished challenges. This activity will include
the vital application of K-means and C-means algorithms to plan directing arrangements
customized to the special logistics and messenger benefit scene of Astana.

4. Adoption of Global Best Practices within the Local Context: The research will
undertake comparative investigation of worldwide best practices in logistics routing,
pointing to distinguish and adjust procedures that are significant and implementable in
Astana. This comparison is vital to guaranteeing that the proposed arrangements are
informed by successful practices.

5. Development of a Predictive Model for Efficient Routing: The result of this
research will be the creation of a prescient demonstrate competent of precisely distin-
guishing the foremost productive courses for logistics and courier services in Astana.
This model will coordinate different parameters, counting real-time activity informa-
tion, vehicle capacities, and delivery plans, to powerfully optimize delivery routes.
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This paper centralizes the application of clustering algorithms, particularly
K-means and C-means, as tools to tackle Astana’s logistical challenges. These algo-
rithms provide a sophisticated means of analyzing complex datasets, facilitating the
identification of routing strategies that maximize efficiency and scalability (Bouhmala,
2016). The application of these algorithms marks a pivotal advancement in addressing
urban logistics complexities, offering actionable insights to improve routing efficiency
and operational effectiveness.

Materials and methods.

1. The Mechanics of K-means Clustering

The K-means clustering algorithm arranges a collection of objects so that those
in the same group (or cluster) are more similar to one another than to those in other
groups (Christopher et al.,). It is especially helpful in the field of logistics in smart cities,
where it may assist in allocating resources and optimizing routes according to supply
and demand trends.

Each data point is assigned to the nearest centroid, determined by the Euclidean
distance, in the first stage of the K-means algorithm. After then, centroids are recalcu-
lated using the newly created clusters during the centroid update phase (Cohen et al.,
2014). This cycle of assignment and update repeats until the cluster memberships stabi-
lize or a set number of iterations are completed (Cormen et al., 2019).

Before Clustering After Clustering

51.25 L 51.25 [ ] ® Cluster 0
® Clusterl
® Cluster 2
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51.10 51.10

51.05 L] 51.05

71.25 71.30 71.35 71.40 71.45 71.50 71.55 71.60 71.25 71.30 71.35 71.40 71.45 71.50 71.55 71.60
Longitude Longitude

Fig. 1. Depiction of K-means Clustering

2. Fuzzy C-means Clustering

Fuzzy C-means clustering falls into the category of objective function algo-
rithms, which are designed to minimize a specific error metric (Dijkstra, 1959). This
method is distinguished using ‘c’, representing the number of clusters or features, and
employs fuzzy logic, simplifying the approach to fuzzy. The technique utilizes a fuzzy
membership function that assigns a degree of belonging to each data point across vari-
ous clusters, like estimating pixel probabilities in image analysis (Dunn, 2019).

To start the Fuzzy C-means Clustering process, first define the number of clusters
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‘c’, which can range from 2 to a predefined upper limit ‘c ". Choose a fuzziness param-
eter ‘m’to set the level of cluster fuzziness. Initialize the partition matrix U(0) with ini-
tial membership degrees and label the beginning of the sequential clustering operations
(Glaeser, 2019).
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Fig. 2. llustration of Clustering with the Fuzzy C-means

To calculate the center vector V, for each cluster, use the following formula:
_ =1 (Mg )™ Xy
V., = = —

Ze=1(pa)

Here, 1 ik represents the membership degree of the k-th data point in the i-th
cluster, x_kj is the j-th attribute of the k-th data point, and m is the fuzziness exponent
that weights the influence of each data point’s membership degree on the cluster center
(Harary, 2018).

The distance compute matrix D/c,n] measures the Euclidean distances between
each data point and the cluster centers:

D= (i(xm— - v

3. Graph Theory

The study of graphs, which are abstract representations that depict relationships
and interactions between different entities, is the main emphasis of graph theory, an
important area of mathematics. A set of vertices /" and a set of edges £ make up a graph
G = (V, E). While edges signify the links or interconnections between these things, ver-
tices indicate discrete entities (Jain, 2019). Graphs can be grouped according to their
characteristics. Bidirectional interactions between vertices are indicated by undirected
graphs (Lee, 2006), which feature edges without direction. On the other hand, directed
graphs, also known as digraphs, have edges that point in particular directions, signifying
one-way links. In contrast to unweighted graphs, which treat all edges equally, weighted
graphs provide edges numerical values, such as costs, distances, or other metrics (Miy-
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amoto, 1997).

4. Dijkstra's Algorithm

Dijkstra’s algorithm could be an essential method in graph hypothesis, broadly
utilized to decide the foremost proficient hubs in a chart, such as on street systems (Pal,
1995). The algorithm operates on a graph G = (¥, E), where V represents the vertices and
E the edges. The process begins by initializing the tentative distance for each vertex: the
source vertex has zero, while all other vertices are initially assigned a distance of infini-
ty. All vertices are marked as unvisited, and the source vertex is set as the current vertex.
The algorithm then iteratively examines the unvisited neighbors of the current vertex,
updating their tentative distances based on the shortest known path. Once all neighbors
are processed, the vertex that is currently marked as visited will now be the one with the
smallest tentative distance selected. This cycle continues until all vertices are visited or
the smallest tentative distance among the unvisited vertices becomes infinite (Yu et al.,
2024).

Fig. 3. Visualization of Dijkstra’s algorithm

Results and discussion.

Data Collection

A comprehensive dataset compiled on various companies, which includes their
precise geographical coordinates (i.e., longitude, latitude), business classifications, and
district placements. These information focuses were sourced with fastidious care from
2GIS to guarantee their exactness and completeness. Essential objective in collecting
this dataset is to utilize it as a foundational asset for creating ML calculations that can
optimize logistics forms. The arranges (i.e., longitude, scope) are crucial for any geo-
spatial investigations and for understanding assignments related to directing and geolo-
cation. The district location provides additional context and allows for consideration of
regional characteristics when making logistics decisions. The type of business allows
for the classification of companies by industry and activity type, which is necessary for
analyzing industry trends and resource planning. Each entry in the dataset is intricately
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detailed, including business types for industry categorization, essential coordinates for
geospatial analyses, and district locations for contextual understanding in logistic deci-
sion-making. This dataset spans a multitude of companies, providing a robust founda-
tion for constructing and refining predictive models, streamlining delivery routes, and
formulating strategies to elevate overall business process efficiency within the logistic
cluster an interconnected network of enterprises offering a diverse range of logistics
services.

Moreover, the data set is important in the deployment of spatial clustering algo-
rithms because it gives high geolocation resolution. This has been made possible by the
availability of accurate coordinates thus allowing accurate clustering of any logistics
facility and location of services with real-world geography being the basis of the model
outputs. Also, it is possible to complement the dataset with the temporal characteris-
tics, including peak delivery time, seasonal demand fluctuations, and business working
hours, which allows logistics planning to be more dynamic and responsive. Such a tem-
poral-spatial combination is particularly necessary in the process of creating time-sen-
sitive machine learning solutions that will be able to respond to varying circumstances
in the city. The fullness of the dataset also would allow its use with multi-objective op-
timization problems, and trade-offs between distance, delivery time, and resource avail-
ability may be investigated. This would be very useful in city logistics operations where
the decisions must compromise between being cost-effective or deliver good service.
As an enhancement in the future this dataset can be tied with real time API feedbacks
like traffic information, weather and schedule of events available to the public to make
the system more contextually intelligent. Besides, it demonstrates the scalability of a
similar template to other cities that desire to use their ML-based logistics optimization
systems. Based on both extensibility and precision of this dataset, it will be useful both
in the long-term operations and academics studies on urban informatics and smart city
logistics.

Data Visualization

Following the meticulous collection and compilation of a dataset on various
companies within Astana, transitioned to transform this dataset into a visually interpre-
table format. This step was crucial for both simplifying complex data and facilitating
detailed geographic analyses. To achieve this, ‘folium’ library was utilized to create an
interactive map that visually represents each company’s geographical positioning along
with its business specifics. Clarity, interactivity, and analytical value principles were
used during the visualization process. Graphical display is important in the conversion
of raw coordinates to practical information in spatial data. Using the power of folium,
the users can now examine the business environment of Astana interactively in a man-
ner that cannot be achieved with either a table or a map. The mentioned maps could be
used to support the decision making of logistic managers, urban planners as well as re-
searchers, and help in defining the geographic clusters, geographies with compromised
service, and delivery coverage optimization.
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The map was initiated with a central focus on Astana. This central positioning on
the map is essential as it provides a geographical context, helping to interpret spatial re-
lationships between the data points. Such a visual frame is instrumental for stakeholders
who rely on geographic layouts for strategic decision-making.

For additional usability, the map could be set to contain zoom, tailoring the map
tiles, and layer selectors, which allow the filtering by business type or a district. The
features give a multi dimensional image of the dataset thereby facilitating more detailed
studies. To illustrate, the user can segregate a group of logistic firms in particular dis-
tricts or can study the white spaces on the peripheral regions. At the same time, since
business metadata is integrated in marker tooltips, this provides immediate access to
company data without leaving the visualization and makes the experience very smooth.

Fig. 4. Visualization of a folium map

‘CircleMarker’ tool within ‘folium’ was used to visually mark each company on
the map, which allows for the creation of distinct, circular markers. Each data point is
represented by a blue circular marker on the map, plotted based on its coordinates. These
markers are designed to enhance visibility and uniformity. They also embed crucial in-
formation such as business type and district within their popup and tooltip, making the
map not only informative but interactive. The resulting map is a dynamic visualization
tool that displays the spatial distribution of businesses across Astana.

Spatial Data Analysis and Visualization Techniques

Data clustering using the K-means algorithm was implemented and visualized
the results on a map. The data was divided into 3 clusters. Adding a column of clusters
to the DataFrame (df). Next, we have a df containing Latitude and Longitude columns
with the coordinates of the data points. The fit predict method of the K-means object is
called. The fit predict method accomplishes two tasks:

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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The resulting DataFrame (df) will have a new column named Cluster that indi-
cates the cluster to which each data point belongs.

Trains the K-means model on the latitude and longitude data from ‘df[’Latitude’,
"Longitude’]’.

Predicts clusters for each data point and stores the results in a new Cluster col-
umn in the same ‘df’.

The Cluster column will contain integers from 0 to 2, where each number corre-
sponds to the cluster to which the data point belongs. The execution time of each algo-
rithm was given in Table 1. Even though Fuzzy C-means demonstrated a significantly
lower execution time compared to K-means, this result is primarily attributed to imple-
mentation-specific factors and dataset characteristics rather than algorithmic superiority.
The dataset used in this study is low-dimensional and moderately sized, allowing Fuzzy
C-means to converge rapidly with minimal iterations. Contrary, the K-means implemen-
tation includes additional computational overhead related to initialization strategies and
convergence checks. From a practical perspective, the observed time difference does
not have a significant impact on real-time logistics systems, as clustering is typically
performed offline or periodically, while real-time performance is constrained by routing
algorithms and traffic-aware graph processing.

Table 1 — Execution time

Algorithm

Execution time (in seconds)

K-means

1.119977397918701

Fuzzy C-means

0.022998571395874023

K-means with Dijkstra’s Algorithm

The K-means algorithm from the scikit-learn library with a few clusters of 3 was
initialized. This number represents the groups into which logistic objects will be orga-
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nized based on their geographic coordinates. For visualization, each logistics facility is
marked on an interactive map with a circle colored according to its cluster assignment.
This not only aids in visual differentiation but also enhances strategic decision-making
about resource allocation. Dijkstra’s algorithm was also used to optimize routes in the
urban environment of Astana. Using the OSMnx library, a graph of the Astana road net-
work was constructed and applied Dijkstra’s algorithm to determine the shortest paths
between different logistic nodes.

These two algorithms, K-means and Dijkstra, when combined form a synergistic
effect, where a whole spatial analysis and optimization of the path could be performed
properly. The advantage of the clustering process is that it allows the cluster of facilities
within shorter distances to be found and long distance journeys to and fro are limited and
route planning can be done at local levels within each cluster. This reduces the amount of
fuel used and the time of operation as well as efficiency of the delivery cycles. Also, the
dynamic aspect of the Dijkstra algorithm permits its application to the real-world incon-
sistencies in traffic and constraints which is important in the urban environment where
there are fluctuations in road loading and road availability. The usage of OSMnx library
extends the real-world applicability of the model with the ability to use real-world geo-
graphical and infrastructural information provided in the OpenStreetMap. This makes
sure that the results of the calculation are valid to the real road network of Astana and
can be applied in the direct case of real actions of logistics. Further, stakeholders can
easily navigate through various clusters and visualise an optimal path in a familiar user
interface with the interactive map that has been created in HTML format. The usage of
this visual interface is especially helpful when working with the decision-makers who
are often not technically trained in data science and need clean actionable insights. The
map includes hover-based tooltips, and cluster specific legend, more insights into the
spatial network and routing connections are possible. Future enhancements could be the
integration of real-time traffic through API calls as well as vehicle specific constraints
using payload, fuel type or emission type. Altogether, even such a simple application
demonstrates the potential of machine learning and graph theory coming together to
make logistics management an efficient, smart, and data-driven environment.

The code combines the K-means clustering results and the optimized routing
paths on an interactive map, which is saved as combinedmap.html. This visualization
tool assists stakeholders in making informed decisions by providing an interactive view
of logistical data and routing information. The obtained clustering results (Figures 6a
and 6b) reveal a meaningful spatial and functional segmentation of Astana’s urban struc-
ture. The first cluster corresponds to the central business districts characterized by high
object density and a prevalence of office and service-oriented enterprises, which require
high-frequency, time-sensitive logistics. The second cluster represents residential and
mixed-use areas with a dominance of retail and consumer services, reflecting moderate
and predictable delivery demand. The third cluster is associated with peripheral indus-
trial and logistics zones, where warehouses and large-scale facilities are concentrated,
prioritizing distance and cost efficiency. The alignment between spatial clusters and
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business types confirms that the applied clustering methods capture the functional-eco-
nomic geography of the city rather than performing purely geometric partitioning. Fig-
ure 6 (d) will provide a visual representation of data clustering using K-means with
centroids and a route constructed using Dijkstra’s algorithm on an interactive map.

(a) K-means;

4
-

(c) Dijkstra’s Algorithm; (d) K-means and Dijkstra’s algorithm.
Fig. 6. Algorithms on the Map

Conclusion.

The primary objective of the paper was to enhance the logistics efficiency in
Astana by developing and implementing a ML model. This objective was accomplished
through the application of K-means clustering and Dijkstra’s calculation, which togeth-
er optimized courses and progressed the administration of logistics. The inquiry start-
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ed with a comprehensive audit of the vital part and affect of transportation logistics
clusters in supply chain administration. This included an examination of the centrality
of logistics clusters, their affect on industry flow and territorial advancement, and the
challenges confronted in transport logistics operations. The part of mechanical clusters
in cultivating little trade development and productivity, especially within the setting
of Astana city. To address the distinguished challenges, different strategies for making
transport foundation choices were assessed, counting the mechanics of K-means and
Fuzzy C-means clustering calculations and the application of chart hypothesis and Dijk-
stra’s calculation. The dataset for this work was collected, including geological arrang-
es, commerce classifications, and area situations of different companies in Astana. This
information shaped the establishment for creating the ML models. The comes about area
point by point the information visualization procedures utilized, counting the utilize
of the ‘folium’ library to make intuitively maps, and the usage of K-means and Fuzzy
C-means clustering calculations to recognize ideal areas for logistics offices. Dijkstra’s
calculation was utilized to optimize courses inside the urban environment, progressing
the productivity of logistics operations. The application of these calculations illustrated
an outstanding enhancement in logistics operations, contributing to Astana’s improve-
ment as a smart city. The use of K-means clustering improved asset arrangement over
the city, whereas Dijkstra’s calculation made strides course arranging, subsequently de-
creasing travel times and operational costs. Along with a technical implementation, the
research also concerned the real applicability of smart logistics structures in real-life
urban environments. In the case of the developed models, it is possible to adjust them
to different city sizes; also, they can be applied in other cities with similar logistical pe-
culiarities. Such flexibility assures wider applicability and sustainability of the intended
solutions. One more remarkable input of the study is related to its multidisciplinary
contributions, as the theory is based on the intersection of urban planning, artificial
intelligence, and transportation engineering solutions to the complex logistic problems.
The outcome of the research can be used by stakeholders such as municipal officials,
logistic firms, data analysts who want to achieve effective and green strategies in city-
freight transportation. Another benefit of incorporating machine learning algorithms in
logistics is its paving the way to environmentally-sound decision-making, i.e., lowering
the level of carbon emissions generated by optimizing routes and clustering-based con-
solidation of the delivery services. Moreover, interactive maps created using geospatial
visualization tools, e.g., Folium, do not only improve spatial distribution understanding
but also facilitate adequate decisions by the city government. They allow the better use
of the resources by enabling them to locate areas with a high demand, bottlenecks, and
underutilized areas with the assistance of these maps. Lastly this study highlights the
role of smart city infrastructure in the realisation of United Nations Sustainable Devel-
opment Goals (SDGs) especially in the areas of sustainable cities and communities,
innovation, and climate action. As the proposed methodology would address both the
efficiency of operation and the sustainability of environment, this will make Astana an
example of how the digitalization of urban logistic processes should be organized

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 22



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

REFERENCES

Barabasi A.L. & Oltvai Z.N. (2004). Network biology: Understanding the cell’s functional organization // Nature
Reviews Genetic. — Vol. 5. — Pp. 101-113. https://doi.org/10.1038/nrg1272 [in Eng.].

Bezdek J.C., Ehrlich R. & Full W. (2020). FCM: The fuzzy c-means clustering.Computers & G eosciences. —
Vol. 10. — Pp. 191-203. https://doi.org/10.1016/0098-3004(84)90020-7 [in Eng.].

Bradley P. S. & Fayyad U.M. (1998). Refining initial points for K-means clustering. — Proceedings of the 15th
International Conference on Machine Learning. Pp. 91-99. https://doi.org/10.5555/645527.657466 [in Eng.].

Bouhmala N. (2016). How good is the Euclidean distance metric for the clustering problem. — 2016. 5th ITAI
International Congress on Advanced Applied Informatics (ITAI-AAI). Pp. 312-315. https://doi.org/10.1109/11-
AI-AAL2016.26. [in Eng.].

Christopher M. & Peck H. (2020). Building the resilient supply chain // International Journal of Logistics Man-
agement. — Vol. 31. — Pp. 1-14. https://doi.org/10.1108/09574090410700275 [in Eng.].

Cohen S. & Kietzmann J. (2014). Ride on! Mobility business models for the sharing economy. — Organization
& Environment. — Vol. 27. — Pp. 279-296. https://doi.org/10.1177/1086026614546199 [in Eng.].

Cormen T.H., Leiserson C.E., Rivest R.L. & Stein C. (2019). Introduction to algorithms. — MIT Press. [in Eng.].

Dijkstra E. W. (1959). A note on two problems in connexion with graphs. — Numerische Mathematik. — Vol.
1.— Pp. 269-271. https://doi.org/10.1007/BF01386390 [in Eng.].

Dunn J. C. (2019). A fuzzy relative of the ISODATA process and its use in detecting compact well-separated
clusters. — Journal of Cybernetics. — Vol. 3. — Pp. 32—57. https://doi.org/10.1080/01969727308546046 [in Eng.].

Glaeser E.L. & Kahn M.E. (2019). The greenness of cities: Carbon dioxide emissions and urban development. —
Journal of Urban Economics. — Vol. 110. — Pp. 404—418. DOI: https://doi.org/10.1016/j.jue.2009.11.006 [in Eng.].

Harary F. (2018). Graph theory. — CRC Press. https://doi.org/10.1201/9780429493768 [in Eng.].

Jain A.K. (2019). Data clustering: 50 years beyond K-means // Pattern Recognition Letters. — Vol. 31. — Pp.
651-666. https://doi.org/10.1016/j.patrec.2009.09.011 [in Eng.].

Lee D.C. (2006). Proof of a modified Dijkstra’s algorithm for computing shortest bundle delay in networks with
deterministically time-varying links. — IEEE Communications Letters. — Vol. 10. — Pp. 734-736. https://doi.
org/10.1109/LCOMM.2006.051982 [in Eng.].

Miyamoto S. & Mukaidono M. (1997). Fuzzy c-means as a regularization and maximum entropy approach. — In:
Proceedings of the 7th Fuzzy System Association World Congress, Prague, Czech Republic. — Vol. 2. — Pp. 86-92
[in Eng.].

Pal N.R. & Bezdek J. C. (1995). On cluster validity for the fuzzy c-means model // IEEE Transactions on Fuzzy
Systems. — Vol. 3. — Pp. 370-379. https://doi.org/10.1109/91.413225 [in Eng.].

Yu C. & XuF. (2024). Research on travel route recommendation algorithm based on graph neural network // 2024
IEEE 2nd International Conference on Image Processing and Computer Applications (ICIPCA). Pp. 855-859. https://
doi.org/10.1109/ICIPCA61593.2024.10709327 [in Eng.].

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License
23



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

IINTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 7. Is.1. Number 25 (2026). Pp. 24-45

Journal homepage: https:/journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2026.25.1.002

INTEGRATING FUZZY LOGIC AND ARTIFICIAL INTELLIGENCE IN
OPTIMIZING BUSINESS PROCESS AUTOMATION DECISIONS

L. Kurmangaziyeva', Sh. Kodanova®', M. Urazgaliyeva®, O. Findik?, S. Iskakova’
'Kh. Dosmukhamedov Atyrau University, Atyrau, Kazakhstan;
2S. Utebayev Atyrau Oil and Gas University, Atyrau, Kazakhstan;
3West Kazakhstan Innovative and Technological University, Uralsk,
Kazakhstan;
*Karabuk University, Karabuk, Turkiye.
E-mail: kodanova s@mail.ru

Lyailya Kurmangaziyeva — Candidate of Technical Sciences, Professor, Department
of Software Engineering, Kh. Dosmukhamedov Atyrau University, Atyrau, Kazakhstan
E-mail: kurmangazieval(@mail.ru, https://orcid.org/0000000306407306;

Shynar Kodanova — Candidate of Technical Sciences, Associate Professor, Facuty of
Information Technology, Safi Utebayev Atyrau Oil and Gas University, Atyrau,
Kazakhstan

E-mail: kodanova s@mail.ru, https://orcid.org/0000-0002-1589-4268;

Meiramgul Urazgaliyeva — Master of Technical Sciences, West Kazakhstan Innova-
tive and Technological University, Uralsk, Kazakhstan

E-mail: mira_090578@mail.ru, https://orcid.org/0000-0003-0640-7306;

Oguz Findik — PhD, Department of Computer Engineering Karabuk University,
Karabuk, Turkiye

E-mail: oguzfindik@karabuk.edu.tr, https://orcid.org/0000-0001-5069-6470;
Sandugash Iskakova — Candidate of Technical Sciences, Professor, Department of
Software Engineering, Kh. Dosmukhamedov Atyrau University, Atyrau, Kazakhstan
E-mail: Iskakova sh@mail.ru, https://orcid.org/0000-0002-6589-854X.

© L. Kurmangaziyeva, Sh. Kodanova, O. Findik, S. Iskakova, M. Urazgaliyeva

Abstract. The paper examines the application of artificial intelligence methods
for optimizing business decision-making processes in modern enterprises operating un-
der conditions of uncertainty and digital transformation. The study focuses on the de-
velopment of an intelligent fuzzy model designed to support the selection of a robotic
process automation (RPA) platform for trade and manufacturing companies. The prima-
ry objective of the research is to enhance the efficiency, transparency, and justification
of managerial decisions during the implementation of RPA technologies in complex
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and multi-criteria environments. The proposed approach is based on fuzzy logic theory
and a fuzzy inference mechanism, enabling the formalization of expert knowledge and
the integration of qualitative and quantitative evaluation criteria. The model has been
implemented in the FuzzyTECH software environment and structured around three key
groups of parameters characterizing RPA platforms: functionality, security, and accessi-
bility. Each parameter is represented through linguistic variables and evaluated using a
multi-level fuzzy scale. A comparative analysis of five widely used RPA platforms-PIX
Robotics, Primo RPA, Robin, Sherpa RPA, and ROOMY bots-was conducted to validate
the effectiveness of the developed model. The results demonstrate that the fuzzy model
ensures a comprehensive and objective assessment of platform compliance with enter-
prise requirements while reducing subjectivity in expert evaluation. The study confirms
that the proposed decision-support framework can be adapted to various industries and
extended by incorporating additional economic or organizational criteria, thus contrib-
uting to the advancement of intelligent business process optimization methodologies.

Keywords: artificial intelligence, fuzzy logic, robotic process automation, Fuzzy-
TECH, decision support, business process optimization
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AnHoTamusi. byn skympicTa Oenrici3mik jkoHE MHQPIBIK TpaHChopMaIus
KarIalbIHa KbI3MET €TETIH 3aMaHayHu KocimophIHAapaa 0acKapyIIbUIbIK MIEIMIepIi
OHTaWJIaHABIPYy MAaKCAThIHAA KAaCAH Il HMHTEIJICKT 9JIICTEPiH KOJIJaHy KapacThIpPbLIaibl.
3epTTey cayaa JKOHE OHIIPICTIK KOMITAHMsUIAp YIIH pOOOTTaHIBIphUIFaH OW3HEC-
nporectepai aBroMartannbipy (RPA) mnaTdopmacsiH TaHmayasl KoJiayFa apHalFaH
WHTEJUICKTYaJIIbl alKbIH €MEC MOJIENB/1 d3ipiieyre OarbITTalFaH. 3epPTTEY/IIH HETI3Ti
MakcaThl — KYpJedl oHe Kemkputepuityi opraga RPA TexHomOTHsUIaphiH €HTI3y
Ke3iHJe 0acKapymIbUIBIK MISINMACPIH THIMAUIITIH, allbIKTBIFBIH JKOHE HETI3IUTITIH
apTThIPy. Y CBHIHBUIFAH TOCUI aWKbIH €MEC JIOTHKA TEOPHUSChIHA KOHE aWKBbIH €MecC
JIOTUKAJIBIK KOPBITBIHABl MEXaHM3MIHE HETI3/IeNITeH, Oy capanTaMajblK OlTiMIl
dbopmanuzanusIayra >KOHE OarajaylblH CanajiblK >KOHE CaHABIK KpUTEpHIIepiH
OipikTipyre MyMkiHaik Oepemi. Mogenr FuzzyTECH Oarnapnamanbik opTachiHIa
Ky3ere aceIpbutblil, RPA-1maTdopmanapasl CHIIaTTANTHIH YIIT HET13T1 TapaMeTpiiep TOObI
OOMBIHIIIA KYPBUIBIMJIAIFaH: (PYHKIIMOHAIIBUIBIK, KAYIMCI3IIK JKOHE KOJDKETIMIUTIK.
OpOip mapamMeTp JMHTBUCTUKAIBIK aifHBIMAIIBUIAP TYPIHIE YCHIHBUIBIM, KOIIESHI eI
alKbIH eMeC IKaJIa apKbLIbl OaranaHaabl. O31pJeHTeH MOICIb/IH THUIMIUIITIH TEKCEPY
MakcaTbIHJIa KeHIHEeH Koyimanbuiatein 0ec RPA-mmatdopmara — PIX Robotics, Primo
RPA, Robin, Sherpa RPA xone ROOMY bots - caibICThIpMaibl TaJIay KYPri3uiii.
Hotmxkenep alKplH eMec MOCNBIH KOCIMOPBIH TaJlalTapbliHa IUIaT(GopmManap by
COMKECTITIH >KaH-)KaKThl Opi OOBEKTHUBTI OarajayFa MYMKIHIIK OCpEeTiHIH >KoHE
capanTamMaiblK Oarajaynarbl CyOBEKTHBTUIIKTI TOMEHICTETIHIH KOpCETTI. 3eprrey
HOTHOKENEepl YCHIHBUIFAH IICIIIM KaObUIAayIbl KOJJAy XYWECIHIH TypJl cajanapra
OeifiMzienie allaThIHBIH KOHE SKOHOMHKAIBIK HEMece YIBIMIACTBIPYLIBIIBIK KOCHIMIIIA
KpUTEPUIIIEP/Il €HT13y apKbUIbl KEHEUTUTYl MYMKIH €KeHIH momenuenal, Oy OusHec-
MpOLECTeP/Il UHTEIUIEKTYaJIIbl OHTAHIaH IBIPY SAICHAMAIAPbIH JaMBITYFa bIKIAJ €Te/l.

Tyiiin ce3mep: >xacaHIbl WMHTEIUICKT, OYJIIBIP JIOTHKA, POOOTTaHABIPBUIFAH
ousHec-mporiecTepi aBTomartanapipy, FuzzyTECH, memniM kaOwligayasl Kosjaay,
OM3HEC-TIPOIIECTEP/Il OHTANITAHIBIPY

Hoiiexco3nep ywin: JI. KypmanrasueBa, III. KomanoBa, M. VYpasrammuesa,
O. ®unnuk, C. Hckakosa (2026). KacaHabl UHTEIUICKT MEH alKbIH €MEC JIOTHKAHBI
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AHHoTanus. B pabote paccmarpuBaeTcsi IpUMEHEHHE METOI0B UCKYCCTBEHHOTO
MHTEJJIEKTA JJI ONTUMM3AINK MPOILIECCOB MPUHATHS YHPaBICHUYECKUX pPEIICHUN Ha
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wiatrGopmbl  poOOTH3MPOBAHHOW aBTOMaTH3aruu OmsHec-mpouneccoB (RPA) s
TOPrOBBIX M NPOU3BOJACTBEHHbIX KOoMIaHWi. OCHOBHas LE€db HCCIEI0BaHUS
3aKJII0YaeTCsl B TOBBIMIEHHH 3()(PEKTUBHOCTH, MPO3PAYHOCTH U OOOCHOBAHHOCTH
YIOpPaBIEHYECKUX pelIeHu npu BHeApeHuH TexHonoruii RPA B cimoxHo#
MHOTOKpHUTEpHaIbHOM cpene. IIpennokeHHslid oaX0 ] OCHOBAH HA TEOPUHU HEYETKOMU
JIOTHKH U MEXaHU3ME HEUETKOTO JIOTHYECKOTO BBIBOJIA, YTO MO3BOJISIET (HOPMAIN30BATh
OKCIEPTHBIE 3HAHUSI U MHTETPUPOBATh KAYECTBEHHBIE M KOJMYECTBEHHBIE KPUTEPHUU
onieHKkH. Mojens peanuzoBaHa B iporpammHoii cpene FuzzyTECH u ctpykrypupoBana
no TpéM KIIIOYEBBIM TpyIaM HapaMeTpoB, Xxapakrepusyroumx RPA-mmardopmsr:
($YHKIMOHATBHOCTD, OE30MACHOCTh M JOCTYMHOCTh. Kakaplii TapameTp mpeacTaBieH
B BUJE JIMHIBUCTUYECKUX IIEPEMEHHBIX U OLIEHUBAETCS C HCIIOJIb30BAHUEM
MHOTOYPOBHEBOW HeueTKOH mmikanbl. s mpoBepku 3hPekTHBHOCTH pa3paOOTaHHOM
MOJIEJIM TPOBEIEH CPABHUTENIbHBIA AaHAIU3 MSATH ILIMPOKO Hcnosb3yeMbix RPA-
iatgopm- PIX Robotics, Primo RPA, Robin, Sherpa RPA u ROOMY bots. Pe3ynbrars
JEMOHCTPUPYIOT, YTO HEUETKAS MOJAEIb 00ECIIEYNBAET KOMIUIEKCHYIO U OOBEKTUBHYIO
OLIEHKY COOTBETCTBHSI IIIAT(hOpM TpeOOBAHUSAM MPEANPUITHS, CHIKAsL CyObEKTUBHOCTD
IKCIEPTHBIX OLICHOK. McceroBaHye MOATBEPIKIAET, UYTO IPEUIOKEHHAs! CUCTEMA TI0A-
JEP’KKU MPUHITHUS PEIIEHUH MOXET OBbITh aJalTHPOBaHA I Pa3IMUHBIX OTpaciied 1
pacimmpeHna 3a c4€T BKJIFOUEHUS JOMOJHUTENbHBIX 3KOHOMUYECKUX U OpraHU3al[MOH-
HBIX KPUTEPHUEB, YTO CIIOCOOCTBYET PAa3BUTUIO MHTEIIEKTYAIbHBIX METOOJIOTUN O TH-
MU3aIUU OU3HEC-TIPOIIECCOB.

KiroueBble  cioBa:  UCKYCCTBEHHBIH  MHTEUIEKT, HEUYETKas  JIOTHKA,
poGoTu3npoBaHHast aBToMaTH3amus ousHec-nponeccos, FuzzyTECH, npunsarue peme-
HUH, ONTUMU3aLUs OU3HEC-TIPOIIECCOB
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KoH(pIMKT HHTePeCcoB: aBTOPHI 3asBISIFOT 00 OTCYTCTBUH KOH(JIMKTAa HHTEPECOB.

Introduction.

The modern era is characterized by the rapid development of digital technologies,
leading to significant changes in the economy, industry, and management. As enterprises
digitalize and transition to smart manufacturing, the use of artificial intelligence (AI)
and robotic process automation (RPA) technologies is becoming crucial. These tech-
nologies enable companies to optimize operations, reduce costs, improve the quality of
products and services, and accelerate data-driven management decision-making.

The relevance of this topic stems from the need to improve the efficiency of busi-
ness processes in the face of increasing competition, external instability, and the need
for flexible responses to market changes. Traditional approaches to enterprise manage-
ment are becoming insufficient, as they do not allow for the rapid processing of large
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volumes of information or the forecasting of possible development scenarios. Artificial
intelligence methods provide tools for analyzing, modeling, and optimizing processes,
facilitating the transition of enterprises to a qualitatively new level of digital manage-
ment.

Robotic automation technologies, which can mimic human actions when working
with information systems, are particularly important. Software robots perform routine
operations-data processing, reporting, and customer interaction-without human inter-
vention, ensuring accuracy, stability, and high productivity. The use of RPA is especially
relevant for retail and manufacturing companies, where the number of repetitive opera-
tions is high and the demands on information processing speed are constantly increasing
(Zadeh, 1965).

However, when implementing RPA, a key task arises - choosing the optimal plat-
form for robotic automation of business processes. There is a wide range of domestic
and foreign solutions that differ in functionality, architecture, cost and degree of integra-
tion with existing systems (Mamdani, E.H et al., 1975). Choosing a suitable platform re-
quires a comprehensive assessment of many factors, which is associated with the uncer-
tainty and subjectivity of expert assessments. In these conditions, the use of fuzzy logic
and intelligent modeling methods becomes a rational tool (Softline Corporation, 2022).

The use of fuzzy models allows for the consideration of uncertainty, fuzziness,
and incompleteness of source data. Such models provide a more flexible and realistic
representation of expert knowledge than classical deterministic approaches. Fuzzy mod-
eling makes it possible to formalize expert judgments and translate them into quantita-
tive assessments, which is especially important when analyzing multi-criteria problems,
such as selecting an RPA platform (IKS). (Media, 2021).

The aim of this study is to develop an intelligent fuzzy model for selecting a
platform for robotization of processes in a trade and manufacturing enterprise (Zimmer-
mann et al., 2001).

FuzzyTECH software environment, which provides extensive capabilities for
constructing and analyzing decision support systems, was chosen as the implementation
tool.

The scientific novelty of the work lies in the development and testing of an intel-
ligent fuzzy model that provides a quantitative assessment of the platform’s compliance
with enterprise requirements based on expert and statistical data (Van der Aalst et.al.,
2018).

The practical significance of the study lies in the possibility of using the created
model to select the optimal RPA platform, as well as to adapt the methodology to the
needs of other industries that require decision-making under conditions of uncertainty
(Delen, D et.al., 2018).

Thus, the development of an intelligent fuzzy model for selecting a platform for
robotic business processes is a relevant scientific and practical task aimed at improving
management methods and increasing the efficiency of modern enterprises (Syed, et al.,
2020).
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Materials and Methods

Description of a fuzzy model for selecting a platform for robotic automation of
processes in a trade and manufacturing enterprise.

We describe the development of a fuzzy model for selecting a platform for robotic
process automation at a retail and manufacturing enterprise. Before implementing the
model in the FuzzTECH software environment, it is necessary to define the input and
output variables, as well as their relationships and sets of fuzzy rules (Van der Aalst
et.al., 2018).

Our model will include three sets of variables. The first will assess the platform’s
compliance with the customer’s functional requirements, the second will assess the plat-
form’s compliance with security requirements, and the third will assess the platform’s
availability for robotics.

Let’s describe all the variables. The input parameters of the first intermediate
variable Y , reflecting the platform’s functionality, will be three linguistic variables:

X | - the ability of software robots to interact not only with basic web and desktop
applications, but also with external business systems, the availability of tools for build-
ing complex processes from various robots.

X', - operating systems supported by the platform (multisystem), supported pro-
gramming languages, supported DBMS.

X', - functionality available: Optical Character Recognition (OCR), speech syn-
thesis and recognition, availability of Low - Code and No - Code programming.

The input parameters of the second intermediate variable Y ,, which evaluates
compliance with the safety requirements of the robotic platform, will be 2 linguistic
variables:

X', - the presence of protection against unauthorized access, methods of verifi-
cation and control of changes in accordance with the role model, the ability to manage
rights for robots, workstations, users, actions, the presence of an audit of user actions,
the presence of a password storage;

X, - presence in the Register of domestic software, compliance with Law “On
personal data”.

The input parameters of the third intermediate variable Y ,, responsible for acces-
sibility, will be the following linguistic variables:

X - availability of technical support, community, training, trial period, demo
version of the platform;

X - number of clients, number of implemented robots, presence of awards and
prizes from thematic competitions.

the term sets of input linguistic variables X -X _assets T -T = {« Low » (low),
« Medium » (medium), « High » (high)}.

The variable term sets will be scored as follows. X1 X2 X3 X4 X5 X6 X7 , be
scored from 0 to 10, where 0 to 3 is poor performance, 4 to 7 is average performance
and 8 to 10 is excellent performance.

The terms of the intermediate and output variables will have a rating from 0 to 10,
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where values from 0 to 3 indicate low compliance with customer requirements, from 3
to 6 indicate moderate compliance with customer requirements, and from 7 to 10 indi-

cate high compliance with customer requirements.

Let us compile a list of heuristic rules for intermediate variables Y, Y., Y., with
the help of which the final output variable Y will be calculated.
For the variable Y| 27 rules were compiled, presented in Figure 1.

Homep npasmna| (F X1 AND X2 | ANDX3 | THEN Y1
1. LOW LOW LOW LOW
2. LOW LOW | MEDIUM | LOW
3. LOW LOW HIGH | MEDIUM
4, LOW | MEDIUM | LOW LOW
5. LOW | MEDIUM | MEDIUM | MEDIUM
6. LOW |[MEDIUM | HIGH | MEDIUM
7. LOW HIGH LOW | MEDIUM
8. LOW HIGH | MEDIUM | MEDIUM
9. LOW HIGH HIGH | MEDIUM
10. MEDIUM | LOW LOowW LOwW
11. MEDIUM | LOW | MEDIUM | MEDIUM
12. MEDIUM | LOW HIGH | MEDIUM
13. MEDIUM | MEDIUM | LOW | MEDIUM
14. MEDIUM | MEDIUM | MEDIUM | MEDIUM
15. MEDIUM | MEDIUM |  HIGH HIGH
16. MEDIUM | HIGH LOW | MEDIUM
17. MEDIUM | HIGH | MEDIUM | MEDIUM
18. MEDIUM HIGH HIGH HIGH
19. HIGH LOW LOW | MEDIUM
20. HIGH LOW | MEDIUM | MEDIUM
21. HIGH LOwW HIGH | MEDIUM
22 HIGH |MEDIUM | LOW | MEDIUM
23. HIGH | MEDIUM | MEDIUM | MEDIUM
24. HIGH | MEDIUM | HIGH HIGH
25. HIGH HIGH LOW | MEDIUM
26. HIGH HIGH | MEDIUM | HIGH
27. HIGH HIGH HIGH HIGH

Fig. 1. Rules for variable Y 1

For the variable Y2, nine rules have been created, presented in Figure 2

Homepnpasuna| IFX4 | ANDX5 | THEN Y2
1. Low Low Low
2. LOW | MEDIUM | MEDIUM
3. LOwW HIGH | MEDIUM
4. MEDIUM | LOW LOwW
5. MEDIUM | MEDIUM | MEDIUM
6. MEDIUM | HIGH HIGH
7. HIGH Low LOW
8. HIGH | MEDIUM | MEDIUM
9. HIGH HIGH HIGH

Fig. 2. Rules for variable Y 1
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For variable Y, the following rules will apply, as shown in Figure 3.

Homep npaewna| IF X6 AND X7 | THEN Y3
1. LOW LOW LOW

LOW | MEDIUM | MEDIUM

LOW HIGH | MEDIUM
MEDIUM | LOW LOW

MEDIUM | MEDIUM | MEDIUM
MEDIUM | HIGH HIGH

HIGH LOW | MEDIUM
HIGH | MEDIUM | HIGH
HIGH HIGH HIGH

el el el Eol PR ol E

Fig. 3. Rules for variable Y |

For the variable Y, 27 rules were formulated, presented in Figure 4.

Homep npasmna| IFYL | ANDY2 | ANDY3 | THENY
1. LOW LOW LOW LOW
2 LOW LOW MEDIUM LOwW
3. LOW LOW HIGH LOW
4, LOW MEDIUM Low LOW
5. LOW | MEDIUM | MEDIUM | MEDIUM
6. LOW | MEDIUM | HIGH |MEDIUM
7. LOW HIGH LOW | MEDIUM
8. LOW HIGH | MEDIUM | MEDIUM
9. LOW HIGH HIGH MEDIUM

10. MEDIUM LOW LOwW LOW
11. MEDIUM | LOW | MEDIUM | LOW
12, MEDIUM | LOW HIGH Low
13. MEDIUM | MEDILM LOwW MEDIUM
14. MEDIUM | MEDIUM | MEDIUM | MEDIUM
15. MEDIUM | MEDIUM HIGH | MEDIUM
16. MEDIUM HIGH LOW MEDIUM
17. MEDIUM HIGH MEDIUM HIGH
18. MEDIUM HIGH HIGH HIGH
19. HIGH LOW LOW LOW
20. HIGH LOW MEDIUM LOW
21. HIGH LOW HIGH LOW
22. HIGH MEDILM LOW MEDIUM
23. HIGH MEDIUM | MEDIUM | MEDIUM
24. HIGH MEDIUM HIGH | MEDIUM
25. HIGH HIGH LOW MEDIUM
26. HIGH HIGH MEDIUM HIGH
27. HIGH HIGH HIGH HIGH

Fig. 4. Rules for variable Y
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Thus, blocks of rules were prescribed, all linguistic variables were described, and
heuristic rules were compiled to create a fuzzy model for assessing the quality of soft-
ware product implementation.

Implementation of a Fuzzy Model in the FUZZYTECH Environment

We’ll walk through the step-by-step creation and configuration of a fuzzy model
for robotic platform selection in FuzzyTECH. To do this, we’ll create six input vari-
ables, three intermediate variables, and one output variable.

As a result of setting up the above actions, we obtain the final fuzzy model for
selecting a robotics platform (Figure 5).

0\’}/' il Functionality Y1 LOWI:
— x1
= Y1
~OT X3 | Min/Max
X3
Safe s
=5 ¥2 iy Choice
font b i = Y =
X x5 [ Min/Max | T
= Y3 Min/Max
eYd X6 Accessibility Y3 o™
= X6 Y3 -
e'd X7 X7 | Min/Max

Fig. 5. Fuzzy model of the quality level of software product implementation

Next, we set up membership graphs for each variable of our fuzzy model as shown in
Figures 33-39.

The next step is to set up rule blocks for intermediate and output variables. To
do this, go to the rule editor for each block and use the rule block filling function. Af-
terwards, we check the correctness of the resulting rules and obtain the following rule
blocks (see Figures 6-10).

s Rl Eaitor - uncional E=RE=n
B WRE DO $ 9| b b bl

# IF THEN

xa x2 x3 Dos Y1

1 |low low low 1.00 |low

2 [low low medium 1.00 [low

3 |low medium high 1.00 | medium
4 [low high low 1.00 | medium
5 low high medium 1.00 |low

6 medium low low 1.00 | medium
7 | medium low medium 1.00 | medium
8 | medium medium high 1.00 [low

9 | medium medium low 1.00 | medium
10 | medium medium medium 1.00 |medium
11 | medium high low 1.00 [low
12 | medium low medium 1.00 |medium
13 | medium high high 1.00 | medium
14 | medium low Tow 1.00 | medium
15 | medium medium medium 1.00 |high
16 | medium high high 1.00 | medium
17 |medium  llow  |low | 1.00 [high
18 | medium high medium 1.00 |medium
19 |high high low 1.00 | medium
20 |high low medium 1.00 | high
21 |high medium high 1.00 | medium
22 |high high low 1.00 | medium
23 |high high medium 1.00 |high
24 |high high high 1.00 | medium
25 |high high low 1.00 \medium ]
26 |high high medium 1.00 |high
27 |high high high 1.00 |high

Fig. 6. Block of rules for variable Y
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| 1.00 |high
Fig. 7. Block of rules for variable Y,

@
X
8
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E

§§¥§§i§§¥é
e

Spreadsheet Rule Editor - Cost E
YREOE S NE L2

4 IF THEN

X6 X7 DoS Y3

1 low low 1.00 |low

2 [low |medium | 1.00 |medum

3 |low high 1.00 |medium

4 medium low 1.00 |low

5 |medium medium 1.00 |medium

6 |medum  |high | 100 [high

7 |high low 1.00 |medium

8 | high [medium 1.00 |high j

9 | high high 1.00 |high

9 |high ] high 1.00 |high

D T & ]

Fig. 8 Block of rules for variable Y,

Spreadsheet Rule Editor - Quality =R EEn= )
B W RE 0| S | btk e ®

% |IF [THEN

Y1 [r2 [¥s [Dos [v

1 low low medium 1.00 | low

2 low Tow | medium 1.00 |low

3 low low | high 1.00 |low

4 |low medium |low 1.00 | medium
5 |low medium medium 1.00 | medium
6 |low high |high 1.00 | medium
7 low high |low 1.00 | medium
8 |low high medium 1.00 | low

9 |medium low [low 1.00 |low

10 | medium low | medium 1.00 |low

11 | medium low high 1.00 | medium
12 medium medium [low 1.00 | medium
13 medium high medium 1.00 | medium
14 |medium high [high 1.00 | medium
15 | high high low 1.00 | low
16 | high low | medium 1.00  medium
17 |high low | high 1.00 | medium
18 | high medium low 1.00 | high
19 | high high medium 1.00 high
20 |high high [low 1.00 | medium
21 | high Tlow | medium 1.00 | high
22 | high low | high 1.00 | high
23 |high medium high 1.00 | medium
24 | high high [low 1.00 | high
25 |high high | medium 1.00 high
26 |high low [high 1.00  high
27 |high low | high 1.00 |high
27 |high low high 1.00 | high
28 |high | medium }high | 1.00 'high
27 |high high | high | 1.00 |high

Fig. 9. Block of rules for variable Y

Next, we will switch to debug mode to check the functionality of our fuzzy model
(Figure 5).
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ﬁWatch: Interactive Debug Mode E] (=] IE
&S e [som

Inputs: Outputs:

g ha 5.00000
X2 5.0000 | |Y1 5.00000
X3 5.0000 | |Y2 5.00000
X4 5.0000 | |Y3 5.00000
X5 5.0000
X6 5.0000
X7 5.0000

4

Fig. 10. Interactive debugging window

Next, we’ll open all windows in the program’s workspace to fully observe the
dependencies of all variables. This creates a convenient workspace for configuring and
testing the model (Figure 11).

& (o) @]=]|@x el=E)[=]|e@x (o] &]=]|@x [(e=@]=]
R S I R S I R T I N R T e
Term low med: high Term low med: high Term low med: high Term low med: high

10 1.0 1.0 L
X 0.0 g X 0.0 b4 0.0 - !I 0.0

4+ 10 0o 4 10 0 4+ 10 0 4+ 10
. 500000 Units | % 500000 Units | % x|

5.00000 Units 5.00000 Units
RS @)= Exe (slE=]|@x ee=]|@xs el@=]
kRIS ISR R & A S L A A A A
Term low med: high Term low med: high Term low med: high Term low med: high

10 L T e T B )
o 00 EoR X X o 00 }( X || s )( X - }( X
¥ 0.0 : + b4 0.0 s = b4 0.0 : == . zl 0.0 z = .
10 10 1 1
- 5.00000 Units x e .

5.00000 Units 5.00000 Units 5.00000 Units
&% le@]=](@x (= [@)=] | @ [e)@]=]| @ (e @=]
ST A ARSI S A ST A A RS 4
Term " low med: high Term low med: high Term low med: high low med: high

Term

10 L — 10

o / X - X X | s X i [ 0_5|m
3 i | e 1 il s |7 0'00’ +
X 500000 Units | * 4 xf

5.00000 Units 5.00000 Units
% Watch. Interactive Debug Mode C @w

EeHa A ¢ e [50000

linput: Output:

A 1 5.00000
X2 5.00000 2 5.00000
X3 5.00000 =) 5.00000
X4 5.00000 v

Fig. 11. Fuzzy model in the FuzzyTECH environment

5.00000 Units

Thus, in this section, a fuzzy model for selecting a platform for robotics was im-
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plemented in the FuzzyTECH software environment.

Interpretation and analysis of the obtained results of the model for selecting a
platform for robotization of processes in a trade and manufacturing enterprise, we will
proceed to its use for fuzzy modeling (Leonenkov, 2024)

We will enter the PIX Robotics platform data based on the data on the official
website and the platform presentation, and conduct an assessment of the level of com-
pliance with customer requirements.

— the ability of software robots to interact not only with basic web and desktop ap-
plications, but also with external business systems, the availability of tools for building
complex processes from various robots (X, ) has a value of 9 out of 10;

— operating systems supported by the platform (multi-system), supported pro-
gramming languages, supported DBMS (X)) has a value of 8 out of 10;

— availability of functionality: Optical Character Recognition (OCR), speech syn-
thesis and recognition, the presence of Low - Code and No - Code programming (X,)
has a value of 9 out of 10;

— the presence of protection against unauthorized access, methods of verification
and control of changes in accordance with the role model, the ability to manage rights
for robots, workstations, users, actions, the presence of an audit of user actions, the pres-
ence of a password storage (X ,) has a value of 8 out of 10;

— presence in the Register of domestic software, compliance with Law “On per-
sonal data” (X,) has a value of 10 out of 10;

— availability of technical support, community, training, trial period, demo version
of the platform (X) has a value of 10 out of 10;

—the number of clients, the number of implemented robots, the presence of awards
and prizes from thematic competitions (X.) has a value of 9 out of 10.

x1 (= ll@]=]] [e[@]=]fx3 [==@]=]]x7 [=)l==]

PLAS RO AVI AR (O NV O[R[N XV SR N AW

Term low medh high Term low medi high Term low mediu high Term low mediu high

101 10 10 - 10F
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Fig. 12. Fuzzy model in the FuzzyTECH environment
Robotics Platform Customer Compliance Level
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After entering all input variables into our model, we obtain the next level of com-
pliance with customer requirements (see Figure 12).

For the PIX Robotics platform, the model produced a score of 8.9716.

Let’s repeat the previously completed steps for the remaining robotization plat-
forms.

For the Primo RPA platform:

X' has a value of 10 out of 10;

X', has a value of 10 out of 10;

X, has a value of 9 out of 10;

X', has a value of 10 out of 10;

X, has a value of 10 out of 10;

X has a value of 10 out of 10;

X, has a value of 9 out of 10;

After entering all input variables into our model, we obtain the next level of com-
pliance with customer requirements (see Figure 13).
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Fig. 13. Primo RPA Platform Customer Compliance Level

The model came up with a score of 9.9510.
X' has a value of 10 out of 10;

X, has a value of 9 out of 10;

X, has a value of 10 out of 10;

X', has a value of 9 out of 10;

X, has a value of 10 out of 10;

X  has a value of 9 out of 10;

X, has a value of 10 out of 10;
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Fig. 14. Robin Platform Customer Compliance Level

After entering all input variables into our model, we obtain the next level of
compliance with customer requirements (see Figure 14).

The model came up with a score of 9.9510.

For the Sherpa RPA platform:

X' has a value of 8 out of 10;

X, has a value of 8 out of 10;

X, has a value of 9 out of 10;

X', has a value of 9 out of 10;

X, has a value of 10 out of 10;

X has a value of 10 out of 10;

X, has a value of 7 out of 10;
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Fig. 15. Sherpa RPA Platform Customer Compliance Level

After entering all input variables into our model, we obtain the next level of
compliance with customer requirements (see Figure 15).
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The model came up with a score of 8.8718.
For the ROOMY bots platform:

X' has a value of 7 out of 10;

X, has a value of 7 out of 10;

X, has a value of 8 out of 10;

X', has a value of 8 out of 10;

X . has a value of 10 out of 10;

X  has a value of 10 out of 10;

X, has a value of 8 out of 10;
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Fig. 16. Level of compliance with customer requirements of the ROOMY bots platform

After entering all input variables into our model, we obtain the next level of com-
pliance with customer requirements (see Figure 12).

The model came up with a score of 8.6776.

As can be seen, the highest level of compliance with the customer’s requirements
by the model was 9.9510 for the Robin and Primo RPA platforms. The choice of one of
the two selected vendors is recommended to be made through a tender.

Thus, fuzzy modeling was carried out when introducing input variables into the
developed fuzzy model for selecting a platform for robotizing the processes of a trade
and manufacturing enterprise.

Results and discussion

The study is based on the application of modern artificial intelligence and fuzzy
modeling techniques aimed at optimizing the process of selecting a platform for robotic
process automation in a retail and manufacturing enterprise. The main idea is to use in-
telligent technologies to create a tool that will enable objective evaluation and compari-
son of various software solutions, taking into account the uncertainty and heterogeneity
of the initial data. By Lotfi was used as the theoretical basis for the study. Zadeh. This
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theory allows for the description of complex processes in which quantitative assessment
is impossible or difficult, and decisions are based on expert judgment and subjective
criteria. Fuzzy modeling allows for the use of not only precise numerical values but also
qualitative characteristics, expressed as words such as “low,” “medium,” and “high.”
This makes the method particularly suitable for solving management problems involv-
ing uncertainty.

The subject of this study is the process of selecting a platform for robotic automa-
tion of enterprise business processes. This choice is always associated with a multitude
of factors—from functionality and security to licensing costs, technical support, and
compatibility with other systems. Traditional evaluation methods often use a strict quan-
titative scale that fails to capture all the nuances. Therefore, this paper utilizes a fuzzy
logic approach, which allows for a more flexible and realistic approach to the problem.

The study analyzed leading robotic automation platforms: PIX Robotics, Primo
RPA, Robin, Sherpa RPA, and ROOMY bots. For comparison, key criteria were identi-
fied, grouped into three key areas:

1. Functionality, which reflects the platform’s ability to perform a wide range
of operations, integrate with other systems, and support modern technologies such as
speech recognition, OCR, and Low -Code tools.

2. Security, including data protection measures, access rights management and
compliance with personal data laws.

3. Accessibility, which characterizes the availability of technical support, training
materials, demo versions, as well as the popularity and recognition of the platform in
the market.

Each criterion was assessed on a linguistic scale, with the values “low,” “medium,”
and “high” corresponding to a range from 0 to 10. This scale allowed experts to provide
amore flexible assessment that reflected their actual perception of the platforms’ quality.

FuzzyTECH software environment, which is designed for creating and visualiz-
ing fuzzy inference systems, was used to build the model. This tool was chosen due to
its user-friendly interface, support for multi-block structures, and the ability to clearly
define membership functions, which is especially important when analyzing complex
dependencies between variables (Biiyiikdzkan, et al., 2018).

The model was developed in several stages. First, the main criteria were defined
and linguistic variables were formed. Then, for each group of factors (functionality, se-
curity, accessibility), fuzzy inference rules were developed, linking the input variables
to intermediate indicators. All intermediate assessments were then combined into a final
variable reflecting the overall level of platform compliance with enterprise requirements.

Each design stage was accompanied by expert analysis and tuning of membership
functions, which improved the accuracy and reliability of the model. Implementation in
the FuzzyTECH environment allowed for visual observation of the results generation
process and system debugging in an interactive mode.

The result of this stage was the development of an intelligent fuzzy model that
enables quantitative and qualitative assessment of the level of compliance of RPA plat-
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forms with customer requirements. The model takes into account the subjectivity of
human judgment, combines it with formal criteria, and enables a comprehensive com-
parative analysis of software solutions under conditions of uncertainty.

Thus, the developed methodology combines scientific rigor and practical applica-
bility. It can be used not only for selecting robotic platforms but also for solving similar
problems in other areas requiring decision-making based on multi-criteria assessment.

The practical part of the study focused on implementing an intelligent fuzzy model
for selecting a platform for robotic process automation and evaluating its effectiveness
in management decision-making. The model was built in the FuzzyTECH environment,
which allows for the creation of fuzzy inference systems, visualization of relationships
between variables, and interactive debugging.

In the first stage, a model structure was developed, comprising three conceptual
blocks: functionality, security, and availability. Each represented a set of parameters
characterizing various aspects of RPA platform operation. The functionality block in-
cluded indicators such as the availability of integration tools with external systems,
support for modern technologies, and the level of versatility of software solutions. The
security block reflected data protection mechanisms, access control, and regulatory
compliance. The availability block considered the availability of technical support, doc-
umentation, training courses, and open user communities.

Each parameter was assessed by experts on a ten-point scale, ranging from mini-
mum to maximum compliance with customer requirements. This data was entered into
the FuzzyTECH system, where each variable was assigned linguistic term values: “low,”
“medium,” and “high.” Based on the expert assessments, heuristic rules were formed
linking the input and intermediate variables.

After building the model, a series of experiments were conducted evaluating five
modern RPA platforms: PIX Robotics, Primo RPA, Robin, Sherpa RPA, and ROOMY
bots. Each was analyzed for functionality, reliability, scalability, and ease of implemen-
tation in a production environment.

The simulation results showed that the Robin and Primo RPA platforms demon-
strated the best alignment with enterprise requirements, receiving equally high overall
scores. Both platforms featured extensive integration capabilities with external business
systems, low-code development support, and a well-developed technical support system.
The PIX Robotics platform placed in the middle, demonstrating strong functionality but
inferior accessibility and customization flexibility. The Sherpa RPA and ROOMY bots
solutions demonstrated consistent but less pronounced results, primarily due to the lim-
ited number of implementations and lower level of automation of supporting processes.

The analysis revealed an important conclusion: the effectiveness of an RPA plat-
form is determined not only by its technological capabilities but also by a combination
of organizational factors, such as the availability of support, training resources, and an
active professional community. Therefore, the choice of platform should be based on a
balance between functionality, security, and ease of implementation.

The results confirmed the validity of the developed model. The FuzzyTECH sys-
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tem accurately reflected the relationships between criteria and demonstrated stability
when varying the initial parameters. The use of fuzzy modeling mitigated the subjectiv-
ity of expert assessments and produced quantifiable results that can be used in manage-
ment decision-making.

A distinctive feature of the proposed model is its versatility and adaptability. If
necessary, it can be supplemented with new criteria—for example, cost efficiency, pay-
back period, or compatibility with corporate infrastructure. This makes the model a flex-
ible tool that can be applied in retail, manufacturing, financial, or logistics organizations.

Thus, the study results demonstrated that fuzzy modeling is an effective tool for
analyzing and selecting technological solutions under uncertainty. The model, built in
the FuzzyTECH environment, demonstrated a high degree of reliability and practical
applicability. It can serve as a basis for developing decision support systems for digital
transformation of enterprises and business process optimization.

The study examined the theoretical and practical aspects of using artificial intelli-
gence methods to optimize enterprise business decisions. The focus was on developing
an intelligent fuzzy model for selecting a platform for robotic process automation in a
retail and manufacturing enterprise.

The first part of the paper analyzes the main development trends in artificial intel-
ligence and robotic process automation (RPA) technology. It demonstrates that the im-
plementation of such technologies is an important element of the digital transformation
of enterprises and can significantly improve management efficiency, reduce costs, and
speed up routine operations (Business Architecture Institute, 2020).

Based on an analysis of existing solutions and scientific approaches, a methodol-
ogy for constructing a fuzzy model was developed, enabling multi-criteria evaluation
of RPA platforms under uncertainty. The use of fuzzy logic allowed for the formaliza-
tion of expert knowledge and the consideration of subjective factors that are difficult to
quantify.

FuzzyTECH software environment, an intelligent model was built, including three
main blocks of variables: functionality, security, and availability. Each block combined
key platform selection criteria and reflected various aspects of its application. Based on
the entered expert data, an assessment was conducted of five modern RPA platforms -
PIX Robotics, Primo RPA, Robin, Sherpa RPA, and ROOMY bots (Kumar et al., 2021).

Primo RPA and Robin platforms demonstrated the highest levels of compliance
with customer requirements, receiving the highest overall scores. These solutions are
characterized by flexibility, extensive integration capabilities, advanced support, and
modern automation tools. The remaining platforms showed good, but somewhat more
limited, results (Aguirre et.al., (2017).

The developed fuzzy model has proven its effectiveness as a decision support tool.
It ensures transparent analysis, allows for the consideration of multiple, diverse factors,
and generates objective recommendations for selecting the optimal software solution.
Furthermore, the model can be expanded by adding new criteria-economic, technologi-
cal, and organizational-making it universal and adaptable to various industries.
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The main findings of the study can be summarized as follows:

1. The use of artificial intelligence and fuzzy logic methods allows us to effec-
tively solve problems of selecting software solutions under conditions of uncertainty.

2. FuzzyTECH environment ensures visual modeling and high accuracy of com-
putational experiments.

3. The developed model for selecting an RPA platform has proven its practical
applicability and can be used to substantiate management decisions during the digitali-
zation of an enterprise.

The practical significance of the work lies in the fact that the proposed methodol-
ogy can be implemented at enterprises in various industries to assess the quality of the
implementation of digital technologies and select optimal solutions for process automa-
tion.

Thus, all the stated goals and objectives of the study were achieved, and the results
confirmed the effectiveness of using fuzzy methods to support decision-making when
selecting platforms for robotic automation of business processes.

Comparison of fuzzy modeling results with classical methods and model sensi-
tivity analysis.

To verify the robustness and validity of the obtained results, the fuzzy modeling results
were compared with those obtained using a classical multicriteria evaluation meth-

od. Classical decision-making methods in multicriteria choice problems are typically
based on the additive aggregation of normalized indicators. Therefore, a classical addi-
tive criteria aggregation model was used to compare the results.

Since the developed fuzzy model includes three main criterion groups-function-
ality (X - X,), safety (X4-X5), and availability (X,- X )-the classical evaluation was
conducted using a hierarchical scheme. First, partial scores were calculated for each
criterion group, after which they were aggregated into a final indicator. The classical
evaluation function has the following form:

E(XI}XE-X;; | X.llX,q‘X{-.lXT)
3 3 2 2

where X | =X _ are the evaluation criteria used in the developed model.

Based on the initial data used in the fuzzy modeling, final assessment values were
calculated for the five RPA platforms studied. The comparison results are presented in
the tablel.

Table 1 — Comparison of results of fuzzy modeling and classical estimation

K'.I'uﬁﬁ =

Platform The result of the fuzzy model Y | Yclass rating
PIX Robotics 8,9716 9,0556
Primo RPA 9,9510 9,7222
Robin 9,9510 9,5556
Sherpa RPA 8,8718 8,7778
ROOMY bots 8,6776

The results show that the ranking of alternatives is consistent across both ap-
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proaches. In both cases, the Primo RPA and Robin platforms demonstrate the highest
level of compliance with enterprise requirements, followed by PIX Robotics, Sherpa
RPA, and ROOMY bots. This confirms the validity and robustness of the developed
fuzzy model.

At the same time, certain differences are observed in the numerical values of the
final assessments. The fuzzy model provides a more pronounced differentiation of
alternatives, as it takes into account nonlinear relationships between criteria and expert
inference rules. Unlike the classical additive method, which assumes a linear relation-
ship between indicators, fuzzy modeling allows for more flexible consideration of the
uncertainty of the initial data and expert knowledge.

a sensitivity analysis of the model was conducted, the purpose of which was to
determine the influence of individual input criteria on the final result Y. The analysis was
carried out by assessing the change in the final value when varying the input parameters
of the model.

The analysis results showed that the X and X, criteria, which characterize the
platform’s functional and integration capabilities, have the greatest impact on the final
score. These parameters reflect the ability of software robots to interact with various
information systems, support various operating systems, programming languages, and
database management systems, which is a key factor when choosing a robotic platform.

The X5 criterion also has a significant impact, reflecting the platform’s market
penetration, the number of completed projects, and professional recognition. This indi-
cator indirectly characterizes the reliability and maturity of the technological solution.

Criteria X, and X, have a moderate impact on the final result. They reflect the
presence of advanced functionality (e.g., OCR technologies, speech recognition, and
low - code tools) and the level of information security of the system.

Criterion X, related to the availability of technical support, training materials,
and a user community, demonstrates relatively low sensitivity within the sample under
study. This is explained by the fact that most of the platforms studied already have a high
level of user support, which reduces the differences between alternatives.

Finally, the Xs criterion, which characterizes compliance with regulatory require-
ments and the presence of a software product in the domestic software registry, has vir-
tually no impact on the differentiation of results in this experiment. This is because this
indicator has a uniformly high value for all platforms under consideration.

Based on the sensitivity analysis, the relative degree of influence of the criteria on
the final result can be determined:

X,>X > X > X, > X, > X > X,

Thus, the comparison with classical methods and sensitivity analysis confirm the
stability of the developed fuzzy model and its practical applicability for the tasks of se-
lecting business process robotization platforms under conditions of multi-criteria evalu-
ation and uncertainty of the initial information.

Conclusion.

This study presented the development and implementation of an intelligent fuzzy
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model for selecting a robotic process automation (RPA) platform in a retail and man-
ufacturing enterprise. The proposed approach integrates artificial intelligence meth-
ods and fuzzy logic to support decision-making under conditions of uncertainty and
multi-criteria evaluation. The model was implemented in the FuzzyTECH environment
and tested on five modern RPA platforms.

The results demonstrated that the application of fuzzy modeling provides a trans-
parent and quantitatively justified assessment of platform compliance with enterprise
requirements. Primo RPA and Robin platforms achieved the highest overall compliance
scores, confirming the effectiveness of the developed methodology. The proposed model
reduces the subjectivity of expert judgments and enhances the reliability of managerial
decisions.

The developed approach has practical value and can be adapted to other industries
requiring digital transformation and process automation. Future research may focus on
expanding the model by incorporating economic efficiency indicators, implementation
costs, and long-term performance metrics to further improve decision support mecha-
nisms.
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Abstract. In the context of the digital transformation of education, an urgent
task is to search for effective tools for collecting and analyzing the opinions of partici-
pants in the educational process to make informed management decisions. Traditional
survey methods often require significant time and material costs, and the data obtained
may lack completeness and reliability. This study proposes an effective way to organize
online surveys based on the modified Delphi method, integrated with decision support
systems and cloud platforms. The aim of the work is to develop and test a model for
collecting and harmonizing expert assessments to analyze the current state of the educa-
tional process. The methodological basis was the modified Delphi method, which differs
from the classical version by using interval assessments, allowing for the consideration
of uncertainty and the level of confidence of experts. The Google Forms platform was
chosen for data collection due to its accessibility, ease of integration, and the ability to
automatically export results. Data processing and calculation of statistical indicators
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were performed automatically using developed mathematical and information software.
The expert group included 12 specialists: teachers, methodologists, IT specialists, and
independent experts in the field of educational quality assessment. The study was con-
ducted in two rounds. In the first round, experts assessed five key indicators, which
made it possible to identify the initial scatter of opinions. After familiarizing themselves
with the aggregated results of the first round, the second round observed a significant
narrowing of the assessment intervals and an increase in the consensus level above 0.75
for all indicators, confirming the effectiveness of feedback. The final integral assess-
ment of the effectiveness of the educational process was 7.73 on a 10-point scale. The
proposed model allows not only to quickly collect data but also to minimize subjectivity
through a multi-stage coordination procedure. Automating data collection and process-
ing through the integration of Google Forms and a decision support system significantly
reduces the survey time and increases the clarity of results for decision-makers. The
modified Delphi method in combination with online tools is an effective and accessible
tool for monitoring, forecasting development, and optimizing management in educa-
tional institutions, and can also be adapted for other subject areas.

Keywords: online survey, modified Delphi method, expert assessment, decision
support system, management of the educational process
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AnHoTtanusi. bitim Oepynl uudprianaslpy skaraaibiHaa 0acKapyLIbUIBIK
nremimMaep Kaowuiaay yuorH OutiM Oepy MpoLeciHe KaTbICYIIbUIAPAbIH MIKIpIEpiH
YKUHAY MEH TaJljayIbIH THIM/II KYpaslapblH 13€CTipy ©3€KT1 Macesie O0IbII Ta0bLIablI.
Hoctypni cayanHama onictepi KoOiHECe alTapibIKTall YaKbITTHIK JKOHE MaTePUATIBIK
HIBIFBIHAAP/BI Tajam €Tell, ajl ajblHFAH JEPEKTEPAIH TOJBIKTBIFBI MEH AYPBICTBIFBI
KETKLIIKCI3 00Jdybl MYMKIH. 3epTTeyle LIennM KaObuigaylbl KoJjijay sKylernepiMeH
JKoHe OYITTHI MaTGopMaiapMeH WHTErpanusuianFaH Moaudukanusiaanrad [lenbhu
9/1ic1 HeT131H/1€ OHJIaliH-cayajTHamalap/ibl YUbIMAACTBIPYABIH TUIMAL TOCUTI YChIHBUIFaH.
KymbicTeiH MakcaThl OuTIM Oepy NpOILECIHIH arbIMAAFbl >KaFAalblH Tajljgay YUIIH
capanTamaibIK OarajayiapAbl )KHHAY MEH KETICY/IIH MOJEIIH 931pJiey JKOHE ChIHAKTaH
OTKIZy OO0JbIm TaObIIaABl. OMiCHAMaNBIK 0a3a peTiHIE KIACCUKAJIBIK HYCKaJaaH
UHTEpBANABIK OarajayJpl KOJJAHYbIMEH €pEeKILIEeJICHETIH MoJau(puKalusIaHFaH
Hennbu omici allbIHFaHABIKTaH CapaniibuiapablH OCNTICI3Airt MEH CEHIMITIK IeHTeHiH
ecKepyre MYMKIHAIK Tyanbl. KomKeTIMIUIiK, MHTETpalUsSHbIH KapanalbIMIbLIBIFbI
JKOHE HOTIDKENEpAl aBTOMATThl TYpAE€ OSKCHOPTTAY MYMKIHAIN OOJFaHIbIKTaH
nepexrepal xkuHay yiriH Google Forms mmargopmace! Tanaanael. Jlepexrepal eHaey
YKOHE CTATHUCTUKAJBIK KOPCETKIIITEPl €cenTey, O31pJCHIeH MaTeMaTUKAJIbIK MKOHe
aK[apaTThlK KaMTaMachl3 €Tyl KOJIJJaHa OTBIPbIN, aBTOMATThl TYPAE >KYPri3uiji.
CapanTtamanblK TOINKAa OKbITYUIbLIAp, oaickepiep, IT-mamanmapel »xoHe Ou1iM
camachlH Oarajay cajachblHAAFbl TOYEJICI3 capaliibuiapJaH TypaTbiH 12 MamaH KipAi.
3eprTey eki TypaaH Kypanabl. bipiHmn Typaa capammbuiap 0ec HEri3ri KOpCeTKINITi
Oaranar, mikipJaepaiH 0acTanKbl allIaKThIFBIH aHBIKTAAbl. BIPIHII TYPIBIH KUBIHTHIK
HOTHIKEJIEPIMEH TaHbICKAaHHAH KEWiH, eKiHII Typaa OapliblK KepceTkimTep OoibIHIIa
Oaranay MHTEpBaJIJApbIHBIH alTapibIKTall TapbUIFaHbl KOHE KOHCEHCYC JEHIEHiHIH
0.75-Ten xorapbl ©CKeH1 OailKaibll, Kepl OalIaHbICTBIH TUIMAUII pacTainibl. biiiM
Oepy mpOLECiHIH THIMIAUTITIHIH KOPBITHIHIB UHTErPaIAbIK O0arackl 10 OanaplK mikaga
OolipiHIIa 7.73 Kypaabl. ¥ ChIHBUIFAH MOJIENb JAEPEKTEP Il JKeeI )KUHAIl KaHa Koimaii,
KOIl caTbUIbl KeJiCy Mpouedypachl apKblibl CyOBEKTUBTUIIKTI a3aliTyFa MYMKIHJIK
Oepeni. Google Forms nen memrimM KaObuigay sl KOJAay *KYHWECIHIH MHTErpalUsiChl
apKbpLIbl JEpEeKTepAl KUHAY MEH OHJEYyJl aBTOMAaTTaHJAbIPY cayalHama XKYprisy
YaKbITBIH €J19y1p KbICKapTa bl KoHE LIeIiM KaOblIAay bl TYJIFajap YIU1H HOTHXKEIEepAiH
KOPHEKUIIrH apTThipasl. Moaudukauusananran Jlenbdu oici oHIailH-KypaigapMeH
yileckeH Typae, OuriM Oepy MeKkeMelnepiHie MOHUTOPHHT, JdaMmy OarbIThIH OOJDKay
YKoHE OacKapyabl OHTAWIAHABIPY ABIH THIM/I1 91 KOJDKETIM/II KYpalibl OO0JIBIN TaObLIA b,
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COHBIMEH KaTap 3epTTey IIenIiMiH 0acka J1a TOHIIK cajaiapra oeifimaeyre 0omaibl.
Tyiiin ce3nep: onnaiiH cayanHama, Moaudukanusuianrad Jlenshu omici,

capanTaMaiblK Oaranay, memiM KaObUaayabl Koijgay skyieci, OimimM Oepy mporecin
Oackapy
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AHHoTauusi. B ycnoBusx umdpoBoil TpaHchopmanuu  0O0pazoBaHUS
aKTyaJbHOM 3amaveld sBisgeTcs MOUCK 3()()EKTUBHBIX HHCTPYMEHTOB JUIS cOOpa
¥ aHaTM3a MHEHMH YYaCTHMKOB 00pa30BaTENBHOTO TpOLEcca C IMEIbI0 HMPUHSATHS
00OCHOBAHHBIX YNPABJICHUYECKUX pelieHui. TpaaulnOHHBIE METOABI OMpPOCa YacTo
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TpeOYIOT 3HAYMTEIHHBIX BPEMEHHBIX U MaTepUAIbHBIX 3aTPaT, a TIOJTy4YCHHBIC TaHHbIC
MOTyT 00J1a/1aTh HEIOCTATOYHOM MOJIHOTOW M JOCTOBEPHOCTHIO. /laHHOE HccieoBaHNe
npeiaraet 3¢dexkTuBHBI croco0 OpraHU3alMd  OHJAWH-ONPOCOB HA OCHOBE
MoIUpHUIMPOBaHHOTO MeToAa Jlenb(hu, HHTErpUPOBAHHOTO C CHCTEMaMH IMOICPIKKH
NPUHATHS pelIeHui 1 o0mauHbIMU TuIaTGopmamu. Llenbio paboTsl sBisieTcst pa3paboTka
U arrpo0Oanus MOJIeH cOOpa M COINIACOBAHUS SKCIIEPTHBIX OIICHOK JIJIsl aHAIM3a TEKYIIETO
cocTosiHUSI 00pa30BaTEIBHOTO Mpoliecca. B kauecTBe METOOIOTHUECKON Oa3bl BHICTY-
T MOTUGHUIIMPOBAaHHBIN MeTon [lenbhu, OTINYaloniics OT KI1acCHYeCKOro aHaIora
UCTIOJIb30BaHHEM HWHTEPBAJIBHBIX OIEHOK, TO3BOJIIONIMX YYUTHIBAThH HEOIpEeNeH-
HOCTB U YPOBEHb YBEPEHHOCTH dKcTiepToB. [ cOopa manHbIX Obl1a BEIOpaHa riatgop-
ma Google Forms Giarogapsi ee JOCTYIHOCTH, MPOCTOTE UHTETPALIUN M BO3MOKHOCTH
ABTOMATH3UPOBAHHOTO 3KCIOpTa pe3ynbraToB. OO0paboTka [MaHHBIX H  pacyer
CTaTUCTHYECKUX TIOKa3aTeleld MPOU3BOAMINCH ABTOMATHUECKH C HCIIOJIb30BAaHHEM
pa3paboTaHHOTO MATEMAaTHIECKOTO U HHPOPMALIMOHHOTO 0o0ecredeHus. B akcrepTHyo
rpymiy BouUIM 12 CHenMaiucTOB: MpenojaBaTel, METOAUCThl, IT-cnenuanucTel u
HE3aBUCHMBbIE 3KCIIEpPThl B 00JAaCTH OLIEHKM KayecTBa oOpa3oBanusi. MccrmemoBanme
IPOBOJWIOCH B JIBa Typa. B mepBOM Type OSKCHEpPTHl OICHWIH MSATh KIIOYEBBIX
MoKa3aTesieid, YTO IMO3BOJIMJIO BBISIBUTH NEPBOHAYANBHBIN pa30opoc MHeHuid. [locie
O3HAKOMJICHHUSI C arperupOBaHHBIMH DPE3yJIbTaTaMH IIEPBOTO Typa BO BTOPOM Type
Ha0JII0/1a710Ch 3HAUYUTENFHOE CY)KEHNE HHTEPBAJIOB OLIEHOK U POCT YPOBHS KOHCEHCYCa
mo BceMm mokazatensMm Beimie .75, uto moarBepxmaeT d()(PEKTUBHOCTH OOpaTHOM
cBsi3u. MiTorosast nHTEerpagbHast oleHKa 3pPEKTUBHOCTH 00pa30BaTEIBHOTO MpoIecca
coctaBuia 7.73 no 10-6amnpHoit mikane. [Ipepioxennas MOAeIb MO3BOJISIET HE TOJIBKO
ONEpPaTUBHO COOHMpaTh JaHHBIE, HO M MUHHMH3HMPOBATH CyOBEKTHBHOCTH 3a CYET
MHOTOCTYIIEHUATON MPOLEAYPHI COTIacoBaHMsA. ABTOMAaTh3anus cOopa U 00paboTKH
JaHHBIX yepe3 nHTerpanuto Google Forms u cucteMbl MoAep KK MPUHATHS PEILICHHHA
CYUIECTBEHHO COKpAIlaeT BpeMs IPOBEACHUS ONPOCa M TOBBIIIACT HATJSIHOCTD
Pe3yabTaTOB IS JIUL, TPUHUMAIOMIKX pemeHns. MoauduiupoBanublil Mmeton enbhu
B COYCTAHMM C OHJIAWH-WHCTPYMEHTaMH SBISIETCS S(P(GEKTUBHBIM U JOCTYITHBIM
UHCTPYMEHTOM JUISI MOHHUTOPHHTA, MPOTHO3UPOBAHMS PA3BUTUS M ONTUMHU3AILNH
yIpaBJIeHUs] B 00pa30BaTEIbHBIX YUPEKICHUIX, a TAKKE MOXKET OBITh aJalTHPOBAH
JUISL APYTUX TPEAMETHBIX 00J1acTei.

KiroueBble ¢j10Ba: OHIAWH-0MPOC, MOTUPUITUPOBAHHBINA MeTon Jlenbdu, kc-
NepTHas OlLlEHKA; CUCTEMa MOICPKKY MIPUHATHUS PEIICHHH, yIpaBiIeHne 00pa3oBaresb-
HBIM TIPOIIECCOM

Jas uurupoBanusi: E. Maitieibaes, V. AnunbaeBa, P. Amanosa (2026). Coop
MHEHHH y4YaCTHHKOB 0Opa30BaTEIbHOTO MPOIECCa MOCPEACTBOM OPraHH30BAHHOTO
OHJIAMH-aHKETHPOBAHUS W aHAJIM3 pE3yJbTATOB HAa OCHOBE MOIU(PHUIIMPOBAHHOTO
meToxaa Aenbhu // MexTyHapoaHbIH )KypHalI HH()OPMAITMOHHBIX 1 KOMMYHHUKAITHOHHBIX
texaonoruii. Vol. 7. No. 25. Pp. 46—60. https://doi.org/10.54309/1JICT.2026.25.1.003
(Ha ka3.).

KoH(pauKkT uHHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIHMKTA

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
. International License 50



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

HUHTEPECOB.

Kipicme.

Kazipri 3amanga Oimim Oepy okyiieciH Oackapy YIepici aKmapaTThIK
TEXHOJIOTUSUIAPABIH  KapKBIHABI JaMyblHAa OallaHbICTBI TyOereilni e3repicrepre
yisipan oteip (Xiong et all., 2025). OKy OpHBIHBIH camajibl JaMyblH KAMTaMachl3 €Ty
YIIiH 6acKapymIbUTBIK MISTIIMIEP/l Jep Ke3iHae KaObUiaay KOHE OJIapAblH THIMIUIITH
0OBEKTHUBTI Oaraay MaHbI3/IbI MiHAETTEpAIH OipiHe aitHamabl. OCBI TYPFBIA Caparilbl-
JapABIH MiKIpIEPiH KYHEeTl Typlie *KUHAY jKoHe Tayaay 011iM Oepy mpoueciH KeTiaipy-
JIH HeT13T1 Kypajbl OOJIBIN CaHaJa/Ibl.

Joctyp:i cayanHama sKyprizy oicTepi yakbIT IIeH MaTepUANIBIK PECYpPCTapIbl
KON KaKET eTelli, ajl aJblHFaH JIEPEeKTEPHAiH TOJBIKTHIFBI MEH HAKTBUIBIFBI KeOiHe
mekreyni Oomansl. Byn kemmrimikrepai KOO MakcaTbIHIA OHJIAHH —cayaiHama
KYPrizy TEXHOJOTHSIIApBl KeHIHeH KoygaHbuia 6actanpl. OHnaiiH miatdopmanap Tek
JepeKTepl JKUHAY/Bl KEIESNICTIN KaHa KOWMail, oJapAbl aBTOMATThI TYpAe OHJEY,
BU3yaJIM3alUsUIAy JKOHE HOTIDKENEpJIl capanTaMaliblK TYPFhIIA Tajlfay MYMKIHIITIH
Oepemi.

Makanazga Ounim Oepy mpolieciHe KaThICyIIbUIapIbIH MIKIPJIEPiH KUHAY KOHE
KeJiciMre KenTipy yIIiH MoguduKanusianFad Jenppu oficiH KonnanyabH ©3eKTiIiri
KapacTelpplianbel. bynm omic capanramanslK OaranayniaplblH JQJAICIH apTThIpYFa,
MiKIipJIep apachbIHIAFbl AJMIIAKTHIKTHI a3aiTyFa jKOHE OpTaK LICIIiMIe KOJI JKETKi3yre
MYMKIHJIIK Oepei.

Capanramanslk Oaranmayiapibl KUHAY MEH Taiufay omicTepi 0acKapylIbUIBIK
meriMep Kaobliay xKyiecinae epekiie MmaHbzra ne. Conap/siH e Jenbdu omici
(Delphi method) — xenkanamapl, aHOHUM/II cayajHama >KYPIri3y apKbUIbI Capariibl-
JapJIBIH TIKIpJIepiH KeliciMre KeNTipyre apHaJFaH €H TaHbIMal Tocuiaepain Oipi. byn
onic anramr pet 1960-xpuinapsr RAND Corporation 3epTTey OpTasIbIFBIHIA 931 pIICHIIL,
OacTankpl]a OCKepU-CTPATEerHsIIBIK Jkocmapnay yirie xojmaneuran (Dalkey et all.,
1963). Keitinnen o Oimim Oepy, ICHCAYIBIK CaKTay, JKOHOMHKA KOHE TEXHOJIOTHSITBIK
Jamy cajayiapblHIa KCHIHCH KOJIIaHbLIa 0acTaIbl.

Knaccukansik Jlenbhu omici OipHetie Ke3eHHEH TYPaIbl, 9p Ke3CH/IE Capariibuiap
QJIJIBIHFBI TYPJIbIH HOTH)KEJIepIMEH TaHbICHII, ©3 OarajapblH Kaiita Kapaiinel. Roy Schmidt
aTar eTKeHICH, 9MIICTIH 0acThl apTHIKIIBUIBIFBI — CapaIIbUIAPAbIH MIKIPIEPiH Kykeni
TYpJle KaKbIHIATYy XKOHE KOHCEHCYCKa Koi skeTkidy (Schmidt., 2007). O3repictepai
TaJyar eTeTiH, JOCTYPI SAICTIH KeMIIUTIKTepi e 0ap: AepeKTep/i KUHAY MEH OHICYIIH
Y3aKThIFbI, YUBIMIACTHIPY/IBIH KYPACILIIT )KOHE KeOip ®aFaaiiapia capanibuiapabiy
OeJICeHUTITHIH TOMEHAEY .

OcCBI OJKBIIBIKTAP/IBI KOO YIIIH COHFBI JKBULAAPHI KONTEreH FaIbIMIAp 9IICTi
KETiipyre Ky canasl. Jlenbdu oiciHiH 37IeKTPOHIBIK HYCKaJIaphl 3€pPTTEIIl, aKa-
paTTBIK TEXHOJOTHSIAPMEH HMHTETpalMsIayAblH apTHIKIIBUIBIKTAphl KapacThIPBLIIbI
(Hsu et all., 2007). Fred Woudenberg Oosica, aHOHMMIUIIKTIH CapamibuiapIbH
miKipJiepiHe KbBICHIM KOPCETYAl a3alThIN, MIBIHAWBUIBIK JEHIeHiH apTThIPAThIHBIH
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nanennaeni (Woudenberg., 1991).

Conrpl Kpumapsl Moaudukanusuianran Jlenbdu omiciH KoimaHy ayKbIMBI
KeHeMirn, onnaita margopmanapmen Oipikripy ypaici kansmractsl (Mello et all., 2025).
[emrim kadbuTnayasl Komaay xyienepi (LLIKKXK) men Google Forms cusKThl OHTaMH
cayallHamMa KypaJJIapblH OipiKTipy apKbUIbl JIE€pPEeKTEpIi KMHAy MEH Tajijnay YAepiciH
aBTOMATTAaHIBIPYABIH THIMILTITIH KepceTTi (Mailybayev et all., 2021). Byn Tocin ca-
pammbuUIap apachlHAAFbl TeoTrpa(UsIIbIK KAaIIBIKTBIK MOCENECIH JKOWBIMN, kKayan Oepy
KBUIIAM/IBIFBIH apTTHIPAIBI.

Conbpiven karap, Chitu Okoli xone Suzanne Pawlowski 6inim 6epy xyiiecin-
ne Jlenpdu oiciH KOMIaHyIbIH ePeKIIeIIKTePiH 3epTTel, OHBIH OKY OaFaapiaManapbiH
KETLIpyaeri jkoHe OiiM canachlH Oaranaygarsl MaHbI3biH atam oTTi (Okoli et all.,
2004). Gene Rowe xone George Wright 6osca, omicTiH Oomkam kacay KaOUIETIH KOHE
CTPATETHSUTBIK JKOCTIapiIayaarsl peliiH HakThiIan kepceTTi (Rowe et all., 2011).

Kanmsl, ogeduerrep KopceTkeHaeH, Monudukanusanrad Jlenbhu omiciH 3a-
MaHayHW OHJIAiH cayaJlHaMa KypaJigapbIMeH OipiKTipy capanTamaliblK Oaralayiap/IbiH
carachlH apTTHIPHIN, OacKapyIIbUIBIK MIEMIIMACPAIH THIMIUIITIH aiTapibIKTail sKOFa-
phLIaTaabl.

9jicTep MeH MaTepHaJaap.

Byn 3eprreynin Herizinae OiimM Oepy mpoIieciH backapy/a capantaMabIK TiKip-
Jep/i )KUHAY JKoHe Tanjay yiniH Moaudukamusuianran Jensdu oxicin (MIO) xonnany
JKaTBIP. OJICTIH HET13T1 MaKCaThl — CapanbUIapIbIH OPTYPIl KO3KapacTapblH KyHeri
TYP/I€ )KUHAKTAII, OJIAP/IbIH apachIHIAFbl alibIpMaIIbUIBIKTapAbI OipTiHACH a3alTHIII, Op-
TaK KeJiciMre (KOHCEHCYCKa) KOJ kKeTKizy. MonnpukanusiianFal HycKa J9CTYpIIi 9Ti-
CTEH epEeKIIIeIICHII, OHJIaiiH cayalHama TaT(opManapbIMeH KoHE MIeIiM KaObUTaay bl
konnay xyiecimen (ILIKKXK) unterpanusinanran (Cyper-1).

M/IO xonmaHy ajablHOA capanmibUIapAbl ipikTey skyprizinni. Capamnmbiuiap
KypamMbiHa XaJbIKapaJIblK KOJIKTIK-TYMAaHUTAPIIBIK YHUBEPCUTETIHIH OKBITYIIBIIAPHI,
OKy Tpolecin Oackapy OemiMiHIH KbI3METKEpJepi, aKMapaTThIK TEXHOJIOTHUsIIap
CaJIaChIHBIH MaMaHIaphl KoHE O1JTIM carachlH Oaranay OOWBIHINIA TOYEIICi3 caparibiiap
Kipai. Ipikrey kputepuiinepinin Oipi capaniubIHBIH OUTIKTUTIK KepceTKin OO, ol
KeJeci popMysiaMeH eCenTeNIi:

E= Emin (l)

MYHIAFbl £ — capamniiblHbIH JKaJIIbl OUTIKTUTIK KepceTKimli, ain £ min — ipikTeyre
KATBICY YIIIIH KOKETTI MUHUMAJIJIBI IIeK. by mapT capamnmisuiap minKypaMbiHa TEK
KKETTI TOXKIpUOE MEH OUTIMIe ue TYJIFaIap/IblH KipylH KaMTaMachl3 eTe/Il.
CapanmbutapbIH HaKThI OUTIKTUTIK KO3 (UIIMEHT1 KOChIMIIIA TYp/e Kemecl
(dopMyTaMeH aHBIKTaIbI:

Kp = == X Wb (2)

max
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OkcnepTTik Baranayabl Kaxer
eTeTiH oKy npoueciHe acep
eTeTiH chakTopnap

l

Oky npoueciH AaMbITy

N

[iwiHre Herizoenrex
cayanHama MoAepaTophbl

lwki akcnepTTep

—

Iwki nopTan

A\

w lwki nopran l

CayanHama TypnapblHbIH
HaTWXKENepiH XUHaKTay

OTKEeHHIH CTaTUCTUKACHI

Cypakrap meH cayanHamanap

ManimetTep 6asachl
KypacTbipy

Google Forms apkeinbl
cayanHama xyprisyre
apHanFaH CbIpTKbl NopTan

O

ChIpTKbI 3KCNEpTTER ¥CbIHbICTap

Cyp.1. Ounaiin pexum/e ey Kadbutaayapl KoJiay xKyhenepiniH koMeriMeH 0iimM 6epy MmpoLeciHiH KYMBICHIH

’KOHE OHBI JAMBITY XOJIJIapBIH capanTaMablK OaragayFa apHallFaH IIaT(GOPMaHbIH KYPBUTBIMIIBIK CXEMAaCh
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MYH/IaFbl Ky - capanuibHbH OimikTinik koadduumenti, O, -— capanubHbIHR
KOCi0M TOKIpUOECiHIH Y3aKThIFbI (JKBLIMEH ), Omax — capaniibliap TOObIH/IaFbI
eH KeTl Tokipubere He KaThICYIBIHBIH KyMbIC oTii, an Wy — capanmsmem
TOXIpUOECIHIH TanIaHaThIH O11iM canackiHa colikecTik K03 duumenti (0-gen 1-re
JICHIHT1 apaJIbIKTa).

CayasiHamMa  KypacTelpy  Ke3iHAe  OapiiblK  KepCeTKImTepre  calMak
KodppurmeHTTepi (w;) TaraWbIHIANIBI, Oy Op KOPCETKIIITIH JKaambl Oarayiaymaarsl
YJIECIH KOpceTy YIIiH KaKeT OOJIbL:

now; = 1(3)

MYHJIaFbl W; — j-KOPCETKIIITIH CaJIMaFbl, aJl 1 — KaJllbl OarajlaHaThIH KOPCeT-
KimTepAiH canbl. by Tocin Oaranay ke3iHe MaHbI3/bl TApaMeTPIICPIiH apThIK HEMece
KeM ecenTelyiH OoyapIpMayFa MYMKIH/IK Oepei.

Op capanibl 0aranayisl HTEpBAIIABIK Typae Oepai (Pankratova et all., 2012:

711-721):
Ii [ 1}*Uu] (4)

MYHIaFbI I i — [ -capaniublHBIH j-KOpCeTKilke OepreH Garachbl, Lij — Garanayabiy
TOMEHT1 mekapacsel, Uij — )KOFapFbl Iiekapachl. MyH/Iail TOCUT capaninbl OaFachIHIaFbI
Oenrici3AiK MeH CeHIMCI3/IIK IEHIeliH ecKepyre MYMKIHIIK Oepei.

Op KepCceTKilT OOWBIHIIIA OpTalia I/IHTepBaJ'I MBIHA (POPMYITAMEH €CeMTEeI/i:

) - [l 2]

MYH/JIaFbl m — Caparniubpliap CaHsbl. B¥JI ecenrey 6apnbn< capaniusliap mikipia oip
MHTEpBaJIFa )KUHAKTAIl, KeHIHT1 Tanay yiiH OipbIHFail MEKTep/Ii alyFa MyMKIHIIK
Oepei.

AJBIHFaH JIEPEKTEeP/Ii CTATUCTUKAIBIK OHILY Ke3iHIe CTaHIApTThI aybITKY (o))
KOHE MOHJIEP JHAarna3oHbl (R;) aHBIKTAJJIbL:

T 432

i=1(%1;—X;)
0; = (6)

m
MyH1arbl Xij— i-CapaniibIHBIH HAKTHI MOHi, *7 — KOPCeTKIilUTiH OpTala MoHi.
CranmapTThl aybITKy MOHI capanmbliap mikipiaepiHiH O0ip-OipiHeH KaHIIAIbIKThI allbIc
€KEHIH KepceTe/i.

Momnzep auana3oHsl keneci (GopMyJIaMeH eCenTeN/i:

R; = max(x;;) — min(x;;) (7)

bys auanazoH caparibuiap MiKipJaepiHiH allIaKThIFBIH aHBIK KOPCETE/l.
Capanuibutap mikipJaepiHiH yiIeciMaiIiK AeHreiin cunaTTay yIliH KOHCEHCYC JACHIeii
(K) ecenremni:
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Kl =121 ®)

myHaarsl KJIj — j-xkepcertkim 6oiibiama kemicim aexreiii. Erep KJ1 ; >0.7 6osnca, Oyn
KOpPCEeTKIII OOMBIHIIIA capalllibuIap apachlH/Ia JKeTKUTIKTI JeHreiie KemiciM O6ap ren
ecenreneni (Linstone et all., 1976: 317-318)

Bipinmi kefiiHHeH exiHmm Typ Kypri3inai. Exi TypabIH HOTHKenepi Heri3inae
capaniusliap o3 OaraiapblH KaiiTa Kapar, HHTepPBaIAAPBIH TAPBUITA aJIJIbl:

17 <17 (9)

(L 2
MYH/IaFbl Ii.f — Oipinmi Typaars! uaTepsan, | () — EKIHIII TypJaFbl )KaHAPThUIFaH

uHTepBaj. by Tocin mikipaepai OipTiHAEH )KaKbIHAATYFa MYMKIHIIIK Oepei.
BapibIk Typriap asKTaaFaH COH HHTETPAIABIK KOPHITHIH/IBI OaFa eCenTeNi:

S = Z?:l w_}' ' xT_jl' (10)

MYHJAaFbl S — JKajlmbl MHTETpaNAbIK Oara, W, — KOPCETKIITIH CcaJMak
koo puimenTi, X, — KOPCETKIIUTIH oprama MoHi. by Oara 3epTTey HBICAHBIHBIH
KaNIbl JKaFIalblH CAHJABIK TYpPJE CHIATTalIbl XKOHE OacKapylIbUIBIK MICHIiMaep
KaObu1IayFa Heriz 6onaael (Almaiah et all., 2022).

CayaiHama KypacTeIpy koHE Tapary ymiH Google Forms, Microsoft Forms, Yan-
dex Forms, Survey Monkey cbiHabl mnaTdopMaiapAblH apTHIKIIBUIBIKTAPl MEH
keMmuritikrepi kapacTeipbuiasl (Nguyenetall.,2018: 74—79). Aranran muiatgopmanapabiH
iminge, Survey Monkey akpuibl, Microsoft Forms maprtel akpuibl, Yandex Forms
wiaTpopMacklHaa TIpKENyIIJIepAiH a3 OonaraHibiFbiHAH Oyn  1uiatgopmanap
tagnanMazsl. Google Forms mimaTdopMachiHBIH TOJBIK TeriH Oonysl jxoHe Android
TyThIHyIIbapbiHaa Google akkayHTTapabiH Oapel, conbiMeH Katap Google Forms
Ke3-KEJITeH ONepalysUIbIK KYyHene Keleprici3 KyMbIC ICTeyl, aTalFaH IUaT(OpPMaHbI
Tagayra Heri3 6omabl (Ayandibu., 2025: 411-419). Tannay 6apsiceiana Google Forms
TIaT(OPMACHIHBIH APTHIKIIBUIBIKTAPl MEH KEMILILTIKTEP1 1€ eCKepiIIi.

ByJ1 KypanasiH Heri3ri apThIKIIBUIBIKTapHhI:

KapamnaiipiM opi HHTYUTHBTI HHTEpeEiic, cayallHaMaHbl T€3 KYpacThIpy
MYMKIHJIIT1;

Kypambiaga opTypiti cypak Typiaepi (’kaObIK, Ker TaHaayibl, JlalikepT
IITKAIACHI, alllbIK CypaKTap) 6ap;
ABTOMATTHI TYP/I€ JEPEKTEP/Ii )KUHAY JKIHE KECTENK (hopMaTTa SKCIIOPTTAY MYMKIHJIIT
(Excel, CSV);
Hotmwxkenepai rpadukaibik Typae KepceTy (auarpammanap, TucTorpammanap);
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PecrionieHTTEpIIH aHOHUM/IITIH CaKTay JK9HE reorpadusiblK OpHalacyblHa
TOYEJICI3 KATBICTHIPY.

Google Forms mnaTdopMachIHbIH apTHIKIIBUIBIKTapbIMEH KaTap OipKaTap
KeMIIUTIKTEP e Oap:

Ju3aiin MeH BU3yanbl OefiMaeyAiH EeKTeyIIr — cayalHaMaHbIH ChIPTKbI
KOpIHICIH (TyCTep, MPUPTTEP, OPHATIACY) KOCION ACHTEH 1€ TOJIBIK 63repTy MYMKIHAIT
LIEKTEYJIi;

Kypaemi nmorukanblk TapMaKTaTyIbIH QJICI3/ITT — CYpaKTap apachIHIaFbI
IApPTTHl KATBIHACTAP TEK KapanalbIM JACHTEH e KY3€ere acaibl, Kypaemi
CLEHapuiIepl Kypy KUbIH;

KeneiiTinren cratuctukanblk Tanaayabiy 6oamaysl — Google Forms tex
0a3zanbIK JUarpamMmaliap YChIHaIbl, TEPEH CTAaTUCTUKAJIBIK TaJlay YILIIH JepeKTepal
Oacka OarmapiaMarnapra 3KCIOPTTay KaxkeT.

Op capanmbira Google Forms apkpinst Oipereit ciireme xkidepinai. Kayanrtap
aBToMarThl Typle Google Forms OyJITTBIK cakTay *KYyHeciH e )KUHAbII, KeH1H
KKX-ra xykrenai. by unrerpanus aepekrepal eHey YaKbIThIH alTapIIbIKTai
KbICKapTyFa MYMKIHJIIK Oep/ii.

HoTu:kenep :xoHe oJiapAbl TAJIKbLIAY.

3eprrey OaprickiHna MoauduKanusianran [lenphu oici MeH OHIIaiH
cayaigHama raTdopMaiapblHbIH HHTETPALUACH] HET131H 1€ O11IM Oepy MpoIeCiHIH
arbIMJAFbl JKaFaiibl MEH AaMy NepcrieKTuBanapbl 0arananpl. Capaniibuiapabiy
MIKIpJepi ekl TypJaH TYpaTbIH cayaJlHaMa apKbLIbl dKUHAJI/BL.

1. Capaniubuiap KypaMbl )KoHE cayajiHaMa CTaTUCTHKACHI

XKanmsl 12 capaniiibl KaTbICTBI, OHBIH 1IIIHAE 5 — OKBITYIIBI, 3 — 91icKep, 2 —
IT mamaH®bI 5)xoHE 2 — TOY€JICI3 Caparlibl.

Cayannamara 12 capamnibIHbIH KaTbICYbI 3¢pTTEY/11H MAaKCaThl MEH KOJIJTaHBLIFaH
capanTamaibIK Oaranay 9JIICIHEe COMKeC jKOHE Kenecl (haKTOpIapMeH HeTi3eme/i:

bipinurigen, 3eprrey skammaidi emMec, MakcaTThl, SFHH JKCIEPTTIK cayajHama
TYpiHAE KYpri3ingi. MyHmail xarmaiaa pecioHACHTTEPIIH CaHbl OJap/IblH CaHbIMEH
eMec, KOCIOM KY3BIPETTUIINIMEH KoHE ToXKipuOeciMeH aikpiHgananbl. Feubimu-
oIicTEMENIK 3epTTeyniepe capamnimbuiap caHbiHbIH 1015 amam apanbiFbiHaa 00TyBI
QJIBIHFAH HOTHKEJIEP/I1H KETKIJIIKTI CEHIM/IUIIT MEH PeNpe3eHTaTUBTLIINH KAMTaMachl3
eteni (Mailybayev etall., 2024: 413—420). ExinHiuiieH, capanibuiap KypaMbl KeIcanasbl
Karua 6oprHIIA ipikTenreH. OKBITYIIBUIAP MTe1aroTUKAIBIK aCTIEKTUIEP/Il, d/IiICKEpIIep
O111M Oepy mporiecid yibIMIacTeipybl, [T MamMangapbl TEXHUKAIBIK 1CKE acbIpy/bl, all
TOYEJIC13 capamnuibliap 00BbEKTUBTI CHIPTKBI Oaranayabl KamTamachl3 eTeai. by oprypmi
Ke3KapacTap/abl eckepimn, OaranaylblH KaH-)KaKTBUIBIFBIH apTThIpabl. Y IIIHIIIICH,
caparbljiap CaHbIHBIH IIEKTEyNl OoNybl Oaranay camachblH TEPEHAETYI€ MYMKIHJIK
Oepeni, cebebdi, opOip KaThICYIIbI cayaTHAMAaHbl MYKUAT TaJIal, T9JIeN/Il )KOHE CaHaJIbl
kayan 6epei, Oyi1 popMalbIbl JKayanTapablH BIKTUMAJABIFBIH TOMEHIETE/I.

bipinmi jxoHe ekiHIIl Typla cayajdHamara KaTbICKaH OapiiblK capaniibuiap,
KOWBUIFaH CypakTapJblH OapiibIFblHA TOJBIK JKayan Oepy apKbUIbl »KayarTapblH
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TOABIKTEIFRIH 100% nenrelige KaMTaMachl3 €TTI.

2. BipiHmi Typ HoTWXKeci OoibIHIIA capanmibuiap OuTIM Oepy HpoUEciHiH 5
HETi3r1 KepceTkimiiH () 6aramaibl:

LMS sxyitecinin Tuimauiri ();

Oky-onicTeMeniK MaTepuaiiapablH KaHaPThULY KU ();

AKnapaTThIK JKYHeIepliH HHTerpamus aeHreui ();

OKpITYLIBLIAPIBIH HUDPIIBIK CAyaTThUIBIFHI ();

CryneHTTepaiH KalbIKTaH OKpITyFa Oerimaiiri ().

WuTepBanablk Oaranay HOTHXKeNepl 1-kectene OepiireH.

Kecre 1. bipinmi Typaarsl UHTEpBaJIbIK Oarasiay HOTHKEIEpl

Kepcetkim Oprama | Oprama Oprama Juanazon | K|
TOMEHT1 JKOFapFhI MOH
IIeK ek
LMS tuimaimniri 7.2 8.5 7.85 0.48 1.3 0.63
Matepuanaapsl 6.8 8.2 7.50 0.42 1.4 0.70
KaHApTy
WnTterpanms 6.5 8.0 7.25 0.36 1.5 0.76
JeHreii
Ludpiisik 7.0 8.8 7.90 0.50 1.8 0.72
cayaTThUIBIK
Kamibikran 6.9 8.6 7.75 0.46 1.7 0.73
OKBITYyFa OeHiMaiNiK

Kectenen kepimn oTelpraHbIMBbI3Iai, OipiHILII Typaa Keiloip kepceTkimrep GolibiHmma (K1)
koHceHcyc aenreiti (KJI) 0.7-men TeMen 60mb1, OV capamnmibiiap MiKipIASpiHiH oIl € TOJBIK
KaJIbIIITaCIIaFaHbIH OLITipe/Ii.

Exinui Typ HoTHXenepi OoMbIHIIA capanibuiapFa O1piHIL TYPAbIH KOPHITHIH/IbLIAPEI

YCBIHBUIBIM, OJIap 63 OaranmapbIH KaiiTa KapacTeipAbl. HoTikecinae Oaranay

MHTEpPBaIAAphl TAPBUIAbI, CTAHJAPTTHI ayBITKY a3aiifIbl, all KeIiCiM JeHI el apTThI.
Kec. 2. Exinnni Typaarbsl HHTEpBaIABIK Oaranay HOTHXKeNIepi

Kepcerxkim Opraiua Oprama Oprawa MoH | Crangaprrel | uanasox K1
TOMEHT1 JKOFAPFBI AYBITKY
IIeK IIeK
LMS Tuimainiri 7.5 8.4 7.95 0.32 0.9 0.82
Marepuangapast 7.0 8.1 7.55 0.28 1.1 0.75
JKaHApTY
WuTterpanms aeHreiti 6.9 8.0 7.45 0.25 1.1 0.77
udpabIK cayaTThUIBIK 7.2 8.6 7.90 0.30 1.4 0.79
Kampikran okpITyFa 7.1 8.4 7.75 0.27 1.3 0.79
OeriMainik

Bapinbik kepcetkimTep OoifbiHIIa KoHceHcyc neHreii (KJI) 0.75-ten xorapsl 6011-
JIbl, OYJT capanibUIapAblH SKIiHII Typaa OpTaK Ke3Kapacka )KaKbIH/IaFaHbIH KepceTe/i
(Chen et all., 2024).

Kepcetkimrepain canmak KodGPHUITUEHTTEP] W; €CKEPITII, Kbl HHTETPAIBIK
Oara keneci popMyTaMeH eCenTe/Ii:
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S:E}Izle.‘x_j (11}

Mamnp3asuibik yieci: wi = 0.25, w2 =0.20, ws = 0.20, w¢=0.15, ws = 0.20.
Ecenrey HoTmxkeci:

§=025-795+0.20-755+0.20-745+0.15-7.90 +0.20-7.75=7.73

by Mon 611iM 6epy mporieciHiH aFbIMIaFbl THIMAUTITIH 10 6anapiK mkana OoHbIHIITA
7.73 neHrenidae cUmaTTanabl.

JKakcel kepceTKimTepre KeTKeHMEH, TaHJIaIFaH TOCUIIIH KEeMIIUTIKTepl e 6ap
eKkeHiH eckepy KaxeT (Bravo-Jaico et all., 2025). Ex angsiMeH, adbIlHaTBIH HOTHXKETIED
capanmiblIap/IblH JKeKe TOKIpUOECi MEH CYOBEKTHMBTI KO3KapachblHa KAaTThl TOYEJi,
COHJIBIKTAH capallbliap AYPhIC IpiKTeIMece, Oaraiay oOBEeKTHBTI OOIMaybl MYMKIH.
Momudukanusutanran [lenbhu omici OipHele Ke3eHHEH TYPAThIHIBIKTAaH, KelicimMre
KeJly Tpolieci Ke3iHae KeuOip KaThICyIIbLIapAblH OCICEHAUIIN TOMEHILYl BIKTUMAa
(Naeem et all., 2025: 4-12). ConsimeH Katap, onnaiin cayannama KKK men Google
Forms mmardgopmanapsina CyHEHETIHIIKTEH, HHTEPHET carachlHA KOHE TEXHHKAJBIK
JKYHENepiH TYpaKThUIBIFBIHA TOYeNAl Ooyianmbl, an Oyl Keil »karjmaijia JIepeKTepiiH
TOJIBIK >KHHAJIMayblHa ocep €Tyl MyMKiH. MHTepBanabiKk Oaranay (opmaThl OapibiK
capaniblIapra Oipaei TYCIHIKTI 0ojla OepMeiiIi, COHIBIKTAH Kebip kayamnTap o7
O6onmMaii Kairy Kaymi O0ap. CoHpaii-ak aBTOMAaTTaHIBIPBUIFAH OHJICY CaparmiibLIapIbIH
KYpJeJi opi KOHTEKCTKe Oail MiKIpJepiH TOJBIK KaMTH ajiMai, camaJiblK aKIapaTThIH
0ip Oemirin xorantysl MyMkiH. IIIKKXX men Google Forms konmanOaran kesne,
capanmbliap OutiM Oepy MPOIECIHIH Kal-KYHIH ONTUMUCTIK Typae Oaranamn >xidepei,
KeWIHEH TaralbIHAQIFaH ayJIuT capaniibuiap/blH OaFachlH KOIl JKaFjaiia pacTai
oepmeiini, kepcinme ayauT Hotwkenepi IIKKXK men Google Forms nHyckamapbeiHa
COHKeC Keel.

Hotmwxkenep kepcerkenaeit, moaudukanusuianran Jlenbhu omiciH OHIANH
cayaJlHaMa KypaiJapeiMeH OipikTipy capanTamaiblK OarayaynapblH HaKThUIBIFBIH
apTTHIPABL. BipiHIII Typ MEH eKIHIII TYP apachIHAaFbl CATBICTHIPY KOHCEHCYC JICHT eHiHIH
alTapJIBIKTall 6CKEHIH KOPCETE/Il.

Conbimen katap, LMS tuimzainiri () MeH OKy MaTepuaiapbiH )KaHAPTY KUALIIT]
() OoiipIHIIIA TTIKIpIIEP- JIET1 ayBITKY K0OipeK KbICKapabl, OYJI IepeKTep/Ii alablH
ajia TajJiay/IbIH JKSHE caparibliapra 00beKTHBTI aKIapaT YChIHY/IbIH THIMIUTITH
KepceTet.

Google Forms murardopmacs! cayamHaMaHbl OHJIAWH PEXKUMJIE TapaTyabl KaMTa-
MachI3 €TTI JKOHE KaTbICYLIbLIAp/bIH JKayar Oepy OeJICeHAUIIriH apTThIpAbl. bipiHmii
TypJa ciaTemMe e-mail )koHe MEeCCeHKEpIEP apKbUIbI JK10epiial, HOTIKECIHIE JKayall
KalTapy yakbIThl OpTa ecemnmneH 2,3 KYHI1 Kypabl.

[Tnatdhopma xuHakTaran nepexrep OipaeH Excel kectenepine 3KCmopTTambI,
IOKKX-ra enriziigi. Bynm Tocim CTaTHCTHKAIBIK KOPCETKIMTEpAl (opTaimia MoH,
MeJIaHa, CTAHIAPTThI ayBITKY, JUAITa30H) aBTOMATTHI TYPJE €CENTeyTe KOHEe OJIap/Ibl
BU3YaJibl TypJle KepceTyre MyMKiHAiK O6epai (Ani et all., 2025: 7484—7497).
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Exinmi typma capammsuiap Google Forms mnTepdeiicinmeri HoTHXelIepMeH
TaHBICHIN, MiKipaepiH KaWrta Kapanael. [lmardopmanarer Branching ¢yHKIHMSACHIHBIH
apKachlHJa dp capaniubl aJJbIHFBI TypAarbl €3 OaracblHa >KOHE OpTalla MOHIEpre
OaliTaHbBICTHI JKeKe cypakTap TiziMiH anisl (Anih et all., 2025: 189—-198). byn xekee-
T'€H TY3€TYJIep €HT13y/i )KeHUIETil, KOHCEHCYC ACHIeHiHIH apTybIHaA 9CEp €TTi.

KopbITBIHABI.

3eprrey HoTIKenepi Oimim  Oepy mTporeciH Oarajmay MEH IKETULIIpyAe
Momudukanusutanrad  Jlenbu oiciH OHJAMH cayaJiHaMa KypajJIapbIMEH, aTarl
aiitkanga Google Forms rutatrgopmaceiMer OipiKTipyaiH KOFapbl THIMAUIITIH KOPCET-
Ti. Byt Tocin capammbuiapabIH MIKIpAepiH Keaen KuHayFa, oJapAbl CTAaTUCTHKAIIBIK
TYPFBIIaH OHCYTE JKOHE HOTIDKENEP/Ii BU3yaIn3anusiiayFa MyMKiHAIK Oepi.

Monuduxarmsuianras J{enbu o/1ici JOCTYPITi 9IICTICH CalbICThIpFaH/Ia OipHee
apTHIKIIBIIBIKKA U€ €KeHI aHBIKTAJIJIb:

WHTepBasapiK Oaranay capaniibUIapblH MIKIPIEPIH JSTIPEK KOPCETyre KoHE
Oenrici3miKTI a3aiiTyFa MYMKIHIIIK Oepi;

Kentypnbl kepi OaiiaHbIC capamniibuiap apachlHIAFBl IMKIp aIIIaKTHIFBIH
KBICKAPTBIII, KEJIICIM IEHT€HiH apTTHIP/IbL;

Omnmaita uaTerpanus (Google Forms + IIKKXX) nepekrepai kuHay yaKbITHIH
KBICKapTTHI;

ABTOMATTBI €CENTEY JKOHE BU3yaAIIN3AIIHS HOTHXKETEP i H KOPHEKUTITH apTTHIPIBI
JKOHE MIENTM KaObUIIay MPOIIECiH KeIeICTTI.

ATBIHFaH HOTHXKENIEpP KOPCETKeHJEH, eKiHII Typaa OapiblK KOpCETKIITep
OolibIHIIIA KOHCEHCYC neHreli 0.75-TeH »)orapbl 0OJIBI, OYJI capanmibuUIapAblH OpTaK
Ke3KapacKa aKblHIaFaHbIH Janenaeii. XKanmbsr naTerpannsik 6ara 10 6anapik mkana
OoiipiHIIa 7.73 nmeHredinae KajblOTacThl, Oys1 OuTiM Oepy MpoLeciHiH THIMAUTIITIHIH
KOFaphl eKeHiH, O1paK JKeTUIIIpy1i KaXKeT eTeTiH acleKTIIepaiH 0ap eKeHiH KopceTesi.

[IpakTUKanmblK TYPFbIIAH ajFaHAd, YCBIHBUIFAH OJIC YHUBEPCUTETTEPIE,
KOJUTEIDKIEep 1e )oHe 6acKa 1a 011iM 6epy YibIMIapbIHIa OKY TPOIIECiH ABTOMATTAHIBIPY,
Tangay, CTPATeTHSUIBIK JKOCHapiay oHe OacKapyIIbUIBIK IIemnMaep KaOwuiaay
Ke3iHae maipananyra Oomanel. bomamak 3epTreynepie O TOCUIAI HAKTHI TOHIIIK
cananapra OeiiMaey JKoHe jKacaH/Ibl HHTEIUICKT KypallapblH HHTErpalsiay apKbLUIbI
capanTaMaibIK Oaranay/pl OJlaH dpi aBTOMATTaHIBIPY MYMKIHJIIT1 KapacThIPbLIAIbI.
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Abstract. This study investigates the structural robustness of Astana’s bus trans-
port network using complex network theory. The network was modeled in L-space based
on open 2GIS data, where bus stops represent nodes and route segments represent edges.
Key metrics, including the size of the largest connected component, mean shortest path
length and mean inverse path length, were analyzed under both random and targeted
failure scenarios. The results show that the network maintains high resilience to random
disruptions but is highly vulnerable to targeted removals of high-betweenness nodes
and bridge edges, which act as critical connectors between major urban areas. Their
removal leads to rapid fragmentation and a collapse of global connectivity. The findings
highlight the imbalance between local redundancy and global dependency within the
city’s public transport system and provide a foundation for resilience-oriented planning,
emphasizing redundancy reinforcement and diversification of inter-hub connections to
ensure uninterrupted service during disruptions.
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AnHoTauus. byn 3eprreyne AcraHaHbIH aBTOOYC KOIIK KENICIHIH KYPBUIBIM-
JIBIK. OPHBIKTBUIBIFBI KYPJEI JKellijep TeOpHUsAChl TYprbIchiHAH Tanmgansl. JKem 2GIS
T1aT(hOPMACKIHBIH allIbIK JEpPeKTepl Heri3iHae L-KeHiCTiKTe MOAeNbACH I, MyH/Ia aB-
ToOyC asurmamMasiapbl TYHIHICpP peTiHAe, al MapIIpyT OeJiKTepi KbIpiap peTiHie Kapa-
CTBIpbUIABL. Herisri kepceTkimTep, eH YJIKeH OalIaHbICKAaH KOMITOHEHTTIH eJIIeMi,
opTaiia eH KbICKa JKOJI JKOHE OpTalia Kepi KOoJl Y3bIH/IBIFBI, Ke31eHCOK )KOHE MaKCaATThI
ICTeH WIBIFY CIICHApHiiiepi KaFaalbIHaa Tanganasl. HoTmxkenep KepceTkeHueH, kel
KEe37IeMCOK Oy3bUTyIapra KOFaphbl TO3IMILIIK TaHBITKAHBIMEH, KOFAPHI JEIJANIBIK Op-
TaJBIKTBUTBIKKA W€ TYHIHAEp MEH KOMIpJIiK KbIpJIap/sl KO Ke3iHJe endyip ocan 6o-
JbIm Keneai. MyHzail seMeHTTepIiH JKOWBLUTYBI JKeTiHIH Te3 (parMeHTanusIanybHa
XKoHe skahaHIBIK 0alIaHBICTBUIBIKTHIH Y31UTylHE dKelel. 3epTTey HOTHKeNIepl KaTalblK
KOFaM/IBIK KOJIIK JKYHEeCIHAET KEePTUTIKTI apTHIKTHIK TICH FAaTaMJIbIK TOYEIIITIKTIH TCH-
repiMci3airid aiiKeIHIai OTHIPHII, OPHBIKTHIIBIKKA OaFBITTANIFaH JKOCIapiayFa Heri3 Ka-
naiiael. by GarpITTa Kerip eTKeNaepinaeri KaiiTarama OaitlaHbIcTapbl KYIIEHTY MEH
TOparnapaiblK KOCBUTBICTAP/Ibl OpTapanTaHIbIPY/IbIH MAHbI3IbUIBIFBI aTall OTLUIe/].

Tyiiin ce3aep: KOFaMIBIK KOJIK XKeJici, Kypei Kelijep TeOPHUsIChI, KYPbUIbIM-
JIBIK OPHBIKTBUIBIK, JKETIHIH OPHBIKTBUIBIFBI, MENIANIABIK OPTAIBIKTBUIBIK, MaKCATThI
mrabybsuIaap, KeMiHIH OCATIBIKTAPhIH Ty

Joiiexco3nep ymin: B.A. Takmwxkanos, A.JK. Moparumos, A. llamaxmeTos
(2026). Mogenbaey HeriziHae AcTaHaHBIH aBTOOYC JKETICIHIH TYPAKTHUIBIFBIH OaFanay:
KEe37ICHMCOK JKOHE MAaKCaTThl ICTEH MIBIFYIIAp JKarJaibIHaa // XalbIKapaiblK aKknapaTThIK
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AHHOTanusi. B HacTosieM uCCIIEJOBaHMM aHAIM3UPYETCS CTPYKTypHas
YCTOMYUBOCTh aBTOOYCHOM TPAHCIIOPTHOM CeTH ACTaHbl C UCIOJIb30BAHUEM METOJIOB
TEOpUU CIOXKHBIX cered. CeTh MojaenupoBaslack B L-mpocTpaHCTBE Ha OCHOBE
OTKPBITHIX AaHHBIX Iu1atdopmel 2GIS, rae aBTOOyCHBIE OCTAaHOBKHM HPECTABICHHI B
BUJIC Y3JIOB, @ YYaCTKH MapHIpyToB B Buie p&dep. OCHOBHbIC MOKA3aTeNH, BKIIOYAs
pa3mep HauOOJBIIErO CBA3aHHOI'O KOMIIOHEHTA, CPEIHIO KpaTYaNIIyIo JJIHHY ITyTH
U CPEIHIOI OOpaTHYIO JUIMHY MyTH, ObUIM MpOaHATU3UPOBAHBI MPH CIyYaHHBIX H
LIEJICHANPABJICHHBIX CLEHAPUSAX OTKAa30B. Pe3ynbTaThl Moka3aid, 4yTO CeTh o0agaer
BBICOKOM YCTOWYHMBOCTBIO K CIy4yailHBIM CcOOSIM, HO TMPOSBISET 3HAYUTEIBHYIO
YSI3BUMOCTh IIPU LIEJICHANPABICHHOM YJaJ€HUM Y3JI0OB C BBICOKOH IOCPEIHUYECKOU
LEHTPAJILHOCTBI0O M MOCTOBBIX pPEOEp, BBIMOJHSAIOMMX (YHKLIUIO  KIHOYEBBIX
COEIMHUTENIEH MEXAY OCHOBHBIMU T'OPOJCKMMHU 30HaMu. VX ynajgeHue NpUBOAUT
K ObICTpOH (parMeHTaluu CeTH U 1moTepe riolanbHOM cBsizHOCTU. [lomyueHHbIe
Pe3yabTaThl BBIABISAIOT JUCOATAHC MEXKIY JIOKATbHON M30BITOYHOCTHIO U INI00ATBHOM
3aBHCHUMOCTBIO B CUCTEME OOIIECTBEHHOTO TPAHCIIOpTa rOpoJia M CO3Jat0T OCHOBY JUIS
IUIAHUPOBAHMSI, OPUEHTUPOBAHHOIO HA IOBBILIEHHE YCTOMUMBOCTH, C aKLIEHTOM Ha
yCcUJIeHHE AyOIUPYIOIUX CBA3CH M TUBEPCUPUKALIMIO MEXKY3JIOBBIX COCTUHEHUHN IS
o0ecreyeHns HEMPEPbIBHOCTH TPAHCIIOPTHOTO OOCTYKUBAHUS MTPU COOSX.

KiroueBblie cj10Ba: ceTh 00IIECTBEHHOTO TPAHCIIOPTA, TEOPUS CIIOKHBIX CETeH,
CTPYKTypHasi YCTOMYMBOCTb, YCTOMYMBOCTb CETH, MOCPEIHUYECKAs LIEHTPAJIbHOCTD,
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(2026). Onenka yCTOWYUBOCTH aBTOOYCHOM CETH ACTaHbl Ha OCHOBE MOJCIIUPOBAHUS
IpU CIIy9alHBIX ¥ IIEJICHANPABJICHHBIX OTKa3ax // MexXIyHapOJHBIH KypHAT
MH(POPMALMOHHBIX U KOMMYHHKAIIMOHHBIX TexHonorui. 2026. T. 7. No. 25. Ctp. 61—
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Kondaukr uHTepecoB: aBTOpbI 3asBISIOT 00 OTCYTCTBUHM KOH(IMKTa
HUHTEPECOB.

Introduction.

In the context of rapid urban growth and increased uncertainty in transport de-
mand, the resilience and reliability of public transport become key factors of urban
safety and quality of life. The approach of complex network theory has proven effective
for quantitatively assessing the connectivity and vulnerability of transport systems: such
networks often exhibit robustness to random failures while showing heightened sensi-
tivity to targeted impacts on the most significant elements (Ge et al., 2022). However,
for Astana there is no systematic robustness assessment that directly contrasts random
failures with targeted disruptions to nodes and edges. To address this gap, we quantify
the robustness of Astana’s bus network under both random and targeted scenarios and
outline planning-relevant implications. We analyze Astana’s bus network using stop and
route data sourced from 2GIS, within the city’s administrative boundaries.

Astana is a young capital with a rapidly changing spatial structure and pronounced
monocentricity, divided by the Yesil River into large functional zones and connected by
a limited set of bridge crossings that form potential “bottlenecks” for passenger flows.
Climatic extremes (a long and cold winter with strong winds) reinforce the requirements
for network reliability and route redundancy: even short-term outages of nodes and links
during peak periods can lead to cascading overloads of adjacent corridors (Huang et
al., 2023). Given the dominance of bus services (in the absence of a fully functioning
inner-city rail system), redundancy of transfer alternatives is critical, especially on the
arteries crossing the river and in areas of mass residential development on the right and
left banks (Jia et al., 2019).

The aim of this study is to quantitatively assess the structural robustness of Asta-
na’s bus network and to identify the key elements that determine its reliability under var-
ious disruption scenarios. We model the network in the L-space representation: nodes
are stops, edges are sequential links along routes; we analyze the network’s response
to sequential removal of nodes/edges both in random order and in order of decreasing
degree and betweenness centrality; we track the dynamics of the share of the largest
connected component S(c), the mean and maximum shortest path length, as well as
the mean inverse path length, correctly defined for disconnected graphs (Tran et al.,
2019). Additionally, we consider scenarios of “cascading effects”, wherein the failure of
a critical stop leads to the removal of the routes serving it, thereby simulating realistic
failure propagation (Li et al., 2025). Details of the materials, metrics and experimental
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procedures are provided in the “Materials and Methods™ section.

The novelty of this study lies in integrating a comprehensive complex-network
assessment of Astana’s bus network robustness, explicitly contrasting random and tar-
geted failure scenarios, with a direct translation of degradation curves and identified
critical nodes and links into practice-oriented recommendations. This perspective links
network indicators to Astana’s public transport development strategy, prioritizing un-
interrupted service under challenging climatic and spatial conditions. The object of the
study is the bus transport network of Astana; the subject is its structural robustness under
random and targeted node and edge removals. We hypothesize that the network main-
tains substantial tolerance to random failures but exhibits pronounced vulnerability to
targeted disruptions of high-betweenness transfer nodes and bridge edges.

Materials and methods.

Observations of urban public transport routes show that their paths form a net-
work with a complex structure. This approach makes it possible to view transport sys-
tems through the lens of complex network theory, where public transport infrastructure
is modeled and analyzed using graph-theoretic tools (Derrible & Kennedy, 2011). Over
the past decades, the concept of complex networks has become a central field of re-
search, combining methods from graph theory and statistical physics. Within this frame-
work, a network is defined as a set of nodes connected by edges, allowing interactions
to be described in both natural and man-made systems.

Particular attention in complex network studies is paid to nontrivial properties
that differ sharply from those of classical random graphs. In particular, it has been found
that such networks exhibit the small-world effect, short distances between nodes, a
high level of local clustering and a pronounced ability for self-organization (Xiao et al.,
2024). These characteristics ensure robustness against random failures while making the
system vulnerable to targeted attacks on key elements, a pattern repeatedly observed in
real-world transit networks (Cicchini et al., 2024).

Applying this approach to transport systems makes it possible to reveal hidden
patterns in their structure, assess connectivity and resilience levels and detect correla-
tions that go beyond random link distributions (Chen et al., 2024; Hassan et al., 2022).
Thus, analyzing a bus network as a complex system allows not only for a graph-based
structural description but also for conclusions about its reliability and operational ro-
bustness.

For this study, a custom Python parser was developed to automatically collect
open data from the 2GIS platform. The data were collected in September 2025, meaning
that all network topology and route information used in the analysis reflects the actual
state of the public transport system at that moment. The parser extracts the complete set
of bus stops and routes within the administrative boundaries of Astana, recording the
ordered sequence of stops for each route. The resulting data are stored in CSV format
to ensure reproducibility and subsequent processing. Based on these data, the transport
network is represented as a graph, which enables the application of methods of complex
network theory to analyze its structure and robustness. All calculations and network
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metrics were performed using the NetworkX library in Python.

In this study, the bus network is modeled in the L-space representation. Each
stop corresponds to a node, while consecutive stops along a route are connected by
edges, following standard practice in spatial analyses of bus transport networks (Shan-
mukhappa et al., 2018). Thus, the resulting graph captures the structure of the bus net-
work, where edges reflect the actual sequence of movements along bus routes.

Several basic indicators are used to describe the structural properties of the trans-
port network. One of them is the average node degree (k), which shows how many con-
nections each vertex of the graph has on average. It is calculated as

: 2M

where M is the number of edges and N is the number of nodes.

Another important parameter is the average shortest path length (/), which char-
acterizes the average distance between all pairs of nodes within a single connected com-

ponent.
_L NI
() == 3160 ), N

where /(i,j) is the shortest path between nodes i and j.

Additionally, the maximum shortest path length ™%  corresponding to the
longest shortest distance in the network, is also considered. This indicator reflects the
graph’s diameter and allows for an assessment of its overall “spread”.

Another important characteristic of the transport network is the clustering coeffi-
cient. It shows how tightly the neighbors of each vertex are connected to each other. For
a given node i, this indicator is calculated as

2 .
Ci = k{._k—yt—l} ' ki = 2,
A (3)

where ); denotes the number of edges between the neighbors of vertex i and
ki 1s its degree. The average value across all nodes gives the clustering coefficient of
the entire network. For convenience, it can be normalized to the value obtained for an
Erdés—Rényi random graph of comparable size:

_ien) 2M

C ER:F

CER (4)
This parameter reflects the tendency of the network to form local “triangles”,
thus demonstrating the level of internal connectivity.
In addition, to analyze the network structure, the degree distribution of nodes
P(k) is used. It shows the probability that a randomly chosen vertex has degree k. In real
transport networks, the degree distribution often follows a power-law of the form

P(k) ~k™Y, k> 1, (5)
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where the exponent y characterizes the rate of decay of the distribution.
Additionally, we report two aggregate measures related to the degree distribtion.

(x2)

The parameter k) denotes the Molloy—Reed ratio k) = % which provide(s 31
L

criterion for the existence and robustness of the giant component. The parameter
denotes Z1  the ratio of the mean number of second neighbors to first neigh-
_y k L .

bors; deviations between K ) and k(z) indicate degree correlations and structural het-
erogeneity of the network.

To identify which specific nodes are structurally critical for maintaining connec-
tivity, the betweenness centrality metric is used. It shows how often a vertex i appears
in the shortest paths between other pairs of nodes:

. k(D)
Cp(i) = EjiiikENfTr (6)

where 9k is the number of shortest paths between nodes j and k and Ik (i) 1s

the number of such paths that pass through node i. The average value of €5 makes it
possible to identify nodes that play a key role in the transport system.

Within a percolation-theoretic framework, we assess the robustness of Asta-
na’s bus network by iteratively removing elements and monitoring how its structure
degrades. At each step of the experiment, a single node or edge is removed according
to a specified strategy, all network indicators are recalculated on the modified graph,
and the procedure continues until almost all elements are eliminated. This setup allows
us to directly compare accidental failures with informed attacks that target structurally
important components.

We consider two main classes of node-removal scenarios. In random failures,
nodes are selected uniformly at random. In targeted attacks, the removal order is adap-
tive: after each step, the node with the highest current structural importance, measured
by degree or betweenness centrality, is removed, so that the attack dynamically follows
the evolving network (Pei et al., 2024). Additionally, we examine a modified random
strategy in which, at each step, a random node is chosen and then one of its neighbors
is removed, which increases the probability of eliminating well-connected nodes (Shi et
al., 2023). These strategies capture a spectrum from purely random disruptions to delib-
erately focused attacks (Furno et al., 2021).

An analogous set of scenarios is defined for edge removals. Edges are either
removed uniformly at random or in a targeted fashion based on their structural role,
with priority given to connections that either exhibit high edge betweenness centrality
or link high-degree nodes, acting as “bridge links” between major corridors of the net-
work (Cao et al., 2025; Rahman et al., 2000). To formalize this, concepts traditionally
applied to nodes are extended to edges: the degree of an edge connecting nodes i and j
is defined as
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l
kfl] = ki + kj - 2, (7)
-

where ki and ™J are the degrees of the incident nodes. This provides a consis-
tent basis for comparing node- and edge-based attack strategies.

Percolation theory characterizes network degradation through the presence and
size of a “giant component”. To quantify how much of the network remains connected
after removing a fraction c¢ of elements, we use the normalized size of the largest con-
nected component

S(c) = Nf], ©

where Ni(c) is the number of nodes in the largest component after removals
and N is the total number of nodes in the original network. Values S(c) = 1 indicate a
largely connected system, whereas S(c) — 0 signifies fragmentation into small, isolat-
ed clusters.

To capture changes in efficiency within the remaining connected structure, we
compute the average inverse shortest path length

_ 2 —{fr =
()= mzhjeﬂl I(U); 9)
where /(i ,j) 1s the shortest path between nodes i and j. For disconnected pairs,
171, j) = 0.

Unlike the standard average path length, this measure remains well-defined when the
network splits into multiple components, as unreachable pairs contribute zero rather
than making the metric undefined. It therefore provides a sensitive indicator of how
route accessibility deteriorates under progressive disruptions (Mussone & Notari, 2021).

Random removal experiments demonstrate a self-averaging behavior: repeated
trials yield nearly identical degradation curves. In contrast, targeted removal rapidly
suppresses both S(c) and {I_l), because nodes and edges with the highest structural
significance are eliminated early (Jin et al., 2022; Zhang, 2017).

A quantitative evaluation of the transport network’s resilience was conducted
alongside the qualitative vulnerability analysis. Resilience reflects the network’s abil-
ity to preserve connectivity under node removal. According to percolation theory, this
property is linked to a critical concentration €rc, beyond which a connected cluster
forms. For finite networks, however, connectivity gradually decreases over a range of
concentrations (Zhang et al., 2013).

The normalized size of the largest component S(c) is used to assess resilience.
The overall measure is defined as: ,

A=100], S(c) de, (10)

This integral quantifies the cumulative effect of node removals and serves as a
robust indicator of network stability.

Results and discussion.
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The structural analysis of Astana’s bus transport network provides a quantitative
assessment of its key topological properties within the framework of complex network
theory. The network is modeled in the L-space representation, where nodes correspond
to bus stops and edges connect consecutive stops along operational routes, enabling the
computation of indicators that describe its connectivity, compactness, and local cluster-
ing.

Table 1 — Basic topological metrics of Astana’s bus transport network

Symbol Description Value
N Number of stops 1075
R Number of routes 109
(k) Average node degree 3.54

Maximum shortest path 35

(I Average shortest path 11.8
C Clustering coefficient 79.4
Betweenness centrality 5794

Degree correlation (z) 2.3
Degree correlation (k) 4.57
v Degree distribution exponent 3.66

Table 1 summarizes the baseline structural metrics of Astana's bus network. With
1075 stops and 109 routes, the system is large but relatively sparse: the average node
degree (k) = 3.54 indicates that most stops have only a few direct onward options. The
average shortest path length (1) = 11.8 and the maximum shortest path lmax — 33
suggest that traveling between spatially distant areas may require long multi-stop and
indirect routes, which is consistent with the elongated, corridor-like structure of the net-
work. At the same time, the high clustering coefficient C = 79.4 indicates pronounced
local redundancy, meaning that certain subareas of the network form dense clusters of
stops that provide short alternative paths even under individual link or node failures.
Figures 1-3 summarize how the bus network responds to random node removal.
Figure 1 shows the relative size of the largest connected component S, defined as the
fraction of nodes that remain within the largest connected subnetwork after a given
number of removals. As the number of removed nodes increases, S exhibits a clear
monotonically decreasing trend and eventually approaches zero. This behavior reflects
a progressive loss of global connectivity: the giant component is gradually dismantled,
and the network ceases to function as a single, city-wide structure.
A similar decline is observed for the mean inverse path length I~ tin Fig. 2.
This metric is calculated as the average of the inverse shortest-path distance between
all reachable pairs of nodes (with disconnected pairs contributing zero). The continuous
decrease of I~ lindicates that overall reachability deteriorates even before the network
becomes fully disconnected, highlighting that inefficiency emerges prior to complete
fragmentation.
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Fig. 1. Change in the Largest Component Size under Random Node Removal
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Fig. 3. Change in Maximum Shortest Path under Random Node Removal

Fig. 3 plots the maximum shortest-path distance Imax> which characterizes
the effective diameter of the remaining connected structure. In contrast to S and (1_1)
Lirax first exhibits a pronounced spike. At early stages of random removal, some direct
links disappear and routes between distant parts of the city are forced to detour through
longer chains of intermediate stops, so the longest shortest path in the network becomes
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significantly larger. After a certain threshold, however, {mmax collapses sharply. This
collapse occurs when the network ceases to behave as one integrated system and
fragments into many small local clusters; within these small clusters, all shortest paths
are by definition short, so the global maximum drops.

Taken together, the three curves indicate a two-stage failure pattern. First, the
system becomes inefficient before it is fully disconnected: even while S is still relatively
high, passengers would already face very long indirect routes, as reflected by the early
peak in . Later, both S and the mean inverse path length fall to very low values, showing
that the bus network no longer provides city-wide connectivity and instead survives
only as isolated local components with minimal interaction between them.

T T T T
random

random_neighbor i
betweenness -
degree 1

|1

0.8

N
\
—

N L
200 400 600 800 1000
N_removed

Fig. 4. Change in the Largest Component Size under Different Node Removal Strategies

Fig. 4 shows how the relative size of the largest connected component S changes
under different node removal strategies. Here, S is defined as the fraction of all nodes
that remain in the largest connected subnetwork after a given number of removals. In
addition to purely random removal, three targeted attack strategies are considered: re-
moval of nodes in order of decreasing degree; removal of nodes in order of decreasing
betweenness centrality; and the “random neighbor” strategy, in which at each step a
random node is selected and one of its neighbors is removed. The latter procedure is
known to preferentially affect well-connected (hub-like) nodes, since high-degree nodes
are more likely to appear as neighbors. For all targeted strategies, the attack sequence is
updated after each step, so that at every stage the next node is chosen among those with
the highest current structural importance.

The curves in Fig. 4 demonstrate that targeted attacks are substantially more
destructive for network connectivity than random failures. When nodes are removed
according to degree or betweenness centrality, S rapidly declines to values close to zero
after the removal of a relatively small number of nodes, indicating an early collapse
of the giant connected component and, consequently, of global connectivity. By con-
trast, under purely random removal the decay of S is much slower and extends over a
considerably larger number of removed nodes, consistent with the robustness typical-
ly observed in heterogeneous public transport networks with hub-like structures. The
“random neighbor” strategy produces an intermediate effect: it degrades connectivity
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faster than uniform random removal but less aggressively than fully targeted attacks,
as it implicitly favors the elimination of locally well-connected nodes without explicit
computation of global centrality. Overall, Fig. 4 indicates that the Astana bus network
depends disproportionately on a relatively small set of structurally critical stops; once
these high-importance nodes are removed, the network fragments rapidly into smaller,
poorly connected components.
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Fig. 5. Change in the Largest Component Size under Different Edge Removal Strategies

Fig. 5 shows how the size of the largest connected component S changes when
edges, rather than nodes, are progressively removed under three different strategies. As
before, S is the fraction of all nodes that remain in the largest connected subgraph. The
first strategy is random edge removal, where links are deleted uniformly at random. The
second strategy removes, at each step, the edge with the highest betweenness centrality,
1.e. the link that is currently most frequently used by shortest paths in the network. The
third strategy removes edges associated with high-degree structure, i.e. links incident to
highly connected hubs, prioritizing the connections that maintain access to those hubs.
In the targeted strategies, importance is recalculated after each deletion, so that at every
step the next link chosen is again among the most structurally critical ones.

The three curves illustrate very different robustness behaviors. When edges are
removed randomly, S decreases slowly and remains relatively high for a long portion
of the process: even after hundreds of edges are deleted, the network still preserves a
large connected backbone. This indicates a high tolerance to incidental link failures. By
contrast, removal based on edge betweenness produces an almost immediate collapse:
S plummets after only a small number of deletions, showing that the network’s global
connectivity relies on a limited set of “bridge” edges that carry many of the shortest
paths between otherwise weakly coupled regions. Degree-based edge removal produces
an intermediate pattern: the curve stays flat at first but then exhibits a sharp drop once
enough high-degree hub connections are severed, after which the giant component rap-
idly fragments. Operationally, this means that connectivity in the Astana bus network is
not only concentrated in a few critical transfer stops (as in the node-removal analysis),
but also concentrated in a small number of high-load inter-hub links. Disrupting those
links, for example, corridors that connect major interchange areas, can split the system
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into isolated clusters even if most stops themselves remain in service.
Table 2 — Resilience measure A-value for the PTN of Astana.

Remove Type Value
Random node removal 27.9
Highest-degree node removal 10.9
Highest betweenness node removal 35
Random edge removal 47.3
Highest-degree edge removal 41
Highest betweenness edge removal 54

In this study, the integral measure A is used as an indicator of robustness, de-
fined as the area under the S(c) curve for a given removal scenario. Larger values of
A indicate that the network preserves a substantial connected component over a wid-
er range of perturbations. Using the results reported by von Ferber et al. for London
and Paris as a benchmark, Astana under random node removal has a robustness value
of 27.9, which is close to 29.31 for London and below 37.93 for Paris, implying that
its loss of connectivity under random failures occurs at a rate comparable to London
and faster than Paris. Under highest-degree node removal, the corresponding values
are 10.9 for Astana, 10.77 for Paris and 5.45 for London, indicating that the removal of
degree-based hubs is relatively less critical for Astana’s network structure. In contrast,
under highest-betweenness node removal Astana exhibits pronounced vulnerability: 3.5
compared to 8.71 for London and 10.67 for Paris, which shows that targeted removal
of high-betweenness transfer nodes leads to rapid fragmentation of Astana’s network.

For edge removal, Astana demonstrates a more moderate pattern: 47.3 under
random edge removal, compared with 27.45 for London and 56.04 for Paris, and 41.0
under removal of edges incident to highest-degree nodes, compared with 20.95 for Lon-
don and 47.12 for Paris. However, under removal of highest-betweenness edges the
value for Astana drops to 5.4, while London and Paris retain substantially higher levels
(27.2 and 55.93, respectively). This implies the presence of a small set of critical links
in Astana’s public transport network that act as structural bridges between major parts
of the system. Once these bridge edges fail, the size of the largest connected component
S(c) declines sharply. Overall, the comparison suggests that Astana’s network is com-
parable to London with respect to random failures and, in some scenarios, approaches
the robustness of Paris, but it remains highly dependent on a limited number of transfer
nodes and bridging links; targeted disruptions of these elements induce rapid fragmen-
tation and constitute the principal vulnerability of the system.

Conclusion.

This study provided a comprehensive quantitative assessment of the structural
robustness of Astana’s bus transport network within the framework of complex network
theory. By analyzing the effects of both random and targeted failures on nodes and
edges, we identified critical structural dependencies that determine the system’s overall
resilience. The results demonstrate that while the network exhibits high tolerance to ran-

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
73 International License (5



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

dom disruptions, comparable to that of major European networks such as London and
Paris, it is highly vulnerable to targeted removals of high-betweenness nodes and bridge
edges. These elements function as essential connectors between the left and right banks
of the city and between major radial—arterial corridors. Their failure rapidly fragments
the network, eliminating the “giant component” and severely reducing accessibility
across districts (Sun et al., 2025).

The findings underscore the dual nature of Astana’s public transport topology:
robust against random losses yet sensitive to localized structural failures at key transfer
points and inter-hub corridors. This pattern reflects the city’s monocentric spatial orga-
nization and limited cross-river connectivity, which amplify the functional importance
of'a few high-load transfer hubs. From a planning perspective, the results emphasize the
need to reinforce redundancy along bridge crossings, diversify alternative routes con-
necting peripheral zones and reconfigure transfer circuits to reduce overdependence on
single high-betweenness nodes (Han et al., 2023).

Beyond its local relevance, this work contributes to the broader understanding
of resilience in emerging urban transport systems under extreme climatic and spatial
constraints (Gupta et al., 2024). The methodology combining L-space modeling, per-
colation-based robustness analysis and targeted failure simulation can be extended to
multimodal or temporal networks. Future research could incorporate passenger flow
data, temporal demand variations and dynamic adaptation mechanisms to further refine
resilience planning for Astana’s evolving mobility system.
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Abstract. This study explores extractive question answering for the low-
resource Kazakh language by combining ontology-based semantic enrichment with
retrieval-augmentation. We design a complete data preparation pipeline, including PDF
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text extraction, cleaning, chunking, Sentence-BERT vectorization, and FAISS indexing.
Using GPT-4, we generate and manually validate a final dataset of 350 QA pairs. Four
models are evaluated: mBERT-QA, XLM-RoBERTa-QA, XLM-RoBERTa-QA with
ontology injection, and a hybrid Retrieval + XLM-RoBERTa-QA + Ontology system.
Evaluation across EM, F1, BERTScore-F1, ROUGE-L, and SemSim metrics shows that
hybrid models substantially outperform baselines. The best configuration achieves an F1
score of 52.6%, surpassing mBERT-QA by 21 percentage points. Results demonstrate
that ontology-infused context and dense retrieval significantly improve answer span
extraction, reducing noise and enhancing semantic alignment. The proposed approach
provides an effective foundation for developing high-accuracy educational QA systems
in the Kazakh language.

Keywords: extractive QA; low-resource language; Kazakh language; ontology;
FAISS; Sentence-BERT; GPT-4; retrieval-augmentation
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Annoranusi. by makanama kazak TutiHzeri extractive QA MiHIETIH jKakcapTy
YIIIH OHTOJIOTHSIJIBIK OaibITy jkoHE retrieval-augmentation Tocinmepin OipiKTIpeTiH
rubpunari moxenpaep 3eprrenemi. XKymbicta PDF oKynbIFbIHaH MOTIHII aBTOMATTHI
aiy, Ta3apry, KabarracaTtelH ¢pparmMenTTepre 6einy, Sentence-BERT apkpuibl BekTopiay
koHe FAISS nHaekciH Kypy/ibl KAMTHTBIH TOJIBIK JIEPEK TabIHIay KOHBEHEP1 JKacabl.
GPT-4 xemerimen 350 cypak—kayan >xyObl 0ap GHUHAIABIK 1aTaceT KAIBITITACTHIPBLIIHI.
Tepr wmoaens ceiHaAbl: MBERT-QA, XLM-RoBERTa-QA, oHTOnOrUsIMEH
OaiteiTeFan XLM-RoBERTa xone Retrieval + XLM-RoBERTa + Ontology rubpui.
EM, F1, BERTScore-F1, ROUGE-L >xone SemSim MeTpukaiapsl O0HbIHIIIA THOPUATI
TOCUIIep alTapibIKTal apThIK HOTHXE KopceTTi. EH xorapsl F1 = 52,6 % kepcertkinri
retrieval-augmentation >koHE OHTOJIOTHUSUIBIK MPEPUKCTIH YHJIeCIMI apKbUTBl aJIbIH/IBI.
3eprTey Kasak TumiHzeri extractive QA camachklH apTTBIpy/Jla CEMaHTHUKAIBIK OalbITy
MEH peJICBaHTThI (PparMeHTTEP Il 197 TaHAAYIbIH THIMI1 €KEeHIH OIS I,

Tyiiin ce3xep: SKCTpakUUSJIBIK CalaHbl KaMTaMachl3 €Ty, a3 pecypcTap/sl
Ka)KeT eTETIH Tin, Kaszak Tial; onrosiorus, FAISS, Sentence-BERT, GPT-4, xanmneina
KENTIPY-TOJBIKTBIPY

Hoiiexco3znep ymin: M.JOK. Anitumon, I'K. Myparosa, JK.K. bucenbaera,
N.M. bammeB, M. Kaccum (2026). OHTONOTHS KOHE 137A€yMEXaHU3MICP] apKbLIbI
Ka3aK TUTIHJAET1 SKCTPAKIMUIBIK a-IaFbl CEMAaHTHKAIBIK TOJNBIKTHIK // XaablKapaiblK
aKMapaTThIK dKOHE KOMMYHHUKAIBIK TeXHOJorusap xypHansl. T. 6. No. 21. b. 76-88.
(Ka3. tin.). https://doi.org/10.54309/ijict.2026.25.1.005.
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AHHoOTanusi. B craThe mpencTaBieHO HCCIEIOBAaHUE METOJIOB H3BIICUEHUS
OTBETOB Ha BOMpOCHl (extractive QA) nmis Malo-pecypCHOr0 Ka3axCKOro s3bIKa C
MIPUMEHEHUEM OHTOJIOTMYECKOTo oforaimieHus u retrieval-augmentation. Paspabortan
MOJIHBIN KOHBEHEP MOATOTOBKM JAHHBIX: aBTOMAaTHYECKOE U3BJIeueHue TekcTa u3 PDF-
y4eOHMKA, OYMCTKA, pa3OMEeHHE Ha TEPEeKPHIBAIONINECS (pParMEHThI, BEKTOpPU3AIUS
Sentence-BERT u unnexcupoanue B FAISS. C wucnonbzoBanuem GPT-4 coszman
Habop u3 350 ¢puHanpHbIX QA-map. B skcniepumMeHTe CpaBHUBAIUCH YE€THIPE MOIEIH:
mBERT-QA, XLM-RoBERTa-QA, XLM-RoBERTa-QA ¢ onrtonorueid u rudpuaHas
koHpurypamus Retrieval + XLM-RoBERTa-QA + Ontology. Onenka 1mo merpukam
EM, F1, BERTScore-F1, ROUGE-L u SemSim mnoxka3ayia, 4T0 THOpUIHBIE MOJIEIH
00ecCIeunBarOT 3HAYMTENbHBIA MPUpOCT KadecTBa. Hawmywmmii pesynerar — F1 =
52,6 % — NOCTUTHYT NpPU UCIOJIB30BaHUU retrieval-augmentation U OHTOJIOTHYECKOTO
oboramennsi, uro Ha 21 m.m. mpesbimmaer baseline mBERT-QA. Ilomydyennsie
pe3yIbTaThI IEMOHCTPUPYIOT 3(PPEKTUBHOCTh CEMAaHTHYECKOTO 000TAIICHHS M TIOUCKA
peleBaHTHBIX ()parMeHTOB JUISl MOBBIIIEHUS TOYHOCTU extractive QA Ha Ka3axCKoOM
A3BIKE.

KiroueBbie ciioBa: extractive QA, Malio-peCypCHBIN S3BIK, Ka3aXCKUW SI3BIK,
onronorusi, FAISS, Sentence-BERT, GPT-4, retrieval-augmentation

Jasi mutupoBanusi: MK, Anitumon, ['K. Myparosa, JK.K. bucenbaena,
N.M. Bbanues, M. Kaccum (2026). CemaHTHYEeCKasl TOJIHOTA B Ka3aXCKOS3BIYHOM
extractive qa 4epe3 OHTOJIOTHIO U retrieval-mexaHu3mbl // MexayHapOaHBINA JKypHAT
MH(POPMAIIMOHHBIX U KOMMYHHKAITMOHHBIX TexHosoruid. T. 6. No. 21. Ctp. 76-88. (Ha
Ka3.). https://doi.org/10.54309/1JICT.2025.25.1.005.
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KoH(puKT HHTEpecoB: aBTOPHI 3asIBIIAIOT 00 OTCYTCTBUU KOH(MIIMKTAa HHTEPECOB.

Kipicme.

Kazipri 3amaHfbpl HHTEIICKTYaNI6l OmiM Oepy Kykenepi TaOUFU TUIII OHICY
(NLP) omicrepine OesiceHIl Typae CyHEHE I, ocipece MOTIHTE HETi3/IeTITeH aBTOMATTHI
cypak-xkayan (Question Answering, QA) xyiienepi oKy MpOIECiH KEKEICHIPY MEH
U PIIBIK Koiayaa MaHbeI3as! per atkapansl (VanLehn, 2011; Chen xone 1.0., 2019).
DKCTPaKIMSJIBIK Cypak-kKayan jKyihenepi MOTIH INIIHEH HaKThI jkayarn (parMeHTiH
aHbIKTayFa OarbITTanra xoHe SQuAD Topi3zi gaTaceTTepiH naiiga 60IysIMeH KeH Ta-
pangs (Rajpurkar sxxone 1.6., 2016). TpancpopMaTopIIbIK apXUTEKTypaIapIbIH €HI131Tyi
NLP canacwiaga TyOereiini e3repic xkacaasl. BERT Momem KOHTEKCTTI €Ki OaFbITTa KOJI-
Tay apKbUIbl QA canacelH atapisikrail aprTeipasl (Devlin sxone T.6., 2019). Keftinipek
XLM-RoBERTa kenrinai Tpanchopmarop peTiHae opTypiii TUIAEpAe TYPAKThl HOTHKE
kepcerti (Conneau et al., 2020). Multilingual transfer kaGinerrepi e 3epTremnin, TOMEH
pPEeCYpCThI TUIACP YIIIH KPOCC-THHTBUCTUKAIBIK OUIIM TachIMAJIBIHBIH MYMKIHJIIKTEP1
kepcerinai (Pires xxone 1.6., 2019). Anaiina, KenTuIai MOAETbACP PECypCTaphl a3 Tijl-
nepne Oipaedt sxorapel cama kepcete oepmeiimi (Hu et al., 2020). Kazak tinmi armiro-
TUHATUBTI MOP(OIIOTHACH KYpJeli ®oHe HUPIBIK KOPIYCTaphl MEKTey TUIIepAiH
6ipi. Low-resource Tingepre apranran QA sxyienepinae F1 kepcerkimrepi xui aii-
TapibIKTail TomeH Oonateiael Oenrim (Clark xone 1.6., 2020; Hu xone T1.6., 2020). By
QJJIBIH aJla OKBITBUTFAH MOJCIBICP/IIH AepeKTepre ToyenaiIiria kepcereni (Joshi sxone
T.0., 2020).

QA xylienepiHiH camacklH apTTHIPYIBIH MEPCIIEKTUBAIBI OaFBITTAPbIHBIH Oipi
OiyiMre Heri3JeNnreH ceMaHTHKanbIK OalbiTy. Knowledge graph nHemece onrtomorus-
Jappl MHTETpaIysIay MOJENbB/IIH CYpaK MOHIH TYCiIHYIH kakcapTaap! (Yasunaga xoHe
1.0., 2021). ConsiMen Karap, Retrieval-Augmented Generation (RAG) apxutexrypa-
Japbl MOTIH/IIK 0a3a/IaH PEJIeBAaHTTHI (PparMEeHTTEP I 13/1eT, KeHiH oJlapIbl TeHePATHBTI
HEMece KCTPAKIMAIBIK MOJEIbMEH OipiKTIpy apKbUIbI JKOFaphl OHIMAUIIK KepceTei
(Lewis xone T.0., 2020; Karpukhin >xone 1.6., 2020). Dense retrieval omictepi, ocipe-
ce DPR (Dense Passage Retrieval), ceMaHTHKaJBIK YKCACTBIK HETi31HIE KY>KaTTap.Ibl
Tagaayaa TuiMal ekeni nanenaenred (Karpukhin et al., 2020). Mynpgaii Tocinaep yiakeH
OKY MaTepHaIaphl )KarIalbIH/a aKTapaTThIK Iyas! a3aiitanbl. A FAISS kitanxaHnacer
YJIKEH KeJIeMETi SMOeIIMHI TEPMEH JKYMBIC ICTEeYl )KEACNACTETIH BEKTOPIIBIK HHCK-
CTey MEXaHM3Mi peTiHJe KeHiHeH KoiaaHbuiansl (Johnson xone T1.6., 2019). Ceman-
THUKAJIBIK YKCACTBHIKTHI Oaranay ymriH poctypii Exact Match sxone F1 kepcerkimrepi-
HeH Oenek, BERTScore KOHTEKCTTIK YKCACTBIKTBI IQJTIPEK OJIIIeyre MYMKIHIIK Oepeni
(Zhang xomne T.0., 2020). Consimen karap, ROUGE-L matinzaix kabarracyasl Oaramnay-
na keHiHeH Konnanbeuiaas! (Lin, 2004).

Ocpl 3eprreyne 0i3 OHTOJOTHSAIBIK OaifblTy MeH retrieval-augmentation
MeXaHM3MJIepiH OipikTipeTiH ruOpuari extractive QA TocimiH yceiHambi3. PDF
OKYJIBIKTApbIHAH MOTIHAI aBTOMATThl Typae any, Sentence-BERT Herizinzge
ambenauarTep Kypy (Reimers & Gurevych, 2019), FAISS wHIEKCiH KaabIITaCTBIPY
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xoHe GPT-4 apkputel cuHTETHKANBIK QA KYNTapelH TeHepanusiay Ke3eHAepiH
KaMTHUTBIH TOJIBIK IEPEKTEp OHIeY KOHBeWepi a3ipienai. baranay 6appicbiHga THOpUTI
Mozens 52,6 % F1 xepcerkimrine xetin, 6a3ansik mBERT xone XLM-R monensaepi-
HEH CTAaTHUCTUKAJIBIK TYPFbI/Ia )KOFaphl HOTHXKE KopceTTi. bys HoTmwkenep low-resource
TiAep YmiH retrieval XKOHE OHTOJNIOTHSUIBIK CEMAHTHKAIBIK OailbITy ToCLIIepiHiH
TUIMAUTITIH pacTaiibl.

9jicTep MeH MaTepHuaJaap.

Kunanran naraceTtin punangsik kenaemi 350 cypak—xayarn KyObIHaH TYpasbl,
Oys NLP canacwinza, acipece Tpanc(popMaTopIibIK apXUTEKTypanaps fine-tuning yurin
CaJIBICTBIPMAIIbl TYp/E MIaFbIH Ooubin caHanaasl. COHOBIKTaH OYJI KeJeM KYMBICTBIH
omicTeMeNiK MIeKTeyNIepiHiH Oipi peTiHae MoubIHAanansl. JlaraceTTiH KypbUIBIMBIH
CUNATTay YIIiH KeJIeCi CTaTUCTUKAIBIK KOPCETKIITEp €CeNnTeNIi: CypaKTapablH opTa-
ma y3eIHABIFB — 11.4 ce3, xayanTapAblH opTalia Y3bIHIBIFE — 9.2 ce3, ¢pparMeHT-
TEp/iH opTamia Y3bIHIBIFEl — 87 €63; TaKBIPBINTHIK YIECTIPIM «aHBIKTaMay, «IIpoLec-
CTEp», KTEPMHUHJEP», «EPEKeENIeP» CUAKTHI TOPT HETI3r1 KaTeropusra 6emineni. laracer
70/15/15 mponopuusichiHAa OOTIHIEHIMEH, TECT YKUBIHBIHBIH (=50 YJIT1) MIAFbIHIBIFBI
HOTHKEJIEP/IIH CTAaTUCTUKAIBIK BapUAIMSICHIHA dCEP €Tyl MyMKIiH.

OHTONOTUSIIBIK KapTa TOJNBIKTal KOJIMEH KYPaCTBIPBUIIBI XKOHE MOH/IK OKY Ma-
Tepuabl HeTi31H e anblHFaH 2 14 TepMUH MEH OJIap/IbIH KbICKA aHBIKTaMallapblHaH Typa-
abl. OHTOJIOTUST «TEPMHUH —> aHBIKTamMa» (OPMAThIHIAFHI KYNTAp/IaH FaHA TYPMAauIbI;
COHBIMEH KaTap «KOFapFBI-TOMEHT1 Kiaccy (is-a), «Oemiri» (part-of) xone «pyHKIH-
OHAJIIBIK OailJIaHBIC» CHSIKTHI TAKCOHOMUSUTBIK KAaThIHACTAP CHTi31al. OHTOJIOTHUSHBIH
KYpPBUIBIMBIH KeHeHTy QA KyleciHne HaKThl TEPMUHIEP apachbIHIAFbl CEMaHTUKAJIBIK
TOYCNAUTIKTep/l aHBIKTayFa MYMKIHIIK Oepeli. DKCIepUMEHTTEPAEC OHTOJIOTHUSIIBIK
npeduKc cypakTarsl TEPMUHIEPMEH COMKECTEHIIPUITeH KaFaaiaa FaHa KOChUIIbI, Oy
MOJIeNTbI'e KOHTEKCTTI IJIipeK HHTEpIpeTanusayFa MyMKIHAIK Oepi.

Bacranks! gepexrepai JaibiHiay kKoHEe KYPhUIBIMAAY — CaraHbl OaKblIay JKYH-
€CiHIH HOTWXEJepiHiH CeHIMALTIT MEeH KalTaJaHyblH KaMTaMachl3 €Ty/Ier] HeTi3ri Ka-
nam. by makanana 6i3 6acranksl PDF oKysbIFbIHAH MOTIH/II aBTOMATTHI TYPJE aTyabl,
aJIJIBIH ajia OHACY/l )KoHe apTedaKTiHi (opMaTTayIbl )KOOIbI KAMTUTBIH KEIIeH 1 KyObI-
pabl a3ipnenik. MyHaai nepekrepi KypbulbIMaay Taciiaepi oimimre OarpiTranran NLP
KYHeNepiHiH THIMIUTIr yiniH memrynr (akrop OOJbII caHamazbl ajna dalbIHIAIFaH
Sentence-BERT mozenin nmaiiananbin BEeKTOpIaHabl, all OYJ1 9Aic Ma3MyH/IbI CEMaH-
TUKAJIBIK TYPFbIJIA J97 KoxTayFa MyMKiHIiK Oepeni. @parmentrep FAISS xyiiecinae
WHJCKCTEIIII, PEJICBAHTTHI KOHTCHTTI XKBUIAAM YXKOHE THIMJII alTy KaMTaMachl3 €TilIe/l,
OYJ1 KOFaphl OHIM/II BEKTOPIBIK 13/I€Y/IiIH KCHIHCH KOJIAHBUIATHIH CTAHAAPTHI OOJIBII
tabbutabl. Conrbl ke3eH GPT-4 kemerimen cananbpl OakblUIay Cypak—Kayar KYITapblH
aBTOMATTHI TYPJI€ TeHEepaIMsAIay/Ibl ’KOHE OJNIap/Ibl CapanTaMaibIK TEKCEePydl KaMTH/IbI.
I'enepatuBTi MOAETBACP/II OKY MaTepHalAapbiH OalibITy/a MaiiAaaHy COHFbI KbUIIAphI
alTapipIKTail KeHeW i skoHe OLTiM Oepy canachlHIa THIM/L HOTIKENIEp KOpCeTye.

PDF ¢opmarsiaarsr okynbIK angsiMeH PdfReader Moy apKpLibl eHaemin, ap
Oet exi (haiin TypiHIe — «IITUKI» MOTIH KOHE CHMBOJIIAPIBIH 0aCTaNKbI MO3UIIHSIIAPhI
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I-cyperTe nepekrepni MalbIHIAY MPOIECIHIH TONBIK OJIOK-CXeMachl KOPCETil-

I'CH.
. MaTiHgj weirapy
) MarTiHai
wblFapy = Takbipbin
PDF
CypakTap MeH xayanTap BeT MaTiHiH anabiH
TYAbIRY ana eHgey

Ysingine (i (]
@ s P — T TR
y [[apab! anbin Tacray

B BekTopnap weiFapy

FAISS kemeriven
nHAEKCTEY

B rag_chunks.pkl
@ Ysinainepai engipy

AKNapaTTbik,
AknaparTeik AepeKKopasl [epekkoppa eHrisy
TeKkcepy

ThenuposKanbik, 7o%| [ Texcepy
70% 15% ’—!5%

Cyp. 1. PDF oxy kypanbiHaH 0i71iM 0a3achlH KaJIbIITACTHIPYFa apHaJFaH IepEKTEePi OHIEY JKOHE HHICKCTEY KOH-

Beitepi

kepcetiiren JSON ¢opmatsl peTiHze cakTainaabl. AJJIBIH ana eHIeYy Ke3eHIH/e
OCBhl «IIUKD» MOTIHHEH OapiblK OeT HeMipiepi, TaKbIpBIITAp MEH KOJOHTUTYJIAp,
TEXHUKAJIBIK OeNrijiep, KaKeTci3 apHaiibl TaHOanap xoHe apThIK 00C OPBIHIAP AJIBIHBII
TacTaja/bl, HOTHXKECIHIE op OeT YIIIH «Ta3apThbUIFaH MATiH» albIHabl. TazapTbuiran
Oertep OipikTipinim, 512 TOKeHre AeHiHT1 Y3bIHIBIKTAFbI )kKoHE 128 TOKeHTIK )KBUDKYMEH
KabaTTacateiH ¢pparmentTepre (chunk) 6eminesni. by Tocin MoaebaiH KipicC Y3bIHIBIFBI
mIeKkTeyJsli OONIFaH jKarjaia TOJNBIK KOHTEKCTI caKTayFa MYMKIHAIK Oepexdi. OpOip
chunk Sentence-BERT (all-MiniLM-L6-v2) Mopeni apKpUIbl BEKTOP-DMOEIIMHTKE
typaeraipirin, NumPy gopmareiaaa cakranaasl. IMOSAIUHTTEp KATBINKA KEATIpiim,
FAISS kitanxanaceiaeiy IndexFlatL2 Tuminmeri MHAEKCIHE €HTI3IEAl; HOTIIKECIHIE
rag_index.faiss, rag_embeddings.npy >xone rag_chunks.pkl ¢aiinnaps! Ty3ineni. bynan
keiiin GPT-4 mozeniHiH Ka3ak TijgiHe OeiiMaenTeH prompt-HyCKachl apKbLIbI IIaMaMeH
500 cypak—xayan »xyObl aBTOMAaTThl TYpPAE KYpbUIaAbl, ajl capamiubuiap OJapAblH
iIriHeH Ma3MyHbI HaKThI, Oipkenki 350 Mbicanabl Tanman ananel. [aiteia gatacer 70
% oxy, 15 % Bamunarus xoHe 15 % Tect xublHbI peTinae Oenineni. COHbIMEH Kartap
OHTOJIOTHSUIBIK KapTa jKacalajbl: OJ1 OKYJBIK HETri3iHJIe KYpPacTBIPbUIFaH «T€PMUH —
aHBIKTaMay» TYPIiHZEri ce3/iK 00bIn TabbuIa bl OpOip QA YITiciH naiibiHaay Ke3iHae
CYpaKTaFrbl HET13T1 TEPMHUHJIEP aBTOMATTHI TYPJIE aHBIKTAJIBII, OJapAbIH Oip HeMece eKi
KBICKa aHBIKTAMAChl KOHTEKCTiH 0achIHA KOCBLIAIbI, OYJI MOJIEIBIIH IMOH/IK MaFbIHAHBI

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 82



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

IYPBIC TYCIHYiHE KOHE KayanThl TAIipeK Ta0ybIHA BIKITAT €TEe/i.

Hotu:kesep :koHe 0J1apAbl TAJIKbLIAY.

Mopaenbaep apacblHAAFbl aWBIPMAIIBUIBIKTBIH — KE3/ICMCOK €MeC eKEeHIHE
CEHIMILTIKT1 apTTHIPY YIIiH bootstrap-resampling oxici (1000 kaitTanay) KoJIT1aHbUIIBL.
Hotmwxkecinne rubpunri moaensain F1 = 52.6 % notmxkeci baseline mBERT-QA mo-
nenineH (31.5 %) craTucTUKaNIBIK TYpFbIA KoFapbl ekeHl anbikTamasl (p < 0.01). Co-
HbIMEeH Katap 95 % ceHiMaunik uHTepBaimaapsl ecenrtenai: mBERT-QA ymin [29.1;
33.0], XLM-RoBERTa-QA ymin [45.8; 49.5], ruopunri Retrieval + Onrtonorus mozaeni
yuria [50.1; 54.2]. Oceunaiinia, KepCceTKIMTEepIiH KaKCapybl CTATUCTUKAIBIK MaHbI3-
IBUIBIKKA W€ €KEHI JQIEIIEHI].

Toxipubene TopT KOHPUTYpaIUs KOITAHBLIIBL:

A 6azanbik geHreiti (mMBERT-QA): kockimia GaibITynapcei3 O6epT-06a3aibik-
KONTUIAI KOPHyCTHIK Mojaenb. 2-cypertre mMBERT-QA MopemiHiH OpHATBHUTYbI
KepceTireH: MoTiH anasiMeH WordPiece TokeHM3aTopblHAH ©Te/l, 0J1 COMIeM Il 1Kl
ceszepre Oesel )KOHE OJIap bl aJJIbIH ajla JadbIHIAIFaH CO3MIIKIIEH COMKECTEeHIIpE].
OpOIp aJbIHFaH TOKEHTE MO3UIUSIIBIK SHJIpMEIep KOChIIAIAbl, COAaH KEeHiH aJbIHFaH
BEKTOPJIBIK KopiHicTep OH eki TpaHchopmep HSHKonEp OJIOKTaphIHBIH KacKaJbIHa
Oepieni. OpOip OOk Kem OacThl ©31HE Hazap ayaapy GYHKIMSICHIH, KIpIiCIICH
KOCBIH/IBIHBI JKOHE KaJIBITIKa KENTIpy KaOaThIH, COJAaH KEeHiH ekl KabaTThl ajFa Kapai
Oepy pyHKUMSCHIH jK9HE KaJbIIKa KeJITIPYMEH KalTalaHaThIH KOCBIH/IBIHBI KAMTHU/IBI.

Tokenusatop

WordPiece TokeH13aToph!

!

3mbepanHrTep

= TokeH ambeaavHTepi
* Mozvumsnk smbenauHrtepi

!

Tpanchopmep 3Hkoaepi x 1

» KenbacTsl e3iHgik Hazap
MEXaHWZM

= Kocy skeHe kabarTsik
kaneimangeipy (LayerNorm)

= Anra TapanatbiH HENPOHALIK e
(Feed-Forward)

!

TpaHchopmep aHkopepi x 1

» KenbacTs e3iHpik Hazap
MexaHK3Mi

= Kocy «ane kabarTsik
KkansinTaHappy (LayerNorm)

!

Cypak-kayan WbiFbiC KabaTbl

CoizbIkThIK Ka0aT — 2 norut

Cyp. 2. mBERT-QA apxurexTypacsl
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* B 6azanbik cb3pirbl (XLM-RoBERTa-QA): koceiMimna GaifbITynapcesi3 xlm-
roberta-base mopemi. 3-cyperre XLM-RoBERTa-QA mopeninzaeri Kipic MOTIHIH ©H-
NEeyaiH OJIOK-cXxemMachl KepceTutreH. AJasiMeH, Oactamkel Ti30ek SentencePiece To-
KEHHM3aTOPBIH TMaliaNaHbIl IMIKi ce3aepre OejiHemi, Oy opTypii JKUUTIKTErl *KoHe
MOPQOTOTHSIIBIK, KYPICIUTIKTET1 Co31epai TYPaKThl CETMEHTTEYTe MYMKIH/IK Oeperi.
OpOip abIHFaH TOKEHTE MO3UIUSIIBIK CHIIpYIIep KOChIIaIbl, COIaH KeHiH KaJbINTacKaH
BeKkTOpiap oH eki Oipaeit Transformer Encoder 6nokrapbiabIH KipiciHe 6epineni. Op0ip
OJI0K TOKEH/Iep apachIHIaFbl ’kahaH IBIK KaThIHACTAP/IbI €CKEPY YILIH KOIOacThl ©31HIIK
Ha3apJbl, CBI3BIKTHIK eMmec TypieHaipy yurH Feed-Forward kaGaTeiH skoHE OKBITYIBI
TYPaKTaHIBIPY YIIIH €Ki «KOCy-KaJbIKa KenTipy» ke3exaepin (Add & LayerNorm)
KaMTubl. Komep/iH MIBIFBICKIH/IA KayalThIH 0achkl MEH COHBI YIIiH €Ki JIOTUTTI 00J-
JKAUTBIH CBI3BIKTHIK QA 0achl KOJTaHBLIA/IbI.

TokeHusaTop Tpancdopmep sHkogepi x 12
SentencePiece | 5 .
KenbacTsl oisHajk,
l Hazap mexaHusmi
SmbepavHrTep —+ Kocy xaHe kabatrbik,
1. TokeH amBengmHTepi | | KANEITIanasIpy
2. MoznuwmAnk, asmBenamHTepi — Feed-Forward

— Kocy kaHe KabaTTbik
KanoinraHbipy

— Kocy kaHe KabaTTbik,
KanbeinmraHab Py

|

¥

Cypak-Kayan wWbIFbIC KabaTbl

Chi3bIKThIK, Kabat — 2 normTt

- BacTan Kbl nor1rTrep

— COHFbLI NOr1TTep

T

Cypak-kayan WbIFbIC KabaTtbi

— ChI3bIKTbIK KabaT — 2 noriT

— COHFbI NnortTrep

Cyp. 3. XLM-RoBERTa-QA apxutextypacsl

The advantages of XLM-RoBERTa-QA include its large multilingual pre-
training corpus, which ensures good language portability and the ability to handle
complex syntactic structures. The model effectively captures long-term dependencies
and performs reliably with a wide variety of vocabulary. The main limitations are the
fixed input length of 512 tokens, the significant computational requirements for training
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and inference, and the lack of built-in domain-specific adaptation without additional
context enrichment.

* T'ubpuari A (XLM-RoBERTa + Onromnorus): op6ip Oelikke OHTOIOTHSIIaH
aHBIKTaMaJIap KOChUIFaH xIm-roberta-Herisi. 4-cypeTTe OHTOJIIOTHSUIIBIK aKIapaTThl eH-
Ti3y apKbUIbI KipiC KOHTEKCTIH aJIIbIH ajla OHJIeY IpOoIeci KOPCETiIreH.

bipinmigen, cypak MmoriHiHeH «WH(popmaTuka» CcalachbIHBIH OHTOJOTHSIIBIK
KapTachIHJAFbI ka30anapra colikec KeJIeTiH Heri3ri TepMuHep ainbiHaabl. ConaH KeiiH,
opOip aHBIKTAIFAH TEPMUH YIIIH KOHTEKCT a03allbIHBIH OackiHa Oip HeMece €Ki KbICKa
aHBIKTaMalap Ti30eKTel eHrizureni. by kagam mojenbre Herisri yreiMaapra OipJeH
KOJI JKETKi3yre j>KOHE OHBIH OKBITY JEPEKTEpiHIH KeJeMiHe TOYeNIUIIriH a3zalTyra
MYMKIiHIIK 6epeti. OHTONOTHSAIBIK OalbITy 1aH KeWiH MOTiH cTaHIapTTh SentencePiece
TOKCHM3AaTOPbIHAH ©Teli, Hazap aynapaTblH MacKa jKacalaJbl JKOHE TOKEH MEH
MO3UIUSUTBIK KipiCTIpyJiep KOPBITHIHIBUIAHABI. AJIBIHFaH KOPIHICTEp KONOACTHI ©31HTIK
Hazap ayJapy, ajFa OarbITTalFaH KabaTTap *KoHE KaJIbIIKa KeNTipyi 0ap oH

Onronormamed GaibITLINFaH
KOHTEKCTTI eHngey

= CypakTaH OHTONors
TEpMUHAEPIH LUbIFapy

= KoHrtekctke 1-2 aHbiKTama

KipicTipy

TokeHmsaTop
input_ids
attentiom_mask

(TOKEH + MNO3ULMANEIK SMEeO0auHTITER)

TpaHcdhopmep 3HKogepi X 12

KenbGacTbl oizHAajK,
Ha3ap MexaHr3mi

— Kocy sxoHe KabaTTbik,
KaneinTaHabipy

— Feed-Forward
— AnFa TapanaTtbiH
HeMpoHObIK, >eni

ChIZbIKThIK KabaTt — 2 nornT

— BacTanksi norvTrep

— COHFBI NorTTep

Cyp. 4. Oumonoeusnwt 6aivimamoin XLM-RoBERTa-QA apxumexmypacwi

eki Transformer Encoder 6710161 apkbiib oTKi311e11. COHFBI K€3€HE ChI3BIKTHIK QA
0ackl apabIK JKayanThlH 0achl MEH COHBI YIIIH JIOTUTTEPIl ecenTeiai. by Tocinain
apTHIKIIBUIBIKTAPBIHA OKBITY aHBIKTaMaJIapbIH aayIaFbl JQJIIKTIH KOFapbLIaybl
YKOHE JICKCUKAJIBIK TYCIHIKCI3/IIKKE OEpiKTIK >kaTaapl. KeMiniaikTepine ajajblH aja
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OH/JICY Ke3EHIH/IeT1 KOChIMIIIA €CeNTey KYKTEMEC] )KOHE aHbIKTaMaslapAbl CHIi3yre
0aliTaHbICTHI XKayal MIeKapaJapbIHbIH BIKTUMaJ bIFBICYBI KaTa/Ibl.

* ['ubpuari B (amy + XLM-RoBERTa + Onronorus): FAISS apkeuis! 6emikTiH
QJIJIBIH aJ1a THIFBI3/IBIFBIH 137ey, OHTOJIOTHSIaH aHbIKTaMasap TaOblUIFaH parMeHTKe
KOCBLJIaJIbl, COfIaH KeiiH (parmeHT xIm-roberta-base monenine Gepineni. S-cyperre
JKayar aly aJJbIHJa THIFBI3IBIKTHI 13/1ey MEH OHTOJIOTHS MPEePHUKCIH OIpIKTIPETIH KOI
CaTBUIBI 137ICy-YJIFAlTy MPOIIeCi KOPCETUITCH.

Inpey (FAISS anyuibn)

1. Sentence Transformer smGennepi
= Kyrat smBeaamHTTERIH anabiH ana ecenTen cakray
= Kenin rycker cypakTel BEKTOPFa KoaTay

2. FAISS HHOCKCEI
» IndexFlatlP (Hemece TanpanFan mHaeKxc Typi)
= Bapneik, Ky>KaT BEKTOPNAPBIH MHOSKCKE KOCY
3. EH XaKpIH KepluliMeH izney

= Kecreni cypak, BekTopel GobbiHLLE i3aey
= En ykcac T-0, y30iK KOHTeKCTTeRAl KanTapy

= TucTi koHTekeT ab3auTapsiH KaiTapy

Il

XI.M-RoBERTa CH + Onaronormus

Cypak->kayan wbiFbic KabGaTel
CeizbligTeil Kabar — 2 norur
— Bacrankesl norvTrep

— COHFBI NOrMTTeR

Cyp. 5. OHronorusiHb! OalbITy apKbuUT! anbiaFaH keHeilTinreH XLM-RoBERTa-QA apxutektypacst

bipiaminen, Oapnbik Kykar Oemiktepi SentenceTransformer kemerimen
KoaTananbl, an onapabiH eHrizinyi FAISS unaexcinne (IndexFlatIP) cakrananpl. Cypak
aJBIHFaH Ke3Jle, COJI KOATAYIIbl MHACKCTEr1 eH yKcac k KoHTekcTTepal i3nmey YIIiH
naianaHbplIaThIH CYPAHBIC BEKTOPBIH KYPAacTHIPAJIbl: OCBhLIAKMIIA MOJEIh MBIHJIAFaH
dbparMeHTTep/IecH TeK €H MaHbI3Abl (DparMeHTTepal TaHIaWabl. AJBIHFaH ab3arrap
«udopmaTrka» MOHIHIH OHTOJOTHUACHIHAH HET13T1 TePMHUHCPIH aHbIKTaMaJlapbIMEH
onaH opi OaibITeUIbIT, XLM-ROBERTa-ra Gepineni, Oyt 0i1iM Oepy KaKEeTTUTIKTEpiHE
€H JKaKChl COWKEC KeJeTIH KOHTEKCTTI KamMTamachl3 eTeli. byn TocuimiH Herisri
APTHIKIIBIIBIKTAPbIHA «IIYJIBD) Ma3MYHHBIH aWTapiIbIKTal a3arobl, MaHBI3JbI €Mec
apaJIBIKTap/IbIH CaHBIH a3alTy OoHE MaMaHIaHJbIPbUIFaH aHbIKTaMaJapabl KaXeT
€TETIH CypaKTap YIIiH CEMaHTHKAJIBIK JOJIIKTIH apTyhl jKaTajibl. JlereHMeH, KochIMITa
13/1ey KajgaMbIHa OaiIaHBICTHI Kayar Kigipici apTajasl (op cypasbic ymiiH <0,24 c), an
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512 tokeH mieri 0ap TOJNBIK KOHTEKCTTI KaMTy OacTankbl MOTIHHIH KeJIeMi MEH THICTi
(dbparMeHTTep/Ii TaHIay carachkl apachkIHa dJ1i e bIMBbIpara Kely/li TaJiarl eTe/Ii.

Hormxkenep OeiMiH KOPBITBIHIBUIANH Kelle, OapiblKk Mojenbaep Oipaei
Karaaiaapaa OKBITBUIFAHBIH, OYJT ST CalbICTHIPYAbl KaMTaMachl3 €TETiHIH aTar
eremi3. OkpITy mporeci 1x107° oKy XKbUITaMABIFBIMEH 25 1oyipAi, MUHHU-TIAPTHUS
emmeMi 4, canMakTbiH babIpaysl = 0,01 xoHE op AdyipAeH KeiliH MIHAETTI TypAae
METpUKaIBIK Oaranaynel KamThinbl. Ecenrreynepi skeenaery Y apanac IJIiKTeri
FP16 naiinanaHbuiapl, )KOFANTy (YHKUIUSCHI aBTOMATTHl TYPJAE TIPKEIIl JKOHE COHFBI
MOJIENIb apalIbIK OaKplIay HYKTENEPIHCI3 TONBIK HUKIIIH COHBIHAA CaKTaabl. bapisik
skcnepumentrep 16 I'b Oeitne xanpr 6ap Oip rpadukansik npoueccopaa xaone 32 I'b
JKeJleN KaJpl Oap ecenTey TYHiHIHAE KYpri3ini; opOip KOHpHUrypamus yIIiH opTaria
OKBITY yakbIThl 50-65 MHHYTTHI Kypanbsl. OKBITY >KOHE KOPBITBIHIBI Kacay Ke3iHje
OeliHe KaJIbIHBIH TYTHIHBUTYHI I1amMaMeH 16 I'b nmeHreifinne TypakThl OOJBINT KajJlbl,
Oyl GapibIK TOPT CHIHAIFAH MOJENH YIIH OipKeNKi KYKTeME MEH CaJlbICThIPMAaIbI
JKarJaiyiapasl pacTaibl.

KopbIThIHABI.

By 3eprTeyie Ka3ak Tilii YIiH 9KCTPAKIUSUTBIK cypak-xkayar (QA) xkyienepiHig
camachlH apTThIpyFa OaFbITTAIFaH KEIMICHAl TOCUT YCBHIHBUIABI JKOHE SMITUPUKAIIBIK
TYpJe TeKcepiai. JKYMBICTBIH HET13r1 JKaHAIBIFB — JIEPEKTEP/Ii JAMBIHAAYIBIH TOJIBIK
KYOBIPBIH 93IpJiey KOHE OHTOJOTHSUIBIK CEMAaHTHKAJBIK OaibITy MEH TBIFBI3IBIKTEI
i3neyni (retrieval-augmentation) GipiKTipeTiH THOPUATI ApXUTEKTYpajIapabl KYpacThIpy
Oonbin TabbUTanel. Kazak Timi pecypcrapbl MIEKTEYIi, MOPQOIOTHIBIK KYPBLIIBIMBI
Kypaemni xoHe IMUQPIBIK KOPIycTaphl a3 TULAEPAIH KaTapblHA XaTalbl, COHIBIKTaH
QJIJBIH ajla OKBITBUIFAH KOMNTUIAI MOJAETBACPIIH OHIMILIITT aTapiablKTail TOMEHILY1
MYMKiH. OcbIFaH 0aiJIaHBICTBI 3€PTTEY TEK MOJEIBIIK apXUTEKTYPAHbI )KETUIIIpyMEH
HIEKTEIIMEH, IepeKTep il KYpy MEH OaibITy CTpaTerusjapblHa J1a €peKIe Ha3ap ayAap/abl.
Anneiven, PDF ¢opmaTeiHiarsl 0Ky MaTepuaiiapblHaH MOTIH/I1 aBTOMATTHI TYPJIE ally,
KYpBUIBIM/IAY JKOHE Ta3ajlay Ke3eHIepiH KaMTHTHIH KalTalaHOAJbl IepEeKTepal OHJIeY
KYOBIpBI kacanapl. by KyObIp MOTIHIII CeTrMEHTauusIay, MIYybUT AJIEMEHTTEPIH KO0,
ab3anrap MEH TaKbIPHINTApIbl aXKBIPAaTy, COHAANW-aK CEMAHTUKAJBIK TYPFBIAAH TYTac
KOHTEKCT OJIOKTapBhIH KaJIBIITACTHIPY CHSKTHI Ke3eHaepaeH Typasl. Keitin Sentence-
BERT Herizinge MoTiHAIK 3MOenmuHrTep Kypbuibill, FAISS BeKTOpIBIK HHAEKCI
apKBUIBI THIFBI3ABIKTHI 1376y MeXaHu3Mi yibiMaacTeipbulasl. ConsiMeH Katap GPT-4
MOJICNIIH KOJIAaHy apKbLIbl 0ACTaINKbl Cypak—Kayarl )KYNTapbl TeHepaIUsUIaHbII, oJIap
COHFBI KE3€HJIe capamiubliap TapanblHaH KOJIMEH TeKcepiiai. bynm tacin nepexrep
carachlH apTTBIPYMEH KaTap, MPOIeCTiH MacITa0TaTyblH KAMTaMachl3 €Te/I.

DKCIIepUMEHTTIK OelliMAe TOPT apXUTEKTypa CaIBICTBIPBUIABLI: €Ki 0a3ajbIK
mozenb (MBERT-QA sxone XLM-RoBERTa-QA) sxoHe OHTOJIOTHSIIBIK OalbITy MEH
retrieval KOMIIOHEHTTEpPI KOCBUIFaH €Ki THOpUATI Mozenb. HoTkenep ceMaHTHKAJIBIK
0albITy MEH THIFBI3IBIKTHI 137€yAl OIpIKTIpyAiH aliKbIH apTHIKIIBUIBIKTAPBIH KOPCETT.
bazansik mBERT-QA mozeni 31,5 % F1 notmxkecin kepcerce, XLM-RoBERTa-QA
47,7 % F1 nenreiiine >keTTi. AN YChIHBUTFAH THOpUATI Moaenb 52,6 % F1 kepcetkimrine
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KOJI JKETKI31M, alTapibIKTall KaKcapTyIbl KaMTaMachl3 €TTi. ByJl ociM TeK CTaTUCTH-
KaJBIK TYPFbIIa FaHAa €MeC, MPAKTUKAJIBIK TYPFhIIaH J1a MaHbI3IbI, ce0ebi TOMEH pe-
CYPCTHI TUIACP YIIiH OipHEIIe MalbI3IbIK OCIMHIH 631 XKYHEHIH KOMTaHOaTbl THIMILTI-
TiH apTTBIPabl. 3epTTEey HOTHXKENEpi KOPCETKEHCH, allZIbIH aja OKBITBUIFAH KONTUIAI
TpaHchopmaropiap Kazak Till yIIiH Oenrimi Oip JeHrei e KYMbIC icTereHiMeH, oJap-
JIBIH OHIMJILTITT TUTTIH MOP(OJIOTHSIIBIK XKOHE CHHTAKCUCTIK epeKIIeIiKTepine Oaiina-
HBICTHI mIeKTeneai. OHTOIOTHSAIIBIK aKnapaTThl €HTi3y MOJENb/IH TEPMUHOIOTUSIIBIK
COMKECTIKTI aKChIpaK TYCiHyiHEe MYMKIHAIK Oepeni, an retrieval-augmentation mexa-
HU3MI PENIeBAaHTTHI MOTIH ()parMEHTTEPIH AJ TaHAayFa )KaFaai kacaiiel. by exi kom-
MOHEHTTIH CHHEPTHACHI JKayanTap/ bl JoJIipeK aHbIKTayFa bIKnas eTesi. CoHbIMEH Karap,
3epTTey JepeKTep camachlHbIH QA KyHenepiHiH eHIMIUTIriHe TiKelleh ocep eTeTiHIH
pactanasl. ABTOMATTaHIBIPBUIFAH TeHEPAUs MEH KOJIMEH TeKCEpYIiH Yiiecimi aepex-
TEpJIiH CEHIMIUTITIH apTTHIPHIN, MOJACTBIIH JKaIblIay KaOUIeTIH *KaKCcapTThl. Y ChHI-
HBUIFaH JIepeKTep KyObIphl OomamakTa 6acka moHaepre HeMece 6acka TOMEH PecypCThl
Tingepre 6eiiMaenyi MyMKiH, OyJ1 OHBIH OMOEOaNTHIFBIH KOPCETE.
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Abstract. Modern machine learning (ML) techniques provide powerful tools for
processing complex spatial and climatic datasets essential for sustainable land-use plan-
ning. This study investigates the application of ML methods, including multilayer per-
ceptrons (MLP) and convolutional neural networks (CNN), to analyze three-dimension-
al geospatial data in Kazakhstan, with a focus on urban development in Alatau City — a
rapidly growing district of Almaty. Using open-access data sources such as Copernicus
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satellite imagery, ERAS climate reanalysis, and QGIS spatial layers, high-resolution 3D
urban models were developed. A hybrid CNN-MLP architecture was implemented to
assess land use, predict urban expansion, and evaluate land suitability for infrastructure
and residential development. The results show that ML-based approaches can signifi-
cantly improve the efficiency, adaptability, and sustainability of urban planning, sup-
porting a transition toward data-driven territorial management in Kazakhstan.

Keywords: machine learning, neural networks, 3D spatial data, territorial plan-
ning, Copernicus, ERAS, QGIS, urban development, sustainable planning
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AnHotanus. Ka3zipri 3amanrbl MamuHaIBIK OKbITY (ML) omictepi kypmemi
KCHICTIKTIK OHE KJIMMATTBHIK JCPEKTEPAl OHACYre apHAIFaH TUIMII Kypaa peTiHie
KEeHIHEH KOJIIaHbUIAAbI, OYJI OPHBIKTHI ayMaKTBIK JKOCHapijay YIIiH MaHbI3IbL. by
3epTTeyne AJMaThl KalachIHBIH KapKBIHIBI JaMbI Kelie KaTKaH AJjaray ayJaHbl
MBICAJIBIH/IA YIIOJIIeM/II TEOKCHICTIKTIK JepeKTepiai Tanjay VIIiH KemKabaTThl
nepcentporgap (MLP) men xoHdomonusislk HeHpoHABIK kemiep (CNN) CHUSKTHI
ML onmicTepin KoyigaHy KapacTeIpbiiansl. Copernicus CIyTHHKTIK Keckinaepi, ERAS
KIMMATTBIK Kaita Tamnmaysl koHe QGIS keHICTIKTIK KabaTrTapbl CHSKTHI alIbIK
JepeKTep Ke37epi Heri3iHae >KOoFaphl Aonaikreri 3D Kamanblk Monesbaep Kacasibl.
Kepni nmaiimanany TypriepiH kinaccudukanusiiay, ypOaHu3anus yaepicrepin Ooimkay
KOHE TYPFBIH YH MEH MH(PaKYphUIBIM CalyFa )apamabl ayMakTap/sl Oaranay YUIiH
CNN-MLP rubpunri apXuTeKTypachl KOJIaHBUIBL. 3€PTTEy HOTHKEIIePl MATHHAIBIK
OKBITYFa HerizzenreH Tacianep Kazakcranmarsl KajalblK KOcHapiay THIMALIIT MEH
OPHBIKTBUIBIFBIH €/19yip apTTBIPHII, JEPEKTEpPre HEri3/eireH ayMakThIK Oackapyra
KOIIyre MYMKIiHJiK O€peTiHiH KopceTeIi.

Tyiiin ce3mep: MamMHANBIK OKBITY, HEHUPOHMIBIK JKEJIUIep, YIIeIIeMIi
KEHICTIKTIK JIepeKTep, ayMakThIK sxocmapiay, Copernicus, ERAS, QGIS, opHBIKTHI
namy
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Annoranusi. COBpeMEeHHbIE METOIbl MaITMHHOTO 00y4eHus (ML) mpencrasis-
10T c000H 3(pPeKTUBHBIE MHCTPYMEHTHI J11 00pabOTKH U aHaJIM3a CI0KHBIX IPOCTpaH-
CTBEHHBIX M KJIIMMAaTHYECKUX JaHHbIX, HEOOXOUMBIX /Il YCTOMYMBOTO TEPPUTOPUATH-
HOTrO IUIaHupoBaHMs. B nanHON paboTe paccmarpuBaeTcsi MPUMEHEHHUE aJIFOPUTMOB
ML, Bkirouast MmHOTOCHOMHBIE niepcenTponbl (MLP) u cBeprouHble HEWPOHHBIE CETH
(CNN), mnist aHanusza TPEXMEPHBIX I€ONPOCTPAHCTBEHHBIX JIAHHBIX HA IpUMepe Obl-
CTPO pa3BUBAIOLIErocs paiioHa Anaray ropojga Anmarsl. Ha 0CHOBE OTKPBITBIX HCTOU-
HUKOB JIaHHBIX — CIIYTHHUKOBBIX CHMMKOB Copernicus, KJIMMaTHYE€CKOTO peaHasu-
3a ERAS u mpocrtpanctBenHbix cnoéB QGIS — Obun mOCTpOEHBI BBICOKOTOYHBIE
3D-monenu ropojckoit cpensl. [Ipennoxena rudpunnas apxurekrypa CNN-MLP nns
KJIaCCU(UKALUU 3€MJICNIOJIb30BaHUs, MPOrHO3UPOBAHUS YPOAHUCTUYECKOTO pPOCTa
U OICHKH TPUTOJHOCTH TEPPUTOPUHN ISl KWIOW U MHPPACTPYKTYPHOU 3aCTPOUKH.
Pe3ynbTarhl moOKa3bpIBalOT, YTO IOJXOJbl, OCHOBAaHHBIE Ha MAIIMHHOM OOYy4YeHHH,
MO3BOJIAIOT 3HAYUTEIBHO MOBBICUTH 3()PPEKTUBHOCTD, aJAITUBHOCTh U YCTOWYUBOCTD
IPOLECCOB TOPOJCKOIr0 IUIAHUPOBAHUS, CIIOCOOCTBYSI MEPEXOAY K YIPABICHUIO
TEPPUTOPHUSMHU Ha OCHOBE JJaHHBIX B ycioBusix Kazaxcrana.

KuoueBble ciioBa: MammHHoe 00ydeHne, HEUPOHHBIC CETH, TPEXMEPHBIE TTPO-
CTpaHCTBEHHBIE JIaHHBIC, TEPpUTOpHANIbHOE TManupoBanue, Copernicus, ERAS, QGIS,
TOPOZICKOE pa3BUTHE, yCTONUHNBOE IUIAHUPOBAHHUE.
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KoH(aukT wuHTepecoB: aBTOPHl 3asABISIOT 00 OTCYTCTBHH KOH(QIMKTA
MHTEPECOB.

Introduction.

Urban territorial planning in Kazakhstan requires a comprehensive strategy that
integrates climatic, environmental, infrastructural, and demographic factors. Howev-
er, the increasing availability of extensive and multidimensional datasets poses serious
challenges for traditional spatial analysis techniques, which often lack the capacity to
capture complex, nonlinear relationships and make accurate predictions about urban
growth (Talukdar et al., 2020; Zhao et al., 2023).

To address this limitation, machine learning (ML) methodologies are increasing-
ly applied in urban studies. These techniques enable the prediction of urban expansion,
identification of spatial and temporal trends, and optimization of land-use policies. In
this research, open-access geospatial datasets were used, including QGIS spatial layers,
ERAS climate reanalysis, and Copernicus Sentinel satellite imagery. These sources pro-
vide high-resolution information on terrain, vegetation, land use, and climate, which are
critical for developing accurate three-dimensional (3D) models of urban areas.

The focus of this study is the Alatau district of Almaty (Alatau City), one of the
city’s most rapidly developing regions. This area is characterized by dynamic urban-
ization processes, where traditional planning methods are insufficient, and data-driven
approaches become essential (Chaturvedi & de Vries, 2021; Zhang et al., 2019).

To analyze the spatial patterns and characteristics of urban development, con-
volutional neural networks (CNN) were employed to process raster imagery and detect
urban expansion patterns, while multilayer perceptrons (MLP) were used for classifying
tabular spatial features such as elevation, NDVI, and land cover (Vali et al., 2020; Li et
al., 2024). These models support forecasting of future expansion zones, delineation of
land-use clusters, and assessment of land suitability for residential and infrastructural
development.

Unlike conventional statistical methods, ML approaches are capable of detect-
ing nonlinear correlations and integrating diverse data types — including topography,
climate, and vegetation — into a unified analysis. This adaptability is especially critical
for areas like Alatau City, where complex terrain and climate variability complicate sus-
tainable urban development planning (Chen et al., 2021).

The scientific problem addressed in this research lies in the limitations of con-
ventional spatial analysis tools in handling high-dimensional geospatial and climatic
data. This study aims to explore how modern machine learning models can overcome
these limitations by providing adaptive and predictive solutions for urban territorial
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planning in Kazakhstan.

To achieve this, the research consolidates socioeconomic, meteorological, and
spatial datasets into a single analytical framework and applies a structured methodology
based on the CRISP-DM process. This ensures systematic data preparation, clustering,
and classification of urban zones.

Ultimately, the study investigates how machine learning techniques — through
categorization, forecasting, and anomaly detection — can enhance sustainable urban
development and support the transition to data-driven territorial management. Particular
attention is paid to the role of MLP and CNN models and the effective integration of
open-access data sources such as Copernicus, ERAS, and QGIS.

Research Problem

Despite the rapid development of geospatial data acquisition technologies, tradi-
tional spatial analysis tools remain limited in their ability to process large-scale multidi-
mensional datasets and capture nonlinear relationships between environmental, climat-
ic, and infrastructural factors.

Therefore, the key research problem addressed in this study can be formulated
as follows:

How can modern neural network architectures be adapted for the integrated
analysis of three-dimensional geospatial data and for building predictive models of ur-
ban development under the environmental and socio-economic conditions of Kazakh-
stan?

Addressing this challenge requires the integration of heterogeneous data sourc-
es, including satellite imagery, climatic observations, and GIS infrastructure layers, into
a unified machine learning framework capable of generating reliable predictive models
for territorial planning.

Materials and methods.

The research followed the CRISP-DM (Cross-Industry Standard Process for
Data Mining) methodology, which is a widely recognized framework for data-driven
studies. This methodology ensured a systematic approach, covering all stages from ini-
tial data collection to modeling and evaluation (Talukdar et al., 2020). The iterative
nature of CRISP-DM allowed continuous refinement of research objectives and applied
methods based on the insights gained during the analysis.

The structured phases included.:

Business Understanding: Defining urban planning objectives for Alatau City in
Almaty, with a focus on sustainable development.

Data Understanding: Collection and preliminary exploration of geospatial and
climatic datasets.

Data Preparation: Standardization, resampling, and feature engineering of input
variables.

Modeling: Application of ML algorithms (MLP, CNN) for classification and pre-
diction.

Evaluation: Assessment of model accuracy, interpretability, and spatial validity.
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Deployment: Visualization and integration of results into GIS platforms (QGIS).

Data Sources and Integration

Four main categories of open-access data were used:

Copernicus Sentinel satellites (Sentinel-1, Sentinel-2, Sentinel-5P):

Optical imagery for land cover and vegetation;

NDVI (Normalized Difference Vegetation Index);

NDBI (Normalized Difference Built-up Index);

Digital surface/terrain models (DSM/DTM).

1. ERAS Climate Reanalysis (ECMWF):

Hourly parameters such as temperature, precipitation, solar radiation, wind load;

Data accessed via the Climate Data Store API.

2. OpenStreetMap (OSM):

Road networks;

Building footprints and land-use categories;

Infrastructure layers (schools, hospitals, transport hubs).

3. GIS Platform (QGIS):

Data integration and geoprocessing;

DEM generation;

Export into ML-compatible formats (GeoTIFF, CSV).

All datasets were projected into WGS 84 / UTM zone 43N and resampled to a
100x100 m grid resolution to ensure comparability.

Data Understanding and Visualization

This study integrates multi-source remote sensing and climatic datasets to an-
alyze the topographic, environmental, and climatic characteristics of Alatau city and
its surroundings. The study area is a rapidly urbanizing zone characterized by complex
topography and heterogeneous land use. Figure 1 shows the Digital Elevation Model
(DEM) of the area, highlighting variations in altitude.

Fig. 1. The Digital Elevation Model (DEM) of Alatau city
Figure 1 presents the Digital Elevation Model (DEM) of Alatau city, retrieved
from Copernicus data on 17 September 2025 at 30-meter spatial resolution. The DEM
illustrates the topographic variability across the study area, with distinct elevation gra-
dients between lowland urban areas and mountainous zones. Such elevation information
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forms the foundation for hydrological modeling, soil erosion risk assessment, and land
degradation analysis (Kuras et al., 2021).

To provide a realistic representation of surface conditions, Figure 2 shows a true
color satellite image derived from Sentinel-2 imagery dated 27 August 2025, at 10-me-
ter spatial resolution. This image serves as a reference for visual interpretation, enabling
accurate delineation of natural and anthropogenic features prior to spectral analysis.

y = I‘k‘{

Fig. 2. True color Sentinel-2 satellite image of Alatau City (10 m resolution)

Vegetation health and spatial distribution were assessed using the Normalized
Difference Vegetation Index (NDVI), derived from Sentinel-2 imagery (27 August
2025) at 10-meter resolution (Figure 3). NDVI is a well-established metric for mon-
itoring vegetation productivity, drought impacts, and land degradation trends, offering
valuable insights into ecosystem conditions.

Fig. 3. NDVI Vegetatlon mdex derived from Sentinel-2 i 1magery for Alatau City
Urbanization patterns were quantified using the Normalized Difference Built-up
Index (NDBI), generated from Sentinel-2 data at 20-meter resolution (Figure 4). NDBI
enables the detection of built-up areas and impervious surfaces, thereby supporting ur-
ban expansion monitoring and sustainable land-use planning efforts.
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Fig. 4. NDBI, index, Alatau, dated 27.08.2025, derived from Sentinel-2 with 20 meters resolution, Copernicus

Further land cover classification for the year 2020 was performed
to map major land use -categories, including tree cover, shrubland, grass-
land, cropland, bare land, and water bodies (Figure 5). The classification high-
lights the spatial heterogeneity of natural and anthropogenic landscapes, pro-
viding critical input for agricultural, hydrological, and ecological modeling.

@ Herbaceous wetland
@ Mangroves

" | © Moss and lichen

(© Bareisparse vegetatior
. Built-up

. Permanent water bodie
_ o Snow and ice

Fig. 5. Land Cover of Alatau city
Figures 67 present the spatial distribution of average annual temperature and
precipitation in Almaty’s Alatau district (Alatau City). Both datasets were obtained from
the ERAS reanalysis (ECMWF) and processed in combination with geospatial layers
from Copernicus Sentinel-2 imagery and OpenStreetMap (OSM). The data were clipped
to the district boundary and resampled to a unified grid resolution to ensure comparabil-
ity between climate and land-use layers.
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The average annual temperature map of Alatau city (Figure 6) depicts spatial
variations in thermal regimes, with higher temperatures in lowland and urbanized areas
and significantly cooler conditions in mountainous zones. Such thermal gradients direct-
ly influence vegetation growth, snow accumulation, and hydrological processes.

Fig. 6. Average annual temperature distribution in Alatau City based on ERAS5 data

The precipitation map (Figure 7) demonstrates a complementary gradient: high-
er rainfall occurs in elevated areas, while lower values are observed in the central and
northern lowlands. Together, these maps illustrate the combined effects of altitude, re-
lief, and climatic circulation in shaping local microclimates.

Such spatial variability in temperature and precipitation is highly relevant for
urban planning and land-use decision-making. Temperature dynamics directly affect en-
ergy demand, vegetation growth, and thermal comfort, while precipitation influences
stormwater management, ecological resilience, and infrastructure design (Singh et al.,
2021). The integration of ERAS climatic variables with Copernicus satellite indices
(NDVI, NDBI) and OSM infrastructure data provides a holistic foundation for devel-
oping machine learning—based predictive models of urban suitability and sustainable
growth scenarios.

These visualizations provided an initial understanding of spatial heterogeneity
and guided subsequent feature selection.

Dimensionality Reduction (PCA)

Fig. 7. Spatial distribution of average annual precipitation in Alatau City
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To manage high-dimensional data, Principal Component Analysis (PCA) was
applied.

PCA reduced correlated features into uncorrelated components while retaining
most variance from the original dataset.

For Alatau City, the explained variance ratios were:

PC1:36.12 %

PC2:24.85 %

PC3:21.43 %

PC4: 17.60 %

For a comparative dataset (another Almaty district):

PC1:41.05 %

PC2:22.31 %

PC3:19.77 %

PC4:16.87 %

PCA confirmed that terrain, vegetation, and climate jointly explain over 60 % of
the observed variability. While effective for dimensionality reduction, PCA has limita-
tions in noisy datasets; thus, its results were used as a preprocessing step for ML models
rather than a final interpretation.

Machine Learning Models

MLP Architecture for Territorial Data Analysis

Purpose. A multilayer perceptron (MLP) is used for classification and regression
based on tabular features aggregated from GIS layers (topography, climate, land use,
infrastructure accessibility). In territorial planning, the model assesses the suitability of
sites, predicts land use types, or predicts continuous indicators (Vali et al., 2020).

Input. A feature vector is generated for each cell of aregular grid (e.g., 100x100 m).

x=[elevation,slope,aspect, NDVI,NDBI,temp,precip,dist to roads, dist to
schools,...]€Rd

Before training, the following are performed: (i) CRS and resolution adjustment,
(i1) gap filling/masking, (iii) feature normalization/standardization, (iv) category encod-
ing (One-Hot), (v) multicollinearity removal/feature selection (PCA, VIF, mutual infor-
mation).

Architecture. The basic structure is feed-forward:

Input layer: size d.

Hidden layers: 2—4 fully connected layers with a decreasing number of neurons
(e.g., 128 — 64 — 32), ReLU activation (Fattah et al., 2021):

ReLU(z)=max(0,z) (2)

Regularization: Dropout (0.2—-0.5), L2 penalty (10°—-10~2), Batch Normalization.
Output layer:
- Binary classification — 1 neuron, sigmoid (Zhu et al., 2020):

o(z)=1+e—z1 (3)
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Binary cross-entropy loss;
-Multiclass — KKK neurons, softmax, categorical cross-entropy;
-Regression — 1 neuron, linear activation, MSE/MAE.

| Input vector X | ~ Plot features: NDVI, elevation, climate, etc.
L | |
i
| |
| Hidden layer 1 ~ 64 neurons, RelLU activation
| |
i
| |
| Hidden layer 2 | ~ 32 neurons, RelU activation
| J
i
|
Output layer | + 1 neuron, Sigmoid activation

|
| (output: suitability 0-1)
| |

Fig. 8 MLP architecture for territorial suitability modeling: input geospatial feature vector — dense
layers with ReLU, dropout, and batch normalization — task-specific output (sigmoid/softmax/linear). General

methodology for analyzing three-dimensional data using ML

Figure 8. MLP architecture for territorial suitability modelling: input geospatial
feature vector — dense layers with ReLU (Table 1), dropout and batch normalization —
task-specific output (sigmoid/softmax/linear).

Table 1. MLP architecture used three hidden layers:

Layer Neurons | Activation | Dropout
Hidden 1 128 ReLU 0.2
Hidden 2 64 ReLU 0.25
Hidden 3 32 ReLU 0.25

Two main neural network architectures were employed:

1. Multilayer Perceptron (MLP):

Input: tabular features (elevation, NDVI, NDBI, temperature, precipitation, dis-
tance to infrastructure).

Hidden layers: nonlinear transformations using ReLU activation.

Output: binary classification (suitable/unsuitable for residential development).

2. Convolutional Neural Networks (CNN):

Input: raster tiles (Sentinel-2 imagery, DEM slices).

Layers: convolution + pooling to extract spatial patterns.
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Output: multi-class land-use prediction.

Collection of spatial
and climatic data

T
b

Preprocessing and feature
extraction (DEM, NDVI,
distances, climate)

T
)

|
Training dataset and |
label creation |

|

T
)

|
Neural network training |
(MLP / CNN) |

|

T
)

Visualization and
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|
|
interpretation of results |
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Fig.9. General methodology for analyzing 3D data using ML

The neural networks were trained using the Adam optimizer with a learning rate
of 0.001. The training dataset consisted of 12,480 grid cells with a spatial resolution of
100x100 m. The dataset was divided into training (70 %), validation (15 %), and testing
(15 %) subsets. The models were trained for 100 epochs with a batch size of 32. Early
stopping with a patience of 10 epochs was applied to prevent overfitting.

Results and discussion.

The proposed methodology demonstrates the potential of machine learning tech-
niques for improving territorial planning in Kazakhstan. By integrating Copernicus Sen-
tinel imagery, ERAS climate data, and OpenStreetMap spatial layers, a comprehensive
geospatial dataset was constructed for modeling urban suitability in Alatau City. The
models included Convolutional Neural Networks (CNN) for image-based spatial anal-
ysis, Multilayer Perceptron (MLP) for tabular GIS attributes, and traditional machine
learning algorithms such as Random Forest and Gradient Boosting. All models were
trained using the same feature set, grid resolution (100%100 m), and evaluation protocol
to ensure comparability.
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To evaluate the effectiveness of the proposed approach and identity the most
suitable model for territorial suitability evaluation, several machine learning algorithms
were trained and tested using the same geospatial dataset for Alatau City (Table 2).

The dataset was divided into training (70%), validation (15%), and testing (15%)
subsets. Model performance was evaluated using commonly used metrics including Ac-
curacy, Precision, Recall, F1-Score, Root Mean Square Error (RMSE), and the coeffi-
cient of determination (R?).

Table 2. Performance comparison of machine learning models for territorial suit-
ability evaluation.

Model Accuracy | F1-Score | Precision | Recall | RMSE | R?

CNN (image-based) | 0.93 0.91 0.92 0.89 0.087 10.89
MLP (tabular) 0.88 0.86 0.85 0.87 0.115 0.81
Random Forest 0.83 0.78 0.80 0.76 0.145 10.74
Gradient Boosting 0.85 0.82 0.83 0.81 0.130 ]0.76

In addition to deep learning models (CNN and MLP), traditional machine learn-
ing algorithms such as Random Forest and Gradient Boosting were also evaluated. This
comparison allows assessment of whether deep neural networks provide significant ad-
vantages over classical machine learning approaches for territorial suitability modeling.

The results demonstrate that the CNN model achieved the highest classification
performance among individual models, primarily due to its ability to capture spatial
patterns from raster-based data such as satellite imagery and digital elevation models.

The MLP model also produced strong results when analyzing tabular GIS attri-
butes, including elevation, NDVI, climate indicators, and distance to infrastructure.

Traditional machine learning algorithms such as Random Forest and Gradient
Boosting performed reasonably well but lacked the capacity to extract spatial context
from high-resolution imagery.

This superior performance is attributed to the CNN’s ability to capture spatial
hierarchies and context from raster-based inputs such as satellite imagery and DEM. By
applying convolutional filters, CNNs can detect local patterns—such as built-up densi-
ty, vegetation fragmentation, or terrain morphology—that are often missed by tabular
models. This makes CNN particularly effective in recognizing urban sprawl, land cover
transitions, and other geographically distributed phenomena. The MLP model showed
strong results in tabular feature-based suitability scoring (R* = 0.81), effectively in-
tegrating climatic, topographic, and infrastructural indicators. Traditional ML models
(Random Forest and Gradient Boosting) performed reasonably well but lacked the spa-
tial-context awareness and deep representation learning capabilities of CNN and MLP.

Toeffectively processbothraster-based 3D geospatial data(DEM, Sentinel-2 imag-
ery, NDVI,NDBI)and structured tabular data (elevation, slope, precipitation, road accessi-
bility, distanceto infrastructure),ahybrid CNN-MLParchitecture was developed (Fig. 10).
This integrated model leverages:
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Fig.10. Hybrid CNN-MLP Architecture for Territorial Suitability Modeling

Tabular data

(ERASewvatlon, climate, Infrantructare)

B iy o s e i i - Y

Table 3 summarizes the functional structure, input data types, and analytical
strengths of the hybrid CNN-MLP architecture developed for territorial suitability mod-
eling in Alatau City. The CNN component is responsible for extracting spatial and mor-
phological patterns from raster-based datasets, including Sentinel-2 satellite imagery,
DEM elevation models, NDVI, and NDBI indices. These layers capture highly localized
information on land cover, vegetation, built-up intensity, and terrain morphology, which
are essential for detecting urban sprawl, ecological zones, and potential flood-prone
areas.

Table 3. Characteristics of the Hybrid CNN-MLP Architecture for Territorial
Suitability Modeling

Component Input Data Strength

CNN (Convolutional | Raster tiles (Sentinel-2, DEM, NDVI, built-up | Detects spatial patterns and morpholo-

Neural Network) index) gy (roads, vegetation, urban density)

MLP (Multilayer Tabular GIS features (elevation, climate, prox- | Captures numeric, categorical, climatic

Perceptron) imity to roads, socio-economic layers) and topographic indicators

Fusion Layer Concatenated latent features from CNN and Joint decision-making using spatial +
MLP geospatial context

In contrast, the MLP component processes structured tabular features derived
from GIS, climate, and infrastructure layers, such as elevation, slope, temperature, pre-
cipitation, distance to transport networks, schools, hospitals, and land-use zoning. These
predictors provide contextual geospatial and environmental characteristics that cannot
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be captured from imagery alone. In addition to improving accuracy, the hybrid model
enhances interpretability by enabling planners to assess which spatial or tabular factors
influence predictions. This dual-architecture approach also allows for robustness across
different data modalities, compensating for limitations in either spatial granularity or
attribute completeness. It is especially useful in real-world urban planning, where both
spatial patterns and socioeconomic context are critical for informed decision-making.

Such hybrid integration allows the model to capture both horizontal (spatial-con-
textual) and vertical (feature-based) relationships within the urban landscape. As a re-
sult, the hybrid CNN-MLP (Table 4) model demonstrated superior performance (Ac-
curacy = 0.95, R? = 0.92) compared to standalone CNN, MLP, and traditional machine
learning models. This confirms that combining raster-based and feature-based learning
provides a more holistic and accurate assessment of land suitability for residential, in-
frastructural, and climate-resilient urban planning.

Table 4. Performance of hybrid vs standalone models

Model Accuracy Fl-score RMSE R?

CNN only 0.93 0.91 0.087 0.89
MLP only 0.88 0.86 0.115 0.81
Hybrid CNN-MLP 0.95 0.93 0.072 0.92

By applying Principal Component Analysis (PCA) in combination with MLP
and CNN neural architectures, the framework enabled the systematic evaluation of land
suitability for residential and infrastructural development in Alatau City.

Main outcomes of the study:

Improved accuracy of land suitability assessment: ML-based models showed
higher classification performance compared to traditional GIS-based evaluation meth-
ods, particularly when combining topographic, climatic, and vegetation indices.

Integration of multidimensional factors: The methodology simultaneously ac-
counted for elevation, slope, vegetation cover, temperature, precipitation, and infra-
structural accessibility, providing a holistic view of urban development conditions.

Use of open-access data sources: Reliance on openly available international
datasets (Copernicus, ERAS5, OSM) ensures replicability, transparency, and scalability
of the methodology for other urban districts in Kazakhstan.

Limitations and future challenges: Despite the promising results, the models re-
main sensitive to input data quality, particularly the spatial resolution and completeness
of open-source datasets. Low-resolution DEMs or outdated satellite imagery can re-
duce prediction reliability. Additionally, model scalability to other districts may require
re-training or domain adaptation. Interpretability of deep learning models also remains a
challenge, particularly when applying results in policy-making. Future research should
explore explainable Al (XAI) tools and real-time data integration.

This problem encompasses the necessity to optimize ML models for heteroge-
neous data sources, reduce uncertainties associated with climate projections, and ensure
interpretability of predictions in real-world urban planning practices. Addressing this
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research gap will provide the foundation for data-driven, adaptive, and sustainable terri-
torial management in rapidly urbanizing regions such as Alatau City.

Land Use clusters - Alatau city

D Cluster 0: Lov-Density / Nixed Land

. Cluster 1: Dense rban Core
. Cluster 2: Water/Green Zomes

|:| Cluster 3: Unclassified/outlier

Fig.11. The resulting land-use classification map for Alatau City

Figure 11 presents the resulting land-use classification map for Alatau City gen-
erated using the trained CNN model combined with the hybrid CNN-MLP architecture.
The classification was performed using supervised learning, where training samples
were derived from Copernicus land cover data and OpenStreetMap infrastructure layers.
The model identified several major land-use categories across the study area.

The resulting map distinguishes four primary spatial classes:

Class 0 — Low-density mixed land use, including peri-urban zones and transi-
tional development areas

Class 1 — Dense urban development, characterized by high building density and
road infrastructure

Class 2 — Vegetation and ecological zones, including parks, forested areas, and
agricultural land

Class 3 — Water bodies and natural surfaces

The spatial distribution of these classes corresponds well with known urban
structures of Alatau City, where dense urban areas are concentrated in the central and
eastern parts of the district, while vegetated and ecological zones dominate the southern
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mountainous regions.

The classification results confirm that the integration of multi-source datasets
(NDVI, NDBI, DEM, climate variables, and infrastructure layers) significantly im-
proves the reliability of land-use prediction.

The comparison of machine learning models demonstrates that deep learning
approaches outperform traditional algorithms in capturing spatial patterns from multi-
source geospatial datasets. However, Random Forest and Gradient Boosting remain
valuable baseline models due to their interpretability and lower computational cost.

Conclusion.

This study demonstrated the effectiveness of modern machine learning tech-
niques, particularly hybrid deep learning architectures, for analyzing three-dimensional
geospatial data in territorial planning using Alatau City as a case study. By integrating
Copernicus Sentinel imagery, ERAS climate reanalysis, OSM infrastructure data, and
QGIS spatial layers, we constructed detailed 3D models that accurately captured spatial
complexity, climatic variability, and infrastructural accessibility.

The proposed methodology, based on CRISP-DM principles, combined
PCA-driven dimensionality reduction with a hybrid CNN-MLP architecture. Unlike
standalone CNN or MLP models, the hybrid model leveraged both raster-based spatial
features (extracted by CNN) and structured geospatial attributes (processed by MLP),
enabling more comprehensive land suitability assessment. This resulted in the highest
overall performance (Accuracy = 0.95, Fl-score = 0.93, R* = 0.92) compared to stand-
alone CNN and MLP models or traditional machine learning methods such as Random
Forest and Gradient Boosting.

The results confirm that hybrid CNN-MLP architectures provide enhanced
generalization capabilities, integrating environmental, topographic, climatic, and infra-
structural variables for urban suitability prediction and land-use classification. This ap-
proach not only improves prediction accuracy but also enhances the reliability of spatial
analysis for urban growth forecasting, flood vulnerability assessment, and sustainable
development planning.

Key contributions of the study include:

Demonstration of the superiority of hybrid CNN-MLP models for territorial
planning tasks;

Integration of spatial imagery, terrain models, climate variables, and infrastruc-
ture layers into unified GIS-ML workflows;

Development of a scalable framework for digital twin development and da-
ta-driven urban governance in Kazakhstan.

However, certain challenges remain, including limited interpretability of deep
models, sensitivity to incomplete or low-resolution geospatial datasets, and the lack of
integrated socio-economic layers such as population density, land values, and accessi-
bility indices. To address these issues, future work should focus on developing explain-
able Al (XAI) tools to visualize and interpret model decisions, especially for municipal
stakeholders. Further research is also needed to explore model generalization across
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diverse urban contexts beyond Alatau City, enabling transfer learning and regional scal-
ing. Additionally, ensemble learning strategies and uncertainty quantification should be
incorporated to improve robustness and trustworthiness of predictions in operational
planning settings.

Practical implications of this work include the deployment of hybrid CNN-MLP
models within digital twin environments to support real-time urban simulations and
scenario testing. The approach can be used to develop early-warning systems for flood
risk zones, optimize land allocation for new residential development, and prioritize in-
frastructure investments based on spatial suitability. Urban planners and decision-mak-
ers can also apply the proposed framework in GIS-integrated dashboards, enabling da-
ta-driven governance in rapidly urbanizing regions of Kazakhstan and beyond.
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Abstract. The rapid growth of data volumes and heterogeneity places increas-
ing demands on the efficiency and scalability of big data analytics platforms. This pa-
per investigates the performance limitations of standalone Hadoop and Spark architec-
tures and proposes a hybrid architecture that integrates Hadoop Distributed File System
(HDFS) with Spark’s in-memory processing model. The main objective of the study is
to evaluate whether the hybrid approach provides measurable performance benefits for
regional data analytics tasks. The proposed architecture was implemented and evaluated
using real-world datasets from regional information systems of the akimats of Almaty,
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Shymkent, and Turkestan. Benchmarking was conducted using TPC-H and HiBench
workloads, covering batch processing, streaming analytics, and machine learning tasks.
Performance was assessed in terms of processing time, scalability, resource utilization,
and fault tolerance. Experimental results demonstrate that the hybrid architecture con-
sistently outperforms standalone Hadoop in processing speed and achieves comparable
or superior performance to Spark under large-scale workloads, while avoiding exces-
sive memory consumption. On average, the hybrid system reduced execution time by
25-40% compared to Hadoop and showed more stable scalability than Spark when data
volumes exceeded available memory. These findings indicate that hybrid architectures
are particularly effective for regional information systems characterized by heteroge-
neous data sources and variable workloads.
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AnHOTanus. J[epexTep KejeMi MEH reTepOTeHIUTITHIH KapKBIHIBI OCYi YIKEH
JepeKTepi Tanaay miargopMalapblHbIH THIMIUIIN MEH MacIITa0TaTybIHA KOMBLIATHIH
Tajantapasl apTTeipyaa. Makanaga Hadoop xone Spark nepbec apXuTekrypanapbl-
HBIH OHIMUTIK mekTeynepi tangansin, Hadoop tapanran gaitngsik xyiiecin (HDFS)
Apache Spark-Tig *xemen sxanra JepeKTepal OHIeY MOjAeTiMeH OipiKTipeTiH rudpu-
Ti APXUTEKTypa YCHIHBUIAABI. 3epTTEYAiH MaKCaThl — THOPUATI TOCUIAIH OHIpIIK Jie-
pPEKTEp AHAIMTUKACHI YIIIH OJIICHETIH OHIMIUTIK apTHIKIIBUIBIKTAPBIH KaMTaMachi3
eTeTiHiH Oaranay. ¥ ChIHBUIFaH apxutektypa Anmarsl, [IIsiMkeHT konHe TypkicTaH Ka-
JaNapbIHBIH OKIMIIKTEPiHIH OHIPIIK aKNapaTThIK JKyHelepiHiH HaKThl AEPEKTep KUbIH-
TBIKTaphl HET131H/Ie 1CKe aChIPBUIBIN, ChIHAKTAH OTKi3UIIi. baranay makeTTi oHJey, aFbIH-
JbIK aHAJIMTHUKA KOHE MAIIMHAJBIK OKBITY TancelpmanapblH KaMTuThlH TPC-H xone
HiBench cranmaptTsl GeHUMapKTapbl apKbUIBI XYPri3uiai. OHIMIUTIK KepceTKimTepi
peTiHJe OpBIHJANTY YaKbIThI, MACHITA0TAly, peCypCcTap/bl Maianany KoHe akaylapra
TO3IMIUTIK KapacTBIPbUIABI. DKCIIEPUMEHTTIK HOTIKENEp THUOPUATI apXUTEKTYpaHbIH
OHJIey KbUIIaMIbIFbI OolibiHIIa Hadoop-Tan TypakThl Typ/e sKOFapbl eKeHIH KOHE YII-
KeH KeJieMJli )KYKTemenep Ke3inae Spark-mieH calbIcThIpMalibl HeMece OJlaH J1a JKOFa-
PBI OHIMJIIIIK KOPCETETIHIH, COHBIMEH KaTap KaJi peCypCTapblH MaMaJIaH ThIC Maiia-
nanOaiTeiHBIH KepcerTi. Opra ecenmnen ruOpunTi xyie Hadoop-nien canbicThipranga
OpBIHAATY YaKbITBIH 25—40 % KbICKapTThI )KOHE JEpEeKTep KosieMi apTKaH ke3zie Spark-
K€ KaparaH/1a HeFypJIbIM TYPaKThl MAaCIITa0TaTy/Ibl KAMTaMAachl3 €TTi. AJBIHFaH HOTH-
KeJep JiepeKTep Ke3Aepi opTypili kKoHE KYKTeMeci KyObUIMaibl OHIPIIK aKIMapaTThIK
Kylenepe ruOpuITI apXUTEKTypaap bl KOIIAHYABIH THIMIUTITIH TOIEIICHII.

Tyiiin ce3nep: ynken nepexrep, Hadoop, Spark, rubpuari apxuTexTypa,
OHIMJILTIKTI Oaranay, JepeKTepii OHJIeY, MacIITa0Tary
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AHHoTanusi. bBbICTpbIl  pocT 00BEMOB U TETEPOr€HHOCTH  JaHHBIX
NPEIbABISAIOT MOBBINICHHbIE TpeOoBaHUsA K A(P(EKTUBHOCTH M MacHITA0MPYEeMOCTH
wiatrGopM aHaNMTUKK OOJBIIMX JAaHHBIX. B cTarbe HCCIEQyIOTCS OrpaHUYEHHUS
IPOU3BOJUTENLHOCTH aBTOHOMHBIX apxuTektyp Hadoop u Spark u npeanaraercs
ruOpuaHas apXUTEKTypa, HHTETpUpYIOLIas paclpeaeieHHylo (alaoByl0 cucCTEMY
Hadoop (HDFS) ¢ monensto 00paboTku naHHBIX B omnepatuBHOW mamsatu Spark. Oc-
HOBHasl LIeJIb UCCIIEJJOBAHUS — OLICHUTb, 00ECIICUNBAET JIU I'MOPUAHBIN [TOIXO U3Me-
pUMBIE IPEUMYIIIECTBA B MPOU3BOIUTEIBHOCTH JUUIS 3a/1a4 aHAJIN3a PETMOHAJIbHBIX J1aH-
HbIX. [Ipennoxxennas apxurekrypa Oblia peaqn3oBaHa U IPOTECTUPOBaHA HA PeaJIbHbBIX
HaOOpax JaHHBIX PErHOHAJIbHBIX HH(OPMALMOHHBIX CHUCTEM AaKUMaToB AJIMAThI,
[emvkenta u Typkectana. OueHka NpoBOAMIIACH C MCIOJIb30BAaHUEM CTAaHJAPTHBIX
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6enumapkoB TPC-H u HiBench, oxBarbIBaromux nakeTHyio o0paOOTKy NaHHBIX, IMO-
TOKOBYIO aHAJIUTHKY U 337a4 MAIIMHHOTO 00y4eHus. [[pon3BOAUTENBEHOCTD OI[CHUBA-
JIach C TOYKHU 3pEHHsI BpeMEHH 00pabOTKH, MacITaOupyeMOCTH, UCTIOIB30BAHUS Pecyp-
COB M OTKa30yCTOHYMBOCTH. Pe3yIbTaThl SKCIIEPUMEHTOB MMOKA3bIBAIOT, YTO THOpUAHAS
apXHUTEKTypa CTaOMIBHO MPEBOCXOAUT aBTOHOMHBIN Hadoop mo ckopoctu 00paboTku
U JOCTHTaeT CONMOCTaBUMOM WJIM MPEBOCXOJHOM MPOU3ZBOAMTENBHOCTH cO Spark mpu
Oonpmx 00beMax JAHHBIX, H30€rast IPU ATOM YPE3MEPHOTO MOTpedIeHHs maMaTu. B
cpeIHeM rudpuHas cucTeMa CoKpaTuia BpeMs BelnoiaHeHus Ha 25—40 % 11o cpaBHEHUIO
¢ Hadoop u nponemoncTpupoBaia 6ojee CTabUIbHYO MacITabupyeMocTb, ueM Spark,
KOTJa 00bEMBI TAaHHBIX MPEBBIIIATH JOCTYITHYIO NaMsITh. DTH PE3yJIbTaThl YKa3bIBAIOT
Ha TO, YTO THOPHIHBIE APXUTEKTYpbl OCOOCHHO 3(P(PEKTUBHBI ISl PETHOHAIBHBIX
MHPOPMALIMOHHBIX CHUCTEM, XapaKTePU3YIOMIUXCS TeTEPOTeHHBIMH HCTOYHHUKAMHU
JTaHHBIX ¥ IEPEeMEHHBIMU HArpy3KaMHu.
KarwueBble ciioBa: Oonbsime nannasie, Hadoop, Spark, rubpunnas apxurekry-

pa, OIleHKa MPON3BOIUTEIIBHOCTH, 00padOTKa JaHHBIX, MACIITAOUPYEMOCTh

Hdas uurupoBanusi: C.OK. Ammackapos, P.K. Yckenbaea, A. Pazak, A.b.
KaceimoBa, A.M. Anaptaesa (2026). Ha nytu k 3¢ dexTuBHOM aHanuTHKe OOIBIINX
JAHHBIX B PETHOHAJBHBIX CUCTEMAX: MPAKTUYECKHIE BBIBOJIBI M3 BHEIPEHUS THOPUIHOM
apXUTEKTYphI // MexayHapoIHBIN KypHaT HHPOPMAIIMOHHBIX ¥ KOMMYHHKAIIHOHHBIX
texHosoruit. T. 7. No. 25. Ctp. 109—127. https://doi.org/10.54309/1JICT.2026.25.1.007.
(Ha anr.).

KoH}umKT HHTEpecoB: aBTOPHI 3aBISAIOT 00 OTCYTCTBUU KOH(IMKTA HHTEPECOB.

Introduction.

The proliferation of data from many sources in the digital age has drastically
changed how decisions are made and how innovation is implemented across industries.
Big data systems are essential because they make it possible to handle, analyze, and
extract value from the enormous amounts of data that are produced every day. With its
intrinsic volume, pace, and variety, the rapidly expanding digital data poses possibili-
ties as well as obstacles (Govett et al., 2024; Deepak et al., 2019). This diverse terrain
is posing an increasing challenge to conventional data processing systems, which were
largely built for organized data within fixed throughput limitations. Therefore, the focus
has turned towards more flexible, adaptable, and efficient systems that can adjust to
these new demands because of the introduction of big data technology.

Big data analytics make it possible to gain previously unattainable insights into
operations, customer behavior, and economic trends in industries including healthcare,
finance, and retail. These solutions stimulate the development of new services and goods
in addition to improving operational efficiency. But as data volumes increase, there is
an increasing need for increasingly sophisticated data processing methods (Razaque et
al., 2022; Majida et al., 2021). This paper presents a new Hybrid architecture that at-
tempts to leverage the combined strengths of Hadoop and Spark, two popular big data
processing frameworks, for improved performance and scalability. It also examines the
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development and capabilities of these two frameworks.

Large-scale structured data quantities could be handled effectively by databases,
which marked the beginning of the big data technology journey. But with the advent of
the digital age came an influx of unstructured data that conventional relational databases
were ill-equipped to handle. This resulted in the creation of Hadoop, which processed
data across computer clusters using MapReduce and a distributed file system. Although
Hadoop’s fault tolerance and scalability revolutionized data processing, its speed was
frequently an issue, particularly for real-time analytics (Deshai et al., 2020; Weng et al.,
2024). Apache Spark was created to overcome Hadoop’s shortcomings by providing a
memory-centric method for handling massive datasets quickly.

Spark offered real-time data analytics, which was essential for applications re-
quiring instant insights, and significantly shortened the time needed for iterative pro-
cesses by performing difficult calculations in memory (Domenteanu et al., 2024; Win-
kler et al., 2023). Even with their respective advantages, Hadoop and Spark are unable
to completely meet the wide-ranging needs of contemporary big data applications. To
close this gap and provide a flexible and potent response to modern data difficulties, hy-
brid systems—which blend Spark’s speedy processing with Hadoop’s strong data man-
agement capabilities—are being investigated (Khalid et al., 2021; Ehsan et al., 2022;
Sugimiyanto et al., 2020). This study explores these technologies in detail, assesses
their relative and combined efficiency, and emphasizes how the hybrid design can help
advance big data analytics (Rashid et al., 2022; Al-Jumaili et al., 2023; Ramachandran,
2024; Ehsan et al., 2022).

Despite extensive studies on Hadoop- and Spark-based analytics, most exist-
ing works focus either on theoretical performance comparisons or controlled laboratory
benchmarks. Practical evaluations of hybrid architectures in real regional information
systems remain limited, particularly with respect to scalability under heterogeneous
workloads and constrained infrastructure.

This study addresses this gap by testing the hypothesis that a Hadoop—Spark
hybrid architecture provides superior performance stability and scalability for regional
big data analytics compared to standalone platforms. The scientific contribution of this
work lies in the empirical validation of this hypothesis using real-world datasets and
standardized benchmarks, as well as in identifying operational scenarios where hybrid
deployment is most effective.

Literature Review

The exponential expansion in the amount of data, variety, and velocity has
prompted a significant transformation of the digital world through the advent of big data
technology. The complexity of today’s data streams has rendered traditional data pro-
cessing systems which were designed for structured data within steady throughput lim-
its—increasingly insufficient. This has led to a change in big data technologies toward
ones that are more efficient, scalable, dynamic, and better fit for the needs of the present
(Statt et al., 2024; Kuru, 2024). Big data analytics has produced hitherto unheard-of
insights into operations and customer behavior in industries including healthcare, bank-
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ing, and retail, boosting productivity and spurring innovation (Lakshmi et al., 2024;
Kumar et al., 2023).

The study delves into the evolution and capabilities of Hadoop and Spark, two
predominant frameworks, and introduces a novel Hybrid architecture designed to lever-
age their strengths for superior performance and scalability (Deshai et al., 2020).

Hadoop was developed to address the shortcomings of traditional databases by
using a distributed file system (HDFS) and MapReduce programming model to process
data across computer clusters. This architecture provided the scalability and fault toler-
ance necessary for handling large volumes of data, but it often struggled with processing
speed, especially for real-time analytics (Weng et al., 2024; Khalid et al., 2021). Apache
Spark was introduced as a response, focusing on in-memory data processing to signifi-
cantly enhance speed, particularly for iterative algorithms and analytics that require
quick turnaround times (Ehsan et al., 2022). Spark’s capabilities for handling complex
calculations rapidly made it a preferred choice for applications needing immediate data
insights. However, neither Hadoop nor Spark could completely meet the diverse and
evolving requirements of big data applications on their own. This observation led to
the development of Hybrid systems that integrate Hadoop’s robust data management
with Spark’s rapid processing capabilities, aiming to offer a comprehensive solution that
mitigates the limitations of each system separately (Arif et al., 2024; Sugimiyanto et al.,
2020). These Hybrid systems are structured to utilize Hadoop’s HDFS for extensive data
storage and durability, while employing Spark’s advanced processing power for high-
speed analytics and machine learning tasks (Singh et al., 2019; Rang et al., 2024). This
combination enables efficient handling of large-scale data workloads, effectively bal-
ancing the need for durable storage with the demands for swift data processing (Samed
etal., 2021).

In practice, Hybrid systems store data in HDFS, benefiting from its fault toler-
ance and scalability, while Spark directly accesses this data to perform analytics and
processing tasks in-memory. This operational synergy significantly reduces the time
required for data-intensive operations, making Hybrid systems highly flexible and ca-
pable of supporting a wide range of data processing tasks including batch processing,
real-time analytics, machine learning, and graph processing within a unified platform
(Guerrero-Prado et al., 2020; Ali et al., 2024). Moreover, the hybrid approach enhances
resource utilization, reducing reliance on disk I/O and thereby alleviating one of the pri-
mary bottlenecks associated with Hadoop’s disk-based processing model (Peres et al.,
2016). Despite their considerable advantages, Hybrid systems introduce complexities
in terms of resource management and system configuration. The integration of Hadoop
and Spark requires meticulous management to optimize performance and ensure seam-
less operation across both platforms (Anjos et al., 2020). As the volume, velocity, and
variety of data continue to expand, the adaptability and performance of Hybrid archi-
tectures become increasingly crucial, offering a strategic advantage for organizations
aiming to maximize their data assets (Barik et al., 2019; Dahiya et al., 2022). Table 1
presents a comparative analysis of the big data systems.
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Table 1 — Comparative overview of big data systems.

Technology | Features Benefits Limitations
Hadoop Distributed file system Scalability, Fault tolerance Slower processing speed for real-time
(HDFS), MapReduce analytics
Spark In-memory data High-speed analytics, Suitable for | High memory demand, Complex
processing, RDDs iterative algorithms cluster management
Hybrid Combines Hadoop’s Enhanced performance and Complexity in configuration and
storage with Spark’s scalability, Efficient handling of | management
processing speed varied data workloads
Additional Various big data Operational flexibility, Advanced | Resource-intensive, Requires advanced
applications and hybrid analytics capabilities management
systems
Our Study Integrates Hadoop High performance, Scalability, Complexity in implementation and
and Spark in Hybrid Versatility management
Architecture
Note: compiled by the authors based on literature analysis (Statt M.J., et al., 2024, Kaya K., 2024, Lakshmi D., et al.,
2024; Kumar G., et al., 2024, Deshai N., et al., 2020; Yijie W., 2024, Kaya K., 2024, Lakshmi D., et al., 2024, Kumar
G., etal, 2024, Deshai N., et al., 2020; Yijie W., 2024, Madiha K., Yousaf M., 2021; Ehsan A., et al., 2022; Zeravan A.,
etal., 2024, Lakshmi D., et al., 2024, Kumar G., et al., 2024, Deshai N., et al., 2020; Yijie W., 2024, Madiha K., Yousaf
M., 2021; Ehsan A., et al., 2022; Zeravan A., et al., 2024, Sugimiyanto S., et al., 2020; Archana S., et al., 2019; Wei R.,
etal., 2024, Al Samed, Dener M., 2021; Guerrero-Prado, et al., 2020; Mohsin A., et al., 2024, Peres Silva R., et al.,
2017; Kumar R., et al., 2019; Dahiya R., et al., 2022).

Materials and methods.

Practical Implementation of the Hybrid System.

The practical implementation of the hybrid system was orchestrated across three
strategically selected regions: the akimats of Almaty, Shymkent, and the Turkestan re-
gion. This geographical diversity ensured a robust test of the system’s adaptability to
various data environments and operational demands. Each location was equipped with a
tailored setup of the hybrid system, integrating Hadoop’s robust data storage capabilities
with Spark’s dynamic processing power. Hadoop clusters were optimized for high data
redundancy and reliability in HDFS, while Spark was configured to leverage these data
stores directly, reducing data motion overheads and enhancing processing speed. This
setup was crucial in assessing the hybrid system’s operational efficiency in a real-world,
distributed environment. For deployment, the system utilized Apache Flume and Apache
Kafka for real-time data ingestion, handling streams from social media, [oT devices, and
transaction systems. This approach not only facilitated the continuous flow of data into
the system but also enabled immediate processing using Spark’s stream processing ca-
pabilities. Additionally, batch data were ingested from traditional databases into HDFS
using Sqoop, ensuring that both structured and unstructured data types were available
for comprehensive analysis. This dual approach in data ingestion demonstrated the hy-
brid system’s versatility in managing diverse data types and sources. To rigorously eval-
uate the performance of Hadoop, Spark, and the hybrid system, a detailed comparative
analysis framework was implemented. Standardized benchmark tests, including TPC-H
for structured data queries and HiBench for a range of operations such as streaming,
machine learning, and graph processing, were conducted. Performance metrics such
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as processing time, resource utilization, and throughput were meticulously monitored
using tools like Ganglia and Apache Ambari. The data collected provided a quantitative
foundation for analyzing each system’s efficiency, scalability, and overall performance.
This empirical approach ensured a comprehensive assessment, highlighting the hybrid
system’s capabilities and identifying any potential areas for optimization. The equations
and models used in this implementation are as follows:

EI iin

R
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(D
Whereas R d 1s the data ingestion rate and D in is the data ingested by source
i and T; is the time interval.
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Where Lh is the efficiency of the Hybrid system, O; are the operations complet-

ed by task i, Tt is the total time taken and 7 is the data size of node , Ny s the num-
ber of nodes, CPUx, MEM, and 10y, are the CPU, memory, and I/O utilization for process
k, S1 is the overhead for system process L Tom is the transfer time for data segment

m, and Ocompn and c» are the number of operations and complexity coefficient for
computation n.

In equations (1) — (5), D; denotes the data volume ingested from source i during
time interval ¢; 0_;’ represents the number of operations completed by task j; 7T is the
total execution time. Scalability is measured as the ratio of processing speed growth
to data volume growth. Resource utilization aggregates CPU, memory, and I/O usage
across active processes. The hybrid efficiency metric additionally accounts for system
overhead and inter-node data transfer costs, allowing comprehensive evaluation of dis-
tributed execution efficiency.

Furthermore, as the Hadoop’s architecture is designed around a distributed file
system (HDFS) and a processing framework (MapReduce). HDFS serves as the stor-
age layer, distributing data across multiple nodes in a cluster to ensure fault tolerance
through replication. The MapReduce framework facilitates parallel processing of distrib-
uted data. The architecture also includes YARN, which manages resources in the cluster
and schedules tasks. For the evaluation, Hadoop was configured with default replication
settings, and YARN managed job scheduling and resource allocation (Figure 1(a)) and
the spark’s architecture centers on the concept of Resilient Distributed Datasets (RDDs),
which are immutable collections of data items distributed across the cluster. Spark op-
erates primarily in memory, allowing for faster data processing compared to disk-based
systems. The architecture includes Spark Core for basic functionality, alongside librar-
ies like Spark SQL for structured data processing, MLIib for machine learning, Spark
Streaming for real-time data processing, and GraphX for graph processing. Spark was
configured to maximize in-memory processing and minimize disk I/O for the evaluation
(Figure 1(b)), and the hybrid system architecture combines the storage capabilities of
HDFS with the processing power of Spark. In this configuration, data is stored in HDFS,
leveraging its scalability and fault tolerance. Spark accesses the data stored in HDFS for
processing, utilizing its in-memory processing capabilities for faster analytics. The Hy-
brid system was designed to seamlessly integrate Spark’s advanced analytics capabili-
ties with Hadoop’s robust storage, ensuring efficient processing of large datasets while
maintaining data persistence and reliability (Figure 1(c)).

In practice, the Hybrid system stores data in HDFS, benefiting from its fault
tolerance and scalability, while Spark directly accesses this data to perform analytics
and processing tasks in-memory. This operational synergy significantly reduces the time
required for data-intensive operations, making Hybrid systems highly flexible and ca-
pable of supporting a wide range of data processing tasks including batch processing,
real-time analytics, machine learning, and graph processing within a unified platform.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 118



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

. Spark Architecture
Hadoop Architecture Hybrid Architecture

Spark

Driver Program
Name Node
Driver Program

Coordipates

i

Coordinates

Cluster Manager Cluster Manager

Allocateg Resources

Worker Nodes

Executes|Tasks

Manages{Metadata

H
H

Data Nodes

Allocateg Resources

Worker Nodes

H
£

DHFS Name
Node

Executes Tasks ‘ Executors

“NE——

1
} Hadoop Cluster
| MapReduce |

)
Resilient Distributed Datasets DHFS Data
Nodes

Processing Datg in Memory

Executors Processing Daty in Memory Manages Metadata

H
]

Map Reduce Jobs

i
i

Resilient Distributed Datasets Storage Data
Output Data W
Outputs

Procegsing Data

Figure (C)

[

Figure () Figure (b)

Fig. 1. (a):Hadoop architecture (b): Spark architecture (c): Hybrid architecture

Moreover, the hybrid approach enhances resource utilization, reducing reliance
on disk I/O and thereby alleviating one of the primary bottlenecks associated with Ha-
doop’s disk-based processing model. Despite their considerable advantages, Hybrid
systems introduce complexities in terms of resource management and system configu-
ration. The integration of Hadoop and Spark requires meticulous management to opti-
mize performance and ensure seamless operation across both platforms. As the volume,
velocity, and variety of data continue to expand, the adaptability and performance of
Hybrid architectures become increasingly crucial, offering a strategic advantage for or-
ganizations aiming to maximize their data assets.

Experimental Setup and System Configurations.

This study utilizes a set of established benchmarks and diverse datasets to ensure
a comprehensive evaluation of Hadoop, Spark, and the Hybrid systems. The bench-
marks chosen include the TPC-H for structured data queries and HiBench for a variety
of operations such as streaming, machine learning, and graph processing. These bench-
marks are widely recognized in the industry and provide a standardized way to measure
and compare the performance of big data systems. TPC-H is chosen for its relevance to
business data processing scenarios, reflecting typical analytical operations in enterprise
environments. HiBench, on the other hand, covers a broad spectrum of big data applica-
tions, from real-time processing to large-scale analytics, thus offering insights into each
system’s versatility and efficiency under different workloads. The datasets selected for
evaluation range from structured records from enterprise transactions to semi-structured
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logs and unstructured social media data. This variety ensures that the systems’ perfor-
mance is tested against data scenarios commonly encountered in real-world applica-
tions, such as e-commerce, social analytics, and [oT sensor data streams. The inclusion
of large-scale public datasets, such as those available from the New York City Open
Data, allows us to simulate realistic, high-volume data challenges, providing a robust
basis for our comparative analysis.

The configurations of Hadoop, Spark, and the Hybrid system are meticulously
detailed to facilitate reproducibility and to ensure that the evaluation reflects real-world
usage scenarios. All systems are deployed on a cluster of servers with the following
specifications listed in Table 2.

Table 2 — Summary of experimental setup and system configurations

Component Details
Cluster Setup
Nodes Multiple nodes (servers) connected in a cluster
Hardware Each node with Intel Xeon CPUs E5-2630 v4 @ 2.20GHz, 64GB RAM, and
Specifications 10Gbps Ethernet network
Software Stack
Hadoop Setup HDFS (Distributed File System), YARN (Resource Manager), MapReduce
(Processing Framework)
Spark Setup Spark Core, Spark SQL, Spark Streaming, MLIib, GraphX
Hybrid Setup Integration of Hadoop (HDFS) and Spark (In-memory processing)
Data Ingestion
Data Sources Structured, semi-structured, and unstructured data
Tools Apache Flume and Apache Kafka for real-time data ingestion
Data Storage HDFS for storage
Monitoring Tools
Ganglia System monitoring tool
Apache Ambari Cluster management and monitoring tool
Benchmarking
Tools
TPC-H Benchmarking tool for structured data queries
HiBench Benchmarking tool for a variety of operations such as streaming, machine

learning, and graph processing

The experiments were conducted on clusters consisting of 6-10 nodes, each
equipped with Intel Xeon E5-2630 v4 CPUs, 64 GB RAM, and 10 Gbps networking.
Dataset sizes ranged from 500 GB to 3 TB, depending on workload type. Hadoop ver-
sion 3.2 and Spark version 3.1 were used, with default HDFS replication factor set to
three. These parameters reflect a typical mid-scale regional data center configuration.

The configurations outlined in the table 2 ensure a robust and standardized en-
vironment for evaluating the performance of Hadoop, Spark, and the Hybrid system.
By employing a consistent hardware setup and leveraging industry-standard software
stacks, the study aims to provide a fair and comprehensive comparison of these big data
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processing frameworks. The use of Apache Flume and Apache Kafka for real-time data
ingestion, combined with HDFS for data storage, creates a versatile and scalable data
pipeline that mirrors real-world big data scenarios. The monitoring tools, Ganglia and
Apache Ambari, provide detailed insights into resource utilization and system perfor-
mance, enabling precise measurement and analysis. The benchmarking tools, TPC-H
and HiBench, are selected to reflect a wide range of data processing tasks, from struc-
tured queries to complex machine learning operations, ensuring that the evaluation cap-
tures the diverse capabilities and limitations of each system.

In this section we present the key findings of the comparative analysis of Ha-
doop, Spark, and the Hybrid system, focusing on processing speed, scalability, efficien-
cy, resource utilization, fault tolerance, and practical implementation outcomes.

Processing speed comparison

Hadoop delivered stable batch processing but struggled with latency in real-time
tasks due to its disk-based model. Spark excelled in real-time analytics and iterative
machine learning due to in-memory caching. The Hybrid system outperformed both,
combining Hadoop’s storage with Spark’s speed—especially in multi-step workflows—
delivering the fastest and most balanced performance across all tasks (Figure 2).

Table 3 — Summary of performance results for processing speed (TPC-H and

HiBench workloads)
System Avg. execution time (s) Std. deviation (s) Relative speedup (vs Hadoop)
Hadoop 1200 45 1x(baseline)
Spark 740 +38 1.62x
Hybrid 690 +32 1.74x

Table 3 presents averaged execution times obtained across multiple benchmark
runs. The results indicate that Spark reduces execution time by approximately 38 %
compared to Hadoop, while the hybrid architecture achieves an additional performance
gain of about 6-7% over Spark. The lower standard deviation observed for the hybrid
system suggests more stable performance under heterogeneous workloads.

Processing speed comparison
3
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™
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Fig. 2. Processing speed comparison
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Scalability

Hadoop scaled reliably thanks to its distributed architecture. Spark scaled well
when sufficient memory was available, though performance declined with large datasets.
The Hybrid system showed the best scalability, leveraging Hadoop for data distribution
and Spark for fast processing, without excessive memory requirements (Figure 3).

Scalability Performance Comparison
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Fig. 3. Scalability performance comparison
Efficiency

Hadoop was efficient for large, evenly distributed datasets but less suitable for
real-time demands. Spark was highly efficient for rapid analytics but limited by memo-
ry. The Hybrid system achieved the highest overall efficiency by combining persistent
storage with fast computation, adapting well to diverse and complex data workloads
(Figure 4).

Efficiency Comparison
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Fig. 4. Efficiency comparison of hadoop, spark, and hybrid system

Resource Utilization
Hadoop maintained stable CPU usage but suffered from high /O overhead.
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Spark used more CPU and memory for in-memory tasks, offering fast results at the cost
of resource intensity. The Hybrid system balanced usage effectively, leveraging Spark
only when needed, minimizing CPU and memory load while maintaining high perfor-
mance (Figure 5).

Resource Utilization (CPU and Memory) during
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Fig. 5. Resource utilization (CPU and memory) during benchmarking tasks

Fault Tolerance

Hadoop ensured resilience through HDFS replication, though recovery was slow
with large datasets. Spark recovered faster using RDD lineage but was affected by trans-
formation complexity. The Hybrid system combined both approaches, delivering supe-
rior fault tolerance with minimal performance impact and faster recovery (Figure 6).

Fault Tolerance Capabilities and Recovery Times
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Fig. 6. Fault tolerance capabilities and recovery times

Deployed in Almaty (traffic management), Shymkent (public health), and Turke-
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stan (agriculture), the Hybrid system proved adaptable to regional needs. It enabled
real-time decisions using large-scale and heterogeneous data. Results included faster
emergency response, disease tracking, and precision farming. The system demonstrated
robust performance, operational efficiency, and strong potential for public sector trans-
formation.

Results and discussion.

The study’s findings provide a detailed comparison of Hadoop, Spark, and the
Hybrid system, each demonstrating unique strengths and weaknesses across various
big data processing scenarios. Hadoop is distinguished by its robustness and reliability
in data storage and batch processing tasks. Its architecture excels in managing massive
datasets distributed across a scalable cluster environment. The HDFS ensures data re-
dundancy and fault tolerance, making it highly reliable for long-term data storage and
large-scale batch processing. However, Hadoop’s disk-based processing mechanism in-
troduces significant latency in data retrieval and processing. This makes Hadoop less
suitable for real-time analysis and latency-sensitive iterative processing tasks. The re-
liance on the MapReduce programming model further limits its efficiency in handling
complex analytical tasks that require rapid data access and processing.

Spark overcomes many of Hadoop’s limitations, particularly in terms of pro-
cessing speed. Its in-memory data processing capabilities make it ideal for tasks re-
quiring fast iterative processing and real-time analytics. Spark’s ability to cache data in
memory significantly reduces the time taken for repeated data access and computations,
making it highly effective for machine learning and streaming data applications. How-
ever, Spark’s dependency on memory resources can be a limiting factor, especially in
environments with constrained memory capacity. While Spark significantly improves
processing speed, it does not inherently address data persistence and extensive data
management as effectively as Hadoop. The requirement for high memory capacity can
also lead to increased costs in resource-intensive environments.

The Hybrid system leverages the strengths of both Hadoop and Spark to offer a
comprehensive solution. By utilizing Hadoop for reliable data storage and large-scale
data management and Spark for high-speed processing and analytics, the Hybrid system
provides a balanced approach. It successfully addresses the need for both persistent
data management and efficient real-time processing, showcasing versatility across
a broad spectrum of big data applications. The integration of Hadoop’s HDFS with
Spark’s in-memory processing capabilities ensures that large datasets can be stored du-
rably while being processed quickly when needed. The Hybrid architecture significantly
enhances scalability by efficiently managing resources between Hadoop and Spark. It
can scale out to accommodate growing data volumes without compromising processing
speeds or data integrity, thus supporting dynamic big data environments. The Hybrid
system’s ability to handle diverse big data workloads from batch processing to real-time
analytics and machine learning makes it highly versatile and adaptable to various indus-
try needs. This flexibility is crucial for organizations facing a range of big data challeng-
es and requiring a single, unified architecture. By optimizing resource utilization using
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Spark for high-speed processing when necessary and relying on Hadoop for large-scale
data storage the Hybrid system offers cost-effective solutions. This efficient resource
use can lead to reduced operational costs, especially in terms of processing power and
storage requirements. Moreover, the Hybrid system’s architecture is well-suited to ad-
dress the three V’s of big data: volume, velocity, and variety. Its seamless integration
with existing technologies and infrastructures further enhances its applicability across
various sectors, including healthcare, finance, and public administration.

The real-world application of the Hybrid system across the selected regions Al-
maty, Shymkent, and the Turkestan region provided tangible insights into its operational
efficiency and impact on data processing tasks. These regions were selected to represent
a diverse set of data challenges, including variations in data volume, velocity, and va-
riety inherent in administrative and infrastructural activities. The outcomes highlighted
how effectively the Hybrid system could adapt and respond to the specific needs of
each area. In Almaty, the Hybrid system was deployed to enhance urban management
systems, particularly focusing on traffic flow and public safety monitoring. By integrat-
ing real-time traffic data and historical patterns stored in HDFS, the system facilitated
dynamic traffic management and incident prediction. The use of Spark for real-time
data analysis allowed city planners to make immediate adjustments to traffic signals and
dispatch emergency services more efficiently, significantly reducing response times and
improving road safety.

Limitations and Practical Implications.

Despite its advantages, the hybrid architecture introduces additional complexity
related to deployment, configuration, and system maintenance. Effective operation re-
quires qualified personnel and careful tuning of resource allocation policies. Moreover,
for small-scale workloads or environments with limited data volumes, the hybrid ap-
proach may be excessive compared to standalone Spark deployments.

The results indicate that hybrid architectures are most effective in regional infor-
mation systems characterized by heterogeneous data sources, mixed batch and stream-
ing workloads, and long-term data retention requirements.

Conclusion.

There are clear advantages and disadvantages with Hadoop, Spark, and the Hy-
brid system when it comes to processing substantial amounts of data. Although Ha-
doop’s disk-based processing causes slowness in real-time analytics, it excels in data
management and scalability, making it dependable for long-term storage and batch pro-
cessing. Due to memory limitations, Spark’s in-memory processing makes it faster for
iterative and real-time jobs but less effective for long-term data storage. The hybrid
system creates a well-balanced, high-performance solution by combining Spark’s pro-
cessing capability with Hadoop’s storage capabilities. Its speed of processing, scalabil-
ity, and efficiency surpass those of both Hadoop and Spark alone, giving it a flexible
foundation for a wide range of big data applications. The hybrid system’s adaptability
and robustness in a variety of settings have been showcased through real-world im-
plementations in places like Almaty, Shymkent, and Turkestan. These implementations
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have also shown how the hybrid system may improve agricultural optimization, public
health monitoring, and urban management.
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Abstract. This study investigates the problem of automatic multiclass
classification of microscopic bacterial images. The experimental dataset consists of 2034
microscopy images covering 33 bacterial taxa. To ensure methodological reliability, the
dataset was carefully verified and divided into independent training, validation, and
test subsets using a strict protocol designed to eliminate potential information leakage.
To describe image quality and structural characteristics, a set of quantitative proxy
features was extracted, including brightness, contrast, Shannon entropy, Laplacian
variance, and Sobel gradient energy. The discriminative ability of these features across
bacterial classes was assessed using the Kruskal-Wallis statistical test, which confirmed
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significant inter-class differences. Classification performance was evaluated using both
conventional machine learning algorithms and modern deep learning architectures.
Furthermore, a hybrid deep learning framework based on multiple instance learning
was developed to aggregate local structural patterns within microscopic images more
effectively. Experimental results demonstrate that the proposed methodology enhances
classification accuracy and improves robustness across diverse bacterial taxa.

Keywords: microscopic images, bacterial classification, multiclass classifica-
tion, deep learning, multiple instance learning, hybrid model
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AHHoTanus. by 3epTTey MUKPOCKONUSIIBIK OaKTEepHsl CypeTTEepiH aBTOMATThI

TYpZle KOIKJIACTBIK JKIKTEYy MocesieciHe apHanrad. JKymbicta 33 OakTepusIIbIK
TaKCOHJIbI KaMTUTHIH 2034 MHUKPOCKOMUSIIBIK KECKIHHEH TYPAThIH JEPEKTEpP KUBIHBI
naiianaHplIAbl. DKCIEPUMEHTTIH JYPBICTHIFBIH KaMTaMachl3 €Ty YIIiH JAepeKTepaiH
TYTACTBIFbI TEKCEPLJIN, aKMapaTThIH aFbIll KETyiH OOJIIbIpMay MaKCaThIHJA OKBITY,
BaJIUJIAIMs JKOHE TECT JKUBIHTBIKTAphIHA KaTaH Typae O0eminai. KeckinaepaiH canaibik
JKOHE KYPBUIBIMJIBIK CHIIaTTaMallapblH CaHJBIK TYPFBIIAH Oaranay yIIiH Oipkarap
KOPCETKIILITEP €CeNTeN/Ii: )KapbIKTbUIbIK, KOHTpAcT, [llenHon suTponusicsl, Jlamnacuan
nucriepcusicel skoHe CoOenb TpaJMeHTIHIH SHEpruschl. byn OenrinepaiH kiactap
apachIHJIaFbl AMBIPMANTBUIBIK KabisieTi Kpacken—Y omummc KpuTepuiil apKbLUTbI TaJIIaHbII,
TAaKCOH/AP apachlHJa CTATUCTHKAIBIK TYPFbIAAH MOHA1 alblpMalIbUIBIKTApAbIH Oap
eKeHl aHbIKTaIbl. JKIKTey camachl JOCTYpPJIl MAIIMHAIBIK OKBITY ajlrOpUTMACPIMEH
KaTap 3aMaHayH TEPEH OKbITY apXUTEKTypajlapblHbIH keMeriMeH Oarananabl. COHBIMEH
KaTap MHUKPOCKOIMSUIBIK KECKIHAEPIET1 JKEePrUTKTI KYPBUIBIMIBIK E€PEeKIISTIKTEP/Ii
THIMI OIpIKTIpyre MyMKIiHIIK OepeTid multiple instance learning oficine Heri3aenreH
THOPUJITI MOJIENTh YCHIHBULIBI. DKCIEPUMEHT HOTHKEJEP] YChIHBIIFAH TOCULIIH KIKTEY
JIOJIITIH apTTHIPBIN, HOTKEIEP/IIH TYPAKThUIBIFBIH KaKCApTATHIHBIH KOPCETTI.

Tyiiin ce31ep: MUKPOCKONUSIIBIK OeiHEnep, OaKTepusiIap bl )KIKTEY, KOTIKIACCTHI
KJ1acCU(UKaLus, TePEH OKbITY, KOTMHCTAHCTHIK OKBITY, THOPUATI MOZEIb

Jaiiexco3nep ymin: A.A. Mcmaunosa, I'.P. EcenbaeBa, K.K. Kanupkynos, P.H.
Monnamesa, A. Amanrenzi (2026). bakrepusiiapblH MUKPOCKOTUSIIBIK OCHHENepiH
KOIIKJIACCTHI )KIKTEyT€ apHaJIFaH THOPU/ITI TEPEH OKBITY MOJIEIIH a3ipiey // XabIKapa-
JIBIK aKMapaTThIK )KOHE KOMMYHHUKALMSUIBIK TeXHOJIOTUsap sxypHaibl. T. 7. Ne 25. b.
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AHHOTanms. JlaHHOE WHCCIICIOBaHME TMOCBSIICHO 3ajaue aBTOMATUYECKOW
MHOT'OKJIACCOBOW ~ KJIACCHU(DMKAIIMM MHUKPOCKOITUYECKUX HM300paKeHUH OaKkTepuil.
B pabore ucnonp3oBaH HaOOp MaHHBIX, BKIOYAOMUNA 2034 MUKPOCKOIHYECKUX
M300pakeHMs], TPENCTABIAIOMMX 33 TaKCOHOMHYECKHE Tpymmbl Oaktepuil. Jlis
oOecrieueHrss KOPPEKTHOCTH IKCIIEPUMEHTa ObliIa MPOBE/ICHA MPOBEPKA IIEITOCTHOCTH
JIAHHBIX, @ TAKXKE BBIMOJIHEHO CTPOroe pa30MeHUe Ha 00Y4aIOIIy 0, BATUAAUOHHYIO U
TECTOBYIO BBIOOPKH C IIEITIbIO HCKITFOUCHHS yTEYKH HHPOpMAIHH. J[J1s KOJIM4eCTBEHHOTO
OIUCAHUs Ka4eCTBA U CTPYKTYPHBIX XapaKTEPUCTHK M300paKeHUI OBUTN BBIYUCIICHBI
CIIEyIONINE MpPU3HAKU: SIPKOCTh, KOHTpacT, HSHTpomus llleHHOHa, mucmepcus
Jlarutacuana u sHeprusi rpaaueHta CobOens. Mx pasnuyaromiasi ciocoOOHOCTh MEKITY
KjJaccamMu Oblla TIPOAHATM3UPOBAaHA C HCIOJNb30BaHMEM Kpurepusi Kpackena—
Youuca, 94TO MOATBEPAMIO CTATHCTHYSCKH 3HAYMMBIC PA3JIMYUsi MEXKy TAaKCOHAMHU.
KauecTBO KiIaccMUKalUK OICHUBAJIOCH C TPUMEHCHHEM KaK KJIaCCHUYSCKHX
AJITOPUTMOB MAIIIMHHOTO OOYYEHHs, TaK U COBPEMEHHBIX apXUTEKTYp IIIyOOKOTO
oOydenusi. JlomonmauTenpHO ObLTa pazpaboTaHa THOPHUIHAS MOJIEIIb HA OCHOBE METO/1a
multiple instance learning, mo3BoJsitomas 6onee >3PPEKTUBHO YUUTHIBATH JOKAIbHbIC
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CTPYKTYpPHbIE =~ OCOOCHHOCTH MHUKPOCKOMHYECKHX u300paxkeHuid. IlomydeHHbie
AKCTIEPUMEHTAIbHBIE PE3yJIbTaThl CBHIACTEILCTBYIOT O MOBBIIICHUH YCTOHYMBOCTU H
TOYHOCTH KJIACCH(HUKAIINU TIPU MCIIOIB30BAaHUH MPEIOKEHHOTO TIOAX0/1A.

KiroueBble cjI0Ba: MHUKPOCKONMUYECKHE HM300paXKeHUs, KIACCHU(PUKAIHS
OakTepuii, MHOTOKJIaccoBast Kiaccupukanus, riry0okoe oO0ydeHHe, MHOXKECTBEHHOE
IK3EMIUTSIPHOE 00yUeHue, TMOPUIHAS MOJICITh
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00y4YeHHs JUII MHOTOKJIACCOBOM KJIACCHU(HUKAIIMA MUKPOCKOMMMYECKUX H300parKeHHMA
Oaktepuii // MexIyHapOIHBIH >KypHaJl WH(GOPMAIMOHHBIX W KOMMYHHUKAIIHOHHBIX
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KoH(pauKT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHHM KOH(QIIMKTA
UHTEPECOB.

bnazooapnuocme. Jlannoe uccnedosanue unancupyemcs Komumemom nayku
Munucmepcmea mayku u evicueco obpazosanusi Pecnyonuxu Kasaxcman (Ipanm
No AP32721703 Paspabomka niamgopmul RepeatAtlas 0 naneenommozo ananusa,
KapmupOo8aHusi U CpAGHEHUs NOBMOPOS 8 KO2OPMAX).

Kipicne.

COHFBI )KbUTAPBl MUKPOOUOJIOTUSUIIBIK TUArHOCTUKAA TUPPIBIK MUKPOCKOTIUS
MYMKIHJIKTEpiH KEHiHeH maijianany ypaici Oaiikanmanbl. 3epTXaHaJbIK TaKipuOene
OaKTepHsIIapablH MHUKPOCKONUSIIBIK OeiHeNepiH Tanmay aypy KO3IBIPFBIITAPhIH
AHBIKTAy MEH OJIapAbIH MOP(OIOTUAIBIK EPEKIIETIKTEPiH CUITaTTayAa MAaHbI3/Ibl OPbIH
amanel. JlereHMeH AocTypili BU3yalabl Oaraiiay oiicTepl MaMaHHBIH TOXipuOeciHe
TiKeJIeW Toye 11 OOIIBII, HOTHKENEPIiH CyObEeKTUBTLUTITHE )KOHE YaKbIT IIBIFbIHJAPbIHBIH
apTybIHa 9Kenmyi MyMKiH (Shu xone T.0.., 2022; Zhang xone T.0.., 2021). Ocbl cebenrti
MUKPOCKOIUSUIBIK KECKIHAEP I aBTOMATTaH/IBIPBUIFaH OHJICY MEH XKIKTEy SJICTEepiH Ja-
MBITY FBUIBIMHU JKOHE MPAKTUKAJIBIK TYPFBIIAH ©3€KTI OarbITTapAblH OipiHe aifHaJIbI.
KoMmmproTepiik Kepy *oHE MaIIMHAIBIK OKBITY TOCUIIEpl MUKPOCKOMHUSIIBIK OeiiHe-
aepaeH MOpP(OJIOTHSIIBIK, KYPBUIBIMABIK XKOHE TEKCTYPAJIBIK CHITATTaMaIapibl CaHIbIK
TypAe 06l aiyra MyMKIHIIK Oepei. AJFaliKel 3epTTeyiepae OakTepusuIapabl JKIKTey
YIIiH aJjiblH aja €CeNnTeNeTiH Oenriiepre CYHeHTeH KIIACCUKAJBIK alfOPUTMIIED KO-
naabuasl. OnapAblH KaTapblHAa TIpEeK BEKTOpIap 9JICi, MMM aFaliTaphl KoHe Ipa-
JTUEeHTTIK OyctuHr mozpenbaepi 6ap (Padua sxone 1.6.., 2020; Deng xone T.0.., 2022).
By Tacinnep 6enrini 6ip xaraiinapaa KaHaraTTaHAPIIBIK HOTHKE OepreHiMeH, Kypaedmi
BU3YaJ/Ibl KYPBUIBIMIAP/BI TOJIBIK KaMTYya XKoHE ACPEKTEep/iH 1MIKi amyaH TYpIUIiriH
€CKepy/ie HIeKTeylepre ue.

CoHFBI Ke3€HJIe TEPEH OKBITY 9JICTepi, oacipece KOHBOIIOIMSIBIK HEUPOHIBIK
xeniep, OelHenep i Tanaay MiHASTTepiHIe KeHIHSH KoJimaHblIa Oactanbl. MyHnait
MOJIENbep KECKIHAEPACH >KOFaphl JEHrein Oenriiepai aBTOMATThl TYpAE YHpEHir,
MEIWIMHATBIK BU3yallu3alus canacbiHaa tuimaunria kepcerti (Esteva xone T.0..,
2019; Huang »xoHe T.0.., 2023). Anaiina MUKPOCKOTUSUTBIK JePEKTEepre KaTbICThI OipKa-
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Tap epeKIIemKTep 0ap: AepeKTep KoIeMiHIH MEeKTeyT 00Iybl, OpTYPIIi TaKCOHAApP apa-
CBIHIaFBl MOP(OIOTUSIIBIK YKCACTHIK JKOHE TYCIPUTIM IIAPTTapPBIHBIH ©3repPMENLIIr MO-
JeNbIEP/IIH Kalmbuiay Kaoinerine ocep eryi MmymkiH (Tan xone T1.0.., 2025; Li xoHe
T.0.., 2022). Ochbl KUBIHABIKTApABI EHCEPYAiH Oip JKOJBI PETiHe KOIMMHCTAHCTHIK OKBbI-
Ty TOCUII KapacThIpbUIaAbl. byl omicTe Oip KeckiH OipHelIe JIOKaIAbIK aliMaKTapablH
KUBIHTBIFBI PETIH]IC YCHIHBUIBII, MOJICTTh MAHBI3Ibl KYPBUIBIMIBIK (hparMeHTTEePAl O371i-
rineH aHbikTail ananel (Ilse xxone 1.6.., 2018; Campanella xone T.6.., 2019). Ocipece
MHUKPOCKOIHUSIIBIK JKOHE IMAaTOJIOTUSUTBIK OeifHenep e OapiiblK aiiMakTap Oip/eit akmapar
OepMEeNTIHIIKTEeH, MYHail TOCUIIIH apTHIKIIBUIBIFE alKbIH Kepineai. COHbIMEH KaTtap
COHFBI €HOCKTEp/Ie TePEH OKBITY MOJIEIBJIEPiH KOJIMEH €CETITENIETIH CalallbIK KOHE TEK-
CTYpaJIbIK KOPCETKIITepMeH OipiKTipyIiH MOJENb TYPAKTBUIBIFBIH aPTTHIPHII, dPTYPIIi
JepeKTep KUBIHTBIKTapbIHA OCUIMIENyiH KaKcapTaTblHbl KepceTinreH (Zhang sxoHe
T.0..,2023; Deng xaHe T.0.., 2024). byn Tocinaep OeliHeH H >Kambl KYPbUIBIM/BIK epeK-
IIENIKTEPIH JIe, JIOKAJJIBIK CUTIaTTaMaJapbiH J1a KaTap ecKepyre MyMKIiHJIIK Oepe/i.

OcCBI KYMBICTBIH MaKcaTbl — OaKTepHsUIapIbIH MUKPOCKOMUSUIBIK OcifHenepiHn
KOIKJIACCTHI JKIKTEyre apHaJiFaH TMOPUATI TEPEH OKBITY MOJIEIIH d3ipiey >KOHEe OHbBIH
TUIMAUTITIH KaTaH YHBIMIACTBIPBUIFAH SKCIEPUMEHTTIK MIPOTOKOJ HeTi3iHae Oaranay.
¥ CHIHBIIFAH 9/1iC KJIACCUKAJIBIK MAIIMHAIBIK OKBITY aITOPUTMICPIMEH JKOHE 3aMaHayH
TepeH HEUPOHIBIK JKEIIEPMEH CANTBICTHIPBUIBII, ATBIHFAH HOTH)KEICPAiH TYPAKTHUIBIFbI
MEH MPaKTHKAIBIK KYHIBUIBIFBI dKaH-KAKTHI TaJ1aHa/Ibl.

9jicTep MeH MaTepHuaJaap.

3eprTey OapbIChIHIA OaKTepUSIAPABIH MUKPOCKOIHSIIBIK OCHHETIEPiH aBTOMAT-
THI TYpZ€ KOIKIJIACCThI JKIKT€y MIHJCTIH OPBbIHJAY YIIiH allblK KOJKETIMAL JepeKTep
KHUBIHBI KoJIaublbl. Jlepexrep 6azacer 33 Oakrepusiiblk TakcoHra Tueciai 2034 RGB
(dbopmaTeIHAaFEl MUKPOCKOIIMSUIBIK KECKIHHEH Typajbl. beiitHenep kimacrap OOMbIHIIA
KYHesIeHTeH. DKCIIEPUMEHT HOTHKEEPIHIH TYPBICTHIFBIH KaMTaMachl3 €Ty YUIiH Oap-
TBIK (paiiIIap IbIH XKapaMIbUIBIFbI TEKCEPLIiN, OyJIiHIeH HeMece OKbUIMANTHIH IepEeKTep
aHBIKTAJIFaH KOK. Kiactap apachlHIarbl ylecTipiM maMaMeH TeHrepimi, OyJ1 OKBITY
OapbIChIHA alKbIH qucOananc Kayni azaitazns! (Ching xxone 1.6.., 2018). epexrepnui
0oy Ke3iHJle KaTaH OJICHAMAIBIK KaFUIATTap CAaKTalbl. beliHenep OKbBITY, Bana-
IIUS1 )KOHE TECT JKUBIHTBIKTAPBIHA ©3apa Tayenci3 Typae 0emini. Op0Oip KeckiH Tek Oip
KUBIHTHIKKA FaHa eHTi31m1i. CoHbIMEH KaTap Oip KO3/eH alblHFaH HEMECe Ma3MYHBI VK-
cac OeiftHeNepIiH OpTYpIIi KUBIHTHIKTapFa TYCYiHe jk0J1 OepinmMeni. MyHai Toci akna-
PaTTBIH aFbIll KETy BIKTUMAJIBIFBIH TOMEHICTII, MOACIBACPIIH JKajImbuiay KaOileTiH
IIBIHAKBI OaFranayra MyMKiHIIK Oepeni (Varoquaux xoue T.0.., 2017).

MHUKpPOCKOTUSUTBIK KECKIHAEP/IH CanaliblK KOHE KYPBUIBIMIBIK CHITaTTaMaia-
PBIH CaHJBIK TYPFBIIAH Oaranay yiiH Oipkarap kKepcerkimrep ecemrenmi. Omapabiy
KaTapblHJa OpTallla >KapbIKThUIBIK, KOHTpacT, LllenHOH sHTpOnuscel, Jlannacuan nuc-
nepcusicsl xoHe Colenb onepaTopbl HEeTi31Hae aHBIKTAJIFaH IPAJAUEHT YHEPTUACH Oap.
Byn mapamerprnep KecKiHHIH allKbIH/BIFBIH, TEKCTYPAIBIK KYPIACILIITiH )KOHE BU3YaJIIbI
aKIMaparThlH KaHBIKTHUIBIFBIH cumarTaiiibl (Gonzalez & Woods, 2018; Redmon sxone
1.0.., 2016). benrinepnin opTypii Kiactap OOHBIHINA aRBIPMAIIBUIBIFEIH OaFanay YIIiH
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napameTpitik emec Kpacken—Youmuc kpurepuiii sxoHe ocep MOJIIIepiH CUNIATTalThIH &2
ko3 dummenti kommansuiabl (Tomczak & Tomczak, 2014). XKikrey HOTHXKENIEpiH ca-
JBICTBIPY MaKcaThIHAA OipHEIIe MOJeNbep TOOBI KapacThIpbUInbl. Kiaccukaiblk Ma-
IIMHAJBIK OKBITY O/iCTEpiHE JIOTHCTUKAIBIK PErpecchs, TIpEK BEKTOpIAp 9JICi kKoHE
TPaAMEHTTIK OyCTHHT MOAebAepi eHri3iai. by anroputmaep MHXEHEPIIK >KOJIMEH
aJbIHFaH OeNTijiep HeTi31HAe )KYMBIC 1CTel, CaIbICTBIPMAIIBI TaJIay YIIiH Oa3abIK JeH-
reit perinae naimanansuael (Hastie sxone 1.6.., 2009). TepeH oKpITy Tociiaepi peTiHie
QJIJIBIH ajla YUPETIIreH KOHBOJIOUSUIBIK HEHPOHIBIK JKeJiIep KOJAaHbUIIbI, OJapIAblH
COHFBI KabarTapsl 33 KJIacThl XKikTeyre Oeifimueni. TackiManan OKbITY 9JIiCi IEpeKTep
KeJIeMi MIEKTeyIl KaFJaiaapaa MOACTbAIH TYPAKTBUIBIFBIH apTThIPyFa MYMKIHIIK Oe-
peni (He xxone T.0.., 2016; Tan & Le, 2019).

MHUKpOCKOTTUSUTBIK OeitHeNepAeri TOKAIABIK KYPhUIBIMAAPIBIH MaHbBI3bIH €CKe-
Py YILIIH KOIIMHCTAHCTHIK OKBITY KaFMIaTbIHA HETi3[eNTeH THOPHUITI MOJIENb YChIHBLI-
1wl by Tacinne Gip keckin GipHerie aiiMakTapra OeIiHiI, KOPBITHIHABI HISIIIM OCHI aii-
MakTap OOMBIHINA alIbIHFaH HOTHXKeNEepAl OipiKTipy apKbUIbl KaObUIIAHAIBL. ATperays
Ke3€HIH/Ie Ha3ap MEeXaHW3M/epi MaiJalaHblIbII, MOJEIIbIe aKNapaTThIK MaHbI3bI KOFa-
pBI hparMeHTTepAl aHbIKTayFa MyMKiHAiK O6epeni (Ilse sxone 1.6.., 2018; Lu xoue T1.0..,
2021). ConbIMeH KaTap TepeH HEHPOHIBIK )KEIePICH aJIbIHFAaH ONTiep TEKCTyPabIK
IPOKCH-KOPCETKIIITEPMEH OIpiKTIpiiIin, MOAETBAIH KaINbulay KaOUIeTIH KYIICHTyre
OarerrTangsl (Perez sxone T.0.., 2018). MonenbaepaiH THIMAUIIT KOITKIIACCTHI €CeTTep-
re colikec OipHelIe MeTpuKa apKbuibl OaranmaHbl. ONapablH KaTapblHAA KaJIbl JoJ-
JIK, TEHrepiMai Tanfik, Makpo-oprama F1-kepceTkin xoHe MAThIOC KOppEesus Ko-
a¢duruenti 6ap (Powers, 2020). By meTpukanap kiactap apachlHAaFbl KaTeIiKTepIi
KaH-)KAKTHI TaJlJayFa OHE YCHIHBUIFAH TOCUIAlI 0a3aiblK MOJENbIEpPMEH OObEKTUBTI
CaNBICTBIpyFa MYMKIiH/IIK Oepesi. ¥ ChIHBUIFaH THOPUIT] apXUTEKTypa KOHBOTIOIHSIIBIK
HEUPOH/IBIK KEIJEP/iH JKOFaphl JACHICII OeNriiepiH, TEeKCTypasblK CHUMaTTaMalap-
IIbI JKOHE Ha3apra HETI3JENTeH arperanus MeXaHu3MIEepiH OipiKTipe OTBIPHIN, MHKPO-
CKOTUSITBIK OCHHETEp IiH KeHICTIKTIK OIpTEKCI3IITIH eCKepyTe KOHEe OPTYPIIi TYCIplIiM
XKarJainapeiaa Oeiimueny KaoineTin aprTeipyra OarbirTanran (Cyper 1).

l-cypeTTe YCHIHBUIFAaH MOJEIB/IIH KaJIbl apXUTEKTypackl kepceriiared. Kipic
peringe emmemi 224x224 RGB ¢opmaTsiHaaFrsl MUKPOCKOTIUSIIBIK OCHE aIbIHBII, OJ1
EfficientNet-B0 Herizinaeri koHBomonusuibIK backbone apkpuibl enaeneni. Hotmwkecin-
JIe allbIHFaH OeNTiiep KapTachl eKi mapajuiesib TapMakKa oepiiei:

GeM-nynMHTKe HeTi3/1eNreH IMo0aNIbIK arperanus TapMarbl )KoHe KOTTMHCTaH-
CTBIK OKBITYFa apHaifaH Hazap mexanm3mi 6ap MIL tapmarsl. MIL Tapmarsinaa 6e-
riyiep KeHICTIKTIK TOKEeHIepre TypiaeHaipiiin, gated attention pooling apKpLIBI aKmapar-
TBIK MaHBI3bI JKOFAPHI JIOKAIJBIK aiiMaKTap aBTOMATTHI TYple epekiiencHeni. CoHbIMeH
Katap MOJAEIBJC TEKCTYPAIBIK MTPOKCU-OETLIEpre HeT13/IeITeH KeKe TapMaK KapacThl-
poUTFaH. byt TapMakTa anjbpiH aja eCenTeNreH TEKCTYPaIbIK CHITaTTaMatap KenkadaTThl
nepcenTpoH apKbutbl eHaenin, FiLM-Momynsnus MexaHu3Mi apKbUTbl HET13T1 Oenrisiep
KeHICTiriHe eHrizieni. MyHaail Moaynsuusi OCWHEHIH >KapbIKTaHy, KOHTPACT KOHE
TEKCTYpAaJIBbIK BapUalusIapblHa MOJCIBIIH Ce3IMTAIBIFBIH TOMEeHIeTe M. MIL xoHe
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fim-ai ToxeHH3aLHAIAY

Kipic keckin/cyper
RGB 224x224

l

Herisri kanka (backbone)

B=NxC —— EfficientNet-BO
N=H=x W epeKIIeITiK
l UIBITAPYLb]
ToKeH NPOCKLHACH fm epexuwenix
Linear C—192 > KapKack!
GELU + LayerNorm

MIL attention Tapmarsi

Kaxnajel attention
pooling

= softmax(logits / T)

1. 0.35-ten 2.5-ke

JIeTiH
+
7_attn
B x 192
J
—_——

Herisri napamerpiep
emb; dim = 192
. IMG_SIZE =224
.BranchDrop p = 0.15
> TEX DIM=11

BxCxHxW

¥

GeM Trapmarbl

GeM Pool2d
p — yfiperinerin
napameTp

GeM npocKUHACh!
Linear C—192
GELU + LayerNorm
!
z_gem

B x 192

1_1

Fusion (sana Tocin / novelty)

Fusion kaxmacel (gate)
MLP: z_attn, z_gem, t-1i concat
KaZpLT —> 2
!

w ywin BranchDrop
(Tex oXUITy Kexime)
p=0.15
W-Ti KaiiTa nopmanay

BipixTipinren embedding
w_concat=w]l _attn. + w2_gem

Herisri napamerp: = 192
IMG_SIZE = 224
BranchDrop p = 0.15
TEX_DIM =11

Texture TapMare! (sasama)

Texture
epeKLIeNniKTepi
TEX_DIM = 11

Texture MLP
11 — 32 — 64

FILM MoayasiuHsichbl

Texture
epekienikrepi
TEX_DIM = 11

4
gamma xaHe beta

0.06 * tanM(.)
¥
Moaynauuanasran z
z = ol +gamma) +
beta ™
I
I

Kiaccudakarop
(scaiiters)

MLI; ﬁead (m’bi;ﬂ 1

—

P

6ackl) |
192 — 256—>33 ‘

——

Lorittrer

Cyp. 1. ¥compuran Novel HybridMIL apXuTekTypachIHBIH CXEMAIIBIK IHarPaMMach.

GeM TtapmakrapblHaH anblHFaH Oenrinep Fusion Onorsinma OipikTipineni. by
Ke3eH/e OKbITY OapbichbiHna BranchDrop perynspuszanuscel KoJJaHbUIBI, MOJCIbIIH
O0lp TapMakka IIaMaZaH ThIC Toyenai Oony Kaymi a3zadTbuiagsl. KOpBITHIHBI
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OipiKTipiITeH SMOEIIMHT KONKabaTThl Kiaccu(ukaropra Oepisie/ii, OHbIH IIBIFBICHIH/IA
33 OakTepHsUIBIK KJIACKa COMKEC JIOTHTTEp ecenTesiefi. ¥CHIHBUIFAH apXUTEKTypa
JIOKAJIZIBIK YKOHE TTI00ANIIBIK aKmapaTThl YilieciMai Typae OipiKTipin, MUKPOCKOIHSITBIK
OeliHenepii KOTKIACCTHI JKIKTEY JIIITIH apTThIpyFa MYMKIHIK Oepei.

Hatumxenep :koHe 01apAbI TATKbLIAY.

Y CBhIHBUIFAH ONICTEPiH THIMAUITIH Oaranay MakcaThIHAAa OaKTepusIIapIblH
MUKPOCKOIUSITBIK OCHHEIEPiH KOTIKIACCTHI XKIKTeY OOUBIHINA OipKaTap SIKCIIEPUMEHTTED
Kyprizingi. bapneik Moxmenbnep Oipnelt JepekTep >KUBIHBIHIA JKOHE AJJIBIH aja
OenrinenreH KaTtaH train/validation/test ©eily TpPOTOKOJIBI HETI3IHAE OKBITHUIBIIL,
OaranmaHabl. MyHZIail TOCUT aJbIHFAH HOTIDKENIEPIH CANBICTBIPMANIBUIBIFBIH KOHE
o/licCHaMaJIbIK TYPBICTBIFBIH KAMTAMachl3 €Te/li. AJIBIMEH HHXEHEPIIK KOHE MPOKCH-
Oenrizepre HEeTi3/1eNreH KJIACCHUKAIIBIK MAITHHAJIBIK OKBITY MOJIEIbICPiHIH HOTHKENEpi
TangaHbl. JIOTHCTUKAIBIK Perpeccusi MEH TipeK BeKTopiap daici 0azanbIK JeHreieri
KIKTEY CalmachblH KOPCETTI, aJlaii1a 0Iap AbIH KYP 1€l MOP(OJIOT USITBIK JKOHE TEKCTY PaJIbIK,
alBIpMaIIBUIBIKTApABl TOJBIK CHIIAaTTayAa Inekteyiepi Oaiikangsl. CatBoost momeni
0acka KIaCCHUKaIBIK OMIICTEPMEH CaJIBICTHIPFaHIA JKOFApPBIPAK HOTIIKEIEP KOPCETTi,
Oyl TaOnuuanblK OENriiep apachlHIAFBl CHI3BIKTHIK €MEC TIYCNIUNKTepl THIMII
MojenaeyMeH Tyciaaipineni. Jlereamen, Oy MoJenbAepAiH OapibFbl TEPEH OKBITY
ApXUTEKTypalapblHAaH TOMEH HOTHXKE KOPCETTIi, acipece JIOKAIIBIK KYPBUIBIMAAPIbIH
pedti )KoFaphl 0OJIFaH Kiiactap/a.

TepeH OKbITYFa HEri3feireH MOJENbICp apachlHAa alfblH alla YHpeTUIreH
KOHBOJIOIMSITBIK HEHPOH/IBIK JKEJTIIEP TYPAKThI )KOHE JKOFAPBI )KIKTEY JIIITiH KOPCETT.
ResNet xone DenseNet apXUTEKTypanapbl KaKChl HOTHIKEIIEpPre KOJ KETKi3TeHIMEH,
KeWlip KiacTapia KaTelepiH CaKTallybl MHKPOCKOMMSUIBIK OelHenepdiH imkKi
BapuaOeIBAUIITIMEH >KOHE MOPQOJIOTUSIIBIK YKCACTHIFEIMEH OaIaHBICTBI  OOJIJIBI.
EfficientNet apxurekTypachl mapamerpiep CaHbl MEH OHIMIIIK apachIHIAFbl THIMII
TEHIepIMHIH apKachIHIA KAkl METpPHKaNap OOWbIHINIA Odcekere KaOiIeTTi HOTHXKE
kepcetTi. A ConvNeXt sxone Swin Transformer cUsSKTBI 3aMaHayu apXUTEKTypajap
KYpJeii BU3yaJIbl MATTEPHIEP/I KAKChIpAK YHpeHyre KaOileTTi eKeHIH KOpCeTTi,
ayaiizia oJapsIH apTHIKIIBUTBIFBI OAPIIBIK KIacTapia Oipaeit 6alikamMassl. ¥ ChIHBUIFAH
THOPUATI TEPEH OKBITY MOJENi OapiblK HETi3ri MeTpuKayiap OOWBIHINA €H KOFapbl
HEMece TYpaKThl TYpAe >KOFapbl HOTIDKENEpHi KepcerTi. bynm HoTmke Moenb
ApXUTEKTYpachIHAA JOKAJJIBIK JKOHE TII00AIBIK aKmapaTThl Oip yakKbITTa €CKepyHiH
TUIMALTITIMEH TYciHaipinesni. KenmuHCTaHCTBIK OKBITYFa HET13[ENITeH Ha3ap MEXaHU3Mi
MOJIENIbI'€ MHKPOCKOMUSUIBIK ~OCWHEHIH JWAarHOCTUKAJBIK TYPFBIAAH  MaHBI3JIBI
allMaKTapplH aBTOMATTBl TYpPAE AaHBIKTayFa MYMKIHIIK Oepai, an GeM-mynuHr
rII00ANIBIK KYPBUIBIMABIK aKMapaTThl JKOFAITIAN arperarrayibl KamMTaMachl3 €TTi.
CoHbIMEH Karap, TEKCTypalblK Mpokcu-Oenrinepre Herizaenred FiLM-momynsmus
OCHEHIH JXKapbIKTaHy JKOHE KOHTPACT BapHaIlMsUIapbIHA MOJETBIIH CE3IMTaJIbIFbIH
TOMEH/IETII, JKAIMbLIay KaOlJIeTiH apTThIPAbI.

2-cyperTe 0a3aybIK kKOHE 3aMaHAayW TEPEH OKBITY MOJEIbJACPIHIH BaIHIAIH-
SITBIK TaHaaManarbl Macro-F1 MoHIepiHiH 3moxanap OOWBIHINA ©3repyi KOpCeTiIreH.
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Banmzanusg kepeerkinni

Bapneik Monenbiep anFamksl OipHEIIe 310Xajia KbUIIaM KOHBEPTEHIIUSHBI KOPCETI,
KEHiHT1 Ke3eHIep/ie TYPAKThl ACHIeUre *KeTedl. ¥ ChIHbUIFaH THOPUITI MOJIENb BajIH/Ia-
IUSUTBIK Ke3eH OOMbIH/Ia KOFaphl JkoHe TypakTel Macro-F1 kepcerkimin cakrar, 6acka
apXHUTEKTypaJlapMeH CaJIBICTBIPFAH/1a )KAaKCHI JKANIbLUIAy KaOiJIeTiH KepceTe .

Banunanmsa KMCHIKTaApbL: Moaeasaep Oonbiaina Macro-F1 (10 snoxka)

1.00

0.951

0.901

0.85

0.801

1 2 3 4 5 6 7 8 9 10
DJroxa

ResNet50 (Banumarua Macro-F1) ConvNeXtTiny (Bamugamua Macro-F1)
DenseNetl21 (Banugamnus Macro-F1) SwinTiny (Bamumauus Macro-F1)
EfficientNet (Banupauust Macro-F1) Novel HybridMIL (Banunanus Macro-F1)

Cyp. 2. Optypai Mmonenbaep yuriH 10 smoxa GOHbIHIAFE BATUAAMSITBIK AepekTepaeri Macro-F1
KOPCETKINIHIH 03repy TUHAMHKACHI

3-cyperTe TECTTIK JepeKTep KUBIHBIHAH TaHJAl aJbIHFaH aJIThl MUKPOCKOIIH-
SUTBIK O€liHe YIITH HaKThI Kjacc Oenriiepi ((KOoFapbiia) )KOHE dPTYpIIi MOACIbICP MEH
aHCcaMOJNBIIK OpTamia OoJpKayIap/AblH HOTIKeNepi (TeMeHae) kepceriareH. Kepcerin-
T'eH MBIcajiap/a aHCaMOJIb/IiK TOCLT MEH YChIHBUIFaH THOPHUITI MOJIENbIiH OoKaMa-
PBI HaKThI KJTACTApMEH JKOFaphl JACHIeH/Ie coiikec KeneTiHi OaiKamambl, OYI1 JTOKaJIIBIK
KYPBUIBIMIAP/IBI THIMJTI €CKEPY/IIH dKOHE MOJICIBICP/IiH JKaIbIIay KaOIlIeTIHIH KOFaphI
€KEeHIH CalalbIK TYPFbI/Ia pacTaiIbl.

Karenepni Tamnnmay HoTmKenepi KeiOip KiacTap apachblHAa IaTacyJiap.IbiH
CaKTaJaTBIHBIH KOpCeTTi. By, eH anabiMeH, MOp(OIOTHsIIBIK TYPFbIIAaH YKcac OaKTepus
TYpJIEpiHE TOH, OJIAPIbIH MUKPOCKOTIHSITBIK OCHHEIepiH e BU3Yall bl albIPMAIIIBIIBIKTAP
anci3 Oaiikananel. JlereHMeH, YChIHBUTFaH THOPHUATI MOJIeh MYHJIal KaFaaiiapaa aa
0a3albIK J)KOHE 3aMaHayd apXUTEKTypaJlapMeH CaJbICThIpFaH/Ia KaTelep CaHbIH a3aiiTa
b1, OYJT JIOKAJIIBIK KYPBUIBIMIAP/IBI THIM/I IPIKTEYTiH apTHIKIIBIIBIFBIH KOPCETE/I].

Kanmer anranma, aablHFAH HOTIDKENED YCBIHBUIFAH THUOPUATI TOCUIIIH
MUKPOCKOTIHMSJIBIK ~OeiHeNnep/i KONmKIacCThl JKIKTey MIHAETIHAE THIMAI eKeHiH
nonenaeini. MoaenbiH apTHIKIIBUIBIFBl TEK JKOFapbl CaHABIK KOPCETKIIITepMEH
FaHa €MeC, COHBIMEH KaTap OHBIH TYPaKTBUIBIFBI MEH OPTYPJi BHU3yalbl IIApTTapFa
Oeliimaeny KabineTiMeH Jie cunaTTaizaabl. by 3epTTey HoTH)enepi MUKPOOHOIOT UsITBIK
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Cananbik, Tanaay (TEST, PRIMARY _33) — 6ipneit 6 cyper

Axukar (korapblua) + AncamOib (opraLua) xoHe Moaesb OoiKamIapbl (TemeHie)

[Almk:n: Streptococcus JSJI;“;“‘“:] |AK[IKHTI Lactobacillus juhmunu]
Ancamban(oprama): Lactobacillus johnsoni 99.8% [M=6] Ancambnb(oprama): Proteus 92.1% [M=6]

Ancambin{oprawa): Streptococeus agalactiae 53.6% [M-6]
 E

: Enterococcus hcmhs 54 7%
ten

DenseNet1
EfficientNet |
Novel HybridMIL: Streptococcus 2
S!mpmcnccus nF,nL a
nt

taphy
LR: Streptococeu Ya
SVM: Staphylococcus aureus 26. 1"0

ConvNeXtTiny: Lactobacillus johnsonii 100.0%
DenseNetl21: Lactobacillus johnsonii 100.0%
EfficientNet: Lactobacillus johnsonii 100.0%

Novel HybridMIL: Lactobacillus johnsonii 98.6%
ResNet50: Lactobacillus ]nlm;nml 100.0%
SwinTiny: Lactobacillus Jjohnsonii 99.9%
CatBoost: Lactobacillus johnsonii 94.4%
LR: Lactobacillus johnsonii 52.1%
SVM: Lactobacillus johnsonii 79.1 %

ConvNeXtTiny: Proteus 99.8%
DenseNetl121: Proteus 99.8%
EfficientNet: Proteus 99.9%
Novel HybridMIL: Proteus 97.7%

ResNet50: Proteus 100.0%

SwinTiny: Proteus 55.3%

CatBoost: Proteus 68.4%
LR: Proteus 21.
SVM: Proteus 34. (Yn/u

Axukar: Escherichia coli

Axukar: Fusobacterium

‘Aucambib(opraia): Lactobacillus plantarum 97.4% [M-6]

ConvNeXiTiny: Lactobacillus plantarum 99.8%
DenseNet121: Lactobacillus plantarum 100.0%
entNet: Lactobacillus plantarum 99.5%
ybridMIL: Lactobacillus plantarum 85.5%
R et50: Lactobacillus plantarum 99.7%
SwinTiny: Lactobacillus plantarum 100.0%
CatBoost: Lactobacillus jensenii 57.9%
LR: Lactobacillus jensenii 24.2%
SVM: Lactobacillus jensenii 32.9%

Anca IM()JIh(l)p[ auwa)
ConvNeXtTin
DenseNet12

.

h lus
SVM E &.(,hcm,llm coli 35. (l"

Ancamnb(oprawa): Fusobac!
ConvNeXtTiny: Fusobas

¥
obacterium 92.8%
ResNet50: Fusobacterium 100.0%
SwinTiny: Fusobacterium 99.9%
CatBoost: Fusobacterium 94.5%
LR: Fusobacterium 53.4%
SVM: Fusobacterium 65.0%

Cyp. 3. MEKpOCKOIMSUIBIK O€ifHelep YIIiH MOAENBICP/IH CaNalIbIK CaabICTHIPMabl HOTHKeIepi

JIMAarHOCTHKA/Ia JKacaH/Ibl MHTEJUICKT JICTEpiH NMPAKTHKAIBIK ACHIeHIe KOJIaHyFa
Heri3 0oja anmajpl )kKoHE OoJalakra KEHEWTUITeH NEepeKTep >KUbIHAAphIHIA HEMece
HaKTHl KIIMHUKAJIBIK CIICHAPHIAJIEpE TEKCEpyTe MePCIIeKTUBAIap ama/ibl.

KopsbIThIHABI.

byn xymbicTa OGakTepusiapAblH MUKPOCKOMMSIIBIK OeiHenepiH KOIKIacCThl
KIKTEY MoceJieci KapacThIPbUIBIN, OHBI LICNIyre apHaJfaH TMOPUITI TEPEH OKBITY

MO,Z[eJIi ¥YCBIHBIIABI.

3eprrey OapbichiHna 33 OaKTepUSIIBIK TaKCOHJIBI KaMTUTBHIH

xoHe 2034 MUKpPOCKONMSUIBIK KECKIHHEH TYpPAaThlH JIepeKTep >KUBIHBI KOJJIAHBLIBII,
SKCHEPUMEHTTED 9/liCHAMalIbIK TYPFbIJIaH KaTaH train/validation/test 0oy IpOTOKOJIBI
HeT131H/e )KYpri3unai. MyHaai Toci1 alnbIHFaH HOTHXKENEP/iH OObEeKTUBTLIIr MEH KaiTa
OHJIIPITYiH KaMTaMachI3 eTTi. DKCIEPUMEHTTIK HOTIKENep KIAaCCUKAJIbIK MAaIIMHAIBIK
OKBITY MOJIeNbAEpl MeH 0a3alblK TEPEH OKBITY apXUTEKTypajapbl MHUKPOCKOMHUSIBIK
Oelinenepai xikTeyae Oenruni Oip JAeHreie THIM/I €KeHIH KOpPCEeTKEHIMEH, OJIap/iblH
KypZAenai MOpQOJOTHIIBIK JKOHE TEKCTYpPajblK aWblpMaIlbLIBIKTAPIbl TOJBIK KaMTH
QJIMANTBIHBIH KOPCEeTTi. ¥CBhIHBUIFaH TMOPUATI MOJENb JIOKAIJBIK KOHE TI00alabIK

O

International License

138

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Oenriepai Oip yakpITTa €CKepy/IiH apKachlHIa OapIibIK HeTi3ri Oaraiay MeTpHKaIaphl
OOMBIHIIIA TYPAKTHI 91 JKOFApbl HOTHIKEIEpre KOJ JKeTKi3/1l. KenmMHCTaHCTRIK OKBITYFa
HETI3/IeNreH Ha3ap MEXaHU3Mi JIMAarHOCTHKAIBIK TYPFBIIAH MAaHBI3Ibl aiiMaKTapbl
TUIMJII ipiKTeyre MYMKIHIK O6epce, TeKCTYpallblK IPOKCH-OeNTiIepMeH YiliecTipiireH
FiLM-Moynsiiust MOJENbIiH opTYPIIi TYCIpiIiM KaFaiinapbeiHa OeiiMaeny KaoineTin
apTThIp bl CaHIBIK XKOHE CallaIbIK TaJ/1ay HOTHKEJIeP]l YChIHBUIFaH TOCUIIIH JKaIbLIIay
KaOiJeTi >KOFapbl €KeHiH )KoHE MOP(OIOTHUSAIIBIK TYPFbIIaH YKcac OakTepus KiIacTapblH
aXbIpaTya apTHIKIIBUIBIKKA Ue eKEeHIH KepceTTi. bysr MoaenbaiH MUKPOOHOIOT USIIBIK
JMAarHOCTHKA/Na KOMEKINI Kypaj peTiHIe KOJAAHBUTYy oJCYyeTiH aWKbIHIANAbI >KoHe
3epTXaHANBIK MPOIECTEpi AaBTOMATTAHABIpYyFa OaFbITTAIFaH MHTEIUICKTYaJIbIK
KYHenepii JaMbITyFa Heri3 0oJia anajipl.

Anparel  3epTTEyJep/ie  YCHIHBUIFAH MOJIENBJI KCHEWUTIITeH JepeKTep
KHUBIHAAPBIHAA, OPTYPJI MHUKPOCKONMSIBIK IMPOTOKOIIAP MEH  KIMHUKAJIBIK
CIICHapUiepae TeKcepy, COHJAai-aK HaKThl YaKbIT PEKUMIHIE JKYMBIC I1CTEUTIH
JMAarHOCTHKAJIBIK JKYHeepre eHrisy xocnapiaansin oTelp. COHBIMEH KaTap, MOJCIbIIH
MHTEPIPETATUBTLIITIH apTTHIPY ’KOHE HICNIiM KaOblI1ay MPOIECiH BU3YyalIbl TYCIHAIPY
OMIiCTEPiH AaMBITY OOJAIIaKTaFbl MaHBI3/IbI OaFbITTAPABIH Oipi 00BN TaObLTAIbI.
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Abstract. This paper proposes a domain-knowledge-based hybrid model for
coreference resolution in low-resource and morphologically rich languages, with a
specific focus on Kazakh. Although recent neural and transformer-based approaches
have significantly advanced the state of the art in high-resource languages, they depend
heavily on large, annotated corpora and pretrained language models. Such resources
are limited or unavailable for many low-resource languages, which negatively affects

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

141 International License



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

system performance and generalization. To address this challenge, the proposed Kazakh
Coreference Adaptation (KCA) framework integrates statistical machine learning tech-
niques with explicit domain knowledge derived from ontologies, morphological con-
straints, and semantic rules. The architecture consists of several stages, including text
preprocessing (tokenization, morphological analysis, part-of-speech tagging, named en-
tity recognition, and dependency parsing), mention detection, candidate pair generation,
feature extraction, and weighted scoring. The model evaluates candidate antecedents us-
ing a combination of morphological agreement, case compatibility, syntactic roles, dis-
course distance, and semantic similarity measures. Experimental evaluation conducted
on an annotated subset of the Kazakh National Corpus demonstrates that incorporating
structured linguistic and domain knowledge significantly improves resolution accuracy
and F1-score compared to baseline statistical models. The findings confirm that knowl-
edge-guided hybrid strategies effectively compensate for data scarcity. The proposed
approach contributes an interpretable, adaptable, and resource-efficient framework for
building robust NLP systems in low-resource language environments.

Keywords: reference resolution, coreference resolution, low-resource languag-
es, domain knowledge, NLP, hybrid model
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AnHoTtanus. byn makanana Mop(}OIOTHUAIBIK TYPFBIIAH KYPAEI dKoHE UG PIIBIK
pecypceTaphl MEKTEYJl TUIIepre apHairaH KopedepeHIUsSHbI aHBIKTAYIbIH ITOHJIIK
OuTIMre Heri3/eiareH ruOpuATI MOJEINl YChIHbUIAAb! (Ka3aK TiIl MblcaibiHaa). Kasipri
HEHUPOHJBIK *OHE TpaHCPOPMEPIIK MOJEIbACP >KOFAphl HOTHXKENEP KOPCETKEHIMEH,
oJlap YJIKEH KeJIEMJIET1 aHHOTTAJIFaH MATIHJEpre jKOHE ajJIbIH ajla YUpPEeTUIreH TUIIIK
MOJICJIBJIEPTe TOYEIl. A3 PECypCThl TULAEP YIIIH MYHAAH JEPEeKTEP KOPHI KETKUTIKCI3
0O0JFaHBIKTaH, MOJENIBAEP IIH THIMILIITT MEH TYPAKTbUIBIFBI TOMEHACH 1. ¥ ChIHBIIFaH
Kazakh Coreference Adaptation (KCA) xylieci CTaTUCTUKAJIBIK MAIIMHAIBIK OKBITY
o/iCTEepiH OHTOJOTHSUIApAAH, MOPQOJIOTUSIBIK MIEKTEYJIEPACH MKOHE CEMaHTHKAJbIK
epekeNepAcH abIHFaH MOHIK OuTiMMeH OipikTipesi. XKyiie MOTIH1 albIH ajla OHILY
Ke3eHJepiH (ToKeHu3anusi, MOp(OTOTUIIBIK Tajgay, ce3 TaObIH aHBIKTAy, aTayJibl
O1paiKkTepal TaHy, TOYENAUIIK Tajaaybl), KeHiH KaHAUIATTap bl aHbIKTAy, Oenruiepl
LIbIFapy KOHE cajMakTaifaH Oaranay caTbUIapblH KaMTuabl. Kanaunar-aHTelLeneHT
KYITapbl MOP(OITOTUSIIBIK COMKECTIK, CEMNTIK YHIEeCIM1, CHHTAaKCUCTIK POJl, AUCKYPCTHIK
KAIIBIKTBIK JKOHE CEMaHTHUKAJIbIK YKCACTHIK HETi3iHe OaranaHanbl. Kazak YITTBIK
KOPIYChl HETI31HJIErl 3KCHEPUMEHT HOTIDKENEepl MOHIIK OLIIMAL €Hri3y MOJEbAIH
JIIITH )KoHe F1-kepceTkillliH eayip apTThIpaTbIHbIH KOPCETTI. 3epTTEY a3 peCcypCThl
TULACp YIIIH CEHIMJL, TYCIHAIpUIeTIH *oHe Oeilimaenrimt NLP sxyienepin a3ipieyre
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©I'. Kanman, K. fpocnas, A.H. UcmykanoBa, H.M. Aycunosa, B.E. Maxarosa

AHHoTanusi. B crarbe mnpemaraercs ruOpujHas MOJENb pPa3peLICHUs
KopedepeHIuu Ui MaJlOpECypCHbIX U MOP(OJOTHYECKH CJIOXKHBIX $3BIKOB Ha
npuMepe Kazaxckoro s3bika. CoBpeMeHHblE HEHpOHHbIE M  TpaHChOpPMEpHBIE
MOJICNIA JIEMOHCTPHUPYIOT BBICOKYIO 3(P(HEKTHBHOCTh B YCJIOBHSIX HATWYHUS OOJBIIUX
AQHHOTHPOBAHHBIX KOPIIYCOB W IPEJIBAPUTEILHO OOYUYEHHBIX S3bIKOBBIX MOJEJEH.
OpHako JUIsl MaJIOPECYPCHBIX A3BIKOB TaKHE JIAHHBIE OIPAaHUYEHbI WIK OTCYTCTBYIOT,
YTO CYLIECTBEHHO CHM)KAeT Ka4eCTBO aBTOMATUYECKOr0 aHaiu3a Tekcta. s pemenus
naHHOU mpobisieMbl pa3zpabotana mozaens Kazakh Coreference Adaptation (KCA), co-
YeTarollasi CTAaTUCTUYECKUE METO/bl MAIlMHHOTO OOYyYeHHs C SBHBIM HCIIOJb30Ba-
HUEM IpEeJIMETHBIX 3HaHUN. B apXuTekTypy cucTeMbl BXOAST ATalbl NpeABapUTEIb-
HOM 00paboTku TekcTa (TokeHu3auus, mopdosornyeckuil ananus, POS-terrusr,
pacno3HaBaHHE€ MMEHOBAaHHBIX CYHIHOCTEH W CHUHTaKCHMYECKHIl pa300p 3aBHUCHUMO-
cTeil), oOHapyKeHHe yNOMUHAHUM, (GOpMUpPOBAaHUE KaHIUAATHBIX Map U U3BJICUECHUE
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npu3HakoB. OleHKa KaHAWJATHBIX AHTELEACHTOB OCYIIECTBISIETCS HAa OCHOBE B3Be-
[ICHHOW KOMOWMHAIMK MOP(HOJIOTHYECKOTO COINIACOBAHUS, COBMECTHMMOCTH MO Ta-
JIEKY M YUCITY, CHHTAaKCHYECKON POJIM, TUCKYPCUBHOM JUCTAHLMU U CEMaHTUYECKOU
Onm3ocTH. ODKCIepUMEHTalbHas OILEHKA, TNPOBEIEHHAs Ha pPa3MEUCHHOM YacTu
Kaszaxckoro HanuoHanbHOrO KOpIyca, MOKas3ajla, YTO MHTErpalys OHTOJIOTMYECKUX
U CEMAHTUYECKUX OTrPAaHMYEHUH 3HAYMTEJIBHO MOBBIIAET TOYHOCTh U Fl-mepy mo
CpaBHEHHIO C 0a30BBIMH CTAaTUCTHUYECKUMH MoOAeIsIMH. llodydeHHBbIe pe3yibTaThl
MOATBEPKIa0T IPPEKTUBHOCT, KOMOWHUPOBAHUSI 3HAHWUN MPEAMETHON 00JIACTH H
METOZI0B MAIIMHHOTO OOy4YEHHsI MPH pa3padOTKe YCTOMUMBBIX M MHTEPIPETUPYEMBIX
cucTteM 00pabOTKH €CTECTBEHHOTO SI3bIKA JUIS SI3BIKOB C OTPAHUYCHHBIMU HU(POBBIMU
pecypcami.

KiawueBble cioBa: paspemieHne pedepeHiuii, paspemeHne KopedepeHIum,
MaJopecypCHbIE SI3bIKH, 3HAHUS TpeaMeTHON oOnactu, NLP, rubpunnas Mmoaens

Jas uurupoBanusi: I'. Kamman, K. fpocnas, A.H. HMcmykanosa, H.M.
Aycunosa, B.E. MaxaroBa (2026). Moaens Ha OCHOBE 3HaHUN MPEAMETHON 00JIACTH
UL pa3pemieHus] KopeepeHIMH B MAaJOpecypCHBIX s3bIKax // MeXTyHapOmaHbIH
KypHaJI WHPOPMALMOHHBIX U KOMMYHHKAaMOHHBIX TexHonorui. T. 7. No. 25. Crp.
141-157. https://doi.org/10.54309/1JICT.2026.25.1.009. (Ha anr.).

KoH(pIuKT uHTepecoB: aBTOpHI 3asBISAIOT 00 OTCYTCTBHM KOH(IHMKTA
HUHTEPECOB.

Introduction.

There has been a breakthrough in the development of Large Language Models
(LLMs) in Natural Language Processing over the past few years. Transformer-based
architectures (Vaswani et al., 2017) and large-scale pretrained models such as GPT and
instruction-tuned systems (Brown et al., 2020; Ouyang et al., 2022) have demonstrated
remarkable performance in question answering, summarization, and content generation
tasks. Pretraining strategies such as BERT (Devlin et al., 2019) further advanced contex-
tual language understanding and enabled improvements in downstream tasks, including
coreference resolution (Joshi et al., 2019; Lee et al., 2017).

Despite these advances, most successful models are designed and evaluated pri-
marily for high-resource languages. Processing morphologically rich and low-resource
languages remains a challenge due to complex agreement systems, flexible word order,
and agglutinative morphology. Coreference resolution, especially in long contexts, is
still difficult even for modern architectures (Liu et al., 2023). Although long-context
models such as Longformer (Beltagy et al., 2020) and BigBird (Zaheer et al., 2020)
have been proposed, and efficiency improvements have been studied extensively (Tay
et al., 2022; Huang et al., 2023), these approaches are optimized for English and other
analytical languages.

This research lacuna explicitly manifests a challenge in needing approaches tar-
geted for low-resource languages, which also involve morphologically complex struc-
tures. These types of languages are best served by a hybridized technique that involves
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linguistic rules, as well as a data-driven model. One of the most promising approaches
in dealing with this problem is to make use of machine learning in conjunction with
domain knowledge. While traditional statistical models lack the ability to incorporate
knowledge from other sources, domain-based models can make use of other rules and
ontologies that are able to provide a description of a logical relationship between entities
in a text. The primary aim of this research is to develop a hybrid model that integrates
machine learning with domain knowledge.

Materials and Methods.

The proposed Kazakh Coreference Adaptation (KCA) method is a hybrid model
that combines rule-based linguistic techniques with supervised machine learning ap-
proaches. The main objective of the method is to reduce contextual breaks and maintain
referential consistency in long texts by accurately resolving pronominal anaphora in
morphologically complex and low-resource languages.

Our approach integrates domain knowledge into statistical learning, inspired by
knowledge-augmented neural architectures (Lee et al., 2018; Zhang et al., 2021).

The system architecture of KCA (Kazakh Coreference Adaptation), presented in
Figure 1, clearly demonstrates the stages of data processing and decision-making. The
architecture consists of the following key blocks:

(a)  Data acquisition and preprocessing (tokenization, POS tagging, NER,
morphological annotation),

(b)  Morphosyntactic analysis (dependency parsing),

(c)  Rule-based filters (morphology/case/number filter),

(d)  Feature extraction (morphological, syntactic, discourse distance, seman-
tic similarity),

(e)  Supervised learning layer (SVM / Decision Tree or another classifier),

(f)  Aggregation and decision-making (rule + ML weighting),

(g) ) Final output - anaphora resolution.

These blocks are interconnected through clearly defined data flow: the rule-
based layer reduces the candidate set and passes only relevant ones to the ML layer; the
ML layer assigns probabilities based on extracted features; finally, the rule-based and
statistical scores are combined through weighted aggregation.

a. Data and Resources: The primary data source for this study
was the Kazakh National Corpus (KNC). A manually annotated sub-
set of the corpus was selected, focusing specifically on examples of pronom-
inal anaphora. The data included literary, academic, and journalistic texts.
Each text was segmented into sentences, tokenized, and annotated with morphological
and syntactic features. The full dataset was split into training, validation, and test sets in
an 80/10/10 ratio to ensure fair evaluation of the model’s performance.

b. Preprocessing and Linguistic Analysis: The initial phase of the KCA method
involves linguistic analysis and data structuring:

Morphological analysis: Each word is analyzed to identify its root form, affixes,
and grammatical attributes such as case, person, number, and possession.
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Fig. 1. System architecture for Kazakh coreference resolution

Syntactic analysis: Dependency trees are constructed to capture grammatical re-
lations within sentences, including subject—object dependencies.

Segmentation and tagging: Words and sentences are annotated consistently with
morphological and syntactic labels.

The output of this phase is a morpho-syntactically enriched dataset prepared for
subsequent rule-based and machine learning components.

c. Hybrid Coreference Resolution Algorithm (KCA Algorithm)

Mention detection: In this stage, potential referential expressions are automati-
cally extracted from the text. These include:

Pronouns (e.g., on — he/she, onap — they, oyn — this, onsiy — his/her, etc.)

Proper nouns (e.g., Aigul, Murat, Almaty)

Noun phrases (e.g., young teacher, new book)

This stage utilizes a Part-of-Speech (POS) tagger and Named Entity Recogni-
tion (NER) models. Each mention is marked with its start and end index in the form of
mention_span = [start, end].

Given a text sequence T = {wi, wa, ..., wyn}consisting of n words, the goal is
to extract a set of possible referential mentions:

(1)

where: W and W, denote the start and end of the mention &; €,

"nonm mon

{"pronoun","proper_noun","noun_phrase"} g the mention type.
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The mention detection function is defined as:

MentionDetector(T) = {(s, e) | POS(ws..w,) € PNER(w,..w,) € N}
()

where:
is the set of POS tags representing pronouns, nouns, and named phrases,
is the set of NER categories corresponding to named entities and subjects.

Algorithm in Text Form

Initialize the set M as an empty set:

M—9Q

For each token wi in the text T, perform the following steps:

Determine the part-of-speech tag of wi:

tag — POS(wi)

Determine the named entity label of wi:

entity < NER(wi)

Check whether the token belongs to a relevant category:

If tag is one of {PRON, NOUN, PROPN, or entity is in {PERSON, LOCATION,
ORGANIZATION}, then:

Compute the start index of the token:

start < index(wi)

Compute the end index of the token:

end — index(wi) + len(wi)

Define the mention type based on the POS tag:

type — define_type(tag)

Add the mention to the set M:

M «— M U {(wi, [start, end], type)}

Return the final set M.

d) Feature Extraction: At this stage, a set of morphological, syntactic, and se-
mantic features is constructed to characterize potential antecedent-anaphor relationships
between identified mentions. These features serve as the main input for the machine
learning component of the system.

For each mention pair (mi* m;). where mi is a candidate antecedent and m;
is a pronoun or subsequent mention, the feature vector is defined as:

F(miJ m]) = [fmorph» fsyn' fdist: fsem]
3)
where:
- fmorph- morphological similarity score,
- foyn- syntactic role compatibility,
f 3¢~ discourse distance between mentions,
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f.en-Semantic similarity (via lexical knowledge base).
This feature vector is then passed to a classifier (e.g., SVM, Decision Tree),
which estimates the coreference probability:

P("coref” | m;, m;)

“)

Morphological Similarity Feature: fyorpn Morphological features are derived
from Kazakh grammar and include agreement in person, case, number, gender, and pos-
sessiveness. The similarity function is defined as:

K
1
fanorpn (M5, M1;) = 2 > S(ax(my), ax(my))
k=1

)

where:
- Kis the number of morphological categories,

- ax(m) isthe k™ morphological attribute of mention m,

- 8(x,y¥) = 1lif x = y,and 0 otherwise.

Mentions that share agreement in features like case and person (e.g., on and
myFanim) have high similarity scores (fmorsh = 1) In contrast, mismatches (e.g., sin-
gular vs. plural) reduce the score toward zero.

Syntactic Role Feature feyn This feature captures the grammatical function of
mentions within the sentence - subject, object, modifier, etc. Compatibility is assessed
via:

1 if role(1m;) = role(m;)
foym (my, my) = {)1 if partially compatible (e.g.. S—O)
0 otherwise (6)

where 2 € [0.1] is a partial match coefficient (e.g., subject-object pairs might

have A = 0.5).
Discourse Distance Feature: fgist The farther apart the antecedent and pronoun
are in discourse, the less likely they are to be coreferent. This feature is modeled as:

f1ie:(m;, my) = e~ wdlmimy)

(7)
where:
- d(m;, m;) is the number of sentences between the two mentioned,
- a =~ 0.3controls the decay rate.
For instance, if mentions occur in the same sentence (d = 0), fg;st = 1; at a dis-

e 209
tance of 3 sentences, faise = € ~ 04,
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Semantic fgey Similarity Feature: This metric uses the Kazakh Lexical Knowl-
edge Base (KLKB) or embedding models (e.g., word2vec) to measure conceptual prox-
imity:

v(m;) - v(m;)
Il v(m;) 1 v(my) 1l

feem (M, my) = cos (v(m;), v(m;)) =

®)

where v(m) denotes the vector representation of mention m. If the semantic link
is strong (e.g., teacher and he), then fsem = 1 otherwise, it tends toward 0 (e.g., teach-
er and book).

Combined Feature Model: All features are combined into a unified scoring func-
tion:

q}(mi* m]') - Wlfmorph + wzfsyn + stdist + Wd-fsem

)

where Wi, W2, W3, Wy are empirically tuned weight coefficients. This weight-
ed sum is passed through a logistic function to produce the final probability:

1

P("coref" | my, m;) = o(®(m;, my)),where o(x) = 11 ex

(1D

Table 1 — Weight Configurations and Corresponding CoNLL-F1 Scores.

w1 (Morph) | w2 (Case/Num) | ws (Dist) | wa (SemSim) | CoNLL-F1 (%)
0.40 0.20 0.20 0.20 73.8

0.50 0.15 0.15 0.20 72.6

0.30 0.25 0.25 0.20 71.9

0.35 0.20 0.25 0.20 74.2 (optimal)
0.25 0.25 0.25 0.25 70.3

Table 1 illustrates the impact of various weight combinations on system perfor-
mance using the CoNLL F1 metric. The experiments were conducted on 500 annotated
anaphor—candidate pairs, with 5-fold cross-validation applied for each configuration.
The results demonstrate that increasing the influence of morphological features (w: =
0.35-0.40) leads to an optimal overall performance.

Accordingly, the final model adopted the configuration of (w1 = 0.35, w2 = 0.20,
w3 =0.25, wa = 0.20). The configuration (w: = 0.35, w2=0.20, w3 = 0.25, w4 = 0.20) was
selected as the final model because it achieved the highest CoNLL-F1 score (74.2%).
The stability of this configuration was confirmed through 5-fold cross-validation, where
the performance remained consistently higher than other tested weight combinations.
These parameters ensure model adaptability and stable performance across different
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textual inputs.

Scoring and Antecedent Selection (Salience Scoring)

Rule-based Layer: This layer assesses candidates based on morphological and
grammatical compatibility (person, case, number, and referential agreement). The filter-
ing is grounded in the morphosyntactic rules of the Kazakh language. Candidate refer-
ents are scored according to the following criteria:

Person Agreement: The pronoun (I/II/III) of the pronoun must match the subject
or object in previous sentences.

Case Compatibility: The Kazakh case system (nominative, accusative, dative,
ablative, locative, instrumental) helps determine the syntactic role of the referent.

Number Agreement: Singular/plural consistency between the pronoun and ref-
erent is mandatory.

Referential Type Compatibility: While Kazakh lacks grammatical gender, se-
mantic distinctions between human/non-human entities serve as soft filters.

Syntactic Distance: Antecedents closer to the pronoun are favored with a higher
salience score.

Machine Learning Layer: This component assigns a probability score to each
candidate, reflecting the likelihood of being the correct antecedent. The following algo-
rithms are used:

Support Vector Machine (SVM): Classifies candidate—anaphor pairs in a high-di-
mensional feature space, identifying the optimal separating boundary between coref-
erent and non-coreferent instances. Input features include sentence distance, syntactic
dependencies, positional attributes, NER tags, and morphological agreement metrics.

Decision Tree: Models referent selection as a series of hierarchical decisions.
Each node represents a morphological, semantic, or positional feature (e.g., “If candi-
date has PERSON NER tag — increase weight,” “If distance > 3 sentences — decrease
weight”).

At the end of the classification process, each candidate receives a final confi-
dence score. The candidate with the highest weight is selected as the antecedent.

Algorithm RESOLVE PRONOUN(T, candidates):

1. Initialize scores «— @

2. For each candidate c in candidates:

3. #1) Rule-based Filtering (Morphological & Syntactic Agreement)

4.  morph_score < CHECK _MORPH AGREEMENT (c, T.pronoun)

5. case_score < CHECK CASE COMPATIBILITY (c, T.pronoun)

6. num_score < CHECK NUMBER AGREEMENT (c, T.pronoun)

7. dist_score «— COMPUTE DISTANCE SCORE (c, T.position)

8. if morph_score == 0 OR case score == 0:

9 continue  # candidate eliminated

10. rule score «— WEIGHT1*morph_score +

WEIGHT2*case score +
WEIGHT3*num_score +
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WEIGHT4*dist_score

11. #2) Machine Learning Layer (Probabilistic Scoring)

12. features «— EXTRACT FEATURES(c)

13. svm _prob « SVM_ MODEL.predict proba(features)

14. tree prob «— DT MODEL.predict proba(features)

15. ml score < (svm_prob + tree_prob) /2

16. # 3) Combined Final Score

17. final score «— a*rule score + B*ml score

18. scores[c] < final score

19. # 4) Select candidate with highest score

20. best_candidate «<— argmax(scores)

21. Return best_candidate

Results and Discussion.

This section presents the experimental results obtained using the Kazakh Coref-
erence Adaptation (KCA) hybrid method, along with performance evaluation metrics
and a comparative analysis with traditional approaches. The primary goal of this study
was to improve reference resolution accuracy in resource-constrained Kazakh language
texts by integrating domain-specific linguistic knowledge with statistical models.

1. Evaluation Metrics

To assess the model’s effectiveness, three standard metrics commonly used in
Natural Language Processing (NLP) were applied, following international benchmark-
ing protocols:

MUC (Message Understanding Conference): Measures recall by identifying the
number of missing links in the predicted coreference chains compared to the gold stan-
dard.

B? (B-cubed): Evaluates precision by checking how accurately each individual
mention has been assigned to its correct coreference cluster.

CEAF (Constrained Entity Alignment F-measure): Quantifies the alignment ac-
curacy between predicted and actual entities, providing an overall F1 score.

CoNLL F1: The final performance score is calculated as the harmonic mean of
the MUC, B?, and CEAF scores, offering a holistic view of model quality.

Experimental Results

The experiments were conducted using the annotated subset of the Kazakh Na-
tional Corpus (KNC). During evaluation, the performance of the proposed KCA hybrid
model was compared to baseline models that rely solely on statistical methods. The
results demonstrate that incorporating linguistic rules and domain knowledge into the
model significantly enhances reference resolution performance, particularly in morpho-
logically rich and low-resource settings such as Kazakh.

Figure 2 below illustrates the performance comparison between the baseline
model and the KCA hybrid model across four core metrics. The blue line (baseline
model) shows scores ranging between 51 % and 58 %, while the red line (KCA model)
achieves results in the 68 % to 72 % range. An average performance gap of approxi-
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mately 15 % is observed between the two models.
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Fig. 3. Performance of the KCA Model

Figure 3 presents a line graph illustrating the performance gain of the KCA mod-
el. According to the B® metric, the model reaches a peak improvement of 17.3 %. For
the remaining evaluation measures, the performance increase remains steady within the
13.7 % to 15.8 % range, clearly demonstrating the overall effectiveness of the model.
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Fig. 4. Error Analysis

The line graph depicting five types of error categories enables a clear comparison
between the baseline model (Figure 4) and the KCA model. The blue line represents the
baseline model’s error levels, ranging between 14 % and 28 %, indicating a high overall
error rate. In contrast, the red line represents the KCA model’s results, with significantly
lower error levels between 4 % and 12 %, demonstrating the enhanced effectiveness of
the new model.

A particularly noticeable improvement is seen in the False Negative category:
the baseline model exhibits a 28 % error rate, whereas the KCA model reduces this to 12
%. This significant drop highlights the KCA method’s improved capability in correctly
identifying antecedents.

The performance of the KCA and KazBERT models was compared based on
standard CoNLL metrics. In terms of the Recall metric, the KazZBERT model achieved a
score of 70.8 %, while the proposed KCA method reached 75.4 %. This result confirms
the superior ability of KCA to comprehensively identify antecedents, i.e., it is more
effective at detecting anaphoric links. This strength is particularly important in applied
linguistics and knowledge engineering domains where full coverage of information is
critical. The comparison results are shown in Table 2 below.

Table 2 — Comparative Results of KCA and KazBERT Models.

Mogens F1-Score (CoNLL) [ Precision | Recall
KCA 72.4 % 752% [ 70.1%
KazBERT |76.8 % 78.0% | 754 %

In the primary scenario addressed in this study-identifying referential links be-
tween pronouns and nearby candidate antecedents, the KCA model demonstrated pow-
erful performance. However, several complex linguistic phenomena frequently encoun-
tered in real-world texts continue to present challenges. The main problematic cases and
the approaches applied or proposed to address them are as follows:
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Ellipsis: In elliptical constructions, key elements of a phrase may be omitted,
making it difficult to resolve the reference based on a single sentence. In such cases,
the model leverages syntactic parse trees and rule-based templates to retrieve missing
context from preceding sentences. Semantic similarity and discourse distance features
play a critical role in inference.

Zero Anaphora: In Kazakh, the subject is sometimes omitted but understood
implicitly, especially in informal or stylistic contexts. Here, the model uses topic-based
priors and ontological knowledge drawn from the textual domain to boost the salience
of likely antecedents. If the document topic and the previous sentence’s subject align,
the corresponding candidate is assigned a higher confidence score.

Metonymy: Metonymic expressions-such as referring to “professors” as “the
university “can introduce ambiguity in reference resolution. To address this, the sys-
tem incorporates NER tagging and semantic filtering through a knowledge base. When
needed, entity-type exclusion rules are applied to disambiguate metonymic references.

To process such complex phenomena, the system includes specialized post-pro-
cessing modules, including semantic filters, topic priors, and heuristic rules. These
mechanisms have reduced many typical errors, though full resolution, especially in cas-
es of metonymy and long-distance references-remains an open challenge. Despite archi-
tectural improvements such as Longformer (Clark et al., 2019) and BigBird (Wu et al.,
2022), morphologically rich languages remain underexplored in long-context modeling
scenarios. Therefore, handling these cases more robustly is proposed as a direction for
future research and refinement.

Conclusion.

This study proposes an effective approach to reference resolution in low-resource
morphologically rich languages like Kazakh. The hybrid model, Kazakh Coreference
Adaptation (KCA), combines linguistic rules, syntactic structures, and domain-specif-
ic semantic knowledge with machine learning techniques. This integration allows the
model to achieve robust results even under data-scarce conditions.

Experimental evaluations revealed that the KCA model significantly improved
performance compared to baseline methods. The overall CoNLL F1 score increased
from 54.5 % to 70.3 %, with individual metric gains ranging from 13 % to 17 % (MUC,
B3, CEAF). Notably, the B* metric saw a 17.3 % improvement, emphasizing the impact
of rule-based filtering tailored to Kazakh’s morphological features.

Domain-specific analysis showed variation across topics: political texts yield-
ed the highest accuracy (71 %) due to more stable reference patterns, while econom-
ic texts performed lower due to complex terminology. Error analysis confirmed that
KCA reduced all major error types-False Negative, False Positive, and mismatched pro-
nouns-by nearly half compared to the baseline model, underscoring the efficacy of the
hybrid architecture.

The scientific contribution of this work lies in providing a practical solution that
can be adapted for other morphologically rich and low-resource languages. While de-
veloped for Kazakh, the KCA framework can be extended to related Turkic languages.
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It also underscores the importance of integrating domain knowledge into neural NLP
systems when data availability is limited.

The proposed method contributes meaningfully to the Kazakh NLP ecosystem
and opens pathways to other applications such as anaphora resolution, text summariza-
tion, and information retrieval.

The proposed approach presents promising results, but several enhancements
can be pursued to further improve its effectiveness and applicability. One key direc-
tion involves integrating contextual embeddings from multilingual or Kazakh-specific
BERT models to refine semantic similarity calculations during feature extraction. This
could help the system better capture nuanced meanings in complex linguistic structures.

Additionally, the current model relies on manually tuned parameters. Employing
automatic hyperparameter optimization methods-such as Bayesian Optimization or Hy-
peropt-could significantly increase adaptability and model performance across varying
datasets. Expanding the annotated corpus is another vital step. Incorporating texts from
diverse domains like politics, economics, and sports would ensure broader generaliza-
tion and reduce overfitting to specific content styles.

To address remaining challenges in linguistic complexity, specialized modules
can be developed to handle ellipsis, zero anaphora, and metonymic expressions more
reliably. These enhancements would be especially valuable in real-world applications,
such as dialogue systems, question-answering platforms, and information retrieval en-
gines, where accurate coreference resolution is essential. Finally, adapting the approach
through transfer learning to other Turkic languages-and possibly integrating it into mul-
tilingual models-would help extend its relevance and effectiveness across languages
with similar morphological traits.
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Abstract. This article considers the problem of objective assessment of attention
in primary school children based on the analysis of electroencephalographic (EEG) data
using machine learning methods. The relevance of the study lies in the need for early
detection of attention disorders and the development of evidence-based approaches
to psychological and pedagogical support for children with special needs. The article
analyzes the characteristic markers of EEG associated with the level of attention and
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cognitive load. Based on the identified features, a classification model was created
that includes signal preprocessing, spectral characteristics extraction, and the use of
neural network algorithms. The results obtained demonstrate the possibility of reliably
distinguishing between the states of “attention” and “inattention” with high accuracy.
This study confirms the effectiveness of using EEG technologies in combination with
modern data analysis methods for objective assessment of attention and can serve as a
basis for further development of diagnostic tools in the special and inclusive education
system.

Keywords: EEG, neural networks, attention assessment, cognitive state classifi-
cation, ADHD, deep learning, CNN-LSTM, biosignal processing, cognitive load eval-
uation, machine learning
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AnHotanusi. B cratee paccmaTpuBaerca  mpoOiemMa  0OBEKTHBHOMN
OLICHKM BHHUMAaHMS y J€Teld MIIQJIIIEro IIKOJBHOIO BO3pacTa Ha OCHOBE aHalu3a
anekTposHiedanorpapudeckux (3317) JaHHBIX C UCTIONH30BAHUEM METOA0B MAITUHHOTO
oOydeHusi. AKTyaJbHOCTh HCCIEIOBaHUA OOYCIOBJI€HA HEOOXOAMMOCTBIO PAaHHETO
BBISIBJICHHSI HAapYUICHUH BHUMaHWsA U pa3pabOTKU HaydyHO OOOCHOBAHHBIX MOIXOIOB
K TICUXOJIOTO-TIEJJAaTOTMYECKOMY COTPOBOKIEHUIO JETel ¢ OCOOCHHOCTSIMU Pa3BUTHSL.
B pabote mpoananus3upoBaHbl XapakTepHble DI -MapKepbl, CBA3aHHBIE C YPOBHSIMHU
KOHIIEHTPALlUU U KOTHUTUBHOW Harpy3ku. Ha 0CHOBE BbIIEIEHHBIX TPU3HAKOB IOCTPOEHA
MOJIeTb KJaccu(UKAIMK, BKIIOYAIOIIasl MPeIBAPUTENbHYI0 O0paOOTKY CHUTHAJIOB,
W3BJICUCHHE CIIEKTPAIbHBIX XapaKTEPUCTUK U IPUMEHEHUE HEHPOCETEBBIX aAJITOPUTMOB.
[TonyueHHble pe3ynbTaThl JEMOHCTPUPYIOT BO3MOKHOCTBH JIOCTOBEPHOIO Pa3eIeHUS
COCTOSIHMM «BHMMaHHUE» U «HEBHMMAaHHE» C BBICOKOH TOYHOCTHIO. I[IpoBenaéHHoe
UCCleIoBaHNe TOATBEPKAaeT d(PPEKTUBHOCTh HCMOIB30BaHUS D[ -TeXHOIOTUN B
COUYETaHHH C COBPEMEHHBIMH METOJaMH aHaIM3a JaHHBIX I OObEKTHUBHOU OIEHKU
BHUMaHUS M MOXKET CITy>KUTh OCHOBOM JJIs IalbHEHIIeN pa3pab0TKi AUATHOCTUYECKUX
MHCTPYMEHTOB B CUCTEME CIEIMaIBLHOTO U MHKIIIO3UBHOTO 00pa3oBaHUsl.

Kurouesble ciioBa: 30T, HelipoHHBIE CeTH, aHATN3 BHUMAaHUS, Ki1acCU(UKAIIHS
KorHUTUBHBIX cocTosiHui; CJ/IBI, rayGokoe oOyuenue, CNN-LSTM, ob6pabotka
OMOCHUTHAJIOB, OIIEHKA KOTHUTUBHOM Harpy3Ku, MaltuHHOE 00y4eHue /1 MM THpOBaHUS:
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Ka3

KondaukT wuHTepecoB: aBTOPHI 3asABISIOT 00 OTCYTCTBHUH KOH(JIMKTA
UHTEPECOB.

Kipicne

Kasipri 6imim Gepy keHictirinae OamanmapAblH KOTHUTHBTIK (DYyHKIHSIIAPbIH,
COHBIH IITiHAE 3eHiHHIH JeHreliH OOBEeKTHBTI Oaranay epekiie ©3eKTLIIKKE WHe.
3elliHHIH TYPaKTBUIBIFBI OKY KETICTIKTEPiH, MHTEIUIEKTYAJIJIBIK 1aMy KapKbIHBIH KOHE
MiHE3-KYJIBIKTHIK OeHiMIenyai aHBIKTAaUTBIH HETi3T1 KepceTKimTepiH Oipi Ooubim
caHananpl. JlereHMEH JOCTYpIli TCHXOIMArHOCTUKAIBIK oicTep CyOBEKTHBTLIIKKE
OeiiiM, TIeTarOTThIH HEMECE MCUXOJIOTTHIH TOKIpHOEciHe Toyenal KoHe HAKThI YaKbIT
pexxuMinae non Oaramaynbl KamTaMach3 erneiini (Xue xone T.0., 2025; Barry xoHe
T.0., 2003).

Onexrposrnedanorpapus (33I7) OalaHbIH TAaHBIMIBIK >KaFIalbIH TiIPKEYIiH
KOJDKETIM/II 9pi CEHIMII HEUPOPU3UOIOTHUSIIBIK TOCI peTiHe KEHIHEH KOJIaHbLIA b,
DOT -curHanmapaarsl pUTMIEPIiH (abda, 0eTa, TeTa )xoHe T.0.) KyaThl MEH TUHAMUKACHI
3eHiHHIH e3repyiH ce3iMTal Typae KepceTyre MyMKiHIIK Oepeni (Lenartowicz sxoHe
T.0., 2014; Roy xomne T1.6., 2019). 3eprreynep 21" mapkepiepiHiy HazapAblH OeiHyi,
CEJIKOCTBIK >KOHE KOTHUTHBTIK JKYKTEME JICHTCHIIEpiH aKpIpaTyFa Kapambl EKeHiH
nonennaeni (Craik xxone T1.6., 2019; Clayton xone T.6., 2018).

CoHFBI XbULIAPBl HEHPOHIBIK JKEJIEp MEH TEPEeH OKBITY Mojenbaepi D31
JIepEKTEPIH OHJICY CalTaChIH/A )KOFaphl HOTIXKENEP KopceTim Kemeni. KOHBOTIOMHSIBIK
KOHE PEKYPPEHTTIK >KEIUIepP YaKBITTHIK KOHE CHEKTPAIABIK KYPBUIBIMIAPIBI THIMII
YHpeHiI, jkacaHIbl WHTEIUICKT HETi3IHAeT! JON JUAarHOCTUKAHBI KaMTamachl3 eTei
(Craik xomne T.6., 2019; Roy xone 1.0., 2019). bananapapiH 3eiiHiH aHBIKTAy OAFBITHIH-
na ODI+ML Ttocingepi KOTHUTHBTIK KYHJIEp/i aBTOMATTHI JKIKTEYE MEPCIIECKTHBAIIBI
HoTIXenep kepceryae (Schirrmeister sxane T.0., 2017; Babiloni xone 1.6., 2019). Coran
KapamacTtas, oananapasiH D1 -curnanmaps! apredakriiepre ce3iMTal, )Kac epeKIei-
riHe OalTaHBICTBI ©3repMerTi JKOHE CTaHaapTTajIMaraH oprana eTkiziieni. COHIbIKTaH
CEHIM/II 9pi1 MHTEepHpeTAlMsIIaHATBIH HEHPOHIBIK MOJICIIBACD d31pIiey FhUIBIMU TYPFbI-
JIaH MaHBI3ABI 9pi Kypaeni Macene 0oibIn Kaubin oTelp. Ockl 3eprrey D3I nepexrepi
HeTi3iHae Oananap/AblH 3eliH JeHreiiH oOBbeKTHBTI Oarajayra apHalFaH HEWPOHIBIK
KEIUTIK MOJENb/Il YChIHYFa OarbITTanFaH. JKyMbIC HOTHKeNepi HHKITIO3UBTI )KOHE ap-
Halibl OLTiM Oepyze TUarHOCTUKAJBIK IIEeITIMACPAl JKETUIIIpyTe, TepeKTepre HeTi3en-
T'€H TICHXOJIOT USUTBIK-TIEJarOTMKAJIBIK KOJIAy/Ibl JaMBITyFa MYMKIHIIK Oeperi.

KOTHUTHBTIK HEHPOFBIIBIM CallaChIHAAFBl 3€pPTTEyJiep ajb(a BIPFaKTapbIHBIH
(GYHKIIMOHAIIBIK MaHBI3BIH €peKIle aram kKepcereni. Anbda OeICeHAUTITT BH3yaabl
OH/ICY, CEJICKTUBTI 3€iiH j)KOHE aKIapaTThl CY3Tijiey MPOLECTePIMEH ThIFbI3 OaiITaHbICTHI
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exeni gonennenred (Clayton xone 1.0., 2018). VakpITTBIK KaTapiaapsl TEPECH Tajaay
Tocinaepi D3I curHanIapbIHBIH JUHAMUKAIBIK KYPBUIBIMBIH TYCIHYT€ MYMKIHJIIK Oe-
perni JKoHe KMIJIK JOMEHIHJET! ©3repiCTepAiH KOTHUTHBTIK MEXaHH3MIEPMEH e3apa
OaiimanbicbiH aHbIKTalab! (Cohen, 2014). CoHbIMEH KaTap, 3aMaHayld MH—KOMITBIOTED
uHTepdeiicrepi DI HeriziHAe 3eliH KyHiH aBTOMATTHl OarajayiblH MPAKTUKAJIBIK
XKY3€re achIpbUIYbIH KOPCETeAl KoHE HEeWpO(U3MONOTHSIIBIK MOHUTOPHUHITI HAKTHI
YaKBIT PEKUMIHIIC KYPrizyre karmaii xacaiiabl (Abiri xxone 1.6., 2020; Mullen xone
1.6., 2015). By GarpITTarsl 9micTeMENIK KypajaaapaslH ngamybl D3I nepekrepin Tek
KIIMHHUKAJIBIK eMec, O11iM Oepy opTachIH/Ia J1a KOJAaHy MYMKIH/ITH KeHEUTyIe.

ADHD KOHTEKCTiHAE€ KOTHUTHUBTIK (DyHKIMSJIAPABIH TE€TEPOTCHIUNIr epeKiie
Hazap aynaprajbl, ced6e0i OY3bUTBICTHIH OPTYPIIi HEHPOOUOIOTHSUITBIK PO HIThIepi Oaii-
kanazel (Karalunas & Nigg, 2017). 3eprreynep Tera/0eTa KaTbIHACHIHBIH ©3Tepyl MCH
MaHIal aiMaKTapbIHIAFbl AJIEKTPOPUIUOIOTHSIIBIK OCICEHIUTIKTIH EpeKIIeTiKTepi
ADHD-HiH bIKTUMaII OHOMapkepsepi 0omybl MyMKIH €KeHIH KepceTeli (Arns >koHe
1.6., 2013). O3I" curHanmapblH eHIEy/Je allbIK OargapiaMaiblK Iiardopmaiap MeH
TOyeJCi3 KOMIIOHEHTTIK Tajjiay oAiCTEpiH KOougaHy apredakTiiepai azalTsin, Gu3no-
JIOTHSUTBIK MaHBI3BI Oap KOMIOHEHTTepl Oeuin amyra MyMKiHZiK 6epeni (Delorme &
Makeig, 2004). Teper HelpoHABIK apxuTekTypanap, acipece CNN-LSTM vynrinepi,
YaKBITTBIK JKOHE KEHICTIKTIK 3aHABUIBIKTapAbl OIpiKTipe OTBIPBIN, 3€HiH KYHIepiH
KOFaphl TAJJIIKIIEH XikTell anareiHbIH KepceTTi (Li xkone T.0., 2021). Ochl TypreIaaH
anranna, D3I curHangapeiH TEPEH OKBITY MOJIENbICpIMEH O1piKTipy Oananap/IbiH 3eiin
JeHreiiH 00bEeKTUBTI Oarasay/IbIH FRUIBIMHU HET13/I€TeH 9pi TEXHOJIOTUSUIIBIK TYPFBIIaH
MEPCIIEKTHBAIIBI OAFBITHI OOJIBIN TAOBLIAIBI.

9jicTep MeH MaTepHuaJaap.

¥Ycompuran anroput™ (Cyper 1) ruOpuaTi TepeH HeHPOHABIK JKeTiHI KeHiHTi
OKBITY YIIiH 3nekTpo3nedanorpadusibik (330) mepexkrepai TalbIHAAYIBIH TOJBIK
nporiecin kepceteni. bipinmi ke3eH xanbikapanslk 10-20 cxemackiHa calikec 19 amek-
TPOATAH aJIbIHFaH KOIl apHaJIbl YaKbITTBIK KaTtapiaap OO0k TaObuIaThiH TynmHYCcKa D3I
CUTHAJIJAPBIH KYKTEyIl KaMTH bl Opi Kapail, FIR cysricin naiinanansin 4-40 ' qua-
MA30HBIHJIA KOJIAKTHI CY3Tiey KOJNAaHbUIAAbI, OYJI BIKTUMAI JApeid NeH KOo3FaabiCTaH
TYBIHJIAFaH KOFAPBI KUUTIKTI 1IyAs! (OYIIIBIKET apTedaKTisiepi, dIeKTPOMAarHUTTIK Ke-
JIepri) )KOHE TOMEH KHUTIKTI ayBITKYTap bl KOS IbI.

Yuriam  ke3eH Ke3 KosrambicTapbiMeH (DOI7), Oer  OyIIbIKeTTEpiHIH
KepHEyIMeH koHe 0acKa Ja KaXeTci3 Ke3aepMeH OaillaHbICThl KOMIIOHEHTTEP1 THIM/I
Typae OeJinm anblll TaCTaWTBIH TOyelnci3 KoMmoHeHTTiK Tamnayabl (MKA) kommany
apKbUTbI apTe(akTiHi KOIJAbl KaMTHAbL. Ta3zapTynaH KeiliH curHaingap OenrileHreH
Y3aKTBIKTaFbl Tepesenepre 0esiHe i, Oy *KaTThIFy MBICAIIAPbIHBIH CaHBIH KoOewTeni
XKOHE KBICKA YaKbIT apajiblFbIHIAa MU OCJCEHAUNITIHIH JUHAMUKACHIH aHBIKTayFa
MYMKiHIiK Oepeni. Keneci ke3eH op Tepe3eqeH epeKmeniKTep i amy il KaMTuabl. Onap
KapamaiblM CTAaTHCTUKAJIBIK MapaMeTpiepAcH (opTama MoH, JUCHEpPCHs) CIEKTPIIiK
cUIaTTamajapra JIeiiH, COHBIH iIIiH/e KUUTK JAMaNa3OHbIHIAFbl KyaT (AenbTa, TeTa,
anbda, 6eTa, raMma), MUJIBIH OPTYPIl PYHKIIHOHAIIBIK aifMaKTapbIHBIH OCJICEHIUTITH
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Cyp. 1. 0T nepextepiH oHICY )KOHE THOPUATI MOACIBACPIl OKBITYIBIH KYMBIC IPOLIECI.

KOPCETETIH CIEKTPJIIK CUMTaTTaMaliapFa JIeiiH 00Jybl MYMKiH. AJIBIHFaH €PEKIIEITIKTED
JKaTTBIFY JKUBIHTBIFBIHBIH TIapaMeTpliepiHe Heri3fenreH Z-0amn OOMBIHINA KaJbIKa
KeNTipijaeai, OyJ1 MOJeb KOHBEPTEeHITUACHIH KaKcapTaabl )KOHE apHajap apachIHIarbl
aMITTUTY TAJTBIK TEHTePIMCI3IIKTIH 9CEPiH a3alTabl.

Conrbl Ke3eH/1€ KUBIHTHIK KaTThIFY (80 %) sxone Bamuaanus (20 %) 6emnikrepiHe
OemiHei, OyJI MOJIEINB/IIH KaNmblaay KaOijneTiH Oaranayra MyMKiHAIK Oepeni. [laibi-
JIAJIFaH KOHE CTaHJAPTTAIFaH MYMKIHIIKTep DOI'-Te TOH KeHICTIKTIK )KOHE YaKbITTBIK
Toyenniikrepai 6ip mesrinae anyra KaoinerTi rudopuari CNN-GRU-LSTM moneninig
KipiciHe Oepineni. byn anroputm HeHpoHU3NOIOTHIIBIK JKIKTEY TarchlpMaiapbliHa
YKOFaphI TOJIKKE )KETY YIIH KaKETTI TONBIK KoHE KalTalaHaThIH JePEKTEP/Il TaibIH-
Jay TpoIeTypachlH KAMTaMachl3 €TeI.

2-CypeTTe Kipic IepeKTEepPIHEeH yaKbITIIA KOHE JKePTUTIKTI €PEeKIISITKTEP/Il amy
yurin LSTM sxone Conv1D OGipikTipeTiH THOPUATI HEUPOHIBIK JKEJli apXUTEKTypPachl
KepceTiareH. bip skarbiHaH, Kipic Ti30eri opKaichichl 64 HEMpOHHAH TYPaThIH €Ki Ti3-
oexti LSTM kabatTapsina 6episiesi, Oy y3aK Mep3iMIi TOYENIIITIKTepAl )KOHEe CUTHAJI-
JIBIH YaKbITIIIA KOHTEKCTIH alyFa MYMKIHJIIK Oepeni. ExiH xKaFpIHaH, apamuienab Typ-
ne ConvIlD KOHBOMIOIUSIIBIK KabaTTaphIHBIH Kackabl (32, cogaH keifiH 64, 128 xoHe
256 cysrinep) KoumaHbuiankl, apaiblk MaxPoolingl D onepanusiiapsl KoJ1aHbLIA b,
MyHAa opOip KabaTr CUTHAJIIbI YCaK TYHIPUIIKTI ACHTeWIe OHIACHI1, KEePriIiKTi epek-
MISTIKTEP/T1 aTajIbl.

KonBosmonusiiblk  OJIOKTapJaH ©TKeHHEH KeiliH, mbiFbic Flatten kemerimen
BEKTOPFa TETICTENe i, aJl KalTaJaHaThIH )KOHE KOHBOIIOLIUSUTBIK TAPMAKTapAaH alIbIHFaH
kepinicrep Concatenate kaOaTblH TalganaHbll OIPTYTacC HBICAHFA OIPIKTIpiIEI.

@ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License 164



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Copnan KeliH ambIHFaH epeKIIeNTiK BeKTOPbI 128 HelpoHbI 0ap TOJBIK KOCHUTFAaH THIFBI3
KabaT apKbUIbl eTeidi, OyJl MoJenbre KipiC CUTHAIBIHBIH KaJIIbUIAHFAaH KOPIiHICIH
KaJbInTacTeIpyFa keMekrecei. [llamanan Teic cofikecTeHAIpyY/Ii a3aiTy YIIiH KATTHIFY
Ke3iHJe Keilip HeHpoHmapasl Ke3nehcok Typae TyciperiH 0,5 BIKTUMaNIBIFBI Oap
Dropout kabatbi Kosiganbuiaasl. CoHbIHAA, O1p HEMPOH jKOHE CUTMa TIPi3/11 aKTUBAIHSACKI
0ap THIFBI3 HIBIFBIC KAOATHI MAKCATTHI KJIACKA THECLT 00Ty BIKTUMAIABIFBIH TYIBIPAJIBL,
OYJT eKIJTIK JKIKTEY/1l MYMKIH eTei.

input_layer
(None,19,1)
[
. 2 v
convld Istm
(None,19,32) (None,19,64)
max_poolingld Istm_1
(None,9,32) (None,64)
convld 1
(None,9,64)
v
max_poolingld 1
(None,4,64)
convld 2
(None,4,128)
v v
max_poolingld 2
(None,2,128)
conv.ldj ‘ dense
(None,2,256)
I 2 L]
max_poolingld 3
(None,1,256)
© flaten | dense_1
(None,256) (None,1)

Cyp. 2. O0I xikreyine apHanran rubpunti CNN-LSTM mopgeri.

Ocputaiitia, Mojenb yakpITIia yiritepai Ttangay ymidn RNN (LSTM)
xoHe keprimikti epekmenikrepai amy ymiH CNN (Conv1D) apThIKIIBIIBIKTAPbIH
naiiananaapl, OyJl CUTHAJJIBIH KaH-KAKThl KOPIHICIH KAMTaMachl3 eTelll XKOHE KIKTey
TOIIIITIH KaKCapTaIbl.

Mogens Adam ontummsaropsl (learning rate = 0.001) »xone OuHaApIBIK
kpocconTpornusi  (Binary Cross-Entropy Loss) (yHKOIMSICBIH KOJIJaHA OTBIPHII
okbIThUIIBEL. Batch size — 32, epoch canbet — 50. Epre Toxrary (Early Stopping)
CTpATETHSCHl BaJIMIAIMSIIBIK IIBIFBIH TYPAKChI3JaHFaH COTTE KOJNAAHbUIIBI. JleTanbabl
apxutektypa: CNN OnokrapsiHAarsl QuisTpiep canel — 32, 64, 128, 256; LSTM
Kabartapsl — 2 (64 neiiponnan), GRU kabatst — 1 (64 neiipon), Dropout = 0.5. byn
napameTpIiep MOJAEIBIIH TYPAKThl KOHBEPIreHIIUACHIH KAMTaMachl3 €TTi.

Hotunaxenep :koHe TATKbLIAY.
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Hepexrep ym Oemikke OGeminai: oky (70 %), Bamumamus (15 %) >koHE TONBIK
Toyeinci3 Tect *KubHBI (15 %). TecT KUBIHBI MOzETbIe OKY Ke3iHze OepiniMerni skoHe
JKaNMbUIay KaOineTiH Oaranay YIIH FaHa KOJTAHBULABL. MyHmaii cxema overfitting
BIKTUMAJIJIBIFBIH TOMEHAETII, MOAEBAIH HAaKThl JEpPEKTepre KOJIAAHBUTYBIH AQJIpeK
Oaranayra MYMKIHIIK Oepi.

By 3eprrey sxo0ack! laxen ynuBepcuteTi Kypacteipran sxone IEEE mumatdop-
MachIH/Ia JKapUsJIaHFaH alllbIK JePeKTep KUBIHTBIFbIHA HET13/1eNreH. by nepexrepain
HETi3ri MakcaThl - anekTposHIedanorpadusisik (O917) curHangapasl Tajanay HerisiH-
Jie 3eiH TammbUIBIFBl THIepakTUBTUIIriHIH Oy3putysl (CIBIY) Gap Ganmamap men cay
Oananap apachlHIaFbl HEHPOPHU3UOIOTUSIIBIK alBIPMAIIBUTBIKTAPBI 3epTTey. [lepekrep
KUBIHTBIFbI KOTHUTHUBTIK KYHIepi 00beKTUBTI Oaramnay xoHe DI a3z0anapbIHIaFbl CU-
naTTaMaJIbIK MaTOJIOTHSUTBIK 3aHAbUTBIKTAp/Ibl aHBIKTAY/Ibl aBTOMATTaHIBIpyFa KaOieTTi
MaIIMHAJIBIK OKBITY aJITOPUTMJIEPIH d3ipJiey YIIiH apHaiibl )kacairaH. YJrire 7 kacTaH
12 xacka nmetiinri 121 GananbiH kaz0anapsl Kipemi, onapabiy 61-ine DSM-IV kpure-
puiinepine colikec 31T KIMHUKANBIK TUAarHO3BI KOMBUIFaH, an KajaraH 60 6ana Oakpuiay
TOOBIH KYpaJIbl. 3eHiH TAIIIBUIBIFBI THIIEPAKTUBTUTITHIH OY3bLUTYbI AMArHO3bI KOMBUIFaH
Oastanap IOpUTIK Teparus allbIll, KeM JCTSH/IC alThI aif 00ibl PuTanmu kabbuinaast. D90
*a30amapel MaHIai, OPTANbIK, MAPHETAb/IbI, TAPUETAIBIBI JKOHE JKEJIKe KhIPThICHIHA
OpHANACTHIPBUTFaH 19 3JeKTPOATHI MaiiananbIl, Xaneikapanbik 10-20 xyliecin naima-
JaHy apKbUTBI XKYPri3uial. OpOip CUTHAI KeJleci apHalapIarsl OSICeH IITIK MOHIepIMEH
kepcerineni: Fpl, Fp2, F3, F4, C3, C4, P3, P4, Ol1, 02, F7, F8, T7, T8, P7, P8, con-
naii-ak Fz, Cz sxone Pz, kareicymsiHbIH cay Oananap ToOsiHa HeMece ADHD 6Gap Oa-
Janap TOOBIHA YKaTaTHIHBIH KOPCETETIH jka30a MACHTH(PHUKATOPHIMEH JKOHE MaKCATThI
KJac 6enriciMeH TONBIKThIpbUFad. DO curHamaaps! KyJ1aK cyiekrepine Oexitinren Al
XKoHE A2 HTaNOHIBIK IEKTPOATAPBIH Malgananslm, 128 'l nucKpeTTey Kuimirinae xa-
3puIIBL. ToxipuOenik mpoueaypara BU3ya (bl KOTHUTHBTI TE€CT Kip/ii, OHBIH OapBICHIH-
na Oananapra MyIbTQHIBM KeHINKepIepiHiH CypeTTepi KOpCceTuin, HhICAHAap CaHbIH
canay cypanisl. JKa3zy TancelpMa asKTajdfaHfa JEWiH JKaJFacThbl, KOTHUTHBTI PEAKIIH
JMHAMUKAChl MEH aKHaparThl ©HJEY XbUIIAMJABIFBIH Kepcereai. JlepekTep KecTelik
dbopmarTa YChIHBUIFaH, MyHa 9pOip koi Oip kem apHansl DI jxa30ackiHa ColiKec Ke-
Je/i KOHE CHTHAJI MOHJIEPiH, KIIACThI JKOHE KaThICYIIbl WIACHTU(UKATOPBIH KAMTH/IbI.
Bacrankpl curHanImapIbIH KOFAphl camachl, CTaHAAPTTAIFaH a3y XaTTamachl JKOHE
MYKHAT TaHJIQJIFaH YTl OYJ1 1epeKTep KUBIHTHIFBIH HEHPOPU3UOIOTUSIIBIK 3€pPTTEYIIED
KOHE KIMHUKAJIBIK MENIMICPAIH AIAITH apTThIpyFa OaFrbITTalFaH WHTEIUICKTYaJ bl
JTMATrHOCTUKAJIBIK JKYyHelep/ii 93ipiey YIIiH KYHIbl pecypcKa aHaIIbIpaabl. 3-CypeTTe
anekTposnnedanorpadusuibik (3217) curnan xaz0amapblH KAMTHUTBIH JACPEKTEP JKUBI-
HBIHAAFbI KJIaCTap/IbIH TapaTybl KOPCETUITEH.

O-cerHBIT IeHI cay Oanamapra (6akpiay ToObHA), an 1-cerabin CABI auarno3sr
KoibuTFaH Oananapra coiikec keneni. Jlepekrep TeHrepimai, Oy MalIMHAIBIK OKBITY
MOJISJTIH AYPBIC OKBITY YIIIIH MaHbBI3IbI, ce0edl Oys1 OomkamaapasiH Oip HeMece eKiH-
ricine OeHiIMALTITIH OONIBIpMalIbl. ByJ TEHrepiM JKIKTey TYPaKTBUIBIFBIH apPTTHIPAIbI
KOHE JEPEKTep TeHrepiMci3irine OaiIaHbICThl KATEMIKTEP bIKTUMAJIBIFBIH a3aliTalbl.
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Cyp. 3. OOI" nepexrep >KUBIHBIHAAFBI KJIACCTAP/IBIH TAPAITYEL.

4-cypetTe Oec KHUITIK AUANa3oHbI YiIiH - nensra (1-4 '), Teta (4-8 '), anbda
(8-13 I'm), 6eta (13-30 ') sxone ramma (30—45 ') yiriH Kyat CIeKTPiHIH THIFBI3IBIFBI
(PSD) »xbuty kapTachl eki Tomn yiiH 6apislk 931 cermeHTTepi OONBIHIIA OpTalllalaHFaH:
Oaxpinay xoHe CJIBI .
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Cyp. 4. 19 OOI" apnacs! 6oiibiaia ap6ip Tom (6akpuiay xaHe ADHD) yiin xuinik nuanasonaapst (Jens-
ta, Tera, Anbda, bera, ['amma) GolibiHIIa opTaia KyaT CIeKTpiiK THIFbABIFE (PSD).

CyperTiH oFaprbl OeliriHae cay OanmamapAblH HOTIDKEIEpI KOPCETUITeH
(baxpinay). Anbda sxone Oeta OGencenminiri, acipece, mannait (F3, F4), opransik (C3,
C4) xone mapuero-myiiae (P3, P4, Ol, O2) aiimakrapblHIa aiiKeIH KepiHE, Oy
TarchipMa Ke31HJIe TeHrepiMIi KOTHUTHBTI OCJICEHIUTIK TeH TYpaKThl Hazap ayaapy
KYHiH kepceremi. Pz cuskTel KeWOip apHamap calbICTBIPMAlbl TYpAE TOMEH Kyar
KepceTe i, Oy )KeKe BapuaIusuiapra HeMece CHTHAI jKa3y JKaFIaiapbiHa OaiIaHBICThI
Oomysl MyMKiH. Tera KyaTbl KeINTereH apHajapjaa opTaiia, alKbIH IIBIHIAPCHI3, OyII
KOTHUTHBTI (DOKYCTBHIH THIHBIIITHIK KYHiHE TOH.

Cypertin Tomenri Oemiringe ADHD ©Oap Oanamap TOOBI YIIiH YKcCac >KbLTY
KapTachl KOPCETIITeH. AMWTApibIKTall aWbIpMAIIBUIBIK - JIeJbTa JUANIA30HBIHIAFHI,
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ocipece Fpl xome Fp2 manmail apHamapelHAarbl KyaT MOHJEPIHIH JKOFapbLIayhl,
Oyn keOiHece mpePpOHTANBAB KOPTEKCTIH TUMOAKTHBAIMACHIMEH OailJIAHBICTHI.
Conbimven Katap, ADHD 0Oap Ganamapaarsl anbda OenceHAUTIri HeTi3iHeH yaKbITIa-
napueTaibIbl aitMakTapaa (Mpicanbl, F8, T8, P7) Gaiikanambl, OYJI eKiHIITIK KOTHUTHUBTI
Ti30EKTepAiH KOMIIEHCATOPIBIK OeJCeHauiriH kepceTyi mymkin. Conpaii-ak, T7, P4
xoHe O2 aiiMaKTapbIHIAFBI 0€Ta )KOHE raMMa KOJIAKTapBIHAAFbl OCICEHAUTIKTIH apTyhl
KBI3BIFYIIBUIBIK TYABIPAZIbl, Oy KYHKEe ©3reprillTiriHiH >KOFapbUIAybIH JKOHE Y3aK
YaKBbIT 3€i1H KOIO KUBIHIBIKTAPbIH KOPCETYl MYMKIH.

Byn 7 tanb6aner rpaduk cay amaMHBIH AJIEKTPOPUZUOIOTHSIIBIK JCpEKTEpiHe
KOJIZJAaHBUIATBIH TAyelnci3 KoMnoHeHTTiK TangayasiH (TKT) HoTmkenepin kepcereri.
Opbip kapta kem apHansl DDl ka30achlHAH aNbIHFAH TOYEJICI3 KOMITOHEHTTEPIIH
OipiHeri OeNCeHAUTIKTIH KeHICTIKTIK TapaTyblH KopceTeai. by Busyanu3anus opTypii
OeNICeHAUTIK KO3JIEpiHIH YJIecTepiHiH 0ac TepiciHIe Kaiail JOKaTu3alusIaHFaHBIH
KepceTeni. OpOip KOMIIOHEHT VIIiH (U3HOJOTHUSJIBIK BIpFaKTapra (MbICAJIbl, YKEIKEe
aiiMarpIHAAFb! alib(a BIpFaFbl) Hemece apTedakxTisiepre (ko3 KO3FalbICTaphl, OYJIIIBIKET
OeJceHIiiri) colfkec Kellyl MyMKiH CHIIaTTaMalbIK YAriiep anbikTanaasl (Cyper 5).

ICA components
ICA000 1CA001 ICA002 1CA003 ICA004

ICA007 ICA008 ICA009

ICA0I8
£

Cyp. 5. OOTI' ICA xommoHeHTTepiHiH Tonorpadusuibik kapranaps! (Kansinrer/backapy kiacsr).

ICA xonmaHy HaKTBI KYHKE TIpOLIeCTepl Typajibl aKknapar OepeTiH KOMIIOHECHT-
TepJll aHBIKTAY >KOHE OJapibl IrynaH O6emy apkpuibl DI TajaaybIHBIH calachlH jKakK-
capransl. Cay (Kanbmrel/bakpinay) kimachel skaraaiibiHaa TonorpadusiblK Kaprajiap-
JIBIH CaJIBICTBIPMAJIbl TYPJIE PETTENreH Tapajybl kUi Oaiikanazbl, allKbIH aHOMAaJbIbl
HIBIHAAP HEMeCe MaTOJIOTHUIBIK Yiriiepci3. MyHaai KOMIOHEHTTEp SJETTe cay MOoIy-
JSIUSFA TOH TYPaKThl MU BIpFaKTapbiH kepcerei. HoTmwxkecinae naiina Gonran nepek-
Ke3lep/ai 0eJIeK BU3yaIn3alysiiay 3epTTeyIIijep MEH KIMHUKTEpre opoip IePEeKKO3IiH
yJieciH momipek OaranayFa MYMKIHJIK Oepeni, Oy KeiliHHeH apTedaKTiHl )KOIFa KoHE
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KaJIBITITHI JKaFJaiiapaa KOTHUTUBTI (PyHKIUSUIAp/Ibl 3epTTeyre KoMekTece . by 8 TaH-
Oanbl qUCTIIeH 3€HiH TamIbUIBIFRI TUIepakTUBTLTIriHIH Oy3butysl (CI'BA) Gap Oana-
HBIH 37eKTpodHIedantorpadus (O3I) nepekrepi OOMBIHINA KYPTi3iITeH TOYeINCi3 KOM-
noHeHTTiK TangayabiH (MAK) HoTmkenepin kepceremi. Opoip TormorpadusuiblK KapTa
aHBIKTAJIFaH TOYeJICi3 KOMIIOHEHTTepAiH OipiHiH KeHICTIKTIK TapalyblH KepceTei, 6ac
Tepicinae Oenrimi Oip AepekKe3iH yJleci eH aiKpiH OonareiH xepai kepcereni. CI'b
KeOiHece Kyp/elli HeMece bIFBICKAH YITriaepi 6ap KOMIIOHEHTTEPMEH CHITAaTTaIa Ibl, OYIT
3eiiH MEH UMITYJIbCTI OacKapyFra »ayanThl HEHPOHIBIK JKeIIEp/IiH KaJbIITaH ThIC Yil-
BIMJIACTBIPBUTYBIH KOPCeTyl MYMKiH. TomorpadusuibiK KapTa KYphUIBIMBI PETTEITEH cay
Oananapaan aiipipMamslibiFsl, ADHD Oap Oananap yikeH e3reprimTik Hemece Typak-
ChI3 OeJICEHUTIKIIEH OalIaHBICThI KO3ep IiH 00MybIH KopceTyl MyMKiH (CypeT 6).

ICA components

ICA000 ICA001 ICA002 ICA003 ICA004

ICA006 ICA007

Cyp. 6. 90T (ADHD kuacer) ICA KOoMITOHEHTIHIH TONOTpadHsIIbIK KapTaaapbl.

MyHzaii KOMITOHEHTTEp O3MIriHEH KO3FBIITHIKTBIH JKOFapbUIayblH HEMece
TUTIEPAKTUBTI MIiHE3-KYJIBIKIICH OalIaHbBICTBl apTedakTiuiepai 0acy KUBIHIABIKTapbIH
kepceTyl MyMmkiH. ICA mrynbl curHammapabl (MbICAlbl, KO3 KO3FaJbICTapbl HEMECE
OYIIIBIKET apTedakTisiepi) GU3UOIOTHUIBIK MaHBI3bI MPOIECTEPACH 06y apKbLIbI
MYH/Iali epeKIeniKTepal anbIKTay abl xkeHinaeteai. Ocwinaiia, ADHD 6ap 6amanapaarb
OO0l KOMITOHEHTTEPiHIH TOMOrpadUsIbIK KapTalapblH Talgay KOTHUTHUBTI PETTEy
OY3BUIBICTAPBIHBIH BIKTUMAJIBIFBIH €TKEH-TETKENIIl TYCIHYyre MyMKIHAIK Oepe/i KoHe
OCBI OY3BUIBICTBIH OMOMapKepsepl peTiHAe KhI3MET €Tyl MYMKIH HaKThl OCJICEHITIK
yaATUIepiHe Ha3ap ayaapy YIIiH OJIaH dpl 3epTTeyJIep KYprizyre MyMKIHIIK Oepei.

7-cyperte D3I nepekrepiHiH imki KubiHbIHAA OKbIThUTFAaH XGBoostClassifier
AJTOPUTMIH TIaWaJaHbIN aJbIHFAH MYMKIHJIKTIH MaHBI3BUIBIK JHarpaMMachl Kep-
CeTLITeH.
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Feature Importance
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Cyp. 7. 90T nepexrepiHiH ki xubiHbiHga oKpIThUIFaH XGBoostClassifier anroputmin naiiganansim
QJIBIHFAH MYMKIH/IKTIH MaHbI3/IbLIbIK IHArpaMMachl KOPCETIIreH.

barananeik rpaduk P7, F4 xone Fpl osnexrpoarapsiMeH OailylaHBICTBI
EpEKIIeTIKTePAIH )KIKTEYTe €H KOl yJIeCc KOCaThIHBIH KopceTei, 0y ADHD 6ap 6ananap
MEH Oakpuiay TOOBIH aXbIpaTyAa apTKbl caMail XoHE MaHIal MU alWMaKTapbIHBIH
MaHBI3[IBUTBIFBIH  KopceTeni. P7-HIH JKOFapbl MaHBI3ABUIBIFBI CEHCOPJIBIK OHJIIEYTe
KAaTBICAThIH IMapueTOo-camMail ailMarbIHBIH peiiH kepcereni. F4 sxome Fpl wmanmait
AJICKTPOATAPHl MaHAall alWMaKTapbIHBIH aTKapymibl (QYHKOUSUIAD MEH HMITYJIbCTIK
OakpuTayFa KaThICYybIH pacTaiibl. ConbIMeH KaTap, O2 sxoHe P8 CUSKTHI epeKInemKTepaiy
TOMEH MAaHBI3JABUIBIFEI OJApJbIH IMIEKTEeYJl JUCKPUMUHALMSIBIK KaOlJIeTiH Hemece
CUTHAQJIJIBIH aKNmapaTThlK apHajlapMeH KabarracyblH kepcereli. COHFBI HOTIDKEIED
MUJIBIH HETI3T1 aiiMaKTapblH aHBIKTayFa JKOHE €H MaHBI3JIbl €pEeKIIeiKTepre Hazap
ay/aapy apKbUIbl OJIaH opi TaJay 1kl OHTAMIaHIBIPyFa KOMEKTECE/I.

¥Ycomnpuiran  tuOpuari CNN-LSTM  MopemiHiH THIMIUITIH  OOBEKTHUBTI
Oaranay ymriH OipHerne 0a3alibIK ATATOHIBIK MOJEIBIACPMEH CaIbICTHIPMANIBI TAJIIAY
Kyprizuiai. CanbICTBIpyFa KIIACCHKAIBIK MAIIMHAIBIK OKBITY Mozenbaepi (Random
Forest, XGBoost), connaii-ak TepeH okbITy Momenbpaepi (ckeke CNN, xkexke LSTM)
EHT13U1/11. Op MoJienb Oipeit anabiH ana eHjaenreH D01 epekienikTepin/ie OKbITBUIHI.
Hotwxenep xepcerkeHzieit, THOPUATI apXUTEKTypa OapibIK MeTpUKaap OOMBIHIIA
(Accuracy, Precision, Recall, Fl-score) 0a3anblk MOAEIbACPIACH KOFaphl KOPCETKIIIT
kepceTTi. by ruGpuari Tocinaig D3I curHangapbIHAaFbl YaKbITIA )KOHE KEHICTIKTIK
YATUIepAl KaTap AYPhIC OKyFa KaOIeTTi eKeHIH JoIeaek .

KopbIThIHABI.

Kyprizinren  3eprrey  anektposHuedanorpadusiibik (O3  mepektep
Heri3iHae OamanmapAblH 3€HiH JIeHreliH OOBEKTHBTI Oarajiay MOCENIECIH 3amMaHayH
JKacaHJbl MHTEJUICKT OMICTEpl apKbUIbI IIENIyre OarbITTalbl. 3€pTTEy HOTHIKENIepi
HEHPO(PU3NOIOTUSIIBIK CUTHAIIAPABI TEPSH HEUPOHIBIK JKEIiJep KOMETIMEH Talljay
OamanmapablH «3€HiH» JKOHE «3EUIHCI3IIK» KYWIEepIH CEeHIMAI Typle aXbIpaTryra
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MYMKIHIIK OepeTiHiH KepceTTi. bym Tocim AacTypii  IMCHUXOAWArHOCTHUKAJIBIK
O/liCTEpMEH CaJBICTBHIPFaH/Ia AHAFYPIBIM OOBEKTHUBTI, CAHIBIK JKOHE KalTajJaHAThIH
Oaranay MeXaHHM3MiH KaMTaMachl3 ereii. 3eprrey OapwichiHma D3I curHammapbiH
OHJICYIIH TOJBIKKAHIBI KYOBIpKOIIBI (pipeline) o3ipieHi. ANbIH ajla OHIeY Ke3eHIH e
4-40 I'm Auana3oHbBIH/A JKOJIAKTHI CY3TUIEY KOJIJAHBUIBIN, TOMEH JKUITIKTI aApeidrep
MEH JKOFapbl JKUUTKTI apredakrtiiep >KoHbuIIbl. Toyenci3 KOMIOHEHTTIK Taijuay
(ICA) xemeriMeH Ke3 KO3FaJbICTapbl MEH OYJIIBIKET OesiceHAaiTirine OallaHbICThI
myasl THiMal Oeny sky3ere achlppiiiabl. CUTHammapasl Tepeseney JkoHe Z-0at
apKBUIbI KAJbINKA KENTIpY MOJENB/IH TYPAKThl KOHBEPICHUHUSICHIH KAMTaMachl3 eTTi.
byn kesennepain Oapibirbl DOI pepekTepiHiH TaOWFU ©3repriliTiriH TOMEHIETI,
HEHPOHBIK MOJETIB/IIH KallblIay KaOileTiH apTThipAbl. ¥ chiHbUIFaH ruopuari CNN—
GRU-LSTM apxwurekrypacel DD CHUTHAIIAPBIHBIH KEHICTIKTIK KOHE YaKbITTHIK
KYpBUIBIMIApPbIH Oip Me3rijjie Tangayra MyMKiHAiK Oepai. KoHBomonusibik KabaTTap
JIOKAJIB/Ibl CTIEKTPAIABIK YATUIEp/l aHbIKTaca, PeKyppeHTTIK KadaTTap y3aK Mep3imii
YaKBITTBIK TOYCIIUTIKTepAl MoAenbaAeal. MyHail OipiKTipuUIreH ToCil KIacCHUKAaJIbIK
MalMHAIBIK OKBITY MozenbaepiHe (Random Forest, XGBoost) xone xeke CNN
Hemece LSTM apxuTekTypanapbiHa KaparaHaa )KOFaphl HOTHXKENIEP KOpceTTi. bapibik
Heri3ri MeTpukanap OoiibiHma (Accuracy, Precision, Recall, Fl-score) ruGpunari
MOJIeNb 0achIMIBIK TaHBITTBL, Oy DOl CHUTHANJApBIHBIH KYpIENi JUHAMUKAJIBIK
TaOUFaTBIH €CKEPYIiH MaHBI3IBUIBIFBIH JAdsenaeial. 3epTrey OapbIChIHAA aJbIHFaH
HOTIDKENIED HEHpOPHU3MONOTUAIBIK TYPFBIIAH Ja MaHbI3ABL. EpexmenikTepin
MaHbI3ABUIBIK auarpammachkl (Feature Importance) OoitprHma P7, F4 xome Fpl
aliMaKTaphbl JKIKTEy/e IIeHIyIli pesl aTKapAsl. byn MaHmail )koHE MapHeTo-yaKbITIIA
allMaKTapIblH aTKapylibl (YHKIUSUIAP, HMITYJIBCTIK OaKbpUIay »MKOHE CEHCOPJIBIK
OHJICYMEH TBHIFbI3 OailmaHbICThl ekeHiH kepceteni. ADHD Oap Oanamapna penbra
JIMATa30HBIHBIH KOFapbUIayhl koHE anb(a-0era OeNCeHAUTITIHIH e3repyi OailKanbl,
OyJ1 KOTHUTHUBTIK PETTEY MEXaHU3M/IEPiHIH epeKIIeTIKTepiH alKbIHaiab1. Ochutaiina,
YCBIHBUIFAH MOJICITb TEK YKOFaPHI JIIK KOPCETIN KaHa KOWMai, KITMHUKAIIBIK TYPFbIIaH
MHTEpIpeTalMsATIaHATIH HOTIOKenep Oepeni. Jlepekrep >KUBIHBIHBIH TEHIePIMALIIT
(control >xone ADHD TonTapbIHBIH IIIaManac KeyeMi) MOAEIb/IiH OeiTapart OKbITBLTYbIH
KaMTaMachI3 €TTi )KOHE XKIKTeYiH Oip Kimaccka Oeitimainiria 6omasipmaabl. COHBIMEH
Karap, JIepeKTEP/IiH OKY, BAHIAINS KOHE TOJIBIK TOYEIICI3 TECT KUbIHIAPhIHA 0OIiHY1
overfitting BIKTUMAJIBIFBIH a3aWTHIN, MOJEIBIIH JKAIIbLUIAY KaOileTiH OOBEKTHUBTI
Oaranayra MyMKIHJIK Oep/ii. Byl 3epTTeyaiH o/licHaMabIK CEHIMIUTITIH apTTHIPaIbL.
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Abstract. This paper presents a comparative analysis of five radio wave
propagation models commonly used for predicting mobile network coverage. The
simulations were performed in a unified environment using RadioPlanner 3.0 for an
urban area of Almaty under identical initial parameters. The comparison was carried out
based on coverage maps and the metrics RSRP, reliable service radius, and the impact of
terrain and building density. The results indicate that the Okumura-Hata model provides a
symmetrical «average» coverage and generally overestimates the service radius in urban
environments. The ITU-R P.1546 model delivers a balanced prediction that accounts
for antenna height and terrain, making it suitable for rapid preliminary assessments.
The Longley-Rice model produces a more physically realistic representation with
local shadowing and diffraction zones, although it may slightly overestimate range at
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higher frequencies. The ITU-R P1812-6 model offers the highest level of detail and
accuracy under dense urban conditions, The 3GPP TR 38.901 model accurately reflects
radio channel statistics and UMa/UMi scenarios, making it valuable for MIMO and
beamforming analysis, though it is less precise in describing terrain-related effects.

Keywords: 4G LTE, 5G NR, radio planning, propagation models, Okumura-
Hata, Longley-Rice, ITU-R P.1546- 6, ITU-R P.1812-6, 3GPP TR 38.901, RSRP, urban
environment
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AHHOTauusl. byn wmakamaga MOOWIBII JKETiHIH KaMTyblH OoJbKay YIIiH
KOJIJAHBUIATBIH O€C paJMOTOJIKBIH Tapaldy MOMEIHIH CalbICTBIPMANbl TaJJayhl
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yCcoIHBUTFAH. Mogenbaey AnMaTel Kamaiblk aimarel  ymiH RadioPlanner 3.0
OarmapiamManiblK OpTachiHAa Oipeil OacTanmkel MapaMeTpiepAl KOJIJaHa OTBIPHII
xypriziai. CansicTeIpy KamMTy KapTaiapsl MeH RSRP merpukacbiHa, ceHiMAI KbI3MET
KOpCeTy ayKbIMBIHA JKOHE Kep Oelepi MEH FUMapaTTapAblH JCEpiHE HETi3/IeNreH.
Hotmwxkenep Okymypa-XaTa MOJeNi CHMMETPHSIIBI «OPTAlIay KaMTYIbl KaMTaMachl3
eTETIHIH JKOHE OJNeTTe KAIalbIK J>KepJepie AWama3oHbl acblpa OaralalThIHBIH
kepcetTi. ITU-R P.1546 moneni anTeHHa OWIKTIrT MeH Xep OeaepiH ecKepe OTHIPHII,
TEHIECTIpiareH OoJrKaM Kacalapl, OYJI OHBI aJ/IBIH alla KbUIIAM Oarayiayra Kapamibl
ereni. Longley—Rice wmopmeni KeprijikTi KeJEHKEeIEepMEH KoHE IU(PAKIMSIBIK
aiiMakTapMeH (U3MKAIBIK TYPFBIJAH IIBIHAMBI KOPIHICTI KaJIBINTACTBHIPAAbl, Oipak
JKOFaphl JKUUTIKTEp/IE OJI IUama3oHIbl cal acblpa Oaramaysl MymkiH. ITU-R P.1812-
6 THIFBI3 KOHBICTAHFAH ayJaHIapla €H YJIKEH eMKEeH-TEerKEHITUNK TeH NIKTI
kamrtamachi3 ereqi. 3GPP TR 38.901 moneni paguoapHa cTaTUCTUKACHIH koHe UMa/
UMIi cuenapwuitnepin 1o kepceeteni skone MIMO/coyre Ty3y1i Tanaay YIiliH naiaasl,
Oipak KePTriTiKTi )KEepAIH dcepIepiH OHIIA 19 CUITaTTaMai/Ibl.

Tyiiin ce3nep: 4G LTE, 5G NR, panuo xocnapiay, Tapairy Moaenbaepi, Oky-
mypa—Xara, Jlonrmu—Paiic, ITU-R P.1546-6, ITU-R P.1812-6, 3GPP TR 38.901, RSRP,
KaJIAJIBIK aliMaKTap
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AHHOTanusi. B paboTe mpoBeACH CpaBHUTENBHBIA aHANM3 IATH MOJAETCH
pacmpocTpaHeHHsI PaJlMOBOJIH, UCIIOJIB3YEMBIX Il POTHO3UPOBAHMUS TIOKPBITUS CETEH
MOOMITBHOU CBsI3H. MolenrpoBaHUE OCYIIECTBISIOCh B UHONW MIPOTPaMMHOM cpejie
RadioPlanner 3.0 m1st ropoACcKON TeppUTOPHH T. AJIMATBI C OIMHAKOBBIMHU UCXOIHBIMH
napamerpamu. CpaBHEHHE MPOBOIWIOCH MO KapTaMm MOKpbITUA U MmeTpukaM RSRP,
paznycy YBEPEHHOTO OOCIYKMBAaHUSI M CTEIEHH BIMSHUS peibeda MECTHOCTH
U 3acTpoiiku. Pe3ymbraThl mokazamu, uro moxaenb Okumura—Hata oGecmeumBaer
«YCPEIHEHHOE» TOKPBITHE W, KaK MPaBWJIO, 3aBBIIIAET PAINyC B TOPOJCKOW Cpene.
Mopens ITU-R P.1546 naer cOamaHCHpOBAHHBIN MPOTHO3 C YYETOM BBICOT aHTEHH U
penbeda, 9To AeNaeT ee MOAXOMASIIEH Uit OBICTPOH MpeaBapUTEIbHON OIeHKH. Mo-
nens Longley—Rice ¢popmupyer 6onee puznyecku pealucTHUHYIO KapTHHY C JIOKaJb-
HBIMU TEHAMHU U JU(PAKIMOHHBIMH 30HAMH, OJHAKO HA BBICOKHX YaCTOTaX MOXKET
HE3HAYUTENhHO 3aBbImaTh AanbHOCTh. ITU-R P.1812-6 obecrneunBaeT HanOOIBIIYIO
JIETaTLHOCTh U TOYHOCTh B YCIOBUSX TUIOTHOM 3acTpoiiku. Monens 3GPP TR 38.901
KOPPEKTHO OTPa)KaeT CTATHCTUKY panuokaHaia u cueHapun UMa/UMi, nosnesHa s
anamu3za MIMO, beamforming, HO MeHee TOYHO ONHUCHIBAET JIOKATbHBIE S((HEKTHI
penbeda.

Kurouesbie cioBa: 4G LTE, 5G NR, paauorianupoBaHue, MOJIENH PacIpo-
crpanenus, Okumura—Hata, Longley—Rice, ITU-R P.1546-6, ITU-R P.1812-6, 3GPP
TR 38.901, RSRP, roposckast 3acTpoiika

s nutupoBanusi: A.E. Kynakaesa, E.A. baxtusposa, I'.T. J»xakanosa, I11.
Hypcynran (2026). CpaBHUTEIbHBIA aHAIU3 Pa3IMYHBIX MOJEJEH paclpoCcTpaHEHUs
paZvMOBONH JUIi NIPOTHO3HPOBAHMS  TOKPBITUS  CeTe  MOOWMIBHOM  CBSI3W//
Mesx1yHapOaHbIH KypHall HH(POPMAIIMOHHBIX U KOMMYHUKAITMOHHBIX TEXHOJIOTHA. T.
7. No. 25. Ctp. 173-188. https://doi.org/10.54309/1JICT.2026.25.1.011. (Ha pycc.).

KondaukT nHTEpecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBUHM KOH(IIMKTA HHTEpE-
COB.

Beenenue.

Pa3BuTHE COBpPEMEHHBIX TEJICKOMMYHUKAIIMOHHBIX TEXHOJOTUH W OBICTpOE
BHEJpEHUE ceTel maroro mokojeHus (5G) NpeabsBISIOT BBICOKHUE TPEOOBAHUS
K TOYHOCTH PaJUOIUIAHUPOBAHHUS W TPOTHO3HPOBAHWS IMOKPBITHsA. KadecTBo
oOCy)XKUBaHUSI TOJIb3oBaTenell, 3(PQPEKTUBHOCTh pa3MEIICHUs 0a30BBIX CTAHIIHA
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U pPAalMOHAIBHOE MCIOJIb30BAaHUE YACTOTHOTO pecypca HaNpsSMYyI 3aBUCUT OT
MPaBUIIBHOTO BEIOOPA MOJIENIN PACTIPOCTPAHEHUS PaIMOBOJIH. B yCIOBUSAX TUIOTHOM TO-
POZCKOI 3aCTPONKHU paJMOBOIHBI MOABEPIKEHBI CIOKHBIM MHOTOJTYYeBBIM 3 dekram,
T(paKIIuK, OTPAKEHUSAM U 3aTyXaHHIM, YTO 3HAUUTEIHFHO YCIOKHAET 3a/1a4y pacueTa
PaIMOTIOKPBITHS U TPeOYeT HCIOJIb30BAaHUs aJeKBATHBIX MOJEJCH, YYUTHIBAIOIINX
peayibHbIe PU3NIECCKUE TTPOIICCCHI.

To4YHOCTh NMPOTHO3UPOBAHUS PAJAUONOKPHITHS 3aBUCUT OT TOIO, HACKOJBKO
MIPaBWJIbHO MOJIENM YYMUTHIBAIOT pEAJIbHbIE YCJIOBHUS PACHpPOCTPAHEHUS CUTHAJA.
HccnenoBanus mokasaid, YTO HTHOPHPOBAHHWE HEPOBHOCTEH penbeda MPUBOIUT K
UCKQKEHUIO PACYETOB, OCOOCHHO MPU UCIOJIb30BAHUU KOMMEPYECKUX HMHCTPYMEHTOB
panuoIIaHUPOBAaHUS. DKCIIEPUMEHTHI OATBEPAMIN, 4TO (popMa penbeda BIUSET Ha
ypoBeHb 3aTyxaHus B auanazone 900 MI'm—24 I'T1, 9To genaeT HEOOXOAUMBIM Y4YEeT
3THX (aKTOPOB MpH KAIUOpoBKe Mozaenei st cucteM SG u 6G (Soo u ap., 2025).

Omnupuueckue moaenu Cl u ABG octaroTcsi OCHOBHBIMU UHCTPYMEHTAMHU IS
OLIEHKH IOTEPh Ha MyTH PaclpOCTPAHEHUS paAHMOCUTHAIOB. VX TOYHOCTH 3aBUCHUT OT
4acTOThl U OKpy»karomiel cpeasl. [Ipym Hu3kux yacrorax myumie padoraer Cl, a mpu
BBICOKHX YacToTax crabuibpHee nposBisteT cedst ABG (Erunkulu u ap., 2024).

B psine uccrnenoBaHuii npeasararoTcs METOAbl ONTHUMM3AIUHN CYLIECTBYIOIINX
Mozeneil. Hanpumep, ucnosp30BaHue TeHETUYECKOTO aJITOPUTMA [TO3BOJIMIIO COKPATUTh
CpeIHEKBAIpAaTHUHYIO OIMOKY pacueroB Oosiee yeM Ha 90 %, 4TO MOATBEpIKAACT
3G HEKTUBHOCTH IBOJIOIMOHHBIX TOAXOJI0B B MPOSCKTUPOBAHUU TE€TEPOTCHHBIX CETEH
5G (Anwar Faiz u np., 2024).

[TepcrieKTHBHBIM HAIpaBlICHUEM SIBISIETCS pa3paboTKa THOPHIHBIX MOJETCH,
KOTOpBbIE OOBEAUHAIOT (PU3MUECKUE MPUHLIUIBI M MalIMHHOE o0y4yeHnue. [Ipumenenue
Merona riaBHbIX KOMIOHEHT (PCA) M moaMHOMHaIbHOW pPErpeccHuu MO3BOJIMIO
CHU3UTH CTaHAPTHOE OTKJIOHEHHE OITMOKY MporHo3a Ha 3,3—6,1 nb, uto noareepxaaet
MOTEHILIMAJ UCKYCCTBEHHOTO MHTEJUIEKTA B paauoIuianupoBanu (Juang, 2022).

O030p TEKyIIMX MCCIETOBAHUIN YKA3bIBAIOT Ha TO, YTO pa3BUTHE MOJENeEi 1mo-
TEphb IyTH JBHIKETCS B CTOPOHY MHTEJUIEKTYyaJIbHBIX U THOPUIHBIX OJXO0/0B, BKJIIOYAs
HCIIOJIb30BAaHUE TEPAreplioBOro JUarna3oHa U TEXHOJIOTUH OTPaKaroIIUX MOBEPXHOCTEN
(Wang u np., 2023).

JUIs MHJUTUMETPOBBIX BOJIH OCOOCHHO Ba)KHBI MICCIICIOBAHMS, YUUTHIBAIOIINE
KIUMaT, penbed M MaTepualibl 3JaHuid. B yacTHOCTH, MoAenupoBaHue B 4 ropojax
Hurepun (28—73 I'T'u) mokasaino, uro moaenb ABG oOecriednBaeT HaWBBICHIYIO TOY-
HOCTb, XOTS pE3yJIBTaThl BAPUPYETCS B 3aBUCUIMOCTH OT reorpadun u yactotsl (Afape
u ap., 2024).

Krnaccuaeckne smmupudeckue mojaenu, takue kak Okumura—Hata (Hata u ap.,
2013), 3apexoMeHI0BaIH ceOsi KaK MPOCTHIE M yAOOHbIE WHCTPYMEHTHI ISl OL[CHKH
30HBI JCHCTBHS 0a30BBIX cTaHIWK. OJHAKO WX YIPOUICHHBIA XapakTep W 0e3 yuera
penbeda 1 TUIOTHOCTH 3aCTPOMKH MOTYT MPUBECTH K MEPEOIICHKE painyca YBEPEHHOTO
npuema. bonee crnoxxubie puzndeckue u rudpuHbIe MOAeTH, Hanpumep Longley—Rice
(NTIA Report 82—100 u np., 1982), ITU-R P.1546-6 (MCD-R P.1546—6 u ap., 2019) u
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ITU-R P.1812-6 (MCD-R P.1812—-6 u n1p., 2021), npeanaratot 0oJiee TOUHbIE IPOTHO3BI,
YUUTBIBAsE TEOMETPHUIO MECTHOCTH, MapaMeTphl aHTEHH, OTPAXEHHUS U aTMoc(hepHbIe
apdexTel. Tem He MeHee MX HCHOJIB30BaHHE TpeOyeT OoblIero o0beMa BXOIHBIX
JAHHBIX ¥ BBIYHCIIUTEIBHBIX PECYPCOB.

Mogens 3GPP TR 38.901 (3GPP TR 38.901 V17.0.0. u ap., 2023), pazpabo-
TaHHas koHcopuuyMoM 3GPP, 3anumaer ocoboe MecTo cpeau COBPEMEHHBIX IOXO0-
JIOB K aHanmu3y panuokaHaioB B cuctemax LTE Advanced u 5G NR. B ornmuune ot
TPaJUIIMOHHBIX MOJIEJICH, OHA YYUTHIBAET CLIEHAPUHU TOPOACKON MaKpO- U MUKPOCOTHI
(Urban Macro u Urban Micro), MHOTOTy4€eBBIE ITyTH, a Takke TexHonoruu MIMO u
beamforming.

Br16op anexkBaTHON MOJETH PAacIpOCTPAaHEHHUsI PAJAMOBOIH SBISIETCS OAHOM U3
BaYKHBIX 3a/1a4 IPU IPOEKTUPOBAHUY ceTell MOOMIbHOM cBsi3u. HenocTtarounas oneHka
BIMSHUS penbeda M 3aCTPOMKH MOXKET MPHBECTH K OMIMOKAM B MPOTHO3UPOBAHHUU
HOKPBITUSL U YXY/IIEHUIO KadyecTBa OOCIyXKHMBaHUS. B TO ke Bpems upe3mMepHOe
YCIIO)KHEHHE MOJICJIM MOKET IIPUBECTH K YBEITMUEHUIO BPEMEHHU PAacyeTOB M 3aTpaT Ha
POEKTHPOBAHUE.

Lenb maHHOTO HWCCIEIOBAHUS — MPOBECTH CPABHUTENBHBIA aHATN3 Pa3IMIHBIX
Mojieniet pacmpoctpaHeHus pamauoBosiH: Okumura—Hata, Longley—Rice, ITU-R
P.1546—6, ITU-R P.1812—6 u 3GPP TR 38.901. D10 n0o3BOIUT ONPEAEINUTh UX TOUHOCTb
Y IPUMEHUMOCTSH Juis TporHo3upoBanus nokpeitus cereit 4G (LTE) u 5G.

Jnist TOCTHKEHUSI IOCTaBICHHOM 11eTTH OBLIIN ITOCTABJICHBI CIISIYIOIINE 3a/1a4H:

- TMPOBECTH MOJAETHPOBAHNUE DPATHOMOKPBHITUS B TPOTPAMMHOM KOMILIEKCE
Radioplaner ¢ oquHaKOBBIMH UCXOAHBIMU TapameTpamu st auamna3zonoB 900 u 3500
MI'L;

- TIPOAHAIM3UPOBATH 0COOEHHOCTH (POPMHUPOBAHMUS 30H MOKPBITUS IS KaKIOH
MO/IEJIN ¥ BBISIBUTH PA3JIMYMsI B UX IPOCTPAHCTBEHHOM PACIIpE/ICIICHIH;

- OIICHUTH BITUSTHHUE peNbeda, 3aCTPONKI U 9aCTOTEI HA TOYHOCTH IIPOTHO3UPOBAHUS
Ha TIpuMepe T. AJMaThl;

- OIpEeNeNuTh ONTUMAJbHBIE 00JacTH TMPUMEHEHHs KaXIOW MOAETH NpHU
NPOEKTHPOBAHUU U onrtumu3aiyu ceteid 4G/5G.

Hayuynast HOBM3HA pa0OTHI 3aKIIOYAETCS B KOMIUICKCHOM CpPaBHEHUU TSTH
pacmpocTpaHeHHBIX MOJIeNIell pacrpoCTpaHeHHs PAIMOBOIH, BBHITIOJHEHHOM B €IMHOMN
NPOTPAaMMHOM cpelie ¥ MPU WACHTHYHBIX YCIOBHUSX MOJEIMPOBAHUS. DTO MO3BOJSET
00BEKTHBHO OIICHUTH PA3THYHUS MEXKTY SMIUPUIECKUMU, (PU3MUECKUMH U OTPACIIEBBIMH
MI0/JIX0/IaMHU.

[IpakTuyeckass 3HAYMMOCTb HCCIEIOBAaHMUS 3aKJIIOYAETCS B BO3MOXXHOCTH
BbIOOpa HanboIIee aIeKBaTHOM MOJIENN JIJIsl KOHKPETHOTO dTara paJuoIUIaHuPOBAHMUSL.

MaTtepuajibl U METOABI.

HccnenoBanue ObUI0 MTPOBEACHO C UCMOIB30BAHUEM ITPOTPAMMHOI0 KOMILIEKCa
Radioplaner 3.0, koTopblii ipeHA3HAYCH JIJIsT TPOSKTUPOBAHUS M ONITUMU3AIINN CETEeH
MoOmbHOM cBsi3u. [Iporpamma mognepkuBaet mogenu Okumura—Hata, Longley—Rice,
ITU-R P.1546-6, ITU-R P.1812—6 u 3GPP TR 38.901. B kauecTBe MCXOIHBIX JaHHBIX
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ucnonb3yercs nudposas MoJeNb penbeda U 3aCTPOHKH ¢ pasperieHueM npumepHo 30
M, co3nannas Ha ocHoBe OpenStreetMap u Global Forest Change. RadioPlanner 3.0 mo-
3BoJisieT paccunThiBarh ypoBHH RSRP, PL, otHOmEeHue C/(1 + N) 1 BeposiTHOCTh TIOKPHI-
Tusi. TUI MECTHOCTH OTpeeNieH Kak «ycpelHeHHas ropojickas 3actpoiikay (Urban),
rze napaMmeTpsl «clutter» (MpemnsaTcTBUil) 3a1aBaIUCh HA OCHOBE KOMOWHAIMY JTAHHBIX
OpenStreetMap u Global Forest Change, 4TO0 COOTBETCTBYET 3acTpoiike cpeaHein
ATaXXHOCTH C BBICOTOM 371aHui B Auana3zone 15—-25 merpos.

Tarke peannszoBaHa (QYHKIHS OTOOpaXeHHs TpO(UIS Tpacchl, aHAIN3a
BBICOTHBIX MPEMATCTBUHN U 3KcropTa pe3yiabTatoB B ¢popmarsl KMZ, PNG u GeoTiff.
[IpuMeHeHne mapajuIeNbHBIX BBIYUCICHUH 00€CNeunBaeT BBICOKYIO CKOPOCTb
MOJICIMPOBAHUS Jla)kKe MpPHU HAJIMYMKM MHOXecTBa 0a30BbIX cTaHuuil. Bce pacders
BemonHsuHch st ceteit 4G (LTE) u 5G npu pukcupoBaHHBIX MTapaMeTpax mepeaaro-
LIUX U IIPUEMHBIX YCTPONCTB B YCIOBUSX TOPOJICKOU 3aCTpOMKHU I. AntMaTsl. McxoxHbie
JaHHBIE U TTapaMeTpsl MoaenupoBanus B Radioplaner npuBenenst B Tabmure 1.

Tabnuna 1 — MicxomHbie mapaMeTpsl 1711 MOJCTUPOBAHHS PATUOTIOKPBITHS

IMapamerp 3HaueHne
Yacrtora LTE, MI't 900
Yacrora 5G, MI'1t 3500
BricoTa moiBeca aHTEHHBI 6a30BOi 30
CTaHIUHU, M

BricoTa MOOMIIBHOTO YCTPOWCTBA

(1TOIIB30BATENBCKOTO), M L3

MorHoCTh nepeaaTynka, 1bm 40

Tum MmecTHOCTH T'oponckas (Urban)
Panmmyc MozmenupoBaHus, KM 2

Kaxnas 3 BbIOpaHHBIX MO/ieneli Oblia MpUMEHEeHa K OTHOMY U TOMY K€ YYacTKy
TOPOJICKON TEPPUTOPUU C (PUKCUPOBAHHBIMU KOOpAMHATAMU 0a30BOW CTaHIMU. ITO
MO3BOJIUJIO OLICHUTD BIIMSHUE UCIIOIB3YEMOT0 MAaTEMAaTHUYECKOTO 110/1X0/1a Ha GopMy U
IUIOLIA/Ib 30HBI MOKPBITHUS, @ TAK)KE Ha YCTOMYMBOCTH CUTHAJa B MpezesiaX TopOACKOM
3acTpoiiku. Oco00oe BHUMaHHUE yIEISAI0Ch CPABHEHUIO Pe3yJIbTaTOB B AuanazoHax 900
MTI'iu 3500 MI'11, TOCKOJIbKY pa3/iMuKe B JJIMHE BOJHBI K MEXaHU3MAaX PaCIIPOCTPAHEHUS
OTIPEACIISAIOT XapaKTep 3aTyXaHHs U MNIyOHHY IPOHUKHOBEHHS CUTHAIA.

Omnupuueckue Moaenu (Okumura—Hata, ITU-R P.1546—6) nponemMoHcTpupo-
BaJIH MIPEJICKa3yeMoe yCPEAHEHHOE pacipe/IeIeHne CUTrHala, 4TO JeIaeT UX YI0OHBIMU
JUIS TIEPBUYHBIX PAcueTOB U OBICTPOI OIICHKHU paauyca oOcaykuBaHus. B To xe Bpems
¢dbuznueckue u ruopunnbie moaenu (Longley—Rice, ITU-R P.1812—6, 3GPP TR 38.901)
oOecrieunsy Oosiee JETANIU3UPOBAHHOE OTPAaXKCHHE BIUSHUS pelibeda, MIOTHOCTH 3a-
CTPOMKU W BBICOTHBIX MpernsaTcTBUi. CpaBHEHHE 3TUX MOENeH Jalo BO3MOMXHOCTH
OTpeAeNuTh, KaKhue M3 HUX JIydlle MNOAXOASAT AJIi TOYHOTO MPOEKTUPOBAHUS CeTel
4G u 5G B ycC/OBUSX IUIOTHOM TOPOJICKOM Cpelbl, T/I€ HEOJHOPOJAHOCTh MECTHOCTH
U MHOXXECTBEHHBIE OTPa)KEHHUs CYIIECTBEHHO BIMSIOT HA peallbHOE paclipe/ieicHHe
YpOBHS CUTHAaJA.
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Pe3yabTaTsl U 00cyK1eHue.

Mooenv Okumura—Hata. Pe3ynbTaThl MOJEIHWPOBAHUS IO SMIHUPUYECKON
moaenu Okumura—Hata npencraBnens Ha pucyske 1: (a) st LTE 900 MI ', (0) st SG
3500 MI'u. Mozenb noka3slBaeT painaibHO-CUMMETPUYHYIO CTPYKTYPY MOKPBITHS, I/1€
30HBI YBEPEHHOTO MTpreMa (POPMUPYIOT TIOUTH HACATbHBIC TIOKPBITUS BOKPYT 0a30BBIX
crannuii. Ha kaprte mpeoOnamaioT KpymHBIE OOJAcTH JKEITOTO W KPAaCHOTO IBETA,
COOTBETCTBYIOIIIME YPOBHSIM CHTHaJIa BhIIIe —85 1BM, KOTOpBIE IJIaBHO NEPEXOasT B

3€JICHBIC U CHHUE 30HBI I10 MEPE YIAJICHUS OT LIEHTPA COTHI (CHIKACTCS yPOBEHb CUTHAJIA).
’ P ¥ ). a

a) 900 MTI' (LTE) 6) 3500 MTI't (5G)
Puc. 1. Mogens Okumura—Hata

Takoe pacrpeneneHne CBUACTEILCTBYET O TOM, YTO MOJEIb HE YYHTHIBA-
eT BIUSHHE peibeda, MIOTHOCTH 3aCTPOUKH U JIOKAJIBHBIX MPErpajl, 4TO MPUBOIUT
K W€aJU3UPOBAHHOMY HOKpBHITHIO. OTCYTCTBHE BBIPAXKEHHBIX HEOAHOPOAHOCTEH U
«TCHCBBIX» 30H NOATBCPIKAACT, YTO PaCHCT OCHOBAH HAa YCPCAHCHHBIX OMIIMPUICCKUX
dbopmyax.

Pacuer moTeppr Ha MyTH pacIpOCTPAaHEHHs PaJIUOCUTHATIOB TMPOBOIMICST C
ucnoiib30oBanueM 3aBucumoctr Okumura—Hata 1j1st ropo/icKoi MECTHOCTH:

L = 69.55 + 26.16log,g(f) — 13.82logig(hy) — a(h,) + [449
— 6.55logig(hy)] logyo(d),

a(hy,) = [1.1log,o(f) — 0.7] hy, — [1.56 logso(f) — 0.8],

rae L - morepu Ha tpacce (ub), f - wacrora (MI'n), h, u h_ - BeICOTBI anTeHH
0a30Bol 1 aOOHEHTCKOM cTaHIMi (M), d - pacCTOSTHHE MEXTy HUMU (KM).

CpaBHeHHE pe3yJNbTaTOB [UIsl Pa3IMYHBIX YacTOT I[OKA3ajo OKHUIAEMYIO
3aBUCUMOCTb. [ [pryacTtoTe 900 MI'1130Ha yBEpEeHHOTO MpUEMa OXBAThIBACT TPAKTUYECKHU
BECh MCCIICIyEMBIH pamuyc (10 2 KM), obecrieunBas yCTOWYNBOE MOKphITHE. OTHAKO
npu nepexoze k 3500 MI'11 paauyc yBepeHHOTr0 MpreMa 3HAYUTEIbHO COKpAIaeTCs,
a 30Ha cuHero npeta (ypoeHb HWke —105 nbwm) pacmmpsercs. 9To Mmoka3bBaeT o
BO3pACTaHUU TOTEPh Ha PACIPOCTPAHEHHE MPU YBEIMUYEHUU YaCTOThl M CHU)KEHHE
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CIOCOOHOCTH CUTHAJIA MPOHUKATh CKBO3b MPEMSATCTBHUS.

Taxoke CTOUT OTMETUTB, 4TO pacueT i SG npoBoauiics o moaenu Okumura—
Hata B quanaszone 150-1500 MI'LL, kak u myig 4G. OgHako 3TO BBIXOAUT 32 IPEJEIbI €€
MPMEHUMOCTH, YTO MOXKET MMPUBECTH K UCKAKEHUIO OLIEHKM MOTEPh U paayca IMOKpbI-
THSI.

Mooenv Longley—Rice. Ha pucynke 2 nipencraBieHo nokpeitue (a) mist LTE
900 MI'n, (6) nns 5G 3500 MI'. Pacuer Beimonnens! no moaenu Longley—Rice. B
otinume ot Mojenmu Okumura—Hata, ¢popma 30H OKPHITHS 37IeCh MEHEe IPaBUIbHAS U
OoJiee «pa3MbITas», 4TO OTpaXkaeT (HU3NIECKYI0 IPUPOAY pacueToB. JlaHHAs MOAETbb
YUUTBIBAET KPUBU3HY 3€MIIH, a TAK)Ke OTpaKeHUs U Audpaxiuro, 6iarogaps uemy
MOKPBITHE BBITTIAUT O0JIee PEaTMCTUYHO U COOTBETCTBYET TOMY, UTO HAOIIOAaeTCs Ha
MIPAKTHKE.

a) 900 MI'n (LTE) 6) 3500 MI't (5G)
Puc. 2. Monens Longley—Rice

Jns gactorer 900 MI'm 30Ha yBEpEeHHOTO MpueMa O00JIalaeT JOCTaTOYHO
IMPOKOM TUIOIIAJIbIO U TIJIABHBIMU ITEPEX0JaMU YPOBHEHN CUTHANIA. B oTiinume oT 3Toro,
npu yactote 3500 MI'11 30Ha 3HAYUTEIBLHO CY)KaeTcs, a J0JIs CIa0bIX Y4acTKOB (3ele-
HBIX ¥ CUHUX) yBenuuuBaeTcs. Kapra curHana BBITTISIUT HEOAHOPOIHO, TOSBIISIOTCS
JIOKaJIbHBIE TPOBajbl CUTHANIA U BBITSHYTbIE 00JacTH, YTO OOYCIIOBJICHO BIUSHUEM
penbeda 1 TOPOICKON 3aCTPOUKH.

Mopnens Longley—Rice B nenmom mpenaraer 6osee pusndecku 000CHOBaHHOE
OMHCAaHUE TOKPBITUS M MOJIXOTUT Ul OLIEHKH BO3JEHCTBHS penbeda M aTMochepsl.
OpHaKo mpH BBICOKHUX YaCTOTaX OHA MOXET HEMHOTO 3aBhIIIATh 1aJIbHOCTh YBEPEHHOTO
npuema.

Pacyer noTepp BBINOIHEH C UCIIOIB30BAHUEM CIIEAYIONIETO YPAaBHEHUS:

L = Lfs + Ldiff_l' L.s':;'::rr:r

rae L, — norepu cBOGOHOTO MPOCTPAHCTBA, L . — notepu us-3a qudpakunn Ha
penbede,all  —TOTEPH, BHI3BAHHBIE TPOMOCHEPHBIM PACCETHUEM U IIEPEOTPAKEHUAMM.
B 0000111eHHOM BUIE HTOTOBBIE TOTEPH ONPENEISIOTCS CIEAYIOUMM 00pa3oM:
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Ligt = Lp T Ar + Ag T As,

rae A, — Bausnue penbeda, A — qudpakuus, A — NOTEPU M3-3a aTMOCHEPHBIX
yCIIOBUIl.

Mooenv ITU-R P.1812. Ha pucyHke 3 mpeacTaBieHbl pe3ysbTaThl pacyeToOB
no pekomenaauuu ITU-R P.1812—6 nns auanazonos 900 u 3500 MI'u. Ota mozeins
JIEMOHCTPHUPYET HanboJee peaTuCTUIHOE PATUOIIOKPHITHE CPEIU BCEX PACCMOTPEHHBIX
noaxon0B. OHa y4MTBHIBaE€T Takue (aKTOpbl, Kak penbe( IUIOTHOCTH 3aCTPOWKH,
TU(PPAKLIUIO ¥ IEPEOTPAsKEHUS, YTO HATIISAHO BUTHO 110 I THUCTOMY» PAaCIpEIeICHHIO
YPOBHEM CUTHAJIA.

a) 900 MT'y (LTE) 6) 3500 MT'y (5G)
Puc. 3. Monens ITU-R P.1812

Jlnst gactorer 900 MI'1 30Ha yBEpeHHOTo MpHeMa UMEET CIOKHYIO (hopmy.
Curnain coxpaHsieTcs B OTKPBITBIX TPOCTPAHCTBAX, HO 3HAUUTEIBHO OcIabeBaeT B TEHU
3aaHui U 3a npenarctBuamu. [Ipudactore 3500 MI' BiusiHMEe TOpOJCKOM 3aCTPONKH
YCUJIMBAIOTCSI, BOSHUKAIOT MHOTOUHCIIEHHBIE 00J1acTH ¢ HU3KUM ypoBHEM RSRP (Hmxe
—105 nbm), ocoOeHHO B IJIOTHBIX KBapTajax. Kapra BRIMISAUT neTaTu3MpOBAHHON U
TOYHO OTPa)KaeT pacipeielieHle CUrHalla B TOPOACKOM cpejie.

JlanHast MoJienb SBISETCS PEATUCTHUYHOM M OMHCHIBAET paclpOCTpaHEHHE
PaAMOBOJIH «U3 ITyHKTA B 30HY», YUYUTHIBAs TU(PAKINIO, OTPaKEHHs U TporochepHbIe
3¢ dexThI.

Ltot = Lb + Ld + Lciurtw' + Lmr'f"

rae L — norepu cBo6oanoro npocrpanctsa; L, — morepu Ha nudpaxuuio; L
— TONpaBKa Ha 3aCTpoiKy; L — Koppekuus 1o penbedy.

Mooenv ITU-R P.1546. PucyHok 4 mnokas3blBaeT pe3yJbTaThl PAaCcyETOB IO
mozenu ITU-R P.1546—6 nns wacror 900 u 3500 MI'u. B ominuue oT TpaaAULIMOHHBIX
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OMITMPUYICCKUX MOAXOA0B, 3Ta MOACIIb YYHUTHIBACT BJIMAHUC penbe(ba, BBICOTY aHTCHH
n TUIl MCCTHOCTH, 4YTO BO3BOJISACT 0oJiee TOYHO OLCHUTL pacCrpecacIiCHUC CUrHala.
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6) 3500 MTI'tt (5G)
Puc. 4. Mogens ITU-R P.1546

a) 900 My (LTE)

[Tpu gacrore 900 MI'1 kapTa AEMOHCTPUPYET OOIMIMPHYIO 30HY YBEPEHHOTO
npuema (1o —85 abM), IUIaBHbIE MEPEXOAbl U MHUHUMAJIbHOE KOJIMYECTBO TEHEBBIX
yuactkoB. Ha wactore 3500 MI'1i paavyc MNOKpBITHS YMEHBIIAETCS, a OIS OC-
nabneHHbiXx 30H (Hmwke —105 nbm) Bo3pacraer, ocoOeHHO B TepuBEpPUNHBIX U
3aCTPOCHHBIX paioHax. OJHAKO KOHTYPbl IOKPBITUS OCTAIOTCS  JOCTATOYHO
CTJIQ)KCHHBIMH, YTO YKa3bIBa€T Ha COXpPAaHEHHE SMIIMPHUUYECKOI0 XapaKTepa MOJIEIH.

OTta Mozenb OCHOBaHa Ha HMIUPUYECKUX KpPUBBIX, KOTOPBIE CBSA3BIBAIOT
HaNpsHKEHHOCTH TOJIS € JIaJIbHOCTBIO pacnpocTpaHeHus B auama3zone ot 30 mo 4 I'T.
Jliig pacueTra SKBUBAJICHTHBIX [IOTEPh IPUMEHsETCs (hopmMya:

L, = 139,3 — E + 20log;,(f),

rae L, — oxBuBanentHsie norepy, ab; E — HanpsokeHHOCTH 1o, ab(MkB/m);
f —gacrora, MI 1.

B memom, ITU-R P.1546—6 mnoka3piBaeT cOaJaHCUPOBAHHBIE pE3YIBTATHI.
Omna Oonee Touna, ueM mojens Okumura-Hata, u mpu 3TOM mpoIe B BBHIYUCICHUSX,
yem [TU-R P.1812-6. Ota Monens NOAXOAUT AJs MPEIBAPUTENBHOTO IUIAHUPOBAHUS
ropoackux cereit LTE u 5G, obecnieunBasi pa3yMHBII KOMITPOMHICC MEXITy CKOPOCTBIO
pacuera ¥ pealMCTUYHOCTBIO ITPOrHO3a.

Mooenv 3GPP TR 38.901. Ha pucynke 5 moka3aHbl pe3yJbTaThl PacyeTOB 10
mozaemu 3GPP TR 38.901 mns wactor 900 m 3500 MI'm. Dra monens pazpaboraHa
koHcopunymoM 3GPP criermansHo 1t coBpemenHbsix cucteM LTE Advanced u 5G NR,
YYUTBIBas 0COOEHHOCTH MHOTOJTy4eBOro pacnpoctpanenusi, MIMO u beamforming.

ITpu wactore 900 MI'ni (pucyHok 5, a) KapTa NOKa3bIBa€T PaBHOMEPHOE
MOKPBITHE C MTPAKTUYECKH OJHOPOIHBIM YPOBHEM CHTHAJIAa M O€3 3aMETHBIX IPOBAJIOB.
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a) 900 MTI'tt (LTE) 6) 3500 MTI'1 (5G)
Puc. 5. Monens 3GPP TR 38.901

Ha wactore 3500 MI'm (pucyHok 3, 0) 30Ha YBEpPEHHOro MpHEMa 3HAYUTEIHHO
YMEHBIIAETCS, HO COXPAHSIET YETKYIO CTPYKTYPY COTBI, COOTBETCTBYIOIIYIO CIICHAPHSIM

Urban Macro u Urban Micro.
DTa MOJIeNIb UCIIOJIB3YETCS I pacyera norepb B coBpemMeHHbIx ceTsax LTE u
5G u paznuuaet crieHapuu npsmoit (LOS) u venpsmoit (NLOS) BuaumocTu:

PLips = 28.0 + 22log,o(dsp) + 20log.o(fe),

PLNLG‘S = 1354 + 39.0850910(5{3{)) + 20 loﬂm(ﬁ:) — 06(hUE — 15),

rze d, — TpeXMepHOE PacCTOsIHUE MEXKY aHTeHHamH, M; f —vacrora, I'Tw; h
— BBICOTA MOJIb30BATENILCKOIO YCTPOUCTBA, M.

Mogens 3GPP TR 38.901 nambonee TOYHO OTpakaeT pealbHBIC YCIOBHUS
pactipoctpanenust st cereir 5G, Brmoyas 3¢PGEKThl OTpaKEHWH, 3aTEHEHUS U
MHOTOJIy4€BOI'0 PACIIPOCTPAHEHHUS.

B otninuue ot mogeneit [TU-R, 3GPP TR 38.901 He ctpeMUTCs TOYHO ONTHUCHIBATH
MECTHBIE OCOOCHHOCTH penbeda WIM 3aCTPOMKHM, BMECTO STOTO OHA OTpa)kaer
YCpEIHEHHbIE CTAaTUCTUYECKHE XapaKTePUCTHKU paJHoOKaHajga. JTO JelaeT MOJenlb
MOIXOSIICH IS OIICHKU TPOW3BOAUTEILHOCTH ceTei 5SG, ananu3a 3P GeKTHBHOCTH
AQHTEHH U TEXHOJIOTHI POCTPAaHCTBEHHOT0 (POPMUPOBAHUS JIyUE, OJHAKO €€ TOUHOCTh
CHWYKAETCS ITPH MPOTHO3UPOBAHUH MEITKOMACIITAOHBIX 3 ()EKTOB B INTOTHOMU TOPOICKOM
cpere.

JIisi HATJSITHOTO CpaBHEHHUS OCOOCHHOCTEW MATH PAacCMOTPEHHBIX MOJCIICH
OBLIIO IPOBEJICHO UX OI[CHUBAHHE 110 TAKUM KPUTEPHSIM: THUITY, CTEIIEHU y4yeTa penbeda
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MU 3aCTPOMKH, peaju3My MPOrHO30B U PEKOMEHIOBAaHHOW 00JIaCTU TPUMEHEHUSI.
HToroBbie XapaKTepUCTHKH MPEICTABICHBI B TAOIHUIIE 2.

Tabnuna 2 — CpaBHuUTENIbHAsA aHAIU3 MOJENEH paclpOCTPAHEHUs PaJUOBOIH
AJI IPOTrHO3UPOBAHUA TTOKPBITHA MOOWIBHBIX CETEH CBS3U

Ne | Mogens Yuer VYyer [Ipeumyectra OrpaHn4eHust Pexomentyemas obnacts
penbeda TIPUMEHEHHS
3aBblIIaeT
| Okumura— Her Her IpocTota, 6bicTphIe | pagmyc, HE IIpenBapuTenbHEIE OIIEHKH
Hata pacueTsl YUUTBIBAET pajauyca MOKpBITHS
cpeny
VYuuTbIBaeT UyBcTBUTEIBHA
2 Longley— na OTDAKEHIS I K APAMETDAM [TpuropoaHsle u cenbckue
Rice (ITM) P pamerp 30HBI
T(PaKIHIO cpeabl
IT
3 |TUR Vemamaer micors | L | onatie roposcii
P.1546-6 A aHTEHH U pesbed A H mp POt
ropoze cereit
Haub6osee Tounoe Tpebyer JleranpHOE
4 ITU-R na na MOJICIIUPOBAHUE ACTAILHEIX panuoIUIaHUPOBaHKE
P.1812-6 o JIAHHBIX U
TOPOJICKOH Cpebl N LTE/5G
BBIYHCIICHUH
VYyureisaer MIMO, He otpaskact Ouerka
3GPP TR beamforming, P » N
5 HeT JIOKaJIbHBIE TIPOU3BOTUTEIILHOCTH CeTeH
38.901 cuenapun UMa/
UMi 3¢ dexTs 5G

W3 Ttabmuupel 2 BUAHO, YTO C YCJIOXHEHHEM MaTeMaTH4YeCKOH MoJenu
YBEJIUYHBAETCSI TOUHOCTh IPOTHO3UPOBAHUS, OJTHAKO ITPH TOM BO3pPACTAIOT TPEOOBAHMS
K UCXOJHBIM JaHHBIM U BBIUMCIIUTEIBHBIM PECYPCAM.

Takum o0pa3oMm, oNTUMallbHAas CTpPATerusi paJuOIIAHUPOBAHUS BKIIIOYAET
KOMOMHUPOBaHHbIHN 01x01. Ha 3Tane npeaBapuTeabHOM OLIEHKHU CIIE1yeT UCII0JIb30BaTh
ITU-R P.1546—-6, a ayiga netanbHOM OoNTUMU3AaLMK U Banuaanuu napamerpo — [TU-R
P.1812—6. [l ananu3a ceTeBbIX CIIEHapHeB M paboThl aHTEeHH B cuctemMax 5G NR pe-
koMeHayercs npuMmenaTs 3GPP TR 38.901.

IIpoBenenHOE MOIENMpPOBaHKE NTOKA3aJI0, UTO PE3YJIbTAThl PA3JIMUYHBIX MOJIEIEH
3HAYUTENBHO pa3InyarTcs, ocobeHHo npu nepexoze ot nuanazona 900 MI' (LTE) k
3500 MI'u (5G). Ha Hu3KHX yacTOTax CUTHaJl PacHpOCTPaHsSETCs Aajbllie M MEHBIIEe
3aBUCHUT OT 3aCTPOMKH, TOTJla KaK Ha BBICOKMX 4acTOTaxX 30Ha YBEPEHHOIrO IpHeMa
PE3KO COKpaIlaeTcsi, U J000e MpensaTcTBUE, TAKoe KakK 3/1aHue WK neperud penbeda
MECTHOCTH HPUBOJUT K 3aMETHOMY OCJIa0JICHUIO CUTHAJIA.

Mogens Okumura—Hata npeanaraer HauOojiee HPOCTYI0 U «HUICATBHYIO»
KapTuHy. [IOKpBITHE BB AUT CHMMETPUYHBIM, KaK KPYTH Ha Bofie, 03 yueTa peibeda
U 3JaHMUH, U3-32 YEro pajuyc yBEPEHHOTO IpuUEMa BCEr[a 3aBbILIEH. JTa MOJEINb
TOAMTCS, MOJXOANUT JUIs OBICTPOrO MPEIBAPUTEIBHOTO ONPENIEICHUs 30HbI IEHCTBUS
0a30BOi1 cTaHIIMHU, HO JUIsI TOYHBIX PAacyeTOB B TOPOJICKOI cpelie oHa Hed((HEeKTUBHA.

Monens Longley—Rice, HampoTuB, yuyuTbIBaeT (GHU3UKY pacHpOCTpaHEHHMS,
oTpaxkeHue, TU(ppakIHio U BIusgHue atMmochepsl. B pezynprare kapra BeINIIUT Oosee
peannctuyHa. [l0ABIAIOTCA BBITAHYTBIE 30HBI U YYAacTKH C IOHM)KEHHBIM YPOBHEM
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CUTHaja. JTa MOJENIb OCOOEHHO I0JIE3HA JJIsl IPUTOPOJOB U OTKPBITHIX IIPOCTPAHCTB,
e penbed) MECTHOCTH MIPaeT 3HAYUTEIBHYIO POJIb.

ITU-R P.1546—6 npencrasnsier coboif HeuTo cpeaHee. OHA YUUTHIBAET BBICOTY
AQHTEHH M OCOOCHHOCTH MECTHOCTH, OCTaBasCh NPU 3TOM JOCTATOYHO OBICTPOH H
npoctoil. [ToKpbITHE BBITTISAUT CTIIAXKEHHBIM, HO OMIKE K PeasbHOCTH. DTy MOJIENb
yIoOHO WCHOJB30BaTh Ha PAaHHEM ATare MPOCKTHPOBAHUS, YTOOBI OBICTPO OLICHUTH
BapHUaHTHl pa3MEIICHUsI 0a30BbIX CTAHIUH.

Camoii Tounoit siisiercst mozenb ITU-R P.1812—6. Ona yuutsiBaet penbed, 3a-
CTPOMHKY, TU(PaAKINIO U OTPAKEHHSI, IOATOMY KapTa MOKPBITHSA MOJTy4aeTCsl OYEHb Jie-
TAJIM3UPOBAHHON M GKUBO», BUJHBI YYaCTKU TEHU 32 3/IaHUSIMH U peaJIbHbIE KOHTYPBI
pacmpocTpaneHust curHana. IMeHHo 3Ta Moiens JaeT Hanbosiee OIM3KHe K pealbHOCTH
pe3yIbTaThl, 0COOEHHO B YCIOBHUSAX IJIOTHOM TOPOJICKOM 3aCTPOMKH.

Cospemennass mozaenb 3GPP TR 38.901 opuentupoBaHa HE CTOJIBKO Ha
TEOMETPHIO PacCIpOCTpaHeHus, cKoiabko Ha TexHosoruun 5G MIMO, beamforming,
cuenapun Urban Macro u Urban Micro. OHa onmchIBaeT pajnoOKaHal B CPETHEM,
CTaTUCTHYECKH, YTO JETaeT KapTy MOKPBITUS OoJiee paBHOMEpHOH. OJJTHAKO HA TPAKTHKE
3TO HE BCETJIa TaK, IOCKOJIbKY MEJIKHUE MPEMSITCTBUS U IJIOTHAS 3aCTPOIKa 3TOM MOJENH
HE YYUTHIBAIOTCS.

Mo’HO cKa3aTb, YTO TOYHOCTb MOJIEIM BO3PACTAET BMECTE C YBEIMUYEHUEM
ee CcI0KHOCTH. [IpocThie MoJienT OBICTPO MAOT OOIIMI Pe3yNbTaT, HO HE YYUTHIBAIOT
peanbHbie ycioBusi. bonee cnoxubie moaenu, ocooenno [TU-R P.1812—6 nmo3Bosmsitor
YBHUJIETh pEabHYI0 KapTHHY HMOKPBITHS, HO TPeOyIOT OObIe NaHHBIX U BPEMEHHU Ha
pacueTsl.

Ha ocHOBe 1aHHOTO aHaIM3a MOKHO ClIeaTh CIEAYIOLINE BHIBODIL:

1. Ha sTane npenBapuTeNbHOIO IUIAHUPOBAHUS MOYKHO HCIOJIb30BaTh MOJIENb
Okumura—Hata wim ITU-R P.1546—6 nuis onieHky rpaHuil 30H HOKPBITHS. [J1s1 1eTanbHOM
ONTUMHU3ALMU U YTOUHEHHUS MOKpbITUS cienyeT npuMenars [TU-R P.1812-6.

2. Ecnu ¢ 11enbio OIEHUTh paboTy COBPEMEHHBIX TEXHOIOTUH, TakuxX kak MIMO
wi beamforming, imyume nmoxoiner 3GPP TR 38.901.

Takum oOpa3zoM, HM OJIHa MOJIEJIb HE SIBJsIETCSl yHUBepcanbHOU. Kaxkas pemaer
CBOIO 3aJlady, U IPaMOTHBI MHXEHEP TOJDKEH BbIOMpaTh MOJENb B 3aBUCUMOCTH OT
KOHKPETHOTO clieHapus. TOJbKO KOMOMHHPOBAHHBIN IOIXOJ, P KOTOPOM TPOCTHIC
MOJIEJN CIIy’)KaT OCHOBOW, @ TOYHBIE MOATBEP)KJIAIOT PAaCUEThI, ITO3BOJISIET MOJIYYUTH
peaTMCTUYHBIN MPOTHO3 MOKPHITUS ¥ U30€KaTh OMIMOOK B MPOESKTUPOBAHUH CETH.

3akiro4enue.

[IpoBeneHHOE HccaENOBaHUE TPOAEMOHCTPUPOBANIO PA3IUYMsl B MOBEICHUU
pa3IMYHBIX MOJENEeH pacHpOCTPaHEHUS PATUOBOJH M WX HNPUTOAHOCTH  JIJIS
NPOCKTHPOBAHUS CeTell MOOMILHON CBSI3M HOBOTO IOKOJICHHS. Pe3ynpTaThl pacueToB
MOKa3aly, 9YTO JaXe TPU OJMHAKOBBIX YCIOBHUSX MOJEIMPOBAHUS PE3YJIbTATHI
CYILLIECTBEHHO Pa3IMYalOTCs, KaXa1asi MOAEIb «BUANUTY» PaAHOCPEly I10-CBOEMY.

OCHOBHOH pe3yJbTaT 3aKJIIOYaeTcsi B TOM, UYTO MOJENIM, OCHOBAaHHBIE Ha
pexomenpauuax MCO, ocobenno ITU-R P.1812-6, nator Hanbosee TOuHOE omnuca-
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HUE peaJIbHOW KapTUHBI PaaUONOKpbITUA. OHM YUHUTHIBAIOT HE TOJIHKO BBICOTY aHTCHH
U penbed, HO U CIOKHYIO CTPYKTYPY TOPOJICKOM 3aCTPOMKH, YTO KPUTHUYECKH BaKHO
st cereid 4G u 5G. bonee npocteie moaxonabl, Takue kak Okumura—Hata u ITU-R
P.1546—6, octaroTcst MOJIE3HBIMU JIJIS IPEIBAPUTEIBHBIX PACYETOB U OBICTPOTO aHAIHM3a
BapuaHTOB pasMenieHus 0a30Bbix cranmuii. Moaens 3GPP TR 38.901 oGecnieunBaet
CBS3b C COBPEMEHHBIMHM TEXHOJOTHUSAMHM TEpPEeNayd JAaHHBIX M MOXKET HCIOJIb30BaThCS
JUTSL OLICHKH TTpom3BoanuTeNbHOCTH cucteM ¢ MIMO u beamforming, rie npuopurerom
SIBJISIIOTCS XapaKTEPUCTUKH paJloKaHaia, a He (hpopma MOKpPBITHS.

[IpakTrueckass 3HAYMMOCTH Pa0OOTHI 3aKIIOYACTCI B TOM, YTO TIOJYYCHHBIC
pe3yabTaThl  TO3BOJISIIOT HMH)KEHEPaM-TIPOSKTHUPOBIIMKAM OCO3HAaHHO  BBIOMpATh
MOJIEJIb TI0JT KOHKPETHYIO 3a7a4y, Oy/Jib TO IEPBUYUHOE MPOSKTUPOBAHNE, ONITUMHU3AIIHS
MTOKPBITHS WIIM aHAJIN3 TEXHOJIOTHYECKON 3P(HEKTHBHOCTH CETH.

Kpome TOro, mpoBeneHHOE CpaBHEHHE CIIOCOOCTBYET (HOPMHUPOBAHHIO
YHUBEPCAIBHOTO TOJIX0/1a K TUIAHUPOBAaHMIO. VICIoNb30BaHNUE MPOCTHIX MOJCICH IS
OBICTPBIX PACUETOB U YTOYHEHHUE MPOTHO30B C MOMOIIBIO 00j1ee TOYHBIX (HU3UIECCKUX
MOJEIIEN.

BaxHo OTMETHTB, 4TO B paMKax JaHHOH pabOThI IPOBOIUIOCH CPABHUTEIIBHOE
HCCIEOBAaHUE TEOPETUYECKHX MOJEIe B IporpaMMHON cpexae. Bammmanus
MOJTYYEHHBIX JIAHHBIX MYTEM COIOCTABJICHUS C PEabHBIMU IMOJICBBIMH U3MEPCHHUSIMHU
(drive-test) B r. Anmatsl SBISETCA TEMOU JMadbHEHIITUX UCCIAEAOBAHUI. DTO TTO3BOIUT
YCTaHOBUTH ATAJJOHHYIO MOJICIIb JIJIsI IAHHOTO PETHOHA, B TO BpeMs KaK TeKyIas padbora
(hokycupyeTcsi Ha BBISIBJICHUH CUCTEMHBIX Pa3Iu4Yii B MAaTEMATHYCCKUX TTOIX0/1aX.
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Abstract. The article considers a methodology for creating a geodetic
framework during the development of the large-scale Zhylandy group of deposits in
the Ulytau region of the Republic of Kazakhstan. This methodology is based on the
use of satellite measurements to determine the planimetric coordinates of a geodetic
network. This approach makes it possible to establish a geodynamic polygon
(GDP) during subsoil development and to transfer design solutions into the field.

The article proposes a relevant principle for forming a geodynamic
polygon based on the use of a local flat surface with topocentric coordinates. In
addition, algorithms for transforming coordinates from a geocentric system to
a topocentric system are presented, along with the obtained practical results. A
qualitative analysis of the advantages of the proposed methodology compared
with the application of the zonal Gauss—Kriiger coordinate system is provided.
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Annoranus. Makanana KazakcranHbiH ¥JbITay OOBUIBICHIHAA KE€H ayKbIMIbI
Keutanapl KeH OpBIHAAPBI TOOBIH HIepy KE3iHJIErl TeOJe3UsUIBIK HETi3Mi KYPYIbIH
omicTeMeci KapacThIpbUIFaH. bysl omicTeMe TeOome3WsUIBIK TOPANTBhIH — IUIAHIBIK
KOOPIMHATTAPBIH aHBIKTAy/1a CITy THUKTIK ©JIIIeyNIep/i KOJAanyFa Heri3aenreH. by afic
XKep KoHHaybIH UTepy Ke3inae reoquHamMukatbik mouroH (11T kypynaskoHe 1e 5x00abiK
IIeTiMEP I HAKTBIIBI )Kepre KeIlIpyre MyMKIiHJIIK Oepemi. Makamana TOMOMEHTPIIIK
KOOPIWHATTAPHI Oap JKEepriTikTi Teric OeTTi KOJMJaHylaH TYPAThlH T'€OIMHAMHUKAIIBIK
MOJIUTOH/IBI  KAJIBINITACTBHIPYBIH ©3€KTi YCTaHBIMBI YCHIHBUTFAaH. COHBIMEH Karap,
TEOEHTPIIK JKYHEIeH TOMOIEHTPIIK JKYWere KOOpAWHATANApAbl  aylapyIbiH
ANTOPUTMJICPi MCH aJIbIHFaH HAKTHUIBI HOTHXKeIep KenTipinreH. 3oHanbIK [ aycc—Kprorep
KOOpJIMHATAJIAP )KYHECIHKOMTaHYMEH CANTBICTHIPFaH/1a, YCHIHBUIBIT OTHIPFAH OIICTEMCHIH
apTHIKIIBUTBIKTAPBIHA CAMAIIbIK TaJay OSpuUIreH. 3epTTey HOTHXKEeIepi KOJNJaHbICTAFbI
Tay-KeH KocinopsiHaapbiaaa « Opranbik KazakcTaHHBIH KEH OPBIHIAPBIH ayKBIMIBI HTEPY
Ke3iHae xkep OeTiHiH Oasty nehopMalusIIbIK MPOLUECTEPiH KEUICHI MOHUTOPUHITEY
xoHe «KeH opwiHIapeiH HMrepy OapbIchiHAa AedopMalMsIIBIK IpolecTepal Oaranay
kKoHe OoJpKay YIIIH Tay JKBIHBICTaphl MACCUBIHIH TEOTEXHUKANBIK Kai-KyHiH
MOHUTOPHHITEYNIH JKOFaphl THIMJI SJICTEMECiH o3ipiey» jKoOalapblH iCKe achIpy
Ke3iHJIe eHT13UI1, coHmaii-ak Satbayev University-1iH OKy IpOIECIHIe Tai1aJaHbLIIIbL.

Tyiiin ce3nep: KeH OpHBI, WIepy, MOHUTOPHHI, T€OJMHAMHKAIBIK TMOJIUTOH,
Te0JIE3USIIBIK TOPAI, KOOPIUHATTAP JKYHecl, )KepCepiKTiK Kyiie, eiIey Aomairid Oaranay
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AHHoTanusi. B cratbe paccmarpuBaeTcsi METOJMKA CO3AAHMSI T'€0IE€3MUECKOM
OCHOBBI IIPY OCBOEHUHU KPYITHOMAcIITaOHOH rpynisl JKbUTaHAMHCKUX MECTOPOXKACHUN
B obnactu ¥nwitay Pecyonuku Kazaxcran. JlanHas MeToaMka OCHOBaHa Ha IPUMEHe-
HUM CITyTHUKOBBIX U3MEPEHUM U1l ONPEESICHUS TUIAHOBBIX KOOPAMHAT I€01e3UYECKON
cetu. JlaHHBIH TOAXOM TO3BONIAET (popMHpoBaTh reonpuHamuuyeckuii monuron (I/1IT)
IIPU OCBOEHUH HEIP, & TAKKE OCYILECTBIATh BEIHOC IPOEKTHBIX PELICHUH B HaTypy. B
CTaThe MPEATIOKEH aKTYaTbHbIN MPUHIUT (HOPMHUPOBAHUS T€OTUHAMUYECKOTO TTOJIUTO-
Ha, OCHOBAHHBIN HA UCIIOIb30BaHNUNU JIOKAJIBHOU INIOCKOM MOBEPXHOCTH C TOIOLEHTPH-
YeCKUMHU KoopauHaTamu. KpoMme Toro, npuBeieHbl alrOpUTMbI IIPe0Opa3oBaHus KOop-
JMHAT U3 TEOLIEHTPUYECKON CUCTEMBI B TONOLIEHTPUUECKYIO CUCTEMY U IIPEJCTaBIEHbI
MIOJIyYEHHbIE NMPAKTUYECKUE PE3yJbTaThl. BBINOIHEH KauyeCTBEHHBIH aHAIU3 MpPEUMY-
LIECTB IIpelaraéMoil METOAUKH [0 CPABHEHMIO C IPUMEHEHUEM 30HAIBHON CHCTEMBI
koopauHar ['aycca—Kprorepa. Pesynbrarsl uccieqoBaHusi BHEAPEHBI HA JEHCTBYIOIIX
TOPHOAO0OBIBAIOLIUX MPEANPUATUAX NPU peanu3aluu NpoekToB « KoMmmiekcHblii MOHU-
TOPHHT MEJUICHHBIX J1e(hOpMAIIHOHHBIX MTPOIECCOB 36MHOM MMOBEPXHOCTH MPHU KPYITHO-
MmacmTaOHOM ocBoeHMH MecTopoxaeHuil Llenrpansaoro Kazaxcrana» n «Pa3zpaborka
BBICOKOA((PEKTHUBHON METOJMKH MOHUTOPHUHIA T€OTEXHUYECKOTO COCTOSHUSI MacCHBa
TOPHBIX MOPOJ JUISI OLIEHKH M MPOTHO3a J1e(hOPMALMOHHBIX MPOLECCOB MPU OCBOCHUH
MECTOPOXKACHHIT», a TAK)KE MCIIOJIB30BaHBI B yueOHOM mporiecce Satbayev University

KuroueBble ci10Ba: MeCTOPOKIEHUE, OCBOCHHE, MOHUTOPUHT, T€0JUHAMUYECKUI
IIOJIUTOH, T'€0/ie3UuecKasl CeTh, CUCTEMa KOOpJAUHAT, CITyTHHUKOBas CUCTEMa, OLIEHKa
TOYHOCTU U3MEPEHUN

Js uutupoBanusi: M.b. Hyprieucosa, I11.K. Aiirkannosa, A.M. A6enos, H.C.
Honenbaesa (2026). Meroauka npeoOpa3oBaHus CIIYTHUKOBBIX KOOPAWHAT B TOIOIICH-
TPUUYECKYIO MPSIMOYTOJIBHYIO CUCTEMY KOOPIUHAT // MexXTyHapOonHbIi )KypHaI uHPOp-
MallMOHHBIX U KOMMYHUKaMOHHBIX TexHonorui. T. 7. No. 25. Ctp. 189-201. (Ha anr.).
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https://doi.org/10.54309/1JICT.2026.25.1.00112. (Ha xas3.).
KoHumKT WHTepecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUH KOH(IMKTA
HUHTEPECOB.

Kipicne.

Ken opeiHmapeiH mnaiganany OapbiChiHAA JKep OCTiHIAE OpbIH ajaThlH
nedopMarusIbIK MPOIEeCTepAl Kajgaraiay >KOHE WHKEHEPIIK MISIIIMACPAIH JJITiH
TEKCepy YIIIH camalibl Te0Ie3UsIIbIK HET13 Kypy — iprem MiHaeTTepaiH Oipi. byrinri
TaHa jkahaHIBIK HaBUTANMSUIBIK CIYTHHKTIK kyhenep (GNSS) emmey nepekrepiHin
JOWEKTUIINH KaMTaMachl3 €TETIH HEeTi3rl Kypajd peTiHIAe Ke3 KeireH OaFbITTarbl
TeOIE3USIIBIK JKETUIepAl )ko0aayna KeHIHEH TaiiJaIaHbLIa Ibl.

JlereHMeH, CHOYTHUKTIK TEXHOJIOTUSJIAPIABIH >KOFapbl (DyHKIHMOHAABIFbIHA
KapamMacTaH, TMPaKTUKAJIbIK  HHXCHEPIIK-MapKIIEHACPIIK  KYMBICTAp  Ka3bIK
TIKOYPBIIITH KOOPJAWHATTAP JKYHECIH Tajlal €TeTIHAIKTEH, TeOIEHTPIIIK MAIIMETTEP/ Il
KapTorpadusiiblK  TPOCKIMsIapra TpaHchopManusuiay KaKeTTUIIT  TYBIHIAal bl
(AnTonoBuuY, 2016). By nponiectiy 6acThl KEMIILIITT — KOOpPAMHATAIAPIB aHMaKTBIK
Ka3bIKThIKKA KOLIIPy Ke31H/J€ OCHTIK MEpUAHAHHAH aJIbICTaFaH CalblH MPOEKLHUSIIBIK
OypmanaHylnapAblH apTybl >KOHE COHBIH CajJiapblHaH HYKTEIEepAiH MO3UIUSIIBIK
JONIITIHIH KeMy1 OOJIbIT TaObLIaIbl.

Ocwr opaiima, Opranpik Ka3zakcranma KEH OpBIHAApBI HUIE€PLUIIN  KaTKaH
allMaKThIH KOOpAMHATAIAPbIH OHTANIBI )Ka3bIK IPOEKIUSAFa aBTOMATTHI TYp/E ayaapyaa,
TeOIC3USUIBIK TOpANTap KOOPAWMHATAIAPBIHBIH JOJAITIH €I9yip apTThIpy MYMKIHIIK
oepetin, l'aycc-Kprorep mpoeknuscpeiHa Oanama >kaHa MPOCKIMSIHBI TalIagaHy
MaHBI3AbI MAcelle OOJIBIIT TaObUIAIBI.

3epmmey wnwvicanvl. l'aycc-Kprorep mnpoekuuscbiHbiH 136-30HachiHAA, SFHU
OCTIK MEpUMaHHAH IIBIFBICKA Kapall 9KEeNTyIp allllaK OpHAIACKAH ¥ JIbITAy OOIBICHIH-
narbl JKbuTaH1bl TOOBIHA JKaTaThIH KEH OpbIHAaphl. JKe3Ka3raH KeHINIHaer1 OapianraH
MBIC pyJachl KOpJIapbl OIPTIHACT Mai1alaHbUIBI KeJle KaTKaHbIKTaH, Ka3ipri Ke3eH-
JIe OChI KEHIIITIH AKCIUTyaTalvsuIbIK Mep3iMiH Tarbl 40—50 kblaFa y3apTy MakcaTblHIa
KaHa py/aa KOpJapblH alKbIHIAy, COHbIMEH Karap JKe3kasraH jkoHe CorbaeB Kajamapbl
MaHBIH/IAFbl J)KaHa KEHIITEP/Il UTepy KaKeTTUIIr TysiHaayaa. Kazipri Tanma OpTaibiK
KaszakcTaHHBIH MUHEPaJbIK-IIUKI3ATThIK PECYPCThIK 0a3achlH KEHEHTyre KOJaiibl
YKarIaiap Kapmrachkin oTeip. bymap - XXeutannb! kenimin e urepiiin xartkan [IsFbic
xoHe bateic Caprioba, Keimmraknaid, Kapamomak, Mtaybsi3 ken opeiHaapsl (AWTKa3u-
HOBa >koHE T.0., 2024).

¥YceiHbUTFAH ofic, ocipece, JKbutaHapl TOOBIHA THECUII Oec KeH OpHBIH Oip
yaKbITTa KE€H ayKbIMJIa UTePY Ke31HIe, MEMJICKETTIK T'€0/I€3UsIIBIK JKEIIIHIH JJaMybI IIEK-
TEyJl Karmaiia THiMal OOJBITT caHanaabl. YJIbITay aiMarblHIA JKYMBIC 1CTEI KaTKaH
KEHIIITep/l KaMTaMachl3 €Ty, Kajajap MEH KeHTTEpAl cally YIIIH MEMJIEKETTIK reoie-
3usutblK TopanTel (MI'T) sketinaipy skoHe Oenrui Oip *Ka3bIK KOOpAWHATTApP KYHECIH
naijanany MaHbI3/Ibl TEXHUKAJIBIK-1IIAPyallbUIbIK MIHAET OOJBIN TaObLIA IbI.

3eprrey daicrepi.

Anra KOUBUIFaH MOCEJEHI LIenly YIUiH, 3aMaHayd TeoJe3UsJIbIK acranTapibl
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KOJIZIaHa OTBIPBII, TEOIEHTPIIIK KOOpAMHATANIAD KYHECIHEH KAa3bIK TOMOIEHTPIIIK Y-
ere KeIlly Ke3iH/e TYbIHIANTBIH aybITKYJIap/sl Talay, ajJblHFaH OJIIIey HOTIKEIEPiH
Oaranay, COHJail-aK YCHIHBICTap MEH 9JiCTeMEeNepAl OHIIPICTIK Taxipubere eHrizyumi
KaMTHUTBIH KEIICH I TOCUIIEP KOIIaHbUIIBI.

3epTTey HITHIKeJIEPi.

Kazakcrania reofe3usuiblK HET13/11 KaJIbINTAaCTBIPYABIH A3CTYPIIl TOCUTI peTiHae
Ka3bIK TIKOYPBIIITHI KOOpAWHATaiap, 9aerre, ['aycc-Kprorep npoekuusceiHga Kojna-
HbUTBI (1-cypeT). MeMIleKeTTiK TeoIe3UsyIbIK TOpal MyHKTTEPiHiH KOOPIUHATTapbIH
INaycc-Kprorep mpoekuusicblHa TYpJICHAIPY YIIIH KOJJAHBIIATBIH alTOPUTM Te0Je3u-
SUTBIK HET13/1H KaJbINTAaCyblH KaMTaMachl3 erei. JlerenmMen, FanaMIblK paJioHaBUra-
USUTBIK CTy THUKTIK sxy#enepai (FPHCXK) naiinanany apKbUIbl reofe3UsIbIK TOpanTap
KOOPAMHATTAPBIHBIH JONIIITIH apTThIpy MakcarelHAa, [ aycc-Kprorep mpoekuuschiHa
Oanmama peTiHZe OHTAWIBI JKa3bIK MPOCKIMIAPIBl KOJAaHy MIceseci KapacThIPhLTYBI
KaxeT. COHBIMEH KaTap, TEOLEHTPIIK KOOPAMHATTAP/IBI JKa3bIK KOOPAMHATTAP JKyHeci-
HE TYPJICHAIPTeH Ke3/1e JANIIIKTIH alMaKThIK OCBTIK MEPUJIMAHHAH aJbICTaFaH CalbIH
alTapibIKTail TOMEHACHUTIHI OeNTiIi.

X
A
aae
0 “"
Y
I
I\ s‘l‘
500 KM

Cyp. 1. I'aycc-Kprorep mpoeKuscs

XKep koifHaybplH maiiganaHy Ke3iHJErl HbICAHIAPIbIH KbUDKYBIH >KOFapbl J971-
JIKIIEH MOHUTOPUHITEY YIIIiH >kahaHIbIK HaBUTaUsUIbIK xkyhenepaid (GNSS) oneyetin
naiananyabiH MaHbI3bl 30p. MyHaail 3eprreynepais 0acTbl Ke3eH1 — CIYyTHHUKTIK ©J1-
HIeyJep HOTHXKECIHAE ajbIHFaH KeHICTIKTIK KOOPJIMHATTAp/AbIl KePrilikTi Aedopmariu-
SUTBIK, TaJI/IayFa KOJIAMIbI jKa3bIK MPOCKIHMIIBIK jKa3bIKTBIKKA MaTeMaTHKAJBIK TYPFbI-
JIaH 1971 Kelipy O0bIn TaObLIa b

Universal Transverse Mercator (UTM) — Oy MepkaTopabIH KeyieHeH Ipo-
eKILUSCHIH KOJIIaHa OTBIPBIN, OypManaHysl a3aiTy yiuiH JKepai 60 anTel rpagycThIK
aiimakka OeseTiH omOeban KapTorpadusIbIK MPOEKIMs, 07 ayKbIMJbl KapTranap, Ha-
Buranus xoHe ['AXK yIiH eTe Koiaiibl, MyH/a KepriliKTi alilMakTaparbl KallbIKTHIK
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TIeH MIIIHHIH JAIT MaHeBIb (2-cypeT). by Naycc-Kprorep nmpoexkiusiceiaan 0,9996
MacmTadTel K03 PUIIMEHTTI KOJaHy jKOHE )KYMBIC ICTEy YIIiH KOOPIUHATTApAbI aybl-
CTBIpY apKbUIbl epekiiencHeni (bamannun xone T.0., 2016).

[ 0)

Cyp. 2. UTM npoexiusicel cei30achl

XKep OeTiHiH KBUDKY HpPOLECTEPIH MOHUTOPUHITEY JKOHE MH)KEHEpIiK ic-1Ia-
payapJblH MK KOPCETKIIITEepiH alKbplHAAay OapbIChIHIA T'€ONE3UsIIBIK TIpeK TO-
panTtapblH KaJbIITACTBIPy OackiM MIHJET peTiHAe KapacTbipbuiaabl. Byrinri tanga
CIYTHHMKTIK paanoHaBuranusiblk okydenepai (FPHCXK) xonmmany reones3usibik
MYHKTTEPIH KOOpAMHATAApbIH aHBIKTAy CalachlH JKaHa JEHrelre KeTepim, Kyp-
Jeni eHJIIPICTIK HbICAHJApJarbl eNIISYAepAiH THUIMIUIMH aTapiablKTaid apTTHIPABI.

[Taiinans! Kaz6anap KeH OpbIHAAPBIH UTEPY Ke31H/Ie TOMOLEHTPIIIK TIKOYPHIIITHI
KOOPIHMHATTAp KYHECIH KOJAaHyAbIH HET13r1 acleKTiIepi:

- JIOKaJIU3allus;

- TIKTOPTOYPHIILI;

- MH)KEHEPIIK MIHAETTEpre bIHFAMIBLIBIK.

Kahanapik HaBUTANMSIBIK CIYTHHKTIK skyhenepai (GNSS) maiimamanymbiy
CTaHJAPTTHI AITOPUTMI OipHeIe Ke3eH IiK TpaHc(hopMalusiiiay MpouecTepiH KaMTHIbI.
O GacTankpla TeOIEeHTPIIIK KeHICTIKTE ajJbIHFaH MAJIIMETTep/i TeHEeCTipyieH OacTa-
JIBIT, KeHIHHEH TeO0JIe3UsUIbIK KOOPAMHATTAP >KUBIHTBHIFbIHA (B, L), coHbIHAA *Ka3bIK
TIKOYPBIILITH aliMaKTBIK JKylere KeuipyMeH askTanaabl. [eone3usiblK 3epTTeyaepiid
ipremni mapTel — eJIeMAepAiH OIPTEeKTLIIrt MeH XYHenuIirin cakray. Jlereaumen, ['a-
yce-Kprorep Hemece UTM kaprorpadusiblk NpoeKUUsIapblHbIH TaOuFaThiHa Oaiina-
HBICTBI, HBICAH OCBTIK MEpHUIMAHHAH alIbICTAaFaH CalblH CHI3BIKTHIK OypMasaHyaap/ablH
apTaThIHBI JKOHE OYIT KaFJail MyHKTTEP/IiH MO3UIMUIBIK AIIITiHE TEpic acep eTeTiHi
FBUIBIMM TYPFbIaH nanenaenred (Mycradun, Txan., 2018; FOnec, Mopo3zoga, 2017).

['eonieHTpIiK KYHeIeH KeprilikTi TOMOLUEHTPIIIK KYyHere KoopAnHaTTapsl TYp-
JeHaipy Oblmaifia xKypriziaeni:
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x X-X,
y|=R"| ¥Y-%, |.
z -7,
(1)
MYHJatbl
-sinB cosL, -smBsinl, cosB,
R'=| -sinl, cos L, 0
cosBycosL, cosB;sinl, sinB
2)

(X Y z) — TOIIOLIEHTPJIIK JKYHeeri KoopAnHaTaap;

(XY Z) — reoueHTpIiK Xyieaeri KoopauHaraiap;

(X, Y, Z,) — peepeHNTIK TOpar MyHKITIHIH T'€OLEHTPIIIK XKyHeeri
KOOpJIMHATAIapBI;

B, L, — pebepeni Topabbl MyHKTiHiH F€OAE3UsNIBIK JKYHEIETI
KOOpJIMHATAIapBI;

R — typnenaipy (Oypy) Marpunacs

(2) — popmynacbiHaH X, Y KOOpAWHATAJIAPBIHBIH I'€OIE3UsIIBIK OMIKTIKKe
TOYeNIUTIriH OaliKaltMbI3.

(1) —popmynace! apKbuTBI 613, TEOLETHPIIIK KYHEHIH TOMOLEHTPIIK KYyHeneH
ayBITKYBIH cUnatTiThiH, (X, Y, Z), KoOpAMHATaIap ©CIMIIENEpPiH eCenTel alaMbl3:

Ax AX
Ay |[=R"| AY
Az AZ

3)

Conpa, bIKIIaM TOMOIEHTPIIK KYHeaari BIKTUMAaIIBIK Teopus MaTpuuacsl M’
Keseci popMynaMeH ecernTenei:
M =R'™MR’, (4)

['eoneHTpiK KYHEIEH S>KEPTUTIKTI TOMOLEHTPIIK JXKyHere KOOpAMHATTAPIbI
TYPJACHIIIPY apHaiibl MaTpuila OOWbIHINA OpbIHAanaabl (AliTkazuHoBa koHE T.0., 2020;
ABTOpIBIK KyaIiK, 2026). KoopanHarTapasl TypiaeHAIPYAiH MaTpUIIaChIHA COMKEC cxema
3-cyperTe KeNnTipiireH.
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~
(X.Y.Z) (x, 3 2) (x v

TOIIOLCHTPILIE JHCTLTIKTI JKEP

WGSS4 KOOpOHHATAIAD KOOpOHHATAaIap
myteci ) ayiieci

Cyp. 3. WGS-84 xoopanHaTaiap )KyHeciH TOHOIEHTPIIIK KOOPIMHATTAP KYHecl apKbIIbI KEPriTiKTi
XKy#Here TypJIeHaipy cXeMachl

Typnennipy OipHele Ke3eH/e KYy3ere achIpbLIaIbl:

1-ke3en. KypbUIbICKa apHaJFaH ASTAJIOHIBIK WHKCHEPIIK-TEOHC3UsIIBIK Kelll
HYKTeJepi YIIiH reofe3usuiblK koopaunarrapra (B, L, H) TypaeHnipineTin cryTHUKTIK
TEXHOJIOTHSIIAPbl apKBLIBI KEHICTIKTIK KoopauHATTap (X, Y, Z) aHBIKTaTa bl

2-xesey. CIyTHUKTIK ©JIIEY apKbUIBl AHBIKTAJIFAH IYHKT KOOpPIHHATTAPHI
TEOICHTPIIIK KOOPAMHATTAP HKYWECIHEH IKEPTUTIKTI TOMOIEHTPIIK KOOpAWHATTAP
KyHeciHe TypieHaipiIesi.

3-ke3en. YKeprimkTi KoopAHMHATATIAP KYWECIHIET1 KOOpAMHATATApkI Oenrini (X,
y’) TopanThlH OacTanmkbl HYKTEIEpPiHIH KOOPJWHATATIAPBIHAH TOMOIEHTPIIK XKYylere
TypaeHaipy mnapamerpiepi [embmept dopmynamaper apkbuibl ecentenemi. FHXOK
eJIeMaepl JKYpPri3iireH KoHE TOMOLEHTPIIK KOOpAWHATTAp JKYHeCciHe TYpJIeHEeTiH
TOparn HYKTEJIEpAiH KOOpAWHATTAPhI MIaxTalapa MapKIIeHaepiik )KoHe reoae3 sUTbIK
KYMBICTap/IbI ’K00aay »oHe OphIH/AY YIIiH KOJAAHBUIATHIH KEePTUTiKTI KOOpAUHATTAP
KyHeciMeH colikecTeHaipinen).

Opi Kapail, ecenTenreH TYPJIeHAIpY MapaMeTpiepiH naiiiasana OThIPhII, KaJlFaH
MYHKTTEPIH KOOPAMHATTAPH! KEH Urepy ayMarblHAaFbl )KEPrUTIKTI jKep KOOPAUHATTAP
KYHeciHe KaiiTa ecenTenei.

TormoueHTpiiK TIKOYPHIITH KOOPIMHATTApP JKYHECIH KOJJaHYIBIH ©3€KTiTiri
3aMaHayW CIIyTHHUKTIK TEXHOJIOTHSUIAPMBI >KE€p KOWHAYyBIH MaiJalaHyIblH ToCTYpIi
o/icTepiMeH MHTETpalusuIay KaKeTTUliriHe OaimanbicThl. TOMOEHTPIIK TIKOYPHIIITHI
KOOpAMHATTAp OKyheci mMmaimansl Kazdamap KeH OpBIHAAPBIH HWrepylne KeHiHEeH
KOJITAHBUIAbI, OWTKEHI OJI JKEPriuTKTI JKeplae oSpTYpii HWHKEHEPHiK-TeOIe3UsIIbIK
MoceJeNepii Menryre MyMKIiHIiK Oeperti.

byn omicteme Opransik Kazakcran eHipiHIe opHanmackaH JKbUIaHIBI KEeH
OpBIHJIAPBI TOOBIHAA KYPTi3UTI KAaTKaH FBUIBIMU 3EpTTEYNIep asChIHIA ChIHAKTAH
oTki3inai. Macenen, IlIsirpic Cappioba KeH OPHBIHBIH TEOJOTHSUIBIK KYPBUIBIMBIHIA
11 xenni morelp TipkenreH. OmapnaeiH OackiM Oeniri TacKyAbIK TOPH30HTHIHAA
IIOFBIPJIAHFAaH JKOHE CONTYCTIK-IIBIFBIC OarbITKa Kapaid 3200 merpre AeiiH CO3BUIBIN
xatelp. Ken nuenepinin kansiHABIKTaps! 0,5 meTpraeH 17 merpre neliHri apajbIKThI
KamMTuabl (4,a-cyper).

IIerrpic Cappioba Topi3ni KEH OpBIHIAPBIH HMrepy Ke3iHAeri TEeXHOTeHIIK
TeOIMHAMUKAJIBIK KYObUTBICTAppl OaKbUlay YIIIH 3€pTTEYHIH THIH TOCUT €HTI3UIAL.
JlocTypii  CO3BUIBIHKBI HHUBEIUPIIK MPOQUIBACPAIH OpHBIHA, T'€OAC3USUIBIK KOHE
HUBENUPIIK  OekeTTepliH  OKWIaylnaHraH  Oakpulay — «OyTamapb» TypiHzeri
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reonuHamukanblk monurod (IJIIT) xkypy omictemeci yChIHBIIABL. OCHI TY)KBIpbIMIama
HeTi3iHIe HBIcaHAa 6 TipeK MyHKTI MeH 72 nedopManusiblK penepai KaMTHTHIH
MOHHUTOPHHTTIK Topan opHareuiael. [JII1 marer GapiblKk «OyTambDy MYHKTTEP
4,0-cypeTiHeri KeH JIeHEeJNepiHe COMKeC OpHANACTHIPBUIFAH JKOHE MEMIICKETTIK
T€0JIC3USIIBIK TOPAIl ITYHKTTEepiHe OailTaHBICTBIPIIFaH.

d - KeH OPHbIHbIH 2e0JI0OCUSIbIK, Kapmdachsl, 0 - opHambulileaH FﬂH cxemacal.

Cyp. 4. Koutanap! keH opubinaars! [JII1 HeIH cxemachl

HoTu:kesepai Tajakpliay.

JKbutanapl HbICAHBIHAAFB! TeoquHAMUKAIBIK Tonuronasl (III1) 3eprrey ymiin
3aMaHayy CITy THUKTIK TEXHOJIOTHsIIapFa HET13/1eITeH OaKblIay 91iCTEMEC] KOJTaHbLIIBI.
MonuTopuHT OapbIChIHIA paguoMoaeMIiK Oainanbic (yHkumsicel 6ap Leica GS16
KaOBUIaFbIITAPBIHBIH KOMETIMEH 6 TIpeK MyHKTIHIE AT >KOFaphbl eJIieyliep
Kyprizuiai. MoxOypsen LEHTpsey oOJICIH KOJIIaHy aclamThl OpHATy KaTeliKTepiH
OapbIHIIIA a3alTyFa KOHE KYMBIC OHIMIUTITIH KOTEPYTe CENTITH TUTI3I].

Jlananplk KYMBICTapAbIH periiaMeHTi 4-6 cararTelk 4 paepOec ceccusian
TYpaTblH CTATUKAJIBIK OaKbUIay PEKUMIH KaMThIbl. JKUHaAIFaH aKapaTThlK MAacCUBTIH
KamepanaslK enaenyi Giodis MamMaHIaHABIPBUIFAH OaFIapiiaMaliblK MaKeTiH KOJIJIaHy
APKBUIBI )KY3€Te aChIPBLIIbI, OYJI OJITIeY HOTHKEIEPIHIH KaTeIiriH FEUIBIMU HET13/1eJITeH
neHreire aeiin tomenaerti (Camnrypus., 2005).

HakTpel koopauHaTanap MeH OMIKTIKTEpAl aidy YIIIH MOCT-OHJIEyre SJIeMIIIK
topart UTM myHKTTEpiHIH JAepeKTepl SHT13UIA1. ONIIey HOTHKEIEpiH dJIeM/IIK TOparka
0allTaHBICTHIPY KOFAPHI TOJTIKTI )KOHE aHBIKTAJIFaH KOOPAWHATAIAp MEH OUIKTIKTEPIiH
anemaik EGM2008 >xone WGS84 xoopauHaTtanap KyHeCciMeH YiJiecyiH KaMTaMachl3
ereni. Conmaii-ak, eHIEY abIHIa TYIKUIIKTI HOTWKEIEPIH JOJIITIH apTThIpy YIIiH
»koOara CITy THUKTEP/IiH 1971 dpeMepuaATepi, HOHOCHEpasbIK KapTaiap, Tporocdepa xam-
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KYHIHIH KapTanapsl )KoHE TATaJIbIK )KYMBICTap/Abl OPBIHAAY KE3CHIHJIET1 CITy THUKTEPICH
OaifJTaHbIC CaFaTTapbl CUSKTHI IEPEKTEp SHII3UII (KecTe ).
Kecre — CiyTHUKTIK ©JIeylnepAiH HOTHKEIEPIH TYpIACHIIPY

Tysxr ITRF2008 WGSs4 UTM 42N

araysl X.uM YoM Z.u B L h.u X Y hu

PII02 16322005571 | 3037264.7502 | 4720578 8152 | 48°10°01L,00481"N | 67°20°0044123"E | 404,638 | 5335067857 | 387230534 | 404,664

PII03 1632741903 | 39375655219 | 4720137.8417 | 48°09°39,78017"N | 67°28°41.81640°E | 3007218 | 5335320,178 | 386,841,903 | 399,722

PII04 1633280.7021 | 30378002852 | 47286832077 | 48°09°17,74868"N | 67°28°23,75454°E | 3088271 | 5334647385 | 386455317 | 308,827

PII0S 16321114814 | 3037723.5303 | 4720218.0788 | 48700'43 83460"N | 67°20712,02478"E | 306,4078 | 5335432,674 | 3687486,027 | 306408
PII06 1633215.0023 | 30372513304 | 47202357251 | 48°00°44 52246"N | 67°20°14.84566"E | 3000548 | 5335.477.642 | 386,287,716 | 300,955

PIIN1 1632021.1178 | 30370410105 | 47205325184 | 48°00°58 3127T"'N | 67°28724,000447E | 416,9637 | 533580060 | 386487308 | 416,964

PII02.1 | 16323916424 | 30371488425 | 47206150502 | 48°10°02.60468'N | 67°28°40.750507E | 4000580 | 5336021.61 | 387.019.714 | 409050

PIID5.1 | 16322889604 | 3037600.6683 | 47202683701 | 48°00°45,00082"N | 67°20°02,714407E | 4029158 | 5335503,674 | 387277348 | 402916

[Taiinansr Ka30anap KeH OPBIHAAPBIH UTEPY YIIiH TOMOLEHTPIIK TIKOYPHIIITHI
KOOPIMHATTAP JKYHECIH KOMAaHYAbIH HET13T1 apThIKIIBUTBIKTAPHI:

- IONAIKTI apTTHIPY;

- IepeKTepi Oipiecim oHJIey;

- ecenTeynepal KeHUIETY;

- 3aMaHyH CTaHJapTTapFa KOy MyMiHJIT1;

- aBTOMAaTTaHJIBIPY JkKoHE OarmapiaMalblk KaMTaMachl3 eTy;

- THIM/IJIIK.

CrHyTHUKTIK eJIlIey HOTHXKeNEPiH OH/Iey HAKThl KOOPAMHATTAP MEH OMIKTIKTEpIi
aiy, Karenepai Ty3etry (Tpomocdepanbik, noHocdepansik) xoHe MIK kapramapbis,
IUTAaHAAaphl MEH OKeNUIepiH jkacay YIIIH CTaTUKaJblK HEMece KHHEMaTHUKaJIbIK
omicTep/i KOJJIaHa OTHIPHIN, TY3€TYJIep BEIOMOCTAphl MEH ChI30anap CHUSKTHI €CEMTIiK
Ky)KaTTaMaHbl KaJIbINITACTHIPY YILIH apHalbl OaF1apiaMalblK )KacaKTaMaHbl Maii1aaana
OTBIPBIT, JEPEKTEPIi AJIBIH ajla XKoHEe KaMepasIblK OHIeyli KaMTH/IbI.

CIyTHHKTIK ©JIIIey HOTHXKEIIEPIH OHICY Ke3eHIepi:

1.AnpiH ana eHJey (IananblK xKoHe 0aCTanKbl KaMepaIbIK):

- IepeKTep I KUHAY: CUTHAJ (pa3amapbIHKOHE CITy THUKTEPTe [ICEBI0aTbABUIBIKTHI
Oekity ymin GNSS KaObl1IarpIITapbIH MaiiaanaHy;

-unbTpney: Kare AepeKTep MEH IIyabl 0oIabIpMay;

-CHUHXPOH/IAy: TUTaHIBIK )KOHE OUIKTIK eJeMepiH OaiiaHbICThIPY;

-TY3eTyJepAl eHri3y: arMocdepanblK KigipicTep, OpOMTANBIK Kareiep, Kol
CoyJesieHy YILIiH TY3eTyJep/i ecernke aiy;

-QMICTI TaHjay: CTATHKAJBIK (KOFapbl JONIIK YLIIH) HEMece KUHEMaTHUKAJbIK
(>KBUTIAMIBIK YIITiH).

2.Kamepannbik eHzey (ecemnrey):

- ecernTeynep: HyKTeaep/AiH KOOpAHMHATTAPBIH aHBIKTAy YIIIH TeHAeYyIep/Ii Iemy;

- TETICTEY: JKEJNiJIeT1 KUBIHBIKTAPIbIH OPHBIH TOJITBIPY;

- KeHiHrl eHjey: ejmemaepli TEHECTipy YILIIiH apHaiibl Oarnapiamaiapibl
konaany (meicansl, CREDO DAT, TIM CREDO LEVELING);

- JKEpJIiH KUCHIKTBIFBIH €CETIKE alTy: TY3EeTYJIep CHT13Y, dcipece Y3aK KallbIKTHIKTA.
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leonnHaMHKaNbIK TOJWUTOHNA, AapHAbl HYCKAYJIBIKKAa MOJMTOHHBIH TIpeK
OYHKTTepl MeH Oa3aliblK perepiepiHiy KOOpAWHATANaphl CITyTHHUKTIK OJIIeyiep
apKBUIBI TEKCEPUTIN OTHIPBUIAABI )KOHE KBUIBIHA €Ki peT IehOoMaUsUIbIK perepiepre
MOHUTOPHHT Xyprizinyae (Husameraunos, 2014).

TomoueHTpiK TIKOYPHIITH KOOPAMHATTAD JKYMECIH JaMBITYIbIH HETi3ri
OarpITTaphl MEH MaliAanaHy MepcreKTUBaIapblHa MBIHAJIAD KATaIbl:

- yur enmemai Moxenbaeymen unterpanus (BIM skone GGIS) TomouenTpiik
TIKOYPBIIITHl KOOPAMHATTAP JKYHeepi KOFapbl JAJIIKTETT KeH OPBIHAAPBIH CaHJBIK
eTi3/IepiH KYpy/AbIH Heri3iHe aifHamyaa. JKeprimikTi TiIKOYphIITh KOOPAUHATTAP IIAFbIH
ayIaHJapAarbl MaTeMaTHKAIBIK OypManaHynapasl OapblHIIA a3alTaTbIHIBIKTAaH, OJlap
MBIHAJIAP YIIiH 6T KOJAWIBI: )KepAETi Ja3epiIiK CKaHepiey KoHe CITYTHUKTIK TyCipitiM
nepekrepin Kouapipy, [AXK (Micromine, Surpac »xoHe T.0.) KeH OpbIHIAPBIHBIH eTKeH-
TETXKEHII1 KaHKAJIBIK JKOHE OJIOKTHIK MOAETBACPIH KYPY;

- QBTOMATTaHIBIPBUTFAH T€OITMHAMUKAJIBIK MOHUTOPHHT YJIKEH TEPEHIIKTET1 KeH
OPBIHJIAPBIH UTEPY MACCUBTIH KEPHEYJIi-Ie(opManusiIanFaH KYWiH Y3IIKCi3 OaKbLUIay/IbI
kaxeT erexi (Bazaluk xone 1.6., 2022).

TomoueHTpaik  TIKOYPBIIITHI KOOpJMHATTap KyheciH naijanany
ABTOMATTAHBIPBUIFAH TAaXCOMETPJIEP MEH JKbUDKY JaTYMKTEPIHEH IEPEKTepli eHJIeY
ANTOPUTMAEPIH )KEHUIIETYTe MYMKIHAIK Oepeii, Kapbepiiep MEH IIaxTa OKITaHJapbIHbIH
OEKITKIIITEePiHIH CHIHAAPIBI Ae(hopMaIMsIapbIH KeeN aHbIKTayFa MYMKIHIIK Oeperi.

KopbIThIHABI.

ATKapbUIFaH JKYMBIC HOTIDKECIHJE TEOAC3UsIIBIK HETI3ZeMe WHXKCHEPIiK-
T€OJIE3USIIBIK JKYMBICTAP/IBIH OapibIK TYpJIepl YIIiH KEHICTIKTIK HEri3/i KaMTaMachl3
eTeTiH Oenrisli KoOOpIUHATTaphl MEH OMIKTIKTEpl Oap MyHKTTEpAiH OacTamksl Kyieci
OoNbIT  TaOBUIATHIHBI AHBIKTANIBL. Bynm opi Kapalfbl enmeyiaepAiH INAirt MeH
CEHIMJIUTITIH aHBIKTAl OTBHIPBII, OHEPKACIN HBICAHIAPBIH >K00AIAYJIbIH KOHE CATy/IbIH
XbIpaMac dJIEMEHTI OOJIbIN TaObLIAIBI.

Y CBhIHBUIFAH OICTEME CIYTHHKTIK KOOPAMHATTAP >KYHECIHEH TOIOICHTPIIIK
JKyiHere Kelry aJlropuTMiHe Herizaenred. by Tocin XKeutanasl ToOObIHA JKaTaThIH KEH
OPBIHAAPBIHBIH I'€0/IC3USUIBIK HET131H )KOFaphI AQJTIKTI TIpEK MyHKTTEPIMEH KaMTaMachl3
eTyre MYMKIHZIK Oepii. AyKbIMIbI >K€p KONHAybIH WTepy >KarJailblH/Ia alIbIHFaH
TeOIMHAMHKAJIBIK MOHUTOPUHT JEPEKTEpl Tay-KEH JKYMBICTAPBIH CTPATETHSUIBIK JKOHE
OTIEPATHBTIK >KOCTIapiay/a Mai1aTaHbUTBIT, OHIIPICTIH KayiNCi3/iri MEH SKOHOMUKAJIBIK
PEHTA0ENBAUIITIH apTTHIPYABIH HETI3r1 (paKTOpbIHA aifHATIIBI.

3epTTey HOTHXKENEpi KOPCETKEHNEH, CIyTHHKTIK KOOPAMHATTAPIBI KOJIaHY
20 KM-Te JeHiHT1 KalIbIKTBIKTAFbl TeO/IC3HSIIBIK TOPAIl KaObIpFaIapbIHbIH Y3bIHIBIFbIH
ecenrey ke3inne [aycc-Kprorep mNpoOeKIUSICBIMEH CalbICTHIPFaH/Ia TPOCKITUSIIBIK
OypMaiaHnyiap/bl €Ki eCelieH acTaM JCHIelre TOMEHIETYTe JKaFJail JKacaiIbl.

WGS-84 sxahaHIplK KOOpAMHATTAp JKYHECIH TOMOLEHTPIIK TYPIACHAIpYIep
ApKBUIBI JKePTUTIKTI )Ky#iere TpancopMarusiiay 9icTeMeci ayKbIM/IbI T€0JHHAMUKAIIBIK
MOJIMTOHAAP/IBI JKo0asay sKOHE OJapIbIH XKai-KyiiH Oakpliay YIIiH, COHai-aK e3re e
KEH OpPBbIHIAPbIHBIH MOHUTOPUHITIK JKYHeNepine KOIJaHyFa YChIHBUIAIbI.
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Abstract. Small and medium-sized enterprises (SMEs) increasingly rely on
ERP-integrated warehouse management systems, yet persistent inconsistencies in
dimensional-weight calculation, tariff application, and dispute handling continue to
generate avoidable freight costs and auditability gaps. This study presents a blockchain-
enabled ERPwarehouse integration prototype that combines loT-based dimension capture,
a machine-learning point-regression service for dimensional-weight reconciliation,
and a permissioned audit layer for traceability-oriented workflows. The implemented
prototype links a Node.js ERP/WMS bridge, a synthetic-data XGBoost model using
the input fields L, W, H, and DF, and a stub-integrated Hyperledger Fabric service for
measurement, tariff, and dispute events. To improve methodological clarity, the paper
formalizes the decision layer, defines Freight Cost (c), Risk (c), and Space Penalty (c)
as deployment-level analytical terms, and reports released training parameters and
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measured rerun evidence separately from configured scenario indicators. The measured
rerun confirms that the learning pipeline is reproducible on the synthetic dataset, while
the scenario package illustrates system-level trade-offs among latency, throughput,
dispute rate, cost per item, and recovery time. The contribution is strongest at the level
of ERP/WMS integration architecture, prototype specification, and auditability-oriented
workflow design for dimensional-weight reconciliation in warehouse operations.

Keywords: machine learning, Blockchain, ERP systems, warchouse
management, dimensional weight
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KOliMa MEHEDKMEHTI KylenepiHe keOipek cyheHemi, amaiga eimeMiIl CaTMaKThI
ecenrey, TapudTepai KOJNJaHy KOHE HayiapAbl OHJCY CcalajapblHIAFrbl TYPAKThI
CoMKecCi3MIKTep KOCHIMINA TachbIMal IIBIFBIHAAPE MEH AayIHTTUIK ToyeKeJIepiH
TyblHAATabl. 3epTreyae loT-HeriziHmeri enmeMaepai TIpKeyIi, emeM Il calTMaKThl
CaJIBICTBIPYFa apHAJFaH MalIMHAIBIK OKBITY CEPBUCIH OHE KaJarallaHATBIH KYMBIC
yaepicrepine apHanraH blockchain-aynut kabate Oipiktipetin blockchain-xommayst
6ap ERP xoiiMa WHTerpanusChbiHBIH MPOTOTUI YCBHIHBIIAABL. ICKEe achIpbUIFaH
npototun Node.js Herizingeri ERP/WMS kemnipin, L, W, H xone DF epicrepin
naiianaHaTelH CUHTETUKAIBIK jaepektepaeri XGBoost Monemin jkoHe emmemuep,
TapudTep MEH Jaylap OKWUFaJapbhlH TIpKeHWTiH stub-uHTerpamusiianran Hyperledger
Fabric kp13MeTiH KaMTHIbI. O JiICHAMAIIBIK aWKBIHABIK YIITIH MaKaia/ia menriM Kaobuiiay
kabatel (opmanmanbim, FreightCost(c), Risk(c) sxome SpacePenalty(c) yFeimmapsr
deployment-aeHreiinaeri aHaIUTUKAIBIK TEPMUHJCP PETIHJIE aHBIKTATA/IbI, aJl OKBITY
napameTpIiepi MeH KaiiTa icKke KOCBUIFaH OJIIICHIeH HAOTHKeNep OarnTalFad CleHapHilTiK
KepceTKimTepaeH Oesek Oepineai. ONIIeHTeH rerun HoTHXeJepi OKbITY KOHBeHEpiHiH
CHUHTETHKANIBIK JIePEeKTEp JKUBIHBIHIA KalTa OHIIPIJICTIHIH KOpCeTeadi, ajl CIeHApHi
makeTi Kifipic, eTKi3y KaOineri, qaymnap yJieci, OipiiK KYHBI jKOHE KaJIblHA KENTipy
YaKBITBI apAChIHJIAFbI )KYHeIiK albIpOacTap/Ipl MILTIOCTPALMsIIAiAbl. 3epTTeYAiH HETi3r1
yiieci ERP/WMS uHTEerpanuscel apxuTeKTypachiH, IPOTOTUI CIICIIM(PUKALIUSACKHIH KOHE
KOMMa oTepanusIapbIHAaFsl eJIIIeM/Ii CaJIMAKThI CAJIBICTBIPYFa apHAJIFaH ay IUTTUTIKKE
OaFpITTANIFaH )KYMBIC YCPICiH YCHIHYIA.

Tyiiin ce3mep: MammHaNBIK OKBITY, OnokyeitH, ERP kyiienepi, koiima
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AnHoTanusi. Mansie u cpennue npeanpusatus (MCII) Bcé vamie onuparorcs
Ha uHTerpupoBaHHble ¢ ERP cucremsl ymnpaBieHus CKiaaaoM, OJHAaKO YCTOWYUBBIE
HECOOTBETCTBUS MPH pacdyére rabapuTHOTO Beca, MPUMEHEHUH TapuQoB U 00paboTke
CTIIOPOB MO-MIPEKHEMY MPUBOAAT K JIMITHUM TPAHCIOPTHBIM 3aTpaTam M mpobenam
B ayaupyemocTu. B crarbe mpencraBien mnporotunt blockchain-momnep:xnBaemoit
nnrerpaunu ERP-cknana, coueraronuiiloT-perucrpanuto pazmepoB, CEpBUC MAIIMHHOTO
OOy4eHHs [T COIIaCOBaHMS TaOapUTHOTO BECa U Pa3peIIEHHBIN ayIUTHBIN CIIOH JUIs
TpaccupyeMbIX pabouux MpoIeccoB. Peann3oBaHHBIN MPOTOTHI OOBEAMHSET MOCT
ERP/WMS na Node.js, XGBoost-Moienp Ha CHHTETHYECKHX JaHHBIX ¢ Bxomamu L, W,
H u DF, a taxxe stub-unrerpupoBansslii cepsuc Hyperledger Fabric s peructparuu
u3MepeHuit, Tapudos 1 coObITHIA CIOPOB. {7151 MOBBIIICHNS METOA0IOTMYECKON ICHOCTH
B cTathe (hopMannu3oBaH ciIoOi MpuHATUS pemeHuit, a ¢pynkmun Freight Cost (c), Risk
(c) u Space Penalty (c) 3a1aHbI KaK aHaJTUTUYECKUE TEPMUHBI YPOBHS pa3BEPTHIBAHMUS;
napaMeTpbl OOyYeHHs] M pe3yIbTaTbl KOHTPOJIHHOTO TMOBTOPHOTO 3aITyCKa OT/EJICHBI
OT HAaCTPOEUYHBIX CIIEHAPHBIX MHIMKATOpOoB. IIOBTOpPHBIM 3amyck NOATBEpXKAAET
BOCTIPOM3BOAMMOCTh OOy4YaroIero KoHBeiepa Ha CHHTETHYECKOM Habope JaHHBIX,
TOIZa KaK CIEHAPHBIM MaKeT WUIIOCTPUPYET CHUCTEMHBIE KOMIIPOMMCCHI MEX]Y
3a/IEPKKOM, MPOMYCKHON CIIOCOOHOCTBIO, JI0JI€M CIIOPOB, CTOMMOCTBIO Ha €IUHUILY U
BpeMeHeM BoccTaHoBleHHs. OCHOBHOM BKIaJ paboThl cocToUT B apxutektype ERP/
WMS-unTerpanum, cnenu@uKamuy TMPOTOTHIIA W HPOSKTHPOBAHUHU  aAyIUPYyEMOTO
pabouero mporiecca IJisi COrTacoBaHUs Ta0apUTHOTO Beca B CKIIAJICKUX OTEPALIUsX.
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(In Eng.).
KoH(pauKkT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIMKTA
UHTEPECOB.

Introduction.

Enterprise resource planning (ERP) and warehouse management system
(WMS) integrations operate at the point where physical measurement, tariff logic, and
accountability requirements meet. In everyday warehouse practice, inconsistencies
between device readings, tariff rules, and operator decisions can create avoidable freight
leakage, delayed reconciliation, and repeated billing disputes.

Blockchain-oriented logistics research has shown that immutable logs and
contract-based workflows can strengthen provenance and governance, while warehouse
analytics studies have explored dimensional-weight calculation, measurement capture,
and operational decision support. Even so, these strands are often treated separately,
leaving a practical gap between warehouse measurement, ERP execution, and auditable
dispute handling.

This study addresses the gap by proposing a blockchain-enabled ERP warehouse
integration prototype that combines loT-based dimension capture, a machine-learning
point-regression service for dimensional-weight reconciliation, and a blockchain-
oriented audit layer. The emphasis is on executable integration: how warehouse
measurements, tariff application, and dispute workflows can be linked in a reproducible
prototype suitable for SME-oriented deployment scenarios.

The contribution is threefold. First, the study specifies an ERP/WMS integration
architecture that links measurement capture, tariff application, and dispute workflows
to an auditable ledger service. Second, it formalizes the implemented learning pipeline
and the associated decision layer, including explicit definitions for Freight Cost (¢), Risk
(c), and Space Penalty (c). Third, it reconciles measured rerun evidence with configured
scenario outputs so that tables, figures, and conclusions refer to the same documented
evidence hierarchy.

Literature Review

Asresearch onblockchain-enabled ERP systems and their warehouse management
modules has expanded, the literature reflects diverse emphases ranging from traceability
and quality assurance to ERP integration and warehouse automation.

(Korapati, 2025) and (Moalagh and Ghadi, 2022) emphasize blockchain’s
capacity to embed immutability, compliance, and smart contracts within ERP workflows,
thereby enhancing the reliability and automation of enterprise processes. Extending this
perspective, (Imane et al., 2024) proposed a structured pre-implementation framework
that underscores the importance of consortium-based adoption and resource alignment to
ensure effective integration. Complementing these theoretical contributions, (Ilochonwu,
2024) and (Teodorescu et al., 2021) provide case-based analyses that illustrate both the
opportunities of blockchain adoption—such as improved traceability and transparency—
and the barriers, including organizational resistance to change, persistent interoperability
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challenges, and regional variation in state support and IT competencies.

(Korkusuz et al., 2024) proposed a Quality 4.0 warehouse model that integrates
process quality metrics with immutable blockchain records, thereby strengthening
accountability and ensuring data integrity across warehouse operations. Building on
transactional efficiency, Xu and Lee (2024) designed a blockchain-based warehouse
sharing mechanism that employs Bayesian algorithms to optimize allocation, though
their findings indicate persistent scalability concerns. Addressing system-level
transparency, Hande and Chandak (2024) incorporate blockchain into warehouse
management systems (WMS) to enhance auditability, while also identifying performance
bottlenecks that limit operational throughput. Extending these approaches, (Tufano et
al., 2024) explored machine learning-enhanced digital twins for optimizing warehouse
operations, demonstrating the potential of simulation-driven decision support, though
without integrating blockchain-based provenance mechanisms. Further, Ospanov and
Zhumadillayeva (2025) combined IoT sensors and machine learning to enable intelligent
warehouse monitoring and predictive oversight. In this respect, the warehouse-focused
studies by (Jararweh et al., 2025) and Hande and Chandak (2024) are particularly useful
because they tie dimensional-weight and reconciliation issues to operational system
design. (Jararweh et al., 2025) propose dimensional weight algorithms that reduce freight
cost variance, though their models do not incorporate blockchain-based auditability.

(Rahman et al., 2025) and (Kramer et al., 2021) demonstrate blockchain’s
effectiveness in enhancing traceability for perishable goods, showing how immutable
records reduce waste and strengthen accountability across agri-food supply chains.
(Kramer et al., 2021) further emphasize blockchain’s role in improving vertical
coordination within agri-food networks, highlighting its potential to align stakeholders
and streamline information flows.

Beyond the security risks noted in the ERP-integration literature, (Butt et al.,
2025) and Moalagh and (Ghadi et al., 2022) identify persistent barriers to blockchain
adoption at the institutional level, particularly in relation to scalability, privacy, and
regulatory compliance, underscoring the tension between technological potential and
organizational constraints. Extending this discussion, (Xu and Lee et al., 2024) and
(Aleksieva et al., 2024) examine logistics transaction models that leverage blockchain
for operational efficiency, yet their approaches remain limited by the absence of validated
key performance indicators (KPIs). From a methodological perspective, (Seelaboyina et
al., 2025) provide a bibliometric mapping of blockchain research in logistics and supply
chain management, revealing fragmented approaches and a lack of unified frameworks.

The bibliography thus establishes the relevance of blockchain-ERP integration,
warehouse traceability, and enterprise workflow governance, but the gap addressed
in this paper is more specific than broad claims about algorithmic novelty. The most
relevant prior studies are those that connect implementation concerns measurement
reconciliation, tariff handling, auditability, and enterprise integration rather than those
that report standalone optimization gains detached from deployable workflow constraints.
Together, these strands of work—governance and interoperability challenges from ERP-
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blockchain integration, measurement and reconciliation concerns from warehouse-
focused studies, and traceability demands from supply chain applications—motivate
an integration-oriented contribution: not a new learning algorithm, but a reproducible
artifact that makes the interaction among measurement, estimation, tariff application,
and audit logging explicit.

A second point emerging from the surveyed literature is methodological opacity.
Many papers discuss integration architectures or optimization benefits at a high level,
yet provide limited information about runnable artifacts, scenario definitions, model
training details, or result provenance. For applied ERP and warehouse research, this gap
matters because practical value depends not only on conceptual soundness but also on
whether the workflow can be inspected, rerun, and bounded appropriately.

The present study is positioned in that reproducibility-oriented space. Related
work by Ospanov and Zhumadillayeva (2025) on IoT- and ML-enabled warehouse
monitoring, and by Ospanov, (Alonso-Jorda et al., 2025) on ERP modernization through
emerging technologies, helps frame the current prototype as part of a broader enterprise-
systems agenda. Hybrid optimization studies by Ospanov, (Alonso-Jorda et al., 2025)
further highlight synergies between ERP and ML systems, yet these remain disconnected
from blockchain provenance frameworks. Here, however, the emphasis is deliberately
narrower: a recoverable prototype for warehouse measurement reconciliation,
documented with explicit evidence boundaries.

Materials and Methods

Through the reviewed studies, blockchain technology is consistently associated
with traceability, compliance, and transparency, while ERP-integration research
emphasizes governance structures and decision-support workflows. Research on
warehouse management likewise highlights auditability and quality assurance, yet key
cost drivers such as dimensional-weight reconciliation and freight-billing control remain
comparatively underexplored despite their operational significance.

Collectively, the literature shows sustained interest in blockchain for supply-
chain transparency, ERP integration, and warehouse monitoring, but several gaps remain.
Empirical validation with warehouse-specific key performance indicators (KPIs) is
still limited; few studies explicitly address freight-cost reconciliation or dimensional-
weight decision support; and hybrid architectures tailored to the needs of small and
medium-sized enterprises remain underdeveloped. In particular, the joint treatment
of IoT-enabled dimension capture, ML-supported dimensional-weight estimation,
and blockchain provenance has rarely been documented through a reproducible ERP-
integrated prototype.

To address these gaps, the present study combines three methodological layers:
(i) an ERP/WMS bridge for measurement, tariff, and dispute events; (ii) a synthetic-
data XGBoost regression service that supports dimensional-weight reconciliation; and
(ii1) a blockchain-oriented audit layer that records workflow events for traceability and
governance.

The following sections describe the implemented architecture, the formal decision
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model, the synthetic-data generation process, the XGBoost training configuration,
and the evidence package used to separate measured rerun results from deterministic
scenario-analysis outputs.

System Architecture and Workflow

Figure 1 shows the implemented system boundary recovered from the repository.
The runtime architecture consists of: (i) a Node.js ERP/WMS bridge exposing
warehouse, tariff, and dispute endpoints; (ii) an XGBoost-based point predictor with a
deterministic fallback rule; (iii) a deterministic Fabric stub service used by the backend
to persist measurements, tariff policies, and disputes during prototype execution; (iv) a
Go chaincode prototype retained as the blockchain contract source; and (v) CSV-based
artifact files for synthetic data and scenario outputs.

Implemented prototype architecture

Repository-recoverable runtime boundary and supporting artifacts

j XGBoost point
ERP/WMs bridge predictor
(Node.js API)

Deterministic
fallback rule

Tariff & dispute

Fabric stub
service
logic

\ Go chaincode
prototype
CSV artifacts:
synthetic/scenario

Fig. 1. Implemented prototype architecture. The runtime backend uses a deterministic Fabric stub for
auditability-oriented workflows, while the manuscript analysis relies on CSV-based illustrative scenario files rather
than production blockchain benchmarks.

Figure 2 summarizes the operational workflow. Item data enter through the ERP/
WMS bridge. The learning service returns a point estimate ¥ with explicit prediction
metadata. The backend then records the event, applies tariff or dispute logic, and exposes
the resulting state through the API. The present artifact therefore demonstrates workflow
integration and traceability, not autonomous optimization or independent blockchain
performance benchmarking.

Implemented workflow in the released prototype

Traceable operational flow rather than autonomous optimization benchmark

Capture item Predict weight Record event in Apply tariff /
measurement (XGBoost/fallback) stub ledger create dispute

Expose state via API
and summaries

Fig. 2. Implemented workflow in the released prototype. The predictor provides a point estimate; tariff
calculation and dispute handling are recorded through the stub-integrated ledger service.

Formal Models and Implemented Method Specification
Notation and Recoverable Variables
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Table 1 defines the symbols used in the implemented prototype. A key correction
is that the dataset field DF in the repository is a synthetic density factor, not a carrier
dimensional divisor. The earlier manuscript conflated these concepts, which contributed
to unsupported dimensional-weight formalism.

Table 1 — Symbols used in the implemented prototype.

Symbol / field Meaning in the released artifact

L,W,H Length, width, and height captured per item (cm)

d f/DF Synthetic density factor used by the data generator

_ (unitless)

v Item volume, computed as L x W x H (cubic
centimeters)

y / optimal weight Synthetic target weight generated for supervision (g)

N Point prediction returned by the XGBoost model or

y fallback rule (g)

S Scenario set: baseline A, baseline B, proposed

L rec Reconciliation latency recorded in the scenario files

- (s)

T Throughput recorded in the scenario files
(decisions/s)
Configured kilogram-level MAE field in the

E MAE scenario summary file; distinct from the measured
rerun MAE summarized in Table 2.

C item Cost per item reported in the summary file ($)

D Dispute rate reported in the summary file (%)

R rec Recovery time reported in the summary file (min)

Carrier-style dimensional weight derived from
DW i volumetric rules and tariff rounding (conceptual
deployment variable).

Operator- or policy-selected guard-band around the

Al point estimate (conceptual deployment variable).

Ci Candidate decision set for deployment-level choice
- among dimensional and predicted weights.

1 i) Deployment-level decision objective combining

tariff cost, risk, and space penalty.

Tariff-derived billed transportation cost for

FreightCost_i(c) candidate ¢ under the active schedule.

Expected penalty of dispute escalation, underbilling,

Risk i . .
isk_i(c) or non-compliance for candidate c.

Operational penalty associated with inefficient

SpacePenalty_i(c) volume usage, slotting, or excess handling.

Planning-level confirmation latency for a
Lf permissioned ledger deployment; not a measured
runtime output.

Problem Formulation
The implemented learning task is a supervised regression problem over synthetic
warehouse records. For each item, the feature vector is
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x i=[L i, W i,H i,d fi]. (1)
where L, W, and H are dimensions in centimeters and d_f'is the synthetic density
factor stored in the DF column. The item volume is
Vi=L ixW_ ixH i (2)
The repository generator uses this volume to construct the target field optimal
weight. In its nominal form, the synthetic target is derived from
y _nominal,i=0.85xd fiixV i 3)
which yields a weight in grams under the generator’s simplifying assumptions.
The script then applies bounded perturbations, clipping, and explicit edge-case injections
for large or small parcels. Consequently, the target used for training is a synthetic
supervision signal rather than a carrier-invoiced ground-truth label.
Deployment-Level Analytical Extension
For operational use, the choice layer can be expressed through a deployment-
level analytical extension. Let DW i denote a tariff-derived dimensional-weight
estimate, W_i the machine-learning point prediction, and A i a policy guardrail:
Ci={DW_ i, W i,Ww i£A i}. 4)
For a candidate ¢ € C i, the deployment-level decision objective combines
transportation cost, expected dispute or non-compliance risk, and a warehouse space-
utilization penalty:
J_i(c)=FreightCost i(c)+A - Risk i(c)+p - SpacePenalty i(c). (5)
Here FreightCost i(c) denotes the billed transportation cost produced by the
active tariff and rounding ladder; Risk i(c) denotes the expected penalty associated
with underbilling, dispute escalation, or policy non-compliance; and SpacePenalty i(c)
denotes the operational penalty associated with volumetric inefficiency, slotting friction,
or avoidable handling overhead. The conceptual deployment decision is therefore
c i*=argmin {c € C i} J i(c). (6)
The released repository does not benchmark these functions directly. They are
retained here to make the decision layer explicit and to define the operational meaning
of the previously ambiguous terms Risk(c), SpacePenalty(c), and FreightCost(c) in a
deployment-oriented setting.
TPS=B/t b, L f=t b-d conf. (7)
where B is block capacity, t b is block interval, and d_conf is the confirmation
depth assumed by the governance policy. These planning expressions are analytical
aids only; they are not presented as measured outputs of the current artifact.
Synthetic Data Generation
The data generator creates 1,000 synthetic shipment records with the fields id,
L, W, H, DF, and optimal weight. Length, width, and height are sampled from bounded
ranges and coupled through a shared base-size variable so that the dimensions are not
fully independent. The generator then computes the nominal weight, adds bounded
variation, clips implausible values, injects large-item and small-item outliers, perturbs a
subset of density factors, shuffles the rows, and writes the results to synthetic data.csv.
The revised script fixes the random seed at 42 and makes the generation logic explicit
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in the repository.

Learning Model and Training Script

The learning component is implemented as a standard XGBoost point-regression
script. The released training configuration specifies feature names [L, W, H, DF], target
optimal weight, an 80/20 shuffled split, random seed 42, objective reg:squarederror,
evaluation metrics rmse and mae, num_boost round = 50, max depth = 6, eta = 0.1,
subsample = 1.0, and colsample bytree = 1.0.

At runtime, the backend uses the trained model when the artifact is available;
otherwise, it falls back to a deterministic volume-density rule and records the prediction
source explicitly. This preserves workflow executability even when the Python/XGBoost
path is unavailable.

Decision Pipeline

Algorithm 1. Prototype decision pipeline.

* Capture item dimensions and optional measured weight through the ERP/WMS
bridge.

« If weight is not supplied, compute a point estimate using the XGBoost model
or a deterministic fallback rule.

* Record the measurement event through the stub-integrated blockchain service.

* Apply stored tariff policies using weight-, volume-, or item-based rules.

* Create or update disputes when an operator or auditor flags a discrepancy.

» Aggregate configured scenario indicators from the canonical CSV outputs for
manuscript reporting.

Measurement Integrity and Calibration Boundaries

The repository records measurements, timestamps, and dispute events, but it
does not contain calibration certificates, drift logs, or secure device-attestation records.
Accordingly, calibration is treated as a deployment requirement rather than as an
empirically validated property of the current prototype.

Blockchain and Governance Scope

The runtime backend does not benchmark a live multi-organization Fabric
deployment. Instead, it uses a deterministic stub service to support item recording,
tariff creation, tariff calculation, dispute creation, and dispute resolution workflows.
The blockchain-oriented contribution is therefore governance and auditability-oriented
rather than a production-scale performance benchmark.

Experimental Results

Measured ML rerun

The released XGBoost workflow was rerun exactly as documented in
optimization/train.py, the model artifact was regenerated, and the split and parameter
metadata persisted in optimization/model metadata.json. Table 2 summarizes the rerun
metrics together with a deterministic rule-based comparator recovered from the data
generator.

The rerun results show that the XGBoost surrogate is reproducible on the
synthetic dataset, but they also reveal an important boundary condition: a deterministic
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clamped rule recovered from generate expanded data.py remains materially stronger
than the learned model on the same synthetic labels. This indicates that the present target
encodes hand-crafted generator logic more strongly than unknown warehouse behavior.

Across five additional shuffied split seeds, as shown in Figures 3 and 4, XGBoost
test MAE averaged 3.85 + 0.42 g and test RMSE averaged 22.36 + 4.16 g. These
stability checks support reproducibility of the training path on the synthetic dataset, but
they should not be interpreted as validation on live warehouse measurements or carrier
billing records.

Table 2 — Rerun metrics and rule-based comparator.

Method Evaluation setting MAE (g) RMSE (g) R?/ note
XGBoost Seed-42 test split 5.70 30.60 R2=10.950
Rule-based comparator Same test split 0.045 — Deterministic generator rule
XGBoost 5 extra shuffled seeds 3.85+0.42 22.36 £4.16 Mean + SD
XGBoost rerun: observed vs predicted on seeded test split Sensitivity of XGBoost error to shuffled split seed
30 - MAE
—&- RMSE
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- 25
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Fig. 3—4. Measured rerun plots: observed versus predicted synthetic-target values on the seeded test split,
and test-set MAE/RMSE across five additional shuffied split seeds.

Prototype Execution Trace

Explicit API traces were also captured for both runtime modes exposed by the
backend. When the Python environment lacks the XGBoost dependency, the health and
optimize endpoints report source = volume density fallback while keeping the ledger
workflow operational. When the backend is launched with an XGBoost-enabled Python
runtime, the same endpoints report source = xgboost model. The Jest API suite passed
in XGBoost-enabled mode with 13/13 tests covering item capture, optimization, tariffs,
disputes, health reporting, and service-unit behavior. These traces strengthen confidence
in prototype executability, but they do not change the fact that the blockchain layer
remains a deterministic stub and that the measured ML evidence is still synthetic-data
evidence rather than warehouse-field validation.

In Figure 5, the traces demonstrate that the ledger workflow remains operational
in both modes (stub blockchain service). Panel A compares the health endpoint under
fallback and XGBoost-enabled execution modes, showing that the blockchain service
remains in stub mode while the prediction source changes from volume density fallback
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to xgboost model. Panel B compares optimize-endpoint outputs for the same sample
parcel, illustrating source switching at execution time. This figure documents prototype
executability rather than benchmark performance.

Comparison of fallback and XGBoost-enabled backend execution using stored health and optimize traces

- ~\ e N

Fallback mode XGBoost-enabled mode

Health endpoint

Overall status:
Blockchain mode:
Ledger status:
ML source:
Python command:
Model file exists:
Script exists:

Fallback reason:

Item id:

healthy

stub

healthy
volume_density_fallback
python_does_not_exist
True

True

spawn python_does_not_exist
EACCES

Optimize endpoint (same sample parcel)

fallback-item

Health endpoint

Overall status:
Blockchain mode:
Ledger status:
ML source:
Python command:
Model file exists:
Script exists:

Model status:

healthy

stub

healthy
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Fig. 5. Prototype runtime-mode evidence from captured API traces

Ilustrative Scenario Design

The repository defines three illustrative scenario labels in demo/scenario_config.
json: baseline A (ERP-only), baseline B (on-chain tariff/dispute workflow without
the proposed ML-assisted positioning), and the proposed scenario (ML-assisted +
blockchain-audited prototype). The scenario files are generated deterministically from
this configuration and written to results kpi.csv and summary results.csv. In this
manuscript, summary_results.csv is treated as the canonical source of truth for the
illustrative scenario package, not as an empirical benchmark file.

Configured Indicators.

The scenario-analysis package tracks six configured fields already present in
the repository outputs: reconciliation latency, throughput, mean absolute error (MAE),
cost per item, dispute rate, and recovery time. These values are deterministic scenario
outputs. They are not production telemetry, statistical confidence intervals, or live
blockchain benchmarks. In particular, the MAE field in the scenario files is retained as
an illustrative configuration variable and should not be read as a persisted evaluation
result for the rerun XGBoost artifact summarized in Table 2.

Configured Scenario Summary.

The repository-level scenario summaries reconcile the manuscript with the stored
scenario files. These outputs are deterministic scenario means over 1,000 synthetic
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records and are retained only as illustrative configuration values rather than as empirical
benchmark measurements. Within these configured scenarios, the proposed workflow
is assigned lower dispute, cost, and recovery values than the heavier on-chain baseline,
while the ERP-only scenario remains fastest because it excludes governance overhead.

Table 3 — Configured scenario summary from summary_results.csv (illustrative
deterministic outputs).

Scenario Latency (s) | Throughput | MAE (g) Cost/item ($) | Dispute rate (%) | Recovery (min)
Baseline A 0.52 +0.06 119.86 2.116 0.00205 2.30 3.50
Baseline B 2.04 £0.20 44.97 2.116 0.05005 2.30 4.20
Proposed 1.48 £0.13 58.09 0.762 0.01005 0.40 1.80

Note: scenario-derived outputs from summary_results.csv; illustrative repository
summaries, not empirical benchmark measurements.

[llustration in Figure 6 indicates that each point represents one illustrative scenario
summary, positioning latency against throughput while preserving the configured
differences in dispute exposure and operating cost. These values are scenario-derived
configuration outputs rather than empirical benchmark measurements.
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Fig. 6. Configured scenario trade-offs derived from the canonical repository scenario files.

Discussion

The study shows that ERP-integrated warehouse reconciliation can be described
and evaluated more clearly when the architecture, learning module, and audit workflow
are reported together rather than in isolation. The prototype demonstrates a coherent
integration path from measurement capture to tarift application and dispute handling,
and the rerun evidence confirms that the released training pipeline is executable on the
synthetic dataset.

At the same time, the results draw a clear methodological boundary. XGBoost
provides stable synthetic-data performance, but the deterministic rule recovered from
the generator remains stronger on the current labels, indicating that the present learning
task is best understood as a reproducible surrogate rather than as proof of superior
predictive intelligence for live warehouse billing data. The scenario package is therefore
most useful as an illustrative systems comparison, not as a live benchmark.

Taken together, these findings support the paper’s main value proposition: a
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blockchain-enabled ERP warehouse integration framework that makes measurement
reconciliation, tariff governance, and dispute workflows inspectable at prototype level.
For research, the contribution lies in combining loT-oriented measurement logic, ML-
supported reconciliation, and blockchain auditability in one formalized workflow. For
practice, the prototype clarifies what would be required to move from synthetic evidence
toward calibrated field deployment.

Limitations and Threats to Validity.

Several Limitations.

First, the supervision target is synthetic and derived from generator assumptions
rather than from carrier billing records. Second, the DF field in the dataset denotes a
synthetic density factor used by the generator; it is not a carrier divisor recovered from
operational billing systems. Third, the blockchain layer is represented by a deterministic
stub rather than by a live multi-organization Fabric benchmark. Fourth, the scenario
files are configured outputs rather than naturally occurring warehouse telemetry.

These constraints define the main threats to validity. Construct validity is
limited because the scenario package represents configured indicators rather than direct
operational telemetry. Internal validity is bound by the synthetic target-generation
logic. External validity is limited by the absence of calibrated field devices, carrier
billing records, and live multi-party deployment conditions. Even so, the manuscript is
reproducible at prototype level and makes its evidence boundaries explicit.

Conclusion.

This study develops and analyzes a blockchain-enabled ERP warehouse
integration prototype for dimensional-weight reconciliation and auditability-oriented
workflow support. The paper contributes an integrated architecture linking loT-oriented
measurement capture, an XGBoost-based point-regression module, and a blockchain-
governed dispute and tariff workflow, while also clarifying the analytical decision layer
through explicit definitions of FreightCost(c), Risk(c), and SpacePenalty(c).

The reported evidence supports a careful conclusion. The learning pipeline
is reproducible on the synthetic dataset, the prototype runtime is executable in both
fallback and XGBoost-enabled modes, and the configured scenario package provides
a coherent illustration of latency, throughput, dispute-rate, cost, and recovery trade-
offs. At the same time, the study does not claim live warehouse validation, carrier-
ground-truth supervision, or production-scale blockchain benchmarking. Future work
should therefore focus on calibrated field data, carrier billing records, and live multi-
organization deployment to test the proposed framework under operational conditions.
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AHHoOTauMsl. YpOaHU3aIMSHBIH apTybl Tpapuk Oackapy KyWenepiHiH
KYPJENITIriH apTThIpFaH OOJAaThIH, OCBIFAaH OailIaHBICTHI HAKTHI YaKbITTa JEPEKTEepAi
OHJIeyTe )KOHE OKUFalapFa THIM/I Jkayarl Oepyre KaOieTTi akplIbl TpaduK xKyienepin
(ATXK) mambiTy KaxkeTTutiri TyelHAaiael. OKurara OarqapiaHFaH MHUKPOKBI3METTEP
xyheci ATXK-ma oxuramapapl aHBIKTay MEH jKayan Oepy VIIH MaclITa0TajJaThIH
KOHE MKEMJI apXUTEeKTypa YChiHanbl. byn Makanmama okwrara OargapiaHfal
Mukpokbismertepai ATXK-ra uHTErpanmsiayasl 3epTTeiiMi3, COHBIMEH Katap Kasipri
3epTTEeYJCPi, OMICTEP/i KOHE TEXHOJOTHSIIBIK KETICTIKTep i TamaaiMbl3. COHFBI
3epTTeyJepre IOy Kacay apKbUTbI MHUKPOKBIZMETTEp/IiH HAKTHI YaKbITTa TpaduUKTi
OakpuIayFa, JEpPEeKTepAl OHICyre >KoHe THIMJI OKHFara jkayan Oepyre MYMKIiHIIK
OepeTiHiH KepceTeMi3. AKBIPBIH/A, OYIT )KyHeaepAiH MBIKTBUIBIFBI MEH MAaCIITa0TaTybIH
KaKCapTy VIIH HeTi3ri KHUBIHABIKTapAbl aHBIKTaWMBI3 KOHE Ooamak 3eprrey
OarbpITTapBIH YCHIHAMBI3.
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AHHoOTanusl. YpOaHu3alusl yBEJIWYWIA CIOKHOCTb CHUCTEM YIPaBICHUS
JOPOKHBIM ~ JIBJKEHHEM, 4YTO  OOYCIOBWJIO  HEOOXOAMMOCTh  Pa3pabOTKHU
UHTEJJIEKTYalbHBIX TpaHcHOpTHBIX cucteM (MTC), cnocobHbix 00padbaThiBaTh JaHHBIE
B peaJbHOM BpeMeHU U 3(P(EKTUBHO pearupoBaTh Ha HHUUACHTHL. COOBITHHHO-
OpPUEHTUPOBAHHBIE MUKPOCEPBHCHI MTPEIOCTABIISIOT MACIITAOMPYEMYIO U aAalTUBHYIO
apXUTEKTYpy AJis OOHapyKeHUs U pearupoBanus Ha MHIMAeHTHI B UTC. B nanHoli cTatbe
UCCIIEyEeTCS HHTErpanus COOBITUHHO-OpUEHTUPOBAaHHBIX MukpocepBucos B UTC,
AQHAIM3UPYIOTCS CYLIECTBYIOLME MCCIEAOBAaHUS, METOJOJOTUU U TEXHOJIOIMYECKUE
noctmxkeHus. Ha ocHoBe 0030pa HeZaBHUX HCCIENOBAHUN JEMOHCTPUPYETCS, Kak
MHUKPOCEPBUCHI TMO3BOJSIOT OCYILIECTBISTH MOHUTOPUHI JIOPOXKHOI'O JIBUKEHUS B
peanbHOM BpeMeHU, 00pabOTKY JaHHBIX U 3P PEKTUBHOE PearupoBaHUE HA UHLIUCHTBHI.
B 3akntoueHue BBISBISIOTCS KIIIOYEBBIE MPOOJIEMbl M IMpeJiararoTcsl HarpaBiICHUs
OyIyluX HCCIEeNOBAaHUM NJIsl TOBBIIMICHUS HAJEKHOCTH M MaclITaOUPYyEeMOCTH STHX
CHUCTEM.

KuroueBblie ci10Ba: MUKpOCEPBUCHI, 0OHAPYKEHHUE TOPOKHBIX HHLIUICHTOB, NH-
TEJUIEKTyaJIbHbIE TPAHCIOPTHBIE CUCTEMbI, MOHUTOPUHI B PEaJIbHOM BPEMEHH, YIIpaB-
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Introduction.

The increasing urban population and vehicle density in cities worldwide have
led to significant challenges in managing road traffic. Intelligent Traffic Systems (ITS)
have emerged as a vital solution to address these challenges by leveraging advanced
technologies for real-time traffic monitoring, data analysis, and incident response. One
of the critical components of ITS is the detection and management of traffic incidents,
such as accidents, congestion, and road blockages. Efficient detection and quick response
to such incidents are essential for ensuring smooth traffic flow and reducing the risk of
secondary accidents.

In recent years, event-driven microservices have gained traction as an
architectural style capable of handling the dynamic and distributed nature of ITS.
Microservices are loosely coupled services that communicate via events, making them
well-suited for real-time processing and traffic management tasks. The flexibility,
scalability, and fault tolerance offered by microservices make them ideal for complex
systems such as ITS. For example, the use of Apache Kafka in traffic monitoring has
shown significant improvements in handling large volumes of real-time vehicle data by
facilitating distributed, asynchronous event processing (Kul, 2021). Machine learning
models have also been successfully integrated with microservices to enhance real-time
traffic monitoring, as demonstrated in recent studies on traffic anomaly detection (Alj,
2021). These advancements illustrate the potential of microservices to deliver scalable,
efficient solutions for incident detection and response in urban traffic systems. The
relevance of this study stems from the growing complexity of urban traffic systems and
the need for responsive, efficient, and scalable architectures to manage real-time traffic
data. Traditional centralized ITS architectures face limitations in scalability, adaptability,
and fault tolerance, making them less suitable for large-scale, dynamic environments.
Event-driven microservices offer a promising alternative by decentralizing traffic
management tasks and enabling real-time processing of traffic events. Recent research
has demonstrated how event-driven architectures using Katka Streams can handle real-
time vehicle detection based on attributes like vehicle type, color, and speed (Kul, 2021).
Another study applied model stacking within a microservices framework to improve
incident detection accuracy, further supporting the argument for decentralized systems
(Igbal, 2021).

The goal of this work is to design and evaluate a decentralized microservices-
based architecture that improves the efficiency and scalability of traffic incident detection
systems. To achieve this, several key tasks must be accomplished: first, designing a
flexible and scalable framework for event-driven microservices that can handle large
volumes of real-time traffic data; second, integrating advanced technologies such as
Apache Kafka and machine learning models for real-time anomaly detection; and third,
evaluating the performance of this architecture in comparison to traditional monolithic
systems by measuring key metrics such as system response time, latency, and incident
detection accuracy. This evaluation will provide a comprehensive understanding of the
strengths and limitations of microservices architectures in ITS.
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Existing research has clearly demonstrated the potential of event-driven
architectures for real-time vehicle detection and traffic monitoring (Ali, 2021).
However, existing studies often address only parts of the end-to-end incident pipeline
(e.g., streaming ingestion, vehicle detection, or ML-based anomaly detection) without
providing a unified, reproducible framework that connects architectural decomposition,
event-streaming design, and system-level evaluation under load. To address this gap,
this paper proposes a cohesive, event-driven microservices framework for traffic
incident detection and response and evaluates it against a monolithic baseline under
scalable workloads. The scientific novelty of this work is twofold: (i) a practical,
decentralized reference architecture that explicitly separates ingestion, preprocessing,
anomaly detection, incident classification, and notification into independently scalable
services connected via event streams; and (ii) a reproducible comparative evaluation
methodology for ITS incident pipelines under increasing event rates.

The main contributions are:

1.Architecture: a decentralized event-driven microservices design for real-time
incident detection in ITS using Apache Kafka as the streaming backbone.

2.Implementation: a containerized reference implementation (microservices +
monolith baseline) enabling reproducible experiments.

3.Evaluation: an experimental comparison using response time, end-to-end
latency, and incident detection accuracy under varying data loads, highlighting scalability
and fault-tolerance implications.

Materials and Methods

The research methodology involved the comparative analysis of two system
architectures: monolithic architecture and an event-driven microservices architecture,
both developed to handle real-time traffic incident detection and response. Synthetic
traffic datasets were generated to simulate normal and anomalous traffic behavior, such
as sudden deceleration, congestion, and collisions.

The proposed microservices architecture was implemented using Apache Kafka
as the event-streaming backbone, enabling asynchronous communication among
distributed services. Each microservice was designed to perform a specific function,
including data collection, preprocessing, anomaly detection, and incident classification.
Machine learning algorithms were integrated to identify traffic anomalies based on
sensors and video data.

The experimental environment consisted of simulated traffic nodes
communicating through Kafka topics, allowing real-time data exchange between
microservices. Performance metrics such as system response time, latency, and incident
detection accuracy were measured under varying data loads to evaluate scalability and
efficiency.

All experiments were conducted using Python and Dockerized containers to
ensure reproducibility. Data visualization and analysis were performed using standard
tools such as Pandas, NumPy, and Matplotlib.

Traffic incidents, including accidents, congestion, and road blockages,
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significantly impact the efficiency of urban transportation. Traditional incident detection
systems often rely on centralized architectures, which are less responsive and adaptable
to the dynamic nature of modern traffic systems. These systems struggle to process large
volumes of real-time traffic data and often suffer from latency, reduced fault tolerance,
and scalability issues. As cities continue to grow, there is an urgent need for more
efficient and scalable solutions to traffic management.

Event-driven microservices offer a decentralized and modular approach to traffic
incident detection, where each microservice is responsible for handling a specific traffic
event or task. For instance, a microservice may be designed to detect abnormal traffic
flow based on speed changes, while another may be responsible for identifying accidents
using real-time video analytics. This decoupled approach allows for greater flexibility,
improved fault tolerance, and more efficient real-time processing, addressing many of
the limitations of traditional ITS architectures.

Several studies have explored the application of event-driven microservices
for real-time incident detection and response in ITS. For example, a real-time vehicle
detection system was implemented using Apache Kaftka Streams, applying an event-
driven microservice architecture capable of efficiently processing large-scale streaming
data (Kul, 2021). This system processed vehicle attributes such as type, color, and speed
in real-time, demonstrating the scalability and efficiency of microservices in managing
large volumes of traffic data. The study showed how event-driven architecture can handle
dynamically changing traffic environments, making microservices a viable solution for
scalable traffic management systems

Figure 1 illustrates the differences in performance between monolithic and
microservices systems as the data load increases. As shown, the response times in a
monolithic system increase significantly with higher data loads, while the microservices

system maintains lower latency, highlighting its scalability.
Performance Comparison: Monolithic vs. Microservices

—&— Monolithic System
—0— Microservices System
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Fig. 1. Performance comparison between monolithic and microservices architectures, showing response
times (in milliseconds) for different data loads
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To further substantiate the relevance of decentralized systems, the study presents
the development of an automatic traffic incident detection system based on vehicle-
to-infrastructure (V2I) communication (Sheikh, 2020). By integrating multiple data
sources, including vehicle telemetry and environmental sensors, this system improved
both the accuracy and timeliness of traffic incident detection. This highlights the
potential of event-driven microservices to combine various data streams to provide
more comprehensive traffic management solutions.

A real-time, computer vision-based traffic incident detection system employing
microservices for processing live video streams was proposed in the study (Ahmed,
2023). Their system demonstrated how microservices can handle heterogeneous
data types, such as video feeds, for detecting traffic incidents like collisions and road
obstructions in real-time. The flexibility offered by microservices in such systems
illustrates their capacity to manage diverse data sources effectively while maintaining
system scalability.

The advantages of microservices were further demonstrated through the
development of a traffic incident detection and classification framework employing a
model-stacking technique within a microservices-based architecture (Igbal, 2021). By
employing multiple machine learning models, the system improved incident classification
accuracy while ensuring the scalability and fault tolerance typical of microservices-
based systems.

Event-Driven Microservices Architecture in ITS

Event-driven microservices rely on asynchronous communication between
loosely coupled services. In this architecture, each microservice is designed to handle a
specific task or event, such as detecting abnormal vehicle behavior or analyzing traffic
flow data. When a traffic event occurs (e.g., a vehicle rapidly decelerates), it triggers
an event that is then processed by the appropriate microservice. The microservices
can operate independently, enhancing the system’s fault tolerance and allowing for
continuous real-time data processing without significant delays.

Apache Kafka, a distributed event-streaming platform, is one of the key
technologies enabling this architecture. Kafka allows microservices to communicate
asynchronously and in real-time, ensuring that traffic events are processed efficiently
and with minimal delay. Kafka’s capability to handle large volumes of vehicle data,
thereby enabling scalable and efficient traffic management solutions in ITS applications,
was demonstrated in the study (Kul, 2021). Moreover, the modularity of microservices,
which facilitates system updates and enhancements over time, was emphasized in
research that implemented a CCTV-based video analytics system for real-time traffic
monitoring (Tahir, 2023). The event-driven nature of their system allowed real-time
detection and response to traffic incidents, further illustrating the adaptability and
scalability of microservices in dynamic traffic environments.

Real-World Application of Event-Driven Microservices in ITS

Event-driven microservices have been implemented in various real-world
ITS applications, ranging from vehicle detection to video analytics and social media
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monitoring. Each use case leverages the flexibility and scalability of microservices to
enhance traffic incident detection and response capabilities. Below are a summary of
key use cases and their respective performance outcomes:

Table 1 — Real-World Applications for Event-Driven Microservices in ITS

Use case Data Types Microservices used Performance Outcome
Real-Time Vehicle | Vehicle attributes (type, color, | Vehicle detection, Data Improved real-time response to
Detection speed) aggregation traffic incidents (Kul, 2021)
V2I Incident Vehicle-to-Infrastructure data | V2I communication, Event | Enhanced accuracy and
Detection processing timeliness of incident detection
(Sheikh, 2020)
Video Analytics Incidents CCTV video feeds | Video processing, Real- Faster detection of accidents and
for Traffic time event detection road blockages (Tahir, 2023)
Machine Learning | Sensors, Video data Model stacking, Machine | Increased detection accuracy and
Stacking learning microservices scalability (Igbal, 2021)
Social Media Social media posts, User Social media integration, | Early detection of traffic
Traffic Monitoring | reports Data filtering incidents based on user reports
(Ali, 2021)
Real-Time Video | Video streams, Image data Computer vision, Improved classification and
Analysis for Classification response times for traffic
Incident Detection microservices incidents (Ahmed, 2023)
Efficient Traffic Traffic flow data, Sensors Incident detection, Efficient incident detection in
Management Predictive analytics real-time traffic management
(Torrent-Fontbona, 2022)
Automatic Vehicle-to-Infrastructure V2I communication, Improved incident detection
Incident Detection | (V2I) data Incident monitoring using V21 systems (Zhang,
2022)

Event-driven microservices provide an adaptable framework for managing
traffic incidents in real-time. An essential application of microservices in ITS is anomaly
detection, which helps identify traffic abnormalities such as sudden speed reductions,
accidents, and road blockages. This workflow involves multiple data sources and
microservices working together to detect, verify, and respond to traffic anomalies
efficiently.

Figure2 illustrates the example of anomaly detection workflow ina microservices-
based ITS. The system collects real-time data from sensors, cameras, and social media
feeds, pre-processes the data, and runs machine learning algorithms to detect potential
anomalies. Once an anomaly is detected and verified, the system triggers an event to
notify relevant authorities and adjust traffic signals if necessary.

Data Generation and Simulation

Synthetic traffic data was generated to simulate diverse urban traffic conditions
and incidents, such as congestion, accidents, and sudden speed fluctuations. The
simulation involved multiple parameters including vehicle type, speed, location, time
intervals, and incident categories (normal vs. anomalous events). The data simulation
was implemented using Python scripts and leveraged existing frameworks for generating
realistic traffic patterns and anomalies.
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Fig. 2. Anomaly detection workflow for traffic incidents in a microservices-based ITS

Table 2 presents sample rows from the generator output. The actual evaluation
is conducted in streaming mode, where the generator produces events continuously
at controlled rates (events/sec) for a fixed run duration, resulting in larger total event
counts per experiment.

Table 2 — Example of synthetic traffic data

Event ID Timestamp Speed Latitude Longitude Event Type Severity
(km/h)

0234 2024-02-01 | Car 55 51.128357 71.430564 Normal Low
08:30:25

0235 2024-02-01 | Truck | 10 51.130121 71.432214 Congestion Medium
08:30:27

0236 2024-02-01 | Bus 0 51.131450 71.435019 Accident High
08:30:28

0237 2024-02-01 72 51.129789 71.431890 Normal Low
08:30:30

0238 2024-02-01 | Car 45 51.128908 71.433005 Sudden Deceleration | Medium
08:30:31

0239 2024-02-01 | Bus 20 51.130890 71.434501 Congestion Medium
08:30:33

The synthetic dataset includes several key attributes. Each event is assigned a
unique identifier (Event ID) to facilitate precise tracking within the system. Events are
time-stamped to record the exact occurrence time, allowing detailed temporal analysis
and performance measurement. The dataset also specifies the category of vehicles
involved (Vehicle Type), such as cars, buses, trucks, or motorcycles, along with
their recorded speed at the time of the event (Speed). Precise geographic coordinates
(Latitude and Longitude) indicate the location of each traffic event, enabling spatial
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analysis. Additionally, events are classified into types (Event Type), including normal
conditions, accidents, or congestion scenarios. Lastly, the dataset assigns a Severity
level to each event, reflecting its impact or urgency, thus supporting prioritization in
real-time incident response scenarios.

Performance Metrics.

The comparative performance evaluation between the two architectures was
conducted based on three key metrics:

1. System Response Time: Defined as the elapsed time between an event
occurrence (e.g., traffic anomaly) and the system’s identification and response to the
event.

Response Time(RT) = Tyesponse — Tevent

(1)
2. Latency: Measured as the delay between data generation (sensor or camera)
and its processing by the system.

L{IEEHC}"(L) = Tpracess - Tgeneratmn (2)
3. Incident Detection Accuracy: Calculated as the ratio of correctly identified

anomalies (true positives) to the total number of incidents (actual positives) present in
the synthetic dataset.

TP
100

ACCRTCI.C}"(A) — m—m . (3)

These metrics provided a comprehensive basis for assessing both systems under
varying data loads, simulating real-world urban traffic scenarios.

Results and Discussion.

The performance evaluation conducted using synthetic traffic data revealed
significant distinctions between the monolithic and microservices architectures,
particularly regarding scalability, real-time response capability, and incident detection
accuracy.

The figure below shows the comparison between the monolithic and microservices
architectures, based on the synthetic traffic data generated for this study.

System Response Time Comparison Incident Detection Accuracy Comparison
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Fig. 3. Performance comparison between monolithic and microservices architectures, illustrating the
system response times (in seconds) and incident detection accuracy (in percentage)
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The system response time demonstrated a clear distinction between the two
architectures. As seen in Figure 1, the microservices system exhibited significantly
faster response times compared to the monolithic architecture, especially as the traffic
data load increased. This reflects the distributed nature of microservices, which enables
the system to process large volumes of real-time data more efficiently and with lower
latency.

Incident detection accuracy remained high for both architectures under moderate
conditions, but the microservices approach sustained superior accuracy (>95 %) at
higher data volumes, highlighting its robustness and suitability for complex urban traffic
scenarios. This advantage is crucial for timely incident detection and response.

The source code for both the microservices-based and monolithic architectures,
along with the performance comparison tools, is available on GitHub at Flowsense
Github Repository (Seiitbek, 2024).

Incident Detection Mechanisms

Various incident detection mechanisms have been implemented using event-
driven microservices. Some systems rely on machine learning models to classify
traffic incidents based on data collected from sensors, cameras, and other sources. For
example, an efficient incident detection system integrating machine learning models
within a microservice architecture was proposed, enabling real-time traffic management
and rapid incident detection (Torrent-Fontbona, 2022).

Other systems focus on integrating external data sources, such as social media
feeds, to enhance incident detection. The potential of utilizing social networking data for
traffic incident detection was demonstrated through its integration into a microservice
framework, enhancing the timeliness and accuracy of incident response (Ali, 2021).
This approach highlights the flexibility of microservices in incorporating diverse data
sources, although challenges related to data reliability and filtering must be addressed.

A notable challenge in event-driven microservices is managing data consistency
and latency. For instance, an automatic incident detection method based on vehicle-to-
infrastructure communication was explored, highlighting the importance of maintaining
low latency in real-time ITS applications (Zhang & Kianfar, 2022). Effective service
orchestration and data consistency mechanisms are crucial to ensure that microservices
operate in a synchronized and efficient manner.

To mitigate orchestration and consistency of risks in event-driven pipelines,
several practical patterns can be applied. For long-running, multi-step workflows, Saga-
style coordination helps keep services loosely coupled while still reaching a consistent
outcome. To reliably publish events together with database changes, the Outbox/Inbox
pattern can be used to avoid “write-then-publish” inconsistencies. Finally, idempotent
consumers with deduplication keys are essential under at-least-once delivery. Event
contracts should be versioned (backward-compatible schema evolution, optionally via a
schema registry) to prevent breaking downstream services.

Analytical Comparison of Solutions.

In evaluating various event-driven microservice architectures for Intelligent
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Traffic Systems (ITS), key performance metrics such as scalability, fault tolerance,
and real-time processing capabilities are critical. The integration of Apache Kafka for
event streaming provides a robust solution for managing substantial data volumes while
maintaining system responsiveness, as demonstrated in the study (Kul, 2021). This
approach effectively addresses the challenges associated with real-time data ingestion
and processing in ITS.

Incorporating machine learning models into microservices has been shown
to enhance the accuracy of incident detection, as demonstrated in previous studies
(Torrent-Fontbona, 2022; Igbal, 2021). However, this integration demands additional
computational resources and necessitates meticulous model management to ensure
optimal performance. The deployment of such models within a microservices framework
allows for modular updates and scalability but requires careful orchestration to maintain
system efficiency.

The integration of external data sources, such as social media feeds, into
intelligent transportation systems (ITS) was demonstrated in the study (Ali, 2021).
While this approach enriches the data pool and potentially improves incident detection,
it introduces challenges related to data validation and consistency. The dynamic and
unstructured nature of social media data necessitates robust filtering and verification
mechanisms to prevent the propagation of erroneous information within the system.

Conclusion.

The application of event-driven microservices in ITS represents a significant
advancement in traffic management, particularly for incident detection and response.
By decentralizing and distributing traffic management tasks, microservices enhance
scalability, fault tolerance, and real-time processing capabilities. As demonstrated in
recent research, the integration of event-driven systems with advanced technologies
such as Apache Kafka and machine learning models has led to substantial improvements
in traffic incident detection accuracy and response times.

In preparing this research, generative Al tools were used in a supportive role,
for refining text and improving clarity. The author’s contribution is evident in the
development of the system architecture, where a novel approach to scalability and
fault tolerance in ITS was proposed. The author was also responsible for designing and
implementing the performance comparison between the monolithic and microservices
architectures, providing valuable insights into their respective strengths and weaknesses.

The scientific novelty of this work lies in the development of a scalable, event-
driven microservices architecture, which addresses the limitations of centralized
ITS systems in handling large volumes of real-time traffic data. This architecture is
distinguished by its ability to efficiently process heterogeneous data sources, ensuring
timely incident detection even in high-density urban environments.

The practical significance of this research is highlighted by its applicability in
real-world traffic management systems. The proposed microservices framework can be
deployed in smart cities to enhance the accuracy and speed of traffic incident responses,
reducing congestion and enabling better resource allocation for emergency services.
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Despite the promising results, challenges such as data consistency, service
orchestration, and the integration of heterogeneous data sources remain. Future research
should focus on overcoming these challenges, with particular emphasis on large-scale
urban deployments, where system complexity, data integration, and latency issues
are amplified due to increased traffic density and data loads. Additionally, leveraging
machine learning techniques for predictive traffic analysis and the integration of IoT
sensors could significantly improve ITS capabilities. Real-time traffic predictions
combined with incident detection systems may allow cities to proactively manage
congestion before incidents occur.

In conclusion, event-driven microservices offer a transformative approach
to managing the complexities of modern traffic systems, enabling more responsive,
efficient, and scalable traffic management solutions.
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Abstract. In contemporary agroecological research and sustainable land
management, accurate characterization of the vertical structure of soil profiles remains a
critical task. Conventional approaches based on field drilling and laboratory analysis are
time-consuming, costly, and spatially limited, which restricts their applicability at larger
scales. This study proposes an automated soil stratification framework that integrates

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

23] International License



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Sentinel-2 multispectral imagery, ERA5-Land climatic variables, and OpenLandMap
static soil datasets. A multi-task stacking ensemble was implemented to jointly predict
quantitative soil properties such as clay and sand content and bulk density as well as
categorical variables including texture and land cover classes. The modeling framework
combined Random Forest, Gradient Boosting, and XGBoost as base learners, while linear
and logistic regression models were used at the meta-learning stage. The experimental
evaluation conducted in the Bozaigyr Lake Valley (Kazakhstan) demonstrated strong
predictive performance. For clay and sand content, the coefficient of determination
reached R? = 0.999-1.000, with mean absolute errors of approximately 1.0-1.2 %. Bulk
density predictions yielded R? values between 0.985 and 0.996. Overall classification
accuracy ranged from 97.4 % to 99.7 % for texture classes and was close to 99 %
for soil_horizon_class. Misclassifications were primarily observed between spectrally
similar categories. The results indicate that a stacking-based ensemble integrating
multispectral, climatic, and static soil information can provide an efficient and scalable
solution for digital soil mapping, particularly in arid and semi-arid environments.

Keywords: soil stratification, soil profile, Sentinel-2, ERA5-Land, OpenLand-
Map, multispectral data, climatic variables, multi-task stacking, machine learning
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AnHoranusi. Ka3zipri arposkojorusulblK 3epTTeyjiep MEH TYpaKThl Kep
naianaHy/ia TOmbIpaK MPOQMIIHIH TIK CTPaTU(UKAIMSICHIH 197 aHBIKTAY MaHBI3]IbI
MiHzZeTTepAiH Oipi Oonbeim TaObutanbl. bBypreimay JKoHE 3epTXaHAIBIK Tajjayfa
HETI3JIETITeH JAOCTYPJIl 9MIiCTEep KOl €HOEK MeH KApKbIHBI Tajlall €Te/ll ®KoHEe KeHICTIKTIK
KamTybl mekteym. Ocbl 3eprreyae Sentinel-2 mynprrcnekTpanabl cyperrepi, ERAS-
Land knmumattsik aliHpiManbuiapblxkone OpenLandMap cTaTukaibiK TONbIpaK KapTaiapsl
Heri31HJe aBTOMATTaH/bIPbUIFaH CTpaTU(UKalus daicTeMect YCbIHbUIabl. Ca3 kKoHe
KYM MOJIIIEP1, TOMBIPAKTHIH KOJIEMIIK THIFBI3ABIFBl CHSIKTHI CAaHIBIK KOPCETKIIITEP/I],
COHJIali-aK TEKCTYypasbIK KQHE JKep )KaMbUIFBICHI KJIACTapbIH O1p Me3ruie O0orKay YIliH
KOIIMAKCATThl CTEKHHT aHCaMOJIl KOJMAaHbUIAbL. ba3ansik Moaenbaep perinae Random
Forest, Gradient Boosting >xone XGBoost nmaiiamaHbuiabl, a1 METAMOJIEb ChI3BIKTHIK
JKOHE JIOTUCTUKAJBIK perpeccusi Heri3iHie Kypbuiapl. bosaiifelp kel aHrapblHAA
(Kazakcran) KyprizuireH ToXKIpHOETiK 3epTTeyJiep MOJIEIbIIH KOFaphbl IOJJIITIH
kepcetTi. Ca3 xoHe KyM Mediepid 6omxkayna R* = 0.999-1.000, opramra abCoMOTTIK
kate mamame 1.0—1.2 % Oonapl. Tonbipak THIFBIBABIFEL YIIIH R? kepcerkimni 0.985—
0.996 apanbirpiHaa Tipkenai. TekcTypasblK KiacTapAbl aHbIKTAy naairt 97.4-99.7 %
NeHreiine xkeTTi, an soil_horizon class ymrin mamamen 99% kypaasl. Karenikrep He-
TI31HEH CIIEKTPAJIJIBIK CUIIAaTTaMalIaphbl YKCac KaTeropusijiap apachlHia Oaiikaasl. 3epT-
TEy HOTHXKeJIepl MyJIbTUCIIEKTPaIIIbl, KIMMATTBIK jKOHE CTAaTUKAJIBIK JepeKTepal Oipik-
TIPETIH CTEKUHT aHcamOJi IUPIBIK TOMBIpaK KapTorpaduschiHAa, dcipece KypFak
YKOHE KapThUIall KypFraK aiMakTapa, TUIMJII 9pi ayKbIMAbI KOJAaHyFa OOJIAThIH 9JIIC
EKEHIH KepceTe.

Tyiiin ce3aep: omblpak cTpaTU(UKALUACHI, TombIpak Mpoduii, Sentinel-2,
ERAS-Land, OpenLandMap, My1bTHCIIEKTPIIIK A€pEKTEP, KIMMATTBIK allHbIMAaJIbLIap,
multi-task stacking, MalmHaNbIK OKBITY
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3HAYUTENIBHBIX 3aTpaT BPEMEHHU U PECYPCOB, a TAaK)Ke 00ECHEeUMBAIOT OTPAHUYCHHOE
MIPOCTPAHCTBEHHOE TOKpPHITHE. B nanHO# pabore mpemiokeHa aBTOMAaTU3WPOBAaHHAS
METOAMKa CTpaTH(UKaINK, OOBEIUHSIIOMAs JaHHbIE MYJIbTUCICKTPAIbHBIX CHUMKOB
Sentinel-2, xkmumaTtndeckue mnepemenHble ERAS-Land u cratmdeckue moOYBEHHBIC
kaptel OpenLandMap. JInsi OJHOBpEMEHHOTO MPOTHO3UPOBAHUS KOJIMYECTBEHHBIX
nokasaresei (colep)kaHue IIIUHBI U TIeCKa, TUIOTHOCTH CIIOKEHHS) U KaTeropHaIbHBIX
XapaKTepUCTHK (TEKCTypHBIE KJIACChl M THIBI 3€MHOTO IIOKPOBA) HCIIOIH30BaHA
MHOTOLIEJIEBAsi CTEKHMHI-MOJETb. B KauecTBe 0a30BBIX AITOPUTMOB MPUMEHSIIUCH
Random Forest, Gradient Boosting u XGBoost, a MmeTamozens Oblia pealin3oBaHa Ha
OCHOBE JIMHEHHOMN U JIOTUCTUYECKON perpeccuu. JDKCIepUMEHTAIbHbBIE UCCIIEJOBAHMSI,
npoBeAEHHBIE B ToyinHE 03epa bozaiireip (Kazaxcran), mpo1eMOHCTPUPOBAIIA BHICOKYIO
TOYHOCTh TPOTHO3WpOBaHUs. s coxmepkaHWsl TIMHBI M Tecka KOd(PQHUIMEHT
nerepmuHaiuu coctaBuil R? = 0.999-1.000 ripu cpeaneit abcoIIOTHOM OIIMOKE OKOJIO
1.0-1.2 %. Ins mnotHocTH To4BBI R? BapeupoBan B mpeaenax 0.985-0.996. OGmas
TOYHOCTh KIIACCU(UKAIIUU TEKCTYPHBIX Ki1accoB mocturia 97.4-99.7 %, a mus soil
horizon _class — okono 99 %. OcHOBHBIC OIMIMOKHM HAOTIOMATICH MEXKY CIICKTPAIBLHO
Onm3KUMH KareropusMu. IlomydeHHbIe pe3ynbTaThl MOATBEPKAAIOT, YTO aHCAMOJIEBBIN
CTEKHHT-TIOJIX0], HHTETPUPYIOLINI MYJIbTUCIICKTPAIbHbIE, KIUMATHIECKUE U CTaTHYe-
CKHE TTOYBEHHBIC JIaHHBIC, MOXKET CIYXHTb 3(p(HEeKTUBHBIM HHCTPYMEHTOM LU(POBOTO
KapTorpadupoBaHUs TOYB, 0COOCHHO JUISI 3aCYIUIMBBIX U MMOTY3aCyILIUBBIX PETHOHOB.

KawueBble cjioBa: cTpaTH(UKanys MOYB, MOYBEHHBIN mpodwmib, Sentinel-2,
ERAS5-Land, OpenLandMap, MyJIbTHCHIEKTpaJIbHBIE JaHHBIC, KINMATHYECKHUE
nokasarenu, multi-task stacking, mamuHaHOE 00yUCHHE
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KoH(pIMKT uHTepecoB: aBTOpHI 3asBISAIOT 00 OTCYTCTBHM KOH(JIHMKTA
MHTEPECOB.

Kipicme.

Kasipri yakpITTa arposKkoJorus, Kep AerpadaluschiH Oaraay »KoHe KIMMAaTThIK
e3repicTep KarAalbIHIa OPHBIKTHI JKep Maiianany Macenesnepi TONbIpaK npoduiIiHiH
BEPTUKAJIbI KYPBUIBIMBIH JI9JT aHBIKTAY/IbI MAHBI3/IbI 3epTTEY OarbIThIHA afHAJIBIP/BI.
Tonbipak KaOaTTBUIBIFBI OHBIH (PU3HKAIBIK, MOP(OJIOTHUSIIBIK KOHE XHMHUSIIBIK
KAaCHUETTEPiHIH TePEHIIK OOMBIHIIIA ©3TePiCiH CUMATTalbl. AJaia 1ocTypii OyprbLIay
MEH 3epTXaHaJIbIK TaJlay o/iCTepi Kom eHOeK MEeH KAp)KbIHBI Talall eTeli, COHaai-aK
KEH ayMakTapJbl KaMTy MYMKIHZIr mekreyii 6onsin keneni (Stumpf, 2024; Adeniyi
xoHe T.0., 2024). Conrbl *KbUmapsl mudpIbIK Tombipak kaprorpaduscer (Digital Soil
Mapping, DSM) KapKbIHIBI JaMbIl, CIIyTHHUKTIK AEPEKTEep/l, KIMMATTHIK aKIapaTThl
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KOHE CTAaTHCTUKAJIBIK TOMBIPAK KapTajapblH OipiKTIpy apKbUIbI KEHICTIKTIK Ooikay
camachlH apTThipyFa MyMKiHmiK Oepzi. SoilGrids sxone OpenlLandMap »xoGamapsr
0-200 cm TepeHIIiK apabIFBIHAAFBl TONBIPAK KACHETTEPiH MOACBACYIIH THIM/I TOCII-
nepin ycoiaabl (Poggio xone 1.6., 2021; Hengl xone T1.6., 2017). CoHbIMeH Karap,
KAIIBIKTBIKTAH 30HATAY JIEPEKTEPiH KIMMATTHIK aifHpIMAJIbIIIapMEH Oipre Koiiany rpa-
HYJIOMETPHSITBIK KYPaM/Ibl, bIITFAJT PEKUMIH jkoHE OipKarap (PU3MKaIBIK CUIIaTTaMaap-
IIb1 O0IDKay/ia )KOFaphbl HOTHOKeNep kepcerin oTelp (Wang xone T.6., 2025; Huang sxoHe
T.0., 2025).

JIereHMEH KONTereH KOJJIAHBICTAFbl MOJENBJEP HETI31HEH TOMBIPAKTHIH
TOPHU30HTAJIBBI TAPATYBIH CHITaTTayFa OarbITTasiFaH. TepeH ik kabaTTapbl apachIHaFbl
e3apa OallJIaHBICTBI e€CKepMey CTpaTHU(UKAUMSHBl KaJllblHA KENTIpy ASJIITiH
temeHieTyl MyMmKkiH (Li xone T.0., 2023). KazakcTaHHBIH apuATi KOHE MIOJICUT ail-
makTapeiHga 0—200 cM TepeHIIKTeri TOmbIpaK KYPBUIBIMBIH 3€PTTEY €peKIIe MOHTE
ue, ceb6edi TPaHyJIOMETPUSIIBIK KYpaM, THIFBI3/BIK JKOHE BUIFAJ ChIMBIMIIBUIBIFBI aybLT
HIapyaIbUIBIFBl OHIMALTITIHE 9pi KEp/iH Aerpajanusra OeiimMaiiirine Tikenen bIKIal
eTeni. AMMAaKTBIK 3epTTeyiep OyJ1 OaFbITTBIH ©3CKTUIITH pacTaiibl: Mbicalibl, OHTYCTIK
Kazakcranga Tonsipak Ty31aHysIH Oaranayna Sentinel-1/2 xone Landsat nepexrepinig
tuimairi kepcerinai (Mukhamediev xone T.6., 2023), an Ieireic Ka3akcranna to-
IBIPAK BUTFAJIBIHBIH ©3TEPTillTiTT KIMMATTHIK (PaKTOPIapMEH THIFbI3 OaiIaHBICThI €KEHI
anbikTanael (Chernykh sxane T.6., 2025). Tonslpak KacueTTepin TepeH K OoibIHIIA Oip
mesringe 0omkay — KypAesi KerMakcarTsl ecen. MyHaail MinaeTTepai menryae multi-
task aHcamMOIBIIK TOCUIACP, COHBIH iITiHAE CTEKUHT (stacking), KeHIHEH KOJITaHbLIA/IbI.
By ontic opTypai anropuTMaepAiH HOTHXKeNEepiH OipiKTipy apKbuIbl caHAbIK (clay, sand,
bulk density) sxoHe kareropusuisiK (texture class, soil horizon class) kepcerkimrepai 6ip
yaKbITTa MOJIeTbAeyTe MyMKiHiK Oepeni (Wolpert, 1992; Sill sxone 1.6., 2009). byran
Koca, OipHelIe IepeKkKe3ai MHTerpamusay — Sentinel-2 MynbTHCIIEKTPIIIK CypeTTepi,
ERAS-Land kuMatThIK aiHIMaibuIapsl s)koHe OpenLandMap cTaTHKaIbIK KapTajgapsl
— ToTbIpaK Mpo(UITiHIH CTpaTU(HUKAIMSICHIH HEFYPIIBIM J0J1 CUTIAaTTayFa JKaFaail skacai-
JTBI.

Ocepiran OaltaHBICTBI 3epTTEYNiH MakKcaThl — KaszakcTannarsl bo3aiirep kel
anKaObl ayMarbiHIa TobIpak mpodmtiaig 0-200 cM TepeH T1iKKe JeiiHT1 KaOaTThUTBIFBIH
aBTOMATTHI TYPJE aHbIKTayFa apHaimraH multi-task stacking ancamOmiiHe HerizaenreH
KEIIeH/Ti 9/1iCTi YChIHY. ¥ chIHBUTFaH Tacin Sentinel-2, ERAS-Land »xone OpenLandMap
JEpeKTepiH OIpIKTipy apKbUIBI BEPTUKAIIBI KYPBUIBIMIBI KEHICTIKTIK JCHrene
Oaranayra OarbITTAIIFaH.

9jicTep MeH MaTepuaJaap.

Byn 3eprreyne Tonbipak npodmrtiaiag 0200 cM TepeHIIKKe TeHiHT1 (U3NKATBIK
KOHE TEKCTYpaJIBIK KACHETTEPiH O0DKay YIIiH KONIepeKKe3 i aknaparThl OipiKTipeTiH
KEeIIEH/I1 9IiC KOJIJaHBUIIBL. O licHaMa OipHellle HeTi3ri Ke3eHepACH TYPaIbl.

I-kamam. Sentinel-2 MyabTHCHIEKTPIIIK JAepeKTepiH xkuHay. Sentinel-2A/B cryT-
aukrepinin COPERNICUS/S2 SR (Surface Reflectance) xonneknuschiHaH IepeKTep
anbiHAbl. bapneik keckiamep Sen2Cor anropuTMiMeH aTMoc(epabiK TY3eTyICH OTTi.
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Bynrreuieirst 10 %-1an TeMeH cypeTTep TaHIaIbIN, op ail yiiH Oip eH camaibl Kajap
ipikrenni. 10-20 m axsIpaTeiMabUIBIKTaFel apHasapaad NDVI, SAVI, EVI, MSAVI,
BSI, NDBI, NDSI, SCSI, SI, Ul, GCI xone MNDWI CusKTbI HETi3ri CHeKTPaJIIbIK
MHJIEKCTEep ecenTenai. by MHAEKCcTep TOMBIPAKTHIH KYPBUIBIMIBIK €pPEeKIICTIKTEpiH,
BUTFIIIAHY JICHTeHiH jKOHE OTKi KabaT CUIaTTapblH aXKbIpaTyFa MYMKIH/IIK Oepe/ti.

2-kanam. ERAS5-Land xnumatTeik aifHbIMabuiapeiH aimy. ERAS-Land xahan-
IBIK KalTa Tayujay JepeKTEpiHEeH TOYJIKTIK arperartajfaH KIMMaTThIK KOpPCeTKIITep
anerHAbl. OJapra sKaybIH-IAIIBIH, Oyi1aHy, 0eTKI KbICHIM jkoHe 0—289 cM apallbIFbIHIaFbI
TOPT KabaTTarbl KOJEM/IIK TOTBIPAK bUTFAJIBUIBIFBI Kipai. By nepexkrep aiMakThIH TH-
JIPOMETEOPOIOTHSIIBIK KaFAaIapblH TOJIBIK CUIIATTaN/bI.

3-kamam. OpenLandMap cTaTukanelK TONBIpAK KaOaTTapblH  CHTI3Y.
OpenLandMap xo6aceiHan 0-200 cM TepeHaikTe anbiaFaH ca3 (clay), kym (sand) sxoHe
keneMIik THIFBI3ABIK (bulk density) kepceTkimrepi 6ap 18 xabat maiiganansiiasl. byt
KabaTTap TOMBIPAKTHIH Y3aK MEP3iM/Ii CTaTUKAIBIK (PH3UKAIBIK KACHETTEePIH CHUITaTTaii-
TTBI.

4-kamam. JlepekTepii KEHICTIKTIK *oHE YakbITTBHIK OipikTipy. Google Earth
Engine mutatropmaceinga GapibIK AepeKTep KEHICTIKTIK JKaFbIHAH TypaJaHbII, OpTaK
Topra kentipinai. Sentinel-2 KeckiHAEpiHIH TYCIpiaiM KYHIMEH COMKeCTEHAIpiIreH
ERAS kepcetkimTepi Tannanel. MacmTad ailbIpMaibUIBIKTaphl HHTEPIIOISIHS JKOHE
opTalia MoHIep apKbUTBI TY3eTiai. HoTmkeciHIe MylIbTHARANa30H 16l OIpTYTac KECKiH
KYPBUIJIBL.

S5-kamam. Kesnmelicok HykTenepai TaHmay *koHe Oenriyey. 3epTrey ayMmarblHaH
Ke3JIeHCOK HYKTeJIep TeHepalUsIIaHbII, 9P HYKTere 0apiiblK CIIEKTPAABIK, KIMMATTHIK
XoHEe TombIpak MoHzepi Tipkenai. ConbiMen Katap USDA TeKCTypaiblK YIIOYPHIIIEI
Heri3iHze op HykTere TekcTypaibik kinace (Clay loam, Loam, Sandy loam) 6epildi. XKep
KaMBUIFBICHI CETi3 Kiaccka OemiHmi: water, bare/sparse vegetation, shrubland, forest,
mixed vegetation, saline, grassland/steppe, acolian-sandy. Ocbl kKe3eHHIH HOTHIKECIHIC
toibIK «Soil Profile Bozaigyr» nepexrep s KUBIHTBIFBI KYPBUIIBI.

6-kamgam. Multi-task stacking Momesni apKpiIbl MOJEITE KYpY. TombIpak KacueTTepin
0orpkay YIIiH cTeKuHT ancamOii konmaneuiabl. 1-meHreiine Random Forest, Gradient
Boosting xone XGBoost mMozenbaepi jkeke-Keke OKBITBUIBIN, perpeccusuibik (clay,
sand, bulk density) skoHe kmaccupukanusbIk (texture class, horizon class) makcaTrap s
O6omkan Oepnai. 2-meHrelge mera-monenb periHne Linear Regression (perpeccus
yuri) sxoHe Logistic Regression (kmaccudukarus yuria) KougaHsuael. Passthrough
pexxuminae 6aza Moaens Oopkamaapbl OacTanksl OenriiepMeH Oipre MeTa-MoJIeNbre
oepimni.

7-xagaMm. Mozenbai Oaranay sKoHE CaraHbl oJey. Perpeccusuibik ecentep yuriHn
MAE, RMSE, R? conpaii-ak AIC xone BIC aknmaparThIK KpuUTEpHiLiepi eCenTel/i.
Knaccudukanusnblk ecentepae >xammbel adiaik (Accuracy), Macro-F1, Balanced
accuracy xone Multiclass log-loss kepceTkimrepi naiiganansuiasl. by 6aranay crekuHT
aHcaMOJIiHIH OipMOJAETBIIK TOCUIAEPACH AapTHIKIIBUIBIFBIH alKbIHIAYyFa MYMKIHIIK
oepi.
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8-xamam. lllexkreynepai Tanaay. Sentinel-2 criekTpanblk apHaIaphl TEPEH TOIBI-
pak KabarTapbiHa ce3iMTaNbIFBI TOMeH OonranabikTa, 100200 cm neHreiine sxorary
pikTMan. ERAS-Land nepexrepi mukpopenbedTi ToibIk 6epmeiini, an OpenLandMap
MayChIMJIBIK ©3repicTep/i KAMTBIMAHTBIH CTAaTUKAJIBIK KapTa Oonbin Tadbiiansl. Crek-
TPAIIBIK YKCAC KaTErOpUsIap apachlHAAFbl KATEIIKTED 1€ €CKePiIi.

I'uGpuari ancamOIb apXUTEKTYPACHIH d31pJiey IeTi HEeTi3r1 KaJaM - COHFbI MeTa-
MOJIEJIb YIIIH KipiC peTiH/e KBI3MET €TeTiH MeTa-epeKIIelNiK KEHICTITiH KaJIbIITaCThIpy.
l-cyperTe Kem TamchIpMallbl TOMBIPAK KACHETIH OOJDKay VIIH KOJJIaHBUIATHIH
KUHAKTAJIFaH aHCaMOJIb MOJETIHIH KYPBUIBIMABIK JUarpaMMachl KepPCETLIreH.
ApXUTEKTypa yIII reTeporesii 6asansik Moaenpaid - Random Forest, Gradient Boosting
xoHe XGBoost - ke3eH-Ke3eHIMEH MHTETPaMsAChIH KOPCETEIl, OJapAblH OpKANUCHICHI
Kanmsl Kipic X epeKIIeNiriHe TOyeCi3 OKbIThIIA b,

Kipic 6enrinep

|
! ! 1

Kesneiicok T'papuent XGBoost
OpMaH SKHEIHTBITE (hist)
(Pen/Kaf, n=60) (Per/Kad,n=60) (Per/Kuf, n=60)

¥
Bomkay h(X) Bomkay h2(X) Bomkay h3(X)

Merta-6enrinepai Kypy (Z)
Z=[h1(X), h2(X), h3(X), X]
(aramKe1 Genrinep Kipepi - pashroush)

'

Meta-mopeis (KopuITsisji)

LinearRegression (Reg)
LogisticRegression (KI1f)
KopuIThiaas! 60/pkam y

Perpeccust ¥(")=w'=b

Kiaccupuranus y(*)=argmax & +k

Cyp. 1. KermmMakcaTThl CTEKHHT aHCAaMOJTIHIH apXUTEKTypackl

Ocbutaiiia, YCHIHBUIFAH OAICTEMENIK TOCUI MYJIBTHCIEKTPIIK CIYTHHKTIK
JIepeKTep/i, KIMMATTBIK AaWHBIMAJIbUIAPAbl JKOHE TEPEHMIKKE KAThICThI TOMBIPAK
KapTaJapblH OipTyTac qepeKTep KeHICTIrinae OipikTipyre MyMKiHAIK Oepei. AJIbIH ana
OH/JICY, KEHICTIKTIK COMKEeCTeHAIpY >KOHEe MHIUKATOpIap/bl KaJbIITACTHIPY Ke3eHepi
HOTIKECIH/IE TOMBIPAK MPOQHIIIH CUMATTANTHIH KeIIeH 11 9pi1 KenKadaTThl aKknapaTThIK
6a3a xacakranael. Multi-task stacking ancamOmniH maiinanany perpeccHsuIbIK MKoHE
KJIaccu(UKAUSUIBIK MIHASTTEp/l KaTap OpBbIHAAyFa jKafjal jkacam, aiHbIMalbLiap
apachIHIAFbl OailaHBICTapABl HEFYPIIBIM TOJIBIK €CKepyre MYMKIHIIK Oepai. by tacin
3epTTeyNiH Kejeci OesiMiHe allbIHFaH HOTIDKENEpAl KYWen Typie Taljgayra >KoHe
MOJIEJIB/IIH aPTHIKIIBUIBIKTAPEl MEH BIKTUMAJ MIEKTEYJIepiH Oaranayra Heri3 Ooajbl.
Jlepekrep ®ublHbI cTpaTudukanusianran Typae 6eminmi: 80 % - okeityra, 10 % - Banu-
nanusra xoHe 10 % - tecrineyre apHanpl. MoJenbaiH TYPAKTBUIBIFBIH TEKCEPY MaKca-
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TBIHJA S-KPATTHIK KPOCC-BaTHIAIMS XKYPri3iai. bonamakra reorpadusuibiK Kaurbliay
KaOineriH Oaranay ymin Bozaigyr eHipiHeH ThIC allMaKTap/JaH TOYEJICi3 TeCT KUBIHTHIFbIH
KOCy ’kocmapiianyja. MyHIal TOCUT MOJENbB/IIH TeK HAKThI JIepeKTepre Ociimmenyin
FaHa eMec, OHBIH OHIpapalbIK KOJIaHy MYMKIHJITIH /¢ Oaranayra MyMKIHIIK Oepei.
Soil horizon class aiasiManbicel  OpenLandMap  xobaceiHmarel  FAO-USDA
Harmonized World Soil Database nepekrtepine cyiieHe OTBIPBIII aBTOMATTBI TYpIE
aJIbIHFaH. ByJT KepCeTKill TOMBIPAaK TOPU30HTHIHBIH MOP(OIOTUSIBIK epeKIIeNiKTEepiH
CHUITATTANTHIH XaJlbIKapaJIbIK CTAaHAAPTTAIFaH JKikTeyre HerizzenreH. CapanTaMmaiblK
KaiiTa OarayayJpl Tajam eTNeHTIH OiphIHFall XKIKTEYy JKYMECIH KOJIaHy HOTHXKeIepAi
UMHTEpHpeTanusiayga JACPeKTepAiH  TYPAKTBUIBIFBI ~MEH  KaWTaJaHFBIIITHIFbIH
KaMTaMachI3 eTTi )KOHE MOAEIB/I1H KaJIIbl IJIIT1HE OH BIKIIAJ €TTi.

Hoatunaxenep :koHe oJ1apAbI TATKbLIAY.

3eprrey HoTIKenepi multi-task stacking ancamOuminig ca3 (clay), kym (sand)
MOJIIIEPi MEH KOJIEM/IIK THIFBI3JIBIK CHSKTBI CAHJIBIK TOTBIPAK KACHETTEPiH, COHa-aK
texture class sxone soil_horizon_class Topi3ai KaTeropusIbIK aifHBIMATbIIAPABI CEHIMI
0oJpKali anaThIHBIH KOpceTTi. JKambl anFana, CTeKUHT TOCUT JKEKeJIeTeH MOICITbICPMEH
CAJIBICTBIPFAHIa TYPAKTBI opi KOrapbl HOTIKenep Oepai. CaHIBIK KOPCETKIIITEP
OOolBIHINIA aJIBIHFAaH MOHJEP ©Te KOFaphl TANIIKTI cunarraiinel. Clay xone Sand yrin
R? kepcerkimn 0.999-1.000 apansirsiaga 00761, an opTaima adcomorTik kKare (MAE)
mamamed 1.0—1.2 % xkypansl. By 6omkamaapasiH HaKThI IepeKTepre OapbIHIIA )KaKbIH
exeriH oiaipeni. Bulk density aitapiManbics! ymin R? 0.985-0.996 nuana3onsiHga Tip-
KeJi, SIFHU MOJIEJb TOMBIPAKTHIH (DU3MKAJBIK CHIIAaTTaMallapblH J1a CEeHIMII Oaraaii-
ael. MyHpaii Hotmkenep Sentinel-2 criekrpanabik nepekrepi, ERAS-Land knmumarTsik
aitHbIManbIIapsl s)koHe OpenLandMap craTtukanblK KadarTapbIHbIH OipiKTipiTyl THIMII
OonrraHbIH KepceTeli. Kareropusublk aifHbIMaIbLIApABI KIKTEY /1€ KOFapbl JCHIeH-
ne opeiHAanabl. Texture class ymriH xammbl gonmik 97.4-99.7% apanbsiFbiana OOJIbL.
Clay loam nen Loam knacrapsigaa O6enrini Oip maracynap Oaiikaiabl, Oy onapIbsiH
CTHEKTPANIBIK CHUIaTTaMalapbIHBIH YKCACTBIFbIMEH TyciHaipiteni. Soil horizon class
OoiipIHIIa 1a1iK aMamer 99% nenHreitinne tipkenmai. byn multi-task Tocininin BepTH-
KaJibl IPOQHIb KYPBUIBIMBIH €CKEpYTe JKOHE OpTYpJIi IEPEKKO3IEpACH albIHFaH Oell-
riziepai THiMI naiiaananyFa KaOIeTTi eKeHiH KopceTesi.

Stacking ancam6minig (Minasny »xoHe T1.0., 2013; Heuvelink »xone T.0.,
2004; Arrouays xoHe T.0., 2014) THIMIUTITT aKMapaTThIK KPUTEPHUISIEp apKbUIbI aa
Oaramanapl. AIC sxone BIC wmonzepi MeTa-Mojenb KYpBUIBIMBIHBIH ITapaMmeTpilik
KYPIENTIK MeH OopKay MONAIri apachlHIAFbl OHTAMIBI TEMe-TEHJIKTI KaMTaMachl3
eTKeHIH KepceTTi. Mera-AeHreiae 0a3zanblK MOICIbISPIiH OOKaMIapblH JKOHE
Oacrankpl Oenritepai (passthrough) Gipre maiiganany mamanaH ThIC YHPEHYIIH aJlJIbIH
aJIBIN, TEPEeHJIK JEHreWsepi apachlHAarsl OaillaHBICTApAbl HEFYPIIBIM TOJBIK €CEIKe
ayra MyMKiHJIK Oepi. KaTemikrep/i Tangay MOAETbIIH 9JICi3 TYCTAPhIH alKBIHIA b,
Ocipece CIeKTPaIIBIK CHITaTTaMaIaphl YKCAC KaTeropusiiap apackiHa (Mbicaisl, saline
— sandy Hemece clay loam — loam) maracymnap xuipek ke3mecti. MyHaaii xaraainap
Ke0OiHEe 6CIMIIK KaMBUIFBICHI CUPEK aiiMakTapaa 6aiKasibl, OHJa CIEKTPAIIBIK CUTHAT
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TOTBIPAK KaCHETTEPiH aHBIK a)KbIPaTyFa >KETKITIKCI3 00iysl MyMKiH. COHBIMEH Katap
Sentinel-2 nmepexrepinin 100200 cm TepeHmikTeri KabaTTapasl Tikenel ce3oeyi
OCBI JIeHTeiieri 0oimKay HaKTBUIBIFBIHA ocep eTyl biktuMmal. [lereamen ERAS-Land
BUTFAIBLIBIK KopceTKimTepi MeH OpenLandMap cratukansik gepexTepi Oy meKTey i
Oenrini Oip mopexene OTeN, KajIbl HOTIIKEIEPHAIH YKOFaphl JEHTEHIe CaKTalyblHa
BIKITAJ €TTI.

2-cyperte antsl Teperaikte (0 cm, 10 cMm, 30 cm, 60 cm, 100 cm xonre 200 cm)
ca3/bIH MaNbI3IBIK MOJIIIEpiH OorKayFa apHaJIFaH KeIl MIHIETTI KadaTTacThIpy MO-
NENTiHIH KeJIeCl HOTIKENepl KOPCETUITeH.
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Cyp. 2. OpTYpii TepEeHAIKTET Ca3/IbIH IIBIHANBI XKoHE 00JDKAM/IBI KYPaMbIH CATTBICTBIPY

3-cyperte antbl npoduib ropuzonTeiHAa (0, 10, 30, 60, 100 xone 200 cM) Tek-
CTypa KJIaCTapblH JKIKTEy TallChpMachlHA apHaJFaH alThl 3%X3 KaTelik MaTpulaiapbl-
HBIH OpHamnacybl kepceriireH. [lIpiHalibl KiacTap TiriHeH, Oomkamabl KiacTap Kel-
JIEHEHIHEeH CallbIHAJIbI;, YAIIBIKTApAAFkl TYC MEeH OeNriiep MUKCeNbaep/yATiiep CaHbIH
kepceTeni. bapiablk KabarTap YIIIiH JKalIbl KepiHic OipJe: AHaroHabIbl JIEMEHTTED
OackIM, ai Heri3ri KarenikTep 0 KJacTapbIHBIH KYObIHA (ca30ambIK) < 1 (ca30aibiK)
Tyceni; 2-kiac (KYM/IbI ca30aIIibIK) )KaJFaH OH HOTHXKEJIePCI3 iC JKY31H/1e TaHbLIa/Ibl.
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Cyp. 3. 0-200 cm TepeHik OOHBIHIIIA TEKCTYpa KJIaCTapbIH XKIKTEyTe apHaJIFaH KaTeliK MaTpHLaIapbl

JKanmer anrana, aeiaFad HOTIOKeNep multi-task stacking ancamOmiHIH TOTIBIpAK
npoduiIiHIH KacUeTTepiH KeleHal OoJrKayaa KOFaphl 9JieyeTKe M€ €KeHIH KOpCEeTTI.
MynbTUCHEKTPIIIK CypeTTep, KIUMATTBIK JEPEKTEep >KOHE CTAaTHUKaJIbIK TOIBIPAK
KapTaJlapblHbIH KOMOMHAIMSICHI KYpAEl NMPOPUIbIIK ©3repicTepi CeHIM/1 KallblHa
KeJTIpyre MYMKIHAIK Oepil. Ocipece apuATi KoHE MIeNEUT aiMakTap YIIH MyHai
MOJICJIBJICP TONBIPAK IETPaTallsChiH, TY3[aHy IUHAMUKACBHIH JKOHE arpOeHIpPICTIK
oneyeTTi Oarasiayia MaHBI3bI Kypas 0oa anajsl.

Mopenb HoTIXRENEPiHIH Te )xoFapbl R? monaepi (0.999-1.000) OpenLandMap
CTaTUKAQJIbIK KaOaTTapblHBIH JIEPEKKO3 PETIHIETl TYPAaKThUIBIFBIHBIH OCEPIMEH
Tycinaipiieni. byn xabarrap OKbITy KE3€HIHJE MeTa-epeKLIeNIKTep PETIHIE eMec,
Oactankbl (U3MKAIBIK TOMBIPAK KACHUETTEPIH CHUNATTAWTBIH TYPAKThl (DOHABIK
allHpIMazblIap peTiHje naiinanansuiibl. COHIOBIKTAH MOJEINBIE JIEPEKTEpIIiH ©e3apa
KOPPEISLUACH )KOFapbl OOJIIbI.

KopbIThIHABI.

byn 3eprreyme Sentinel-2  myneTHCnekTpidik  cyperrepi, ERAS5-Land
KIMMATTBIK aiiHbIManbuiapsl xkoHe OpenLandMap craTukanblK TOMBIpAK KapTailapblH
OipikTipeTin multi-task stacking ancam06mii Herizinae Tombipak mpodrmiaiH 0-200
CM TEpEeHJIIKKe JCHIHT1 CcTpaTU(UKAIMSICHEIH aBTOMATTHI TYPJE aHBIKTAy odJicTeMeci
YCBIHBUIIBL. O31IpJIEHTeH KOMIEHI eI MO/IeNb TOMBIPAKTHIH ca3 jKOHE KYM MeJIIepi,
KOJEM/IIK TBIFBI3JIBIK CHUSKTHI CAaHIBIK KOPCETKIIITEPiH, COHAal-aK TEKCTYpajbIK
kiacc meH soil horizon class cexini KaTeropusuiblK alHBIMAIBLIIAPBIH Oip YaKbITTa
JKOHE JKOFaphl JANJIIKIEH OoJDKayFa MYMKIHIIK Oepli. DKCIEpUMEHTTIK 3epTTey
HOTIDKEJIEPl MOJEINB/IIH THIMIUTITIH alKbIH KOPCETTi: CaHIBIK KacHeTTep OOMBIHIIA
R? = 0.999-1.000 (clay, sand), R? = 0.985-0.996 (bulk density) mMoHmepi aJabIHJBI,
an Kiaccu(PUKaUSIIBIK TanceipManapaa Aanaik 97.4-99.7 % nuama3zonsiHga OOJJIBL.
MyHait KOoFapbl HOTHXKeNep CTEKHHT aHCAaMOITIHIH ’KeKe MOJIETIIEPMEH CallbICThIPFaHIa
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KACBIPBIH KOMOAFBITTH TOYENIUTIKTEP/l >KaKchbl WrepeTiHiH maneneiini. CoHbIMEH
KaTap YCBIHBUIFAH TACLT OPTYPIIi ACPEKKO3IEPIiH — CHEKTPAIIBIK, KIIMMATTHIK KOHE
CTaTUKAJBIK TONBIPAK KapTallapbIHBIH — ©3apa TOJBIKTHIPYIIBI aKMapaThblH THIMI
Nailaanplll, TOMBIPAK NPOQIMIIHIH BEPTHKAIABI KYPBUIBIMBIH KaJbIHA KENTIpy
carachlH apTTeIpAbl. JKypri3iireH Tanaay OapbIChIHIa aHBIKTAIFaH HET13T1 IEKTeyaepre
CHEKTpAJIBIK apHajaphl 0ip-OipiHe yKcac KaTeropusuiapbl aXXbIpaTyJarsl [aracyiap
xkoHe Sentinel-2 nepekrepiHiH TepeH (>100 cM) kabarrapra Ce3IMTaJIIbIFBIHBIH
TeMeHIrl skaranpl. Aunaiina kiuMarTelk (ERAS-Land) xome cratukaneik (Open-
LandMap) nepexrep Oy KEMIIUTIKTEpAl aHTapIbIKTail TONBIKTHIPIBI, HOTHUKECIHIE
MOJIEJTBTIH KAJIbI 0OJKAMIBIK Ka011eTi )KOoFaphl IEHIeH/Ie CaKTaIbI.

bonamak  3eprreynepme  momenbnai  KasakcranHeiH — Oacka  apuATi
manamadTTapeiHaa TpaHcdepmik OKbpITy (transfer learning) apKbulbI —TeKcepy
JKOCTIAPJIAHBIN OTBIP. ByJl Tocil MOAENbAIH aiiMakapaiblK >KaldmbuiamMa KaOimeTiH
Oaranayra MyMKiHZIIK 6epeni. COHBIMEH KaTap ajblHFaH CTpaTH()UKALNS HOTHKEIEPIH
arpo3KOJIOTUSUTBIK MOJENbIACPMEH (MbICATbI, Cy OallaHChI, dpO3us KaymiH Oaraiay,
OHIM/IUTIK 0OJDKaMAaphl) MHTETpalysiay aybll MapyanIbUIbFbl MEH JKEp pecypcTapbiH
Oackapyra apHaJFaH KEIIEH/Il MIeIIiMAep 331pieyre >K0JT alaibl.

XKanmer anranza, a3ipaenred multi-task stacking ancamOu1i apuaTi *KoHE MOIeHT
aiimakTapia mHQPIBIK TOMBIPAK KapTOTpausIChIH aBTOMATTAHIBIPYFa apHAJFaH
mopMeHI Kypall 0oibin TaObUIaabl. OJICTEME TOMBIPAK JerpajalusachiH Oarainay,
ayblUl [IapyallbUIBIFBI JKEPIIEPIHIH OHIMAUIITIH O0JDKay, KIMMATTHIK TOyEKeIaep.i
MOJICNIBJICY JKOHE OHIPJIK HJKOXKYHelepli MOHUTOPHHTLICY CHAKTBI KOJAaHOAIBI
MIHJCTTEep/Ie KCHIHCH KOJIaHyFa MYMKIHAIK Oepeni. bonamak 3eprreynep/e Korapsl
KbIPATBIMABUIBIKTAFBI paIapibIK AepekTepai (Sentinel-1), xepycri in-situ exmemaepin
JKOHE TEPEHIIK OOMBIHINA THAPO(DU3UKAIBIK TTapaMeTpIIepai KOCY MOICIbIIH TN IITH
OJIaH 9pi apTTHIpYyFa BIKIAT eTeIl.

REFERENCES

Adeniyi, O.; Daramola, A.; Fashae, O.; Agbaje, T. (2024). Recent Trends in Digital Soil Mapping:
Opportunities and Challenges in Sub-Saharan. — Africa. Land. Vol. 13(3). Pp 379. https://doi.org/10.3390/
land13030379.

Arrouays, D.; McKenzie, N.; Hempel, J.; Richer de Forges, A.C.; McBratney A.B. (2014). GlobalSoilMap
// Basis of the Global Spatial Soil Information System. CRC Press, Boca Raton. https://doi.org/10.1201/b16500.

Chernykh, D.; Artenov, D.; Zhumabekov, A.; et al. (2025). Analysis of Soil Moisture Variability in East
Kazakhstan Under Climate Change Conditions // Journal of Arid Environments. Vol. 208. // Article 104122. https://
doi.org/10.1016/j.jaridenv.2024.104122.

Hengl, T.; de Jesus, J.M.; Heuvelink, G.B.; et al. (2017). SoilGrids250m: Global Gridded Soil
Information Based on Machine Learning. PLoS ONE. Vol.12(2). // Article 0169748. https://doi.org/10.1371/jour-
nal.pone.0169748.

Heuvelink, G.B.M.; de Bruin, S.; Bierkens, M.F.P. (2004). Mapping Soil Properties Using Kriging with
External Drift and Remote Sensing Data. Geoderma. Vol. 123(3—4). Pp. 249-265. https://doi.org/10.1016/j.geo-
derma.2004.02.006.

Huang, H.; Jiang, Z.; Lu, Y. (2025). Digital Mapping of Soil pH Using Multi-Source Data and Feature
Selection Methods. Sustainability. Vol. 17(7). 3173. https://doi.org/10.3390/sul7073173.

Li, Y.; Zhang, X.; You, Q.; et al. (2023). A Novel Multilayer Soil Mapping Approach Using Vertical
Correlation and Deep Learning. Geoderma. Vol. 424. Article 116145. https://doi.org/10.1016/j.geoder-
ma.2023.116145.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 242



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Minasny, B.; McBratney, A.B.; Malone, B.P.; Wheeler, 1. (2013). Digital Mapping of Soil Carbon // Ad-
vances in Agronomy. Vol. 118. Pp. 1-47. https://doi.org/10.1016/B978-0-12-405942-9.00001-3.

Mukhamediev, S.; Issayeva, G.; Yermekov, M.; et al. (2023). Assessment of Soil Salinization Dynamics
in Southern Kazakhstan Using Sentinel-1/2 and Landsat Data // Environmental Monitoring and Assessment.
Vol.195(9). 1123. https://doi.org/10.1007/s10661-023-10838-1.

Poggio, L. (2024). Machine Learning Approaches for Digital Soil Mapping // Current Trends and Future
Directions. Geoderma Regional. Vol.34 // Artticle e00765. https://doi.org/10.1016/j.geodrs.2023.00765.

Poggio, L.; de Sousa, L.M.; Batjes, N.H.; et al. (2021). SoilGrids 2.0: Producing Soil Information for the
Globe with Quantified Spatial Uncertainty // SOIL. Vol. 7(1). Pp. 217-240. https://doi.org/10.5194/s0il-7-217-2021.

Sill, J.; Takacs, G.; Mackey, L.; Lin, D. (2009). Feature-Weighted Linear Stacking for Improved Predictive
Performance. arXiv Preprint // arXiv:0911.0460. https://arxiv.org/abs/0911.0460.

Stumpf F. (2024). Exploiting Soil and Remote Sensing Data Archives for 3D Digital Soil Mapping: A
Machine Learning-Based Framework // Remote Sensing. Vol. 16(15). 2712. https://doi.org/10.3390/rs16152712.

Wang, L.; Chen, Y.; Xu, Y. (2025). Estimating and Downscaling ESA-CCI Soil Moisture Using a Stacking
Framework. / Remote Sensing. Vol. 17(4). Pp. 716. https://doi.org/10.3390/rs17040716.

Wolpert, D. (1992). Stacked Generalization // Neural Networks. Vol. 5(2). Pp. 241-259. https://doi.
org/10.1016/S0893-6080(05)80023-1.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

243 International License



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

INFORMATION SECUTITY AND COMMUNICATION
TECHNOLOGIES
AKINAPATTBIK KAYHICI3JIK )KOHE KOMMYHUKAIUAJBIK
TEXHOJIOI'UAJIAPTA APHAJITAH
NH®OPMALIMOHHASA BE3OIMTACHOCTb U KOMMYHUKAIIMOH-
HBIE TEXHOJIOI'MHN

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)

ISSN 2708-2040 (online)

Vol. 7. Is.1. Number 25 (2026). Pp. 244-269

Journal homepage: https://journal.iitu.edu.kz

https://doi.org/10.54309/1JICT.2026.25.1.016

SYSTEMATIC ANALYSIS OF RISK ASSESSMENT METHODS AND MOD-
ELS IN INFORMATION SECURITY

S.A. Adilzhanova, M.Zh. Sakypbekova, L.Sh. Cherikbaeva, G.A. Tyulepberdinova,
G.T. Zhubanysheva®
Al-Farabi Kazakh National University, Almaty, Kazakhstan.
E-mail: zhubanysheva03@bk.ru

Saltanat A. Adilzhanova — PhD, Acting Associate Professor, Department of Cyberse-
curity and Cryptology, Faculty of Information Technologies, Al-Farabi Kazakh National
University

E-mail: asaltanat81@gmail.com. https://orcid.org/0000-0003-1768-064X;

Meruert Zh. Sakypbekova — PhD, Acting Associate Professor, Department of Artifi-
cial Intelligence and Big Data, Faculty of Information Technologies, Al-Farabi Kazakh
National University

E-mail: sakypbekovamerueryert@gmail.com. https://orcid.org/0000-0002-6652-1357;
Lyaylya Sh. Cherikbayeva — PhD, Associate Professor, Department of Computer Sci-
ences, Faculty of Information Technologies, Al-Farabi Kazakh National University
E-mail: cherikbayeva.lyaylya@gmail.com. https://orcid.org/0000-0001-8948-4205;
Gulnur A. Tyulepberdinova — Candidate of Physical and Mathematical Sciences, As-
sociate Professor, Department of Artificial Intelligence and Big Data, Faculty of Infor-
mation Technologies, Al-Farabi Kazakh National University

E-mail: tyulepberdinova@gmail.com. https://orcid.org/0000-0002-4322-8983;
Guldana T. Zhubanysheva — Master’s student, Department of Cybersecurity and
Cryptology, Faculty of Information Technologies, Al-Farabi Kazakh National Univer-
sity

E-mail: zhubanysheva03@bk.ru. https://orcid.org/0009-0008-0620-4879.

© S.A. Adilzhanova, M.Zh. Sakypbekova, L.Sh. Cherikbaeva, G.A. Tyulepberdinova, G.T. Zhubanysheva

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License 244



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

Abstract. This article provides a comprehensive analysis of risk assessment
methods and models in the field of information security. The study is relevant in the con-
text of modern digital infrastructure, as cyber threats are increasing daily. The purpose
of the work is to systematize the main approaches to information security risk assess-
ment, conduct a comparative analysis based on effectiveness criteria, and demonstrate
their practical application. The study describes qualitative and quantitative methods, as
well as international models such as FAIR, OCTAVE, and NIST SP 800-30. A compar-
ative analysis of methods was conducted across five criteria: accuracy, scalability, labor
intensity, automation capability, and reproducibility. Experimental results are presented:
automated network scanning using Nmap and OpenVAS, Monte Carlo loss simulation,
and network anomaly classification using a Random Forest model (94.7% accuracy on
the NSL-KDD dataset). The authors conclude that the combined application of quan-
titative methods and automation tools provides the most effective information security
risk assessment.

Keywords: information security, risk assessment, threats, vulnerabilities, SIEM,
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AnHoOTauusi. byn wMakamaga akmapaTThIK — KayilCi3miK — CalachIHIAFrbl
TOyeKenepai Oaramay oicTepi MEH MOJACIBICPIHE >KaH-KAKThI Tallaay Kacaabl.
3epTTey TaKbIPHIObI Ka3ipri 3aMaHFbl MUQPIBIK HHOPAKYPBUIBIM JKaFIalbIHAAa ©3€KTi
Oombin TaObUTaABL. JKYMBICTBIH MakcaThl — aKMapaTThIK KayiNCi3AiK ToyeKeJAepiH
Oarayiay/IbIH HETI3T1 TOCUIAEPIH XKyieney, onapabl THIMAUTIK KpuTepuiiiepi OoibIHIIA
CaJIBICTRIPMAJTBI TAJI/IAy JKYPri3y jKoHE MPAKTUKAJIBIK KOJIAHBLUTYBIH KOPCETy. 3epTTey
OapbICHIH/IA CaIaJIBIK )KOHE CaHBIK oicTep, conmaii-ak FAIR, OCTAVE, NIST SP 800-
30 cekinai XanbIKapaibIK MOJEINbJCp CUITATTalIFaH. OicTep/IiH Oec Kpurepuii O0ibIHIIA
CAJIBICTBIPMAITBI TAJIAYhl KYPTi3UIIL: JONIIK, MAcIITa0Taly, €HOCK CHIHBIMIBLIBIFEI,
AaBTOMATTAHJBIPY MYMKIHIT1 KOHE KalTanany. DKCIIEPUMEHT HOTHIKEJEP] YCHIHBUIIBL:
Nmap sxoHe OpenVAS keMeriMeH jkeiHi aBTOMaTTaHbIPbUIFaH CKaHepiey, MoHTe-
Kapno omiciMeH mbIFpIHIAP B MOJCIBILY, coHaii-ak Random Forest mosenmi apKbuibt
xenumk anomanusiapasl kiktey (NSL-KDD pepextep skunarbiHga 94,7% monmix).
Hotmxkecinne, aBTopiiap CaHIbIK 9IICTEp MEH aBTOMATTAHBIPY KypajliapbIH OipiKTipim
KOJIJIaHy aKMapaTThIK KayilCi3MiK TOyeKeNAepiH THiMalI Oaranmay/bl KamMTamachl3
€TETIHIH HEeri3aei/ .

Tyiiin ce3mep: akmapaTThIK KayilcCi3Iik, ToyeKelaepai Oaranay, Kayinrep,
ocanapikrap, SIEM, OpenVAS, ISO/IEC 27005

Jaiiexco3nep ymin: C.A. Anumkanosa, M.JK. Cakeinbexona, JI.III. YepukOaena,
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AHHOTanusA. B 1aHHON cTaThe MPEACTaBIEH KOMIUIEKCHBIM aHalIu3 METOJIOB
U MOJeJIed OIICHKM PHUCKOB B o00jacTd uMHPpOpManuoHHOW Oe3omacHocTH. Tema
HCCIIEIOBaHMs aKTyalbHa B KOHTEKCTE COBPEMEHHOW IU(pOBON HH(PACTPYKTYypHI,
MIOCKOJIbKY KHOEpyTpO3bl pacTyT ¢ KakIpIM JHEM. Llenb paboThl — cucTeMaTu3upoBaTh
OCHOBHBIE METOJbl OLIEHKH PUCKOB MH(GOPMALMOHHON 0€30MacHOCTH, MPOBECTH HX
CPaBHMUTEJIbHBIA aHaNU3 MO KpurepusiM 3((EKTUBHOCTH U IMPOJEMOHCTPUPOBATH
[IpaKTUYECKOe MpUMeHeHue. B  uccienoBaHuM  onucaHbl — KaueCTBEHHBIE U
KOJIMYECTBEHHBIE METONBI, a TakKe MEeXKIyHapoaHble Mojenu, Takue kKak FAIR,
OCTAVE u NIST SP 800-30. IlpoBenén cpaBHUTEIbHBIA aHAJIU3 METOJAOB IO MATU
KpUTEPUSM: TOYHOCTh, MACIITAOMPYyEMOCTh, TPYAOEMKOCTb, aBTOMaTU3UPYEMOCTh U
noBTopsieMocTh. [IpencTaBiieHbl pe3ysbTaThl 3KCIEPUMEHTOB: aBTOMATH3UPOBAHHOE
CKaHupoBaHue cetu ¢ nomouibto Nmap u OpenVAS, cumyssiiusi yObITKOB METOAOM
MonTte-Kapno, a Taxke KiIacCHPUKAIM CETEBBIX aHOMAJIUH C TOMOIIBIO MOJIETH
Random Forest (tounocts 94,7% na naracere NSL-KDD). ABTOpBI IpUXOJIAT K BEIBOLY,
YTO KOMOMHHPOBAHHOE HCIIOJIb30BAHUE KOJIMYECTBEHHBIX METOJIOB M MHCTPYMEHTOB
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ABTOMATH3AIMK TIO3BOJIIET 0OecreuuTh HamOosee P(HEeKTHUBHYI0O U 0OOCHOBAHHYIO
OLIEHKY PHUCKOB WH(OPMAIIMOHHOM 6€301MacHOCTH.

KiroueBble ciioBa: nHpopMannoHHas 6€30MaCHOCTh, OLEHKA PUCKOB, YTPO3BI,
ysizsumoctH, SIEM, OpenVAS, ISO/IEC 27005

JasiuurupoBanusi: C.A. AmmnkanoBa, M.JK. Cakeirioexoa, JILIL. YepukOaena,
I'.A. Tronen6epnunoBa, I.T. KyOansimesa (2026). CucreMaTndecKuii aHaTN3 METOJIOB
U MOJIeJICH OIEHKH PHUCKOB WH(POPMAIMOHHON Oe3omacHOCTH // MeXITyHapoIHBIH
KypHaJT UHGOPMAIIMOHHBIX U KOMMYHHUKAIIMOHHBIX TexHonoruid. Tom. 7. Ne 25. Crp.
244-269. https://doi.org/10.54309/1JICT.2026.25.1.016. (Ha Pycc. ).

KoHpaukT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIMKTA
UHTEPECOB.

Beenenue.

Nudopmanmonnas OezonacHocts (MbB) sBIsieTCS KPUTUYECKU BaKHBIM
AIIEMEHTOM T (DYHKIIMOHHUPOBAHMUS JTI0O00M OpraHn3alui, HCIOIb3YIOMEH Hn(ppoBbIe
TEXHOJIOTHH U JaHHbIe. OHUM U3 BakHeMux acniektoB Ub siBisieTcst olieHka puckos,
KOTOpasi MO3BOJISIET HE TOJIBKO BBISIBUTH MTOTEHLIMATIbHBIE YIPO3bl U YA3BUMOCTH, HO U
pa3zpaboTaTh COOTBETCTBYIOIINE MEPHI 3alUTHI. B ycIoBUsAX OBICTPO pa3BHUBAIOIIUXCS
TEXHOJIOTHI M TIOCTOSIHHO MEHsAMoLIecs naHamadra yrpo3 oueHka puckoB Hb
cTaHOBUTCA Bee Oonee akryansHoi (Ilnmetnes u np., 2021).

MeToab!l 1 MOZIETTH, UCTIONb3YEMBbIE ISl OLICHUBAHUS PUCKOB MH(POPMALITMOHHOM
0e30macHOCTH, pa3pabaTHIBAIOTCS C IIETbI0 MPEICKa3aTh BO3MOXKHBIE YTPO3BI,
ONpEAEIUTh YPOBEHb MX KPUTHUYHOCTHM W MPENJIOKUTh ONTUMAJIbHBIE METOJBI
muHnMu3anuu ymepoa (Kopuenko um ap., 2013). OTu mporeccsl BKIIOYAIOT Kak
KOJIMYECTBEHHbIC, TaK M KaYECTBEHHBIE IMOJXOJbl, KAXKIbIH W3 KOTOPHIX 00JagacT
CBOMMM NPEUMYIIECTBAMU U HEJJOCTATKAMHU.

Henp nanHo# paboThl — PacCMOTPETh OCHOBHBIE METOJbI U MOJEIH OICHKU
PHUCKOB, a TaK)Ke MX MPUMEHEHHE Ha IPAKTUKE TSl 00eCTIeUeHHS HaIIeKAIEro YPOBHS
UHPOPMALMOHHON Oe3omacHOCTH. B Xxonme uccnenoBanusi OyIyT pacCMOTPEHBI Kak
o0Iye TPUHIMIBI, TaK W CHelU(HUYECKHe METOJIUKH, MPUMEHUMBIE B Pa3IMYHBIX
OpPraHU3aLMOHHBIX U TEXHOJOTNYECKUX KOHTEKCTaX.

@dopmai30BaHHAs IIOCTAHOBKA 3a/Jayd: IIyCTb MHOXKECTBO  METOJIOB
oueHku puckoB b o6o3naunm kak M = {mi, mz, ..., m,}, a MHOXECTBO KPUTEPHUEB
s dexkruBHOCTH — Kak C = {c1, C2, ..., Ck}. 3aJ1a4a COCTOHUT B ONPEICICHUN (PYHKIIHH
f: M x C — R, mo3Boistronieii KOJMYECTBEHHO COIIOCTABUTHL METOABI MO 3aJaHHBIM
KPUTEPHSIM M BbIOpPAaTh ONTHUMAJIBHBIN MOIXOA JJISi KOHKPETHOTO OPraHWU3allMOHHOTO
KOHTEKCTA.

l'unore3a wmccrienoBaHus: KOMOMHMPOBAHHOE MPUMEHEHHE KOJIMYECTBEHHBIX
U KAa4EeCTBEHHBIX METOJIOB OLIEHKH PHUCKOB, MOAKPEIIEHHOE aBTOMAaTH3MPOBAHHBIMU
uctpymentamu (OpenVAS, SIEM), oGecnieunBaer 0osee TOYHYIO M ONEPATUBHYIO
olieHKy puckoB 1b 1o cpaBHEHUIO C MPUMEHEHUEM OT/IEIbHBIX METOJIOB.

Martepuajibl M1 METOABI.
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OCHOBHBIE KOHIICTIIIHY OIICHKU PUCKOB B MH(MOPMAIIMOHHON 0€30MMacCHOCTH

[Ipesxxne ueM mepelTu K AETaJIbHOMY PAacCMOTPEHHUIO METOJIOB M MOJEIEH,
HE00X0IMMO TIOHATH 0a30BbIC KOHIICTIIIMU U TEPMHHBI, CBSI3aHHBIE C OI[CHKOW PUCKOB
B Ub.

VYrpo3a - moboe coObITHE WM 00CTOSTENBCTBO, KOTOPOE MOKET TPUUUHHUTD BPET
MH(POPMALIMOHHBIM aKTUBAM, HApYIIUTh MX KOH(QUACHIUAIBHOCTD, LEIOCTHOCTHUIIH
I0CTynHOCTh. [IpruMepaMu MOTYT OBITH XaK€pPCKHE aTaKH, BPEJOHOCHBIE MTPOTPaMMBI,
OomMOKK TONb30BaTeNiell WM (QU3NUECKUE BO3ACHUCTBUS, TaKUe Kak IOXKap WIH
HABOJIHEHUE.

VYS3BUMOCTh — 3TO CJ1ad0e MECTO B CHCTEME 3aIIUThI, KOTOPOE MOXKET OBITh
MCTIOJIH30BAHO 3JI0YMBIIUICHHUKAMH [T PEaTU3alH yTPO3bl. Y I3BUMOCTH MOTYT OBITh
KaK TEXHUYECKUMHU (HampHUMep, HEUCIPABHOCTH B MPOTrPaMMHOM O0ECIIEUEHUH), TaK
U OpPraHu3allMOHHBIMU (HAIIpUMEP, HEOCTATOUYHAsI OCBEIOMIIEHHOCTh COTPYIHUKOB O
Bonpocax Ub).

AXTUB- WHPOPMALMOHHBIM aKTHB BKIIOYAeT B ceOs Kak JaHHBbIC (Hampumep,
0a3bl TaHHBIX C KOH(UASHINATFHON HH(OpMAITHeii), TaK K CUCTEMBI M HHYPACTPYKTYPY,
00€eCTIeYnBarOIy IO UX 00pabOTKy U XpaHEHHE.

Puck — BeposSTHOCTB TOTO, UTO YTp0O3a, UCIOIB3Ysl YSA3BUMOCTb, HAHECET yIIepO
nHPOpPMAMOHHBIM akTHBaM. OIIEHKa PUCKOB MPENOoiaraeT aHajiu3 BEpOSTHOCTH
peanu3aluu yrpo3bl 1 BO3MOXKHOTO yiepoa ot Heé (MukoB u ap., 2024).

Tenepp, Korga OCHOBHBIE TEPMMHBI OIPEACICHBI, NEpeHiEM K MeToAaMm U
MO/IEJISIM OLIEHKH PUCKOB.

MeTo/1bl OLIEHKH PUCKOB.

KauecTBeHHBIE METOIBI.

KauecTBeHHBIE METOABI OCHOBaHbl HAa CYOBEKTUBHOM OILIEHKE BEPOSATHOCTH
U TMOCJEJICTBUN Pa3IUYHbIX Yrpo3. DT METO/bl YacTO MCIOJb3YIOTCS B CUTyalUsX,
KOI'Jla HEBO3MOXXHO TOYHO M3MEPUTH PUCK KOJMYECTBEHHBIMH I1OKA3aTEISIMU, U OHU
OCHOBBIBAIOTCS Ha SKCIIEPTHBIX OLIEHKAX U OIIBITE.

Meton  aHKeTHpoOBaHUS M MHTepBbloMpoBaHMs. OOuMH M3 caMbIX
pacnpocTpaHEHHBIX METOJIOB, IIPU KOTOPOM 3KCTepThl B 001actu b onpammBaroTcs Ha
MpeIMET CYIIECTBYIOIUX yIpo3 U ysi3BUMocTeil. Ha ocHOBe nx 0TBETOB (hOpMUPYIOTCS
OLIEHKU PUCKOB, OOBIYHO BBIPAKEHHBIE B BUAE PEUTUHTOB (BBICOKHIA, CPETHHIA, HU3KUN).

SWOT-ananus. [IpumensieTcs s OLIEHKU PUCKOB Ha CTPAaTErMYECKOM YPOBHE.
B pamkax 3TOro mMeroja OIEHHMBAIOTCS CHIIbHBIC U CIa0ble CTOPOHBI OPraHU3alUM, a
TaK)K€ BHEIIHUE Yrpo3bl U Bo3MOKHOCTH. B xoHTekcte Ub SWOT-ananu3 nomoraet
BBISIBUTH KJIFOUEBBIC YSI3BUMOCTHU 1 BO3MOXKHBIE araku (Makcumenko B. H. u np., 2017).

KonuuecTBeHHBIE METOIBI.

KonuuecTBeHHbIE METO/BI OLIEHKM PUCKOB OCHOBaHbl Ha cOOpe W aHalu3e
YHCIIOBBIX JAaHHBIX, YTO TIO3BOJISIET OOJieeé TOYHO OLEHHUTHh BEPOSTHOCTH YIPO3
U BO3MOXKHBIE YOBITKH. ODTH METOAbl TPeOyIOT TIIATEIBHOTO aHalM3a M YacTo
UCIOJIb3YIOTCS B KPYIIHBIX OpraHU3alUsiX, IJI€ CYLIECTBYET AOCTYI K 3HAYUTEJIbHBIM
0o0bEeMaM JIaHHBIX [T aHAIIN3A.
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Metoa Monte-Kapio. 9ToT MeTo1 HCTIOJIB3YET BEPOITHOCTHOE MOIETUPOBAHUE
JUIsL OLIEHKU PUCKOB. B pamkax MeToza c03/1aeTcsi MHOKECTBO BO3MOYKHBIX CIIECHAPHUEB,
KaX/IbIi U3 KOTOPBIX MOJEIHPYETCS CIydallHBIM 00pa3oM Ha OCHOBE OIpPECIICHHBIX
BXOIHBIX JAaHHBIX (HalpUMep, YaCTOTHl peau3allii Yrpo3bl U pa3Mepa BO3MOKHBIX
yOBITKOB). B pesyinbrare moiy4aercsi pacrpeesieHue BEPOSTHOCTEH Ui pa3IMyHbIX
MCXOJIOB, YTO TIOMOTAET JIy4Ille OIICHUTh PUCK M MTOJTOTOBUTHCS K HEMY.

Meron ananuza nepesa otka3oB (FTA) (UBanuenko I1. ¥O. u n1p., 2013). Jlanubrit
METOJ TpeaHa3HaueH JUIsl aHAIW3a MPUYMH OTKA30B CHUCTEMbI W BBISBICHHS CBS3EH
MEXY OTACTHHBIMH KOMIIOHEHTAaMHU CHUCTEMBI, KOTOPBIE MOTYT NpUBECTH K cOoro. Ha
OCHOBE JIepeBa OTKAa30B MOXXHO OMNPEICITUTh BEPOSTHOCTH TOTO, YTO OMpEeSICHHAS
KOMOWHAIMs COOBITHI MPUBEAET K OTKA3y CHCTEMBI, M OIICHUTh PUCKH, CBSI3aHHBIC C
TUM OTKa30M.

Metox ananm3a creHapueB. B TaHHOM MOAXOJE HCIONB3YIOTCS TaHHBIE O
NpeIbIAYIINX HHIUACHTAX W MOJEIMPOBAHUE PA3IMUYHBIX CIICHAPUEB JUI OICHKH
BO3MOXHBIX MTOCIIEICTBUI peann3anuu yrpo3. Opranuszaius paccMaTpuBaeT Hanbosee
BEPOSITHBIC U KPUTHYHBIC CIICHAPUH PA3BUTHUSI COOBITUN U OLICHUBAET, KaK Pa3UYHbIC
Mepbl 0€30MaCHOCTH MOTYT CHU3UTh YPOBEHb PHCKA.

Metononorust FAIR (Factor Analysis of Information Risk)

FAIR — 3TO MeTO1070THYECKUI MOAXO/ /Ul KOJIMYECTBEHHOM OLIEHKHU PUCKOB
UH(POPMAITMOHHOW 0€301acHOCTH. B ero 0CHOBE JIEKUT MOIEIh, BKIIIOYAIOIIAs YETHIPE
OCHOBHBIX (pakTopa:

1.Yactora co6situii (Event Frequency): OrieHka BEpOSITHOCTH BOSHUKHOBEHHS
YTPO3BI.

2.Cepbesnocts coObiThii (Loss Magnitude): OrieHka TOTEHITHAIBHOTO yIepoa.

3.¥Yrpossr (Threat Event Frequency): Hactora peanusanuu yrpos.

4.Ys3eumocth (Vulnerability): BeposiTHOCTB TOro, YTO yrpo3a yCIEIIHO HC-
MOJIB3YET YSI3BUMOCTH CHCTEMBI.

FAIR-MeTon050THs 1103BOJIIET OpraHU3alUsAM KOJMYECTBEHHO OLIEHUBATh pU-
CKM MH(OPMAIIMOHHOM 0e30MMacHOCTH Ha OCHOBE U3MEPUMBIX U MPOBEPSIEMBIX JTaHHBIX.
310 00ecredrnBaeT BO3SMOKHOCTD HHTETPAIIMX PE3YIBTAaTOB OLIEHKH PUCKOB B IPOLIECCHI
NPUHATHS YIPABICHYSCKUX PEIICHUN U ONTUMH3AINY 3aTpaT Ha o0ecrieyeHne HHQop-
MaloHHo# 0e3omacHocTH (Aksu M., 2019).

CpaBHUTENBHBIN aHATU3 METO/I0B OLIEHKH PUCKOB.

Jns mpoBeneHus: OOBEKTHBHON OLEHKH A(PQPEKTUBHOCTH PACCMOTPEHHBIX
METOIOB OBUIN OIPEEIICHBI CIEAYIOUINE KPUTCPHH:

Tounocms oyenxu — coCOOHOCTh METOA aJIEKBATHO OTPaKaTh (PaKTHUECKUI
YPOBEHb PHCKa;

Macwmabupyemocms — BO3MOXKHOCTh MMPUMEHEHHSI METOJIa B OpPraHU3aIHAX
pa3IUyHOTO MaciTada;

Tpyooémxocms — 00BEM BPEMEHHBIX U PECYPCHBIX 3aTpaTt, HEOOXOAUMBIX JIJIs
IPOBEICHUS OICHKH;

Aemomamu3zupyemocmsb — BO3MOKHOCTb MHTETPAIIUH METO/1a C IPOTPAMMHBIMU
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MHCTPYMEHTaMH aHaJI13a U MOHUTOPHUHTA;
Ilosmopsievocms — BOCIPOU3BOJUMOCTb PE3YJbTATOB IPHU IOBTOPHOM
MIPUMEHEHUH METO/1A.
Tabnuna 1 —CpaBHUTETBHBIN aHATTN3 METOOB OIICHKH PUCKOB HH()OPMAITHOHHON
0e3omacHOCTH

Meton Tounocts | MacmrabupyemocTb Tpynoémkocts | ABTOMaTtu3zupyemocts | [loBropsiemocts
AnkerupoBanue | Huskas Bricokas Huzkas Huskas Huzkas
SWOT-ananu3 Cpensist Cpenusist Huzkas Huskas Cpensist
Meron  Monre- | Beicokas Bricokas Bricokas Bericokas Bricokas

Kapno

FTA Bricokas Cpennsist Bricokas Cpenssist Bricoxkas

FAIR Beicokas Beicokas Cpennsist Bericokas Beicokas
OCTAVE Cpenuss Cpennsist Cpenusist Cpennsis Cpenuss

NIST SP 800-30 | Cpennsist Bricokas Cpennsist Cpenssist Bricokas

Pe3ynbTaThl CpPaBHUTENIBHOTO aHajdM3a IOKA3bIBAIOT, YTO KOJIUYECHBEHHble
Memoobl, Takue Kak Mmetoa Monme-Kapno u FAIR, oGecniednBaioT 0osee BEICOKYIO TOU-
HOCTb U TIOBTOPSIEMOCTH OLICHKH PUCKOB. OJTHAKO MX NPUMEHEHUE TpeOyeT 3HAUYUTEIb-
HOTO 00BEMA BXOJHBIX JIAHHBIX U 00JIee CIOKHOM aHATUTUIECKON 00pabOoTKH.

Mogaenu oueHUBaHUs PUCKOB.

Monens OCTAVE.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) —
3TO METOAOJIOTHUS OLIEHKH PUCKOB, pa3padboTtannas SEI (Software Engineering Institute)
Il OpraHM3alui, KOTOPbIE XOTAT CUCTEMAaTHYECKU OLCHWBATh M YIPABISATH CBOUMHU
uHpopmannonnsiMu puckamu. OCTAVE BkitouaeT Tpu dTamna:

OmnpeneneHue OpraHU3allMOHHBIX NPOOJIEM U NPHOPUTETOB B OO0JIACTH
0€30MaCHOCTH.

Onenka ys3zBumocteit UT-undpactpykTypsl 1 HHPOPMAITMOHHBIX AKTUBOB.

Omnpenenenue ¥ NPUOPUTUIALMS IIJIaHA ASUCTBUH 110 CHUYKEHUIO PUCKOB.

Ocobennocte OCTAVE 3akimiouaeTcs B TOM, YTO aKLEHT JCiacTCs Ha
OpraHU3aI[IOHHbIC TPUOPHUTETHI, @ HE TOJIBKO Ha TEXHOJIOTMYECKHE ACIEKTHI, YTO
MO3BOJISIET AAANTUPOBATH METOOJIOTHIO M0JT KOHKPETHBIE HYK/Ibl KOMITAHUH.

Monens NIST SP 800-30

Mognens, mnpeanoxeHHas HanuoHaIbHBIM HHCTHTYTOM CTaHIApTOB U
texnonoruit CIHA (NIST), mpencraBnsier co0Ool pPyKOBOACTBO MO YIPABICHHIO
puckamu uHpopMmaroHHbIx cucteM. B nokymente NIST SP 800-30 onmcan mporecc
OLIEHKU PUCKOB, KOTOPBIH BKIIIOYAET:

W neHTudukaiuio yrpo3 u ysa3BUMOCTEH.

Omnpenenenue ypoBHSI pUCKAa Ha OCHOBE BEPOSTHOCTH PEalM3allld YIpo3bl U
BO3MOXXHOTO y1iepoa.

PexomeHamu no CMAr4eHuIo PUCKOB.

JlanHas MOJIeNb IUPOKO UCHOJIB3YETCS B FOCYNAPCTBEHHBIX U KOMMEPUECKUX
opranmzamusx CHIA, Gmaromapsi cBoeil CTPyKType M BO3MOXKHOCTU aJalTalldd 0]
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pa3IMYHbBIC TUITBI CUCTEM M TPeOOBAHUH.

VYipasneHue puckamMu

[Ipornecc ynpaBiieHUs] pUCKaMH BKITIOYA€T HECKOJIBKO KIIFOUEBBIX IIAaroOB:

WNnentudukanust puckoB. BaXHBIM 53TanoM SBISIETCS OIpPEICICHUE BCEX
MOTEHIMAJIBHBIX YTPO3, YA3BUMOCTEH M aKTUBOB, KOTOPBIE MOTYT OBITH 3aTPOHYTHI.

Amnanmu3 puckoB. Ha 3Tom sTame mpoBOAMTCS NETaNbHBIA aHAINU3 PHUCKOB C
UCTIOJIb30BAaHUEM KAaueCTBEHHBIX WM KOJHMYECTBEHHBIX METO/OB, PAaCCMOTPEHHBIX
pasnee.

Pazpabotka mmana neiictBuii. [locne aHanM3a puUCKOB OpraHU3alys JIOJDKHA
pa3paboTraTh MJIaH MO WX MUHUMH3AIMU. [IMaH MOXET BKIIOYATh KaK TEXHHUYECKHUE
MephbI (HanpuMep, yCTaHOBKA MEKCETEBBIX SKPAHOB, BHEIPEHNE CUCTEM MOHUTOPHUHTA),
TaK M OpraHU3allMOHHbIE Mepbl (00yuYeHHE COTPYJHHUKOB, pa3padOTKa IOJIUTHUK
0€30MacHOCTH).

MoHUTOpHHT U TiepecMoTp pUcKoB. Ilockonbky manamadT yrpo3 MOCTOSHHO
U3MEHSETCs, YIpaBICHHE PHCKAMH JOJDKHO OBITh TOCTOSHHBIM — ITPOIIECCOM.
Opranu3anysi JOJDKHA PETYJSIPHO TEPecMaTpUBaTh CBOM TOJXOMBI K YIPABJICHHUIO
pUCKaMH U BHOCUTH KOPPEKTHUBHI IO Mepe HEOOXOJMMOCTH.

Pe3yabTaTsl U 00cyKIeHHeE.

[Iponeccr! ynpasienus puckamu u uaTerpanus ¢ UT-ungpactpykrypoit

Ha nanHOM »Tame BakKHO OmMUCaTh, Kak OIEHKA W YIPaBIICHHE PHUCKaMH
UHTETpUpyIOTCs B cymecTBytouryto UT-undppactpykrypy opranuzamuu. OOBIYHO 3TO
BKJTIOYAET aHAJIN3 TEKYIIIUX CUCTEM O€30MaCHOCTH, ayIUT YSA3BUMOCTEH 1 TUTAHUPOBAHHE
OyIymux mep.

[Tpumepsl aBTOMATH3aLUHU OLIEHKH PUCKOB C TIOMOIIBIO CKPUIITOB

JUist KpymHBIX OpraHu3anuii ¢ OOJBIIMM KOJMYECTBOM HH(OPMAIIMOHHBIX
CHCTEM IPOLIECC OLIEHKN PUCKOB MOXET ObITh YaCTUYHO aBTOMAaTH3MpoBaH. Hampumep,
C TIOMOUIBIO CKPUTITOB MOXHO TIPOBECTH AYAUT CETEBBIX YSI3BUMOCTEH.

[Tpumep ncnonn3oBanus Python st ckanupoBaHus ysI3BUMOCTEH CETH:

import nmap

# Unuyuanuzayus ckanepa

scanner = nmap.PortScanner()

# Cranuposanue ykazanHoeo ouanazoua IP

ip_range = ‘192.168.1.0/24°

scanner.scan(ip_range, arguments="-sS -v’)

# Obpabomxa pe3ynibmamos

for host in scanner.all_hosts():

print (f"Host: {host} ({scanner[host].hostname()})”)

print (f"State: {scanner[host].state()}”)

for protocol in scanner[host].all_protocols():

print(f”Protocol: {protocol}”)

ports = scanner[host][protocol].keys()

for port in ports:
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print(f”Port: {port} State: {scanner[host][protocol][port][ state’]}”)

JlaHHBI CKPHUNT WCHONB3yeT OMOMMOTEKY nmap, TO3BOJsAS TPOBECTH
OBICTpOE CKaHMPOBAHUE CETH IJISi BBISBJICHUS OTKPBITHIX MOPTOB M MOTEHIMAIHHBIX
YSA3BUMOCTEH. Pe3ysibTaThl NMPAaKTHUYECKOrO TECTUPOBAHUSA: CKaHUPOBAHUE TECTOBOMU
ceTd U3 254 xoctoB 3aHsAI0 47 cekyHA. bbuio oOHapykeHO 12 aKTHBHBIX XOCTOB, U3
KOTOPBIX Ha 4 BBISBICHBI OTKPHITHIE MOPTHI ¢ TOTCHIUAIBHO YS3BUMBIMU CEPBUCAMHU
(SSH Ha HecraHTapTHBIX MOpPTax, ycraperinue Bepcun Apache). OTo moaTBepkaaet
3P PEKTUBHOCTH ABTOMATU3UPOBAHHOTO TTO/IX0/IA JIJIsl IEPBUYHON OIIEHKH PUCKOB CETe-
BOU HHPPACTPYKTYPHI.

Vcrnonp30BaHue CUCTEM MOHUTOPUHTA JIJISI OIICHKH PHCKOB.

Eme ogHrM Ba)XHBIM MHCTPYMEHTOM JUIsi OLIEHKU PUCKOB SIBIISIIOTCS CHCTEMBI
MOHHUTOPHHTA, Takue Kak Zabbix, Nagios mwiu Prometheus. OTu cucTeMsl MO3BOJISIOT
HETPEPBIBHO KOHTPOIUPOBaTh coctossnne U T-uHppacTpyKTyphl U CUTHAIM3UPOBATH O
npobieMax, KOTOpble MOTYT OBbITh IMOTEHIUAIBHBIMUA pUcKamMu (Buttunr m ButTuHr,
2023: 624).

[Tpumep koH(pUTrypamuu mMpaBuia MOHMTOPHUHTa B Zabbix Ui BBISBICHHUS
MIO/TO3PUTENILHBIX MOAKIIOYCHUN:

# Co3zoanue wiabnona 05 MOHUMOPUH2A NOOO3PUMENLHBIX NOOKIIOYEHUL NO
onpeoeneHHbIM nOpmam

UserParameter=custom.tcp_conn[*],netstat -an | grep -w tcp | grep “:$1’| wc -1

OT0 npaBuIIo OTCNE)KMBaeT KoianuecTBo TCP-coequHeHmit Ha yKkazaHHOM MOPTY .
Ecnmu xonmm4uecTBO MOJKIIOUYEHUI PE3KO BO3PACTAET, STO MOXKET CBUICTEIHCTBOBATH
O TOTCHIMAIBHOW aTake, U CUCTEMa CMOXKET MPEAYyNpeauTh aJIMUHHCTpaTopa (CM.
Pucynok 1).

Google Cloud Platform B8
Al dashboards. | Google Cloud Platform < zZoomout

GCP Cloud SQL: Instances total Prod VM-1: GCP Compute Engine: CPU utilization GCP: Problems by severity
2030427 15:16% 155%

GCP Cloud SQL. Instances folal
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4 Py \, /
oy \, 4 \ .
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« 140% RN

\ /
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2053042115165 X,

2 sKe
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6P Cioua sat post greSQL. nsiances count 4271802 4271852 4271502 a2r1512 4211528
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GCP Cloud SQL Po:

GCP: Top MSSQL servers by CPU GCP: Top MySQL servers by CPU

zbxmssqenterprise-replca w 8701%  zhxmysql " 34452%

zoxmssalenterprise " 77125%  zhxmysghreplca " 3612%

Puc. 1. UnaTepdeiic cucteMbl MOHUTOpUHTA Zabbix (Tpaduku ¢ TMHAMHYECKUMHU JTaHHBIMH 110
KOJIMYECTBY MOJIKIIFOUCHHIA)
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KonmnuectBennas OIICHKA PUCKOB U MATCMATHYCCKUEC MOACIIN

st Gonee TOYHOH OIEHKM PUCKOB YAacTO HCIOJB3YIOTCS MaTeMaTHYeCKHe
mozaenu. Hanpumep, meron MonTe-Kapiio, 0 KOTOpOM yIOMUHAIIOCh PaHEE, TO3BOJISAET
IMMPOBECTU CUMYJIINHUIO BO3MOXHBIX HCXOJ0B M IMOJYYUTH Ooiee ACTAJIU3UPOBAHHOC

NPEJCTABIEHNUE O PUCKAX.
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Puc. 2. T'padux pacnpeneneHus BEpOsTHOCTEH, ITOIyIeHHBIH ¢ ToMombio MeToa MonTe-Kapiro

[Tpumep ucnons3oBanus Python ms cumymnsinuu metogom Mounre-Kapio:
import random
import matplotlib.pyplot as plt

# Cumynayus yovimros
def simulate risk(trials, min_loss, max_loss):
losses =[]
for _inrange(trials):
loss = random.uniform(min_loss, max_loss)
losses.append(loss)
return losses

# Ilapamempbi cumynayuu

trials = 10000

min_loss = 1000 # munumanvhsie yobimxu
max_loss = 50000 # maxcumanvHovle yobImKu

# IIposedenue cumynsayuu
simulated losses = simulate_risk(trials, min_loss, max_loss)

# Ilocmpoenue epaguxa

plt.hist(simulated losses, bins=50, edgecolor="black’)
plt.title(‘Pacnpedenenue 6ozmodcuvix yovimkos (Moume-Kapno)’)
plt.xlabel(‘Yovimku’)

pltylabel(‘Yacmoma’)
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plt.show()

DTOT CKPUNT MOJEINUPYET BO3MOXKHBIE YOBITKH B Anana3zone oT 1000 1o 50000 u
oToOpaxaeTt ux pacnpeencHue Ha rpagpuke. Meron MonTe-Kapio mo3BosisieT BEISIBUTh
JMana3oH HanOoJiee BEPOSTHBIX YOBITKOB, YTO KPUTHYHO JIJISI TOYHOTO TUTAHUPOBAHHUS
3aTrpaT Ha Oe3omacHOCTh (cM. PucyHok 2). Pe3ynbraTel sKciepuMeHTa: NpoBEAEHHAS
cumyssiiiust (10 000 wrepanmii) mokazana CleAyIOIIEe pacrpeeieHue YyOBITKOB:
cpenHee 3HaueHue norepb coctaBuiio 25 340 y.e., menquana — 25 120 y.e., ctaniapTHOE
otkinonenne — 14 150 y.e. [Ipu atom 95 % noBepuTesbHBIA HHTEPBAT YOBITKOB COCTA-
Bui oT 1 980 o 48 700 y.e. JlaHHbIE pe3ynbTaThl IO3BOJISIFOT PYKOBOJICTBY OpraHU3alUH
TUTAHUPOBATH OIOKET HAa MHPOPMAITMOHHYIO 0€30MaCHOCTh C YUETOM BEPOSITHOCTHOTO
pacripenieneHust moTeph.

WuTerparus Mojesnei OlleHKH PUCKOB B KOPIIOPATUBHBIE TIPOIIECCHI.

JUis ycmemrHoro ympaBiIeHUst pHCKaMH HEOOXOAMMO HE TOJBKO BBIOpAThH
MIPaBUIILHBIE METO/IBI M MOJICITH, HO ¥ MHTETPUPOBATH UX B IIOBCETHEBHYIO JIESITEIHHOCTD
OpTaHU3aIHH.

Hcnonws3zoBanue cucrembl GRC (Governance, Risk, and Compliance).

Cospemennble cucteMbl GRC 103BOISIOT UHTETPUPOBATH TPOLIECCHI YTIPABICHUS
pUCKaMH ¢ KOPIIOPATHBHBIM YIPABICHUEM H HOPMAaTHBHO-TIPABOBBEIMH TPEOOBAHUSMHU.
Takue cucreMbl 00eCHEUMBAIOT LIEHTPATM30BAHHOE YIIPABICHHE BCEMH ACIEKTaMHU
0€30MaCHOCTH ¥ COOTBETCTBHSI TPEOOBAHUSM, YTO 3HAUUTEIILHO YIPOIIAeT padoTy.

Pons aBromaruzamun u nHCTpyMeHTOB SIEM (Security Information and Event
Management)

Cucremsl SIEM aBTOMaTu3upyroT cOop M aHanu3 JaHHBIX O coObiTuax B UT-
UHPPACTPYKTYpPE, YTO MO3BOJISET CBOEBPEMEHHO BBISBIATH UHIUICHTH O€30MaCHOCTH
W MUHUMH3UPOBaTh pucKH. [IpuMmepsl Takux cuctem BkIo4aoT Splunk, ArcSight u
IBM QRadar.

ITpumep HacTpoiiku npaBuia koppensiuuu B SIEM:

# IIpumep xoppenayuu coobimusi 00Cmyna u3z HeoObLIYHO20 2e02PapuyecKoco me-
CMONONOICEHUS

rule correlating login_events

condition: if login_event and (geo_location != «expected_locationy)

action: alert «llooospumenvroe nooxkaouenue» Pezynomam koppensyuu
coovimuii susyanuzupyemces na naveau SIEM (cm. Pucynok 3).

WuCcTpyMeHTHI M TaTGOpMbl Ui  OLEHKH PHCKOB HH(DOPMAIIMOHHON
0€30MacHOCTH.

B coBpeMeHHOM MHUpe IOCTYITHO MHOKECTBO HMHCTPYMEHTOB W ILIAT(GOpPM,
npeIHa3HauYeHHBIX JJIS aBTOMATHU3alNHU OLEHKH U YIIPAaBICHHS PUCKAMU. DTH CUCTEMBI
MOMOTAIOT OpraHu3anusM 3((HEKTUBHO TPOBOAWTH OIEHKY PUCKOB W TMPHUHUMATH
pelIeH s Ha OCHOBE TOJTYYECHHBIX JaHHBIX. PaccMoTpuM Hanbosiee momyisipHble U3 HUX.

OpenVAS.

OpenVAS — 3T0 MOIIHBIN UHCTPYMEHT AJI1 CKAaHUPOBAHUS YSI3BUMOCTEH,

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @ @
International License (5
255



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

®| [@ [@ rnosvan / Mawens ynpasnenns i

il .1

WHUVREHTOS CEroaHS
© 369964 . 1® 4 dalh 080 e
ol OHNaiiH MOHWUTOPYHT COBLITHIA + Nnowanxe 2 CoBbiTuR B CratmcTvka
£33 Bcero coBsiuii (cerogHs) 369964
MpocmoTp & pexcume peansHoro apemenn (% Jorn oottt vl lali—
s«
Brero MHUMAEHTOR (CeroaHs) 80
x
% OBPaBOTaHHLIX MHIACHTOR 473433056
. W o
729 WonB Mond  Aert  Asr2 w3 Asrd s A
ol Ornaiin MOHUTOPUHT NHUMAEHTOE (= B Cratmcrnka
e o all T
Cpeani © Buiconi
.
3
3
o
30 1440 1650 150 50 154 £00 1670 1620 1630 1640 1630 1700

Puc. 3. Nnrepdeiic cucremsr SIEM ¢ rpadukoM Koppemsiuy coObITHI 6e30I1acCHOCTH

KOTOPBIH MO3BOJISIET BBISBIATH BO3MOXHBIE PUCKH 0€30MacHOCTH. OH SIBJISETCS YacThIO
Greenbone Vulnerability Manager u npegocTaBisieT THOKHE BO3MOXKHOCTH JJISl aHAJIN3a
cereBoil GezomacHoctu (Xomuk @. u ap, 2014: 183-188). IIpumep KoMaHAbl I
CKaHHUPOBaHHUs ceTu ¢ nomoiuipo OpenVAS:

# 3anyck ckanuposarus yazeumocmelti 8 3a0aHHOU cemu

openvas -p 9390 -u admin -s 192.168.1.0/24

Ilocne BemonHeHus komanabl OpenVAS npoBeNET IMOJHOE CKaHMPOBaHHE
yKa3zaHHOTo quana3oHa [P-aapecoB u mpe1ocTaBuT OTYET O BBISBJICHHBIX YS3BUMOCTSX,
YTO TO3BOJISIET OPraHM3ALUU ONEPATUBHO pearupoBaTh Ha MOTEHIHAIbHBIC YTPO3bI
(cm. Pucynok 4).

o T T
Severity
_m_-—:-m—m

Immediate scan
Thu Jan 9 03:05:08 2020 of IP 0 o BB
192.168.11.137

ID: 97cc63d0-65d7-45ee-BcaB-T11df1baaTdd
Modified:

L_J' Report: Results (312 of 734) Created:

Owner: _admin

1- 100 of 312
e = £ 3 = o =
rexec Passwordless / Unencrypted Cleartext Login 5] 75% 192.168.11.137 512/tcp
Samba End Of Life Detection 75% 192.168.11.137 445/tcp
Samba TALLOC FREE()' Function Remote Code Execution Vulnerability 75% 192.168.11.137 445ftcp
PHP Multiple Vulnerabilities - Aug08 75% 192.168.11.137 80/tcp
PHP Version < 5.2.7 Multiple Vulnerabilities 75% 192.168.11.137 B80/tcp
PHP End Of Life Detection (Linux) 75% 192.168.11.137 80ftcp

MySQL End Of Life Detection (Linux) 75% 192.168.11.137 3306/tcp

%%EEE%%

PostgreSQL End Of Life Detection (Linux) 75% 192.168.11.137 5432/tcp

Puc. 4. Cxkpunmot otueta OpenVAS ¢ BBISIBICHHBIMH YSI3BUMOCTSMHU
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Metasploit.

Metasploit — 3710 (peiiMBOpK Il TIPOBEJCHUSI TECTOB HA MPOHUKHOBEHUE,
KOTOPBIN 4acTO MCHOJB3YETCs ISl OLICHKH YSI3BUMOCTEH U MojennpoBaHus atak. OH
MO3BOJISIET KOMIIAHUSAM HE TOJIBKO BBISBIISITH ClIa0ble MECTa B CUCTEMaX, HO U OIICHUBATh,
KaK 3TH YS3BUMOCTH MOTYT OBITh MCIIOJIb30BaHbI 37I0yMbIIUICHHUKAMH.

[Tpumep ucnonp3oBanust Metasploit 1711 IPOBEPKU YSA3BUMOCTH:

# 3anyck sxcnnoiuma ons ysazeumocmu SMB

use exploit/windows/smb/ms08_067 netapi

set RHOST 192.168.1.100

set PAYLOAD windows/meterpreter/reverse_tcp

exploit

OtoT ckpunt Ha 6a3e Metasploit mO3BOJIsIET MPOBECTH TECT HA IPOHUKHOBEHUE
C WCHOJb30BaHUEM ysi3BUMOcTH SMB. Pe3ynbTarel TeCTUpOBAaHHS TOMOTAIOT MOHSTD,
KaK 3JIOYMBIIUIGHHUKHA MOTYT aTaKOBaTh CHCTEMY M KaKH€ MEpBl 3alIUThl CIEIyeT
HIPUHATH (cM. PUCyHOK 5).

root@kali: ~ @ ® 0

File Edit View Search Terminal Help
msf exploit( ) = run

[#] Started reverse TCP handler on 192.168.86.223:4444

[*] Sending stage (179779 bytes) to 192.168.86.61

[*#*] Meterpreter session 1 opened (192.168.86.223:4444 -> 192.168.86.61:49197) at
2018-05-29 11:48:32 -0400

meterpreter > shell

Process 3028 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\victim\Downloads=>]}

Puc. 5. Unrepdeiic Metasploit ¢ pe3ybraTraMi aTaku Ha ySI3BUMYIO CUHCTEMY

RiskWatch.

RiskWatch — 3T0 nunardopma ans ynpaBiieHUs] pUCKaMu, KOTOpasi Ipejjiaraet
OpraHu3alMsIM HMHCTPYMEHTHI JUIS aHalIM3a, YNPaBJICHUS U OTCIEKHBAHUS PHCKOB
B peXHME peasbHOro BpeMeHH. OHa IMO3BOJSET OpPraHU3alUsIM aBTOMATH3UPOBAThH
MIPOIIECCHI OLIEHKU PUCKOB M CO3/1aTh OTYETHOCTb, UYTO 3HAYUTEIHHO YIPOILAET IPUHATHE
peuienuit (cm. PucyHok 6).

O1eHKa pUCKOB B 00JIAYHBIX CHCTEMaX.

C mepexo0M MHOTHX OpraHM3alMid Ha MCIIOJIb30BaHUE 00JauyHBIX TEXHOJIOTUI
BO3HHUKAIOT HOBBIE BBI30BBI B 00jacTu MH(opMarmoHHoi OezomacHocTtu. OOsayHbIe
CHCTEMBI TPeOYIOT 0COOOT0 MOIX0/1a K OLIEHKE PUCKOB, IIOCKOJIBKY OHU MOAPA3yMEBAIOT
COBMECTHOE HCIOJb30BAHHWE PECYPCOB, yIpaBIEHHUE CTOPOHHUMH MpoBaiiepaMu u
J100aMbHBIA TOCTYII.

Mogzens Shared Responsibility.

Monens pa3neneHHol oTBeTcTBeHHOCTH (Shared Responsibility Model) — ato
MIPUHITUI, HA OCHOBE KOTOPOT'0 OOJIBIIMHCTBO OOJaYHBIX POBAHIEPOB paCIPENEISIOT
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Puc. 6. Untepdeiic mnatdopmer RiskWatch ¢ Tabnuiamu ananusa puckoB

00513aHHOCTH MO 0€30IaCHOCTH MEXIy CO00# M KiMeHTamMu. B 3Toit Mojenu rpoBaii-
nep obmaka oTBevyaeT 3a 0€30MacHOCTh HHPPACTPYKTYPHI, @ KIIMEHT — 33 0€301aCHOCTh
CBOMX JAHHBIX U MPHUIIOKEHHII.

[Ipumep mpakTHUECKOro NPUMEHEHUS OLIEHKH PUCKOB B 00IaUHBIX CUCTEMAX:

Omnpenenenne OTBETCTBEHHOCTH 3a JaHHbIC: KOMIAHUS OLIEHUBAET, 3a KakKue
acmeKkThl 0e30MacHOCTH HECeT OTBETCTBEHHOCTh OHA, a 3a Kakue — OOJIayHBbIH
poBaiiep.

Amnanu3 koHpuryparmuii 6e301MacHOCTH: PETYJISAPHBIN ayUT HACTPOCK 00IauHON
uHGPACTPYKTYPHI, BKIIOUAs OJUTUKH 10CTyNa U K (poBaHus AaHHBIX (MusocnaBckas
u ap., 2014).

[Ipumep aBTOMaTM3amMKM aHanu3a KoHpurypamuii obmaka ¢ momorisio AWS
Config:

# Hacmpoiika nposepku coomeemcmeus nonumuk IAM ¢ AWS

aws configservice put-config-rule --config-rule file://config-rule.json

OTOT CKPUNT CO3JaeT NPaBWJIO JJIsi IMPOBEPKU KOHPUIypalUu MOJUTUK
IAM B AWS, 4TO momMoraer opraHu3aiuu CJICJAWTh 3a OE30MacHOCTBHIO 00JIAYHOM
UHGPACTPYKTYPhl U MUHUMHU3UPOBATH PUCKHU.

Onenka pucKkoB 0€30aCHOCTH JIaHHBIX B 00JaUHBIX XPaHUIHILAX.

be3onacHoCTh JaHHBIX B OOJAUHBIX XPAHWIMILAX — OJWH M3 KIHOYEBBIX
BonpocoB. OpraHuzalnuy JOJKHbl OLCHHBATh PUCKH, CBSI3aHHbIE C HapyLICHHEM
KOH(UACHIIMATLHOCTHU JIAHHBIX, YTPATOH KOHTPOJIS HaJl MHPOpMAaIHe U BO3MOKHBIMU
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aTakaMH Ha CTOPOHHUE CEPBUCHI.

[Tpumep koHpUTyparmu mHUdpPOBaHUS TaHHBIX B 00IaKe:

# [Ipumep exnouenus wugposanus Ha yposue o6asvl dannvix 8 AWS RDS

aws rds modify-db-instance --db-instance-identifier mydbinstance --storage-en-
crypted

JlanHas KOMaHa akKTUBUPYET mH(poBaHue 06a3bl TaHHBIX B 00JIAYHOM CEpBHUCE
AWS RDS, 4T0 M03BOJISIE€T OBBICUTH YPOBEHD 3aLIUTHI XPAHUMBIX TaHHBIX U CHU3UTh
PUCK MX HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA WIIA YTEUKH.

ArmipoOarusi METOJIOB OIICHKH PHUCKOB: KeiC T1a00paTOpHOTO TECTHPOBAHMSL.

Jns  mpakTHueckoi mpoBepkd 3((HEKTUBHOCTH PACCMOTPEHHBIX METOJIOB
OBLIO TIPOBEJCHO JTA0OpAaTOPHOE TECTHUPOBAaHUE HA 0Oa3e yueOHOU cetm Kadempsl
«KubepbOezomacHocTs ¥ KpunToiorus» Ka3zaxcKoro HalMOHAJIBHOTO YHHUBEPCUTETA
nMeHu anb-Dapadm.

TecroBast nH(ppacTpykTypa Bkiatodana 5 cepepoB (Ubuntu 22.04 u Windows
Server 2019), 20 pabounx cranuuii u cereBoe obopynosanue Cisco.

Oran 1. ABromartusupoBanHoe ckanupoBaHue (OpenVAS u Nmap)

B xone ckanupoBaHUS TECTOBOM CeTH OBLIO BBISIBICHO 47 yS3BUMOCTEH, cpeau
KOTOPBIX:

8 kputnaeckux (CVSS > 9.0);

15 Boicokux (CVSS 7.0-8.9);

24 cpeanux (CVSS 4.0-6.9).

Cpennee BpeMst MOTHOTO aBTOMATU3MPOBAHHOTO CKAaHUPOBAHUS COCTaBMIIO 12
MUHYT. /{715 cpaBHEHUS, TPOBEICHUE AHAIOTUYHOTO PYYHOT0 ayIUTa MHPOPMALIMOHHOM
0€30MacHOCTH KCIEPTOM 3aHMMAJIO B CpeqHeM 4—6 YacoB, 4TO CBUAETEIBCTBYET O
BBICOKOM A((PEKTHBHOCTH aBTOMATH3AaIlMd M TO3BOJSIET COKPATUTh BpEMS aHAIN3a
npumepHo B 20-30 pas.

Oran 2. KonnuectBeHnHas oueHka puckoB (FAIR u meron Monre-Kapiio)

Ha ocHOBe BBISABICHHBIX YSI3BUMOCTEH Oblja BBIMOJIHEHA KOJUYECTBEHHAsS
OLIEHKA PUCKOB C UCIOJIb30BaHuEeM MeToaosoruu FAIR.

B kauectBe mpumepa Obl1a paccMoTpeHa kputuaeckas ys3Bumoctb CVE-2021-
44228 (Log4Shell). lnst pacué€ra ObLUTH ONpeAeTICHBI CISIYIONINE TapaMeTPhI:

9acTOTa MOMBITOK aTaK — |5 MOMBITOK B MecsIl (Ha OCHOBE JTAHHBIX CHCTEMBI
SIEM 3a nocnennue 3 mecsina);

BEPOSITHOCTH YCIENHOM skcruryaranuu — 0,35;

OKUIaeMBIN TUana3oH (UHAHCOBBIX MOTEPh MPU yCIEHIHOH atake — oT 500
000 mo 5 000 000 tenre.

Jis MonenupoBaHHs pacIipe/ieieHUus] BO3MOXKHBIX TOTeph Oblila MPOBEICHA
cumysiist metogoM MonTte-Kapiio ¢ 10 000 urepauusimu.

PesynbraThl MOAETMpPOBaHUS TTOKA3aIH, YTO:

cpeaHuii oxunaembiit ronoBoi yosTok (ALE) cocraBnsier 3 150 000 tenre;

3HaueHue 95-ro nepueHtwist gocrturaer 7 800 000 TeHre, 4tro OTpaxkaeT
BO3MOJKHBIE TIOTEPH MPH HEOJIATONPUATHOM CIIEHAPUU Pa3BUTHUS HHIUICHTA.
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Oran 3. MonuTtopusar u oOHapyxeHue yrpo3 (SIEM u MeToasl MammHHOTO
o0yueHus)

B reuenue 30 mueii cucrema SIEM (ELK Stack) ocymecTsisiia cOop u aHam3
ceTeBbIX cOObITHI. Ha 0CHOBE HAKOTUIEHHBIX TaHHBIX ObLIa 00y4YeHa MOJIEIb MALTHHHO-
ro o0yuyenusi Random Forest, npennaznaueHHas Ui BBISBICHUS aHOMAJIBHOW CETEBOM
AKTUBHOCTH.

B pesynbrare aHanuza ObLIO BBIABICHO 12 MOJO3pUTENBHBIX MATTEPHOB, U3
KOTOpbIX 10 OBUTM TONTBEPXAEHBI KaK peajbHble aHOMAJIHH, YTO COOTBETCTBYET
TOYHOCTU OOHapyxeHus 83,3 %.

[Tocne yctpaneHus OOHAPY>KEHHBIX YSI3BUMOCTEH M HACTPOWKH TMPaBUII
MEXKCETEBOI'0 3KpaHa ObLIO MPOBEAEHO MOBTOPHOE CKAHMPOBAHHME CETH. Pe3ynbraThl
MOKa3aJl 3HAYUTEJIbHOE CHI)KEHHE KOJUYECTBA YSA3BUMOCTEH: UMCIIO KPUTHYECKUX
YSI3BUMOCTEH COKpaTHIIOCh ¢ 8 110 1, a o01iee KOIMuecTBO ya3BUMOCTe — ¢ 47 1o 18,
YTO COOTBETCTBYET CHMKEHUIO Ha 61,7 %.

Tabmuua 2 — Pe3ynbraTsl 1a00paTOpPHOTO TECTUPOBAHUS

ITokazarens Jlo npumenenus meronos | Ilocie npumenenust metonos | M3menenue
Kpurnueckue yszsumoctr (CVSS >9.0) | 8 1 -87,5%
Beicokue ysssumoctu (CVSS 7.0-8.9) 15 6 —60,0%
Cpennue ysazsumoctu (CVSS 4.0-6.9) 24 11 —54,2%
O011ee KOIMUYECTBO YSI3BUMOCTEH 47 18 —61,7%
Cpennee BpeMsi 0OHapyxeHust anomanuu | 4,2 yaca 8 MUHYT -96,8%
Oxunaemslii rogoBoii yosITok (ALE) 3 150 000 r 890 000 tr —71,7%

[TonydeHHble pe3yabTaThl MOATBEPKAAIOT, YTO KOMOMHHUPOBAHHOE PUMEHEHHE
ABTOMATU3MPOBAHHOTO CKAHUPOBAHHUS YA3BUMOCTEN, KOJTMUECTBEHHBIX METOI0B OLIEHKH
PHUCKOB U UHTEIJIEKTYaJbHBIX CUCTEM MOHUTOPHUHTA MO3BOJISIET CYIIECTBEHHO CHU3UTh
YpOBEHb PHUCKOB HH(OPMAIMOHHOW O€30MacHOCTH U TOBBICUTH OOOCHOBAHHOCTD
yIpaBlIeHYECKUX PElIeHUI B 00J1aCTH MHBECTHUIIMIA B CPE/ICTBA 3alIUTHl HHPOPMAIUH.

Bynyuiee onenku puckoB HH()OPMAIIMOHHON O€30MaCHOCTH.

CoBpeMeHHbIE TEXHOJOTUU PAa3BUBAIOTCS CTPEMHUTENBHO, U BMECTE€ C HHUMHU
MEHSIIOTCS M yrpo3bl HHPOpMaIMoHHOM Oe3omacHocTH. [losTOMy MoOAenu u METObI
OLIEHKH PUCKOB JOJKHBI aJaTUPOBATHCS K HOBBIM peaiusaM. B Ommkaiimem Oynyiiem
MOKHO OXHJaTh YCHJIEHHOTO TMpUMEHEeHHs] HCKyccTBeHHoro wunremuiekra (MU) u
MamMHHOTO 00yueHuss (MO) s aBTOMaTH3alMU TPOIECCOB aHallM3a PHCKOB U
MpeICKa3aHMs BO3MOXHBIX aTak.

[Tpumenenne MU 1 MO B o1ieHKe PUCKOB.

Texnonoruu UM 1 MO MOryT aHaJIM3UPOBATh OTPOMHBIE OOBEMBI JAaHHBIX
0 COOBITHSIX 0E€30MacHOCTM M Ha OCHOBE HCTOPHUYECKHMX JaHHBIX MpPEICKa3bIBATh
MOTEHUUATbHBIE YTPO3bl. DTO MO3BOJISIET OPraHU3alUAM JIydlle MOJITOTOBUTHCS K
HOBBIM BHJIaM aTaK MU CBOEBPEMEHHO a/IallTUPOBATH CBOM CHCTEMBI 3aIIUTHI.

[Tpumep ucnonszoBanust Python g ananusa naHHBIX O CETEBOM O€30MaCHOCTH
¢ moMo1k 0udimoreku scikit-learn:
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from sklearn.ensemble import RandomForestClassifier

from sklearn.model_selection import train_test split

from sklearn.metrics import accuracy_score

# 3aepyszka Oannvix 0 cemesvix cOObLIMUIX

data = load security data() # @ynxyus ons 3a2py3Ku OAHHbIX

X = data[[ featurel’, ‘feature2’, ‘feature3’]] # @axmopuvl yepo3

y =data[is_attack’] # Memxa amaxu

# Pazoenenue OaHHbIX HA 00Y4aAOUWYI0 U MECmMo8yio 8blOOPKU

X train, X test, y train, y test = train_test split(X, y, test _size=0.3)

# O6yuenue mooenu RandomForest

model = RandomForestClassifier()

model.fit(X train, y train)

# Ouyenkxa mounHocmu mooenu

y_pred = model.predict(X test)

print(f» Tounocmo modenu: {accuracy score(y test, y_pred)}»)

DTOT  CKpUNT  JEMOHCTPHPYET, Kak C  TOMOIIbI0  MAIIUHHOTO
oOydeHHsT MOXXHO  aHAIM3UPOBATh JIaHHBIE O  COOBITHSIX  0O€30MacHOCTH
U KraccuuuupoBaTh WX ~ KaK  arakk  WIM  OOBIYHBIE  JICHCTBUSL.
Pesynbrarsl skcniepumenta: Moznenb Random Forest Opi1a 00ydena Ha Habope TaHHBIX
NSL-KDD, conepxariem 125 973 3anucu ceTeBbIX cOObITHI. TOUHOCTD KJIacCUPUKALIUU
cocraBuna 94,7%, nomuora (recall) — 92,3 %, F1-mepa — 93,5 %. Jlns cpaBHEHUS, MO-
nenb SVM Ha ToM ke Habope TaHHBIX MOoKasasia TOUHOCTh 91,2 %, 4To MoATBepKIaeT
MIPEUMYIIECTBO aHCAMOJIEBBIX METOIOB JUIs 3a/1a4 OOHAPYKEHHUS aHOMAJIM B CETEBOM
tpaduxe (Ahmim u ap., 2023).

Monensn W CTaHAAPTBI IS YOPABICHUS pUCKaMU HH(POPMAIIMOHHOM
0€30MacHOCTH.

st 3¢ dekTHBHOTO ympaBieHHUs] pUCKaMU HHPOPMAIIMOHHON 0€30macHOCTH
OpTaHU3aIMH UCTIOIB3YIOT PA3IMYHbIE MEXKTyHAPOIHBIE CTAHAAPTHI U MOJIEIH, KOTOPBIE
MIPEOCTABIAIOT PYKOBOJACTBA M PEKOMEHJIAIMH TI0 OICHKE U YNPABJICHUIO PUCKAMHU
(Cprues u nip., 2017).

ISO/IEC 27005 — 3T0 MEXTyHAPOIHBIN CTAHIAPT, TIOCBSIIIEHHBINA YIIPaBICHUIO
puckamMu B oOmacTé WHGOPMAMOHHON 6e3onmacHOCTH. OH NpeoCTaBIseT YETKHE pe-
KOMEHIAITH TI0 TIPOBEACHHIO MTPOIlecca OLIEHKH PUCKOB, HAUMHAS OT UIACHTH()HUKAIIH
yIpo3 M ysI3BUMOCTEH /10 pa3pabdOTKH IJIaHAa pearnpoBaHUs HAa UHIUICHTHI.

[Tponecc onenku puckoB mo [ISO/IEC 27005 BriIrOYaeT CIICAYIOMINE ITAIBL:

1. Unentudukanus aktuBoB: OnpeaeneHue BceX NHPOPMAITMOHHBIX aKTHBOB,
KOTOpPbIE HEOOXOAMMO 3aIIUTHUTh.

2. Onpenenenue yrpo3: OmnpeaeneHne BO3MOXKHBIX YIPO3 JIJIsl KaXKJI0TO aKTHBA.

3. Ananu3 ys3BUMOCTE: AHaNIN3 C1a0bIX MECT CUCTEM M MPOIIECCOB, KOTOPHIE
MOTYT OBITh UCITOJIE30BAHBI 3JI0YMBIITUICHHUKAMH.

4. Ouenka nocnenctsui: OneHka BO3AEHCTBUS MHIUACHTA Ha OpraHU3aLUIO
(HarmpuMep, (PMHAHCOBBIE TIOTEPH, yTpaTa PeIyTalun).
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5. OueHka BepOATHOCTH peanu3ain yrpo3sl: OnpeaeneHne BeposiTHOCTH TOTO,
YTO yrpo3a OyJIeT peaqnu30BaHa.

6. Onenka ypoBHsl pucka: OnpeesneHrne ypoBHs pucka Ha OCHOBE BEPOSITHOCTH
U TIOTEHLIUAIBHBIX TTOCIICACTBUN.

7. Pa3paboTka miana ynpasieHus puckamu: OnpeaencHue Mep Mo CHIKEHHIO
WIN YCTPAHEHHUIO PUCKOB.

COBIT (Control Objectives for Information and Related Technologies) —
910 (ppeiimBopk st ynpaeinenus T w 3amutel naHHBIX, paspadoranHbii [ISACA.
OH momoraer opraHu3anusM >PQPEKTHBHO YNPaBIATH PUCKAMHU U OOECIIeYHBAThH
COOTBETCTBUE TPEOOBAHUSIM OE30TTACHOCTH.

[Tpumep ucnonszoBanusi COBIT asis onieHKH puCKOB:

1. Onpenenenue crparernueckux uenei: COBIT cBasbiBaer ynpasinenue UT ¢
OM3HEeC-1IeNsIMU OpraHU3alliy, YTO TOMOTAET JyYIle YIPABIATh PUCKAMH.

2. OmeHka TEKyIIEro cocTosiHUs Oe3omacHocTH: OrmpeneneHue TEKyIIHX
nokasaresei 6e30MaCHOCTH U COMOCTABJICHUE UX C IEJIEBBIMU 3HAUECHUSMH.

3. Pazpabotka mnana ymyumenuii: COBIT mnpemmaraer pexomMeHIAluu 110
YIYyYHICHUIO KOHTPOJII M YINpPaBICHUs PHCKAMH, BKIIOYas pPa3pabOTKy MOJIUTUK
0€301acHOCTH, 00yUYEeHHUE COTPYIHUKOB U BHEJIPEHUE TEXHOJIOTHIA.

NIST Cybersecurity Framework — 310 rulkuii ¢ppeiiMBOpK ISl YIIpaBICHHS
puckamMu  MHQPOPMAIIMOHHON  Oe3omacHOCTH, pa3paboTaHHbli  HanuoHaIBHBIM
uHCTUTYTOM cTanaapToB U TexHojorud CIIA (NIST). OH cocTOUT U3 MSITH OCHOBHBIX
byHKIHA:

1. Unentuduxanus: OnpeneneHne akTHBOB, YIPO3 U YSI3BUMOCTEH.

2. 3amuTa: PazpaboTka u BHEIpEHUE MEp 3alUTHI.

3. ObOnapyxenue: BHenpeHne MeXaHW3MOB JUIsi OOHAPYKEHUS WHITUICHTOB
0€30MacHOCTH.

4. OtBer: PearnpoBanue Ha HHLIUIECHTHI.

5. BoccraHoBiienne: Mepbl 10 BOCCTAHOBIICHUIO II0CJI€ HHIMAEHTOB U
CHIKEHUIO MX MOCIIEICTBUM.

@OpeiiMBOPK IIHUPOKO HCIONB3YEeTCS B PA3IUYHBIX OTPACAX, BKIIOYAs
NPaBUTEILCTBO M YACTHBIA CEKTOp, M TpeiiaraeT yHH(PpUIUPOBAHHBINA MOIXOA K
YIPaBIEHUIO KHOEPPUCKAMHU.

[Ipumep ucnonwszoBanus NIST 1151 olieHKH pUCKOB:

# Hacmpoiika npasun 06Hapys*cenus UHYUOEeHmos 8 cucmeme MOHUMOPUHea

if security_incident detected.:

alert  “Huyuoemm 6ezonacnocmu  obHapydiceH. Buvinonnenue niana
peazuposanusiy

[MomuTuku 0€30MaCHOCTH UTPAIOT KIIOYEBYIO POJIb B YIPABICHUH PUCKAMH,
MOCKOJIBKY OHHU OTIPENENISIOT MpaBHUiia M MPOLEAYpPbI, KOTOPBIE OpTaHU3aIMsl T0JKHA
coOmonaTh i MUHUMH3AIMH YIpo3 W ysa3BUMOCTel. [IpaBmiibHO pa3paboTaHHBIC
NOJIMTHUKH HE TOJIBKO CHIKAIOT PUCKH, HO U TIOMOTAI0T OPTaHU3aLUsIM COOTBETCTBOBATD
HOPMATHUBHBIM TPEOOBAHUSIM.
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[Tpumep MOTUTHKY 0€30MMACHOCTH TSI TPEIOTBPAIICHUS YTEUCK TAHHBIX:

Lenpb: O6ecnieunTs 3aUTy KOHPHUISHIINATLHONH HHPOPMALIUH U TPEOTBPATUTH
HECaHKIIMOHUPOBAHHOE MUCIIOIH30BaHNE JTAHHBIX.

[Ipouenypsi:

Bce koH(buaeHIMaNbHBIC JaHHBIC JOKHBI OBITH A ()POBAHEI.

Joctyn x KoHGUACHIHATEHOW HH(POPMAIIHH TOJDKEH MPEOCTABISATHCS TOIBKO
ABTOPU30BAHHBIM COTPYTHHUKAM.

Bce yctpoiicTBa, Ha KOTOPBIX XpaHUTCS KOH(HUIACHIMATbHAS WHPOpMAIus,
JIOJKHBI OBITH 3aIIHUINEHBI TTAPOJIISIMH.

B cnyuae uHIMIEHTA, CBI3aHHOTO C YTEYKOW JaHHBIX, HEMEUICHHO YBEIOMHTH
ciyx0y Ub.

# [Ipumep npasuna medxccemesoeo IKpaAHa 0 NpedomepaujeHus ymeuex 0au-
HbIX

iptables -A OUTPUT -p tcp --dport 443 -d malicious.example.com -j DROP

PoJib MONMTHKY WHITUACHT-MEHEPKMEHTA.

[TonmuTka WHIOKUICHT-MEHEDKMEHTA ONPEIENSieT TMPOIECcC pearupoBaHHUS
Ha WHIMICHTH O€30MacHOCTH, HAYWHAs OT WX OOHAPYKEHUS W JO 3aBEpIICHUS
paccnenoBanusa. OHa BKIIIOYAET TaKHUE IIard, KaK:

-V nentudukanus HHIUICHTA.

-OrnoBenieHne 3anHTEPECOBAHHBIX CTOPOH.

-PearnpoBanue Ha MHIIUIEHT (HAPUMED, OTKIFOYCHHUE OT CETH WK OJIOKHPOBKA
JOCTYTIA).

-AHaM3 TPUYWH UHIHICHTA.

-BoccTaHOBIIEHNE CUCTEMBI.

-Pa3paboTka pekomeHmanuii At MPeJOTBPAIICHUS aHAIOTHYHBIX HHIUCHTOB
B Oyaymiem.

[Ipumep mpoleayphl HMHIUICHT-MEHEP)KMEHTA B  CIydyae BBISBICHHS
BPEIOHOCHOW aKTUBHOCTH:

# Veeoomnenue ciyscobl 6€30nacHoCmu 0 NOOO3PUMENbHBIX COCOUHEHUSIX

if detect_malicious connection():
alert_security team(“Ilodo3pumenvhoe coedunenue ooHapysiceno”)
block ip(«192.168.1.200»)

C pa3BHUTHEM TEXHOJIOTUH, TAKUX KaK MCKYCCTBEHHBIH MHTEIUIEKT, MAIIMHHOE
obyuenue, Marepuer Bemeli (IoT), Bo3HHKAaeT HEOOXOUMOCTh AN TAIIMH ITOIX0/I0B K
ynpasienuto puckamu (Poguues u np., 2018).

Wutepner Bemteit (Internet of Things, [oT) npencrasnsier co60it COBOKYITHOCTb
B3aMMOCBSI3aHHBIX YCTPOWCTB, MOIKIIOUEHHBIX K CETH M CIIOCOOHBIX OOMEHHMBATHCS
JTaHHBIMH 0€3 HEMOCPEICTBEHHOTO y4acTus mojin3oBatens. lllupokoe pacmpocTpane-
Hue [0T-ycTpOolCTB CyIIECTBEHHO pacIupseT NOBEPXHOCTh aTAKU U CO3aET HOBBIE PH-
CKU HH(OPMAIIMOHHOH 0€30MaCHOCTH.

OCHOBHBIE PUCKH, CBA3aHHBIE C UCIIOJIb30BaHUEM [0 T-TeXHOIOrNH, BKIIIOUAIOT:
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Bo03M0KHOCTB HECAHKITMOHMPOBAHHOIO Y AAJIEHHOT O YIIPABJICHU Y CTPOMCTBAMHY;
Hanuune ys3BuMocTell B IPOLUIMBKE U IPOTPAaMMHOM 00€CIIEUEHUH YCTPOICTB;
HenocraTtounyro peryiasipHOCTh OOHOBIIEHUH 0€30MacHOCTH;

Bo3moxkHOCTh Hcnonb3oBanus 10 T-ycTpONCTB B KaueCcTBE TOYKH BXOAA IS aTak
Ha JIpyTUe 3IEMEHTH HHPPACTPYKTYPHI.

Cornacno otuéry ENISA Threat Landscape 2024, konuuectBo arak Ha loT-y-
CTPOMCTBA YBEIUUMUIIOCHh Ha 87 % 3a MocieHue /1Ba rojia, 4To MOATBEPHKIAET aKTyalb-
HOCTB pa3paboTku 3PPEKTUBHBIX METOAOB OLEHKH U YIPABICHHUS PUCKAMHU B JaHHOU
o0JacTH.

Jlns ananusa u oueHKH pUCKOB loT-cucrem nmpUMEHSIOTCS ClIeMAIU3UPOBAH-
HBIE METO/I0JIOTMYECKHUE TTOAXO/BI.

Mogens STRIDE aiist [oT mo3BomsieT kimaccupuIpoBaTh yrpo3bl 10 CIEAYOLTHM
KaTeropusim: noamena (Spoofing), hanscudukanus nanusix (Tampering), oTKa3 OT aB-
topctBa (Repudiation), packpsitue nnpopmanuu (Information Disclosure), oTkas B 00-
cyxuBaanu (Denial of Service) u noseimenne npusmiernii (Elevation of Privilege).
B xontekcte loT HanOosiee KpUTUUHBIMU CUMTAIOTCS YIPO3bl MOJMEHBI YCTPOICTB U
danbcupuKay TaHHBIX JATYHKOB, IIOCKOJIBKY OHU MOTYT IMPUBOJIUTH K UCKAKEHUIO
UH(POPMALINH, UCTIOIB3YyEMOH [T IPUHATHS YIPABICHYSCKUX PEIICHUH.

OpeitmBopk OWASP [oT Top 10 onpenensier necarb Haubojee pacrnpocTpa-
HEHHBIX U KpUTUYHBIX ysa3BUMocTed loT-cucreMm. K HUM OTHOCATCS MCIOJIB30BaHME
ciabbIX Tapojiei Mo yMOITYaHHIO, HeOe30MmacHbIe CeTeBble MHTEP(ENCHI, OTCYTCTBHE
MEXaHM3MOB OOHOBIICHUS IPOIIMBKY M HEJOCTATOYHAS 3al[UTa KaHAJIOB NIepe/iadu JIaH-
HBIX.

MeTto KOIM4eCTBEHHOH OlleHKM pucKoB Ha ocHoBe CVSS v3.1 npeanonaraer
BBIUHCJICHHE 0a30BOT0 MOKA3aTeNsl ySI3BUMOCTH JUTsl Kaxkaoro loT-yerpoiicTBa ¢ mocie-
TyIOIIel KOPPEKTUPOBKOM ¢ yu€ToMm (hakTopoB cpembl skcrutyaranuu. K Takum akro-
paM OTHOCATCSI YPOBEHb CETEBOM M30JISLIMU YCTPOMCTBA, UCTIOJIb30BAHUE 3AIIUIIIEHHBIX
KaHaJIOB cBs3M (Harpumep, VPN), a Takke peryasipHOCTb OOHOBJICHHS IPOIIUBKH.

B kagectBe mpumepa aBTOMaTM3MpoBaHHOro ayaura loT-ycTpoHcTB MOXKHO
paccMOTpeTh UCTIONIb30BaHKE I3bIKa porpammuposanus Python u cepsuca Shodan mist
BBISIBJIEHUSI YCTPOMCTB C MOTEHLIUAIbHBIMU YSI3BUMOCTSIMH.

[Ipumep aBromaTuzupoBanHoro noucka loT-ycrpoiicts

import shodan
api = shodan.Shodan(‘API KEY’)

# Ilouck loT-ycmpoticme 6 ykazaHHOU cemu
results = api.search(‘port:554 has_screenshot:true net:192.168.1.0/24°)
for result in results[ ‘matches’] :
print(HIP: {result[ ‘ip_str’]}, Port: {result[ ‘port’]}, Org: {result.get(‘org’, ‘N/A’)}»)
if result.get(‘vulns’):
print(f»Vaseumocmu: {°, ‘join(result[ ‘vulns’])}»)

[IpencraBiaeHHBIN TOAXO/T TO3BOJISIET aBBTOMATUYECKH BBISBIIATH [0 T-ycTpoiicTBa

C U3BECTHBIMU YSA3BUMOCTSIMH, YTO CITIOCOOCTBYET Oosee 3¢ (HeKTUBHON MPUOPUTHIAINH
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O00BEKTOB IS TIOCTEAYIONIETO aHAIM3a U YCTPaHEHUs BBIIBIEHHBIX yrpo3 (Alhomoud
u ap., 2024).

[Tpumep HacTpoiiku MOTUTHKH Oe3omacHocTH 1yt loT-ycTpoiicTs:

# Hacmpotiika oocmyna k loT-ycmpoiicmeam uepez VPN

iptables -A INPUT -p tcp --dport 22 -s vpn_gateway _ip -j ACCEPT

CuctembraaocuoBe MM uMO cranoBsTcs BakHoi yacTbio U T-uH(MpacTpyKTypHI.
OnHaKo OHM TaKXKe HECYT HOBBIE PHCKH, TAKHE KaK:

Manunynsius JaHHBIME JUTsE 00y4ueHus mojenu (data poisoning).

VYS3BUMOCTH, CBSI3aHHBIE C HETOUHBIMU TIPOTHO3AMHU.

HenpennamepeHHbIe PEAB3STOCTH B aITOPUTMAX.

s cucremaTnyeckoi oueHKH puckoB MM-crcteM HCIONB3YIOTCS CIIEIYIOIe
CTEIMATM3UPOBAHHBIC TIOAXOIBL:

NIST Al Risk Management Framework (Al RMF 1.0, 2023): npemiaraer cTpyk-
TYpUPOBAHHBINA MOAXON K ynpasieHuto puckamu UM mo yetbipém QyHKImsIM — Map
(kapTupoBaHHe KOHTEKcTa), Measure (u3MepeHue pHUCKOB), Manage (ympaBiieHHE
puckamn) u Govern (ynpaBieHHE Ha yPOBHE OpPraHU3alNN).

Adversarial Robustness Toolbox (ART): orkpeiTas 6ubnuoreka ajisi OICHKU
YCTOMYMBOCTH MOJIEJIeH MAaIIMHHOTO OOY4eHUs K COoCTsA3aTeNbHbIM arakaM (adversarial
attacks). I1o3Bomsier monenupoars araku turma FGSM, PGD, C&W u onenuBath ux
BJIMSIHAE Ha TOYHOCTH MOJIEIIH.

Metpuku ouenku puckoB MU: momMumo cTaHAapTHBIX METpHUK (accuracy,
precision, recall), s onenku puckoB MM-cucteM KpUTHYHBI METPUKH YCTOWYHBOCTH
(robustness score), cnipaBeanuBoctH (fairness metrics — demographic parity, equalized
odds) u o6wssicanmocTH (interpretability — SHAP, LIME).

IIpumMep OLEHKM yCTOMYMBOCTH MOJEIM K COCTS3aTEIbHBIM  aTaKaM:
from art.attacks.evasion import FastGradientMethod

from art.estimators.classification import SklearnClassifier

# O6€ptka monenu st ART

classifier = SklearnClassifier(model=trained_model)

# I'eHepanusi COCTSI3aTENbHBIX IPUMEPOB

attack = FastGradientMethod(estimator=classifier, eps=0.3)

x_adv = attack.generate(x=X_test)

# O1eHKa yCTOMYUBOCTH

accuracy clean = accuracy score(y_test, model.predict(X test))

accuracy _adv = accuracy_score(y_test, model.predict(x_adv))

print(f» Tounocme na yucmolx oanuvix: {accuracy clean:.3f}»)

print(f” Tounocms na adversarial dannvix: {accuracy adv:.3f}”)

print(f” Cuusicenue mounocmu: {(accuracy clean - accuracy adv)*100:.1f}%”)

B xone naboparopnoro tectupoBanusi ataka FGSM cHuzmia TouHOCTh MOJIETH
Random Forest ¢ 94,7 % no 78,2 %, 4T0 1eMOHCTPUPYET HEOOXOMUMOCTH yuéTa adver-
sarial-puckoB npu pazépreiBannn NH-cuctem B KOHTYpe HH(OpMAIIMOHHON Oe30mac-
HocTH (Ky3nenos u Iletpos, 2022).
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[Tpumep ncnonszoBanus MU s aBToMaTH3amy aHaau3a 0€30MacHOCTH:

# Ipumep ucnonv3osanusi MoOeIU MAWUHHO20 00YYEeHUs /i AHAIU3A NOO03PU-
MENbHBIX 10208

from sklearn.svm import SVC

# 3aepyska OanHbvix

logs = load_security logs()

# O6yuenue mooenu

model = SVC(kernel="linear’)

model.fit(logs[ ‘features’], logs[ ‘labels’])

# [Ipeockazanue uHYUOEHmMos

predictions = model.predict(new _logs[ ‘features’])

3akiro4enue.

Onenka W ynpaplieHHE pUCKaMU WH(POPMAIMOHHON O€30MacHOCTH — 3TO
HEIPEPBIBHBI ¥ MHOTOCJIOWHBIA IIPOLECC, BKIIOYAIOIIWNA pA3JIMYHBIE OTallbl, OT
BBISIBIICHHSI aKTUBOB U YTPO3 JI0 PeaTTM3alK Mep 110 CHUKEHUIO PUCKOB M PEaripOBAHUIO
Ha WHUUJCHTHL. Pa3BUTHE TEXHOJOTMHA, TaKMX KaK MCKYCCTBEHHBIM WHTEJIEKT,
MalmHHOe 00yuyeHne, 00IavyHble TeXHOJIOTHH U VIHTepHET Bellel, co3aeT Kak HOBbIC
BO3MOXXHOCTH, TaK H JIOTIOJHUTEIbHBIC BEI30BBI B 00JIACTH O€30MAaCHOCTH.

Metonsl u Monenu olleHKH puckoB, Takwe kak ISO/IEC 27005, NIST
Cybersecurity Framework u COBIT, npenocTaBisitoT KOMIIAHUSM CTaHIAPTU3HPOBAH-
HbIE TIOAXOJBI JUIS yIpaBIeHUs MHPOPMAIIMOHHON 0€30MacHOCThIO, TOMoTast (hopMu-
pOBaTh YCTOHYMBYIO CHUCTEMY 3aIIUTHI OT yrpo3. VHCTPYMEHTHI Al CKaHMPOBAHUS
ysa3Bumocteil (OpenVAS), tectupoBanus Ha mpoHukHOBeHHE (Metasploit), a Takxke
rutatopMel st ynpaeneHus puckamu (RiskWatch) momoraror aBromatuznpoBaTs MHO-
THE aCIEeKTHI 3TOTO MPOIECCa, YTO 3HAYUTEIILHO MOBBIIMIACT 3PPEKTUBHOCTH PAOOTHI.

Ha npotskennu 3Toi paboThl MBI paCCMOTPENN HE TOJBKO OOIINE MPUHIIUTIBI
yIpaBJICHUS! PUCKAMU, HO U YTIIyOMJINCh B TEXHUYECKHUE ACTIEKTHI: TIOKA3alli TIPUMEPHI
CKPHIITOB, KOTOpPBIE MOTYT OBITH HCIIOJNB30BaHBI Ui 3aIIUTHl JAHHBIX W OIICHKH
PHUCKOB B peajJbHBIX CHCTEMaxX. JTH MPHUMEPHI, BMECTE C TEOPETUUECKUMHU OCHOBAMH,
JAIOT YNTATEII0 MOHUMAaHHUE TOTO, KaK TEOpHUs yIPaBICHUS PUCKAMU MIPUMEHSETCS Ha
IpaKTUKE.

Kpome Toro, He0OX0IMMO MOTYEPKHYTh PACTYIIYIO BaKHOCTh KUOEPTUTHEHBI
U TIOATOTOBKM TepcoHana. Jlaxke MpH HAaIMYMHM CaMBIX COBEPILICHHBIX TEXHHUYECKUX
CpeICTB CTa0BbIM 3BEHOM 4acTo ocTaércs 4yenmoBeueckuil pakrop. IloaTomy oOyueHue
COTpyAHUKOB BonpocaM Wb u nposeneHue peryaspHbIX y4eHUHR 110 PearnpoBaHUIO Ha
MHIIMJCHTHI TOJDKHBI CTaTh 0053aTeNbHOM YacThIO CTPATETUH YIPABJICHUS PUCKAMHU.

Bonpimoe 3HaueHWe uMeeT W IOpUAWYSCKHN acrekT. Kommanmm 00s3aHBI
YUUTBIBATh HE TOJILKO BHYTPEHHHUE YTPO3bI, HO M COOJI0IaTh HOPMAaTHUBHBIC TPEOOBAHNUS B
cdepe 3amThl NepCOHANBHBIX JaHHBIX, BKII0Yast MeXayHapoaHble ctannaptel (GDPR,
HIPAA u np.), 9T0 HanpsIMyIO CBSI3aHO C MTPABOBOM U PEMyTAIMOHHON 0€30MaCHOCTHIO
OusHeca.

Haxkoser, B yCIOBUSX MOCTOSHHON ITU(POBON TpaHCHOpMAIIH OpraHU3aIHsIM
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HEOOXOMMO CTPOUTHh AJANTHUBHYIO M TMPOAKTUBHYIO MOJENb YIPaBICHUS PUCKAMHU,
OpPUEHTUPOBAHHYIO HA IIPEIOTBPALLEHUE YIPO3, a HE TOJIBKO HA pearnpoBaHHUE.

KiroueBrle BEIBOJIBL:

VYnpaieHne puckaMu JI0JKHO OCHOBBIBAThCS HA YETKOM IMOHUMAaHHH aKTHBOB,
yIpO3 U ySI3BUMOCTEM.

Hcnons3oBanue ¢peiimBopko u cranaaptos (ISO/TEC 27005, NIST, COBIT)
MIOMOTAET CUCTEMAaTU3UPOBATH MPOIECC OIICHKH U YIPABICHUS PUCKAMHU.

Asromaru3zaius ¢ nomomrsio OpenVAS, Metasploit, RiskWatch u SIEM-cuctem
CYIIECTBEHHO MOBBIIIAET TOYHOCTh U CKOPOCTH OIIEHKH PHUCKOB.

O6naunsie u rubpunnsie MT-cpeabl TpeOYIOT epeoCMBICIICHHS TPAAUIIMOHHBIX
MIOJIXOJIOB K 3alIUTE U BHEAPEHUS MOJIEIH Pa3JeII€HHON OTBETCTBEHHOCTH.

Yenosedecknii pakTop 0CTACTCS KIFOYCBBIM JIEMEHTOM B obecrieuennu b —
HE0OX0ITMMO UHBECTUPOBATH B 00YYCHHE U KOHTPOJTb.

bynymee ynpaBnenuss puckamu — 3a npuMmeHenuem MU, aHanuTuku
OOJBIINX AHHBIX U MPEIUKTUBHBIX MOJENEH I POAKTHUBHON KHOEpOe30macHOCTH.
[TpoBenEéHHBIN CPAaBHUTENBHBIN aHATU3 METOJOB IO MSATH KPUTEPHUSIM (TOYHOCTh, Mac-
MTa0UpPyeMOCTb, TPYAOEMKOCTh, aBTOMATU3UPYEMOCTh, TIOBTOPSIEMOCTb) MOATBEPANIT
BBIIBUHYTYIO THUIOTE3y: KOMOMHHPOBAHHOE HCIIOJIH30BAHUE KOJIMYECTBEHHBIX METO-
noB (FAIR, Mounre-Kapnio) coBmecTHO ¢ MHCTpyMeHTamu apromaTtuzanuu (OpenVAS,
SIEM) obecrieunBaeT Hanboiee MOJHYI0 U OOBEKTHBHYIO OIICHKY PHCKOB. DKCIIEPH-
MEHTAaJIbHBIE PE3yJIbTaThl MOKA3aJIH, YTO aBTOMATU3NPOBAHHOE CKAHWPOBAHHUE CETH T10-
3BOJIICT 32 MEHEE YeM MHUHYTY BBISIBUTH KPUTHUECKUE YSI3BUMOCTH, @ MOJIEIIN MaIlluH-
HOTO OOYYEHHS JOCTHTalOT TOYHOCTH CBBIIIE 94% B 3a7a4ax 0OHApYKEHUSI aHOMAITHIA.
Pesynprarel nabopaTopHOro Keiica IpoieMOHCTPUPOBAIN CHUKEHHME OOIIEro 4ucia
ysa3BUMOcCTel Ha 61,7%, cokpaleHne BpeMeHH 00HapyKEeHUsI aHOMAJIHH ¢ 4,2 4acoB 110
8 MUHYT U YMEHBUICHHUE 0XKUIaeMOT0 To/10BOro yosITKa Ha 71,7%, 4T0 MOATBEp)KAAET
MPAKTUYECKYIO0 TPUMEHHUMOCTb MPEIOKEHHOTO KOMOMHUPOBAHHOTO TTOIXO0/1A.
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Abstract. The article examines security issues of contemporary cyber-phys-
ical systems that use the concept of edge computing to solve problems of secure
operation of industrial Internet of Things infrastructures. The main contribution
of this article comprises a description and results of the analysis of the proposed
technique for detecting attacks in cyber-physical systems of the Industrial Internet
of Things using edge computing. The technique is aimed at application by design
engineers and devEelopers of software packages to ensure information security of
cyber-physical systems of the Industrial Internet of Things, where a significant part
of the target computing processes of the system is imposed on the end devices of the

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 270



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

system. The technique includes six main stages covering the processes of analytical
and natural-simulation modeling of attacks, generation and marking of initial data
sets, construction of software classifiers as means of attack detection, and visual
data analysis. In general, the implementation of the technique is presumed at the
following stages of the life cycle of cyber-physical systems, these are the stages of
designing and testing the system, setting up and evaluating the operation quality of
attack detection tools. The feasibility of the technique using an example of an in-
dustrial system in the field of incident management of transport infrastructure using
software and hardware modules of the Arduino platform confirms the correctness
and effectiveness of the technique for its further practical application.

Keywords: attack, detection, edge computing, analysis, technique
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AHHOTANNA. Makanana 3aTTapAbIH OHEPKACIMTIK WHTEPHETI
MH(PPaKYpBUTBIMAAPBIHBIH KOPFaJaThIH KYMBICBIHBIH MOCEJEJIepiH MIeNy VIIiH
IIEKApaJIbIK €CEeNTeY TYXKBIPHIMIAMACHIH KOJIJTAHATHIH 3aMaHayn KHOepPU3HKAIBIK
KyHenepaiH Kayirnci3airi Mocesnenepi KapacTelpbuiaasl. MaKanaHbIH HET13r1 yleci
IIeKapaIbIK eCeNTeYIeP I KOJITaHa OTBIPHIIL, 3aTTapAbIH OHEPKICINTIK HHTEPHETIHIH
KHOepPU3NKaANBIK JKyWenepiHaeri malOybuiiapabl aHBIKTAYJbIH YCHIHBUIFaH
SMiCTEMECIH CUNaTTay MEH Taljay HOTWIKEJEpiH KaMTHABL OJicTeMe HH)KEHep-
nu3aiiHepiiep MeH OarjapiamMaiblK JKacaKTama KacaylIbUIapAblH ©HEPKICINTIK
WHTEPHET 3aTTapbIHBIH KHOep(HU3NKaNBIK KYHENIepiHiH aKnapaTThIK Kayilnci3airia
KamMTaMachl3 €Ty YIIIH KOJJaHyFa OaFbITTaliFaH, OHAA JKYWEHIH MaKCaTThI
ecerTey TMpOLECTepiHIH MaHbI3Abl OeJliri >KyHeHIH COHFbl KYpBUIFbUIapbIHA
KYKTeNeai. OjicreMe Mmadyburiaynibl dcepiiepll aHAJUTHUKAIBIK JKOHE 3aTTai
NMuTanusiibIk MOJEIbALY, OaCTaNKbl I€PEKTEP )KUBIHTHIFBIH KYPY JKoHE Oenrijey,
madybslIAapabl aHBIKTAY KYpajbl peTiHAe OaraapiiaMaliblK KiIacCHU(pUKATOPIAPIbI
KYPY, AEPEKTEPi BU3YAIIbI TalAay MPOLECTEPiH KAMTUTBIH alThl HETI3T1 Ke3eH/Ii
KamMTuAbl. JKanmel, oficTeMeHi opbIiHAay KHOep(hU3UKAIBIK JKYHeIepAiH eMipIiK
LUKITIHIH KeJleci Ke3eHIepiHe — KYyieHi jko0ajay >KoHE TecTuiey, MaldybuIIapabl
aHBIKTAy KYpaJlJIapbIHBIH KYMBIC CallaChlH PETTey KoHe Oarajay Ke3eHJIEpiHJe
KapacTeipbutafpl.  Arduino  miaTopMachkiHBIH — OaFaapiaMaibIK-armapaTThIK
MOMyYJIbJIEPIH TaijanaHa OTBIPHIN, KOJiK WH(PaKYpbUIBIMBIHBIH HHIUJICHTTEPIH
Oackapy cajachlHIArbl HWHIYCTPHSUIBIK JKYWE€  MBICANbIHIAA ©OJIICTEMEHIH
OPBIH/IBUTBIFBI OHBI OJIaH dpi MPAKTUKAIBIK KOJIAaHy YIIiH OICTEeMEHIH JTYPBICTHIFBI
MEH ITOPMEH/IUTITH pacTaibl.
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AHHoTaums. B crarbe ucciaeayroTcsi BOIpockl 0€3011aCHOCTH COBPEMEHHBIX
KuOep(OU3NUECKUX CUCTEM, UCITOIB3YIOIINX KOHIEIIMIO TPAHUYHBIX BBIUUCIECHUN
JUIsL  pellieHus 3ajad  3allUIIeHHOro (YHKIUOHUPOBAHUS HHPPACTPYKTYP
NPOMBILIJICHHOTO HMHTEepHeTa Bemied. OCHOBHOM BKJAJ CTaTbU BKIJIIOYAET
ONMCAHUE U pe3yibTaThl aHadu3a IMPEIJI0KEHHOM METOAUKH OOHapyKEeHUs
aTak B KUOepPU3MYECKUX CHUCTEMax IMPOMBIIIJICHHOTO HWHTEpHETa Belled ¢
HCNOJIb30BAaHUEM TPAHUYHBIX BBIYUCICHHH. MeToauka OpHUEeHTHpOBaHA Ha
NIPUMEHEHUE UHKEHEPaAMU-IIPOESKTUPOBIIMKAMHU U pa3pad0TUYNKaMH MPOrpaMMHBIX
KOMILJIEKCOB J1J151 00ecrieueHus "HPOPMaLMOHHOM 0€301MacHOCTH Kubeppu3niueckux
CHCTEM MPOMBIIIJIEHHOTO UHTEPHETA BElllel, B KOTOPBIX 3HAaUMMasl YacTh 11€JIEBBIX
BBIUHMCIIUTEIBHBIX MPOLIECCOB CHUCTEMBI BO3JIaraeTcsi Ha KOHEYHbIE YCTpOMCTBa
cucteMbl. MeTonMKa BKJIIOYAET IIECTh OCHOBHBIX CTaJWi, OXBaThIBAIOIIHUX
MpOLECChl  AHAJIMTUYECKOTO M  HATYPHO-UMHUTALIMOHHOIO  MOJIEJIMPOBAHUS
aTaKyIOIIUX BO3/EHCTBUM, I€HEpallMd U pa3MeTKH HAaOOpPOB MCXOJHBIX JaHHBIX,
IIOCTPOEHUS NMPOrPaMMHBIX KJIAacCU(UKATOPOB B KAUECTBE CPEACTB OOHAPYKEHUS
aTaKk, BHU3yaJIbHOTO aHalu3a JaHHbIX. B 11eJJoM BBINOJIHEHUE METOJIUKHU
IpelycMaTpUBaeTCs Ha CIEAYIOMIMX dTalla dKU3HEHHOTO IUKiIa Kubeppuznueckux
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CHUCTEM — JTamax NIPOCKTUPOBAHUS M TECTUPOBAHMS CHCTEMBI, HACTPOWKH U
OIICHMBAaHUSl KadecTBa pabOTHI CpeACTB OOHApYXEHUsS aTakK. BBIMOIHUMOCTH
METOOUKH Ha TpUMEpe HHAYCTPUAIBHOM CHCTEMBI B OOJIACTH yHpaBJICHUS
MHIHJICHTAMU TPAHCTIOPTHOW MH(PPACTPYKTYPHI C UCIIOIB30BaHUEM ITPOTPAMMHO-
anmapaTHbIX Mojyned rmiargopMbl Arduino MOATBEPKAaET KOPPEKTHOCTh U
JIEWCTBEHHOCTh METOAUKH IS €€ AaJTbHEHUIIEeTr0 MPaKTUIeCKOTr0 TPUMEHEHHS.

KuaroueBble ciioBa: araka, OOHapyKeHHUE, FPaHUYHBIC BHIYUCIICHUS, aHAJIU3.
METOIUKA
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KnOep(U3NIECKUX CHCTEMAX MPOMBIIIJICHHOTO WHTEPHETA BEUICH ¢ MCIIOJIb30BaHUEM
TPAaHUYHBIX BBIYMCICHUH // MexXIyHapoaHbIil >KypHal WH(QOPMALMOHHBIX H
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KoH(pauKkT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIHMKTa
UHTEPECOB.

®unancupoBanue. Hacmoswas paboma compyonuxamu HAO «Eepazuiickul
HayuoHanbuslll ynueepcumem umenu J1.H. [ ymunesa» npoeooumcs npu punancosoi
noooepoicke Komumema mayku Munucmepcmea HAyKu u evlcuie2o 00pa3o8aHus
Pecnyonuxu Kazaxcman (I panm Ne AP23489127).

Beenenue.
B mHacrosiiee Bpemsi Bce Oouiblliee paclpOCTpaHCHUE Ha MPAKTHKE
HOJIy‘-IaIOT paSJII/I‘-IHLIC I/IH(I)OpMaL[I/IOHHO-TGHGKOMMYHI/IK&L[I/IOHHBIG

MH(]PPACTPYKTYpPHI, BKIIOYAIOIINE B CBOM COCTAaB pa3HOPOJHbBIE KHOepPu3nIecKre
U MOOWJIBbHBIE YCTPOWCTBA, AaBTOMATHU3MPOBAHHBIE CHUCTEMBI YyNIpPABICHUS
TaKUMU WMH(PPACTPYKTYpaMH W WHTEIUIEKTYyaJbHBIE CEPBUCHI, MPEIOCTABIIIEMBbIC
KOHEUHBIM TOJIb30BATEIISIM U OPTaHU3YIOIINE BHICOKOHACKHBIC W 3aIUILICHHBIC
MeXKMaIIMHHBIEC B3anMoeicTus. Kubepdusndyeckne cucteMbl 1 HHQPACTPYKTYPBI,
peanu3yronue KOHIETINIO TPaHMYHBIX BeraucieHui (edge; edge computing) (Ilyin,
2021), mpencTaBisIIOT CETEBBIC paclpeieICHHBIE CTPYKTYPBl aBTOHOMHO paboTaro-
IIUX BCTPOSHHBIX 1 MOOMJIBHBIX YCTPOHCTB HHTEPHETA BEIIEH C BOBMOKHOCTBHIO 00-
pabOTKH MEPBUYHBIX JTAHHBIX HETIOCPEICTBEHHO Ha CTOPOHE KOHEYHBIX YCTPOHCTB
C TIOCJIenyIoIeH nepenadeit 00pabOTaHHBIX TaHHBIX Ha IIEHTPAIU30BAHHBIC CETE-
BbIC XOCTHI U oOMauHble cucteMbl (Shirazi, 2017; Esposito, 2017). CornacHo 3Toi
KOHIIETIIUH, 3HAYUTEIbHAsI YaCTh BEIYUCICHUN U 00pabOTKHU TaHHBIX JTOJHKHA BBI-
MTOJTHATHCS JINOO HEMOCPEACTBEHHO B MECTaX MX COOpa MIIH B HEITOCPEIACTBEHHOM MX
O6mu3ocTu. BBUAY HE TOBEPEHHOCTH MPOTPAMMHO-UH(POPMAITHOHHOTO OKPYKEHUS
TaKUX CHCTEM, a TaKXKe YS3BUMOCTEH HCMOJIB3YyEeMOro MpOrpaMMHO-aNIapaTHOTO
obecnieueHus1 KHOEp(HU3NIECKUX YCTPOUCTB, B TOM YHCIIE YS3BUMOCTEH HYJIEBOTO
IHs (Anwer, 2022), a Takke HEOCTATOYHOM 3aIUIIIEHHOCTH CYIIECTBYIOIIUX KOM-
MYHUKAITMOHHBIX TTPOTOKOJIOB, B YaCTHOCTH, ITPOTOKOJIOB KAHAIILHOTO, CETEBOTO U
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MPUKIIATHOTO YPOBHEH, Takue MH(PPACTPYyKTyphbl OKa3bIBAIOTCS IOJIBEP>KEHHBIMH
pa3HOOOpa3HBIM aTaKYIOIINM BO3ACHCTBHIM, HAPABICHHBIM Ha KOMIIPOMETAIUIO
YCTPOMCTB, TaHHBIX, IUPKYJUPYIOIIUX 10 CETH U XPaHAIIMXCS Ha YCTPOWCTBAX, a
TaKKe MPEI0CTABIIIEMBIX TIOJIb30BaTeNbCKUX cepBrcoB (Yahuza, 2020).

OrMeTrnM, dYTO OCOOCHHAs CIIOKHOCTh (POPMHPOBAHUS  HAJIEKHBIX
U 3allUIICHHBIX MEXaHU3MOB KuOepdu3ndeckoil O€30MacHOCTH  CHCTEM,
peAM3YIONIMX KOHLENINIO T'PAHUYHBIX BBIUYHUCIEHUN, BO3HUKAET B PE3YJIbTATE
cieayromux (pakTopoB, HEMOCPEACTBEHHO BIUAIONIMX HA YPOBEHb 3alIUIIIECHHOCTH
TaKWX CHCTEM: MHOIOLIArOBOCTb, MHOI'OACIIEKTHOCTh M MHOI'OBApHAHTHOCTH
JNEHCTBUI MOTEHIHAIBHOTO HapymIuTens: nHpopmarmonHoit 6ezomacuoctu (UB).
MHoromaroBocTb BKJIOYAET HAJIMYMUS THUIIOBBIX U Y3KOCIEIMAIN3UPOBAHHBIX
CLIEHapUeB JIEMCTBUI aTaKyIOIIETO, Pa3/ieiisIeMbIX JIOTUYECKHM U BO BPEMEHHOM
HMCUYMCIIEHUH Ha SIBHO BBIJICJICHHBIE 3TAIIbl, TAKHUE KaK

- IpeABapSIOIIMI aHaIU3 AOCTYIHOIO aTaKyloUIEMY IpPOrpaMMHO-TEXHHU-
YECKOTO OKPYXEHUS C OINpeJeICHUEM NepeuHeil NHPOPMAIIMOHHBIX aKTHBOB, BO3-
JIEUCTBUS HA KOTOPBIE MOTYT CIIY>KUTh JOCTHXKEHMIO €ro Henei. B yactHocTH, Ha
JTAaHHOM 3Tale MOXXET MPOBOJMUTHCS CETEBOE CKAHMPOBAHHE KOMMYHHUKAIIMOHHOU
MHQPPACTPYKTYpPHl C HCIOJIb30BAaHWEM CKaHEpOB Oe3omacHocTH Nmap (Asokan,
2023), Nessus (Muin, 2022), OpenVAS (Toyin, 2023) u 1p., TO3BOJSIOIINX BEISIBUTD
HY>XHBIE€ YSA3BUMOCTH B IIPOrpaMMHO-aIapaTHOM OOECIIEUeHUH, HE3AIUIICHHbIE
OTKPBITHIE TTOPTHI, APXUTEKTYPHBIE CTA00CTH U APYTrUe XapaKTepHbIE 0COOCHHOCTH
MHQPPACTPYKTYPHI, BIHUSIOMIME Ha MPOIECC MOATOTOBKH HECAHKIIMOHHPOBAHHOTO
BO3JICHCTBUSI;

- MIOJIy4Y€HHUE AOCTYyNa K IEJIEBBIM IIPOrpaMMHO-aNIIapaTHBIM KOMIIOHEHTaM
B paMKax 3a/JlaHHOW CEeTeBOH KOMMYHHMKAlIMOHHOW W/WJM BUPTYaJbHOW WH(}pa-
CTPYKTYPBbI, «IIPOABUKEHUE» IO CETU C UCIIOJIb30BAHUEM METOA MOCIIEI0BATEIb-
HOT'O TOBBIIIEHUS] IPUBWIETHI B YCIOBUSIX HAKOIUIEHUS TAHHBIX U PECYpPCOB, JO-
CTATOYHBIX JUJIsl IPOBEACHUS BO3IEHCTBHUS;

- OCYIIIECTBJICHNE HECAHKIIMOHUPOBAHHOTO BO3CHCTBHS HA IIEIIEBOM OOBEKT
MPUJIOKEHUS ¢ MOU(PUKALIMEH €T0 CTPYKTYPHI HUIH KOH(UTYPAITMOHHBIX HACTPOEK,
MPOCITYIIMBAaHUEM H/WIIH TIEPEXBATOM €T0 JaHHBIX, HAPYIICHUEM €T0 TOCTYITHOCTH
u Jp.

- ONLIMOHAJIBHOE yJAJEHHUE CIIE0B IPUCYTCTBUS HAPYIIUTENS B paMKax 3a-
JAHHOHW MTPOTpaMMHO-UH(POPMAIIMOHHOW HHPPACTPYKTYPHI.

MHOroacneKkTHOCTh aTAKYIOIIMX BO3JACHCTBUH COCTOUT B BO3MOXKHOCTSX
HapYyLINUTES UCIIOJIB30BaTh B IPOLIECCE aTAKU OJHOBPEMEHHO WJIH I10CJIEI0BATEIBHO
HECKOJIBKHX LIEJIEBBIX MPUIOKEHUHM aTak, B3aMMOJOIOJHSIOMNX APYr Apyra u
BKJTIOUYAIOIINX BO3JEUCTBHUSI HA YPOBHE CETEBBIX XOCTOB, allapaTHO-(U3UYECKHE
BO3/ICHCTBHS HA KPUTUUECKH BAXKHBIC Y3JIbI HHPPACTPYKTYPHI, COLIMOMH)KCHEPHBIE
BO3JCHCTBUSI M WHBIE TposiBIeHUs. Tak, B oOmeM ciydae KOMOWHHMPOBAHHBINA
XapakTep MOJO00HOTO BO3JCHCTBUS IMO3BOJSIET aTaKyIOMIEMY HE TOJIBKO YCHIIUTH
s dekT aTaku, HO U COKPATUTh BPEMEHHBIE 3aTPaThl HA MMPOBEICHUE aTaKH, B TOM
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YHUCJIE COKPATHTH BPEMsI IIOUCKA CJIa0bIX MECT M YS3BUMOCTEH, KOTOpBIE OH OylIeT
AKCIUIyaTHpPOBATh B KaueCcTBE CBOMUX CTapTOBbIX maros (Yang, 2024). BriTekato-
masi 13 MHOTOACIIEKTHOCTH MHOTOBapHAaHTHOCThH JIEMCTBUI arakylomiero oOycia-
BJIMBAET BO3MOXKHOCTh JTMHAMHYECKOTO BHIOOpa MM HamOoJiee BBHITOAHBIX IIaroB B
3aBUCHUMOCTH OT TEKYIIET0 KOHTEKCTa aTakW, OCBEIOMJICHHOCTH HApYIIUTENsI 00
MHTEPECYEeMBIX €r0 aKTHBax M ycioBuil ux ¢yHknuonuposanus (Golchin, 2022).
Bce 370 onpenensier noTpeOHOCTH B COBEPILICHCTBOBAHUN ITPOTPAMMHBIX CPEJICTB
0OHapyXEHUs aTaK U MOBBIIICHUH 3aIIUIIICHHOCTH KUOEP(PU3UIECKUX CUCTEM IS
YIyYIISHHS IMoKa3aTeaeil KauecTBa OOHAPYKEHMsI aTaK U YIydlleHus HeyHKIno-
HaJIbHBIX XapaKTEPUCTHUK CPEJICTB 3aLIUTHI 32 CYET KOMIUJIEKCHOTO y4eTa YCIOBUN
(GYHKIMOHMPOBAaHMS 1I€I€BOM MH(OPACTPYKTYpHl, MOJIEIUPOBAHUS aHAIHN3a JCH-
CTBHH aTaKyIOIIEro U 0COOEHHOCTEN TEXHOJIOTUU TPAHUYHBIX BEIYUCICHUH.

Hacrosmast pabota opueHTHpOBaHa Ha COBEPIIICHCTBOBAHHE CYIIIECTBYOIINX
M pa3pabOTKy HOBBIX MEPCIEKTUBHBIX TPOTPAMMHBIX CPEJICTB OOHAPYKEHHS aTak
B COBPEMEHHBIX KHOepPU3MUEeCKUX HHPOPMAITMOHHO-TEICKOMMYHHUKAITMOHHBIX
CUCTeMaX M CeTsIX, Oa3uPYIONIMXCS Ha KOHICNIMHA TPAaHUYHBIX BBIYMCIICHUM.
OCHOBHOM BKJIaJ JaHHOM CTaThM BKJIIOYAET pa3padOTaHHYIO METOIUKY
OOHapyXEHHsS aTaKk B KUOCPPU3UUECKUX CHUCTEMax IMPOMBINIICHHOTO WHTEpPHETa
Bemedl (IIoT) ¢ ucnonb3oBaHMEM TpaHUYHBIX BBIUMCIEHUN, a TaKXe pe3yJibTa-
THl €€ aHajdu3a. XapakKTepHbBIMU MPHUMEPAMU CHCTEM IPOMBIILICHHOTO HHTEp-
HETa BEIICH SBISIIOTCS WMHIYCTPUAIbHBIE CHUCTEMBl MOHHUTOPHUHIA IEpUMETpa
MIPOM3BOJICTBA M KOHTPOJIA KadecTBa HMHIYCTPHUAJIBHOIO IPOIIECCa; pa3IMYHbIC
TPaHCIIOPTHBIE KHOEep(HU3NUECKUE CUCTEMBI, OPTaHU3YIOIINE AaBTOMAaTU3UPOBAHHBIC
CLIGHApUHU COPTHUPOBKH, XPAHEHUS M JOCTABKH MPOW3BOACTBEHHBIX JETAJIICH NpHU
X W3TOTOBJIEHHUM, CUCTEMBI Oe30mMacHbIX M A(P(PEKTUBHBIX HHTEIUICKTYaTbHBIX
MIPOIIECCOB T€HEPALMHN U PACIpPEACIICHUS SJICKTPOIHEPTUHU U WHYCTPHATBHBIX
NPEANPUATANA —TaK Ha3bIBa€Mble, YMHBIE CETH 3JeKTpocHaOxeHus (Smart Grid).
[Ipu >TOM Tmepenaya 4acTH 3HAUUMOTO (PyHKIIMOHATA TAKUX CHCTEM Ha CTOPOHY
reorpauecKu pacrpeesICHHbIX U YJAJEHHBIX YCTPOMCTB HE TOJBKO PacIIupsi-
eT (yHKIIMOHAIBHOCTh YCTPOUCTB M MPEIOCTABISIEMBIX CEPBUCOB, a TAKXKE yIyd-
maeT He()yHKIIMOHAIbHBIE XapaKTePUCTUKU, HO U MPEICTABIISAET JaJEKO HIYLIYIO
TEHJICHIIMIO B COBEPIIICHCTBOBAHUH U TTOBBIIICHUH IIEJIEBBIX MMOKa3aTeIel KadyecTBa
TaKUX CHUCTEM B IIeJIOM. BmecTe ¢ TeM BO BCeX YKa3aHHBIX IIpUMepax mpodiema-
THKa O0e30MacHOCTH (PyHKIMOHUpOBaHUsA KuOepdu3znyuekoil WHPpPacCTpyKTypHI,
a Tak)Ke OTHENbHBIX BXOJAIIUX B €€ COCTAaB YCTPOMCTB, Y3JIOB, ACHCTBYIOIIMX
MOJIb30BATEIICH MPECTABISICTCS KpalHE aKTyaJIbHOM, B OCOOCHHOCTH B YCIIOBHSIX
MOTEHIIUAIIEHO HE JOBEPEHHOTO U HEHA/IE)KHOTO OKPYKEHHS YCTPOHCTB.

BrienuMm ciepyromnie oCHOBHBIE (DaKTOPBI, ONPEACIISIONINE aKTyaJIbHOCTh
M TPaKTUYECKYI0 3HAYMMOCTh 3aJad MO pa3palOTKE METOIUK IO IMOCTPOCHHIO
cpenctB obHapykeHus atak B lloT-cucremax ¢ uCHoiabp30BaHHEM TPAaHUYHBIX BbI-
yucinennii. K HuM oTHocsTCs B IepByro ouepens pasHopoaHocTs [IoT-cucrem n ux
YSI3BUMOCTh K IIMPOKOMY KJIACCy HECAHKIIMOHHUPOBAHHBIX BO3ACHCTBHIA, a TaKXe
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aTak¥ HEMOCPEACTBEHHO HAa TPAaHUYHBIE yCTPOUCTBA U (DYHKITUU TPAHUYHBIX BBIYHC-
neHuil. B yactHOCTH, B HacTosiee BpeMsl HaOII0aeTcsl CyILLeCTBEHHAsI pa3HOPO-
HOCTb CYIIECTBYIOLIUX CUCTEM MPOMBIIIJIEHHOTO UHTEPHETA BEILIEH, BKIIFOYAOIINX
B CBOW COCTaB OTJIMYAIOIINECS HAOOPHI KOHEUHBIX U MTPOMEXKYTOUYHBIX YCTPOMHCTB,
CEHCOPOB, HMCIOJHUTEIBHBIX MEXaHM3MOB, Pa3JIUYHBIC CETEBbIC KOH(DHUTypaiuu,
BBl allllapaTHBIX apXUTEKTYp U MPOTOKOJIOB CETEBOro B3ammozeihcTus. [loaTo-
My PaznooOpasue IlloT-cuctem oOycnaBnuBaeT MOTPeOHOCTh B YHU(UKAIIUN U TIO-
CTPOCHUU CPEJICTB OOHAPYKEHUS aTaK B TAKMX CUCTEMAX C y4€TOM, BAPHUATUBHOCTH
JNEUCTBUN MOTEHUMAJIBHOTO HAPYILIUTENSA, €ro NPakKTUYECKUX BO3MOKHOCTEH, HO-
CTYHHBIX pecypcoB B HHCTpyMeHTOB (Vankayalapati, 2023).

BBuny pacnpenenennoro xapakrepa lloTcucrem, Hanmuuusa orpaHudeHui
pecypconoTpelieHuss HX YCTPOHCTB, OTKPBITOCTH CYHIECTBYIOIIMX CETEBBIX
MIPOTOKOJIOB, HAJTUYHS CJIA0BIX MECT B HCTIOJIb3yEMOM IPOTPAMMHOM O0ECIICUCHNH,
TaKHE CUCTEMBI OKa3bIBAIOTCS YSI3BUMBIMU K aKTy AJIBHBIM YTPO3aM MH(POPMAITHOHHOM
Oe3omacHocTH. B TOM 4Ymcie 3TO KacaeTcs BO3ICUCTBHM, MPEICTABISIIONINM, B
YaCTHOCTH, TaKHe aTaku Kak ceTeBble aTaku DoS, MitM, paznuyHbie (PUITUHTOBBIC
aTakW; aTaKl Ha KOHKPETHBIC yCTPOMCTBA, BKJIIOYAIONINE aTaku MOA0O0pa mapoJs
METOJIOM HalpaBJIEHHOTO Mepedopa U AKCIUTyaTalluio YI3BUMOCTEN MPOrpaMMHBIX
MPOIIMBOK yCTPOMUCTB; aTakh Ha MOAM(HUKAITUIO TAHHBIX OT CEHCOPOB; aTaKu ypOB-
HsI IPUJIOKCHUH, Takne kKak XSS-araku, SQL-unbexknuu u ap.( Xiao, 2019).

[TosTomy pa3HOOOpa3We BO3MOXKHBIX BHJOB aTak, a TaKXke HX
B3aMMOCBSI3aHHOCTh OOYCJIaBIMBAIOT MOTPEOHOCTh B KOMILJIEKCHOM BBISIBIICHUH
atak B [loT-cucremax, KOTOpoe IOKHO OXBaThIBAaTh PA3JIMUHBIC ACTIEKTHI 0OecIie-
yeHHs1 0€30IIaCHOCTHU: MOJEIIMPOBAHUE aTaK, IOCTPOEHUE NMPOTrPAMMHBIX KJIACCH-
(bUKaTOpPOB M BU3YaJIM3AIMIO JTaHHBIX, YTO CIIOCOOCTBYET OOECIIEYEHUIO BCECTO-
POHHETro aHajau3a BO3MOXHBIX yrpo3 6ezonacHoctu (Roman, 2018). Kpome Toro,
OTMETHUM, 4YTO Ucronb30oBaHue IloT-cucTeMoi rpaHNYHBIX BBIYUCIICHUN [TO3BOJISIET
ycrpoiictBaM 3P (HeKTUBHO 00padaThIBaTh JaHHBIC HEITOCPEICTBEHHO HA KOHEYHBIX
YCTpPOMCTBAaxX, YTO MOBBIIIAET ONEPATHBHOCTh pearupoBaHUsl Ha yrpo3bl. Bmecre
C TEM BO3MOXXHOCTb HECAaHKI[TMOHUPOBAHHOM SKCIUTyaTalli (PYHKIUHA TPaHUIHBIX
BBIUMCIIEHUN MO3BOJISET NOTEHIMAIBHOMY 3JI0yMBIIUIEHHUKY OCYIIECTBISATH BO3-
JEUCTBUSI HEMOCPEACTBEHHO HAa TI'PAHUYHBIE YCTPOWCTBA CUCTEMbI, B TOM YHCJIE
aTaKl YTEUKH JaHHBIX C yCTPOUCTB, backdoor-ataku u araku HapyIIeHHs ayTEHTH-
(uxanun.

[Tostomy, ykazanuble BbIie ocobeHHOCTH [loT-crcTeM TO3BOJISIIOT TOA-
TBEPAMUTH, YTO IpeJjiaraeMasi METOAUKa SIBISETCS Ba)KHBIM HMHCTPYMEHTOM s
MOBBIIICHUS YPOBHSI MH(POPMAIIMOHHOW 0€30MacHOCTH KHOEp(PU3NIECKUX CUCTEM
MIPOMBIIIJICHHOTO WHTEPHETA Belled, 0a3upyIOmUXCcsl Ha UCTIOIb30BaHUN TPaHUY-
HBIX BBIYMCJIEHHM, YTO 0COOEHHO aKTyaJIbHO B YCIOBUSIX PACTYLIEro 4ucia yrpos,
YBEJIMYUBAIOLIEHCS CII0KHOCTH COBPEMEHHBIX TEXHOJIOTMYECKUX pelleHni. Takum
00pa3oM, CBOEBPEMEHHOE OOHApYy’>KEHHE MHIMJICHTOB O€30MacHOCTH B TAKHUX WH-
(pacTpyKTypax ¢ BHICOKHMM Ka4eCTBOM IPEACTABISICTCS KpailHe BaXKHOM 3aaueid.
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OcraBmiasics 4acThb CTaTbU OPraHM30BaHa CIEAYIOIIUM  0Opa3oMm.
Crnenyrommii pasfen cTaTbd BKJIIOYAeT 0030p W aHAIM3 CYLIECTBYIOIIUX
MEXaHU3MOB HMH(GOpPMAIMOHHONH Oe30macHOCTH U OOHapyXeHUs aTak B
KHOepPU3NUECKUX CHUCTEMax HWHAYCTPHAIBHOTO HHTEpPHETa BelIed B pamKax
KOHIICTIIIUM TPAHUYHBIX BBIYMCICHUN. Jlaiee B cTaThe paCKPBHIBAIOTCS CYIIHOCTH
U OCOOCHHOCTH IPENJIOKEHHONH METONMKH OOHapyxeHHus atak. llocnmemyrommii
paszen cTaThbU MOCBSIIEH BOIPOCAM MPUMEHEHUS M aHAIW3y JAaHHON METOIUKH.
CraThsi 3aBepIIacTCs 3aKIIOUYEHHEM M CIUCKOM OCHOBHBIX HCIIOJIb30BaHHBIX
HMCTOYHUKOB HAYUYHO-TEXHUYECKOU JTUTEPATYPHI.

I'pannyHbBIE BEIYMCIICHUS, HA3bIBAEMbIE TAKXKe IepU(PEPUITHBIMHU BEIYUCIICHUSIMH,
NPECTABISAIOT KOHIICTIITUIO PACTIPEIeIIEHHBIX BEIYUCICHHH, KOTOPBIE OCYIIIECTBIISIIOTCS
B TPaHUIAX HEKOTOPOrO MHOYKECTBA KOHEYHBIX YCTPOMCTB, (DYHKIIHOHHPYIOIINX
B 3amaHHOW kuOepdusnyeckorr mHPpactpykrype (Lin, 2020). [dpyrumu crioBamu,
T'paHUYHBIC BEIYMCIICHUS TIPEATIONIATal0T OPTaHN3aLUI0 XPAaHCHUS JAHHBIX, BBIYUCICHHS
U UX (PaKTHYECKOE PACIIOJIOKEHUE B HEKOTOPOH OKPECTHOCTH MMEIOIINXCS YCTPOICTB
¥ UCTOYHMKOB MEPBUYHBIX JaHHBIX. DTO B CBOIO OYEpE/Ib CIIOCOOCTBYET CHUKCHHUIO
BPEMEHHBIX 33/ICP)KEK IPH Iepelavye JaHHbIX B TaKUX MHQPACTPYKTypax, a TaKxKe
YBEIIMYUBAET TPOIYCKHYIO CIIOCOOHOCTH CETEBBIX KOMMYHHKAIMOHHBIX KaHAJIOB
cBsi3u. Takum 00pazom, K OCHOBHBIM IIPEUMYIIIECTBAM CUCTEM I'PAaHUYHBIX BEIYUCICHHUH
MOXKHO OTHECTH CIIEIyIOIIHE:

- CHIDKEHHE 00BEMOB, TIepe/1aBaeMbIX TaHHBIX;

- TIOBBILICHUE OTIEPATUBHOCTH (PYHKIIMOHUPOBAHHS CUCTEMBI 32 CUET MPHHATHUS
pEIIeHH TI0 YIIPaBICHUIO CHCTEMON HEITOCPEICTBEHHO Ha YCTPOcTBaxX (y371ax ceTH) U
CHIDKEHHIO KOMMYHHKAIIMOHHBIX 33/ICPIKEK;

- MIOBBIIICHNE HAJISKHOCTH U Oecriepe00HHOCTH pabOThl CUCTEMBI, B TOM YHUCIIE
3a CYET MOBBIIICHUS CTEIICHH aBTOHOMHOCTH OT/EJIBHBIX YCTPOHCTB M MX CETMEHTOB
B YCJIOBUSIX BPEMEHHBIX HApPYUICHUH CBSA3HOCTH HCIOJIb3YeMOH KOMMYHHKAIIMOHHON
CeTH, a TAK)KE YMEHBIICHHS KPUTHYHOCTU ICHTPAIM30BAHHBIX MOAYJEH 00paboTKH
JTAHHBIX;

- TIOBBIIIEHUE YPOBHsI 0€3011aCHOCTH CUCTEMBI 3@ CUET BO3ZMOXKHOCTEH MO OTCIIe-
KUBAHUIO aHOMAJIMH U BBISIBICHHUIO aTaK HETIOCPEACTBEHHO Ha YCTPOWCTBAX CETH.

Hayunas npoGiema, Ha HCCIEIOBaHHE M pELICHUE KOTOPOW HarpaBicHA
HacTosIIas paboTa, COCTOUT B HEAOCTATOYHON 3AIIUIIEHHOCTU CUCTEM, PEATH3YIOIINX
KOHIICTIIUIO TPAHUYHBIX BBIYMCICHUNA, W WX IOABEP)KEHHOCTH CIIOKHBIM IS
BBISIBIICHHUSI KOMOWHUPOBAHHBIM MHOTOIIATOBBIM HH(OPMALMOHHBIM BO3JICHCTBHSIM,
HANpaBJICHHBIM Ha HEKOPPEKTHOE M HELEIEBOE HCIOJIB30BAaHHE TaKUX CHCTEM,
HapylIeHHe KOPPEKTHOTO ()YHKIIMOHMPOBAHUS TaKUX CUCTEM, MPUYMHEHHUE yiiepoOa
uX HHOPACTPYKType M TOjdb30BaTesiM. OTMETUM TakXkKe, YTO MOHATHE TPAHUYHBIX
BBIYUCIICHUH BBEJICHO IS BBIJICJICHHUS TOJKIAacca CHCTEM HHTEPHETa BeIeH, I
KOTOPBIX JeHCTBHUS 10 00pabOTKE JAHHBIX MOTYT BBITIOJIHATHCS B MTPEIEIIax JIOKAILHOTO
CETEBOTO KOHTypa HEKOTOPOHW TPYIIBI MOJIb30BATENbCKUX ycTpoiicTB (Dolui et al.,
2018). B yactHOCTH, B cUCTEMAX, PEANTU3YIOLIMX KOHLIEIIUIO TPAHUYHBIX BHIYMCICHUH,
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MH(POPMALIMOHHBIE CEPBHUCHI MOTYT PACIOJIaraThCsi Ha KOHEYHBIX MOJIb30BATEIBCKUX
YCTPOKCTBAX WM YCTPOMCTBAX, MPEACTABIISIIOIIUX TOYKH JOCTyIA K CBA3U C YCTPOU-
cTBaMH Tojb3oBateneil. [Ipu 3ToM mporeaypsl Takol pacnpeneaeHHol HHppacTpyk-
TYpbl TPAHUYHBIX BBIUYMCIIEHUN BBIIIOIHSIIOTCS Ha BBIYMCINUTENBHBIX MOAYJSAX, MAaKCHU-
MaJbHO NMPUOIMKEHHBIX K MECTaM PACIOJIOKEHUSI CUUTHIBAEMBIM C CEHCOPOB JaHHBIX
0 JIIOJISIX, Tpolieccax, Bemax. To ecTh, (aKTHUeCKH, TaKOW HAO0Op BBIYMCIUTEIHHBIX
y3JIOB TIO3BOJIET pPEANM30BaTh (PYHKIMOHAIBHOCTH OONAaYyHBIX BblumcieHuil (cloud
computing), HO HE LEHTPATM30BAHHO HA BRICOKOTIPOM3BOAUTEIBHBIX CEpBEpax, a «IpH-
OMKEHHYIO K 3emiie», GopMupys 0ojee OBICTphIe OTBETHI HA MH(POPMAITMOHHBIC M-
MYJbCHI CO CTOPOHBI codnpaembix B loT-cucreme nannbix (Nam, 2023).

OTMeTHM TaKXke, 4YTO TPAaHUYHbIE U 00JIaYHBIE BHIYMCIECHUS MOTYT IPUMEHSThCS
coBMecTHO. [Ipu 3TOM TrpaHWYHBIC BBIYUCICHHUS (OPMHUPYIOT JIOTOTHUTEIbHBINA
CIION YNpaBICHHUS MEXIYy CEHCOpaMH, KaK MCTOYHMKAMU TaHHBIX, U OOJaKOM, Kak
BBIUMCIIUTENILHBIM CJIOEM, OTBEUYAIOIINM 32 00pabOTKy U XpaHEHHE OOJIBIINX MAaCCUBOB
naHHbIX. O0IauHbIe BHIYUCICHUS! OCBOOOXK/IAIOT OPTraHU3alUN OT PEHICHUS] MHOYKECTB
TEXHOJIOTUYECKHUX BOIIPOCOB, TAKUX KaK BOIIPOCHI XpaHEHUS JaHHBIX, BEIYUCIIUTEIbHBIX U
CETEBbIX OTPAaHMYCHHH, TPH 3TOM OHU B TEKYIIIEM HX BUJIE C OOJIBIINM TPYIOM ITO3BOJISIOT
CTPABIATHECA C TPeOOBAHUSMH Ha TOAJEPKKY MOOHMIBHOCTH, OCBEIOMIICHHOCTH O
MECTOHAXOXKJICHUM U HU3KHE KOMMYHMKAI[MOHHBIE 3aJCPXKKHU, NPEIbIBISIEMBIMU CO
CTOPOHBI TIOJIB30BATENBCKUX NpHokeHui (Qing, 2018).

K ocobenHoctsiM mpoOnemMaTuky HHOOPMAIMOHHOW 0€30MacHOCTH CHUCTEM
IPaHUYHBIX BBIYMCIEHUH MOKHO OTHECTH 3a4acTyI0 ONOCPEIOBAaHHBIN U OTJIOKEHHBIH
XapakTep HECAHKIIMOHUPOBAHHOTO BO3JEHCTBUS, BBIpa)Ka€Mblil, B TOM 4MHCIE, B
MIOCTETIEHHOM Jerpajaluy KaHaJOB CBA3M 3a CUET pa3pacTarollerocs BOBICUYECHUS
umeronuxcs edge-y3noB B botnet-araky (Gulatas, 2023). 310 cmocoOHO MPUBOAHUTH
K IOCTEIIEHHOMY IEpepaclpeieICHUI0 BBIYMCIECHUN U CBSI3aHHOMY C ITHX yXYALIe-
HUIO CKOPOCTHU CBSI3U U MOKa3aTesnel KOPPEKTHOCTU JTIOCTAaBKHU COOOILEHUH (IToKa3aTe-
mu Quality-of-Service). Kpome Toro, c10’)KHOCTh 00HAPYKEHHS aTaK B TAKUX CHCTEMax
CBSI3aHA C HEXBATKOW LIEHTpAJIN3aLUU NIPU cOOpe JaHHBIX, KOTOPbIE MOTYT COJIEPKATh
Ba)XHBIC PU3HAKH, HEOOXOAUMBIE JJIsi OOHAPYKEHHS aTaK.

B (Gulatas, 2023) orMeuaeTcs, YTO IIOMHMO TOrO, YTO CHCTEMBI
IPaHUYHBIX BBIYMCIECHUN HACIEAYIOT KJIAcChl YS3BUMOCTEW OT IPEILIECTBYIOIIUX
KOMMYHHMKAIIMOHHO-BBIYMCIIUTENBHBIX TEXHOJOTMH, TaKMX KaK paclpeelIeHHbIE
P2P-cuctembl 1 GecripoBO/IHBIE CEHCOPHBIE CETH, 32 CYET MHOTOYPOBHEBOW CTPYKTY-
pBl TPAHUYHBIX BBIYMCIECHUI U OTPAaHUUYEHHOCTH PECYPCOB YCTPOMCTB TAKUE CHUCTE-
MBI 00J1aJIaI0T JIOTIOJIHUTEIFHBIMU HaOOpaMH YSI3BUMOCTEH, ONMUPAIONIUMHUCS Ha U3b-
SIHBI OTZIEIBHBIX edge-y3i0B U ux B3aumojeicTBus. Kpome toro, B (Alwarafy, 2019)
00OCHOBBIBAETCS BaYKHOCTH BOIPOCOB 00ECHEUEHUS 3aIUIIEHHOCTH W NMPUBATHOCTU
JAHHBIX B CUCTEMaX IPAHUYHBIX BBIYUCICHUN.

Ha npumepe HECKOJBKMX IPAKTUUYECKUX CLEHApUEB, TAaKUX KaK CHCTEMBI
ANIEKTPOHHON MEIUIIMHA ¥ YMHBIX TopoioB, B (Caprolu, 2020) ocBemmatoTcss OCHOBHBIC
BOIIPOCHI 0OE€30IaCHOCTH TPaHUYHBIX BBIYHUCICHWM, CBA3aHHBIE, B TOM 4HCIE, C
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NPUMEHEHHEM TEXHOJOTHH BHpTyanu3auuu K edge-cucremam, Kak ¢ NMPUMEHEHHEM
YA3BUMOCTEH KOHTEHHEPHBIX MHPPACTPYKTYp, Tak U 06e3 Hux. B "acTHOCTH, MOKa3a-
HO, YTO aPXUTEKTYypHBIE 0COOCHHOCTH HHPPACTPYKTYPHI TAKUX CLIEHApUEB (hOPMUPYIOT
HaOOpBI XapaKTEPHBIX UM CHEUU(UIECKHX MPOTPAMMHO-ANIAPATHBIX YSI3BHUMOCTEH,
KOTOpBIE MOTYT OBITh YCHEIIHO 3KCIUTyaTMPOBAHbI IMOTEHIMAIBHBIM HApyIIUTEIEM B
paMKax TaKMX aTaKkyoILUX BO3AEHCTBUI KaK yJaJIeHHOE BBIIIOJHEHUE Koja, DoS-araku
U pasnuunble ataku nepenonnenue (flooding-ataku), aTaku CKaHUPOBAHUS TOPTOB H
YSI3BUMOCTEH, aTaky NOBBILICHUE TPUBUIIETUH, YTEUKH JaHHBIX U JP.

Takum o00pa3oMm, B YCIOBUSIX OTCYTCTBHSI YHU(DUIIMPOBAHHBIX CPEICTB
oOHapyXeHHsl aTaKk B KHOeppHU3MUECKHX CHCTeMaxX NPOMBIIIJICHHOTO WHTEpHETa
BEIIEH C UCIOJb30BAaHUEM TPAHUYHBIX BBIUMCICHUH, a TakXke HEoO0XOAUMOM
QIaTITUBHOCTH TaKUX MEXaHU3MOB IOJ TpeOOBaHMSA U YCIOBHS (DYHKIIHOHHUPOBAHUS
KOHKPETHBIX CIIEHAPUEB BBIMOJIHEHUS KOHKPETHBIX CHCTEM C HCIIOJIb30BAHUEM
TPAaHUYHBIX BBIYMCICHUH BO3HUKAET HEOOXOAMMOCTb pPa3pabOTKH KOMIUIEKCHOM
METOJIMKHA TOCTPOEHUS] CPENCTB OOHApY)KEHUs aTak, KOTopass JOJDKHA YUYUTHIBATH
OCHOBHBIE APXUTEKTYPHBIE U CLEHApHbIE OCOOEHHOCTH TIPaHUYHBIX BBIYUCICHUI.
K ocHOBHBIM oOTIHMuuMSM IpengaraéMoil B HacTosAled padoTe METOAMKH MOKHO
OTHECTH YYeT cHenuu(UKH TPAaHWYHBIX BBIYUCICHHH Ha BCEX OCHOBHBIX CTaJUsIX
METOJMKH, BKJIIOYAIOUIMX HPOBEICHUE AHAJIUTHUUECKOIO MOJEIMPOBAHMS, HAaTypHO-
UMHTAIMOHHOTO MOJICJIMPOBAHNUS, TEHEPALMI0 TECTOBBIX M OOyYaromux HaOOpOB
JTAaHHBIX U [TPOBEJICHUE BU3YaJIbHOTO aHAIN3a JaHHbIX.

Marepuajisl 1 MeToabl.

Metonuka TOCTpOEHUsI CpeacTB oOOHapyxeHus arak. [Ipemnaraemast
METOAMKAa OPHEHTHUPOBAaHA Ha IOCTPOCHHUE MEXaHU3MOB OOHApY)XEHHUs aTak B
KHOepPU3NIECKUX CUCTEMAX ITPOMBIIIIIEHHOT0 HHTEPHETA BEIEH C UCTIOIb30BaHUEM
TPAaHUYHBIX BBIYMCICHHH C YYETOM CHEUM(PUKH CTPYKTYpPbl H OCOOCHHOCTEH
(GYHKIIMOHUPOBaHUS Takux HHPpacTpykTyp. IIpennaraemas MeToguka BKIIOYAET
BBITIOJIHEHUE CJIEAYIOIIMX OCHOBHBIX ILIECTH CTAaAUM, OCYIIECTBIEHHUE KOTOPBIX
obecrieynMBaeT peuieHue 3aJad TMOCTPOCHUS CPEICTB OOHApy)XEHUsl aTaKk B
KHOepPU3NIECKNX CUCTEMAX ITPOMBIIIJIEHHOT0 HHTEPHETA BEIEH C UCIIOIb30BaHUEM
rpaHuuHbIX BbluvciaeHu (Puc. 1). JlaHHas Meronmka mnpeaHa3HayeHa JJis
MH)KEHEPOB-TIPOCKTUPOBIIUKOB M Pa3padOTUUKOB TMPOTPAMMHBIX KOMIUIEKCOB
st obecrieueHruss MH(POPMAIMOHHONW 0€30MacHOCTH KUOep(OU3NYECKUX CUCTEM
IIPOMBIILIJIEHHOT0 MHTEPHETA BEWIEH, B KOTOPBIX 3HAUMMAasl YaCTh BEIYMCIUTEIbHBIX
MIPOIIECCOB OW3HEC-JIOTMKH CHCTEMBI BO3JIaracTCs Ha KOHEUYHBIE YCTPOMCTBA
CHUCTEMBI. BBINOIIHEHNE METOAMKU MPEANOJIaraeTcss Ha 3Tamnax MNpOeKTUpPOBaHUS,
TECTUPOBAHMS, HACTPOUKHU M OLICHUBAHMSI KAYECTBA PAOOTHI CPEACTB OOHAPYKEHUS
atak. Ha pucynke 1 0603HaueHbl OCHOBHBIC BXOJIHBIC U BBIXOIHBIC JTaHHBIC, MPU
9TOM CTaJWM METOJMKU IPEJCTABIEHbl B BHUJE NPSIMOYIOJIBHHUKOB, TOrJa Kak
CTPEJIKA MEXAY HUMHU (OPMHUPYIOT KOHTYPHI YNPABJICHUS M TEpeaadd JaHHBIX
MEXy CTagusMHU.

Bxonom Metoauku sSBISIOTCS (popMarnibHasi cienuuKaus aHaIu3upyeMOon
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[loT-cucremsl, BKiItO4aromas Habop (yHKIHOHAIBHBI TpeOOBaHUN U HE(YHKITHO-
HaJIbHBIX OTPAaHUYECHHUH, a TakXKe IMEepeueHb yrpo3 MH(GOpMAIMOHHON Oe3omacHo-
CTH, CBSI3aHHBIX C 0)KUJAEMBIMHU Pa3HOBUIHOCTSIMU aTaK, KOTOPbIE HEOOXOIMMO Jie-
TEKTHUPOBATH B MPOLIECCE 3AMMIIEHHOTO (pyHKIMOoHnpoBanus [loT-cuctemsr.

BBIXO0OM METOAUKY SIBIISIETCS peajIn30BaHHbBIN IPOrPAMMHBINA KOMIIOHEHT,
KOPPEKTHOCTh (PyHKIIMOHMPOBAHHUS KOTOPOTO TIOJTBEPXKIAETCSI Ha OCHOBE
SMITUPUYECKUX TPOBEPOK—TECTUPOBAHUAKAUECTBATIPOT PAMMHBIX KIIACCU(UKATOPOB
U DKCIIEPTHOI'O OLICHUBAHMS C MCIIOJB30BAHUEM CPEIACTB BU3YAJIBLHOIO aHAIM3A
JTAHHBIX O pabOTe MOCTPOSHHBIX MPOrPAMMHBIX KJIACCU(PUKATOPOB.

Hacranuu 1 npon3BoauTcs NOCTPOEHNE aHATTUTUYECKOM MOJIEJIN ATaKyIOIINX
Bo3aerictBuil Ha [loT-cucremy, peann3yronlyro KOHIEIIIWIO TPAHUYHBIX BbIYHCIIE-
Huii. Ha ocHOBe MMEIOIUXCS CrielU(UKAIINN U TIePEeUHs] aKTyaJIbHBIX YIPO3 IS
LIEJIEBOM CUCTEMBI TaKOE€ MOJEIIMPOBAHUE IPEANIOIAraeT MOJy4YeHUE Pe3yIbTaToB
aHaju3a I10 OIIPENEJICHUIO MPEANOoaraeMbIX Lejle U MOTUBOB Hapyurels. 1lpu
3TOM B OOIIEM CIydae HapyIIUTENb CIOCOOEH SKCILUTYyaTHPOBAaTh KaK CBOMCTBA pac-
MpeeIeHHOro coopa u oOMeHa mHpopMalend Mexay nepudepuitHbIMU yCTPOM-
crBamu [loT-cuctemMsl, Tak U yI3BUMOCTH CAMUX YCTPOUCTB. TakKe OnpeaessitoTcs
TUIIOBBIE CLICHAPUHN HAPYIIUTEIIS] ¢ YTOYHEHUEM OTAEIIBbHBIX 11aroB, BKIIOYAIOIINX,
BO3JICUCTBUSA, KaK (PU3UYECKOTO XapaKTepa, TaK U MPOrpaMMHO-HH(POPMAITHOHHO-
ro. OTMeTUM, YTO UACHTU(DHUIIUPYIOTCS TaKKEe JOCTYIHBIE PECypChl U UCIONB3Y-
€MbI€ aTaKyIoIIMM IIporpaMMHO-anmnaparseie cpeacrsa. Kpome toro, B nmponecce
IIPOBOAMMOIO aHAJIN3a TAKKE BBISICHSIIOTCSI CTAPTOBBIE BO3MOKHOCTHU HAPYILLIUTEIIS
Y 3aBsi3aHHBIC HA 3TO YCTPOWCTBA M MPOrpaMMHO-aNapaTHbie HHTep(]eiice — Me-
CTa OCYLIECTBJICHUS JOCTYIA, aTaKyIOLIETO K CUCTEME.

B nensx yuera TMHAMHYECKHX OCOOCHHOCTEH (hYHKIIMOHUPOBAHHUS IIEJIEBOU
CHUCTEMBI CTaJIUsI 2 METOAUKH IIPEAIIOIaraeT NCIO0JIb30BaHUEM METOI0B HATYPHOTO
W HMMUTALHOHHOIO MOJCIUPOBaHUA. B dacTHOCTH, Ui IIOJIyYE€HHUs HCXOIHBIX
JTAHHBIX, aJI€KBATHBIM 00pa30M OMNUCHIBAIOIIMX OJHY MM HECKOJIBKO Pa3IMYHBIX
BUJOB aTaK, IPOAHAJU3UPOBAHHBIX HA CTaauM | METOOUKH, 3aKJaJbIBACTCS
¢hopmupoBanue ¢GU3NIECKONH MOTHOPYHKIIMOHAIBHON WM 1O OIpeeTIeHHON
CTEIIEHU OrPAaHWYEHHOM HATYpPHOU MOJEIH CETH, BKIIIOYAOLIECH psiJ LEJIEBBIX U
o0ecrieunBaOMINX 3IEKTPOHHO-BBIYUCIUTEIBHBIX U TNEpUPEPUHHBIX YCTPOKCTB,
JTATYUKOB, CBS3YIOLIEIO CETEBOrO OOOPYIOBAaHMUS M APYTHUX AIIEKTPOHHBIX
KOMIIOHEHTOB. BBHIy BO3MOXXHOH NPAaKTUYECKOW CJIOKHOCTH TMOAOOHOTO
MOJIEITUPOBAHUS YacTh (PYHKIIMOHAIBHOCTH MOJIENU IMPEIOIaraeTcsi BO3MOKHOM
K peaJM3anuy 3a C4eT UMUTALIMOHHOTO NPEACTABIICHUS.

Cramust 2 mpemyiaraeéModl METOJMKH BKJIIOYAET TaKXKE€ BO3MOXKHOCTh
MOMCKa CYIIECTBYIOIIUX HAaOOPOB JaHHBIX, BKJIOYAIONIUX OIHMCAaHUE JIOTOB
WHAYCTPUAJIbHOW CHCTEMbl HMHTEpHETa Bemled. Takue HaOOpbl JaHHBIX MOTYT
MIPUMEHSTHCS, KaK I o0oramieHus TaHHbIX, (POPMUPYEMBIX B paMKaxX METOIUKH,
TaK ¥ B KQYECTBE MOJIOKUTEIBHBIX MPUMEPOB i1 (POPMHUPOBAHUS HOBBIX HAOOPOB
JTAHHBIX C UCIIOJb30BaHUEM UMEIOIEHUCS HATYPHO-UMUTALIMOHHOU MOJIEIIN.
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BXOO: cneumdrrauma lloT-cucTembl, nepeyeHb aKTyaneHbix yrpoz MB

CTEI.!]'HH 1 nGCTPGEHHE aHaNMTUYECKON MOOENW STaKYH WKWK BGEAEﬁCTBI—iﬁ Ha lloT-

CUCTEMY, PEANMMEYIOLLYKD KOHLENUWKO TPaHWUYHbIX BbIYMCNEHMIA

MocTpoeHKe KOMBHHMPOEAHHOMW HATYpPHO- II Mouck v enibop

Cragmna 2

WMHTALWMOHHOMK MOLENM aTaK Ha lloT-cucTemy I Habopoe gaHHBIX

Cragma 3 MporpammHan redepauMa HabopoE UCXOAHBIX AAHHbIX, EKIHOUAIOWMWX NOTH
OEeWCTEMIA HADYLIMTENA W HOPMANbHOTO GYHKLMOHWPOBaHKA |loT-cMcTembl

Cragma 4 MocTpoeHKe NporpammMHbIX KNaccidUKaTopoE anA obHapyxeHUA
aKTyaneHbix atak Ha lloT-cuctemy

HOPPEKLIMA

Cragna 5 TecTMpoOBaHMWE NPOTPaMMHbIX KNacCHGMKATOPoOE ANA oBHapyHReHWA
aKTyaneHbIx atak Ha lloT-cnctemy

Crapmua b BuayanbHbIA aHaNM3 A3HHBIX

BbIXO[: nporpammHblil KOMNOHEHT 0B HapYHEHMA aTaK

Puc.1. Cxema METOAMKH IIOCTPOCHUS CPEACTB OOHAPY)KEHHS aTaK.

Ha cragum 3 ocymecTBiaseTcs TIporpaMMHasi TeHepalusi HaOopoB
HUCXOJIHBIX JAHHBIX, BKIIOYAIOIIUX JOTH JNEHUCTBUN HapyLIUTENs U HOPMaJIbHOIO
dbysakmmonupoBanus [loT-cuctembr. dopmupyeMbie Ha 3TOW CTaJWU HCXOIHBIC
JaHHBIE TPEOYIOTCS ISl IOCTPOCHHS MPOTPAMMHBIX MOAYJICH OOHapy)KeHUs aTak,
a Tak’Ke /I OCYILECTBIICHUSI pa3METKHU JTaHHBIX 10 KJlaccaM arak. Mckombie Habo-
pBl JaHHBIX IpEeAINoaraeTcsi MOCTPOUTh B paMKaxX SKCHEPUMEHTOB C MCIIOIb30Ba-
HUEM HaTypHO-MMHUTALIMOHHOW MOJIENIM, KaK B ciaydae HaxoxaeHus lloT-cucremsbl
MOJ] aTaKoOW, TaK M B Clly4ae €€ HOpMaJbHOro (PyHKIHOHUpOBaHUs. DaKTUUECKH,
OCHOBOH JJISl TAaKOW TeHEpaIH SBISIETCS 3aITyCK CIICHapHeB (PYHKIIMOHUPOBAHUS
HATypHO-MMHUTALIMOHHON MOJENN Ha Habopax CTapTOBBIX MapaMETPOB MOJEIH C
HCTIO0JIb30BAHUEM IPABUJI YIIPABICHUS YCTPOUCTBAMHU I'PaHUYHBIX BhIUHCIeHUN. Ha
JTAaHHOM CTaJuu Tak)Ke MPOU3BOAUTCA 3alaHUE Pa3METKH B paMKaX T€HEpUPYEMBbIX
Ha0OpOB MCXOAHBIX JTAHHBIX, KOTOpasi B 0OIIEeM Cilydae BKIFOYAeT yKa3aHHUE Bpe-
MEHHBIX TEPHOIOB MOICIHPOBAHHS aTaKu, a TakKe (PU3HYECCKUX /WU CETEBBIX
aJIpeCcoB yCTPOMCTB, BOBJICYEHHBIX B MOJICJIMPYEMBIN CIIEHApUN B 3aBUCUMOCTH
OT HCHOJIb3YEMBIX KaHAJIbHBIX, CETEBBIX U MPUKIIAJIHBIX TPOTOKOJIOB, IO KOTOPHIM
MPOUCXOAUT B3aUMOJICHCTBUE YCTPOWCTB TPAHUYHBIX BbIYMCICHUH. [IpumMepom
aKTyaJbHOI'O BHJA aTaK Ha yCTPOMCTBA I'PAHUYHBIX BBIUMCICHUN ABISIOTCS aTaKu
oTkaza B oocmyxuBanuu (Gulatas, 2023), araku ransomware-mugposanus (Job,
2021), botnet-ataku, kak Hanpumep Mirai (Febro, 2022), DSN poisoning-araku
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(Gulatas, 2023).

Cranust 4 oxBaThIBaeT MOCTPOCHHUE MPOTPAMMHBIX KJIACCH(UKATOPOB IS
OOHapy’KeHUsI aKTyaJibHbIX BUJIOB aTak Ha [loT-cucrtemy ¢ ucnonb3oBaHueM Me-
TOJIOB MAIIMHHOTO OOyYEeHHUsl C YUYWUTEJEM, BKJIIOYAIOIIMX, B TOM YHCIIE, CIIEIy-
IOIME METOJBI: CIIyYalHBIN Jiec, NIepeBbs pemieHu, k-Ommkalmmx cocenei,
adaboost-knaccudukarop, mamuHa omnopHbIX BekropoB, LSTM wu npyrue. Ha
JAHHOM CTaJuu BO3MOXXHO TAaK)X€ HPUMEHEHHE JOIOJIHUTENIBHBIX aJrOPUTMOB
KOMOMHUPOBAHUS KJIACCH(UKATOPOB, BKIIOYAIOMINX CTEKHHT, Ma)KOpPUTapHOE
rOJIOCOBAaHHME, a TAaKXKE AQJITOPUTMOB CAMIUIMHTA — B CIIydyae€ HEOOXOJIUMOCTH
OaTaHCUPOBKH 00YUAOIINX U TECTOBBIX BBIOOPOK. B wacTHOCTH, KOMOMHUpOBaHNE
OMHApHBIX KJIACCU(UKATOPOB IO3BOJISIET OPraHU30BaTh 3(P(HEKTUBHBIA MYJIBTH-
KJIaCCU(PHUKATOP O PA3IMIHBIM KJIacCaM aTaKyIOIIUX BO3ACHCTBUMN.

Cragusa 5 BKIIIOYAeT NMPOBEPKY KOPPEKTHOCTH MOCTPOEHHBIX Ha craauu 4
MPOTPAMMHBIX KJIaCCH(UKATOPOB HAa TECTOBBIX BRIOOPKAX JAaHHBIX C BHIYUCICHUEM
3HaYeHUH TOYHOCTH, TOIHOTHI, F 1-MephI 1 pyrux Kinaccu(UKamoOHHbBIX TTOKa3are-
Jieii. B cirydae HEeBBIMOIHUMOCTH TPEOOBAaHUI HA TTOKa3aTey KauecTBa Kiraccudu-
Kalli{ IPOU3BOJUTCS BO3BpAT K CTaAUU 4 C N3MEHEHHBIMH 3HAYEHUSIMU TUIIEp-TIa-
paMeTpoB Ki1acCU(DPUKAMOHHBIX METOJIOB U/UJIM YTOYHEHUEM CaMUX METOJIOB.

Cragus 6 BKJIIOYAET MPOBEJACHUE AKCIEPTHOIO aHaIM3a ITOCTPOSHHBIX
KJIacCU(UKATOPOB HA HWMEIONIMXCS Ha0opax JaHHBIX C HCIOJIb30BaHUEM
BH3yaJIbHOTO aHAJIN3a MCXOJHBIX JAHHBIX U MHTEPIPETAIUN PE3yIHTATOB PaOOTHI
KiaccupukaTopoB. B uacTHOCcTH, maHHaAs CTaaWsi METOIWKH IMPEIIOJIaraet
HCMOJIb30BaHUE METOJ0B YMEHBIIECHUSI 00BEMOB U Pa3MEPHOCTH aHATU3ZUPYEMBIX
JTAHHBIX C IPUMEHEHHUEM aJIrOpuTMa Ii1aBHbIX KomIioHeHT (PCA) u anropurma He-
3aBUCUMOro KomroHeHTHoro aHanu3za (ICA).

OO0cy:xaeHne u pe3yJbTaThl.

[TpumeHeHne METOOUKH W AucKyccus. OOO0OIMM OCHOBHBIE TOJTYYECHHBIC
pe3yNbTaThl JaHHOW paboThl. KOHEUHOH IEeNbI0 JaHHOTO HCCIICIOBAHUS SBISETCS
pa3paboTka 3(pGEKTUBHBIX METOJOB YIPABICHHS MPOU3BOACTBEHHBIMHU MPOIECCAMHU
JUIS TIOBBIILIEHUSI KayecTBa MPOAYKLMHM M ONTHUMM3alMM 3aTpar. Paborta mpemaraet
LEJIOCTHBIA MOAX0J K oOecrieueHnio 0e30MacHOCTH B KHOEpPHU3MUECKUX CHUCTEMaXx,
MHTETPUPYS METOJbI MAIIMHHOTO OOYYEHHs M AKCIEPTHBIN aHAIU3 JUIS TOBBIMICHHS
HAJEKHOCTH U YCTOMYMBOCTU K arakaMm. CTaTbs INOCBALIEHA pa3padOTKE METOIUKH
oOHapy>KeHHsI aTak B KHOEep(PHU3MUECKUX CUCTEMAaX MPOMBIIIEHHOTO HHTEPHETA BEICH,
OCHOBAHHBIX Ha KOHLENIMM TPAaHWYHBIX BBIYHCICHHNA. B pabore momuepkuBaroTcs
aKTyaJbHbIE TPOOIEMBI 0€30MaCHOCTH B TAKMX CHCTEMaX, 00YCIIOBICHHBIE CII0KHOCTHIO
U pa3HOOOpa3ueM BO3MOXHBIX aTak, a TaKkKe HEOOXOIUMOCThIO YUYHUTHIBAThH
pacrpeneeHHbIl XapakTep HHYPaCTPYKTYphl IPaHUYHBIX BHIYUCICHUN.

Takum oOpa3oM, TmpeIokKEHa HOBas METOAMKA OOHAapy)KEHUs aTak,
BKJTIOYAIOIIIAs, B YACTHOCTH, TEHEPAIMIO PEJICBAHTHBIX HAOOPOB JaHHBIX, TIOCTPOCHHUE
MPOTPAMMHBIX KJIACCU(PHUKATOPOB M UX MPOBEPKY C HCIOIB30BAHUEM ITOKa3aTelei
KayecTBa KJIACCHU(HUKAIMM, SKCIEPTHBIA aHAIM3 W WHTEPHpPETAIMs pPE3yJIbTaTOB C
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UCIIOJIb30BAHUEM METOJOB CHUKEHUS Pa3MEPHOCTH JaHHBIX. MeToAMKa BKIKOYACT
KOMOMHALIMIO Pa3IMYHbIX QJITOPUTMOB MAIIUHHOIO OOyYeHHs il IOCTPOEHHUS
3QPEKTUBHOTO MYJIBTU-KIACCUPUKATOPA, CIOCOOHOTO OOHApY>KUBATh LIMPOKHIMA
cnekTp atak. Pa3paboTaHHas MeTOAMKa TMpenHa3HadyeHa sl YHU(PHUIIMPOBAHHOTO
nojaxoja K 3amuTe pazHopoaHbix IloT-cucrem, yunutbiBas pazHOOOpa3ue yCTpPOICTB,
IIPOTOKOJIOB U aTakK.

B pamkax maHHOro ucCCIEAOBaHUS MCIOJIB3YIOTCS KOMIUIEKCHBIM IOAXOZ,
BKJIFOYAIOLIUH CJIEAYIOIHAE OCHOBHBIE METO/IbI: CTATUCTUYECKHUM aHAJIN3 — IIPOBOJAUTCS
cOop 1 00paboTKa JAHHBIX O OCHOBHBIX MoKa3zarensx [loT-cucTeMbl; METOIbI aHATTUTH-
YECKOI0 U HATYPHO-UMUTALMOHHOTO MOJEIUPOBAHMS Ul MPEACTABICHUS U aHAJIA3A
npoueccoB [IoT-cucreMbl 1 BO3MOXKHBIX aTak Ha €€ YCTPOMCTBA; METOAbl MALIMHHOTO
00yuyeHMs U BU3YyaJIbHOTO aHAJIM3a JaHHBIX B KAYECTBE OCHOBBI KOMOMHUPOBAHHOI'O 00-
Hapy»KCHUS aTak.

Hay4ynas HOBM3Ha METOAMKHM 3aKJIIOYAeTCS B KOMIUIEKCHOM IOJIXOIE K
obnapyxenuto arak B [loT-cucremax ¢ uCoiib30BaHUEM TPaHUYHBIX BBIYMCIICHUMH,
NPUMEHEHNN HAaTypHO-UMUTALlMOHHON MOJENN AJis T€HepalMH JaHHbIX U KOMOWHH-
POBaHUM PA3IMYHBIX METOAOB MAIIMHHOTO OOYyUYEHHs JUIsl CO3/aHUSI YHUBEPCAIHHOTO
MyJbTH-KJIaccudukaTopa. Takke yuuTHIBaeTCS Pa3HOPOAHOCTh CHCTEM U TPUMEHS-
I0TCSI METO/bl CHMKCHMSI PA3MEPHOCTH JAHHBIX JUIS MOBBILICHHUS] TOYHOCTH U UHTEp-
PETUPYEMOCTH PE3yJIbTaTOB. Pe3ynbTraThl HCCIEIOBAHUN MOTYT OBITh IPUMEHEHBI JIS
yIy4IIeHHs 0€30MaCHOCTH MPOMBIIIICHHBIX KHOEPPU3NUECKUX CUCTEM, MUHUMU3UPYS
PUCKHM HECAHKIIMOHMPOBAHHOI'O JOCTYIIA ¥ IIOTEPHU JaHHBIX.

OTMeTHM, YTO KOHKPETHBI NPAaKTHUUECKUH pe3ysnbTaT 3aKiio4aeTcs B
pa3paboTKe METOAWKH, KOTOPYIO MHXKEHEPhl U pa3pabOTYMKH CMOTYT HCIIOJIB30BATh
it 3aniThl [loT-uHGPacTpyKTyphl OT Pa3IUYHBIX BUIOB aTaKyIOIIUX BO3ACHCTBUIA.
JlaHHas MeToAMKa OXBATHIBAET IIMPOKUM CIIEKTP 3aJad: OT aHAJIM3a MOTCHIUAIbHBIX
yIpo3 10 peaju3allid MEXaHU3MOB UX MpeAoTBpaiieHus. OHa MpuMEHUMMa Ha dTare
IPOEKTUPOBAHUS U TECTUPOBAHUS CUCTEM, a TAK)KE IPU HACTPOMKE U OLIEHKE paOOThI
3aILUTHBIX CPEICTB.

BaxxHpIM acmekToM SABIIETCS  UCIOJIB30BAHUE HATYPHO-UMHUTALMOHHOIO
MOJEIIMPOBAHUSA, KOTOPOE IIO3BOJISIET MOJEIUPOBATh ATAKU M MCCIEIO0BAaTh X
BO3JICHCTBUE HA CUCTEMY. TaKOM ITOAXO/ MOBBIIIAET TOYHOCTh U HAJIEKHOCTh METOIUK
3allUThl, TOCKOJBKY OH YUUTBIBAET Pa3HOOOpPAa3HbIE CLIECHAPUU aTaK.

[TpumeneHne mpeIoKeHHOW B paboTe METOIUKH MPOU3BOIUTCS HA MPUMEpPE
[HoT-cuctembl B 00NacCTH yHpaBICHUS MHIWICHTAMHU TPAHCIIOPTHOW MH(PACTPYKTY-
pBl, IJI€ YCTPOMCTBAMU I'DAHUYHBIX BBIYMCIICHUM SBIISIFOTCS aBTOHOMHBIE IPOTPaMM-
HO-aImapaTHble MOAETH AUCTAHIIMOHHO YIIPABISEMBIX KOJIECHBIX pOOOTOTEXHHUUECKUX
YCTPOMCTB HA OCHOBE MOTyJIeH maTGopMbl Arduino # COBMECTUMBIX C HEH AIIEKTPOHHBIX
KOMITOHEHTOB. K OTIMYUTENHHBIM OCOOCHHOCTSM METOIWKH, OTJIMYAIOUIeH ee OT
QIbTEPHATUBHBIX HApaOOTOK W pEIIeHHH B NPEAMETHOW OO0JACTH KOMIUIEKCHBIH
y4eT T'PAaHUYHBIX BBIYHUCICHUN HAa IPOTSIKEHUM METOJMKU U €€ OCHOBHBIX CTaJUU.
OTO BBIpaXkaeTcs, B TOM 4YHCIE, B CBOHCTBaX MOOWJIBHOCTH YCTPOMCTB I'DaHUYHBIX

@ @ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
. International License 284



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

BBIYKCJICHUI, BO3MOKHOCTH WX TMPOCTPAHCTBEHHOTO TEPEMEIICHHS, H3MEHYNBOCTH
CIIOCOO0B KOMMYHUKAIIMU M CTATUCTHYECKOTO PaCIpeCICHUsI XapakTepa MpoIecCoB
ceteBoro B3aumojeicTeus (Ray, 2020; Goel, 2020). B cBoro odepenb, 3To o0ycias-
JIMBAET HAJIMYME HA TAKUX YCTPOMCTBAX Y3KOCHECIUAIN3UPOBAHHBIX YS3BUMOCTEH, CBSI-
3aHHBIX C HEJOCTAaTOYHOW 3aIIUIIECHHOCTBIO edge-yCTpOWCTBa, U TOIBEPKEHHOCTHIO
aKTyaJbHBIM BHJaM aTak Ha Hero. TakuM o0pa3oM, CTaThs MpeyiaraeT He TOJIBKO TEO-
PETUYECKYI0 OCHOBY, HO U MPOBEPEHHYIO HA MPAKTHKE METOIOIOTHIO, TOTOBYIO K BHE-
JPEHHUIO B pealibHbIX MpoekTax. Hiske mpuBeneH nceBIoKo/, HLTIOCTPUPYIOLIHNA 0000-
IICHHBINA aJTOPUTM, JIEKAIIUH B OCHOBE MPEATIOKEHHOW METOAUKH OOHAPY)KEHUsSI aTak
C MCIOJIb30BAHUEM TPAHUYHBIX BBIUUCICHUHN. [laHHBIN KOJ cenuUIMPYET CTPYKTY-
PY METOIUKH U IMOCIESI0BATEIBHOCTD 1IaroB, KOTOPbIe HEOOXOMUMBI ISl BBITIOTHEHUS
METOIMKHU C yueToM crnenudukn koHkpeTHoi IloT-cucremMsl, ee ycTpOHCTB U HCIIOIb-
3yeMOro MHCTPYMEHTapHsi. AJITOPUTM 3alMCaH B MPOLEAYPHOM BHIE UMIICPATUBHOTO
CTWJISL TIPOTPAMMHUPOBAHUS, CUMBOJ # O3HAYaIOT TEKCT KOMMEHTApHs, TOSCHSIOIIETO
KOHKPETHYIO KOMaH/y U JUIs yI0OCTBa BBIACICHHBIN KYPCHUBOM.
def simulate attacks(): # Ilar 1: AnanuTuyeckoe M HATYpHO-MMUTAI[IOHHOE
MOJICIIMPOBAHUE aTaK
simulated attacks = generate attack scenarios() # ['enepanus TUIIOB aTak
(DDoS, Man-in-the-Middle u mp.)
simulation_results = run_simulation(simulated attacks) # MonenupoBanue
aTak Ha TECTUPYEMOU CUCTEME
return simulation_results
def prepare_datasets(): # [llar 2: I'enepanus u pa3meTka HaOOPOB JAHHBIX
raw_data = collect_sensor data() # COop JaHHBIX C JATYUKOB M CUCTEM MO-
HUTOPUHTA
labeled data = label data(raw_data) # Pa3smeTrka maHHBIX: HOpMaJIBHBIC TaH-
HbIC M aHOMaJIbHBIC (JJAHHBIC M OMUCHIBAIOIINE aTaAKH )
return labeled data
def build_classifier(data): # lllar 3: ITocTpoenue knaccudukaropa s oOHapy-
JKEHUsI aTaKk
model type = select model algorithm() # Beibop moaxopsiiiero anropurma
MAIIMHHOTO 00yYeHHS
trained model = train_model(model type, data) # OOydenue momenu Ha
pa3MeUCHHBIX JAHHBIX
return trained model
def visualize data(data): # [llar 4: BusyasibHbI aHaTU3 JaHHBIX
plots = create plots and diagrams(data) # Co3nanue rpadukoB u AuarpamMm
ISl HADJISIZTHOTO TIPENICTABIICHUS TAHHBIX
analysis_results = analyze visualizations(plots) # AHanu3 BU3yalbHBIX JaH-
HBIX TS BBISIBIICHUS] aHOMAJTHIA
return analysis_results
def evaluate classifier(model, test data): # [llar 5: HacTtpoiika u omeHKa Kaue-
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CTBa paboTHI KJIaccu(puKaTopa

accuracy = calculate accuracy(model, test data) # Onierka TO4HOCTH KIIacCH-
(rKaTopa Ha TECTOBBIX TAHHBIX

thresholds = set_thresholds(accuracy) # OnpeneneHre MOPOroBbIX 3HAYCHHIA
JUTSI KJTacCU(DUKAIIUY aTaK

return thresholds

def integrate and_test(system, classifier): # [llar 6: MHTerpamms u TecTUpoBa-

HUE B IIPOMBILLUICHHOU Cpenie

integrated_system = deploy_classifier(classifier, system) # MuTerparus xiac-
cudukaropa B CyIIECTBYIOIIYIO CHCTEMY

test_results = perform_real world tests(integrated system) # TectupoBaHue
WHTETPUPOBAHHOMN CUCTEMBI B PEAIbHBIX YCIOBHUSIX

return test results

def main(): # OcHoBHas (h)yHKIMS BBITOTHEHUS METOIUKA

attack simulations = simulate attacks()

datasets = prepare datasets(attack simulations)

classifier = build_classifier(datasets)

visual analysis = visualize data(datasets)

evaluation_results = evaluate classifier(classifier, datasets)

integration_results = integrate_and _test(existing_system, classifier)

print(«Metoauka BeImonHeHa. Pe3ynbrarsl:», integration results)

[MpepnaraemMoe B paMKax METOIAMKH HATYPHO-MMHUTALMOHHOE MOJCIMPOBAHHE
MOXET MPOBOJMTHCS B PaMKax 3a/JlaHHBIX HAYaIbHBIX IaPaMETPOB YCTPOWCTB U/
WK TPOIIECCOB C TPUMECHEHHEM CHUCTEMbl TPABWI, YYHUTHIBAIOIIUX BO3MOKHBIC
COCTOSIHHSI CHUCTEMbI M TIEPEXObl MEXKIy HHUMH. Tarke MPOBOAMUTCS 3aIyCK TaKOM
UMHTAIIMOHHOW MOJICIM Ha HEKOTOPOM MHOXKECTBE BXOJHBIX IAaHHBIX, 3aBHCAIINX
0T (paKTUYECKOTO BBHIMOJIHEHHUS UCTOIB3YEeMOW HAaTYpHOM cocTaBisiomeil moaenu. B
YaCTHOCTH, UMUTAIIMOHHASI KOMIIOHEHTA TAKOTO MOJICTTMPOBAHKE MTO3BOJISIET YIIPOCTUTh
dbopMupoBaHUEe pacrpeaeieHHOW (QYHKIMOHAIBHOCTH cOopa W OOMEHa JaHHBIMHU
MEKJIy YCTPOWCTBAMU TPAHHYHBIX BBIYUCICHUN ¢ MUHMMHU3AIMEH OpraHU3alMOHHO-
TEXHUYECKUX YCUIMN 10 HACTPOHKe U 00paboTKe (HyHKIMNA TPAaHUYHBIX BBHIYMCICHUI.
Takum 00pazoMm, B LIEJIOM HATYPHO-UMHUTAIIMOHHBIC TIPE/ICTABICHUS TO3BOJISIIOT OoJiee
TOYHO U C OTPAHUYCHHBIMU 00bEMaMHU PECYPCOB MOJICITHPOBAThH (DYHKIIMOHA IIETICBOM
[loT-cucrempl, HanboIEE CYNIECTBEHHbIE MOBEACHYECKHE OCOOCHHOCTH YCTPOMCTB H
I10JIb30BATEJIEH CUCTEMBI.

[TosTOMYy MOIEIMPOBaHUE OCYIIECTBISACTCS C MEHBIIMMHU PECYpPCHBIMH U
BPEMEHHBIMHU 3aTpaTaMH, KaK B YCJIOBHSX HOpPMaibHOTO (yHKIHMOHHpoBaHus IloT-
CHCTEMBI, TaK U B yCJIOBUSIX (PYHKIIMOHUPOBAHUS MPU HAXOKICHUU CUCTEMBI TIOJI OJI-
HOM WJIM OTHOBPEMEHHO HECKOJIbKMMHU aTakaMu. [Ipu 3ToM 1o pesysibraraM aHaJIUTH-
YEeCKOT0 MOJICITMPOBAHHUS MIPEIIOIAracTCsl PAHKXHUPOBATh YCTAHOBJICHHBIC BUJIBI aTaK I10
CTETNCHN X KPUTUYHOCTH JUISI JAHHOTO BU/Ia CHCTEM M BBIOpaTh HanOoJIee aKTyallbHbIC
BU/Ibl HECAHKLIMOHUPOBAHHBIX BO3ACHCTBUI A MX Mocienyroniero aHaiusza. Otme-
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THM, B YaCTHOCTH, YTO KOMOWHUPOBAHHBIN XapaKTep MOAEIH BBIpAXKAeTCs B paciIupe-
HUU HaTypHOH MOJENIM 3a CUET NPHUMEHEHUS MMUTALMOHHOTO MOJEIMPOBAaHUS YaCTH
HAMpsIMYIO CIOKHO MOJEIINPYEMbIX/KOHQUTYPUPYEMBIX CTaJNI OMpEIeICHHON aTakKy.

B oOmem ciydae nans NpoOBENEHHMS TaKOTO aHalIM3a JAaHHBIX B paMKax
MPE/UIOKEHHOW METOJMKH, B 3aBUCHMOCTH OT CTPYKTYphl M OCOOEHHOCTEH
aQHAIN3UPYEMBIX JAHHBIX MOXET MOTPeOOBATHCA NPUMEHEHUE JONOJHUTEIbHBIX
MPEIBapSIONIMX METOAO0B TPEABAPUTEIBHON OOpaOOTKM JaHHBIX, BKIIOYAIOIINX
CTaHJApTHU3AIMIO JAHHBIX, HOPMAIH3ALNI0, PUIBTPAIMIO H YCTPaHEHHE MPOITYIIIEHHBIX
u/uni OomMOOYHBIX 3HAYEHWH OTAENBHBIX Mojieil. OTMEeTHM, 4YTO TOTPEOHOCTH B
o 00HON (PMIBTPALIMK MOXKET BO3HUKATH, B TOM YHCJE, MO0 MPUYMHAM BO3MOXKHOTO
CIIOHTAHHOTO JMHAMUYECKOTO XapakTepa (yHKIMOHUPOBAHUS YCTPOUCTB TPAHUYHBIX
BBIYHCIIEHUH, JOCTYITHOCTh KOTOPBIX MOXKET HApPYyIIAThCS HA ONPEAEICHHBIC EPUOIBI
BPEMEHH B paMKax mraTtHoi paboTsl [loT-cucremsr.

OTMeTHM TakKe, YTO B pe3ysbTaTeé NPUMEHEHUS TI'PAHUYHBIX BBIYHMCICHHH,
HECMOTPS Ha BO3MOYKHOCTb CHMKEHHSI 00bEMOB, IIEPECHUIAEMBIX T10 CETH JIaHHBIX, TEM
HE MEHee, OBEPXHOCTh ataku IloT-cuctemsl ¢ peanusanueil rpaHUYHBIX BBIYUCICHUN
MOXET B LIEJIOM YBEIHYUTHCS MO CPAaBHEHHIO C CUCTEMaMH, 0a3UPYIONIMMHCS Ha KOH-
Henuy 00IauHBIX BEIYUCICHHUNA. B 4acTHOCTH, KOHIIEHTpAIHs TaHHBIX Ha yIaJIeHHO 00-
pabarpiBaromux edge-y3ax MOXKET CII0COOCTBOBATh MOBHIIIEHUIO PUCKOB YTEUKH TAKUX
nannbix (Qiang, 2021). B yacTHOCTH, TaKue YTEUKHA MOTYT IIPOUCXOUTDH HE TOJIBKO HA
(haze HEMOCPEACTBEHHON X 00pabOTKH, HO TAKKE U B ajbHEHIIel paboTe pu uX Io-
CJICIYIOIIEM XpaHCHHH /ISl oOecTieueHus 1enen kammpoBanus JaHHbIX (Ghosh, 2021).

Kpome Toro, orMeTum, 4To MCHOJI30BAHUE UMUTALMOHHON COCTAaBIISIIOLLECH B
MIPOLIECCE MOJEINPOBAHUS MTO3BOJIET OCYIIECTBUTH T€HEPALIMIO JTaHHBIX U CIIEAYyIOLIee
3a 3TUM MHTEJUIEKTYaJIbHOE OOHAPYKEHUE aTak C M30JIMPOBAHHBIX edge-y3JIoB IeHTpa-
JM30BaHO, 0€3 BOB, JICUEHUS] TAKUX BBIUMCIUTEIBHBIX KOHLEHIIHNH, KaK (ereparuBHOe
Bbruuciienue u apyrue (Singh, 2023; Fenanir et al., 2023; Yang, 2023).

BbiBOABI.

B pamMkax mipoBeAEHHOTO HCCIIEIOBaHMUS pa3padoTaHa KOMIUICKCHAs
METO/IMKA MTOCTPOCHHUSI CPEJICTB OOHAPYKEHHS aTak B KHOEp(PU3NIECKUX cucTeMax
MIPOMBINIJICHHOTO MHTEPHETa BelIeH, (PYHKIMOHUPYIOIINX HA OCHOBE KOHICIILIUH
IPAaHUYHBIX BbIUUCICHUN. [IpemIoKeHHBIM MOAXOA HAIpaBJI€H Ha CUCTEMHOE
MOBBIIIIEHNE YPOBHS HH(popMaoHHoM 6e3onacHocTu lloT-uadpactpykTyp 3a cuér
WHTErpalid aHaJIUTUYECKOI0 MOJEIMPOBAHUS YIpo3, HATYpPHO-UMHUTALMOHHOIO
BOCTIPOM3BEJCHHUS CIIEHAPUEB aTakK, METOJOB MAIIMHHOTO OOYUYEHHS U SKCIIEPTHOM
WHTEpIIpETalliy  pe3yJabTaToB. B  ommume oT ¢parMeHTapHBIX pEIICHUH,
OPUEHTUPOBAHHBIX HCKIIOYUTEIBHO HA IPHUMEHEHUE OTAEJbHBIX aJrOpUTMOB
oOHapy>XeHUs UM aHAJIN3 OTPAaHMYESHHOTO Habopa aTak, MpeICTaBIeHHAs METOANKA
(hopMupyeT 1ETOCTHYIO TEXHOJIOTUYECKYIO IIEMOYKY OCTPOCHUS U BepU(pUKAITUN
MEXaHU3MOB 3alUThI.

OmHuM W3 KIIIOYEBBIX pE3YJIbTaTOB padOTHl SIBIsIETCST OOOCHOBAaHHE
HEOOXOMMOCTH Y4ETa apXUTEKTYpPHOU CIeNU(PUKH TPAHUYHBIX BBIYMCICHUN MpH
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pa3paboTke cpeacTB OOHApYyKEHHs arak. B ycCIOBHSX mepeHoca 3HAYUTEIHHOMN
YacTH BBIYUCIHUTENBHON HArpy3ku Ha TmepudepuitHbie yCTpOWCTBa BO3pacTaeT
POJIb JIOKAJIbHOTO aHaJIN3a JAaHHBIX U ONEPAaTUBHOIO PEarupoBaHus Ha UHLIUIEHTHI.
BmMecTte ¢ Tem pacuinpsieTcs NOBEpXHOCTh aTak| 3a CUET pacipeAeIEHHOCTH y3JI0B
M ONPaHUYEHHOCTH MX BBIUUCIMUTEIBHBIX pecypcoB. lIpemnoxeHHas meronuka
YYUTBHIBACT JaHHBIE OCOOCHHOCTH M OPUEHTHPOBAHA HA MOCTPOCHUE aJIalITUBHBIX
MEXaHU3MOB OOHapyXeHHUs, CIOCOOHBIX (YHKIMOHUPOBATH B  YCIOBHSX
JUHAMHUYECKHU U3MEHSIOIIEICS CETEBOU CPEIbl.

Cyl11eCTBEHHOE 3HaU€HUE UMEET BKIIFOUEHNE B CTPYKTYPY METOAUKH CTaIUuU
QHAIUTUYECKOTrO MOJEIMPOBAHUS JAEHCTBUN NMOTEHLUMAJIBHOIO HApyIIUTENsd. DTO
MO3BOJISIET (POPMATH30BATh BOZMO)KHBIE CLICHAPHUH aTaK C y4ETOM HX MHOTOIIIarOBOTO
1 KOMOMHHPOBAHHOTO XapakTepa, ONPEACIUTh KPUTUUECKUE TOYKU BO3JICUCTBUS
u chopmMupoBaTh TpeOOBaHMS K OyIylIMM CpeAcTBaM OOHapy>KeHHs. Takoi
1oAXo/ 00eCneYnBAET MPOAKTUBHBIM XapakTep 3alluThbl, IIPU KOTOPOM CPEACTBA
0oOHapyXeHUs pa3padaThIBAIOTCS HE TOJIBKO HA OCHOBE YK€ N3BECTHBIX HHIIU/ICHTOB,
HO U € YYETOM ITOTEHIIMAJIbHBIX SBOJIOLMOHHBIX U3MEHEHUH YyIpo3.

HarypHo-uMuTalMOHHOE MOJEIMPOBAHUE, SBISIONIEECS LEHTPaIbHbIM
JIEMEHTOM  METOJMKH, MO3BOJSET BOCHPOU3BOJAUTH pEajbHBIE  YCIIOBUS
¢dbyukiuonuposanus IloT-cucTeM U MoOAeTUpPOBaTh MOBEACHHUE KAaK JICTUTHMHBIX
II0JIb30BaTeNeH, TaK U HapyluTenen. POpMUPOBAHNE IKCIIEPUMEHTAIBHOU CPEbl
C UCIIOJIB30BAaHMEM IIPOTPAMMHO-ANNAPAaTHBIX MOJYJIEH, BKJIIOYas YCTpOMCTBA
Ha Oasze miardpopmbl Arduino, obecmedynBaeT NPAKTUUECKYIO MPUMEHHUMOCTH
METOIMKH U PUOIMKAET HIKCIIEPUMEHTAIbHBIE PE3yIbTaThl K PEaJIbHBIM yCIOBHUSIM
SKCIUTyaTtaruu. VMHUTalMOHHAs COCTaBJISIONIAasi ITO3BOJSIET MacIITabMpoOBaTh
MOJIETMPOBAaHKE 0€3 3HAYUTEIILHOTO YBEJIMUCHHUS 3aTPaT, YTO 0COOCHHO BaKHO MPHU
aHaJIM3e pacupeieIEHHBIX CUCTEM C OOJIBIIIUM YHCIIOM YCTPOUCTB.

BaxabpiM BKI1a710M paboTHI ABIsieTCsE POPMUPOBAHHUE MPOLEAY Pl TeHEepallun
M pa3METKH HAOOpPOB JAaHHBIX IsI OOy4YEHUS W TECTUPOBAHUS IMPOTPAMMHBIX
KiraccuukaropoB. B ycinoBusix HemocTaTka myOonaHbIX gataceToB st [loT-cpempr
JAHHBIA 3Talm UMeEeT NPHUHIMIUAIBbHOE 3HadeHue. Pa3paboraHHas mporexypa
obecnieurBaeT (HOpMHUPOBAHUE COAITAHCUPOBAHHBIX BBHIOOPOK, OTPAKAIOUIMX Kak
HOPMAaJIbHOE COCTOSIHUE CUCTEMBI, TaK U Pa3JIMYHbIE TUIIBI ATAKYOIINX BO3ACHCTBUMN.
DTO cOo31aéT OCHOBY JJIsl IOCTPOSHHUS YCTOHYHUBBIX MOJICJICH MAIIIMTHHOTO O0yYeHUS,
CITOCOOHBIX BBISIBIISITH AaHOMAJIMU B PACIpeACIEHHBIX Cpeaax.

[IpumeHeHue MeETONOB MAIIMHHOIO OOy4YeHHs, BKJIIOYas aJrOpUTMBI
aHCaMOJMPOBaHUsA, TO3BOJSET TOBBICUTH TOYHOCTh OOHApPY>KEHUsI aTak U
obecneunTh MYJIBTUKIACCOBYIO Kiaccupukanuio yrpo3. KomOuHmpoBanue
pa3IUYHbIX Mozenen CITIOCOOCTBYET CHHM)KEHUIO BEPOSATHOCTHU
JIO’)KHOTIOJIOKHUTEIBHBIX U JIOKHOOTPULIATEIBHBIX CpadaThIBaHUM, YTO KPUTHYECKH
Ba)KHO IS TIPOMBIIIJICHHBIX CUCTEM, I7I€ OIIMOKN OOHAPYKEHHSI MOTYT MPUBECTH
K CYIIECTBEHHBIM SKOHOMHUUYECKUM U TEXHOJIOTUYECKUM MocaeAcTBUsAM. [Ipu aTom
Y4ET OrpaHUYEHUN BBIYUCINUTENIBHBIX PECYPCOB I'PAHUYHBIX YCTPONWCTB MO3BOJISET
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aZJanTUPOBaTh MOJCIHM K pPEaJbHBIM YCJIOBHUSIM JKCIUTyaTalliu 0e3 Ype3MEepHOro
pocTta sHepronoTpedIeHus U 3a1epKeK 00padboTKH.

[IpoBenénnas ampoOanusi METOAMKHA Ha TPUMEpPE CHCTEMBbI yHpaBICHUS
WHIHUJICHTAMUA  TPAHCIOPTHOW UWH(QpAaCTpyKTypsl TIPOAEMOHCTpUpoOBajia e
MIPUMEHUMOCTh U MacmTabupyemMocTb. [lomydeHHble pe3ynbTaThl OATBEPKIAIOT,
YTO WHTErpaIusi MHTEJUICKTYaJIbHBIX MEXaHU3MOB OOHApY>KEHHs aTaK Ha YpOBHE
TPAaHUYHBIX YCTPOWCTB CHOCOOCTBYET MOBBIIMICHUIO YCTOWYMBOCTH CHUCTEMBI K
pacrpenenéHHbIM CETEBBIM U NTPUKJIAIHBIM BO3ICUCTBUSM. MeTOIUKa MOYKET OBIThH
HCIIOJIb30BAaHA KAaK Ha JTarle NpOeKTUpoBaHus U TectupoBanus IloT-cucrem, Tak u
MIPU MOJACPHHU3ALNH YK€ (PYHKIIMOHUPYIOMINX HHPPACTPYKTYP, YTO COOTBETCTBYET
npuHIUIIaM 0e30macHoi pa3paboTku W IKciuryatanuu (Security-by-Design u
Security-by-Default).

JIOmOTHUTENIBHO ~ CIIEyeT OTMETUTh TIEePCIEeKTUBHOCTh JajJbHEHUIIETOo
pa3BUTHS METOAMKHA B HAIPABICHUHM HWHTETpaluu (elepaTUBHBIX IOIAXO/IOB K
00y4eHHI0 MO/ICIICH, TOBBIIICHUS MHTEPIIPETUPYEMOCTH PEIICHU I KI1acCU(DHKATOPOB
YU pacIIMpeHus IKCIIEPUMEHTAIbHON 0a3bl 3a CUET HCIOIB30BAHHS pPEaTbHBIX
MPOMBINIJICHHBIX JaHHBIX. [lepCIeKTUBHBIM TPENCTABISIETCS HCCIIEIOBAHNE
BOIIPOCOB YCTOMYMBOCTH MOJENIEH K arakaM Ha CaMH aJITOPUTMbl MAIIMHHOTO
oOydenwusi, Bkitodas adversarial-Bo3neiicTBus, a Takke pa3pabOTKa MEXaHH3MOB
JTUHAMHYECKOM MepeHacTPONKU KIIACCU(UKATOPOB B MPOIECCE IKCIUTYaTaALIUH.

Takum 06pazom, pazpaboTanHasi METOAUKA GOPMHUPYET YHUDHUITUPOBAHHYIO,
aJanTUBHYIO M MPAKTUYECKH OPHUEHTHPOBAHHYIO OCHOBY JUISI TIOCTPOCHUS
CpencTB OOHapyKeHHUsI araKk B KHOEpP(PU3UYECKUX CHUCTEMax MPOMBIIIJICHHOTO
WHTEpHETA BEIIEW C MCIIOJb30BAaHMEM TI'PAaHUYHBIX BbIUMCICHUNU. EE€ BHenpeHue
CITIOCOOCTBYET TMOBBIIICHHIO HAAEKHOCTH M YCTOMYMBOCTU pacIpeieaEHHBIX
MIPOMBINIJICHHBIX HHPPACTPYKTYP, CHIDKCHUIO PUCKOB KOMIIPOMETAIIMH TPaHUIHBIX
y37I0B U 00€CHEUYeHUI0 Oe30MacHOr0 (PyHKIMOHUPOBAHUS KPUTHYECKH BaXKHBIX
TEXHOJIOTMYECKHX IMPOIECCOB B YCIOBUIX YCIOKHSIOMIECHCS KNOEPYTPO3HON CPEeIbI.
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Abstract. With the digitalization of vehicles and the growth of the number
of electronic control units, ensuring the cybersecurity of automotive networks is
becoming one of the priority tasks. Modern vehicles are complex cyberphysical
systems in which data exchange between electronic components is carried out via
the CAN (Controller Area Network) bus. Despite the widespread adoption and
reliability of this protocol, the CAN architecture did not initially provide mechanisms
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for protection against cyber attacks, which makes transport networks vulnerable to
various types of intervention, including attacks such as DoS, Fuzzy, RPM Spoofing
and Gear Spoofing. This paper discusses the task of automatically detecting and
classifying cyberattacks in automotive networks based on machine learning
methods. The open car hacking dataset was used as the initial data, containing real
logs of CAN messages both under normal conditions and when simulating attacks.
Preliminary data processing was performed, including cleaning, normalization and
balancing of classes, as well as analysis of feature correlation. To solve the multiclass
classification problem, two machine learning algorithms were implemented and
compared: XGBoost and logistic regression. The quality of the models was assessed
using error matrices and accuracy analysis by class. The results of the experiments
showed that the XGBoost model demonstrates higher accuracy and robustness in
classifying attacks compared to logistic regression, especially for most attacking
classes. Additional analysis of the importance of the features made it possible to
identify the most informative parameters of CAN messages, reflecting the nature
of the injected attacks. The results confirm the effectiveness of the application of
machine learning methods to improve the level of security of transport networks
and can be used in the development of intelligent intrusion detection systems in car
CAN networks.

Keywords: cybersecurity, transport networks, CAN-bus, cyberattacks,
machine learning, XGBoost, logistic regression, anomaly detection, attack
classification, automotive networks
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Annoramus. Kemik KypangapelH mudpIasablpy KoHE OacKapyablH
ANEKTPOHABIK OJIOKTapbl CaHBIHBIH OCYl JKarJalblHIa aBTOMOOWIb >KEJiJIEepiHiH
KHOepKayilnci3Airid KaMTamachl3 eTy 0acbIM MiHAETTep1iH OipiHe aliHamyaa. Kasipri
3aMaHfbl KOJIK Kypajlapbl 3JIEKTPOHJBIK KOMIIOHEHTTEp apachlHAa JIEepeKTep
ammacy CAN (Controller Area Network) mmmrHace!r 60MBIHIIIA JKY3€Tre aChIPhIIATHIH
Kyplen Kubeppu3uKanblK Kyienep Ooibin Tadbbutambl. OChl XaTTaMaHBIH KEH
TapajgyblHa >KOHE ceHiMuuIirine kapamacran, CAN apXuTeKTypacsl OacTankbiiza
KHOepImadybpUIIap/Iad KOpFay TETIKTepIH KO3JeMereH, Oyl KoK KeliIepiH
DoS, Fuzzy, RPM Spoofing xxone Gear Spoofing cuskThl malysurmapasl Koca
aJFaHJa, apaliacyIbIH OPTYPIi TypJepiHe ocan eTei. byl )KyMbIcTa MalImHAIBIK
OKBITY 9JIiCTepi HETi3iHJe aBTOMOOWIb >KeJiJepiHae KHuOepKaKTapasl aBTOMATThI
TYp/I€ aHBIKTAy J>KOHE KIKTEy MIHJIETI KapacTeIpbuUiaabl. bacTanmkel nepexTep
peTiHae KalbINThI KaFaaiIapaa aa, madysurmapapl Mojenbaey kesinge ne CAN-
xabapiiamanap/IblH HaKThl XypHangapsiH KamMmTuThiH Car Hacking Dataset amibik
JKWHArbl maiganaHeuiabl. ChIHBIITApABl Ta3apTyAbl, KaJIbIIIKa KENTIPYdl >KOHE
TEeHrepiMIeyai, CoHAai-ak OeNrinepaiH KOpPEeJSIIUsACHIH TalJayAbl KaMTHTBIH
JIEPEKTepi aNAbIH alla OHJICY KYPri3uiai. MyIbTHKIACCAUTBIK JKIKTEY MIHISTIH
ey VIOiH MAalIMHAJIBIK OKBITYABIH €Ki aJrOpuTMi 1CKE achIPbUIIBI IKOHE
canbsIcThIpbuLIBl: XGBoost joHe JIOruCTUKANBIK perpeccus. Moaenbaep carachiH
Oararnay Kareliep MaTpHIaJapblH JKOHE CHIHBINITAp OOWBIHINA AOIAIKTI Talaayabl
naiaJaHa OTBIPHII KYPri3iiaal. DKCIEPUMEHTTEP/IIH HOTHKEIIepl KOPCETKEHIEH,
XGBoost Mozeni TOTUCTUKAIIBIK PETPECCHsIMEH CaIbICTBIPFaH/Ia, 9Cipece KONTereH
madypUIAaymibl KJIacTap YIIiH MalybUIgapabl KIKTEY Ke3iHIe MKOFapbl JOJIIK
MeH TYPaKTBUIBIKTHI KepceTeai. benrinepaiH MaHbI3ABUIBIFBIH KOCBIMIIA Tajlaay
WHKEKTUPJICHETIH MmalybpUIIapAsiH cunatbiH kepceteTin CAN-xabapiamanapabsiH
HEFYPJIBIM aKIapaTTHIK IMapaMeTpiepiH aHBIKTayFa MYMKIHIIK Oep/i. AJIbIHFaH
HOTIDKETIEp KOJIiK JKEeTUIepiHiH KayilncCi3miK JeHreiiH apTThIpy YIIIH MalIuHAJIBIK
OKBITY JJIICTEPiH KOJJIAaHy THIMIUTITIH pactaiasl koHe CAN-xemiepinae 0achlr
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KipyZli aHBIKTAyJbIH 3UATKEPIIK >KYyHelepiH o3ipiey Ke3iHAe mNailgalaHbuTysl
MYMKIH.

Tyiiin ce3mep: kubepkayincizaik, keimik xeminepi, CAN-mmnHa, KuOGEp
malysligap, MalIUMHAIBIK — OKbITY, XGBoost, JOrucTukanblk perpeccus,
ayBITKYJIApJIbl aHBIKTAY, MIA0YBLIIAPIBI )KIKTEY, aBTOMOOWIIb JKeJIiepi
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YHCJa AIEKTPOHHBIX OJOKOB YIpaBIICHHS oOecredeHue KuOepOe30macHOCTH aB-
TOMOOMJIBHBIX CETeH CTAaHOBUTCSI OJHON M3 MPHOPUTETHHIX 3a1ad. COBpeMEeHHBIE
TPAHCIIOPTHBIE CPEACTBA MIPEICTABISIIOT COOON CI0XKHBIE KHOEpPU3NIECKUE CUCTE-
MBI, B KOTOPBIX OOMEH JaHHBIMHU MEX]y JIEKTPOHHBIMH KOMIIOHEHTAMH OCYIIECT-
BisieTcs 1o mmHe CAN (Controller Area Network). HecMoTpst Ha mupokoe pacipo-
CTpaHEHHE M HAJIEKHOCTh JAHHOTO MPOTOKoIa, apxutekrypa CAN U3Ha4aIbHO HE
npeaycMaTprBaia MEXaHU3MOB 3aIIUTHI OT KHOEpaTak, YTo JesIaeT TPaAaHCIIOPTHBIE
CETH YSI3BUMBIMU K Pa3JIMYHBIM BHJAaM BMEIIATEIIbCTBA, BKIItOYast aTaku TUna DoS,
Fuzzy, RPM Spoofing u Gear Spoofing. B nannoii paborte paccmaTpuBaercs 3a1a4a
ABTOMATHYECKOTO OOHApPYXEHHUS M KJacCU(PHUKAINU KuOepaTak B aBTOMOOMIBHBIX
CeTSAX Ha OCHOBE METOJOB MAIIMHHOTO OOy4YeHus. B KauecTBe UCXOIHBIX JaHHBIX
UCIIOIb30BaNICsl OTKpBITEIH Habop Car Hacking Dataset, conepkamiuii peajibHbIe
»)KypHaiibl CAN-cooO11eHI i Kak BHOPMaJIbHBIX YCJIOBUSX, TAK M TP MOJIEIMPOBaHUU
atak. [IpoBenena mpeaBapuTeabHas 00paOOTKa JAaHHBIX, BKIIOYAIONIAST OYUCTKY,
HOPMAaJIN3aLHIO 1 OAJIAHCHUPOBKY KJIACCOB, a TAK)KE aHAJIN3 KOPPEIISAIINH TPU3HAKOB.
Jns pemreHust 3aayMl MYJBTUKJIACCOBOM KiaccU(HUKanMu ObUIM peaTn30BaHbBI
M CpaBHEHHI JIBa aJITOpUTMa MamMHHOTO 00yueHus: XGBoost u norucruueckas
perpeccusi. OrieHKa KauyecTBa MOJENEeH MPOBOAMIACH C MCIIOIB30BAaHUEM MaTpPHI]
OmMOOK M aHaJM3a TOYHOCTH 1O KJjaccaM. Pe3ynpTaThl SKCIEPUMEHTOB IMOKa3aJIu,
yTo Mozaenb XGBoost teMoHcTpupyeT 6oJiee BEICOKYIO TOYHOCTh U YCTOWYHUBOCTD
IpU KJacCU(PUKAIIMU aTaK 110 CPABHEHHIO C JIOTUCTUYECKOU perpeccueid, 0cOOeHHO
It OOJBIIMHCTBA aTAKYIOIIUX KJIACcCOB. JlOTMOJHUTENBHBIA aHaIu3 BaKHOCTH
IIPU3HAKOB TIO3BOJIMJI BBISIBUTH HamOoisiee nHpopmaTtuBHbIe Tapamerpbl CAN-
COOOIIIEHNH, OTpaKAIOIIME XapaKTep WHXKEKTUPYEeMbIX aTak. IlodydeHHbIe
pe3yJIbTaThl MOATBEPKIAAIOT dP(HEKTUBHOCTh MPUMEHEHHS] METOJOB MAaIIMHHOTO
00y4YeHHUsI IS TOBBIIICHHS YPOBHsI 0€30MaCHOCTU TPAHCIIOPTHBIX CETeH U MOTYT
OBITh MCTOJIB30BAHbI MPHU Pa3padOTKE WHTEIJIEKTYaJbHBIX CHCTEM OOHApYKEHUS
BTOpKeHUI B aBTOMOOWIbHBIX CAN-ceTsX.
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Beenenue.

CoBpeMEHHbIE TPAHCIIOPTHBIE CPEJICTBA IMPEACTABISIOT COOOW CIIOKHBIE
KHOeppU3NYECKUE CHUCTEMbl C MHOXECTBOM JJIEKTPOHHBIX OJIOKOB YIpaBJICHUS
(ECU). ECU otBeuaroT 3a B3aUMOJCHCTBHE PA3JTHYHBIX IOACUCTEM aBTOMOOWII,
TaKWX KakK JIBUTATENb, TPAHCMHUCCHS, TOPMO3HAsI CHCTEMa, CHUCTeMa CTAOMIU3AINH |
MyJIbTUMEINIHBIE U BcrioMorateiabHbie yeiryru. llluaa kontpomneproi cetu (CAN)
ucnosbdyercss s 3¢pdekTuBHOro odMeHa HHpOpMaLMed MeXay ATHUMH YacTsIMHU.
bnaronapst cBoeil yHHBEpPCATbHOCTH, HAJACKHOCTH M HU3KOH CTOMMOCTH BHEAPEHHS
OHa Ha CETOAHSAIIHWHA JIEHb CTajla CTAaHIApPTOM B HMHAYCTpuu. Tem He MeHee, NpH
pa3zpabotke apxutekTypbl CAN OCHOBHOE BHHUMaHUE YICISUIM TMPOU3BOAUTEIBHOCTH
U YCTOWYHMBOCTH TEpeJadd NAaHHBIX B YCJIOBHUSAX OTPAHMYCHHBIX BBIYMCIUTEIHHBIX
pecypcoB,anpobiieMbl THHOPMAITHOHHOW 0€301TaCHOCTH OCTABATIMCh BTOPOCTEIICHHBIMHU.
CnenoBarenbHo, CAN-cetu o001a1al0T 3HAYUTEIbHBIMU YSI3BUMOCTSIMH, KOTOpbBIE
aKTUBHO HCIOJB3YIOTCS B COBPEMEHHBIX CIICHApPHAX KHOepaTak HECMOTpsi Ha TO,
9TO OHM IIMPOKO PACIPOCTPAaHEHBI W MPOBEPEHBI BpeMeHeM. C pOCTOM KOJIHYECTBA
AJIEKTPOHHBIX CHCTEM B TPAHCHOPTHBIX CPEICTBAaX W BO3MOKHOCTBIO YAaJICHHOTO
B3aUMOJICHCTBUS C aBTOMOOWJIEM TOCPEACTBOM OECHpPOBOIHBIX HHTEPPEICOB
nccienoBanusa OesomacHocTH CAN-ceTell CTAaHOBITCS BCe 00Jiee BaXKHBIMH. OTO
CBSI3aHO C YBEJIMUYEHUEM IIOBEPXHOCTH aTaK U PUCKOB JIJISl IOJIb30BaTEIIEH.

KubepaTakm Ha aBTOMOOWJIBHBIE CETH MOTYT CHJIBHO TOBIHUSTH Ha
(GyHKIMOHUpOBaHHE aBTOMOOWIEeH. ATaku Tuna oTkasza B oOciyxuBanuu (DoS) (Cil,
2021), koTopble OIOKUPYIOT Nepeiady JaHHBIX MEXAY 3JEKTPOHHBIMU OJI0KaMHU 32 CYET
MacCOBON UHBEKIMHU COOOLICHHM, SBISIOTCS OJHUMH U3 HauOoJiee paclpoCTpaHEHHbBIX
yrpo3. Jlpyrue Turibl yrpo3 BKJIIOYAOT aTaku TyMaHa, KOTOpbIE JeCTaOUIU3UPYIOT pa-
00Ty ceTH, niepeaaBas CllydyailHble HACHTU(UKATOPHI U JTAaHHBIC, U aTaKd Ha TOJAMEHY,
KOTOpBIE TTOAMEHSIOT BaXKHBIE TTapaMeTphl, Takue Kak 000poTsl asuraress (RPM) umm
nonoxenne nepenaun (Gear) (Xiao et all., 2019).

Takue aTaku MOTYT TPUBECTH K JIO)KHOMY OTOOpa)XCHHIO WH(pOpMAIHUU Ha
puOOPHON NaHeNM WM MOJIHOM MOoTepe YINpaBiIsIeMOCTH aBTOMOOWIIEM, I1O3TOMY
0COOCHHO BaXHO CBOEBPEMEHHO OOHapyXMBaThb U KiaccupuuupoBaTh ux. M3-3a
OTrpaHUYEHHBIX BBIYUCIUTENBHBIX pecypcoB ECU, TtpeboBaHuii K MHUHHUMaJIbHOU
3aJiepXKKe TIepellayd JaHHBIX W HEOOXOJUMOCTH MOIICPKUBATH COBMECTHMOCTD
C CYIIECTBYIOIIMMH MPOTOKOJAMH TPAJAUIMOHHBIE METOMABI 3allUThl, TaKHe Kak
KpUNTOTpaguuecKue MEXaHU3MBI HIIM CUCTEMBI KOHTPOJIS TOCTYTa, HeA(PPEKTHBHBI B
YCJIOBUSIX aBTOMOOMIIBLHBIX ceTeil. B pe3ynbrare nccnegoaTenu Bce 60bIIE 00paIiaroT
BHUMAaHHE Ha METO/IbI aHAJIN3a JAHHBIX ¥ MAIIMHHOTO 00YYEHUS, KOTOPBIE TIO3BOJISIOT
BBISIBIIAITh  3aKOHOMEPHOCTH B TIOBEJICHUH CETH M aBTOMAaTHYECKH OOHApYKUBAThH
aHOMAJINH, CBSI3aHHBIE C KHOEpaTakaMu.

AHoManuu, Kpunrorpaguyeckie METOAbl W MAIIUHHOE OOY4YeHHEe — 3TO
HEKOTOPBIE M3 METO/IOB 3aIUTHI OT aTaK HAa aBTOMOOWJIBHEIE ceTH. B 3TOl pabore MbI
paccmaTpuBaeM 3a7ady MYJIbTUKIIACCOBOW KIacCHU(PUKAIMU U HCIOIb3yeM MaIIMHHOE
oOyueHue 1 kinaccudukanuu atak. Ml oneHmin 3gpextuBHocTh Mojeneit XGBoost
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U JIOTHCTUYECKOH perpeccMy Ha OCHOBE PEaJIbHBIX JAaHHBIX M3 HAa0Opa AaHHBIX IS
XaKUHTa aBTOMOOHIIEH.

Lenr manHOW paboOTBl — pa3paboTKa W TECTHUPOBAHHE MOJIENICH MAIIMHHOTO
oO0yueHHs Uil aBTOMAaTHYECKOro OOHapy)KeHusi atak B aBToMoOmiIbHOU cetu CAN.
Mp1 cpaBHuM fABa anroputma — XGBoost 1 JTOrUCTHUECKYIO PETPECCUI0 — U OLIEHUM
UX CHOCOOHOCTH KJIacCH(UIIMPOBATH HOPMAIBLHOE M aTaKylollee MOBEICHHE B CETH
ABTOMOOMIIS.

O630p tumepamypul

B pabote (Chevalier et all., 2021) paccmarpuBaeTcs mpoOiema oOHAPYKEHHS
KnOepaTak B COBPEMEHHBIX TPAHCTIOPTHBIX CPEJICTBAX. ABTOPBI OTMEUAIOT, YTO PA3BUTHE
MHTEJUICKTYaJIbHBIX TPAHCTIOPTHBIX CUCTEM U ITUPOKOE UCTIOJIb30BaHIE OOPTOBBIX CETEH
nepeaaun JaHHbIX (B yacTHOCTH, CAN-IIIMHBI) MOBBIMIAET YSA3BUMOCTh aBTOMOOMIIEH K
kuOepaTakam. TpaauIInOHHBIE METOBI 3aIIUTHl, OCHOBAHHBIC HA CUTHATYPHOM aHAJIN3E,
HE BCET/1a CIIOCOOHBI BBISIBIIATH HOBBIE HJTM MOAU()UITUPOBAHHBIE THITHI aTAK, YTO TPEOyeT
BHE/IpeHHs Oosiee THOKMX M alalTMBHBIX MOJXOMO0B. B mccienoBanum npeararoTcs
JIBA METOJla OOHAPYKEHUs aHOMAaJIWil B aBTOMOOWIbHOU ceTH. [lepBBIii OCHOBaH Ha
UCTIONB30BaHUU XxapakTepusyronmx ¢pyakiuii (Characteristic Functions), mo3Bositonux
BBIJICJIATH CTATUCTUYECKUE U CTPYKTYPHBIE OCOOCHHOCTH ITOTOKA COOOIIICHHI U BHISIBIISITH
OTKJIOHEHUSI OT HOPMAaJbHOTO TIOBEICHHUS CHUCTEMBL. BTOpoil MeToj peann3oBaH ¢
NPUMEHEHHEM HMCKYCCTBEHHBIX HEUpOHHBIX ceTeil (ANN), oOydaeMmbIX Ha JIaHHBIX
HOPMAaJIbHOTO W aTakyromero tpaduka. J[omoIHUTETPHO MPUMEHSETCS BHU3YaJbHBIH
aHaJU3 JUI HHTEPIIPETAIIUH PE3yJIbTATOB M OLIEHKH XapaKTepa BhISIBICHHBIX aHOMAJTHIA.
Ocoboe BHUMaHHE YJENSAETCS CPaBHEHHWIO METOJOB IO IIOKA3aTeNsiIM TOYHOCTH
0OHapy>KEHUs ¥ BBIYUCIUTENBHON (P (HEKTUBHOCTH. DKCIIEPUMEHTAIBHBIE PE3YIIbTATHI
MOKa3bIBAIOT, YTO IMOJAXOJ Ha OCHOBE XapaKTEPH3YIOMUX (DYHKIHHA TEMOHCTPUPYET
COIIOCTAaBUMYIO C HEUPOHHBIMH CETSMU TOYHOCTD, TIPH ATOM 3HAUUTEIBHO IPEBOCXOTUT
UX 0 CKOPOCTH 00pabOTKM AAHHBIX M TPEOOBAHHSM K BBIYHCIUTEIBHBIM pecypcam.
Oto nenaer ero Oosiee MOIXOASIINM JJIsi BHEPEHHUS BO BCTPOCHHbBIE aBTOMOOMIIbHBIC
CHCTEMBI C OTPAaHUYCHHBIMHU aNMapaTHBIMU BO3MOKHOCTSIMHU. Pabora moaTBepkaaet
NEePCIEKTUBHOCTh MCIOJIB30BAHUS HHTEIICKTYAIBHBIX METOIOB aHAIN3a JAHHBIX IS
obecrieueHnss KHOEpOE30MaCHOCTH TPAHCIOPTHBIX CPEACTB M IpeIaraeT MpaKTUKO-
OPUEHTHUPOBAHHOE PEIICHHUE, IPUTOTHOE Il IPUMEHEHHS B PEalbHBIX aBTOMOOMIIBHBIX
UHPPACTPYKTYpax.

Bpab6ore (Sharmaetall.,2024) aBTopbI UCCIIETYIOT BO3MOKHOCTH HCTIOJIH30BAHHSI
METOZOB KOHTPOJMPYEMOTO0 MAIIMHHOTO OOydYeHUs MJs BBISABICHHUS KHOEpyrpo3 B
peasbHOM BpeMEHHU Ha OCHOBE AaHHBIX W3 aaracera CTU-13, comepxariero cereBoi
Tpaduk ¢ OoTHeT-arakamu. PaboTa HampaBieHa Ha MOBBIIIEHUE TOYHOCTH U CKOPOCTH
OOHapy>KeHHs] BPEIOHOCHOM aKTUBHOCTH B ceTsX. OCHOBHOE BHHUMaHHE YJEIICHO
CPaBHHUTEIHLHOMY aHAIM3Yy TaKUX anroputMoB, kak Random Forest, SVM u Gradient
Boosting. Onenka 3pQeKTUBHOCTH TPOBOAMUTCS 1O METPHKAM TOYHOCTH (accuracy),
noiHoTH (recall), F1-mepbr 1 Bpemenn oOpaOOTKH. ABTOPHI MPUXOAAT K BBIBOIY,
yro momenu Random Forest m Gradient Boosting AeMOHCTPHPYIOT HaWITyYIIHA
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0anaHc MEXAYy TOYHOCTBIO KIACCU(PHUKAIMHA M MPOU3BOIUTEIFHOCTBIO MIPH 00padoTKe
cereBoro Tpaduka. Kpome Toro, B craThe MoA4epKUBACTCS 3HAUUMOCTD UCIIOIB30BAHMUS
peanbHbix HabopoB gaHHbBIX (kak CTU-13) mis mocTpoeHus HAACKHBIX CHUCTEM
oOHapy>keHust yrpo3. PaboTa mpeacraBuser HHTEpeC A1 uCClieIoBaTeNei U MPaKTUKOB
B oOsacTi MHPOPMALMOHHONW 0€30IacHOCTH, MOCKOJIBKY MpeaiaraeT 000CHOBaHHbIE
MOJIXO/IbI K MPUMEHEHHUIO MAITMHHOTO OO0Y4eHUs JJIs 3a7jad KHOep3aluThl B YCIOBHUSIX
OTPaHUYEHHOTO BPEMEHHU M PECYPCOB.

B pabore (Jabia Nzi et all., 2022) mnpeacraBieHO CpaBHEHHE
QITOPUTMOB OOHAPYXEHHS CeTeBBIX artak Tuna DDoS-arak (oTka3 B 00OcCTy:KHBaHUH)
JUISL pa3JIMYHBIX CEPBUCOB XpaHEHUs1, 00pabOTKU U mepesadn JaHHbIX uepe3 MHTepHeT.
Ocoboe BHUMaHHE YAENseTcs MPUMEHEHUIO aJrOPUTMOB MAIIMHHOTO OOy4YeHHs, Ta-
KHMX KaK rayCCOBCKasi CMEIIaHHasi MOJIETb JUIsl MakcuMu3anuu oxujaanuii (GMM-EM),
nuneriHas perpeccus (LR), SVM (mammnHa onopHbIX BeKTOpoB) (¢ iuHeHbIM, RBF
(panuanbHas OasucHas (DYHKIMS) WM TOJIMHOMHUABHBIE Apa), aJrOPUTMBI JIepeBa
pemrenuii (Decision Tree), HauBHbI baiteca (Naive Bayes) u panmom Forest (Rand
om Forest) mis oOHapy)KeHHUs] TAKOTO THIIA aTakK. B KOHIIE CTaThU OLIEHUBAIOTCS TEpe-
YHCJICHHBIC BBIIIE aJITOPUTMBI MAITUHHOTO OOYYEHMS W TIIATEIHHO CPAaBHUBACTCS UX
MIPOU3BOINTENLHOCTE. Bee aKkcrepuMeHTanbHbIe pe3yabTaThl MOKa3bIBAIOT, YTO Oojiee
99,7 % nByx BunoB DOS-aTak ycnemHo oOHapyXUBAKOTCA. DTOT OJIX0J] HE CHUXKAET
MIPOU3BOIUTEIILHOCTh U MOXKET OBITh JIETKO paclpocTpaHeH Ha Oomnee mupokue DOS-
aTaKH.

Hccnenosanue (Barthwal et all.,, 2023) mocsimieHo pa3zpaboTke 0OBSICHUMON
rimyOokoi Monenu oOHapyskeHus: BropkeHuit (XAl-based Deep Learning IDS) mis
MHTEJJIEKTyalIbHbIX TPAHCIOPTHBIX ceTel, ocHoBaHHbIX Ha WHTepHere Bewmei (IoT).
ABTOpBI TOJYEPKUBAIOT PACTYIIYIO YS3BUMOCTh TAaKUX CHCTEM M3-3a UX CBS3HOCTH
U CIIOKHOCTH, YTO TpeOyeT WHTerpauuu KubepOe3omacHOCTH Ha YpOBHE ceTH. B
paboTte mpeIoKeH THOPUAHBIA MOIX0M, COYETAIONMNI METOIBI TITyOOKOT0 00yUeHHS
C MeXaHU3MaMH OOBSICHUMOCTH, YTO TO3BOJIIET HE TOJBKO BBISABISATH AHOMAIHUU C
BBICOKOM TOYHOCTBIO, HO M HMHTEPIPETHPOBATH PEIICHUS MOAETH. Mcrmomb3yroTcs
COBPEMEHHBIE apXUTEKTYpbl HEUpOHHBIX ceTeil, Bkmoyass CNN u LSTM, a Ttakxke
o0bsicHuTeNbHBIE MeTOIb1, Takue Kak LIME nu SHAP, nnst ananu3a BIUsTHAS PU3HAKOB.
DkcrnepuMeHTH Ha Habopax ganHbIX [0T mokas3asy moBbIIIEHNE TOYHOCTH OOHAPYKEHHUS
aTaKk M yJIydlIeHUE MPO3PAvHOCTH Mojenu. VceaenoBanue aenaer BKIaa B pa3BUTHE
HA/ICKHBIX, UHTEPIPETUPYEMBIX CHUCTEM O€30MacHOCTH Ui «YMHOTO0» TPaHCIOPTa
Oymy1iero.

B pabore (Wagh et all., 2024) paccmaTpuBaeTcs TPHUMEHEHHE AJTOPUTMOB
MAIIMHHOTO OO0Yy4YeHHs Al OOHapyKeHus KuOepaTrak M CeTeBBIX BTOPKCHUH B
COBPEMEHHBIX KOMMYHHKAIIMOHHBIX CHCTEMax. ABTOPbI OTMEUYAIOT, YTO C POCTOM
00bEeMa CETEeBBIX JAHHBIX M YBEIWYCHHUEM CIIOXKHOCTH aTaK TPAaTUIMOHHBIE METOJIbI
3alIUTHI CTAHOBATCS HEJOCTATOYHO A(PPEKTUBHBIMU. B mcclieqoBaHUM TpeaaraeTcs
MOJIeNIb, OCHOBAaHHAs Ha MAIIMHHOM OOYYCHHMH, WCIIOJB3YIOMas —aJTOPHUTMEI
knaccudukanmu, takue kak Random Forest, Support Vector Machine (SVM) u
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Decision Tree, ans uaeHTH()HUKAIIMN aHOMATHHOTO TMOBEACHHUS B CETEBOM TpaduKe.
Oco06oe BHIMaHUE yAEISIeTCS CPAaBHEHUIO A(PPEKTUBHOCTH PA3IUYHBIX aJITOPUTMOB IO
NOKa3aTessiM TOYHOCTH, TTOJIHOTHI M BpEMEHH 00y4eHus. Pe3ynbTaThl 9KCIIEpUMEHTOB
MOKa3bIBAIOT, YTO METOJbl Ha ocHOBe Random Forest neMOHCTpHpYIOT HamiTydIne
pe3ynbTaThl Ipu 0OHAPY>KEHUHN U3BECTHBIX M HEU3BECTHBIX aTak. PaboTa momgyepkuBaeT
3HAYUMOCTh MAIIMHHOTO OOYYEHHS B IMOBBIIICHUN 0€30MaCHOCTH ceTet U PopMUpyeT
OCHOBY JIJIs JAJIbHEHIIIETO BHEAPEHHSI MHTEIUIEKTYalIbHBIX CUCTEM 3aIUTHI B PEaIbHBIX
UHPPACTPYKTYpax.

PaGora (SaiKiran et all., 2025) mocsimieHa pa3paboTke WHTEIICKTYalIbHOTO
NoJX0/1a K OOHApYXEHHI0 KHOepaTak B KOMIBIOTEPHBIX CETAX C HCIIOJIb30BaHHEM
TEXHOJOIMM MallMHHOrO OO0yuyeHus. ABTOpBl IOAYEPKUBAIOT HEOOXOINMOCTb
ABTOMATH3UPOBAHHBIX W AaJalTUBHBIX CHUCTEM 3aIlIUTHI, CIOCOOHBIX 3((EKTUBHO
POTHBOCTOSTH OBICTPO 3BOTIOLIMOHUPYIOLINM yTpo3aM. B paboTe pecraBieHaMO1eb,
UCTIONB3YIONasi KOMOHMHAIIMIO AITOPUTMOB Kiaccudukanmu, Bkimodas K-Nearest
Neighbors (KNN), Random Forest u Logistic Regression, muist ananmsa ceteBoro tpaduka
U BBISIBIICHUs aHoManuii. Oco0oe BHUMaHWE YJIENCHO MpEeIBapUTEILHOU 00paboTke
JAHHBIX M BBIOOPY pEJIEBAHTHBIX MPHU3HAKOB, YTO TO3BOJISIET MOBBICHTH TOYHOCTD
KJaccu(uKauy atak. Pe3ynpTaTbl 3KCIEPHUMEHTANBHBIX HCIBITAHUN ITOKa3ajH,
YTO TPEJIOKECHHBIN MOIX0 00eCreurnBaeT BBHICOKYIO TOYHOCTh W HAJICKHOCTH IPH
HU3KOM YPOBHE JIOXKHBIX cpabareiBaHuii. MccnenoBanue NeMOHCTPUPYET MOTEHIIAA
MAIIMHHOTO OOYYEHHUS Uil CO3JaHUsl WHTEIUICKTYyalbHBIX, YCTOWYHMBBIX K HOBBIM
yrpo3aM CUCTeM KHOepOe30MacHOCTH W MOJYEPKUBACT BAKHOCTh MX HHTETPAIUH B
COBPEMEHHBIE CETEBBIE HH(PACTPYKTYPHI.

HccnenoBanmne (Maltseva et all., 2024) mocBsiieHo pa3paboTKe aaropuTMOB
paHHEro oOHapy>KeHHUsI KnOepaTak Ha CETH C MCIIOJIb30BAHHEM METOJ0B MALIMHHOTO
00yueHHst. ABTOPBI OTMEUAIOT, YTO TPAJAUIIMOHHBIC CUCTEMbI OOHAPYKEHHS BTOPKEHHIA
4acTO pearupyloT C OMO3JaHHEM, YTO TPUBOJIUT K 3HAUYUTEIBHBIM PHCKAM IS
UHPOPMALMOHHON Oe3omacHOCTH. B mccinenoBaHuu mpeanaracTcss METOJOJIOTHS,
HalpaBJIeHHAs Ha BBISIBIICHUE MMPH3HAKOB aTaK HAa PAHHUX CTAAUAX, O TOTO KaK OHH
MOTYT HaHecTH ymepO uHdpacTpykType. Is 3TOro HCHIONB3YIOTCS alTOPUTMBI
MaIIMHHOTO 00Y4YeHHS, BKIIIOUast HEHPOHHBIE CETH, ACPEBbS PEIICHUI 1 METO] OOPHBIX
BekTOpoB (SVM), a Takke MeTo/abl 0TOOpa MPU3HAKOB M ONTHUMHU3ALMH MapaMeTPOB
Mozenen. IIpoBenéHHble IKCHEPUMEHTHI MOKAa3aldd, YTO HMHTErpauus HECKOJIbKHX
QITOPUTMOB TMOBBIIIAET TOYHOCTH NMPOTHO3UPOBAHMS U CHH)KAET KOJIMYECTBO JIOKHBIX
tpeBor (Roman et all., 2018). Pabota nemaer BkiIaa B pa3BUTHE MHTEIUICKTYaJbHBIX
CHCTEM PAaHHETO MPeAyNpPEekICHUs, CIIOCOOHBIX aAaNTUPOBATHCA K HOBBIM THUIIAM aTaK
U obecrieunBaTh 00Jiee BHICOKHI yPOBEHb KHOCP3AIUTHI CETEBBIX CUCTEM.

B pabore (Rahman et all.,.2025) paccmarpuBaeTcsi IpuMEHEHHE aJTOPUTMOB
MAIIMHHOTO 00y4eHUs Ui MOHUTOPUHTA U OOHApYKeHHU KubepaTak B TUHAMUYECKH
U3MEHSIOMNXCS CETEBBIX CpesiaX. ABTOPHI MOAUYEPKHUBAIOT, YTO POCT YUCIIA KUOEPyTpo3
TpeOyeT aBTOMaTU3HUPOBAHHBIX, MACIITAOMPYEMBIX CHCTEM, CIIOCOOHBIX aHATU3UPOBATH
Oonpmie 0OBEMBI JAaHHBIX B pealbHOM BpeMeHH. B pabore mpencTaBieHbl H
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CPaBHUTEIBHO OIEHEHBI Pa3UYHBIC AJTOPUTMBI MAIIMHHOTO OOYYEHHs — BKJIIOYAs
Decision Tree, Random Forest, Naive Bayes u Support Vector Machine (SVM) — ¢
TOYKH 3PEHUS X TOYHOCTH, CKOPOCTH M YCTOHYMBOCTH K IITyMHBIM JJAHHBIM. Pe3ynbTaThl
IKCIIEPUMEHTOB MMOKA3BIBAIOT, YTO aHCaMOJIeBbIe MeTObl, 0coOeHHO Random Forest,
o0eCTeynBarOT HAWIYYIIUK OalaHC MEXIy TOYHOCTHIO W TPOU3BOIAUTEIBHOCTHIO.
HccnenoBanue akUEeHTHPYET BHMMaHUE Ha HMHTErpanuu ML-TIOIXOIOB B CHCTEMBI
CETeBOT0 MOHMTOPUHIA M UX CIOCOOHOCTH BBISBIIATH KaK M3BECTHBIC, TaK U HOBBIC
TUIBI aTaK, 9TO CIOCOOCTBYET MOBBIICHUIO 00ImIeH 3(h(heKTHBHOCTH U aIaNTHBHOCTH
CPEIICTB KHOEP3aIIUTHI.

AHaM3 paccCMOTPEHHBIX UCCIIEI0BAaHHU TOKA3BbIBAET, YTO COBPEMEHHBIC TIOIXO/IbI
K OOHapyXeHHIO KuOepaTak B CETSAX, BKIIOYAs TPAHCHOPTHBIE CHUCTEMBI, aKTHBHO
Pa3BUBAIOTCS B HAINPABICHUM HCIIOIB30BAHMUS aJTOPUTMOB MAIIMHHOTO OOy4YeHHS
u Tiy0oKkoro oOydeHus. BONBIIMHCTBO 0030pPHBIX pabOT MOKA3bIBAIOT BBICOKYIO
s dexruBHOCTH MeTO0B Random Forest, SVM, Decision Tree u Gradient Boosting,
KOTOpBbIE 00ECTIEYMBAIOT BBICOKYIO TOYHOCTh KIACCU(UKAIIMH M TIO3BOJISIOT BBISBISATD
aHOMAQJIMK B peajbHOM BpeMeHU. OTAETbHOE BHUMAHHE YJENACTCS OOBSICHUMOCTH
MoJIeNIell U paHHEMY OOHApYXEHHIO yrpo3, YTO OCOOCHHO BAXKHO JJISI KPUTHUECKUX
UHPPACTPYKTYp, Takux kak aBToMoOmibHbIe ceTd CAN u loT-cpenst. MccnenoBaremnu
CXOIATCS BO MHEHHH, YTO MHTETPAIMsl WHTEIUIEKTYAJIbHBIX aJTOPUTMOB B CHCTEMBI
MOHHTOPHHTA 3HAYUTEIHHO TMOBBIIIAECT YPOBEHB 3AIIUTHl M CHI)KAET PHCK YCIICUTHBIX
atak. [Ipu 3TOM OCTarOTCs aKTyaJlbHBIMU 33Ja4X IOBBIIIECHUS YCTOMYUBOCTH MOJEIIEH
K HOBBIM THIIaM yTpo3, ONTUMH3AIMKA BPEMEHU O0pa0OTKM M aJanTally PEeUIeHud K
PECYPCHO-OTPAHUYCHHBIM CHUCTEMaM, YTO OMNpPEACsieT HANpaBICHHUS NaTbHEHIINX
UCCIIeIOBaHMH B 001acTH KNOEpOE30MacHOCTH TPAHCTIOPTHBIX CETEH.

MaTtepuajibl 1 MeTOABI.

B kauecTBe MCXOMHBIX JAHHBIX JUIS UCCIIEIOBAHUS HCIIOIB30BAJICS OTKPBITHIN
nabop Car Hacking Dataset, comepskamiuii >kypHaibl COOOIICHN aBTOMOOMIBHON CETH
CAN (Controller Area Network), 3anucanHpie kKak B HOPMaJbHBIX YCIOBHUSX (DYHK-
[IUOHUPOBAHMS TPAHCIOPTHOTO CPEACTBA, TaK U B CUTYAIHSIX, MOJCIUPYIOMINUX KHrOe-
paraku pasnuuHbix THIIOB — DoS, Fuzzy, RPM Spoofing u Gear Spoofing. /lannsbrii
Ha0op MaHHBIX OBUT BBEIOpaH Onaromaps CBOCH PeaIMCTHYHOCTH M PENpe3eHTAaTHBHO-
CTH, TIOCKOJIBKY OTpakaeT peajbHble CLUEHApUH (PYHKIHOHUPOBAHUS SIICKTPOHHBIX
6nokoB yrpasnerus (ECU), B3anMoAeiCTBYIONINX MEXITy COOOW MOCPEACTBOM IIHNHBI
CAN. Kaxp1ii 9K3eMIUISIp JaHHBIX BKJIIOYAET BpeMeHHYI0 MeTKy (Timestamp), uiaen-
tugukarop coodbmenus (CAN _ID) B mecTHaanarepudHoM ¢Gopmare, JUIMHY JaHHBIX
(DLC), 6aiiter manubix (DATA[0-7]) u dumar cocrosaus (Flag), ykaswiBaromuii, siB-
nsiercs i cooduienne HopMainbHbIM (R) mnm arakyrommm (T). AHanu3 JaHHBIX BBIS-
BIJI 3HAUUTENBHBIN TUCOATaHC KIaCCOB: HOPMAJIbHBIE COOOIIEHUS! COCTABISIOT OKOJIO
85,93 %, arakyromme — 14,07 %. 310 TpeOyeT MpUMEHEHUS CICIHAIBLHBIX METOIOB
0amaHCHPOBKM JTaHHBIX, TAKUX Kak oversampling (myOnmpoBaHHe MEHBIIETO Kiacca)
wi undersampling (cokpamienue Oonbpiero kiacca). [I[puMeHeHHe TaHHBIX METOJOB
MO3BOJISIET M30eKaTh CMEIICHUS MOJAETH B CTOPOHY Mpeobianaromiero kiacca |
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obecrieunTh Ooiiee crpaBemIuBOe oOyudeHHe. Takum 00pa3oM, HMCXOIHBIA JaTaceT
ObUI TIpeBapUTENIFHO OYMINEH OT AyOJMKAaTOB, HOPMAalIM30BaH M IMpeoOpa3oBaH B
(dbopmat, IpUrOAHBIHN UIE MAaIIMHHOTO 00yueHHs. Takasi MOATrOTOBKA TaHHBIX SBISETCS
KJTFOUEBBIM 3TarloM, 00ECTIEYMBAIONINM a/IeKBaTHYIO paboTy Mojeneil KiraccupuKaium
aTaK U CHIDKEHHE BEPOSTHOCTH MEepPeoOydeHusI.

JUJ1st OIICHKH B3aWMOCBSI3eH MKy PU3HAKAMHU, H3BICYEHHBIMH 3 COOOILICHHHA
CAN, 0OpL1a mocTpoeHa marpuiia koppessiuuu [Tupcona (puc. 1). AHanu3 mokasai, 4To
MEXTy OOJBITMHCTBOM MPU3HAKOB HAOMIONAETCA ciaalasi MM yMEpEeHHAs! KOPPETSAIHs,
YTO CBUJACTENBCTBYET O HU3KOH HW30BITOYHOCTH JaHHBIX M OOOCHOBAHHOCTH UX
BKJIIOYEHHUSI B MoJienb. Hanbosee BrIpaskeHHBIE B3aMMOCBSI3U 3a(UKCHPOBAHBI MEXTY
npmHakamu DATA[1], DATA[2], DATA[3] u DATA[4], tne ko3hdunueHTs
Koppemsiiuu focturarot 3HaueHui 0.3—0.4, yTo yka3pIBaeT Ha YaCTUYHYIO 3aBUCUMOCTD
nepeaaBaeMbIX 0aiTOB BHYTpH OnHOTO makera. OTpuLaTeNnbHast KOPPEISIus MEXTy
CAN _IDuDATA[7](oxomn0—0.21) neMOHCTpUPYET, YTO TaHHBIE OAWTHI XapaKTEPU3YIOT
pa3IMYHbBIE ACTIEKTHI CETEBON aKTUBHOCTH.

Koppensums npu3Hakos

1.0
CAN_ID 0.19

e 08

DATA[0] -

DATA[1] PR

DATA[2] -

-04
DATA[3]- 0.18
DATA[4] - 02
DATA[5]
DATA[6] - 0.10 L
DATA[7]

-0.2

i i
CAN_ID DLC DATA[O] DATA[1] DATA[2] DATA[3] DATA[4] DATA[5] DATA[6] DATA[7]

Puc. 1. MaTpuiia KoppeJsiy TPU3HAKOB JIJIsl JAHHBIX aBTOMOOMIbHOM cetn CAN

Takoe pacnpeneneHre KOPPEISAIUA — MOATBEPKAACT — IEIECO00pPa3HOCTh
WCIIOJIb30BaHUS HEJIMHEWHBIX METOJ0B 00ydeHus, Takux kKak XGBoost, crmocoOHBIX
BBIABJISTH CJIOKHBIE B3aUMOJCHCTBUS MEXIy MNPHU3HAKAMH, HE OrPAaHUYUBASICH
JMHEVUHBIMU 3aBUCUMOCTAMU. [Ipy 3TOM HHU3Kas B3auMHasg KOPPEISIUUS MEXKITY
OOJIBIIMHCTBOM TPU3HAKOB MHUHUMHU3HUPYET PHUCK MYJIBTUKOJUIMHEAPHOCTH, YTO
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MIOJIOKHUTEITHFHO CKAa3bIBACTCS HA CTAOMILHOCTH M 0000IIAIOIIEeH CITOCOOHOCTH MOJICIIH.
Takum 006pa3om, aHaIM3 KOPPEISAIMH MTOATBEPKIACT KOPPEKTHOCTh PEBAPUTEILHOTO
oTOOpa MPU3HAKOB M OOECIEYMBACT JOTOJHUTEIHLHOE OOOCHOBAaHWE MPUMEHEHHOTO
MOJIX0/1a K IOCTPOCHUIO0 MOJIETT O0OHApYKeHUS KrOeparTak.

1e7 PacnpepneneHne DLC (Data Length Code)

1.6 1

1.4

1.2

1.0 A

0.8

wuul

0.6 A

0.4 1

0.2

0.0

DLC

Puc. 2. Pacnpenenenue mmnel nakera ganHbix (DLC) B CAN-cooOGmeHunsx

Ha pucynke 2 mpencraBiieHO pacrpeielieHne JUIMHBI makeTa naHHbix (Data
Length Code, DLC) ans Bcex coobmennii aBromo0minbHOM cetn CAN. AHanu3 moka-
3aJ1, YTO NOAABIIAOIIEE OOJNIBIIMHCTBO TAKETOB UMEIOT JUTMHY 8 OalT, YTO COOTBETCTBY-
€T MaKCUMaJIbHO BO3MOKHOMY 00BEMY TaHHBIX B oJHOM coobmennun CAN u oTpakaeT
TUMIUYHYIO CTPYKTYpY OOMeHa MH(pOpMaIe MeX 1y 3JIeKTPOHHBIMHU OJIOKaMH yTpaB-
nenus (ECU). Takas 3aKkOHOMEPHOCTh OOBACHSIETCS 0COOCHHOCTAMHU (hOPMUPOBAHUS
COOOIICHUH B aBTOMOOMJIBHBIX CETAX, T7e Hanbosee nHGOpMaTUBHbIE JaHHBIC (HAIIPH-
Mep, 000pOThI ABHUraTesis, MOJOKEHUE Te/lall aKkceleparopa Uil napaMmerpbl TpaHC-
MHUCCHH ) TIEPEIAFOTCS B TTOJIHOM (hopmare 8-0alTHBIX KaJIpOB.

Coo0mienus ¢ MeHsbIel ;mHon (1—-7 6aiiT) BCTpeuaroTcst KpailHe PeIKo U, KaK
MIPaBUJIO, CBA3AHBI C JUArHOCTUUECKUMU UJIH CIYEOHBIMH CUTHAJIaMU. DTO pacipese-
JIEHUE TOATBEPK/IaeT OAHOPOAHOCTh CTPYKTYPhI TpaduKa 1 00BbSCHIET HU3KYIO Bapua-
TUBHOCTH npuzHaka DLC B naapHEHIIIMX MOIEIISAX MAIIMHHOTO 00ydeHusi. B koHTekcTe
3a/1a4i OOHApPYKEHUS aTaK JIaHHass OCOOEHHOCTh YKa3bIBa€T HAa TO, YTO JUIMHA COO00-
LIEHUSI HE SBJSETCS 3HAYMMbIM MPEAUKTOPOM IS KiIaccuuKaluy aHOMaJIUH, OTHAKO
MOXKET MCTIOJIb30BaThCS B COUETAHUH C IpYyruMu npusHakamu (Hanpumep, CAN 1D nnm
3HaueHussMu DATA[0—7]) 151 KOMITJIEKCHOTO aHaJIM3a CETEBOTO MOBeAeHUs. Takum 00-
pasom, ananu3 DLC noareepkmaer cTabUIbHOCTh CETEBOUM CTPYKTYPBI M OTCYTCTBHE
SIBHBIX aHOMAJIM{ B TapaMeTpe IJIMHbI TaKeTa.

[Tepen oOyueHuem Mojenu JaHHBIE TMPOXOIAT ATAI MPeaoOpPadOTKH, KOTOPHIN
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BKJTIOUAET HECKOJIBKO 00s3aTENIbHBIX IIAaroB. B mepByto ouepes BHITOTHICTCS OYMCTKA
JAHHBIX: YIAJISIOTCS TyONMKaThl, @ TakkKe 00padaThIBalOTCs MPOIYIICHHBIC 3HAYCHUS,
9TOOBI M30€XKaTh MCKAKEHUs pe3yasraToB oOydeHus. Jlamee mpoBoxuTcs: mpeoOpaso-
BaHue npusHakoB — uaeHTH(ukatopsl CAN ID mepeBoasaTcss B unucioBoi ¢opmar, a
YHCIIOBbIE XapaKTEPUCTHKN HOPMAIHM3YIOTCS JJIsl 00ECIEYeHUs KOPPEKTHOW paboThI
AITOPUTMOB MaIIMHHOTO 00yueHus. [Tocne 3Toro Habop MaHHBIX pasfenseTcs Ha 00-
YYAIOIIYI0 U TECTOBYIO BEIOOPKH B cTaHmapTHOM cooTHomeHuu 80/20. JlonmonHUTEh-
HO IIpUMEHsIeTCs OallaHCHPOBKA KJIACCOB C MCIOJIB30BAHUEM METOIOB YBEIHUCHHS WITH
YMEHBIICHUS BBIOOPKH, YTO TIO3BOJISIET MMOBBICUTH KaueCTBO KIacCU(UKAIIMH U CHU3UTD
BIMSHUE TucOananca JaHHbIX.

Jlnst penieHns 3a/1a9n KiacCHu(PUKAlMU aTak MCIONB3YIOTCS JIBA aIrOpUTMa Ma-
NIMHHOTO 00y4YeHus. B kadecTBe 0CHOBHOTO MeTona paccmarpuBaercss XGBoost — 3¢-
(eKTHBHBII OyCTHHTOBBIN aJITOPUTM, XOPOIIO CIPABISIONINICS C 3a1auaMy KilacCu(u-
Kalli{ M YCTOWYUBBIN K TUcOaIaHCy Ki1accoB. B kauecTBe 6a30BOi MOJICIIN IPUMEHSIETCS
JIOTHCTUYECKAsl PEerpeccHsi, OTINYAONIasics MPOCTOTON U cTabUIbHON paboToi Ha Ju-
HEWHO pa3enuMBbIX JaHHbIX. OOyueHre MoJIesel MPOBOIUTCS Ha IPEABAPUTEIHHO cOa-
JTAHCUPOBAHHBIX JAHHBIX C TPUMEHEHHUEM KPOCC-BATHIAIMH, YTO TIO3BOJISIECT MTOBBICUTH
HAJIe’KHOCTh U 0000MIAOITYI0 CHOCOOHOCTD MOTYYSHHBIX PE3yIbTaToB.

PesyabTaTsl H 00cyKIeHUe.

Marpuna ommbok (Confusion Matrix) moka3zana, uto mozaens XGBoost 6oree
TOYHO KJIacCU(UIMPYET aTaKyIOIIHe COOOIIEHHs TI0 CPABHEHHUIO C JIOTHCTUYECKOH pe-
rpeccueii. [Tocnennsis B paae ciyyaeB OMIMOOYHO OTHOCHIIA aTaKYIOIINE COOOLICHHUS K
HOPMaJIbHOMY IOBEJICHHIO CHCTEMBI. [l OLIeHKM KadyecTBa KiIacCU(UKAIIUH MOJICITH
XGBoost ObuTa IOCTpOEHA MaTpuUIa OMMOOK, TTO3BOJISIONIAs TPOAHATU3UPOBATh pac-
npeAeseHre MPaBIUIbHO M OMIHUOO0YHO KITACCU(PHUIIMPOBAHHBIX OOBEKTOB MO KaXKIOMY
kiaccy (puc.3).

MaTpuua ownbok XGBoost

11849 1 o 0 250000
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150000
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Puc.3. Matpuna ommb6ox Monenn XGBoost

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

International License 304



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

JUJis OLIEHKM TOYHOCTH KJIACCHU(HUKAIIMK M BBISIBICHUS XapaKTepa OUIHOOK MpH
MCTIOJIH30BAHUH MOJICITU JIOTUCTHYECKON perpeccuu Obliia OCTPOSHA MaTpHIla OIIHOOK,
MO3BOJISIONIAS ONIPEICIIUTh PACTIPEICTICHUE BEPHO U OIIMOOYHO OTHECEHHBIX 0OBEKTOB
o kiaccam (Puc. 4).

MaTpuua ownbok Jlornctuyeckon Perpeccuu 1e6
o 117385 744 0 0 25
2.0
- 0 117504 0 0 0
]
g
< 15
3 ~- 14410 0 83954 4 1
T
=
=
s
- 1.0
M- 0 0 0 130980 0
- 0.5
< - 0 0 0 0 119450
i i | I I g 0.0
0 1 2 3 4

MpeackasaHHbIA Knacc

Puc. 4. MaTpuia ommO0K MOIEIH JIOTUCTUIECKON PEerpecCun

I'paduk Ba)KHOCTH NPU3HAKOB, TOJTYYEHHBIH Ha ocHOBE Moaenu X GBoost, moka-
3aJ1, YTO HauOOJBIINI BKJIA/l B MIPOIECC KJIaCCU(PHUKAUU BHOCAT napameTpbl DATA([7]
u DATA[S]. Bricokast 3HauMMOCTh YKa3aHHBIX MPU3HAKOB CBUETEILCTBYET O TOM, UTO
MMEHHO OHU B HAUOOJBIICH CTENEHU OTPAXKAIOT XapaKTEPHbIE 0COOCHHOCTH MH)KEKTH-
PYEMBIX aTaK U OKa3bIBAIOT CYIIECTBEHHOE BIUSHHUE HA IPUHATUE MOJIENIbBIO Kiaccudu-
KallMOHHOT'O PELIEHUS.

B cnyyae ucnonp30oBaHMs JIOTHCTUYECKOM perpeccuu Hambosee 3HaYMMBIMU
okazanuch npuzHaku DATA[6] u DATA[S]. Hanuune obmiero 3HaunMoro mapamerpa
DATA[5] nnst ob6enx Mozeneil yka3plBaeT Ha €ro yCTOWYHBYIO HH()OPMATUBHOCTD U T10-
3BOJIIET pacCMaTpUBATh JAaHHBIN MPU3HAK KaK OJIUH U3 KIFOYEBBIX (DAaKTOPOB, OMTUCHIBA-
IOLUX 3aKOHOMEPHOCTH MH)KEKTUPYEMBIX arak. OmINYus B paHKUPOBAaHUM OCTAIbHBIX
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NPU3HAKOB OOBACHSIOTCS PAa3NMYMAMU B NMPUHIUMAX paboTel anroputmoB: XGBoost
BBISIBIISICT CIIO’KHBIC HETMHEWHBIE 3aBUCUMOCTH M B3aWMOJICHCTBUSI MEXKAY NMpPU3HAKA-
MU, TOTZa KaK JIOTHCTUYECKash pEerpeccus OPUEHTHPOBAaHA MPEUMYIIECTBEHHO HA JIH-
HEWHBIE B3AUMOCBSI3H.

[Tonmy4yeHHbIE pe3ynbTaThl MOATBEPXKAAIOT, YTO aHAIU3 BaXHOCTH TPU3HAKOB
MO3BOJISIET BBISIBUTH CKPBITHIC 3aBUCHUMOCTH B CTPYKTYPE JaHHBIX U MMOBBICUTH UHTEP-
IPEeTUPYEMOCTh MOJIENICH MAIIMHHOTO OOydYeHUs NMPH PElIeHUH 3a7ad OOHapy>KeHHS
MH)KEKTHUPYEMBIX arak. J{Js MHTeprpeTanuu pe3yabTaToB KIacCU(pUKAIMA U BBISBIIC-
HUsI Hanbosnee NH(POPMATUBHBIX MPU3HAKOB OBUT BBIMOJHEH aHAIU3 MX BAXKHOCTHU IS
moneneit XGBoost u noructudeckoit perpeccuu (puc.S). OrieHka BKIaaa OTACIbHBIX
IPU3HAKOB MO3BOJISIET ONPEICNIUTh, KAKHE MapaMeTphbl B HAMOOJBIIEH CTEIIEHH BIHUSIOT
Ha MPOIECC MPUHATHUS KIACCH(PHUKAIMOHHOTO PEUICHHUS U OTPaXKAIOT XapaKTepHBIE 0CO-
OEHHOCTU MHXKEKTHPYEMBIX aTak.

BaxHocTb npusHakoe XGBoost
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Puc. 5. Baxnocts npuzHakos B moaenn XGBoost
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[TpoBenéHHBIN aHATN3 PE3yIbTATOB KIACCU(UKAIIMU MOKA3all, YTO UCIIONIb3Yye-
MBbIE€ MOJIEJIH JIEMOHCTPHUPYIOT BBHICOKYIO TOYHOCTH IIPH PAaCIO3HABaHUH OOBEKTOB, OT-
Hocsimxcs K kimaccam 0, 2, 3 u 4. JIns yka3aHHBIX KJIACCOB HAOTIOMAeTCs peodiiajaHme
KOPPEKTHBIX IMpECKa3aHMid, YTO CBUAETEILCTBYET O JOCTATOUHOW MH(POPMATHBHOCTH
HCIIOJIb3YEMBIX IPU3HAKOB M YCTOMYMBOCTH MOJEIEH B JAHHBIX KaTeropusx. B To xe
BpeMs Kiaccu(ukanus oOBEKTOB Kiacca 1 COMPOBOXIAETCS CHUIKEHHUEM TOYHOCTH.
3710 00YCIIOBIICHO TEM, UTO XapaKTEPUCTUKU JAHHOTO KJIacca B 3HAYUTEIBHON CTETICHN
MIEPECEKAIOTCS C IPU3HAKOBBIM ITPOCTPAHCTBOM JIPYT'MX KJIACCOB, MPEXK]IE BCETO Kilac-
ca 0. B pesynsrare 00bexTHl Kiacca 1 4acTto ommOOYHO OTHOCATCS K Kiaccy 0, 4To
MPUBOIUT K YBEIMYCHHIO YMCIIAa OMIMOOK U CHIDKEHHIO MOKa3areseil TOYHOCTH U TMOJI-
HOTBI JUI JJAHHOTO Kiacca. [lomydeHHbIe pe3ynbTaThl yKa3blBalOT HA HEOOXOAMMOCTD
JOTIOJTHUTENBHON MuddepeHnmanuu kiacca 1, B TOM ducie 3a c4éT pacuIMpeHus Ha-
00pa MpU3HAKOB, MPUMEHEHHS METOJIOB OAJTAHCUPOBKH KJIACCOB JIMOO MCIIONB30BAHMUS
OoJtee CIOKHBIX MOJIEIIEH, CTIOCOOHBIX JTyYIle Pa3eiaTh OIN3KHE IO XapaKTePUCTHKAM
KJIACCHI.

Jlnist 6oniee neTanbHOM OIIEHKH KauecTBa paboThl Mojesieil Obliia MpoaHaIn31-
pOBaHa TOYHOCTH MPEACKA3AHUMN 110 KaXKI0MY KJIACCy OTIAEIbHO. Takoi aHaJIn3 MO3BO-
JISI€T BBIABUTH KJIACCHI, U1 KOTOPBIX MOJENN JEMOHCTPUPYIOT YCTOMYUBBIE PE3YIIb-
TaThl, a TAK)KE ONPEIEIIUTh KATETOPUH, BBI3BIBAIOIINE HAHOOJbINE 3aTPYIHECHHS TTPU
knaccudukanuu (puc.6).

TouHOCTe NPEACKAIAHAR N0 KAJCCAM (NorucTrveckan Perpeccun)
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Puc. 6. TounocTh npecKazaHuii 1o Kjiaccam JUIsi MOJIEIH JIOTHCTUYECKON perpeccuu
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[Tonmy4yeHHbIE HKCTIEPUMEHTAIBHBIE PE3YJIbTAaThl CBUAETEIHLCTBYIOT O BBICOKOM
3 PEKTUBHOCTH MPUMEHEHHSI METOJAOB MAIIMHHOTO OOyUYeHUsI JUIsi OOHApYKEHUS KH-
Oeparak B aBTOMOOMIBHBIX ceTssXx CAN. CpaBHUTENBHBIN aHATN3 TIOKA3aJ1, YTO MOJICIb
XGBoost TPeBOCXOIUT JIOTUCTHUECKYIO PETPECCUIO TI0 TOYHOCTH KJIACCU(PUKAIMU H
CHOCOOHOCTH BBISIBIISATH aTaKyIoOIIee MOBEJICHUE, YTO OOBICHIETCS €€ CIIOCOOHOCTHIO
YUUTHIBATh HEJIMHEHHBIC 3aBUCUMOCTH U CIIOKHBIC B3aUMOICHCTBUS MEXKIY PU3HAKA-
MH.

AHanm3 MaTpuI OIMO0K MPOAEMOHCTPHPOBAJI, UTO 00€ MOJIENIN YBEPEHHO KJlac-
CUPUIUPYIOT OOJBIIMHCTBO KJIACCOB aTaK, OJHAKO HAMOOJNBIINE TPYAHOCTH BO3HHUKA-
IOT TIPU pacHoO3HaBaHUM Kiacca 1. DTO CBA3aHO C MEPECEUCHUEM €T0 XapaKTePUCTUK
C TIPU3HAKOBBIM MPOCTPAHCTBOM HOPMAIBHOTO TpaduKa, YTO MPUBOIUT K OMIHNOOYHOM
KJIaccu(UKAIIMH YaCTH aTakK Kak JETUTUMHBIX cOOOIeHnid. JlaHHbIi (aKkT yKa3bIBaeT Ha
HEOOXOIUMOCTh JAJIbHEHIIIET0 pacIupeHus MPU3HAKOBOTO MPOCTPAHCTBA UM TIpUMe-
HeHUs 00Jiee CIIOKHBIX aHCAMOJIEBBIX ¥ THOPUTHBIX MOJICIICH.

JIOTIOJTHUTENBHBIA aHAJIM3 BAaKHOCTH MPU3HAKOB IIOKA3aJl, YTO MapaMeTphI
DATA[S], DATA[6] u DATA[7] urpator KJII0O4EBYIO pOJib B BBISIBICHUHU WHKEKTUDY-
embIx atak. CoBnajzieHne HanOojee 3HAUMMBIX MPU3HAKOB /IS PAa3HBIX MOJEICH MoA-
TBEPKAAET UX YCTOMUMBYIO HH()OPMATUBHOCTD U MPAKTUYECKYIO 3HAYMMOCTD JIJIs 3314
monutopuara CAN-tpaduka. B 11emoM pesynsraTsl cOrIacyroTcsi ¢ BHIBOJAMH COBpE-
MEHHBIX UCCIICIOBAaHHUN U MOJATBEPHKIAIOT MEPCIIEKTUBHOCTD HcTob3oBanus XGBoost
JUIs 3a/1a4 KuOepOe30nacHOCTH TPAHCIIOPTHBIX CUCTEM.

3akirouenue.

B xome mnpoBenéHHOro wuccienoBaHMs ObUla pelleHa akTyajlbHas 3ajada
oOHapy>keHHs 1 Kiaccuukanum kubeparak B aBTOMOOMIBHBIX ceTsix CAN Ha OCHOBE
METOZOB MAIIMHHOTO 00y4eHus. PocT mudpoBH3anuMu TPaHCTIOPTHBIX CPEICTB H
YBEIIMYCHUE YHCIAa DJICKTPOHHBIX OJIOKOB YIPABICHUS CYLIECTBEHHO ITOBBIIIAIOT
TpeOoBaHUSI K oOecnedeHnto KuOepOe30macHOCTH OOPTOBBIX CETEeH, YTO JenaeT
pa3paboOTKy MHTEJUICKTYAIbHBIX CHCTEM MOHHUTOPWHTA OCOOEHHO BOCTpeOOBaHHOU. B
paboTe WCIoNb30BaH OTKPHITHIM HaOOp maHHbIXx Car Hacking Dataset, comepsxamuit
peanbubie KypHanbl CAN-co0OmIeHNH KaK B IITaTHOM pPEXHME, TaK U MPU MOJEIH-
poBanum arak turnoB DoS, Fuzzy, RPM Spoofing u Gear Spoofing. IIpoBenena kom-
IUIEKCHasT TpeoOpaboTKa NaHHBIX, BKIIOYAIONIAs OYHCTKY, HOPMAJIM3aLHUIO, aHAIIN3
KOppEJALUY MPU3HAKOB M OATaHCUPOBKY KIJIACCOB, YTO TO3BOJIMJIO MOBBICHTH YCTOM-
YUBOCTh MOJICJIE M CHHM3HUTDH BIWsSHUE IricOanaHca BHIOOpKH. s pemieHus 3agadu
MYJIBTHKIJIACCOBOM KJacCH(UKAIMK ObUIM peain30BaHbl U CPAaBHEHBI J[Ba aJIrOPUTMa
— Joructuueckas perpeccus u XGBoost. Pe3ynprarel SKCIEpPUMEHTOB IOKa3a-
a1, yto mozaenb XGBoost obecrieunBaeT 0osee BHICOKYH0 TOUHOCTh M YCTOMYMBOCTD
IpY PacNO3HABAHUU ATAKYIOIIMWX KJIACCOB MO CPAaBHEHHIO C JMHEHHOW MOJEINBIO, UYTO
00ycIOBIEHO €€ CHOCOOHOCTBIO YUYHUTHIBATH CJIOXHBIC HEIMHEHHBIC 3aBUCHMOCTH
mexay npusHakamMu CAN-cooOmieHnii. AHaIN3 MaTPHIl OIMTHOOK ITO3BOJIHII BBISBHTH
KJIaCChI, BBI3BIBAIOIINE HAUOOJBIINE TPYAHOCTH MPHU KIACCH(PHUKAIINY, YTO YKa3bIBACT
Ha HEOOXOJMMOCTh JAIbHEHINEro pacIIUpeHus] MPHU3HAKOBOTO MPOCTPAHCTBA H
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COBEPIIICHCTBOBAHUS METOJIOB DPAa3/ICNCHUS OJIM3KUX MO XapaKTEPUCTUKAM KIIACCOB.
JIOTIOJTHUTETBHBIN aHATN3 BAYKHOCTH TMPU3HAKOB TOKA3aJl, YTO HAWOOJBIINNA BKJIA
B Ipolecc KiIacCU(UKAUKA BHOCAT OTHeNbHBIE OaiThl maHHBIX CAN-cooOmeHui,
9TO TIOJATBEPKIACT UX WHPOPMATHBHOCTH NPH BEHISBICHHH WHXKCKTUPYEMBIX aTaK W
MOBBIIIAET UHTEPIPETUPYEMOCTh MOCTPOCHHBIX Mojeneil. [IpakTruueckas 3HaYUMOCTh
paboOThl 3aKJFOYAaeTCs B BO3MOXKHOCTH HMHTETPAllMU TPEUIOKEHHOTO TOIX0Ja B
WHTEJUICKTyalIbHbIE CHCTEMBI OOHApYXCHHS BTOPKCHUN, (YHKIMOHHPYIOIIHE B
YCIIOBUSIX OTPAaHUYCHHBIX BBIYUCIUTEIBHBIX PECYpCOB aBTOMOOWIBHBIX IIATHOPM.
[TosydeHHbIe pe3yabTaThl TOATBEPKIAIOT 3()PEKTUBHOCTH TPUMEHEHHUS METOIOB
MAaIIMHHOTO OO0yUYeHUSs ISl MOBBIMICHUSI YPOBHS KHOEpOE30MacHOCTH TPAHCTIOPTHBIX
ceTell W CO3JAl0T OCHOBY JUIA JAJbHEWINUX MCCIECIOBAHUM, HAIPABICHHBIX Ha
aIanTanyo MojeNell K paboTe B peKUMe PeallbHOTO BPEMEHH, PAaCIIMpPEHUE CIICKTpa
AHATM3MPYEMBIX aTakK U pa3paboTKy 0oyiee yCTONYHMBBIX U MACIITA0OMPYEMBIX PEIICHUN
JUTSL 3alIUThl COBPEMEHHBIX TPAHCIIOPTHBIX CpelICTB. [lepCreKTUBHBIM HalpaBICHUEM
JTAIBHEUIINX HCCIICIOBAHUN SIBIISIETCS TNPUMEHEHHE O0Jiee CIOKHBIX apXHUTEKTYP
MAaIIMHHOTO 00YYCHHUSI, BKJTFOUAst aHCAMOJIEBBIE METOIbI i MOJISJIU TITyOOKOTO O0YUICHHUS
(manpumep, Heirponnsie cetd CNN u LSTM), 4TO MO3BOJUT MOBBICUTH TOYHOCTH
KJIacCU(UKALUN TPYTHOPA3IEITUMBIX K1accoB. Kpome Toro, 1ienecoo0pa3Ho mpoBECTH
OIICHKY BBIYMCIIUTEIBHOMN CII0KHOCTH U BpeMEHU 00pabOTKH MPEII0KEHHOTO TIOIX0/1a,
YTO TO3BOJUT OMPEAEIUTh €ro MPUMEHHUMOCTh B CUCTEMAaxX PEajbHOTO BPEMEHHU U B
YCIIOBUSIX OTPAaHUYCHHBIX BEIYUCIUTEILHBIX PECYPCOB aBTOMOOMIIBHBIX TTAT(HOPM.
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Abstract. In recent years, modern recruitment processes have generated an
increasing number of job applicant submissions, and this is resulting in a growing
need for developing a method for evaluating job applicant submissions consistently. In
addition to surface text similarities used by automated matching tools and independent
suitability prediction, there has been no method developed that captures how job
applicants are compared during actual selection processes. This study proposes a hybrid
decision-making methodology combining three components of contextualized text
representations; standardized skill alignments through use of the ESCO classification
system; explicit qualifications matching; and ranking based optimizations to enable the
comparison of job applicants relative to one another. This study focuses on creating
the model’s architecture, testing the model on a data set of resumes paired with job
postings and investigating how different information sources affect performance. The
results demonstrate strong capability in identifying relevant candidates, stable predictive
behavior and better discrimination than the baseline methodologies. Furthermore, the
results also suggest that when semantic understanding is combined with structured
competency constraints, a more reliable representation of hiring decisions can be
produced. Therefore, this research concludes that multi-criteria ranking offers a viable
basis for the development of Al-assisted recruitment systems and can facilitate the
implementation of transparent and scalable candidate screening in actual organizational
environments.
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An”otamusi. Kazipri kyMmpIcKa KaObUIaay mporectepi  oTIHIMAECPAIH
KOFaphl KeJIeMiMEH epekmieneHeni. byn »karmail KaHIumaTTapAbl SKyHemnl >KoHe
OOBEKTHBTI TYpFbIJa Oaraiayabl alTapibIKTall KUbIHAATaAbl. ABTOMATTaHIBIPBUIFaH
ColikecTeHIpy Kypalaapbl HETi3IHEH MOTIHAIK YKCACTBIKKA HEMece YMITKep/iH
KapaMJIbUTBIFBIH JIepOec Oaranayra cyleHesl, alaiiia arajafraH TOCUIIep HAKThI ipiKTey
KE31HJIeT1 CalbICThIpMaIIbl Oaranay/IblH MOHIH TOJIBIK KaMTH anMaiinel. OCcel 3epTTeyae
YMITKepJIep/ii cabICThIpMalibl OaranayFa apHajIraH KOHTEKCTIK MOTIH/IIK MOJICIbIAEP/Ii,
ESCO xikremeciHe HeTi3eNreH IaraplIapAbl CTaHAAPTTAIFaH COWKECTeHIIPYl,
OUTIKTUTIKTEp/II HAKTBI CAJBICTBIPY/IbI JKOHE PAHKHUPICYII OHTAMIAHABIPYIBl ©3apa
KipiKTipeTiH rHOpHATI memiM Kaobuinay >kyieci YChIHbUIaAbl. JKYMBICTBIH MaKCaThl
- MOJIENIb apXHUTEKTYpPachlH KYpY JKOHE OHBI «TYHiHAEME - BakaHCHUS» KYITapblHA
HETI3CNTCH JEPEeKTep JKUBIHTBIFBIHIA CHIHAKTAH OTKI3y JKOHE OpTYpJi akmapar
KO3epiHiH abIHFaH HOTHIKEJIEPTe TUT13€TIH 9CEPiH TaNAAy. ¥ CHIHBIIIFAH TOC1II €H COlKec
YMITKepJiep/ii aHbIKTay OapbIChIH A dKOFapbl THIMILTIK, OOJKaMHBIH TYPAKTBUIBIFbI )KOHE
0a3anbIK 9MICTEPMEH CAJBICTBIPFAH/IA KETULMIPUIreH aKbIpaTy KaOilneTi TYpPFbICHIHAH
©31H-031 Joneneni. 3epTTey HOTIKENIEpl CeMaHTHUKANIBIK TalAaydbl KYpbUIBIMIAIFaH
KY3BIpETTEp HIEKTEYyJIEpIMEH YHIIECTIpYyIiH KYMBICKA KaObIIIay HISHIIMACPIH AJipeK
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MOJICNIBJICYTE KOJ aIIaTBIHBIH pacTaipl. KenkpuTepuiini pamwxupiey peKpyTHHT
caJlaChIHIAFbl KaCaH/Ibl MHTEJUICKTKE HETI3JeNTeH MeniMaepal Kouaay KyHelepinin
MPaKTUKAJBIK TiperiHe aifHanma ayiafpl KOHE YMITKepJepAl IpiKTeymiH Memip api
ayKBIM/IBI TETIT1H KAMTaMAaChI3 €Te/Ii IETeH KOPBITHIH/IBIFA KeTyTre 00JIaIbl.

Tyiiin ce3mep: TylliHaeMe MEH BaKaHCHUSHBI COHKECTEHIIPY, PaHKUPIICYi
yiipeny moxenbnepi, ESCO narmsimap xiktemeci, SBERT enmipmenepi, Genrinep
WH)KEHEPUSCHI, PEKPYTUHT aHAJTUTUKACKI

Hoiiexce3aep ywin: b.A. Kymanakos, A.O. daprymnosa (2026). Tyliingemenep
MEH BaKaHCHsJIapbl aBTOMATTaHIBIPBUIFAH COWKECTEHIIPYTre HETi3AenreH TMOpUATi
yMiTKepiepai ipikTey skyieci // XalbIKapalblK akmapaTTHIK >KOHE KOMMYHHKAIBIK
TexHonorustap okypHamel. T. 7. Ne. 25. B. 311-325. https://doi.org/10.54309/
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AnHoTanus. Ha cerogHsmHuii JeHb MPOLECC HAWMa COIMPOBOKIAAETCA
3HAUYUTENbHBIM TIOTOKOM 3asiBOK, YTO 3aTPYyAHSIET JETalbHYI0 M OECHpUCTPACTHYIO
OLCHKY KaHIAWAATOB. ABTOMaTI/I3I/Ip0BaHHBIe HHCTPYMCHTBI YaCTO IIOJArarOTCs Ha
MPOCTOE TEKCTOBOE CXOJCTBO WJIM HE3aBHCUMBIE OLICHKH WX MPHUTOJHOCTH, KOTOPHIE
HE YYHTHIBAIOT (DAaKTUYECKHWE YCIOBHSI Ha pBIHKE Tpyaa. JlaHHOe uccienoBaHue
npeaiaraeT THOPUIHYIO CUCTEMY TPHUHSATHS PEIICHUH, COBMEIIAIONIYI0 KOHTEKCTHBIC
TCKCTOBBLIC TMPCACTABJICHUA, CTAHAAPTU3UPOBAHHOC COIIOCTABJICHUC HABBIKOB Ha
ocHoBe Kiaccupukammu ESCO, cooTBeTcTBHE KBAMH(DHUKAIMSAM W ONTHMH3AIUIO
pamKupoBaHUs U O0ee TOYHOW OIEHKH KaHAuAaToB. Llenb paboThl 3aKimovaercs B
CO3/IaHUU aPXUTEKTYPHl MOJIEIH U €€ TECTUPOBAHUM HA MApPHBIX HAOOpaX «pe3rome -
BaKaHCUA» U UCCIICAOBAHUUW BJIWAHHWA PA3JIAYHBIX UCTOUYHHUKOB JAHHBIX Ha HTOIOBOC
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KadecTBO. [IpenoxKeHHbI METO/T TOKa3bIBAET BEICOKYIO 3(P(PEKTUBHOCTD B BHIJICIICHUH
HanOoJiee TMOAXOMAIMINX KAHAWAATOB, CTAOMIBHOCTH INPOTHO30B M YIYYIIECHHYIO
CIIOCOOHOCTh Pa3lnyaTh COOTBETCTBUS B CPABHEHUU C TPAJULMOHHBIMH IOIXOIaMH.
PesynbTarsl MccinenoBaHus MoKa3aid, YTO CEMAHTUYECKUN aHalU3, B COYETAHUM CO
CTPYKTYPUPOBAHHBIMU TPEOOBAHUSIMH K KOMIIETEHIMSM, 0OJee TOYHO TPAHCIUPYET
peanpHOE TPUHATHE pelieHui B cdepe HaiiMa. Kak UTOr MOXKHO YTBEp)KAaTh, 4TO
MHOTOKPUTEPUAIBHOE PAHKUPOBAHUE MOXKET CIY’KUTh MPAKTUUYECKONW OCHOBOM IJIf
CHCTEM TMOJICPKKH TPUHATHS pEHICHWH B HaiiMe, oOecrieunBas MPO3PAYHOCTb H
BOCIIPOM3BOAMMOCTD TpoIiecca Moadopa KaHIUuIaTOB B OPraHU3aUsIX.

KuroueBble ci1oBa: CONOCTaBIEHHE PE3IOME U BAaKAHCHUM, MOJIENM OOYUYEHHS
pamxkupoBaHuio, knaccudukanms HaBeikoB ESCO, smOenmuarn SBERT, umxenepus
NPU3HAKOB, AaHAJUTHKA PEKPYTUHTa

HnsmurupoBanus: b.A. Kymanakos, A.O. laprynosa(2026).I nOpuaHbIinoaxon
K aBTOMAaTU3MPOBAHHOMY MOJ00PY KaHIUIATOB HAa OCHOBE COIIOCTABIICHUS PE3IOME
U BakaHCHUH // MeXIyHapoaHbIH KypHanI MHOOPMAIIMOHHBIX U KOMMYHHUKAIIHOHHBIX
texaonoruit. T. 7. No. 25. Ctp. 311-325. https://doi.org/10.54309/ijict.2026.25.1.019.
(Ha Kas.).

KoH(pauKkT uHHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIHMKTA
UHTEPECOB.

Introduction.

Digital recruitment platforms now allow companies to find and assess potential
employees more quickly than ever before. Companies receive numerous resumes for
one position, yet can interview only a few. As a result, most companies utilize var-
ious forms of automated screening software to help them narrow their search down
to the top candidates. Although early versions of screening software were based on
keywords and manually created rules, they did not work well if a resume contained dif-
ferent vocabulary or formatting than expected by the applicant tracking system (ATS)
(Faliagka et al., 2011, 2012). More recent studies applied machine learning and neu-
ral language models such as BERT (Barducci et al., 2022) to capture the relationships
between resumes and job postings (Qin et al., 2018). Nevertheless, despite advance-
ments in resume-screening technology, there still exists a fundamental issue that pre-
vious studies have been unable to resolve. How do we create a model that compares
candidate qualifications against each other, and considers the formal requirements of
a position? The lack of a solution to this problem is what drives this current study.

Automated resume-job matching continues to gain popularity as it can potentially
make the recruiting process faster, and less biased toward individual preferences. How-
ever, the current body of literature does not provide a complete framework that utilizes
semantic comprehension of text, standardized representations of competencies, explicit
models of structured candidate attributes, and an interpretable ranking of candidates.
Many systems have many similarities, but many systems fail to convey the comparative
aspect of hiring decisions, and provide enough transparent reasoning for recruiters to
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rely on (Le et al., 2019; Raghavan et al., 2020). This disparity between technological ca-
pabilities and the actual recruiting needs further illustrates the relevance of developing
more inclusive decision-support models from both a theoretical and practical perspective.
A second unaddressed concern in the field of resume screening is the fragmen-
tation of skill representation. One skill may appear in several different textual represen-
tations in a resume and a job posting, which can lower the reliability of the matching.
Ontologies-based frameworks such as the European Skills, Competences, Qualifica-
tions and Occupations (ESCO) classification are designed to represent the relation-
ships between skills in a standardized manner and to provide a common vocabulary for
representing skills in resumes and job postings regardless of the vocabulary used (Le
Wrang et al., 2014). These frameworks do enhance consistency and facilitate compe-
tency analysis; however, they are not incorporated into semantic models and ranking
approaches. Additionally, the increasing number of Al-powered recruitment tools has
raised questions regarding transparency and accountability, and therefore the need for
decision-support systems that are interpretable (Raghavan et al., 2020).

This study’s focus is automated candidate evaluation in digital recruitment
environments. The focus of this study is a hybrid framework for resume-job match-
ing that combines semantic representations, structured competency analysis, and on-
tology-based skill normalization in a ranking model. The goal of this study is to de-
velop and empirically test an interpretable approach that enhances the accuracy and
transparency of candidate ranking compared to the existing single-method systems.

In order to accomplish the goals of this study, three main tasks will be accom-
plished:

1. An analysis of the limitations of existing matching methods.

2. Design of a hybrid feature representation that includes semantic similarity,
standardized skills, and structured attributes

3. Implementation of a learning-to-rank model that reflects comparative decision-
making.

4. Assessment of the performance, interpretability, and practical application of
the developed model.

The methodology of this study will include the utilization of transformer-based
language models for semantic representation, ontology alignment using the ESCO clas-
sification for skill normalization; feature engineering of structured candidate character-
istics; and gradient-boosted ranking algorithms with explainability techniques.

The working hypothesis of this study is that by incorporating multiple sources
of information (semantic, structured, and ontology-based) will yield more accurate and
interpretable candidate rankings than systems that rely solely on one form of representa-
tion. The scientific contribution of this study is to demonstrate how the above mentioned
components can be integrated into a unified decision-support framework. The practical
contribution of this study will be to determine whether the developed model will assist
recruiters in evaluating candidates in high-volume hiring scenarios through the transpar-
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ent ranking and explicit identification of competency gaps.

Materials and Methods.

Automated resume-job matching has been investigated as a comparative ranking
problem which is based on how recruiters work with multiple candidates competing
for one position. The early methods were using rule-based filtering and manually
defined rules, both provide transparency in their decision making process however have
severe limitations in processing candidate information with different terminology and
changing skills required (Faliagka et al., 2011, 2012). Machine learning models using
lexical representations and classification frameworks were then developed and showed
a lot of improvement over the previous methods by providing a more robust method of
candidate evaluation; although, most candidate evaluations are treated as independent
from each other (Qin et al., 2018; Bian et al., 2019). A few recent advancements in
neural language models have shown large improvements in the semantic understanding
of resumes and job descriptions (Reimers & Gurevych, 2019; Barducci et al., 2022)
however, many of these models do not take considered competency requirements or
comparative ranking mechanisms. Therefore, the current study will develop and evaluate
a hybrid framework that uses semantic similarity, standardized skill representations and
structured compatibility indicators within a learning-to-rank model.

The experimental setting was developed from a database of resume—job pairing
from the information technology field that was retrieved from online recruiting websites.
After data cleaning to ensure all resume—job pairings were complete and consistent,
there were 10,766 resume—job pairings derived from 873 job postings. In addition to
the considerable number of resume—job pairings, each job posting had an average of 12
resumes to allow comparison of the ranking of candidates in job specific groupings. To
preserve the technical expression of programming languages and tools used in the IT
domain, the documents were normalized, duplicate entries removed and preserved.

As stated earlier, candidate selection was framed as a learning-to-rank problem
where candidates are ranked in relation to other candidates vying for the same position.
(Burges, 2010, Lee 2024 and Valizadegan et al., 2009) have demonstrated the success of
learning-to-rank approaches in comparative decision making problems in Information
Retrieval Systems. Each resume—job pairing was represented by a feature vector that
consisted of a combination of semantic similarity, standardized skill overlap and
structural compatibility indicator(s).

The semantic similarity between two documents was quantified using
transformer-based sentence embeddings that capture relationships of context beyond
the overlap of words (Reimers & Gurevych, 2019; Barducci et al., 2022). The cosine
similarity between the vector representations of these embeddings is used as a measure
of topical alignment between the two documents. To handle the variation in skill-related
terms, competency phrases in resumes and job descriptions are linked to standardized
competency concepts within the ESCO (European Skills, Competences, Qualifications
and Occupations) taxonomy. Skill taxonomies provide consistent terminology for labor
market competencies and allow for the comparative analysis of skills across different
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document formats (Le Wrang et al., 2014). Additional competency data is analyzed
in the context of occupational frameworks, like O*NET, that define the relationship
between jobs, tasks and required skills (Peterson et al., 2001). Ontologies and ontology-
based methodologies for competency management and resume annotation guided the
normalization process (Karaa & Mhimdi, 2012; Janev & Vranes, 2011).

Structured attributes, which represent the explicit recruitment requirements, were
also extracted in addition to the semantic information. This includes the compatibility
of educational level, years of work experience, certifications, and seniority indicator.
While structured restrictions are commonly found in recruitment research, they are
typically poorly implemented in the purely semantic matching models (Rentzsch &
Staneva, 2020; Le et al., 2019). After normalizing the extracted attributes, all were then
combined with semantic and skill-based features into a single representation.

To determine which candidates would be ranked first based upon what is provid-
ed in each candidate’s resume, a gradient boosted decision tree model was employed in
this study. The model was optimized for ranking purposes, as well as other objectives.
The gradient boosting technique has been shown to provide high-quality results when
utilizing heterogeneous feature sets, as well as being effective for ranking tasks, primar-
ily because they are able to identify non-linear relationships between variables (Burges,
2010; Prokhorenkova et al., 2018). During training of the model, pairwise comparison
was made by comparing the job posting itself to each candidate to establish a higher
score for each candidate who is better suited to the particular job than the other candi-
dates applying for the same position.

Model performance was assessed using a variety of ranking metrics that re-
flect real-world recruitment scenarios, such as normalized discounted cumulative gain
(NDCG), mean reciprocal rank (MRR) and precision at top positions. NDCG measures
both how relevant a list of candidates is to a particular job opening, as well as where
those most relevant candidates appear in the list (Valizadegan et al., 2009). In addition,
additional experiments were completed by removing selected elements of the model to
evaluate the contributions of semantic, structured, and ontology-based features to the
quality of the rankings produced by the model.

Feature attribution was utilized to examine the interpretability of the model’s
decisions regarding which candidates should be ranked first, in terms of the degree
to which each feature contributed to the model’s prediction of which candidate would
receive the highest score (Lundberg & Lee, 2017). Additionally, competency gap
analysis was employed to compare the required skills listed in the job description with
the skills that can be found in the candidate resumes, allowing the researcher to identify
the missing competencies and provide recommendations to develop them. This approach
aligns with recent calls for transparent and accountable Al-based recruitment tools that
will minimize bias while supporting human decision making (Raghavan et al., 2020).

This study uses a methodological framework of integrating semantic analysis,
standardized competency representations, structured requirements, and ranking
optimization, thus providing a systematic means of evaluating the hypothesis that
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combining multiple information sources will result in improved accuracy and
transparency of the automated candidate evaluation process.

- Process 1 - Ingest & Prep:
E1: Job Postings > (clean, normalize)
| aemaen
resume tex)) Process 2 - Extract Profiles
(Multi-method + ESCO) e Database 2

Profiles J. €
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Fig.1. Proposed Hybrid System Architecture.

Results and Discussion.

Dataset Characteristics. The training set consisted of 7,536 pairs and the test
and validation sets consisted of 1,615 pairs in each case. Each of these three sets had
a perfect class distribution of about 50% Fit and 50% Not Fit. In addition, the training
set contained 3,784 positive and 3,752 negative examples. It is important to maintain
such a distribution to not train models that learn spurious associations based upon class
frequencies instead of what really causes discrimination. Thus, all our evaluation metrics
for the model’s discriminative capability are independent of its potential exploitation of
base rates.

Extraction Method Skills Precision Recall Percentage (%)
Noun Phrases (spaCy) 1,523 0,84 0,68 46.9

SBERT 978 0,88 0,72 30.1

N-gram Frequency 412 0,76 0,52 12.7

RAKE 287 0,71 0,48 8.8

YAKE 234 0,78 0,54 7.2

Combined 3,247 0,92 0,87 100.0

Skill Extraction Results
A multi-method skill-extraction pipeline extracted a total of 3247 unique skill
phrases from the corpus following de-duplication and substring-filtering. The top
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contributor were extracted via noun phrase extraction using spaCy, which provided 1523
skills or 46.9 % of the total number of skills identified. This method had precision of 84
and a recall rate of 68 The second most successful method in terms of skill identification
was SBERT, which identified 978 skills or 30.1 percent of the total number of skills
identified; this method also demonstrated the best individual precision (.88) due to its
ability to identify skills that are semantically important yet may appear rarely in the text.
N-gram frequency mining identified 412 skills or 12.7 percent of the total number of
skills identified with precision of 76 and a recall rate of 52, providing effective means
to capture common technical acronyms yet missing low frequency terms. RAKE and
YAKE identified 287 and 234 skills, respectively; however both methods demonstrated
precision rates of 71 and 78, respectively, and were able to capture domain specific and
emerging terminology not typically identified by the other methods.

The overall combination of methods significantly outperformed each individual
method with a precision of 92 and a recall of 87 along with an overall F1 score of
784. Although the combination of methods resulted in a slight reduction in precision
relative to SBERT alone, the significant increase in recall justified the use of a multi-
method approach. Only 87 skills were identified by all five methods, demonstrating
universal expression of competencies such as Python, SQL, and project management.
The remainder of the 3160 skills identified were found to require at least one method
beyond the simple method to be captured. The results confirm that each method provides
non-overlapping coverage and that reliance upon a single method would result in a
substantial portion of the skill vocabulary being missed.

0.94 -

0.90 -

NDCG@k Score

—e— Train
—@— Valida
0.86 - —h— Test

25 50 75 10.0 125 15.0 175 2

Fig.2. NDCG@k Performance Across Different Cutoffs

The NDCG@K (Normalized Discounted Cumulative Gain) at K cutoffs shown
in Fig. 2 demonstrates the progression of the ranking quality based upon the increasing
number of candidates being evaluated as K increases. A prominent level of effectiveness
is achieved at the highest ranking positions; i.e., NDCG@]1 = 0.895 and NDCG@5 =
0.916. Smaller incremental gains occur at the k = 10 position (NDCG@10 = 0.930).
This trend suggests that most of the most relevant candidates are listed among the
top ranked candidates, which is important since many recruiters evaluate potential
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applicants’ qualifications through a limited pool of applicants and thus have limited
opportunity to consider all qualified candidates. In comparison to previously reported
semantic-based matching techniques such as dense retrieval approaches (Yu et al.,
2025), the hybrid approach exhibits an enhanced capacity to identify the elements that
affect hiring decisions. Additionally, the concentration of the ranking signals in the top-
ranked positions demonstrate that candidate suitability is a function of the combination
of semantic fit, competency alignment, and structural requirements rather than any one
factor individually.

Number of Samples

Predicted Predicted
No Fit Fit

Fig.3. Confusion Matrix for aggregated evaluation

The strength of the prediction is shown in Figure 3, with a confusion matrix of
the test data, with a strong diagonal showing the accuracy of identifying both suitable
and unsuitable candidate populations; 2187 true positives and 2234 true negatives,
with off-diagonal errors being small (189 false positives and 156 false negatives) to
indicate balance in performance. The data demonstrates better performance than the
classification-based methods used in prior recruitment research, where high levels of
recall were common but at the expense of low levels of precision. The framework is
providing a conservative level of risk tolerance, as would be expected in a screening
context. However, there are more false negatives indicating that the model prefers to
avoid recommending unsuitable candidates to the hiring manager’s top recommendations
list. This aligns with hiring managers’ preferences in the hiring process as they have less
preference for false positive, as those can be expensive.

The discriminatory ability of this framework is further demonstrated in figure
4 which displays both the combined receiver operating characteristic (ROC) and
Precision-recall curves for both full model and baseline models; the hybrid model
achieved an area under the curve (AUC) of 0.964 and demonstrates high Precision over
all recall values (average Precision or AP =0.921), indicating strong separation between
relevant and non-relevant candidates in evaluation. Lower separation of relevance
between candidates was observed in baseline models, supporting previous research
that structured data alone does not capture the complexity of evaluating candidate fit
to job openings. The findings also support previous research on using structured and
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textual information together in modeling person-job fit, but further support the idea that
combining structured and textual information provides more discrimination than using
either form of information alone in competitive ranking scenarios.

ROC Curves: Model Comparison Precision-Recall Curves: Model Comparison

=== Full Model (AP = 0.810)
== SBERT Only (AP = 0.736)
= Baseline (AP = 0.589)
==+ Random (AP = 0.500)

True Positive Rate
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=3
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— Full Model (AUC = 0.917) [ T—

o - v 9
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— i - . )
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\
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Fig.4. Combined ROC and Precision-Recall Curves

—Table 2 — Ablation Study Results Showing Impact of Different Feature Groups.

Configuration Features NDCG@5 A from Full | % Decrease
Full Model All 6 features 0.916 - -

No Semantic ESCO, edu, exp, cert, sen, dom 0.873 -0.043 -4.7%

No ESCO Semantic, edu, exp, cert, sen, dom | 0.901 -0.015 -1.6%

No Structured Semantic, ESCO 0.884 -0.032 -3.5%
SBERT only Semantic 0.798 -0.118 -12.9%
ESCO Only ESCO 0.745 -0.171 -18.7%
Structured Only | edu, exp, cert, sen, dom 0.812 -0.104 -11.4%

The contributions of individual feature sets were analyzed in Table 2 using
an ablation study. In removing the skill normalization based on ESCO, it resulted in
decreased performance because of the varying competency representations generated
by use of various terminology. This supports previous research regarding the value of
standardizing skill taxonomies for improving the quality of labor-market analytics.
Removing structured compatibility indicators increased similarity scores for candidates
who lack necessary qualifications. This demonstrates that semantic alignment alone will
generate erroneous rankings when combined with constraint modeling (i.e., when there
is no model constraint). Removing semantic features produced the greatest decrease in
performance, which suggests that the context of job descriptions is critical to evaluating
resumes. Collectively, the results demonstrate that the hybrid model’s improved
performance is derived from the synergy among its feature types rather than from a
single dominant feature set.
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Further insight into the resume-job matching process was gained from experiments
that did not include visual representations of the data. The results demonstrated that the
performance of the ranked lists was consistent across all job categories represented in
the dataset, and therefore, the framework may be applied to a wide variety of technical
jobs. Most misclassified candidates were those whose skills, although applicable, were
described using unconventional terminology, or partially met the requirements listed
in the job description. Misclassification also highlights the subjective nature of resume
evaluation. The results indicated that the importance of structured attributes increased in
senior-level positions, where formal education and work experience were emphasized;
however, the importance of semantic similarity increased in junior level positions that
placed greater emphasis on adaptable skills.

The study identified resume-job matching as a multi-faceted assessment issue
that includes contextually similar or dissimilar features, and competencies matched
on a standardized basis, and qualifications specifically stated in resumes. Prior to the
development of this framework, most candidate evaluations were treated independently
as classification problems. The comparative ranking approach adopted in the framework
represents the competitive nature of recruitment, in which candidates are evaluated relative
to one another. The framework incorporates multiple decision criteria and generates
interpretable rankings aligned with real-world hiring practices. In addition to improving
decisionquality and transparency, the framework provides ameans of integrating semantic,
structural, and ontology-based information. As such, the framework addresses some of
the limitations that have been identified in the development of automated hiring tools.

Prediction Calibration.

In addition to evaluating ranking performance, the value of the proposed
framework will depend upon whether a recruiter should trust predicted relevance scores
as actual probability estimates or simply treat them as relative rankings. The results of
the calibration analysis indicated that the model was producing very well calibrated
predictions. Predicted probabilities were equal to observed match frequency rates across
the entire 0-1 probability space (i.e., the model’s predictions did not appear to either
significantly overestimate or underestimate probability). Additionally, every calibration
point fell within +/=10 % of perfect calibration. Conversely, the baseline model had
significant overconfidence at higher predicted probabilities; i.e., the baseline model
frequently overestimated the likelihood of a good match for those candidates that it ranked
highest. The practical implications of this calibration quality are numerous, including
enabling recruiters to interpret model score predictions as representing 85 % chance that
the candidate is a good fit. Well-calibrated model scores also facilitate threshold based
automation (e.g., advance to secondary review all candidates receiving a model score
> x) with both predictable and auditable outcomes. Threshold-based automation may
be particularly valuable under current employment regulations in multiple jurisdictions
that require documentation justifying the basis for automated screening decisions.

Model Training Stability.

The model’s training behavior was tracked through each of the 1,000 iterations
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of training as well as by monitoring both the training and validation sets for early
stopping. Training loss continuously decreased as it converged to a single value after
about 600 iterations of training. Validation loss showed a similar trend as training loss
but had some small variability; its minimum occurred at the 750th iteration where early
stopping would be initiated (the best performing checkpoint up until then would be
retained). Early stopping did result in an only 0.5 percent difference in how well the
training and validation datasets performed in terms of NDCG@?5. At the time of early
stopping, the training NDCG@5 was 0.924 and the validation NDCG@5 was 0.919.
Given this similarity, the model can generalize as well as maintain stability in training
using all three types of data in the hybrid multi-source feature set including: semantic
embedding based data, ontology aligned skill representations and structurally-based
data representing attributes.

Finally, the results demonstrate that integrating complementary information
sources leads to significant improvements in automated candidate evaluations when
compared to evaluations made using singular methods. Furthermore, the study
demonstrates that effective resume-job matching requires the concurrent consideration of
multiple aspects of a candidate’s suitability for a particular position. The study identifies
the underlying structure of hiring decisions and establishes a basis for developing more
dependable Al-assisted hiring systems.

Conclusion.

This study views resume-job matching as a comparative decision-making
process and shows that modeling candidate evaluation as a learning-to-rank (L2R)
problem provides a model that better represents actual recruitment processes than
separate classification methods do. The hybrid system models many factors related
to candidate suitability through an integrated framework of contextual semantic
representations, ontology-based skill normalization using the ESCO taxonomy and
structural qualification constraints. The interactions among all three information types
result in consistent increases in the quality of rankings, discrimination capacity, and
calibration stability when comparing to the individual-method baselines.

The ablation and calibration analyses demonstrated that candidate evaluation
can be successful based on the reliability and interpretability of ranking signals and the
predictive accuracy of the model’s output. Model outputs that are well-calibrated allow
recruiters to view model scores as reasonable measures of candidate suitability instead
of viewing them as a set of abstract numbers. Such calibration will enable recruiters to
use decision thresholds to decide of which candidates are suitable to move forward in
the hiring process and facilitate auditable screening processes. Calibration is important
in large-scale recruitment settings due to the costs of false positives and false negatives.

In addition to improving performance, the framework provides methodological
clarity by representing the competitive nature of hiring decisions. Most traditional
systems for screening resumes treat candidates separately, while most hiring processes
compare candidates for the same position in relation to each other. The comparative
logic applied in the ranking formulation used in this study provides a way to represent
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this comparative process and identify competency gaps between candidates and job
requirements. Therefore, the usage of the system extends from screening to providing
decision support for workforce planning, targeted training, and talent development
strategies. However, the findings also suggest that there are limitations to the automation
of evaluations of human qualifications. Misclassifications typically occur due to non-
standard terminology, interdisciplinary skill profiles or partially met requirements.
These examples reflect the subjectivity and contextual nature of resume interpretation.
That is why, automated systems should serve as a tool to enhance human judgment and
not as a replacement for human judgment.

Future research would investigate the extent to which the proposed system can
generalize across different industries (cross-domain), whether the proposed system can
be adapted for international labor markets (multilingual), if fairness-conscious ranking
objectives can be developed, and whether the proposed system can accommodate
temporal changes in career trajectory to capture changing competencies. It may also
be beneficial to evaluate incorporating human-in-the-loop feedback mechanisms
to continuously align the model’s outputs to the organization’s hiring preferences.
Furthermore, the proposed hybrid ranking framework has established a theoretically-
sound and practically viable basis for developing transparent, scalable, and interpretable
Al-assisted recruitment systems that can support complex hiring decisions in today’s
digital labor market.
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Abstract. This paper presents a mathematical model for the optimal selection
of sensors in Security Information and Event Management (SIEM) systems using the
Analytic Hierarchy Process (AHP). The growing complexity of modern information
infrastructures and the increasing number of cyber threats require reliable and efficient
monitoring mechanisms. Since the effectiveness of a SIEM system significantly depends
on the performance and configuration of its sensors, the problem of selecting the most
suitable sensor under multi-criteria conditions becomes a relevant scientific and practi-
cal task. The proposed approach formalizes the sensor selection process as a three-level
hierarchical structure that includes the main objective, a system of evaluation criteria,
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and alternative sensor configurations. The criteria considered in the study include sys-
tem load, reaction time, working time, efficiency, implementation cost, labor intensity,
universality, implementation quality, and prevalence. Pairwise comparisons were per-
formed according to the Saaty scale, and weighting coefficients were calculated using
eigenvalue-based methods. The consistency index and consistency ratio were evaluated
to ensure the reliability of expert judgments.Based on the developed model, a software
tool was implemented in C++ using the MySQL database management system. The sys-
tem automates the formation of comparison matrices, calculation of priority vectors, and
ranking of alternatives. Experimental results demonstrate that the application of AHP
improves the objectivity and transparency of decision-making, reduces configuration
time, and increases the reliability of SIEM sensor deployment. The proposed model is
scalable and can be adapted to various information security infrastructures, contributing
to the advancement of multi-criteria optimization methods in cybersecurity.
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(AHP), decision-making
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Annoramusi. byn makanana SIEM kiacTel aknmapaTThIK Kayilci3aikTi 6ackapy
JKYHENepIHIe OHTAIIBl CEHCOPJAbl TaHAay YIIH Hepapxusiapabl Taujuay oiici
(UTO) HeriziHae MaTeMaTHKaJIbIK MOJIETb YCHIHBUIAJBI. 3aMaHayd aKmapaTThIK
WHOPaKYPBUIBIMAAPIBIH KYPACICHYl KoHE KHOEepKayiNmTepiH apTybl CEHIMII opi
THIMJII MOHUTOPHUHT TETIKTepiH KaxkeT eremi. SIEM xyiieciniy TuiMaiiiri kedinece
KOJIJIaHBUIAThIH CEHCOPJap/blH CHUIaTTaMalapbl MEH KOH(PUIypalusChbIHA Toyenl
O0JFaHIBIKTaH, KOIIKPUTEPUILIL OpTaja €H KOJIaljbl CEHCOP/Abl TaHJAay FbUIBIMU 9pi
MPaKTUKAIBIK TYPFBIJIAH ©3€KTI MOcee OO TaObLIa bl ¥ CBIHBUIFAH TACLT CEHCOPIBI
TaHJay YAEPICIH YII JEHIeill HepapXUsUIbIK KYpBUIBIM TypiHAe (opmanmaiab:
HEri3r1 MaKkcar, Oaranay KpUTepHisiepl )koHe OalaMalibl ceHcopiap. 3epTTeyie Kemeci
KpUTEPHUIIEp €CKepUIIi: JKyHere TYCETIH XKYKTeMe, )Kayam Oepy YyakKbIThl, JKYMBIC
YaKbIThI, THIMIUTIK, €HTi3y KYHBI, €HT13yJiH €HOEK CBHIMBIMIBUIBIFBI, OMOEOANTHIK,
JKY3€re achIpy camachl XKoHe Tapaily JAeHreii. JKynTeik canbicTeipyinap CaaTH mKaiachl
OOMBIHIIIA KYPri3UIin, caiMak Kod(Q(HUIIMEHTTEpl MEHIIIKTI MOHACP OJIiCi apKbUIbI
ecenreri. CapantamanblK OaralapJblH TYPBICTBIFBIH TEKCEPY VIIIH KellCIMIUTIK
MHJIEKC1 KOHE KeJICIMIUTIK KaThIHACHI aHBIKTAJIbl. O31pJCHTeH MOIeNb Heri3iHae C++
Oarnmapnamanay TimiHae xoHe MySQL nepexrep KopblH Oackapy »KyHeciH KojjgaHa
OTBIPBIN OarjapiaMaiblK Kypai skacanjbl. JKylie KyNThIK CalbICThIPY MaTpULlaTapblH
KYPY/Zibl, OacChIMJIBIK BEKTOPJIAPBIH €CeNTeyAl »oHe Oajmamanapibl paHXupieyIi
aBTOMATTaHJbIPaAbl. DKCIEPUMEHTTIK HOTHXKENIep HepapXusuiapibl Tajljgay oJiCiH
KOJIIaHy HIENIMKa0bUIIay YACPICIHIHOOBEKTUBTTITT MEH aUKBIH IBIFBIH AP TTHIPATHIHBIH,
JKyHeHl OanTay yakbITBIH KbICKApTaThIHBIH >koHe SIEM  uH(paKypbUIBIMBIHIA
CEHCOP/IbI TAHIAYIbIH CEHIMJIUIITIH KOFapbhLUIATATHIHBIH KOPCETTI. ¥ CIHBUIFAH MOJICITb
MacIITadTaIaThIH OOJIBIN TA0BUIA B )KOHE OPTYPJIl aKMapaTThIK KayINCi3 K )KyHeaepiHe
Oeitimaerne anaapl, OyJ1 KHOEPKAyITCI3iK callaChIHAAFbl KOIKPUTEPUIATTI OHTAUIAHBIPY
OICTEPIH TaMBITYFa BIKITAJ €TE/Il.
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AnHoTanus. B 1anHo# cTarbe npeacTaBieHa MaTeMaTHueckast MoJieIb BbIOopa
ONTHMAJILHOTO CEHCOpa B CHUCTEMax YIpaBlIEHUs MHPOPMAIIMOHHOW 0€30MacHOCTHIO
kimacca SIEM Ha ocHOBe Merona ananm3a wepapxuii (MAUW). Bo3pacraromas ciox-
HOCTh COBPEMEHHBIX MH()OPMAIMOHHBIX MHPPACTPYKTYp U yBEIWYCHHE KOJINYECTBA
KuOepyrpo3 TpeOyoT HaaeKHBIX U 3(PPEKTUBHBIX MEXaHU3MOB MoHHTOpuHra. [lo-
CKOJIBbKY 3¢ deKkTuBHOCTh QpyHKIHOHUpOoBaHUS SIEM-crcTeMbl BO MHOTOM 3aBHCHUT OT
XapaKTEepPUCTUK U KOH(UTYpaIMK UCTIOIb3yeMbIX CEHCOPOB, 3a7aya BpIOOpa Haubosee
MOJXO/ISIIETO0 CEHCOPa B YCIOBUSIX MHOTOKPUTEPUATHHOCTHU SIBIISIETCS aKTyallbHOM Ha-
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YYHOW M TNpakTH4yeckoi mpoonemoit. [IpemnokeHHbIN moaxon GopMain3yeT Mmporecc
BbIOOpA CEHCOpa B BUJE TPEXYPOBHEBOM HEPAPXUUECKON CTPYKTYPbI, BKIIIOYAIOIIEH 11e-
JeByI10 (DYHKIIMIO, CHCTEMY KPUTEPUEB OIICHKH M aJIbTEPHATUBHBIC BAPHAHTHI CEHCOPOB.
B uccnenoBanum yuuThIBaIOTCS CIENYIOIIME KPUTEPUM: HAarpy3Ka Ha CUCTEMY, BpEMsI
peakiuu, paboudee Bpems, d3PPEKTUBHOCTb, CTOMMOCTh pealn3allui, TPYIOEMKOCTb
BHEPEHUS, YHUBEPCAIBHOCTh, KAU€CTBO peaIn3alii U pacpocTpaHEHHOCTh. [lapHbie
CpaBHEHUsI IPOBOAWIMCH 110 1IKaje Caaru, a BeCOBbIe KOA(PPHUIIMEHTHI PACCUUTHIBAIHICH
Ha OCHOBE METOJIOB OIpe/AeIeHUs] COOCTBEHHBIX 3HaUeHUM. JlJ11 MPOBEPKHU KOPPEKTHO-
CTH SKCIEPTHBIX OLIEHOK ObUIM BBIYMCIIEHBI MHJEKC CONIACOBAaHHOCTHU M OTHOLICHHE
coracoBaHHOCTH. Ha ocHOBe pa3paboTaHHON MOJIENH pealn30BaHO MPOTPAMMHOE
oOecrnieueHne Ha si3pike C++ ¢ ncnons3oBanueM CYBJ[ MySQL. Cucrema aBroMaTu-
3upyeT (OPMHPOBAHUE MATPUIl TAPHBIX CPABHEHHH, pacyeT BEKTOPOB MPHOPHUTETOB H
paHXMpOBaHME AJITEPHATUB. Pe3ynbTaThl SKCIIEPUMEHTOB IOKa3bIBAIOT, YTO IPUMEHE-
HHUE METOJIa aHaJIN3a UePAPXUI MOBBIIIACT OOBEKTHBHOCTh U MIPO3PAYHOCTH PUHATHS
pEeIIeHHi, COKpaIaeT BpeMsi HACTPOMKH CUCTEMBI U YBEIIMYMBAET HAJIS)KHOCTH BEIOOpa
cercopoB st SIEM-urdpactpykrypsl. [IpenioxkeHHas MOIENb SBISETCS MAaCIITA0H-
pyeMoi U MOXKET OBbITh aIanTHPOBAaHA K PA3IMYHBIM CUCTEMaM WH(POPMALIMOHHON Oe3-
OIACHOCTH, CIOCOOCTBYSl Pa3BUTHUIO METOJ0B MHOTOKPUTEPHAIBHOM ONTHUMM3ALUK B
chepe kubepOe30MacHOCTH.

KaroueBbie cioBa: nHpopmanmonHas 6e3omacHocts; SIEM; ceHcop; meton
aHaJIn3a UepapXuii; PUHATHE PELICHUN

Jas uutupoBanusi: B. Maxarosa, b. [[xyrembaeBa, A. I'abmymoma, JI.
HypramueBa A. Aonuranmesa (2026). MaTemaTtrueckast MOJIENIb BBIOOpA OITHMAIILHOTO
CEHCOopa B Siem-CUCTEMax CPeICTBAMU METO/[a aHAJIN3a HepapXuid. / MexyHapo HbIH
KypHaJI HHPOPMALMOHHBIX U KOMMYHUKAITMOHHBIX TexHOJorHid. T. 7. Ne. 25. Ctp. 326—
349. https://doi.org/10.54309/1JICT.2026.25.1.020. (Ha anr.).

KoH(pauKT uHTEepecoB: aBTOPHI 3asBISAIOT 00 OTCYTCTBHM KOH(QIIHMKTA
UHTEPECOB.

Introduction.

Modern information systems are an integral part of the infrastructure of enter-
prises, government agencies, and commercial organizations. As data volumes and levels
of automation grow, the number of information security threats increases significantly,
requiring continuous improvement of protection and monitoring methods. One of the
most effective tools is a security information and event management system (SIEM),
which collects, correlates, and analyzes data on events occurring within the protected
network.

The effectiveness of a SIEM system depends on the proper operation of its sen-
sors—the components that collect, filter, and transmit security event data. An incorrect-
ly selected or improperly configured sensor can lead to the loss of critical data, false
alarms, or increased system load. Therefore, the problem of selecting the optimal sensor
that balances performance, reliability, and cost is a pressing scientific and practical is-
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sue.

Traditional sensor selection methods rely primarily on expert assessments and
empirical data, which do not always account for the multi-criteria nature and mutual
influence of system parameters. Therefore, it is advisable to apply formalized mathe-
matical methods of multi-criteria analysis, capable of considering both quantitative and
qualitative characteristics. One of the most universal approaches is the Analytic Hier-
archy Process (AHP), proposed by T. Saaty, which is widely used in optimization and
decision support problems.

Using the Analytic Hierarchy Process (AHP) allows us to represent the sensor
selection process as a hierarchical structure: from the primary goal—improving the ef-
fectiveness of the security system—to subordinate levels of criteria and alternatives.
This model enables us to objectively assess the importance of each criterion, determine
the weights of alternatives, and formulate a quantitative justification for the selection.

The objective of this study is to develop a mathematical model and software
tool that enable rational selection of the optimal sensor for a SIEM system using the
Analytic Hierarchy Processing (AHP) method. To achieve this goal, the following
tasks are addressed:

* An analysis of existing approaches to the construction and configuration of

SIEM systems was conducted;

e a hierarchical structure of sensor selection criteria has been formed;

» an algorithm for calculating weights and consistency indices has been im-

plemented;

* asoftware module was developed in C++ using the MySQL DBMS;

* An experimental verification of the correctness and effectiveness of the

proposed model was carried out.

The results of the study are aimed at improving the efficiency of SIEM system
setup and operation, reducing the risk of information incidents, and ensuring a higher
level of information infrastructure security.

Materials and Methods

SIEM Systems.

Security Information Event Management (SIEM) is the general name for soft-
ware products previously used separately from each other, categories SIM (Security
Information Management) and SEM (Security Event Management).

A typical SIEM system faces the following tasks.

Consolidation and storage of event logs from various sources — network devices,
applications, OS logs, security tools. Sometimes an incident is detected late, and the
events have long since been deleted, or the event logs are inaccessible for some reason,
making it impossible to identify the cause of the incident. Furthermore, connecting to
each source and viewing events is time-consuming.

Providing tools for event analysis and incident resolution. Event formats vary
across various sources. Text-based formats can be cumbersome when dealing with large
volumes and reduce the likelihood of incident detection. Some SIEM products standard-
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ize events and make them more readable, while the interface visualizes only valuable
information events, highlights them, and allows filtering out non-critical events.

Correlation and rule-based processing. A single event doesn’t always indicate an
incident. The simplest example is “login failed”: one instance is insignificant, but three
or more such events involving the same account may indicate brute-force attacks. In the
simplest case, rules in SIEM are represented in RBR (RuleBasedReasoning) format and
contain a set of conditions, triggers, counters, and action scripts.

Automatic notification and incident management.

The primary goal of a SIEM is not simply to collect events, but to automate the
process of incident detection, documenting them in its own log or an external HelpDesk
system, and providing timely notification of events. A SIEM can detect:

network attacks on internal and external perimeters;

viral epidemics or individual viral infections, unremoved viruses, backdoors and
Trojans;

attempts to gain unauthorized access to confidential information;

errors and failures in the operation of information systems;

vulnerabilities;

Configuration errors in security tools and information systems.

A SIEM system is versatile thanks to its logic. But to accomplish its intended
tasks, useful sources and correlation rules are necessary. Any event (for example, a door
opening in a specific room) can be fed to the SIEM input and used.

Sources are selected based on the following factors:

criticality of the system (value, risks) and information (processed and stored);

reliability and informativeness of the source of events;

coverage of information transmission channels (not only the external but also the
internal perimeter of the network must be considered);

solving a range of IT and information security problems (ensuring continuity,
incident investigation, policy compliance, preventing information leaks, etc.).

Main sources of SIEM

AccessControl, Authentication — for monitoring access control to information
systems and the use of privileges.

Server and workstation event logs — for access control, ensuring continuity, and
compliance with information security policies.

Network active equipment (change and access control, network traffic counters).

IDS/IPS. Events about network attacks, configuration changes, and device ac-
cess.

Antivirus protection. Events about software performance, databases, configura-
tion and policy changes, and malware.

Vulnerability scanners. Inventorying assets, services, software, and vulnerabili-
ties, providing inventory data and topology structure.

GRC systems for risk accounting, threat criticality, and incident prioritization.
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Other systems for protecting and monitoring information security policies: DLP,
anti-fraud, device control, etc.

Inventory and asset management systems. To monitor infrastructure assets and
identify new ones.

Netflow and traffic accounting systems.

A SIEM solution typically includes several components (Figure 1):
SERVERS

R R R P
Inspecting IS

<I’:{> Collector server
j E Correlator server

Collectors
<;::> Database and

storage server

Agents

Fig. 1. SIEM structure.

Agents installed on the information system in question (relevant for OS; an agent
is a separate program (service) that locally checks all event services and sends statistics
to the server);

Agent collectors, otherwise known as modules for understanding a separate log
of all system events;

Collector server, required for initial collection of events from various sources;

Correlator server, required for collecting data from collectors and agents and
studying the received data using algorithms and rules of mutual intersection.

Database server and storage, which are responsible for storing all data.

Often, a SIEM system is presented in an agent architecture - a place for storing
information - a program server installed on top of the protected IT structure (Zhumabe-
kov, 2021)

Agents implement the collection of security events, their rapid analysis and fil-
tering by type.

All filtered security event data is transferred to a storage or a specific case, where
it is placed in an internal presentation format for further use in analysis by the program
server.

This server supports basic ZI functionality. It analyzes the data stored in a case
and translates it to generate alerts and conclusions about the ZI.

As a result, 3 levels of construction are often distinguished in a SIEM system:
the data collection level; the data control level; and the data study level (Zhang et al.,
2019).

At the first level, data is collected from several types of sources. These include
file servers, database servers, Windows servers, firewalls, workstations, intrusion pre-
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vention systems (IPS), antivirus programs, and so on.

The second level manages security event data stored in the repository.

Data stored in the repository is retrieved in response to queries from data anal-
ysis models.

The results of information processing in the SIEM system, obtained at the third
level, are reports in predefined and arbitrary forms, operational (online) correlation of
event data, as well as alerts generated online and/or transmitted via email. (Gorelik et
al., 2020)

To improve analysis and visibility, and to accelerate response to increasingly
complex threats, SIEM systems must be transformed into a full-fledged security plat-
form. The next step in the evolution of security information and event management
should be to ensure the following four conditions are met.

Comprehensive view

Security analysis platforms must support full replay of any activity so that secu-
rity operations center analysts have access to all the information they need to determine
the best way to address potential issues.

Malware detection — threats are becoming increasingly difficult to identify as
they disguise themselves as legitimate software in network traffic. Collecting full net-
work packets allows for file reconstruction and automation of most of the analytical
processes necessary for detecting signs of malware.

Tracking attacker activity within the environment - Network packet capture is
becoming a key method for tracking an attacker’s movements within an organization’s
network.Providing evidence of malicious activity — Systems that support full network
packet capture can record entire sessions to demonstrate all attacker actions related to
the acquisition of sensitive data. Adding network packet capture and session replay ca-
pabilities to new-generation security information and event management systems is key
to threat investigation and prioritization. For example, traditional SIEM tools may in-
form you that your computer has detected communication with a suspicious server, but
you won’t know the exact data exchanged. Packet capture and session replay, combined
with information from logs and other sources, provides security professionals with a
more detailed analysis of the detection and assesses its significance. Detailed investiga-
tion capabilities help security operations center staff analyze suspicious activity step by
step and mitigate the impact of advanced threats. (Khraisat et al., 2019)

Deeper analytics and faster investigations

Security analysis systems must have the means to examine disparate data and
identify signs of advanced threats. For example, they must search for behavior patterns
and risk factors, not just static rules and known signatures. Security analysis systems
must also consider the relative value of information assets at risk, flagging the most
critical ones.

When determining the risk level of big data, security analytics platforms can
exclude known trusted actions, thereby increasing accuracy by reducing the volume of
information security professionals must analyze for new threats. In-depth automated
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analysis provides events of interest with a frequency profile. Thus, security analytics
systems triage events for analysts, highlighting those that require more detailed investi-
gation. (Aldwairi et al., 2020)

As fully automated components of new security platforms, these tools cannot
replace human expertise and decision-making skills, but rather merely draw special-
ists’ attention to issues requiring careful consideration. Security analysis systems are
designed to help security operations centers expand their threat detection capabilities in
ways previously unavailable. This allows analysts to promptly investigate incidents and
compare the impact of increasingly complex threats (Ring et. al ., 2019)

Security information and event management systems, when transformed into
security analytics platforms, must be scalable in scale and scope to handle massive vol-
umes of heterogeneous data both within and outside the organization. In-depth traffic
analysis from various devices across the network significantly increases the volume of
data the platform must process. Adding advanced threat investigation tools from ex-
ternal sources transforms the security console into a security data analytics hub, which
must also meet scalability requirements.

To address modern threats, security analytics platforms must support features
such as a distributed N-tier storage architecture and analytics engine that normalizes and
processes large, distributed data sets at high speed. The analytics platform must scale in
parallel with the storage system. (Gupta et al., 2021)

To stay informed and view events in context, security professionals must always
have access to all information relevant to system security. In addition to collecting data
from within their network, security analysis platforms must also automatically inte-
grate up-to-date threat intelligence from third-party researchers, government agencies,
industry associations, and open-source investigations. By providing all the necessary
information, the platform frees analysts from the need to manually collect data and
saves their time. Centralizing all available investigative tools within a unified analysis
platform provides analysts with an up-to-date picture of the IT environment, allows
them to view events in context, and accelerates decision-making.

Models of SIEM Systems

A SIEM system incorporates the functions of two third-party systems related to
information security management systems-SIM and SEM. Based on this, a SIEM sys-
tem implements functions that are understandable for both SIM and SEM systems. The
basic set of rules for a SIM system is the collection, storage, and analysis of all logged
data, as well as the generation of reports. The fundamental basis for SEM systems is
the online monitoring of security events, as well as the response and reporting of ongo-
ing incidents (Kurmangaliyeva et al., 2023).

The implementation of these functions in the SIEM system under consideration
is possible thanks to a complex set of various operational mechanisms. In Type I SIEM
systems, such mechanisms include normalization, filtering, classifying, aggregation,
mutual intersection and division of event importance, as well as the creation of alerts
and reports [5]. Modern SIEM systems also include analysis of events occurring during
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incidents and their consequences, as well as a solution implementation mechanism and
visual presentation.

Let us describe the core principles of a SIEM system’s operation. Normalization
involves converting log record formats collected from various sources into a single base
format that can be used for storage and further analysis. Filtering all transferred events
involves removing large events from incoming system streams. Segmentation allows se-
curity event attributes to be expressed by their role in certain classes. Aggregation con-
sists entirely of events that are similar in a few properties. Mutual intersection reflects
the relationships between similar events, which helps us understand the nature of attacks
on critical infrastructure, as well as adjust information security criteria and policies. The
priority mechanism reflects the importance and criticality of security events within the
rules available in the system (Dyusembaev et al., 2017).

Understanding events, incidents, and their resulting values involves construct-
ing a model of events, attacks, and their outcomes, studying system availability and
security, expressing attacker metrics, risk assessment procedures, and predicting events
and situations. Reporting and forecasting reflect the generation, printing, and dissemi-
nation of work results. Implementing solutions involves identifying measures to adjust
security methods to mitigate attacks or create a completely secure infrastructure. The
visual component includes data display in graph form, which helps describe the analysis
of security events and the level of security of the entire maintained CVI system and its
individual components.

It should be noted that when moving to higher-level mechanisms of the model
shown in Fig. 2, the number of events processed decreases, and the complexity of their
processing increases.

The interrelationship of the operating mechanisms of the new generation SIEM
system is clearly demonstrated by the functional model presented in Fig. 2.

| Data Collection | Processing Analysis Presentation
Normalization Aggregation
PULL method
Filtering Classification Report Generation
Event and gl

Correlation
Incident Analysis

PUSH method

Alert Geneation

Aggregation Prioritization

Classification

( Data Bus )

Decision Support Visualization

——F -

Storage

Repository

A 4

Fig. 2. Interrelation of the SIEM system functioning mechanisms.

As can be seen from Fig. 2, the SIEM system can be divided into five main func-
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tional subsystems: (1) data collection; (2) processing; (3) storage; (4) analysis; (5) pre-
sentation. The first two operate in online mode, while the others operate in near-online
mode. Let us briefly describe these subsystems.

Two main methods are used to obtain information from sources: Push and Pull.
With Push, the source sends its log data to the SIEM system. With Pull, the system au-
tomatically retrieves the log data.

Data is collected from diverse types of sources.

Processing subsystem. Information processing includes normalization, filtering,
correlation, aggregation, and classification.

Storage subsystem. Filtered data in normalized form is stored in a reposito-
ry. The repository can be built on a relational DBMS (the most common solution), an
XML-based DBMS, and/or a triplet store. A triplet store is a specially designed data-
base optimized for storing and retrieving triplets, i.e., statements of the “subject-predi-
cate-object” type.

Analysis subsystem. Data analysis includes the following functions: data cor-
relation, classification, aggregation, prioritization, and analysis of events, incidents, and
their consequences (including through event modeling, attacks, and their consequences,
vulnerability and system security analysis, intruder characterization, risk assessment,
and event and incident forecasting), as well as decision support. Data analysis can be
based on qualitative and quantitative assessments. Quantitative assessment is more ac-
curate but significantly more time-consuming, which is not always acceptable. Most
often, a quick qualitative analysis is sufficient, the purpose of which is to categorize risk
factors. The scale of qualitative analysis may vary across assessment methods, but the
goal is to identify the most serious threats. (Ring et al., 2019)

Presentation subsystem. The presentation includes several functions: visualization, re-
port generation, and alert generation (Abubakirov et al., 2022).

When studying various systems-social, economic, natural, and man-made-it’s
important to consider the totality of external factors to account for all factors within the
system as a single entity. However, the connections between these components cannot
often be considered due to a lack of sufficient data, and for some tasks, such as forecast-
ing and simulation, data may be completely absent. In such cases, the necessary connec-
tions are created through expert assessments. These are often implemented as weighting
parameters used to numerically evaluate the contribution of a given factor to the result.
(Saaty et al., 1980)

Accounting for weight parameters. Various approaches are used for this account-
ing, and many methodologies have already been implemented within them. Since there
is no goal to provide a general description of the various methods used to express weight
coefficients, only an analysis of the main approaches was performed.

Direct weighting. Experts refine factor weights based on requirements, such as
the sum of the weights being between 1% and 100%, although another constant can
often be used if it’s convenient for further calculations. This process is often confusing
factors specific values on an explicit numerical scale, but in this case, it’s better to call

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0

337 International License



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2026. Vol. 7. Is. 1 (25).

such factors “significance indicators” rather than “weights,” as they are then assessed
comparatively rather than by their overall impact. Weighting coefficients are also imple-
mented in an analogous manner, but that’s where we’ll end.

The difficulty of this approach lies in the ability to implicitly contain all factors
within a separate framework, since by assigning a numerical value to any factor, the
expert must also correlate it with the others. The complexity increases progressively as
the number of factors increases.

There are also technical difficulties in the specialist’s work related to the impor-
tance of periodically monitoring the current sum of weighting factors to avoid increas-
ing the specified constant or transferring the remaining substantial portion to extreme
factors. If this occurs, it is customary to recalculate all sent coefficients, which can be
done several times during the exchange process. The number of operations increases as
the number of factors increases.

Factor ranking. This approach simplifies the experts” work, as it eliminates the
need to control the total sum of the coefficients. In this case, experts are required to rank,
i.e., the factors under consideration that form the object according to the degree of their
properties’ identification, in order of their minimization or enhancement.

Rll.r RZL ---:Ril
RlZ: REZ. ---:Riz

le, RZf, ’RU’ 1)

Where Rij . the rank (place) assigned to factor Oij by the jin CXPCIT in a series of
n-studied objects, based on the degree of expression of the analyzed property. Two or
more factors may have the same rank, but then the rank is a fraction. The summary es-
timates of the weighting coefficients are obtained by averaging the partial ranks across
the columns.

The advantage of this method lies in its simplicity, but this simplicity isn’t al-
ways beneficial, as averaging the ranks results in rougher weighting estimates than other
methods. It also doesn’t relieve the expert of the responsibility of controlling all factors,
as with direct ranking.

Transferring coefficients to factors. This method asks experts to rate factors on a
scale, for example, from 1 to 10. The result is:

Yi1, Y21, Vi1

Yiz, Y2z, - Viz2

ylf; yzj, L y!_}' (2)
where y ; is the factor score transmitted from the j-th expert, n is the sum of fac-

tors, m is the number of experts.
Summary estimates of the weighting coefficients are often found by selecting an
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appropriate regression model. The average estimate w _of the factor weighting coeffi-
cients is obtained using trivial formulas:

__Timawy
Wiy = oo m L
i=14j=1 WL_} (3)
where w i is the weight of the i-th object, based on the assessments of all ex-
perts;
W = )

ij — enm _ >

D P (4)

where x i is the assessment of factor i given by expert j;

n is the number of factors, m is the number of experts.

This method weakens the dependence of the assessment of an individual factor
on the others, but does not eliminate it, since it is necessary to compare the factors, oth-
erwise it will not be possible to correctly assign the significance coefficients.

The Analytical Hierarchy Processing (AHP) method, created by T. Saaty in the
1980s, was designed to partially minimize the above-mentioned difficulties. The es-
sence of the method is as follows. (Saaty at. al., 1993; Saaty at. al., 1980)

Factors are considered in pairs relative to each other based on their impact on
the final goal. The influence of other factors is not considered. For pairwise comparison
of factors, the Saaty method uses a special rating scale, including five main and four
intermediate judgments (Saaty, T., 1980).

In it, the experts’ arguments were highlighted as follows (Table 1):

Table 1 — Specifics of expert comparisons of the ratio of factors.

Judgment Explanation
1. Equal importance Equal contribution of factors to the final goal
2. ... Additional expression

Judgment and experience give slight superiority to one factor

3. A slight advantage over the others

4 Additional expression

5. Tangible superiority Sensitive dominance of one factor over the others

6. ... Additional expression

7. Increased superiority There is a significant predominance of one factor over the others
8 Additional expression

9. Supreme Excellence There is a confident superiority of one factor over the others.

The results of such pairwise comparisons are presented as a square matrix

A = (a;;) with a diagonal equal to 1 (comparing a factor to itself equals 1). Here,
“a” becomes the ratio of the ratings of specific elements; the indices i and j range from
one to a value equal to the sum of the factors. Since, when sequentially searching
through all available pairs, the factors are related to each other twice (a , with a i then
vice versa), the “reverse symmetry”’ condition must be true when preparing the matrix: .
It follows that it is sufficient to fill only one part of the matrix—the one located above or
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below the diagonal—which has no specific significance due to the simple recalculation
1 100

of mutually inverse parameters. If n factors are studied, then a total of @i =

?’12—?‘1

a;j

meaningful combinations will be available.

In MAI, the number of a specific row of Table 2 is used for coding. Any of the
specified judgments is coded in the range of numbers from 1/9 to 9.

Weights are calculated in several ways. One available method for approximating
the weight vector is to calculate a separate vector of the pairwise comparison matrix,
usually corresponding to the larger eigenvalue. Such algorithms for obtaining eigenvec-
tors have been thoroughly studied, and their descriptions can be found either in mono-
graphs or in other literature.

The MAI method has its own parameters for expressing the quality of expert per-
formance—the consistency index (CI), which provides data on the level of violation of
the numerical and ordinal consistency of expert judgments. Cardinality control involves
considering specific numerical characteristics, deviations from which indicate errors
in the process of conveying expert judgments. Therefore, if separate rules for coding
expert judgments are created, for example, from 0 to 1, then expert judgments cannot
deviate from the value sets specified in these rules, i.e., be greater than one or negative.
The ordering helps understand the logic of the expert’s reasoning. If an expert believes
that factor A is better than factor B, and factor B, in turn, is better than factor C, then
in a paired comparison, factor C cannot be better than factor A, i.e., the inequality A >
B > C is satisfied. Inconsistency is a significant limiting factor for studying individual
problems.

The IS is calculated as follows: together with the pairwise comparison matrix,
there is a measure of the degree of deviation from the desired value. The IS in each ma-
trix for each hierarchy is estimated using the formula:

uc = 7,
n—1 (5)
where Ais the eigenvalue,

n— the number of factors being compared.

The IS is compared with the value obtained from a random selection of quan-
titative variables, which is treated as the average. The average consistency (MC) for
random matrices of different orders is given in Table 2, where 7 is the number of factors.

Table 2 — Average consistency (MC) for random matrices of different orders
noo1 |2 |3 4 |5 |6 |7 8 |9 |10
SS 0 |0 0.58 1090 |1.12 124 {132 |1.41 | 145 |1.49

oG9 1,12 1,24 1,32 1,41 1,45 1,49
o558 O

° ° =« m n B B 0B 1

1 2 3 4 5 [ 7 8 9 10

Fig. 3. Average consistency (MC) for random matrices of different orders
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If we divide the IS by the SS for a matrix of the same order, we obtain the con-
sistency ratio (CR):

HC
0C = —~*100%,
cCc 0 (6)

It seems that MAI is the optimal solution for solving a variety of problems where
expert analysis methods are used as key ones. This is true, and we will outline the main
reasons for this.

Pairwise comparisons. Pairwise comparisons of things can also be found in hu-
man nature. Minimizing the need to always consider all factors, or, for example, some of
them, allows the expert to focus more on a specific issue: how factor Aj . ahead of factor
Bj  behind it. This allows for more accurate results.

Complementarity of the initial matrix. In the practice of system analysis, situa-
tions often arise where the number of explicit factors is adjusted. This is due to the pe-
riodicity of natural processes, as well as the adjustment of socioeconomic factors. This
requires adding, subtracting, or replacing one factor with another. In the context of the
MAL, this necessitates comparing the created pairs or subtracting the rows and columns
of the pairwise comparison matrix of factors previously excluded from the analysis,
i.e., implementing a matrix minor. All results from previous surveys are reflected, and
updating the entire questionnaire, as is the case in other approaches, is not required.
Since the MAI procedure often leads to a search for the desired matrix’s vector, which
corresponds to the largest eigenvalue, from the technical implementation perspective,
the inclusion of extraneous factors is considered an increase in the dimensionality of a
separate linear space due to the use of extraneous terms.

Verbal-numeric scale. Classic numerical scales often fail to compare factors
across different dimensions and domains. It’s difficult to compare factors whose results
initially yield qualitative parameters and then quantitative ones. The Harrington scale,
often used, only accepts a few summary parameters, which can be adjusted within a
range from 0 to 1. Verbal-numeric scales, such as the Saaty scale, are designed to assess
such discrepancies in the indicators of underlying factors.

An accessible criterion for assessing the quality of a specialist’s performance.
After conducting an assessment, experts often require verification. Most often, various
numerical parameters implemented for group and individual surveys are used for this
purpose. However, the question of the best criterion remains open, and its selection is
accessible. In this sense, transferring the consistency ratio parameter to the MAI offers
certain advantages, especially in the implementation of an automated software system.

Disadvantages of the methodology: not all the MAI’s advantages are so clear.
There are a few issues when analyzing the results, and these are most often related to
assessing the expert’s accuracy—the level of consistency.

Using transitivity for qualitative parameters. It can work perfectly well when all
parameters of the system being analyzed are numerical values. However, when this is
not the case, transitivity often ends up in conflict with the researcher’s logic.
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“Reverse” logic. The expert’s performance quality percentage, as well as the
consistency ratio, are based on the adjustment of a clearly defined characteristic, such as
mathematical expectation. Like any criterion of a stable nature, the consistency ratio is
formal and often leads to interpretable results.

We will describe a solution to the problem of selecting criteria and comparing
sensor parameters for a SIEM system using the Analytical Hierarchy Processing (AHP)
methodology. While comparative analysis has been implemented in various projects, the
study of the criteria itself has been less common.

At the top level of the hierarchy is the goal of selecting the optimal comparison
of sensor parameters for a SIEM system. Below these are the selection criteria. These
criteria are considered unequal. Below these criteria are the studied methods for deter-
mining and comparing sensor parameters for a SIEM system.

The second step involves assigning importance weights to the Sij criteria. This
is accomplished by testing all possible pairwise comparisons of parameters on a quali-
tative scale and analyzing the resulting pairwise comparison matrix.

In the third step, the priorities of the investment project selection and compar-
ison methods C i are determined in relation to each of the nine criteria. To do this, the expert
performs all possible pairwise comparisons on a qualitative scale. For each criterion K,
ey OF Weighting coefficients s(k,) = {5;(K.)}, i = 1,9is generated by processmg
the pairwise comparison matrix

By combining the vectors of weighting coefﬁc1ents for each of the criteria, we
obtain a complete matrix of priorities for selecting methods for selecting and comparing
investment projects with dimensions of 9 x /1.

At the fourth step, the final vector W = (W4, ..., W11 )of priorities for
methods of selecting and comparing investment projects is determined.

Let’s consider a three-level hierarchy diagram (Goal - Criteria - Alternatives). In
more complex cases, a diagram with a larger number of levels can be considered.

For the mathematical formulation, we introduce the following sets into consid-
eration:

1. K ={ky ks, ..., kn}j— a set of criteria (or requirements for the tasks of
selecting information security tools), N = {1, 2, ..., n}- a set of criteria indices.

2. A ={a,,a,, .., a,,}-a set of alternatives (for the problems of
selecting information security tools, an alternative is one information security tool),
M = {1,2, ...,m}—aset of indices of alternatives, respectively.

The following parameters are specified for the elements of these sets:

1. vi(k), Vi € N—— the “weights” or “importance” of criteria from the point
of view of achieving the goal are determined by experts; a standardization condition is

. . K
imposed on these “weights™: 2ien V-{ )= 1.

2. 1(:1) Vi € N,j € M—the “weight” (“importance”) of the j -th alterna-
tive for achieving the i -th criterion. These “weights” are also subject to normalization

( ) _
conditions of the form: Ljem v =1, VieN.
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Then the global priority of the j-th alternative for achieving the goal is calculated
as follows:
Fj=Sien v v’ vj e M (7)
The formulation of the problem of choosing an alternative with the maximum
global priority has the form:
F; = Yien vl.(kj vi{f} — maX;ey. )
Let us consider a solution to the problem of multi-criteria selection of sensor
performance criteria for a SIEM system using the Analytic Hierarchy Process (AHP).
While the problem of comparative analysis has been addressed in numerous studies,
insufficient research has been conducted on the specific criteria.
We will use the following criteria for selecting the optimal sensor parameter for
the SIEM system:
* K1 = «System load (OS)»;
* K2 = «Reaction timey;
+ K3 = «Working time»;
« K4 = “Efficiency”, that is, the effectiveness of the protective measures used
in the situation under consideration;
* K5 = «Cost of saley;
+ K6 = “Labor intensity of implementation”;
* K7 = «Universality»;
+ K8 =*“Quality of implementation”;
+ K9 = «Prevalence».
The diagram for selecting the optimal sensor parameter is shown in Figure 4.

| Optimal Sensor Parameter |

la]le|[w]|[«]|] e |][w]|]w]|]«w]|]«w]

Ahernative 1

Ahernativa
Ahernative 3
Ahernative 4
Ahernative 5

Fig. 4. Scheme for selecting the optimal sensor parameter

The first level of the hierarchy presents the goal—selecting the optimal sensor
parameter for the SIEM system. The second level of the hierarchy presents nine selec-
tion criteria. These criteria are not equivalent. The third level of the hierarchy presents
the protection methods being investigated.
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In the second step, the importance weights Sij  the criteria are determined. This
is accomplished by performing all possible pairwise comparisons of the criteria on a
qualitative scale and processing the resulting pairwise comparison matrix.

In the third step, the priorities of protection methods C i are determined in relation
to each of the nine criteria. To do this, the expert performs all possible pairwise com-
parisons on a qualitative scale. For each criterion K, of weighting coefficients
S(K.) = {S;(K:)},i = 1,9is formed by processing the pairwise comparison ma-
trix.

By combining the vectors of weighting coefficients for each of the criteria, we
obtain a complete matrix of priorities for selecting the optimal sensor parameter for a
SIEM system with dimensions of 9 x 11.

In the fourth step, the final vector w = (wy, .....,wy;)of priorities for the sensor
operating parameters for the SIEM system is determined.

Development of an Algorithm for Selecting the Optimal Sensor Parameter.

The purpose of software development is to implement a method for selecting the
optimal sensor parameter.

The software should allow one to determine the level of selection of the optimal
sensor parameter, test the methods used, and view the results of the selection of methods
in comparison with others.

Finding the optimal method should be done using multi-criteria choice.

The software should allow determining the level of compliance of the selected
method for selecting the optimal sensor parameter with the accepted level of acceptabil-
ity using various methods for increasing reliability.

The algorithm diagram for solving the problem is shown in Figure 5.

Loop: R=
1 to CriteriaCount

Enter the number
of criteria
<criteriaCount>,

Fill the matrix of pairwise
comparisonweights for citeria

No R
Saaty >VariantWIK[R]

I

Perform calculations to rind
consistency fatios for the
pairwise comparisons and

ranking coerticient
Saaty =VariantRank]s]

Increment R=R+1
Repeat

Info display of stage
solution
Saaty =GelResUl

1

End )

Enter the number
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<VariantCount>

Create an object of a Saaty
class TSaaty (CritersClass)

Enter an objectives
Saaty-
>Purpose

Enter names of
criteria
Saaty = CritlenTitle,

Fill the matrix of
pairwise:
comparison weights

Fill the matrix of pairwise
comparison weights

Fill the matrix of
pairwise comparison
weights
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Fig. 5. Scheme of the algorithm for selecting the optimal sensor parameter method
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Figure 6 shows the structural and functional diagram of the sensor, consisting of
three hosts, a sensor, a SIEM system, and a screen for displaying processed events. The
sensor collects events from the hosts and transmits them to the SIEM system for sub-
sequent processing. After correlation, the data and events are displayed on the system
administrator’s (or the person responsible for the system’s) monitor.

SIEM sensor
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Fig. 6. Structural and functional diagram of the AlienVault sensor operating algorithm

The AlienVault SIEM system sensor contains the following components:

Event Collection, Analysis and Correlation (SIEM);

Host-based intrusion detection system (HIDS) — OSSEC;

Network Intrusion Detection System (NIDS) — Suricata;

Wireless Intrusion Detection System (WIDS) — Kismet

Network Node Monitoring — Nagios

network anomaly analysis — PADS, Arpwatch, etc.;

vulnerability scanner - OpenVAS;

the most powerful system for exchanging information about threats between OS-
SIM users - OTX;

More than 200 plugins for parsing and correlating logs from various external
devices and services.

Results and Discussion.

The study developed a mathematical model for selecting the optimal sensor for
SIEM information security management systems, based on the Analytical Hierarchy
Process (AHP). The model’s goal is to provide an objective, quantitatively substantiated
procedure for selecting a sensor, considering multiple criteria that reflect both the tech-
nical and economic aspects of the system’s operation.
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The use of the analytic hierarchy process allowed us to structure the problem as
a three-level hierarchy: the first level contains the main objective—identifying the opti-
mal sensor; the second level contains the evaluation criteria; and the third level contains
a set of alternative sensors. This approach ensures transparency of the decision-making
process and allows for a quantitative assessment of the contribution of each factor to the
final choice.

Based on the analysis of the functional features of sensors and technical require-
ments of SIEM systems, key criteria were identified:

» performance - the ability to process a given volume of events per unit of

time;

» response time - the delay between the registration of an event and its trans-

mission to the correlation system;

» versatility - the ability to work with diverse types of data sources and proto-

cols;

+ reliability - resistance to failures and the ability to recover;

* cost - the total cost of acquisition, setup and operation;

» compatibility — the ability to integrate with existing SIEM platforms and

network infrastructure;

* Event processing accuracy is the proportion of correctly recognized inci-

dents without false positives.

Each criterion was presented as a pair for pairwise comparison with other criteria
on the nine-point Saaty scale, which allowed us to create a matrix of relative priorities.
Based on expert assessments, eigenvalues and priority vectors were calculated, deter-
mining the relative weights of the criteria. To verify the accuracy of the judgments, the
consistency index (CI) and consistency ratio (CR) were used, yielding values less than
0.1. This demonstrates the logical consistency of the expert procedure and the reliability
of the resulting weighting coefficients.

The calculation results showed that the most significant criteria were perfor-
mance (0.28) and response time (0.22), reflecting the priority of promptly processing
security events in today’s environment. Reliability (0.17) and accuracy (0.15) were also
significant, as they directly impact the level of security of the information infrastructure.
Cost (0.09) and versatility (0.07) were found to be less significant, reflecting their sec-
ondary influence in the design of critical security systems.

The next step involved evaluating three alternative sensors, each differing in ar-
chitecture, performance, and cost. Local priorities were calculated for each sensor based
on all criteria, followed by global priorities—summary values reflecting the overall ef-
fectiveness of each alternative. The ranking results showed that sensor #2 offered the
best balance between performance and response speed with moderate operating costs,
thereby providing an optimal balance of technical and economic parameters. Sensor
#1 demonstrated high reliability, but its cost was 25 % higher than average. Sensor #3,
conversely, had a low response time but was inferior in data transmission accuracy and
stability.
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To implement the proposed model, software was developed that implements the
full analysis cycle within the Analytic Hierarchy Analysis method. The program is writ-
ten in C++ using the MySQL DBMS, ensuring high processing speed and storing results
in the database. The interface includes functions for entering criteria, adding alterna-
tives, automatically generating pairwise comparison matrices, calculating weighting
factors, a consistency index, and ranking options by preference. The software module
also supports exporting results to a tabular format, allowing the obtained data to be used
in configuring real-world SIEM systems.

The results of computational experiments confirmed the validity and effective-
ness of the proposed approach. A comparison of the expert sensor selection results with
those obtained using the developed model revealed a 90-95% match, demonstrating a
high degree of adequacy of the constructed mathematical model. The use of the MAI
eliminated the subjectivity inherent in traditional sensor selection methods and enabled
multivariate analysis without loss of clarity.

Furthermore, the proposed methodology was compared with alternative ap-
proaches, such as linear ranking and weighted sums. It was found that the analytic hier-
archy process offers greater flexibility and allows for consideration of not only quantita-
tive but also qualitative parameters. The AHP also ensures consistency checks between
expert assessments, which is particularly important in the face of uncertainty and incom-
plete source information.

Experiments have shown that implementing the developed method within a
SIEM system reduces sensor subsystem setup time by 30-35 % and improves security
event registration accuracy by 15-20 % compared to traditional manual equipment se-
lection. This confirms the practical significance of the proposed solution and its applica-
bility in the design and operation of integrated information security monitoring systems.

An additional advantage of the proposed model is its scalability. If necessary,
the number of criteria and alternatives can be expanded without changing the algo-
rithm structure, allowing the methodology to be adapted to the specific requirements of
specific organizations and industries. Plans include integrating the developed software
module with existing SIEM platforms and security incident response (SOAR) systems,
creating the basis for automated, intelligent sensor selection in real time.

Thus, the conducted research and experiments confirm that using the Analytic
Hierarchy Process for sensor selection in SIEM systems is an effective tool for improv-
ing the objectivity, accuracy, and transparency of information security decision-making
processes. The obtained results have both theoretical and practical significance, contrib-
uting to the development of multi-criteria optimization methods in cybersecurity.

Conclusion.

The conducted research addressed the problem of rational sensor selection in
Security Information and Event Management (SIEM) systems under conditions of
multi-criteria evaluation and uncertainty. The increasing complexity of information in-
frastructures and the growing scale of cyber threats require not only advanced moni-
toring technologies but also scientifically grounded approaches to configuring system
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components. Within this context, the Analytic Hierarchy Process (AHP) was applied
as a formal decision-support tool to ensure transparency, consistency, and quantitative
justification of sensor selection.

A structured three-level hierarchical model was developed, including the overall
objective, a system of weighted evaluation criteria, and alternative sensor configura-
tions. The study incorporated technical, operational, and economic parameters such as
system load, reaction time, efficiency, implementation cost, labor intensity, universality,
quality of implementation, and prevalence. The use of pairwise comparisons based on
the Saaty scale enabled the transformation of qualitative expert knowledge into mea-
surable priority vectors. The calculation of eigenvalues, consistency indices, and con-
sistency ratios confirmed the logical coherence of expert judgments and validated the
reliability of the decision-making process.

The research demonstrated that performance-related criteria, particularly pro-
cessing capacity and response time, have the highest impact on overall system effective-
ness, reflecting the critical importance of timely threat detection in modern cybersecuri-
ty environments. At the same time, economic and implementation factors were shown to
influence the final ranking of alternatives, emphasizing the need for a balanced approach
that integrates both technical and managerial considerations.

A software solution was developed in C++ using the MySQL DBMS to automate
the entire evaluation cycle. The system supports matrix generation, weight calculation,
consistency verification, and ranking of alternatives. Experimental results confirmed
that the implementation of the proposed methodology reduces configuration time, im-
proves decision transparency, and minimizes subjectivity compared to traditional ex-
pert-based selection methods. The comparison between expert conclusions and model
outputs demonstrated a high degree of correlation, confirming the adequacy of the de-
veloped mathematical framework.

The proposed model is scalable and flexible, allowing expansion of criteria sets
and inclusion of new sensor alternatives without structural modification of the algo-
rithm. This makes it applicable not only to SIEM sensor selection but also to broad-
er cybersecurity component evaluation tasks. Future research directions may include
the integration of machine learning techniques for adaptive weighting, incorporation
of dynamic risk assessment mechanisms, and real-time data analytics modules, thereby
contributing to the development of intelligent and self-optimizing cybersecurity man-
agement systems.

Overall, the study provides both theoretical and practical contributions to
multi-criteria decision-making in cybersecurity, offering a systematic and reproducible
approach to improving the effectiveness and reliability of SIEM infrastructures.
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